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netstat -ntpl

(]88
WindowsEH W aT I TES ST i Tnetstat -anoBE R ZIiE O ISIFAS, fEE
EHE?J lfﬁ$A1¢’{klu Xo

7-1 RO SIPIRES

[root@ecs-67a0 ~]# netstat -ntpl

Active Internet connections (only servers)
Proto Recv-Q Send-Q Loc oreign Addlass tate PID/Program name
06.0. 0 25847/ ./httpterm-s
0.0.0:" LISTEN 1437/sshd

sEiE LISTEN 1437/sshd

=
0.
0.

0
0 0.
0

[root@ecs-67a0 ~1# -
2. MEHINMNHIRSBENEERESR.
Bugn: iZREHLAYR O ghttp 80, {EMAcurlir<, RIGIRSBBENFEREIER.

[root@ecs-67a0 ~]# curl 127.0.0.1:80 -v
* About to connect() to 127.0.0.1 port 80 (#0)
% Trying 127.8.8.1...
* Connected to 127.0.0.1 (127.0.0.1) port 80 (#0)
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: 127.0.0.1
Accept: */*

HTTP/1.1 200

Connection: close

Content-length: 14

Cache-Control: no-cache

X-req: size=14, time=500 ms

X-rsp: id=testl, code=200, cache=0, size=14, time=500 ms

elloworld@!!
* Closing connection @
[root@ecs-67a0 ~]# ||
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LA =nal g
= aE

8 fRERINE

BENAL LA — , R WK > WHRRIE"

FEEMSH=, ©F “ BERidds > FikikSHEE" .
FRinfkSHRENE, PEHEENERROESHEERRIRIRSSRABR.
FERiRIRSEER “BXMER" RET, BEEUTRECERESH.
FESRBEEESHRERER, BFELENERNERE.

o vk~ Ww

& 8-4 [RGB ESH
RERIeESH 1508
153 RERIGEERHTTPINYEY, MREIRIRSRIRE 7RI

HOSTLgE], HBEREIRRSHEENHZEST 2
WMERE” WEPRY “H8" 4.

I [Gi%IRSS SRR S BINMLZACLIIN A RUB B B Y
TR A ERIEMY

i s ERimRS SR SiwONBEN TR, BEF
B2 IEXNERIEERE .

BERR NREZERHTTPEEEEEETEINSH, BiNEEHE
BYEESHTMLIZE:

ALY

o IHMERRETINA “HTTP” , BEKERERN, NREEHAROREHE, B8
B EEARNESEEAEENER S “TCP” , Rie&EiwO,
o WMERERFESAIIKRER., ~FIWT:
o iEgEES: http://www.example.comahttp://192.168.63.187:9096, MIEERE
®RES ‘)7 .
o iFEgEES: http://www.example.com/chat/try/, MIEERFEES “/
chat/try/” .

o IBEFEEA: http://192.168.63.187:9096/chat/index.html, MAEERFES “/
chat/index.html” .

KNERIRIRSSRERE XX GITE

TSRS SRAENERRSRERS XK 7 nlfs, F2EBERRKRSSEH.
[EinARSZREARKKEATHIIENGITRET, BREERETERN
NREmARSSRECEXRIX T s, BAEHFERIN,

#E ELB BEYEE EIP SFAR IP

(0 %8R
o ZIGEIYVEATFIEITEE (TCP/UDP)

MFPUESEITEE (TCP/UDP ) THIRERRRS S, BREHXBKINAHINEREE
SBTEEIPTLFAMIP
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SRS
= aE 8 fRERINE

GG SLBIFIREIEERT , ANRAKGPEEIPSFARIIPRS, PURYENTEE ( TCP/UDP) FRX
B EIRIRSH=ETREREERE

NERIRRSRESIES
AR
AR S5 SO ER A Windows, BB SBERIAID htups//[SIRIRS S0P (25
BRI, MERREIBR20E 3, NErEHIRSSEER.

o BALIERIRIRS R LETL T SEE RRRSHERICEROSSRIER
MEMYIERE R,

netstat -anlp | grep port

EEHESREREIROEEHEERLISTEN, NEREIHRSSENEERTR
OFESITIAZ, 2E8-143K<880ixm [ TCPHIZRTISIZ

MRERBEERREEROGR, RANERRSRWSiKRO—H.

8-1 [RimARSS =R [EE e TRIEI Rl

8-2 [FinfkSS 2R B I AIEI R p)

MREERERORAGEKIFRE (GRRSJ|/EREN) , ERBEEE
RS AR LAUWSS, Bl S EBEERRNEROEEKIERKT.

o MNREHTTPRERE, BREEHRSE LTUTHSERREHRERVRZ
f? | TS SR B 1P AR BT R A B -
HTTPiRERHE T RELBA/RiRIRSS B AMCGETIER, HIXIEILATRFIAIREIAZS
1B, INARSSEREERE.
XHFTCPRIMEIRES, HTTPRENEIEEIRENAZERZ200,
STFIHZ=EIELB: HTTP/HTTPSIERICEIE FIRENMAZSHEE9200,

8-3 [inARs3 2 = B 2R A

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv

* About to connect() to 192.168.0.58 port 8080 (#0)
Trying 192.168.0.58...

Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)

GET /index.html HTTP/1.1

User-Agent: curl/7.29.0

Host: 192.168.0.58:8080

ACCEpt : :t:/:t:

*
ES
=
>
>
=
>
ES

HTTP 1.0, assume close after body
< HTTP/1.0 404 File not found
HTTP/1.0 404 File not found

< Server: SimpleHTTP/0.6 Python/2.7.5
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&l 8-4 SRS 2R ERRIEERA

[root#host-xxx~1# curl 192.168.0.58:8080/index.html -iv
* About to connect() to 192.168.0.58 port 8080 (#0)

*  Trying 192.168.0.58...

* Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)

> GET /index.html HTTP/1.1

> User-Agent: curl/7.29.0

> Host: 192.168.0.58:8080

> Accept: */*

>

192.168.0.58 . . [08/Apr/2019 17:37:34] *GET /index.html HTTP/1.1* 200
* HTTP 1.0, assume close after body

< HTTP/1.0 200 OK

HTTP/1.0 200 OK

< Server: SimpleHTTP/0.6 Python/2.7.5

o MWRHTTPRERESE, BTHRERERLTREIZIN, BWRBEBENHTTPEER
KMEEXATCPRERE . B(FIT:
ESIFERmE, BN ERYIREE, EhESNERREEaTCPRERENEIRIRS
2840, SREIGIRCIEBTCPRERENEIRIRSSEAE., BigxmZE, ITREE
EERBRRERESESTIRELESE.

MEERiRSS2EHKIE

R BinARSS 2R NERFE T BiXIEE Bt T 2L, XA PTRES FFRELB AR
ERRIGERIRIPRE

SEmRS S|RKEIRZ R HINEER, BEENXIERN FRIBELB/FinF M
HIVPCIES .

NERmIRSSEHBEH

IBREREFEN T EiRIRSZ[AEPAIEEH, EFEM R (ttilleth0 ) FEERE
BOAISE, FABRBESEEN . NRARHEN, JESHERIGERYTIETNA
[EimARSS =R -

ER LRSS 2 LB LI THSEERNABHEEREAONX ( 2EELBRARE
FEMELE, =BRBEFEEEARBEEMX ) o

ip route
)7
route -n

IEERIEIRNES-5F7 o

8-5 ENARS TS R K1)

8-6 NSRS MK

~]# ip route
3.134 dev ethd

@ link metric 1082

SZA%RRAN 03 (2022-11-01) WRIERE © HERRARBIRAT 38



L ek a L
= e 8 fRERINE

NREEFREEES-5HHNE—XIRHAER, & ERERIPHAREIRIRS S
FEVPCFMAIMX, 1BEECEZNARBIE@MX,

B RImIRSS AR AE
B RIERIRS, EEERRSBCPU/MNF/ MEERES, FHMEHRIRSSE0R
HETIRE.

MRAHRS, TeeaSHERRICERIERIEKRER
MERIHIRSES hosts.deny X4

EWVITHIE G IRIRSS 28R /etc/hosts.deny X4, I MZRIGEITMET, L S4PARERE
S \ELBSixFMFFERIVPCRIER

R ERTFEHI AR RIERIZED, BIRRT RIS KESHE.

8.2 RRNEREAE (H=8)

B)ERiIR

"’

EFinfIiEREIE AR SR RITERNNERRSHRE, BIFRERCESIE
= ‘BB .

SiERRERNZIENERIRIRSRFEN, ELBEABRRENERRSRERRE.
BIREROEINNE EiRRSZR[IKEIEREN, ELBF MRS HREEELRE.

fEERREd RERRS AR OPHEEN S RSB RIGEINEE, FFHEIR
RSREAUAH. ESNEFRIEBFIREISENA.

o LEENEXIAN, ELBRNSRRSBERELS, SEBERERERRRES.
o UHERRSHONENN, RETSBRAIXEHRESSEL, HAREREN
REESEBL
AFE B

GRS EREE RIS TEEMARENERGESRFEEUE, REIEMZ2
W TEHEMATEEMIR, FSERS-SH—THIE,

EAEEREESNERRIIEEXET, EXEEN SN TRERESFF— e
&, BEEFSER.

MREBROEIREIES, FELBXREKNERRSFENMEEREIUERREERNE

BARIEE.
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SRR
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8 2RI E

% 8-5 HIEEIR

HEFR HI&STRE

g BN TR | RiniRSENZLEERE

o [EinARSSERAIMBACLECE
BRNESHEE

HihSEHER | MEERIRSS AR B XSS

S EELBRASSEEIPSLFARIIP

RERRRSHESIES

KB EIRIRSS R0

KB ERIRSSESIEE

KERIRIRSHRRAE

KREEimkSS2ghosts.deny {4

[EimiRSS R A E

HE=RABITERIEIRIRSS L2 BMN L /RHIEELB AT BRIGERIMY AR QR
BRIGERTRMEE .

FEiEENtM I NGO AR EERCESEERIEIHTRE, BoERRIRSZEEEN
EXEENEESE . H=RGEHEE T EEREERRIENES100.125.0.0/16EZRY
IP,

TaEld B2 i T ARinARSS AL SEMNEITIZH . FiniRSRLEEANAY
CBEINEUNTZR8-6F7R,

* 8-6 ZEBEHNHEINE

HFEI SMIEfENE

REROENSRIFERIME | BRFREIRIRSS A% AN RN SR RIS
=) I NAMERENY . EERICEIROF1100.125.0.0/16

ZHYIP,
RERENERORE |

REESFENERERRRSH=NZEH (E=]) .
EERIGENSRMICE

REER SRR | AR SEH S RN EHE ., NRERETHS
= EARN , BHRERIRSS 2R SHE 75 AN MU

N i FRAQEIMINAMEmENY . BRI EROM
{Eﬁ*ﬂéﬂjﬁﬁlﬂﬁﬁu*\_\té 100.125.0. 0/1 GHEEE’J”D

EERGEHSEMCE | REESFEIRERRRSHNTEE (H58) .
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SRR

= e 8 fRERINE

(AR
EHZBEIBLAIFE “SRENVEFiRIP” That, H=REIBIIRKITRELRRNRBEIZRSE

MFIRIEACLIRSE, ZEBRNFNMEZACLRNIITTEERIMOE . BN ERSITRALEE
HITHREXS AT IPEATIRE, (FEBESE IR .

[GimiRSSEEAIMEE ACL BLE
RBZACLH FRBRINTIERSE, EELBISHSFRMEEE T RKRACLEIN, F4RACL

AN pUE EL BTG BRI AR O A2 RIQERYREIIIE .

MEBACLEGAMIN SIEEE N IHERE, BRAMSACLE, B

W TECE -

SolES H N2 T ERIRIRS B/
RIS EINB U TES- 73

AT PILZACLAR

SEMNHITIZH, [FiRbRSSIFAIMESACLELL

7 8-7 M ACL INHEEIRE

HEEIR

AbiBiEHE

EERIGENSRMICE

RSB NS mREIIHE
=

ﬁé@’fﬁé)\)‘iﬁiﬁﬁ%ﬂ’fﬁ

Eg*ﬁé)\fiﬁﬂ Ba9tttit

=L k= 1 1] =i |
wE

B EIRIRSRIIMBACLA S AN B RS
I MAEREMY . R EIRO
100.125.0.0/16 EZHIIP,
E%%}E«%ﬁ'%mﬁﬂﬁﬁﬁﬁ”ﬁﬁﬁ%ﬁﬁﬂgW%ACL (H=
B),

EERtaEHSRMIeE

g@*ﬁéﬂjﬁﬁiﬁi&iﬂﬁ

RERER S RFRROE
="

fRERISE 75 M B AYtnE
e

fRERE L5 R ERRO
wE

BRREIRIRSEMMEBACLE S BMNMERESE
MR A EREIMY . BRI EIRON
100.125.0.0/16 M EZRYIP,
E%%}E%ii'r%mﬁﬂﬁﬁﬁﬁ”ﬁﬁﬁ%%ﬂgW%ACL (H=
B),

(MRt

EHZBEIBLAIFE “SRENVEFiRIP” ThaE, H=REBIIRKITRERRNIREBEIZREE
MMFIREACLIRS, ZEBRMNFIMBACLRNIITTEIIMGE . BN ERSITRALEE
HITIREXS AT IPEITIRE, (FEBESE IR .
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SRR
= aE 8 fRERINE

ERRESNEE
1. EEMSHE, ¥R ¢ RHREINE > BIRRSHEE” .
2. HEEHRSHENE, PEBERSRBNESHRENERRSBASRE.
3. EERRSHEN ‘EAER ET, EEUTRRCERESH.
EERELESHRERES, EEENEREEEE.

% 8-8 [RGB ESH
RGBS 1A
e EERGEERAHTTPIMNYET, MRGRRSZIRE TR

HOST3LEEH, HEKRIRIRSHRECENHZIRGE “ @R
WERE” NEP ‘587 4.

71308 [EikARSS 28H0 L £AFIMILZACLIINI A R OB (R BRAG B 1Y
X NAMERIETIN o

i EGEER RS =R Sk vRIC TR, BEF
BB MERRRIGERE .

QEIRE RZERHTTPRENEFTETEISH, BXkERR
HIEESHTMLI

ARy

o BHIEBRAEINCH “HTTP” , BREEREN, NRESHNRDRBRE, BiE
M ERENESRRIGENUENS “TCP” , RiaEixH.

o MERFRFEEMAIIKRR., ~FIWT:
o iFEgEES: http://www.example.comaghttp://192.168.63.187:9096, MIEETEE
®Es ‘)7 .
o iFEEREES: http://www.example.com/chat/try/, NIEEIRFIES “/
chat/try/” ,

o iHEEHEN: http://192.168.63.187:9096/chat/index.html, MIEERFIES “/
chat/index.html” .

HMEGIRIRSEEAEE R EITEE
R HIIRSS RPN B IR IR S R A R A A T IS
EiRIRSS SBR XK EABITEMITET, RERERSTERN.
INSRITUHARSS SR4E B AXEE T IITES, ISR

5 ELB 2A4B%E EIP ZFAK IP
[MARY:
o ZISBHUSAFMELITE (TCP/UDP)

MFPUESEITEE (TCP/UDP ) THIRERRRS S, BREHEXKINAHIEREE
SBTEEIPTLFAMIP
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SRS
= aE 8 fRERINE

GG SLBIFIREIEERT , ANRAKGPEEIPSFARIIPRS, PURYENTEE ( TCP/UDP) FRX
B EIRIRSH=ETREREERE

NERIRRSRESIES
AR
AR S5 SO ER A Windows, BB SBERIAID htups//[SIRIRS S0P (25
BRI, MERREIBR20E 3, NErEHIRSSEER.

o BALIERIRIRS R LETL T SEE RRRSHERICEROSSRIER
MEMYIERE R,

netstat -anlp | grep port

EEHESREREIROEEHEERLISTEN, NEREIHRSSENEERTR
OFEYNITIAZE, WNE8-7+3R<880ix I TCPHIZRTISIZ

MRERBEERREEROGR, RANERRSRWSiKRO—H.

8-7 [RimARS3 2R EE R aTRIEI Rl

8-8 [FinfkSS 2R B W I AR R A

MREERERORAGEKIFRE (GRRSJ|/EREN) , ERBEEE
RS AR LAUWSS, Bl S EBEERRNEROEEKIERKT.

o MNREHTTPRERE, BREEHRSE LTUTHSERREHRERVRZ
f? | SRS S AP AR B L SRR BRI
HTTPiRERHE T RELBA/RiRIRSS B AMCGETIER, HIXIEILATRFIAIREIAZS
1B, INHRSSHERIERERE,
XHFTCPRIMEIRES, HTTPRENEIEEIRENAZERZ200,
SHFHZEELB: HTTPREEAEIEERENRSIERE200. 2028#&401,

8-9 [FinARSS 2= F AIEI A

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv

* About to connect() to 192.168.0.58 port 8080 (#0)
Trying 192.168.0.58...

Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)

GET /index.html HTTP/1.1

User-Agent: curl/7.29.0

Host: 192.168.0.58:8080

ACCEpt : :t:/:t:

*
ES
=
>
>
=
>
ES

HTTP 1.0, assume close after body
< HTTP/1.0 404 File not found
HTTP/1.0 404 File not found

< Server: SimpleHTTP/0.6 Python/2.7.5
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8 fRERINE

[ 8-10 [5inARS3 =2 EEAIEI A

[root#host-xxx~1# curl 192.168.0.58:8080/index.html -iv
* About to connect() to 192.168.0.58 port 8080 (#0)

*  Trying 192.168.0.58...

* Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)
> GET /index.html HTTP/1.1

> User-Agent: curl/7.29.0

> Host: 192.168.0.58:8080

> Accept: */*
>

192.168.0.58 . . [08/Apr/2019 17:37:34] *GET /index.html HTTP/1.1* 200
* HTTP 1.0, assume close after body

< HTTP/1.0 200 OK

HTTP/1.0 200 OK

< Server: SimpleHTTP/0.6 Python/2.7.5

o MWRHTTPRERESE, BTHRERERLTREIZIN, BWRBEBENHTTPEER
KMEEXATCPRERE . B(FIT:
ESIFERmE, BN ERYIREE, EhESNERREEaTCPRERENEIRIRS
2840, SREIGIRCIEBTCPRERENEIRIRSSEAE., BigxmZE, ITREE
EERBRRERESESTIRELESE.

MEERiRSS2EHKIE

R BinARSS 2R NERFE T BiXIEE Bt T 2L, XA PTRES FFRELB AR
ERRIGERIRIPRE

LRiRIRS BB ELZRIGIHINEER, BEER SN FA6E100.125.0.0/16K
EZRY9IP,

NERRIRSSEHEEH

IBNEREFMEN T EiRIRSZ[AEPAIEEH, EFEMFR (ttilleth0 ) FEERE

BUAREE, FARBESEEN . NRANRHEN, JRESHERIGERYTIETNA

[EimARSS =R -

R LAEEiRRSS 2 LB LI T aHSEERNABHBEEEEANX ( 2YELBRARE
FENERHE, —EBEFEEERABRIELINX ) .

ip route
)7
route -n

EEREZWES-11FR.

8-11 EVAIR ISR K1)

8-12 ENARHKRIE R M KA

| atest —-]# route
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B AEIYE
= e 8 RN E

ROEHRBAEES-11PHE—RIBAEE, ERBEONIPHFRGRRSS
FREVPCFRIBIMX , B EEBIABBEERMX .

MERinIRSS AR
B RMIRIRS, BERRRSBIOCPU/NE/ RGNS, RHMEHRSSE0%R
HEEEE.

MRGHRS, TRESSERRIGERIEZSIEKRIEN .

B RimIRSSES hosts.deny {4
I EHEE SRR 230 /etc/hosts.denyS2fd, STFIRSRIGEINE, L SIFHAAY
BEAN100.125.0.0/16MEZHIIP

/R T
ISR BARTS A ARSI, ISR TS RE S,

8.3 Mt A lGimiRSS e LW EIREFRIGER X BfRF iz ERYE
FRBT B AA—E?
ELBAYEMus., ngindSSERIRIEIRIRSE, S0 SIIREE S e B
US54,
BARSBNEINES NSRRI, SEARENRNEIS MEIRY.

8.4 ([ UDP M B4FEEIN?

H4E UDP [#EEIEE
UDPEEMABEEN—FNY, EAESIRN AT T RBFRIERE, UDP
RERER IR T
o (EEMENTSIRERERERSE, HEHAEICMP request HE.,

- MREFRNETRUET RinIRSSERIREIRIICMP replyiBE, UIANIBRSSIE
w®, BEHTRERGE.

- MRBREET RBWEIEHRSZRIRERICMP replyiER, NIAKNRS
B8, ¥IERRaEXRK.
o EENEMTEIKEICMP replyiBEfE, SARIHRIRSEEAXUDPIRNIRS
- WNSRE [EREE ] 2R, BRGEND RRSHRKET BinikSRER
port unreachablefJICMPHE., MIANRSHFE, HERRIOELRMK.
- WSRE [BIEE ] 2R, BROEND SRSHRZEKE iRk SRE]
HICMPEIRIER, WHIARRSIER, HIERBREEMRI.

SISEcEUDPRERIGERY, HFEREENEIIARNISIEIE.

sEAERE
BRI TR R
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SRR

= e

8 fRERINE

o WMERROEENHEEEIN.

ARENER: EikiRSEZELERreplyskport unreachableZEEIAYICMPIE B RAETE
BIERRIAEEREENT R, SHEBRKEEERNER,

EWCRENRYIERE: RSB EER A EARIE.
AT UDPERIGERIFIEARAR TEMEZRNE, ENEREEENNERED
N, BNERRSRAREERE L& T4,
o [EinARSZEREEMRETICMPEEFERER,
LinuxZRF T, 1SR TSR EICMPERERIIIRE .
sysctl -q net.ipv4.icmp_ratelimit
ARUAEY9: 1000
sysctl -q net.ipv4.icmp_ratemask
EUAES: 6168
IBRIAE—ZmSREHEAKINESO, FHRELATHSHFport unreachableiBEF=4
AUERZRPRE
sysctl -w net.ipv4.icmp_ratemask=6160
BEiFARSEiESELinux Programmer's ManualiBX R :

man 7 icmp

&G http://man7.org/linux/man-pages/man7/icmp.7.html
(e

FFport unreachable2RBYICMPHBRNEZEIRS], SILREELN LRIIRS S EROFET,
AZIRERE =4 port unreachableiE &,

{FRUDPIMYGEELA T EIN:

o RAHIYEREINERIBIZUDPIRXFNPIngR IR NKIAEN G kiR S 220V REE
B fXUtMER, APEERREHRIRSIEZARBICMPIMNY, FHIALENT:
FREREIHRSEE, UroottfRIITIATHS:
cat /proc/sys/net/ipv4/icmp_echo_ignore_all
ABRENEAT, FTRICMPINEKHA; &R0, WRTRHS

o IREIUDPIMYARS BRI E I seFEIRFZ ETASSRENEAR—ERIaR :

WMREIHIRSEELINUXIRSEE, TAFHEIFET, BHFLinuxBIBBICMPIZT{RIF
NHl, SIRFIRSSEAIXICMPHIERE , LAY, BMERSSRELKEBIMERE, BHRTF
TiEEEmEE “port XX unreachable” IRIBEE, SSHAHIIEHEHTRKE
ICMP NZHMAEREINERD], RESHRSELRSSBENEF—.

8.5 BB NH AL SH ELB SREHSIERE R AL

AEK?

ELBESREREEN, SEBERIMERIR AT RERRREIRIRSS = AIEFRNS
X, eEERAATER, BREESRECEER—ERN, MUSRIMEES
18], ALl E R R SR BRI EHAR A EinARS3 2RAISNER o
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BRI
= e

8 fRERINE

8.6 EFRMETAIXEED?

Eﬁ%ﬁ;;“%bﬂ)ﬂz EE T EHRBEN— N ESEFHAEN, SRR “1aEE
f=” 0

8.7 “EKEi)

& EEEERREEANNGSR?

=, BAEHNAMEREREAEINAE, BEFMEREXEINXE.

SBWHLEﬁﬁﬁﬁ SEHXERT?

ATLURINE RIS ERRRTE), BiELEFMENRRICERE.

FERXKE: EKERQENERIYEE, SinECSSLAI IR, REivEs
P FEECSLAIRYATEItE &g,

ALAKARERRE, BEERAFIMENERINERE.

FERNKE: XARROER, AFYErBRERRRS, —BEREEERR
SRERENE, WEEERhIREBRERCIEENERRSSSR.

8.9 RN EIERERNROAPASIEERLE?

& 8-9 ERIEEIEEIREIAPIREI

ELBSSE! e ENY EEREBEIEREIROAIASES
JR=E HTTP 200
HTTPS 200
H=H HTTP o 200
e 202
e 401
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9 REYJE IP

9 IRENIR 1P

9.1 IHTIRENRIHERIESE IP?

2R SR

tERSS

HEFIREIELBISGEiRIRS AT, ZFURESCAYIPHBIESARELBIEIR, RiniRSEE
SRENRIROE1F RELBEER EIIE Fis I P . ANRFEEFRENEIZFiRAIESLIP, aILUg
WTHEEE,
o TERS (HTTP/HTTPSHNY ) : BENMAIRSSSHTEE, AREHRX-
Forwarded-Forf9/5 TURBRIFE AYESLIPiBLIL .
EEEIFENtERS.
e [UEMRSS (TCP/UDPIMY ) , ARSI LASKENE FiRAYESLIP:
- FiE—: FBEIrEER “SRENEFiRIP” IhEE.
- AR EETOARMIRE,
BB IF BN IERS .

o WNRIPEINAT, NSRBEIRENZINATIE(L/SRIIPHELE, TERIRENEINATE(LRIAYIP
ﬂﬂiﬂ:o

o WMREFIRNFR, REGRNEISR|AEENAIIPHELL, TEIRENVERRAIIP,

o PUEMNTEE (TCP/UDP) FFE “SRENEFiRIP” IREZE, AXIFE—BIRSE
BHENRIRARSS 28 XA EAE FinkIizs.

o MMERIGHIIERITNZISIFEE ( TCP/UDP ) BUAFBIREIINEETNRE, THEFHD
R, BAXEXA.

AR

YIRE IR WAF+ELBIAIEIIRSS 28, MIRRTLUBIS WAFEESREVE FIRESEIP, ¥ ( Web
RzFaRs KBRS )

HITEERS (HTTP/HTTPSHINY ) , FEXNAIRSSRZHITEE, AGERX-
Forwarded-Forf975 U SRBRI5E AU ESLIPHBLIL .

HSLRIRIHE PR AEIIEAEHTTPLERRIX-Forwarded-For=rEg, &zl T:
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X-Forwarded-For: SRiFZEESEIP, (RIBARSSES1-IP, (KIBARSSEE2-IP, ...
HEAL B RESRIFEESLIPEY, SREVISE— MHEIR RS hE ELIP,
EcEApacheflR5338

1. Z%Apache 2.4,

BIA07ECentOS 75T, AILAMITIN R aSiiTREx:
yum install httpd

2. {EXApacheBIBCE {4 /etc/httpd/conf/httpd.conf, FEERAKRERIILANECES
=]

nN o

LoadModule remoteip_module modules/mod_remoteip.so
RemotelPHeader X-Forwarded-For

RemotelPInternalProxy 700.125.0.0/16

9-1 {&24 Apache RIECE U4 RAIE

LoadModule remote

(1 588

BRIRRSS SERIMER A INEI RemotelPlInternalProxy <IP_address>,

o HERIRASIGHEERMIPHLIESS 100.125.0.0/16 ( 100.125.0.0/16 2RaEI9ER
SREBHUE, EMARTEDEIIZNER, FEFELRENK ) FISHIPHIE ., £
NMPHELLEGFES 58 o

o HERIARIIETEERINELBSLEIXEXHIVPCFRIRIER .

3. {&fApacheRYBCE 14 /etc/httpd/conf/httpd.conf, 1§HEMMEAETUES AN
Fr (YafSFRIRIPHELE ) -

LogFormat " %a %L\ %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
4. EJFApache,

systemctl restart httpd

5. BFhttpdipAIEE, EaILRENESSHIKILEIP,
EcENginxfR3588
BIaNTECentOS 7.5MR T, AILMAITAI FasSiTR %!

1. BTl TFas$ & ZEhttp_realip_module,
yum -y install gcc pcre pcre-devel zlib zlib-devel openssl openssl-devel
wget http://nginx.org/download/nginx-1.17.0.tar.gz
tar zxvf nginx-1.17.0.tar.gz
cd nginx-1.17.0
./configure --prefix=/path/server/nginx --with-http_stub_status_module --without-http-cache --with-
http_ssl_module --with-http_realip_module
make
make install

2. ¥TFnginx.conf3Z{4,

vi /path/server/nginx/conf/nginx.conf
3. FEUTEEERERIFNEEFERIER.

fEhttpakEserverit, FERIAEREFRIER:

set_real_ip_from 700.125.0.0/16,
real_ip_header X-Forwarded-For;
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& 9-2 FINREFRAEEREIE

MARY:
B IEIRSS 2BAUMERFRANE RemotelPInternalProxy <IP_address>,

o HERIGAHINEEERINAIPHENEES Y 100.125.0.0/16 ( 100.125.0.0/16 2A&t9E8R
SRBHIE, EMMBEPTESEIIZNERN, FA2FEZENE ) FIShIPHEIEEE, 2
NPHELEERFES 518 o

o JHERIARIYE EERINELBSLBI B AIVPCFMIMES

4. J3@INginx,
/path/server/nginx/sbin/nginx

5. BENgInxiIHEIEE, EeILARENESLRIFKIGEIP,

cat /path/server/nginx/logs/access.log
BcETomcatfiRs5:8
AREFEHAITomcatAILEERR1R A “ Jusr/tomcat/tomcat8/” ,

EFELETomcatlIIRS R .

2. HITAT®S, BETomatEREREIZET.
ps -ef|grep tomcat
netstat -anpt|grep java

9-3 IERIBITERTHI

[root@lilian apache-tomcat-9.0.10]# ps -ef |grep tomcat

1009 995 © 15:01 pts/@ 89 grep --color=auto

32223 1 © 14:37 pts/@ o 12 /usr/java/jdk-10.08.1/bin/java -Djava.util.logging.config.file=/usr/local/
-9.0.108/conf/logging.properties -Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -Djdk.tls.ephemeralDHKeySi1
tocol.handler.pkgs=org.apache.catalina.webresources -Dorg.apache.catalina.security.Securitylistener.UMASK=0027 -Dignore.endor:

th /usr/locals -01/apache- -9.0.10/bin/bootstrap.jar:/usr/local/ -01/apache- 10/bin/ -juli.jar
sr/local/ -01/apache- -9.08.10 -Dcatalina.home=/usr/local/s -81/apache- -9.08.10 -Djava.io.tmpdir=/usr/local
-9.0.10/temp org.apache.catalina.startup.Bootstrap start
[root@lilian apache-tomcat-9.0.10]# netstat -anpt|grep java
(] 0 127.0.0.1:32001 0.0.0.0:* LISTEN
(] ¢} LISTEN
(] 0 LISTEN
0 LISTEN
2] ESTABLISHED 3
¢] ESTABLISHED
‘] ESTABLISHED 3
e ESTABLISHED 3
] ESTABLISHED 3 3
0 ESTABLISHED 32223
2] 3} CLOSE_WAIT 882/
tcp6 (] 0 10.0 100.125.19 68 ESTABLISHED 32223/

3. Bserverxml3Z{4rA9className="org.apache.catalina.valves.AccessLogValve"
EHRIEKRINTAS .
vim /usr/tomcat/tomcat8/conf/serverxml
<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt"
pattern="%{X-FORWARDED-FOR}i %l %u %t %r %s %b %D %q %{User-Agent}i %T"
resolveHosts="false" />
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& 9-4 Ec &)

4. PTG, ERTomcatiRSs
cd /usr/tomcat/tomcat8/bin && sh shutdown.sh && sh startup.sh
Hreh “/usr/tomcat/tomcat8/” ATomcatZ &R, SIRIELIRE R &,

9-5 &5 Tomcat E53
[root@ecs-ddef bin]# sh startup.sh
Using CATALINA BASE: Jusr/tomcat/tomcath
Using CATALINA HOME: Jusr/tomcat/tomcat8
Using CATALINA TMPDIR: /fusr/tomcat/tomcat8/temp
Using JRE HOME: fusr/java/jdkl.8.0 261
Using CLASSPATH: Jusr/ftomcat/tomcat8/bin/bootst
Tomcat started.
5 WTWT®HS, BEEsiIAE.
UNE LT HEFIRENZEIAYIE100.1 25 ERAYIPIHELL, BDJ93REXZIRYIRIPHBLIE .
cd /usr/tomcat/tomcat8/logs/
cat localhost_access_log..2021-11-29.txt
Hrh “localhost_access_log..2021-11-29.txt” AXHKAEIRRR, 1BRIELIRER
i,
& 9-6 ZifiE IP Hhiit
- [29/Nov/2821:14 27 +888@] "GET /bg-upper.png HTTP/1.1" 2088 3183
+8888] "GET /bg-middle.png HTTP/1.1" 288 1918
+080@] "GET /bg-button.png HTTP/1.1" 200 3
+88@8] "GET /favicon.ico HTTP/1.1" 28@ 21638
+88@8] "GET / HTTP/1.1" 28@ 1125@
[deNOV/dB' B9 +@88@] "GET /[ HTTP/1.1" 28@ 1125@
logs]# cat localhost_access log..2821-11-29.txt
[29/Nov/2821:14:41:89 +8888] GET / HTTP/1.1 288 11258 178 Mozilla/s.
- [29/Nov/2821:14:41:47 +8808] GET / HTTP/1.1 280 11258 3 Mozilla/S5.@
- [29/Nov/2821:14:42:10 +080@] GET / HTTP/1.1 280 11258 3 Mozilla/5.@

EcEWindows IISIRSE 28

ARHFELAWindows Server 2012E2EIIS7TABINGE, BEfthiRAIRIERTREREERE,

1. TEFHZEIS,

2. MNE=HMiL TEF5XForwardedFordllifd:, FHIXEIx86FIx64EF THY
F5XForwardedFor.dlliE {42 MBISERS EEHOSERIIERT, Fln
C:\F5XForwardedFor2008,

3. FTFFISEIEEE, ®IF “IEHR > BEAYUER” JEMHE A2 M & .
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9-7 IEFRIRIRIEIN
3 Internet Information Services (IIS)E= 8

[ ?- CHLET IR LR
XEF  WEN)  EEH)

— !éa DESKTOP-QIFHS9V £

e Ll [ . Y TRG) - GRERTN | ERE E8 - -

ASP.NET

E @ e 75 9 B L & L @
s

NET WS NET R ,NFQ% NETZHEUR NETEER SMIPEF  2Ens wHNEE sEFss
) B it

s
€ B 9 & B T | M| e B &
um:mmsmr;censmmmmsuﬂﬂsam HER  EBENES IfeR "
B

BHEE @SURT

=2

shared  DEEEE ESAEE
Configur...

[ 9-8 FCEARIR

L5 Internet Information Services (IS)EEE l= b=l = ]
€3 » ECS-C30002939 » A @ -
B3 I ms EERTETEE E
[ UriCacheModul EILEEEE..
[ FileCacheModule _ m
[] TokenCacheModule BEE.. EESTHFNFIR...
[[] TracingModule — ® =5

[[] RequestMonitorModule
[] ManagedEngine64

["] ManagedEngine

["] ManagedEngineV4.0_32bit
["] ManagedEngineV4.0_64bit
] WSMan

4. BE: EMT , oREMx86FIx6AEH .
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AR 9 REVJE IP
9-9 JFAfHEM
CH Internet Information Services (IIS) =288 JESN{IEUEX
@© ) [%» ecs-ca0002939 » & - @ -
XEF WMEN)  EEH)
SEETHFAGIE..
® ==

|fon~ard_xﬁ4 |

| 1C:\FSXForwardedForZOOB\x&\FS)(Forwa rdedFor.dll

L] [ = [ = |

5 fF “HRIR7 NHE, WIAEMARIREIREIMES RS,

9-10 #IAIEMALTH

B

© C €3 b ECS-C30002939 »
X WEV)  EEH)

Q- |2 |8 %

ERHTEEEER TR Web BESAIERIIENA
2939 (ECS-C30002939\Administ FEREEE, EESTHENIIE..

SEEE: FEcsE - ® =5
2R o *8 sl
FailedRequestsTracingMod... %windir3%\Systemz
FileAuthorization System.Web.Secur|
FormsAuthentication System.Web.Secu
fowar_x64 C:\F5XForwarded
foward_x86 C:\FSXForwardedf
HttpCacheModule 9%windirde\Systemz
HttpLoggingModule 9windir9\System:
HttpRedirectionModule 9ewindirds\System3
IsapiFilterModule %windir%\System?
F —— >

< ] | [Emens | aenm

6. IEIRISEIRRETTAY “ISAPITEIERR” , S92 MEHHEBUEITISAPIFICGIT B,
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L e b=l
E N ERR

9 ¥REYJE IP

9-11 HINIEH

@® O [ ecs-caonasse »

XHF  WEBNV)  EEH)

e
e B|E I8 OZJ ISAPI fikse
-5 R

EFRUITEEESIER Web REFTITHRY] ISAPI (RiEHE,
b 83 ECS-C30002939 (ECS-C300

SiENE TEGHE 7

EEESEF
® ==

R [T EE=E

EERERE:

E__mard_fm l |

ol 14
| |c:\FsXForwardedFor2008\x64\F5XForwardedFor.dll | ] EI
| |

EFE “ISAPIFICGIBRSI” , J2 MG EHTIR
9-12 RIFHIT

@ ) [%» ecscao0ze3 »

@ @

X#E  WENV)  EEH)

_ % ISAPI 1 CGI BE%BJ

e-iHl2 |8
-8 R ERHIRSEEEIE Web 1258 HE(4 1API 40 CGI TR
4 qé ECS-C30002939 (ECS-C300 |
O EREs SHEWEE: FpGoA
b8l Wis
1SAPI 5% CGI BE&0):
I\c:\stn:mard=dForzoos\xs-t\stsamarddeor.dn | I =
EAD):
| x-forwarded-for I |
) oGy BREEA)
[ me [ =& |

BRI “‘S|FEE , BERISKS, ERREEEN.
B 9-13 &S IIS RS

|[@ = cor s, emisE
EAFIEF COl AR
5. EOaESS CGl @
BTSRRI ERE,

@3 Internet Information Senvices (IIS)ST2E
@5 &, pescrop-aifHsev »
SR REV) R

E

> 5 DESKTOP-QIFHSSV (CHINA

Oa DESKTOP-QIFHS9V &

s - ¥ TG - G 2BET) | Sk Eu - @

ASPINET

’ - P » »,
. @ e 75 @ B L ®F L R H
NET SR NETHRRET NET 2R NET SR NETEER SMTPET @iz HENES sEyEs Se@x EEose SAEFR
L] -] L2  §

fil

3

e B 9 F & @ O A M . B =

HTTP WBAZES ISAPI F CGI ISAPI RIEEE MIME 23 ABSFr @87 ES8Is Imeg L Huwe  BRNS  FRES
% ey Lo

B

SHET ST

]

Shared  DRESEE  EESEH
Configur...
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MEIRSS

FIXIPUEMRSS (TCP/UDPHRY ) , BRFMSNEILARENE FIRAIESEIP
e FH— (TCP/UDPHNY ) : FEMITRAY “SRENVEFIRIP” IhEE.

A E=

o FiBLLINEERR, WMITEIRIRSEHIR(ESAT, Tt IREFUT (FlINRET
g%?&%%ﬂﬂ’ﬂiﬁi) . P EIRIRSG IR THE, TEBTIRNEER K
e o
o NIFRARBILINGEE, EiRRSeEAEANEPimihaltisIrEs.
o MMRBIFEZRIEENMNT BinikSE. HFEFBTRERENE, FB “K
E&%P imlP” INeEREM L& EIRiRSES, MERESE -2 ERICEERAY
o

a. FHEmIfERaY “IREVEFiRIPT IhEe.
i. EREEERFS.

i, EEEEsiarraes Y BiE, ERRENRE.

iil. BENAZLMAN — , BWF WK > WHRRIE"
iv. £ “ARYER FE, PEHEERFRREIEERTR.
v.  UDHRE CEEIRERT M.

o FRp=: BE “IHFINMIAERT .

o EMFE: PEBBIEBMMITESHAM — R, ®E K
WIREE” .
vi. PR “HEUEFHRIPT FFX.
b, REBHRSENELE, MEACL. BIERGTIRENRSIN, HEFH

P RIS PR IR 2R

map L
HE “RRERIRIP Z2fE, AX5E—aRSB[EHEAGERES S IEAEFiRE
=, MRERRSRAEFIRERR—GRSR, BAE “REBEFKP” , WE
imARSS B SRR SGRIP A AU PHIEZAR A A A LRI, TEGRERIGR
[BIZ5ELB, RELSHEREREE.

o FHRXT (TCPIMY) : ECETOARMIREN

ﬁiﬁ@}% (TCPiY ) ARSS, EEEETOARRIREL, ECETOAIGHESETOAE
FeE .
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S PR I
= MiElRR 10 HTTP/HTTPS &N

1 O HTTP/HTTPS {5If&E

10.1 HTTPS SIFeEAY R imtsOZ Aol iR ?

INREIESLIMEHEIRHTTPSIAHE, AILAERIRZ=RLAHNERS, RIIHTTPSEEITES,
[EUmtMMIEEREHTTPSIMNY o

NRZBIEEHEIRHTTPS, QARG SIFRIRIMIGEEHTTPINY
AR
SHIRHTTPS{N ISR SRR EIRRIIIE

10.2 A AEBIEBENHEIAZSER?

AR TFU TN ERRSHEEEBENEHIAZ SRR

o IIBPMCERANHBRSAFIBANEEAF—E, BXHIEIEBMCRIRE, el
EERZRIEPR.

o EETSNI, MAREHZSIEBACRANEEZFA—H.

o WAL SIERRBIFA—E, FIANEEASRMIEHE4K .

ESREErILMER curl 15109 50< , RIBRGIREIRERERHEITHIE.

10.3 HEEARBRIOREETH “B&E" NERRMA?

HRERER: WNREIE THEREARR (BIEARER ) , WEHIERER
BRECAE, LERTENEIERIE SRRV R SRERMIES, EEAVERRISMKAS EREIE.

BERINE: B IRSRYER A RIS B A MIBR S B EAIN, BIANREIER.

10.4 A AKAREER ARBIIAL?

IS E R RTINS R R B9 TCPEUDP,

B A SRR ISR R AHTTP, HTTPSHIMSIREE, ASZIFHMUSEEIATCP,
UDPHIMSITES -
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205 FCEXAREE, AMAXREEEENGRIRSSR
2H?

[EimBRSS B E RRER— MR R RESPRS 1A, .ﬁlZFjﬁJﬁHEQM EEWB—MERR
BEPRSIA, PRLAGARIRIEZEREinikSS 284
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11 LiERE
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SIER

1.1 KIEZFNSIEREXBIEAA

RKIEEMSIEFRFIBUARRKER

REZREE—NER LILIERRES MRS, ERASHE, NReEHIE
BxIX, FEENGABEGNE . SIEFRSEEEEARYERETE— 1 SIEE
REPERBIE— MRS S|[HITHIE

11.2 IMTEER IR EIIE R RITAEDR?

BERIRRSSRAE RSB T 215 RT.

EEFiﬁ‘az‘:ﬂE““EU{EJ§$AEJk%<xE'EEIE%, WMREE, REstlimzEftEis

EHE?J C1=@) 'U' -Lﬁ'f*?j'%)&o

MBIEFNRRIPEL, SEFEBERIAASEMREINEZRIPREEET .

WNRZEHTTPELHTTPSIEIFRE, BoE 7 SiERT, FHMEsession@EBELK, MH
EFERXAEkES T acookie, UNERHEHcookie, NMMEiZcookieBERBELE

T (AA7TESIEFREE Fcookie ) o

11.3 4Ma{EA Linux curl N[k A ESIFIFE?

1.

FRIBELBSECSEIR,

a. BIE3MNECSEHI, 1MHEFLR, 2 MRS IR

b. GUEB1NELBELEISHTTPUSIFEESLA, FESWHE “SiFFE" Ek.
BERSZIHECSHIHTTPARSS

BRE—IRSIHECS, AIRBETEESZ “1file” BIXH, LitrRE—
TR

FESRIBERITLA T s S /BEIHTTPERSS

nohup python -m SlmpleHTTPServer 80 &

FEE N HERRRSIEINPITIATES, IAHTTPIRSIES.
curl http://127.0.0.1:80
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N 11 SRR

aotiess-cloud-HEE1 ©

o “nohup ,out

BRE"MRSHECS, MUMBETREN “2file” g3, LIRRE—
TR

FHESRIBENTIA TR SBIHTTPIRSS

nohup python -m SimpleHTTPServer 80 &

FEARNBITIAT RS, IAHTTPERSSIER .

curl http://127.0.0.1:80

c.J1le
|:|||.|||:-|| m 5 impleHTTPServer BE &

nabup: dgooring Input and append ing output to “nolup.out’
AC
tory listing f

=etory listing For ~<7hZ)

ecs-c loud -BEEZ ~

3.  MEFURECSIETECcookie{EXTELBSLAA#2i51a)

BELUTS, NERIRECSIIELBELAIARIAE, WABRIBRIREAI e R—
o

curl --cookie "name=abcd" http://ELB_IP:Port
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“1n curl

11.4 ELB SZFHT A RBIRISTRIRIT?

IRFRIAFIDERESTIFIRIPHENE . AR ERR Cookie PR STAIRIFEREL
H=RRHIDERITZFIRIPHEIE . faFITER cookie. N FEERFcookie =MITRIRIFE

B,

M HGRAS 03 (2022-11-01) WA © HARABIRAE 60



e el
= MiE)RR 12 iEPEE

1 2 EREE

gL="

12.1 AT R IRSS=SUEHF0 CA UEH?

—ARAHTTPSUI 317 = RXIARSSS/EOAILE, FItRFRECERSHFAGERRIAT, XTF
ARSSZRIEBFNCAIEBRIER, BSEHTTPSIEIAIE.

12.2 ELB A FZimRAuEH?
Y, ER HEZEZIEBENA,
HERIAFIEEOATIFRISESRITHE .

JR= R A FINE{EFARISNER 2182 LR S U ENA R ER 2 R IS, B EEPTAD
BERAINFIEHE . NERLRIELNRRKERIE, 55F (APIZE ) 25

sni_match_algo,

& 12-1 ZE B ARG

i IR R ILES RIKELKITAS

*.example.co | abc.example.com, abc.example.com.

m sport.example.com. mycalc.good.example.comZEig&3
good.example.comZFig 3

123 EEE TIUEH, HUREETARRE?

GG S EESEEE
o HEIPEEREOIETIUES, EBRNEKRERHTTPSIENEE, FRLATIELALKIF
SRARTEIE -
BILMERLA T AR A :
HEHFERIAIEHTTPSIARE, HERRIRSSE LRI,
- MBRIIEIEHTTPSIANREE, EFEIEHTTPSIARE, HE4PEIEP,
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S PR I
= MiElRR 12 iEPEE

o BMIIPEEFECIZETIEE, BERBHTTPSHITEE, ERFBIEBHERX
RS

o HANIEHEIHA,

o CUEIEBRHEE THE, ENERIERFICIZIEBIEERIEEAT .

o CIERNERMEDHE, RERBIEBHERISIIHEES

o [ZAEELBUACE THTTPSHIFER+IEY, RIERRRS S LEETIER. &1
ELB EARCE TIEH, ELBRXRBEEFIRRIHTTPSIEREITHE, ARAKIEERiR
IRS3=R, MERRSHR LHEETIER, 2SN ELKEEREEBRRFEE .
HERRAPIIEEFEURS, MR AFIIERFELRS .
BILAERLA R AR :
- HERERRSHLEEIES, AREATCPEIFEEHTTPSREEERIFiRIRS

[=]= e}

-  TEELBEfERBHTTPSYHITRAEREIET, FEiniRSsE EAEREIES.

12.4 ERIFP S SENEREE ELB iEixRmig?

"R
EIRIEPfE, FANERRIUZANEN, EEEVANERESMEERAEIUT, FEIZANE
B ERFINES.
ALY
IEBEHE, APBENSRTR ‘FRepiE” , —REATRBIzReEERE, ©EAILIS
B9
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= )RR 13 ipIEIAE

1 3 ] L1 = P

A Y h Y 5 :J-L —
13.1 BEEBIBOHEEATARERB ER?
° ﬁ%iAEﬁUEE HERSE2EAEEHAE, BExAEHES=AEREEE, 5=in
B =k
o TEIARRBIZAVELBIRSZEEILAKIEEISD,
o MIANGREYGESIFHUAE:

BrIREGtEAEI9E (HTTP/HTTPS ) ZiFpaIAEINeE, NEREIYE
( TCP/UDP ) A3Z#FILLINEE
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