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M ERENESRRIGENENRS “TCP” , RiaEixO.

o MBEERFAFTHESENIRR, REMIT:
o iFEEEES: http://www.example.comaghttp://192.168.63.187:9096, MIGETRE
=IEE ‘)7
o iKIEEES: http://www.example.com/chat/try/, MIEERFES “/
chat/try/” .

o IBIFEEA: http://192.168.63.187:9096/chat/index.html, MIEERFES “/
chat/index.html” ,

MEERIRSS AR A KBRS
1 R R OIRSS BT ARSI AR 3 B8 A R A XK T W28 .
RiRIRSSRAR XS EAIENRITE T, RERBRSTERN .
INRIFIRIRSIATEX T MRS, BB TRR.
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SRR
= aE 3 R E

HE ELB 2A4PRE EIP BFAN IP
) 5288
ZAMBENIERTUERTES (TCP/UDP) .
HFIUEMITES (TCP/UDP) THIRHEERIRSS, BREHXMNRRIIESERE
HBTEEIPSIFARIP o

TREDESCEIMIRECIERT, WNERFRYBEEIPSLFAMIPET, PUENE0FEE ( TCP/UDP ) Frk
B RIRRSZRESETEENERE,

NERRRSFRESIES
AR
AR RS SR ER G Windows, BB SEEIRIAID htups/ /SRR SA9IP: (25
BB MRREIBR20E3x, N HRESER.

o EHLMERIRIRS R LEELA TS EE RinRSHAERNEROESHRER
WEMYIERE SRR,

netstat -anlp | grep port

EEHEEREREIROSEFHHESERLISTEN, NERRGEIHIRSEZNEENER
OFBIFIAZ, WE3-153K<880um 4 TCPIHFZRTIaTE o

MRERBEERREEROGR, RANERRSEWSiKO—H.

3-1 JRimbRSS SR IEE W ITRIEE A

3-2 [RinfRSS 2RI B R ITRIEE )
t ¥ I § ne
|

MREFEEEROAEKIFRE (GRRS[|EREN ) , BFELRE
imfRSS=R LRSS, Bl S EEEERENEROAREWIER LRI,
o WMRBHTTPRERINE, BEERIRIRS S LHTIA T <SEERRIEFRMEFPRE

5.
curl [SiHARES SEHIRA B IP (2 IEAS B L1/ R BTG 12 -iv

HT TP BRI E 2R ELBAGiRRZ SR AMCGETIER, HIRENEILA TETFIBINaRAARS
8, NNERSBRREERES,

IFFTCPRYMSIFEE, HTTPERKEIEEIREYAZSIEZ200,

STFIHZ=RIELB: HTTP/HTTPSEEERIGEIE iR [ENASIBE9200,
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5‘% fiﬁﬁ’ﬂfj &

3 RERIRE

& 3-3 [RiRRS5 &8 = HRIEE A

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv

* About to connect() to 192.168.0.58 port 8080 (#0)
Trying 192.168.0.58.

Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)

GET /index.html HTTP/1.1

User-Agent: curl/7.29.0

Host: 192.168.0.58:8080
Accept: */*

*V VV VYV % %

HTTP 1.0, assume close after body
HTTP/1.0 404 File not found
HTTP/1.0 404 File not found

< Server: SimpleHTTP/0.6 Python/2.7.5

A

3-4 [RimfRSSFRIEERIEE RG]

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv
* About to connect() to 192.168.0.58 port 8080 (#0)

*  Trying 192.168.0.58...

* Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)
> GET /index.html HTTP/1.1

> User-Agent: curl/7.29.0

= Host: 192.168.0.58:8080

> Accept: */*

=

192.168.0.58 . . [08/Apr/2019 17:37:34] *GET /index.html HTTP/1.1* 200
* HTTP 1.0, assume close after body

< HTTP/1.0 200 OK

HTTP/1.0 200 OK

< Server: SimpleHTTP/0.6 Python/2.7.5

o WMRHTTPREEERE, B?T*ééﬁi)ﬁ*ééﬁﬂ 25, BINEBECERHTTPEER
BEEUCITCPERINE , BT

FERIrRAE, EXBirEfR, ARRESHERREEATCPRRIEERIERIRS
2=, BEIRENCIRTCPRRNEBNERRSHE. kEExmzE, LTEE
EERRONERTESREER.

RERRRSS 2SR

NREiRARSZ2RNEBFE T B e A R £ 2P, X RIRE = FRRELBR
iR ERRIPRER o

LRiRRS /XK EMZRIABIVE[ER, BEEN KSMN P HBIBELBFinFMFTE
E’JVPCHEXO

KMERRIRSSRHEE

IFREREFMEN T EiRIRSZ[AEAIEEH, EFEM R (ttilleth0 ) FESRE
BN, FOABHAESENR. MRIABHEN, JESHERIGERNEERIE
[RimBRSS S o

ERILEERRSH BT U THOEEENARBAREIEENX (ZJELBEARE
FEMERE, ZEEEFERENABRIERINX ) o

ip route
17
route -n

IEERIEIZANE3-5F7 .
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SRR
= e 3 RO E

3-5 BUARHRIERIM XA

&l 3-6 FOAHEARIE@ MK

MREIEFIREEES-SPHFE—FIZHEE, SEBRERNIPRITERmIRSS 28T
FEVPCFMBIMK, BEEEIIARBEEDMNX .

HERmIRSRAH
LLi%;IHE%; EE}:-IHEHEJ’D nnE’JCPU/Wr/mé&ﬁH&éﬂf—:, %#:IJLF[}:-[HU_HEJ'D nnE,J

ﬁZEIIILI_Jo

MRABRS, TSHRRIOERIERTIERIERN .

KMEGiniRS5:8E hosts.deny 3{4

ENEHIE R iRRS328AY/etc/hosts.deny X4, X TFIRZ=RIGEIDE, 1Z 4P AEE
S \ELBGifmFMFFERIVPCRIES .

R TE
NS BRTSAI BB ARICHOEET, BRI I RES .

3.2 @RNBREHE (=8 )

R
ERiRREREE RIS G RN RrERn R ERRSERE, n=RiEREEIIE
T_I_T [ E,.:%. ” .
SRR ERNRICHIRIRIES B2 EAT, ELBEABRSRBHRRIESHERRE .
BRRENERNEIERRSHNEIERER, ELBARELRS[MEEARE.
BRNME

REIERBE REIRIRS SR AR OSBRI S URSCIMERICEINGE, FHBEiG
IREREETH. ESHERIBFENEBERENS.

o HEBKEXIN, ELBRAGIRIRSZSRIEEEL, B BEKEAEGIRIRSESE.
o HEIRIRSZFEAINEIRE/IORT:

- MEFRIGHIER: FRIBSKRASEAIIZERKRSSE, RENESMER
W, RENEINSERAERER.
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SRR

R 3 RENE
- %i%ﬁi&zﬂ@ra% BRI SBEAIIZEIRRSSE, BRREESRESE
™R ‘RE”
HEER IS
RHEHERHEMEIZI T EAMBREEFNERREE, RELEMZ
T TEAFEMATEEMOMR, BSER3-SH—THE.
HARECEEANERRIEEHIR, EXEkENEN TR ERESF— e
8, BEASE.
!;EI%%E@E'WEE%‘, FELBXEXN GRS EEMEERA T LIEERBEEINE
=hIER.
* 3-5 HIERK
HIEEFE HEEINE
EEJJ ST TEHE | BiniRSSBNLLERE
[RimARSS 2SS FMIRIMBACLECE
ERNESHEE
HittREHER | SEBRIRRSHAREXKIEINES
RBEELBE B4PEEIPTLFARIIP
HERIRREHEEIER
KB RiRRSS R0 KIS
KERiRIRSEIIEE
RERIRIRSSERE
K EEiniRSSE]hosts.deny 3 {4
BiniRSENT2HER

HE=RATIIERIFIRIRSS SRR 2 EMN & /RHHEELB R T BRAGE RN AR O F1{2
BRAGERYIREIRE .

EESENMN RO AR ERREERE NEHTIRE, BoIEERIRSRAEM
ENERNEES. #;iﬁi‘zi’]w}%3:{5¥J§$A§Eﬂ,ﬁi’@ijt7]100 125.0.0/16MEZRY
P,

fEanEd B2 T ERIRIRS BN ESEMNIHITIZH . EiRiRSELESEMN
KMEBINTE3-6FT
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L ek AL
= e

3 R E

& 3-6 ZEBEHNHEINE

HFETR RIBFERE
BEEEANSQEIHME | BRERERIRSSENEZESENTS AN BB RS S
& BRI AMEREMY . R EIROF0100.125.0.0/16
WIEZAIIP
SBS SO . o
REMSASRRONE | e o nme misips sz em (Hem) |
BEEEANSEMUEE
BENEHAEEIME | BANZ2EAE S MU SER0E . INRERETHS
&' gimgfbiﬁﬁiﬁgﬁggﬁ%ﬁﬂgﬁégﬁgrﬂ%mmumﬁ{ﬁ
”n o SE MY ITRAMER BN « B 70
{EE*\_\LEHZ'IH[EJMHED$\_\L§ 100'125_0'0/1 GWEQE"JWO
FEEREEEARMUEE | BERESIFENEERRRSSENZeE (H=8) .
(O #eg

EHZREIBIAIFE “ISRENVEFiRIP” haE, H=REIBIIRKIFRERRNIRBEIZREE
MUFNMEEACLIRS, ZE=BRMNFIMEACLINISTHZEIMTE . BRI E R EITERAYAEE
HITHREXSILIRIPHEATIRE, IFEBESEEHIREE

[BimBRSSEEFMIAIMNLE ACL BEcE

MEBACLISFMERINALERER, ERinbkSSRAFMXEXT MEACLIIN, M%%
ACLIRNY 247 AE ELB A T2 BRC B AN iR A2 RS EAVIRIBIL o

MEBACLEGARINSEEE N IHRE, BRAMSACLE, B

WHITECE -

MRS ESACLIT

Bl B2 L REIRRSH[NZEHRNE T2 . FiniRSSRAINEACLIRN

G EINB N TR3-7AR.

& 3-7 W& ACL INHFEIRE

HEEIR

AbiBiEHE

EERIGENSRMICE

RSB NS mREIIHE
)

ﬁgﬁffﬁé)\firﬂﬁﬁﬁ”ﬁﬂffﬁ

Eg*ﬁé)\fiﬁﬂ B a9ttt

= k= 1 1] == Siv |

wE

BRREIRIRSS 22 FMAIMLZEACLA T E RN UE 2 B
REMSNAEREMY .. #EEEEIRO
100.125.0.0/16 EZHIIP,

AEESIFENEEMBACLAN (H=E)
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LAk AL
= 3 RS

HEEIN AbiBiEkE

REER A NG E ;%Egﬁlﬁﬁﬁ?ﬁi%éfmfgméﬁg%?jgﬁ%ﬂﬂﬂﬁﬂlﬁ@@
~ . | BRI NAMERETY QB im 50
BRIGSHDEREANE | 100.125.0.0/16RERHIP.

— e EESIFEIAREMSEACLN (H=8) .
§J§*ﬁ§ﬂjfilﬁlﬁﬁﬁ“ﬁu*ﬁ

Eg*ﬁéﬂjfiﬁﬂ =]:isiichils

2R ER 5B ERRO
wE

AR
EHZREIBLAIFE “SRENVEFiRIP” Thae, H=EEIBIIRKITRELRRNRBE IR EE

MFIRIEACLIRSE, ZEBRNFNMEZACLIRNIITTFERIMOE . BN ERSITRALTE
HITHREXS AT IPEITIRE, (FEBESE IR .

ERRESNEE
1. EEMSHE, HE ¢ BRI > RiRRSEE” .
2. HERHRSHENE, PERENSRBNESERENERRSBASRK.

3. AERIRRSHREN “BEXER" RET, BEBEUTRREERESH.
ESRRIOESHRERERE, BENMEERIEERE.

% 3-8 [EBRKNBELESH
BEREESH iR
13 BB EERAHTTPINYET, NRRIHRSSHRE TR

HOSTLaE], HBERGEIRRSHREENHZEST ‘2
WERE” REPRY ‘537 &,

71308 [EimBRES 28R £ AFIMILEACLALII A4 R RUE fE BRAG Bt
XM AHERIETX o

i ] T RIRRS R/ SiHONRRGERO,

MEREZ MREFEAHTTPEFREEFETEISH, BXRkERSR
BIEESHTMLI
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SRS
= e 3 RIS

AR
o EBHIEBRAMEINCA “HTTP” , BREEREN, NRESHNRORBRER, BiE
MERENESRRIOEMNUENRS “TCP” , Ria&ixO.
o WMBEREFESENEERE. ~HIT:

o iFIgEES: http://www.example.comaghttp://192.168.63.187:9096, MGETEE
?:inE:‘ﬁ' “/” R

o iKTEEES: http://www.example.com/chat/try/, MIEERFES “/
chat/try/” .

o iHTHEER: http://192.168.63.187:9096/chat/index.html, MEERFES “/
chat/index.html” ,

NEGIRIRSS S AR SRR LITEE
R HOARSS B AT TE R R AR S BB R A S T MRS
iR SRER X E RGNS T, REEERSTERN.
IR EIHIRS RATE XK T WIS, B ETRIR.

5 ELB S &4YBE EIP IFAK IP
(1] 588
o ZIETHUERTFIELITE (TCP/UDP) .

JFFPEYIFEE (TCP/UDP ) TR ERIRIRSSE, BNEEHXBKIIGHIYEHRES
YBTEEIPTLFAMIP

RIS SLHADREIEERT, SNRAHPEEIPTFAMIPES, PUREITES (TCP/UDP) FrX
KRRIRRS R NMERCERE.

NERiRRSFRESIES
(0 %8R
AR RS SR ER A Windows, BB BERIAID htups/[SIRIRES SA0IP: (25
BB MERREIBR20E 3, NEREHIRESEER.

o FHLIERIRIRS R LETL T SEE RRRSRERICEROSSRIER
MEMYIEE BRI,

netstat -anlp | grep port

EERPEERENEROEEHEERLISTEN, NWERREHRSSENBRICER
AFESEIPIRE, WE3-795R7<880ik X TCPIHEFERT = o

MRERBEERREEROGR, RANERRSEWSiKRO—H.

3-7 JRimBRSS SR IEE WS ITRIEE A
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eV
e 3 REGS

SRR SRS EERITRS (FiniRS=R2AREl ) , BRBLEMNE
imARS3 =R EROSS, Bl EBEERBENEROARESHIERELEIT.

o IMRBHTTPREERIGE, BEERIRIRSHE LHTIATHSERREFRMEFPAES

=N
curl SRS FEATRA B IP R Bl L R AL S 72 -

HT TP B 2ELBRGIRIRSZS SR AICGETIER, MIRENZILA RERFIBIIRALAZS
18, I\HIRSRREERS,

STFTCPHIUEIREE, HTTPEEIEEIEEIREMIKSHERE200,

SFFHZERIELB: HTTPERIEEIEREIREYATAEZ200. 2028%401,

3-9 [FinRfRSS R ERIERG

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv

* About to connect() to 192.168.0.58 port 8080 (#0)
Trying 192.168.0.58.

Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)

GET /index.html HTTP/1.1

User-Agent: curl/7.29.0

Host: 192.168.0.58:8080

Accep‘t : :t:/:t:

*V VV VYV % %

HTTP 1.0, assume close after body
HTTP/1.0 404 File not found
HTTP/1.0 404 File not found

< Server: SimpleHTTP/0.6 Python/2.7.5

A

3-10 jFimbRSS 2R IEEAIEIE A

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv
* About to connect() to 192.168.0.58 port 8080 (#0)

*  Trying 192.168.0.58...

* Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)
> GET /index.html HTTP/1.1

> User-Agent: curl/7.29.0

> Host: 192.168.0.58:8080

> Accept: */*
=

192.168.0.58 . . [08/Apr/2019 17:37:34] *GET /index.html HTTP/1.1* 2080
* HTTP 1.0, assume close after body

< HTTP/1.0 200 OK

HTTP/1.0 200 OK

< Server: SimpleHTTP/0.6 Python/2.7.5

o WMRBHTTPREREERE, RTOEREBIOEIRZN, ENEBERENHTTPER
REEXITCPEREE. ]*;.J’E&D'F

EsINERE, EBinslne, ERESHBERCHTCPRENENEIRRS
284, I%Ji‘ﬁiﬁﬁﬁUETCP@)ﬁﬁﬁﬂ’ﬂ:ﬁ‘aﬂﬁ““”ﬂ BETMZE, LTHEE
EERREENEESKRELESR,

B RimARSS RRb K
AR IEIHARSS BEPIERTT IS TR X B EA 2 R IR, IXLUARIFATRERRIRELBR
TR B HRIPRIER .
ﬁgﬁm%%%ﬁéﬁi SEIEER, TSETER K EEMMI-RAIE100.125.0.0/16/
EGRYIP,
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SRR
= e 3 R E

NEERIRSSEHEEH

BB R FMEN T EiniRSZEAEAIBE, EEEM R (ttilleth0 ) EEERE
EJMEQEE BOABHEEZM . MNRFABBEEN, AIESEEREERNTERIX
[EiwmARSS =R -

ERLIERRRS 2 LB L TaSEERNMABHEEEEANX ( RUELBERARE
:_Fﬂtnfxlﬁl'ﬂ, =EBERERERIABRIE[MNX ) .

ip route
17
route -n

IEERIEIRANES-11F7R.

3-11 EOARS ISR K]

Bl 3-12 BOABBRARISRM KRG

Link metric 1082
dev h8 proto static
v eth8 proto kernel scope link src 1f

NRESFRERE- 11 FHNE—RENIEE, NEBHIERNIPHTRERIRSS
FREEVPCFRIBIRIE, B EENARSFRISEMIE .
B RImIRSS AR AE

BE = RS, EERIRRSEINCPU/AF/ MEEENSE, XHMEiRRSEMR
HEAES.

MRGHRS, TRESERRIGERIEESIEKRIEN .

M BERimIRSSEE hosts.deny {4

ENEHIE RiIRIRSS 289/ /etc/hosts.deny X4, I FHZRIGEFINE, ZUFHFEE
S A100.125.0.0/16EZHIIP,

RBRXTE
IR EASEI TR RGO, SRR T RIRESHE.

3.3 At AlfeinbRSS 88 EWEIRRRIEE RN BRI ERIIE
fREJEIAR—2L?

ELBRYEMvs. nginxT mEfS RN IRIRS2E, BT =RYEfEaTE Sz ERYElfEaT
BRIEF—E,
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LRk
= e 3 RO E

[FimbRSHREIRIRZ N RAMRURS, MEEREERSIEIZ MEER

3.4 {FFH UDP MBI AFEFEIN?

42 UDP BFRKNE

UDPEEMAHERI TN, SRS ASBIHHT = RIBERIER, UDP
BB B ST RRA T :

o EROBNTAREREBICERE, REIRAEICMP request JHE

- REREETDRKE T EinIRSZERREIICMP replyiER, MIABIRSSIE
B, #eRiTRERNE.
- IREREEDRIRAIEIEIRIRSSFRIRERIICMP replyiBE, WIAJIBRSS

58, ¥E@REERK.
o [EERBENTISKEICMP replyiBRfE, SERIRRSZERIZUDPIRURI

- WNSRE [EREE ] 2R, BEREEND RRSHRKET BiniRSRER
port unreachablefJICMPHE., MIANRSHRE, HIERRIOELRMK .

- IR [#EatEdiE ] 2R, BERENT RRSSERAENEIRiRRSERE]
HICMPEHRIER, MIANIRSIER, FIEREBEEMI.

SITECEUDPRERIGERT, #HEFERECERERIARIZIE(E.

SREHEDX
BRI TP EHE .

o KMERROEENNEEEIN,

AIEERNERE: fSimBRSSEEEIEMreplygkport unreachablezRBURYICMPIE R RBETE
BIERRIAEEREENT R, SHEBRKEEERNER.

FECRENAYHENE : REBRYRY AR A ERAYE.
RFUDPEBRIGERRIEAR TEMEZRICE, ENEREEENNERED
N, BNERIRSSRAREERE L& T,
o [FinARSZHEEMIRETICMPEEFERIER,
LinuxRGE T, BRI TaaEICMPEEIESRAIRE .
sysctl -q net.ipv4.icmp_ratelimit
BAIAMESI: 1000
sysctl -q net.ipv4.icmp_ratemask
BOAMES: 6168
IBRIASE—EZmSIREEAIAMESR0, FHRELI TSI port unreachablelBE7=4
AUERZRPRE
sysctl -w net.ipv4.icmp_ratemask=6160
HiIFMAYSEiESE Linux Programmer's ManualtE2<RE:
man 7 icmp

k&Gl http://man7.org/linux/man-pages/man7/icmp.7.html
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3 R E

(AR

N
¢ll

SN

FFport unreachable2RBYICMPHBRNEEIRS], SILRTEELNW ERIIRS SR EROFET,
TZIREREE =4 port unreachableig & .

{EFHUDPIMGES LA R EEIN:

3.5 #EIEE
ME3k?

Y E 2RI E RIBITUDPIRMAIPIngIR SR NSIREN SRR 3 220K SIS
o FLFER, BAPRERHERERRSZH[ITBICMPHNY, HIAGENT:

FREREIHRSEE, MUroottfRITIATH<S:

cat /proc/sys/net/ipv4/icmp_echo_ignore_all

AHRENEAT, FRRICMPINEKHA; &R0, WRRFAS

SRIUDPIMY RS R B nl seFERS ELRN S SR BRI EA—HAYE):

WMREIRIRSEEELINUXIRSEE, TAFHEIFET, BFLinuxBIBBICMPIZT{RIF
&, SIRFIIRSSEAIXICMPHIERE , Y, BMERSSRELRKHBMRE, BHRTF
TiE@EmRE “port XX unreachable” IRIBEE, SSHAHIIEHEHTRKE
ICMP NMZHMAEREICERD], RESHRSELRSSBENEF—.

AT AS S ELB MK GRS 28 RIXHR

ELBESURERFEEN, SFRNMEINEAT REERREIRIRSFRAIEFRNIS

X,
P

3.6 BT

wEERAFYUE, RRICGESRIECERR—ERN, FRUSRMNEEH
FZRILLEI g i RS B R B R EHASRI=SIL D5 iR S5 SR ST .

tARHERZEN?

[RIRARSSBFING, FEE— N FHRMEN— IS, FEURiR “aEd

b=”

3.7 {ojibiE

ISR

BRAEESHIIAEAE?

BILUBINERIC ERRRYE), BiEL EFIMENRRIGERE.

FAENNE: EKERGERERIEE, FiRECSSEAILIMIER, RAYEk
IEPEECSLAIRIRT BB SRR o

ALAKARERNE, RESEFLMENRRIEERE.
FERNGE: XNRREER, ARYEIBOERRRSE, —BEEERIRR
SH|RERE, WEELIGOREBIIRERE CIERRIRIRIRSR .
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3.8 EFRNEIEERARCRPRSZEHL?

& 3-9 RRIGEIERIREIRPAEH

ELBEHY R EY RN EIEE RIS
H=E HTTP 200
HTTPS 200
H=R HTTP e 200
o 202
e 401
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st AEIYE

= e 4 ThREsZHF

4 ThgeEs

G

4.1 ELB 2& LRI {EER?

st R EIIEARS AT LASRIR(ER

s AHIERISNITRERES TR D R ERIRS SRS [AIRE D RI=HIIR
55, BURENAY RMARSIIIMIIRSSEES], R ESHIRR LSRR NAER
éﬁgﬁégﬁ Eittsett RSB EE T /RiRSLA (40: BMERMRSER ) KER, 77
LASRIR{ER o

4.2 ELB &858 DDoS KiEFl Web (UIBERXZE/ITI
BE?
o ELBIRSTIRHDDOSERLIINIIRE, 5IPThiE—ARE AR R
o DDOSHHARMHEBIAFEIN, AR ITELLHDDoSHH,
AspT

DDoSERS ( Advanced Anti-DDoS, AAD ) 2EFAnti-DDoSiERIR B ASIBIZE L EMER
DDoSEAIFIRSS, WBiTiiEt A AR APIRHTIRERP, EoWEEWSESEHRIE R
iE, BPeELUESIESNDNSEEFTaEXIIMNRE I AZHIP, BEERERES IREISHIPELE,
{RIPXTIMPHEIE R EIRE ( TFAIE ) , REEWE WL W, JRESFEN=. IEER
=RIDCRIBEERE, .

NS pry [ ] e |
4.3 ELB EE I LURINARERER ZRIRSSEE?
ELBRILURINA BRI ER FHIIRSS 2R . ELBABAESNBiniRSS S{FE AR ERFHIT
fREI, REERI2EIRSSZEZFHAIN AIRSEE S E B FRIEEIEIN—EERDRT .
E%‘%R, EINISER B ERIRER G R IRIRSSHTE R, MESHGHNSIRE
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4.4 ELB 7R .. BAE VPC ERA?

o HEREIBAZIFEAFPER, EAZIFRIAEVPCHERRSSSR

o MERRIELOITIFRSRABIIERIES, BiRiRSZ[ENMIFTHNZ L
VPCRRIIRSS 88, EXHRAINEAVPC. HithRegion. = FEUREFHIOAIRS SR

4.5 [RimRSZ NI LARIZi5(0) ELB 157?
BEER, FENE—BRSHREEENERESSEEAEZERIRI SIS,
MBEEEHFISEER, BEEEEHE,
o ANMIBIE: MNREIRRSEEYTE 7 MIPHELE, BTLAAIBIELBAYZNRIIPHELE
e FAMIE(S:
- LEUMIFSEYEFRIRRSSEEAEFIRIAIGELB,
-  WRNEMSIFEARS “FFEEFIRIP” IS, AiFEimiRSS=IEAZ iR

V5IEJELB,
- WBRMIFSERFRE “HFEEFIHIP” , YiEEiERSEENZ IR
ELB,
(AL
SNSRELBFFR “IPEBSH” Ihae, “IRENZFiuHIP” INADEAN, EEiHRSSR
VERZZPIRISIEIELB,

4.6 ELB EARSCHIE PR HTTPS #MY?
MERELBY S, HERELBTSS,

IR R GEIIESIT R IR HTTPSEUR(E ), BIERINmIEERY, RlimhMsEE
“HTTPS” , [RIRIMNBIZHFER “HTTPS” .

WNRZIESFEIRHTTPS, RAEIEIFRIRIMGEIRHTTPIMNY -
(] ¥ B8
SHEIEHTTPSY SISE (B 11852 HHOEIRIE .

4.7 ELB 7§ IPv6 45157

Bal, H=RAFIENHRFIPVANLE, FZiFIPVeMLEE, IMZ RGBS 715 Pv4R
é%*[]lvaWé%o

LM ERI G EITEFERTCP/UDPIAITEERT, ANREZFuKFIELBZ 8){FFEIPV6LZIE(S,
ELBFIfRimARSS 28 Z B UFEREIPVOLZIB(E; XM= RIAEIIE(ERTLS/HTTP/
HTTPS/QUICHAIRSERT, WNERZEFisFNELBZ a{FHIPVv6MLZiE(S, ELBFIGiRIRSS 22
Z 8RS IPVAR4RIBIS .
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(AR
o CIENMSRIGHIGER, BRRENRIRFMATEIPVE, RHIGELOICIREERZIFIPv6
PIEE
o WNREASFEIFFIPVENE, BHEEALIEIMZE RIS EIHEECTEIPVeRIFMIE
HNiEiwFM o

4.8 YMaliET i EER N B S RIEF #r ELB AIIm AT [E)?

CEAHIIEHTTPAIHTTPSH LU Mz tetnin A LIE B ELBRYFIIm AT E), EAY
AILiEd BEEEE—XERANERATE o

. BREHAE, HAREEEESENREIDERR.
2. tiRE|

“IERERT B, HIGRIERIICESIFSE.,
3. BE “TEEWRTEEE" 28, FJLUSEIRIYE SRR EiniRSS S9N AT

&,

= 4-1 YR ATE

e B

TERIBAIRTE | SitisihesHel7 ERinFONgMAdE. ( HTTPAOHTTPSYES

8 = E=Tligi=t )
MG IREIS B REE R A IEIRIRS TR, BIEIRRIEISiR
RS8R ENMAN S LE
==V vA=—Y N

4. MREEEFEICEMYEMEKRPOEARRLARE, ZaliBdihneEEESE.
BIEBER “request_time” . “upstream_connect_time” |

“upstream_header_time” =% “upstream_response_time” FEi+E OB EELBLE
RIBRAVFERTIE N o
= 4-2 SHERE
S¥ 3

R

request_time

IERAIERTIE], BDELBINEISE— B FiniERIRXEIELBARIESS
MRz SCRIRGIE) B ( BRf: #) o

upstream_connec
t_time

5 LRSS st &P ZRRORTE), BYELIRD AR, D
THEF, JELBRIERITIEREHNSEE SNSRI
18], SHiERRRERE AR FIRIRSSSRATLFERD -,

upstream_header
_time

M LRSS 2a i i Sk Fre 28 RYAda), RSfElLARb RERAL, &
PERANZER . JELBRIBHTEREHINSE 8 S MY
18, HiERRREREADFIRIRSSRETLFERD -,

upstream_respon
se_time

M LEiiEBRSS SR N PR ZRRORTE), BSIELARD AR, D
THER , JELBRIBHTIEREHXNSE S S MDY E,
SIERKRW IR &2 RiRARSS SRR -.
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4.9 IMEERERIBERIESE IP?

YRS RE!

tERS

HEFimBIELBIOFinIRSS SRS, P inESLRYIPHINISARELBELHE, fSiniRSSE:
iﬁ?ﬁﬂ%ﬂ;];i%%ELBEHQJ'E’E’\J%P%”%I Pitbilt . SNRFEFRENEIZ FIRAIESCIP, AJLAZ
OIT75EERE.

o tERS (HTTP/HTTPSHMNY ) : BEXNARSSSHITIE, ASEHEX-
Forwarded-Forf9 A UIRER I & RIESEIPHBiIL .
BeEIF BN CERS .
e [UEBRSS (TCP/UDPHMY ) , BFEFMAINAILSRENE FimAYELIP:
- BiE— AEEITEERY “IRENERiRIP” ThEE.
- AT ECETOAIRMIREY.
BeEIFENNERS .

. ﬂéﬁlPéﬁzijNAT, MR BEERENEINATERALIFRYIPHLE, TEiZIRENEINATAR{LREIAYIP
it

o WIREFFiIRNER, RGRINZISREAEENAVIPHIIL, TRIREVE=ERYIP,

o [MENIF=E (TCP/UDP) FiE “SRENEFRIP” TREZ/E, AXIFE—GRSH
BENRIRIRSS 28 XA F A= FinkYiz= .

o MERIGHINEHITIREIEITES (TCP/UDP ) BUAFEIRIMEILSE(EINGE, THEFoh
R, BAXEXA.
MARIZY:

MRE iR WAF+ELBISEIARSSES, NWERLABIE WAFEESRENE FinEsLIP, £ ( Web
Rz FRRA XS FAFERS )

FXCEBRSS (HTTP/HTTPSINY ) , REXMARSSEHTAE, RRHERX-
Forwarded-ForfA TUIREUR A& RYESEIPiBiIL .

BESLRIRIGE IPRE RIS EHTTPLERRIX-Forwarded-For=Eg, &=V :
X-Forwarded-For: SRiFEHESEIP, (XIEARSSES1-IP, XIBARSSES2-IP, ...
HERAL A RECRIAE BSLIPRY, SREVIE— MUt ERIFEELIP,
EoEApachefR5338

1. Z%Apache 2.4,
BIa07ECentOS 758, AILAMITIN FanSiTRE=:

yum install httpd

2. {E2ApachelIECE S {4 /etc/httpd/conf/httpd.conf, FERAERINLATEE(S
=]

"N o

LoadModule remoteip_module modules/mod_remoteip.so
RemotelPHeader X-Forwarded-For

RemotelPInternalProxy 700.725.0.0/16
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& 4-1 1827 Apache BB & {4~FIE
LoadModule remoteip mod

MARY:
B IEIRSS 2BAUMERRANE RemotelPInternalProxy <IP_address>,

o HERIGAEHIIETEERINGIPHNEESA 100.125.0.0/16 ( 100.125.0.0/16 2aEITER
SRBHIE, EMMBPTESEIIZNERN, FA2FEZENXE ) FIShIPHEIEER,, 2
MPHEIERFIES bR .

o JHERIARIYE EERINELBSLBI B AIVPCFMIMES

3. {2ApacheRIECE 4 /etc/httpd/conf/httpd.conf, 1B EHIHIEIVUEZLITINT
Fii (Y%aftFRIRIPHELE ) -
LogFormat " %a %!\ %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
4. EJ3Apache,
systemctl restart httpd
5. BFEhttpdiBRIEE, EaILERENESLAIRIGEIP,
BcENginxfR535:E
BIanTECentOS 7.53MR T, ATLMUTII FasSHiTZRER:
1. BTl T as$ & &Ehttp_realip_module,
yum -y install gcc pcre pcre-devel zlib zlib-devel openssl openssl-devel
wget http://nginx.org/download/nginx-1.17.0.tar.gz
tar zxvf nginx-1.17.0.tar.gz
cd nginx-1.17.0
./configure --prefix=/path/server/nginx --with-http_stub_status_module --without-http-cache --with-
http_ssl_module --with-http_realip_module
make
make install
2.  ¥JFnginx.conf3{4,
vi /path/server/nginx/conf/nginx.conf
3. HEUTEREEEEMIFNEEFRIIES..

fEhttpekEserverlt, EERINNEEFRINER:

set_real_ip_from 700.125.0.0/16,
real_ip_header X-Forwarded-For;

4-2 FINREFRAEREREIE
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MERTY::
BRIBRSS SERIMERZNINE) RemotelPlInternalProxy <IP_address>,

o HERIGAHIIEEERIMAMNIPHBIEES Y 100.125.0.0/16 ( 100.125.0.0/16 EAkt9ERR
SRBHIE, EMMBPTEDEIZNEN, FA2FEZENXE ) FISIPHELLEE,, 2

NPHELLEGFIES D18 -
o JHERIGARIYETEERINELBSLBIXEAAIVPCFMIMES .
4. J3@INginx,

/path/server/nginx/sbin/nginx

5. BENgInxBYIBIEAE, ELGRENELAIRIBEIP,

cat /path/server/nginx/logs/access.log

BiETomcatfR35:%
AREFEFRITomcatlIZL 2=’ 12 “ Jusr/tomcat/tomcat8/”

ERELEETomcatlIpRSS R .
2. WiTUTaS, BETomcatEREEIET,

ps -ef|grep tomcat
netstat -anpt|grep java

& 4-3 IEEEITERTAI

[root@lilian apache-tomcat-9.9.10]# ps -ef |grep tomcat

1009 995 0 1 pts/o 0 grep --color=auto

32223 1 © 14:37 pts/@ 2 /usr/java/jdk-10.0.1/bin/java -Djava.util.logging.config.file=/usr/

9.0.10/conf/logging.properties -Djava.util.logging.manag .apache. ClassLoaderLogManager Djdk tl
tDrol handler.pkgs= =org. apa(he catalina.webresources -Do atali urity. Semrltyﬂ.lctennr u
th /usr/local/ /apache- -9.0.10/bin/bootstrap.j /local/ -01/apache- 9.0.160
sr/local/ -01/a - -9.8.10 -Dcatalina.home=/usr/local/s -81/apache- -9.0.10 —[‘]aua.io,tmpd1r=/usr/10:a1
9.0.10/temp org.apache.catalina.startup.Bootstrap start
[root@lilian apache- cat- 0]# netstat anpt\urep java
(] (¢} .0. 3200 ‘i :H LISTEN

e 2] JE LISTEN

(] ] H: LISTEN

e ¢} 0 aE LISTEN

] 0 16 . . ESTABLISHED 3
e 2] =B e Lk ESTABLISHED 88
(] 0 10 0. 8¢ .125. 3 ESTABLISHED

e 0 10.0.0. 8 8. 34. 33 ESTABLISHED

] ] 0 S . :58 ESTABLISHED

e <] 0O ESTABLISHED

1 3] ] CLOSE_WAIT

¢] 2] 0.20:888 ee. .19. ESTABLISHED

3. $Eserverxml3Z{EdAgclassName="org.apache.catalina.valves.AccessLogValve"

ERIE I TRE

vim /usr/tomcat/tomcat8/conf/server.xml

<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt"

pattern="%{X-FORWARDED-FOR}i %l %u %t %r %s %b %D %q %{User-Agent}i %T"
resolveHosts="false" />

4-4 FeERG

4. PITUITES, EETomcathRss .

cd /usr/tomcat/tomcat8/bin && sh shutdown.sh && sh startup.sh
Hrh “/usr/tomcat/tomcat8/” ATomcatZ3EIZE, BIRIELIRE RS
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& 4-5 &3 Tomcat RS

[root@ecs-ddef bin]# sh startup.sh
Using CATALINA BASE: Jusr/tomcat/tomcat8
Using CATALINA HOME: Jusr/tomcat/tomcats

Using CATALINA TMPDIR: /usr/tomcat/tomcat8/temp

Using JRE_HOME: /usr/java/jdkl.8.0 261

Using CLASSPATH: Jusr/tomcat/tomcat8/bin/bootst
Tomcat started.

RITANTas<, BRRMIIAE.
SNEIHLTHERTRIRENEIRTFE100.125 M ERRYIPHELIE, BD9ZRENZIRTIRIPHBIL .

cd /usr/tomcat/tomcat8/logs/
cat localhost_access_log..2021-11-29.txt

Hrh “localhost_access_log..2021-11-29.txt” FLEXAETIRER, BRELIFER
i
= o

4-6 EiR IP ik
- - [29/Now/2821:] 27 +888@] "GET /bg-upper.png HTTP/1.1" 2088 3183

- - [29/Nov/2@: +8880] "GET /bg-middle.png HTTP/1.1" 288 1

- [29/Nov/2821:! +0808@] "GET /bg-button.png HTTP/1.1" 280 713

- [29/MNov/2e: +88@8] "GET /favicon.ico HTTP/1.1" 28@ 21638
- - [29/Now/2821:1 +88@8] "GET / HTTP/1.1" 28@ 1125@
- - [29/Nov/2@21: +@880] "GET / HTTP/1.1" 28@ 112%@
logs J# cat localhost_access_log..2821-11-29.txt
< - [29/Nov/2021:14:41:09 +88e8] GET / HTTP/1.1 280 1125@ 178 Mozilla/5.(

4 - [29/Nov/2821:14:41:47 +@80@] GET / HTTP/1.1 280 11258 3 Mozilla/5.@

=7 - - [29/Nov/2821:14:42:10 +0888] GET / HTTP/1.1 20@ 11258 3 Mozilla/5.8

EeEWindows IISIRSZEE
AREFELAWindows Server 2012E2EIIS7TABINE, BEftthRAIRIETREREERE,

TEFLEIS,

ME=F ik FEF5XForwardedFor.dli@{t, F3XENx86FIx64ERTHY
F5XForwardedFor.dlUE{4E W ENISIRSZ EEHENRIERT, Fitn
C:\F5XForwardedFor2008,

FIFFISEIERE, &R “ER > REAUER” EMENA2MEH
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E R ERR 4 THRETH

4-7 JEFARIRGEIN
3 Internet Information Services (IIS)E= 8

[ ?- CHLET IR LR
XEF  WEN)  EEH)

— !éa DESKTOP-QIFHS9V £

e Ll [ . Y TRG) - GRERTN | ERE E8 - -

ASP.NET

E @ e 75 9 B L & L @
s

NET WS NET R ,NFQ% NETZHEUR NETEER SMIPEF  2Ens wHNEE sEFss
) B it

s
€ B 9 & B T | M| e B &
um:mmsmr;censmmmmsuﬂﬂsam HER  EBENES IfeR "
B

BHEE @SURT

=2

shared  DEEEE ESAEE
Configur...

& 4-8 ECE A HURIR

L5 Internet Information Services (IS)EEE l= b=l = ]
€3 » ECS-C30002939 » A @ -
B3 I ms EERTETEE E
[ UriCacheModul EILEEEE..
[ FileCacheModule _ m
[] TokenCacheModule BEE.. EESTHFNFIR...
[[] TracingModule — ® =5

[[] RequestMonitorModule
[] ManagedEngine64

["] ManagedEngine

["] ManagedEngineV4.0_32bit
["] ManagedEngineV4.0_64bit
] WSMan

4. BE: EMT , oREMx86FIx6AEH .
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AR 4 ThEESZ4S
4-9 JFAHEA
CH Internet Information Services (IIS) =288 JESN{IEUEX
@© ) [%» ecs-ca0002939 » & - @ -
XEF WMEN)  EEH)
SEETHFAGIE..
® ==

|fon~ard_xﬁ4 |

| 1C:\FSXForwardedForZOOB\x&\FS)(Forwa rdedFor.dll

L] [ = [ = |

5 fF “HRIR7 NHE, WIAEMARIREIREIMES RS,

4-10 FAEMALTH

B

© C €3 b ECS-C30002939 »
X WEV)  EEH)

Q- |2 |8 %

ERHTEEEER TR Web BESAIERIIENA
2939 (ECS-C30002939\Administ FEREEE, EESTHENIIE..

SEEE: FEcsE - ® =5
2R o *8 sl
FailedRequestsTracingMod... %windir3%\Systemz
FileAuthorization System.Web.Secur|
FormsAuthentication System.Web.Secu
fowar_x64 C:\F5XForwarded
foward_x86 C:\FSXForwardedf
HttpCacheModule 9%windirde\Systemz
HttpLoggingModule 9windir9\System:
HttpRedirectionModule 9ewindirds\System3
IsapiFilterModule %windir%\System?
F —— >

< ] | [Emens | aenm

6. IEIRISEIRRETTAY “ISAPITEIERR” , S92 MEHHEBUEITISAPIFICGIT B,

STRGHRA 01 (2025-11-05) RS © ERRTBRABIRAD 20
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E N ERR

4 ThRESZHF

4-11 iFINIEIR

@® O [ ecs-caonasse »

XHF  WEBNV)  EEH)

e
e B|E I8 OZJ ISAPI fikse
-5 R

EFRUITEEESIER Web REFTITHRY] ISAPI (RiEHE,
b 83 ECS-C30002939 (ECS-C300

SiENE TEGHE 7

EEESEF
® ==

R [T EE=E

EERERE:

E__mard_fm l |

ol 14
| |c:\FsXForwardedFor2008\x64\F5XForwardedFor.dll | ] EI
| |

EFE “ISAPIFICGIBRSI” , J2 MG EHTIR
4-12 BIFHIT

@ ) [%» ecscao0ze3 »

@ @

X#E  WENV)  EEH)

_ % ISAPI 1 CGI BE%BJ

e-iHl2 |8
-8 R ERHIRSEEEIE Web 1258 HE(4 1API 40 CGI TR
4 qé ECS-C30002939 (ECS-C300 |
O EREs SHEWEE: FpGoA
b8l Wis
1SAPI 5% CGI BE&0):
I\c:\stn:mard=dForzoos\xs-t\stsamarddeor.dn | I =
EAD):
| x-forwarded-for I |
) oGy BREEA)
[ me [ =& |

BRI “‘S|FEE , BERISKS, ERREEEN.
B 4-13 EF IS RS

|[@ = cor s, emisE
EAFIEF COl AR
5. EOaESS CGl @
BTSRRI ERE,

@3 Internet Information Senvices (IIS)ST2E
@5 &, pescrop-aifHsev »
SR REV) R

E

> 5 DESKTOP-QIFHSSV (CHINA

Oa DESKTOP-QIFHS9V &

s - ¥ TG - G 2BET) | Sk Eu - @

ASPINET

’ - P » »,
. @ e 75 @ B L ®F L R H
NET SR NETHRRET NET 2R NET SR NETEER SMTPET @iz HENES sEyEs Se@x EEose SAEFR
L] -] L2  §

fil

3

e B 9 F & @ O A M . B =

HTTP WBAZES ISAPI F CGI ISAPI RIEEE MIME 23 ABSFr @87 ES8Is Imeg L Huwe  BRNS  FRES
% ey Lo

B

SHET ST

]

Shared  DRESEE  EESEH
Configur...
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PEARSS

FIXIPUEARSS (TCP/UDPHRY ) , BRFMSHNEILASRENE FIRAIESEIP
e 75— (TCP/UDPHMY ) : FFEMEITERAY “SRENEFiRkIP” THEE.

A EE

o FiBLLINGERR, WMITEIRIRSEHIR(ESAT, TeeIREFMT (FlINRET
g%?&%%ﬂﬂ’ﬂiﬁi) . P EIRIRSG IR THE, TEBTIRNEER K
e o
o NIFEEFARBILINGEE, BiniRSeEAENEPimihaltiEIrEs.
o MRGITEZHICENMNT BinIRSEE. HFEABTRERENE, B “K
Eﬁéﬂ:)’—“‘ imlP” INBESEH LEEIRRSES, MERESE -2 MERICEEIRAY
Lﬁo

a. FHREITERAY “IREXZFimIP” IhRE.
i. EREEERSIS.

i EEEEsarrfaes Y B, ERRERE.

i, EBETAEA LM — , IR R > Mg |
iv. 7E “f@EtyEse” Bim, REEEIRENREIYESEIR,
v, E0RE “USIFSE” W,
o FEiZS: |t RINAIFE”
o [BUIFE: BETBIEMIMITRSIRANN = R, %iE B
=
vi. FIE “SRENERRIPY FFE,
b. BEEIERSRINTLE. MEACL., BIEEGFIGNZOEN, [FE2m
AP RIS S S iR AR SS 28
O 358
FE “SKEERIRIP” 2E, AXiFE—aRSSEEENEIRIRSEIEAEZFIHRL
2. NRERRSHRINEZFIRERRE—aRSsE, BAE “SFEEFiRP7 , UE

IinARSS B AARIERSCRIP AR PHIEZAR A R A LRI, RGN ERIGR
[EI45ELB, RESHOERETE.

o FHT (TCPHMY ) : ECETOAIEHIREN

ﬁs@@% ( TCPHX ) BRSS, HEBCETOARAIREL, BcETOAIRHBESETOAR
=g

4.10 KiEFMSTEFRFXAZTA?
KA F RS E SRR,
KR RIS — M FAILNES RS NIIRE, TSR, NRSERE

AKX, FEENGASRBEGNE . SIEFRSEEEEARYERETE— 1 SIEE
REPERZIE— MRS SF|HITHIE
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4.11 Yal{ER Linux curl Mt REISESIERIE?

1.

FRI5EELBSECSEIR

a. BUE3TECSEH, 11MHEFin, 2 MRS In.

b. GUEE1PNELBLBISHTTPIEITEESLH, TESJSWHE “SiEFE" IhEe.
BEBRSESIHRECSHIHTTPERSS

BRE—MRSIHECS, ELRBETORER “1file” RN, LUFRE—D
TRo

HESRIBENITIA T ESBIHTTPIRSS

nohup python -m SimpleHTTPServer 80 &
EE—EEERRSNELINMITIATGS, FIAHTTPIRSIEER.

curl http://127.0.0.1:80

[rootiecs-cloud-BHEL ~1a |
total @

BE &

ing output to '|||_||:|5._._||_-.-'

oracle_jre_usage-s<{ a)

BREZIRSIHECS, EHRIBE TEIEEZ “2file” BIXH, LIRREZD
TR

FELSRMREHNITU TGRS BIHTTPIRSS .
nohup python -m SimpleHTTPServer 80 &
EANBITUA TGS, HIAHTTPERSSIEE .
curl http://127.0.0.1:80
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A
up puthon

nahup:

Directory listing for <<

ecs-c loud -BBEZ ~

3. MERURECSIETECcookie{EXTELBSLAA #2i51a) o

ERLUTS, NERIRECSITELBELAIA LA, WABXIBKIREAI ileBRiR—
o

curl --cookie "name=abcd" http://ELB_IP:Port

oracle

client “18 curl
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5.1 ELB WHaiRBABRIMY KRS AiRE?

ELBRA “FullNAT” &%k . SITEPR, NEMERKEZELYS, tRIEAH
i, EILVSEBEINGINX,

(AR

“FullNAT” 2RAIELR, SISLVSKIERE FiRtYRIPFBRIP,
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SETRRECLIE, SRNREST.
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ELBSLAIAYRTI% 7R R ELBL A B2l it B F SR PIERHTEE . Bl
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HE, TS ATAROSREDEAE, LB WSHIEEET.

- TLSHIFSEER IS RE,
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FE aXx
X-Forwarded- | ¥SELBSLEIAI I Pitb B IS HR SZAIHT TPLEIE R SimR S5 28
ELB-IP

X-Forwarded- | ZZERFimakLAIHostiZE JIX-Forwarded-Host{EiEE RimiRSS
Host E

X-Forwarded- | ¥SELBSEAIRY SRR BITIR X AIHTTPLEE R fEimARSS == -

Port

X-Forwarded- | EZEFimERAIMYEER (HTTP/HTTPS ) BITIRXAIHTTPL(E
Proto BEfEimIRSSEE

X-Forwarded- | }&&EFimHEIPHELEFICIEIPHLE T IR AIHTTPLHEIR R[Sk
For R332,

X-Real-IP B E FinhYRIPHELES R AIHT TP BRI FimiR 3328

6.2 MSIrEMIBR 25, ELB EaS M EMELEEA S RE?
o LMIPRIUEMSIFSERT, HTFEFIRFIELBZ [BEF2421EE, ELBE BN EIEE R

NI

o LMistEMIFEERY, HFEFIHRIELBZBREHSERE, ZPIRFIELBZE %A
SEIHDTCPIIEEFE, XWTCPKRIEECREY, A UIFRESHFRI8
9, BFIEPIREXLTCPIERE HEIb&XiERATEERiAZ keepalive_timeout
#BAIATIE) (300s ) ZfE, ELBASMiFRXEKIEEFEIERISRE.
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keepalive_timeout,
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0~4000s
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EFint AREARIER, W0
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SEREMERAVE R, RIS
BRFERFRAEE.

1~300s

i) 7 B A A 8]
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K, WNERNWAERYAT B E KIS
KR RinIRSZEE LN, RS
HeREMEIRRSEELS
X, MNREIXHHEEIRIRSEE—
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LB T SIERFISI0EERT, WARERY
BB RN RIS M Y SRR S5 22 M
N, WEFESIREHTTP 504551%
3,

1~300s

N#5hRA 01 (2025-11-05)

WRIERE © EARITERARERAF

51



SR
= e

6 YIS
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tAIREA?

X RN EIRRSSRAEINK (FinthX ) SEITRAIHNY ( BlwHNY ) FESRX

R, ERETSRINERRSSSE, ReRNSEIMINAEIRIRS23E. (T
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6.8 A{+4 HTTPS KRB H SEBRINEUALZEIRR?

AT U N ERRSHEEERENEHIAZ SRR

o IERAMCRANHIBSAFIBANEEF—, BXHEERMCRANEE, el
ZRERIER.

o EETSNI, MARHZSIEBACRAEEZFA—H,

o HELHISERRRIAFA—E, FHIAEHZNSRMIEREI4K .

HEABREErILUER curl 1h/0A9 5<%, RIBRGIREIRERERHEITHIE.

6.9 HARIIIASERA “ME" NERRMAA?

HEERRER: MNREIE THEREARR (BIEAREPR ) , WEHIERE
BEECRS, LERSRNEIERIE UZRVEE A REEMIPR, EEAVEARBRASERIE,

BERTNE BHIRSRYE R RIS BT EIMIBR S BEFNAIN, BIANREIER.
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LOTOEMSRRISER SRIPEE B, B
PIATISETFIEIPHBIERISIEFE .
HTTP NS IEEE o fAFIYEZEcookie
e [ FHFERrcookie
IR /EE o T EEcookie
o W AfERcookie
JEIPEE RIS ESIRIRE
WiBA

SOECRERERIER “RIPEIEL” B, B
BUASTISETRIPHENH SRS

7.2 (A ELB [5, [RimiR5S2E8ER AR

[RimBRSSEBRRER NI AMIIELBRAXER , MRERRS|AZAILUGEARN, AT
ELBLAREILAGE, SNRIRSFBASATLUBEAARN, (EHELBZENMATLL,

7.3 ELB 2 FIEE =R inIRS2E?
o HEFRIGAHMWE AL, WREEHNEEIRESE., B VT RE S GinIRSS ST
R (HZ=R) HERS.

o MEBRRAPMWELOITIFESABIIEIEES, FiRIRSZ[ENMIFFI=T L
VPCHRIIRSS &S, EIHAINEAMVPC, HfthRegion. = FEIRFHIOAIRS . B
TTRESRRRS TR (=R .

e ELBARHEIRESLAENGIRARSS 2R -

7.4 7314 100 5% 214 FFLRY IP ERE GO S iniRSS =R 7

H= AR ITESLA11LL100.125.0.0/16MERRRYIPEJTIRIbIL, [R)/FinARSS 2548 A Rl
WERERLRERICERT (MREEFAERREE) .

FRrLAXLE100.125FkA9IP st A 9IRS 5 R in iR S =2 @S EANERP,
TRIESNEE R AFIYELAITIEERMIRS, BHFRERESEINZERIEER
#100.125.0.0/16MEZ .
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(AR

NRHZ R A FIELHIFFEXIEEF100.125.0.0/16MEE AT H(ER, 15/5F214.0.0.0/8MEH
BIIPYERIRIPE R\ SSRER KRS TR

7.5 ELB AT LABKig B EimIRSZEEA?

o HERIRHINE AR STFE KIS iRARSS =R
o MERIGHMNERETIFEX. BARVPCRINGIRIRSES.
-  BIERmEERSTMEXSEEE, #FU( =EZRFER) -

- EZELBRIIPERFIRINEESLMBEREVPCHRNEIRARSSSE, #U ( SR
YERFERE ) -

7.6 AMREINERIGIRIRSS SIREAZHEE EIP?

GG SLAIFEEIFANERNAER, FERERRSZIEEIP.

7.7 A E fFinARSS 2SS MR

1. FAEMNEN-REEERDEEIPHRL,
a. EREHNAEE.
b. HfTifconfigin<Sakip addressEEM-RRIIPEE,
(%88
Windows I A LATE G 1T TipconfigBE o
2. MEWAERpingFRrEF MBI, ABEARBEINERSIER.

a. BEMXMUEERERN.T, STLAEVPGEEREFHIA, ik “FN™ L, &
& ‘WX” 5, BRI,

b. HfTpingdr<, WEREESping@BENR] ., HLiEping BN XNFTEHLHE _=
BRI,

7.8 WMIE B inARSS sRMEECE?

1. HAEMIERNN R LB EREIER,
a. EHEERRS[FFREEEMN RERIZEH.
b. teEZEHEMNBEHIE T XIMAIMER:
" FRERGEHISE, OERRRSSRMENRZEENTS RS HIEELB

PREVPCRIMEZ . ANRIKBIE, BELXEHEANTS MW FFRINELBFRE
VPCIER

 SFHERGHIE, KEEFPRRRSZEENFOREBET
100.125.0.0/16E& . YNSRI BEMIT, 15700100.125.0.0/16ERRINTT
B
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A\ EE
o HE=RISTHINRISIFEEE “KENEFinIP” IHEEE, RiniRSHRNEZE
HIMNFNMILZACLILNII TS EERLIE 100.125.0.0/16 M ER K = i IPtH_ﬂ,th

o JMERISTHIPNRISIFZEATTE “IPEEGIR” hEeh, BiRRSHmEE
MNFNILEACLII NI T HUBEELBRiR M EAIVPCES .

2. FAEWERMN-RFRMEIMEZEACLAS I REHITIEE .
EEMIE=TEAMNSHE, BE “MNEACL” , BASRIFRERE.

7.9 WS EfFinARS SRS NKE?

1. WARSHRBRS2EEHE
a. BREMTAEE.
b. HUTUI TS, EERFANROKITAZE, WET7-1FR.
netstat -ntpl

(]88
WindowsEH W aT I TES ST i Tnetstat -anoBE R ZIiE O ISIFAS, fEE
EHE?J lfﬁ$A1¢’{klu Xo

7-1 RO SIPIRES

[root@ecs-67a0 ~]# netstat -ntpl

Active Internet connections (only servers)
Proto Recv-Q Send-Q Loc oreign Addlass tate PID/Program name
06.0. 0 25847/ ./httpterm-s
0.0.0:" LISTEN 1437/sshd

sEiE LISTEN 1437/sshd

=
0.
0.

0
0 0.
0

[root@ecs-67a0 ~1# -
2. MEHINMNHIRSBENEERESR.
Bugn: iZREHLAYR O ghttp 80, {EMAcurlir<, RIGIRSBBENFEREIER.

[root@ecs-67a0 ~]# curl 127.0.0.1:80 -v
* About to connect() to 127.0.0.1 port 80 (#0)
% Trying 127.8.8.1...
* Connected to 127.0.0.1 (127.0.0.1) port 80 (#0)
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: 127.0.0.1
Accept: */*

HTTP/1.1 200

Connection: close

Content-length: 14

Cache-Control: no-cache

X-req: size=14, time=500 ms

X-rsp: id=testl, code=200, cache=0, size=14, time=500 ms

elloworld@!!
* Closing connection @
[root@ecs-67a0 ~]# ||
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a. EREEEHS

b. HEEEHSELARE ¥V EiF, EEXEFHNE.

c BEFC— 7, ®&F HE > mERRSET
d. EEEEYEEIPREE=IRSSEZFR.
e. tDIRE “BEAMIP” REE, B “4PEHEAMIPY
f.  IEREBYENEIP, BE ‘BT .

2. BEEBEEBEEPHUERESFEINERSIES.

Linuxa] Acurldp SR, WindowsFEXIEEESAENNL -

7.11 At AZSEERSFITH ELB B KER S SRS =5
FANERSA—E?

ZHEIRS AR R RS IZ RIS Fin R ELBSLAI 2 [BIRY B EREEE .

XFPUEEITEE (TCP/UDP ) , ELBLAISEIESEEEFinER, ELBERIEENET
F-ﬁﬁﬁﬁﬂ nnJ:EIJJLiE?KZMO

MFLEETEE (HTTP/HTTPS ) , REFIRFIELBEFIRI &R, ELBLAIBMSiN
ARS3ERiEiERE . Flt, ELBEREEH SR mIRSSSRANEREISBIIN KR .

712 I AGE T HREELREHINEIRIRSEE?

BB RIS ELBLFIRYG A TR, BTG ERI s IresaY I Pibit,
BESIR B IFSEIPHEITIAE, MEECIPAFAD, IREENRiRIRSEHTIHITE
&), ATLUBITE S MRACLEE e BHMNISET

7.13 ELB {EX B imIRSZ 2 NEFZAEN?

ELBIE/iRARSSR/INEG, FAIMNESHREE
J S(J‘EFTCP UDPialfies, FANEESRIEESEIINER R, EEETANEEAT

=1
. X[:]]‘?HTTP\ HTTPSYEITER, FENBERSRIBEXGEIONER L, EBIERIZE
fio) o
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(MEETY:
BIRIRESEIINERBKRA0E, F2MEERY, PASEREHNIRSSE, XEEAKEEER
B ERNSERTCPEE, BREPREER.
e TCPFIUDPYSIRES: KiEERETHEBITHEETT .
o HTTPFIHTTPSUAMREE: KiEEEIIRBRTATEIERIFT -
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8.1 ELB &Y ZiEHZ i
X1, BER HEZEZEBENE,
HERAEIYEENATIEFRIKESRITE .,

JR= BRI E FRISN IES 2188 PLEC S UROA AR EZ D R ILEC, BN RBEILAC
BRI FIEE . MWEFRIELNRKERIE, 555 (APIZE ) (EMSH

sni_match_algo,

& 8-1 iz R LA

i IR E D R ILE IE&ITES

*.example.co | abc.example.com. abc.example.com.

m sport.example.com. mycalc.good.example.comZEig 3
good.example.comZia 2

8.2 kB 7, miaRERMARR?

AREEEE:

o EFPEERENRTIES, ERNERERHTTPSKIFS, FIUEAAKIT
SBHEIED
TSR T 5 ok
- GERIIEIEHTTPSIAIRE, FHERIRSS S L RS,
- WIREVSIEHTTPSIREE, BHFOIRHTTPSIAING, FHALEES.

+ GETBERREOMTIIE, SRREHTIPSKINE, GRSTRIEEY
KIRE.

. EROTEHTEH.

o URTBMEETES, EHENSMoIREBHEREOHS T,

o CIRMIEBREBERS, RERBIBEIBIIHRES.
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o BIEELBMIECE THTTPSIEIFESHIES, RNEGIRIRS S LBEE TIEB. &%
ELBEECE TIEH, ELBAXJ‘EEEﬂPiH%E’JHTTPSﬁ?L THRE, REREZEGIR
IRS52E, ﬁﬁﬁaﬁﬁﬁmntﬂzﬁa%%rt%, SHEAWEZIEEBRERES
HS=RAIIIEFELRS, H=E i!zi’yﬂ FTEILLBRS o

ALMERUA T RfER:
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