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TREDESCEIMIRECIERT, WNERFRYBEEIPSLFAMIPET, PUENE0FEE ( TCP/UDP ) Frk
B RIRRSZRESETEENERE,

NERRRSFRESIES
AR
AR RS SR ER G Windows, BB SEEIRIAID htups/ /SRR SA9IP: (25
BB MRREIBR20E3x, N HRESER.

o EHLMERIRIRS R LEELA TS EE RinRSHAERNEROESHRER
WEMYIERE SRR,

netstat -anlp | grep port

EEHEEREREIROSEFHHESERLISTEN, NERRGEIHIRSEZNEENER
OFBIFIAZ, WE3-153K<880um 4 TCPIHFZRTIaTE o

MRERBEERREEROGR, RANERRSEWSiKO—H.

3-1 JRimbRSS SR IEE W ITRIEE A

3-2 [RinfRSS 2RI B R ITRIEE )
t ¥ I § ne
|

MREFEEEROAEKIFRE (GRRS[|EREN ) , BFELRE
imfRSS=R LRSS, Bl S EEEERENEROAREWIER LRI,
o WMRBHTTPRERINE, BEERIRIRS S LHTIA T <SEERRIEFRMEFPRE

5.
curl [SiHARES SEHIRA B IP (2 IEAS B L1/ R BTG 12 -iv

HT TP BRI E 2R ELBAGiRRZ SR AMCGETIER, HIRENEILA TETFIBINaRAARS
8, NNERSBRREERES,

IFFTCPRYMSIFEE, HTTPERKEIEEIREYAZSIEZ200,

STFIHZ=RIELB: HTTP/HTTPSEEERIGEIE iR [ENASIBE9200,
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5‘% fiﬁﬁ’ﬂfj &

3 RERIRE

& 3-3 [RiRRS5 &8 = HRIEE A

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv

* About to connect() to 192.168.0.58 port 8080 (#0)
Trying 192.168.0.58.

Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)

GET /index.html HTTP/1.1

User-Agent: curl/7.29.0

Host: 192.168.0.58:8080
Accept: */*

*V VV VYV % %

HTTP 1.0, assume close after body
HTTP/1.0 404 File not found
HTTP/1.0 404 File not found

< Server: SimpleHTTP/0.6 Python/2.7.5

A

3-4 [RimfRSSFRIEERIEE RG]

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv
* About to connect() to 192.168.0.58 port 8080 (#0)

*  Trying 192.168.0.58...

* Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)
> GET /index.html HTTP/1.1

> User-Agent: curl/7.29.0

= Host: 192.168.0.58:8080

> Accept: */*

=

192.168.0.58 . . [08/Apr/2019 17:37:34] *GET /index.html HTTP/1.1* 200
* HTTP 1.0, assume close after body

< HTTP/1.0 200 OK

HTTP/1.0 200 OK

< Server: SimpleHTTP/0.6 Python/2.7.5

o WMRHTTPREEERE, B?T*ééﬁi)ﬁ*ééﬁﬂ 25, BINEBECERHTTPEER
BEEUCITCPERINE , BT

FERIrRAE, EXBirEfR, ARRESHERREEATCPRRIEERIERIRS
2=, BEIRENCIRTCPRRNEBNERRSHE. kEExmzE, LTEE
EERRONERTESREER.

RERRRSS 2SR

NREiRARSZ2RNEBFE T B e A R £ 2P, X RIRE = FRRELBR
iR ERRIPRER o

LRiRRS /XK EMZRIABIVE[ER, BEEN KSMN P HBIBELBFinFMFTE
E’JVPCHEXO

KMERRIRSSRHEE

IFREREFMEN T EiRIRSZ[AEAIEEH, EFEM R (ttilleth0 ) FESRE
BN, FOABHAESENR. MRIABHEN, JESHERIGERNEERIE
[RimBRSS S o

ERILEERRSH BT U THOEEENARBAREIEENX (ZJELBEARE
FEMERE, ZEEEFERENABRIERINX ) o

ip route
17
route -n

IEERIEIZANE3-5F7 .
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SRR
= e 3 RO E

3-5 BUARHRIERIM XA

&l 3-6 FOAHEARIE@ MK

MREIEFIREEES-SPHFE—FIZHEE, SEBRERNIPRITERmIRSS 28T
FEVPCFMBIMK, BEEEIIARBEEDMNX .

HERmIRSRAH
LLi%;IHE%; EE}:-IHEHEJ’D nnE’JCPU/Wr/mé&ﬁH&éﬂf—:, %#:IJLF[}:-[HU_HEJ'D nnE,J

ﬁZEIIILI_Jo

MRABRS, TSHRRIOERIERTIERIERN .

KMEGiniRS5:8E hosts.deny 3{4

ENEHIE R iRRS328AY/etc/hosts.deny X4, X TFIRZ=RIGEIDE, 1Z 4P AEE
S \ELBGifmFMFFERIVPCRIES .

R TE
NS BRTSAI BB ARICHOEET, BRI I RES .

3.2 @RNBREHE (=8 )

R
ERiRREREE RIS G RN RrERn R ERRSERE, n=RiEREEIIE
T_I_T [ E,.:%. ” .
SRR ERNRICHIRIRIES B2 EAT, ELBEABRSRBHRRIESHERRE .
BRRENERNEIERRSHNEIERER, ELBARELRS[MEEARE.
BRNME

REIERBE REIRIRS SR AR OSBRI S URSCIMERICEINGE, FHBEiG
IREREETH. ESHERIBFENEBERENS.

o HEBKEXIN, ELBRAGIRIRSZSRIEEEL, B BEKEAEGIRIRSESE.
o HEIRIRSZFEAINEIRE/IORT:

- MEFRIGHIER: FRIBSKRASEAIIZERKRSSE, RENESMER
W, RENEINSERAERER.
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SRR

R 3 RENE
- %i%ﬁi&zﬂ@ra% BRI SBEAIIZEIRRSSE, BRREESRESE
™R ‘RE”
HEER IS
RHEHERHEMEIZI T EAMBREEFNERREE, RELEMZ
T TEAFEMATEEMOMR, BSER3-SH—THE.
HARECEEANERRIEEHIR, EXEkENEN TR ERESF— e
8, BEASE.
!;EI%%E@E'WEE%‘, FELBXEXN GRS EEMEERA T LIEERBEEINE
=hIER.
* 3-5 HIERK
HIEEFE HEEINE
EEJJ ST TEHE | BiniRSSBNLLERE
[RimARSS 2SS FMIRIMBACLECE
ERNESHEE
HittREHER | SEBRIRRSHAREXKIEINES
RBEELBE B4PEEIPTLFARIIP
HERIRREHEEIER
KB RiRRSS R0 KIS
KERiRIRSEIIEE
RERIRIRSSERE
K EEiniRSSE]hosts.deny 3 {4
BiniRSENT2HER

HE=RATIIERIFIRIRSS SRR 2 EMN & /RHHEELB R T BRAGE RN AR O F1{2
BRAGERYIREIRE .

EESENMN RO AR ERREERE NEHTIRE, BoIEERIRSRAEM
ENERNEES. #;iﬁi‘zi’]w}%3:{5¥J§$A§Eﬂ,ﬁi’@ijt7]100 125.0.0/16MEZRY
P,

fEanEd B2 T ERIRIRS BN ESEMNIHITIZH . EiRiRSELESEMN
KMEBINTE3-6FT
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L ek AL
= e

3 R E

& 3-6 ZEBEHNHEINE

HFETR RIBFERE
BEEEANSQEIHME | BRERERIRSSENEZESENTS AN BB RS S
& BRI AMEREMY . R EIROF0100.125.0.0/16
WIEZAIIP
SBS SO . o
REMSASRRONE | e o nme misips sz em (Hem) |
BEEEANSEMUEE
BENEHAEEIME | BANZ2EAE S MU SER0E . INRERETHS
&' gimgfbiﬁﬁiﬁgﬁggﬁ%ﬁﬂgﬁégﬁgrﬂ%mmumﬁ{ﬁ
”n o SE MY ITRAMER BN « B 70
{EE*\_\LEHZ'IH[EJMHED$\_\L§ 100'125_0'0/1 GWEQE"JWO
FEEREEEARMUEE | BERESIFENEERRRSSENZeE (H=8) .
(O #eg

EHZREIBIAIFE “ISRENVEFiRIP” haE, H=REIBIIRKIFRERRNIRBEIZREE
MUFNMEEACLIRS, ZE=BRMNFIMEACLINISTHZEIMTE . BRI E R EITERAYAEE
HITHREXSILIRIPHEATIRE, IFEBESEEHIREE

[BimBRSSEEFMIAIMNLE ACL BEcE

MEBACLISFMERINALERER, ERinbkSSRAFMXEXT MEACLIIN, M%%
ACLIRNY 247 AE ELB A T2 BRC B AN iR A2 RS EAVIRIBIL o

MEBACLEGARINSEEE N IHRE, BRAMSACLE, B

WHITECE -

MRS ESACLIT

Bl B2 L REIRRSH[NZEHRNE T2 . FiniRSSRAINEACLIRN

G EINB N TR3-7AR.

& 3-7 W& ACL INHFEIRE

HEEIR

AbiBiEHE

EERIGENSRMICE

RSB NS mREIIHE
)

ﬁgﬁffﬁé)\firﬂﬁﬁﬁ”ﬁﬂffﬁ

Eg*ﬁé)\fiﬁﬂ B a9ttt

= k= 1 1] == Siv |

wE

BRREIRIRSS 22 FMAIMLZEACLA T E RN UE 2 B
REMSNAEREMY .. #EEEEIRO
100.125.0.0/16 EZHIIP,

AEESIFENEEMBACLAN (H=E)
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LAk AL
= 3 RS

HEEIN AbiBiEkE

REER A NG E ;%Egﬁlﬁﬁﬁ?ﬁi%éfmfgméﬁg%?jgﬁ%ﬂﬂﬂﬁﬂlﬁ@@
~ . | BRI NAMERETY QB im 50
BRIGSHDEREANE | 100.125.0.0/16RERHIP.

— e EESIFEIAREMSEACLN (H=8) .
§J§*ﬁ§ﬂjfilﬁlﬁﬁﬁ“ﬁu*ﬁ

Eg*ﬁéﬂjfiﬁﬂ =]:isiichils

2R ER 5B ERRO
wE

AR
EHZREIBLAIFE “SRENVEFiRIP” Thae, H=EEIBIIRKITRELRRNRBE IR EE

MFIRIEACLIRSE, ZEBRNFNMEZACLIRNIITTFERIMOE . BN ERSITRALTE
HITHREXS AT IPEITIRE, (FEBESE IR .

ERRESNEE
1. EEMSHE, HE ¢ BRI > RiRRSEE” .
2. HERHRSHENE, PERENSRBNESERENERRSBASRK.

3. AERIRRSHREN “BEXER" RET, BEBEUTRREERESH.
ESRRIOESHRERERE, BENMEERIEERE.

% 3-8 [EBRKNBELESH
BEREESH iR
13 BB EERAHTTPINYET, NRRIHRSSHRE TR

HOSTLaE], HBERGEIRRSHREENHZEST ‘2
WERE” REPRY ‘537 &,

71308 [EimBRES 28R £ AFIMILEACLALII A4 R RUE fE BRAG Bt
XM AHERIETX o

i ] T RIRRS R/ SiHONRRGERO,

MEREZ MREFEAHTTPEFREEFETEISH, BXRkERSR
BIEESHTMLI
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SRS
= e 3 RIS

AR
o EBHIEBRAMEINCA “HTTP” , BREEREN, NRESHNRORBRER, BiE
MERENESRRIOEMNUENRS “TCP” , Ria&ixO.
o WMBEREFESENEERE. ~HIT:

o iFIgEES: http://www.example.comaghttp://192.168.63.187:9096, MGETEE
?:inE:‘ﬁ' “/” R

o iKTEEES: http://www.example.com/chat/try/, MIEERFES “/
chat/try/” .

o iHTHEER: http://192.168.63.187:9096/chat/index.html, MEERFES “/
chat/index.html” ,

NEGIRIRSS S AR SRR LITEE
R HOARSS B AT TE R R AR S BB R A S T MRS
EiHIRS SB R A ERITENRIFET, RERERSTERN,
IR EIHIRS RATE XK T WIS, B ETRIR.

1SE ELB 2540 EIP 3FAK IP
(REELY:
o ZMBINERTIURAING (TCP/UDP) .
MFUREEES (TCP/UDP ) THIREEIRIRS:E, BREHEXKNAHIIESEEE
HBTEEIPTLFARIIP

RIS SLHADREIEERT, SNRAHPEEIPTFAMIPES, PUREITES (TCP/UDP) FrX
KRRIRRS R NMERCERE.

NERiRRSFRESIES
(0 %8R
AR RS SR ER A Windows, BB BERIAID htups/[SIRIRES SA0IP: (25
BB MERREIBR20E 3, NEREHIRESEER.

o FHLIERIRIRS R LETL T SEE RRRSRERICEROSSRIER
MEMYIEE BRI,

netstat -anlp | grep port

EERPEERENEROEEHEERLISTEN, NWERREHRSSENBRICER
AFESEIPIRE, WE3-795R7<880ik X TCPIHEFERT = o

MRERBEERREEROGR, RANERRSEWSiKRO—H.

3-7 JRimBRSS SR IEE WS ITRIEE A
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eV
e 3 REGS

SRR SRS EERITRS (FiniRS=R2AREl ) , BRBLEMNE
imARS3 =R EROSS, Bl EBEERBENEROARESHIERELEIT.

o IMRBHTTPREERIGE, BEERIRIRSHE LHTIATHSERREFRMEFPAES

=N
curl SRS FEATRA B IP R Bl L R AL S 72 -

HT TP B 2ELBRGIRIRSZS SR AICGETIER, MIRENZILA RERFIBIIRALAZS
18, I\HIRSRREERS,

STFTCPHIUEIREE, HTTPEEIEEIEEIREMIKSHERE200,

SFFHZERIELB: HTTPERIEEIEREIREYATAEZ200. 2028%401,

3-9 [FinRfRSS R ERIERG

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv

* About to connect() to 192.168.0.58 port 8080 (#0)
Trying 192.168.0.58.

Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)

GET /index.html HTTP/1.1

User-Agent: curl/7.29.0

Host: 192.168.0.58:8080

Accep‘t : :t:/:t:

*V VV VYV % %

HTTP 1.0, assume close after body
HTTP/1.0 404 File not found
HTTP/1.0 404 File not found

< Server: SimpleHTTP/0.6 Python/2.7.5

A

3-10 jFimbRSS 2R IEEAIEIE A

[root#host-xxx~]# curl 192.168.0.58:8080/index.html -iv
* About to connect() to 192.168.0.58 port 8080 (#0)

*  Trying 192.168.0.58...

* Connected to 192.168.0.58 (192.168.0.58) port 8080 (#0)
> GET /index.html HTTP/1.1

> User-Agent: curl/7.29.0

> Host: 192.168.0.58:8080

> Accept: */*
=

192.168.0.58 . . [08/Apr/2019 17:37:34] *GET /index.html HTTP/1.1* 2080
* HTTP 1.0, assume close after body

< HTTP/1.0 200 OK

HTTP/1.0 200 OK

< Server: SimpleHTTP/0.6 Python/2.7.5

o WMRBHTTPREREERE, RTOEREBIOEIRZN, ENEBERENHTTPER
REEXITCPEREE. ]*;.J’E&D'F

EsINERE, EBinslne, ERESHBERCHTCPRENENEIRRS
284, I%Ji‘ﬁiﬁﬁﬁUETCP@)ﬁﬁﬁﬂ’ﬂ:ﬁ‘aﬂﬁ““”ﬂ BETMZE, LTHEE
EERREENEESKRELESR,

B RimARSS RRb K
AR IEIHARSS BEPIERTT IS TR X B EA 2 R IR, IXLUARIFATRERRIRELBR
TR B HRIPRIER .
ﬁgﬁm%%%ﬁéﬁi SEIEER, TSETER K EEMMI-RAIE100.125.0.0/16/
EGRYIP,
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SRR
= e 3 R E

NEERIRSSEHEEH

BB R FMEN T EiniRSZEAEAIBE, EEEM R (ttilleth0 ) EEERE
EJMEQEE BOABHEEZM . MNRFABBEEN, AIESEEREERNTERIX
[EiwmARSS =R -

ERLIERRRS 2 LB L TaSEERNMABHEEEEANX ( RUELBERARE
:_Fﬂtnfxlﬁl'ﬂ, =EBERERERIABRIE[MNX ) .

ip route
17
route -n

IEERIEIRANES-11F7R.

3-11 EOARS ISR K]

Bl 3-12 BOABBRARISRM KRG

Link metric 1082
dev h8 proto static
v eth8 proto kernel scope link src 1f

NRESFRERE- 11 FHNE—RENIEE, NEBHIERNIPHTRERIRSS
FREEVPCFRIBIRIE, B EENARSFRISEMIE .
B RImIRSS AR AE

BE = RS, EERIRRSEINCPU/AF/ MEEENSE, XHMEiRRSEMR
HEAES.

MRGHRS, TRESERRIGERIEESIEKRIEN .

M BERimIRSSEE hosts.deny {4

N S IRIRAS 3210 /etc/hosts.deny S, ST T IR RIGEIOE, ZXMhREY
EAN100.125.0.0/16MEZHIIP

RBRXTE
IR EASEI TR RGO, SRR T RIRESHE.

3.3 At AlfeinbRSS 88 EWEIRRRIEE RN BRI ERIIE
fREJEIAR—2L?

ELBRYEMvs. nginxT mEfS RN IRIRS2E, BT =RYEfEaTE Sz ERYElfEaT
BRIEF—E,
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LRk
= e 3 RO E

[FimbRSHREIRIRZ N RAMRURS, MEEREERSIEIZ MEER

3.4 {FFH UDP MBI AFEFEIN?

42 UDP BFRKNE

UDPEEMAHERI TN, SRS ASBIHHT = RIBERIER, UDP
BB B ST RRA T :

o EROBNTAREREBICERE, REIRAEICMP request JHE

- REREETDRKE T EinIRSZERREIICMP replyiER, MIABIRSSIE
B, #eRiTRERNE.
- IREREEDRIRAIEIEIRIRSSFRIRERIICMP replyiBE, WIAJIBRSS

58, ¥E@REERK.
o [EERBENTISKEICMP replyiBRfE, SERIRRSZERIZUDPIRURI

- WNSRE [EREE ] 2R, BEREEND RRSHRKET BiniRSRER
port unreachablefJICMPHE., MIANRSHRE, HIERRIOELRMK .

- IR [#EatEdiE ] 2R, BERENT RRSSERAENEIRiRRSERE]
HICMPEHRIER, MIANIRSIER, FIEREBEEMI.

SITECEUDPRERIGERT, #HEFERECERERIARIZIE(E.

SREHEDX
BRI TP EHE .

o KMERROEENNEEEIN,

AIEERNERE: fSimBRSSEEEIEMreplygkport unreachablezRBURYICMPIE R RBETE
BIERRIAEEREENT R, SHEBRKEEERNER.

FECRENAYHENE : REBRYRY AR A ERAYE.
RFUDPEBRIGERRIEAR TEMEZRICE, ENEREEENNERED
N, BNERIRSSRAREERE L& T,
o [FinARSZHEEMIRETICMPEEFERIER,
LinuxRGE T, BRI TaaEICMPEEIESRAIRE .
sysctl -q net.ipv4.icmp_ratelimit
BAIAMESI: 1000
sysctl -q net.ipv4.icmp_ratemask
BOAMES: 6168
IBRIASE—EZmSIREEAIAMESR0, FHRELI TSI port unreachablelBE7=4
AUERZRPRE
sysctl -w net.ipv4.icmp_ratemask=6160
HiIFMAYSEiESE Linux Programmer's ManualtE2<RE:
man 7 icmp

k&Gl http://man7.org/linux/man-pages/man7/icmp.7.html
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L ek AL
= aE

3 R E

(AR

N
¢ll

SN

FFport unreachable2RBYICMPHBRNEEIRS], SILRTEELNW ERIIRS SR EROFET,
TZIREREE =4 port unreachableig & .

{EFHUDPIMGES LA R EEIN:

3.5 #EIEE
ME3k?

Y E 2RI E RIBITUDPIRMAIPIngIR SR NSIREN SRR 3 220K SIS
o FLFER, BAPRERHERERRSZH[ITBICMPHNY, HIAGENT:

FREREIHRSEE, MUroottfRITIATH<S:

cat /proc/sys/net/ipv4/icmp_echo_ignore_all

AHRENEAT, FRRICMPINEKHA; &R0, WRRFAS

SRIUDPIMY RS R B nl seFERS ELRN S SR BRI EA—HAYE):

WMREIRIRSEEELINUXIRSEE, TAFHEIFET, BFLinuxBIBBICMPIZT{RIF
&, SIRFIIRSSEAIXICMPHIERE , Y, BMERSSRELRKHBMRE, BHRTF
TiE@EmRE “port XX unreachable” IRIBEE, SSHAHIIEHEHTRKE
ICMP NMZHMAEREICERD], RESHRSELRSSBENEF—.

AT AS S ELB MK GRS 28 RIXHR

ELBESURERFEEN, SFRNMEINEAT REERREIRIRSFRAIEFRNIS

X,
P

3.6 BT

wEERAFYUE, RRICGESRIECERR—ERN, FRUSRMNEEH
FZRILLEI g i RS B R B R EHASRI=SIL D5 iR S5 SR ST .

tARHERZEN?

[RIRARSSBFING, FEE— N FHRMEN— IS, FEURiR “aEd

b=”

3.7 {ojibiE

ISR

BRAEESHIIAEAE?

BILUBINERIC ERRRYE), BiEL EFIMENRRIGERE.

FAENNE: EKERGERERIEE, FiRECSSEAILIMIER, RAYEk
IEPEECSLAIRIRT BB SRR o

ALAKARERNE, RESEFLMENRRIEERE.
FERNGE: XNRREER, ARYEIBOERRRSE, —BEEERIRR
SH|RERE, WEELIGOREBIIRERE CIERRIRIRIRSR .

S ASkRZAR 01 (2025-02-

28) WRIERE © LEARITERARERAF 30



BRI
= e 3 RIS

3.8 EFRNEIEERARCRPRSZEHL?

& 3-9 RRIGEIERIREIRPAEH

ELBEHY R EY RN EIEE RIS
H=E HTTP 200
HTTPS 200
H=R HTTP e 200
o 202
e 401
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BRI
= aE 4 ThRESZHF

4 ThgeEs

i

4.1 ELB 2& LRI {EER?

st R EIIEARS AT LASRIR(ER

s AHIERISNITRERES TR D R ERIRS SRS [AIRE D RI=HIIR
55, BURENAY RMARSIIIMIIRSSEES], R ESHIRR LSRR NAER
éﬁgﬁégﬁ Eittsett RSB EE T /RiRSLA (40: BMERMRSER ) KER, 77
LASRIR{ER o

=) +H- T 2V
4.2 ELB 285 B DDoS ¥tHfl Web i3 EXZE£RITH
Abl?
BE ¢
e ELBIRESNIRMDDoSEZRE[HIPINEE, BhHiFIhEE—RRECE SRR SR ER;
o  DDOSPHIPREATENATFBRIBAIR, FIE AMAIANOREE = DDosIHIF .
(AR
DDoSERS ( Advanced Anti-DDoS, AAD ) 2EFAnti-DDoSiERIR B ASIBIZE L EMER
DDoSEAIFIRSS, WBiTiiEt A AR APIRHTIRERP, EoWEEWSESEHRIE R
iE, BPeELUESIESNDNSEEFTaEXIIMNRE I AZHIP, BEERERES IREISHIPELE,

RIFXFINPHEIE AR ( BiEHE ) , BRESWSFELESH . AIRSTEA=. FFER
= RIDCRYEEARE .

4.3 ELB fRFIEREE A"

ELBERIIRHAIRGEREZA T :
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BRI
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4 ThREsZHF

£ 4-1 B

SHEREREY | BIRS iy
RBACZ | ELB N sEME RIS B HITINR .
o Administrato | sapmpais T RBACKIEHT, BEMARTERMILE
r B, NEE, EERNEERIIATE, ESFHIRBAC
BURALEX
RIS | ELB M AR BT ATAUR .
B FullAccess | snesRymiEmi i SRINAE, ARPESIET, TXE
FROBRI SIS .
ELB 3 AR BT SR
ReadOnlyAcc
ess

X 4-2 ERBRESREARIBAIXR

BE ELB FullAccess ELB ELB Administrator
ReadOnlyAccess

SR REIESE | v x

EREIYE=R i

EiREigEses | v v v

RS

EEREI9EsE | v v v

5z

BERtaEgEeE | v x v

MRS ISERE | v x v

elfERAITES v x J

Bigisiras v v v

1B S EE v x v

MR ME0fr2S v x J

I EiniREEE | X v

=]

BiHfEimESEE |V v v

4=

B EiniREE | v x v

=]

bR EimiRSS=E | v x v

4=
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4.4 ELB 2B uILARINAEIRIER SRS ES?

BR{E

ELB FullAccess

ELB
ReadOnlyAccess

ELB Administrator

Bl fEiRARSS ==

X

o
oo

Vv

1B fEiRARSS ==

X

5
BEIRIRSS
5
5

bR SRR SS 25

BIZZRINE

EIREREE

1B 2ERIOE

KARRIOE

S N R YR Y YRS

B LMIP

X

HRTE SR IE LM IP

X

TR MERMIP

S

FRGBRIERMIP

BEKERER

BHIBEAE

S R Y Y Y U O G I O I I N

AR

o FRAREHMNAMIP, KEEREVPCIRSMIvpcbandwidths:updatefvpc:publiclps:updateff#i
ERUR, BAEER ( EBUFAB=APISE )

o BEIEIEIR, KAEERECESIRSZAICES ReadOnlyAccesstifR, BRFEN ( =iaiziRS

APIZE ) ,

o BEIFUEE, TEERELTSIREZHILTS ReadOnlyAccesstfR, ERENR { =HEIRSZAPI

e

X FELBRYZHF ERPRIFEN ( SR REIIHAPISE )

ELBATLURIIAEHRER GHIIRSS 25 . ELBAB AN GinfkSS 25 ARV ERFIHIT
PRI, RBERI2EIRSSZPRINAIRSSHIERER B FRIEEERI—EIERIA .

BEBR, BNGER2eHERBRERFNERRSHETEIE, IMEGRENEESE

o

4.5 ELB Z#FISAF . IEAE VPC fEREA?

o HEREBAZIFERFER, BAFHMIAEVPCRIERIRSS SR .
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o MEBRAPNELOITIFESARIIERIES, FiRRSZ[ENMIFIT L
VPCHRIARSS RS, EHHAINEMVPC, HfthRegion. = FEIRHIOAIIRSS R

RNEN] AN \ < AN A Y
4.6 [imiRSS 0T LAKRIZi5(0) ELB 157
BEER, TR —AIRS SR N SRS S (e P S 5,
SRS R, EEmEEsE,
. ARBE: NBERIESEME T ARIPL, FLIAEELBIARIPHELE .
. FARBE:
- tEMIhFSEYERIRRSSE=ENEZEFIRIGIEELB,
- WENEUIFEAFES “FEEPiRIP” IhEE, A2 iRREZE(ENE iR

IBITJELB.,
- WRUBESIFSRAFRE “FKIEPIGIP” , SERRSERIENZFimEE
ELB,
(1 %88
SNSRELBFFRS “IPRESiE” Thee, “IRENERFRIP” INASISEN, iSRS
VERZE PIAIEIELB,

4.7 ELB BERSCIHIEHEEE HTTPS HMY?
MZ=AEIBY S, HEERELBAF,

IR R GEISE SIS EHIRHTTPSEUR(E ), BIERINGEITEREY, RlimtMsEE
“HTTPS” , [SIRIMNBSZIFHER “HTTPS”

WNRZIELFEIRHTTPS, RAEIE IFRIRIMGEIREHTTPIMNY -
(RERIY::
SHEIRHTTPSIY T IS 1E A E 118 58 _HXEIaITE o

4.8 ELB 1% IPv6 RIZZ157

Bal, H=EAEHIE(STIFIPVANLE, RSIFIPvOMLE , IM= B G ditgEs7iFIPvaR
£ZFNIPVENLZE o

LM =R EISEFERTCP/UDPIAIFESRT, AR EFuKFIELBZ 8){FFEIPV6LZIE(S,
ELBFNfEimpiRSS 22 Z B UFEREIPVOLZIB(E; XM= BIGAEIIE(ERTLS/HTTP/
HTTPS/QUICYAIFERRY, tNEREFiIHFNELBY BEMIPV6MLLE(S, ELBINGiHIRSSSE
Z I8 UERRIPVARILRIEB(S .

(AR

o CIEIRZRIGIGER, BRENRRFMAIFEIPVE, REIGELAICIEFBRZIFIPv6
Zi=

o WMREHNSFESZFFIPVOMLE, EHEEALERZRAHIIEIEECTEIPVeRIFRIE
HEwRFR
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ez e A — 4 ¢
4.9 YE S WEEEF B S BUEF T ELB AYNm AT (E]?
tEGEHISEHTTPAIHTTPS R LUEIS M= iBFr IR nl LA B B ELBRO M A A &), [EIAT
LB BEEEE XIS KNG NATE .
. BEFIEHE, FREEETSINREINERIR.
2. 0ieE “iEiR7 RE, FHEFEERNTERITES.
3. &E "TEEWRRTHHE 28, JLSEIREIYEREE EinikSS 281190 M AT
I‘Ejo

& 4-3 N Rz ATE)

SHE R
TERIRAIRTE | St ir2e=nl7 EeinFMMNATE, (HTTPFIHTTPSES
e 284 BILER )

WIS LA RIRIRS SETFA, BISITERIEIE
IRSS SRR LL
Bl 2,

4. MREREEHCEMNEMERIUEARIINEE, STLIBTnRETES.

BIEIEERY “request_time” . “upstream_connect_time” |
“upstream_header_time” @ “upstream_response_time” FERi+E RIS EELBEE
RIERAVFERTIER o

& 4-4 SHRRZ

27 fRRE
request_time 5K IEATE], BIELBKEIE— N EFiniakIEXZIELBAIXSE

Mg Rz S RYBTE)ERE ( EBfz: &) o

upstream_connec | 5_EiFARSSESIEIEIZFIEZAIATIE], FHELFD AL, D%
t_time KRHEN ., BELBRIBHTEREXNESEES MERINT
18], HiERAWIEHEADEIRIRSEEITIL=ERA -,

upstream_header | M LiiFBRSSEEWIMRSLFRTEZERIATIE), BHEILARD B, &
_time PERREN ., SELBRIBHTEREIXNSEE S MIRAT
18, HEKRAKFERERAZIEIRRS [T FER -,

upstream_respon | M\ _EiiFARSESIZWNO R Frie22A9RTIE), RTELARD e, D%
se_time FHEW ., SELBRIEFHTEREXNSEEZMRATE,
HIERRB IS AR SIRIRSS BT LL=FER A -

M HGRAS 01 (2025-02-28) WA © EARTERABIRAE 36


https://support.huaweicloud.com/intl/zh-cn/usermanual-elb/zh-cn_topic_0150301848.html

L ek AL
= e

4 ThREsZHF

4.10 WN{aI3RENRIGERIESL IP?

HRSRH!

tERS

HEFimBIELBIAOEinIRSS SRS, ZFimESLRYIPHINISRELBILIE, [SiniRSSE:
i?%ﬁﬂil] Egii%%ELBEﬁﬁEE’\J%Pﬁ%I Pitbilt . SNRFBEFRENEIZ FIRAIESCIP, AJLAZ
75 EERE.

o tERS (HTTP/HTTPSHMY ) : BEXNARSSSHITRE, ASEHEX-
Forwarded-Forf9 A TU3REUR I & RIESEIPHBiIL .
BeEIF BN CERS .
e [UEBRSS (TCP/UDPHMY ) , BFEFMAINAILKENE FimAYELIP:
- FiE—: AEEITEERY “IRENERIRIP” ThEE.
- X EeETOARMIREY.
BeEIFENNERS .

J ﬂéﬁlPééiiNAT, MR BEERENEINATER(LIFRYIPHAE, TTiZIRENEINATAR{LREIAYIP
it

o WIREFFiIRNER, REGRINZEISREAEENIAIIPHIIL, TRIREVE=EAYIP,

o [ENIF=E (TCP/UDP) FiE “SRENVEFI®IP” REZfE, AXITE—GRSH
BHENRIRIRSS 28 XA F A E FinkYiz= .

o MERIGHINEHITIREIEIFES (TCP/UDP ) BUAFEIRIMEILSE(EINGE, THEFah
R, BAXEXA.
MARIZY:

MRE iR WAF+ELBISEIARSSES, NWERLABIE WAFEESRENE FinEsLIP, £ ( Web
Rz FRRA XS FAFERS )

FXCEBRSS (HTTP/HTTPSINY ) , REXMARSSEHTAE, RRHERX-
Forwarded-ForfA TUIREUR A& RYESEIPiBiIL .

BESLRIRIGE IPRE RIS EHTTPLERRIX-Forwarded-For=Eg, &=V :
X-Forwarded-For: SRiFEHESEIP, (XIEARSSES1-IP, XIBARSSES2-IP, ...
HERAL A RECRIAE BSLIPRY, SREVIE— MUt ERIFEELIP,
EoEApachefR5338

1. Z%Apache 2.4,
BIa07ECentOS 758, AILAMITIN FanSiTRE=:

yum install httpd

2. {E2ApachelIECE S {4 /etc/httpd/conf/httpd.conf, FERAERINLATEE(S
=]

"N o

LoadModule remoteip_module modules/mod_remoteip.so
RemotelPHeader X-Forwarded-For

RemotelPInternalProxy 700.725.0.0/16
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& 4-1 {&2% Apache BIECE M4 fIE

LoadModule remoteij

MARY:
B IEIRSS 2BAUMERRANE RemotelPInternalProxy <IP_address>,

o HERIGAEHIIETEERINGIPHNEESA 100.125.0.0/16 ( 100.125.0.0/16 2aEITER
SRBHIE, EMMBPTESEIIZNERN, FA2FEZENXE ) FIShIPHEIEER,, 2
MPHEIERFIES bR .

o JHERIARIYE EERINELBSLBI B AIVPCFMIMES

3. {2ApacheRIECE 4 /etc/httpd/conf/httpd.conf, 1B EHIHIEIVUEZLITINT
Fii (Y%aftFRIRIPHELE ) -
LogFormat " %a %!\ %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
4. EJ3Apache,
systemctl restart httpd
5. BFEhttpdiBRIEE, EaILERENESLAIRIGEIP,
BcENginxfR535:E
BIanTECentOS 7.53MR T, ATLMUTII FasSHiTZRER:
1. BTl T as$ & &Ehttp_realip_module,
yum -y install gcc pcre pcre-devel zlib zlib-devel openssl openssl-devel
wget http://nginx.org/download/nginx-1.17.0.tar.gz
tar zxvf nginx-1.17.0.tar.gz
cd nginx-1.17.0
./configure --prefix=/path/server/nginx --with-http_stub_status_module --without-http-cache --with-
http_ssl_module --with-http_realip_module
make
make install
2.  ¥JFnginx.conf3{4,
vi /path/server/nginx/conf/nginx.conf
3. HEUTEREEEEMIFNEEFRIIES..

fEhttpekEserverlt, EERINNEEFRINER:

set_real_ip_from 700.125.0.0/16,
real_ip_header X-Forwarded-For;

4-2 FINREFRAEREREIE
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MERTY::
BRIBRSS SERIMERZNINE) RemotelPlInternalProxy <IP_address>,

o HERIGAHIIEEERIMAMNIPHBIEES Y 100.125.0.0/16 ( 100.125.0.0/16 EAkt9ERR
SRBHIE, EMMBPTEDEIZNEN, FA2FEZENXE ) FISIPHELLEE,, 2

NPHELLEGFIES D18 -
o JHERIGARIYETEERINELBSLBIXEAAIVPCFMIMES .
4. J3@INginx,

/path/server/nginx/sbin/nginx

5. BENgInxBYIBIEAE, ELGRENELAIRIBEIP,

cat /path/server/nginx/logs/access.log

BiETomcatfR35:%
AREFEFRITomcatlIZL 2=’ 12 “ Jusr/tomcat/tomcat8/”

ERELEETomcatlIpRSS R .
2. WiTUTaS, BETomcatEREEIET,

ps -ef|grep tomcat
netstat -anpt|grep java

& 4-3 IEEEITERTAI

[root@lilian apache-tomcat-9.9.10]# ps -ef |grep tomcat

1009 995 0 1 pts/o 0 grep --color=auto

32223 1 © 14:37 pts/@ 2 /usr/java/jdk-10.0.1/bin/java -Djava.util.logging.config.file=/usr/

9.0.10/conf/logging.properties -Djava.util.logging.manag .apache. ClassLoaderLogManager Djdk tl
tDrol handler.pkgs= =org. apa(he catalina.webresources -Do atali urity. Semrltyﬂ.lctennr u
th /usr/local/ /apache- -9.0.10/bin/bootstrap.j /local/ -01/apache- 9.0.160
sr/local/ -01/a - -9.8.10 -Dcatalina.home=/usr/local/s -81/apache- -9.0.10 —[‘]aua.io,tmpd1r=/usr/10:a1
9.0.10/temp org.apache.catalina.startup.Bootstrap start
[root@lilian apache- cat- 0]# netstat anpt\urep java
(] (¢} .0. 3200 ‘i :H LISTEN

e 2] JE LISTEN

(] ] H: LISTEN

e ¢} 0 aE LISTEN

] 0 16 . . ESTABLISHED 3
e 2] =B e Lk ESTABLISHED 88
(] 0 10 0. 8¢ .125. 3 ESTABLISHED

e 0 10.0.0. 8 8. 34. 33 ESTABLISHED

] ] 0 S . :58 ESTABLISHED

e <] 0O ESTABLISHED

1 3] ] CLOSE_WAIT

¢] 2] 0.20:888 ee. .19. ESTABLISHED

3. $Eserverxml3Z{EdAgclassName="org.apache.catalina.valves.AccessLogValve"

ERIE I TRE

vim /usr/tomcat/tomcat8/conf/server.xml

<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt"

pattern="%{X-FORWARDED-FOR}i %l %u %t %r %s %b %D %q %{User-Agent}i %T"
resolveHosts="false" />

4-4 FeERG

4. PITUITES, EETomcathRss .

cd /usr/tomcat/tomcat8/bin && sh shutdown.sh && sh startup.sh
Hrh “/usr/tomcat/tomcat8/” ATomcatZ3EIZE, BIRIELIRE RS
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& 4-5 &3 Tomcat RS

[root@ecs-ddef bin]# sh startup.sh
Using CATALINA BASE: Jusr/tomcat/tomcat8
Using CATALINA HOME: Jusr/tomcat/tomcats

Using CATALINA TMPDIR: /usr/tomcat/tomcat8/temp

Using JRE_HOME: /usr/java/jdkl.8.0 261

Using CLASSPATH: Jusr/tomcat/tomcat8/bin/bootst
Tomcat started.

RITANTas<, BRRMIIAE.
SNEIHLTHERTRIRENEIRTFE100.125 M ERRYIPHELIE, BD9ZRENZIRTIRIPHBIL .

cd /usr/tomcat/tomcat8/logs/
cat localhost_access_log..2021-11-29.txt

Hrh “localhost_access_log..2021-11-29.txt” FLEXAETIRER, BRELIFER
i
= o

4-6 EiR IP ik
- - [29/Now/2821:] 27 +888@] "GET /bg-upper.png HTTP/1.1" 2088 3183

- - [29/Nov/2@: +8880] "GET /bg-middle.png HTTP/1.1" 288 1

- [29/Nov/2821:! +0808@] "GET /bg-button.png HTTP/1.1" 280 713

- [29/MNov/2e: +88@8] "GET /favicon.ico HTTP/1.1" 28@ 21638
- - [29/Now/2821:1 +88@8] "GET / HTTP/1.1" 28@ 1125@
- - [29/Nov/2@21: +@880] "GET / HTTP/1.1" 28@ 112%@
logs J# cat localhost_access_log..2821-11-29.txt
< - [29/Nov/2021:14:41:09 +88e8] GET / HTTP/1.1 280 1125@ 178 Mozilla/5.(

4 - [29/Nov/2821:14:41:47 +@80@] GET / HTTP/1.1 280 11258 3 Mozilla/5.@

=7 - - [29/Nov/2821:14:42:10 +0888] GET / HTTP/1.1 20@ 11258 3 Mozilla/5.8

EeEWindows IISIRSZEE
AREFELAWindows Server 2012E2EIIS7TABINE, BEftthRAIRIETREREERE,

TEFLEIS,

ME=F ik FEF5XForwardedFor.dli@{t, F3XENx86FIx64ERTHY
F5XForwardedFor.dlUE{4E W ENISIRSZ EEHENRIERT, Fitn
C:\F5XForwardedFor2008,

FIFFISEIERE, &R “ER > REAUER” EMENA2MEH
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E R ERR 4 THRETH

4-7 JEFARIRGEIN
3 Internet Information Services (IIS)E= 8

[ ?- CHLET IR LR
XEF  WEN)  EEH)

— !éa DESKTOP-QIFHS9V £

e Ll [ . Y TRG) - GRERTN | ERE E8 - -

ASP.NET

E @ e 75 9 B L & L @
s

NET WS NET R ,NFQ% NETZHEUR NETEER SMIPEF  2Ens wHNEE sEFss
) B it

s
€ B 9 & B T | M| e B &
um:mmsmr;censmmmmsuﬂﬂsam HER  EBENES IfeR "
B

BHEE @SURT

=2

shared  DEEEE ESAEE
Configur...

& 4-8 ECE A HURIR

L5 Internet Information Services (IS)EEE l= b=l = ]
€3 » ECS-C30002939 » A @ -
B3 I ms EERTETEE E
[ UriCacheModul EILEEEE..
[ FileCacheModule _ m
[] TokenCacheModule BEE.. EESTHFNFIR...
[[] TracingModule — ® =5

[[] RequestMonitorModule
[] ManagedEngine64

["] ManagedEngine

["] ManagedEngineV4.0_32bit
["] ManagedEngineV4.0_64bit
] WSMan

4. BE: EMT , oREMx86FIx6AEH .
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AR 4 ThEESZ4S
4-9 JFAHEA
CH Internet Information Services (IIS) =288 JESN{IEUEX
@© ) [%» ecs-ca0002939 » & - @ -
XEF WMEN)  EEH)
SEETHFAGIE..
® ==

|fon~ard_xﬁ4 |

| 1C:\FSXForwardedForZOOB\x&\FS)(Forwa rdedFor.dll

L] [ = [ = |

5 fF “HRIR7 NHE, WIAEMARIREIREIMES RS,

4-10 FAEMALTH

B

© C €3 b ECS-C30002939 »
X WEV)  EEH)

Q- |2 |8 %

ERHTEEEER TR Web BESAIERIIENA
2939 (ECS-C30002939\Administ FEREEE, EESTHENIIE..

SEEE: FEcsE - ® =5
2R o *8 sl
FailedRequestsTracingMod... %windir3%\Systemz
FileAuthorization System.Web.Secur|
FormsAuthentication System.Web.Secu
fowar_x64 C:\F5XForwarded
foward_x86 C:\FSXForwardedf
HttpCacheModule 9%windirde\Systemz
HttpLoggingModule 9windir9\System:
HttpRedirectionModule 9ewindirds\System3
IsapiFilterModule %windir%\System?
F —— >

< ] | [Emens | aenm

6. IEIRISEIRRETTAY “ISAPITEIERR” , S92 MEHHEBUEITISAPIFICGIT B,
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E N ERR

4 ThRESZHF

4-11 iFINIEIR

@® O [ ecs-caonasse »

XHF  WEBNV)  EEH)

e
e B|E I8 OZJ ISAPI fikse
-5 R

EFRUITEEESIER Web REFTITHRY] ISAPI (RiEHE,
b 83 ECS-C30002939 (ECS-C300

SiENE TEGHE 7

EEESEF
® ==

R [T EE=E

EERERE:

E__mard_fm l |

ol 14
| |c:\FsXForwardedFor2008\x64\F5XForwardedFor.dll | ] EI
| |

EFE “ISAPIFICGIBRSI” , J2 MG EHTIR
4-12 BIFHIT

@ ) [%» ecscao0ze3 »

@ @

X#E  WENV)  EEH)

_ % ISAPI 1 CGI BE%BJ

e-iHl2 |8
-8 R ERHIRSEEEIE Web 1258 HE(4 1API 40 CGI TR
4 qé ECS-C30002939 (ECS-C300 |
O EREs SHEWEE: FpGoA
b8l Wis
1SAPI 5% CGI BE&0):
I\c:\stn:mard=dForzoos\xs-t\stsamarddeor.dn | I =
EAD):
| x-forwarded-for I |
) oGy BREEA)
[ me [ =& |

BRI “‘S|FEE , BERISKS, ERREEEN.
B 4-13 EF IS RS

|[@ = cor s, emisE
EAFIEF COl AR
5. EOaESS CGl @
BTSRRI ERE,

@3 Internet Information Senvices (IIS)ST2E
@5 &, pescrop-aifHsev »
SR REV) R

E

> 5 DESKTOP-QIFHSSV (CHINA

Oa DESKTOP-QIFHS9V &

s - ¥ TG - G 2BET) | Sk Eu - @

ASPINET

’ - P » »,
. @ e 75 @ B L ®F L R H
NET SR NETHRRET NET 2R NET SR NETEER SMTPET @iz HENES sEyEs Se@x EEose SAEFR
L] -] L2  §

fil

3

e B 9 F & @ O A M . B =

HTTP WBAZES ISAPI F CGI ISAPI RIEEE MIME 23 ABSFr @87 ES8Is Imeg L Huwe  BRNS  FRES
% ey Lo

B

SHET ST

]

Shared  DRESEE  EESEH
Configur...
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PEARSS

FIXIPUEARSS (TCP/UDPHRY ) , BRFMSHNEILASRENE FIRAIESEIP
e 75— (TCP/UDPHMY ) : FFEMEITERAY “SRENEFiRkIP” THEE.

A EE

o FiBLLINGERR, WMITEIRIRSEHIR(ESAT, TeeIREFMT (FlINRET
g%?&%%ﬂﬂ’ﬂiﬁi) . P EIRIRSG IR THE, TEBTIRNEER K
e o
o NIFEEFARBILINGEE, BiniRSeEAENEPimihaltiEIrEs.
o MRGITEZHICENMNT BinIRSEE. HFEABTRERENE, B “K
Eﬁéﬂ:)’—“‘ imlP” INBESEH LEEIRRSES, MERESE -2 MERICEEIRAY
Lﬁo

a. FHREITERAY “IREXZFimIP” IhRE.
i. EREEERSIS.

i EEEEsarrfaes Y B, ERRERE.

i, EBETAEA LM — , IR R > Mg |
iv. 7E “f@EtyEse” Bim, REEEIRENREIYESEIR,
v, E0RE “USIFSE” W,
o FEiZS: |t RINAIFE”
o [BUIFE: BETBIEMIMITRSIRANN = R, %iE B
=
vi. FIE “SRENERRIPY FFE,
b. BEEIERSRINTLE. MEACL., BIEEGFIGNZOEN, [FE2m
AP RIS S S iR AR SS 28
O 358
FE “SKEERIRIP” 2E, AXiFE—aRSSEEENEIRIRSEIEAEZFIHRL
2. NRERRSHRINEZFIRERRE—aRSsE, BAE “SFEEFiRP7 , UE

IinARSS B AARIERSCRIP AR PHIEZAR A R A LRI, RGN ERIGR
[EI45ELB, RESHOERETE.

o FHT (TCPHMY ) : ECETOAIEHIREN

ﬁs@@% ( TCPHX ) BRSS, HEBCETOARAIREL, BcETOAIRHBESETOAR
=g

4.1 KEENSEFRFXAIZTA?
KA F RS E SRR,
KR RIS — M FAILNES RS NIIRE, TSR, NRSERE

AKX, FEENGASRBEGNE . SIEFRSEEEEARYERETE— 1 SIEE
REPERZIE— MRS SF|HITHIE
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4.12 Yal{ER Linux curl Mkt REISESIERIE?

1.

FRI5EELBSECSEIR

a. BUE3TECSEH, 11MHEFin, 2 MRS In.

b. GUEE1PNELBLBISHTTPIEITEESLH, TESJSWHE “SiEFE" IhEe.
BEBRSESIHRECSHIHTTPERSS

BRE—MRSIHECS, ELRBETORER “1file” RN, LUFRE—D
TRo

HESRIBENITIA T ESBIHTTPIRSS

nohup python -m SimpleHTTPServer 80 &
EE—EEERRSNELINMITIATGS, FIAHTTPIRSIEER.

curl http://127.0.0.1:80

[rootiecs-cloud-BHEL ~1a |
total @

BE &

ing output to '|||_||:|5._._||_-.-'

oracle_jre_usage-s<{ a)

BREZIRSIHECS, EHRIBE TEIEEZ “2file” BIXH, LIRREZD
TR

FELSRMREHNITU TGRS BIHTTPIRSS .
nohup python -m SimpleHTTPServer 80 &
EANBITUA TGS, HIAHTTPERSSIEE .
curl http://127.0.0.1:80
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BRI
= e 4 ThRESZHF

A
up puthon

nahup:

Directory listing for <<

ecs-c loud -BBEZ ~

3. MERURECSIETECcookie{EXTELBSLAA #2i51a) o

ERLUTS, NERIRECSITELBELAIA LA, WABXIBKIREAI ileBRiR—
o

curl --cookie "name=abcd" http://ELB_IP:Port

oracle

client “18 curl
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L e b=l
= e 5 RIS

Dk Sl G

5.1 ELB WHaiRBABRIMY KRS AiRE?

ELBRA “FullNAT” &%k . SITEPR, NEMERKEZELYS, tRIEAH
i, EILVSEBEINGINX,

(AR

“FullNAT” 2RAIELR, SISLVSKIERE FiRtYRIPFBRIP,

5-1 MEHE AN

— R E
= [r] ;Fﬂ mLFﬂ
ELB
Client [ LV ] s
5-2 GEIEAMY
— R
— [l FEfi =
ELB
P — e
Client |, LVS « | NGINX ECS
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SRR
= e 5 RIS

5.2 FEMNAEIMITE B REIDE?
SETHRECLE, SHEHREST.

o BUIEHIGE(F.
o iBidkubectl@mSTOIE.

B EEL AN ARt ERRIE.

5.3 — 1MAEBESERTLASEES ™ EIP 157
AaLA,

o WNRFRIERAMREIIERE, NEBLRIIVEEYIE—EIP, BAFRBELEK
Hinternet AMAYAITIEK o

o MREEMSFAMGEINER, WFEEALREITERSE—TFANIP, (XEE
KIEWEBR—VPCRAVAEIER . MIRFEZFWCREARBVPCRRILITIEK,
NFFEZAEELBPRERIVPCRIEEVPCZ B X FiERE, 1T@VPC, BINIFiER:
B2 (BB =AFiER ) P “SIZE—KF FRIXNEER" .

5.4 SRS RGHING R ATASHASANFM IP?
PR HEL BSEBERIRG.,
—RERT, QR VELBSP, BAMRASANP, FREIPAREHSSH6N

P, WRELZATAK, HARIPHSRIESXEN, BaikEEHFIIEE, SChRERIP
AU E USSR H SRAVIR =B G B9 S FBRIIP N EU

5.5 ELB #8%ET EIP, [SumHIBRSSREAILAET ELB 15820
g7

W

AALAo

s A EIIE RN IR ERED B RIS D R ERiRS SRS H[IVRED KI=HIIR
55 . ELB4PTEEIPREEMIARL, BISMERIEfRIRARSS o

ELBHREEIPSS, [RimfRS3ERILASDEEIP, tHAJLARSREEIP, WIRFinbRSZ_EEN
[ARK, BAERIEEIP, BAMNATRK

= =
5.6 =7 ELB 5LEIHAENIE?

FPHE=EELL, H=RLSESLHIIE .

H=REILBEMREH S, S ELBHLA—NEERE, TERTEEELBRYSEHIFIES, ELBZ

[ERIEEFRMREEE RN ; JRZEELBEEREIRS, AILURES N ELBRISEAIME, 81
ELBZ [ERYERMEREE AR SINE o
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L e b=l
= e 5 RIS

5.7 JRZ R HITEREHIFH A EIP R REB(TARXEI?

NREEI EEMSRIELBRIE R AMiRE, FRISESELBSLAIREAYHEFEIPAIR
W REANESE SR SR

o MERRIINERAIHEE, XA "BRTE (Mbit/s) ” , ZISREIESLA)
BEBA BRI NIRE S IREAR ﬁ_LumA%MQEfJéSI{E BN RRRE TR IERY
I}Ibi_tlzﬁo

o ELBHPERIEIPHIAME RN =R InternetZ [BRIMLET
IFAIEELBI RS AMIRERE .

5.8 ELB 5 WAF Y{alfie &{E 7

WREBRIMEEE A WebRZFEEA XIS ( Web Application Firewall, fEFRWAF ) i#{7&
2R, ELUBEELBRIZEIRIAIRSSZZAIHEIEHIRES, RBITWAFELRIPEE, A
%%%ES%HR@E’\J?EEIPE?%J‘EWAFE};:ISZE&J?AE #00 { WebRZFBRG XIS FIE

e LR, XY=

E#}
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e e Al
= )RR 6 IsIfree

sorr s

6.1 BIfRRPHEEZNSBFRISEEERMTAXER?

SIERFEE, BRIRBE—TNAFNSESAZEENGERT R, EFEGEISHE
FFIRIRINER6-2FR, JRE R EISE S IFIRIRINZR6-1P7R,

& 6-1 MEAAHIIERRITIFBIR

S ECIRER SIEGRIFEE L4 (TCP, L7 (HTTP/
UDP) HTTPS )
INCEEE JEIPitE 2 S
T 9MEs cookie ENEIN XHF
[ FAFZFcookie P NEN XHF
LGB LB JEIPtE 2 HF ¥
faZt988cookie ek ¥
N A2 cookie TER XHF
JRIPHBLIE JERIPHbE Nz 285
fa#giEaRcookie NN ZHF
[z FBfEFcookie Tk XHF

& 6-2 HEFRAHIIERIRRITIFBIR

S ECERER SRR L4 ( TCP. L7 (HTTP/
UDP) HTTPS)
nsEIaEx SEIPHbE Y S EE
R Ef19%E28cookie ER ZHF
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s AEIYE

E N ERR 6 HElrEs
S BoeRES SIEGRIFEE L4 (TCP, L7 (HTTP/
UDP) HTTPS )
R P2 R cookie ek ¥
I E D JEIPthiE RZHF 25
g th#aicookie Tk 25
N FA#2 R cookie ek ¥
JRIPItEAE JRIPHBIE NN XHF
fadthf#sicookie RE”k TZHF
[z FBfEcookie ek 25

—iREEIN: EEILUMERRIaEXE, NESIEFRFERIRIPHELL, CEFERREINE
22cookie A=,

6.2 CENITEESIERINELE HTTP 153Kk L?
LI CEMKIFEELARININEG6-3FER .

% 6-3 BUARIN=FER

FB aNX
X-Forwarded- | JGELBSEAIAIAA M PHENEEIS IR AIHTTPLE B R kAR5 28 o
ELB-IP

X-Forwarded- | ZZERFimakLiIHostiZE JIX-Forwarded-Host{EiEE FimiRSS
Host 22,

X-Forwarded- | ¥SELBSEAIRY SR BITIR X AIHTTPLEE R fEimARSS == -

Port

X-Forwarded- | SZEFimERAIMMYZER! ( HTTP/HTTPS ) @igiRSZAIHTTPLIE
Proto 1BEfFiRIRSSEE

X-Forwarded- | %% FishAYEIPHENEFNCIRIPHENET IR X AIHT TPMEBREIRi%
For R353E.

X-Real-IP BE FiGaYRIPHELES R AIHT TP BRI R imiR S5 ES

6.3 NI MicZfS, ELB 2aaENEIERWSRE?

o  LMIERPURISITSERY, HFEFIRFIELBZ [@EFR4SiERE, ELBEIBENEEEER
EXN-—

o  LMictEMIFEERY, HFEFIRIELBZBREHSERE, ZPIRFIELBZ/EAsA
SEIHSTCPIIEEFE, XWTCPKIEECSREY, A2 UMIFRE SRR
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oM PR I
= M ialRR 6 IsIfree

I, HEIEPIREXLETCPIEE HEIE&XiE KT a)afEiAZ keepalive_timeout
FBAYAYE] (300s ) Zf5, ELBASMIFRUKERH ELIEAISZSRE.

(11 588

keepalive_timeout AZ=HERAYE, REZFIHHIELBZ EHSERIN A SFE
keepalive_timeout,

6.4 ELB XJ_HESUHRIZEREFIXR/NEEEIRFI?

o ELB tEMITRSIERITFRNEFin LEXHRIEEAIR RS, AJEEEIPEE
PREI=_EIEEE o

. g%ﬂ’ﬁﬂﬁéﬁﬁ’ﬂtﬁiﬁkd\ﬁﬂ%ﬂ, EAN10G; MUREEEITERAY EEHA/ING
PR

6.5 XIFZ ELB A ZIRA—8 EimiRSEEA?

3§55, REELBHRIRIRSFER—TFR TR LA

6.6 WN{aJf5F WebSocket 37357

THEE, HEAHTTPIEIRET, EUASIFLINZRAWebSocketti¥ ( WSHMY ) ;
LIEIRHTTPSIEIRAT, BRIASIFNNZERRAAIWebSockettimy ( WSSHHMXY )

6.7 \IERAY 3 MEREYES B2 A REVABRITEES

1157

ELBS[EimfRSS=eEiEEE, TEMtEKITERaYER I EaNzR6-4PT7x .

AR
o HERIGAHINE ISR EMIETCP/HTTP/HTTPSHIERIRSIE], ASZHFUDPIERTAEANE
o

o M RIRFINE ISR EFELTCP/UDP/HTTP/HTTPSHIERTATIE

6-1 tERIT=E BT EREE

BB iEskadiE), ELBRXAZARIEE 8, ELBAIRE5045i%E5

B i ELB SaimAR % 2%
1. iR I 4. R .:

| 2. B SRBHEEEER, : 5. BIEER :
| ELBMEIER I <
:————- REREE ————»: :
| | " |
I - MARZEERTAT ) - i |
- LR — - — — — - LSy e e
RN, fEEAnEbEEE |

|

|

| |
I 3. —MIERERRIA, HEHAEE | SueREL, MEAERSSIBINENE
| |
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SRS

E o FAES
6-2 PU/R G IES B AYE =
ELB
ey 1 RS %
1. BEIiEE
« BUELB, (EXIRLEHRiEL >
*DiEIPﬂEth. (tRIBTR) )
| 2. B R EEIER, | 3. RiXiER I
I ELBX ARl I #l
- - - - I - — — |
| | |
| | |
| | |
| | |
& 6-4 FBATATE)
171334 Bl iR BUESEE | EMAERIATE
TCP TRBATHEYE | ANREHBATEIEA—E | 10~4000s | 300s
(keepalive_ti | iBIHIIER, REY
meout ) BeXxAHanEE, B
- - B TT—IRiEKEIRATH — .
UDP | ZSIRMBRIRSIE) | Esrseer g, 10~4000s | H=ZRIEHY
( keepalive_ti #: 10s
meout ) R
%5: 300s
HTTP/ =RERTHYE 0~4000s | 60s
HTTPS ( keepalive_ti
meout )
BKEBIATE | EFinERAEIYE AR | 1~300s 60s
(client_timeo |iEXK, —MEXRZBIXA
ut) x0T, {EimbdaliaiEia
HiERERTATE, M
HIOEE NSRS
&,
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S fa RS e
= )RR 6 IsIfree

7104 eS| fiiju EEERE | RUABRIRGE

IINABATATIE] | AEIYEEEIRIRSSEE | 1~300s 60s
(member_ti | &i2iEK, WNEBATAT
meout ) BAREKIE KRG iRIR
5522 o B S R N
el EE e
NEBRTATIE], fadiiE
SaEMEiRIRSRE
gk, MNREi{HEAE
[EimbRBZE—EIZE
K, WRERFHEHSER
FimR[EIHTTP 504581%
5.
izL ]
LHET SIEFREINEE
B, NENABRTATEAIRNSR
X3 R fEiRBRSS 2SN
Nz, MEFESIREIHTTP
504551=H5 .

6.8 RINMECEIrEsRT, EEARBIEENEIRIRSSsREE
T AIRE?

XEEAEIHRIRSSEEEINNY (Bt ) SHEIFEEAIMY ( BlistY ) FEXIRK
R, ELEREERINGEIRIRSSESERT, ReeRNSEMGINAGIRIRSEEEH. T
Fr7R:

% 6-5 MBI HINE-FlR MY S BRI RIER

Bl iHHNY [EuRtHY
TCP TCP

UDP UDP/QUIC
HTTP HTTP
HTTPS HTTP/HTTPS

& 6-6 H =R HINE-RlIRINN SRR RIER

Bl b [Eim i
TCP TCP

UDP UDP
HTTP HTTP

STRERA 01 (2025-02-28) IR © ERRBRABRAT 54



SRR

= MiElRR 6 IsNfree
Bl MY [Rim Y
HTTPS HTTP

6.9 JI+A HTTPS BB EIEBENPEIARERTR?

AR FU N ERSHEEERENEHIARZ SRR

o IERAMCRANHBZSAFBANEEF—H, BXHEERMCRANEE, el
ZaRZRIEPR.

o EETSNI, BAREZSIEBACRAEEZFA—H.

o HELFISEBRERIAFA—E, FIANEHZNSRMIEREI4K .

BEBSREEILUER curl 1h/0A9 5<%, IRIBRGIREIRERERHEITHIE.

6.10 L RIEIIREETN “HE" NEERMTA?

HERENRER: MREIE THEREARRE ( BIERREPR ) , WEHIERER
BEECRS, LERSRNEIERIEUZRYEE A RESHIPR, EEAVEARBIRAS EREIE,

BRTNE: BHIRSRE R RIS BN EMIBR S BEFNAIN, BIANIREIER.
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B AEIYE
= A 7 [EiwARSS =8

7 [RimfRSS =5

7.1 (FAH ELB [5, [SinBRS3E_EERIHIEAM?

[EimARSS2RAER NI AMFAELBRAXER, MNREHRZ=AZILULETAN, FRT
ELBLAIRAAI LA, SNRIRSHASATLUBE RN, (ERELBZRBAALL.

= == S — LU
7.2 ELB EEIFIFE NI =RIGmIRESS =37

o HERRAHIYERZ, VWIRRENEREIRESSE. BPHETHREZSSIRIRSEM
7t (H=ZE) BXAS.

o MERIGHINEG AT EIRSAIIIEGHIES, FirlRSRENMHFFMI=L
VPCHRIBRSSEE, EciRARINEMVPC, HitiRegion. = NEIRHORIIRSEE. B
FH T REZEiRRSSEMhA (=R

o ELBASIFHIRELONE N RIRARSSEE .

7.3 A4 100 5% 214 FFCRY IP FESRE S A fSumAR S5 RS ?

H= AR IESCAILA100.125.0.0/16 I EEHRRYIPEDIEIBIE, [@/5imBRSS284E & BllR
WERERAERBEERN (MREEFBRELE )

FRrLAXLE100.125 7L A91P st a9 IR S 5 R in iR S 22 @S E BRWERP, 9

TERIESRHZ R RIS LA I IEERMERSS, BRRERESHENZEREER
1#100.125.0.0/16MIEZ

MR

WNERH =R A9 SEBIFR7E X182 75100.125.0.0/16 ER AT, 5/=2H214.0.0.0/8MEEH
HIPIERIRIPEE RIS RER KREREEIRD

7.4 ELB I LABKig B EinIRSZEE A ?

o HERIRAHIEARSTIFE KK SRR =R
o JHEFRIAYMERTIFEXI . BEARRVPCHINEHRSS SR
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L e b=l
= e 7 [EiwARSS =8

-  BUFERTEERSIIEXISEEE, ¥R ( ZEZAFERE) -
- IEZELBRIIPERRIRINEESLMEARRVPCHRNERARSSS:, U ( SRR
&R ) .

7.5 AMAEINENEIRIRSZEAELE EIP?

CEIESLAIFREEIFAMNE R NITER, FHERRRRSSRSEEIP.

7.6 M EfRinikSSSRMEIRE?

1. RIAERWEN-REEIEFRDEEIPHBLE
a. EREHMNAEE.
b. HfTifconfigin<akip addressEEM-RRIIPEE,
(%88
Windows N A LATE G 21T TipconfigBE o
2. MEWAERpingFRrEF MBI, ABEARBEINERSIER.

a. EEMEMUERES., TLEVPCEBERmPHEIA, ik “FN” 1L, &
E ‘WX %), BRMEME,

b. HfTpingm<, MEEESpingiBEIn], ELiEpingBEMKXNEFTHLHIE_=
EMLEIaR,

7.7 I B iRARSS 2R MEECE?

1. AR ERNR-E RS ARE R EER.
a. FERMERSEFERASENFEMORLE.
b, REELEMNEEHE T IR
" TFRSEGHE, REERRESEENESEN SIS EHIEELS

FREVPCRIMES . UNRISBIE, BEZEEANF EMNAZRINELBATTE
VPCMWESZ o

" THERERRHDYE, REEFRIRRSZEEANSOEEHET
100.125.0.0/16ME . SNRZHIMIT, 1BiAI0100.125.0.0/16MERAINTS
AR o

A #FE
o HERISLAIEISIFEFE “FRENEFimIP” IhktfE, FRiniRSEIILE
AFMMFNRILZACLIINIYS TEERLIE100.125.0.0/16 M ER & 22 P | Pibtl .

o MERITHINMESIFEATRE “IPEEFIR” IHEeRT, BinikSRELEH
MNFNPILEACLII NI T HUBEELBRiR M EAIVPCES .

2. HAREMWERMN-RFMAIMEACLA S REHITI=8 .
EEMAHEZREALMNSHEE, BE “MBACLY , BINERIFRERE.
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L=l
= e 7 [EiwARSS =8

7.8 WM BRiniRSRIRSINE?
1. EARSERSROE.
2 BRENNAN.

b. HITUITHS, BEERANKOKIMAS, WE7-1FR.
netstat -ntpl

(1] %83
WindowsEHNL AT IATE RS 1T H{Tnetstat -anoBE ZAHIHOMITIKRES, HES
BIRSZ RIS

7-1 RGMIRTISIHAZS

[root@ecs-67a0 ~]1# netstat -ntpl

Active Internet connections (only servers)

oreign Address tat PID/Program name
.0.0.0:* 25847/ ./httpterm-s
.0.0.0:%* LISTEN 1437/sshd

et LISTEN 1437/sshd

=
0
0

[root@ecs-67a0 ~]1# curl 127.0.0.1:80 -v
* About to connect() to 127.0.0.1 port 80 (#0)
i Trying 127.0.0.1...
* Connected to 127.0.0.1 (127.0.0.1) port 80 (#0)
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: 127.0.0.1
Accept: */*

HTTP/1.1 200

Connection: close

Content-length: 14

Cache-Control: no-cache

X-req: size=14, time=500 ms

X-rsp: id=testl, code=200, cache=0, size=14, time=500 ms

elloworld@!!
* Closing connection 0
[root@ecs-67a0 ~]# ||

7.9 W{EAE @i EIP 50 FiR=IR5Z 287
1. BimEYISEEEIP,
a. EFEERFE.

b. EEEEar e Y B, SEREGHRE.
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st ARt
= aE 7 [EiwARSS =8

¢ BE® — 7, &E 8> BUSRSHR
d. EERFEYIEEIPREMERIRSZR/ER.
e. DHEE] “SREANIPY NEE, BE “YIEEHANIPT .
f. IEIRFEYIERIEIP, BE “HE .
2. EEEEBUEPHEERRSHRIIEREIER.

Linuxa] FHcurldp S ik38, WindowsFEXI 528l o

7.10 At A=SEERS ST ELB BRERS S EiniRSS =
FRNEREA—E?

SRS R R RS EEUR IS Fin R ELBSLAI Z BT S ERIEEE .

FPUREITEE (TCP/UDP) , ELBELBISEEBEEFIRER, ELBERERNET
[EimARSS 28 CAYEIEE

F-EEMITEE (HTTP/HTTPS ) , REFIRFIELBEGIESER:, ELBSEAIBHISiN
ARSSEREEIERE . Et, ELBEREEMN SRR sRANEREIRBIN KR

7.11 A+ AEE T BREEEEH GRS E?

A28 RIS ELBLAIRYAIEEH TR, B EHIAE R B ERYEITRAYI PibE,
BESIRERIHSEIPEHITINE, MEABIPAFLE,. INREFEEXFiRRSS S| TIhaE
#l, ALUBEEEMEACLEE TS EMNSTH

7.12 ELB B EimiRSBEMNEF B ALER?

ELBIZiSinARS e NEE, MAIMNEREER
J X‘J?TCP UDPislf=s, FAVERSRIBENERINER L, ELEUAERAR

220 o

. XrJ]‘:_FHTTP HTTPSIEIREE, FAUBEKRSIRIEEXNGEINER R, EBBKRIZE
l] o
(D e

[EiRBRSBMAMNEIZEN0G, FRUEX, PASEREHNRSE, XERERNKERER
BB EATCPIER, BREWEELR,

e TCPFIUDPYSIFES: KiEEETHEBIIIERETT .
o HTTPFIHTTPSUANREE: KiEEEIIRBRTATEIERIFT -
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B RAEIYE
= e 8 IEPEIE

EREE

gL="

8.1 ELB &Y ZiEHZ i
X1, BER HEZEZEBENE,
HERAEIYEENATIEFRIKESRITE .,

JR= BRI E FRISN IES 2188 PLEC S UROA AR EZ D R ILEC, BN RBEILAC
BRI FIEE . MWEFRIELNRKERIE, 555 (APIZE ) (EMSH

sni_match_algo,

& 8-1 iz R LA

i IR E D R ILE IE&ITES

*.example.co | abc.example.com. abc.example.com.

m sport.example.com. mycalc.good.example.comZEig 3
good.example.comZia 2

8.2 kB 7, miaRERMARR?

AREEEE:

o EFPEERENRTIES, ERNERERHTTPSKIFS, FIUEAAKIT
SBHEIED
TSR T 5 ok
- GERIIEIEHTTPSIAIRE, FHERIRSS S L RS,
- WIREVSIEHTTPSIREE, BHFOIRHTTPSIAING, FHALEES.

+ GETBERREOMTIIE, SRREHTIPSKINE, GRSTRIEEY
KIRE.

. EROTEHTEH.

o URTBMEETES, EHENSMoIREBHEREOHS T,

o CIRMIEBREBERS, RERBIBEIBIIHRES.
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L e b=l
= e 8 IEPEIE

o ZIEELBMECE THTTPSIEIFEEHIER, RANERIRIRSHELBEE TIER. &7F
ELBLEE TIEP, ELBEXREEZEFIHAIHTTPSIEREITHRE, AERKEXERIR
RS2, MERKRSZR LEESETIER, SSHEEWBRENEEBREREE
HS=RIGEIIEFELRS], MERRBIIERFELRE]

ALAERUUT A LR

- EERRSHELESEIED, ASERTCPYIFSIEHTTPS SR GG HIRS
2,

- TEELB_L{ERIHTTPSKIFEEHEEILE, HRRRSZHR LAEEITE.

8.3 EIHEBESHMEIeE ELB iEZFRIL?

"R
BEERfE, FANEBSUEIEN, BEREVANEESMREEREIED, HETANE
BRERIRIES.
AR
IEBISHE, APBENSRTR ‘FRefiEE” , —REATREizReEERE, ©2ILIS
1EA9,
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BRI

9 HIEHE

5] )=

0.1 REHIEFEAARERIERT?

o WAELIRZHSKRZEREEHFRE, BaATAHSZATRELRE, B&lin

1] = oy

o HHIAFRRIZAVELBARS AR LAKIER ST,

o WAREIIGESXIFHEIER:

HeIRBtEAHEYE (HTTP/HTTPS ) iFihaEEINEE, MERAEIYE

(TCP/UDP ) A3ZHFILLINRE

9.2 RRPFEMEEENRIFIS?

=

NSRRI B RIRR S SBMESRE? FTREEEIPLNEIR=RSSE? &
T, BEEESHRERTING, BERAMISERKATEREE, URKRZRE

Ro

P BRI R T REPRIEE

HEER

VA

T E=RRYID

EPAFAE =RIID

CEETRYAR S5 it

WEIFE2AYID

GEISERRINY /iR

fZERtaE T (MY/iwm0)

REEERS

=hRSS=|/1BYID
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L=l
= e 9 HIEHE

mEER f&rYE

=PRSS EE209ID -
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SRR
PR 10 #54%

10..

10.1 =5 EIP FEEASITS ELB ISiEAIMZE R HIEREL
EAOA—E?

AR AR B R iR E PR R (E ST S ELBYSIERIM AR R R EUE A~ —E

o UWRARELBWBITEIPH S, EIPKREIRR, =ISIEEIPTHERFERASITINYIEEEL
1B, MELBAMRESMNIFIEYE, mMERENMIGERNEIE.

o IMRREMWBUIEIPHE, EIPRHRAE, ELBRIAERIEIEREREIPILOEIERE
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