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& 1-1 AL ZRIIx

Z5A%12 XN =ERSS
obs/default 5 1FERRSS ( Object Storage Service, OBS)
evs/default Z=HE#2 ( Elastic Volume Service, EVS)
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ims/default $51%BRSS (Image Management Service, IMS)
kps/default ZAITEIEIRSS ( Key Pair Service, KPS)
csms/default EIES 2RSS ( Cloud Secret Management Service,
CSI\/IS )

1.3 HFAERIAER?

BINER, BXRIFEIRSS (Object Storage Service, OBS) FEh=ARSSBahiEid

ZIRAEENAFIENENR, HAIBRERA “/default” .
AARAU BT EAEEREETEN, FZFER. THUMBRERIE.
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FZRERHHSMAPRREZRIRIF, BREHME,

- {S(EFIEEIERA
HAz=IRSEERANBFIIFEEE: SENEERREN. BRA—EGE
=SS, BE LEMLSIRNETE; RS HELUERESASIRAMtE
XL

EENES N KMSRIEBRIFTE RIS THIRESIR AR, #H
FREZRRERCR, BERITHIESMIEER.

- B, AR
HAZRSERNBFIBERE: AEHEFEEILZ2EEERIERIRS
i, MEEHREZAF, X—J12, MAFRSRIEEZINERER. 35,
RENTBNHIRESTRERIIKA

SHNEL: JLUBEKMSHERIZEAPITELEMEIERR, AEEEUE
BRERIIZAEEE

1.10 £ KMS HEIZHEENX ZRNNHEEBREH?

EKMSHEIZBEE X ZRI T HEEREEY.

FAFPRZAILIGIEZ100BENER. B ZRMHHIRASHRR EEREHSH
TENIZBRSE], BUAZHARTTNIZIRE

1.11 2FTLIM KMS S H AR EE4E?

AL

gﬁﬁ?ﬁi)ﬂiﬁﬁﬁﬂ’]ﬁé R REEEKMSHEIZMERBREER, TESEAR
=R

1.12 NREENZPRA R, APEEEEERILIE
=7

AT

NBEE LSRRG, KMSETRRBEHTZEA0E, ERZEINE

%SHEJ%%%%%E%; RBENERRERAERER, WaTLUBEKMSHEEERIRE
EXER.

1.13 WNa{FEREL T BINEZEEE?

(EREL T BMNEE NSRRI FL R TER:
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1 AR

JIlIE 6
SER1

SER2
SIR3

$E4
FIE5

REEIE
SE

SER2

SIR3

BREEEHE,
prempiar el SERESRE.

BEHRREAN —
Ho
BEEMEENERNETR, EARREERNEE, BE ‘TR 1.

£ N7 XAMERASINEEE, WNEN-3FR.

, 1BF ‘RE5EM > BENERS” , BAEA “ZREE #

1-3 INZEE

= Snwmon

BE ‘T, ANXAERTINEEIESEIE.
MARL
o NNEHUERT, (ERZAIEEAIERINELE .

o MFESE B, BRERARIEIE.
o AFHHE “SHIEIR EUNBENEXHE, FRERIA A,

et
(10 5288
FEEHEMARNEX, S#iTbase64fmi3BEINZEFENZERF .

INRERFBAPIZOHITHRE, SRRIMBEREHT T basebdRBIINET . FHHIT—IX
base64f#i3 7 BEISEI SiEH SRR —HIAS

EREEEHE.

i =
.

RELRYER, JREHER “BR7 IWEHIEERUARRRIE, HANZEBNELTER
Ho

B ‘MR, EEMXMETRAGRENEEIE, ME1-4F7R.
MERL

o 1R T EEENIRBIFE AR IR IR AR SR o

o WMFZFPCEMR, SSBBREEY,

, 1EF ‘RE5EM > BENERS” , BOAEA “BREE” R#
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HIBINZIRSS
= MiElRR 1 AR

EE

o
Ek}

Bl 1-4 &2

s

IS BE ‘WT7 , GUXAEFEREEEEXEE.
(RERIY::|

o FFTEESE “SHEIEIR" EURERRANEEE, FRESIRES,
o TEEHIBMARIIAN, RiH{Tbase64miZEEIMNEFHIFH .

IRERFBAPIZOMRITHRE, SRRIRELEREHT 7 basecsRIBHNINE . HFHIHIT—
IXbase6AfEiI A RESEI SEH QMNP —HRIANS

R

1.14 EF0TLLEFT KMS STERYER$A?

AL

BITKMSBZRIZSATAEHT, AR REEEISKMSEIEHER, [ERMAVERNES
iR

1.15 EF An= T HEFERSARNER?

o MNEAPABERKMSHEIZRIZRIE, MERBCRIERME, FEIJLIE
RIMIBREZSRFAAL , SEBRMFEEIMIER, RAPAIUEFHRSNERNERRH
RIBERT, HERPERSARNER.

o SAFIEAMRIMEIMEIRII= LI, BES L FTHA—EREMRE, |
LUER FRIZ A SAEIKMS

1.16 ZHMFHEEIMYFRETITLLIE?

NRZBMHWEIMNER, BRYULUERBENER FPEEHIERMHERSA
KMS,

ikl

SAEAMHBEFEEREED, ERSARNEEMELRSHREIMIFRRIZ AR
F—, BUSASKK.

1.17 BRAZ AU SRR ?

RINZBEBHEMR .
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HEINZIRSS

= e

1 SRR

FERPE—RBIINN RS ERAKMSINZR, =RSBEEIZASIENAFCIE
NEE, HAIZREA “/default” ,

AARHI BT EAEEREETEN, FZFER. THUMBRRIE,
Ji%f&;%ﬁ}%%?ﬁ‘l'%, (WENAPISRREZER, BHRHERXHE, BHls=H
?j_—i LS e}

£ 1-5 BAEZEIIER

FERRIE IR Z=ARSS

obs/default 5 1FERRSS ( Object Storage Service, OBS)
evs/default Z=tE#2 ( Elastic Volume Service, EVS)

ims/default $51RBR5S (Image Management Service, IMS)
kps/default AT ETERRSS ( Key Pair Service, KPS)
csms/default ET\—S%?SE)%‘IEHE% ( Cloud Secret Management Service,

1.18 ;S BINPRER(E KMS, ZA1T4LE?

B R EIA

RIS

BRI

FAREKMSHHTERERER . SIEER. SAERFREN, ERTERE
KMS,

ZFAFIRBKMSRGRER, SEIRBIRIEIEKMS,

KEZAPE2EEEKMSESAER, KMS AdministratorfIKMS CMKFullAccessiY
PR

EERFMERFPAUNBFPAEEERNINIR. BREFSSIAREREN
NFEKMSEGEREE, MBEHITER2,

EREGRES, NINZRAFRINEZRE
o WMFBRNMEBEIMR, WiESNeIZBFFHEIERDEWHTAE,
o WMFBRMBENEKE, WiESUDEWEENX RIGHITAIE,

R

STRERRA 11 (2025-01-23) IR © ERRBRABRAT 10


https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0655.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0135.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0161.html

HIEINZIRSS
= aE

1 BIPEIEE

1.19 #{al{&%h OpenSSL LAf&EFB-id-aes256-wrap-pad 3
AEXIFRZEER?

e REIR

$ER2

L3

$R4
IR
L6

I8

ZIABERT, OpenSSLansiT T EPKRERAEEZNE XL -id-aes256-wrap-pad, &7
AT HHZEEHIRAAIOpenSSL, ARMNE#EITEL, UUSTHENIESTREIBAE
N DD

1RBBLATIRBAE, {FERbaship$EIEEBOpenSSLIAIEIZAR, MILEMBRELEN
OpenSSLIYE FimBA RS

E‘,’;;ootm):'%ﬁil«‘l'ltifé{’ﬁiﬁ , LAIREXIE LA <RI B RN it HI S R A IE
IR -

sudo su -
=17t A S e FOpenSSLERA
openssl version
£/root/build B RHP T EHEFAIOpenSSL_i#HHIN 4 . iBTIATHRSLUEERR.
mkdir SHOME/build
mkdir -p SHOME/local/ssl
cd SHOME/build
1ISfEMN T ERE (https://www.openssl.org/source/) FEHIERFTOpenSSLERZS .
{EFRLA T ap <& N E ARS8 sS04
$%openssl-1.1.1d.tar.gz& 1 A EBAFHIFRFTOpenSSLAR A .
curl -O https://www.openssl.org/source/openssl-1.1.1d.tar.gz
tar -zxf openssl-1.1.1d.tar.gz
RRIEIMER, Fogcc TEFHITEL, ARMFE THRIZHSIUF .
yum install patch make gcc -y
(1) #eA

ANREERRIIRASOpenSSL-1.1.1dARE, BAEREENER. BREEENEHRN
OpenSSLAYMRAEHIX LS, BULEIMERAIRELAEETF.

SHEIFHENLLEIRER, AEEEANESE LIERHA
sed -i "/BIO_get_cipher_ctx(benc, &ctx);/a\ EVP_CIPHER_CTX set_flags(ctx,
EVP_CIPHER_CTX_FLAG_WRAP_ALLOW);" $HOME/build/openssl-1.1.1d/apps/enc.c

IE{TULF S F4RiIZOpenSSL enc.cXf4,
cd SHOME/build/openssl-1.1.1d/
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1 AR

F$R]10

izl

FIR12

H$;]13

.Jconfig --prefix=SHOME/local --openssldir=SHOME/local/ssl
make -jS(grep -c Aprocessor /proc/cpuinfo)
make install

BINZZE R AAIOpenSSLE, ItEhARAAIOpenSSLES$HOME/local/ssl/lib/BFH
TSI RS, BHshe B AEENETE .. RENETS
LD_LIBRARY_PATH, LAM{REEXAIZERTAHFOpenSSL,

HFEEEZIREITIEERAAIOpensSSL, BEEIE— R HopenssLshfSIA, LATEE
17 THEEISUE Z BiINE $HOME/local/ssl/lib/E&1R .

cd SHOME/local/bin/

echo -e '#!/bin/bash \nenv LD_LIBRARY_PATH=$HOME/local/lib/ SHOME/
local/bin/openssl "$S@"' > ./openssl.sh

ERU T o STERA IR EHITHL.

chmod 755 ./openssl.sh
BEIEEMRARIOpensSSL, BHITILES .
SHOME/local/bin/openssl.sh

R

1.20 KMS Zi5A9Z SRR

 1-6 KMS ZiFa9=iAE L 58Y

AR b St FERRIE 54A8 Bz
XIFRESR AES e AES 256 AESYIFRERSE | NEFIEAIMN
fR= a0
REHIES
o
REZR SHA e HMAC 256 |SHATEEZH | e ZEMHEXN
e HMAC 384 o HIETEM
e HMAC 512 15
HE=A SM3 e HMAC SM3 | EZESM3HE | ¢ HIEMHEN
= o HiEsws
RS
IERIFRESA | RSA e RSA2048 | RSAJRSITRE | INEHUEHIN
e« RA3072 |7 gﬁj@%g
e RSA 4096 ’
ECC e EC _P256 MR &= HFEZ
3, ERANIST
© ECPSB | drmmmm
%
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1.21 153K KMS &, IHi=iS 401, RNAiZiN{aabiE?

LIRS
BRKMSIRIE SRR MR .

REE(SE/9: httpcode=401,code=APIGW.0301,Msg=Incorrect IAM authentication
information: current ip:xx.xx.xx.xx refused,

EIEEES]
BRPEIAMIREHIZE TipaiES .
IAMIZHIREE B ASEE A £/ EbAE, WMRAFIRET RIFAITAYIPHEIEsEEER, T
RAEFRYIPHEL/ M ERTI TS FIABKMS, SR =IRE NS T,
BRGE
o EBERSIEHIAIHTKMS (G00BSHIZ ) : FEEFA10.0.0.0/8. 11.0.0.0/8.
26.0.0.0/8MIEZ .
o BITAPIARKMSIEO: RIEHQARIPHINZ BT
FHPHENHREL IR

£ BREEEHE.

SB2 BHEIEAN —
):I” ﬁﬁo

S|3 EF “LeiRE > HIEE” , BF ‘ArPHEaIPHLtXE” 1 “ RUFEIEATIPH
HEMER” REEEIBRATRIPHEIL

(MERIY::
F “‘EHGEE" F “APILE” REESIERIVRIPIBIL

et

1.22 J3H encrypt-data =[], R[ERIFEFIEEHAX
£?

, & “BESEE > F—BMINERS IAM” , BUAHEAN “H

encrypt-dataiZ IR EIRVZESEWEEANRE 124575 . ZEXEUER “ZHID” « I
BEE . “BERAT . “BEEER FFRIFEAEMN.

BESGREEE N DEI16NFDHTAE, RE16FTH, MEE16FT ., FILUBNKE
F9124+Ceil (BBSIKE/16)*16, FHIGLERIH{TBase644%13

LAAF SRR SBY, SEitELEER124+Ceil(4/16)*16=140, 140FT3iH{TBase644R
1Bf579188%F 75,
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HIBINZIRSS
= )RR 1 AR

(AR
Ceilyofa) LERE RS . Ceil(a) = 1, aRIBUESEEIR(0,1],

1.23 KMS {a){RIFEIZRIZEH?

KMSEIFFR M EIRETE FRBR T A LABB SRR BRI H . KMSEERNNZEL ( HSM )
HRARESHINEZMEZEM . I KMSEARMZNINIZEFHRF . (IELIRERIINE
IBKAT, KMSHA SIEFERRPERXEEH,

1.24 AMa{ERAFXSFRZ T A H ERERHITIRE?

BEATNEMNERZ=Y, BREERABHRITESE, FRAAPHITRE . [BTLUD
REFEERANS TR, WSEARIREIERTIENE . ZHEIERFZREIKEA
$AR91E O get-publickey .

ARBIEFIRSA_3072E %340, Z$ARIRISIGN_VERIFY , BT AAZASIERS ign
ZFO, iEREWMT:

"key_id": "key_id_value",

SRENRIEESRANT

"key_id": "key_id_value",
"signature™: "xxx"

}
Eid get-publickeyiREX RS, Xdsignatured T,
public class RawDataVerifyExample {

/**
* BRAIEES:
- ACCESS_KEY: fe =Mk =SAccess Key
- SECRET_ACCESS_KEY: #/9 =Mk SSecret Access Key, BURMS R, BN SIFE
- IAM_ENDPOINT: #£A=IAMARSS IhIa4&im it ¥ 15 I https://developer.huaweicloud.com/endpoint?|AM
- KMS_REGION_ID: #£3Z=KMSZ 1509, 15 W https://developer.huaweicloud.com/endpoint? DEW
* - KMS_ENDPOINT: 82 A= KMSPRSS BI04 iF B Whttps://developer.huaweicloud.com/endpoint?
DEW
*/
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String IAM_ENDPOINT = "https://<lamEndpoint>";
private static final String KMS_REGION_ID = "<Regionld>";
private static final String KMS_ENDPOINT = "https://<KmsEndpoint>";

* %k ok ok

private static final int SALT_LENGTH = 32;

private static final int TRAILER_FIELD = 1;

public static final String RSA_PUBLIC_KEY_BEGIN = "----- BEGIN PUBLIC KEY----- \n";
public static final String RSA_PUBLIC_KEY_END = "----- END PUBLIC KEY----- "

/] I ZEUE, BASE6AMRISIETC, [FE3ER1234
private static final String RWA_DATA = "MTIzNA==";

/] BIIESAEEIRSS signiZzIRENIE 28
private static final String SIGN = "xxx";
public static void main(String[] args) throws Exception {

STRERRA 11 (2025-01-23) IR © ERRBRABRAT 12
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final String keyld = args[0];

publicKeyVerify (keyld);
}
public static void publicKeyVerify(String keyld) throws Exception {

[ 1 EEBREARIBAMEER
final BasicCredentials auth = new BasicCredentials()
.withlamEndpoint(IAM_ENDPOINT).withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY);

/] 24088 SDK, ENIMIEEERKMSIHELimRE
final KmsClient kmsClient = KmsClient.newBuilder()
.withRegion(new Region(KMS_REGION_ID, KMS_ENDPOINT)).withCredential(auth).build();

/] 3BIREV SRS R IR EIRYZPKCS8IET
final ShowPublicKeyRequest showPublicKeyRequest = new ShowPublicKeyRequest()
.withBody(new OperateKeyRequestBody().withKeyld (keyld));
final ShowPublicKeyResponse showPublicKeyResponse =
kmsClient.showPublicKey(showPublicKeyRequest);

[ 43RERASAF R ER
final String publicKeyStr = showPublicKeyResponse.getPublicKey().replace(RSA_PUBLIC_KEY_BEGIN, "")
.replaceAll("\n", "").replace(RSA_PUBLIC_KEY_END, "");

/] 5B AR

final X509EncodedKeySpec keySpec = new
X509EncodedKeySpec(Base64.getDecoder().decode (publicKeyStr));

final KeyFactory keyFactory = KeyFactory.getinstance("RSA", new BouncyCastleProvider());

final PublicKey publicKey = keyFactory.generatePublic(keySpec);

// 6.3HTI0ES

final Signature signature = getSignature();

signature.initVerify (publicKey);

signature.update (commonHash(Base64.getDecoder().decode (RWA_DATA)));

/] THEER
assert signature.verify (Base64.getDecoder().decode(SIGN));

}
private static Signature getSignature() throws Exception {
Signature signature= Signature.getinstance("NONEwithRSASSA-PSS", new BouncyCastleProvider());
MGF1ParameterSpec mgfParam = new MGF1ParameterSpec("SHA256");
PSSParameterSpec pssParam = new PSSParameterSpec("SHA256", "MGF1", mgfParam, SALT_LENGTH,
TRAILER_FIELD);
signature.setParameter(pssParam);
return signature;
}
private static byte[] commonHash(byte[] data) {
byte[] digest;
try {
MessageDigest md = MessageDigest.getinstance("SHA256",
BouncyCastleProvider.PROVIDER_NAME);
md.update(data);
digest = md.digest();
} catch (Exception e) {
throw new RuntimeException("Digest failed.");
}
return digest;
}
}

1.25 SMEBS NI A IFEE 157

SMERSNRIEIAAZ SIS, BSAPIBIRINBSARNERHES, BREARER
7, RS DXSNRERTEHRT—E
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1.26 ZHEERS TR LINFEZZERS?

IEEXR, BRSERSIEENEIEINEERILFFAPI “encrypt-data” 0 “decrypt—
data” . ZEONZEETZHEERS, BPSERSWEOHIT—ENEE. B
R B INBEEIE

(B2HMNER LR, BREERSZENERIE, TEMNEHITEHRGE.
FEL RS AABEINE, FABESEE.

RN T

{EFHRSA_3072F %350, Z{HAFIRJIENCRYPT_DECRYPT, {EFRHAHEZNNZE"hello
world!", @Fdecrypt-data{EFRFASHHITIER:, NNRZE{ERRIEIE /" "RSA/ECB/
OAEPWiIithSHA-256AndMGF1Padding":

public class RsaEncryptDataExample {
* gﬁ&i}\iﬂ;m
- ACCESS_KEY: #£A=MSAccess Key, FKEXARiES WIKANAK/SK,
- SECRET_ACCESS_KEY: #¢ =Mk SSecret Access Key, BUIMER., BINENEE, FREUSRiES WIKE
AK/SK
- IAM_ENDPOINT: £ A=IAMBRSS Ha&imimt, SREXGHES )uIAMfﬂum:
* - KMS_REGION_ID: £25=xKMSZi5hTMEtE, , IRENA B WRFLIRT = .
* - KMS_ENDPOINT: £ 8Z=KMSIRSBIH0&imill, REVSRiES )u?;‘!ﬁ'i'p,‘ 1o
* - NERRakIskERESRIRIBPERANZENG, BWNEREXHRENETEREFN, FERINHE
%, BREe.
- AR akFIskiREERBEZEFREIMEMHIGIENF, BITAREEHESEAKEFIRERETE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
*/
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String IAM_ENDPOINT = "https://<lamEndpoint>";
private static final String KMS_REGION_ID = "<Regionld>";
private static final String KMS_ENDPOINT = "https://<KmsEndpoint>";

private static final String RSA_PUBLIC_KEY_BEGIN = "----- BEGIN PUBLIC KEY----- \n";
private static final String RSA_PUBLIC_KEY_END = "----- END PUBLIC KEY----- "

private static final String RSAES_OAEP_SHA_256 = "RSA/ECB/OAEPWithSHA-256AndMGF1Padding";
private static final String SHA_256 = "SHA-256";
private static final String MGF1 = "MGF1";
private static final String HELLO_WORLD = "hello world!";
public static void main(String[] args) throws Exception {
final String keyld = args[0];

publicKeyEncrypt(keyld);
}

private static void publicKeyEncrypt(String keyld) throws NoSuchAlgorithmException,
InvalidKeySpecException,
NoSuchPaddingException, InvalidAlgorithmParameterException, InvalidKeyException,
IllegalBlockSizeException, BadPaddingException {

/] 1 EEHREARAIAMEHER
final BasicCredentials auth = new BasicCredentials()
.withlamEndpoint(IAM_ENDPOINT).withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY);

/] 2 ¥I4EHESDK, ENIMIHEE RKMSIHaILim it
final KmsClient kmsClient = KmsClient.newBuilder()
.withRegion(new Region(KMS_REGION_ID, KMS_ENDPOINT)).withHttpConfig(new HttpConfig()
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.withlgnoreSSLVerification(true)).withCredential(auth).build();

/] 3IRELNEBIEE IREIRIZPKCSSIER
final ShowPublicKeyRequest showPublicKeyRequest = new ShowPublicKeyRequest()
.withBody(new OperateKeyRequestBody().withKeyld (keyld));
final ShowPublicKeyResponse showPublicKeyResponse =
kmsClient.showPublicKey(showPublicKeyRequest);

/] ASRER AT ER
final String publicKeyStr = showPublicKeyResponse.getPublicKey().replace(RSA_PUBLIC_KEY_BEGIN, "")
.replaceAll("\n", "").replace(RSA_PUBLIC_KEY_END, "");

/] 5IRERASA il

final X509EncodedKeySpec keySpec = new
X509EncodedKeySpec(Base64.getDecoder().decode (publicKeyStr));

final KeyFactory keyFactory = KeyFactory.getinstance("RSA", new BouncyCastleProvider());

final PublicKey publicKey = keyFactory.generatePublic(keySpec);

/] 6. 5B NIEEFFFER "hello world!"

final Cipher cipher = Cipher.getinstance(RSAES_OAEP_SHA_256);

final OAEPParameterSpec oaepParameterSpec = new OAEPParameterSpec(SHA_256, MGF1,
new MGF1ParameterSpec(SHA_256), PSource.PSpecified. DEFAULT);

cipher.init(Cipher.ENCRYPT_MODE, publicKey, oaepParameterSpec);

final byte[] cipherData = cipher.doFinal(HELLO_WORLD.getBytes(StandardCharsets.UTF_8));

/] 7 RASHTEERAR
final DecryptDataRequest decryptDataRequest = new DecryptDataRequest()
.withBody(new DecryptDataRequestBody().withKeyld(keyld)
.withEncryptionAlgorithm(DecryptDataRequestBody.EncryptionAlgorithmEnum.RSAES_OAEP
_SHA_256)
.withCipherText(Base64.getEncoder().encodeToString(cipherData)));

final DecryptDataResponse decryptDataResponse = kmsClient.decryptData(decryptDataRequest);

assert HELLO_WORLD.equals(decryptDataResponse.getPlainText());

1.27 W{aNiEREG EC FATRELHARY, PKCS8 FETLRIFASENIR?

ECFAER N AEY, (BREZANEANGS, EXRAAVWREASNIRBZE, BX
IR T T H SRS, SEIDERIEL. {EBITOPENSSLGSLIEIXS -

RRBINBIMTIE— N RIGHI2561< R RIECFATREEHRBY PKCSSHSTURIFATA -

WEES
o FEFBIAVAILEE, F3|Abouncy castle 1.78RELAFHINRA .
o IREZIEEOpPenSSL 1.1. 1T mELUSHIRRZA

FEFAIRIEIR)D PKCS8 MR
HA1E—secp256Kk1HITALE, [RIATASH6HHISRINT:

""DC23DA6E913444ABADCE2F42A3B7DC3958569948633EES80AEC46ACCA025234
95™"
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(AR
THIRFABNEERER, B2MRRISEREF S,
BTN TS, 1SFATREEIRAPKCS8YISR :

java
import org.bouncycastle.jcajce.provider.asymmetric.ec.BCECPrivateKey;
import org.bouncycastle.jcajce.provider.asymmetric.ec.BCECPublicKey;
import org.bouncycastle.jce. ECNamedCurveTable;
import org.bouncycastle.jce.interfaces.ECPrivateKey;
import org.bouncycastle.jce.provider.BouncyCastleProvider;
import org.bouncycastle.jce.spec.ECNamedCurveParameterSpec;
import org.bouncycastle.jce.spec.ECPrivateKeySpec;
import org.bouncycastle.jce.spec.ECPublicKeySpec;
import org.bouncycastle.math.ec.ECPoint;

import java.math.Biginteger;

import java.security.KeyFactory;

import java.security.NoSuchAlgorithmException;

import java.security.PublicKey;

import java.security.Security;

import java.security.spec.InvalidKeySpecException;
import java.security.spec.InvalidParameterSpecException;
import java.util.Base64;

public class RawEcPrivateKeyToPKCS8Object {
public static void main(String[] args)
throws InvalidParameterSpecException, NoSuchAlgorithmException, InvalidKeySpecException {

Security.addProvider(new BouncyCastleProvider());
KeyFactory keyFactory = KeyFactory.getinstance("ECDSA", new BouncyCastleProvider());

ECNamedCurveParameterSpec ecSpec = ECNamedCurveTable.getParameterSpec("secp256k1");
BigInteger d = new
BigInteger("DC23DA6E913444ABADCE2F42A3B7DC3958569948633EES0AECA6ACCA02523495", 16);
ECPrivateKeySpec ecPrivateKeySpec = new ECPrivateKeySpec(d, ecSpec);
BCECPrivateKey ec = new BCECPrivateKey("EC", ecPrivateKeySpec,
BouncyCastleProvider. CONFIGURATION);

ECPoint q = ecSpec.getG().multiply(((ECPrivateKey) ec).getD());
ECPublicKeySpec pubSpec = new ECPublicKeySpec(q, ecSpec);
PublicKey publicKey = keyFactory.generatePublic(pubSpec);

BCECPrivateKey ec2 = new BCECPrivateKey("EC", ec.engineGetKeyParameters(), (BCECPublicKey)
publicKey,
ecPrivateKeySpec.getParams(), BouncyCastleProvider. CONFIGURATION);

System.out.println(Base64.getEncoder().encodeToString(ec2.getEncoded()));
}
8

HIT ERLRD, RIS T H:

“ignorelang
MIGNAgEAMBAGBYqGSM49AgEGBSuUBBAAKBHYwdAIBAQQg3CPabpEORKutzi9Co7fcOVhWmUhjPugK7Easyg
JSNJWgBWYFK4EEAAGhRANCAAQWIiYvQT8cyVIx3wN85fXw0c2Ppv3SEsgnDaB96rWIz6G2bf2WhBJVD/jF5zb
+5/0xgVIOYDe8EwqYtBwhlJ3Yh

(EARASNIBIBTEEER

<SEQUENCE>
<INTEGER/>
<SEQUENCE>
<OBJECT_IDENTIFIER Comment="ANSI X9.62 public key type"

STRERRA 11 (2025-01-23) IR © ERRBRABRAT 18
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Description="ecPublicKey">1.2.840.10045.2.1</OBJECT_IDENTIFIER>
<OBJECT_IDENTIFIER Comment="SECG (Certicom) named elliptic curve"
Description="secp256k1">1.3.132.0.10</OBJECT_IDENTIFIER>
</SEQUENCE>
<OCTET_STRING>
<SEQUENCE>
<INTEGER>1</INTEGER>
<OCTET_STRING>0xDC23DA6E913444ABADCE2F42A3B7DC3958569948633EEBO0AEC46ACCA02523495</
OCTET_STRING>
<NODE Sign="a0">
<OBJECT_IDENTIFIER Comment="SECG (Certicom) named elliptic curve"
Description="secp256k1">1.3.132.0.10</OBJECT_IDENTIFIER>
</NODE>
<NODE Sign="a1">
<BIT_STRING
Bits="520">0x000416898BD04FC732549C77CODF397D7C347363E9BF7484B209C3681F7AAD6973E86D9B7F6
5A1049543FE3179CDBFBIFE8C605483980DEF04C2A62D070848277621</BIT_STRING>
</NODE>
</SEQUENCE>
</OCTET_STRING>
</SEQUENCE>

BUTABBENZGRA “ec_private_key.pem” BISZ{5H:

“ignorelang

————— BEGIN PRIVATE KEY-----
MIGNAgEAMBAGBYqGSM49AgEGBSUBBAAKBHYwdAIBAQQg3CPabpEORKutzi9Co7fcOVhWmUhjPugK7Easyg
JSNJWgBwWYFK4EEAAGhRANCAAQWIiYvQT8cyVIx3wN85fXw0c2Ppv3SEsgnDaB96rWlIz6G2bf2WhBJVD/jF5zb
+5/0xgVIOYDe8EwqYtBwhlJ3Yh

————— END PRIVATE KEY-----

HITAN TS BRECERRIER:

“shell
openssl ec -in ec_private_key.pem -text

“ignorelang
read EC key
Private-Key: (256 bit)
priv:
dc:23:da:6e:91:34:44:ab:ad:ce:2f:42:a3:b7:dc:
39:58:56:99:48:63:3e:e8:0a:ec:46:ac:ca:02:52:
34:95
pub:
04:16:89:8b:d0:4f:c7:32:54:9¢:77:c0:df:39:7d:
7¢:34:73:63:€9:bf:74:84:b2:09:¢c3:68:1f:7a:ad:
69:73:e8:6d:9b:7f:65:a1:04:95:43:fe:31:79:cd:
bf:b9:fe:8¢:60:54:83:98:0d:ef:04:c2:a6:2d:07:
08:48:27:76:21
ASN1 OID: secp256k1
writing EC key
----- BEGIN EC PRIVATE KEY-----
MHQCAQEEINwWj2m6RNESrrc4vQqO33DLYVpllYz70CuxGrMoCUjSVoAcGBSUBBAAK
oUQDQgAEFomLOE/HMIScd8DfOX18NHNj6b90hLIw2gfeq1pct+htm39loQSVQ/4x
ec2/uf6MYFSDmMA3vBMKmMLQcISCd21Q==
----- END EC PRIVATE KEY-----

[REER] LAIEE I T4E R DERAR S :

“shell
openssl pkcs8 -topk8 -inform PEM -outform DER -in ec_private_key.pem -out ec_private_key.der -nocrypt™™"
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HIEINZIRSS

= )RR 2 EYEREIEE
i s

2.1 AT AFERETREAEEMIFR?

“SYSCURRENT” #1 “SYSPREVIOUS” ARSAZEHIVEIRIRZS, FZIEMER.

2.2 RDS FiEi SR EEA T A SRR BA—E?

RDSEIRFIBLCHERT, HTEES—MIIIMA—IX, F2BIRTER, FrlLACEERT
(BB A BE= LU FRHART (BB —/)\ET o

2.3 1%% TaurusDB EiEAY, LHMuSFRIE= “The API does
not exist or has not been published in the

environment” {{gJ4bIE?

)RR fEIA
“TaurusDBEHE” FHEtCEERT, KMICHEIE T “The API does not exist or has not
been published in the environment” ,

EEUELES
FunctionGraph4e#& R & R 2 it AR I .

BRBE

S BREERHA,
w sremsar el EEREREE.

$R|3 BERNEAN — , &R “R256 > ENERS .
TR EENSHK, &R “SREEE > FFEIIR" .
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HEINZIRSS

= aE

2 EYEREIEE

p2 Y

gt

F£I10

EEREIR, SNEIERER, REREREEM, EAZREFRRR.
£ “HEhRA” XiF, BE “BRAN EHHF, EERRERERAVICRERAES

“The API does not exist or has not been published in the environment” . &2,
WITRELR,

2-1 BEEERIEHEANRER
TR

EALU\ FEFIESEERAEREENTENNARICS, NMINREBE T RRET IS +EE RS AR SRR, KRENCR
DFF30%, BREEASNIARESERE.

Function run failed. Message is function invocation exception, error: catch a 'ClientRequestException’ exception
HEREE ClientRequestException -

{status_code:404 request_id:494748ed0666dca2fdd16a7517e81d44 error_code:APIGW.0101,error_msg{The AP| does not

|ex\st or has not been published in the enwonmendencodadjuthoHzat\onimessage None }.

50 &
0196ba2d-0e7c-458d-b350-c56ch7e0cb8c 2024/12/06 11:34:44 GM Function run failed. Message is function invocation exc.
BEH: 0 v 1

BREEEIFER, £ “SREE" Xid, BdFunctionGraphfeiLREl, BiiLE!
FunctionGraphBRSZ#=HIE

EfUE “index.py” 3, FEAFDRFIEER “https:/

gaussdb.%s.myhuaweicloud.com” ,

2-2 4wtg index.py {4

= @

< CloudSecretMana

R =R R TaurusDBRIAPIE B SURRES | ZA0IRE, EiaFSHI2E
“Region” ATaurusDBEIIEEE R Z bt .

2-3 &Eif) TaurusDB ¥UEELZ bt
i EAEE  RBETH  HETE  CLTEE s

$EORAB O i

URL

GET nttps:l‘.-‘gaussuo-mysqI.af- .m'_v'nuawem:IOLlu.com.I«B.-'{project_ld}.-‘uatastores.-'{datanase_name} o

B8 “index.py” XHAHRY “https://gaussdb.%s.myhuaweicloud.com” AEH|
ROfEZ i, B “EEBAET
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HIEINZIRSS

= A

2 EYEREIEE

[REERIE

2-4 (B Attt

KR

o

Project # CodeAl RSUZEE ~ A
57 ss1_path = os.environ.get('ssl_path')
huaweicloudsdkcore 58 logger. info("step: %s" % step)

huaweicloudsdresms 6¢ # Set up the vice client to call other services and obtain data.
credential icCredentials(ak, sk).uith security token(security token).uith_iam endpoint
huaweicloudsdkgaussdb (ak, =k} ¢ Y ( y_ ) _iam_endpoint(

“https://ian.%s.myhuaueicloud.con” % region id)
pymysal secret_client = CsmsClient.new_builder().with_ ials(credentials).with_region(
coreRegion(id-region_id, endpoint="https:/ .myhuaweicloud. con” % region_id)).build()
B indexpy . gauss_client - GaussDBClient.new builder().with credentisls(credentials).with region(

coreRegion (id=region_id, endpoint="https://gaussdb-nysql.af- =« *.myhuaweicloud.con| % region_id))

HFunctionGraphfRSSEHIGRE, 2R “UBEHRMIN” , RRFXIELEM
o

2-5 XABEEFAL
© ~ESHL

BT [ EEFE= 1 B

< CloudSecretManager-... -~ ShEE: latest -

R

EXREIEEH G, X "FREEE > FEXR" , EMNEIER “TaurusDBERE" , B
TR, WIERERI.
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HIBRINZIRSS
= )RR 3 ZIEEER

3 BN IR

3.1 AMEIBIEESART?

EUN=fEd A S pellie AN
SE BREERHA.

£ PHEEEHeAE AN -, ERKERIRE

I3 BERAELSN —, EF ‘T2 5AM > SIBNERS .
L4 EEMSHRG, &F “EANEE" , #A “BEXNEE” TH.

$|S BOAHAN ‘WSERN” NE, RIEAFPERFTER, BEEFEIAEERRNERK
SERAT .

H£E6e L& “QUEEAN , HA “CIEEEXY” WHE, WAZBIZIR, WES-1FR.

3-1 SEEANS
< | eIEFhEERAR

0 EEPSEsSER. ESEERL

1]

KeyPair-13fa

=R

SS5H_REA_2048 i

FITERSEENIASRSECN, B\ SESSH_RSA_20481F5E.
SRIERSAE ETSwindows R, EitEERmwindows EREE.

ZEEEEANRALEE. TEEE O

r

HOFEHER (SETEERSESS

il
it
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HIBINZIRSS
= MiElRR 3 ZIAEIER

7 (olik ) EIEFERIER , BIBIKSRIFBERSZHEIIAT, BIAGIESSH_RSA_204809
ZEANT .

(RARY:
HEIYRSAE LT IFwindows RSt .

SR8 WIRTFELETNA, BRATHIRE “BRESSEAIFABIEE" - & “KMSINE” T
PRI INEZR . WRAFZIEEFR, BT R.

MR

o KPSRFAKMSIZMAIINZEZAXIFAHRTING , A ERAZEANAIKMSINZEINRERT, AiEEF
KMSEIZZRIBIAZESR “kps/default” .

o FAFERKMSEIZNBEENER, BRRIEESNEIERH.

3-2 {EETAA

< ehEREEEN

Y -

g ) i%l‘%i;i (ZAMNEERS RIFR ) Fait “HWEREZHRR ( ZANEERS 2R
Eﬁg 7 o

£B]I0 BE “HE” , NEHRBHPUTTHEES, TEAMBEXHE, FEHRRNEE,
$B11 BRFERERTHEENRTES, REMAXE,

A

o MRAFIRBFTINEITE, NFREZRE, FABAREETH R, BZERE. IR
NEEX, SABIEEENHEEFAWLR, ENRSEERRSHIPES
1AxS, BATSRESEIANGRPTEERECSIIMTLIE? HITAE,

o IRAFERNENTIEETR, TREFEHITENRASLER.

|12 5 ‘e’ BIEYEEMTN. BIEXCIEMINE, BRRLIEEANIIREEE]
FOZRIEIAXER, SFEEENE ‘&R . ‘B0 . K& . ‘BT &

AR
BIEZANIRING, BFIARABERIN TEEIAN, FHIEZERENA.

-
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3 BIANETE

iBid PuTTYgen TEEIEZAXT

FB1 SR NBFIFAESE, WE “PUTTYGEN.exe” , $JFF “PuTTY Key Generator” . 4l

Bl3-3f7

3-3 PUTTY Key Generator

E PuTTY Key Generator

File Key ~Conversions

Key
Mo key.

Actions

Save the generated key

Farameters

Type of key to generate:
S5H-1 (RSA)

Generate a public/private key pair

Load an existing private key file

@ 55H-2 R5A S5H-2 DSA
Mumber of bits in a generated key:

1024

£2 BIRIELR3-1IRESH.

& 3-1 £ RIS HIRA

2%

SRR

Type of key to generate

SRIS A\ SRR SRERAMNIIINEESX, X
745 “SSH-2 RSA”

Number of bits in a
generated key

HEIXISFSAESEE 8PN ELRKE
J9: 1024, 2048. 4096,

I3 B “Generate” , £E— 1M AEN—1FAE, WNE3Z-4F7R,
BEFIRCHIRNBRIERNABRS .

NHShRA 11 (2025-01-23)
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$H4 SHEEFTHORBAS, FPBEMWEENARES, L “ot” BREFEAL.

SIS RIELITHER, EREREMBIEI, TRER “ppk” 5#E “.pem” #8zLAIFATR.

3-4 SR A TAFIFASHSS

Ele Key Conwersions Help

Key
Public key for pasting into Open5S5H authorized _lkeys file:

ssh-=a -
AAAABINzZaC Iyc ZEAAAABICAAAIBougrRBul W¥EBJ 5P Aubt Sthockl: | 300 ATNEMgXaFi
1UugQRMcSul Vgd 14 BoCFAFQ Ny B7apO Y ASmda

+/ /w01 Td L9s B0h Thm KA T /qBNIdagipvG 7EgVz LUBB+EF Difghkzz 7FhXYpgHanmijc
Da¥PBTxeCr3YvIHHJOUHpVEMG == rsa+ey-20180108 -

Key fingerprint: gsh-sa 1023 b6:46:c1:0F:a9:e5f2:10:80fb:80:02:d1:.c7.d6:83
Key comment: rea-foey-20120108
Key passphrasze:

Confirm passphrase:

Actiong

Generate a public/private key pair [ Fenerate ]
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

(71 55H-1 (R5A4) @ S5H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated key: 1024

’E PuTTY Key Generator @-‘

A

BB ZERTE “Save public key” (REAEE. ANRAFEER “Save public key”

FRERH, NPRABTIBASAELTN, THEERSAEEEFIEMER.

A

AFRIERE, FABRETH X, BEERE.
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& 3-2 FMAHETL

FASAIY | FASREERIZS REFELE
Bl
“pem | e fEAXshell TEZEFLinux | 1. i&#E “Conversions > Export
= BRERR=IRSSES OpenSSH key”
o SIBITSESEESE | 2. RELPREIA, Flan:
kp-123.pem,
SKEXWindowsIRBERZ=RSS | 1. iE#E “ Conversions > Export
ZERVETD OpenSSH key” .
iRA
BEIES “Key passphrase” 58, &
NS SHEREVER LM o
2. RFFRASARIALME . BUgn:
kp-123.pem,
“ppk” | EFAPUTTYLEZEFLinuxig 1. £ “PuTTY Key Generator” R,
ER R =IRSSES %1% “File > Save private key” .
2. (RFFASARIALE . BUan:
kp-123.ppko

RIERZEREREQPAANGE, TRERNSAEEREZEFISER.

R

3.2 T ARFABEAXNHIKSZART?
AR RS MR S SRR .
ISR R AN S R A S A RN
AU RO S, EURRIENS TR,

3.3 S ANEE PuTTYgen T EGIFERIZ AN SCMUN{aIRb 1R ?

BIZPuTTYgen TEOIFEAVZIANT, EENEEBEHISFERN, ZFERSARENYE
K.
G EEES
NPERFHIBAARGTERAEK:
HEF{ERPUTTYgen T EGIEZHIIAT, {FRAPuTTYgen TEHAY “Save public key”

FRERR, RIPRATIIEAERETN . SRAPBRBRSSAEEZHIGH, &5
SRS RNIBARBRIEI, MRREFAI, WESBEANEKK.
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= )RR 3 ZIAEER

ET5%

(FRAKRFHIFAE M, £ “PuTTY Key Generator” HikENBSIEINIERAIATEX
5, AEBBZAENEENEREFE,

TE1 KERSEAERIIRNA
1. XE “PUTTYGEN.exe” , ¥JFF “PuTTY Key Generator” , UNEI3-5F7R.

3-5 PuTTY Key Generator =RHE

rE PuTTY Key Generator @ﬂ

File Key Conversions Help

Key
Mo key.

Actions

(Generate a public/private key pair [ (Generate ]

Load an existing private key file | Load |

Save the generated key save public ke Save private ke

Parameters

Type of key to generate:
S5H-1 (RSA) @ 55H-2 R5A 55H-2 D5SA

Mumber of bits in a generated key: 1024

2. BE “load” , HAEAMIEFZZEARIAIFAE .

REEEMINEZFAEX, FFE “PuTTY Key Generator” iREREILIEFHAIA
PENHARE, WE3-6FrR, HIEFTHABTEIATESREFZERPONENUE .
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3-6 IRE NN HRZ

Eile Key Conversions Help

Key
Public key for pasting into Open5S5H authonized_lceys file:

FE PuTTY Key Generator @

ssh{sa

AAAARINzaC Tyc 2EAAAABICAAAIBougrREuE TXEBJSP Aubt Sthekk [ 300 ATHEMaXaFi
1UugGRMcSul Vqd 14@BoCFAFG Ny 87ap 0y ASmda

+// w01 Tod L9 B0h THm Kd T7q BMNIdgipviG 7EgVz LIB8+EFDiZgkzz 7FhXYp3gHanmijic
Da¥PBTxeCr3YviHHJOUHpVEMG == rsatey-20180108

-~

e

Key fingemrint : ssh+=a 1023 b6:46:c1:0fa%e5f2:10:80fb:80:02:d 1:c7:d6:83
Key comment: reaey-20120108
Key passphrase:

Confirm passphrase:

Actions

(Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

(71 55H-1{RSA) @ S5H-2 RSA (71 55H-2 DSA

Mumber of bits in a generated key: 1024

3. EHEEFRIRBARAS, FPBEMIENARSESH, L “ot” BREFEAL,

k|

B7EERTE “Save public key” RIFAHENE ., WNRAFER “Save public
key” IREAH, RIBATHIERSEETN, FEEESASERHEFER.

2 BABSKEAERIINANESANEEREFIS .

1. BREEERFIS.

2. BEWEALAHN T, HE ‘RS > BIENTERS .
3. EEMSHES, HE “EENEE” .
4. (ERMAREIERE, B CSABER .

5. B SEENET , EEEREN Caxt” BRREXHE, SEABEREETIFH

WE “RIPARB” XAHEFR,
6. BE “ME’ , SAREXH.

R
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3.4 {£H IE9 N Be xS A E AT IE?

| AR
HERRYZIEINGEERT, TEENERXT .

IETE
SE EINBERE, BF0,

FIE2 %R “InternetikIn” .

L3 ElnernetiZINNIEEF, BE ‘27 .

S4B “Internet”

£W5 MRLZ2RHNBTRHA “‘BEX” , BE “BUARS” , EBRETFEAIARS.
TE6 BNLERABR, IBLERINAZE ‘7, BF “‘NA” .

W7 EE BENER .

FIE8 5 “IIRIFCHITLRERITRIARRIACtiveXIEIB L FHITRIA” 1888 “1BR" .
| BE ‘Mg’ .

-

3.5 W{a{EFEFASEE = Linux M =IRTZEE?

#Ea=
BREISEEEHatIEZsE SARENE, AL EtREesEt, “ERH7
HEFE BIAXS” , FEFCIEEE SR,
BRBLERIRSEMING, IERZENNAIFARE R R =IRS

BURS(S
o (FRHAMEFRTEH (WPUTTY. Xshell) 5EFERIEETIRS R ZBMNEZIES .
o HHRIRSSEECEYEEEIPHNL
o EIREUZEM=IRSSEEAIFAIASGE .

(s Windows &%t
WNRIEARMFEAWindowsiERAEFRLinuGEME=IRS2E, JLURBLUTARAERE
H=iREEE.

FX—: EAPUTTYER

PAPUTTY AN B EFR 1t =IRSS2E, FHPUTTYEREMRIRSEER, TEIREN
“.ppk” FEICRIFASEAE .
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£I81 W “PuTTY.EXE” , FTFF “PuTTY Configuration” .
$IE2 %R “Connection > data” , £ “Auto-login username” 2SN BIEAIEFS .
AR
o MRI “Core0S” MAHLHFLR, HEMAFPEA “core” ,
o MNRI “JECore0S” MAHRKR, BIKHIFHFES “root”

H$I®3 %R “Connection > SSH > Auth” , £ “Private key file forauthentication” BZE&IR
i, B3 “Browse” , EIEFASAIM ( “.ppk” #&=L)

L4 B “Session” , f£ “Host Name (or IP address)” TRIMAEFIN B IRSS2S
AR IPHELIE
3-7 BCEogE 1P

’ﬁ PuTTY Configuration @

Category:

= Sgssinn Basic options for your PuTTY session

) Specify the destination you want to connect to
= T?Emgfll:uuard Host Mame (or [P address) Port
- Bell 2
- Features Connection type:
=1- Window () Baw () Telnet ) Rlogin @ 55H () Serial
- Appearance

- Behaviour
- Translation Saved Sessions

Load, save or delete a stored session

- Selection
+ Colours Default Settings
= Connection
- Data

- Proxy
- Telnet Delete
- Rlogin
- 55H
- Serial

Save

IIIE
s ||&

Close window on et
(7 Mways () Newver @ Only on clean exit

[ ot || Heb | [ Gpen || Cancd

H$IB5 B “Open” , BREMCIRSE,
B {#EAXshellZR

TE1 THXshelTE,

S22 PITUTEHS, SSHITIBEZ M =IRSSEE
ssh 5 @7 1EIP

il
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3 BANETESE

$E3
S84
SIS
£B6
ST

ssh root@792.168.1.7

(Tt ) MREFEERT ‘SSHREES” , Ik, FERE “BEZHEE ©

¥ERE “Public Key” , FEEE “FIFEHA(K)” 1280 “HUK” .
£ “FIPER” B0, BF ‘SN .
VEERAHARIEORASACAE ( “pem” 1830) , FH&aE “HTH” .
B R, BRWERRSE.

TR

A(ERA Linux BERE S
MNEERELNIRMER G EEFRLinuiEE=IRE:E, AJLRBTEARER. NTEE

LI

BUAFAESERE “kp-123.ppk” RBIHITNE.
AEELinuxit BRI SITHRHITLUTBS, TENR,
chmod 600 /path/kp-123.ppk
[MARY:E
Pt ZAX HRITF IR TR o
HATIA T e LB RN RIRS =R
ssh -i /path/kp-123 root@ &£ IPHLf
MR
o  pathNESHXMHRIFIERER .
o EMEIPHIHIEE R BRSS RRSBERDIEIEIPHBIL o

3.6 YNMEliEIT FASHEREN Windows 3= iR ESHIE RERL?

BFn=

EFWindowsiZ{ERZRGRIE =IRSB2ENT, FTEFATBAHANES. T, ARFE
SEARIEMASEE M = AR S 2T T EMIFAIE S, FRENZ B R IRSZRIIG TR R RS
REEERZRE ( AdministratorkEaCloudbase-initiZ BAIKS ) . IZZRIHEH

13, &2itS, BROER.
FRARALUEE S EH SR Windowsi# Mt RARSZ[RINERERT

(MR

o ARERN, BNAFREWINENLE, PUTEREDRE, BRERTICRAIVILELE
S

15 0

ZIR AR R RS BIERERSIET. BRERRE, RAEFERSIRIERL

g8, B, BERITEMRERIRER, ICREMRRFZBEDRER FAERIESN (8

=ARSSEMFER ) -

o AFRALUBTIEABAPHEONSIRENWindowss# I = ARSSZRAIVIIAETS, BSE (@it

=ERSEEAPISE )
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'ﬁ PuTTY Configuration R

Categony:

= Sgssinn Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IP address) Port

- Bell 2

- Features Connection type:

- Window () Baw () Telnet () Rlogin @ S5H () Serial
- Appearance

- Behaviour
- Translation Saved Sessions

==

m
i l.'?'
~ 2
=
o

Load, save or delete a stored session

- Selection
- Colours Default Settings
[=- Cannection
- Data
- Proxy
- Telnet Delete
- Rlogin
- 55H
- Seal

Save

IIIE
3 | |E

Close window on exit:
(71 Mways () Newer @ Only on clean exit

[ bt || Heb | [ Gen || CGancd

LB5 BFE “Open” , BREMRRSEE
TB6 WMITLATES, FIFF “/etc/ssh/sshd_config” {4,
vi [etc/ssh/sshd_config

|7 & 7 #EAREENS, AREBRARER.
o JESUSEIREZRZ, 1§ “PasswordAuthentication” FEHEIEX “yes” .

PasswordAuthentication yes

e SUSHZRIEERZ, 18 “PasswordAuthentication” 1 “UsePAM” ZEXEIEX S
“yes ”» o
PasswordAuthentication yes
UsePAM yes

(MR

o JESUSER{ER%

XAZRBHRAEFRFEIS “PasswordAuthentication” FEREEHA “no” . IR
“ Jetc/ssh/sshd_config” {488 “PasswordAuthentication” 23, FIEZSHHEE
yg “ no” o

o SUSEIRERS

FAZIBEFEEIS “PasswordAuthentication” 1 “UsePAM” ZEREMNERA “no” .
WS E “PasswordAuthentication” #1 “UsePAM” &%, FigizsHHiE N

“ ”

no o

SR8 & “Esc” , BHRIEEN.

STRERRA 11 (2025-01-23) IR © ERRBRABRAT 39



HIBINZIRSS
= )RR 3 ZIEEIER

£ WA “wq” , & “Enter” , REFEEH.

FE10 WITLUATHS, EESSHIRS, FEEER.
o IEUbuNtuT4 X RARBEIER S,

service sshd restart

o Ubuntul4 xxiRARNIEIER S

service ssh restart
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3.13 RPN E AP TGiEEF ECS ATUoAbIE?
A
o P MSLEMARSSEEAT, IEIFRE “BIHENAR” ERBUTIRSEE, B4
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ECS SH/ID e T PHEE P sEEmER B2F
TD37e1 dB-cBae-4543-D3b2.. = 192.1681.108 - =
e 192.168.035 - #m=

e8f20155-f32b-4e28-0df4-f

SRS BEEIREMRRSESHNEIR, HNRERRSH[FREERE .
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o NMBRXMTEMERHN, APRUERRENEREMRRSSE, NRAPBATESER
TRESWERRSS, TEAAEERERAR, BFRMEESIXIRERIRSSE0E
BERAXEMTEFRFRE?

SE1 BREHRE ‘REDEHER ( BANEERSREFRE) 7 .

$B]12 BE “HE” , TREBYHEIRE, PBETHE, UERAERNERBERIRS

=
—--fER
3.14 FASHAFBEIEZELEALD?
FASHIEETE KPS
FABITETEKPS, CHREEEEIABES RS EER.
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& “.ppk” RIVBIFATHNMHEES “.pem” B

HEFERENEXAERNFARLIE “ .pem” &0, MR “.ppk” B3,
IBPATIA TR T4

B FELUATIREFR FEPUTTYFIPUTTYgen,
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
(e
PUTTYgen2HE A4S, FATFOIESSHERNT, ER— M RIBIFABMPUTTYER.
FI2 W “PUTTYGEN.exe” , ¥JFF “PuTTY Key Generator” , ¥NE3-11F7%.

3-11 PuTTY Key Generator

rg PuTTY Key Generator @-‘

File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair [ Generate ]

Load an existing private key file | Load |

Save the generated key Save public key Save private ke

Parameters

Type of key to generate:
S5H-1 (RSA) @ 55H-2 RSA S55H-2 DSA

Mumber of bits in a generated key: 1024

I3 %R “Conversions > Import Key” SN “.ppk” BIFASESZHE
FI¥4 %R “ Conversions > Export OpenSSH Key” , 384 “PuTTYgen Warning” XHEIE.
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RzEx=:

o BESAEAWNASAEIMEZ. RS NMNAMARZ2EREBRNER, &
TLX%LQHW}IE (fan, PuTTYgenT B ) SIZEAXS, RABHBIE IAMFHF'
RRFEHRSNERIZNZRY, BRRFSEISNER.

J Eﬂﬂ%ﬁ%ﬁiﬁﬂ-?&?ﬂﬂk E%HXJ‘E’JE‘E;&ILA;O B SR H A el2A AN
HECSAIEHERIERY, EAUSEAREANETEELZIIERIF

BRKSZN,
3.18 YMaRENZ S AR RIFATA T N A3

SRENFARASL 1
ERIREANRT, RISSBEMIIT N ERIES, THMAXH.

STRERRA 11 (2025-01-23) IR © ERRBRABRAT 23


https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0036.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0035.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0034.html#section0
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0100.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0034.html

HIBINZIRSS
= MialRR 3 ZIAEIER

o MBEREMHTHAIEE, MRIRE, MARMETHRX R, BEERE.
o NRECEVENTITENE, TRESEHTSNMASHER, BFRES
SMSHTAA.
SRER A

B ERE S eZREAY, RNBEMFREELENAZFR, ARF12RIFH=ERIS
x, BEERPENTIRIREESA “public_key” FER, IREXAA.
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A ATHEEBINELAINBEEARIP,
LJRFM
o LRENMFLOUBERUEANIPE, FEARMKENRE, BEEER.
o WHARMIPETWERSE, BRERE, METERIERIIRIS, BINRES
USRI PROSCRIRESE. MEAPERETIRRIZEARIP, EHZRULENIPER
A%, B, MIREHEARIPE, MFRHEITROLP, SBREKNIEEE, 8
gﬂém,EW@%%%HZ%E&WWE%ﬁ%ﬁ%ﬁm?,Eﬁﬁﬁm
? .
BAFTER

S BREERHA,
wE sremssar el EEREREE.
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