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SHA256 + Base64EEHITINE . LATAlavaiE S & &AM

String message = nonce + "&" + timestamp + "&" + eventType + "&" + data;

Mac mac = Mac.getinstance("HmacSHA256");

SecretKeySpec secretKey = new SecretKeySpec (%5 %$H.getBytes(StandardCharsets.UTF_8),

"HmacSHA256");

mac.init(secretKey);

String newSignature =

Base64.getEncoder().encodeToString(mac.doFinal(message.getBytes(StandardCharsets.UTF_8)));

bt BRI B cal_signature 5iEsk&#signature2E&HE%E, BENERREILE

el PR ERESKIR BN NG H S8 o

HHERANFR S AXFRARA16NF ORI TS X msgfZAEmMk, +
BfEA&IHITIERE . LATlavaiES=pl:

String dataStr = RandomStringUtils.random(16, true, false) + "&" + data;

X ERBAN FRF SR EFIAESkey INZE S, Bit1TBase64dwty, IRIEEN
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Cipher cipher = Cipher.getinstance("AES/GCM/NoPadding");

SecretKeySpec secretKey = new SecretKeySpec(NZ#%:$H.getBytes(StandardCharsets.UTF_8), "AES");
cipher.init(1, secretKey);

byte[] bytes = dataStr.getBytes(StandardCharsets.UTF_8);
String ecnryptStr = Base64.getEncoder().encodeToString(cipher.doFinal(bytes));

BRI TBASECARRRT
byte[] encryptStr = Base64.getDecoder().decode(data);
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{FIAESKey H1THES .
Cipher cipher = Cipher.getinstance("AES/GCM/NoPadding");

SecretKeySpec secretKey = new SecretKeySpec(INZ%;$H.getBytes(StandardCharsets.UTF_8), "AES");

cipher.init(2, secretKey);
byte[] bytes = cipher.doFinal(encryptStr);

ZEigrand_msgLEREI 6 BENFTS, FIKAIEBSBINBEXZABEMsg.

String dataStr = StringUtils.split(new String(bytes, StandardCharsets.UTF_8), "&")[1];

IR R &INEFEZRG

LA T A#EIEEZ & AES/GCM/NoPadding&i & INZZ R M)avaig =~ f5:

package com.example.demo.controller;

import com.alibaba.fastjson.JSONObject;

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;

import java.util.Base64;

import javax.crypto.Cipher;

import javax.crypto.Mac;

import javax.crypto.spec. GCMParameterSpec;

import javax.crypto.spec.SecretKeySpec;

import javax.servlet.http.HttpServletRequest;

import org.apache.commons.lang3.RandomStringUtils;

import org.apache.commons.lang3.StringUtils;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.stereotype.Controller;

import org.springframework.util.Assert;

import org.springframework.web.bind.annotation.RequestBody;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.ResponseBody;

@RequestMapping
@Controller
public class GemController {
private static final Logger log =
LoggerFactory.getLogger(com.example.demo.controller.GcmController.class);
private static final String SEPARATOR = "&";

/[region LAR=ANSHIIRB = MHERMIIS2{UFHFHR (R FEANENHT), EXNMEREFRA

VAT A

* RS
*/
private static final String TOKEN = "4)\/***xxkxNCE";

/*-k

* BEEH

*/

private static final String SIGN_KEY = "wGt*********Ryg!,

*k

* INZEA

*/

private static final String ENCRYPTION_KEY = "ZJ|*****siskEQQ",
//endregion

* InEEE

*/

private static final String HMAC_SHA256 = "HmacSHA256";

private static final String ENCRYPT_ALGORITHM = "AES/GCM/NoPadding";
private static final String ENCRYPT_KEY_ALGORITHM = "AES";

private static final int AES_KEY_SIZE = 128;

private static final Charset CHARSET = StandardCharsets.UTF_8;

@ResponseBody
@RequestMapping({"/gcm/callback"})

public JSONObject demo(HttpServietRequest httpRequest, @RequestBody String body) {
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log.info("#ESZFHHEIREEHUE, RIRIRZ: " + body);
JSONObject result = new JSONODbject();
result.put("code", "200");
result.put("message", "success");
String authorization = httpRequest.getHeader("Authorization");
if (!StringUtils.join((Object[]) new String[]{"Bearer ", TOKEN}).equals(authorization)) {
result.put("code", "401");
result.put("message”, "~EIEANER! );
printResult(result);
return result;
}
JSONObject request = JSSONObject.parseObject(body);
String signature = request.getString("signature");
String eventType = request.getString("eventType");
log.info("SZER" + eventType);
String data = request.getString("data");
if (StringUtils.isNotEmpty(SIGN_KEY))
try {
log.info("FHARINEEZ");
String message = request.getString("nonce") + "&" + request.getLong("timestamp") + "&"
+ eventType + "&" + data;
Mac mac = Mac.getinstance(HMAC_SHA256);
SecretKeySpec secretKey = new SecretKeySpec(SIGN_KEY.getBytes(CHARSET),
HMAC_SHA256);
mac.init(secretKey);
String newSignature =
Base64.getEncoder().encodeToString(mac.doFinal(message.getBytes(CHARSET)));
Assert.isTrue(newSignature.equals(signature), "&S&F~—&");
log.info("&EZRIGKIN");
} catch (Exception e) {
log.error ("EZIRIGEM", €);
result.put("code", "401");
result.put("message"”, "EZIRIGEM");
printResult(result);
return result;
}
if (StringUtils.isNotEmpty(ENCRYPTION_KEY)) {
log.info("FHEREZEIE" + data);
try {
Cipher cipher = Cipher.getinstance(ENCRYPT_ALGORITHM);
SecretKeySpec secretKey = new SecretKeySpec(ENCRYPTION_KEY.getBytes(CHARSET),
ENCRYPT_KEY_ALGORITHM);
byte[] iv = decodeFromBase64(data.substring(0, 24));
data = data.substring(24);
cipher.init(2, secretkey, new GCMParameterSpec(AES_KEY_SIZE, iv));
byte[] bytes = cipher.doFinal(Base64.getDecoder().decode(data));
data = new String(bytes, CHARSET);
log.info("fREEIRRIN, MBEEEIE: " + data);
} catch (Exception e) {
log.error ("FREZHIRENL", e);
result.put("code", "401");
result.put("message"”, "FRZEIELM");
printResult(result);
return result;
}
}
JSONObject eventData = JSONObject.parseObject(data);
JSONObject returnData = new JSONObject(1);
String dataStr = null;
switch (eventType) {
case "CREATE_USER™
/] #R¥& username ME—RETHEUE, MR TNHFEUIECHFEMERLE . FHRE Tizd
returnData.put("id", eventData.getString("username"));
break;
case "CREATE_ORGANIZATION":
/] #R¥E code ME—BIRETIEUE, R NHFHIBEFEMERGE ., FHRE TiFd
returnData.put("id", eventData.getString("code"));
break;
case "UPDATE_USER":

STRERA 01 (2024-12-26) IR © ERRBRABRAT 13
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case "UPDATE_ORGANIZATION":
/| EBIEUERT, RBENFREEIT
returnData.put("id", eventData.getString("id"));
break;
case "DELETE_ORGANIZATION":
case "DELETE_USER™:
/] 1R a5 BiEs TR . AEEREIFER
break;
default:
result.put("code", "400");
result.put("message"”, " IFAOSEHSEEL");
printResult(result);
return result;
}
if (dataStr == null && returnData.size() > 0)
dataStr = returnData.toJSONString();
if (StringUtils.isNotEmpty(ENCRYPTION_KEY) && dataStr != null) {
String random = RandomStringUtils.random(24, true, true);
log.info("FFIAINZEWE" + dataStr);
try {
Cipher cipher = Cipher.getInstance(ENCRYPT_ALGORITHM);
SecretKeySpec secretKey = new SecretKeySpec(ENCRYPTION_KEY.getBytes(CHARSET),
ENCRYPT_KEY_ALGORITHM);
byte[] iv = decodeFromBase64(random);
cipher.init(1, secretkey, new GCMParameterSpec(AES_KEY_SIZE, iv));
byte[] bytes = dataStr.getBytes(CHARSET);
dataStr = Base64.getEncoder().encodeToString(cipher.doFinal(bytes));
dataStr = random + dataStr;
log.info("INZEIRRIN, MMZEEEIE: " + dataStr);
} catch (Exception e) {
log.error ("INZEEIRLRI", e);
result.put("code", "500");
result.put("message", "HIZZHIRLEM");
printResult(result);
return result;
}
}
result.put("data", dataStr);
printResult(result);
return result;

}

private static byte[] decodeFromBase64(String data) {
return Base64.getDecoder().decode(data);
}

private void printResult(JSONObject result) {
log.info("" + result.toJSONString());
}
}

o LITAEUEZEZ& AES/ECB/PKCS5PaddingE &I fEZRYJavaiE =il :
package com.example.demo.controller;
import com.alibaba.fastjson.JSONObject;
import java.nio.charset.Charset;
import java.nio.charset.StandardCharsets;
import java.util.Base64;
import java.utilLUUID;
import javax.crypto.Cipher;
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;
import javax.servlet.http.HttpServletRequest;
import org.apache.commons.lang3.RandomStringUtils;
import org.apache.commons.lang3.StringUtils;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;
import org.springframework.stereotype.Controller;
import org.springframework.util.Assert;
import org.springframework.web.bind.annotation.RequestBody;
import org.springframework.web.bind.annotation.RequestMapping;

STRERA 01 (2024-12-26) IR © ERRBRABRAT 12
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import org.springframework.web.bind.annotation.ResponseBody;

@RequestMapping
@Controller
public class DemoController {
private static final Logger log =
LoggerFactory.getLogger(com.example.demo.controller.DemoController.class);

[+ EBPHER ~/
private static final String SEPARATOR = "&";

[ ERER
private static final String SIGN_KEY = "wGt**********Rrg!,

/* DA
private static final String ENCRYPTION_KEY = "ZJ[**********EQqQ";

[ B ™/
private static final String TOKEN = "4)\/****xxxNCE";

/™ BEEE
private static final String HMAC_SHA256 = "HmacSHA256";

[~ IEELE */
private static final String ENCRYPT_ALGORITHM = "AES/ECB/PKCS5Padding";

/** **/
private static final String ENCRYPT_KEY_ALGORITHM = "AES";

[ FREGRAS )
private static final Charset CHARSET = StandardCharsets.UTF_8;

@ResponseBody
@RequestMapping({"/callback"})
public JSONObject demo(HttpServletRequest httpRequest, @RequestBody String body) {
JSONODbiject result = new JSONObject();
result.put("code", "200");
result.put("message", "success");
log.info ("I EIEEEHUE RIS " + body);
String authorization = httpRequest.getHeader("Authorization");
if (!StringUtils.join("Bearer ", TOKEN).equals(authorization)) {
result.put("code", "401");
result.put("message"”, "~EIEAIER!");
printResult(result);
return result;

}
JSONODbiject request = JSONObject.parseObject(body);
String signature = request.getString("signature");
String eventType = request.getString("eventType");
log.info("SH{4ZERL: " + eventType);
String data = request.getString("data");
if (StringUtils.isNotEmpty(SIGN_KEY)) {
try {
log.info("FHARRIGEEZ");
String message = request.getString("nonce") + SEPARATOR + request.getLong("timestamp") +
SEPARATOR + eventType + SEPARATOR + data;
Mac mac = Mac.getInstance(HMAC_SHA256);
SecretKeySpec secretKey = new SecretKeySpec(SIGN_KEY.getBytes(CHARSET), HMAC_SHA256);
mac.init(secretKey);
String newSignature =
Base64.getEncoder().encodeToString(mac.doFinal(message.getBytes(CHARSET)));
Assert.isTrue(newSignature.equals(signature), "&Z4F—");
log.info("&Z1RIERLTN");
} catch (Exception e) {
log.info("EZRIGKM");
log.error ("&EZFRIGKM", e);
result.put("code", "401");
result.put("message", "EZRIGEM");
printResult(result);
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return result;

}

}
if (StringUtils.isNotEmpty(ENCRYPTION_KEY)) {

log.info("FHARRZEUE: " + data);

try {
Cipher cipher = Cipher.getInstance (ENCRYPT_ALGORITHM);
SecretKeySpec secretKey = new SecretKeySpec(ENCRYPTION_KEY.getBytes(CHARSET),

ENCRYPT_KEY_ALGORITHM);

cipher.init(2, secretKey);
byte[] bytes = cipher.doFinal(Base64.getDecoder().decode(data));
data = StringUtils.split(new String(bytes, CHARSET), SEPARATOR)[1];
log.info("fREEIRRIN MBEEHUE: " + data);

} catch (Exception e) {
log.info("fBEZEIELI");
log.error("FREHIRRE", e);
result.put("code", "401");
result.put("message"”, "FREEIELM");
printResult(result);
return result;

}

}
JSONODbject eventData = JSONObject.parseObject(data);
JSONODbiject returnData = new JSONObject(1);
String dataStr = null;
switch (eventType) {
case "CREATE_USER™:
returnData.put("id", eventData.getString("username"));
break;
case "CREATE_ORGANIZATION":
returnData.put("id", eventData.getString("code"));
break;
case "UPDATE_USER":
case "UPDATE_ORGANIZATION":
returnData.put("id", eventData.getString("id"));
break;
case "DELETE_ORGANIZATION":
case "DELETE_USER":
break;
case "CHECK_URL"™:
dataStr = UUID.randomUUID().toString().replaceAll("-", "");
break;
default:
result.put("code", "400");
result.put("message"”, "L IFAIEHSERL"),;
printResult(result);
return result;
}
if (dataStr == null && returnData.size() > 0) {
dataStr = returnData.toJSONString();
}
if (StringUtils.isNotEmpty(ENCRYPTION_KEY) && dataStr != null) {
dataStr = RandomStringUtils.random(16, true, false) + SEPARATOR + dataStr;
log.info("FHIANINZEME: " + dataStr);
try {
Cipher cipher = Cipher.getInstance (ENCRYPT_ALGORITHM);
SecretKeySpec secretKey = new SecretKeySpec(ENCRYPTION_KEY.getBytes(CHARSET),
ENCRYPT_KEY_ALGORITHM);
cipher.init(1, secretKey);
byte[] bytes = dataStr.getBytes(CHARSET);
dataStr = Base64.getEncoder().encodeToString(cipher.doFinal(bytes));
log.info("INZEEHERIN, INZEEHWE: " + dataStr);
} catch (Exception e) {
log.info("INZEIRRM");
log.error("INZEHIBSE:", e);
result.put("code", "500");
result.put("message"”, "IIZEIELWL");
printResult(result);
return result;
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}
}
result.put("data", dataStr);
printResult(result);
return result;

}

private void printResult(JSONODbject result) {
log.info("IREEIES: " + result.to)SONString());
}
}

1.2.3 IGEEE itk

ANSR BV R IR S HHEXRIURL ghttps://{app_domain}/callback, H{EWEERRTE
FREEREEFER, OneAccessa&X—IIFEHEIESAIURLEIERS -

URL
POST https://{app_domain}/callback
Bk

Authorization: Bearer {access_token}

IBRESH
F1-915k8H
2 SR | #Hhid
nonce String BENEL, StimestampZESEH, AFHILEKRERILE .
timesta | Integer | AJEI&, SnoncefFEER, ATFHILIEKRERILE.
mp
eventTyp | String B, SR HCHECK_URL,
e
data String HEAK, SERFBMZAT, HXBEXAMIFERS; S
[BINERY, REMZNREN =R, SERESEEREN
&, BEEGrandom. msgZMNFE, HAmsgBIBAX
HERS.
signature | String HERRA, signatureitBES RN AEEITEEHA
(signatureSaltValue) . iE3KeAItimestamp. nonce. fINZ
BUEEIR,
SRR 01 (2024-12-26) TR © TR B EIAT 77
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MR SEL

£ 1-10 NS

e SR | R
code String IR[Elcodefd, 200FRMIN, KMEIRIGIESENLRE

8.
message | String N Mz £5 R B o

data String o SARFFRINERT, REEREIFPHIBBHENFTE.

o LFFEINZERT, XHERBAFINZHIFEN FZFRHITHE
2, IREIEHNZOZENZAEE, TEEEEE
EERS, BFEArandom, msg_MNFE, Hfimsg
BRI EHERS .

5K
o KREMHEESMNEAERRE:
{

"nonce": "bqVHVThFGooCRjSf",
"timestamp": 1573784783795,
"eventType": "CHECK_URL",
"signature™: ""

}
o EHIBREZMINERNERRA:
{
"nonce": "jmgjjEAJbrMzZWmUw",
"timestamp": 15093849585,
"eventType": "CHECK_URL",

"data": "jJRqGWO08Tyuxg+ChqGFk7SiPCt6MgcUDvzP5CBYnD30=",
"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="

N Rz 7~

JRZASRG: 200

BRI
o REABRZZFMMNZEZRIMN B :
{
code": "200

"data": " 2852325935078140700",
"message": "success"

}
o BRHEEZMINZAINGNIRE] :
{
"code": "200",

|||||

}

1.3 API
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1.3.1 §fik

o [EZHERFIENIRHEEFBENABIE, AISELRT,
o  AEDRSHHRTEERIIBHRER BN BFREAMEBIEINE .

1.3.2 FIBRENSH

BT iz IMENARELENRARS.

URL
POST https://{app_domain}/callback
=R
Authorization: Bearer {access_token}
IBREH
UTERSHAG IR ENEELERNE, EUEERTUSESRIKERSLE
BfrR YR
x1-11 5ksH
e EESH | SHEE | #A
code = String(10 | ARwmS, =F/HE—.
0)
name = String(40 | ARER, MEBRR T2 EES.
)
parentld | & String(50 | RHLAID,
)
=2

& 1-12 IS5
2H SHEKE | R

id String(50 | o iR FEEIZENMERING, ERHIVAEID, FEIE
) ZEOneAccess, EZHERIME—IRIR,

o TE(ECL. MIBRHIGRY, BBIdE TN, F NFNAR
F—, NRF—%, FEENRENJEEEZHIRY
ido
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iBERTA

o ERIHEEEZMMENBERRA:
{

"nonce": "AmgjjEAJbrMzWmuUw",
"timestamp": 15093849585,
"eventType": "CREATE_ORGANIZATION",
"data": "6lu6gxrHydJIXEWxQhUa3UqsWsDZ5LTAo/xU3zhjq9H3syCuFYDYKg==",
"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="
}

o 5KB{KdatafZZEAYISONZFERFHRIE:
{

"code™: "1000003",
|lnamel|: llﬁt;‘yﬁj\ﬁall,

}

Ml iz 73~ 451

RS 200

BRI
o BRHEERMINZAINGNIEG]:
{
"code": "200",

"data": "j3rRBbc1Q1z11ZM0ODDcUGFyaazO3NgnMbgK6UeWT35Druf5zyXg="
}

o [IBM B {RdataffE [FRISONFFFERFETL:
{

"id": "6c5bb468-14b2-4183-baf2-06d523e03bd3"
}

1.3.3 ZUEBREH

BT iZEOBERNARELENRARS.

URL
POST https://{app_domain}/callback

iBEkk

Authorization: Bearer {access_token}

IBREH

E1-13 15k3¥
S8 EES# | SHEs | Mt

id = String(50 | o TFifFEM R FEAINAEID

) o UHIEBTIIMAREHESRING, T
VR PSRN AL FRAAAID, BUHEE
OneAccess, {EzZHWERIE—RR,

SCHSRRZS 01 (2024-12-26) WRINERE © ARITERARBIRAE 20
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2% EES# | S8R | @A
code = g;ring(m HORS, 2FHE—,
name 2 ?tring(40 RIDZIR, MEERRTERIEES.
parentld | & )String(50 RALAID,

R S5

x 1-14 NS

s ST | #k
id String(50 | o 5381-134f9id—&4,
) . %Tﬁﬁﬂmm%%mmmmﬁ,@%zmmm@smm
AlID)N
o TTHRIARE—, NEF—, SEEOEEMIdR
E=Hid,

15K
o EREBESMNBOERTA:
{

"nonce": "AmgjjEAJbrMzZWmUw",
"timestamp": 15093849585,
"eventType": "UPDATE_ORGANIZATION ",
"data": "6xrHydJIXEWxQhUa3UqgsXHWsDZ5LTAo/xU3zhjq9H3syCuFYDYKg==",
"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="
}

o IERE(FdatafiFE FRISONFFFERIEI,

RIBEROALNMIDSHEHREE, BEERNAELYAEEEAIXSE I
H.
{

"id": "6c5bb468-14b2-4183-baf2-06d523e03bd3",

"code": "1000003",

"name": "EiXDRE",

N Rz 7~ 51

KRS 200

IEREAY)
o BRHEEZMINZAINGNE] :
{
"code": "200",

|||||
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"data": "T41FtX1Q1z11ZM0ODDcUGFyaazO3NgnMbgK6UeWT35Druf5zyXg="
}

o N EiKkdatafifZ/EHYSONFFFRIE:
{

"id": "6c5bb468-14b2-4183-baf2-06d523e03bd3"
}

1.3.4 HipRZBZIEH

BT iz ARELENRARS .

URL
POST https://{app_domain}/callback

imRk

Authorization: Bearer {access_token}

IBREH

X 1-15 5Rk3H

SH SHE | ik
id String o TiFEMVRIFRIHAEID

o HHAIEIRIEALRFHRLHRING, TN
ET&*’@?EEIZM*@I D, [Elf€ZEO0neAccess, {ERZINL

R S &

% 1-16 IN S

2% SR | #HiR
code String iR[Blcodefd, 2003FRRALIN-

message | Integer | ZMEHSERTAVEEIRERISE

BRI

o EHBREZMMNEBENIERTG:

{
"nonce": "AmgjjEAJbrMzWmuUw",
"timestamp": 15093849585,
"eventType": "DELETE_ORGANIZATION ",
"data": "6lrHydJIXEWxQhUa3UqgsXHWsDZ5LTAo/xU3zhjq9H3syCuFYDYKg==",
"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="

}

o IEREIRdatafFZSRISONF TSI
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{
"id": "6c5bb468-14b2-4183-baf2-06d523e03bd3"

}

M Rz~
REES: 200
ERAL

{
"code": "200",

"message": "success"

}

1.3.5 ¥HIEHAPEH

BRSSP RS ENARS .

URL

POST https://{app_domain}/callback
I=PIE0

Authorization: Bearer {access_token}
IBRESH

UNERSHUC WL ENS N RS E, U EBRRIUSELRIRER
TERFNANELE.

E1-17 5RkSH

¥ EES# | S8R | f#Ek
usernam | &£ String(10 | FBF&.
e 0)
name 2 String(40 | PR,

)
organiza | 2 String HLQMNAEID,
tionld
password | & String AR
disabled | 2 Boolean | 2&ZEH, trueRTRZAIRE, fasleR~SH

(RZH) .

firstNam | & String(20 | &=,
e )
middleN | & String(20 | FREIZ
ame )
lastNam | & String(20 | WG,
e )

M HGRAS 01 (2024-12-26) WA © EARTERABIRAE 23



NASHEERS
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2% EES# | S%E | fiir
mobile &= String FNS.
email &= String mBFEIL
extAttrl | & - TrEEM1, G ENAPENE, IUXRER
po)i:
extAttr2 | & - 3;%)%&2 e ENAFENE, USLIRER

NaRT S5
% 1-18 RIS HY

o TEIE.
B,
ido

28 SEEER | @ik
id String(50 | o TiEtMVRFRCIZERFRING, £RAIEFID, FHFEE
) ZEOneAccess, {ERZAFPHIHE—IRR,

MRS, EBidETENE, & FENRE
MRA—H, FEHEORENIJEEBEZAERY

BRI

o ERIBEEZMMENBRTA:
{

"nonce": "AmgjjEAJbrMzZWmUw",
"timestamp": 1509384....,

"eventType": "CREATE_USER",
"data": "6lubgxrdJIXEWxQhUa3UqgsXHWsDZ5LTAo/xU3zhjq9H3syCuFYDYKg=="
"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="
}
o iEKB{KRdatafFZFRISONZRFEAET
{
"username": "zhangsan",
"name": "gk=",
"mobile": "1899876....",
"email": "zhangsan@test.com",
"organizationld": "391551e8-160f-4993-8177-e7b9c5f6....",
"extAttr1": "value",
"extAttr2": "value"
}
I piz 7~ A5
IRERG: 200
(=R An
o EHIBEEZTNNZERING RIS
{
code": "200
"message": "success",
SRR 01 (2024-12-26) IRBFRE © AT BRABRAT 24
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"data
}

": "P+rXpWetRg71POvdhVgkVwSoZBJeQwY2zhROslq/HJ+qg6tp1ghlOL1+c"

o IR E{RdatafiFZfEHIISONZFFHRIET:

{

"id": "c3a26dd3-27a0-4dec-a2ac-ce211e10...."

}

1.3.6 ZXAFSH

Bz ERIRRESZENARS .

URL

iERk

IBREH

POST https://{app_domain}/callback

Authorization: Bearer {access_token}

% 1-19 EksH

2% EES# | S8R | fERr
id 2 String(50 | /LR FABIAEFID,
)
usernam | & String(10 | P&,
e 0)
name = String(40 | FHPY%A
)
firstNam | & String(20 | &=,
e )
middleN | & String(20 | HEE .
ame )
lastNam | & String(20 | ¥EG.
e )
organiza | & String HLANAFID,
tionld
mobile 5 String FHNS,
email ES String mRFEHBAE o
disabled | 2 Boolean | 2&ZH, trueRTREZAIRE, fasleR~EH
(KZH) .
extAttrl | & -- rEEM, ftIirERBFPENE, LECRER
ys)i: 3
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FRi5E BESEHAOELRELHEENA
SH EES# | SHEE | ik
extAttr2 | & - 3;[; % B2, T RRIABFENE, LASERE!

VRS54

£ 1-20 NI S%]

24 SR | ik

\

id String(50 | o 53&1-1950f9id—%4,
)

FID,

BEZRIAYId,

o Il AEFAFING, EHEZEOneAccesshIF

o FTNRNAFRE—H, IRFA—, FEEOERONIdE

(=GN
o ERBEREIZIMINEANSRRH:
{
"nonce": "AmgjjEAJbrMzWmuUw",

"timestamp": 15093849585,

"eventType": "UPDATE_USER",

"data": " 6lu69erdeIXEQhUa3quXHWsDZSLTAo/xU3thq9H3syCuFYDYKg==
"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="

}
o EXRBRdatafiFZFEHISONZERTEE .
*E?Ela?ﬁﬁﬁﬁPIDﬁéﬁE?ﬁ%PE B, BTENHFE

"id": "c3a26dd3-27a0-4dec-a2ac-ce211e10....",
"username": " zhangs",

"name": "5Kk=2",

"mobile": "1867237....",

"email": "454205...@qg.com",

"extAttr1": "value",

"extAttr2": "value"

(EF oS

I pz 7~ A5
JAZERS: 200
BRI
. Emaa“zmMammrTm

"message": "success",
"data": "P+rXpWetRg7I1POvdhVgkVwSoZBJeQwY2zhROslq/HJ+qg6tp1ghlOL1+c"

}

o BN E{Rdataf#Z [SRISONFFF RIS

eIV
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{
"id": "c3a26dd3-27a0-4dec-a2ac-ce211e105f97"

}

1.3.7 MERAFPEH

B izEOBRERRR R RS ZENARS .

URL
POST https://{app_domain}/callback

imRk

Authorization: Bearer {access_token}

BREH

xE 1-21 i5k3H

S SHE | ik
id String o TR NRIAFID,

o YHEFBEIHIBEAREHEESAING, T NAS!
EEF‘?EEE%F' ID, [Bl{&ZEOneAccess, {ERIZAF

Vet

*1-22 5k

2% SRR | iR

code String i&[Blcodefd, 200F R
message | Integer | QMIRHIERTHIFEIRERENRAE

15K
o EREBESMNENERTA:
{

"nonce": "AmgjjEAJbrMzWmuUw",

"data": "6IXEWxQhUa3UqsXHWsDZ5LTAo/xU3zhjq9H3syCuFYDYKg==",
"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="

}
o IEFKkB{RdatafFEGHISONFRFEIET
{
"id": "c3a26dd3-27a0-4dec-a2ac-ce211e10...."
}
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FAiER 1 B EHEES R EEEEENE
M) Rz 73~451

JRZSES: 200

5 KAIN

' "code": "200",

"message": "success"

}

1.4 AR [EEE
HHEEAEORBAHTTPIRSEER R EE R INEE LW .. W NANEIRERSSE
A TFEIRE R EIRIEHTIRE], OneAccessiZiROIRVEIRIBFIE IR (EEIRZEEIN B
izl

% 1-23 AHR[ERS

RERS 488

code

200 success,

400 o SEHXXBEEFE, WzHuserNameBFE.

o SEXXABENT, WSHIAFEENT,
o SEXXBTIEERKE, MEHnameBi3iEEIKE.
o SEXXBAFRFE, WSHemaillEAFHE

401 OSSN,
404 XXIERAEFE, WAHRPAEFE
500 AT, BHEEER.
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2 SN BRE RS

OneAccesssz ISR AYARSAFBHMREENARR . FEIIRE B NER
NABRIEEHE, RS, AIRFEIIRSTENARIEILE.

TESAEN BT ABRESE XA o

el
ERSIREHIARRT, OneAccessXIRIAMT —LEPRE . BIEZEIE{FER)ava class. PR
{FFACPURIRTIE). PREINFRIERE. REMAIE. REIEBIHD R
o ZF{FMJava class,
ANSR{EATEAMLES:

var File = Java.type('java.io.File'); File;
S TERRE:
java.lang.ClassNotFoundException: java.io.File
o [RHIfERCPURIATIE,
EOABRFIHATESE 17D, B aEEERE .
ANR(EFA N EAMTES:

do{}while(true);
S TENRE:
ScriptCPUAbuseException

o [REINEFRIERSE.
EIAKNII0M, BEERESE,
SNR(EF T EAMLES:

var 0={},i=0; while (true) {o[i++] = 'abc'}
SHRETENRE:
ScriptMemoryAbuseException
o [REMAMEX,
RATHEEERAK, ARSI, while. forlBENRERXES, SUEHIE
IR
ANSR{EF T EANMTH:

var 0={},i=0; while (true) o[i++] = 'abc’;

S TERIRE:
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BracesException
o [REMEREPDERE.
INTRIREA RSP ER, MRER, BREETRR

print

echo

quit

exit

readFully

readLine

load
loadWithNewGlobal

B2~
. FAPREH

FRARFEILUERAR (usen) XTMR, XMWURPEETHPIFRERELE, BIiF
REEUEEE X PREERIENE. AREEEXAISERAFRREEY, KS
BHEXATSELERI.
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https://support.huaweicloud.com/intl/zh-cn/usermanual-oneaccess/oneaccess_03_0026.html

NASHHEIEIRSS

Fxisrm 2 WM F R BRESRAIAR
AP > APEEEY

BREIEEY

| ExEE
FEER BIE
ArsE userName
Wi s organizationld
HE name
Fi= mobile
HEFE email
foac S firstName
HiEE middleName
R lastName
s attrMickName
*H attrBirthday
#31 attrGender
UFfeER attridentityType
HESES attridentityNumber
EsaiX attrArea
il attrCity

| TieE=
FERER BHAE
&Tid employeeid
EELH attrManagerld
M EET attrUserType
MR attrHireDate
L{ERrTEiE attrWorkPlace
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Fxisrm

2 AMTFFRBRESEN A

- BN BRSYRFEARRTE:
var createdAt = user.createdAt;
var date =new Date(createdAt);
date.tolSOString();

- 2 BESRARPBNFNS, FSEHRE4:
var mobile = user.mobile;
var result = "";
if(mobile.length == 15) {
result = mobile.slice(0,7) + "****" + mobile.slice(-4);
}

result;

- B3 RIERFRERAEFHRE:

var username = user.userName;
username.toLowerCase()+"@huaweicloud.com";

o HAORFM

ERARALUMERLABLR (organization ) IXPMIIR, XNNKHEE THEWRE

.
- B BREHRIRETR:

var orgName = organization.name;
orgName.toString();

- BI2: BREYLEGRED:
var orgCode = organization.code;
orgCode.toString();

- B3 BRSYARLRId:
var id= organization.id;
id.toString();

o ZEFFEM
RENR SR, tNEHEA.
5 BREYBRRAY KAT(E) :

var date =new Date();
date.setDate(date.getDate()+1);
date.tolSOString();
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