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{

"nonce": "123456",
"timestamp": 1783610513,
"eventType": "eventType",
"data": "BAMAGHE",
"signature": ""

}
- BRBREZMINERNEKRRMA:
{
"nonce": "123456",
"timestamp": 1783610513,

"eventType": "eventType",
"data": "10jvw2WPVW?7LijxS8UvISr8pdDP+rXpPbcLGOmMIBNbWetRg7IPOvdhkl",

}

o IBNZRA
&S 200

[=RREAY]
- KRERBERE2MNEEARE] :
{
"code": "200",

"message": "success",
"data": "BASZAGEE"
}

-  EREBEEZMMNEEmNRE
{
"code": "200",
"message": "success",

"data": "P+rXpWetRg7IPOvdhVgkVwSoZBJeQwY2zhROslq/HJ+q6tp1ghl9L1+c"
}
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signature | JBEEH, BTRIEEREAREONeAccess, LIBFEENE, &7
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AESKey | AESEIARIZSE, INEEIANAES/GCM/NoPadding + Base64,

msg BASGERIR, &zL/9JSON,

encrypt | BASGEEmsglNZab B HiH 1 TBase649Ri8 RIS .
_msg

RT LA R B A S X R E OneAccess, OneAccessiEE{4EXLA 1 N B
T, 1EKbodylhhEEIBEREZFH LIS EsignaturetriR, AN BEEIGIFLS
HHIERMEEBEES, IIELBRNT:

HEEE,

ITEEZHREEZEA. Noncefd (nonce ) . BIEIE (timestamp ) . SH{4EEY
(eventType ) . HEYAK (data ) 5EPHER, EfERHITIERE ., FEHAHMAC-

SHA256 + Base64EEHITINE . LATAlavaiE S & &AM

String message = nonce + "&" + timestamp + "&" + eventType + "&" + data;

Mac mac = Mac.getinstance("HmacSHA256");

SecretKeySpec secretKey = new SecretKeySpec (%5 %$H.getBytes(StandardCharsets.UTF_8),

"HmacSHA256");

mac.init(secretKey);

String newSignature =

Base64.getEncoder().encodeToString(mac.doFinal(message.getBytes(StandardCharsets.UTF_8)));

bt BRI B cal_signature 5iEsk&#signature2E&HE%E, BENERREILE

el PR ERESKIR BN NG H S8 o

BN FAE . EXFRHER16DFHHMBIFRSR. B msgifEzan, +
BfEA&IHITIERE . LATlavaiES=pl:

String dataStr = RandomStringUtils.random(16, true, false) + "&" + data;

X ERBAN FRF SR EFIAESkey INZE S, Bit1TBase64dwty, IRIEEN
encrypt_msg., LA lavaiE=abl:

Cipher cipher = Cipher.getinstance("AES/GCM/NoPadding");

SecretKeySpec secretKey = new SecretKeySpec(NZ#%:$H.getBytes(StandardCharsets.UTF_8), "AES");
cipher.init(1, secretKey);

byte[] bytes = dataStr.getBytes(StandardCharsets.UTF_8);

String ecnryptStr = Base64.getEncoder().encodeToString(cipher.doFinal(bytes));

BRI TBASECARRRT
byte[] encryptStr = Base64.getDecoder().decode(data);
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2. {EFHAESKey{THEE:
Cipher cipher = Cipher.getinstance("AES/GCM/NoPadding");
SecretKeySpec secretKey = new SecretKeySpec(INZ%;$H.getBytes(StandardCharsets.UTF_8), "AES");
cipher.init(2, secretKey);
byte[] bytes = cipher.doFinal(encryptStr);

3. Zigrand_msgLEBRI16MBEFT, RIFKAIEBD BN AEMSsg.

String dataStr = StringUtils.split(new String(bytes, StandardCharsets.UTF_8), "&")[1];

RS2 INZ R
o  LUITHHIEZE& AES/GCM/NoPadding&Ei£INZ MR )avaiE S 1l :

package com.example.demo.controller;
import com.alibaba.fastjson.JSONObject;
import java.nio.charset.Charset;
import java.nio.charset.StandardCharsets;
import java.util.Base64;
import javax.crypto.Cipher;
import javax.crypto.Mac;
import javax.crypto.spec. GCMParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import javax.servlet.http.HttpServletRequest;
import org.apache.commons.lang3.RandomStringUtils;
import org.apache.commons.lang3.StringUtils;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;
import org.springframework.stereotype.Controller;
import org.springframework.util.Assert;
import org.springframework.web.bind.annotation.RequestBody;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.ResponseBody;
@RequestMapping
@Controller
public class GcmController {
private static final Logger log =
LoggerFactory.getLogger(com.example.demo.controller.GcmController.class);
51 // re?ij)n UTF=ASHIIRE =S EMAI32{FHFH (R FEANENHT), EXMEREFA
AT

*Redh

*/

private static String token;

* BEEH

*/

private static String signKey;

/**

* In&E=5H

*/

private static String encryptionKey;

//endregion

* InEE*E

*/

private static String hmacSha256;

private static String encryptAlgorithm;

private static String encryptKeyAlgorithm;

private static int aesKeySize;

private static final Charset CHARSET = StandardCharsets.UTF_8;

public static void setToken(String token) {
GcmController.token = token;

}

public static void setSignKey(String signKey) {
GcmController.signKey = signKey;

}

public static void setEncryptionKey(String encryptionKey) {
GcmController.encryptionKey = encryptionKey;

}

public static void setHmacSha256(String hmacSha256) {
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GcmController.hmacSha256 = hmacSha256;
}
public static void setEncryptAlgorithm(String encryptAlgorithm) {
GcmController.encryptAlgorithm = encryptAlgorithm;
}
public static void setEncryptKeyAlgorithm(String encryptKeyAlgorithm) {
GcmController.encryptKeyAlgorithm = encryptKeyAlgorithm;
}
public static void setAesKeySize(int aesKeySize) {
GcmController.aesKeySize = aesKeySize;
}
public static String getToken() {
return token;
}
public static String getSignKey() {
return signKey;
}
public static String getEncryptionKey() {
return encryptionKey;
}
public static String getHmacSha256() {
return hmacSha256;
}
public static String getEncryptAlgorithm() {
return encryptAlgorithm;
}
public static String getEncryptKeyAlgorithm() {
return encryptKeyAlgorithm;
}
public static int getAesKeySize() {
return aesKeySize;
}
@ResponseBody
@RequestMapping({"/gcm/callback"})
public JSONObject demo(HttpServietRequest httpRequest, @RequestBody String body) {
log.info("#ESHHEVSEEIE, FEIRIRX: " + body);
JSONObject result = new JSONObject();
result.put("code", "200");
result.put("message", "success");
String authorization = httpRequest.getHeader("Authorization");
if (!StringUtils.join((Object[]) new String[]{"Bearer ", token}).equals(authorization)) {
result.put("code", "401");
result.put("message”, "F~&EHIBERK! ");
printResult(result);
return result;

}

JSONObject request = JSSONObject.parseObject(body);

String signature = request.getString("signature");

String eventType = request.getString("eventType");

log.info("SH{4ZER" + eventType);

String data = request.getString("data");

if (StringUtils.isNotEmpty(signKey))

try {
log.info("FHARIREZ");
String message = request.getString("nonce") + "&" + request.getLong("timestamp") + "&"
+ eventType + "&" + data;
Mac mac = Mac.getinstance(hmacSha256);
SecretKeySpec secretKey = new SecretKeySpec(signKey.getBytes(CHARSET), hmacSha256);
mac.init(secretKey);
String newSignature =
Base64.getEncoder().encodeToString(mac.doFinal(message.getBytes(CHARSET)));
Assert.isTrue(newSignature.equals(signature), "S&F~—&");
log.info ("EZRILMIN");
} catch (Exception e) {

log.error("&EERIGKI", e);
result.put("code", "401");
result.put("message", "SZIIGEM");
printResult(result);
return result;
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}
if (StringUtils.isNotEmpty(encryptionKey)) {

log.info("FHEREZEIE" + data);

try {
Cipher cipher = Cipher.getInstance(encryptAlgorithm);
SecretKeySpec secretKey = new SecretKeySpec(encryptionKey.getBytes(CHARSET),

encryptKeyAlgorithm);

byte[] iv = decodeFromBase64(data.substring(0, 24));
data = data.substring(24);
cipher.init(2, secretkey, new GCMParameterSpec(aesKeySize, iv));
byte[] bytes = cipher.doFinal(Base64.getDecoder().decode(data));
data = new String(bytes, CHARSET);
log.info("fREEIRIN, MBEEEIE: " + data);

} catch (Exception e) {
log.error ("fEEZEIREM", €);
result.put("code", "401");
result.put("message"”, "FREZEIELM");
printResult(result);
return result;

}

}
JSONObject eventData = JSONObject.parseObject(data);
JSONObject returnData = new JSONObject(1);
String dataStr = null;
switch (eventType) {
case "CREATE_USER™
/] #R¥E username ME—RETHEUE, WRNHFEUIECHFEMERLE . FRE Tizd
returnData.put("id", eventData.getString("username"));
break;
case "CREATE_ORGANIZATION":
/] {REcodelE— R s, MR RS FEMEIIGE ., FHRE TiFd
returnData.put("id", eventData.getString("code"));
break;
case "UPDATE_USER":
case "UPDATE_ORGANIZATION":
/| EBIEUERT, RBEINFREET
returnData.put("id", eventData.getString("id"));
break;
case "DELETE_ORGANIZATION":
case "DELETE_USER™:
/] {RIE R SSZEHITRIBRIRE . ARBIREIFE
break;
default:
result.put("code", "400");
result.put("message"”, "R IFAOSEHESER);
printResult(result);
return result;
}
if (dataStr == null && returnData.size() > 0)
dataStr = returnData.toJSONString();
if (StringUtils.isNotEmpty(encryptionKey) && dataStr != null) {
String random = RandomStringUtils.random(24, true, true);
log.info("FFIAINZEWE" + dataStr);
try {
Cipher cipher = Cipher.getinstance(encryptAlgorithm);
SecretKeySpec secretKey = new SecretKeySpec(encryptionKey.getBytes(CHARSET),
encryptKeyAlgorithm);
byte[] iv = decodeFromBase64(random);
cipher.init(1, secretkey, new GCMParameterSpec(aesKeySize, iv));
byte[] bytes = dataStr.getBytes(CHARSET);
dataStr = Base64.getEncoder().encodeToString(cipher.doFinal(bytes));
dataStr = random + dataStr;
log.info("INZEEIRRIN, MMZEEEIE: " + dataStr);
} catch (Exception e) {
log.error ("INZEEIRLRI", e);
result.put("code", "500");
result.put("message", "HIZZHIRLEM");
printResult(result);
return result;
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}

}
result.put("data", dataStr);
printResult(result);
return result;

}

private static byte[] decodeFromBase64(String data) {
return Base64.getDecoder().decode(data);

}

private void printResult(JSONObject result) {
log.info("" + result.toJSONString());

}

}

o LITHHUERR& AES/ECB/PKCS5PaddingEi X INZ R ZRYJavaiE Sl
package com.example.demo.controller;
import com.alibaba.fastjson.JSONObject;
import java.nio.charset.Charset;
import java.nio.charset.StandardCharsets;
import java.util.Base64;
import java.utilLUUID;
import javax.crypto.Cipher;
import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;
import javax.servlet.http.HttpServletRequest;
import org.apache.commons.lang3.RandomStringUtils;
import org.apache.commons.lang3.StringUtils;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;
import org.springframework.stereotype.Controller;
import org.springframework.util.Assert;
import org.springframework.web.bind.annotation.RequestBody;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.ResponseBody;

@RequestMapping
@Controller
public class DemoController {
private static final Logger log =
LoggerFactory.getLogger(com.example.demo.controller.DemoController.class);

[ EBRTHER /
private static String SEPARATOR = "&";

[ SR
private static String signKey;

[ IR
private static String encryptionKey;

[ BESHE

private static String token;

[ EEHE
private static String hmacSha256;

[ INZEEE */
private static String encryptAlgorithm;

/** **/
private static String encryptKeyAlgorithm;

[ RS */
private static final Charset CHARSET = StandardCharsets.UTF_8;
public static String getSignKey() {

return signKey;

public static String getEncryptionKey() {
return encryptionKey;

}
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public static String getToken() {
return token;
}
public static String getHmacSha256() {
return hmacSha256;
}
public static String getEncryptAlgorithm() {
return encryptAlgorithm;
}
public static String getEncryptKeyAlgorithm() {
return encryptKeyAlgorithm;
}
public static void setSignKey(String signKey) {
DemoController.signKey = signKey;
}
public static void setEncryptionKey(String encryptionKey) {
DemoController.encryptionKey = encryptionKey;
}
public static void setToken(String token) {
DemoController.token = token;
}
public static void setHmacSha256(String hmacSha256) {
DemoControllerhmacSha256 = hmacSha256;
}
public static void setEncryptAlgorithm(String encryptAlgorithm) {
DemoController.encryptAlgorithm = encryptAlgorithm;
}
public static void setEncryptKeyAlgorithm(String encryptKeyAlgorithm) {
DemoController.encryptKeyAlgorithm = encryptKeyAlgorithm;
}
@ResponseBody
@RequestMapping({"/callback"})
public JSONObject demo(HttpServiletRequest httpRequest, @RequestBody String body) {
JSONObject result = new JSONODbject();
result.put("code", "200");
result.put("message", "success");
log.info ("EEI I ENEIE 2R, R8RS " + body);
String authorization = httpRequest.getHeader("Authorization");
if (!StringUtils.join("Bearer ", token).equals(authorization)) {
result.put("code", "401");
result.put("message”, "~EIEANERK!");
printResult(result);
return result;
}
JSONODbject request = JSSONObject.parseObject(body);
String signature = request.getString("signature");
String eventType = request.getString("eventType");
log.info ("SR " + eventType);
String data = request.getString("data");
if (StringUtils.isNotEmpty(signKey)) {
try {
log.info("FHARIGESZ");
String message = request.getString("nonce") + SEPARATOR +
request.getLong("timestamp") + SEPARATOR + eventType + SEPARATOR + data;
Mac mac = Mac.getinstance(hmacSha256);

SecretKeySpec secretKey = new SecretKeySpec(signKey.getBytes(CHARSET), hmacSha256);

mac.init(secretKey);
String newSignature =
Base64.getEncoder().encodeToString(mac.doFinal(message.getBytes(CHARSET)));
Assert.isTrue(newSignature.equals(signature), "&S&F~—&");
log.info ("B ZKIEKIN");
} catch (Exception e) {
log.info ("B ZKIGEM");
log.error ("EZRIGEM", e);
result.put("code", "401");
result.put("message”, "EZRIGLM");
printResult(result);
return result;
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}
if (StringUtils.isNotEmpty(encryptionKey)) {
log.info("FHAMEZEIE: " + data);
try {
Cipher cipher = Cipher.getInstance(encryptAlgorithm);
SecretKeySpec secretKey = new SecretKeySpec(encryptionKey.getBytes(CHARSET),
encryptKeyAlgorithm);
cipher.init(2, secretKey);
byte[] bytes = cipher.doFinal(Base64.getDecoder().decode(data));
data = StringUtils.split(new String(bytes, CHARSET), SEPARATOR)[1];
log.info("FEEEIRmMIN, BEEEIE: " + data);
} catch (Exception e) {
log.info("fREZEIREM");
log.error ("fEEZHIRSE", €);
result.put("code", "401");
result.put("message"”, "FREZEIELM");
printResult(result);
return result;
}
}
JSONObject eventData = JSONObject.parseObject(data);
JSONObject returnData = new JSONObject(1);
String dataStr = null;
switch (eventType) {
case "CREATE_USER™
returnData.put("id", eventData.getString("username"));
break;
case "CREATE_ORGANIZATION":
returnData.put("id", eventData.getString("code"));
break;
case "UPDATE_USER":
case "UPDATE_ORGANIZATION":
returnData.put("id", eventData.getString("id"));
break;
case "DELETE_ORGANIZATION":
case "DELETE_USER":
break;
case "CHECK_URL":
dataStr = UUID.randomUUID().toString().replaceAll("-", "");
break;
default:
result.put("code", "400");
result.put("message"”, " IFAOSEHSEE");
printResult(result);
return result;

}
if (dataStr == null && returnData.size() > 0) {
dataStr = returnData.toJSONString();

}
if (StringUtils.isNotEmpty(encryptionKey) && dataStr != null) {
dataStr = RandomStringUtils.random(16, true, false) + SEPARATOR + dataStr;
log.info("FFIAINZEEME: " + dataStr);
try {
Cipher cipher = Cipher.getinstance(encryptAlgorithm);
SecretKeySpec secretKey = new SecretKeySpec(encryptionKey.getBytes(CHARSET),
encryptKeyAlgorithm);
cipher.init(1, secretKey);
byte[] bytes = dataStr.getBytes(CHARSET);
dataStr = Base64.getEncoder().encodeToString(cipher.doFinal(bytes));
log.info("INZEHERLIN, INZEEUE: " + dataStr);
} catch (Exception e) {
log.info("INZEIREM");
log.error("INEHIESE", e);
result.put("code", "500");
result.put("message"”, "IIZZEIELM");
printResult(result);
return result;
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result.put("data", dataStr);
printResult(result);
return result;
}
private void printResult(JSONObject result) {
log.info("iIREIHHES: " + result.to)SONString());
}
}

1.2.3 IQEEE itk

GNSREVV R FRIEW S HHEEAIURL Jahttps://{app_domain}/callback, H{EWERRTE
FRELOIEEEFER, OneAccesseRXE—RIGIFEEHEIESHIURLEIREIRS -

URL
POST https://{app_domain}/callback

iExRk

Authorization: Bearer {access_token}

IERSH

xR 1-9i5RSH

2% ¥R | #id

nonce String BENLEL, StimestampESER, BAFHILERERILE
timesta | Integer | BJE&, SnoncetESER, ATFHILIERERIZE

mp
eventTyp | String BRI SEH2ERYHCHECK_URL,
e

data String BRI, BRABINZER, RXBEXHIENZEAS, HAF
BINERY, RXINZNEIN=FErRER, SERREIEERN
&, BEEBrandom, msg_M=FE, HAmsgBIARAX
HERS.

signature | String HERR, signatureitE4&5 1 NAESHIEZ%H
(signatureSaltValue) . &k AJtimestamp. nonce. %
BEER,

R S5

% 1-10 IS
2% SHEER | ik

code String IR[Elcodefd, 200FRmIN, KMEEIRIGIESELHRE
8.
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2% SHER | i
message | String N Mz £5 R B o
data String o IRHABINZER, REIEREAFPIIBNIETFRTE .

o LFFEINZERT, XHERBAFINZHIFEN FFRHITHE
2, IREIEHNZOZENFZHEE, TEEZEE
HERS, %EArandom. msg_MFE, Hfimsg
B RANGEHERS .

iERpl

o KREAHEREZMINZFEANZRIM:
{

"nonce": "bqVHVThFGooCRjSf",
"timestamp": 1573784783795,
"eventType": "CHECK_URL",

|||||

: "random string",

"signature": ""

}

o ERIBEERMMELERTA:
{

"nonce": "jmgjjEAJbrMzZWmUw",

"timestamp": 15093849585,

"eventType": "CHECK_URL",

"data": "jJRqGWO08Tyuxg+ChqGFk7SiPCt6MgcUDvzP5CBYnD30=",
"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="

N Rz 7~

JRZASRG: 200

(=R

o REABERZEZMINZEAINRNIE:
{

}

1.3 API

1.3.1 #hR

|||||

|||||

o [EZARIENIRIERFBENABIE, ISELRT,
o AETHSHHRIERRARHRREWNBFRERZMEEINE.
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1.3.2 FREREH

URL

N Rz S4L

i5RTHl

B iZESHENARARLSENRRES

POST https://{app_domain}/callback

Authorization: Bearer {access_token}

LIFERSHMUUR ISR BRI E, BIEBRRIUSELSRRERLTE

BfrR YR .

=1-11 BRSH

8% BEIESH | S¥EE |

code g String(10 | ANRS, EBHE—,
0)

name = String(40 | fARBFR, IEER TERTEEES.
)

parentld | & String(50 | RHLAID,
)

= 1-12 IS

S SEEER | i

id String(50 | o TipFRMLRIFECIENAIRKING, S£RAIWMEID, HElE

) ZOneAccess, {EZHIERIE—IRIR,

o TE(ECL. MIBRHIGRT, BEBIdE TN, FNFNAR
B, MRFA—, FEEORERIJEERZHRY

ido

o ERIEEEZMMENBERTA:
{

"nonce": "AmgjjEAJbrMzZWmUw",
"timestamp": 15093849585,
"eventType": "CREATE_ORGANIZATION",

|||||

- "6lubgxrHydJIXEWxQhUa3UgsWsDZ5LTAo/xU3zhjg9H3syCuFYDYKg==",

MAERRAS 01 (2025-08-06)
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"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="

}

o EkEB{KRdatafFZGRISONZRFEER:

{
"code": "1000003",
"name": "EiXHAF",
"parentld": "5b183439-36a8-4d08-94ba-61b3c8d40b66"

}

N Mz 73~

JRZSES: 200

15RBXL]
o SRIEEEZMINEAINGRIE:
{
"code": "200",

"data": "j3rRBbc1Q1z11ZM0ODDcUGFyaazO3NgnMbgK6UeWT35Druf5zyXg="
}

o N EiKkdatafifZGHISONFFFRIET:
{

"id": "6c5bb468-14b2-4183-baf2-06d523e03bd3"
}

1.3.3 ZHRFEH

B ZEOBERNARELENRARS.

URL

POST https://{app_domain}/callback
=

Authorization: Bearer {access_token}
IBREH

*£ 1-13 iFk&sH
2¥ EES# | SR | |k

id 2 String(50 | e iV RIFBAIHIAEID,
) o UHIEBTIIMARERRERING, T

VR FRBIENAEFERNMEID, BHEE
OneAccess, {ENZAERIE—RIR

code 2 String(10 | ANR=S, EBHE—.
0)

name 2 String(40 | tARZIR, FIEER TRIRFEEE,
)
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SH EESH | SEEEE | @k

parentld | & String(50 | X4ELRID,

)

MR S4L

& 1-14 DN S

2% SR | R

\

id

String(50 | ¢ 531-13/f9id—%,
)

o YT FHEFFMRING, EHEZEOneAccessHIH
1D,

o FTFHNAFRE—H, WRA—H, FEEMERERIJE
BEZRIAId,

BRI

il iz 73~ 451

ERIBE R MMNZRNERTHA:
{

"nonce": "AmgjjEAJbrMzWmUw",
"timestamp": 15093849585,
"eventType": "UPDATE_ORGANIZATION ",
"data": "6xrHydJIXEWxQhUa3UqsXHWsDZ5LTAo/xU3zhjq9H3syCuFYDYKg==
"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="
}

BB RdatafFZ FHISONFRFRIE o
RIEEKRIALNMIDSHEFRIEEER, BEERARNEREMEREEE N
M.
i "id": "6c5bb468-14b2-4183-baf2-06d523e03bd3",

"code": "1000003",

"name": "EiXDAE",
"parentld": "5b183439-36a8-4d08-94ba-61b3c8d40b66"

WE&IG: 200
BRI

[ERIEREZAMINZAINR N A:

"message": "success",
"data": "T41FtX1Q1z1lZMODDcUGFyaazO3NgnMbgK6UeWT35Druf5zyXg="

}
g Rz B A dataff FHYSONF TR :

"id": "6c5bb468-14b2-4183-baf2-06d523e03bd3"
}
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1.3.4 MIPRZBRSFH

B iZESHRNALRARLSENRRES

URL

imxRk

IEREH

VRS54

BRI

e Rz 7~

POST https://{app_domain}/callback

Authorization: Bearer {access_token}

£ 1-15 F5Kk3H
2% SHEER | #Hid
id String o TR FIRIHIAEID,

o IHDBITHIBAREHELRING, Tk NEe
%T&*@?Eﬁﬁmml D, EfEZEOneAccess, {ERiZHE
M _/j_ﬁ'/qo

& 1-16 IR 2%
2% SRR | iR
code String i&[Blcodefd, 200F R
message | Integer | RMIRHEERIAVEEIRIEENREE

o ERIHEEEZMMENBRTA:
{

"nonce": "AmgjjEAJbrMzWmUw",
"timestamp": 15093849585,
"eventType": "DELETE_ORGANIZATION ",

"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="

}

o EREKdatafiFBEGHISONFFFRIEI:

{

"id": "6c5bb468-14b2-4183-baf2-06d523e03bd3"

}

JRZASRG: 200
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IR NSAY)
{

"code™ "200",

"message":

}

1.3.5 ¥HEHEPSEH

BEizZEOSHENRRRSENRRS

"success"

URL
POST https://{app_domain}/callback
iERL
Authorization: Bearer {access_token}
BREH
U TFERSHUARWIREENSMRSSHE, BUIEBRTUSESRISER
SEBIrNBIEMN .
£ 1-17 BRSHY
2% BEES# | SR | @k
usernam | & String(10 | P&,
e 0)
name =2 String(40 | FHP%A .
)
organiza | 2 String LRLAMNAAID,
tionld
password | & String =,
disabled | 2 Boolean | B2&ZH, trueRRZMAIRE, falseR~ESH
(REZHRH)
firstNam | & String(20 | &=,
e )
middleN | & String(20 | HEIZ,
ame )
lastNam | & String(20 | ¥,
e )
mobile & String FNS,
email S String HRFEHBLLL .
extAttrl | & -- rEEM, tIirERBFENE, LECRER
jjl&o
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SH EESH | SEEEE | @k

extAttr2 | & - :;IJL %E'EZ, el RRBFENE, LSEPRE.

RS &

& 1-18 IS
2H SHEE | R

id String(50 | o TifFENRIFEEIEAFRING, £RAIAFID, FolE
) ZEOneAccess, EZRBFPHIE—RIR,

o TE(EL. MPBRABFRY, BEIdETHNA, FNFNAR
B, MRFA—, FEZEORERIJEERZERY
ido

R
o EREBESMNBEOERTA:
{

"nonce": "AmgjjEAJbrMzZWmUw",
"timestamp": 1509384....,
"eventType": "CREATE_USER",

"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="
}

o iFKERdatafiFZE SRISONFFRFEHEI:
{

"name": "IK=",

"mobile": "1899876....",

"email": "zhangsan@test.com",

"organizationld": "391551e8-160f-4993-8177-e7b9c5f6....",
"extAttr1": "value",

"extAttr2": "value"

e Rz 73~

IRZSRS: 200

(=R NAY)
o SHBREZRZMINZAIMARG:
{
"code": "200",

"message": "success",
"data": "P+rXpWetRg7IPOvdhVgkVwSoZBJeQwY2zhROsJq/HJ+g6tp1ghlOLT+c"
}

o BN E{RdatafiFZ [SRISONFFFERFET:
{

"id": "c3a26dd3-27a0-4dec-a2ac-ce211e10...."
}
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1.3.6 2 AFPEH

BT ZEZEOSEHRNBARRSENRARS.
URL

POST https://{app_domain}/callback
=S

Authorization: Bearer {access_token}
IBRSH

% 1-19 i5k3H

S BEESH | SHER |k
id 2 String(50 | MR FBRYEEFID,
)

usernam | & String(10 | P&,

e 0)

name & String(40 | FBFP®S

)

firstNam | & String(20 | &=,

e )

middleN | & String(20 | EE,

ame )

lastNam | & String(20 | ¥EG.

e )

organiza | & String RIRNHIID,

tionld

mobile &= String FNS.

email & String HRFEHBLLL .

disabled | 2 Boolean | 2EEH, trueRREZBIRZE, falseR<EH
(RZH) .

extAttrl | & - rEEM, I ERBFPEN, SCRER
jjl&o

extAttr2 | & -- rER4%2, Y EBBREMN, SEHRER
jjlﬁo
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MR SEL

£ 1-20 MINSH

BEZRIAYI,

s SR | R
id String(50 | o 53&1-1980f9id—34,
) . )‘f.lﬁmumm@ﬁmpﬁmﬁ, EEZOneAccesstigFl
ID,o

o FTFHNARE—H, WRFA—, EEEMRERIE

BRI
o BRHEEZMINZANSRRG:
{
"nonce": "AmgjjEAJbrMzWmuUw",

"timestamp": 15093849585,
"eventType": "UPDATE_USER",

"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="
}

o IEREFdatafFE FRISONFFFHREI.
RIEERIAFIDSHERAFER, BEENRARRMYEARIEEEINA.
{

"id": "c3a26dd3-27a0-4dec-a2ac-ce211e10....",

"name": "g§k=2",

"mobile": "1867237....",
"email": "454205...@qg.com",
"extAttr1": "value",
"extAttr2": "value"

il iz 73~ 451

IRZSES: 200

BRI
o ERIBEEZMNNZRINRNIE:
{
"code": "200

|||||

}
o [l {AdataffZ [FRIISONFRIRIET:
{

"id": "c3a26dd3-27a0-4dec-a2ac-ce211e105f97"
}

1.3.7 MERAFPHEH

BidizEERRRNRFR RS ENARS .
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URL
POST https://{app_domain}/callback
ig3kk

Authorization: Bearer {access_token}

IBREH

£ 1-21 5k3H
2% SHEER | ik

id String o TirleNARIARFID,

o IAFBIFEAREHESKING, TiFEINAEY
%EF‘?EE}Z%P ID, [EEZEOneAccess, {EHIZAF
YME—FRIR

VeS8

E1-22 i5RSH

2% SR | ik
code String iR[Blcodefd, 2003FRRALIN-

message | Integer | ZMRHIERTAVEEIRERISE

iERpI
o ERIBEERMMERERTA:
i "nonce": "AmgjjEAJbrMzZWmUw",
"eventType": "DELETE_USER",

"data": "6IXEWxQhUa3UqsXHWsDZ5LTAo/xU3zhjq9H3syCuFYDYKg==",
"signature": "KO8yDiTEc094KoccOY+VYLQFxxQ="

}
o iEKEB{KRdatafFZFRISONFRFEAE
{
"id": "c3a26dd3-27a0-4dec-a2ac-ce211e10...."
}

M Rz~
RERG: 200
1BEKAEIN
' "code": "200",

"message": "success"

}
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1 BEEHEIRELXRSEEENA

1.4 RILR[O)ES

SHEIFEORAHTTPIRSRRTRFERMINEE XY . BN BRIEERSSE
PATEIRS RRIRIERHITIR[E], OneAccessiZiREIVEEIRIBTIEIRER

EHiCRF.

% 1-23 N HR[ERS

RFEIRN A

RER | %A

code

200 success,

400 o SHXXEEFE, WEHuserNameBFE.
o SEXXARENZT, WEHIdFRENZ,
o SHXXBEIEEKE, WE#HnameBEIEERIKE.
o SHXXEHAFKE, WSHemaill&HXA/HFS

401 EOSNEM

404 XXIERAFE, MARPAREFE.

500 REZEIC, BHEEER.
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2 QMo BRE RS

OneAccesssz ISR AYARSAFBHMREENARR . FEIIRE B NER
NABRIEEHE, RS, AIRFEIIRSTENARIEILE.

TESAEN BT ABRESE XA o

el
ERSIREHIARRT, OneAccessXIRIAMT —LEPRE . BIEZEIE{FER)ava class. PR
{FFACPURIRTIE). PREINFRIERE. REMAIE. REIEBIHD R
o ZF{FMJava class,
ANSR{EATEAMLES:

var File = Java.type('java.io.File'); File;
S TERRE:
java.lang.ClassNotFoundException: java.io.File
o [RHIfERCPURIATIE,
EOABRFIHATESE 17D, B aEEERE .
ANR(EFA N EAMTES:

do{}while(true);
S TENRE:
ScriptCPUAbuseException

o [REINEFRIERSE.
EIAKNII0M, BEERESE,
SNR(EF T EAMLES:

var 0={},i=0; while (true) {o[i++] = 'abc'}
SHRETENRE:
ScriptMemoryAbuseException
o [REMAMEX,
RATHEEERAK, ARSI, while. forlBENRERXES, SUEHIE
IR
ANSR{EF T EANMTH:

var 0={},i=0; while (true) o[i++] = 'abc’;

S TERIRE:
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BracesException
o [REMEREPDERE.
INTRIREA RSP ER, MRER, BREETRR

print

echo

quit

exit

readFully

readLine

load
loadWithNewGlobal

B2~
. FAPREH

FRARFEILUERAR (usen) XTMR, XMWURPEETHPIFRERELE, BIiF
REEUEEE X PREERIENE. AREEEXAISERAFRBREEY, KS
BHEXATSELERI,
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NASHHEIEIRSS

Fxisrm 2 WM F R BRESRAIAR
AP > APEEEY

BREIEEY

| ExEE
FEER BIE
ArsE userName
Wi s organizationld
HE name
Fi= mobile
HEFE email
foac S firstName
HiEE middleName
R lastName
s attrMickName
*H attrBirthday
#31 attrGender
UFfeER attridentityType
HESES attridentityNumber
EsaiX attrArea
il attrCity

| TieE=
FERER BHAE
&Tid employeeid
EELH attrManagerld
M EET attrUserType
MR attrHireDate
L{ERrTEiE attrWorkPlace
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- BN BRSYRFEARRTE:
var createdAt = user.createdAt;
var date =new Date(createdAt);
date.tolSOString();

- 2 BESRARPBNFNS, FSEHRE4:
var mobile = user.mobile;
var result = "";
if(mobile.length == 15) {
result = mobile.slice(0,7) + "****" + mobile.slice(-4);
}

result;

- B3 RIERFRERAEFHRE:

var username = user.userName;
username.toLowerCase()+"@huaweicloud.com";

o HAORFM

ERARALUMERLABLR (organization ) IXPMIIR, XNNKHEE THEWRE

.
- B BREHRIRETR:

var orgName = organization.name;
orgName.toString();

- BI2: BREYLEGRED:
var orgCode = organization.code;
orgCode.toString();

- B3 BRSYARLRId:
var id= organization.id;
id.toString();

o ZEFFEM
RENR SR, tNEHEA.
5 BREYBRRAY KAT(E) :

var date =new Date();
date.setDate(date.getDate()+1);
date.tolSOString();
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