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KafkaLflZEFEFiRKafkat¥, AILAEEMFEAkafkaFFRE PimiEiE . 1R
SASLNIERTL, MEFREFinEa EER RS IREANER S

RNEMEENBLFERSTRINE, MERENSLOIEZBIE . SASLIZERERANES .
ARMIKIAIEEE, AERM#ava. PythonFlGoFESHIERRG.

AERREHUERKafkafIAPIER, H£F-5/EZMAPIE, BESEKafkaBM .

EFimPY LSRR AR
BRI LA TSR AIIKafkaszfl:

o WMREFImE=LECS, SKafkas£flkbFEregion@VPC, NnlLAE#zAiaKafka
SCHRERI P R ZERE L

o MWEERFim=z=_LECS, SKafkazfflitFEEregionfBEAREVPC, BILAMEE

_iq:lj‘j_:_ﬂtifj IE_] o
- BIEBVPCXIZHEE, SR VPCRIMNEZITE, SEMBVPCHE., BEFRSEES
EVPCIEERAHR .

- B miEEEl, ARECIEINEESAFINBFETERIVPC, E
MEVPCHE . BERLRESERXERKSVPCHIE.
- FIAVPCEIRT SEARRVPCEEIZEVPCRIEEEE, SLHKafkaZFiniE
iFAM5EKafkasEfl
o NMREFIRAEMMNBINGE, & SKafkaSLEbFAEregion, WiHEISLEIRIA
RItEIE

NMIAERT, FEIEMKafkaSLHIlZRELHE, RiFiE19094 ( RFFFBSASL ) /9095
( FFIESASL ) #R4MEBMILEiAIE) .
(AR
FEMEIRES, NFZPREERY, JEEENEs, Sihi—iE, B, AERUE—
VPCRIFRIBIEAIS T, NMBRPisFFRINERE.

BENEEHBRIERMRY, EEEAMSESEE . DEAtelnetS0, WNSLAIEZIENSin
Do
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Kafka SLOWSSIES
o SEflEEMESHD

SEHIERE, MKafkaSLBlEHGRIERNMSERE IR, KafkasLBlERFalE
By, EOE3NEEN, EEFIRECER, ESEEERRC L.

MBABLMIGIE, EETLMERENMERE T RIRMEE I EKafkast
Bl
2-1 &F Kafka SLffl Broker iEREbi Sk

192.168.0.24:9092,192.168.0.224:5002,192.168.0.197:9052 O

e TopicEFR
MKafkaSEHlizHl S8 TopicE TR R E A FREX TopicEZ R,

2-2 &FE Topic BiR

&E Topic ETTAE
Topic &#R SEH 2lEE  EBlmiE (). FREEH
| topic-2075021038 | 3 3 72 =

e SASLEER

WNERLAIBIFERIFFESASLIAIE, MFEEIRISSASL_SSLAAFREZS5ERS . SSLIEH.
KafkaZ 2 HIFISASLIAENLHE]

- SASLARP&fEKafkasLflizHEal “‘AFER” TEPESE, R=ICE
13, O@ITEESASL SSLERLEHILE,

2-3 &F SASL BB

BIERA
BR&a = fllEREdE = B

test 2022/06/20 16:17:48 GMT+08:00 EETHE

- SSLiEF#EKafkasLAEEFI GRIERNEERE P FE.
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https://support.huaweicloud.com/intl/zh-cn/usermanual-kafka/kafka-ug-0003.html
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2 WESERRER

(EF)avaiB SiEELAIRY, EERIKSIEHNER . FERPythoniESiEEsLAl
At, EEACRTERANES.
SASLIAIEHHITEKafkasLflizEH SRR RS ERE IR . NESCRAM-
SHA-512FIPLAINESFE T, {RIELIREREFEEPEE—MECEEE. W
RUEXRETR “FFBEISASUAENE” , EHAERAPLAINLE

2-4 FFEHY SASL IAENE

EERER

P test O 2SS

Kafka SASL_SSL TS Ao s A SEISASL_SSL
HERISASLIAF L SCRAM-SHA-512,PLAIN

KafkaZ 27 EKafkaSEFlizHl S NENSEREmPIXRE . IRREARER
“BREINZENMY” , BRIAERSASL_SSLIMY .
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Java

3.1 Java EFRIENTH

KX NBMavenF5 5| NKafkaZ i, F5epiKafkasSLfhEZEIUNBEELEFSEERN
BETE, IR EEEIDEREEDemoEREN, BEEJavaFRIMEBE,

TXFrEKafkalECEER, WNSLElhEsEtit. TopicBiR. FAFPEESE, BEEIWE
EIE(SRIREN

Maven 5|\ Kafka EFif

//KafkaSEBIEF 1 XARA1.1.0/2.3.0/2.7, HEEEZFHIFE—,

<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld>kafka-clients</artifactld>
<version>1.1.0/2.3.0/2.7.2</version>
</dependency>

;ﬁﬁ Kafka EEE{EI%\

ATHE, TNDEFSHEERINMRENHNE. HRERSASUAIERE, MR
KafkaSEliRBFFESASL, ERRIRAINEER, HXBREXNE; WNRKafkasLhIFF
JETSASL, WZERINELER, BREEXSH.

4 EEERENY (XA EEARBHAIdms.sdk.producer.properties3 {4 )
LATARIRERS AR FKafkaSThSBIOER, LAIEH . EFIEEMSY, AIE
EiR/m.

#TopicEMRERMAREFSIEELE.

HHUHBAHBHH RS RH BB AR

#KafkasLfilibroker(SE., ip:port BSLAIRNIERMENIAIGRC, 2% “WEEREE" ETIAE. 24):
bootstrap.servers=100.xxx.xxx.87:909x,100.xxx.xxx.69:909x,100.xxx.xxx.155:909x
bootstrap.servers=ip1:port1,ip2:port2,ip3:port3

#EIENSHE

acks=all

#HERIFIILTT

key.serializer=org.apache.kafka.common.serialization.StringSerializer

#ERIFIILTR

value.serializer=org.apache.kafka.common.serialization.StringSerializer

#producera] LAFBSREEGFEUIEHIAEAR/N
buffermemory=33554432

#EIIREL

retries=0

SASRRAS 01 (2024-05-22) WRIERE © LEARITERARERAF 4
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HHHRHHHRHHRHHRH AR HHRHH
HANRAGERSASLIAIE, ATSEETRE.
HHHRHHHRHHRHHRH AR HHRHH
#HFBESASUNIENLE] . WSHNZEG.
#sasl.mechanismJ3SASLINIEH I, usernamefpasswordISASL_SSLROFERZNZME, &% “ sk
=87 EPHIkEL.
#SASLIAEHIFID “PLAIN” BY, BCEERINT.
sasl.mechanism=PLAIN
sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \
username="username" \
password="password";
#SASLIAMIEHLENS “SCRAM-SHA-512” Y, ECEERUT.
sasl.mechanism=SCRAM-SHA-512
sasl.jaas.config=org.apache.kafka.common.security.scram.ScramLoginModule required \
username="username" \
password="password";

#ZBKafkaZ£tMY . security.protocol IZEHMY .

#ZREWMI “SASL_SSL” B, BEERWT-

security.protocol=SASL_SSL

#ssl truststore.location ASSLIEBAIFHEERE, WNTLABLAWINdowsRAIRFETUEG, EEERINBIR
ELIRE TR ESUERER .

ssl.truststore.location=E:\\temp\\client.truststore.jks

#ssl truststore.password ARSZEIEBERD, BEUELREN T ihElavamidjks3 .
ssl.truststore.password=dms@kafka

#ssl.endpoint.identification.algorithm/gIE IR ERIGFF X, AEUERRKT, XEFEHRSETANRE,
WINRE R,

ssl.endpoint.identification.algorithm=

#ZREW “SASL_PLAINTEXT” B, ECEESINT.

security.protocol=SASL_PLAINTEXT

HEEERENH (WALEZEEMIEHAYdms.sdk.consumer.properties3 {4 )

LARHBAERD AR EKafkaE B RIER, BREN . EFiREMSE, AILIR
EiR 0.
#TopicEIRERARRESHEABLF.
HHHRHHHRHHRH AR AR HHRHH
#Kafkas£filgIbroker(ES,, ip:port/ISEBIRVIER IR, &% “‘WEERER" EIRE, %4):
bootstrap.servers=100.xxx.xxx.87:909x,100.xxx.xxx.69:909x,100.xxx.xxx.155:909x
bootstrap.servers=ip1:port1,ip2:port2,ip3:port3
#FAsRME—tRiRconsumerR2FRTEERIF AR, NRIRERIFAIgroup id, FRiXEprocessesEl2RETE
—“Nconsumer group
group.id=1
#ERFILTSEC
key.deserializer=org.apache.kafka.common.serialization.StringDeserializer
HERIFSETSEC
value.deserializer=org.apache.kafka.common.serialization.StringDeserializer
HRBENS
auto.offset.reset=earliest
HHHRHH AR HHRH AR AR HHRHH
#UNRAERISASLIAIE, ATSHISEEE.
HHHRHH AR HHRHHRH AR HHRHH
#IRESASUAIENS . WSFI%ERT .
#sasl.mechanismgSASLIAIEN#I, usernamefpasswordISASL_SSLAOFEFZFIZ5RS, &% “WEIEE
B8 EHIREL
#SASLINIENLEIYS “PLAINY B, BCE{SEUIT.
sasl.mechanism=PLAIN
sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \
username="username" \
password="password";
#SASLIANIENEI “SCRAM-SHA-512” Y, EEEEEIT.
sasl.mechanism=SCRAM-SHA-512
sasl.jaas.config=org.apache.kafka.common.security.scram.ScramLoginModule required \
username="username" \
password="password";

#iZEKafkaZ LY . security.protocol AL LMY

#&2 “SASL_SSL” B, BRBEERWT.

security.protocol=SASL_SSL

#ssl truststore.location JJSSLUF-BRIFHEERRE, MNTRIBLAWIndows RAIREAENEM, BEERINER

SASRRAS 01 (2024-05-22) WRINFTE © AR ERABIRAE 5
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EXLIRE TR SRR ER.

ssl.truststore.location=E:\\temp\\client.truststore.jks

#ssl truststore.password ARSZEIEBERD, BEUELREN T ihElavamidjks3 .
ssl.truststore.password=dms@kafka

#ssl.endpoint.identification.algorithm/SiEBIHERIGF R, AENFRRKT, XBEFEFRFKADRT,
W BN,

ssl.endpoint.identification.algorithm=

#ZREWI “SASL_PLAINTEXT” B, ECEESIT.

security.protocol=SASL_PLAINTEXT

EFHER
o MR

package com.dms.producer;

import org.apache.kafka.clients.producer.Callback;
import org.apache kafka.clients.producer.RecordMetadata;
import org.junit.Test;

public class DmsProducerTest {
@Test
public void testProducer() throws Exception {
DmsProducer<String, String> producer = new DmsProducer<String, String>();
int partition = 0;
try {
for (inti=0;i<10;i++) {
String key = null;
String data = "The msg is " + i;
[ FRESECIERtopicEIR. HIt, EFEEHAPIESZA, Bif&NKafkaBMEE T3XHY
EFEEEAE.
producer.produce("topic-0", partition, key, data, new Callback() {
public void onCompletion(RecordMetadata metadata,
Exception exception) {
if (exception != null) {
exception.printStackTrace();
return;
}
System.out.println("produce msg completed");
}
D;

System.out.println("produce msg:" + data);

} catch (Exception e) {
// TODO: SFEALIE
e.printStackTrace();

} finally {
producer.close();

}

}
}

o HFHERE

package com.dms.producer;

import java.io.BufferedinputStream;
import java.io.FileInputStream;
import java.io.lOException;

import java.io.InputStream;

import java.net.URL;

import java.util ArrayList;

import java.util. Enumeration;
import java.util.List;

import java.util.Properties;

import org.apache kafka.clients.producer.Callback;
import org.apache.kafka.clients.producer.KafkaProducer;
import org.apache kafka.clients.producer.Producer;
import org.apache.kafka.clients.producer.ProducerRecord;

SASRRAS 01 (2024-05-22) WRINFTE © AR ERABIRAE 6
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public class DmsProducer<K, V> {
[BINEFHENERERESE, BARATESE X
public static final String CONFIG_PRODUCER_FILE_NAME = "dms.sdk.producer.properties";

private Producer<K, V> producer;

DmsProducer(String path)
{

Properties props = new Properties();

try {
InputStream in = new BufferedInputStream(new FilelnputStream(path));

props.load(in);
}catch (IOException e)

{
e.printStackTrace();

return;

}

producer = new KafkaProducer<K,V>(props);

DmsProducer()

{

Properties props = new Properties();

try {
props = loadFromClasspath(CONFIG_PRODUCER_FILE_NAME);

}catch (IOException e)

{
e.printStackTrace();
return;
}
producer = new KafkaProducer<K,V>(props);
}
/**
*HFEER

* @param topic topicIR
* @param partition  partition
* @param key HEkey
* @param data HEHE
public void produce(String topic, Integer partition, K key, V data)
{
produce(topic, partition, key, data, null, (Callback)null);

}

*k

*EFEER

* @param topic topicIR

* @param partition  partition

* @param key HEkey

* @param data HEHIE

* @param timestamp  timestamp

*/
public void produce(String topic, Integer partition, K key, V data, Long timestamp)
{
produce(topic, partition, key, data, timestamp, (Callback)null);
}
/** .
* EFEER

* @param topic topickI&R
* @param partition  partition
* @param key HEkey

* @param data HEHIE
* @param callback callback

*

public void produce(String topic, Integer partition, K key, V data, Callback callback)
{

SASRRAS 01 (2024-05-22) WRINFTE © AR ERABIRAE
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produce(topic, partition, key, data, null, callback);

}

public void produce(String topic, V data)
{
produce(topic, null, null, data, null, (Callback)null);

}

/**
*EFEHE

* @param topic topicIR
* @param partition  partition
* @param key HEkey
* @param data HEHIE
* @param timestamp  timestamp
* @param callback callback
*/
public void produce(String topic, Integer partition, K key, V data, Long timestamp, Callback
callback)
{
ProducerRecord<K, V> kafkaRecord =
timestamp == null ? new ProducerRecord<K, V>(topic, partition, key, data)
: new ProducerRecord<K, V>(topic, partition, timestamp, key, data);
produce(kafkaRecord, callback);
}

public void produce(ProducerRecord<K, V> kafkaRecord)

{
produce(kafkaRecord, (Callback)null);

}

public void produce(ProducerRecord<K, V> kafkaRecord, Callback callback)
{

}

producer.send (kafkaRecord, callback);

public void close()

{
}
/**

* get classloader from thread context if no classloader found in thread
* context return the classloader which has loaded this class

* @return classloader

*/

public static ClassLoader getCurrentClassLoader()

{

producer.close();

ClassLoader classLoader = Thread.currentThread()
.getContextClassLoader();
if (classLoader == null)

{
classLoader = DmsProducer.class.getClassLoader();
}
return classLoader;
}
/**

* Mclasspath INAECEEE

* @param configFileName EZ& S H-ZFR

* @return BEEER

* @throws |IOException

*/

public static Properties loadFromClasspath(String configFileName) throws IOException

{

ClassLoader classLoader = getCurrentClassLoader();

SASRRAS 01 (2024-05-22) WRINFTE © AR ERABIRAE 8
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Properties config = new Properties();
List<URL> properties = new ArrayList<URL>();
Enumeration<URL> propertyResources = classLoader
.getResources(configFileName);
while (propertyResources.hasMoreElements())
{
properties.add(propertyResources.nextElement());
for (URL url : properties)
{
InputStream is = null;
try
{
is = url.openStream();
config.load(is);
}
finally
if (is != null)
{
is.close();
is = null;
}
}
}
return config;
}
}
HEHZ
MRS
package com.dms.consumer;
import org.apache.kafka.clients.consumer.ConsumerRecord;
import org.apache kafka.clients.consumer.ConsumerRecords;
import org.junit.Test;
import java.util. Arrays;
public class DmsConsumerTest {
@Test
public void testConsumer() throws Exception {
DmsConsumer consumer = new DmsConsumer();
consumer.consume(Arrays.asList("topic-0"));
try {
for (inti=0;i<10; i++){
ConsumerRecords<Object, Object> records = consumer.poll(1000);
System.out.println("the numbers of topic:" + records.count());
for (ConsumerRecord<Object, Object> record : records)
{
System.out.println(record.toString());
}
}
}catch (Exception e)
// TODO: &FE4ME
e.printStackTrace();
Hinally {
consumer.close();
}
}
}
HEBEMAS
package com.dms.consumer;
MASRRAS 01 (2024-05-22) R © LARITBIRABREAT 9
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import org.apache.kafka.clients.consumer.ConsumerRecords;
import org.apache.kafka.clients.consumer.KafkaConsumer;
import java.io.BufferedinputStream;

import java.io.FileInputStream;

import java.io.lOException;

import java.io.InputStream;

import java.net.URL;

import java.util.*;

public class DmsConsumer {

public static final String CONFIG_CONSUMER_FILE_NAME = "dms.sdk.consumer.properties";
private KafkaConsumer<Object, Object> consumer;

DmsConsumer(String path)
{
Properties props = new Properties();
try {
InputStream in = new BufferedInputStream(new FilelnputStream(path));
props.load(in);
}catch (IOException e)

{
e.printStackTrace();
return;
}
consumer = new KafkaConsumer<Object, Object>(props);
}
DmsConsumer()
{
Properties props = new Properties();
try {

props = loadFromClasspath(CONFIG_CONSUMER_FILE_NAME);
}catch (IOException e)

{
e.printStackTrace();
return;

}

consumer = new KafkaConsumer<Object, Object>(props);

public void consume(List topics)

{

consumer.subscribe(topics);

}

public ConsumerRecords<Object, Object> poll(long timeout)
{
return consumer.poll(timeout);

}

public void close()
{
consumer.close();

}
/**

* get classloader from thread context if no classloader found in thread
* context return the classloader which has loaded this class

*

* @return classloader
public static ClassLoader getCurrentClassLoader()
{
ClassLoader classLoader = Thread.currentThread()
.getContextClassLoader();
if (classLoader == null)

{

classLoader = DmsConsumer.class.getClassLoader();

STRERRA 01 (2024-05-22) IR © ERRBRABRAT 10
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}

return classLoader;

}

*k

* Mclasspath INAECEEE

* @param configFileName E2& S H-ZFR
* @return BEEER
* @throws |OException
*/
public static Properties loadFromClasspath(String configFileName) throws IOException
{
ClassLoader classLoader = getCurrentClassLoader();
Properties config = new Properties();

List<URL> properties = new ArrayList<URL>();

Enumeration<URL> propertyResources = classLoader
.getResources(configFileName);

while (propertyResources.hasMoreElements())

properties.add(propertyResources.nextElement());

}

for (URL url : properties)
{
InputStream is = null;
try
{
is = url.openStream();
config.load(is);
}
finally

if (is != null)
{
is.close();
is = null;
}
}
}

return config;
}
}

3.2 Java FF R IEEE

BETRSEEEEEINE, RKEESERMTLOERBXESR, UREEFEH
IRHIMNEEIMG . RETIUEFSREHBAIDemoIfl, réAKafkaZ FimRITAEEHED

EO
FERNE
e Maven
Apache Maven 3.0.3% LA ERAS, AIZEMavenEHL FEIRHE Mo
e JDK

Java Development Kit 1.8.111 %A EhRAS, AIZ=OracleBE5 FERE &
REGEEREIAVARNINET S,

e Intelli) IDEA
SREXFF =% ntelli) IDEA, AJZIntelli) IDEAE 5 RI%L T2 .
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https://maven.apache.org/download.cgi
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://www.jetbrains.com/idea/
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BMEER
1 T#HDemof,
THERE, BUTXE:

2% 3-1 Kafka Demo {458

X143 7Y eBH
DmsConsumerjava | .\src\main\java\com HEHERAPI,
\dms\consumer

DmsProducer.java A\src\main\java\com
\dms\producer

EFEHSRIAPIL,

dms.sdk.consumer. | .\src\main\resources
properties

HEHEREERER

dms.sdk.producer.p | .\src\main\resources
roperties

ErERRIECERER

client.truststore.jks | .\src\main\resources

SSLIEH, AFSASLELRER.

DmsConsumerTest.j | .\src\test\java\com\dms
ava \consumer

HERH BRSNS

DmsProducerTest.ja | .\src\test\java\com\dms
va \producer

HEFEHRAINSHACRS

pom.xml A

mavenBtE X4, B&KafkaZF
im5 | o

S $TFFIntelli) IDEA, S ADemo,

Demo2— ™MaventadiEZmlavaTiE, FUEEEEIDKIAE, LAKRIDEARIMavenis

o
3-1 & “SATR”

4+ Create New Project

¥ Import Project
&= Cpen

I+ Check out from Version Control »

M HSRAS 01 (2024-05-22) WA © EARTERABIRAE 12


https://dms-demos.obs.cn-north-1.myhuaweicloud.com/kafka-sdk-java-demo.zip

SHNEERSS Kafka ki
FAigr

3 Java

& > ‘ ”
3-2 i%&F “Maven
Import Project
() Create project from existing sources
(®) Import project from external model

—_— .

= Eclipse

& Flash Builder
& Gradle

Maven

3-3 #&4F Java /g
Import Project
Please select project SDK.
This SDK will be used by default by all project modules.
+ -
18

-

# Python 3.7 JDK home path: | CJAVAYdk1.8.0_101

MName: |18

J Classpath | Sourcepath |Annotatior15 | Documentation Paths

: CAAVALdkL.B.0_101\jre\lib\charsets.jar
| CAJAVAYdKLE.0_101\jre\lib\deploy.jar
| CAJAVAYdKL.8.0_101\jre\ib\ext\access-bridge-64.jar

BikIna BOAs B Ei%E . REEEFinish, TDemoS AN,
ENEDemo L2 TF:

SASRRAS 01 (2024-05-22) WRIERE © EARITERAREIRAF
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= Kafka-sdk-java

; Project = B = 0 —
5 Kafka-sdk-java [1] E\demo\Kafka-sdk-java
i b Src
| | .
v main
v java
v com.dms
v consumer
€ DmsConsumer
v producer
£ DmsProducer
v resources
»clienttruststare.jks
jdms.sdl.consumer.properties
Jjdms.sdkproducer.properties
b test
v java
v com.dms
v consumer
£ DmsConsumerTest
v producer
£' DmsProducerTest
> target
M pom.xml
¥ |l External Libraries
o Scratches and Consales

$£123 FLEMaveniZiZ,

$JFF “File > Settings” , #Z “Maven home directory” {SEIR, ERIEMAIMaven
812, LA&MavenprERIsettings.xm(3Z{4

Settings =
Q- maven Build, Execution, Deployment » Build Tools » Maven For current project
> Appearance & Behavior [ werk offline
keymap [ Use plugin registry
> Editor [] Execute goals recursively
Plugins [ Print gxception stack traces
 Build, Execution, Deployment [ Always update snapshats
~ Build Tools Qutput level: Info ~
Checksum policy: No Global Policy
IEreg Multiproject build fail policy: | Default -

I d Fil q .
gnored Hies Plugin update policy: Default | ignored by Maven 3+
Runner

. Threads (T aption)
R Tess

Repositories Maven home directory: D:/tools/apache-maven-3.04 | ][
Remote Jar Repositories (Vo S04
User settings file: Ditools\apache-maven-3.04\confisettings.xml [ Override
Local repository: Ditools\apache-maven-3.04\REPO_DMS [ Override

$IBA (EMKafkaFLBEE.,

STRGHRA 01 (2024-05-22) RS © ERRTBRABIRAD 1
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LIEFEE R, FREUTER, EFIEATSIIEL

#LATHEAER D AR EKafkasSEIFERIER, HIEN . BFREMSE, FLABERMN
#TopicEIRERMINE~SIHERIEF.
BHHBHHRHHHRHHRHHRHHRHHH
#KafkaZElfgbrokerfS&., ip:port ASEBIREREIUIFIRO, 2% “WEERES" BTHIRM. 24
bootstrap.servers=100.xxx.xxx.87:909x,100.xxx.xxx.69:909x,100.xxx.xxx.155:909x
bootstrap.servers=ip1:port1,ip2:port2,ip3:port3
#RIXHIASEL
acks=all
#HEINFEIET R
key.serializer=org.apache.kafka.common.serialization.StringSerializer
#HEMNFIUETIR
value.serializer=org.apache.kafka.common.serialization.StringSerializer
#producerf] LAFIREBFEURIIAGFA/N
buffermemory=33554432
#EHIRE
retries=0
BHHRHHRHHRRHHRHHRHHRHHH
#UIRAMERASASLIAIE, USSR,
HHHBHHRH AR HHRHHRHHRHHH
HRESASUNIENLE] . IKSHZE,
#sasl.mechanismgSASLIAEAHI, usernameflpasswordISASL_SSLRSFFZTNEME, 8% “IEEEER"
ETIRE.
#SASLIAENLE Y “PLAIN” B, BBERAT.
sasl.mechanism=PLAIN
sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \
username="username" \
password="password";
#SASLINEHLEIS “SCRAM-SHA-512” BY, ELE(SEMNT.
sasl.mechanism=SCRAM-SHA-512
sasl.jaas.config=org.apache.kafka.common.security.scram.ScramLoginModule required \
username="username" \
password="password";

#i8BKafkaZ LMY . security.protocolIZE MY o

#REHW “SASL_SSL” B, BEEERMT.

security.protocol=SASL_SSL

#ssl truststore.location ASSLIEPAIFMEE R, MTRBLAWINdowsRAREIEEG, BEERNISIRIEEMR
IETIMRIE R RER o

ssl.truststore.location=E:\\temp\\client.truststore.jks

#ssl truststore.password IRRSZERIEP T, EeEIEIBRE N 7 ihiE)avaEmajks3Z .
ssl.truststore.password=dms@kafka

#ssl.endpoint.identification.algorithmSIE IR ERIEFF X, ATNERRXT, XERFEFSKARZS, B
=w

ssl.endpoint.identification.algorithm=

#LeWHY “SASL_PLAINTEXT” AY, EEEBERMT.

security.protocol=SASL_PLAINTEXT

EIDEATEMATA, THTerminalE& O, #4Tmvn tests${kiEdemo.

3-4 IDEA Y Terminal O &

[INFO] Final Memory: 1ZM/245M
[INFO] —————————
;}E:Edemohﬁafka—sdk—java}

Pl

. Favarites

= §: TODO Terminal
C

ErER BRI TERER:
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TESTS

Running com.dms.producer.DmsProducerTest
produce msg:The msg is O

produce msg:The msg is 1

produce msg:The msg is 2

produce msg:The msg is 3

produce msg:The msg is 4

produce msg:The msg is 5

produce msg:The msg is 6

produce msg:The msg is 7

produce msg:The msg is 8

produce msg:The msg is 9

Tests run: 1, Failures: 0, Errors: 0, Skipped: 0, Time elapsed: 138.877 sec

HEHERBAIUTERER:

TESTS

Running com.dms.consumer.DmsConsumerTest

the numbers of topic:0

the numbers of topic:0

the numbers of topic:6

ConsumerRecord(topic = topic-0, partition = 2, offset = 0, CreateTime = 1557059377179, serialized key size
= -1, serialized value size = 12, headers = RecordHeaders(headers = [], isReadOnly = false), key = null, value
= The msgq is 2)

ConsumerRecord(topic = topic-0, partition = 2, offset = 1, CreateTime = 1557059377195, serialized key size
= -1, serialized value size = 12, headers = RecordHeaders(headers = [], isReadOnly = false), key = null, value
= The msg is 5)

e
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Python

HERE

EF=HE

A3ZLALinux CentOSIAEE AR, NM4APythonkxARIKafkaZ FimEIEIES, EiEKafka
BERiRLEE, LIREF. BEER.

ERRIESEWEEEE R EKafkaFTiBINEEER

Python
—REFTREE T Python, Eam<1TiiApython, SEIUITEIE, iAEPythonE
Zi,

[root@ecs-test python-kafka]# python3

Python 3.7.1 (default, Jul 5 2020, 14:37:24)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

WNERFKRZEEPython, BFERAUTGRSTE:
yum install python
PythonfRAYKafkaZ P

PUTLAT S, REFERARkafka-python:
pip install kafka-python==2.0.1

(MR

UTFIMER S EEREHLOEEEE, BREIFE RS,
SASLINIES =

from kafka import KafkaProducer
import ssl
#HEREER
conf ={
'bootstrap_servers": ["ip1: port1 "ip2:port2","ip3:port3"],
'topic_name": 'topic_name’,
'sasl_username': 'username’,
'sasl_password': 'password'

}

context = ssl.create_default_context()
context = ssl.SSLContext(ss.PROTOCOL_SSLv23)
context.verify_mode = ssl.CERT_REQUIRED

M HSRAS 01 (2024-05-22) WA © EARTERABIRAE 17
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HEHE

#HEPE, SSLEPSE “WEERER” ETIREL
context.load_verify_locations("phy_ca.crt")

print('start producer")

producer = KafkaProducer(bootstrap_servers=conf['bootstrap_servers'],
sasl_mechanism="PLAIN",
ssl_context=context,
security_protocol="SASL_SSL',
sasl_plain_username=conf['sasl_username'],
sasl_plain_password=conf['sasl_password'])

data = bytes("hello kafka!", encoding="utf-8")
producer.send(conf['topic_name'], data)
producer.close()

print(‘end producer')

RIS ERBBIN T, BT IWEEREERNSEHE.

- bootstrap_servers: SEfEZE ISR,

- topic_name: Topic&FR.

- sasl_plain_username/sasl_plain_password: FFESASL_SSLATSINRIAFSZ
5245, sEQESASL_SSLAFIHSBRIAAZNE,

- context.load_verify_locations: IFHI{4., {ERPythomESIEELHIRT, &
ZHCRTAENAYIES .

- sasl_mechanism: SASLINIEALE . 7EKafkaSLHEHIEHERESEREIX
BY. WISRSCRAM-SHA-512FIPLAINEIHETY , RIELIFERIERESTE—
FhECEIERE ., MRRERET “FFBRISASLAENLE]” , BRIAERIPLAINA]L
#lo

- security_protocol: KafkafZEtMY . EKafkasLAlizHE ERNEREERE
FIREY ., ANRAEARETR “BREIZEMNY” , BAIAFERISASL_SSLIMY .

JESASLIAIES T,

from kafka import KafkaProducer

conf = {
'bootstrap_servers": ["ip1:port1"”,"ip2:port2","ip3:port3"],
'topic_name': 'topic-name’,

}

print('start producer')
producer = KafkaProducer(bootstrap_servers=conf['bootstrap_servers'])

data = bytes("hello kafka!", encoding="utf-8")
producer.send(conf['topic_name'], data)
producer.close()

print(‘end producer')

TEUCIBRRISEGRBIN T, EEEWEEREERNSHE.
- bootstrap_servers: SEfEZE ISR,
- topic_name: TopicEFR,

SASLIAIESTC
from kafka import KafkaConsumer
import ssl
#HEEER
conf ={
'bootstrap_servers': ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic_name',
'sasl_username': 'username’,
'sasl_password': 'password',
'‘consumer_id": 'consumer_id'

M HSRAS 01 (2024-05-22) WA © EARTERABIRAE 18
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}

context = ssl.create_default_context()

context = ssl.SSLContext(ssl.PROTOCOL_SSLv23)
context.verify_mode = ss|.CERT_REQUIRED
#HEPE, SSLEPSE “WEERER” ETIREL
context.load_verify_locations("phy_ca.crt")

print('start consumer')

consumer = KafkaConsumer(conf['topic_name'],
bootstrap_servers=conf['bootstrap_servers'],
group_id=conf['consumer_id'],
sasl_mechanism="PLAIN",
ssl_context=context,
security_protocol="SASL_SSL',
sasl_plain_username=conf['sasl_username'],
sasl_plain_password=conf['sasl_password'])

for message in consumer:
print("%s:%d:%d: key=%s value=%s" % (message.topic, message.partition,message.offset,
message.key,message.value))

print(‘end consumer')

REMCIEFHNSERBINT , 55 WEERESRSHE.
- bootstrap_servers: SLfliEiEtthit 5RO,
- topic_name: Topic&FR,

- sasl_plain_username/sasl_plain_password: FFESASL_SSLEFAINBIEARFZ
5%15, oiE&EeiESASL_SSLAFPINRERIBRPZFIZR .

- consumer_id: JHEREBAZIR, RIBWSEXR, BENHERALZIR, WRREN
IHEBEARTEIE, Kafka2BihtlzE,

- context.load_verify_locations: IEHBI{&. EFAPythomESIEZLAIRT, &
EFHCRTERABES

- sasl_mechanism: SASLIAIENLHI . fEKafkaSLfiEHISRIEREERMEPIX
BY, GNRSCRAM-SHA-512FNPLAINEIHFE T , IRIELIREREEEPEE—
EEEEEE‘EO MRRERET “FFRBISASLAENE]” , ERIAERPLAINAL
l o

- security_protocol: Kafkaf9Z&iM¥ . EKafkaLFEHIEHNEREERE
FIREN, WRTNEARER “BENZEMY” , BAIAERSASL_SSLEMY o

JESASLIAIEA T
IR, NMERSEEERNLHBEER.

from kafka import KafkaConsumer

conf ={
'bootstrap_servers': ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic-name’,
'‘consumer_id": 'consumer-id'

}

print('start consumer')

consumer = KafkaConsumer(conf['topic_name'],
bootstrap_servers=conf['bootstrap_servers'],
group_id=conf['consumer_id'])

for message in consumer:
print("%s:%d:%d: key=%s value=%s" % (message.topic, message.partition,message.offset,
message.key,message.value))

print(‘end consumer')

THRIBPISERBINT, FEEREERERIRNSHIE.
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- bootstrap_servers: Szt Sig0,
- topic_name: Topic&FR.

- consumer_id: JHZRHEBTR. RFEWSZFER, BENHEBARIR, MRIRER
HEATRFE, KafkamB@heIE,
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Go

HERE

ErFiHR

AZLALinux CentOSIMEABI, MM4AGo 1.16.5hkRAAIKafkaZ Pim&EFIES, BiF
demoftABERIIREN, LARAFT. HERER,

(EARIEESENEEEE R EKafkafTBINEREER

HITUUAT &<, BERRERERGO,
go version

LIEIQDTIEIJ.LH—J, .LEEBGOEJ &%o

[root@ecs-test confluent-kafka-gol# go version
go version go1.16.5 linux/amd64

MRARZIEGo, FTFHHRE
WITLAT A<, 3REXdemoBEZAICEDE

go get github.com/confluentinc/confluent-kafka-go/kafka

AR

IUTIIHEASEES R ALABEER, BRIBEXIRE RS,
SASLINIES =

package main

import (
"bufio"
“fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|Ilog|l
"og"
"os/signal"
"syscall"

)

var (

brokers = "ip1:port1, |p2 port2,ip3:port3"

topics = "topic_| name

user = "username"

password = "password"

caFile ="phy ca.crt” //SSUEPSE “WEEEER" ETHIK
)

func main() {

MAERRAS 01 (2024-05-22)
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}

log.Println("Starting a new kafka producer")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,
"security.protocol": "SASL_SSL",

"sasl.mechanism": "PLAIN",
"sasl.username":  user,
"sasl.password":  password,

"ssl.ca.location": caFile,
"ssl.endpoint.identification.algorithm": "none"

}
producer, err := kafka.NewProducer(config)
if err !=nil {
log.Panicf("producer error, err: %v", err)
return
}
go func() {

for e := range producer.Events() {
switch ev = e.(type) {
case *kafka.Message:
if ev.TopicPartition.Error != nil {
log.Printf("Delivery failed: %v\n", ev.TopicPartition)
}else {
log.Printf("Delivered message to %v\n", ev.TopicPartition)
}
}
}
30

// Produce messages to topic (asynchronously)
fmt.Println("please enter message:")
go func() {
for {
err := producer.Produce (&kafka.Message{
TopicPartition: kafka.TopicPartition{Topic: &topics, Partition: kafka.PartitionAny},

Value: Getlnput(),

}, nil)

if err !=nil {
log.Panicf("send message fail, err: %v", err)
return

}

}
30

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:

log.Println("terminating: via signal")
}
// Wait for message deliveries before shutting down
producer.Flush(15 * 1000)
producer.Close()

func Getlnput() [Ibyte {

}

reader := bufio.NewReader(0s.Stdin)
data, _, _ := reader.ReadLine()
return data

THREBPRISERBINT, FEEREERETIRNSHE.

brokers: SCflERMEI SR
topics: Topic&HR.

user/password: FFFESASL_SSLATMIANHIFRRZ 553585, a& GI@SASL_SSL
BRI BB Z %8,
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- caFile: IFH34&,

- security.protocol: Kafkaf9Z&th¥. fEKafkasLBlizHlEEAREEREH
IREL. WIRNEARETR “BRNZEMMNY” , EABEHSASL_SSLIBY .

- sasl.mechanism: SASLIANIENLE . EKafkasLlizHSREREEREFIX
B, ¥NERSCRAM-SHA-512F1PLAINESFRY , IRIELIMERIEFREPEE—
;ﬁ@ﬂ%ﬁﬁo MBEREARET “FFBEISASLAIENE” , BRIAERPLAINL

I [e]

e JESASLINIEATL

package main

import (
"bufio"
"fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|llog|l
"og"
"os/signal"
"syscall"

)

var (
brokers = "ip1:port1,ip2:port2,ip3:port3"
topics = "topic_name"

)

func main() {
log.Println("Starting a new kafka producer")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,

}
producer, err := kafka.NewProducer(config)
if err !=nil {
log.Panicf("producer error, err: %v", err)
return
}
go func() {

for e := range producer.Events() {
switch ev = e.(type) {
case *kafka.Message:
if ev.TopicPartition.Error != nil {
log.Printf("Delivery failed: %v\n", ev.TopicPartition)
} else {
log.Printf("Delivered message to %v\n", ev.TopicPartition)
}

}
}
30

// Produce messages to topic (asynchronously)
fmt.Println("please enter message:")
go func() {
for {
err := producer.Produce (&kafka.Message{
TopicPartition: kafka.TopicPartition{Topic: &topics, Partition: kafka.PartitionAny},

Value: Getlnput(),

}, nil)

if err !=nil {
log.Panicf("send message fail, err: %v", err)
return

}

}
30

sigterm := make(chan os.Signal, 1)
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signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:
log.Println("terminating: via signal")
}
// Wait for message deliveries before shutting down
producer.Flush(15 * 1000)
producer.Close()

}

func Getinput() [Ibyte {
reader := bufio.NewReader(0s.Stdin)
data, _, _ := reader.ReadLine()
return data

}

THCERRRISEIRIBNT, BEEWEEEREERNSHIE.,

- brokers: SEfliEREtENE SR,
- topics: TopicER,

(MR

IUTIHEASEEZ R ALABEEER, BRIBEIRERER,
SASLINIES =

package main

import (
"fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|Ilog|l
"og"
"os/signal"
"syscall"

)

var (
brokers = "ip1:port1,ip2:port2,ip3:port3"
group "group-id"
topics = "topic_name"
user = "username"
password = "password"

caFile ="phy_ca.crt" //SSLEPSE “IWEEZEE" BETHIA

)

func main() {
log.Println("Starting a new kafka consumer™")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,
"group.id": group,
"auto.offset.reset": "earliest",
"security.protocol": "SASL_SSL",
"sasl.mechanism": "PLAIN",
"sasl.username":  user,
"sasl.password": password,
"ssl.ca.location": caFile,
"ssl.endpoint.identification.algorithm":

non n

none

}

consumer, err := kafka.NewConsumer(config)

if err !=nil {
log.Panicf("Error creating consumer: %v", err)
return

}

SASRRAS 01 (2024-05-22) WRINFTE © AR ERABIRAE
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}

err = consumer.SubscribeTopics([]string{topics}, nil)

if err !=nil {
log.Panicf("Error subscribe consumer: %v", err)
return
}
go func() {
for {
msg, err := consumer.ReadMessage(-1)
if err !=nil {
log.Printf("Consumer error: %v (%v)", err, msg)
}else {

fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
}
}
30

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:

log.Println("terminating: via signal")
}
if err = consumer.Close(); err != nil {

log.Panicf("Error closing consumer: %v", err)

}

THUCERRRISERIBIT, BEEWEEEREERMSHIE.

brokers: SClEE b SR

group: HEREBIR, IRIBISER, BENHEEERZIR, RSENHEZEA
K127, Kafka2BzntlzE,

topics: TopicEFRo

user/password: FFSSASL_SSLATINRIBEFRE 5%, & GIi#=SASL _SSL
FBFIEERRPAFIES

caFile: IEPI,

security.protocol: Kafkaf9Z&#M¥ . FEKafkaEFEHIEHNEREEREF
SKE . WIRTNERETR “BRANZEMMY” , EAAERSASL_SSLIY .
sasl.mechanism: SASLIAIEH#]. fEKafkaSEflizsE@HEREERE AR
BY., WNSRSCRAM-SHA-512FIPLAINEBHE Y , {RIBLIMERISEEPES—
;Ell]ﬁﬂﬁi—i:}ﬁo WMRTEKRET “FEBISASLAENE]” , ERIAGEAPLAINAL

e JESASLINIEAT

package main

import (

)

"fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|llog|l

"og"

"os/signal"

"syscall"

var (

)

brokers = "ip1:port1,ip2:port2,ip3:port3"
group "group-id"
topics = "topic_name"

func main() {

log.Println("Starting a new kafka consumer™")
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config := &kafka.ConfigMap{
"bootstrap.servers": brokers,
"group.id": group,
"auto.offset.reset": "earliest",

}
consumer, err := kafka.NewConsumer(config)
if err !=nil {
log.Panicf("Error creating consumer: %v", err)
return
}
err = consumer.SubscribeTopics([]string{topics}, nil)
if err !=nil {
log.Panicf("Error subscribe consumer: %v", err)
return
}
go func() {
for {
msg, err := consumer.ReadMessage(-1)
if err !=nil {
log.Printf("Consumer error: %v (%v)", err, msg)
}else {
fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
}
}
30

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:
log.Println("terminating: via signal")
}
if err = consumer.Close(); err != nil {
log.Panicf("Error closing consumer: %v", err)
}
}

TEUCEEFRISEIRBAIT , BEEWEERERIRENSHE.
- brokers: SCElEREEMENIESIEO

- group: HEARR, RIFWEFR, BEXHEEZAEN, WRREEESE
FHE, Kafka=BzmngliE,

- topics: Topic&iR,
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Kafka FHREZE FimikEL

KafkaSEfIe £ FRETFRE i, WREEREMES, talliMKafkaERIRENEF
i, RIRKafkaEMIZMHATERRRAE, SKafkaSEFIRdiz,
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spring-kafka B9{&F3

AN BEN{aERspring-kafkaiEiE L A =KafkaSLHH T EERE~FIiEEE . HHXA
,d:__[L)\}\Akafka -springboot-demo3%EY

TXFEKafkalECESE, WLzttt TopicEiR. AFERESE, BEEWE
EIR(EEIRE

£ pom.xml 3245 | \ spring-kafka {{kf

<dependency>
<groupld>org.springframework.kafka</groupld>
<artifactld>spring-kafka</artifactld>
</dependency>

= appllcatlon properties M{4HFIEEE &

Kafka
## KafkasEflaJbroker{SE., ip:port/sEFIRTIEL R IK O
sprlng kafka.bootstrap-servers=ip1:port1,ip2:port2,ip3:port3
# EreERE
spring.kafka.producer.retries=0
spring.kafka.producer.batch-size=16384
spring.kafka.producer.buffer-memory=33554432
spring.kafka.producer.key-serializer=org.apache.kafka.common.serialization.StringSerializer
spring.kafka.producer.value-serializer=org.apache.kafka.common.serialization.StringSerializer
# HBELE
spring.kafka.consumer.group-id=test-consumer-group
spring.kafka.consumer.auto-offset-reset=earliest
spring.kafka.consumer.enable-auto-commit=true
spring.kafka.consumer.auto-commit-interval=100
spring.kafka.consumer.key-deserializer=org.apache.kafka.common.serialization.StringDeserializer
spring.kafka.consumer.value-deserializer=org.apache.kafka.common.serialization.StringDeserializer
#======== SASLERE (FFFISSASLETL FECEMIRR) =======
## IRBSASUNIEYLE] . WSFNZERT .
## spring.kafka.properties.sasl.mechanismgSASLIAIEAEI, username#password/gSASL_SSLEYFE &%
B, 2% ‘WEERER" ET3R.
## SASLAENIEIZ “PLAIN” Y, BBEEEMT.
spring.kafka.properties.sasl.mechanism=PLAIN
spring.kafka.properties.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \

username="username" \

password="password";
## SASLINIEALE “SCRAM-SHA-512” B, BEEEMT .
spring.kafka.properties.sasl.mechanism=SCRAM-SHA-512
spring.kafka.properties.sasl.jaas.config=org.apache.kafka.common.security.scram.ScramLoginModule
required \

username="username" \

password="password";
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## B EKafka£MY . spring.kafka.security.protocol 9L £ o

## T “SASL_SSL” B, BBERNT.

spring.kafka.security.protocol=SASL_SSL

## spring.kafka.ssl.trust-store-location ASSLIFRBRITFHEER, WNTFLABLAWINdowsRAERFAETNEMI, BIE(E
FRRHSRIESLFRIE TN E e R EAE = o

spring.kafka.ssl.trust-store-location=E:\\temp\\client.truststore.jks

## spring.kafka.ssl.trust-store-password ARRSSENERE, THEN, REMBEBRN T iHEavadifljks3
(S

spring.kafka.ssl.trust-store-password=dms@kafka

## spring.kafka.properties.ssl.endpoint.identification.algorithmiEBIHS I FF X, AHENERET, XBE
BRISKARTS, YRRENS.

spring.kafka.properties.ssl.endpoint.identification.algorithm=

## B2 “SASL_PLAINTEXT” B, EEEERMT.

spring.kafka.security.protocol=SASL_PLAINTEXT

package com.huaweicloud.dms.example.producer;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.kafka.core.KafkaTemplate;

import org.springframework.scheduling.annotation.Scheduled;
import org.springframework.stereotype.Component;

import java.util. UUID;

/: @author huaweicloud DMS
@/Component

pub}ic class DmsKafkaProducer {
z Topic &R IRIBLIRIERIEH
pl/Jblic static final String TOPIC = "test_topic";

@Autowired
private KafkaTemplate<String, String> kafkaTemplate;

*k

* ERMESESHAETT—KER
@Scheduled(cron = "*/5 * * * * ?")
public void send() {
String message = String.format("{id:%s,timestamp:%s}", UUID.randomUUID().toString(),
System.currentTimeMillis());
kafkaTemplate.send(TOPIC, message);
System.out.println("send finished, message = " + message);
}
}

package com.huaweicloud.dms.example.consumer;

import org.apache.kafka.clients.consumer.ConsumerRecord;
import org.springframework.kafka.annotation.KafkaListener;
import org.springframework.stereotype.Component;

import java.util.Optional;

/**
* @author huaweicloud DMS

“/

@Component

public class DmsKafkaConsumer {
* TopicB#R, IRIBSERRIERIES
*/
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private static final String TOPIC = "test_topic";

@KafkalListener(topics = {TOPIC})

public void listen(ConsumerRecord<String, String> record) {
Optional<String> message = Optional.ofNullable(record.value());
if (message.isPresent()) {

System.out.println("consume finished, message =" + message.get());

}

}

}
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