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XANZ BN oTIHET R A N AIFEE . BiERSENEEE
IRBEFINE, BEEXE,
e HTTP(TLSHNZ). ONVIF, OPC-UA. OPC-DA. Other: @i
SN
RS e JSON: FEFMZFZIERYBESIMYFERISONIER .
o THHIER: BEEIEHATARMEREG, BRE IR TH
TR REIEEE IR ISONIED; EFE T ARISONKELE BT
RTHFRSRE, RBAESFEHITERS.
FriEiTl IBIRYELPRERIEE
e IBIRIELPRERIEE
SRicE
FEEAID EdlProductlD, BFH—tRE— 1 "m. NRETIHSEH, E&55
FRIDIRENZSHIE;, NENETLSE, = mIDEYEMES
SIE - mEHRFEE D EIRE.
FEamiEiA Fmigd . BRELRERES.
FrmblERING, EaJLiEE ‘MR MRABERNTR. MR RE, ZEm
AFmiEs | RBIBREEFZREEET, EEIERE,
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iE: BREMMRSZIEERER, W EEAGIFILUSEERSIFD BXE
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TR iR R AR M. SIEmBRRMAT MBI R HIES
L. BT UANREXREFER, FeRBSERXEEREIREENFRIE.
YEX S SR TINEREA SRR, XSRS R0, REGRETER
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1 IHTZREARS, B ‘SIEERFET HA RSFENT BHE.
T2 ;EEEE@U%EE’EE’\J “TFm”, EEmIERS, AN R, BErmEANTTmIE
,%ﬁo
T3 ArmiFEREENTH, B ‘BEXER” , MRS .
A WA “BRSBID” . “IRFBREY F “IRSHEART , REBE “HHILNT
e “IRSBID” : RAEFEAEMNGESN. tLal: WaterMeter. Streetlight.
o “PRSBEY : EINFIRSZIDIRIEF—H.
o “IRSBIEA” : LLANERAT L3RRI CGREMBEIT A IRESHEM
RS E, F MRS Xig, MNEMHGSHITEN . MRS T, gUEs
BEfSm<S, BallREa8E P —, BRIELLSEENLIAERHITECE
SIS BRESBAEHRSSID, EEFANRERGEE ‘FHEEN" , mREEOVTERER
MRS, REEBETE “THE”
28 izl
BIEFR ENCRARIER, batteryLevel. internalTemperature,
HUEERY o int: I BIRAIEUIENEEHNAT, nIECEAILSERY,
o long: 3 HIRAVEIESIKEERNY, AIECE ALLREY,
o decimal: X EiRAVEUEN/NEAT, ATECE LR, BE
“KREE" BT, BIEERIENER “decimal” .
e string: H HIRMEIEAFRTER. KEMERT, TLABELLSE
B, MNERANEE, BZEEERERES ( “,)" ) 9kR.
e dateTime: H_HIRAVEUEHBHART, nILARCEHLLSERY,
IRt FIRMSTUHERFRES: 2020-09-01T18:50:20Z8) %
2020-09-01T18:50:20.200Z
e jsonObject: & HIRAYEURENjsonEMIART, aILAECE IS
ggo
o enum: I _HIRAVEHIEAKEMERT, TECEHLLEE,
BEcs#HenumListiENES, tLARSEERIenumListiEE )9
OPEN,CLOSE, BRAEME _ERIS=0H£HIJ9"OPEN" "2 & " CLOSE"
e boolean: & HIRHVEIEAH/RER, AEE LT,
I RBIEME EIRIEFFAS TSI true/false Z & 0/1
o stringList: 2 EIRAVEIE AR E04ERT, AIBCE LR,
LB M EIRIEFFAS TG ["str1”,"str2","str3"]
AR o TFE: EIEEOEEZES.
o IS EIEOJLUEXIZEILE.
BESEE IBIRBLZR BB R TR E
G
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HYRRZAS 1.0 RIS © EARITERARBIRAT 13

(2022-08-30)


https://www.huaweicloud.com/intl/zh-cn/product/iotda.html

IREEAN

FRisE

H$I6 S “HNMNEL”

. “HOBW

3-4 FEEM

hatteryLevel

, R EOPREDS
D BIRAEAERN, RiEERTWLERBEE, Wl

DISCOVERY, CHANGE_STATUS,

o ‘TRBH’ : BE “MERWASE’ , EREEOPRE T RGOSFRIIZTIN
28, e “HRE” .

e 15iRA

SHEWR BIKASE— T REEFEIE, HRPEANEFEAEN®
ZH=, tktvalueChange

Himseny BRI S E ARG R TR E

BETEE

EIZN
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3-5 Fifas
TESI FEEAEE
=53
g
FiEzER int(Z23)
PRE 7 | mEEE | 0 -
=53 -
BT
o WMREFERINGSMA, P “FSMNSE” , EEEEOPEERNGSFER
NEmsH, AERE “BE” .
28 iAH
SEZTR BRAE— M REeFEE\E, HERBPRENEeFE8AES
Z51, tbilvalueResult
HEsEnY ISIRIEL SR BROLPrE R TEE -
EESEE
AN
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3-6 FIBNILN S

X
mEsH
bl valusAResult
b= i) int(Z=R) -
HEEE 0 —| 1
iy i 1
B
-
> g [ T
3.3.3 B&HA A miE®
R
= RIERIAKE F R 2 — 1 devicetype-capability.json SZ{EFIETF N service Type-
capability.json3 {4, 2B TERITEBHN—zipB . HFWaterMeter2
deviceType, TestUtf8Manuld@Emanufactureld, WaterMeterBasic/
WaterMeterAlarm/Battery 2RS8!,
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FRisE

WaterMeter_TestUtfaManuld zip

prafile

devicetype-capability. json

service

WaterMeterBasic

profile
servicetype-capability.json
WaterMeterAlarm
profile
servicetype-capability.json
Battery
profile

servicetype-capability json

FRLAB & & iR B 2R IR IR R R S RN F1 SONAS LB Edevicety pe-
capability.jsondhENXiRERES, FEservicetype-capability.jsontE N IRSZEE . Fitk
BEA AT REEEEANTISONAIER .

AT BEH AT mRE N AL TR LLRFERS, BRIEFEELT A miEs .

2
&
&
i

ErmRRERNFAIRES, FEEREIN TaaIiE:

iR BER

BFAEAY (deviceType ) « ARSZZEEY (serviceType ) . BRSBHRIR (serviceld ) £
AR EFBAENGRE. HIl: WaterMeter, Battery,

BEERF—IREAEFERNE, ERPENEFEXERIBEE. FIU0:

batteryLevel. internalTemperature,

aSERMEFEXE, RiaER TLEZIE. FI20: DISCOVERY,
CHANGE_COLOR,

B FREHHEIRjson 4B EfnZ devicetype-capability.json,
RS BENEIRjsonS 4 E E A& servicetype-capability.json,
I EidERRNFRERE NG AREES, BINZIFRX.

EISEIMAEAN, WiE; WFRSEEHmA, TEEZEEINGEM ., Hlan:
SFZ(ERSRIEE, TLAGHFZIMultiSensor; SFEEEREEIRS, TG
2 HBattery,

RB—ENRERNIMEMES, BAFTRREXMRETmRE . MENTESIE
7 - miR BN SR, MNRIMBRANIRSEHIEEMINEERS EEEYBNTES

SRR 1.0
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RUIRE-REREERDES, WIUEEEEER; NRENENESREANR
BrmRRERPRES, UFEECSENX.

Blan: BA—FUKE , AILIEREEMENE S LN~ RREER, 250RER

$yIx.
(MmRizY::
MBS EA MIEEURIRS RS, ITREIIZNEEREMRS LR, Uts
%,
RERBNAGIE M
B P mtEErhkey Bi(E
REFARE deviceType WaterMeter
I /&ID manufacturerld TestUtf8Manuld
INGEZ T manufacturerName HZYB
e protocolType CoAP
REBRIIRSS SR
AR5 HaiA IRBFRR ARS8 IR ( option )
( serviceld ) ( serviceType )
IKRAVEARTNRE WaterMeterBasic | Water Mandatory
SRS WaterMeterAlarm | Battery Mandatory
FEtARSS Battery Battery Optional
HUEAY_EIRANY DeliverySchedule | DeliverySchedule | Mandatory
IKEANEE M Connectivity Connectivity Mandatory
IRETBEENTE N A
devicetype-capability.jsoniEH TiZR FHIERE A :
{
"devices": [
{
"manufacturerld": "TestUtf8Manuld",
"manufacturerName": "HZYB",
"protocolType": "CoAP",
"deviceType": "WaterMeter",
"omCapability":{
"upgradeCapability" : {
"supportUpgrade":true,
"upgradeProtocolType":"PCP"
B
"fwUpgradeCapability" : {
"supportUpgrade":true,
"upgradeProtocolType":"LWM2M"
SCASHRAS 1.0 IRBFRE © AT BRABRAT 18
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B
"configCapability" : {
"supportConfig":true,
"configMethod":"file",
"defaultConfigFile": {
"waterMeterInfo" : {
"waterMeterPirTime" : "300"
}
}
}
B
"serviceTypeCapabilities": [
"serviceld": "WaterMeterBasic",
"serviceType": "WaterMeterBasic",
"option": "Mandatory"
%
{
"serviceld": "WaterMeterAlarm",
"serviceType": "WaterMeterAlarm",
"option": "Mandatory"
%
{
"serviceld": "Battery",
"serviceType": "Battery",
"option": "Optional"
%
{
"serviceld": "DeliverySchedule",
"serviceType": "DeliverySchedule",
"option": "Mandatory"
%
{
"serviceld": "Connectivity",
"serviceType": "Connectivity",
"option": "Mandatory"
}
}
]
}
BFERAYRERE
FB | FFR AL/ IE | R
devi | - - WA BET7T—MRENTEREHER (B
ces HABEEY ) ©
- manufactur | - aJik ErRENHIERID,
erld
- manufactur | - WhiE ERENHIEREER ( RaiFs
erName X)o
- protocolTyp | - DAV RS EENDEMNESIMYEEE,
e YINB-loTHYIR EREE /I CoAP,
- deviceType | - WhisE IERIRERYRE,
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FRigE 3rmR
FB | FFR oNi&/ g | R
- omCapabili | - BJik ENXRFHIREFHR .. B RFECE
ty EHHEE, FRENIFBITXH
B9: omCapabilityZ5tafEiA
MRLEE RIS EHR, RF
EG T LARMBR
- serviceType | - WhIE Ba T REFESNRSENER,
Capabilities
- - servic | Wik ARSSRYId, WNRIRFBHREILEAIRSSE
eld B O BF— Mlserviceld5serviceTypetd
@, MREZMNENRS, =%
FF>& Switch01. Switch02.
Switch03,
- - servic | whisk AR552:8Y, Sservicetype-
eType capability.json/service Type=F &R 1%
- - optio | Wik NRIRS FERAVEE, BETHE:
n Master ( E£HRSS ) , Mandatory ( 4%
ARS5 ) , Optional ( AJiEARSS ) o
BeiAFE AN FER, (el
RER
omCapabilityZ5aigia
FE FFEB A/ | iR
Whisk
upgradeCa | - & | IRETEHKEED .
pability
- supportUpg | @i% | true: BEZIEFWHFR.
rade false: IRBEAZIHFIIHFHR
- upgradePro | Bli& | FHERERRIMNYEER, HAAAREITRERY
tocolType protocolType, IENCOAPIEEZIILEFHR N (E
APCP,
fwUpgrad | - ik | IRBEHFHREEN
eCapabilit
y
- supportUpg | @i% | true: BEZIFHEMHFR.
rade false: RERTIFEHFHR
- upgradePro | Bli& | FHERERRIIMNNEER, HAAAREITRERY
tocolType protocolType, ZHaIIEAMFEE(NZIF
LWM2MEISFHEK .
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FA&igE 3 FmitE
FE F=FE AN/ | R
WhisE
configCap | - % | RBEREFHEED.
ability

=

- supportConf | B] true: IRBIFECEFTFH o
'g false: IRBEASIFEEEH.

- configMeth | BJ file: FEAMHFNAX TAREEEH.
od

2

- defaultConf | AJiE | IRBEOABESE (Jsont&z ) , BEES
igFile EHEEFEEN . YHNMFEEREFZER
HRERMER, FEFCIEEEFERNERS

Yo

ARSSBENTE XA
servicetype-capability.jsonicR TiZIR BHIIRSZE R :
{

"services": [
{
"serviceType": "WaterMeterBasic",
"description": "WaterMeterBasic",
"commands": [

{

"paras": [

{

"dataType": "int",
"required": true,
"min": 1,
"max": 24,
"step": 1,
"maxLength": 10,
"unit": "hour",
"enumList": null
}
1

)
"responses": [

"responseName": "SET_PRESSURE_READ_PERIOD_RSP",
"paras": [

|||||

"dataType": "int",
"required": true,
"min": -1000000,
"max": 1000000,
"step": 1,
"maxLength": 10,
"unit": null,
"enumList": null
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"properties": [
"propertyName": "registerFlow",
"dataType": "int",
"required": true,
"min": 0,
"max": 0,
"step": 1,
"maxLength": 0,
"method": "R",
"unit": null,
"enumlList": null
L
{
"propertyName": "currentReading",
"dataType": "string",
"required": false,
"min": 0,
"max": 0,
"step": 1,
"maxLength": 0,
"method": "W",
"unit™: "L,
"enumlList": null
L
{
"propertyName": "timeOfReading",
"dataType": "string",
"required": false,
"min": 0,
"max": 0,
"step": 1,
"maxLength": 0,
"method": "W",
"unit": null,
"enumlList": null
T
1
}
1
}
BFERRIRRE
FB | FFRB W | R
%/
Ali%
serv | - - - Wik | BERT—IMRSHNZRER (BHaA
ices 1BX%) -
- ser | - - W | IERIRSRIZEEY, Sdevicetype-
vic capability.jsonsserviceType=FER{RIF—
eTy o
pe
- des | - - W% | IETRIRSFRIERAER
cr JETHREME RS, (UEREIEAVER, TEN
pti null,
on
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F=FE W | HEA
i%/
A%
co |- - Wik | IERRERILAMITIS S, WRAIRSE
m B UEnull,
ma
nds
- com |- Wik | BRI E, mOB5SHERIA
man — N RENGS,
dNa
me
- para | - Wik | nSBENSH.
s
- - para Wik | mSHSHNEF.
Nam
e
- - dataT W | IERan S SHIEURERE,
ype BUESEHE: string. int. string list.
decimal. DateTime. jsonObject.
enum. boolean,
FiREUERY, SHERHIERXUT:
e string list: ["str1","str2","str3"]
e DateTime: yyyyMMdd’ T’
HHmmss’ Z’ %0:20151212T121212Z
e jsonObject: BITENjsonsEafk, 4IE%
MFEERENT, (NHTIEE
- - requir Wk | BRI SERYIE, BYEAtrued)
ed false, ERIAEX{Efalse (JERik) .
BaiAFER2IFINEEFER, (eEime
3=
- - min Wik | fErERIME.
{NHdataTypegint, decimalBd4ERL .
- - max Wk | IErERAE.
N ZidataTypeSgint, decimalBFEE3g.
- - step Wik | IERER.
BHAMER, HORIA,
- - maxL Wik | IBTRFAERE.
ength {NZHdataTypefastring. string list.
DateTimeRd4E34 o
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F&iER

A
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Ais

%S

unit

IR, B,
EEIRESHIAE, W:
RS “C7 K
EALLEL: %
R “Pa” 3 “kPa”

enum
List

IBRESE
WNFFFEIRSstatusB] B0 FEYE:
"enumList" : ["OPEN","CLOSE"]

HRINFERZIFNEEMTFR, KRRk
EF, EMEREN .

resp
onse

S HATAIIEAL -

respo
nseN
ame

&
(&

fZ A LATEiZresponsesyd M An S HY
commandNameSmEZ 0 “_RSP”

paras

&
it

A LM AIZSEL

pa
ra
Na

&
Kt

mLHFSHIIBRF

da
ta
Ty
pe

EREESRE,
BUESEHE: string. int. string list.
decimal. DateTime. jsonObject

FIREUERY, SZSRBHUERAT:
e string list: ["str1","str2" "str3"]

e DateTime: yyyyMMdd’ T’
HHmmss’ Z’ #0:20151212T121212Z

e jsonObject: HIENjsonZ5ta{A, HIEX
MR, (NHITIEE

fErAmp SN E2E Wik, BEAtruesy
false, EXIAEYEfalse (FERiE)

ERIAFRIIFNEMFER, (EREA
1ER.

ErE/IME,
{XHdataTypeint. decimalBd&43, 12
BATET.
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FB | FFR W | ik
i%/
A%
- - - - m | &% | IBREeAE.
ax {N&dataTypeint. decimalBt4EK, B
BINFET
- - - - ste | ik | IBREK,
P BAER, HORIA,
- - - - m | Wik | ERFEFERE.
ax {¥HdataTypeAIstring. string list.
Le DateTimeRd434 o
ng
th
- - - - un Wk | FETREBA, T3,
It EVERIES HRE, W
i%rg%{ﬁ: “C” EE “K”
BoteEf: “%”
Egﬁ%{ﬁ: [14 Pa” ﬁ [14 kpa”
- - - - en | Wk | FEIEES
um WNFFFRASstatusA] A1 FEUE:
Lis "enumlList" : ["OPEN","CLOSE"]
t BRiAFEREIFINeeETFE, (ieRlfEA
ER, EWERTEN .
- pro | - - - | wiE | LIREUEHEAR, 8—FERA—%F
per o
ties
- - prop | - - | ik | EBREMERTR
erty
Nam
e
- - data |- - | Wik | IETREURESREL,
Type BYESBME: string. int. string list.
decimal. DateTime. jsonObject
HiREUER, SZRREIERIIT:
e string list: ["str1","str2","str3"]
e DateTime: yyyyMMdd’ T’
HHmmss’ Z’ %0:20151212T121212Z
e jsonObject: BENXjsonLLEfaik, P8k
MFEERENT, (NETIEE
SCASHRA 1.0 RIS © AT ERABRAT 25

(2022-08-30)



IREFEAN

F&igE 3rEmIR
FB | 7B A i)
i%/
E1pvi
- - requi | - - | Wik | B RARBEUERRYIE, BUENtrues)
red false, BfiAEY{Efalse (JE%i%k) .
BRIAFE2IFINEEEFER, (A
€A
- - min | - - | Wik | BEREEIME.
{NHdataTypegint, decimalBd&ER, 2B
EBRXFET.
- - max | - - | Wik | EBREKAES
{NHdataTypeint. decimalBd4RK, 12
BINFET,
- - step | - - | Wik | 1IBREK,
BAER, BRI,
- - met | - - | ik | ERIRIEER
hod R: AlE; W: AI; E: 8T,
BVESEE: R. RW. RE. RWE . null,
- - unit | - - | Wk | BTRER Y, XL,
EERIESHE, :
i%rg%{ﬁ: “C” EE “ K”
BotbEf: “%”
Egﬁ%{l—\z: “@ Pa ”» ﬁ “ kPa ”»
- - max | - - | Wik | BRERERE,
Leng {N¥dataTypefgstring. string list.
th DateTimeRt434 .
- - enu |- - | Wik | IBTESE
;nLls WNERIRZS ( batteryStatus ) AJENTEY
a:
"enumList" : [0, 1, 2, 3, 4, 5, 6]
BeiAFE2IFNEEEFER, (EERiHEA
B, BNEREN .
FrmiERTE
FRiRESETMKE, FEIRNTEREEITE:
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WaterMeter_TestUtfaManuld zip

prafile

devicetype-capability. json

service

WaterMeterBasic

profile
servicetype-capability.json
WaterMeterAlarm
profile
servicetype-capability.json
Battery
profile

servicetype-capability json

PR TEEEEEIN T LREX:

R G B REREHEV RN LB, SIS, Flin: SRR
B “profile” 1 “service” MNMNXEE, BPMRSZTELMREE “profile” &

K P22
=Jo

FeRIREBR LA zip U E4E o

FERIER SIS Z W R BBdevice Type_manufacturerl dB9& = dZ , EHHRY
deviceType. manufacturerld®ZR5devicetype-capability.json X3 =2 ERAITE X
—3 BIgn: AEfIddevicetype-capability.jsonfIEEFERINT:
{
"devices": [
{
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AOSONREHERIL: HHEEBERRAENX .

e encode: FEABETNTHIERXAIRENT, BEAHISONBREMUBEIR ST TIF
B HERE . EERYSONFERXT: BUERBIREN .

£33 R R RS ILAY) avaScriptEEEIEn T :
[/ HATEEEEE
var MSG_TYPE_PROPERTIES_REPORT = 'properties_report'; //i&&EH iR
var MSG_TYPE_COMMAND_RSP = 'command_response'; //i& 5 [E]&p< NI
var MSG_TYPE_PROPERTIES_SET_RSP = 'properties_set_response'; //iZ&iR[El[E & SN
var MSG_TYPE_PROPERTIES_GET_RSP = 'properties_get_response’; //i& &R BB 4+ &80
var MSG_TYPE_MESSAGE_UP = 'message_up'; //i&&HE £k
[ITTIHEZEE
var MSG_TYPE_COMMANDS = 'commands’; //SE&am<L A
var MSG_TYPE_PROPERTIES_SET = 'properties_set'; /& T &EBHEEEIBNK
var MSG_TYPE_PROPERTIES_GET = 'properties_get'; //TEE TN &BHEEIIER
var MSG_TYPE_MESSAGE_DOWN = 'messages'; //[FF&EETA
/IMQTTIREZ E1TiHE, topicEiHBERRIMETR
var TOPIC_REG_EXP ={
'properties_report': new RegExp('\\$oc/devices/(\\S+)/sys/properties/report'),
'properties_set_response': new RegExp('\\$oc/devices/(\\S+)/sys/properties/set/response/request_id=(\\S
+)"),
'properties_get_response': new RegExp('\\$oc/devices/(\\S+)/sys/properties/get/response/request_id=(\\S
+)"),
‘command_response": new RegExp('\\$oc/devices/(\\S+)/sys/commands/response/request_id=(\\S+)"),
'message_up': new RegExp('\\$oc/devices/(\\S+)/sys/messages/up')
s
) RRGEE EIREMA IR Sam<SMMAAT, EHS T HHEIER, @idjavascriptil 2 i HIBREUERERD A
FEF RIERE M AYjsontE LB
BEASH:
payload:[0x00, 0x50, 0x00, 0x5a]
topic:$oc/devices/cf40f3c4-7152-41c6-a201-a2333122054a/sys/properties/report
ISR
{"msg_type":"properties_report","services":[{"service_id":"smokerdector","properties":
{"level":80,"temperature":90}}]}
BEASE:
payload: [0x02, 0x00, 0x00, 0x01]
topic: $oc/devices/cf40f3c4-7152-41¢6-a201-a2333122054a/sys/commands/response/
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request_id=bf40f0c4-4022-41c6-a201-c5133122054a
g
{"msg_type":"command_response","result_code":0,"command_name":"SET_ALARM","service_id":"smokerdect
or""paras":{"value":"1"}}
*/
function decode(payload, topic) {
var jsonObj = {};
var msgType = ";
[/ANRGtopic2H, RiEtopicSERITEEER
if (null != topic) {
msgType = topicParse(topic);
}
//¥&payload BITOXFFiEtITSHR1E, IREXEITRIAYAMG
var uint8Array = new Uint8Array(payload.length);
for (var i = 0; i < payload.length; i++) {
uint8Array[i] = payload[i] & 0xff;
var dataView = new DataView(uint8Array.buffer, 0);
/BT REN EIRANE, B ITHEIEIRE RN FIRE
if (msgType == MSG_TYPE_PROPERTIES_REPORT) {
/& EserviceldBE(E, ZSHEXI N~ RERFRIIRSS 2R smokerdector
var serviceld = 'smokerdector’;
/ISR IREX level{E
var level = dataView.getIint16(0);
/I BB 3RERtemperaturef8
var temperature = dataView.getInt16(2);
//5Ei I B EIRAYISONIE
jsonObj = {"msg_type":"properties_report","services":[{"service_id":serviceld,"properties":
{"level":level,"temperature":temperature}}]};
Jelse if (msgType == MSG_TYPE_COMMAND_RSP) { /¥ RanSNIRAE, 1§ it HIEuiREEE o an S ImAL
Lr5a
[[i&Eserviceld2HE, ZBHE R~ mEEPRIIRSS 2R smokerdector
var serviceld = 'smokerdector’;
var command = dataView.getInt8(0); //M\ Zi#HHIASRPIREN < ZID
var command_name =";
if (2 ==command) {
command_name = 'SET_ALARM;
}
var result_code = dataView.getInt16(1); //M &R mARIREN AR SHITES
var value = dataView.getInt8(3); //M Zi#IAD: 7 Rk EY s SHI T RIR[OE
| /53 TS NARATISONIE
jsonObj =
{"msg_type":"command_response","result_code":result_code,"command_name":command_name,"service_id":
serviceld,"paras":{"value":value}};
}
| /5535 ) SONIEN I F R R £
return JSON.stringify(jsonObj);
)
g@ig WL NRRY, Bidjavascriptiencode5iEIEFEISONBRAIEIRE, RIBATHEIDR
S ->
{"msg_type":"commands","command_name":"SET_ALARM","service_id":"smokerdector","paras":
{"value":1}}
HHER >
[0x01,0x00, 0x00, 0x01]
*/
function encode(json) {
/BRI ISONIT SR
var jsonObj = JSON.parse(json);
[FRER BB 2R
var msgType = jsonObj.msg_type;
var payload = [];
[#EISONIE EIREE IR it HIEE
if (msgType == MSG_TYPE_COMMANDS) // &a5$ &
{
payload = payload.concat(buffer_uint8(1)); // #RR&S A&
if (jsonObj.command_name == 'SET_ALARM') {
payload = payload.concat(buffer_uint8(0)); // tRR &< &R
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}
var paras_value = jsonObj.paras.value;
payload = payload.concat(buffer_int16(paras_value)); // R B EItE

}
/MR ElRABERI i HEE

return payload;

}
AR topicZFREITHIH S 268
function topicParse(topic) {
for(var type in TOPIC_REG_EXP){
var pattern = TOPIC_REG_EXP[type];
if (pattern.test(topic)) {
return type;
}
}

return "';

}
188 TR S EERLLE by te £1ZH
function buffer_uint8(value) {
var uint8Array = new Uint8Array(1);
var dataView = new DataView(uint8Array.buffer);
dataView.setUint8(0, value);
return [].slice.call(uint8Array);
}
114816 T TS EERLEE IR by te£iZH
function buffer_int16(value) {
var uint8Array = new Uint8Array(2);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt16(0, value);
return [].slice.call(uint8Array);

}
14832 TS EEBLEE IR by te£iZH
function buffer_int32(value) {
var uint8Array = new Uint8Array(4);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt32(0, value);
return [].slice.call(uint8Array);

}
H$IE3 Eé%ﬂ?;i&tﬁiﬂzlio M dmiEsenkfa, TEEMBAT, SFENEE, MAENEIETES
AU

1. BHIESE CIREMHEIERNE A Hi8imEEm I SONEIE ..
- {Etopici NIERRIEIRIZEE _EIRATtopic: $oc/devices/{device_id}/sys/
properties/report,
- EEREIEERYS RS , MALITEIRRSEIE, ARREER.
0050005a
- BIARYRRERDS | ESARIBM RIS HFNEIR RS avascriptil AFAYdecode 5%,
BRI ISONIEZL, FHISAXERERTMNER,

[0t = p Soc/devices/{device._id)/sys/properti BAER

90500053 {'msg_type” properties_report”services™ {{service_id"smokerdector”properties™{level"80 temperature” 90}

- WMEFAERESHEIE, NRAHFETE, WENREBEERHTE
i,
2. EHENA T ARG HISNIREEIRAIAI ZHEIRDIR o
- ISR “RIDT , MATEEUNGS RSN, ARRHEEH.

{
"msg_type": "commands",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547c2",
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"service_id": "smokerdector",
"paras": {
llvaluell: l|1 "
}
}

- BIARGRAERDS | EARIEM AR SERNIERIZSjavascripti) AN AYencode 5%,
FEISONTEEIREL IR —HEIRSR, FRXERETRERNEF.

s Ee=

01000001
"msg_type™: "commands”,

“request_id” "42aa08e3-84¢1-4025-a7h2-c1 fhefesdTc?”,
"command_name'": "SET_ALARM'",
"service_id": "smokerdector’,
"paras™ {
"value™: "1”

- WNEFAERESMEME, NRAHFET, WEXRBEERHTE
o

SR BEUAR, WARATAERSTREDE, B2E “5E° , BZMAEZZIEW
Fa, LAEYE LIRS, YIEXNE S BRIz ANH TRARED .

mnEn | am

)

01000001
"msg_type™ "commands’,

“request_id”: "42aa08ea-84¢1-4025-a7h2-c1fhefe547c2",
"command_name"™ "SET_ALARM",
"service_id": "smokerdector”,
"paras™{

value™ "1

SRS ERELREEN. EXNEREAZE, BERESLRESYENTEEHIT ETTH
BiEE, LASSIEIEXMESREIRARREEA, T LN TERE,

e

JavaScript fmfERBIGE4HENR

LA J9)avaScriptyrfFi3iltaIiEiR, FaEFTERRBEaRMEAVENR, SCHIXINAYE
Ho

}* R FIREUEEEX N AR A R IR O TR, ISR SRR EIRRIE A& MIEELE X AYSONIER L
EO
ZEOSTIASERENYF, FREREESHEMEONT,
* @param byte[] payload &% _FIRRVGEIATER
* @param string topic ~ MQTTiI&&E _LiREUERAItopic, IEMQTTIEE LIREUBRNETIZSH
* @return string json A RIBEE M AYSONIEXFRTEHR
function decode(payload, topic) {
var jsonObj = {};
return JSON.stringify(jsonObj);
}
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* MIBMEE T AISSR, AREOETRD, Br-miEEE XAYSONE N EIRRIE IR ERIRIATER .
*ZEOBHIASIERNERENYF, FREREELHEFEOR,
* @param string json  fFEFERIEEIE XAYSONIEHFERFEER
* @return byte[] payload #RFBEHIERIARSIR
*/
function encode(json) {
var payload = [];
return payload;

}

MQTT i&ZENRT JavaScript ZRBFBIELEEG]

AT AMQTTiREJavaScriptyriE3t IS, FFaE T LURIERGISCEIRI NiH =AY
ZIHFIFNSONE LRSS HE .

/| HATEEEEE
var MSG_TYPE_PROPERTIES_REPORT = 'properties_report'; //i&&EH iR
var MSG_TYPE_COMMAND_RSP = 'command_response'; //i2 5 [E]&p< NI
var MSG_TYPE_PROPERTIES_SET_RSP = 'properties_set_response'; //iZ&iR[EI[E & SN
var MSG_TYPE_PROPERTIES_GET_RSP = 'properties_get_response’; //i& iR BB &80
var MSG_TYPE_MESSAGE_UP = 'message_up'; //i&&HE £k
[ITTIEEZEE
var MSG_TYPE_COMMANDS = 'commands’; //SE&am<LTE
var MSG_TYPE_PROPERTIES_SET = 'properties_set'; //TEE T REHEEIEK
var MSG_TYPE_PROPERTIES_GET = 'properties_get'; /& N & EHEEITER
var MSG_TYPE_MESSAGE_DOWN = 'messages'; //[FF&EETA
[IMQTTIZE E1TIHE., topicEliEERELRIMEIR
var TOPIC_REG_EXP ={
'properties_report": new RegExp('\\$oc/devices/(\\S+)/sys/properties/report'),
'properties_set_response': new RegExp('\\$oc/devices/(\\S+)/sys/properties/set/response/request_id=(\\S
+)",
'properties_get_response': new RegExp('\\$oc/devices/(\\S+)/sys/properties/get/response/request_id=(\\S
+)",
‘command_response": new RegExp('\\$oc/devices/(\\S+)/sys/commands/response/request_id=(\\S+)"),
'message_up': new RegExp('\\$oc/devices/(\\S+)/sys/messages/up')
i
) GRS EIREM IR Sam<SMEAT, EHS T HHEIER, @idjavascriptil 2 i HIBREUEREID A
FEF RIERE M AYjsontE LB
EANSE:
payload:[0x00, 0x50, 0x00, 0x5a]
topic:$oc/devices/cf40f3c4-7152-41c6-a201-a2333122054a/sys/properties/report
AR
{"msg_type":"properties_report","services":[{"service_id":"smokerdector","properties":
{"level":80,"temperature":90}}1}
EANSE
payload: [0x02, 0x00, 0x00, 0x01]
topic: $oc/devices/cf40f3c4-7152-41¢6-a201-a2333122054a/sys/commands/response/
request_id=bf40f0c4-4022-41c6-a201-c5133122054a
AR
{"msg_type":"command_response","result_code":0,"command_name":"SET_ALARM","service_id":"smokerdect
or""paras":{"value":"1"}}

function decode(payload, topic) {
var jsonObj = {};
var msgType ="
/[ANSREtopicSH, 1RiEtopicSHRITIHERE
if (null != topic) {
msgType = topicParse(topic);

}

[[#&payloadBITOXFFEHITSH#RAE, IREXVENSRAIHMG

var uint8Array = new Uint8Array(payload.length);

for (var i = 0; i < payload.length; i++) {
uint8Array[i] = payload[i] & 0xff;

var dataView = new DataView(uint8Array.buffer, 0);

[FIET 2B HRA0E, S BEEE R B R
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if (msgType == MSG_TYPE_PROPERTIES_REPORT) {
/& BserviceldSHE, ZSHEX R~ miEE AR 2B smokerdector
var serviceld = 'smokerdector’;
/ISR H3REX level{E
var level = dataView.getIint16(0);
/I BB 3RERtemperaturef8
var temperature = dataView.getInt16(2);
[ /5E3 B EIRAYISONIE
jsonObj = {
"msg_type": "properties_report",
"services": [{"service_id": serviceld, "properties": {"level": level, "temperature": temperature}}]
%
} else if (msgType == MSG_TYPE_COMMAND_RSP) { //# |2 an SNIRIAYE, & T HIEiREIR DS Nam
Lr5a
[[i&Eserviceld2HE, ZBHE R~ mEEPRIIRSS 2R smokerdector
var serviceld = 'smokerdector’;
var command = dataView.getInt8(0); //M\ Zi#HHIFSRPIREN < ZID
var command_name =";
if (2 ==command) {
command_name = 'SET_ALARM;
}
var result_code = dataView.getInt16(1); //M Z#HHIRDm PRI A SHIITE R
var value = dataView.getInt8(3); //M Zi#IAD: 7 Rk EY s SHI T RIR [OE
| /563 TS NARIATISONFE
jsonObj = {
"msg_type": "command_response",
"result_code": result_code,
"command_name": command_name,
"service_id": serviceld,
"paras": {"value": value}
%
} else if (msgType == MSG_TYPE_PROPERTIES_SET_RSP) {
EEE N B HEIZ BN AYISONIE
//jsonObj = {"msg_type":"properties_set_response","result_code":0,"result_desc":"success"};
} else if (msgType == MSG_TYPE_PROPERTIES_GET_RSP) {
[/ E MR RN RAIISONFE T
//jsonObj = {"msg_type":"properties_get_response","services":[{"service_id":"analog","properties":
{"PhV_phsA™":"1","PhV_phsB":"2"}}1};
} else if (msgType == MSG_TYPE_MESSAGE_UP) {
[ /5635 79iE B EIRAYISONIE

//jsonObj = {"msg_type":"message_up","content":"hello"};

}

[ [EEHR I ISONIETUAIF R R EUR

return JSON.stringify(jsonObj);
}

g@ig WL IR, Bidjavascriptiencode5iEIGFEISONBRAIEIRE, RIBATHEIDR
S ->
{"msg_type":"commands","command_name":"SET_ALARM","service_id":"smokerdector","paras":
{"value":1}}
HHER >
[0x01,0x00, 0x00, 0x01]
*/
function encode(json) {
[ /EEHRFIISONRT SR
var jsonObj = JSON.parse(json);
[FRER BB 2R
var msgType = jsonObj.msg_type;
var payload = [];
[FEISONIE EIREE IR it HIEE
if (msgType == MSG_TYPE_COMMANDS) {// a6% &
/@S T RASTER:
{"msg_type":"commands","command_name":"SET_ALARM","service_id":"smokerdector","paras":{"value":1}}
[TRIEG S T RAMEZURIE N THFIRSR
payload = payload.concat(buffer_uint8(1)); // #RR&S A&
if (jsonObj.command_name == 'SET_ALARM') {
payload = payload.concat(buffer_uint8(0)); // tRR&p<SEZFR
}

var paras_value = jsonObj.paras.value;

SRR 1.0
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payload = payload.concat(buffer_int16(paras_value)); // B BHSEIHE
} else if (msgType == MSG_TYPE_PROPERTIES_SET) {
J/BHEEERRIER: {"msg_type":"properties_set","services":[{"service_id":"Temperature","properties":
{"value":57}}1}
[ REEX R E S EIHSIEEIRIEZ SONIER IR AT RA ZHEIRBR
} else if (msgType == MSG_TYPE_PROPERTIES_GET) {
J/EEEIEREIER: {"msg_type":"properties_get","service_id":"Temperature"}
[T REEX R E EESIA SR EEIRIEZ SONIER IR AT R A ZHEIRBR
} else if (msgType == MSG_TYPE_MESSAGE_DOWN) {
[EETAEICEEE: {"msg_type":"messages","content":"hello"}
[[FFREIIRLE R T AIA SR ERTEZ SONIE T ARIR AT R A —HEIRSR

}
/MR ElRAB SR i HEE

return payload;

}
AR EtopicZFREITHIH S 258
function topicParse(topic) {
for (var type in TOPIC_REG_EXP) {
var pattern = TOPIC_REG_EXP[type];
if (pattern.test(topic)) {
return type;
}
}

return "';

}
1488 TR S EERLLE by te£1ZH
function buffer_uint8(value) {
var uint8Array = new Uint8Array(1);
var dataView = new DataView(uint8Array.buffer);
dataView.setUint8(0, value);
return [].slice.call(uint8Array);

}

114816 TS EEBLEE IR by te£iZH
function buffer_int16(value) {
var uint8Array = new Uint8Array(2);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt16(0, value);
return [].slice.call(uint8Array);

}
114832 TS EEBLEE IR by te£iZH
function buffer_int32(value) {
var uint8Array = new Uint8Array(4);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt32(0, value);
return [].slice.call(uint8Array);

}

NB-loT i28%ZiZNRT JavaScript fREBIGEHES

LATJ9NB-loTigegJavaScriptymFta AR, FFRE T LUMRIERFGISEEINB-loTiR
BEIE LIRSS T RVRFEEGTR

/| LT EEZEE

var MSG_TYPE_PROPERTIES_REPORT = 'properties_report’; //i& &/t FiR

var MSG_TYPE_COMMAND_RSP = 'command_response'; //i2 5 [E]&p < NI

[T EEZEE

var MSG_TYPE_COMMANDS = 'commands’; //SE&am<L A

var MSG_TYPE_PROPERTIES_REPORT_REPLY = 'properties_report_reply’; //i8& B HIRAINIRSGE S

[[EEERIT
var MSG_TYPE_LIST = {
0: MSG_TYPE_PROPERTIES_REPORT, //BRFROFTRAE SRS LR
1: MSG_TYPE_PROPERTIES_REPORT_REPLY, //EBiR1E=PImRAAIRERENE _ HIRAINGNES
2: MSG_TYPE_COMMANDS, /R FPIRRATEEHGS A
3: MSG_TYPE_COMMAND_RSP /BRI EFIRA R SR B SN
L

*

T REGRE EIREMAEIS RSN, EHIR THEIER, BidjavascriptiAg —HHRDREiEEL
FEFmIERE L AjsontE N EHRE
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BASEH:
payload:[0x00, 0x00, 0x50, 0x00, 0x5a]
s
{"msg_type":"properties_report","services":[{"service_id":"smokerdector","properties":
{"level":80,"temperature":90}}1}
BASE:
payload: [0x03, 0x01, 0x00, 0x00, 0x01]
s

{"msg_type":"command_response","request_id":1,"result_code":0,"paras":{"value":"1"}}

function decode(payload, topic) {
var jsonObj = {};
//¥&payloadiBITOXFFiEtITSHRIE, IREXEITRIAYAMG
var uint8Array = new Uint8Array(payload.length);
for (var i = 0; i < payload.length; i++) {
uint8Array[i] = payload[i] & 0xff;

var dataView = new DataView(uint8Array.buffer, 0);
[INBEBRPNE— N FHIREGEEEE
var messageld = dataView.getInt8(0);
[T REE EIRANE, BT ERIEC
if (MSG_TYPE_LIST[messageld] == MSG_TYPE_PROPERTIES_REPORT) {
/& BserviceldSHE, ZSHBEX R~ &R AIIRSS 2B Ismokerdector
var serviceld = 'smokerdector’;
/ISR 3REX leve{E
var level = dataView.getIint16(1);
/I BB 3RERtemperaturef8
var temperature = dataView.getInt16(3);
//5Ei B EIRAYISONIE
jsonObj = {"msg_type":"properties_report","services":[{"service_id":serviceld,"properties":
{"level":level,"temperature":temperature}}]};
Jelse if (MSG_TYPE_LIST[messageld] == MSG_TYPE_COMMAND_RSP) { //#I¥r24<SNRaNE, & it
b6 S e d 0|V 5
var requestld = dataView.getInt8(1);
var result_code = dataView.getInt16(2); //M ZiHIFD R IREN A SHITES
var value = dataView.getInt8(4); //M Zi##IRD: 7 chsREY s SHI T RIR[OE
[ [FAR I an SNIRIATISONIE L
jsonObj = {"msg_type":"command_response","request_id":requestld,"result_code":result_code,"paras":
{"value":value}};

}
[ /&R ISONIS TR R SR iR
return JSON.stringify(jsonObj);
)
TEEGE: S TAR, @idjavascriptiiencodef5iESTFEISONBIIEURE, RIBHHFIRDR
BASH >
{"msg_type":"commands","request_id":1,"command_name":"SET_ALARM","service_id":"smokerdector
"{"value":1}}
HHER >
[0x02, 0x00, 0x00, 0x00, 0x01]
a_'\@%ﬁ%: RE LIREMAHREMAES, @idjavascriptiiencodes £ISFEISONKIAIEIE, R
ﬁgillb
BASH >
{"msg_type":"properties_report_reply","request":"000050005a","result_code":0}
HHER >
[0x01, 0x00]
*/
function encode(json) {
[ /EEMRSIISONTIR
var jsonObj = JSON.parse(json);
/FREGE B SR
var msgType = jsonObj.msg_type;
var payload = [];
[FEISONIE EIR LR it HIEE
if (msgType == MSG_TYPE_COMMANDS) { // %<&
payload = payload.concat(buffer_uint8(2)); // #RR&<S A&
payload = payload.concat(buffer_uint8(jsonObj.request_id)); // &5<ID
if (jsonObj.command_name == 'SET_ALARM') {

"o

,"paras

SRR 1.0
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payload = payload.concat(buffer_uint8(0)); // #KR&SZFR
}
var paras_value = jsonObj.paras.value;
payload = payload.concat(buffer_int16(paras_value)); // REf<SEIHE
} else if (msgType == MSG_TYPE_PROPERTIES_REPORT_REPLY) { // 8% B HBHIRSEE
payload = payload.concat(buffer_uint8(1)); // {RREM LIRMIGRSE S
if (0 == jsonObj.result_code) {
payload = payload.concat(buffer_uint8(0)); // tmRE i EREE A IERLIN

}
/MR ElRABERI i HEE

return payload;

}
1488 TR S EERLLE by te£1ZH
function buffer_uint8(value) {
var uint8Array = new Uint8Array(1);
var dataView = new DataView(uint8Array.buffer);
dataView.setUint8(0, value);
return [].slice.call(uint8Array);
}
114816 T TS EEBLEE IR by te£iZH
function buffer_int16(value) {
var uint8Array = new Uint8Array(2);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt16(0, value);
return [].slice.call(uint8Array);
}
114832 T TS EEBLEE IR by te£iZH
function buffer_int32(value) {
var uint8Array = new Uint8Array(4);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt32(0, value);
return [].slice.call(uint8Array);

}

JavaScript RS IEIFETIER
HIEMIELEY

HIERITIAS, FREZENNEIRT, FEaBER&EMpayloaddry T #HEIRLR,
BiddecodefsikiES javascriptiil A, ARIdecodelsiAEELIEIEROARD, EAIA
EEREIRBIR T RERE N RIISONIET,, FEX R EHISONERINT:

o IREEMLIR
{
"msg_type": "properties_report",
"services": [{
"service_id": "Battery",
"properties": {
"batteryLevel": 57

%,
"event_time": "20151212T1212122"
1
}
FERE Wik | KB SR
aJi%
msg_typ | @ik String B LIRAGBREE, BE:
e properties_report
services | #4i% List<Service | IREBIRSEIEIIR ( BFSHESETE
Property> ServicePropertyZEM K ) ©
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FRiER 3 FEmAAR
ServiceProperty4EfaE X :
FRE |kl | R SHGER
ai%
service i | Wik String RERBRSSID,
d
properti | Wi%k Object IREIRSIIEIESIR, BRFRIEREX
es BRI iR B E X o
event_ti | AJE String IREREHIBUTCRE (18
me yyyyMMddTHHmMmssZ ) , 0:
20161219T114920Z,
R FREIEATZSHASEIEEIR
Y, MUEHE EHRAJELATESRSENE,
o FRRERTEMNWLLHES
{
msg_type": "properties_set_response",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547¢c2",
"result_code": 0,
"result_desc": "success"
}
FERE i/ | B SR
Ti%
msg_type | #% | String B LEIRABERE, BEEN:
properties_set_response
request_id | B | String BFH—RRIRIEK, 2&MIKEIRYHE
ERZSHE, WA EEEERZSHE
REEYES . REBEEEARTZT
E&, MILAtopicHhrAIrequest_id9itE,
result_cod | BJiE | Integer mSHIITER, 0FRAkIN, HittRr
e KM AHBIAARRLIN
result_des | BJi%& | String B ERING N .
C
o FETEEIRBREMUAIIELALER
{
"msg_type": "properties_get_response",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547c2",
"services": [
{
"service_id": "analog",
"properties": {
"PhV_phsA": "1"
"PhV_phsB": "2"
%
"event_time": "20190606T121212Z"
}
1
}
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FERZ Wik | EE SR
AJi%
msg_typ | Wik String [EE/I: properties_get_response
e
request_i | BI%k String BFH—RRIXRIEK, w&MKEIRYHE
d BWZsHEt, WiEERERZSHE

RELEFEE . NRFEEBEIEEATZE
EZ, MLAtopicHsHIrequest_id A,

List<Service | IREFIRFHIETIE ( BARLEHESETE
Property> ServicePropertyiEXZE ) o

B

services | W

ServiceProperty/5HIE M :

FRE | x| FER SR
A&

service_i | Wik String REHIIRSSID,

d

properti | W4i% Object RERSHNELTIER, BERFREREX

es BXRYP= IR E N o

event ti | Al String BEREFHIEUTCRYE (/&=

me yyyyMMddTHHmmssZ ) , #0:
20161219T114920Z,
RE HREIEATZSHHS TR R
B, WEWE iRATELAFE SRt a0,

o FEMTTRAIEBLALEE
{
"msg_type": "command_response",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547c2",
"result_code": 0,
"command_name": "ON_OFF",
"service_id": "WaterMeter",

"paras": {
"value": "1"

}

}

FERE Wik | KR SR

aJi%

msg_type | &% | String EEH: command_response

request_id | AJi%E | String FAFHE—RRIXOXIEK, REMIKEIRYHE
ERZSHE, WA HEEERZSHE
RELBFES . NRFEBEINEERTIZTE
EZ, WLAtopichsAIrequest_id 9/,
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F&tEE 3FmAA
result_cod | BJi | Integer FRRaSEIITER, ORI, Eftt
e FTREY . REERIANASIRLI
response_ | A% | String ISR ZTR, EIREREAAr=miEE
name REM o
paras afi%& | Object PSS, BAFREISEXER
FRiERIhEN
o IZFHBEELIR
{
"msg_type": "message_up",
"content": "hello"
}
FERE WA/ | 2B SR
BJifk
msg_type | @ik | String EE/9: message_up
content Ak | String HEAS,
HUEmIBIEENX

IR, FEeESTAN, FASEFmiEEIENAISONIEEIE, Bid
encode7s; HEQAJavascrlptﬁiﬂZK AR encode 5 A H B LMEURAIRIDIE) SONIETL
BOEIRE, REBREILARBIIN T HEIER, RIS FEAEBREIHAISONIER AN
T:

. RESITE
{

"msg_type": "commands",

"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547¢c2",
"command_name": "ON_OFF",

"service_id": "WaterMeter",

"paras": {
"value": 1
}
}
FERE Wikl | KB SR
G}
msg_type | @4ik String EEA: commands
requeSt_id %\:\& Strlng ﬁﬁ?ﬂﬁ_ﬁ'L\L/ fﬁE—Ra 121:]_1/\3@)1
topic FA&RR1RE -
service_id | Ak String REBABRS3ID,
command | Ai% String IREBMSHAIR, TIRFXREIIF-miEs
_name FEN .
paras aJik Object REWSHNITESY, ERFRERS
KEXAIF=RIREEHRE N .
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o FERERTEM
{

"msg_type": "properties_set",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547c2",
"services": [{
"service_id": "Temperature",
"properties": {

"value": 57
}
T
{
"service_id": "Battery",
"properties": {
"level": 80
}
}
1
}
FEB& whige/ | B SR
Ak
msg_type | &k | String EE/I: properties_set
request_i | #i% | String FEFE—fRRORIEK, RSUIKEIEE
d EWZsHnt, WEERERZeHE
REIZEFES
services | W% | List<Service | iBEIRBHIETIE,
Property>

ServiceProperty45fE X

FERE | Wik | S¥EA
1}vi
service_i | W% String REHIRSSID,
d
properti | 4% Object REBRSHELIIER, BERFRETRE
es BIEEN,

o TETERTEREM

"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547¢c2",
"service_id": "Temperature"

}
e SR
aJi%
msg_typ | Wik String EE/I: properties_get
e
request_i | Wi String FFHE—RRIXRIER, ZinRsEE
d topic FARAIRE
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service_i | A% String ®ERIRSSID,
d

o B LIRMMEGEE (NB-loTIREENIE M LIRS RAIIMAL )

"msg_type": "properties_report_reply",
"request": "213355656",
"result_code": 0

}

FEBH whige/ | KB SHmA
CIpei
msg_type | @ik | String EE/9: properties_report_reply
request Bl | String Bt EIRAIBASECARIZFIFE
result_cod | BJi& | Integer B EIRAIHITER
e
has_more | OJi% Boolean EEEFEEEEDS,
o iﬁ%i%l%\—ltﬁ
{
"msg_type": "messages"”,
"content": "hello"
}
FEBRE whige/ | KB SR
aJik
msg_type | &% | String EE/D: messages
content A%k | String HETENRES.
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) e = A
IKSHELE BhEE el ZERE ZEERM
Device SDK Tiny Device SDK
* ZTIRMQTTHRY, 25T BRCoAPHRY, STRESHLH * FRFMQTT(E) . HTTPSHEN
* T wM2MIRET &1 0 SHELIBEREEE . ZELTE
© E2HDTLS/TLS SN o gEES
® THFOTA, SOTA »SENE HE
o 2itthootstraplBS, Fsziclient. server. factory FHESt . FREEEN EEFTEERD)
* TSCIES 'ﬁ"ﬁm}_ﬁ
e e o
BRI S Android/Node,s/Python /105
FMSDKERER, BE&%E:
e |loT Device SDKf#EREERs (C)
e loT Device SDK{EF$SR (Java)
e loT Device SDK{EFfERg (C#)
e loT Device SDKf#E#EREs ( Android )
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e |oT Device SDK{FFE{ERT ( GottXkR )

e loT Device SDK Tiny{#iFifsia

e loT Device SDK {§EF3f§8 ( OpenHarmony )

e loT Device SDKfER$§Rs ( Python)

SDKEZEINEEERE, 1B5S%E:

%41
FEIh Java C# Androi | GO python | C Tiny
g8 d
Bt v v v v v v
-
HE E v v i v v i
‘. T
K
E=HE v v v v v i
&', T
K
wmeT v v v v v i
. i
N
"B v v v v v i
?
OTAF v v v v v v
%
bootstr v v v v v v
ap
IEIE v v v v v v
=
Mx5 v v v v v i
FigE
=18
U AR x x x x x v
m5|g
yoary x x x x x x
SSH
Eﬁ*ﬁ X X X X X X
|
[ by X x x x x x
ES G
(=
%)
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FRIER 4 gENFAE
EEIJJ Java C# Androi | GO python | C Tiny
=1 d
M2M1If x x X x X X
e
2 v v v x v x
BEA

4.2.2 loT Device SDK {ER#8r5 (Java)

HEETIE

Bl m

ATT {Eﬁ-ﬂﬁ, HA R T —
HEHRE

FERIMEER: BLLHEIDK (MRA1.8LAL ) Flmaven

IHIESDKTRENE, T#HSDK, BNTREEEUTFIRE:
#% iot-bridge-demao

iot-bridge-sample-tcp-protocol

iot-bridge-sdk

iot-device-code-generator

iot-device-demo

< R R .

iot-device-sdk-java

#% iot-gateway-demo

iot-device-sdk-java: sdk{tA3

iot-device-demo: EEEIEIREZAIdemofthil

iot-gateway-demo: M*iR&EZHIdemoltid

iot-bridge-sdk: M#FHIsdk{XED

iot-bridge-demo: M#fH9demoftis, FRERIMIEtcpRFHIEEIES
iot-bridge-sample-tcp-protocol: Fi&&E{FERtcptMN SEHEMFHIES]

iot-device-code-generator: RFNIBEMEE, ATLURIEFmIEEBNEKIRE
5

RIFLRE: HAZISDKIEESR, HifTmvn install

MERRIF IR, e HREEE. BE. BE.
. EEHMRRESS . LUEEE), AES LR, & EJ:?EgIJJﬁbo

ST HARERNRS, BF SEBEHE” BNRERNEHE, BEMQITSRERA
S, RFZiEL
$B PEAMSHE R, LETEAMN “SIEFR" .
$B3 RENERTHSSH, ARSE ‘WE SRR,
2EAMER
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-java
https://www.huaweicloud.com/intl/zh-cn/product/iotda.html

IREFEAN

Fxisrm 4 1RENHR

PRERIEE | FaBsSHtIZr T mARERARREZE T .. WFEFREERM

] BFE=E T, MOEEARIRIRETE. INEXSNAVRRE=E, 5
SRl RIRZE .

FE AR BEM. SFFE. #F. T (1)  &FF (-) FFES

eSS EE “MQTT”

#Ergl EE “JISON”

RBRIE | IEE BENZEE

=

REFLE 1#HE” smokeDetector”
ERiE

mID TES

[Tt s ISIRIESEIREIRIES.

&= miRE
SB BT TR REE smokeDetector, IREVF=RERIX I,
$B2 HIISECRNOTR, PHEERENTRIEER.
$|3 R EEEN TE, BF  HEREE , HES TR SER ¢

EEEY TR TR
" X
LfetER i
EERS
CALBIT SESEREAE. TRETE JOFLE. SETECRER
12
: e HemE @
- ] B
FRERETEASSESNENTNE, FARRESAPTIRTRER, NRAETEYSREE, B8 HEmETFANEESE, FHEN
_femm ExcelSA SaEER | TRES
0
R

TR E
SE EREMSHEE “RE > IERE" , REREG LA s .
$E2 RENEIRNMEEHEESY, RERE “RE

SHEWR 1548

FEREREE | BENSEtIRN=RARER— M EREE,
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https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0006.html
https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip

IREFIEAN

FAiER 4 B EMFE
SHBIR Lol
FrIE@r=aa IR E36E TR,
REFREG BinodelD, &EW—YIEIRE, AEENX, AENFEBHFAH
B o
REBBR BNdevice_name, TTEENY .
CERINIESER | &R ‘%487
248 REZFH, TEEN . EFESEHE, YHENEESSBmERS
.

BEEMAINE RS, REID. 24,
TR

IRENIRN

1. BIEIRERAT, %‘%E—%)\Eﬁﬂﬂiﬁ%wﬁﬂ%’ﬂ&%l D. B3, LAR1FFREVANREXT
BES, TR ssl// S8 0505 5% ssl.//IPEhl:im]5
//flanTEiot-device-demo3Z {4 MessageSample.javad LA S48
loTDevice device = new loTDevice("ssl:// & =5E-8883",
"5e06bfee334dd4f33759f5b3 demo", " mysecret', file);

A ER
A iR DIEIRHI G B ZE NI NAYER -

2. EInERE. ARIntEO, ZEOIMBERA, NRELEEMITSIREO,
if (device.init() !=0) {
return;

}
WNRIERE R INFISFTED:
2023-07-17 17:22:59 INFO MgttConnection:105 - Mqtt client connected. address :ssl:// & 1558883
3. BIBRBFHEEMING, TLAFRERRSEHTERS. AT Device By
getClientiZ[IRENIR B EFin, ZFiRlet 7EE . B, mSFETEO,

HE IR
HE HREERERTE HRER.

MdevicedP3REXZE Fir, EFBloTDevicefJgetClientizOBIAIRENEI = Fif

2. ARAZERFIxHIreportDeviceMessagei% K L RIZEIEE . TEMessageSampleiX
M FHEN B ERIBES :
while (true) {
device.getClient().reportDeviceMessage (new DeviceMessage("hello"), new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("reportDeviceMessage ok");

}

@Override
public void onFailure(Object context, Throwable var2) {

SCASHRAS 1.0 IRBFRE © AT BRABRAT 99
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log.error("reportDeviceMessage fail: " + var2);
}
b
/| EIRBEMX topicER, FRBEHEFAEEBE X topic
String topic = "$oc/devices/" + device.getDeviceld() + "/user/wpy";
device.getClient().publishRawMessage(new RawMessage(topic, "hello raw message "),
new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("publishRawMessage ok: ");
@Override
public void onFailure(Object context, Throwable var2) {
log.error("publishRawMessage fail: " + var2);
}
ok
Thread.sleep(5000);
}
{EiMessageSampleZ£aImainiR#l, BB CHIRESHEIET
MessageSampleZt, &HEBHEITENERNEZAAINFNAIXESAIFTED:
2024-04-16 16:43:09 INFO AbstractService:103 - create device, the deviceld is
5e06bfee334dd4f33759f5b3 demo
2024-04-16 16:43:09 INFO MgqttConnection:233 - try to connect to ssl.// & /558883
2024-04-16 16:43:10 INFO MgttConnection:257 - connect success, the uri is ssl:// &5 1558883
2024-04-16 16:43:11 INFO MgqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demo","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect
success","timestamp":"1713256990817"},"service_id":"$log","event_type":"log_report","event_time":"20
240416T084310Z","event_id":null}]}
2024-04-16 16:43:11 INFO MgttConnection:140 - Mqtt client connected. address is ssl:// & {5/5+8883
2024-04-16 16:43:11 INFO MgqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demo","services":[{"paras":
{"device_sdk_version":"JAVA_v1.2.0","fw_version":null,"sw_version":null},"service_id":"$sdk_info","event
_type™:"sdk_info_report","event_time":"20240416T084311Z","event_id":null}]}
2024-04-16 16:43:11 INFO MgqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demo","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect complete, the url is ssl://i&Z(5
£:8883","timestamp":"1713256991263"},"service_id":"$log","event_type":"log_report","event_time":"2
0240416T084311Z","event_id":null}]}
2024-04-16 16:43:11 INFO MgqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/messages/up, msg =
{"name":null,"id":null,"content":"hello","object_device_id":null}
2024-04-16 16:43:11 INFO MgqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demoj/user/wpy, msg = hello raw message
2024-04-16 16:43:11 INFO MessageSample:98 - reportDeviceMessage ok
2024-04-16 16:43:11 INFO MessageSample:113 - publishRawMessage ok:
MEREANEHE, BB 8% > MERE" 5 LRSE2EEX.
4-1 REFIE-BEEL
EENNIRE, BF ‘8F7 , ARFIFEREBNEHERIRER.
XHEhRA 1.0 R © LARITBIRABREAT 100

(2022-08-30)



IREEAN
Fxism

=

¥THPropertySamplezt, X
smokeConcentrationiX IEI/\J:'E

/[ERS HiR/EE

4-2 [ BHERIE-BohE R R

BEEE | RS

BEER =REiTAE =R R BEHT HERE REmE FidE e

JEaSRESHE. FEEE, ANREESY, TaRsskaR

BHiHRRE
EREEEE

(]

FEWEITIRERIER

4-3 JHBIRIF-BE device_sdk_java iHEIRIR

wsEE wEsE WsiHE =)
EEEFE FEUEEENES HE 10TDA has received the message reported by the device.datahelo raw message . app_id: adcccds6 19:17:22 GMT+08:00
10TDA has recsived the message reported by the device datar{'name"null“id"null"content""nello’ 19:17:22 GMT+08:00

10TDA has received the message reported by the device.datahelo raw message . app_id: adcccds6

7:21 GT+08:00

10TDA has recsived the message reported by the device datar{'name"null“id"null"content""nello’ 19:17:21 GMT+08:00

10TDA has received the message reported by the device.datahelo raw message . app_id: adcccds6 19:17.

GMT+08:00

10TDA has received the message reported by the device.datahelo raw message , app_id: adcccdst +08:00

10TDA has recsived the message reported by the device data{'name"null“id"null"content""nello’ 19:17:17 GMT+08:00

10TDA has recsived the message reported by the device datar{'name"null“id"null"content""nello’ +08:00

GMT+08:00

10TDA has received the message reported by the device.datahelo raw message . app_id: adcccds6 19:17.

10TDA has recsived the message reported by the device datar{'name"null“id"null"content""nello’ 19:17:12 GMT+08:00

0 v | sEmo2s A:: >

HEIREREE—ERIER, MRRBEIEE, BFEEREH.

while (true) {

Map<String ,Object> json = new HashMap<>();
Random rand = new Random();

[AERRIEERNS BRI

json.put("alarm", 1);

json.put("temperature", rand.nextFloat()*100.0f);
json.put("humidity", rand.nextFloat()*100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("smokeDetector");//servicel dEFI4PIERI—EL

e L e e

T

aul

aul

aul

device.getClient().reportProperties(Arrays.asList(serviceProperty), new ActionListener() {

@Override
public void onSuccess(Object context) {
log.info("pubMessage success" );

M| FhEERFHY ERalarm. temperature. humidity .

SRR 1.0
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@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportProperties failed" + var2.toString());
}
b

Thread.sleep(10000);
}
}

(&2 PropertySamplefImain R ¥ G E iz {TPropertySamplezt, BEEHEEERIAIEXR
THRIFTED

2024-04-17 15:38:37 INFO AbstractService:103 - create device, the deviceld is
5e06bfee334dd4f33759f5b3 demo

2024-04-17 15:38:37 INFO MgttConnection:233 - try to connect to ssl:// &5 1558883

2024-04-17 15:38:38 INFO MgttConnection:257 - connect success, the uri is ssl:// & {5/58883

2024-04-17 15:38:38 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/events/up, msg =
{"object_device_id":"661e35467bdccc0126d1a595_feng-sdk-test3","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect
success","timestamp™:"1713339518043"},"service_id":"$log","event_type":"log_report","event_time":"2024041
7T073838Z","event_id":null}]}

2024-04-17 15:38:38 INFO MgttConnection:140 - Mqtt client connected. address is ssl:// & 1558883
2024-04-17 15:38:38 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/events/up, msg =
{"object_device_id":"661e35467bdccc0126d1a595_feng-sdk-test3","services":[{"paras":
{"device_sdk_version":"JAVA_v1.2.0","fw_version":null,"sw_version":null},"service_id":"$sdk_info
"sdk_info_report","event_time":"20240417T073838Z","event_id":null}]}

2024-04-17 15:38:38 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/events/up, msg =

{"object_device_id":" 5e06bfee334dd4f33759f5b3 demo","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect complete, the url is ssl:// &5
/A:8883","timestamp":"1713339518464"},"service_id":"$log","event_type":"log_report","event_time":"202404
17T073838Z","event_id":null}]}

2024-04-17 15:38:38 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/properties/report, msg = {"services":[{"properties":
{"alarm":1,"temperature":55.435158,"humidity":51.950867,"smokeConcentration":43.89913},"service_id":"sm
okeDetector","event_time":null}]}

2024-04-17 15:38:38 INFO PropertySample:144 - pubMessage success

AFaREFREREULE & ERNEILE:

"

,"event_type"

4-4 &F FIREIE-smokeDetector

EEEESE):
smokeDetector

alarm temperature humidity smokeConcentration

1 37.66009 91.9506 49.18142

E%E FinfYsetPropertyListener/5iAKiIgERE LA O . EPropertySampleiX4
7, HLWMTBHESEO.

SeititiE: £ TalarmBENEIRE, HittEIEASISTEIRE.
IZEMAE: AR ERBEOBAHITHE.
device.getClient().setPropertyListener(new PropertyListener() {

[ESEY

SRR 1.0
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@Override

public void onPropertiesSet(String requestld, List<ServiceProperty> services) {
/] BHFHservice
for (ServiceProperty serviceProperty : services) {

log.info("OnPropertiesSet, serviceld is {}", serviceProperty.getServiceld());

/] BB
for (String name : serviceProperty.getProperties().keySet()) {
log.info("property name is {}", name);
log.info("set property value is {}", serviceProperty.getProperties().get(name));

}

}
[/ BB I E
device.getClient().respondPropsSet(requestld, lotResult.SUCCESS);

}

*k

*AMNBEEEN ., SEGSET, BRULBEERNESIZESEYT, ORI,

*BNREFEXISNEELMEENE, WFEELHEO,

*/

@Override

public void onPropertiesGet(String requestld, String serviceld) {
log.info("OnPropertiesGet, the serviceld is {}", serviceld);
Map<String, Object> json = new HashMap<>();
Random rand = new SecureRandom();
json.put("alarm", 1);
json.put("temperature", rand.nextFloat() * 100.0f);
json.put("humidity", rand.nextFloat() * 100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("smokeDetector");

device.getClient().respondPropsGet(requestld, Arrays.asList(serviceProperty));

}
N
E:
1. BHEEEOEZERArespondPropsGetfrespondPropsSetiE 3k _HiRIRIELL
£

2. WMRRBAZIFFEEENENREFIE, onPropertiesGetiZn]LATSLH
1&17PropertySamplezt, AEAEFE LIREFFRAEESGlalarmEMLENN:

4-5 REFTF-EE alarm BiE

L]

BEER SWETES =0 aEET HBRE BEEE Fiam "

BS ¥V 13 A L@ wEE O 3

|
woow w6

(i BalarmEHEEMH0:
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4-6 IRFER - RIHACE alarm

BEFER FHETHE =R BEFT THEREE BEEE FRE =

neE @

smokeDetector alarm
- - o]

smokeConc

temperature [ T

humidity

BERBMAEE, BRIRBKEIEMERE, alarmiBIEXH0:

2019-12-28 14:16:27 INFO MgttConnection:66 - messageArrived topic = $oc/devices/5eB6bfee334dd4f33759¢5b3_demo/sys/properties/set/reque
2019-12-28 14:16:27 1INFO PropertySample:53 - OnPropertiesSet, serviceld = smokeDetector

2019-12-28 14:16:27 1INFO PropertySample:57 - property name = alarm

2019-12-28 14:16:27 INFO PropertySample:58 - set property value = EI

IRESRITREARRKTFE TARGS, ERIEEOE, FENGHTLE, 7
EHRIMAY o

f£CommandSampleffl FHLI T i SRIME, IREImSEOHITITED, ARER
respondCommand_E3RNaAY

device.getClient().setCommandListener(new CommandListener() {
@Override
public void onCommand(String requestld, String serviceld, String commandName, Map<String,
Object> paras) {
log.info("onCommand, serviceld = {}", serviceld);
log.info("onCommand , name = {}", commandName);
log.info("onCommand, paras = {}", paras.toString());

/2B ES
[ BRIEAEL NN

device.getClient().respondCommand(requestld, new CommandRsp(0));

hE

B#zizfTCommandSamplezs, AFEFE L TEGS, dr<hIserviceldiE
smokeDetector. #p<ZiHEringAlarm. &t durationIE#20,

BERT, BIRSWEGSH LR T

2019-12-28 15:03:36 INFO NgttConnection:66 - messageArrived topic = Soc/devices/test_testDevice/sys/comands/request_id=d, msg = {"paras”:{"duration":20},"service id":"smo
2019-12-28 15:03:36 INFO Com keDe

2019-12-28 15:03:36 INFO Com )

2019-12-28 15:83:36 INFO CommandSample:64 - on N ras = {duration=20}

2019-12-28 15:03:36 INFO MgttConnection:213 - publish message topic = $oc/devices/test_testDevice/sys/commands/response/request_id=4, msg = {"paras”:null,"result_code":0,"

HAREIRIZ

BIENA T BERARREEPinlEOMNEa# BN GE, XMALRRIE,
@um FENBE—MEO, THUEREZ,
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4gEMFL

SDKIgMit T —FhEEE RIS, EDEEYIRERIE . IR ERIEIEE T SDKIRAAY
YIERISRAES] , IREBIDIRIBIREIE ORERSS, ARUUBERDIIRERSS

( Egg?ﬁﬁiﬁﬁﬂﬁ%ﬂgﬁﬁii—%ﬁﬂ) , SDKEigEBzhFIFEEMN, STREIERIRILEFD
ﬁ% ‘ijﬁlﬁﬁo

A EREAEPRROMFEHTER, BOPREREERSR, SRt TIREM
BRERE, ILRENBRFEXEWSS, MARXENFERIENIE. X5
HEGZSHIT=.

SmokeDetectorff| &~ 7 O E 4R B IR |
1. IREBYIERIENRSENRSNEN (NRESMRS, WEEENZMIRS

%):
public static class SmokeDetectorService extends AbstractService {

[HRBSEREENEY, TEEMMNnamefIZEXRFEZINRE—, writeableRREMHETS,
nametsER S

@Property(name = "alarm", writeable = true)

int smokeAlarm = 1;

@Property(name = "smokeConcentration", writeable = false)
float concentration = 0.0f;

@Property(writeable = false)
int humidity;

@Property(writeable = false)
float temperature;

F@Propertyi¥i#kFrE— 1 EMH, AT EnamelsEELS, MRAEENFE
AFEE.
BTN EwriteableSRiZHIAR, WNREBMHERIEE, NN Ewriteable = false,
WRAR, BAASETES,
2. TEMERSBHGS. REKEIFETERGSH, SDKEBMERIXERE XA
A
~ o
BEOANSHREERIEEZEENAFREEN, BUSEIETIHEIR
XEEMRIR—MIRIRE S, awdEAringAlarm, TERESHA
duration” , FRNSIRERIFLELATE,
BN, EEROASTIREHERBEEENAREEN, BNSHIETIER
@DeviceCommand(name = "ringAlarm")
public CommandRsp alarm(Map<String, Object> paras) {
int duration = (int) paras.get("duration");
log.info("ringAlarm duration =" + duration);
return new CommandRsp(0);

}
3. ENgetterfisetteriz [
- HRERRIFETERNEAREELIREE HIREMR, SBaiERHgetter/s
%o getter I AR EXEUR BRI E, ATLASSRIRIE e BNa & RN A
&R
- HRRRRITEETRREREE, SBmERsettersiX. setter5iERE
EINRKBAMRYE. MRBUASHTEERE, setterfREBT=XH

[/setterflgetteriZ ORI BEMNiZ T &java beanflie, sdk&BARIXLREO
public int getHumidity() {

[EHINE RS
humidity = new Random().nextInt(100);
return humidity;

}

public void setHumidity(int humidity) {

SRR 1.0
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//humidity2 RiER, REELH
}

public float getTemperature() {

[ITE ML RRES SRR
temperature = new Random().nextInt(100);
return temperature;

}

public void setTemperature(float temperature) {
[|REFEAEE L MsetiEzO
}

public float getConcentration() {

[ITE ML RRES SR ENE R
concentration = new Random().nextFloat()*100.0f;
return concentration;

}

public void setConcentration(float concentration) {
[|REFEAEE L MsetiEzO

public int getSmokeAlarm() {
return smokeAlarm;

}
public void setSmokeAlarm(int smokeAlarm) {
this.smokeAlarm = smokeAlarm;

if (smokeAlarm == 0){
log.info("alarm is cleared by app");

}
}
Emain R P eI ARSS SEAIFRINENRE
/RIS

loTDevice device = new loTDevice(serverUri, deviceld, secret);

[1BIEIR RS
SmokeDetectorService smokeDetectorService = new SmokeDetectorService();
device.addService("smokeDetector", smokeDetectorService);

if (device.init() !=0) {
return;
}

FiEEHA LR

[/IEsE R LR

smokeDetectorService.enableAutoReport(10000);

Zit: MBEAREEEALIR, tBalLliEfirePropertiesChangediEZEOF Ttk +
o

B#ini7SmokeDetectorzs, BEREELIREM:

819-12-28 15:26:26 INFO MqttConnection:148 - try to conmect to ssl:// “myhuaweicloud. com: 8883
019-12-28 15:26:26 INFO MqttConnection:147 - connect success ssli// .myhuaweicloud. com: 8883
819-12-28 15:26:26 INFO MqttConnection:87 - Mgtt client conmected. address issl://
onnect ok

819-12-28 15:26:26 INFO MgttConnection:213 - publish message topic = Soc/devices/5e@6bfee334dd4f33759F5b3_demo/sys/properties/report, msg = {"service

EFEaNEEREF:

.myhuaweicloud.com:8883
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4-7 RBF-BE alarm Btk

EEEE
e ZWEGEE  EEF REHT HERE s Figm
B AR, GRET s o
EeEE c
Bs 7 |3 B HiRE meE @ R
eDetect Tmas
. e
e 766008
humidity B 91.9506

ETA HEMEitalarm, SEESATKEIELEE:

2019-12-28 15:44:29 INFO MgttConnection:66 - messageArrived topic = S$oc/devices/test_testDevice/sys/properties/set/request_id=2, msg = {"services":[{"pr
2019-12-28 15:44:29 INFO AbstractService:187 - write prcperty ok:alarm

TEEE T AringAlarm&ps:
BEREHEERIringAlarmi$HAR, HFHB LR T gh:

2019-12-28 15:44:29 INFO MgttConnection:66 - messageArrived topic = $oc/devices/test_testDevice/sys/conmands/request_id=1, msg = {“paras":{"duration":20},
2019-12-28 15:44:29 INFO DeviceServiceSample$SmokeDetectorService:53 - ringAlarm duration = 20

2019-12-28 15:44:29 INFO MgttConnection:213 - publish message topic = $oc/devices/test_testDevice/sys/commands/response/request_id=1, msg = {"paras”:null,

(ERIEERRS

sdKiBE T IRBRBEMEE, AR REERMFRERYY, MetBmEmIREBIE
28, RASAEREE AT LA SRR, ARITEREENHNENIRS, E£RITNAY
serviceZ(, REEM—MEFEZE, EmainFEPoIEISEHIMSFZIRSSLA .

(ERAERE AR E RIS FUBIILSE:

1. T#huaweicloud-iot-device-sdk-javaT 2, f#/E4ERE1HAhuaweicloud-iot-
device-sdk-javaBFEH1T “mvn install” ,

huaweicloud iot device sdk project for java
iot-device-sdk-java
iot-device-demo
iot-bridge-sdk
iot-bridge-demo
iot-gateway-demo

wnwn

[}

wwnmn

iot-device-code-generator
iot-bridge-sample-tcp-protocol

[ ) Ty W'

L%l

Total time: 39.978 s
Finished at: 2023-06-16T11:25:00+08:00

2. WIT=R&Eiot-device-code-generatorfJtarget AR EJ Hl1TjarE
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~ Mame Date modified
apidocs 6/16/2023 11.24 AM
classes 6/16/2023 11:24 AM
generated-sources 6/16/2023 1124 AM
Javadoc-bundle-options 6/16/2023 11:24 AM
maven-archiver 6/16/2023 11:24 AM
&y iot-device-code-generator-1.2.0.jar 6/16/2023 11:24 AM
ﬁ iot-device-code-generator-1.2.0-javadoc...  6/16/2023 11:24 AM
ﬁ iot-device-code-generator-1.2.0-sources...  6/16/2023 11:24 AM
ﬁ iot-device-code-generator-1.2.0-with-de..  6/16/2023 11:24 AM
3. SRR HRAERIAE, LHANFRAOEEIT 4 “smokeDetectorzip” HEID
4. BIESDKEBEZR, 1T “java -jar .\iot-device-code-generator\target\iot-device-
code-generator-1.2.0-with-deps.jar D:\smokeDetector.zip” .
Ps D:\git\huaweicloud-iot-device-sdk-java> java .\lot-device-code-generator\target\i
ot-device-code-generator-1.2.0-with-deps.jar D:\smokeDetector.zip
2023-06-16 11:38:47 INFO DeviceCodeGenerator:147 - the file generation path is :D:\git\h
uaweicloud-iot-device-sdk-java\generated-demo\src\main\java\com\huaweicloud\sdk\iot\devic
e\demo\smokeDetectorsService. java
2023-06-16 11:30:47 INFO DeviceCodeGenerator:73 - demo code generated to: D:\git\huaweic
loud-iot-device-sdk-java\generated-demo
5. fEhuaweicloud-iot-device-sdk-javaB R &4 generated-demofd ,
DAgit\huaweicloud-iot-device-sdk-java‘\generated-demo
A A
Name
SIC
target
|| mvnw
mvnw.cmd
0 &/ pomxml
Eit, wEFNBELERK.
FEITERAE:
1. ip1a “huaweicloud-iot-device-sdk-java\generated-demo” , 147 “mvn
install” , #Etarget F&ERfjarel,
PS D:\éit\huaweicloud—iot—device—sdk—java>_cd . \generated-demo\
PS D:\git\huaweicloud-iot-device-sdk-java\generated-demo> mvn install
MAghRAS 1.0 RS © ARITTERARBIRAE] 108
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Total time: 4.386 s
Finished at: 2023-86-16T11:31:47+88:00

S D:\git\huaweicloud-iot-device-sdk-java\generated-demo> dir target

Directory: D:\git\huaweicloud-iot-device-sdk-java\generated-demo\target

LastiriteTime Length Name

6/16/2023 : apidocs

6/16/2023 : classes

6/16,/2023 : generated-sources

6/16/2023 : javadoc-bundle-options

6/16/2023 : maven-archiver

6/16/2023 : 29924 jot-device-demo-ganerated-1.2.0-javado
c.jar

6/16,/2023 : 6728 iot-device-demo-ganerated-1.2.0-source
s.jar

6/16/2023 : 11530020 iot-device-demo-ganerated-1.2.0-with-d
eps.jar

6/16/2023 11:31 AM 8031 iot-device-demo-ganerated-1.2.0.jar

2. #f7java -jar .\target\iot-device-demo-ganerated-1.2.0-with-deps.jar ssl'//i%‘g
15/5:8883 device_id secret, =S D BI/NREBALUL . REIIFNEG, 1=
f75ERkAYdemo,

D:\git\huaweicloud-iot-device-sdk-java\generated-demo>java -jar .\target\iot-device-demo-
ganerated-1.2.0-with-deps.jar ssl.// & 15/5-8883 5e06bfee334dd433759f5b3 demo secret
2024-04-17 15:50:53 INFO AbstractService:73 - create device, the deviceld is
5e06bfee334dd4f33759f5b3_demo

2024-04-17 15:50:54 INFO MgqttConnection:204 - try to connect to ssl.// & /5/5-8883

2024-04-17 15:50:55 INFO MgttConnection:228 - connect success, the uri is ssl:// & 15/5-8883
2024-04-17 15:50:55 INFO MgqttConnection:268 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demo","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect
success","timestamp":"1713340255148"},"service_id":"$log","event_type":"log_report",
240417T075055Z","event_id":null}]}

2024-04-17 15:50:55 INFO MgttConnection:111 - Mqtt client connected. address is ssl:// & {5/5+8883
2024-04-17 15:50:55 INFO MgqttConnection:268 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demo","services":[{"paras":
{"device_sdk_version":"JAVA_v1.2.0","fw_version":null,"sw_version":null},"service_id":"$sdk_info","event
_type™:"sdk_info_report","event_time":"20240417T075055Z","event_id":null}]}

2024-04-17 15:50:55 INFO MgttConnection:268 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =

{"object_device_id":" 5e06bfee334dd4f33759f5b3 demo","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect complete, the url is ssl:// &=
/&.8883","timestamp™:"1713340255496"},"service_id":"$log","event_type":"log_report","event_time":"2
0240417T075055Z","event_id":null}]}

2024-04-17 15:51:03 INFO smokeDetectorService:78 - report property alarm value = 50

2024-04-17 15:51:03 INFO smokeDetectorService:104 - report property temperature value =
0.3648571367849047

2024-04-17 15:51:03 INFO smokeDetectorService:91 - report property smokeConcentration value =
0.679772877336927

2024-04-17 15:51:03 INFO smokeDetectorService:117 - report property humidity value = 15
2024-04-17 15:51:03 INFO MgqttConnection:268 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/properties/report, msg = {"services":[{"properties":
{"alarm":50,"temperature":0.3648571367849047,"smokeConcentration":0.679772877336927,"humidity
":15},"service_id":"smokeDetector","event_time":"20240417T075103Z"}]}

(Eo R RRILES
ERRIIBER A T IRSHIENFEM, ARRFRHTVERELENT

nn

event_time":"20
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&0, FERINEFRISSIZEE

public CommandRsp ringAlarm (Map<String, Object:> paras) {

= A A

¥

gettery3i%, ERRIRIBZIREIRENE, FEUIIMERFIZIEIE

setterf5;%, EMANMCIBR M T BIHEIMENRTE, EHFERNNESLRYZELNE,
tLanafERas FRIES .

MXB—MFFRIIRE, BRESRRBINEEZIN, TEAFREEE. FIREER

HRRIINEE. SDKIZML T AbstractGatewayISREEKEICMKAISEI . 1ZEIR M T Fi8
BEMERE, FENFERBFREEEART (FEFRREHAREFTAMNE

0) . FIRE MIHEBEARIE ( FEFETIMERLEREND ) . LUK ERFIRES!

*x. LRFREREME. LIRFIRERE. ERFAREHEEFED.

{FFHAbstractGateway2
grFazze, THERHERMFEEEEFANED, TMETTERR AR
SEO:

public abstract void onSubdevCommand(String requestld, Command command);

public abstract void onSubdevPropertiesSet(String requestld, PropsSet propsSet);

public abstract void onSubdevPropertiesGet(String requestld, PropsGet propsGet);

public abstract void onSubdevMessage(DeviceMessage message);
iot-gateway-demofti3 13
T #Z2iot-gateway-demoE-FAbstractGatewaysLHl 7 — M BAIMK, Bigft
tCpIRBIENEBE . K
SimpleGateway: ##/F&EAbstractGateway, LI FISFEEN NMTHEE R
StringTcpServer: EFnettySCII—/NTCP server, ANMFIFRFISFRETCPIRMNY,
HEHERBEENENER
SubDevicesFilePersistence: FIRFBEEIFAMN, REjsonXEFRIFEFFEEE
B, AERGEH N TEF
Session: IRBERIER, FF 7 IRFIAFITCPAIchannel BIXTRKHR
SimpleGateway3&
RN MpR R SR
HwINFi8%E: AbstractGatewayfonAddSubDevicesiEIER 5 7 FIREER
AR F. NI AZEBENNEIMAE, FittSimpleGateway R HFEEEFES
onAddSubDevicesizE[]
prFiRE: HNMNEEESNFANER, EREMAIBIFRFNEE. i
LAFEAIJEEE 7 onDeleteSubDevicestZ [, IENNTIFRHELIE, SARRIERASLZERY
onDeleteSubDevices,

SRR 1.0
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@Override
public int onDeleteSubDevices(SubDevicesInfo subDevicesInfo) {

for (Devicelnfo subdevice : subDevicesInfo.getDevices()) {
Session session = nodeldToSesseionMap.get(subdevice.getNodeld());
if (session !'= null) {
if (session.getChannel() != null) {
session.getChannel().close();
channelldToSessionMap.remove(session.getChannel().id().asLongText());
nodeldToSesseionMap.remove(session.getNodeld());
}
}
}

return super.onDeleteSubDevices(subDevicesInfo);

}
o TMTHEAE

W?&W¢U$‘£Tﬁ}ﬁuﬁj, FERRAETFRS. FAETMTHEHEDA=M: 8&H
B, BHES. s,

- IBEEE: XBEHR(IEERIEdeviceldikBnodeld, MimikEsession, M
sessmniﬁkﬂychannel, gie]LAfFchannel RiXER . EiEABEER, ATLUR
BEEHIT VR E,

@Overrlde
public void onSubdevMessage(DeviceMessage message) {

[/ FEEEOTRIERRdeviceld, deviceldEHnodeldf0productlditZEAERiAY, BN
//deviceld = productld_nodeld
String nodeld = lotUtil.getNodeldFromDeviceld (message.getDeviceld());
if (nodeld == null) {
return;

}

//i@iEnodeld$xEYsession, #H—iE5%xE channel
Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {
log.error("subdev is not connected " + nodeld);
return;
}
if (session.getChannel() == null){
log.error("channel is null " + nodeld);
return;

}
[[EEEERERE RS

session.getChannel().writeAndFlush(message.getContent());
log.info("writeAndFlush " + message);

}

- EBHEE:
EHEEaEEERENEEES,
BERE:

@Override
public void onSubdevPropertiesSet(String requestld, PropsSet propsSet) {

if (propsSet.getDeviceld() == null) {
return;
}

String nodeld = lotUtil.getNodeldFromDeviceld(propsSet.getDeviceld());
if (nodeld == null) {

return;
}

Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {

SASRRAS 1.0 WA © EARUERABIRAE 111
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return;

}

[XEBHNBEFIEN SN string R FIRE, LA sem BT —ENREIEIEIT
session.getChannel().writeAndFlush (JsonUtil.convertObject2String(propsSet));

[[BTEAE, BIEXEEEENILN . BEEMEREFSELIESEE LRI
getClient().respondPropsSet(requestld, lotResult.SUCCESS);

log.info("writeAndFlush " + propsSet);

}
EHEE:

@Override
public void onSubdevPropertiesGet(String requestld, PropsGet propsGet) {

[ FENFEEREIFRENEN, XEEEREILY

log.error("not supporte onSubdevPropertiesGet");

deviceClient.respondPropsSet(requestld, lotResult.FAIL);
}

- : MIEREITEREM, LA PrtRENRRIREIDIRIE,
@Overrlde
public void onSubdevCommand(String requestld, Command command) {

if (command.getDeviceld() == null) {
return;
}

String nodeld = lotUtil.getNodeldFromDeviceld(command.getDeviceld());
if (nodeld == null) {

return;
}

Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {

return;
}

- é/ﬁiﬁﬂ NEHEEcommandXREERstring &5 FIRE, EiMasPAstRRHT —ENRE
(]

session.getChannel().writeAndFlush (JsonUtil.convertObject2String(command));

[[ATEHAIE, BITEXEEZLGSN ., ESEMEREFRENIESEBERILN
getClient().respondCommand(requestld, new CommandRsp(0));
log.info("writeAndFlush " + command);

o LHiTHBAE
Fi74bIEEStringTepServerfiichannelRead0E2 8 . MRZIEARFE, FESLE

ERIE:
MRFRFEBAFE, XERCERELW, EEHERIER
@Override

protected void channelRead0(ChannelHandlerContext ctx, String s) throws Exception {
Channel incoming = ctx.channel();
log.info("channelRead0" + incoming.remoteAddress() + " msg :" + s);

/IR EEFEE, BlEsession
[IINR2ESEE, BlEEsession
Session session = simpleGateway.getSessionByChannel(incoming.id().asLongText());
if (session == null) {
String nodeld =s;
session = simpleGateway.createSession(nodeld, incoming);

[IRVEEIERY, IEHEIERE
if (session == null) {
log.info("close channel");
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ctx.close();
}
}

MR=IEFE, WHTEHREL:

else {
/[ANREE HIREMENERreportSubDeviceProperties
DeviceMessage deviceMessage = new DeviceMessage(s);
deviceMessage.setDeviceld(session.getDeviceld());
simpleGateway.reportSubDeviceMessage(deviceMessage, null);

}

FXE, MXAXEAENET T, HREDERNE. B demo2FRAY,
RAPYLUREEERTT B, tMESISANTE. BRPEINERSIIAYEE
. SCMEMFIREEAN .

e iot-gateway-demoRY{#fH
SIEFEETMm, SEBUSECE M.

FECUEBAIF R E MRS, IRINARSS, ARS3IDJ9parameter, FE#iBalarm
Fltemperature®m PN EME, W TEFRTR

4-8 tRBIE N -FIRE ™ m

= EEE R opic £

paramater SUESEE  MAESE

e mExm A e £

c. {E&StringTcpServerfImainiREl, BiEtDIESE, REEfTi%s.,
simpleGateway = new SimpleGateway(new SubDevicesFilePersistence(),
"ssl://iot-acc.cn-north-4.myhuaweicloud.conr.8883",
"5e06bfee334dd4f33759f5b3 demo", " mysecret");

d. AFSLEIZMXELXRE, RIIFRE

4-9 iRF-RINFIRE

E4-2 FRESH

SR
FriEr=m FIREBAAEAIT MG, EEEB18E9750R.
BB Bldevice_name, ATEHENX, flsubdev_name
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&g 48 ZMFE
S¥A
REBRERG Blnode_id, {#ESsubdev,
®&&ID BNdevicee_id, IRIES, B4R,
AT RI< = BEFTED:

2024-04-16 21:00:01 INFO SubDevicesFilePersistence:112 - add subdey,
the nodeld is subdev

e. 1afTTcpDevicezk, EBIIEEE, WMALEIFEMIFRERInodeld, 40
subdev,

B 4-10 FIREIEE

Run: . StringTcpServer . TcpDevice
e "C:\Program Files\Huawei\jdk1.8.0_222\bin\java.exe" ...
2024-04-16 21:00:54 INFO TcpDevice:108 - initChannel...

= __ 2024-04-16 21:00:54 INFO TcpDevice:81 - input string to send:
A subdev
E 3 e 2024-04-16 21:01:00 INFO TcpDevice:81 - input string to send:
5] =

[

IEERI ISR 128 B E$TED:

2024-04-16 21:00:54 INFO StringTcpServer:196 - initChannel: /127.0.0.1:21889

2024-04-16 21:01:00 INFO StringTcpServer:137 - channelRead0 is /127.0.0.1:21889, the msg is
subdev

2024-04-16 21:01:00 INFO SimpleGateway:100 - create new session ok, the session is
Session{nodeld='subdev, channel=[id: 0xf9b89f78, L:/127.0.0.1:8080 - R:/127.0.0.1:21889],
deviceld='subdev _deviceld}

f. AFELEIIFIRELEZ.

Bl 4-11 1289 F 2B EL

5 BEEE BEENE #a0 FREREZR ] L] e

g FIREFLIRER

E] 4-12 FiRB EIRIBE

Run: . StringTcpServer » TcpDevice
"C:\Program Files\Huawei\jdk1.8.0_222\bin\java.exe" ...

(¢4
2024-04-16 21:00:54 INFO TcpDevice:108 - initChannel...

— _ 2024-04-16 21:00:54 INFO TcpDevice:81 - input string to send:
o NI subdev
E 3 = 2024-04-16 21:01:00 INFO TcpDevice:81 - input string to send:
5] ¥ hello

B 2024-04-16 21:02:36 INFO TcpDevice:81 - input string to send:
| 1]} I
-
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2024-04-16 21:02:36 INFO StringTcpServer:137 - channelRead0 is /127.0.0.1: 27889, the msg is
hello

2024-04-16 21:02:36 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/messages/up, msg =
{"name":null,"id":null,"content":"hello","object_device_id":"subdev_deviceld"]
2024-04-16 21:02:36 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/gateway/sub_devices/properties/report, msg =
{"devices":[{"services":[{"properties":

celd'}]]

h. BEBRIRIER
AFELEKRIIMX, &R EFFE-ERIREE, 1THBERRER. Rt FeE
REHIE, SERZEEIEERER:

4-13 HERIZ-BEERE

P

a=ETE

4.2.3 loT Device SDK {EH#grE (C)

loT Device SDK ( C) RS ZIBANEA=IoTHIEAMFEEHICHRASHISDK,, 2L EF0
EEZEEHEEN, UREERS . MXIRS . OTAZSRIRS, HEHWSMWES
BT EEdemofiB, HXEMIESIEZS%E 10T Device SDK ( C) fERE{ERE.

4.2.4 10T Device SDK {8/ (C#)

loT Device SDK ( C# ) 128 EIENE N0 THIEA M SHIC#IRARISDK, 124HSE
MEEZaENEEH, URISERSE. OTAZSRIRS, HENSMIZSEIEMTE
EH9demoftid, 1BXERIESIES#I10T Device SDK ( C# ) {EF3f8r .

4.2.5 1oT Device SDK {EH3ER ( Android )

loT Device SDK ( Android ) I2HHZEIENEN=IoTYIELMFEAYANdroid iR ARY
SDK, EMUSSEINESZEENEL, URIRERS. OTAZERIRSS, FEEXNSEH
IHSERM T EEHIdemol{iE ., HXEMIESIEZ% 10T Device SDK ( Android ) fiEF
{8/,

4.2.6 loT Device SDK {£F+55 ( Go Xk )

GOIEEhRAISDKIRE TIRF S EMAVIBE8E, HABRETXIEM, MNRFEHREERS
fEgithub_E3Rissue,

4.2.7 10T Device SDK Tiny {157 (C)

loT Device SDK TinyZ2#fEEEE EMEE . I/ BERFE T ZIREIRY
Himige FRYRSREEEEREYE, BRF|EFBAPEERO, ErIstIhirEREZNE
PIEX TS LA #HE iR e S1EUEFTNRE -
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-c
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
https://github.com/ctlove0523/huaweicloud-iot-device-sdk-go

IREFEAN

F&tEE 4 8B MF L
(MERL
loT Device SDK Tinyal LUETTFHlinuxiBERFRNS S, AL EER, (BEFRMEME
ARSS -

4.2.8 10T Device SDK {#E/H5F ( OpenHarmony )

loT Device SDK ( OpenHarmony ) 12HiR BN LN IoTHIERMFEEH
OpenHarmonyhRAHISDK, RtiREFIFEz @@ e, LIREERS . OTASS
FKIRSS, FEHIZMIGSIRMUTEENdemoiB ., BXREMIESIES%E10T Device
SDK ( OpenHarmony ) {§f$5RE .

4.2.9 loT Device SDK {§F}5r ( Python)

loT Device SDK ( Python ) 12HiREIEN LI =IoTHIEMFEHIPythonkRAHISDK,
RSENFAZEENESD, URREIRS . MERS. OTASSHRKRSS, FHA
W EFFSIRME T EENdemoLiB . HHXEMIESIEES 10T Device SDK

( Python ) f&EFE1SEa.

4.3 {5F MQTT Demo EA

4.3.1 MQTT {EEES

A
MQTT ( Message Queuing Telemetry Transport ) 2— M ETFERiK-IRSEHEAR
mATEERmINY, EENMBATTERENER, BITEEETR. A EfIMEITiE
EREEMIETIRS, BAKERITS, NSRS, EBXTMQITIMNUEER
EOER, 1JHXEIRE,

MQTTSEMQTTEATLSINZAINMY . REAMQTTSHMIEANTESRIIRE, IRESYIEX
MEGZEREEERE, BEHENERN, B —ENREk.,
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©

ZEFREEE
S5FiE
EAMQTTIMUIENYBAMESRNRE, RESYBHENFESZEREEERE, FiER
Bz, SZERMQTTSHMY
EHIEEMQTTSHMUEANF S, BIEZ{HERIoT Device SDKIEN .
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FEURE R MRS
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(REEIN
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Demo)
=SS/ BIEES
OTAFER
EEYTOPICHE

. ORBEAR, BRESH (ETEHE RS RN ANAPICIEFR ) o

2. FhtlEsEE, HEMEE (UEgEs SR MEE S ERNBMAPEE
mgEelE ) .

3. IREEMTEERE, URBESRELIHE/BH LR, BGS/BEER.
OTAFZR . BENX TopicEINEE. X FFETRETopicAI&E TopickEX

[MARL:
SR LAEIE matt. i TR MR, TSEHEEEmqtiEN,

{EFEBR
R BRI
SHERIMQTTHMY R A FFMQTT v3.1/v3.1.1 /V5.00MYBRAS, A
SHEHPMNFEIQ0S2. will, retain msg,
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FkisE

4G EMFAL

fifik
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SirEMQTTHMYEIX B

e 7#FQos 0F1Qos 1

o FiETopicHEX

o A3z#HQoS2

o AZ#Fwill. retain msg

MQTTSZFHIR 2 FR KATCPEBEEM + TLSHMY ( &E=TLSv1.3
hRZS )

BIKEFHRAMQTTIERSE R TR

BMREEOHSIFHNREAMQITE |1

1=E

BAMMQTTIEESVHENME, BT | 3KB/s

=, BE8EIERENMNE

MQTTENEMEEBRAKE, 83 | 1MB

LERNRIR ISR ERIER

MQTTiEE OB EZINE

OBERTEPREN30E1200%), HEFIZRE N
120%)

P a2 FEE X Topic

3 FF

HERMSITH

RERBEXIE S TopicHTEE R H ST
15

BMTRERIIRKIT I

FEBRH]

(MR

FREEFRFRESTABERANEREE (EANRKRNOS883) , RIBREFEEEE.

MQTT IREFSHIEXMFEEBEE

IRBFEBAMQTTHMUEANTFESH, FETIEFBEZ Topic#TEE . MEANESMET
Topic, BITXLTRERTopic, FEFMRBFAILISLILNER .. B, SR E ., &iEn]

LIRS EENESS, BENXTopic, LPIREFSBEAIMENEE.

HiE | HERE 1588

s

HiE | RBERML

BFr&EFmRERE MRS BIEEE LIRGFa .

E7 | &
REHEL | RELEREF mRE R E YA B IS TR _ LIRET
iR BiRENEEXHEBDREHE LRkEO LikETFE, F
BRRE LIRIBERE R AN RRS R ENTEM RS
EHITFERAE,
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IREFEAN

FRiER 4 &ML
HiE | BEkR zLl2
S
MXitERE | BTFRKESEFEESMEENEMEIE—RE LIREGFS .
% _E3R
;ﬁ%%ﬁd: BFs&iRr- R E X AnSTUESHEIE LIRETF S
f
HE | FEBEET | BTFEa TTREEXENEIERIRE .
T | &
FERER | RENFREREEFPEN TEETmEERENENE, F5/
BREMH MRS B EEEENAVESUEERBIEMLEE.
FeEER | Fe/NARSSBIEEEONG, NEISEERE
BEMH HEMHEE.
EEmST | FE/MARSSIEFmIERFE M An B N RIEHw
Y3 DBIRE -
FEEHT | FE/NARSSEFREREPENNSEHERN TREHS
ﬁ iﬁ%o
TopicEOMM4E
DB S FRE R Topictl N RFA7R:
Topic33 | g Topic Public Subsc
(%* riber
&) (3713
=)
BEHEHE | EFEEE LR | $oc/devices/{device_id}/sys/ R 28
FB*Topic messages/up
FEATEBE | $oc/devices/{device_id}/sys/ a5 8%
BT messages/down
wEWS | FETRWS | $oc/devices/{device_id}/sys/ *a RE&
FEXTopic | H8E commands/
request_id={request_id}
Z&ZIREE< | $oc/devices/{device_id}/sys/ B3, e
M iz commands/response/
request_id={request_id}
wEREE | RELIREM | $oc/devices/{device_id}/sys/ & Fa
¥EXTopic | #iE properties/report
MFEHE R | $oc/devices/{device_id}/sys/ B Fa
BEE gateway/sub_devices/
properties/report
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3017.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3010.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3010.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3006.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3006.html
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FRiER 4 BENFE
TopicoE | Fig Topic Public Subsc
(&% riber
&) (17759
&)
EEIEEIRE | $oc/devices/{device_id}/sys/ FE 8%
B properties/set/
request_id={request_id}
BEgERIE | $oc/devices/{device_id}/sys/ 5% L
MNEER properties/set/response/
request_id={request_id}
EEEIEZE | $oc/devices/{device_id}/sys/ ¥a R
B properties/get/
request_id={request_id}
EHEEEAL | $oc/devices/{device_id}/sys/ 5 Fa
R, X145 | properties/get/response/
RAREXIEE | request_id={request_id}
BNz Fr=
=A1
REFBMERFR | $oc/devices/{device_id}/sys/ R S
HE&R9IEE | shadow/get/
FEURE request_id={request_id}
REFMERIR | $oc/devices/{device_id}/sys/ ¥a R
BFE&18EE | shadow/get/response/
FEIERINTRL | request_id={request_id}
REEH | BESBH LR | $oc/devices/{device_id}/sys/ IREE a5
HHXTopic events/up
EEEMTE | $oc/devices/{device_id}/sys/ ¥a 8%
events/down
55, BRPAALIBE EEHIE EiIgEBE X Topic, FIRAFPMEWEEE. BIR0]
SEBENX Topic,
MQTT 89 TLS 2 4F
FEEZEFERTLSKFMZEITIEENENEE . BRISHFMNMRARITLSEMY, BIAR
1.0, 1.1 1.2701.3, TLS 1.0F 011440 8IBRR, FitkIFA, BESZINERTLS 1.2
FOTLS 1.3 RENETLSARA . (FRTLSEEN SN FINEEM:
e TLS ECDHE_ECDSA_WITH_AES_128 CBC_SHA
e TLS _ECDHE_ECDSA_WITH_AES_256_CBC_SHA
e TLS ECDHE_RSA _WITH_AES_128 CBC_SHA
e TLS ECDHE_RSA WITH_AES 256 CBC_SHA
e TLS ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3008.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3008.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3008.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3008.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3011.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3011.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3011.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3011.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3029.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3028.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_02_9992.html
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pAY.E =1 4 igENF%
e TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
e TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

4.3.2 Java Demo {EHHiIRAA

EERTS
AL JavaiE S A, NEBEIMQTTS/MQTTHMIEATRS, EFFEIEOM ‘B
HEIR”  “ITREKSS” FIiet,
(RERTY:
A HERIMCIB ARG, (NBTARRESBEINEE, HEHITHE, JUSEERKEGE
BRI RIE=EY10T Device SDKEH{TEERL o
BSR4
o CAEEIRHISHKEUSFIEANRLUL, KEUEHAYS(EL R, BSEFEINEES
B,
o CABERHSCIETRINZE. I RmIIZENEMNRMEAT, BSECIE
. EREMEE Tt E RS
ERTE
Z%EIntelli) IDEA
1. i5idintelli) IDEAEN, EESERFIRATE . (AXLAwindows 64-bitFR
#Intelli) IDEA 2019.2.3 Ultimate 94l )
Intelli) IDEA What's New Features Learn  Buy
Download IntelliJ IDEA
Community
— e Commerinl open-ource, spacha 20
Other versians Java, Kotlin, Groovy, Scala v v
2. THERE, BT%EXHE, RERERREE,
SNLBES
1 TEIAVAEES,
T2 ITHIDEAFAETE, BFE “ Import Project” .
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3002.html
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0050.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0050.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0031.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0032.html
https://www.jetbrains.com/idea/
https://developer.obs.cn-north-4.myhuaweicloud.com:443/manage/south/quickStart/quickStart(java).zip

IREFEAN

FRisE

Welcome to Intelli) IDEA

IntelliJ IDEA

Version 2016.3.2

1% Create Mew Project

‘ ¥ Import Project ‘

Open

¥ Check out from Version Contral -

S|3 EFERSEIPTERANHG, ARRERERT, BF “next” .

Import Praject
() Create project from existing sources

© Import project from external model

- .
= Eclipse
* Gradle

# Configure ~ Get Help ~

Maven

mM|Cance|‘| Help‘
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REEAN
F&iER

4gEMFAL

TRHABSN.

mqttdemo ; © src )| main ) [ java /| com !
B Project - 0 = | 8- I+

mgttdemo C)\Users)\|wxB85392%Desktop\mgttdems

idea
src
main
java
com.dema
resources
test

target

mqtt.log
mqtt.logdaily.2020-01-02.log
mqtt.logdaily.2020-01-10.log

m mattdemo.iml

pom.xml

e

IREHMRERANERNF R EEFRNFaREE, NERE j?ﬂ?&'i"m

HITREK . FPREBIENREER, BHREIMKERZEKMFES

1. EELERZH, BRI
/1T EmqURI ittt (BSIHREENT ARSI )

static String serverlp = "xxx.myhuaweicloud.com";

/RS RIS deviceld 5243 ( BEHHEISHMNEHIDSE )
static Str|ng deviceld = 722cb****************
static String secret = "*ren,

- serverlp AYIEAME SR EXTERE, ATSEEEIHEEEIRE (FRENRIZR
IHREE, FEIEmMdGSIERHIT “ping 1317 , SREUPHBLL) .

- deviceldfsecret/9ig & IDFNZEH, 7ERINFAHEREIREL

2. (EXRE1PSHEHOERMgttClientiZBINiERE T . mattiE OB aREERINE

1208, BfERARE.

MgttConnectOptions options = new MqgttConnectOptions();
options.setCleanSession(false);

options.setKeepAlivelnterval(120); //C:BEETIEIBRE 3012008
options.setConnectionTimeout(5000);
options.setAutomaticReconnect(true);

options.setUserName(deviceld);
options.setPassword(getPassword().toCharArray());

client = new MqttAsyncClient(url, getClientld(), new MemoryPersistence());
client.setCallback(callback);

1883@MqttIEREMEZIZEANIRO, 8883@mqttsZEMNZIEN KO ( FERSSLIN

HIEB) .
if (isSSL) {
url = "ssl://" + serverlp + ":" + 8883; //mqttsiZEE

SRR 1.0
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IREEAN

Fkiem 4 BENFFE
}else {
url = "tcp://" + serverlp + ™" + 1883; //mqttiEsE
WNREIZMQTTSIER:, FEMNFHMRSRHSSUES, & m\JJEISocketFactoryw
#(, DigiCertGlobalRootCA jkstEdemofiresourcesBRE T, BIRFREFESEHD
BOIER, BFRBUEANIBNFEEERENER, JESFERENF FEIUES
X4
options.setSocketFactory(getOptionSocketFactory(MqttDemo.class.getClassLoader().getResource("Digi
CertGlobalRootCA.jks").getPath()));
iEMclient.connect(options, null, new IMqttActionListener()) & iCiER: . &
BF, TEE@EHEAMgttConnectOptionsiEESH,
client.connect(options, null, new IMqttActionListener()
E8JEMqgttConnectOptionsiEES AT, EHoptions.setPassword (){ENRIZT
FI—DINE . getPassword () IZREUINE FRIZETA -
public static String getPassword() {
return sha256_mac(secret, getTimeStamp());
}
[* FEFsha256EiE 1T */
public static String sha256_mac(String message, String tStamp) {
String passWord = null;
try {
Mac sha256_HMAC = Mac.getInstance("HmacSHA256");
SecretKeySpec secret_key = new SecretKeySpec(tStamp.getBytes(), "HmacSHA256");
sha256_HMAC.init(secret_key);byte[] bytes = sha256_HMAC.doFinal(message.getBytes());
passWord = byteArrayToHexString(bytes);
} catch (Exception e) {
e.printStackTrace();
}
return passWord;
EERINGE, BEEREE.
& 4-14 1287 FR-8FELE
i WNREREY, FonFailurelREHEsCHlBEIEIE, RBHFINT:
@OQverride
public void onFailure(IMqttToken iMqttToken, Throwable throwable) {
System.out.println("Mqtt connect fail.");
[NEEEEE
int lowBound = (int) (defaultBackoff * 0.8);
int highBound = (int) (defaultBackoff * 1.2);
long randomBackOff = random.nextInt(highBound - lowBound);
long backOffWithlitter = (int) (Math.pow(2.0, (double) retryTimes)) * (randomBackOff +
lowBound);
long waitTImeUntilNextRetry = (int) (minBackoff + backOffWithlitter) > maxBackoff ?
maxBackoff : (minBackoff + backOffWithlitter);
System.out.println("---- " + waitTImeUntilNextRetry);
try {
Thread.sleep(waitTImeUntilNextRetry);
} catch (InterruptedException e) {
System.out.println("sleep failed, the reason is" + e.getMessage().toString());
}
retryTimes++;
MgttDemo.this.connect(true);
}
XHEhRA 1.0 R © LARITBIRABREAT 125
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IREFEAN

FFR iR 4 BEMFE
1] R AL

R EiR

a5 HiR¥E

TIRE TopicHYig & 7 etz broker &k YK F1ZTopicHUIBR., XFFETRE TopicH]
SETopicEX . IFHZOERBEESERSTE.
[ATEER S
client.subscribe (getCmdRequestTopic(), qosLevel, null, new IMqttActionListener();
getCmdRequestTopic()REEW A< HYTopic, [@MFEEIT X TopiclIaim< .
public static String getCmdRequestTopic() {

return "$oc/devices/" + deviceld + "/sys/commands/#";

}

B LiREEREEHNRFES LIRECHENE, ESERESERERE LR,

// EiRjson#iE, iF=serviceldBESr= RERIRHIE X ITR

String jsonMsg = "{\"services\": [{\"service_id\": \"Temperature\",\"properties\": {\"value\": 573} {\"service_id
\": \"Battery\",\"properties\": {\"level\": 80}}1}";

MqgttMessage message = new MqttMessage(jsonMsg.getBytes());

client.publish(getRreportTopic(), message, qosLevel, new IMqttActionListener();

HEKjsonMsgREEAEHISON, Erbservice idB 57 migE R Fh9TE XTI R
propertiesEIREFHVENE, S7HXIMAIEME. event_timeIANEIN, FNZHFREHIRE
UTCRY8], FNMESEAFERRSAYE .

IREBE MK INEREIMEXNF SRS, BIaliERAMgttClient.publish(String
topic,MgttMessage message)[@F & HIRIZEBHEE.

getRreportTopic() BI93kEX_EHREWERITopic,
public static String getRreportTopic() {
return "$oc/devices/" + deviceld + "/sys/properties/report";

}

EfTmainZEZRINEE, BEEREREFENEEE LIRIREREIEEIE. ¥4
EOEREEERERE LR,

=@ s
e
ool
e
2
R HRER sEFnE © c

Q EFEFaE: R

level

88
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R HRMOR sEpEnE © c
Q EETEAETE: R Q
57
SRR |

MR

WIRAE “RBIFE RERBEN LIRMIE, B2 RERPRSHEENRS, BRREL
?EE’JHEQ/}: M R R hROBRSS B —5, SEMA TR > REEN WHE, MERFTERR

730

*E *zﬂ!;

EBRILISEMQTTEONA, IEESEMQITEISREINRE ?s:)\%ﬁ%ﬂ"f:‘.‘o NI
Eﬁg&‘MQTTTdJ\&E@lE%%H, RIEIIER A T IASYENFE SRS ZEAMELT
FER

(0 #8
BT RES SO BERNEENTTSEEN.
4.3.3 Python Demo {EHHi%ER

HEs
LA Pythom.:. S0, NEBIMQTTS/MQTTHMUEAFS, EFFAEOSLH
“‘BELER” . “TTREKESS” EIhEE.
(11 %88
RXHEFERAMCEB ARG, (NBTRRESBEINEE, WHEHTHEA, JUSERRKEGE
ENXIRAESHYI0T Device SDKHITEER
BUIRERI4
o BZIpython, BHRZEIFSERIEpython,
o BETEAATIER (AXLAPycharmBfl ) , HERLZERIBESELRIKPycharm,
. gﬁ_ TEREHSIREBUS BB . SREMBUAREL IR, [BSEEEXHEE
o CAEESERHASCIEFRINZE. SIEFmIIZENEMNRMEAT, E2ECIE
. iEmEMeESitE S .
HEEITE
o Z&python
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3002.html
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html#section0
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html#section0
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0050.html
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IREFEAN

FRisE

b.
C.

iBapythonER, iERSERFIMRATHHFLZE., (AXLAwindowsER S
FF), LEpython3.8.2) ,

About Downloads. Documentation Community Success Stories News Events

Python »»Downloads »»Windows

Python Releases for Windows

"
E.- Latest Python 3 Release - Python 3.8.2 !
i 3
= Latest Python 2 Release - Python 2.7.18
Stable Releases Pre-releases
= Python 2.7.18 - April 20, 2020 = Python 2.7.18rc1 - April 4, 2020
= Download Windows debug infermation files = Download Windows debug information files
= Download Windows debug information files for 64-bit binaries = Download Windows debug information files for 64-bit bina

THFTHE, BiTexeX{Fif T4,

Ai%k “Add python 3.8 to PAYTH” (WX AiE, FFMEEREETE) , 2
& “Customize installation” , IZEBRMEIBREE,

% Python 3.8.2 (64-bit) Setup o

Install Python 3.8.2 (64-bit)

Select Install Now to install Python with default settings, or che
Customize to enable or disable features.

— Install Now
Ch\Users\hantiangi\AppData\Local\Programs\Python\Python

Includes IDLE, pip and documentation
Creates shortcuts and file associations

— Customize installation
Choose location and features

python

for [ Install launcher for all users (recommended)

windows Python 3.8 to PATH

B python2ELEMI .
Win$g + r -->BIA cmd-->B1ZF, #AGLTEO, HApython -V, EIEF
ERpythoniRABIRRLEEMRIN

SRR 1.0
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https://www.python.org/downloads/windows/

IREFEAN

Fxisrm 4 1REMHR

Bl #EC\windows\system32\cmd.exe

o LEPycharm, (MMEZRE, BHUILLZE)
a. ipiEPycharmEN, EEEIEAIRAESE “Download” T,

Download PyCharm

Professional Community

- pure Python development

System requirements
nstallation Instructions

Other versions

Get the Toolbox App to download PyCharm
and its future updates with ease

i EEERTAR.
b. EfTexeX ¥, IZBRRERTREZE,
SNEEHEEG
1 T#QuickStart ( Python ) 14,
$£B2 jz{TPyCharm, BEhOpen, &SR HTEAIES],
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Fxisrm 4 1REMHR

PyCharm

~+ Create New Project

E 0

- Lpen

¥ Get from Version Control

$E|3 TSN
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Fxisrm 4 RENHR

File Edit View Navigate Code Refacto

mqttdemo(python) loT_device_demo

Project = O = & — 2 C
mqttdemo(python)
v loT _device
v client
% _init__.py
a loT_client.py
» loT_client_config.py
request
resources
utils
loT _device demo

» command_sample.py

& message_sample.py

» properties_sample.py
requestments.txt

RBERER:

e loT _device_ demo: {FEEMQTTHMYAIdemoST{E;
message_sample.py: ®&&IXEEMZKFEEEEAIdemo;
command_sample.py: TINFEETF&a<SHIdemo;
properties_sample.py: @B _FiRZHIdemo;

e loT_device/client: Xfpaho-mqtti#{T 7 £I%5;
loT_client_config.py: BEEEZFIRER, Wg&Eid. BHE,;
loT_client.py: 1RHtmqtthM¥AEXINEE, WER. 1718, RHHMAE;

e loT_device/Utils: TH7i%, W3REXATEIEL. ZHIAINESE;

e |loT device/resources: ZFHUEH;
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DigiCertGlobalRootCA.crt.pem: IXFRIGFEEMHANER, BT RBMEENYIEX
MFEEEFRENER, TLATERFREF FEIER4 .

e loT_device/request: XZEFBXEHEHITIIER, NG, HENENRS.

imy (j’;_)""‘"ipaho mqttEE, paho-mqttZpythonfEAmquiNAIE=T5E (MEX
%, P ) . aISEUNTEMNLESN:
o BiE— ERFTTRApDIARE (Rpythonty, EEHLZIA)

HANGBSITRERANGS: pip install paho-mqtt[E]%E, 1273 Succefully installed

paho-mqtt RELEMI . (ERRPIpAENEHINBHS, BELEpythontk
BTENRE ) , WTFEFR:

B Cwindows)system32\cmd.exe

. 7‘5,%_ I PyCharmZz3s

a. }H:FPyCharm, ¥%#2 “File > Setting > Project Interpreter” , EAZHAM +
SHEZE “paho-mqtt” .

Project: mqttdemo(python) @ Project Interpreter
» Appearance & Behavior
Keymap
» Editor
Plugins

» Version Control

» Languages & Frameworks

» Tools

Pylint

b. BdA T Install PackageifH{T&REE,
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IREIEAN

FRiER 4 BEMNFE
n 3.1.1 client class
-
FEAVALE
IRBHMKEBRNDEN SN B CRENFESEIIERE, NTEESEENX5FES
HITHKEK, AAEEIENREER, BRBIMNFSEZIMEMNES
1. loTClientConfigX F ERMAE EEFintBXEE0IIN6E, EEILERE 2RI, &iE
BUATSH,
# ZFinHcE
client_cfg = loTClientConfig(server_ip='iot-mqtts.cn-north-4.myhuaweicloud.com',
device_id='5e85a55f60b7b804c51ce15¢c_py123', secret="******' is_ss|=True)
# BlERE
iot_client = lotClient(client_cfg)
- server_ip: YIEXMIEESHNSE X SN, TTSEFETHEESDIREN ( FRERY
EFZES, TBIEmMdiBSERIT “ping 1H7 7 , FRENPHELL) ;
- device_idfsecret: 7ERINIEAHREGIHEN;
- is_ssl: I8B N True RIEIZMQTTSIERE, FalseATEEIZMQTTIERE,
2. AR connect FiRHITIER
iot_client.connect()
WREZRINSFTED:
----------------- Connection successful !!!
it WNREEEY, fEretreat_reconnectionFEHELHIEREE, A
W
# IBBEIE
def retreat_reconnection(self):
XHhRA 1.0 R © LARITBIRABREAT 133
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IREFIEAN

FRiER 4 BEMNHFE
print("---- JRBFEIE")
global retryTimes
minBackoff = 1
maxBackoff = 30
defaultBackoff = 1
low_bound = (int) (defaultBackoff * 0.8)
high_bound = (int) (defaultBackoff * 1.2)
random_backoff = random.randint(0, high_bound - low_bound)
backoff_with_jitter = math.pow(2.0, retryTimes) * (random_backoff + low_bound)
wait_time_until_next_retry = min(minBackoff + backoff_with_jitter, maxBackoff)
print("the next retry time is ", wait_time_until_next_retry, " seconds")
retryTimes += 1
time.sleep(wait_time_until_next_retry)
self.connect()
A Y Y .
1J 15 Topic

MaRaR < A&

=l

1 IFE TopicANIR &7 geizli broker & THRYX F 1% TopicAIER, XFFESFAETopich]
S%ETopicEX -

fEmessage_sample.py X {HHiEfH 71T R Topic. BUHEIT S Topickhig&in 2 LIREIN

o

TS TR TopicAR AT :

iot_client.subscribe (r'$oc/devices/' + str(self.__device_id) + r'/sys/commands/#')
ANERITIFRRLINSITED ( TopicHBEEN K Topic, N ETopic 1) :

------ You have subscribed: topic

fEcommand_sample.py IR T INNFE TR a<SHINEE . FHEOERIESE
e TAEO.

# MNEETENGS
def command_callback(request_id, command):
# result_codeig B A0S T AR, A1 TRWBSEK
iot_client.respond_command(request_id, result_code=0)
iot_client.set_command_callback(command_callback)

B LREEREEMRFES LHIRBCHENE . ESEOERESERERE LR

fEproperties_sample.py X LI TR FEHE LR, M FSRESEDREELEL
Ihge.

WML TiwE SR 10W @S LiREMHAITNEE, service_property Hig & E MRS
%, B{RoJ#Eservices_propertis.pySHEE .

# TS EREHE

while True:
# R mEEIRER M
service_property = ServicesProperties()
service_property.add_service_property(service_id="Battery", property='batteryLevel', value=1)
iot_client.report_properties(service_properties=service_property.service_property, qos=1)
time.sleep(10)

iRE LiREMEAINEIEREFRREEERE LiRREM .
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Fxism 4 1REMHR

R HIRER sEFEnE © c

ccccccccccc

(11 ER
WIRAE “REIFE REREEN LIRMIE, B2 RERFRSHEENRES, BRREL
IRAOARSS /BRI R R PRIBRSS /B —2L, SEHEAN T > BEEN THE, MERPTEIR
2

FJo

BB R
EE HRERISFMFE HIBHEE . message_sample.pyX {42 7iEE HREIIN

ab
BEo

# REMFELQREHEE, REFEEIAtopic

iot_client.publish_message('raw message: Hello Huawei cloud loT")

e RIS STED:
Publish success---mid = 1
(RERL
HFERRSHOEEHNESHNTSEEN,

4.3.4 Android Demo {EEFHiEH

TR
ARXLAAndroidiE = 61, NMBEBIIMQTTS/MQTTIHMUEAFS, EFFESZEOLI
‘“BHELIR” . “TEKESS” FIEE.
(AR
A PERRMCID GRS, (BTG FEAEBEIRE, UEHTER, JUSEEBRIREGE
ENXIRHE=HYIoT Device SDKE{TEERK o
BUESRIs
o BZ&%IEAndroid, BERLZEESE LRI android studio, TEELIEIDK,
° Sﬁﬁﬁ?ﬁﬁﬂéﬁﬁﬁﬁﬁﬁ)\i&ﬂto SREUHARIELS IR, 1B EF/THEE
° EE%‘EE’E%‘J‘E?@UEF%*D&%O SIE IR BNEMIREMT, BSE 0
. MRS EEhEE .
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IREFEAN

FRisE

HEETIE

o ZIEandroid studio

iflalandroid studioEN, IEFESERFNRATHFLZE., (AL Awindows
64-bitZEZAndroid Studio 3.5 )

Android Studio downloads

Platform ‘Android Studio package

android-studio-ide-192.6392135-windows.exe

Recommended

Windows
(64bit)
android-studio-ide-192.6392135-windows.zip
No_exe installer
Windows android-studio-ide-192.6392135-windows32.zip
(e25it) No_exe installer
(h:.i?bwl) android-studio-ide-192.6392135-mac.dmg
Linux
o android-studio-ide-192.6392135-linux tar. gz
Chrome 0S android-studio-ide-192.6392135-cros.deb

Size SHA-256 checksum

756 MB 07b6df807fda50e69105b85ff616bd0C70d09e57fb151197155ef5f11 596250
770MB 0cad402a2

770 MB 7b24742726bbc8b40a55dab17cdff923ba384b233c21d35d6e961a36320d067
768 MB dd34

772MB 33ec0f61620071ca175cd3008301379ebbas06de78bB26easd 5d440c0adid2a
653MB 45822fd7b1c5a7 84 0ad!

o HEIDK (RILAERIDEER®HIIDK )

b

=

SNEBESI

FB1 THquickStart(Android) £,

i50)0racleEM, ERSEAYDKIRAET “Download” T&; ( AXZLA
Windows x64 JDK89f1 ) .

TEZERE, BITREX M, RIEFRERTZE.

$I¥2 1=1TAndroid Studio, BEFHOpen, EFELZER1PTEHAIES,

Open File or Project

i SR G-

\WMqttAndroidClient-master1\quickStart(Android) +

quickStart(Android)
® mqttdemo(android)
® app
libs
src
= .gitignore
& build.gradle
= proguard-rules.pro
gradle
wrapper
= .gitignore
& build.gradle
.1 gradle properties
= gradlew
= gradlew.bat
11 local.properties
G settings.gradle

| drop a file into the space above to quickly locate it in the tree

arYEm | ...
$B|3 TSN

Welcome to Android Studio - 0

W 7

Android Studio

Version 3.5

+ Start a new Android Studio project

&= Open an existing Android Studio project

|4 Check out project from Version Control =
[¢' Profile or debug APK

¥ Import project (Gradle, Eclipse ADT, etc.)

¥ Import an Android code sample

@ Events ¥ %X Configure ¥ GetHelp
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https://developer.android.google.cn/studio/#downloads
https://www.oracle.com/java/technologies/javase-downloads.html
https://developer.obs.cn-north-4.myhuaweicloud.com:443/manage/south/quickStart/mqttdemo(android).zip

IREFEAN

FRisE

Android - %)

. app
manifests

we AndroidManifest.xml
java
com.iot. mgttdemo
€ ConnectUtils
€ MainActivity
com.iot. ngttdemo (androidTest)
com.iot. mgttdemo (test)
% java (generated)
assets
- DigiCertGlobalRootCA.bks
res
res (generated)
@ Gradle Scripts
build.gradle (Project: MqgttDemo)
build.gradle (Module: app)
.1 gradle-wrapper.properties (Gradle Version)
= proguard-rules.pro (FroGuard Rules for app)
.1 gradle.properties (Project Properties)
settings.gradle (Project Settings)
.1 local.properties (SDK Location)

SRR 1.0 AR © LARMERABIRAR
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FRisE

4gEMFAL

L4

mqttdemo(android) app libs

H|4

Project « €3
mgttdemo(android) [MqttDemo]
.gradle
idea
app
build
libs
org.eclipse.paho.android.service-1.1.0.jar
org.eclipse.paho.client. ngttv3-1.2.0.jar
STC

.gitignore

app.iml
build.gradle
proguard-rules.pro

gradle

KEBERER:

manifests: AndroidIi B HIECE 14
java: IRBjavaftig;

MainActivity: demoSRHE:E;
ConnectUtils: maqttiZEREi@HanE;
asset: INBRESHF;

DigiCertGlobalRootCA.bks: IZERIGFEFHBENES, BFREMIEENYIELM
FEERENER;

res: MBRENXH (BR. BB, FHEF) ;
gradle: INH2BMgradletaiZi)7s.
libs: IBAERAEI TE=Fjar8IIEER

org.eclipse.paho.android.service-1.1.0.jar: Android[SE1j5 & serviceB{43LITiH
BARBINTIRNEE;

org.eclipse.paho.client. mqttv3-1.2.0.jar: mqtt javaZFimBEE;

(ANi% ) THEDemoBRIXETIZAE (BUAFRIER) »

AndroidManifestxml: FEERIN, ZIFmqtt service,

<service android:name="org.eclipse.paho.android.service.MqttService" />

build.gradle: #FIMKER, SAlibs FRIFR A mattiEZFRZENjar®. (RAILLR
Mjar8EMSIA )

implementation files('libs/org.eclipse.paho.android.service-1.1.0.jar")
implementation files('libs/org.eclipse.paho.client.mqttv3-1.2.0.jar")

e
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Fxisrm 4 iREMHL

FERT

MqttDemo

8&ID device_id

g&%4  device password

] ssLFm® B FHIE®REQos 0

service_id Battery

B level (& 75

BIFER (RE—TTHD)
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1. MainActivityZ22FERHTRERER, BESEEIDINREEE, TYERMNESDL
AREOEMEEEIRE.

2. PIREINE TIREMEANRIEZMEIE ( SSLINBERNINZIEZ ZE ST NAREFRL
{4 PCECER ) o

private final static String IOT_PLATFORM_URL = "iot-mqtts.cn-north-4.myhuaweicloud.com";

3. APYLUEFREMEGEEESSLINE/AINE, EFEQosHNE0ERZ1, =Rl
A37$5Qos2, AISE(EARE .

checkbox_mqtt_connet_ssl.setOnCheckedChangeListener(new
CompoundButton.OnCheckedChangelListener() {
@Override
public void onCheckedChanged(CompoundButton buttonView, boolean isChecked) {
if (isChecked) {
isSSL = true;
checkbox_mqtt_connet_ssl.setText("SSLANZE");
}else {
isSSL = false;
checkbox_mqtt_connet_ssl.setText("SSLAINZE");
}
}
b

iﬁ%:!zﬂ?é?‘ BAYEMESI BT EMTaEER, NMBRE ZJZH?E'S"“‘
1TXER. FRBEBIRANREER, HXEEMEREIENES

1. MainActivity%"éIgﬁﬁ'—tEfzMQTT/MQTTSJ‘_F“‘%E% , MQTT%jtiMEFH‘I 883
0, MQTTSERIAEFES883i% 0 (EEMEIER )
if (isSSL) {
editText, mqtt log.append ("FHAEIZMQTTSIERE" + "\n");
serverUrl = "ssl://" + IOT_PLATFORM_URL + ":8883";
}else {
editText mqtt log.append ("FHAZEIZMQTTIERE" + "\n");
serverUrl = "tcp://" + IOT_PLATFORM_URL + ":1883";
}

2. ConnectUTtils3 E%ﬁ‘zﬂ L7 SSLANEGEBAIgetMattsCerificate5i%, MRE
MQTTSEAR, FERBZEENEIES.

DigiCertGlobalRootCA.bks: IZERIGFEFBENES, BFREMIEENYIELMN
EEERENER, oTLAERRREN THIEHEX M

SSLContext sslContext = SSLContext.getInstance("SSL");
KeyStore keyStore = KeyStore.getInstance("bks");
keyStore.load(context.getAssets().open("DigiCertGlobalRootCA.bks"), null);//IN&libs B R FHHES
TrustManagerFactory trustManagerFactory = TrustManagerFactory.getinstance("X509");
trustManagerFactory.init(keyStore);
TrustManager[] trustManagers = trustManagerFactory.getTrustManagers();
sslContext.init(null, trustManagers, new SecureRandom());
sslSocketFactory = sslContext.getSocketFactory();

3. MainActivityZ$2M T8 BB MgttConnectOptionsid753% . mqttiZEizz Bkad
BNEINER120%), BERRE .
mqttAndroidClient = new MqttAndroidClient(mContext, serverUrl, clientld);
private MqgttConnectOptions intitMgttConnectOptions(String currentDate) {

String password =
ConnectUtils.sha256_HMAC((editText_mqtt_device_connect_password.getText().toString(),
currentDate);

MgttConnectOptions mqttConnectOptions = new MqttConnectOptions();

mqttConnectOptions.setAutomaticReconnect(true);

mqttConnectOptions.setCleanSession(true);

mqttConnectOptions.setKeepAlivelnterval(120);

mqttConnectOptions.setConnectionTimeout(30);

mqttConnectOptions.setUserName(editText_mqtt_device_connect_deviceld.getText().toString());
mqttConnectOptions.setPassword(password.toCharArray());

return mqgttConnectOptions;
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FRi5E

1J 15 Topic

OH]

4. MainActivityZS12H 7 Mttt PimiEIEZRIRY T ik connect, FH@IT[ENE R &K
BEiEERIBERRELSER.

mqttAndroidClient.connect(mqttConnectOptions, null, new IMqttActionListener()
mqttAndroidClient.setCallback(new MqttCallBack4loTHub());

T UNERERESE, fEinitMqttConnectsEREIHRAonFailure EBE P ELILE R
BiE, RBEFNT:

@Override

public void onFailure(IMgttToken asyncActionToken, Throwable exception) {
exception.printStackTrace();
Log.e(TAG, "Fail to connect to: " + exception.getMessage());
editText_mqtt_log.append ("ZEILEZALM:" + exception.getMessage() + "\n");

[ EB¥EE
int lowBound = (int) (defaultBackoff * 0.8);
int highBound = (int) (defaultBackoff * 1.2);
long randomBackOff = random.nextInt(highBound - lowBound);
long backOffWithlitter = (int) (Math.pow(2.0, (double) retryTimes)) * (randomBackOff + lowBound);
long waitTimeUntilNextRetry = (int) (minBackoff + backOffWithlitter) > maxBackoff ? maxBackoff :
(minBackoff + backOffWithlitter);
try {
Thread.sleep(waitTImeUntilNextRetry);
} catch (InterruptedException e) {
System.out.println("sleep failed, the reason is" + e.getMessage().toString());
}
retryTimes++;
MainActivity.this.initMgttConnects();

1T IFE TopicANIR B etz broker 2 ThRYX F1%TopicASER,, X FFEEFRETopicr]
SETopickEX -

FEMainActivity2E Rt 71T < T & Topic. 1J&Topic. BUGHITIRTopicEINge:

String mqtt_sub_topic_command_json = String.format("$oc/devices/%s/sys/commands/#",
editText_mgqtt_device_connect_deviceld.getText().toString());
mqttAndroidClient.subscribe(getSubscriptionTopic(), gos, null, new IMqttActionListener()
mqttAndroidClient.unsubscribe (getSubscriptionTopic(), null, new IMgttActionListener()

ANREYERIN, ATLAERIERE LT Topic:

mqttAndroidClient.connect(mgttConnectOptions, null, new IMqttActionListener() {
@Overridepublic void onSuccess(IMgttToken asyncActionToken) {
subscribeToTopic();
}

2N, APPRERS=ETINTHMER:

SRR 1.0
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MqttDemo

ig&ID f1af

I 4r ctaen
== 2R

SSLnE

service_id Battery

m  level =] 75

REAE (RE—TUED)

serverUrl:ssl.//iot-mqtts.cn-north-4.myhuaweicloud
.com:8883,
clientld:f1af%#a

_0_2020043010

FiE1TiE# < T &2/ Topic: $oc/devices/
f1af

commands/#

MQTTEERERIN:

ssl://iot-mqtts.cn-north-4. myhuaweicloud.com:
8883

iTif TopicAiZh

/sys/
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FRiER 4 gEMFE

B iR
Bt LiRRIEREEHEFE HRECHEE. ESROERESETRERME LR,

Elio=E>

fEMainActivityZ2FRSCHl 7 /B LR Topic. B _E3RINEE.

String mqtt_report_topic_json = String.format("$oc/devices/%s/sys/properties/report",
editText_mgqtt_device_connect_deviceld.getText().toString());

MgttMessage mqttMessage = new MqttMessage();

mqttMessage.setPayload (publishMessage.getBytes());
mgqttAndroidClient.publish(publishTopic, mgttMessage);

iRE LIRBEEAINEIEREFRREEES LiREN

_2

B HIRER

Q EFEFAE: Q
sat
Connecti
backoffTim period retryTimes retyinterval
o
10 40 88 42
0 saa < [l
pes
e O
-2
Q BFEFAE: Q
Batery

AR

RAE “REBIFE NERBEN LIRME, B2 miREPRSTEENRS, WIRREL

;Ifﬂ’ﬂﬁﬁ%/}%'fﬁﬂﬁ‘un*iﬁ:EPE’JHE%/F BIE—, HEHAN “Tm > REEN THE, MRPMER

BT &

=l
B

EMainActivity2 KRR T IZIKF & T R<SHITNEE, EMQTTEMTKE, LTS
IEE?E’E%J‘;:‘?E%%T@¢$9'F7§I@FHF" W AAMIDemoxdizig & IDiHTAE S T A&, HIEIT

17007

AS¥Z Ncommand, SEERSI®GS, TEMINE, EMQTTHIEIRERE I

:tl.Jo

private final class MqttCallBack4loTHub implements MqttCallbackExtended {
@Overridepublic void messageArrived(String topic, MgttMessage message) throws Exception {

Log.i(TAG, "Incoming message: " + new String(message.getPayload(), StandardCharsets.UTF_8));
editText_mqtt_log.append("MQTTiEW F&a5< R0 " + message + "\n");
}

SASRRAS 1.0
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https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home

IREEAN

Fxisrm 4 RENHR

ERBFEBREAYUBERGS TARES, XBERtimeout2FE HiZDemorrxf={X
EREKGS, RBERIEINNEFES.

Bt EHRANas <RI RRTN, APPREIRRINT:
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MqttDemo

18&ID af659e-aa94-4bc9-99f6-415c3c0c82e3

g&®E 123456789

SSLin% EFHAE%EQos 0

service_id Battery

% level am 75

RFEE (RET—TFEAS)

Fh ARV R AT AT

B4 EIBARE {"services"™:

[{"service_id":"Battery",'properties"{"level":"75"}]1}

B4 _LiRtopic:$oc/devices/
f1af6! : .

properties/report

MQTTH#EIXE S . {"services"
[{"service_id":"Battery"'properties":{"level":"75"}}]}
MQTT/E % E3RpETH

MQTTHEW T A< AN {"paras"{'command":
5},"service_id":null,'command_name":null}

/sys/
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4.3.5 C Demo {EFIHAB

R
AXLAGES HAI, NMBEIMQTTS/MQTTIMMIEAFS, ETFESEOSXN ‘Bl
FiR” . “TREKSS” &L,
(1 #%e8
KX HFERAMCEB AR, (NBETRKESBEINEE, IHEHTHEA, JUSEERIREGA
NI RAE= 10T Device SDKIHTEERL o
BUiRSY

o IMEER: LinudRERZ L, HLEFgee (BIN4A8RLALRRA)
o [EK#i: openssiEE (MQTTSEE ) , pahofE,
) Sﬁﬁﬁﬁﬁﬂ‘aﬁﬁﬂiﬁﬁﬁ)\i&ﬂto SREUBHAIRIEL IR, 15SEFEXERS

o EAEEERHEEFRIRE. SEFmIIRENEKRIEAT, BFSEeZE
. ERRMRESHEENRE

HEEITE
o “RiFopensslE

a. iAigopensslEM ( https://www.openssl.org/source/ ) NEGREFThRAS
openssl ( #lopenssl-1.1.1d.tar.gz ) , EEZlinuxgmiEH_LE (LA EEZR)/
home/testBF T4 ) , FERIITHSEE:

tar -zxvf openssl-1.1.1d.tar.gz

b. BEESmakefile3Z{4,
WITLA T et NopenssiRRBE R

cd openssl-1.1.1d

BTN TERESS:

./config shared --prefix=/home/test/openssl --openssldir=/home/test/openssl/ssl

Hrh “prefix” 2&ZEEZR, “openssldir” 2EEXHBEZ, “shared” {E
BRAENNESiEERE (Bl.soE ) .

NRRFRDBE, BEaRSILno-asm ( BRAERCHLH )

.Jconfig no-asm shared --prefix=/home/test/openssl --openssldir=/home/
test/openssl/ssl

c. UmiEHFE
fropenssEFEERT, iZfTmake dependis<.
make depend

BizfTmakems SHTRIF

make
ZiEopenssl,
make install
fEBcERYopenssIZi= B3R Thome/test/opensslikEIliIbER, BEMIIEX
15:
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IREEAN

F&igEE 4 REMNFE
“libcrypto.so.1.1” . “libssl.so.1.1” F0&k5%EE “libcryptoso” .
“libssl.so” , TEIEIXLE4HE N EdemofIlibXHE T ( [EATIE/home/test/
openssl/include/openss| AR A N Eldemoflinclude/openssIT ) .
fhome /test/openssl fib
£ B ' K B
T | 1569672248319596.png | Y
engines-1.1 2(
pkgconfig 2(
liberypto.a 5461 KiB 2
@  liberypto.so 16B A
| liberypto.so.1.1 3276 KiB  2(
libssl.a 996 KiB 2
@ libssl.so 13B XA
libssl.so.1.1. » 4569 KiB 2
T BRmEIERE32UAY, REAMUAIlInuxtlE EER, XFRER
MakefileHRY-m64ERIIRR, FBiH T4mIFRIAT .
o IRiEpahoFE3 {4
a. iAhiggithub ™ &kt : https://github.com/eclipse/paho.mqtt.c, &
paho.mqtt.ciR#3 .
b. MEERLEZENinuxgmiE.
c. {&fimakefile
i BT TR TRIEMakefile
vim Makefile
i. BRFREB
/DOXYGEN_COMMAND =
iii. TE/DOXYGEN_COMMAND =doxygenfd F—{TiAINFEIEIT ( BEXH
openssIfYSL RIS )
CFLAGS += -I/home/test/openssl/include
LDFLAGS += -L/home/test/openssl/lib -lrt
1/1nclude
s1/Tib -Trt
iv. IEIITERICCDLAGS_SO. LDFLAGS_CS. LDFLAGS_AS. FLAGS_EXES
AYopensslitt it ER A R XS Rz AL
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e
i BTET®e®
make clean
ii.  PUTHREDS
make
fiE5ehkfE, AJLAfEbuild/outputB R TERIRIERMINAIE .
mm;napm.mu;qhﬂ;mmtl
g B i *h BHE
Bl 2019/10/23 15:34:01
samples 2019/10/23 15:34:14
test 2019/10/23 15:34:16
@  libpaho-mqgtt3a.so 19 B 2019/10/23 15:34:10
i | libpaho-mgtt3a.so.1 21 B 2019/10/23 15:34:10
libpaho-mqtt3a.s0.1.0 477 KiB  2019/10/23 15:34:10
iz | libpaho-mgtt3as.so 20B 2019/10/23 15:34:13
@ |libpaho-mgtt3as.so.1 22 B 2019/10/23 15:34:13
| |libpaho-mqtt3as.so.1.0 529 KiB 2019/10/23 15:34:13
& | libpaho-matt3c.so 198 2019/10/23 15:34:03
@ | libpaho-mgtt3c.so.1 21 B 2019/10/23 15:34:03
| |libpaho-mqtt3c.s0.1.0 446 KiB  2019/10/23 15:34:03
i@ | libpaho-mqtt3cs.so 20 B 2019/10/23 15:34:07
@ | libpaho-maqtt3cs.so.1 22 B 2019/10/23 15:34:07
| |libpaho-mqtt3cs.s0.1.0 498 KiB  2019/10/23 15:34:07
| paho_c_version 13,768 B 2019/10/23-15:34:14
¥ pahoZE3l {4,
HEISDKIXAZEI T libpaho-mqtt3as, &4 “libpaho-mqtt3as.so” #0
“libpaho-mqtt3as.so.1” X{HE N EIdemofIlib{4HE T, ( EAIEIRIpaho
TECRBERR, HAsrcBR, ¥BMQTTAsync.h. MQTTClient.h,
MQTTClientPersistence.h. MQTTProperties.h. MQTTReasonCodes.h.
MQTTSubscribeOpts.hiZ N ZElldemoRYinclude/base3 4T ) .
A\ E=R
BHpaholkA4&E MQTTExportDeclarations.h L3244, FEINATLUEMQTT
HERAVSLSUSEBRIIHE .
SNREEB
£ THquickStart(C)#EH,
XHEhRA 1.0 RS © ARITTERARBIRAE] 148
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https://developer.obs.cn-north-4.myhuaweicloud.com:443/manage/south/quickStart/quickStart(c).zip

REEAN
F&iER 4 gEMFE

SE2 BABERElInuETIMER . BRI XXEERINTE.

v == mqtt_c_demo
it Includes
v & src
w = util
l.g| string_util.c
] mgtt c demo.c
v = r:cmf

= util
= lib
Makefile

KB ERER
o src: JFRBEAR
maqtt_c_demo: demotz/yiRAS;
util/string_util.c: TE&IEN;
e conf: IFBE:

rootcert.pem: IZERIWFEFMANER, BT ESMHENIDEXNESEFREN
#F; MNERXIIZAYIOTDARRAIER MR, BISZIER I F c/ap-southeast-1-
device-client-rootcert.pem3 4R £ N Elconf/rootcert.pem3 {4,

e include: L HBZH
baseHF: FHUKHiAIpahosL3 {4
opensslIB%: FRUKEIRYopenssISL3Z{4F
utilBR: FRUIKERY TERIEL

o lib: KRS
libcrypto.so*/libssl.so*: opensslZE3 {4
libpaho-mqtt3as.so*: pahoEX {4

e Makefile: Makefile3Z{4

et

IREFEMRERANY AN B aHTEMT A &R, NMBRE ZSZH?E'?""‘
HITXRER. FFREBLIEANRERER, BREWMXEREMIEAMNFS

1. 1‘2%?& o

char *uri = "ssl://iot-mqtts.cn-north-4.myhuaweicloud.com:8883";

int port = 8883;

char *username = "5ebac693352cfb02c567ec88_test2345"; //deviceld
char *password = "602d6cc77d87271be8f462f52d27d818";

EE: MQTTSA8883umHEAN, MRFERBMQTTHMUIEN, urll: tep://iHET
|8):1883, port}91883, HiFZTBSELEIHEEEIREY, . (OBEAIEIZIAR
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4gEMFAL

1] 15 Topic

BR120%, AFPMREEK, aTLUERIBAAY “keepAlivelnterval ” £,
OB B E R AR 2 & E R .

T

- EMakefileRIE 151 TRERI -lm , HfTmakedH THIE. WRE32( AT
R %, EMaMakefiledhy"-m64",

- #fTexport LD_LIBRARY_PATH=./lib/iN&ESC 4,

- 1&17./MQTT_Demo.o,

//connect
int ret = mqtt_connect();
if (ret!=0) {
printf("connect failed, result %d\n", ret);

}
ERERINGE, $TED “connect success” , RIRITEIEHISAEIIREEEL

begin to connect the server.

connect su

w5 @ BEEE B ) FERRSE YV FEFE ¥ TRRE e

=3 test2345 R0 R O e EEEE == e =

;*L: WNSREREEM, Emqtt_connect_failure B HETIRBEE, KBHEH
AF:

void mqtt_connect_failure(void *context, MQTTAsync_failureData *response) {

retryTimes++;

printf("connect failed: messageld %d, code %d, message %s\n", response->token, response->code,
response->message);

[BREEE

int lowBound = defaultBackoff * 0.8;

int highBound = defaultBackoff * 1.2;

int randomBackOff = rand() % (highBound - lowBound + 1);

long backOffwithlitter = (int) (pow(2.0, (double)retryTimes) - 1) * (randomBackOff + lowBound);

long waitTImeUntilNextRetry = (int) (minBackoff + backOffWithlitter) > maxBackoff ? (minBackoff
+ backOffWithlitter) : maxBackoff;

TimeSleep (waitTImeUntilNextRetry);

//connect
int ret = mqtt_connect();
if (ret!=0) {
printf("connect failed, result %d\n", ret);
}
}

T IFE TopicANIR &7 geizli broker & THRYX Fi%TopicAIER, XFFESFAETopich]
SETopicEN -

1J " Topic:

//subcribe
char *cmd_topic = combine_strings(3, "$oc/devices/", username, "/sys/commands/#");
ret = mqtt_subscribe(cmd_topic);
free(cmd_topic);
cmd_topic = NULL;
if (ret <0) {
printf("subscribe topic error, result %d\n", ret);

SRR 1.0
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IREFEAN
Fxisrm

R LR

B TR

5
B

iAEINGE, demoF£FTEN “subscribe success” =¥,

B LiREEREEHNRFES LHIRECHEY, ESERESERERE LR,

//publish data
char *payload = "{\"services\":[{\"service_id\":\"parameter\",\"properties\":{\"Load\":\"123\" \"ImbA_strVal
\"\"456\"}}1}";
char *report_topic = combine_strings(3, "$oc/devices/", username, "/sys/properties/report");
ret = mqtt_publish(report_topic, payload);
free(report_topic);
report_topic = NULL;
if (ret <0) {
printf("publish data error, result %d\n", ret);

8% FIREMRING, demo£3TED “publish success” F#¥,
FEIGE “IRFIFIE NEAEEE LIRMNEMY:

4-15 IREF1¥B

B LIREIR

Q EFTEE

Load ImbA_strval

123 456

MR

WIRAE “RBIFE RERBEHN LIRMIE, BEN~ R PRSIEENRS, WRREL
?EE’JHE%/}: MR R R PRIBRSS /B —5, SEHEAN ‘T > REEN WHE, MRFTERR

730

IR T < Topicls, ALIEEHETRRLWHS . FHEBESEMQITIRGRLHLST
o

e TARRE, demohizEIE<:

ss, the topic is $oc sys/commands/r

command" , "command_name" : "timeRead"}

8, the payload is {"para

demorhiEESHIREB A

//receive message from the server

int mgtt_message_arrive(void *context, char *topicName, int topicLen, MQTTAsync_message *message) {
printf( "mqtt_message_arrive() success, the topic is %s, the payload is %s \n", topicName, message-
>payload);
return 1; //can not return 0 here, otherwise the message won't update or something wrong would
happen
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(AR
HTFRRSHSHEERNESERNTSEEZO.

4.3.6 C# Demo {EFHi5AA

Wik
AXLACHES B, NMBBIMQTTS/MQTTIMMIEAFSG, EFFEESEOXN ‘B
MEER” . “TTEIRKRES T FIEE,
(1] %88
A HERIBARGREE, (NBTHRIETFAEEINEE, WERTER, TUSEERREEL
BN RIESEYI0T Device SDKEITEERL o
BUIRSRY
o 2ZEMicrosoft Visual Studio, BRI FSELZIEMicrosoft Visual Studio.,
o CEEERFISIREURFBIEAMLIL, IREMUAYREL IR, BESEESVERE
o EEEEEHAEFRINRE. BT RINRENERREAT, BSECE
. EmENMgESitE S
ERTE
e iflaMicrosoftEM, EREEERFHINRA & Microsoft Visual Studio, ( A
LAwindows 64-bitZ& %, Microsoft Visual Studio 2017F#0.NET Framework 4.5.1
R ) o
o THZME, BIILENH, RIERERERTE.
SNEBES
LB, THquickStart(C#)#4l,
FIE2 i={TMicrosoft Visual Studio 2017, B “FIHIRB/MBAAR" , EELEE1RTE
HIRES
MAHERRAS 1.0 RN © L ARITERAGRAS 152
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https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
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https://developer.obs.cn-north-4.myhuaweicloud.com:443/manage/south/quickStart/quickStart(cSharp).zip

IREFEAN

Fxisrm 4 iRENHL

17

MinElE s EeE B A R =S HTHE

™ Visual Studio Team Services

bl AmEMEEEE
o R
W@ FIFFRIES

B ESSRENET Framework)

HFE3 TAITIEEAN.
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FRisE

I g

. -
ay &8

) B = " huaweicloud-iot-device csharp-demo®(1 -~HH)
4 |7 device demo mqtinet
b A Properties
8 5|
4wl Utility
b ® EncryptUtil.cs
'f_: App.config
4[] FrmMgttDemo.cs
BT FrmMgttDemo.Designer.cs
1 FrmMgttDemo.resx
4 " Program.cs

b "8 Program

KBERER:

e App.config: ServerittiHFIGFSEEEH

o C#: IBCH#ARB;
EncryptUtil.cs: REFZBINZEIHENE;
FrmMgttDemo.cs: B{ARME;
Program.cs: Demof2FERBiIAL.

o dll: MEPEAEITE=FE
MQTTnet: v3.0.11, 2—METF MQTT @SS L NET FHEE, SRS
MQTT RS EEimRIIE i, 5IBEMEEEMQTTnetdll,
MQTTnet.Extensions.ManagedClient: v3.0.11, XE— N\ EBE, BFH
MQTTnet AFEEMQTTE FHIR AT INTHEE

B4 DemoEBHIEEESH.

e App.config: FEEACEIRS ML, IRFBIDFIEEZE, BFBshDemofzFAIAT
&, EREIEEBEISEIDemoERME,

<add key="serverUri" value="serveruri"/>
<add key="deviceld" value="deviceid"/>

SRR 1.0
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<add key="deviceSecret" value="secret"/>
<add key="PortlsSsl" value="8883"/>
<add key="PortNotSsl" value="1883"/>

R

FHEER
o5l MOQTTiREEAER - O x
O FSvssuze [ ESEAREEE Hi%iEdes 0 v S

Serverfit |iot—mqtts. cn—nort}\—4.myhuawei| BETD |5eb4cd404935abDB?d?d4861_test_lfd8?46511 | BET

1iETopic |$oc;‘rdevices,-'r5eb4cd40493531308?&?&4861_&st_lfd8?4651 1/5y=/commands 4 |

Bsk: ErE

e MTopic |$oc;’rdevicesfr5e134cd4049353b08?d?d4861_test_1f&8?4651lfsysfpropertiesfreport

{"serviges” [{ propertles :
”alarl?]il temperature”:92 670734, “humidity”: 78 37673, “smokeConcentration™:19. 97906}, “service_14": "smokelletector”, “event_time
]l

1. FrquttDemoEETﬂ {7 REZw, EIABEIEBEEIMApp.confighigkEServer
btk IRE|ID. IREEH . BRIELIRCIZINSSREREREE.

- Serve I’fl‘l_’,iJJZ Eﬂﬂz% ’ %SFAXtH%{E:%ﬁHR ’
-  REBIDIIREEH: EYERENTFaEMREIERLEIREEORIRE

2. BHApp.config NS TR EMIENAIServerttttit ( SSLADZEE AT iZSServerith
HFE SIS WAGIEBI A ICECEER ) ©
<add key="serverUri" value="iot-mqtts.cn-north-4.myhuaweicloud.com"/>;

3. ARFAELUSEREMEENREASSLINE, EEQosHFRR0ER1, HAIAH
Qos2, AIZE(EARH.

R

IR RERANERNF R EEFRAFaRLEE, NERE j?ﬂ?é'ﬁ"m
HITREK . FPREBIENREER, BHREIMKEZIMKMFES

1. Frm|v|qttDemo%EEﬁ{ﬁL_LMQTT/MQTTSL 7%, MQTTERIAfEA1883
iwE, MQTTSBAIAFERI8883IRM ( FEMEIREZ IR TFEBDAIES
DigiCertGlobalRootCA.crt.pem, AFIREMHENEXMFESERERER, ILd
EEESFENP FEAEBI 4 ) , ManagedMqttClientOptionsBuilderdi2it 7%
Egﬂ“{{KeepAllvePerlodE’J B, mattEiZOBETEEINER1208), B{FER
R
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int portlsSsl = int.Parse(ConfigurationManager.AppSettings["PortIsSsl"]);
int portNotSsl = int.Parse(ConfigurationManager.AppSettings["PortNotSsl"]);

if (client == null)
{

client = new MqttFactory().CreateManagedMgqttClient();
}

string timestamp = DateTime.Now.ToString("yyyyMMddHH");
string clientID = txtDeviceld.Text + "_0_0_" + timestamp;

// SFERB#H THmMacSHA256 /1%
string secret = string.Empty;
if (!string.IsNullOrEmpty(txtDeviceSecret.Text))

secret = EncryptUtil.HmacSHA256 (txtDeviceSecret.Text, timestamp);
}

/] FIErR B AL LERE
if (!cbSSLConnect.Checked)
{
options = new ManagedMqttClientOptionsBuilder()
.WithAutoReconnectDelay(TimeSpan.FromSeconds(RECONNECT_TIME))
.WithClientOptions(new MqttClientOptionsBuilder()
\WithTcpServer(txtServerUri.Text, portNotSsl)
.WithCommunicationTimeout(TimeSpan.FromSeconds(DEFAULT_CONNECT_TIMEOUT))
WithCredentials(txtDeviceld.Text, secret)
\WithClientld(clientID)
.WithKeepAlivePeriod (TimeSpan.FromSeconds(DEFAULT_KEEPLIVE))
\WithCleanSession(false)
.WithProtocolVersion(MgttProtocolVersion.V311)
.Build())
Build();
}
else
{
string caCertPath = Environment.CurrentDirectory + @"\certificate\rootcert.pem";
X509Certificate2 crt = new X509Certificate2 (caCertPath);

options = new ManagedMqttClientOptionsBuilder()
.WithAutoReconnectDelay(TimeSpan.FromSeconds(RECONNECT_TIME))
.WithClientOptions(new MqttClientOptionsBuilder()
\WithTcpServer(txtServerUri.Text, portlsSsl)
.WithCommunicationTimeout(TimeSpan.FromSeconds(DEFAULT_CONNECT_TIMEOUT))
\WithCredentials(txtDeviceld.Text, secret)
\WithClientld(clientID)
.WithKeepAlivePeriod (TimeSpan.FromSeconds(DEFAULT_KEEPLIVE))
\WithCleanSession(false)
\WithTls(new MqttClientOptionsBuilderTlsParameters()
{
AllowUntrustedCertificates = true,
UseTls = true,
Certificates = new List<X509Certificate> { crt },
CertificateValidationHandler = delegate { return true; },
IgnoreCertificateChainErrors = false,
IgnoreCertificateRevocationErrors = false
b
.WithProtocolVersion(MgttProtocolVersion.V311)
.Build())
Build();
}

FrmMgttDemoZ&i2t T MqttE FumsE s iEZAIAY S &S StartAsyne, EZRINE
L@ EEEEHOnMgttClientConnected TEMEZERKINAE .

Invoke((new Action(() =>

ShowLogs($"{"try to connect to server " + txtServerUri.Text{Environment.NewLine}");

)

if (client.IsStarted)

SRR 1.0
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{
}
/] ERREG

client.ApplicationMessageProcessedHandler = new
ApplicationMessageProcessedHandlerDelegate (new
Action<ApplicationMessageProcessedEventArgs>(ApplicationMessageProcessedHandlerMethod)); // 8
BERmEE

await client.StopAsync();

client.ApplicationMessageReceivedHandler = new
MgttApplicationMessageReceivedHandlerDelegate (new
Action<MgqttApplicationMessageReceivedEventArgs>(MqttApplicationMessageReceived)); // &% A&
=

client.ConnectedHandler = new MqttClientConnectedHandlerDelegate (new
Action<MgttClientConnectedEventArgs>(OnMqttClientConnected)); // &=L INENIE

client.DisconnectedHandler = new MqttClientDisconnectedHandlerDelegate(new
Action<MgttClientDisconnectedEventArgs>(OnMgqttClientDisconnected)); // ZEZRFFFEE

|| EEEERE
await client.StartAsync(options);

i WNSREEELY, fEOnMqttClientDisconnected B ESLIMBBEE, £
BEFIIT

private void OnMgttClientDisconnected (MqttClientDisconnectedEventArgs e)

{
try {
Invoke((new Action(() =>

{

ShowLogs("maqtt server is disconnected" + Environment.NewLine);

txtSubTopic.Enabled = true;

btnConnect.Enabled = true;

btnDisconnect.Enabled = false;

btnPublish.Enabled = false;

btnSubscribe.Enabled = false;
b))k

if (cbReconnect.Checked)
{
Invoke((new Action(() =>

{
ShowLogs("reconnect is starting” + Environment.NewLine);

»);

[EB¥EE

int lowBound = (int) (defaultBackoff * 0.8);

int highBound = (int) (defaultBackoff * 1.2);

long randomBackOff = random.Next(highBound - lowBound);

long backOffWithlitter = (int) (Math.Pow(2.0, retryTimes)) * (randomBackOff + lowBound);

long waitTImeUtilNextRetry = (int) (minBackoff + backOffWithlitter) > maxBackoff ?
maxBackoff : (minBackoff + backOffWithlitter);

Invoke ((new Action(() =>

ShowLogs("next retry time: " + waitTImeUtilNextRetry + Environment.NewLine);

m
Thread.Sleep((int)waitTImeUtilNextRetry);
retryTimes++;

Task.Run(async () => { await ConnectMqttServerAsync(); });
}
}

catch (Exception ex)
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IREEAN

FRisE

1J 1% Topic

B TR

sb

B

4 gENFE
Invoke((new Action(() =>
{
ShowLogs("mqtt demo error: " + ex.Message + Environment.NewLine);
HN;

1R TopichNR & BEfZ U broker 2 o RIX FiXTopiclIiBR, KX TFFEETETopicA]
SETopickEX -

FEFrmMgttDemoZEiR it 71T R < T /A& TopicAITNRE:

List<MqttTopicFilter> listTopic = new List<MqttTopicFilter>();

var topicFilterBulderPreTopic = new MqttTopicFilterBuilder().WithTopic(topic).Build();
listTopic.Add(topicFilterBulderPreTopic);

// J1@Topic
client.SubscribeAsync(listTopic.ToArray()).Wait();

ZikfE, RpkINITETopic, EREAT=ERIWHMER:

A MQTTiREEAEL - [} b
2hAELEE [ 25EREBREE HiERes 0 ~ BiFESE

ServerMih [ cnmor tht. mybuaweicloud con| {EHID [5eb40d4040a5ab087dTd4E61 _test_LEGT46511 | BETHNA

TiETepic $oc/devicesebdodd04920:b0874744861 test 1£43746511 /sys/commands 4

B ESEE
2020-10-30 04:53:22 — try to commect to server iot—mgtts. cnmerth—4. mybuawelcloud. com

2020-10-30 04:53:22 — conmect to mqtt server success, deviceld is Sebdcd404925ab08747d4861 _test_1£d5746511

2020-10-30 04:53:25 — topic : [$oc/devices/Bebdcdd049a5ab057 4744561 _test_1£45746511 /svs/commands#] is subseribe success

e MTopic |$oc;"devi ces/Gebdedd049 a5 ab057 74561 _test 1Ed8746511 /sus/properties/report

{"services”: [{"properties™:
* arlfﬁl, “temperature”:92 670784, "humidity”: 78. 37673, “smokeConcentration”: 19, 97906}, "service_id”: “smokeletector”, "event_time
¥ oall

X}

FEFrmMgttDemoERRME TEINTF A T A <SHITNEE, FEMQTTEHESSRFHRINITIR
Topic/s, AJLATEEEEHSREFETHS T AEFERNAMIDemoXiZig&EIDEHIT
B TR, TRENE, EMQITHEIERHPEKEIFETARERENTS.

private void MqttApplicationMessageReceived(MqttApplicationMessageReceivedEventArgs e)

{

Invoke ((new Action(() =>

ShowLogs($"received message is {Encoding.UTF8.GetString(e.ApplicationMessage.Payload)}
{Environment.NewLine}");
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IREFEAN

Fxisrm 4 1RENHR

string msg = "{\"result_code\": 0,\"response_name\": \"COMMAND_RESPONSE\",\"paras\": {\"result\":
\"success\"}}";

string topic = "$oc/devices/" + txtDeviceld.Text + "/sys/commands/response/request_id=" +
e.ApplicationMessage.Topic.Split('=")[1];

ShowLogs($"{"response message msg = " + msgH{Environment.NewLine}");

var appMsg = new MqttApplicationMessage();

appMsg.Payload = Encoding.UTF8.GetBytes(msg);

appMsg.Topic = topic;

appMsg.QualityOfServiceLevel = int.Parse(cbOosSelect.SelectedValue.ToString()) == 0 ?
MgqttQualityOfServiceLevel. AtMostOnce : MqgttQualityOfServiceLevel. AtLeastOnce;

appMsg.Retain = false;

/] Ef7IERL
client.PublishAsync(appMsg).Wait();
H);

BN T &2 %5 9SmokeDetectorControl: SILENCE, S#{E 500945 .

416 HYTR-AEHITH
AT eEHs

aEEs  =wEGEs  Zwre@

HeFE @R @

O uREEFECEETSSME, NEFLE

BEHSTER alie o Q| =72
Ce GE =
WY TAMINGE, DemoREERIIT:
o MOTTREENER — [m} >
ESASLEE [ Z2SEAREEE iR 0 - EFFF R

ServerMfih || cnmor th4. mybuswei cLoud. con| HEEID [5ebdcdansoasaboardrdesel _test 1Ed6746511 | ST

T]iETopic Foc/devices/Behdodd49a52b087d744561 _test 1£4AT4E511 /sy commands 4

Bit: ErE
2020-10-30 04:53:22 — try to comnect to server iot—mgtts. enmorth—d. myhuaweicloud com

2020-10-30 04:53:22 — conmect to mgtt server success, deviceld iz Bebdodd4049aFab057d744861 test_1£daT46511

2020-10-30 04:53:25 — topie [$oc,-'rdevices@ebﬁicd%ﬂ‘i%ﬁabﬂﬁ?d est_lfdﬂ?‘iésklfsysfcommandff&] is subscrihe”success”
Z020-10-30 05:12:61 — received meszage iz paras :{ valueEes service_id N zmokeletector ,”cgmmandwnams :"EILENCE 1
%DZD-ID-%?}DS:IZ:SI - response meszage msg = | result_code”: (] ainize_name: “COMMAND_RESFONSE”, “parasz”: {"result”:

success
2020—-10-30 05:12:51 — publish messageld 6547d8cT—c0ef—47d1-a305-719cb5A04448, topic:

$oc;‘rdevicef,-"Seb‘lcd‘iD‘lQESabD%?de4861 testwlfgﬂ?‘lﬁsllfsysfcommgnésfresgonss;’requeit_id=ce9f2ﬂ9e—2058—4dBG—bced—alDfBZaZSZee,
pavload: ["result_code™: 0, response}\ame . "COMMAND_BESPONSE”, "paras : {"result”: "success"}} is published success

e #Topic |$oc;’rdevicesfr5e134cd4049353b08?d?d4861_test_1f&8?4651lfsysfpropertiesfreport

zervices”: [{"propertiesz”:
alarm”: 1, “temperature™: 92 670754, “humidity”: 75. 37673, "smokeConcentration™: 19 97906}, "service_id": "smokeletector”, “event_time

r
It
*d1}]}

Xl
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REIEN
FRisE

4G EMFAL

&%h Topic

:,Z?‘ETopucE}‘aﬁiE%EﬂJF]$ aLiRECHEESER, FARRERENE HiREON

fEFrmMqttDemorRsEIl T iR Topic. B ERINEE.

var appMsg = new MqttApplicationMessage();

appMsg.Payload = Encoding.UTF8.GetBytes(inputString);

appMsg.Topic = topic;

appMsg.QualityOfServiceLevel = int.Parse(cbOosSelect.SelectedValue.ToString()) == 0 ?
MgqttQualityOfServiceLevel. AtMostOnce : MqttQualityOfServiceLevel.AtLeastOnce;
appMsg.Retain = false;

/] EATIRRL
client.PublishAsync(appMsg).Wait();

KfaTopicfs, DemoRHEERINT:

sl MQTTIEEEAE - O *
=aAsEnEE [ 25 EAREEE HiEHEes 0 ~ EiFELE

Serverififi | orrmor th—4. myhuawei cloud. com| EEID |5eb4cd404935ab08?d?d4861_test_lfd8?46511 | EEEEA

TiETopic $oc/devicesFebdcdd049a5ab057d7d4561 test 1£d5746511  sys commands 4

B EoE
Z020-10-30 04:53:22 — try to connect to server lot-mgtts. cn—north—4.myhuaweicloud. com

2020—-10-30 04:53:22 — connect to mgtt server success, deviceld is Bebdedd049aFab0587d7d4861_test 1fd8?46511

2020-10-30 04:53:25 — topic [$oc,-"&ev1ces}r5eb4cd40493531308?d?d4361 test 1fd8?46511fsys;‘rcommandsf#] is subscrlbe success
2020-10-30 05:12:561 — received message iz {" paras " {"valuetest” 50}, service_: 1d “smokeletector”, command name”: “SILENCE "}
2020-10 3?}05 12:E51 — response message msg = | result_code”: O, "response_name”: “COMMAND_BESPONSE®, “paras™: {” vesult”:
“zuccess

2020-10-30 05:12:51 — publizh mezzageld 65d7d5c7—c0ef—47d1-a308-T19cb5804448, topie:

$oc;"dev1ces,fr5eb4cd4049353b08?d?d4861 _test 1fd8?4651lfsysfcommends,-"resgonse,-"request 1d—ce9f2&9e—2058—4d86 —bred-al 0f52a252 e,
payload: {"result_code”: O, response name” : “COMMAND _EESPONSE”, “parasz : {“result”: “sucecesz”}} iz published sueceess2020-10
=30 05:19:25 — publizh messaze topic = $oc;‘rdev1ces}'5eb4cd4049353b08?d?d4861 test 1fd8?46511,-"sys,-‘rpropert1es,-'rreport
2020-10-30 05:19:25 — publizh mezzageld 4TEO30 eb—245 f~40d7-5966-017 ded o4 FO4E, toplc:

$oc;"dev1ces,-'r5eb4cd4049953b08?d?d4861 test 1fd8?46511f5ysfpropert1es,-"report pavload: {” serv1ces [{ propertles :

m* 1, temperature (12 670764, humldlty 15. 37573, "smokeConcentration”:19. 97806], “service_ 14" “smokeletector” . “event_t
ime” null}]} iz publlshed zuccess

e #Topic |$oc;‘r&evices,-'r5eb4c&4049353b08?d?d4861_test_lf&8?4651lf'rsys,-'rproperti es/report

L . PR

”alarT:{l, Jvtem;:uerraturemi 12670754, “humidity":15. 37673, “smokeConcentration”: 19. 97006}, Jv*rvice_i 4": "smokeDetector”, "event_time
T

B LiIREMERINEEREFEREEER LRAEM:

B LIREIR

X -

Q EFTEEE:

smokeDetector
alarm wmpera(ure humidity

smokeConcentration

1 12.670784 18.37673 19.97906

R THES |
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(AR

WRAE REBIFET NERAEN LIREE, B2 miRE R RSTEENRS, WRREL
IRAVBRSS/BIEF miE B hRIBRSS /B —3, BEHAN “Frm > REEX TE, MIRPMER

5o
(1 588
ATRESHLHEERNEEMNISERZO.

4.3.7 Node.js Demo f#FEi5AB

Bk

AXLANode.jsaffl, MERBIIMQTTS/MQTTIMUIEAF S, EFFEEOSM ‘B

MER” o “TTENENE ST FINEE.
AR

AN HERIIEAEOLE, (RBTARIEFEEENE, WHRETHA, TJUSEFIRIREGE

B RAESHI0T Device SDKIFITERL -

AR

o BE%X¥%ENodejs, HERLRIFSELENode js,

o CAEERHSIRINLEEANMIL, REUIANREL R, BEEFEXER

I%\ o

o EAEEERHSEMRINRE. S mIlRBENEMRRIEAT, BEEEE

PR RS E T INeE .
HEETE

1. Z%ENodejsihialNode jsEM, EESERFIIMRATE . (AL Awindows 64-
bit&E%E, Node.jshkZv12.18.0 (npm 6.14.4) Al )

Downloads

Download the Node.js source code or a pre-built installer for your platform, and start developing today.

LTS
Recommended For Most Users

Current

Latest Features

1 | “ &
. « T
Windows Installer macOS Installer Source Code
Windows Installer (.msi) 32-bit 64-bit
Windows Binary (.zip) 32-bit 64-bit
macOS$ Installer (.pkg) 64-bit
macOS Binary (.tar.gz) 64-bit
Linux Binaries (x64) 64-bit
Linux Binaries (ARM) ARMvT ARMvS
Source Code node-v12.18.0.tar.gz
MAghRAS 1.0 RS © ARITTERARBIRAE] 161
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IREFEAN

FRisE

4gEMAL

SNBEEG
1
TE2

£IR4

2. THEME, BTREYH, REREETRE.
KB Node jSEAZERI
Wing + r —->BI\ cmd-->E%E, HASSFED.

HAnode -v, EIZEGFESRNodejshRA, WAnpm -VERRAES, BIRTFLE
B o

T#quickStart(Node.js)#6l, FiEIE.
BETWInEE + r -->HIAN cmd-->[E1F, #AGSTEN, LREBER, BT TS

A
~

npm install mqtt -g: mqttipYER;

npm install crypto-js -g: ISR EEANNBREEER;
npm install fs -g: FIFMNEFRIUES;
KESHRBENN R BER, NTEFR.

B &SR - m} X

M1

RBERNBWT:

e DigiCertGlobalRootCA.crt.pem: ERIEHEIE;

e MgqttDemo.js: NodejsiEfg, BEMQTT/MQTTSEREEIFE, FiHiTREMLtL
R, S TE;

DemoERIXHTIZACESH . HHPMqttDemo jsEEECESServerithiilt . 1 IDINIZE

2%8, HFEEDemoly, EEIEHIS LIFEMANEE

e Serveritsiib: Blig, SEFLEWEEEIRE, SSLINEEANR ZSServerttit ES
X RIAGIE 344 PUBC (s ;

o ZRIDIIEEZHE: EYBHNEETMEELARCIEEEIEOFIKEL.

var TRUSTED_CA = fs.readFileSync("DigiCertGlobalRootCA.crt.pem");//SKEGIEH

//1oTEE mqttXdizttitit

var serverUrl = ", | iEIEEIG & TEF SR it

var deviceld = ",/ (SIHSEF&EMAINIREID
var secret = "/ IS S EF AT MINREEE

SRR 1.0
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FRisE

SR =

%®5

var timestamp = dateFormat("YYYYmmddHH", new Date());

var propertiesReportJson = {'services':[{'properties":
{"alarm":1,'temperature":12.670784,'humidity':18.37673,'smokeConcentration':19.97906}, 'service_id":'smokeDet
ector','event_time":null}]};

var responseRegJson = {'result_code": 0,'response_name': 'COMMAND_RESPONSE','paras": {'result" 'success'}};

FAFaN@d mqtt.connect(options) FikEAEHJoptions, MHEIREMEHEATEEIHIT
SSLINZ, BMFERENANMQTTSZEERE

[IMQTTSZ &iE#E

var options = {
host: serverUrl,
port: 8883,
clientld: getClientld(deviceld),
username: deviceld,
password:HmacSHA256(secret, timestamp).toString(),
ca: TRUSTED_CA,
protocol: 'mqtts’,
rejectUnauthorized: false,
keepalive: 120,
reconnectPeriod: 10000,
connectTimeout: 30000

}

[IMQTTIEZR &R, FEINER
var option = {
host: serverUrl,
port: 1883,
clientld: getClientld(deviceld),
username: deviceld,
password: HmacSHA256(secret, timestamp).toString(),
keepalive: 120,
reconnectPeriod: 10000,
connectTimeout: 30000
//protocol: 'mqtts'
//rejectUnauthorized: false

}

[/HAEBRIAE R options o2 &1k
var client = mqtt.connect(options);

-

IREMKERANYEAMN B eHTEMTF e ER, NMTHREIMISFE
HITKEE, AREBIENREER, BREBIMKIEEIPHENTES .

1. ttDemoEZERMETZMQTT/MQTTSIEEEF X, MQTT{EA1883iw, MQTTS
{£F38883im 1 ( FEMHIRERILFEBPANES, BT REMUENDEMES
BRENER ) , FHRM T MttE FiRiEIERZAIF5Emgtt.connect(options) .

var client = mqtt.connect(options);

client.on('connect’, function () {
log("connect to mqtt server success, deviceld is " + deviceld);
//iTi%Topic
subScribeTopic();
WEZih=1=)
publishMessage();
b))

/AL TR RIBEL
client.on('message’, function (topic, message) {
log('received message is ' + message.toString());

var jsonMsg = responseReq;
client.publish(getResponseTopic(topic.toString().split("=")[1]), jsonMsg);
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IREFIEAN

FRiER 4 BEMNHFE

log('responsed message is ' + jsonMsg);
b
#ZINode.js DemoiFIBER, EXNXBIERESHEEER, WTE:
ufa@ﬁﬂﬂ o X
D: \>cd LFD\HUAWEI\Code deJS Demo\ loud—iot—device—nodej
D: \LFD\HUAWEI\C veicloud—iot—device—n emo>node MgttDemo. js
EihiERFa, RERESEBE%.

s Q@ BESE SR8 FERESE V FErER VY h == B
EiiEFE, RERSTRIESZ
®E @ GEEm BN & FEEEEE EFVLTFR v - B
s testt R 0o EEaE =8

i REEAY, AEEERARSPESHBEREE, BEANT:
client.on('reconnect’, () => {

log("reconnect is starting");

[NBEFEE

var lowBound = Number(defaultBackoff)*Number(0.8);

var highBound = Number(defaultBackoff)*Number(1.2);

var randomBackOff = parselnt(Math.random()*(highBound-lowBound+1),10);

var backOffWithlitter = (Math.pow(2.0, retryTimes)) * (randomBackOff + lowBound);

var waitTImeUtilNextRetry = (minBackoff + backOffWithJitter) > maxBackoff ? maxBackoff :
(minBackoff + backOffWithlitter);

client.options.reconnectPeriod = waitTImeUtilNextRetry;

log("next retry time: " + waitTImeUtilNextRetry);

retryTimes++;
b
1TRE TopicHIg & A Betziibroker R YK F1Z TopicATiER, XTFEA
TopicAI2E TopicEN . IttDemoif@HsubScribeTopic/si%iH ﬂTIFﬂToplc, ﬂlﬂﬁk‘
NESHFABITL:
[T AE A< topic
function subScribeTopic() {

client.subscribe(getCmdRequestTopic(), function (err) {

if (err) {
XHEhRA 1.0 R © LARITBIRABREAT 164
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IREFEAN

Figra 4 REMFR
log("subscribe error:" + err);
}else {
log("topic : " + getCmdRequestTopic() + " is subscribed success");
}

b))
}

3. KfoTopicRigik@EamFa HRECHEMSER, FHNgEREME HiRiEO
XiH, &#ZpINE, EApublishMessagefsiEd TR L
/] LiRjson#iE, iE=serviceldESProfiledAYE X AF/L
function publishMessage() {
var jsonMsg = propertiesReport;
log("publish message topic is " + getReportTopic());
log("publish message is " + jsonMsg);
client.publish(getReportTopic(), jsonMsg);
log("publish message successful");

}
LiREMRjson:

var propertiesReportJson = {'services":[{'properties':
{'alarm':1,'temperature':12.670784,'humidity':18.37673,'smokeConcentration':19.97906},'service_id":'smo
keDetector','event_time':null}]};

ST EREWNT:

B $S1857% - node MqttDemojs — O X

784, “humidity

cribed su

BRI, FERmAT:

B HIRIR s @ c

Q BRI

smokeDetector

alarm temperature humidity smokeConcentration

1 12.670784 18.37673 19.97906

MERiTY::

MRE REFHE NELERH LRIE, BEmEETRSTEILENAS, iR
R%E LIRAIIRSS /B IEAIF- iR B P RIARSS B I —E, SEHEAN “an > RRIEN" I
E, ﬂﬂ“}ﬁﬁﬁﬁﬂﬁﬂo
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IREEAN
Fxisrm 4 REMHR

B RmS
EDemorb iR it 7 IR A SHINGE, EMQITREEAS AT ATOpCR,

LSRR SIRFFEPHS TR ERMAMDemol iZIREIDEHITIHS
Ko TREINE, EDemoRIKEIFETRGIRERIHS .

BN T A& S#:3 9smokeDetector: SILENCE, S3{EH50895%<

EES smokeDetector: SILENCE b

value 50

S NARMINE, DemollEIRNERRES0, BT EREMERUT:

BN SEEHSIRTRE - node MqttDemojs — [m] X

(MERITY::
HATFERLHSHFERNESRNNASEED.

4.4 OTA Az EMNISE
4.4.1 wEUSEHFA1ES

A
‘“%EﬁOTAETK{&kﬂ_&xEEEﬂ:"“?JI'E)ZE’J PCPIMYHITHY, 2ENFE $E}EPCPT7}1MZEMEI’J
REREHTEIRCHA . TEHKIIBESYEMNES Siﬁ REHRRERIE, T
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IREFEAN

FFA&IER 4R EMTFF &
BRI RO EFPCPIMYAER BZZHRIEKEERMNEER, HBHBEIFR
FRIEPCPIMNY 1 TR nMIAY R H R INEEF A& o
TEHNLETHETPCPERMEYS, PCPIMYANBEREEMNZHESERIERNER
&4, FERXLEDEHER:

P o=t ivg =1
PCPIMMBER: EIRIRR. lRAS. BEL. KRB, HEXKEMHIEXAHRR,
BRI ERINEAN TR
FERA FREER AT R
FCIRtRIR WORD FeiatmR, EXESIOXFFFE,
RAS BYTE ST ; BRI RRIMRAS,
Harh,
HERS BYTE FRRYIEENEE5IREZEINERER
EH, W BERNERBINEKERE
[, HEBNENA:
e 0-18: FABBEE, ERFM,
o 19: HIHIREIRA.
o 20: TEFTRAIIGEE,
o 21: IBRTHARE.
o 22: FRARETHLER.
o 23: WUTIKIHFR .
o 24: HIRFARLER,
e 25-127: MMEBBEEN, GRER-
RIS WORD MEBRHREHIEXNEE— 1N FETH
CRC161RB0(E, 1TERITIERIEIEFER
BN0, HEZAEEERSEIRIGH
FE,
i5iA8
CRC16&;%: CRC16/CCITT x16+x12+x5+1
HIEXKE WORD HIEXPOKE,
HIEX BYTE[n] TKE, BAHAZSMESEN, IS
ETENBNENMESTNANIEKER
FINZHEEN .
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IREFEAN

FAiER 4 BEMFE
EEEs R
BYTE TS —F OB
WORD TS —FHEY
DWORD T SIUFTHER
BYTE[n] NFETRY7HEEIEL
STRING FIER
BRRERAS
MIEBHIRERERE ( KREREAYEN TS 5IREETFPCPHMYAZBERIRIZE ) A
BRI, BEBNESEZE FAETEMASER, IREHITNE .
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IREFEAN

Fxisrm 4 iREMHL

L
HiflisEiiiESE =
="
i — — i P e e ]
IS i N Ea I b .
(RE— . N
i o e
. — — — _B\FEDAl
NE= e
e ERRE
WNE -
L | EERRHERE
e LESEG REER
R
BATEEHER _
R
fl— — — — — Pl o — — ]
IBFRiEE
e _LEASREER
= ]

PEXMFEERIXHR
IRIEPCPHESMEN AILISE, MBMEEEIRE FAERRASH, SHEF
ERAVESIT:

o EIBIRIR: BEIENHERAIRI2ANFT, BEMNFFFE,
o [RAS: HIEEEINIANFHEY, BEENT, BERERFH0T,
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IREEAN

FAiER 4 BEMFE

o HEM: MIBERMANFTEY, THLSIRAEELA19, HEiR+ it
713,

o IKRIGHS: HIERBEVN2NFTEE, SBRIEIBEF0000, REEZEAGEERD
MFITCRCI6AIELLITEBRIRIC, BE BRI ER/EEEFAI0000,

o HIEXKE: HIEREINNFTEY, AFXHBEXEEKE, RIBEUIBXAIEL
REMATLEBHIZFZEELHIEX, BEEXEKEN0000,

o HIEKX: HIEXRKEXZBHIEAXSRENEIE, RIEEORMSENSEIEXE
X, ZEFEERRELIREEXEEIEN, BIEHEHIEXFER,

FE HEERy AR EK
TEHIRX

FH S EIEMRAE BHEiRA S ERkEE): FFFE 01 13 0000 0000, BIMEAIRISHSAT

HT, EESESENEEENETCRCI6E X ( MEBMESIRETETFIAVARIGE

SHICRC16EETIHEHI, T BEREFER ) BRIKIGHE4C0A, AREBZKIEIDER

[ERE7HAY0000/5182IFFFE01134C9A0000, % EMEmENIELME S RIXBIEHE

HEERAESEREHEER.

BEIRENNZER

RBWEEEMNESETORBFNRERASER, REEQYENFEERIEEIEN

#R, ZEHEFZERIESIT.,

o EMRtRREEN: FFFE,

o IRASEEAN: 01,

o HER: 5iEKRAIGEER—X, H13,

o XISFY: CRC161TERISEAH0000E .

o HIEXKE: RIEXEXN=RIOKIEXRBESHHIEXKENTNET, EitA
7S 0011,

o HIEX: RIBHUIBXAIENX T, KMERINAVLERIEFH00, MASEERIRS
V0.9, ¥5V0.91#4TASCIIEETE18%156302E39, HAFhRASHIEURZEE )
BYTE[16], BM64NET, HRIRBINED, BRUEETRASHEIREEHN, 5
Z156302E39000000000000000000000000, FHitt, HIEXE&HESH
0056302E39000000000000000000000000
FE HEseny AR EK
LG BYTE “0X00” 4hIBREIH
HEIRAS BYTE[16] HEIMRAS, HASCI=E

TFEERE, ERERT,
fE%b “0X00” ,

BEIERMEEEERESEFRSE]: FFFE 01 13 0000 0011

0056302E39000000000000000000000000, FIEIHZEI, AEFZEHERIFITCRC16E

EITEERIRIEIEH8DE3, FHitt, MENFEERIREEHRASEE, ®REDFEHIR

[ElB9E R AFFFEOT138DE300110056302E39000000000000000000000000
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F&isr

4 iRENHL

TR S E A
RIBPCPHMAIERIRE R, BEFRIRASE, WHRTATRIESIDRE FHIMR

PiN: S/ L S

VBT

L ] L
EEhoE{tiE=E =

- BE
IS e e A bl i
(PSR . n—
e — _ _WEEDRT_
RE 2
b oo o WRRERE.
N& »
e —  LIERHEB REER

=g
AT N

L RIS
e _LIEFAREAR
M ]

YIRS RIEER
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IREFEAN

FiigrE 4R EMTFF &
IRIEPCPIEEEMNEN LIS, MIBMESEIEE MR FEFiR A 480
it, FEEFRIVESIT,

o ERIAFRREIEAN: FFFE,
o [RASEZEN: 01,
o HERD: A RERARAEE, EEEHEBER LB IRAEE920, Eik+

N4,

e IIGFS: CRC161TERISEAH0000EK

o HIEXKE: RIBHMIEXIEEFRAUEY, $IEXKEN22MNFT, #Einh
+75HEIA: 0016,

o HIEX: RIBZUBXAIENX T,

-  BWRREAS: R16NETAERE, BRISRARNBEIRRASAVI.OREK, &kl
+t AR AN FE 4N F0EBE:
56312E30000000000000000000000000

- FAEEDEXN: BH2NEDER, B Abyte, AR EEIEERIRILAFRD
EMANFHRE S FXN, MNRREEEIASS500byte, K/N\K32~50022(8, &
12 79500byte, A+ 01F4,

- FAERESEE2E: B2NFTEMR, RREEXN RSN BRI FE E
332%5‘%?%0 BIRZIEEK/N\500byte, N EHENT, EiEA+HNHEIE
#9: 0001,

- RIS 2N =ETER, BRiEER, EEA: 0000,

FER HiimEn AR EK
BERAS BYTE[16] Ba9MRAS, HASCI
FRERL, VAR
AY, &%k “0X00” ,
HEEHD HKN WORD B EROKRN
HEED HEE WORD FRED FE2E
FHRERIETT WORD EEY: 0000

B TEFIRAMESBIREERESHKSE]: FFFE 01 14 0000 0016

56312E30000000000000000000000000 01F4 0001 0000, BIEIN T, FEIGH

Bt TCRC6E AT EEBRIRIGIEN02F7 ., ELt, MEMNESMISEZBITE

MIRAREEHNER, MEMESEIRERENEERA

FFFEO11402F7001656312E3000000000000000000000000001F400010000,

IRFIREIRNEER

REWERITHIFIRAREGEELNE, REOVBFENFESIREINEHER, 28R1F

REHITHE, ZEHEFRVESUNT,

- EtFRERESN: FFFE,

- WRASEEAR: 01,

- HEM: 5iEkEER—X, M4,

- B4 CRC16i+ERIFSAH0000E4

- HIEXKE: RIBMIEXMNZERIVEIERBSHEIEXKEMINED, HFil
RtH7u8HI: 0001,
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Fxisrm 4 REMHR

- HIEX: REREESERNTEE T RAFRAERETION, AS3PFILL
IRENE ‘AR AOETNE, BHEIEXA: 00, HENZHEE
RIENZ R FRIFITIERT .

FER HimERy AR ER
£EERAS BYTE “0X00” FFFHHR

“0X01” R&fFEAF
“0X02” EEH{EE
“OX03” EREEH
ARA

“0X04” HEARE

“OX05” AR EAR
Z

“0X09” REAE
“OX7F” RERRE

BRBEYBHMESNNE BERERES]RKSE]: FFFE 01 14 0000 0001 00, B
iR, BEEHERHEITCRCI6ELITEERIKICFIADT68., EIt, REMEF
HIREIRINESE B IFFFE0114D768000100,

TEARE
RIEPCPIMXEIERIREIIE, YIBXM S @A S B MBVEIRART, e RIEXM
FRIERTHREE, RBYRFINFSHIT .
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IREFEAN

F&IER 4GEMFE
MERES iR
SESE S IES =
il —— e e e TR e e — — —
Figsnhn = aniaimE :
.r'::'j [
il— — — — — = — — — — — — —
. — — — _B\FEDAl
= =
oo NREBE
WE "
| BEERETHRG
[ __IEgeeTEER
R |
AT .
firg e
i e e Y s e ———
e _ _LBAHER
WEAEIEKER
IRIEPCPIEESMEN AILAEE ,, IRBOYIEEMES KIEMNERXEE S FIISE—
£iHE, ZBEFRIVESUT,
o ERIRFRREIEAN: FFFE,
o [RASEESN: 01,
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FiigiE 4R EMTFF &
o HEMN: HGHEBXRIMERARSHER N2, &l 15,
e 1XIGTY: CRC161TERISEAH0000EL
o HIEXKE: RIEHIEXHNF=ERIVHIEXBESHHMIERIKEN8INET, &t

‘7Nl 0012,

o HIEX: BIrHRAS AFEETRIIFRABIMRAS, BIv1.0, i+ it
$356312E30000000000000000000000000, 3K FSHEE07MS A, BI0000,
FE HimsEny RN ER

BHIRAS BYTE[16] BHRRAS, HASCIIE
FERE, MNEAREE,
&%k “0X00” .

padalEa= WORD FRIBIREID FF
=, NOFBIHE, ok
HISE ARG R/NER
g BN EE
FEVEERIS . IRE LA
REEEKEINS H,
TREENREBND
FHRIEK, KFIRT=LE
EHIR .

IREBAYEENFEEEXBRREGE S FRE—%EEJ9: FFFE 01 15 0000 0012

56312E30000000000000000000000000 0000 ( CRC16#%3&H1 ) , 2CRC161+HEEE!

RIS 5618, MEHRIRIEBEIRERENE—RIEKD HEEN:

FFFEO1155618001256312E300000000000000000000000000000

HesFBERIEERRESESEMD FFSE, EftEHERCRC6/ISHZANT],

LA FRA B RFF

YEREENNEZEHR

MBS EIEEBERREEB o FEERE, BaRRE N Ao FIEYE. Y18

FERMREMNANFE—FESKRDFIEE, FSEEZRINESIT.,

o ERIAFRREIEAN: FFFE,

o [RASEZEN: 01,

o HEM: S5iEKaHEER—3: 15,

o I&FS: CRCI6ITERISEAH0000E& .

o HIEX: LEHHIEXRBHHIERKE., £213: 00, oFFS: £k
0000, D R#IRE: RIEBEEXNMRETEX, HINRRIEEARSIIHELLO, loT
SOTA!, LRASCIFSEEIRS+7\iFH )
48454CACAF2C20496F5420534F544121, H16%% ., B HEXGERTFahia
AFAERE D R ARINF500byte, BIRAIKENS00FT . XMpERT, THRELHE
R0,
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FFA&IER 4 REMH A
FE 8 i AN ER
prz=ha) BYTE OXO00ZIBRYIN
OX8OFFAES ATZE
OX8V1EERID FAE
£,
EFRS WORD FrRENSEFS.
o EEIE BYTE[n] P RBAE, nAXLFREY
DRXRN, WNRER
10, WARFHL=FES
o HIEXKE: RIEHMIEXNFZRENSHIZEURKE 19, g+ fHe:
0013,
YIEEE SR B ZENE— N REE S FEEN: FFFE 01 15 0000 0013 00 0000
48454C4CAF2C20496F5420534F544121 ( CRC164%83&71 ) , 2CRC161THEBEIRRLE
1359: E107, NEBEREBENHKNFES@ZEEENE— XGRS FEEN:
FFFE0115E107001300000048454C4C4F2C20496F5420534F544121,
He4e8 s RIBEERREES R FFSMo REIRE, EMTEHE1RCRC16
RECRIENAT, AT ABREF.
TR TEEER
IRIBEPCPMYAIEN R BRIE, IRBEWTFED FEEHEARERIEGEE, TE0Y
XS EIREBE TEHER
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Fxisrm 4 iRENHL

|

FEFEEGEtEm

v

L]

IREAIERBERER

RIEPCPHESMIE N AILIGH , RS OB & AR LRI E T HEERH
2, FNERFRIESIT:

o EItRMREEN: FFFE,
o IRASEEAN: 01,
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FFA&IER 4R EMTFF &
[ ] ;é:%ﬁg: Ei%ﬁ?ﬁgil‘ﬁ%\ﬁg_ﬁ, yg160
o IXI8FS: CRCI6ITERISEAHO000E .
o HIEXKE: RIEBMIEXIFZRAFIERBSTEHIEXRKEMANET, BN+
&I 0001,
o HEX: HIREHERITHESERE, LLINTFERKIN, &REM_EHR00,
FE b S ) U VT
TEHARE BYTE OXO0 T &ELRLIN -
OXO5RIRZTBAE -
OX06 NEERT .
OXO7FHRERIG LM .
OX08FA KRBT
RELYENEE REFHRE FEERATES : FFFE 01 16 0000 0001 00 ( CRC16
RIERT ) , RCRC161TEEBERIRIOTE S 850E, NIEFRRIIIEIEZRIENFARET
HERAEE N FFFEO116850E000100,
YIBRF RN EER
XN FEEWENRE LIRNREGE THERE, BamR&REANEEE, S1MNER
FERIESIT.
o ERIAFRREIEAN: FFFE,
o IRASEEA: 01,
e HERS: 5iEKRAGEER—X: 16,
o IXEERS: CRCI6ILTERIFEAHO000E .
) é;LJQ}EIXKE: RIEHIEXNZEREN SEIZEBEREMNED, BiaA+7HH
J9: 0001,
o HUEX: LMIERKIN, MIR[E00, LMELMIR[EISO, ARFILLREI004MERLTN A
1T
FE b S ) U VT
==k BYTE OXOORLEREIN
OX8OHFAER ATFE
YIEX PSR ENEAYEE: FFFE 01 16 0000 0001 00 ( CRC16#%58HET ) , &
CRC161TEEREIRINFEA: 850E, NIEIBRICIEEMIEXMFESMEEMNERNEEN:
FFFE0116850E000100,
PUTIEHR
IRIEPCPIMYAEN R BERIE, YWHENFESKEIEEEENREE THERENE, &
EBIIEEHITHRIRE,
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REEAN
AT Ei=(z] 4 gEMFE

|

FRESRAR S LM i

v

L]

YIEX e RIXRIBERHE

RIEPCPHESMNEN AILISE, MBMEEEREREFTRERRER, &1
HEFRAESINT:

o ERIRFRREIEAN: FFFE,
L4 H&ZK?IEIIEjg 010
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IREIEAN

Fxisrm 4 1REMHR

e HEM: 5iEkaGEER—X, A7,
o KISTY: CRC161TERIFA0000E/t,

o HIEXKE: RFEMEXNFRIOMIERESETHEX, BA0FT, Eih+
7NBtHIJ9: 0000,

o HIEX: THEK, THFETZFR.
FB HiEes R R ER
THIEX

YIEERE S EIRE N ABRTIREARESES : FFFE 01 17 0000 0000 ( CRC164%

IO ) , RCRC16ITEBEIMRIGHEN: CFI0, MEIRIGIDSIEAMESMIRE A%

A9EE9: FFFE0117CF900000,

BRERENNEZER

REWEMBEMEE TEIRITHEEER, BKEEE ST EHITNE,

ZHEFRIESIT,

o ERIAFRREIEAN: FFFE,

o IRASEEAN: 01,

e HEM: 5iEKkERR—: 17,

e 1XIGFS: CRC161HERISEAH0000EK

) é;;jﬁﬁlztérg: RIBHIEXIIFREN BRIZEIEREMANFET, HEinH+7HE
J9: 0001,

o HIEX: LEpTH, MIR[EI00, HEABERBESEHIREXEN . ARFILURE]

OO B RE TN B TIRAR

FE HEER AN ER

RS BYTE OX00RFEREIN o

OX01iZ&EFAF,

OX04EEEARE

OXO5RIRZTBAE -

OX0OEARE -

BEEYENTEESNERSEE N : FFFE 01 17 0000 0001 00 ( CRC16#51&6HT ) , 2
CRC161TEBRIRIETTS: B725, MBI EEEZREINNMANEES:
FFFEO117B725000100 »

HRFARLER
E%zEPCPTJ}iS&’\JEEE’\KEEﬁE, BREERTERUFRE, SEEBNFE LRFR
M —:':% o
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AR R 4 BEMFE
YVERTES e
HiRhS2EREES =
=
il — — — — — = e —— — ———
SRRt aii "
— — — — — — = — — — — — — — —
e _BEmA1_
RS ol
b o o o TR o
R E ]
| ) BEREARE
L __ IEgeeTEER
R -
RITIRIEFER .
g
e e e e e e
HEABIEEE
. BUTEMERe
N |
WEAEIEKER
IRIEPCPIEESMEN ILAEE ,, RBOYEMES LIRARER, SNEHEFR
RIESIWT:
o ERIRFRREIEAN: FFFE,
o [RASEESN: 01,
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IREFEAN

FFA&IER 4R EMTFF &

[ ] ;é:%ﬁg: Ei%ﬁ?ﬁgil‘ﬁ%\ﬁg_ﬁ, yg180

e 1IGFS: CRC161HERISEAH0000EK

o HIEXKE: RIBMIEXNFZRAVEIERBSEIMIEXKENT7ET, B+
7uEEIA: 0011,

o HIEX: £5RfY, LU LIRFRHINAAI, FERIZA00, HEREAS: FRHkE
BIRAS, SYBMNFES T RIVERERA—E, BIv1.0, i+ ddl)e:
56312E30000000000000000000000000,

FER HiiEER ) U I VTS

=St BYTE OXOOF+R A% IN o

OX0N1ig&FEAF,
OX04EBEARE
OXO05FIRKZTBIAE o
OX0OEARE
OXOAZEH KRB LMY
OX7FRERRE .

EErE N BYTE[16] REIBMRAS
RBEAYEENFEES LIRFRERANER: FFFE 01 18 0000 0011
0056312E30000000000000000000000000 ( CRC164%3&R1T ) , R2CRC161TEERIR
R34 C7D2, MBI IEEZEZAYBHFENF S HIRARIERBRA:
FFFE0118C7D200110056312E30000000000000000000000000 .
YIERSE S R IENREHE
XN FEEWEIRE LIRNAREREER, BXhgEHITNE, SNEEZRINE
EQD-FO
o ERUAFRREIEAN: FFFE,

o [RASEESN: 01,

o HEN: S5iEKkaHER—E: 18,

o RUGFY: CRC161+ERIFEAE0000& .

) %jﬁjz?&lzterﬁ: RIEHIEXNZEREX SHIZEBEREMINED, B+
J9: 0001,

o HEX: LMEREIN, MIR[E00, AFIESAFIES0. ARBILLREI00ZMERINS
llpeizatat: = 8
FE HiEEE )% PN LS
£ER1S BYTE OXOORMERKIN .

OX8OFRAESZ A FTE -

YA SR ERINZHEJ: FFFE 01 18 0000 0001 00 ( CRC16#%38HET ) , &

CRC16ITEERIRINEEA: AFAT, NIEBIERISIEEIEXMFESREIINEBEN:

FFFE0118AFA1000100 ,

E|t, REBIEFRINEEERCH TR T, HEERFiL—iliE,

XALRRZAS 1.0 IR © EATIHERARERAT 182

(2022-08-30)



IREFEAN

F&RisE

CRC16 ELECHBEES
HFIAVARICRC1 65 E4£41:

public class CRC16 {

/-k

* CCITTAREECRCT6(1021)REZF CRC16-CCITT ISO HDLC, ITU X.25, x16+x12+x5+1 SRz
* BRI EMR S Gm=0x11021 EFESRIEMSING, Gm=0x8408 AfIRAZMTESE

*/

private static int[] crc16_ccitt_table = { 0x0000, 0x1021, 0x2042, 0x3063, 0x4084, 0x50a5, 0x60c6, 0x70e7,

/**

*

0x8108, 0x9129, Oxal14a, 0xb16b, 0xc18c, Oxd1ad, Oxe1ce, Oxf1ef, 0x1231, 0x0210, 0x3273, 0x2252,
0x52b5, 0x4294, 0x72f7, 0x62d6, 0x9339, 0x8318, 0xb37b, Oxa35a, 0xd3bd, 0xc39c, 0xf3ff, Oxe3de,
0x2462, 0x3443, 0x0420, 0x1401, 0x64e6, 0x74c7, 0x44a4, 0x5485, 0xa56a, 0xb54b, 0x8528, 0x9509,
Oxe5ee, 0xf5cf, Oxc5ac, 0xd58d, 0x3653, 0x2672, 0x1611, 0x0630, 0x76d7, 0x66f6, 0x5695, 0x46b4,
0xb75b, Oxa77a, 0x9719, 0x8738, 0xf7df, Oxe7fe, 0xd79d, Oxc7bc, 0x48c4, 0x58e5, 0x6886, 0x78a7,
0x0840, 0x1861, 0x2802, 0x3823, 0xc9cc, 0xd9ed, 0xe98e, 0xf9af, 0x8948, 0x9969, 0xa90a, 0xb92b,
0x5af5, 0x4ad4, 0x7ab7, 0x6a96, 0x1a71, 0x0a50, 0x3a33, 0x2a12, Oxdbfd, Oxcbdc, Oxfbbf, Oxeb9e,
0x9b79, 0x8b58, 0xbb3b, Oxab1a, 0x6ca6, 0x7c87, Ox4ce4, 0x5cc5, 0x2c22, 0x3c03, 0x0c60, 0x1c41,
Oxedae, 0xfd8f, Oxcdec, Oxddcd, Oxad2a, 0xbd0b, 0x8d68, 0x9d49, 0x7e97, 0x6eb6, 0x5ed5, 0x4ef4,
0x3e13, 0x2e32, 0x1e51, 0x0e70, 0xffof, Oxefbe, Oxdfdd, Oxcffc, Oxbf1b, Oxaf3a, 0x9f59, 0x8f78,
0x9188, 0x81a9, Oxb1ca, Oxaleb, 0xd10c, 0xc12d, Oxf14e, Oxe16f, 0x1080, 0x00a1, 0x30c2, 0x20e3,
0x5004, 0x4025, 0x7046, 0x6067, 0x83b9, 0x9398, 0xa3fb, 0xb3da, 0xc33d, 0xd31c, Oxe37f, 0xf35e,
0x02b1, 0x1290, 0x22f3, 0x32d2, 0x4235, 0x5214, 0x6277, 0x7256, Oxb5ea, 0xa5cb, 0x95a8, 0x8589,
0xf56e, Oxe54f, 0xd52c, 0xc50d, 0x34e2, 0x24c3, 0x14a0, 0x0481, 0x7466, 0x6447, 0x5424, 0x4405,
0xa7db, Oxb7fa, 0x8799, 0x97b8, Oxe75f, 0xf77e, 0xc71d, 0xd73c, 0x26d3, 0x36f2, 0x0691, 0x16b0,
0x6657, 0x7676, 0x4615, 0x5634, 0xd94c, 0xc96d, 0xf90e, Oxe92f, 0x99c8, 0x89e9, 0xb98a, 0xa9ab,
0x5844, 0x4865, 0x7806, 0x6827, 0x18c0, 0x08e1, 0x3882, 0x28a3, 0xcb7d, Oxdb5c, Oxeb3f, Oxfb1e,
0x8bf9, 0x9bd8, Oxabbb, Oxbb9a, 0x4a75, 0x5a54, 0x6a37, 0x7a16, 0x0af1, 0x1ad0, 0x2ab3, 0x3a92,
0xfd2e, OxedOf, Oxdd6¢, Oxcd4d, Oxbdaa, Oxad8b, 0x9de8, 0x8dc9, 0x7c26, 0x6c07, 0x5¢c64, 0x4c45,
0x3ca2, 0x2c83, 0x1ce0, 0x0cc1, Oxef1f, Oxff3e, Oxcf5d, Oxdf7c, Oxaf9b, Oxbfba, 0x8fd9, Ox9ff8,
0x6e17, 0x7e36, 0x4e55, 0x5e74, 0x2e93, 0x3eb2, 0x0ed1, 0x1ef0 };

* @param reg_init

*

CRCIZIEHI¥IE

* @param message

*

BIa{E

* @return

*/

private static int do_crc(int reg_init, byte[] message) {

}

*k

int crc_reg = reg_init;
for (inti = 0; i < message.length; i++) {

crc_reg = (crc_reg >> 8) A crc16_ccitt_table[(crc_reg A message[i]) & Oxff];

return crc_reg;

* FRIESUE A A CRCIREGED

* @param message

*

*

byte#iE

* @return int IRRLGHS

*/

public static int do_crc(byte[] message) {

}
}

// THECRCIEGATHI{E M 0X0000FF 15
int crc_reg = 0x0000;
return do_crc(crc_reg, message);

HFCHICRCT6EEHE47 :

*k

* CCITTAREECRCT6(1021)REZF CRC16-CCITT ISO HDLC, ITU X.25, x16+x12+x5+1 SRz
* SIS EMR S Gm=0x11021 EUFESRIERMSING, Gm=0x8408 AfIRAZFMTES

SRR 1.0
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*/

const unsigned short crc16_table[256] = {
0x0000, 0x1021, 0x2042, 0x3063, 0x4084, 0x50a5, 0x60c6, 0x70e7,
0x8108, 0x9129, Oxa14a, 0xb16b, 0xc18c, Oxd1ad, Oxe1ce, Oxf1ef,
0x1231, 0x0210, 0x3273, 0x2252, 0x52b5, 0x4294, 0x72f7, 0x62d6,
0x9339, 0x8318, 0xb37b, 0xa35a, 0xd3bd, 0xc39c, 0xf3ff, Oxe3de,
0x2462, 0x3443, 0x0420, 0x1401, 0x64e6, 0x74c7, 0x44a4, 0x5485,
Oxa56a, 0xb54b, 0x8528, 0x9509, Oxe5ee, 0xf5cf, Oxc5ac, 0xd58d,
0x3653, 0x2672, 0x1611, 0x0630, 0x76d7, 0x66f6, 0x5695, 0x46b4,
0xb75b, 0xa77a, 0x9719, 0x8738, 0xf7df, Oxe7fe, 0xd79d, Oxc7bc,
0x48c4, 0x58e5, 0x6886, 0x78a7, 0x0840, 0x1861, 0x2802, 0x3823,
0xc9cc, 0xd9ed, 0xe98e, 0xf9af, 0x8948, 0x9969, 0xa90a, 0xb92b,
0x5af5, 0x4ad4, 0x7ab7, 0x6a96, 0x1a71, 0x0a50, 0x3a33, 0x2a12,
0xdbfd, Oxcbdc, Oxfbbf, Oxeb9e, 0x9b79, 0x8b58, 0xbb3b, Oxab1a,
0x6cab, 0x7c87, Ox4dce4d, 0x5cc5, 0x2c22, 0x3c03, 0x0c60, 0x1c41,
Oxedae, 0xfd8f, Oxcdec, Oxddcd, Oxad2a, Oxbd0b, 0x8d68, 0x9d49,
0x7e97, 0x6eb6, 0x5ed5, Ox4efd, 0x3e13, 0x2e32, 0x1e51, 0x0e70,
0xffof, Oxefbe, Oxdfdd, Oxcffc, Oxbf1b, Oxaf3a, 0x9f59, 0x8f78,
0x9188, 0x81a9, Oxb1ca, Oxaleb, 0xd10c, Oxc12d, 0xf14e, Oxe16f,
0x1080, 0x00a1, 0x30c2, 0x20e3, 0x5004, 0x4025, 0x7046, 0x6067,
0x83b9, 0x9398, 0xa3fb, 0xb3da, 0xc33d, 0xd31c, Oxe37f, 0xf35e,
0x02b1, 0x1290, 0x22f3, 0x32d2, 0x4235, 0x5214, 0x6277, 0x7256,
Oxb5ea, 0xa5cb, 0x95a8, 0x8589, 0xf56e, 0xe54f, 0xd52c, 0xc50d,
0x34e2, 0x24c3, 0x14a0, 0x0481, 0x7466, 0x6447, 0x5424, 0x4405,
Oxa7db, Oxb7fa, 0x8799, 0x97b8, 0xe75f, 0xf77e, 0xc71d, Oxd73c,
0x26d3, 0x36f2, 0x0691, 0x16b0, 0x6657, 0x7676, 0x4615, 0x5634,
0xd94c, 0xc96d, 0xf90e, 0xe92f, 0x99c8, 0x89e9, 0xb98a, 0xa9ab,
0x5844, 0x4865, 0x7806, 0x6827, 0x18c0, 0x08e1, 0x3882, 0x28a3,
0xcb7d, Oxdb5c, Oxeb3f, 0xfb1e, 0x8bf9, 0x9bd8, Oxabbb, Oxbb9a,
0x4a75, 0x5a54, 0x6a37, 0x7a16, 0x0af1, 0x1ad0, 0x2ab3, 0x3a92,
0xfd2e, OxedOf, Oxdd6¢c, Oxcd4d, Oxbdaa, Oxad8b, 0x9de8, 0x8dc9,
0x7c26, 0x6c07, 0x5c64, 0x4c45, 0x3ca2, 0x2c83, 0x1ce0, 0x0cc1,
Oxef1f, 0xff3e, Oxcf5d, Oxdf7c, Oxaf9b, Oxbfba, 0x8fd9, 0x9ff8,
0x6e17, 0x7e36, 0x4e55, 0x5e74, 0x2e93, 0x3eb2, 0x0ed1, 0x1ef0

I

int do_crc(int reg_init, byte* data, int length)
{

int cnt;

int crc_reg = reg_init;

for (cnt = 0; cnt < length; cnt++)

{

crc_reg = (crc_reg >> 8) A crc16_table[(crc_reg A *(data++)) & OxFF];

}

return crc_reg;

}

int main(int argc, char **argv)
{
//FFFE011300000000 8 byte#¢AZ&~:
byte message[8] = {OxFF,0xFE,0x01,0x13,0x00,0x00,0x00,0x00};
[ HHECRCIRIGATHHEMOX0000FF 44
int a = do_crc(0x0000, message, 8);
printf("a ==> %x\n", a);

}
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://developer.obs.cn-north-4.myhuaweicloud.com/manage/north/Java/ApiDemo/javaApiDemo2.zip
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://github.com/huaweicloud/huaweicloud-sdk-java-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-java-v3/releases
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://github.com/huaweicloud/huaweicloud-sdk-net-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-net-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-net-v3/releases
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://github.com/huaweicloud/huaweicloud-sdk-python-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-python-v3/releases
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://github.com/huaweicloud/huaweicloud-sdk-go-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-go-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-go-v3/releases
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://github.com/huaweicloud/huaweicloud-sdk-nodejs-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-nodejs-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-nodejs-v3/releases
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://github.com/huaweicloud/huaweicloud-sdk-php-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-php-v3/releases
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0080.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0048.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0058.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0038.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0034.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0103.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0103.html
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0111.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0111.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_01306.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0082.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_01201.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0079.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0053.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0009.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_6011.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_6011.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0028.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0099.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0099.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/CreateOtaPackage.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/CreateOtaPackage.html
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/BroadcastMessage.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/AddTunnel.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/AddTunnel.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/CreateRoutingBacklogPolicy.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/CreateRoutingBacklogPolicy.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/CreateRoutingFlowControlPolicy.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/CreateRoutingFlowControlPolicy.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://developer.obs.cn-north-4.myhuaweicloud.com/manage/tool/PostmanCollection/Collection_environment_of_postman_V5.zip
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://dl.pstmn.io/download/latest/win64
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https://www.postman.com/ https://dl.pstmn.io/download/latest/win32
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MANAGE ENVIRONMENTS

1oTDA A Share [l ¥ oo

Globals Import “
4. BETRELUTSH,

MANAGE ENVIRONMENTS

Environment Name

loTDA
VARIABLE CURRENT VALUE o e Persist A Reset A
IAMEndpoint iam.cn-north-4. myhuaweicloud.com
I0TDAEndpoint iotda.cn-north-4.myhuaweicloud.com
IAMUserName

IAMPassward s

IAMDoaminld

region crn-north-4

¥-Auth-Token
project_id

product_id

Al @

device_id

ﬂ' Use variables to reuse values in different places. Werk with the current value of a variable to prevent

o
o
m

sharing sensitive values with your team. Learn mor

Cance
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5 RFAAMFA
e e SR
IAMEndpoint IAMEiFT5 =, 2ZIAMMEXFNLIGT SRR .
loTDAEndpoint MBEAMFESEIRT R, SELE2.5,
IAMUserName IAMBRE, SEBRAVEIEREL
IAMPassword BRENTHIERL,
IAMDoaminld WS, SEREIERE
region BIRFENRSHXE

5. 10TDAEndpoint&®

ENEHG, BREAMNSHEE ‘287 , BE ‘THAEREE-ENEE” , RIE
MERZ A N SEBLFNIMSGEE RS R ATEE A bk

5-1 BNER

e
s

TR

R

BESN ] SHEEEHR

h:%iﬁ““ijj RIS AR “loTDA”

‘ "‘ ‘ L J Sign In

B3 BHRA LAY “Import” , B “Choose Files” SN “MAAMIAPHER ( V5

7 ) .postman_collection.json” ,

SASRRAS 1.0 WA © EARUERABIRAE 198
(2022-08-30)


https://developer.huaweicloud.com/intl/zh-cn/endpoint?IAM
https://console-intl.huaweicloud.com/iam/?locale=zh-cn#/mine/apiCredential
https://console-intl.huaweicloud.com/iam/?locale=zh-cn#/mine/apiCredential

IREFEAN

Fxisr 5 MAMFA

Drop files here

SAINE, BT

New -

Q Filter

History Collections APIs

=+ New Collection

- L AP (VShRE )

& requests

* B TokenEE e
posT  FEEVIAMPA FToken

v - RS
GET  EIAMA PEILLIRIRE S

v W gD
osT  BIRRER

GET T

DEL  HEFF=mm

v . 4iLEEE
oSt ERER
GET S

DEL R inE

R
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A “3KEX IAM FHF Token” %[

RIS SEOR, NARSSEEEEA “RENAMBFToken” #O0%E
N, ERARINEBIZ SO ARSZREIENSHEX-Subject-Token,

R ARSZHREEME—NHTTPIEK, BERRFIANT:

POST https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
]I
"password": {
"user": {
"name": "username",
"pasSword": "**3\'*****”'
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project™: {
"name": " xxxxxxxx'"
}
}
}
}

SEAPIN, ENZRENIAMARToken#z O,
S B “FHFENAMBERToken” #O/BHTTPA L. URLFIHeaders,

HEIAMA F'Token X 4 eee

» FXIMIAMH 1 Token
POST v https://{{IAMEndpoint}}/v3/auth/tokens

Headers (1) [ ] [ ]

v Headers (1)

KEY VALUE

Content-Type application/json;charset=utf-8

B2 FE “FREUAMAIRFToken” ##[AYBody.
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FEIAM /P Token X 4 oo

» FRIUAM F1Token

POST

none

1v{

v https://{{IAMEndpoint}}/v3/auth/tokens

(M Body @

form-data x-www-form-urlencoded ® raw binary

"auth":{

"identity":{
"methods":["password"],
"password":{

"user":{
"name":"{{IAMUserName}}",
"password":"{{IAMPassword}}",
"domain":{

"name": " {{IAMDoaminId}}"

¥
}J
"scope":{
"project":{
"name": "{{region}}"
¥

H$|3 BE “Send” , ATFHEEREBHMMEERE .

Headers (16)

KEY

Date

Content-Type

Content-Length

Connection

X-IAM-Trace-Id

Cache-Control

Pragma

Expires

X-Subject-Token

X-Request-ld

Server

Strict-Transport-Security

VALUE
Wed, 04 Mar 2020 01:00:53 GMT
application/json; charset=UTF-8
18468

keep-alive

BETA

GraphQL JSON ¥

Status: 201 Created Time: 473ms ~ Size: 27.77KB  Save Response v

token_cn-north-4_null_5e627fb3ddfc776374456e059¢3666a8

no-cache, no-store, must-revalidate
no-cache

Thu, 01 Jan 1970 00:00:00 GMT

MIIbZAY)KoZIhveNAQcCollbVTCCG1ECAQEXDTALBglghkgBZQMEAgEwghI2BgkghkiGOw0OBBwWGggh...

c93c1b0311803c589f61b89ef900b48d

api-gateway

X-Frame-Options SAMEORIGIN
X-Content-Type-Options nosniff
X-Download-Options noopen

X-XSS-Protection

1; mode=block;

max-age=31536000; includeSubdomains;

FB4 155IRE L FAIAIX-Subject-TokenEFE “loTDA” IF1EBHY “X-Auth-Token” &

b, METHRRECERONER. SEd<HENTE, SEEHERENUR
Do

SRR 1.0
(2022-08-30)
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MANAGE ENVIRONMENTS

Environment Name
loTDA
VARIABLE LURKEN | VALUE W == | PErsISTA RESET A
IAMEndpaint iarn.cn-north-4.myhuaweicloud.com
= IOTDAEndpaint iotda.cn-north-4.myhuaweicloud.com X wee
IAMUserMName FEEEER
IAMPassword FEAEEEE
1AMDoaminld FEAEEEE
region cn-norch-4
X-Auth-Token MIlXsgY]KoZlhveNAQcColXozCCFS8CAQEXDTALEE];
project_id 06f54d66be 80266 EX00COONCO0M
product_id 5ea8df2bX00CCOCOG0000K
device_id 5eaBdf2b&772b7 0 00000000O00CORN0000NN
ﬂ' Use variables to reuse values in different places. Work with the current value of a variable to prevent -
sharing sensitive values with your team. Learn more about variable values
Cancel Update

XEBEHIEEZEpostmanthEENEF T “X-Auth-Token” %, (FANLEFEIE
1Eo

» RAMH P Token

POST v https://{{IAMEndpoint}}/v3/auth/tokens
(9) L] Tests ®
1 //3REUm Sk X -Subject -Token
2 var token = pm.response.headers.get("X-Subject-Token");
3 //¥5tokeni & FIX-Auth-Token# 54 &, 1F N5 4515 3K Bk
4 pm.environment.set("X-Auth-Token", token);

.

AN ‘=g IAM AFALUAIERNIESIR" #O

BB EEWSSEOR, NARSHFEEM “‘EfAMAFRTLLIAENIE
FIR” EOREAFIMEBID, BT EEhaEMESWSSE,

N ARSSREEME—MHTTPIER, BRREWT:
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GET https://iam.cn-north-4.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: *****¥+x

SEAPIXH, ENERIAMARTLIGENIESIZEEO.
R BB ‘SERIAMBRILUAENIESIZER" E#OMHTTPISA. URLFIHeaders,

> B HIIAMH ;' nf BA s [l 050 H 4113

GET v https://{{IAMEndpoint}}/v3/auth/projects

Headers (9) ®

v Headers (2)

KEY VALUE
Content-Type application/json
X-Auth-Token {{X-Auth-Token}}

£B]2 BE “Send” , AFAEEREBMBABEERE .

Body (15) Status: 200 OK
Pretty BETA JSON v =
1€
2 "projects": [
3 {
4 "domain_id": "ba2lfbl2cfc440569954a2ac9a99323a",
5 "is_domain": false,
6 "parent_id": "ba21fbl2cfc440569954a2ac9a99323a",
7 "name": "ap-southeast-1",
8 "description": "",
9 "links": {
10 "self": "https://iam.myhuaweicloud.com/v3/projects/072a8dcbc980100d2feec0146f237196"
1 b
12 "id": "@72a8dcbc98eleed2foeco146237196",
13 "enabled": true
14 }
15 {
16 "domain_id": "ba21fbl2cfc44@569954a2ac9a99323a",
17 "is_domain": false,
18 "parent_id": "ba21fbl2cfc440569954a2ac9a99323a",
19 "name": "MOS",
20 "description": ""
21 "links": {
22 "self": "https://iam.myhuaweicloud.com/v3/projects/b6c7508ff62e4beb9lceelclced9ecd9”
23 b
24 "id": "b6c7508ff62ed4beb9lceelclced9ecd9”,
25 “enabled": true
26 b

$B3 iR[ClbodyFEE—projectsFk, B H+ “name” SHIES “1oTDA” FKiEH
“region” 2¥(BEERINEE, BHE “id” SHEFHE “1oTDA” HiEH
“project_id” 2%, LMEFERABHEECEONER.
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Body H (15) R Status: 200 OK
Pretty evie - BETA JSON ¥ =
95 %
96 "id": "@72a8dcbde8026542f00c014ee62ff50",
97 "enabled": true
98 b
99 {
100 "domain_id": "ba21fbl2cfc440569954a2ac9a99323a",
101 "is_domain": false,
102
103
104
105
106 "self": "https://iam.myhuaweicloud.com/v3/projects/06f54d66be8026682f21c014815a69ba"
107 Y,
108 ‘"id": "06f54d66be8026682f21c014815a69ba",
109 "enabled": true
110 }s
111 {
112 "domain_id": "ba21lfbl2cfc440569954a2ac9a99323a",
113 "is_domain": false,
114 "parent_id": "ba21fbl2cfc440569954a2ac9a99323a",
115 "name": "ap-southeast-3",
116 "description": "",
117 "links": {
118 "self": "https://iam.myhuaweicloud.com/v3/projects/072a8dcbcdee26502fblcel4ead6fc7a”
119 }s
120 "id": "@72a8dcbcdee26502fblcoldeadefc7a”,
121 "enabled": true
122 T,

MANAGE ENVIRONMENTS

Environment Name

loTDA

VARIABLE CURRENT VALUE W -

IAMEndpaint iam.cn-north-4. myhuaweicloud.com
|OTDAEndpoint iotda.cn-north-4.myhuaweicloud.com
|AMUserName FEREEAS

|AMPassword FEREEAS

|AMDoaminld FEREEAE

region cn-north-4

X-Auth-Token MIXsg¥]KoZlhveNAQcColXozCCFS8CAQEXDTALEEI;
project_id 06f54d66be802668XXNCO0NK

product_id 5eaddf2bX0O000CO0OCHN

device_id 5eaBdf2b6772b7 U7X00O0OOOCOOOON0COONN

0 Use variables to reuse values in different places. Work with the current value of a variable to prevent

sharing sensitive values with your team. Learn more about v

Cancel Update

XEBHAIE R EpostmanHEHIEF T “project_id” 2%, (ERINTEFNIRE.
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» B IAM AL AT R R 0 S

GET v https://{{IAMEndpoint}}/v3/auth/projects

(9) Tests @

1 har region = pm.environment.get("region");
2 var jsonData = pm.response.json();

3 var projects = jsonData.projects;

4« for (i = @; i < projects.length; i++) {

5w if (projects[i].name == region) {
6 pm.environment.set("project_id", projects[i].id);
7 }
8 }
R

AN “elErTm” O

EIRBEANDEMEERE, NARSEFERAEOCE m, FRELEMRENE
BERXECE m.

N FEIRS FRFBEE—NER, BRTHINT:

POST https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/products
Content-Type: application/json
X-Auth-Token; ***+x

{
"name" : "Thermometer",
"device_type" : "Thermometer",
"protocol_type" : "MQTT",
"data_format" : "binary",
"manufacturer_name" : "ABC",
"industry" : "smartCity",
"description" : "this is a thermometer produced by Huawei",
"service_capabilities" : [ {
"service_type" : "temperature",
"service_id" : "temperature",
"description" : "temperature",
"properties" : [ {
"unit" : "centigrade",
"min" : "1",
"method" : "R",
"max" : "100",
"data_type" : "decimal",
"description" : "force",
"step" : 0.1,
"enum_Llist" : [ "string" ],
"required" : true,
"property_name" : "temperature",
"max_length" : 100
I P
"commands" : [ {
"command_name" : "reboot",
"responses" : [ {
"response_name" : "ACK",

"paras" : [ {
"unit" : "km/h",
"min® : "1"

"max" : "100",
"para_name" : "force",
"data_type" : "string",
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"description" : "force",
"step" : 0.1,

"enum_list" : [ "string" ],
"required" : false,
"max_length" : 100

H
A

"paras" : [ {

"unit" : "km/h",

"min" : "1 ||,

max" : "100",

"para_name" : "force",

"data_type"

"step" : 0.1,

"enum_list" :

: "string",
"description"

: "force",

[ "string" ],

"required" : false,
"max_length" : 100

}]
11

"option" : "Mandatory"

11

"app_id" : "jeQDJQZItU8iKgFFoWO060F5SGZka"
}

SEAPINE, BB & EIE~miEO .

i EUTEEG, RETEOENARINSE.

$E1

> G
POST v

Params

v Headers (2)
KEY
Content-Type

X-Auth-Token

S BE ‘S~ m”

SASRRAS 1.0

Authorization

BE “elEr m” EORHTTPA L. URLFIHeaders,

https://{{IOTDAEndpoint}}/v5/iot/{{project_id}}/products

Headers (10) Body @

EMOAYBODY,

Pre-request Script

Tests @

VALUE

application/json

{{X-Auth-Token}}

Settings

(2022-08-30)
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> ol
POST v https://{{lOTDAEndpoint}}/v5/iot/{{project_id}}/products
Params Authorization Headers (2) Body @ Pre-request Script
none form-data x-www-form-urlencoded ® raw binary
1-{
2 "name": "Thermometer",
3 "device_type": "Thermometer",
4 "protocol_type": "MQTT",
5 "data_format": "binary",
6 "manufacturer_name": "ABC",
7 "industry": "smartCity",
8 "description": "this is a thermometer produced by Huawei",
9~ "service_capabilities": [
10~ {
11 "service_type": "temperature",
12 "service_id": "temperature”,
13 "description": "temperature",
14 - "properties™: [
15~ {
16 "unit": "centigrade",
17 "min": "1",
18 "method™: "R",
19 "max": "lee",
20 "data_type": "decimal",
21

"description”: "force",

H$|3 BE “Send” , ATFHEEFREBHMMEERE .

+R4

Body Cookies Headers (6) Test Results

Pretty

0NV WN R

Raw Preview Visualize JSON ¥ 5

"app_id": "PAutVGQZoEVlICncftiaSMFeeUlEa",
"app_name": "DefaultApp_hwstaff_yee465615_iot",
"product_id": "Sea8df2b6772b707c6d8d35f",
"name": "Thermometers",

"device_type": "Thermometer",

"protocol_type": "MQTT",

"data_format": "binary",

"manufacturer_name": "ABC",

"industry": "smartCity",

"description": "this is a thermometer produced by Huawei",
"service_capabilities": [

Tests @ Settings

GraphQL  JSON

Status: 201 Created

FREARY “product_id” EFiE] “loTDA” IRIZHRY “product_id” 28+, BFE
SZHEEOER.

SRR 1.0
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MANAGE ENVIRONMENTS

Environment Name

loTDA
VAHRIABLE CURHENIT VALUE O - FEersist A Meser A
IAMEndpaint iam.cn-north-4.myhuaweicloud.com
IOTDAEndpoint iotda.cn-north-4.myhuaweicloud.com
IAMUserName FEREEEEE
|AMPassword FREEEEE
|AMDoaminld FEEEEAE
region cr-north-4
= H-Auth-Token MIXsgYlKoZlhvcNAQoCollXozCCFSBCAQEXDTAX,. s
project_id 06f54d66beB02668X 000000
product_id S5ea8df2bXO0O00C0O00000HXN
device_id 5ea8df2b6772b7 07 XCO0CGO0NCNNOCOO00EONN
n Use variables to reuse values in different places. Work with the current value of a variable to prevent ~
sharing sensitive values with your team. Learn more about variable values
Cance Update
. - - « e 4 ZLaye == ~hisa
iE: fEpostmanBaEH T “product_id” 2%, (ERANEEFEE.
> B b
POST v https://{{IOTDAEndpoint}}/v5/iot/{{project_id}}/products
Params Authorization Headers (10) Body @ Pre-request Script Tests ® Settings

1 var jsonData = pm.response.json();
2 var product_id = jsonData.product_id;

3 pm.environment.set("product_id", product_id);

R

AN “EErem” &0

MRS RNRFTETRZRIBIENSRIFR, JLOERLEO.
N AR FRFBEE—NER, BRFHIT:

GET https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/products/{product_id}
Content-Type: application/json
X-Auth-Token: **#**#x

ETRSEAPING, FUMEMESE D miED,

SRR 1.0
(2022-08-30)
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T EUTEES, RENWEOIRNBZINSH.

1 EBE ‘T8 m” EORIHTTPAE. URLFIHeaders.,

> B

GET v https://{{lIOTDAEndpoint}}/v5/iot/{{project_id}}/products/{{product_id}}

Params Authorization Headers (9) Body Pre-request Script Tests Settings

v Headers (2)

KEY VALUE
Content-Type application/json
X-Auth-Token {{X-Auth-Token}}

H$H|2 BE “Send” , ATFHEEFREEHMMEERE .

Body Cookies Headers (6) Test Results Status: 200 OK
Pretty Raw Preview Visualize JSON v 5
1
2 "app_id": "PAutVGQZoEVICncftiaSMFeeUlEa",
3 "app_name": "DefaultApp_hwstaff_y@e465615_iot",
4 "product_id": "Sea8df2b6772b707c6d8d35f",
5 "name": "Thermometers",
6 "device_type": "Thermometer",
7 "protocol_type": "MQTT",
8 "data_format": "binary",
9 "manufacturer_name": "ABC",
10 "industry": "smartCity",
11 "description": "this is a thermometer produced by Huawei",
12 "service_capabilities": [
13 {
14 "service_id": "temperature",
15 "service_type": "temperature",
16 "properties": [
17 {
18 "property_name": "temperature",
19 "required": true,
20 "data_type": "decimal",
21 "enum_list": [
22 "string"
23 1L
24 "min": "1",
25 "max": "1ee",
26 "max_length": 1ee,
27 "step": 0.1,
28 "unit": "centigrade",
29 "method": "R",
30 "description": "force",
31 "default_value": null
32 }
33 i

R

AN “elEieE” O

EREFEANMEMESH, NARSEFERALEOENEMESEIZIRE. £iR
BERNENESHEHREE—IRR, STHRIRERIENIAE,

NARSEEEME—HTTPER, BRREWT:

POST https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/devices
Content-Type: application/json

SRR 1.0
(2022-08-30)
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X-Auth-Token: ********

{
"node_id" : "ABC123456789",
"device_name" : "dianadevice",
"product_id" : "b640f4c203b7910fc3cbd446ed437cbd",
"auth_info" : {
"auth_type" : "SECRET",
"secure_access" : true,
"fingerprint" : "dc0f1016f495157344ac5f1296335cff725ef22f",
"secret" : "3b935a250c50dc2c6d481d048cefdc3c”,
"timeout" : 300
}

}

SEAPING, ENYENEEEIEREED,

i EUTEERG, JEMECLENREINSH,
1 BB “QIEIRST” EORHTTPAE. URLFIHeaders,

)
description"” : "watermeter device"

b M B
POST v https://{{|OTDAEndpoint}}/v5/iot/{{project_id}}/devices
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings

v Headers (2)

KEY VALUE
Content-Type application/json
X-Auth-Token {{X-Auth-Token}}

£E2 EE “QIEIRE” #OAIBody.

> M
POST v https://{{IOTDAEndpoint}}/v5/iot/{{project_id}}/devices
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON +
1~ |{
2 "node_id": "ABC123456789",
3 "device_name": "testdevice",
4 "product_id": "{{product_id}}",
5~ "auth_info": {
6 "auth_type": "SECRET",
7 "secure_access": true,
8 "fingerprint”: "dcef1016f495157344ac5f1296335cff725ef22f",
9 "secret": "3b935a25@c50dc2c6d481de48cefdc3c”,
1@ "timeout™: 3@0
11 })
12 "description”: "watermeter device"
13}

H$|3 BE “Send” , ATFHEEREBEHMMEERE .
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Status: 201 Created

Body (7)

Pretty EL JSON v =)
1 f

2 "app_id": "PAutVGQZoEVICncftiaSMFeeUlEa",

3 "device_id": "SeSefefc9071cb07289e7733_ABC123456789",
4 "node_id": "ABC123456789",

5 "gateway_id": "SeSefefc9071cb0@7289e7733_ABC123456789",
6 "device_name": "dianadevice",

7 "node_type": "GATEWAY",

8 "description": "watermeter device",

9 "fw_version": null,

10 "sw_version": null,

11 "auth_info": {

12 "auth_type": "SECRET",

13 "secret": "3b935a250c50dc2c6d481do48cefdc3c”,
14 "fingerprint": null,

15 "secure_access": true,

16 "timeout": 3e0

17 1,

18 "product_id": "5e5efefc9071cb07289e7733",

19 "status": "INACTIVE",

20 "create_time": "20200304T010621Z",

21 "tags": []

$R4 BFIREAY “device_id” EHE “1oTDA” IMEHAY “device_id” S¥F, BTFEE

HezOER.

MANAGE ENVIRONMENTS

Environment Name

loTDA

VARIABLE CUKRENT VALUE W = PErsist A HESET A

IAMEndpaint
|OTDAEndpoint
IAMUserMame
|AMPassword
IAMDoaminld
region

X-Auth-Token

iam.cn-north-4. myhuaweicloud.com
iotda.cn-north-4.myhuaweicloud.com
Fhhihhi

Fhhihhi

TRk hkE

cn-north-4

MIXsg¥]KoZlhveNAQcColXozCCFS8CAQEXDTALEEI;

(NI BN BN<BE<BE<BN< N <<

project_id 06f54d66be802668XXNCO0NK
product_id 5eaddf2bX0O000CO0OCHN
device_id Seaddf2bb772b7 07 XCONGGOONCKOGONOGHONN

ﬂ Use variables to reuse values in different places. Work with the current value of a variable to prevent

sharing sensitive values with your team. Learn more at

Dout var

m

Cancel Update

ER: fEpostmandBENEFHT T “device_id” S, {ERITEFFIRIE,
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> TEM R

POST v https://{{|OTDAEndpoint}}/v5/iot/{{project_id}}/devices
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings
1 l/ar jsonData = pm.response.json();
2 var device_id = jsonData.device_id;
3 pm.environment.set("device_id", device_id);
-t
SEIY [1] SEIUAZ Y
AN “EaigE” &0
NARSRFEE DTN ACIZINREIFIBR, ATLUBRLEO.
NS R B EMIE— MHTTPIEK, ERRAINT:
GET https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/devices/{device_id}
Content-Type: application/json
X-Auth-Token: **#x*sx
SEAPIXH, ENMEMFEFEEmIREEO.
i BEUTESES, RENFCIENARINSE.
£B1 BB “‘EiMgE" EOMHTTPAL. URLAHeaders,
> A B %
GET v https://{{IOTDAEndpoint}}/v5/iot/{{project_id}}/devices/{{device_id}}
Params Authorization Headers (9) Body Pre-request Script Tests Settings
v Headers (2)
KEY VALUE
Content-Type application/json
X-Auth-Token {{X-Auth-Token}}
£B;2 BFE “Send” , A FHAEEREBHMDAEERNS .
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0055.html
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Body

Pretty

VWoNOU A WN R

NN ERRRRERRR R 2
NP OWL®ONOURWNRO
-

.

(14)

BETA JSON

"app_id": "PAutVGQZoEVICncftiaSMFeeUlEa",

"device_id": "5eSefefc9071cb@7289e7733_ABC123456789",

"node_id": "ABC123456789",

"gateway_id": "SeSefefc9071cb@7289e7733_ABC123456789",

"device_name": "dianadevice",
"node_type": "GATEWAY",
"description": "watermeter device",
"fw_version": null,
"sw_version": null,
"auth_info": {
"auth_type": "SECRET",
"secpet": "EEEEEEN]
"fingerprint": null,
"secure_access": true,
"timeout": @

s

"product_id": "SeSefefc9071cbe7289e7733",
"status": "INACTIVE",

"create_time": "20200304T010621Z",
"tags": []

Status: 200 OK
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