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MYANREIENIOTIOE T A N AIEEE . EERSFNIEEE
.l‘REE%#.LREE, 1%5%1220

e HTTP(TLSHNE). ONVIF, OPC-UA. OPC-DA. Other, TCP,
UDP: EITBBIEN
HiEHEt | e JSON: FH %nuE.azﬁﬂaﬁu;mlxxmjsowm

o HHIRIR: BFEEFISTIRHEEEN, RS LIRINTH
%Uﬁ%:ﬁéﬁl?%i’ﬂﬁjjJSONW‘t K FEE T RAISONIEEIRRENT
ATHEEREL, RETESTFaHITERS.

R LiEEEY ( protocol_type ) AMQTT, #iEH&=L ( data_format)
ATHER, TEIZSHERERS HIREENRBEI. A
UTF-8,

o UTF-8: J§ i HIR3iREERIUnicodeRIBRIF IR o
e BASE64: ¥ HAHIIDIRALIRIBASECATRIBAVFRFE .

PR Tk ISHRIBSEPRIS TR o

R ISIRYESLPRE LR
S =
F=ERID EdlProductlD, BFH—RE— 1N "m. NRETISH, E&55

P mIDIRENZSHIE; NRTETIWSHY, FoIDEMEMNES
Bl mERFEE D EERS

FmiEd . BRIELFRERES .

T
on
jret?
S
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IREFIEAN

RIS 3R
RIS, EAEE ES-HE NS REERNTR. MRS,
T REE, GRS ARGRES, BERRE.
.

B

EFRBIED, SEMMFER, BAFRIFER ., GIUSETRID. FRE
T IREE, SRS, FTRATRZE. MRS REAES.

3-3 Fm-miFE

s | 8

RS

yyyyy

TR LEFRIEER, FARFRIEE. FRERBEG. E2EA. BEX
Topic,

3.3 &R~ miEE

3.3.1 H4ARFmRE

PR AT MR F AN . AAEBETEN~miRE, EYBNTES
ME—NIRBIMSRIRE, EFSERZNIRESITIRS. Bt aSFHER, W
FXREF, AENT—AHTmiREE, EHTEMeEn, MeLMEREEHe EEN
A= miEE .

FratERE X T BRS56E

BRBEED

it FEENSEEN .. BRBUSZSEHIFDRETINRSE, BEXER
SEENEMNE. dSUNGSHSE,

LIKkERAI, KEEEZSHEEN, N ERKR. 52, BE. EEEZWEUE,
HEREBEZIRFZEE TANSZIGmS . FaRE XA TEIAKERIIRENRY, ATLL
1%71@5’9‘@573*2%:\354\5&%, BMRSHFEEENZEN LiRENS TS . A
F:
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IREFEAN

PAYSEi=IEd] 3FmAA
PRo5AEAY ik
Hhh AFENKELIRIVKARE. KB, KESFSH, NRFE
( WaterMeterBasi | @RS BIX LS, TFEENTSHSE.
c)
5 BFEXKEFSE HIRNSMHEERSOEIE, VEANE
( WaterMeterAlar | EEEN GBS,
m)
FEt ( Battery ) EMIKEZRBE. BREESFHIE.
ezl TESMIKFR—LAEHMN, BENRBEEN DS,
( DeliverySchedul
e)
& EMIKFIEEZESE

( Connectivity )

iE: BRENMRSEEERER, W EEAGIFILUSEERSIFD BXE
SERSRESERS, CALKBEERZSAZIKREMRSF.

PIEX S IR T SME N miERRY)5E, BAULURIEECHER, SENMAYTE

X miRE

. Eﬁﬁﬁﬂ(&%ﬂﬁ):M%EEXWEF%Eﬂ,ﬁﬁ%%%E%FEF%
SE,

o LERENM (BEFR) | BAMEFIImEE LERIFE, FHIESEE
SR mEE.

o Excel8N: BEISANHRISLVREEN =mIEE. WFFREFRR, R~ m
REFFAI I, RBRFEFRBESSH; WTSMAREEMEXIR, BT
WEFMSRIFRYE, FltN, EFEESIIREE S service5kB 81T 1005, &
RIEPRIBT AT RER, WEAKREF, ALEHRERESH. FH52%

ExcelSA .

o SNEEH (EAMEFRER) | BULUERFEMERMmIEE, RIRTM
itk . SEFaRETIERER BRE, EREEETIARER M
RE, ERTWREXREDT BRE, M/ BEAEH NSRRI R MR @R
B, EATRTUIALE RiRE .. BALRESLFRERIEFEENAY~mRE

3.3.2 EH R miEs

Wiz

FEEA R iR R AR m. SEmBRRMAT MBI, R HiES
L. BT UANREXREFER, FeRBSERXEEREIREENFRIE.
YEX S SR TINEREA SRR, XSRS R0, REGRETER
RIBIFI iR RN, SO LUREES CHB RN miR R h i R TIE eFIE
B REFEBENTRRE, NWREETEEN T miEE,

AUEXBE MRS REEATRA, ZmREE SRS LIREIE. &S
2. FRBLIBNFDRAIIRSTIFER

SRR 1.0
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IREFEAN

FH&RIEE 3 FRITA
BRIEL R
B IHOREEAERS, BF ‘SEEHE” #A RBEN BHE . SRS,
BFEIEF-RAHEN.
$IR2 ;EEEE@U%HMEE’\J “TFan” , EremdERT, REINNAF R, BEmEAFTmIF
’EﬁEﬁo
TH3 ArmFERENEERE, 2F ‘BENER” , RIRS.
B4 B “IRSBID” . “BRSSEREL” M “IRSBWIRT , RERE ‘AT .
o “IRSBID” . RABFEABRIGESR. tLil: WaterMeter. Streetlight,
o  “PRSZEEL” : EINFNRSSIDIFIF—H.
o “IRSIEIA” : ELANEEAT HIRAOIAEEGREFNRII R ESHES .
wINRSE, & “HRMRS” Xiz, MNBEMHMGSHITEN . MRS T, IUEE
BiiaS, taUREsEPz—, BB SNSRI TES .
FTE/S RESRAMENRSID, ERANRESRESE “HEEN" , ERHEOPEEREMER
BZEMSH, REREH ‘BE” .
el Lz
BHEBFR IR ARIER, tbatteryLevel. internalTemperature,
EiERE o int: I HIRMEIEAEHAT, oIEEHLRE,
e long: ¥ HIRAVEIRAKEEEIRT, nIECE ISR,
e decimal: H_HIRAIBUEN/INEET, TEEALER, BE
“REET BHRT, BIRERENER “decimal” .
e string: H HIRMEUEAZRE. EER, JLBEERIZE
B, WIRAEE, BZEREREES (4 ) PR.
o dateTime: X HiRRVEUE/IBHEART, BILABCE IIEZEEY,
I ERIE M FIRSEZREG: 2020-09-01T18:50:20Z5 &
2020-09-01T18:50:20.200Z
e jsonObject: 4 EIRAVEIEIISONGEXIRRT, BILARCE itk
B,
o enum: H HIRAIEIRAMESMERT, AIECE AR,
Bl #enumListi&UIES, LIRS EMERenumListiES /9
OPEN,CLOSE, FBA4/EtE EIRIE= #4519 "OPEN "2 " CLOSE"
e boolean: ¥ _FHIRHIZUIE N /RIERT, AIBCE OISR,
IERBY B FIREFFAETUREBI: true/false 3 & 0/1
e stringlList: 2 _HIRAYEIE A= RTREARS, TJECEIULLSEEY,
IR R FHRIEFARTUREGI: ["str1”,"str2","str3"]
TIEI R o HiE: BISEOWUUESZEM.
o U5 BETEOTLUERIZEMRE.
EESEE IBIRIEL S EALIRE TR E .
K
Bafy
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REEAN
F&iEmR 3FmAR

3-4 FiZEt-batteryLevel

FHEEE

* EEETR batteryLevel

EEs
0128 =
* BUEHR | int(EER) -
sumgm [ me 4 7= Y
«EBEEE | o —| 100
i 1
By

£I6 HE “HMNas<S” , EREEOPEESS.

o OB BKAEASKN, RBEEATLERGEL, W
DISCOVERY, CHANGE_STATUS,

o ‘TRBH : BE “MERWASE’ , EREEOPRE T RGSFRIIZTIN
28, A “HRE” .

e i

SHER BIKASE— T REEFEINE, HRPEANEFEAEN®
&5, tkivalueChange

HIREE | BRBIERENIHME R TERE.
:I=petes
228
=W
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Fxisrm 3 Fmitk

3-5 g4 CHANGE_STATUS

sEes 8
* WEER CHANGE_STATUS
&
X
Higsy
* BHER valueChange
BES ( :
g | * HrERE int(EEEY) v
=
* EEE 0 —| 65535
FE
=l

o WMRE|SMapIIN, BE “FEMNSH” , EEHEOPERENNESTFR
MBS, ARRE “BE” .

24 Ll

SHEWR BNRAFEF— REEFEFRINS, ERBEENEFZEASNS
£, tkilvalueResult

HEEE IStRIEIL R BRISEIRE R TR E

EER
22
=
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Fxisrm 3 Fmitk

& 3-6 #FiZarSNghzS3-valueAResult

FIESHE
* BIERR valugAResult
E&iEs
0/128
* EEsER nt(sERy
* MEEE 0 |1
i 1
B
o Y .
----45R
S~ E ==
3.3.3 B&A A miER
R
= RIERUKER F a2 — 1 devicetype-capability.json SZ{EFIE TN service Type-
capability.jsonX {4, Errdevicetype-capability.jsonE2iHiA = RiEEE SHIARSS AL
JHIX {4, serviceType-capability.jsonX {42 FigiAdevicetype-capability.json
Ni&Frfservice_capabilitiesfFIE—MEEIHNEMIEA . ZIBUNTESFTE— zip
8. HfhWaterMeterZdeviceType, TestUtf8Manuld@Emanufactureld,
WaterMeterBasic/WaterMeterAlarm/Battery2R5Z5EE
XHEhRA 1.0 R © LARITBIRABREAT 16

(2025-02-26)



IREFEAN

FRisE

WaterMeter_TestUtfaManuld zip

prafile

devicetype-capability. json

service

WaterMeterBasic

profile
servicetype-capability.json
WaterMeterAlarm
profile
servicetype-capability.json
Battery
profile

servicetype-capability json

FRLAB & & iR B 2R IR IR R R S RN F1 SONAS LB Edevicety pe-
capability.jsondhENXiRERES, FEservicetype-capability.jsontE N IRSZEE . Fitk
BEA AT REEEEANTISONAIER .

AT BEH AT mRE N AR LT R LURFERS, RIEFEELTA miEs .

2
&
&
i

ErmRRERNFAIRES, FEEREIN TaaIiE:

iR BER

BFAEAY (deviceType ) « ARSZZEEY (serviceType ) . BRSBHRIR (serviceld ) £
AR EFBAENGRE. HIl: WaterMeter, Battery,

BEERF—IREAEFERNE, ERPENEFEXERIBEE. FIU0:

batteryLevel. internalTemperature,

aSERMEFEXE, RiaER TLEZIE. FI20: DISCOVERY,
CHANGE_COLOR,

B FREHHEIRjson 4B EfnZ devicetype-capability.json,
RS BENEIRjsonS 4 E E A& servicetype-capability.json,
I EidERRNFRERE NG AREES, BINZIFRX.

EISEIMAEAN, WiE; WFRSEEHmA, TEEZEEINGEM ., Hlan:
SFZ(ERSRIEE, TLAGHFZIMultiSensor; SFEEEREEIRS, TG
2 HBattery,

RB—ENRERNIMEMES, BAFTRREXMRETmRE . MENTESIE
7 - miR BN SR, MNRIMBRANIRSEHIEEMINEERS EEEYBNTES

SRR 1.0
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RUIRE-REREERDES, WIUEEEEER; NRENENESREANR
BrmRRERPRES, UFEECSENX.

Blan: BA—FUKE , AILIEREEMENE S LN~ RREER, 250RER

$yIx.
(MmEizY::
MBS EA MIEEURIRS RS, ITREIIZNEEREMRS LR, Uts
%,
RERBNAGIE M
B P mtEEirhkey Bit(E
REFARE deviceType WaterMeter
I /&ID manufacturerld TestUtf8Manuld
INGEZ T manufacturerName HZYB
e protocolType CoAP
REBRIIRSSSIZR
AR5 HaiA IRBFRA ARS8 IR ( option )
( serviceld ) ( serviceType )
IKRAVEARTNRE WaterMeterBasic | Water Mandatory
SRS WaterMeterAlarm | Battery Mandatory
FEtARSS Battery Battery Optional
HUEAY_EIRANY DeliverySchedule | DeliverySchedule | Mandatory
IKEANEE M Connectivity Connectivity Mandatory
IRETBEENE N A
devicetype-capability.jsoniEH TiZR FHIERE A :
{
"devices": [
{
"manufacturerld": "TestUtf8Manuld",
"manufacturerName": "HZYB",
"protocolType": "CoAP",
"deviceType": "WaterMeter",
"omCapability":{
"upgradeCapability" : {
"supportUpgrade":true,
"upgradeProtocolType":"PCP"
B
"fwUpgradeCapability" : {
"supportUpgrade":true,
"upgradeProtocolType":"LWM2M"
SCASHRAS 1.0 IRBFRE © AT BRABRAT 18
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B
"configCapability" : {
"supportConfig":true,
"configMethod":"file",
"defaultConfigFile": {
"waterMeterInfo" : {
"waterMeterPirTime" : "300"
}
}
}
B
"serviceTypeCapabilities": [
"serviceld": "WaterMeterBasic",
"serviceType": "WaterMeterBasic",
"option": "Mandatory"
%
{
"serviceld": "WaterMeterAlarm",
"serviceType": "WaterMeterAlarm",
"option": "Mandatory"
%
{
"serviceld": "Battery",
"serviceType": "Battery",
"option": "Optional"
%
{
"serviceld": "DeliverySchedule",
"serviceType": "DeliverySchedule",
"option": "Mandatory"
%
{
"serviceld": "Connectivity",
"serviceType": "Connectivity",
"option": "Mandatory"
}
}
]
}
BFERAYRERE
B | FFR AL/ g | R
devi | - - WA BET7T—MRENTEREHER (B
ces HABEEY ) ©
- manufactur | - aJik ErRENHIERID,
erld
- manufactur | - WhiE ERENHIEREER ( RaiFs
erName X)o
- protocolTyp | - DAV RS EENDEMNESIMYEEE,
e YINB-loTHYIR EREE /I CoAP,
- deviceType | - WhisE IERIRERYRE,
SRR 1.0 WRINERE © ARITERARBIRAE 19
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FRigE 3rmR
FB | FFR oNiE/ g | R
- omCapabili | - BJik ENXRFHIREFHR .. B RFECE
ty EHHEE, FRENIFBITXH
B9: omCapabilityZ5tafEiA
MRLEE RIS EHR, RF
EG T LARMBR
- serviceType | - WhIE Ba T REFESNRSENER,
Capabilities
- - servic | Wik ARSSRYId, WNRIRFBHREILEAIRSSE
eld B O BF— Mlserviceld5serviceTypetd
@, MREZMNENRS, =%
FF>& Switch01. Switch02.
Switch03,
- - servic | whisk AR552:8Y, Sservicetype-
eType capability.json/service Type=F &R 1%
- - optio | Wik NRIRS FERAVEE, BETHE:
n Master ( E£HRSS ) , Mandatory ( 4%
ARS5 ) , Optional ( AJiEARSS ) o
BeiAFE AN FER, (el
RER
omCapabilityZ5aigia
FE FFEB Al | iR
Whisk
upgradeCa | - & | IRETEHKEED .
pability
- supportUpg | @i% | true: BEZIEFWHFR.
rade false: IRBEAZIHFIIHFHR
- upgradePro | Bli& | FHERERRIMNYEER, HAAAREITRERY
tocolType protocolType, IENCOAPIEEZIILEFHR N (E
APCP,
fwUpgrad | - ik | IRBEHFHREEN
eCapabilit
y
- supportUpg | @i% | true: BEZIFHEMHFR.
rade false: RERTIFEHFHR
- upgradePro | Bli& | FHERERRIIMNNEER, HAAAREITRERY
tocolType protocolType, ZHaIIEAMFEE(NZIF
LWM2MEISFHEK .
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FA&igE 3 FmitE
FE F=FE AN/ | iR
WhisE
configCap | - % | RBEREFHEED.
ability

=

- supportConf | B] true: IRBIFECEFTFH o
'g false: IRBEASIFEEEH.

- configMeth | BJ file: FEAMHFNAX TAREEEH.
od

2

- defaultConf | AJiE | IRBEOABESE (Jsont&z ) , BEES
igFile EHEEFEEN . YHNMFEEREFZER
HRERMER, FEFCIEEEFERNERS

Yo

ARSS8ENTE XA
servicetype-capability.jsonicR TiZIR BHIIRSZE R :
{

"services": [
{
"serviceType": "WaterMeterBasic",
"description": "WaterMeterBasic",
"commands": [

{

"paras": [

{

"dataType": "int",
"required": true,
"min": 1,
"max": 24,
"step": 1,
"maxLength": 10,
"unit": "hour",
"enumList": null
}
1

)
"responses": [

"responseName": "SET_PRESSURE_READ_PERIOD_RSP",
"paras": [

|||||

"dataType": "int",
"required": true,
"min": -1000000,
"max": 1000000,
"step": 1,
"maxLength": 10,
"unit": null,
"enumList": null

SCASHRAS 1.0 IRBFRE © AT BRABRAT 21
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"properties": [
"propertyName": "registerFlow",
"dataType" "int",
"required": true,
"min": O,
"max": 0,
"step": 1,
"maxLength": 0,
"method": "R",
"unit": null,
"enumList": null
%
{
"propertyName": "currentReading",
"dataType" "string",
"required": false,
"min": O,
"max": 0,
"step": 1,
"maxLength": 0,
"method": "W",
"unit": "L,
"enumList": null
%
{
"propertyName": "timeOfReading",
"dataType" "string",
"required": false,
"min": O,
"max": 0,
"step": 1,
"maxLength": 0,
"method": "W",
"unit": null,
"enumList": null
1
]
}
]
}
SRR
FB | FFR W | R
i%&/
A%
serv | - - - - | wiE | BEATTMRSHZRER (BHaA
ices 1B%) -
- ser | - - - | Wik | BRSBAYZEEY, Sdevicetype-
vic capability.jsonsserviceType=FER{RIF—
eTy o
pe
- dES = = - L\Z\& HEQE,J;EL |:|IL;\O
cn EThREEFER, (EEHER(ER, AT&H
pti null,
on
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F&tEE 3FmAA
FFE A i)
i%/
Ak
co |- - Wik | IREULTRISR S, RARSEHS
m )ﬂu%nullo
ma
nds
- com | - Wik | e PRIRTE, SRS SEHEMEA—
man TEPmS .
dNa
me
- para | - Wik | S BERISE
s
- - para Wk | e SHESHRIBF .
Nam
e
- - dataT Wik | i SHBVEIESEE
ype BUESBEE: string. int. string list.
decimal. DateTime. jsonObject.
enum. boolean,
FIREUERT, SZSERHUREINAT:
e string list: ["str1","str2","str3"]
e DateTime: yyyyMMdd’ T’
HHmmss’ Z’ #1:20151212T121212Z
e jsonObject: BENjsonsEtafk, Yk
SR T, (HITIEE
- - requir Wik | AipS BB Wik, BEStruegkfalse, K
ed INEX{Efalse (FFwi% ) o
BRI FE2IFNEeEFER, (R
ER.
- - min Wik | &IMES
{NHdataTypegint, decimalBd4ERL .
- - max Wik | RAE
N ZidataTypeSgint, decimalBFEE3g,
- - step Wik | K.
BEAER, HORIA,
- - maxL Wik | ZHBRKE,
ength {NZdataTypefgstring. string list.
DateTimeRd43K .
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BEEAN
F&iER

DA
%/
Ais

%

unit

B, BREMEY.
EEIRESHIAE, W:
RS “C7 K
EALLEL: %
R “Pa” 3 “kPa”

enum
List

KEME,
WNFFFEIRSstatus] BN FEYE:
"enumList" : ["OPEN","CLOSE"]

HRINFERZIFNEEMTFR, KRRk
EF, EMEREN .

resp
onse

S HATAIIEAL -

respo
nseN
ame

&
(&

fZ A LATEiZresponsesyd M An S HY
commandNameSmEZ 0 “_RSP”

paras

&
it

A LM AIZSEL

pa
ra
Na

&
Kt

mLHFSHIIBRF

da
ta
Ty
pe

HHEE,
BUESEHE: string. int. string list.
decimal. DateTime. jsonObject

FIREUERY, SZSRBHUERAT:
e string list: ["str1","str2" "str3"]

e DateTime: yyyyMMdd’ T’
HHmmss’ Z’ #0:20151212T121212Z

e jsonObject: HIENjsonZ5ta{A, HIEX
MR, (NHITIEE

AL 2EiE, BUEtruek
false, %AHY{Efalse (e ) o

ERIAFRIIFNELFER, (EREA
ER.

=Z\=8
{XHdataTypeint. decimalBF&3y, 2
BAFET.
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F&igE 3FEAR
FB | FFR W | ik
i%/
Glpvi
- - - - m | &% | &KE.
ax {N&dataTypeint. decimalBt4EK, B
BINFET
- - - - ste | ik | £,
P BAER, HORIA,
- - - - m | %k | FREEKE,
ax {¥HdataTypeAIstring. string list.
Le DateTimeRd434 o
ng
th
- - - - un | &% | 7, TEEMR.
It EVERIES HRE, W
i_%_rg%{ﬁ: “C” EE “K”
Bt “%”
Egi%{ﬁ: [14 Pa” ﬁ [14 kPa”
- - - - en | Wik | KZME,
um WNFFFRASstatusA] A1 FEUE:
Lis "enumlList" : ["OPEN","CLOSE"]
t BRiAFEREIFINeeETFE, (ieRlfEA
EF, BMEREN .
- pro | - - - | wiE | LIREUEHEAR, 8—FERA—%F
per o
ties
- - prop | - - | Wik | BHESFR.
erty
Nam
e
- - data |- - | Wik | BURSREL,
Type BYESBME: string. int. string list.
decimal. DateTime. jsonObject
FiREUERY, SHEREIERXUT:
e string list: ["str1","str2","str3"]
e DateTime: yyyyMMdd’ T’
HHmmss’ Z’ %0:20151212T121212Z
e jsonObject: BENXjsonLLEfaik, P8k
MFEERENT, (NETIEE
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FAigr 3 MR
FE] | FFR W ik
%/
A%
- - requi | - - | Wik | AEREMHREBYIE, BYENtruezkfalse,
red ZOABYESalse (FF4IE )

BRIARFE2IFNEEMFER, (NiREHA
Y£R8,

- - min | - - | Wik | &/IMES
{NHdataTypegint, decimalBd&ER, 2B
BATFET,

- - max | - - | Wik | BXE,
{NZdataTypeJgint, decimalBd&Esy, i
BINFET,

- - |step |- - | Wik | K.
BEAER, 1HORDE],

- - met | - - | ik | IR .

hod R: AlE; W: AI; E: 81T,

BVESEE: R. RW. RE. RWE . null,

- - unit | - - | Wik | B, FEFEREN,

EEIRESHEIE, 10:
RS “C K
EALLER: %7
Egﬁ%{ﬁ: “ Pa” EE “ kpa”

- - max | - - | Wik | FEERERKE.
Leng {¥HdataTypeAIstring. string list.
th DateTimeld44 .
- - enu |- - | Wik | KEMES
;\’ILIS WNEE RS ( batteryStatus ) BIEAITFEY
&:

"enumlList" : [0, 1,2, 3,4, 5, 6]
BRlAFREIFNREEFER, (Rt
1B, ESUERE

raaiEETe
PRSI, BERINTREEEITE:
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e JavaScriptiB i EMNFEZIEBECMAScript 5. 1858 .
o HIANBEIIGER T iFes6lletMconst, BfhARzis, MNEFLmREE.
o JavaScriptl A K/NAREEBITIM,

o FmBbEJavaScriptl)ANEHS, % m FTEIRER L MTEIEE = T)avaScript il AN 4%
1. Fr&RZESLIavaScripif i RE TR BB LT TR

o _EiTHEIavaScripti#B/ERYSONSIEREMEFERMENER, BMERERL: HiEkE
BEEAEX .

o TFETTESHISONBREN N : BIEMIBHEIEN, ER)avaScriptwRiZIFERIETS
XIMATISONFE T AL JIXS NI A9 — S HIFDARELISON o

o [HIARIBIRMBIRTFINGG, BXFREFAIERIIEN10R, ERAMNEG LATEEMR
FRIRIFSLEIRE

YR RIS S
kA
—FIREIR S, BEBEWTHHE:
o EBEWNEIREINRE (AKREFR ) FIRE LiRkINEE.
o NZHNEEEHImS, UImiETHRENEE. LLIXCRIUZIRE , infEH ] FHEER
Z, IBREEFRELG
o IZFNRENRE, RFEEILLRSE, TiAIRRIgSEEOENAISONIESI _ LIREURE,
Rt HiREEN T HFIEIE.
FERIERIEN
R RAIAATE, THRMEREN .
level: XREHI, AFRFAKRITEEE,
o temperature: iRE, ATFRIRIARIMZEE.
SET_ALARM: $THEXFAEZL <, value=0FRXA, value=1FRT7FTH,
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& 3-71 t28YE X -smokedetector

Ry

semperaiure

REREGA
SR TR RANEERE, &R EHTRT ) B2E AR .

3-72 R -HAMCF R

ELL LY

£E2 REMA, SLPTHEIFUEDISONSURERERE . MAFTELIUN TR GE:

o decode: g LIRAI —HBIEIRE R T A miEEPEXAYSONIS. BIF
AOISONFEERIL: HIEFBERENX -

e encode: EEHETMMTHIERXALIREN, BFESRISONEEIREIRNILEZFF
T HIET0. SFERISONBRIL: HIRMmBIEIIEN

£33 R R RS HLAY) avaScriptEEEIEn T :
/| HATEEEEE
var MSG_TYPE_PROPERTIES_REPORT = 'properties_report'; //i&& B 3R
var MSG_TYPE_COMMAND_RSP = 'command_response'; //i2 5 [E]&p < NI
var MSG_TYPE_PROPERTIES_SET_RSP = 'properties_set_response'; //iZ&iR[El[E & &N
var MSG_TYPE_PROPERTIES_GET_RSP = 'properties_get_response’; //i& iR BB &80
var MSG_TYPE_MESSAGE_UP = 'message_up'; //i&&iHE £k
[ITTIHEZEE
var MSG_TYPE_COMMANDS = 'commands’; //SE&am<L A
var MSG_TYPE_PROPERTIES_SET = 'properties_set'; /& T &EBHEEEIBNK
var MSG_TYPE_PROPERTIES_GET = 'properties_get'; /& N & EHEEITIER
var MSG_TYPE_MESSAGE_DOWN = 'messages'; //[F&EETA
/IMQTTIZE HTHEE., topicEliEEEERIMETER
var TOPIC_REG_EXP ={
'properties_report': new RegExp('\\$oc/devices/(\\S+)/sys/properties/report'),
'properties_set_response': new RegExp('\\$oc/devices/(\\S+)/sys/properties/set/response/request_id=(\\S
+)",
'properties_get_response': new RegExp('\\$oc/devices/(\\S+)/sys/properties/get/response/request_id=(\\S
+)",

‘command_response": new RegExp('\\$oc/devices/(\\S+)/sys/commands/response/request_id=(\\S+)"),

SCASHRAS 1.0 IR © AT BRABRAT 76
(2025-02-26)



IREFEAN

FRiER 3FmAA
'message_up': new RegExp('\\$oc/devices/(\\S+)/sys/messages/up')
};
=~ GRS EIREMFIE SRS MAAT, BHARTHHIER, @idjavascriptil 2 i HIBREUEREIE A
ETmiEEE X Ajsontg T EE
BASH:
payload:[0x00, 0x50, 0x00, 0x5a]
topic:$oc/devices/cf40f3c4-7152-41c6-a201-a2333122054a/sys/properties/report
iR
{"msg_type":"properties_report","services":[{"service_id":"smokerdector","properties":
{"level":80,"temperature":90}}1}
BASE:
payload: [0x02, 0x00, 0x00, 0x01]
topic: $oc/devices/cf40f3c4-7152-41¢6-a201-a2333122054a/sys/commands/response/
request_id=bf40f0c4-4022-41c6-a201-c5133122054a
s
{"msg_type":"command_response","result_code":0,"command_name":"SET_ALARM","service_id":"smokerdect
or""paras":{"value":"1"}}
function decode(payload, topic) {
var jsonObj = {};
var msgType =";
/A0 EtopicBE, RiEtopicEHRITIEEEE
if (null != topic) {
msgType = topicParse(topic);
//¥6payloadi@iZOXFFEHITSIRIE, IREXELXIRIAYAMT
var uint8Array = new Uint8Array(payload.length);
for (var i = 0; i < payload.length; i++) {
uint8Array[i] = payload[i] & 0xff;
var dataView = new DataView(uint8Array.buffer, 0);
/B REN EIRANE, B ITHEIEIRE IR AN FIRE
if (msgType == MSG_TYPE_PROPERTIES_REPORT) {
[[i&Eserviceld2HE, ZBHE R~ MEEPRIIRSS 2R smokerdector
var serviceld = 'smokerdector’;
/ISR 3REX level{E
var level = dataView.getInt16(0);
/I \FBifpERE temperature(&
var temperature = dataView.getInt16(2);
[ /5Ei B EIRAYISONIE
jsonObj = {"msg_type":"properties_report","services":[{"service_id":serviceld,"properties":
{"level":level,"temperature":temperature}}]};
Jelse if (msgType == MSG_TYPE_COMMAND_RSP) { /¥t Ran<SNIRAE, 1§ it HIEiEEE o an ST
1&g
//i&EserviceldBE(E, ZSHEXI M= RERFRIIRSS 2R smokerdector
var serviceld = 'smokerdector’;
var command = dataView.getInt8(0); //M\ Zi#HHIFSRPIREN s <$ZID
var command_name = ";
if (2 == command) {
command_name = 'SET_ALARM;
}
var result_code = dataView.getInt16(1); //M i HIFER-RIREN S SHITLER
var value = dataView.getInt8(3); //M Zi#IAD: 7 Rk EY sp SHI T RIR [OE
/59 EE S MRATISONIE=
jsonObj =
{"msg_type":"command_response","result_code":result_code,"command_name":command_name,"service_id":
serviceld,"paras":{"value":value}};
}
[ /5535 SONIEN I F R R8I
return JSON.stringify(jsonObj);
}
g@ig S NAR, Eidjavascriptiencodefs;EIGFEISONBRREIRE, KRB THEIRDR
S ->
{"msg_type":"commands","command_name":"SET_ALARM","service_id":"smokerdector","paras":
{"value":1}}
HHER >
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[0x01,0x00, 0x00, 0x01]

*/

function encode(json) {
| [HEHRFISONSTER
var jsonObj = JSON.parse(json);
[BREVEE SRR
var msgType = jsonObj.msg_type;
var payload = [];
/[18ISONRER HR LR it SR
if (msgType == MSG_TYPE_COMMANDS) // &8& A&
{

payload = payload.concat(buffer_uint8(1)); // #RiR&< T A&
if (jsonObj.command_name == 'SET_ALARM') {
payload = payload.concat(buffer_uint8(0)); // #KR&SZFR

var paras_value = jsonObj.paras.value;
payload = payload.concat(buffer_int16(paras_value)); // R B EItE

}
/MR ElRABERI i HEE

return payload;

}
AR EtopicZFREITHIHE 268
function topicParse(topic) {
for(var type in TOPIC_REG_EXP){
var pattern = TOPIC_REG_EXP[type];
if (pattern.test(topic)) {
return type;
}
}

return "';

}
488 TR S EERLLE by te£iZH
function buffer_uint8(value) {
var uint8Array = new Uint8Array(1);
var dataView = new DataView(uint8Array.buffer);
dataView.setUint8(0, value);
return [].slice.call(uint8Array);
}
114816 T S EEBLEE IR by te £ ZH
function buffer_int16(value) {
var uint8Array = new Uint8Array(2);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt16(0, value);
return [].slice.call(uint8Array);
}
114832 T TS EEBLEE R by te£iZH
function buffer_int32(value) {
var uint8Array = new Uint8Array(4);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt32(0, value);
return [].slice.call(uint8Array);

}
H+IR3 Eé_%tﬁiﬁitﬁiﬂzlio BIAgRiETeRfs, ERIVBAT, GIFEISEE, BARIERETES
iJEliIHl] (<]

1. &EHgE DIREMEUEING i HIRER R ISONEEE .
- TEtopic NiEFIEIFIRE _EiRATtopic: $oc/devices/{device_id}/sys/
properties/report,
- IEFREIEEEA “FRET , MALTEIRNESEE, RAEERE Bl .
0050005a
- BARTmEEDS | ZRBEARNSEHFERER avascriptii AR fYdecode 5%,
B THBIEREIEHISONIETL, FHRBRIXERERERAESR,
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3-73 HIAMEFT & - R AR

P o e

- WMEFAERESHEE, NRAHFETE, WENRIBEERHTE
i,
2. RSN A TR SRIDIREGRBIAI THEIER
- IEEEISEEYS “REST , MAFERINGS TAREN, ARREE E
in” o
{

"service_id": "smokerdector",
"paras": {
"Value": l|1 "

}
}

- BIARGREERDS | EARIEM AR SEFNEIE3Sjavascripti) AN AencodeT5 %,
FEISONTBHEIREL IR —HEIRSR, FRRHERETRERNEF,

3-74 HIAMETT A& - 4wA3

s

- T%Ei)%iit%%%’éﬁéﬁﬁﬁ, WMRAFFETUER, WEZABEEFIHI T
11l o
B4 FHERAER., WAHARTLAERBTHREDRS, BE ‘88" , Bz REZEHIELN
Fae, UHEEE ET7T, MEXNFE SRR AH TR

3-75 HIANMEF & -B0ZE

o

nnnnnnnn

*7

S5 FERELREFN. EXNERNAZR, BEAELRESYENTEEHT ETTH
SIS, LASIEMIEXRESREIRFRREIZA, i L NTEUE

R

JavaScript fREBIEHENR

LA J9)avaScriptyrfFt3iitaIiEiR, FaEFTERRBEORMEAVENR, SCHIXINAYE
DO

/**
* IR EIREIREIME N SRR O TS, BRE IR SIRRD AT S T miIEEE M A9 SONKSTUEL
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;EO
IZEOZHIASEEENF, FFRERFELHEAREORD.
* @param byte[] payload %% _FIRAVEIATEIR
* @param string topic ~ MQTTi&&E _EIREIEITAItopic, IEMQTTIRE LIREIBIIFIETZESH
* @return string json  fFEFMEIEELE L AIISONIS T F R &R
*/
function decode(payload, topic) {
var jsonObj = {};
return JSON.stringify(jsonObj);
}

/**

* PIEERSE A T AISSRT, EARLZEOWITRD, B RiEEE X AYSONB BURRIDHIZEHRIATER
*ZEOSTIASIEBIAEERENYF, A& REELMEMIZEONA,

* @param string json AT RIEELE XAYSONIEHNERT &

* @return byte[] payload #RESEHIEIEFDR

*/

function encode(json) {
var payload = [];
return payload;

MQTT iI&ZENRT JavaScript ZRBRBIELEEG]

AT AMQTTiREEJavaScriptyriE3t IS, FFaE T LURIERGISCEIRI NiA =AY
ZIHFIFSONE LRSS HE .

/| HATEEEEE
var MSG_TYPE_PROPERTIES_REPORT = 'properties_report'; //i&&EH iR
var MSG_TYPE_COMMAND_RSP = 'command_response'; //i2 5 [E]&p< NI
var MSG_TYPE_PROPERTIES_SET_RSP = 'properties_set_response'; //iZ&iR[El[E & SN
var MSG_TYPE_PROPERTIES_GET_RSP = 'properties_get_response’; //i& iR BB &80
var MSG_TYPE_MESSAGE_UP = 'message_up'; //i&&EHE £k
[ITTIHEZEE
var MSG_TYPE_COMMANDS = 'commands’; //SE&am< A
var MSG_TYPE_PROPERTIES_SET = 'properties_set'; /& T &EBHEEEIBK
var MSG_TYPE_PROPERTIES_GET = 'properties_get'; //TEE T &BHEEIIER
var MSG_TYPE_MESSAGE_DOWN = 'messages'; //[FF&EETA
/IMQTTIREZ E1THE, topicEiHBEERIMETR
var TOPIC_REG_EXP ={
'properties_report": new RegExp('\\$oc/devices/(\\S+)/sys/properties/report'),
'properties_set_response': new RegExp('\\$oc/devices/(\\S+)/sys/properties/set/response/request_id=(\\S
+)",
'properties_get_response': new RegExp('\\$oc/devices/(\\S+)/sys/properties/get/response/request_id=(\\S
+)"),
‘command_response": new RegExp('\\$oc/devices/(\\S+)/sys/commands/response/request_id=(\\S+)"),
'message_up': new RegExp('\\$oc/devices/(\\S+)/sys/messages/up')
s
) RRGEE EIREMIESam<SMENAT, EHS T HHEIER, @idjavascriptil 2 i HIBREUERED A
FEF RIERE M AYjsontE LR
EANSE:
payload:[0x00, 0x50, 0x00, 0x5a]
topic:$oc/devices/cf40f3c4-7152-41c6-a201-a2333122054a/sys/properties/report
AR
{"msg_type":"properties_report","services":[{"service_id":"smokerdector","properties":
{"level":80,"temperature":90}}]}
EANSE
payload: [0x02, 0x00, 0x00, 0x01]
topic: $oc/devices/cf40f3c4-7152-41¢6-a201-a2333122054a/sys/commands/response/
request_id=bf40f0c4-4022-41c6-a201-c5133122054a
HHER:

{"msg_type":"command_response","result_code":0,"command_name":"SET_ALARM","service_id":"smokerdect
or""paras":{"value":"1"}}

function decode(payload, topic) {
var jsonObj = {};
var msgType ="

SRR 1.0
(2025-02-26)

WRIERE © LEARITERARERAF 80



IREFEAN

FRigE

//ANRAtopicBE, iRiEtopicSHIRITIHEAEY
if (null != topic) {
msgType = topicParse(topic);

}

//¥&payload BITOXFFiEtITSHRME, IREXEITRIAYAMG

var uint8Array = new Uint8Array(payload.length);

for (var i = 0; i < payload.length; i++) {
uint8Array[i] = payload[i] & 0xff;

var dataView = new DataView(uint8Array.buffer, 0);
[T REE EIRANE, BTN E M ERIEC
if (msgType == MSG_TYPE_PROPERTIES_REPORT) {
[/i&EserviceldBE(E, ZSHEXI M~ RERFRIIRSS 2R smokerdector
var serviceld = 'smokerdector’;
/ISR H3REX level{E
var level = dataView.getIint16(0);
/I BB 3RERtemperature(8
var temperature = dataView.getInt16(2);
//5Ei B EIRAYISONIE
jsonObj = {
"msg_type": "properties_report",
"services": [{"service_id": serviceld, "properties": {"level": level, "temperature": temperature}}]
%
} else if (msgType == MSG_TYPE_COMMAND_RSP) { //#I¥r2an SNIRIAYE, 1§ T HIEdREIRpan S Nam
Lr5a
/& BserviceldSHE, ZSHEX R~ miEEHAIIRSS 2B smokerdector
var serviceld = 'smokerdector’;
var command = dataView.getInt8(0); //M\ Zi#HHIASRPIREN & <$ZID
var command_name =";
if (2 ==command) {
command_name = 'SET_ALARM;
}
var result_code = dataView.getint16(1); //M\ Zi#tHIDFRRIREN AR S HITER
var value = dataView.getInt8(3); //M Zi#IaD: 7 Rk EY s SHI T RIR [OE
[ [FAR I an S NIRRT SONIE L
jsonObj = {
"msg_type": "command_response",
"result_code": result_code,
"command_name": command_name,
"service_id": serviceld,
"paras": {"value": value}
%
} else if (msgType == MSG_TYPE_PROPERTIES_SET_RSP) {
/[EEE N B HEIZ BN AYISONIE
//jsonObj = {"msg_type":"properties_set_response","result_code":0,"result_desc":"success"};
} else if (msgType == MSG_TYPE_PROPERTIES_GET_RSP) {
|/ E I RN RAIISONFE
//jsonObj = {"msg_type":"properties_get_response","services":[{"service_id":"analog","properties":
{"PhV_phsA™":"1","PhV_phsB":"2"}}1};
} else if (msgType == MSG_TYPE_MESSAGE_UP) {
[ /563579 E B LIRAISONIE

//jsonObj = {"msg_type":"message_up","content":"hello"};

}
[ /&2 ISONIS TR R SR iR
return JSON.stringify(jsonObj);
}
/*
TMEEE: S TAR, @idjavascriptiencode s B AISONKRIIEIR, MBI iHEHIRTR
BANSH >
{"msg_type":"commands","command_name":"SET_ALARM","service_id":"smokerdector","paras":
{"value":1}}
HHER >
[0x01,0x00, 0x00, 0x01]
*/
function encode(json) {
[ /EEMRSIISONTIR
var jsonObj = JSON.parse(json);
[FRBR BB 2R
var msgType = jsonObj.msg_type;
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var payload = [];
[#EISONIE B EE IR it HIEE
if (msgType == MSG_TYPE_COMMANDS) {// a6¥ &
/@S T RASTER:
{"msg_type":"commands","command_name":"SET_ALARM","service_id":"smokerdector","paras":{"value":1}}
[TRIEG S T RAEZURIE N THFIRSR
payload = payload.concat(buffer_uint8(1)); // #RR&S A&
if (jsonObj.command_name == 'SET_ALARM') {
payload = payload.concat(buffer_uint8(0)); // tRR &< &R
}
var paras_value = jsonObj.paras.value;
payload = payload.concat(buffer_int16(paras_value)); // B BHSEIHE
} else if (msgType == MSG_TYPE_PROPERTIES_SET) {
J/BEEEREIEER: {"msg_type":"properties_set","services":[{"service_id":"Temperature
{"value":57}}1}
[ REEX RS EIHSREEIRIEZ SONIE IR AT RA ZHEIRBR
} else if (msgType == MSG_TYPE_PROPERTIES_GET) {
//EEEIEREIER: {"msg_type":"properties_get","service_id":"Temperature"}
[[FFREEX N EEIIH SRR EIRIEZ SONIE IR AT R A ZHEIRBR
} else if (msgType == MSG_TYPE_MESSAGE_DOWN) {
[[EE T ARSI {"msg_type":"messages","content":"hello"}
[[FFREIRLE R T ARSI R ERTEZI SONIE T ARIR AT R A —HEIRSR

}
/MR ElRABERI i HEE

return payload;

nn

,"'properties":

}
/AR EtopicZFREEITHIH S 258
function topicParse(topic) {
for (var type in TOPIC_REG_EXP) {
var pattern = TOPIC_REG_EXP[type];
if (pattern.test(topic)) {
return type;

}
return "';
}
88T R S EEBLLE by te£1ZH
function buffer_uint8(value) {
var uint8Array = new Uint8Array(1);
var dataView = new DataView(uint8Array.buffer);
dataView.setUint8(0, value);
return [].slice.call(uint8Array);

}

114816 T TS EEBLEE IR by te£iZH
function buffer_int16(value) {
var uint8Array = new Uint8Array(2);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt16(0, value);
return [].slice.call(uint8Array);
}
14832 TS EERLEE IR by te£iZH
function buffer_int32(value) {
var uint8Array = new Uint8Array(4);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt32(0, value);
return [].slice.call(uint8Array);

}

NB-loT i28%Z#ENRT JavaScript fRRBIGEHEEI

LATJ9NB-loTig e JavaScriptymiFta AR, FFRE T LURIERFGISEEINB-l0TiR
BEIE LIRSS T RAVRFIEEGTR

[/ EITEE3EE

var MSG_TYPE_PROPERTIES_REPORT = 'properties_report'; //i&&EH iR
var MSG_TYPE_COMMAND_RSP = 'command_response'; //i2 5 [E]&p < NI
[ FTEE3EE

var MSG_TYPE_COMMANDS = 'commands’; //SE&am<L A
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var MSG_TYPE_PROPERTIES_REPORT_REPLY = 'properties_report_reply’; //i8& B HIRAIIHRGE S
/[ EEEBITIE
var MSG_TYPE_LIST ={
0: MSG_TYPE_PROPERTIES_REPORT, /[ABFRAROFPHRR GBS LR
1: MSG_TYPE_PROPERTIES_REPORT_REPLY, //fBits1FHiMR iR E B EIRAIGASHS
2: MSG_TYPE_COMMANDS, [IBRF2EDHIRIAFEHRS TR
3: MSG_TYPE_COMMAND_RSP [FBRA3FETIFRREIRE TSN
};
RS FIREMFE S aSNamAT, BERIRSIR, Bidjavascriptl 4G ZHFIRSREIRRIE A
FEF RIEEE M AYjsontE L EiE
BASEH:
payload:[0x00, 0x00, 0x50, 0x00, 0x5a]
Eﬂuﬂjgni
{"msg_type":"properties_report","services":[{"service_id":"smokerdector",
{"level":80,"temperature":90}}1}
BASEH:
payload: [0x03, 0x01, 0x00, 0x00, 0x01]
e
{"msg_ type
*/
function decode(payload, topic) {
var jsonObj = {};
//¥&payloadiBITOXFFiEHITSHR1E, IREXEITRIAYAMG
var uint8Array = new Uint8Array(payload.length);
for (var i = 0; i < payload.length; i++) {
uint8Array[i] = payload[i] & 0xff;

"o non

properties":

"o nn

command_response","request_id":1,"result_code":0,"paras":{"value":"1"}}

}
var dataView = new DataView(uint8Array.buffer, 0);
[INBEBRPNE— N FHIREGEEEE
var messageld = dataView.getInt8(0);
/B2 RN HIRAE, SRR AR LIRS
if (MSG_TYPE_LIST[messageld] == MSG_TYPE_PROPERTIES_REPORT) {
/& EserviceldBE(E, ZSHEXI N~ RERFRIIRSS 2R smokerdector
var serviceld = 'smokerdector’;
/ISR IREX level{E
var level = dataView.getInt16(1);
[/ B ikE temperature(®
var temperature = dataView.getInt16(3);
[ /5E B EIRAYISONIE
jsonObj = {"msg_type":"properties_report","services":[{"service_id":serviceld,"properties":
{"level":level,"temperature":temperature}}]};
Yelse if (MSG_TYPE_LIST[messageld] == MSG_TYPE_COMMAND_RSP) { //HI¥f2apSMIRAIE, 1§ 3H
b6z S e d 0|V 5
var requestld = dataView.getInt8(1);
var result_code = dataView.getInt16(2); //M i HITm-RRE S SHITLER
var value = dataView.getint8(4); //M Zi##IiR kB ar SHITE SRR EIE
| /53 L NRIATISONIE
jsonObj = {"msg_type":"command_response",
{"value":value}};

}

[ [EEHR I ISONIETURIF R ER EUR

return JSON.stringify(jsonObj);
}

*

TEEYE: S TNAR, Bidjavascriptifencodefs G FEISONETHIEER, HRIBATHHIDR
EANSH >

nn

request_id":requestld,"result_code":result_code,"paras":

o nn

commands","request_id":1,"command_name":"SET_ALARM","service_id":"smokerdector","paras

{"msg_type":
"{"value™:1}}
HHER >
[0x02, 0x00, 0x00, 0x00, 0x01]
a‘-@%ﬁ% BE HREMMREINAES , @idjavascriptiiencode5i &G EISONIBIUHIEIE, i3 iHE
ﬁgflll:
EANSH >
{"msg_type":
MHER >
[0x01, 0x00]
*/

non nn

properties_report_reply","request":"000050005a","result_code":0}
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function encode(json) {
[ /EEMRSIISONTIR
var jsonObj = JSON.parse(json);
[FRER BB 2R
var msgType = jsonObj.msg_type;
var payload = [];
[FEISONIE B EE IR it HIEE
if (msgType == MSG_TYPE_COMMANDS) { // %<&
payload = payload.concat(buffer_uint8(2)); // #RR&<S A&
payload = payload.concat(buffer_uint8(jsonObj.request_id)); // &5<ID
if (jsonObj.command_name == 'SET_ALARM') {
payload = payload.concat(buffer_uint8(0)); // #FR&RSZIR
}
var paras_value = jsonObj.paras.value;
payload = payload.concat(buffer_int16(paras_value)); // B EBHSEIHE
} else if (msgType == MSG_TYPE_PROPERTIES_REPORT_REPLY) { // 8% B HBHIRSES
payload = payload.concat(buffer_uint8(1)); // #mREM_EIRBINIREE S
if (0 == jsonObj.result_code) {
payload = payload.concat(buffer_uint8(0)); // tmRE I EREE A IERLIH
}

}
[RERIBE ISR
return payload;
}
88T T S EEBLLE by te£1ZH
function buffer_uint8(value) {
var uint8Array = new Uint8Array(1);
var dataView = new DataView(uint8Array.buffer);
dataView.setUint8(0, value);
return [].slice.call(uint8Array);

}
114816 T T S EEBLEE IR by te£iZH
function buffer_int16(value) {
var uint8Array = new Uint8Array(2);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt16(0, value);
return [].slice.call(uint8Array);
}
114832 TS EEBLEE IR by te£iZH
function buffer_int32(value) {
var uint8Array = new Uint8Array(4);
var dataView = new DataView(uint8Array.buffer);
dataView.setInt32(0, value);
return [].slice.call(uint8Array);

JavaScript fRfFBIREEINEK

IR UE X

MRS, FalEhgENNEIREEN, FEeaBR&EMpayloaddpd —#HEIRTIR,
BiddecodeFsik ERljavascripti) A, HIARIdecodesiEFEELMEURIIRERD, DN
FEAEHARIHIFE RAER chTE W BUISONIE, EATHRFEHIISONERINT:

o IREREMLIR
{
"msg_type": "properties_report",
"services": [{
"service_id": "Battery",
"properties": {
"batteryLevel": 57
b
"event_time": "2015121271212122"
1

}
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F&tEE 3FmAAR
FERE Wi/ it SR
AJik
msg_typ | @4i%k String B EIRBERE, BER:
e properties_report
services | Wik List<Service | IRBIRSBEIRTIF (BFEHESETE
Property> ServiceProperty ENXE ) o
ServiceProperty/5HIE X :
FRE | Wix/ | EH SR
G1jvid
service_i | Wik String RERIBRSSID
d
properti | Wi%k Object IREIRSIEIESIR, BRFRIEREX
es XAV mIREPEN o
event_ti | AJk String IREREHIBUTCRTE (18
me yyyyMMddTHHmMmssZ ) , 0:
20161219T114920Z,
RE LIREIBATZSH S HIEEIR
BY, MEHE_ERASBILAE SRS,
o FHKRERFEMIEAESE
{
msg_type": "properties_set_response"”,
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547c2",
"result_code": 0,
"result_desc": "success
}
FEBH Wi/ | 2B SHmA
aJi%
msg_type | #% | String Bt EIRRERZEE, BEER:
properties_set_response
request_id | AJi% | String AFHE—RRIXORIEK, REMIKEIRYHE
BEHzsHnt, MiEERERZEHE
REIEFEES . MNREBENEERTIZE
EZ, WLAtopichsAIrequest_id 9/,
result_cod | BJi%& | Integer mSHIITER, 0FmAkIN, HittRr
e LW . AERIAASIN
result_des | BJiE | String B BRI RNIEAR .
C
o FETIMRFEMEAES
{
"msg_type": "properties_get_response"”,
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"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547c2",
"services": [
{
"service_id": "analog",
"properties": {

"PhV_phsA™: "1",
"PhV_phsB": "2"
h?
"event_time": "20190606T121212Z"
}
1
}
FERE | Wik | KB SR
aJi%
msg_typ | @ik String EE8: properties_get_response
e
request_i | BJi% String FEFE—RRORIEK, RSHNUKEIESE
d BHzEHEt, WALEERERZESHE

REEFEE . NREBENEEARTIZE
%, WLAtopicHhrsRYrequest_id 9K,

services | Wik List<Service | IREBIRSEIETIR ( AREHRSETE
Property> | ServicePropertyEEXE )

ServiceProperty45HIE M :

FRE | Wix/ | ER SR
Glpric

service_i | Wik String RERIBRSSID

d

properti | Wi%k Object RBRSNEMLIIER, BERFREREX

es BXRUF= IRELE N o

event_ti | A%k String IREFREHIEUTCEYE (#&=:

me yyyyMMddTHHmMmssZ ) , 0:
20161219T114920Z,
R&E LIRBIERATZSHH S HISEIR
Y, MR CRATELAFEEREE,

o FEMISTRELLIES

{
"msg_type": "command_response",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547¢c2",
"result_code": 0,
"command_name": "ON_OFF",
"service_id": "WaterMeter",
"paras": {

"value": "1"

}

}
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F&tEE 3FmAA
FEBE wiik/ | 2EBY SHEA
CIpei
msg_type | @ik | String EE/: command_response
request_id | ] | String BFE—tRRIXRIEK, wENIKREIRYE
EWZzs#At, WiEERERZSHE
REGFER . NRBEBENBEEAHZTF
E&, MILAtopicHhmAdrequest_id it
result_cod | BJi& | Integer NRARSAIRITER, 0FAkIn, Hith
e FTREW . REERIAIASIRLIN
response_ | BJi% | String SR 2R, EIREXEKA - miEE
name FEN .
paras A% | Object PN SE, BERFRIEIRE XKD
FRREEHREN
o IRBHBELIR
{
"msg_type": "message_up",
"content": "hello"
}
FEBHE Wi/ | 2EBY SHmA
Bk
msg_type | @ik | String EE: message_up
content Bi% | String HERS.
HIEmIBEIENX
HIEFRITAS, FRIESTAN, FASBETmEEREMNAISONIEXEIE (MRF=2
ZIEAIEUEN TR SRRMAEDEN ) , BidencodefsiEELajavascriptiil A, HIZAS
AYencode5 EEELMAURRIRIDIEISONISLAIEIRE, HRAZINEETLURBIRY il
BiR, mIBETFEEEIEEIFIARRYSONIEAN T :
o IRBWMITAR
{
"msg_type": "commands",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547¢c2",
"command_name": "ON_OFF",
"service_id": "WaterMeter",
"paras": {
"value": 1
}
}
FEBHE Wikl | 2B SR
AJik
msg_type | @ik String EE: commands
request_id | @Ak String BFHE—RRXREK, ZirRSEE
topic FARRIRSE o
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FA&igE 3FmAA
FEREZ Wikl | 2B SR
Cl}vis
service_id | A% String IREFHIIRSSID,
command | A& String IRBWLBIR, MREXEKI=miEE
_name FEN .
paras Gljvc Object REWTHHNITEH, BRFRERS
KEXAYF- AR RTE N o

o FHRERTFREM
{
"msg_type": "properties_set",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547c2",
"services": [{
"service_id": "Temperature",
"properties": {
"value": 57
}
i
{
"service_id": "Battery",
"properties": {

"level": 80
}
}

1
}
FEBRE whige/ | 2B SR

aJi%
msg_type | &% | String EE8: properties_set
request_i | &% | String FFHE—FRRIXORIER, REUKEIRYHE
d EWzEHnt, WEEREE/RZsHE

REIGFES .
services | w4i%k | List<Service | IRFBIRSZEIRIIE.
Property>

ServicePropertyZ5HIE X :
FRE | Wik | EE SR

aJi%&
service_ i | Wik String REBIRSSID,
d
properti | Wik Object RBRSNEMNTIER, BERFRES~RIE
es BBEN.

o FEEREREM

{
"msg_type": "properties_get",
"request_id": "42aa08ea-84c1-4025-a7b2-c1f6efe547c2",
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FRiER itk
"service_id": "Temperature"
}
FERE Wi/ | K SR
AJik
msg_typ | Wik String EE/I: properties_get
e
request_i | 4% String BFH—RRIXRIEK, ZirRsEd
d topic R &A% o
service_i | A%k String REBRIIRSSID .
d

o EHLIRMMEAGEE (NB-loTIREENIE S LIRS RAIIRAL )

{
"msg_type": "properties_report_reply",
"request": "213355656",
"result_code": 0

}
FERE Wik | B SR
aJifk
msg_type | @ik | String EE: properties_report_reply
request BlE | String B EIRAYBASE6ARIEFRTE
result_cod | BJiE | Integer B EIRAHITER
e
has_more | OJi% Boolean EEFEEEFESS,
. REHESTE
{
"msg_type": "messages"”,
"content": "hello"
}
FERE k) | KB SR
aJi%
msg_type | #i% | String EE~: messages
content Bl | String HETENRNS.
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IRERENEHORME T ALK, SRLWRIEBCRSHR, FFARESEN
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https://developer.obs.cn-north-4.myhuaweicloud.com:443/manage/south/quickStart/quickStart(nodejs).zip
https://developer.obs.cn-north-4.myhuaweicloud.com/manage/tool/ProfileDemo/ProfileSample.zip
https://developer.obs.cn-north-4.myhuaweicloud.com:443/manage/tool/CodecDemo/CodecDemoV2.zip
https://developer.obs.cn-north-4.myhuaweicloud.com/manage/tool/pluginDetector/IoT_Codec_Test_Tool.zip
https://support.huaweicloud.com/intl/zh-cn/bestpractice-iothub/iot_bp_0014.html
https://support.huaweicloud.com/intl/zh-cn/bestpractice-iothub/iot_bp_0014.html
https://developer.obs.cn-north-4.myhuaweicloud.com/manage/tool/NBSimulate/NB-IoTDeviceSimulatorCh.zip

IREFEAN

F&IER 48 BMF &
$HEHE
B /Bt EE
2
OTAFHER (AR
EEIEN 2=R/oT
Device
SDK)
EEYTOPICHE
NN
iﬁ%ﬁ%)\ﬁﬁ, FelErF=m (ETEE St E AR N BNAPIEO6IE
[u]] o
2. FmeliEstE, FFmeE (AETERaFME MR E(FRNENAPIE
iEMEE ) -
3. IREFIMTREE, KEEPRELINER/EBMLIR. BKisS/EHE/EE. OTA
A& BENXTOPIC, ZimiEAN (#8XDemo ) FINEE,
FERMETRMSDK, BilzaXalinTE:
SDK#hk SDKEERIFSR SDKSZHFHI4DEXRY
BN
loT Device mEIEE . FEEENRBAIEBRANIZSE, fl | MQTT
SDK WK, KEEE,
loT Device HEXIIFE. FiE. TERRETZIRGE | LWM2M over
SDK Tiny Kimgtg, FINER. &4E, CoAP. MQTT
XHhRA 1.0 RN © L ARITERAGRAS 99

(2025-02-26)


https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0050.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0050.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0046.html
https://support.huaweicloud.com/intl/zh-cn/bestpractice-iothub/iot_bp_0009.html

IREFIEAN

VAYSEi=IEd] 4B ML
SHENRBAEEHEK
SDK&EFR RAM | FLASHZ | CPUSTiR | B{FRSHE FFEiE=
B2 =
loT Device >4MB | > 2MB > 200MHZ | Chk (Linux) . C.
SDK Javah® ( Linux/ Java.
Windows ) . C#hk | C#.
(Windows ) . Android
Androidkiz . Go
( Android ) . Go
#HXkR ( Linux/
Windows/2&
unix ) .
OpenHarmonyhR
( OpenHarmony )
loT Device > 32KB | > 128KB | > 100MHZ | i&#Z 7 LiteOS/ C
SDK Tiny LINUX/MACQOS/
freertos, BJLAEIE
{BEISDKFRIEHE
fthIrts .
EIFE AFFHESDK
HFENEFHESDK
* Bf%#5Java Python Php
* EEERIENode.js C#
E=RHYBERES
SEMEZFESDKERSITS
Device SDK TinyBFitE8E a5 Device SDKBFitE s IaATEaSESFHERRE
e = @
TR HERE ZEHAM
Device SDK Tiny Device SDK
* TIFMQTTHNY, 12U EMCoAPHRN, IFEMSILH * TRFMQTT(E) . HTTPSHRY
® S5 wM2MIEERT £ 9SSR SREEE o REEEE
* BEHDTIS/TLSSSEEHRL *ZETR
® ZiSFOTA, SOTA S ZEIIELR
® Sftthootstraplilas, FSclient. server. factory =FHER * FRESEYN (FERFRERS)
* TRCIES 'ﬁ"‘ﬁi’ﬂﬁ}jﬁ
:;;%f?: CiEs. o
 FEERISSTiS Android/Node,s/Python/10S
FYHSDKfERtER, BE&%:
e loT Device SDK{EFERE (C)
e |oT Device SDK{#FE#ERs (Java)
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https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/os/Readme.md
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/os/Readme.md

IREFEAN

g 4 REMFE

e loT Device SDK{#EFESRS (C# )

e |loT Device SDK{#EFER5 ( Android )
e loT Device SDK{EM#EE ( GortXAR )
e loT Device SDK Tiny{#FE#g8rg (C)

e loT Device SDKfER#ERs ( Python )

SDKEEINgEI %, 152%E:

% 4-1 SDK = EINRLERE

FEI | C Java C# Androi | GO pytho | C Tiny | Ark
=1 d n TS
BELE |V v v v v v i v
2
EHELE |V v v v v v v i
’R. T
Y3
=HE |V v v v i v Vv x
k. T
Y3
wmeTF |V v v v v v v i
. Iy
i
RER |V v v v v v v i
?
OTAF | i v v v v v x
%
bootstr | v v v v v v v X
ap
AfiEE | v v v v v v Vv X
=
Mx5 |V v v v v v i x
FIRE
=1
inUER | v x v x x x v x
m5|g&
ITiE v x v X x X x x
SSH
g8 |V x v x x x x x
U
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F&igrE 4 REMNFE
FEI) | C Java Cc# Androi | GO pytho | CTiny | Ark
g8 d n TS
W |V x v X X % X X
ESGE

(2
%)

M2M v X v X x X X X
Ihae
Ayl v v v x v x x
EA

4.2.2 loT Device SDK {ER#5r5 (Java )

mvn 5|

<dependencies>
<dependency>
<groupld>com.huaweicloud</groupld>
<artifactld>iot-device-sdk-java</artifactld>
<version>1.2.0</version>
</dependency>
</dependencies>

EETE
o FARWEER: BELEIDK (hRA1.8LLE ) Fimaven
e IHOSDKFEHRME, F#HSDK, BN TRERBEUTFIRE:
% iot-bridge-demo
iot-bridge-sample-tcp-protocol
iot-bridge-sdk
iot-device-code-generatar

iot-device-demo

R oe

iot-device-sdk-java
#%  iot-gateway-demao
iot-device-sdk-java: sdk{ti3
iot-device-demo: EBEEIRFIIdemofti3
iot-gateway-demo: MXig&EAIdemoftis
iot-bridge-sdk: M#EAIsdk{XED
iot-bridge-demo: RM#FRYdemoftid, FRIERAIIGtcpIREIFEEIFS
iot-bridge-sample-tcp-protocol: Fi& & {FEFItcpiMy Sz M AIRER

iot-device-code-generator: RFENIBEMSS, ATLURIEERIEEBIERIRER
5

o YHEZTE: HAZFISDKIEEZR, HfTmvn install
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-java

IREFEAN

Fxisr 4 REMHR

Bl m

AT HEEYS, AN T — MR REE, WS ERESE. BE. EE.
HEIRE . B FFRRERS . LIRS, AIER L. B LiRFINEE.

SE HREENRS, BF “EEEHET ENRSENTHEG, BRSO, 85
SEBRREN . BEMQTTSIREIENGS, RiFZitt.

S22 BEAMNSHE “Tm” , BEREANUN ‘elE R .
SR3 RENERTESSH, AREE “HE”™ Sl miIelE.,

HAER

PRERIFEE | FaBSHtIZrT mARERARRZE T .. WFEFREERM

8] RRTET, MOEEABNRIRTE . WENNAIRRTE, 5
SRl RIRZE .

FEmER BEX. FFE. HF. T (1) « &5 () FFES

eSS EFE “MQTT”

#ErgC &E “JSON”

IREFRBIE | IR BENER

%

IREFRE 1S “smokeDetector”

BREE

F=mmlD NES

= iR IBIRIELIRMERIES .
----455R

FEFmis
$B1 BFE T HIRRT RiERE smokeDetector, FRENZRAERI {4,
T2 HETECRITR, BEFRHENTRIFER.
$I|W3 EF BENMERT WE, BE  LEEENMET , EELSBIREIERIEENY,
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https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0006.html
https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/smokeDetector.zip
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Fxism 4 1REMHR

4-1 7 - e miREY

C w—t——

. st %
EFES  meRE SR TopcEE

w2

BEES REEERS

BEKERRER KE KB RKE w5 smem 08

L nER
GTPR) MEBH)

TR

EhRE
SB EEEMSHE 8% > IERE" , BF TS .
$H RERERTMEEESSH, ARRE “BE” .

SHEWR 5iRA

FrERR=E | BIFNSE3CIENRARER— M ERETE.

FhiErF=m IR R 3CUEAIF M

IREIRRG }Eﬂ[z], nodelD, RFHE—IEIRR, ATEEX, HREXFEHFHE
IREBR Bldevice_name, ATEEN .

IRBINESER | R ‘=507 .

4B ;%%%’?%H , AIEEX . ERESEH, MEKNFEESEERE

IREEMAINEREFRERRG. IREID. Eih.

.

IRV

1. CIRIRER, SESATEMSFREENREID. B, LAR1HIREANEEXS
BER, TR ssl//BEE54m005 5% ssl://IPHAL ]S
/] SREGEBEER: MNFiotFERIcalE, #HITIRS ARG, (EAsdkBXIARca.jksBIHT .
URL resource = MessageSample.class.getClassLoader().getResource("ca.jks");
File file = new File(resource.getPath());
//BINEiot-device-demo3Z{E MessageSample.javaEMIA TS
loTDevice device = new loTDevice("ssl:// & {=E-8883",
"5e06bfee334dd4f33759f5b3_demo", " mysecret", file);
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A EE
PrEiS R E I DIERRI UGB ZIZ NI NAER -

2. EIOEE. BAAIntED, ZEOEMEERR, NRENEENINSIREO,
if (device.init() '=0) {
return;
}

NSRER I =FTED:

2023-07-17 17:22:59 INFO MgttConnection:105 - Mqtt client connected. address :ssl:// & 15/5-8883

3. BIEBIRBINEEMINE, YJUAFHSEREEHITEE. lﬂﬁHIOT DeV|ce =]
getClientiZFRENEFEFin, BRIt TER. B, sdFETEO.

HE LR
R HRREREETA HRER.

MdevicedP3REXZE Fir, EAFBloTDevicefJgetClientizOBNAIRENEI = Fif

2. JARERFxAreportDeviceMessagez R EIRIZHIBEE . f£MessageSampleiX
Mol FREA B HIRIE S

while (true) {
device.getClient().reportDeviceMessage(new DeviceMessage("hello"), new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("reportDeviceMessage ok");

}

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportDeviceMessage fail: " + var2);
}
b

[/ LIRBEX topicER, TRFEHREFERERE X topic
String topic = "$oc/devices/" + device.getDeviceld() + "/user/wpy";
device.getClient().publishRawMessage(new RawMessage(topic, "hello raw message "),
new ActionListener() {
@Override
public void onSuccess(Object context) {
log.info("publishRawMessage ok: ");

@Override
public void onFailure(Object context, Throwable var2) {
log.error("publishRawMessage fail: " + var2);

}
b

Thread.sleep(5000);
}

3. {EMMessageSampleZfimain, BiaHCHEESHEET

MessageSample3t, &EEBEFTENERNEZMINFNAIXESRIFTED:
2024-04-16 16:43:09 INFO AbstractService:103 - create device, the deviceld is
5e06bfee334dd4f33759f5b3 demo

2024-04-16 16:43:09 INFO MqttConnection:233 - try to connect to ssl:// & 55-8883
2024-04-16 16:43:10 INFO MgttConnection:257 - connect success, the uri is ssl:// & 15/5-8883
2024-04-16 16:43:11 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demoa","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect
success","timestamp":"1713256990817"},"service_id":"$log","event_type":"log_report","event_time":"20
240416T084310Z","event_id":null}]}
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Frkigr 4 BEMNTFE
2024-04-16 16:43:11 INFO MgttConnection:140 - Mqtt client connected. address is ssl://L#& 1558883
2024-04-16 16:43:11 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demoa","services":[{"paras":
{"device_sdk_version":"JAVA_v1.2.0","fw_version":null,"sw_version":null},"service_id":"$sdk_info","event
_type":"sdk_info_report","event_time":"20240416T084311Z","event_id":null}]}

2024-04-16 16:43:11 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":" 5e06bfee334dd4f33759f5b3 demoa","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect complete, the url is ssl:;//i&Z(5
H:8883","timestamp":"1713256991263"},"service_id":"$log","event_type":"log_report","event_time":"2
0240416T084311Z","event_id":null}]}
2024-04-16 16:43:11 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/messages/up, msg =
{"name":null,"id":null,"content":"hello","object_device_id":null}
2024-04-16 16:43:11 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/user/wpy, msg = hello raw message
2024-04-16 16:43:11 INFO MessageSample:98 - reportDeviceMessage ok
2024-04-16 16:43:11 INFO MessageSample:113 - publishRawMessage ok:
4. ERBBEANEHE, £12 2% > ERE -EEREEEEE.
4 2 18R/INRREEL
B Fitig® = . .
©) Gz
5. EENRNZE, B “FET , ERHFFERNAEGNEEERIRE.
4'3 5ﬁlu\EEEIT Fﬁ~ﬁlu\ﬁaﬂ7f
10TDASEH! | SEEE | SIS
{ = e smaeessss ®
BEER s THE im &R BERT SHERE RS FigE =
HERET CRARTEE. HEE, RSis w . TRES
FEASEESHE FREE ANEREEsR, FaR  SWERRER
(1) E AESRE, Fok DAEERENRSHE, FRASTENEER
* EEREER 0 ESN ] it | 30 ]
6. FEWRTZREHES.
BIRIZ-BE device_sdk_java iHEIRER
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=

i HRIRGRSE—EER, MRLBEIEE, BEFEERF.

HJ:FPropertySamplex, XM FhEERAY EiRalarm . temperature. humidity .
smokeConcentrationiX9/NE 1 .

/BT E3REE
while (true) {

Map<String ,Object> json = new HashMap<>();
Random rand = new Random();

[AZRERYIEENS B

json.put("alarm", 1);

json.put("temperature”, rand.nextFloat()*100.0f);
json.put("humidity", rand.nextFloat()*100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("smokeDetector");//servicel dEFHPIEE—EL

device.getClient().reportProperties(Arrays.asList(serviceProperty), new ActionListener() {
@Override
public void onSuccess(Object context) {

log.info("pubMessage success" );

}

@Override
public void onFailure(Object context, Throwable var2) {
log.error("reportProperties failed" + var2.toString());
}
b

Thread.sleep(10000);
}
}

(& PropertySampleddmainERE G EiEiz{TPropertySamplezt, EEHEEEIAIXRL
THRIFTED

2024-04-17 15:38:37 INFO AbstractService:103 - create device, the deviceld is
5e06bfee334dd4f33759f5b3 demo

2024-04-17 15:38:37 INFO MqttConnection:233 - try to connect to ssl:// & 1558883

2024-04-17 15:38:38 INFO MgttConnection:257 - connect success, the uri is ssl:// L& (558883

2024-04-17 15:38:38 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/events/up, msg =
{"object_device_id":"661e35467bdccc0126d1a595_feng-sdk-test3","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect
success","timestamp":"1713339518043"},"service_id":"$log","event_type":"log_report","event_time":"2024041
7T073838Z","event_id":null}]}

2024-04-17 15:38:38 INFO MqttConnection:140 - Mqtt client connected. address is ssl:// & 1=5-8883
2024-04-17 15:38:38 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"661e35467bdccc0126d1a595_feng-sdk-test3","services":[{"paras":
{"device_sdk_version":"JAVA_v1.2.0","fw_version":null,"sw_version":null},"service_id":"$sdk_info",
"sdk_info_report","event_time":"20240417T073838Z","event_id":null}]}

2024-04-17 15:38:38 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =

{"object_device_id":" 5e06bfee334dd433759f5b3 demoa","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect complete, the url is ssl.// &5
/E:8883","timestamp":"1713339518464"},"service_id":"$log","event_type":"log_report","event_time":"202404
17T073838Z","event_id":null}]}

2024-04-17 15:38:38 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/properties/report, msg = {"services":[{"properties":
{"alarm":1,"temperature":55.435158,"humidity":51.950867,"smokeConcentration":43.89913},"service_id":"sm

nn

event_type"
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okeDetector","event_time":null}]}
2024-04-17 15:38:38 INFO PropertySample:144 - pubMessage success

AFaREFERNEULER &R ERINEIHE:
4-5 YRR Bt LR

PEEE -
. ( ememm= )

EE R S (S), Schar - EHAASCITA00RS, 2FEERR

EFEIAIE: 2024108129 10:58:00 GMT+08:00

<mokeDetector

alarm temperature humidity smokeConcentration
temperature umid eConcentration

1 55.435158 51.950867 43.89913

RiLES

)i

EABZEFixRYsetPropertyListener5iaRKigEEHEEIEREO . £PropertySampleiX 4
BlF4, HAILW T BHESEO.,

SEMAE: LM TalarmBIHRISRIE, BittBERTTEERE,
EREMEAME: BB ERREOSINHITHE.

device.getClient().setPropertyListener(new PropertyListener() {

/RS R

@Override

public void onPropertiesSet(String requestld, List<ServiceProperty> services) {
// &@Fservice
for (ServiceProperty serviceProperty : services) {

log.info("OnPropertiesSet, serviceld is {}", serviceProperty.getServiceld());

[/ BB
for (String name : serviceProperty.getProperties().keySet()) {
log.info("property name is {}", name);
log.info("set property value is {}", serviceProperty.getProperties().get(name));

}

}
[/ ESA IR IEE
device.getClient().respondPropsSet(requestld, lotResult.SUCCESS);

}

*MPEENE ., SEFST, APTUERNFERIZRRSERF, WEORHASEH,

*ENMRFEIFNEEIANEENS, WEESEHItEA,

*/

@Override

public void onPropertiesGet(String requestld, String serviceld) {
log.info("OnPropertiesGet, the serviceld is {}", serviceld);
Map<String, Object> json = new HashMap<>();
Random rand = new SecureRandom();
json.put("alarm", 1);
json.put("temperature", rand.nextFloat() * 100.0f);
json.put("humidity", rand.nextFloat() * 100.0f);
json.put("smokeConcentration", rand.nextFloat() * 100.0f);

ServiceProperty serviceProperty = new ServiceProperty();
serviceProperty.setProperties(json);
serviceProperty.setServiceld("smokeDetector");

device.getClient().respondPropsGet(requestld, Arrays.asList(serviceProperty));

bk
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P o

1. BESiEOEEEBrespondPropsGetilrespondPropsSetiz 3k _FiziR(FL:
.

2. MRBRBAGFFELEMNFNREIE, onPropertiesGetiZ[AJLAZ LI
1&{TPropertySamplest, ARIEFE LREH FREASELdalarmEEEN1:

4-6 IRFERF-BF alarm Bt

OTOARS | REEE | REE

e

s [ = meE © e

(i BEalarmEHEIEX0:

4-7 18&F-BMEE alarm
I0TDARH / ZEETE / iB&iHE

(| m—" —

0]
BEER FIRETEE FR A REHT HERER BEGE FiEE wE

EEREARSAS MEEANNEEYF . BT A ERE

| RRET -

:
0 WFESRaz TS WEE. TEETER.
BsE v Eft HE3E @
Bs En HEE
smokeDetector alarm
smokeDetector alarm
‘smokeConcentral

temperature

humidity

FHEREMNEE, BERBWEIBMRE, alarmiF{EA0:

INFO MgttConnection:66 - messageArrived topic = $oc/devices; _demo/sys/properties/set/reque
INFO PropertySample:53 - OnPropertiesSet, serviceld = smokeDetector

INFO PropertySample:57 - property name = alarm

INFO PropertySample:58 - set property value = d

IRECRITRARRTFE TGS, EREEOE, FENGOHTLE, 7
LRI .

fECommandSamplefflFHLI T s SHIMIE, WRIGSB{NHITITED, AEREB
respondCommand_t3RIER .

device.getClient().setCommandListener(new CommandListener() {
@Override
public void onCommand(String requestld, String serviceld, String commandName, Map<String,
Object> paras) {
log.info("onCommand, serviceld = {}", serviceld);
log.info("onCommand , name = {}", commandName);
log.info("onCommand, paras = {}", paras.toString());
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FRiER 4 gEMFAE
/B S
[[RE AR
device.getClient().respondCommand(requestld, new CommandRsp(0));
}
b
HiziztTCommandSamplezs, AREFEETAGS, a5HIserviceldiE
smokeDetector . nnv%iﬁrmgAlarm\ SEER duration 9 E#20,
BEHT, BRREWEIGSH IR T Im:
EEIEERIE
RIENE 7 EEERREEPiRhE OIS HTERNGE, XMALERRE,
BERAFEEZENEE—EO, THMRES.
SDKigft T —FEEm RS, BIEEYIEEYRE . EaYEERIZIEE T SDKIRMAAY
IREIHISREE S, IREBNBRBYREENIRERS, ARULIEZLIORERS
(BMARRSERSINELESEO ) , SDKHEEmTIFaBN, SlEHERIRIZH
i SHIER .
B EEEREFREOITeETEN, R EEEESR, Bt 7l
RIEBHNERE, Lj:mﬁﬁﬂ,\m%?aiﬂ , MARXENFESNENERE. XM5
NESZHIn=.
SmokeDetectorffl &R 7 WA E RIEE RS :
1. ZERYIEREMIRSENRSNEN (NRESMRS, WREEENSITIRS
7l=) .
;:blic static class SmokeDetectorService extends AbstractService {
[AERBIRERENEY, TREMENnamefIXEREMER—5, writeableRNEBHENEAE,
nametsEBHEE
@Property(name = "alarm", writeable = true)
int smokeAlarm = 1;
@Property(name = "smokeConcentration", writeable = false)
float concentration = 0.0f;
@Property(writeable = false)
int humidity;
@Property(writeable = false)
float temperature;
F@Property¥fEskFzne— 1B, aTLifnamelsEELS, MRAEENE
RFEE.
BHERTLANN EwriteableSRIZHIRIR, tIRBHERIE, WD Ewriteable = false,
WERFRI, BHAARTIES,
2. zEMHE%E’Jn‘E’v\O RBKEIFETRIGSH, SDKEBEMERXEE XIS
7 o
FEOANSHRLCHERIEEZETENAREEN, BUSEIETIHEIR.
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XBEEMHE— M NRIEZLESR<S, edBhringAlarm, TESEHA
duration” , FRITEIREAIIFLERTE]
/[N S, FREOASTREEREREENAEEEN, BNSHIETIER
@DeviceCommand(name = "ringAlarm")
public CommandRsp alarm(Map<String, Object> paras) {
int duration = (int) paras.get("duration");
log.info("ringAlarm duration =" + duration);
return new CommandRsp(0);

}
3. ENgetterfisetteriz ]
- HRBRRIFETERNEARELIRESE HIREMR, SBaERHgetter/s
%o getter I EREXEURBRIEIHE, ATLASSRIRIE e ENa & At
HEF
- HRFWRIFETERIREREMNY, SBaiiEBsetter5iX, setter5iExTH
EINRKBAMRYE. RBUAITEERE, setterfREBTXH

//setterflgetteriZ ORYARRAMIZ T &java beanfiiE, sdk&BmNERXLEEO
public int getHumidity() {

[EHAM G eSS ENEUE
humidity = new Random().nextInt(100);
return humidity;

}

public void setHumidity(int humidity) {
//humidityRRER, FRESLM

public float getTemperature() {

[EHAM L eSS ENEUE
temperature = new Random().nextInt(100);
return temperature;

}

public void setTemperature(float temperature) {
[|REFERAFES T setiEz
}

public float getConcentration() {

[HEHAM R eSS ENEUE
concentration = new Random().nextFloat()*100.0f;
return concentration;

}

public void setConcentration(float concentration) {
[[REFERATELsetiZ ]
}

public int getSmokeAlarm() {
return smokeAlarm;

}
public void setSmokeAlarm(int smokeAlarm) {
this.smokeAlarm = smokeAlarm;

if (smokeAlarm == 0){
log.info("alarm is cleared by app");

}
}

4. fEmainEKE IR SEAIFHFINENRE o
/IelEiRE

loTDevice device = new loTDevice(serverUri, deviceld, secret);
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[1BIEIR B RSS
SmokeDetectorService smokeDetectorService = new SmokeDetectorService();
device.addService("smokeDetector", smokeDetectorService);

if (device.init() '=0) {
return;

}

5. FEEHLR:
[/TEsEshEE R
smokeDetectorService.enableAutoReport(10000);
8k NRAFEFEER LR, tBeJLAEBfirePropertiesChangediEOF T itk &
R

HiFizfTSmokeDetectorzs, BEEREELLIREMG:

INFO MgttConnection:148 - try to connect to ssl://. ~myhuaweicloud.com: 8883
INFO MgttConnection:147 - connect success ssl://»
INFO MgttConnection:87 - Mgtt client connected.

.myhuaweicloud.com:8883

INFO MgttConnection:213 - publish message topic = $oc/devices/Se@6bfee334dddf33759F5b3 demo/sys/properties/report, msg = {"service

TEralsdREs

4-8 IRBEEF-BE alarm B

IoTOAR | EREE | S

0 ==

w28 Q o

4 HeMEtEalarm, BEEEEATKRIBEHEES:

INFO MgttConnection:66 - messageArrived topic = $oc/devices/test_testDevice/sys/properties/set/request_id=2, msg = {"services":[{"prc
INFO AbstractService:187 - write property ok:alarm

FEEE T AringAlarmip$:
Eéiﬁ HEEBEringAlarmisS#AR, HE LR 7oA :

INFO MgttConnection:66 - messageArrived topic = $oc/devices/test testDevice/sys/commands/request id=1, msg = {"paras":{"duration":20},
INFO DeviceServiceSample$SmokeDetectorService:53 - ringAlarm duration = 28
INFO MgttConnection:213 - publish message topic = S$oc/devices/test_testDevice/sys/commands/response/request_id=1, msg = {"paras”:null,

{(EFRARAERLRR

sdk?% t 7IRERBEMRE, ARPREERMTREENY, HetBEmhEmMmIRELIEIE
o {XRBAE AR EE AT LAREAT: %’fi B, ARAEIEEEE NS NIRS EEESUF‘ 5]
serwce% ARBERR—MEEESE, EmainRHPEIEESZHFMR BRSO

(EFRCHREE R E R IR BRSS!

1. TF#huaweicloud-iot-device- sdk-JavaI&, fEE%s 5 Nhuaweicloud-iot-
device-sdk-javaBFZ#4T “mvn install”
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Reactor Summary for huaweicloud iot device sdk project for java 1.

huaweicloud iot device sdk project for java ........ CE
iot-device-sdk-java ......... .. ... ... ... ... ... CE
iot-device-demo CE
iot-bridge-sdk

iot-bridge-demo

iot-gateway-demo

iot-device-code-generator

iot-bridge-sample-tcp-protocol

0"

[T T W /) |

wwnwnNn

[}

[ L L o U W T T
=
N N Y -

BUILD

Total time:
Finished at:

Name Date modified
apidocs 6/16/2023 11:24 AM
classes 6/16/2023 11:24 AM
generated-sources 6/16/2023 11:24 AM
Javadoc-bundle-options 6/16/2023 11:24 AM
maven-archiver 6/16/2023 11:24 AM

ﬁ iot-device-code-generator-1.2.0jar 6/16,/2023 11:24 AM

ﬁ iot-device-code-generator-1.2.0-javadoc..  6/16/2023 11:24 AM
ﬁ iot-device-code-generator-1.2.0-sources...  6/16/2023 11:24 AM

ﬁ iot-device-code-generator-1.2.0-with-de..  6/16/2023 11:24 AM

3. BrmiERHREFEIAS, ELAIFAMEELSZHE “smokeDetectorzip” HZZEID
£,

4. BIESDKEBEZR, 1T “java -jar .\iot-device-code-generator\target\iot-device-
code-generator-1.2.0-with-deps.jar D:\smokeDetector.zip” .
PS D:\git\huaweicloud-iot-device-sdk-java> java .\lot-device-code-generator\target\i

ot-device-code-generator-1.2.8-with-deps.jar D:\smokeDetector.zip
2023-06-16 11:308:47 INFO DeviceCodeGenerator:147 - the file generation path is :D:\git\h

uaweicloud-iot-device-sdk-java\generated-demo\src\main\java\com\huaweicloud\sdk\iot\devic
e\demo\smokeDetectorsService. java

2023-96-16 11:30:47 INFO DeviceCodeGenerator:73 - demo code generated to: D:\git\huaweic
loud-iot-device-sdk-java\generated-demo

5. ffhuaweicloud-iot-device-sdk-javaB R F &4 mgenerated-demofd ,

STERA 10 IR © R ERABIRAT 113
(2025-02-26)



IREFEAN

Fxism 4 1RENHR

DA\git\huaweicloud-iot-device-sdk-java‘\generated-demo

Mame

SrC
target
| mvnw
mvnw.cmd
0 = pom.xml

Elt, REHEEEEN.
IR TERMRICES:

1. ip1a “huaweicloud-iot-device-sdk-java\generated-demo” , 147 “mvn

install” , #Etarget F&ERfjarfl,

PS D:\éit\huaweicloud—iot—device—sdk a> cd .\generated-demo\
ava\generated-demo> mvn install

Total time: 4.386 s
Finished at: 2023-06-16T11:31:47+08:00

S D:\git\huaweicloud-iot-device-sdk-java\generated-demo> dir target

Directory: D:\git\huaweicloud-iot-device-sdk-java\generated-demo\target

Mode LastiWriteTime Length Name

6/16/20823 : apidocs

6/16/2023 : classes

6/16/2023 : generated-sources

6/16/2023 : javadoc-bundle-options

6/16/2023 : maven-archiver

6/16/20823 : 29924 iot-device-demo-ganerated-1.2.0-javado
c.jar

6/16/2023 : 6728 iot-device-demo-ganerated-1.2.0-source
s.jar

6/16/20823 : 11530020 iot-device-demo-ganerated-1.2.0-with-d
eps.jar

6/16/2023 : 8031 iot-device-demo-ganerated-1.2.0.jar

2. #ifTjava -jar \target\iot-device-demo-ganerated-1.2.0-with-deps.jar ssl:// ££&
15518883 device_id secret, = NS D RINEFIBAMAL . IRFIdFIZED, &
fTERAIdemo,

D:\git\huaweicloud-iot-device-sdk-java\generated-demo>java -jar .\target\iot-device-demo-
ganerated-1.2.0-with-deps.jar ssl:// & /5/5-8883 5e06bfee334dd4f33759f5b3 demo secret
2024-04-17 15:50:53 INFO AbstractService:73 - create device, the deviceld is
be06bfee334dd4133759f5b3 demo

2024-04-17 15:50:54 INFO MqttConnection:204 - try to connect to ssl:// L& /55-8883
2024-04-17 15:50:55 INFO MgttConnection:228 - connect success, the uri is ssl:// & 1558883
2024-04-17 15:50:55 INFO MqttConnection:268 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =

{"object_device_id":" 5e06bfee334dd4f33759f5b3 demoa","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect
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success","timestamp™:"1713340255148"},"service_id":"$log","event_type":"log_report","event_time":"20
240417T075055Z" "event_id":null}]}

2024-04-17 15:50:55 INFO MgttConnection:111 - Mqtt client connected. address is ssl:// L& 1558883
2024-04-17 15:50:55 INFO MqgttConnection:268 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demoa","services":[{"paras":
{"device_sdk_version":"JAVA_v1.2.0","fw_version":null,"sw_version":null},"service_id":"$sdk_info
_type":"sdk_info_report","event_time":"20240417T075055Z","event_id":null}]}

2024-04-17 15:50:55 INFO MqttConnection:268 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3 demo/sys/events/up, msg =
{"object_device_id":"5e06bfee334dd4f33759f5b3 demoa","services":[{"paras":
{"type":"DEVICE_STATUS","content":"connect complete, the url is ssl.// &=
/E1.8883","timestamp™:"1713340255496"},"service_id":"$log","event_type":"log_report","event_time":"2
0240417T075055Z","event_id":null}]}

2024-04-17 15:51:03 INFO smokeDetectorService:78 - report property alarm value = 50

2024-04-17 15:51:03 INFO smokeDetectorService:104 - report property temperature value =
0.3648571367849047

2024-04-17 15:51:03 INFO smokeDetectorService:91 - report property smokeConcentration value =
0.679772877336927

2024-04-17 15:51:03 INFO smokeDetectorService:117 - report property humidity value = 15
2024-04-17 15:51:03 INFO MqttConnection:268 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/properties/report, msg = {"services":[{"properties":
{"alarm":50,"temperature":0.3648571367849047,"smokeConcentration":0.679772877336927,"humidity
":15},"service_id":"smokeDetector","event_time":"20240417T075103Z2"}]}

(Eo R RRIACES
ERRINIEEEM T IRSHENINEM, ARREEHITOERVERET
1. <0, FEFNEANSSIZE

S"event

¥

2. getter/5ik, EMANUCIBREROEIVE, FTEKIMERIZEEIE.

3. setter5i%, EMAINIBRT R T BIERVESIRT, EHEERINESLRNZELIE,
teanafERas FRIES .

MEXB—MFHRINRE, MREZF—RIREINEZIH, TEEFREFEE. FIREHR
R AIINEE . SDKIZM T AbstractGatewayf ISR SR EHMKHISEI . R TF=
HEEEE, FENTEESRNFREEEHRT (FEFERMFREHFANE
A) . FRETTHRERRE (FEFEIIFELLEED ) | LR ERFIRET
x. LikFeEEE. ERFRERE. ERFRFHEFEO.
e ({HFHAbstractGatewayzt
gFizz, THERHMBRUFRBEEHFAMED, TMETTHER AR
S#EO:
public abstract void onSubdevCommand(String requestld, Command command);
public abstract void onSubdevPropertiesSet(String requestld, PropsSet propsSet);
public abstract void onSubdevPropertiesGet(String requestld, PropsGet propsGet);

public abstract void onSubdevMessage(DeviceMessage message);

SRR 1.0
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e iot-gateway-demofti3 43
T #ZRiot-gateway-demoE FAbstractGatewaysCHl 7 —MEERAIMK, Bigfit
tepIREBIEANBES ] . KL
SimpleGateway: ##/F&EAbstractGateway, LI FISFEEN NMTHEE L
StringTcpServer: EFnettySLI—/NTCP server, ANFIRFIREFATCPIMY,
FHEFKEENENER
SubDevicesFilePersistence: FIRBEEIFAN, FAjsonHRIFEFFREE
B, AERFHHTESF

Session: BRBAIELE, FF 7i8FIdFITCPHchanne BRI E
e SimpleGatewayzs

NS bR Fig Rt 12
HINFIRE: AbstractGatewayfJonAddSubDevicesiZEE R 5K 7 FIREEE

AR EF. BMNIAZEBENEIMAE, FittSimpleGateway R EEES
onAddSubDevicestz[

prFRE: BINTNEFEESUFANER, EEEMAITIFRENEE. i
LAFE(IJES T onDeleteSubDevicestz [, EINTHRFIEMIE, AERARZERN
onDeleteSubDevices,

@Override
public int onDeleteSubDevices(SubDevicesInfo subDevicesInfo) {

for (Devicelnfo subdevice : subDevicesInfo.getDevices()) {
Session session = nodeldToSesseionMap.get(subdevice.getNodeld());
if (session != null) {
if (session.getChannel() != null) {
session.getChannel().close();
channelldToSessionMap.remove(session.getChannel().id().asLongText());
nodeldToSesseionMap.remove(session.getNodeld());
}
}
}

return super.onDeleteSubDevices(subDevicesInfo);

}
o TITHBEL R
MEWEIFETITEERN, BBEERAFIRE. FAMTEHEDA=M: 18&H
B, BHEs. 5.
- IRFEHE: XEBHIIZERIEdeviceldfkBlnodeld, MimFkEsession, M
sessionZ2jkEXchannel, FirlLAEchannelXBEE . FEEABER, AJLIR
EEEHT—ERVERLIE,

@Override
public void onSubdevMessage(DeviceMessage message) {

//FEEEOWRERRdeviceld, deviceld2HnodeldFproduct|difaE4pad, BN
//deviceld = productld_nodeld
String nodeld = lotUtil.getNodeldFromDeviceld(message.getDeviceld());
if (nodeld == null) {
return;

}

//@iEnodeldfkEYsession, #H—iEFkEXchannel
Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {
log.error("subdev is not connected " + nodeld);
return;

}
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if (session.getChannel() == null){
log.error("channel is null " + nodeld);
return;

}
[[EEEEEERETIRE

session.getChannel().writeAndFlush(message.getContent());
log.info("writeAndFlush " + message);

}
BHES:
EHESaERERENELETE,
BHRE:
@Override
public void onSubdevPropertiesSet(String requestld, PropsSet propsSet) {

if (propsSet.getDeviceld() == null) {
return;
}

String nodeld = lotUtil.getNodeldFromDeviceld (propsSet.getDeviceld());
if (nodeld == null) {
return;

}

Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {
return;

}

(X EHA BN RN string &G FiRE, LhnasrlseREf T —EIREREIR
session.getChannel().writeAndFlush (JsonUtil.convertObject2String (propsSet));

[IATEHLRNIE, BIEXEEREENLN, EEEMEREFRENEREHEEINR
getClient().respondPropsSet(requestld, lotResult.SUCCESS);

log.info("writeAndFlush " + propsSet);

}
EHEA:

@Override
public void onSubdevPropertiesGet(String requestld, PropsGet propsGet) {

[[FRNFEERZFRENENE, XEERREXK
log.error("not supporte onSubdevPropertiesGet");
deviceClient.respondPropsSet(requestld, lotResult.FAIL);

}
e LIEREFHEEML, LIMpRPIEREEARRIRRDEE.

@Override
public void onSubdevCommand(String requestld, Command command) {

if (command.getDeviceld() == null) {
return;

}

String nodeld = lotUtil.getNodeldFromDeviceld(command.getDeviceld());
if (nodeld == null) {
return;

}

Session session = nodeldToSesseionMap.get(nodeld);
if (session == null) {
return;

}

- }ﬁ/é/i&iﬁﬁ]ﬁﬁﬂﬂcommandiﬁ%ﬁ%ﬁﬁstring?ﬁ%?iﬁ%, ShRAR PR T —ER R R
]
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session.getChannel().writeAndFlush (JsonUtil.convertObject2String(command));

[IATEHRIE, BIEXEEREmSIN ., ESEMEEREFREGIETEB LN
getClient().respondCommand(requestld, new CommandRsp(0));
log.info("writeAndFlush " + command);

}

o LITHBAE
470187 StringTepServerfiichannelRead03 8 . MRSFAFE, FTELE

EAE:
MRFRFEEAFE, XERCERELY, EEHERIER
@Override

protected void channelRead0(ChannelHandlerContext ctx, String s) throws Exception {
Channel incoming = ctx.channel();
log.info("channelRead0" + incoming.remoteAddress() + " msg :" + s);

[IANREEEEE, BlEsession
[ANRREEEE, tliEsession
Session session = simpleGateway.getSessionByChannel(incoming.id().asLongText());
if (session == null) {
String nodeld ='s;
session = simpleGateway.createSession(nodeld, incoming);

[IBIBRSTERMY, IEMERE
if (session == null) {
log.info("close channel");
ctx.close();
}
}

MRZEFE, WHTHREA:

else {
//ANREE HREMHENIEAreportSubDeviceProperties
DeviceMessage deviceMessage = new DeviceMessage(s);
deviceMessage.setDeviceld(session.getDeviceld());
simpleGateway.reportSubDeviceMessage(deviceMessage, null);

}

FIXE, MXAIXEBCBNET T, BRI oERENR. B4 demoEiERY,
AFPALURERZHTT B, taZssAHn=. 5’5&@%!]5%%*%:‘:%9%
. SCMEMFREEAMN.

e iot-gateway-demof{EFH
a. BIEFEENFTm, SBUSEETR.

b. TEEIEAIFRAENER, FINIRS, IRSSIDAIparameter, FHEHIEalarm
Htemperaturef &M, WTFEPTR

& 4-9 1RBVE N -FIREF

EERBE
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{Ee&StringTepServerfImainiREy, BiREIESE, ARIETIZE.
simpleGateway = new SimpleGateway(new SubDevicesFilePersistence(),
"ssl://iot-acc.cn-north-4.myhuaweicloud.con.8883",
"5e06bfee334dd4f33759f5b3 demo", " mysecret");
FE¥FEe LBRZMXELZRE, FINFIRE
4-10 iRF-HINFIRE
e mw o S ® [
x4-2 TRESH
SHEBWR SR
FriEr=am FIREMEN G, EELERI1CIEN~ .
REBIR BNdevice_name, ATBENX, #lsubdev_name
IREFIRIR Blnode_id, #ESsubdev,
REID Bldevicee_id, AINES, B4R,
AT _E BSFTED:
2024-04-16 21:00:01 INFO SubDevicesFilePersistence:112 - add subdey,
the nodeld is subdev
1&17TcpDevice2s, B 3EREE, MIALTEIFEMAIFEERNInodeld, 0
subdev,
4-11 7Rk
Run: StringTcpServer . TcpDevice
fes "C:\Program Files\Huawei\jdk1.8.0_222\bin\java.exe" ...
= INFO TcpDevice:108 - initChannel...
— _ ] INFO TcpDevice:81 - input string to send: o
%'_" subdev °
=3 s . s
Hh = o o INFO TcpDevice:81 - input string to send:
5 =
- .i-
IR IR s HEFTED:
2024-04-16 21:00:54 INFO StringTcpServer:196 - initChannel: /127.0.0.1:21889
2024-04-16 21:01:00 INFO StringTcpServer:137 - channelRead0 is /127.0.0.1:21889, the msg is
subdev
2024-04-16 21:01:00 INFO SimpleGateway:100 - create new session ok, the session is
MAghRAS 1.0 RS © SARITTERARBIRAE 119
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Session{nodeld='subdev, channel=[id: 0xfo9b89f78, L:/127.0.0.1:8080 - R:/127.0.0.1:21889],
deviceld='subdev_deviceld}

AEFEaLEBIIFIRE L.
] 4-12 IREBYIR-IREEL

<

FiiRE sseson? emzps 1 emkns O EREE @ mEERN & CUES

- IR HBEMAEERE LT
s

B O g0 6 PR O S © PR O

FIRELIRER

5 4-13 FIRF LIRIBE
StringTcpServer o TcpDevice
"C:\Program Files\Huawei\jdk1.8.0_222\bin\java.exe" ...

INFO TcpDevice:108 - initChannel...
INFO TcpDevice:81 - input string to send:

& 4l

subdev
INFO TcpDevice:81 - input string to send:
= hello
] INFO TcpDevice:81 - input string to send:
I
<
BEEREER LIRAIN

2024-04-16 21:02:36 INFO StringTcpServer:137 - channelRead0 is /127.0.0.1: 27889, the msg is
hello

2024-04-16 21:02:36 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/messages/up, msg =
{"name":null,"id":null,"content":"hello","object_device_id":"subdev_deviceld"]

2024-04-16 21:02:36 INFO MqttConnection:299 - publish message topic is $oc/devices/
5e06bfee334dd4f33759f5b3_demo/sys/gateway/sub_devices/properties/report, msg =
{"devices":[{"services":[{"properties":
{"temprature":2,"alarm":1},"service_id":"parameter","event_time":null}],"device_id":" subdev_devi
celd'}]]

BEHRIRE

FEFe LHEIMK, &R REFE-HRIRE, fITHERIRER. $ELFIRE
RiEHE, FHRAEERESIRE:

B 4-14 BEREF-BESFE

BEES  ZMEGAE  EWTA  RERF  MEEE  /eLe  FRE  6S

EREE: 2 BL e

(€10}
wmxm o wsis & R & waws 6 B

asETa

o

@sETe FEEHGRIES LR 10TDA has received the message reported by the device data (name’

4.2.3 loT Device SDK {§R#8r5 (C)

loT Device SDK ( C ) {2HEEIENEN=IoTHIBEMESHICHRARISDK, 124HSEF
Faezia@Enge, UMgERS. MWXRS. OTASSRRSS, HEFIEMiaS
BT ESHdemoltiS, $E?é’$ﬁ£$a«—.ri%“%loT Device SDK(C) (SR

SRR 1.0
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IREFEAN

FAigr 4gEMAL
{sEF315 A
e SDKEIZ{TELINUXIBER% L,
e SDK{k#fiopenssUZEHpahofE, MNEFAEBBECHmEFHE, TEBTHF
openssl/paho/zlib/AE L L REEZE .
o NWF EFERAMCUHEBRRIZANRIEIDIRE, B{FEHBC Tiny SDK#{THA .
(1 %88
BixfERARIEEgitHub_-RIREADME,
KHMic=R
X 4-3SDKC Ef
hRAS | ZEEAY|E] BE¥mkAE
120 | IhEetEs: FrESDKKAAE K Demo, HAAESER,
1.1.5 | IhEetEs: BEFOTAFHRAEMAIET
1.1.4 | IhEetEsE EEnEERIEX LIREBATE
1.1.3 IhRELEsR EFrconf\rootcert.pemiE$H
1.1.2 | #FIhAe IEBINMNE|ZE, M2M., gnfmiEXE. BEAll. BE3T
ENEJiE#. MQTT_DEBUG. EZEix. ini2fiE. k=
Z2BEiE (R2%) I8
1.1.1 #IhaE G SSHIZIZZ4EINEE
1.1.0 | ¥iIhAEE EBAIMQTTS.0T08E, UE(LeE, EERF L
1.0.1 | IhEetEam EINmatts ARG FERBH= . TLShRAIV1.2. B0
BEFEEG SIS
0.9.0 | #¥hIheE BN X EFTFREIRESEO
0.8.0 | INEEiEs: BEIRFHIEANGZ (iot-mqtts.cn-
north-4.myhuaweicloud.com ) FIRIEH .
WMRIREEAEEE (iot-acc.cn-
north-4.myhuaweicloud.com ) X\, i&5{#EHH v0.5.0ikR4~
AYSDK
0.5.0 | IngEigaE sAkFRE T IR F AU R e AYIEX M S BCERICAIE
B, SFIEELATYEHENES

4.2.4 10T Device SDK {8 (C#)

T Device SDK ( C# ) JRBHREIEANELATIoTHIBMF ARICHRARISDK, IRHLESE
MIFAZEBNAL, UREEIRS. OTASHHIS, HEHSHASIEHTE

Eh9demoftid, HHXERH

ESiE8#E(0T Device SDK ( C# ) {SEFIER .

SRR 1.0
(2025-02-26)
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp

IREEAN

Fxisrm 4 REMHR

{sEFBiEA

e %3 DotNet SDK 8.0,
- HEE NET LEIES
- RULETFEE .NET 8.0

o ELEENMIDE ( Visual Studio Code 2017+, Rider 17.0.6+ ) . i _EARSDKAK
HIDE, FFAEIRIESIFIEE I DESEEZFERACL

(MARIY:
BixERARIBEEgitHub_-RYREADME,

RSB 3R

% 4-4 CHiES SDK fRAEF AT

RS %‘E% ThaektiRisER

1.34 INgetE
CE

RACBEEITED;
ocHLSubscribeTopiciR[Eltopic;
demoffiit;

MFX#EObuglge;
FRBEIRESS;

Hefilt.

1.33 Ifﬁi%‘I)J OTAFHER T #5 M KAR T

B
13.2 T EHfiRSEScalEH
SR
1.3.1 (2] EE=EHERE, MQITHRABERF IR,
1.3.0 #Ihge | SHFEEOBSHERELE

1.2.0 Inee | 1EILZHMYINEE

1.1.1 Iheetd | IR FIREINEE, TEPERIER.
SR
1.1.0 WINeE | FEMXSYIRELIIEE

1.0.0 FR | IRHEMANEEIENEES, sdkIE TIRBBEAU R LR
=Tl loTDAEEEERICAILEH

o U A WwWN =

4.2.5 1oT Device SDK {&HER ( Android )

loT Device SDK ( Android ) 2R EIEANLE A= o THIEAMFE & AYAndroid iR 4RI
SDK, EMSSEMNESZEEAEL, URIRERS . OTAZERIRSS, FEFXEIEH
IHSRM T EEHIdemo{iE . HXEMIESIEZ% 10T Device SDK ( Android ) fiE/
{8/,
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https://learn.microsoft.com/zh-cn/dotnet/core/install/
https://dotnet.microsoft.com/zh-cn/download/dotnet/8.0
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-csharp/blob/master/README.md
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-Android
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Fxisrm 4 REMHR

{sEFBiEA

o 2% IEAndroid Studio.
(] ¥ B8
BixERARIEEgitHub_-RYREADME,

WRANEEF AR
& 4-5 BERRAEHAA
hEAS gl IRERERIAR
1.0.0 BEoRRR | REEMIREEAGE

4.2.6 loT Device SDK {85 (Go )

loT Device SDK ( go ) 12L& BIENER=IoTHIEAMEESHIgohRANHISDK, IRAHRE
MFAZEBNAD, UREEIRS. OTASHRIRS, HEHUSHASRHTE
Eh9demoftid., HEERIESIES%I0T Device SDK ( go ) {ERER.

{55 EA
o B%&%Ego 1.18+ frA,
o EREEgo.modL B XA o
(1 588
BxERARiIEEitHUb EAIREADME
WRASEE Hfrije e

& 4-6 go IEShRAEHMRAA

hRAS A 15208

v1.0.0 #EINRE RAHREN T TN EEEN, HERFINES
BAIREBEE. MEXRE. 9 TR REAM. ik
USUIE B 7

4.2.7 10T Device SDK Tiny {157 (C)

loT Device SDK Tiny2#fEEEE EMEE . I/ BRFE T ZIREIRY

Himige CRYRSREEEEREYE, BRF|FBAPEED, ErILIhRERERZNE
ﬁ?ﬁél@slzé‘l)x&%ﬁ%tﬁ%ﬂﬁ@%ﬂi%mﬁ‘Eo HBXEMIESEENRaEBEEHFA

E[E28
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https://github.com/huaweicloud/huaweicloud-iot-device-sdk-android/blob/main/README.md
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-go/blob/main/README.md
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/README.md
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/README.md

IREEJE)\

F&tEE 48 BMF &
(AR
IoLDewce SDK Tinya] LUE{TFRlinuxiERFRNS S, BRILAEIRAEER, (BERARMEMX
AR53
sEEF3 B

o ‘EEETLiteOS/LINUX/MACOS/freertos B LUBIT B SDKRIEECEMIAE .
. REARRIBENERT, aIRSDKFFEIRBIEEE.

4.2.8 1oT Device SDK {EF$5r3 ( Python)

loT Device SDK ( Python ) 2L ZIBNER =0 THIBEMESHIPYthonkir ANAISDK,,
s EIEaZzE@E RN, IURESERS. MXIRS . OTAZSHRRS, HEE
X EASREM T EFEEAIdemoLi8, $E9QEEE¢§§:1%%%IOT Device SDK

( Python ) {EFB#5RE

{$5F35LEH
e BE%%Python 3.11.4
FE = EZEpaho-mqtt: 2.0.0 (KFE)

ke
=z
LAREE = EFEschedule: 1.2.2 (W)
ke
z
)

o o
(o

A+
=<

°
(o

JF2EFEapscheduler: 3.10.4 (455)
B FErequests: 2.32.2 (A%, EMXSFIREEEdemoERPIE

A+

B=
£
e

°
A U

%z%% =7FEFtornado: 6.3.3 (OliE, EMXSFREEEdemoiERP(FE

(e
BRBEHLESAI: 10T Device SDK ( Python ) fEFEiSR .

hRAi5HE

% 4-7 Python kAN
777N KR izl

1.2.0 FIEINEE | BBINMINSIEE. IREARMINEE. BENXMEEIERE. F
FTABHRRTS

114 HIZIhaEE OTAFRSZIFM KR
113 INREISE FEIRSSimcalll B

1.1.2 Hi%IhaE 1 i0micropython3z#F#1x3 Mz demo, MOBSTEOTA, LA
KA BASI A

1.1.1 FENRE | IRHNHEREARIOTYIEANTESRED, HERAPENEZEE
A IREEE. HEXRE. S TRFISH=R.
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https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/os/Readme.md
https://github.com/LiteOS/LiteOS_Lab/blob/iot-device-sdk-tiny/docs/SDK_Demos_List.md
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python
https://github.com/huaweicloud/huaweicloud-iot-device-sdk-python
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4.3 (£ MQTT Demo #EN

4.3.1 MQTT {EEEES

LR
MQTT ( Message Queuing Telemetry Transport ) 2— M ETFERIR-IRSZEVHEER
mATFEEEINY, FENBTITEEENBIR, BETERRTR.. Ao ERIMSHITE
EREETIIEHIR S, EERKERNIFSE, NS, BZXTMQITIMUEER
EOEE, 1JHXEIRE,

MQTTSEMQTTERTLSINZRINN . RAMQTTSHMIEATFERNIRE, RESHIEX
MEGZEREEZRE, BEHENERN, B —ENREk.
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http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/
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*15QOoskLN X JSON HE i HER
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ZEFREEE
N =iy
EAMQTTIMUIENYBAMESRNRE, RESYBHENFESZEREEERE, FiER
Bz, SZERMQTTSHMY
EHIEEMQTTSHMUEANF S, BIEZ{HERIoT Device SDKIEN .
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https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_0135.html
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FEURE R MRS

BEEN (UBlsHa/RAEER

APIIEIHFEE)
e i
S
(REEIN
— RTope ot
Demo)
=SS/ BIEES
OTAFER
EEYTOPICHE

IREEANRI, FEE~m (UEIEHatlEsEERNANUAPIEIE R ) -

2. iR, BEMRE (BRI e MR MNRESEERNABMAPIE
igEeIE) .

3. REIMTER, JLURRBETRRESINEE/BE LR, BkaS/BIE/ER.
OTAFH#. BENXTopicEIEE. XTFTFEETETopicAIZE TopicEX

(1) 488
ERILUBE matt AT RSN, AISEREFRmqtEA .

{55 FABR !
R PR
BAMQTTEIEREER—AJEAVEREL 1
BRFiRENES R REIEERNE o Efithiz100
o IRENRIBSEINERRM
%
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0050.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0031.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0046.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0046.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3004.html
https://support.huaweicloud.com/intl/zh-cn/bestpractice-iothub/iot_bp_00016.html
https://support.huaweicloud.com/intl/zh-cn/productdesc-iothub/iot_04_0014.html#section2
https://support.huaweicloud.com/intl/zh-cn/productdesc-iothub/iot_04_0014.html#section2

IREFIEAN

Fxigs 4 BEMFTE
iR PR
B SBEMNEVEA LTOBERYE (BHa o EfAR500
PayloadFEI512715 ) o IREIRES SRR
BEAMQITIEREURA HTYELE 50/s
PAMQITIERRARE ( LTHE ) MB (%A )
MQITEREHEERAKE. BIHANMILRHER | 1MB
BIREREES,
MQTTHMYXALE MQTT v5.0. MQTT
v3.1.1. MQTT v3.1
SHRAEMQTTHIYAIX S o RHIHQOS2
o AZiZwill, retain
msg
MQTTHNY SIS L R 0% REATCPIBBER + TLSH)

W (TLSv1. TLSv1.1,
TLSV1.2F0TLSV1.34RA )

MQTTiEZ O PRSI EEIE BT E)PREA30E 1200
by, HEFIREN1208

MQTTIMGEER & S1TiR 2 E R H S Topicist
THBRHSITE

BEAMMQTTIEENERTIRHEE. 100

MQTTEEX TopicIFHIRAKE 128F %5

MQTTEE X TopiciFE N = min IR AN 101N/

Bk S iF HERFMICAIER N 100

MQTT IRE SN EB(E

REBFAMQTTIMUENT SR, ERINEZE B TopicTiBE . YEHEMESME T
Topic, BITXLTAERTopic, FARIMRBAIUTLINER. BliE. SR E, &5
LAEIREIEANRHE, BENX Topic, LISEFEBENMELES.

HiE | HEER ol
3]
iR | RBEMEL | BTRESE-mERPEXIRIVEEIEEE LREFE
7 | &
RFHEB L | RELERB-mEEDPE XN RIS H TR LIRS,
iR BRENEEXHEBDREHER LkEO LikETFa, F
BRRE LIRIE R R BN RIRS RN EM RS
EHTEELE,
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https://support.huaweicloud.com/intl/zh-cn/productdesc-iothub/iot_04_0014.html#section2
https://support.huaweicloud.com/intl/zh-cn/productdesc-iothub/iot_04_0014.html#section2
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FRiER 4 &ML
HiE | BEkR izE)2
3]
MXitERE | BTFRKESEFEESMEENEMEIE—RE LIREGFS .
% _E3R
;ﬁ%%ﬁd: BFs&iRr- R E X AnSTUESHEIE LIRETF S
f
HE | FEBEET | BTFEa TTREEXENEIERIRE .
T | &
FERER | RENFREREEFPEN TEETmEERENENE, F5/
BREMH MRS B EEEENAVESUEERBIEMLEE.
FeEER | Fe/NARSSBIEEEONG, NEISEERE
BEMH HEMHEE.
EEmST | FE/MARSSIEFmIERFE M An B N RIEHw
Y3 DBIRE -
FEEHT | FE/NARSSEFREREPENNSEHERN TREHS
ﬁ iﬁ%o
TopicEOMM4E
DB S FRE R Topictl N RFA7R:
Topic33 | g Topic Public Subsc
(%* riber
&) (3713
&)
BEHEHE | EFEEE LR | $oc/devices/{device_id}/sys/ R 28
FB*Topic messages/up
FEATEBEE | $oc/devices/{device_id}/sys/ a5 8%
HBgE messages/down
wEWS | FETRWS | $oc/devices/{device_id}/sys/ *a RE&
FEXTopic | H8E commands/
request_id={request_id}
Z&ZIREE< | $oc/devices/{device_id}/sys/ B3, e
M Rz commands/response/
request_id={request_id}
wEREE | RELIREM | $oc/devices/{device_id}/sys/ & Fa
¥EXTopic | #iE properties/report
MFEHLE R | $oc/devices/{device_id}/sys/ B Fa
BlEE gateway/sub_devices/
properties/report
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3016.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3017.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3017.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3010.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3010.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3006.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3006.html

IREFIEAN

FRiER 4 BEMNAFE
TopicoE | Fig Topic Public Subsc
(&% riber
=) (371
&)
EAIgEIZE | $oc/devices/{device_id}/sys/ a5 8%
B properties/set/
request_id={request_id}
BEgERIE | $oc/devices/{device_id}/sys/ 5% L
REER properties/set/response/
request_id={request_id}
EEBEIERE | $oc/devices/{device_id}/sys/ *E R
B properties/get/
request_id={request_id}
EHEEEAL | $oc/devices/{device_id}/sys/ 5 Fa
R, X145 | properties/get/response/
RAREXIEE | request_id={request_id}
BNz Fr=
=A1
REFMERFR | $oc/devices/{device_id}/sys/ R S
HE&R9IEE | shadow/get/
FEURE request_id={request_id}
REFMERZK | $oc/devices/{device_id}/sys/ EE R
HEAIEEER, | shadow/get/response/
FEIERINTRL | request_id={request_id}
REEH | BESBH LR | $oc/devices/{device_id}/sys/ IREE a5
HHXTopic events/up
EEEMTA | $oc/devices/{device_id}/sys/ ¥a 8%
events/down
igéﬁpﬁﬁﬂ«lﬁﬁﬁﬁﬁﬂétiﬁ%EEMTopic, EIRAPAMEIBIESE . BiRnT
SEHENX Topic,
MQTT 89 TLS 2 4F
FEEFERTISRIRIPREIFarEhLE. FEEmIFILS13. 1.2 1.1k
RUARGMTLS , HATLS 1.1 HRIFEARES, BiINER TLS 1.3(FA8IE TLS iR
Ko GMTLSHRAREEZEERIE IR A 245
ﬁﬁﬂiﬂﬁ, MR AN 7 35BN B AR MR (FERTLSERRY, FEZIFNTINEE
e TLS_AES 256_GCM_SHA384
e TLS_AES_128_GCM_SHA256
e TLS ECDHE_RSA WITH_AES_128 GCM_SHA256
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3008.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3008.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3008.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3008.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3011.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3011.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3011.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3011.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3012.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3029.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3028.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_02_9992.html

REEAN
F&iER

4G EMAL

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

SR EEEENEAARERTLSEEN A IS T INEEH:

ECC_SM4_GCM_SM3

ECC_SM4_CBC_SM3

ECDHE_SM4_GCM_SM3

ECDHE_SM4_CBC_SM3
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

(AR

HCBCRIMNBEEMFELZENXK, HERFER.

4.3.2 Java Demo {EFHiE8

A
KSZLlJaval.:.:.jJ@J, NEBEIMQTTS/MQTTIMUIEAF S, ETFFEEOXN “B
MEIR” o “UTREKESS” FIihee.
(11 %88
A PERIVRIDOEGRID, (NBETHRIETABEINRE, UHHTHEA, JUSEERIKBEX
BEXXIRIIESAYI0T Device SDKHITEER
BUIRSR4
o ST“ TEIRIEHISREUR BB . SREUBUIAVREL R, BEEFEIEE
o EEEEIEHAEFRINRE. IETRIIEENERREAET, BeE6E
Fm. EREMEE I E RS
HERTE
Z#Intelli) IDEA
1. ip(AIntelli) IDEAER, EEREESERFAIRATE . ( AXLAwindows 64-bitR
#Intelli) IDEA 2019.2.3 Ultimate 95l ) .
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3002.html
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0050.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0050.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0031.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0032.html
https://www.jetbrains.com/idea/
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FkisE

Intelli) IDEA What's New Features Learn  Buy

Download IntelliJ IDEA

Windows Mac  Linux

Ultimate Community

For web and enterprise development For JVM and Android development

Version: 2020.1
- 2
9 April 2020

Release notes Free trial Free, open-source

System requirements
Installation Instructions

Other versions
Java, Kotlin, Groovy, Scala v

2. TFESENE, BITREXG, RERERTER.

SN =]

L1 TEIAVARES,
T2 IIHFIDEAFAEETER, B3 “ Import Project” .

Welcome to Intelli) IDEA

IntelliJ IDEA

an 20

(18]

Create Mew Project

‘ ¥ Import Project ‘

Open

¥ Check out from Version Contral -

S|3 EFERSEIP TR, ARRERERR, BF “next” .

License Commercial

Open-source, Apache 2.0 @

v

# Configure ~ Get Help +
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https://developer.obs.cn-north-4.myhuaweicloud.com:443/manage/south/quickStart/quickStart(java).zip
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Import Praject X
() Create praoject from existing sources

© Import project from external model

-
= Eclipse
(** Gradle

Maven

=) - el

$R;A STRHAEBSAN.
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IREFEAN

FkisE

4 REMHER
mqttdemo ;) src )| main ) [ java ) | com !
B Project - 0 = | 8- I+
mgttdemo C\Users!lwxB853924Desktop\mgttdems
idea
src
main
java
com.dema
resources
test
target
= mqttlog

mqtt.logdaily.2020-01-08.log
mqtt.logdaily.2020-01-10.log

m mgttdemo.iml

pom.xml

R

IREFMRERANYEN I EAHTEMFaEER, NMTPREIMIXSFES
HITKEK, AFREBIENREER, BREFIMKIEEZMENTES .

1. EENEEZAI, SERLITSH:
J/1oTEAmMqeT ittt ( BRI EFEAT Attt )
static String serverlp = "xxx.myhuaweicloud.com";
[N EATIR IS deviceld B4R ( BRI N B SEMINRERIDSE )
static String deviceld = "722cb#rerrit
static String secret = ",

- serverlpAYIEAME SRR B XHEMNE, ATSEFENHEEEIRE (FREHI2
HEEE, iEIEmMdGSIERHIT “ping 181”7 , FREUPHBLL ) .

- deviceldfsecret9i2 & IDFNZEH, ERLIDFAMSEEIREL .

2. (EXEE1PHSHEHIERMqttClienti B IERE 7. mattE iz OBRTEEINE
21208, BERRH,

MgttConnectOptions options = new MqgttConnectOptions();
options.setCleanSession(false);

options.setKeepAlivelnterval(120); ///{CBRSIEIBRE 302 1200%)
options.setConnectionTimeout(5000);
options.setAutomaticReconnect(true);

options.setUserName(deviceld);
options.setPassword(getPassword().toCharArray());

client = new MqttAsyncClient(url, getClientld(), new MemoryPersistence());
client.setCallback(callback);

1883@mqttIFZEINZENIRL, 8883@mqttsEZE NI EANIRO ({ERASSLIN
HIER)
if (isSSL) {

url = "ssl://" + serverlp + ":" + 8883; //mqttsiZEE
}else {

SRR 1.0
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https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html
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IREEAN

FRisE

url = "tcp://" + serverlp + ™" + 1883; //mqttiEsE

WNERBYMQTTSIER, FTEMEIRSRIFSSLIER, FERINSocketFactorys

#. DigiCertGlobalRootCA jkstEdemofiresourcesER T, RIRERWEEBRY

E"giﬁ% , AFRSMUEANEMNFEEERENER, TUERRREF FEIES
.

options.setSocketFactory(getOptionSocketFactory(MqttDemo.class.getClassLoader().getResource("Digi
CertGlobalRootCA.jks").getPath()));

J@Hclient.connect(options, null, new IMqttActionListener()) &fCiERE . &R
At, EE[EHIEAMgttConnectOptionsiEiZS#],

client.connect(options, null, new IMqttActionListener()

EEIEMgttConnectOptionsiEiES#AY, AR options.setPassword ()& NRYZERS

SM—MNE . getPassword () IRENIIZEEHIZA .
public static String getPassword() {
return sha256_mac(secret, getTimeStamp());

}
[* FRsha256FiEHITIAR *
public static String sha256_mac(String message, String tStamp) {
String passWord = null;
try {
Mac sha256_HMAC = Mac.getInstance("HmacSHA256");
SecretKeySpec secret_key = new SecretKeySpec(tStamp.getBytes(), "HmacSHA256");
sha256_HMAC.init(secret_key);byte[] bytes = sha256_HMAC.doFinal(message.getBytes());
passWord = byteArrayToHexString(bytes);
} catch (Exception e) {
e.printStackTrace();
}

return passWord;

EERINE, REETRES.

B 4-15 128V RK-RBEL

i MNREERW, FonFailureRIPESLINREEZE, (CHBHFAIMIT:

@Override
public void onFailure(IMqgttToken iMqttToken, Throwable throwable) {
System.out.println("Mqtt connect fail.");

[BREEE
int lowBound = (int) (defaultBackoff * 0.8);
int highBound = (int) (defaultBackoff * 1.2);
long randomBackOff = random.nextInt(highBound - lowBound);
long backOffWithlitter = (int) (Math.pow(2.0, (double) retryTimes)) * (randomBackOff +
lowBound);
long waitTImeUntilNextRetry = (int) (minBackoff + backOffWithlitter) > maxBackoff ?
maxBackoff : (minBackoff + backOffWithlitter);
System.out.println("---- " + waitTImeUntilNextRetry);
try {
Thread.sleep(waitTImeUntilNextRetry);
} catch (InterruptedException e) {
System.out.println("sleep failed, the reason is" + e.getMessage().toString());
}
retryTimes++;
MgttDemo.this.connect(true);
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IREFEAN

FFR iR 4 BEMFE
1] R AL

=l

a5 LHiRYE

VRS TopichNiR & A BEiE broker R ThRIXF1ZTopicAIEE , X FF&E&TETopice]
2ETopicEN . FHEOEEEESEGRLS TR

[T ER <
client.subscribe (getCmdRequestTopic(), qosLevel, null, new IMqttActionListener();

getCmdRequestTopic()3kEEI e SR Topic, MFEA1TEIZTopichIar< .
public static String getCmdRequestTopic() {
return "$oc/devices/" + deviceld + "/sys/commands/#";

}

Bt LiREEREEMRFES LIRBCHENE, ESERIESERERELIR.

[/ E3Rjson#dE, iFEserviceldBESF=RIEREIRRHYE M ITRY

String jsonMsg = "{\"services\": [{\"service_id\": \"Temperature\",\"properties\": {\"value\": 57}},{\"service_id
\": \"Battery\",\"properties\": {\"level\": 80}}]1}";

MgttMessage message = new MqgttMessage(jsonMsg.getBytes());

client.publish(getRreportTopic(), message, qosLevel, new IMqttActionListener();

iHEAjsonMsgBEtET/ISON, Hrfservice idE 57 mIEEHRIE X XTI,
properties2iREHIEIE, S57AXMNAIEMEE. event_timeNTIEIR, IRERELHE
UTCHYIE], FESEIAERRSATE,

IREB I MR INEREZEIMEANF &S, BIaliERMgttClient.publish(String
topic, MgttMessage message) @& HRIGEBIE(E.

getRreportTopic() BIJ93kEX_EHREWERITopic,
public static String getRreportTopic() {
return "$oc/devices/" + deviceld + "/sys/properties/report";

}

EfTmainZEZRINEE, BEEREREFENEEE LIRIREREIEEIE. ¥4
EOEREEERERE LR,

4-16 EF HREUE-level

10TOAS | EREE | BEHE

< | c— 0] O ==Em

BEER  mmEGHT SRR GERT  HERE  GELS  TeE RS B

R
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Fxisr 4 1REMHR

4-17 BE HIREYE-temperature_value

< | - ® 0 =REm

REES mMETHS ZWTA  ASPT  HERE  REsR 7RSS 5E B

PIERIE

EFEEE)

MR
ﬂﬂﬁfié;iﬁ%ﬁ’ﬁ% 7 NERBRH LIREE, SIARE LIRARSS/BIEF RAR L FRIBRSS/
E’ — *tXo

HEXER
EAILSEMQITIROYA, IBESMQITIEESANINSSEAMBENTEL . Hiball
ESFRMQTTHAEEIET, HEMER T SYBMTARSZEAHRIT
FIEA.
[0 #6
BTFERLHSFERRNESEMNTSEZO,

4.3.3 Python Demo {$Hi%EH

A
AIZLAPythoniIES AHI, NEEIMQTTS/MQTTHMUEANTES, EFFE&aEOm
“BELR” . “1JREWGS” EIh8E.
(0 AR
AR PFERAMCRI ARG, (RBETHREFEBEINEE, EHTERE, JUSERRKEBEE
B RIE=RI0T Device SDKIHITER o
BURSRY
e EXR&python, EXRLZEIESEREpython,
o EXEFATE (AXLIPycharmAifil ) , EXRZEIESELRHEPycharm,
o CHASEIRHISIFELSFIEANNL, SREUHHIAIRELER, BSEFEES
I%\o
o CHEEEHAUEFRINIRE. AT RIIRSNEMNEEET, FSElRE
. MRS EEhEE .
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IREFEAN

FRisE

HEETIE

z
a.

b.
C.

dt
=<

python

BapythonEN, EFRSERFAIRATHHZE., (AXLAwindowsR S
Fl, ZZEpython3.8.2) ,

About Downloads Documentation Community Success Stories News Events

Python »»Downloads »»Windows

Python Releases for Windows

]
E- Latest Python 3 Release - Python 3.8.2 ‘,
k]
= Latest Python 2 Release - Python 2.7.18
Stable Releases Pre-releases
= Python 2.7.18 - April 20, 2020 = Python 2.7.18rc1 - April 4, 2020
= Download Windows debug information files = Download Windows debug information files

= Download Windows debug information files for 64-bit binaries = Download Windows debug information files for 64-bit bina

THTHRE, ETexeXHHITRE,

@ik “Add python 3.8 to PAYTH” (WX AiE, EFRENRETE) , B
& “Customize installation” , IZEBRMEIRREE,

& Python 2.8.2 (64-bit) Setup =

Install Python 3.8.2 (64-bit)

Select Install Now to install Python with default settings, or che
Customize to enable or disable features.

— Install Now
ChlUsers\hantiangi\AppData‘\Local\Programs\Python\Python

Includes IDLE, pip and documentation
Creates shortcuts and file associations

— Customize installation
Choose location and features

python

for ] Install launcher for all users (recommended)

windows Python 3.8 to PATH

KB pythonEBLEERIN

Win# + r -->8IAN cmd-->[B1Z%, #ANGSTEO, BApython -V, BIERF
ErpythonhRARBIRRLEERIN

SRR 1.0
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Bl #EC\windows\system32\cmd.exe

o LEPycharm, (MMEZRE, BHUILLZE)
a. ipiEPycharmEN, EEEIEAIRAESE “Download” T,

Download PyCharm

Professional Community

- pure Python development

System requirements
nstallation Instructions

Other versions

Get the Toolbox App to download PyCharm
and its future updates with ease

i EEERTAR.
b. EfTexeX ¥, IZBRRERTREZE,
SNFEHEG
11 T#QuickStart ( Python ) 14,
$£B2 jz{TPyCharm, BEhOpen, &L HTEAIES],
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PyCharm

+ Create Mew Project

E 0

- Lpen

¥ Get from Version Control

$E|3 TSN
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IREFEAN

Fxisrm 4 RENHR

File Edit View Navigate Code Refacto

mqttdemo(python) loT_device_demo

Project = O = & — 2 C
mqttdemo(python)
v loT _device
v client
% _init__.py
a loT_client.py
» loT_client_config.py
request
resources
utils
loT _device demo

» command_sample.py

& message_sample.py

» properties_sample.py
requestments.txt

RBERER:

e loT _device_ demo: {FEEMQTTHMYAIdemoST{E;
message_sample.py: ®&&IXEEMZKFEEEEAIdemo;
command_sample.py: TINFEETF&a<SHIdemo;
properties_sample.py: @B _FiRZHIdemo;

e loT_device/client: Xfpaho-mqtti#{T 7 £I%5;
loT_client_config.py: BEEEZFIRER, Wg&Eid. BHE,;
loT_client.py: 1RHtmqtthM¥AEXINEE, WER. 1718, RHHMAE;

e loT_device/Utils: TH7i%, W3REXATEIEL. ZHIAINESE;

e |loT device/resources: ZFHUEH;
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DigiCertGlobalRootCA.crt.pem: IRFRICFEEEMHANER, BT RBMENYIEX
MFEEEFRENER, TLATERFREF FEIERU4 .

e loT_device/request: XZEFBXEHEHITIIER, NG, HENENRS.

imy (j’;_)""‘"ipaho mqttEE, paho-mqttZpythonfEAmquiNAIE=T5E (MEX
%, P ) . aISEUNTEMNLESN:
o BiE— ERFTTRApDIARE (Rpythonty, EEHLZIA)

HANGBSITRERANGS: pip install paho-mqtt[E]%E, 1273 Succefully installed

paho-mqtt RELEMI . (ERRPIpAENEHINBHS, BELEpythontk
BTENRE ) , WTFEFR:

B Cwindows)system32\cmd.exe

. 7‘5,%_ I PyCharmZz3s

a. }H:FPyCharm, ¥%#2 “File > Setting > Project Interpreter” , EAZHAM +
SHEZE “paho-mqtt” .

Project: mqttdemo(python) @ Project Interpreter
» Appearance & Behavior
Keymap
» Editor
Plugins

» Version Control

» Languages & Frameworks

» Tools

Pylint

b. BdA T Install PackageifH{T&REE,
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IREIEAN

FRiER 4 BEMNFE
n 3.1.1 client class
-t
FEAVALE
IRBHMKEBRNDEN SN B CRENFESEIIERE, NTEESEENX5FES
HITHKEK, AAEEIENREER, BRBIMNFSEZIMEMNES
1. loTClientConfigX F ERMAE EEFintBXEE0IIN6E, EEILERE 2RI, &iE
BUATSH,
# ZFinHcE
client_cfg = loTClientConfig(server_ip='iot-mqtts.cn-north-4.myhuaweicloud.com',
device_id='5e85a55f60b7b804c51ce15¢c_py123', secret="******' is_ss|=True)
# BlERE
iot_client = lotClient(client_cfg)
- server_ip: YIEXMIEESHNSE X SN, TTSEFETHEEDIREN ( FRERY
EFZES, TBIEmMdiBSERIT “ping 1H7 7 , FRENPHELL) ;
- device_idfsecret: 7ERINIEAHREGIHEN;
- is_ssl: I8B N True RIEIZMQTTSIERE, FalseATEEIZMQTTIERE,
2. AR connect FiRHITIER
iot_client.connect()
WREZRINSFTED:
----------------- Connection successful !!!
it WNREEEY, fEretreat_reconnectionFEPELHIEREE, A
W
# IBBEIE
def retreat_reconnection(self):
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FRiER 4 BEMNHFE
print("---- JRBFEIE")
global retryTimes
minBackoff = 1
maxBackoff = 30
defaultBackoff = 1
low_bound = (int) (defaultBackoff * 0.8)
high_bound = (int) (defaultBackoff * 1.2)
random_backoff = random.randint(0, high_bound - low_bound)
backoff_with_jitter = math.pow(2.0, retryTimes) * (random_backoff + low_bound)
wait_time_until_next_retry = min(minBackoff + backoff_with_jitter, maxBackoff)
print("the next retry time is ", wait_time_until_next_retry, " seconds")
retryTimes += 1
time.sleep(wait_time_until_next_retry)
self.connect()
A Y Y .
1J 15 Topic

MaRar < A&

=

1 IFE TopicANIR &7 geizli broker & THRYX F 1% TopicAIER, XFFESFAETopich]
S%ETopicEX -

fEmessage_sample.py X {HHiEfH 71T R Topic. BUHEIT S Topickhig&in 2 LIREIN

o

TS TR TopicAR AT :

iot_client.subscribe (r'$oc/devices/' + str(self.__device_id) + r'/sys/commands/#')
ANERITIFRRLINSITED ( TopicHBEEN K Topic, N ETopic 1) :

------ You have subscribed: topic

fEcommand_sample.py {HRIRH T INNFE TR a<SHITNEE . FHEOERIESE
e TAEO.

# MNEETENGS
def command_callback(request_id, command):
# result_codeig B A0S T AR, A1 TRWBSEK
iot_client.respond_command(request_id, result_code=0)
iot_client.set_command_callback(command_callback)

B LREEREEMRTES HIRBCHENE . ESEOERESERERE LR

fEproperties_sample.py X LI TR FEHE LR, M FSRESEDREELEL
Ihge.

WML TiwE SR 10W @S LiREMHAITNEE, service_property Hig & E MRS
%, B{RoJ#Eservices_propertis.pySHEE .

# TS EREHE

while True:
# R mEEIRER M
service_property = ServicesProperties()
service_property.add_service_property(service_id="Battery", property='batteryLevel', value=1)
iot_client.report_properties(service_properties=service_property.service_property, qos=1)
time.sleep(10)

iRE LiREMEAINEIEREFRREEERE LiRREM .
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BEEAN
FRiER 4 gEMFE

4-18 BE LIR#YE-Battery_batteryLevel

DEREIR -
((==z=3= ) Q

(AR
ﬂﬂﬁﬁé;iﬁ%ﬁ% 7 NER AR LIREE, SIAIRE LIRRRSS /B A RAR B FRIBRSS/
E’ — tXo

EE R
,lﬁ B HREEISEHAFES HREE . message_sample.pyS {42 7iEE _HRAIIH

Hbo

# REMFEQREZBEE, REFEEAtopic

iot_client.publish_message('raw message: Hello Huawei cloud loT'")

HE EIRAEINERHTED:

Publish success---mid = 1
(1 588
HTERSHSEERNESHTSEE0.

4.3.4 Android Demo {EFiHAH

BEA
ZISSZL‘XAndrOIdlc..:JJﬁJ, NBBIMQTTS/MQTTIMUEAT S, EFEEEOSTN
‘BELIR” . “TTREKGS T EIhEE.
(MARITY:
A RFERAISAEEANED, (RBTARIFEEEEINE, NEHRHITEAE, JUSEERFEGE
B RESHYI0T Device SDKIHTTEER
BSR4
e BZ%EAndroid, HEXREZRIESELIandroid studio, TFEZRIIDK,
. E',T'_ SEEH KBNS FIBAMI . SKEGBHAYIR{EL R, BESEEETEE
. EE%‘EE%U&‘@UEF%*D&%O SR MIIRENEMREMT , BSE el
. Mgt S e S
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FRisE

HEETIE

o ZIEandroid studio

iflalandroid studioEN, IEFESERFNRATHFLZE., (AL Awindows
64-bitZEZAndroid Studio 3.5 )

Android Studio downloads

Platform ‘Android Studio package

android-studio-ide-192.6392135-windows.exe

Recommended

Windows
(64bit)
android-studio-ide-192.6392135-windows.zip
No_exe installer
Windows android-studio-ide-192.6392135-windows32.zip
(e25it) No_exe installer
(h:.i?bwl) android-studio-ide-192.6392135-mac.dmg
Linux
o android-studio-ide-192.6392135-linux tar. gz
Chrome 0S android-studio-ide-192.6392135-cros.deb

Size SHA-256 checksum

756 MB 07b6df807fda50e69105b85ff616bd0C70d09e57fb151197155ef5f11 596250
770MB 0cad402a2

770 MB 7b24742726bbc8b40a55dab17cdff923ba384b233c21d35d6e961a36320d067
768 MB dd34

772MB 33ec0f61620071ca175cd3008301379ebbas06de78bB26easd 5d440c0adid2a
653MB 45822fd7b1c5a7 84 0ad!

o HEIDK (RILAERIDEER®HIIDK )

b

=

SNLEBESI

FB1 TFHquickStart(Android) £/,

i50)0OracleEM, ERSEAYDKIRAET “Download” T&; ( AXZLA
Windows x64 JDK89f1 ) .

TEZERE, BITREX M, RIEFRERTZE.

L2 1=1TAndroid Studio, BEFHOpen, EFELZER1PTEHAIES,

Open File or Project

i SR G-

\WMqttAndroidClient-master1\quickStart(Android) +

quickStart(Android)
® mqttdemo(android)
® app
libs
src
= .gitignore
& build.gradle
= proguard-rules.pro
gradle
wrapper
= .gitignore
& build.gradle
.1 gradle properties
= gradlew
= gradlew.bat
11 local.properties
G settings.gradle

| drop a file into the space above to quickly locate it in the tree

arYEm | ...
$B|3 TSN

Welcome to Android Studio - 0

W 7

Android Studio

Version 3.5

+ Start a new Android Studio project

&= Open an existing Android Studio project

|4 Check out project from Version Control =
[¢' Profile or debug APK

¥ Import project (Gradle, Eclipse ADT, etc.)

¥ Import an Android code sample

@ Events ¥ %X Configure ¥ GetHelp
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IREFEAN

FRisE

Android - %)

. app
manifests

we AndroidManifest.xml
java
com.iot. mgttdemo
€ ConnectUtils
€ MainActivity
com.iot. ngttdemo (androidTest)
com.iot. mgttdemo (test)
% java (generated)
assets
- DigiCertGlobalRootCA.bks
res
res (generated)
@ Gradle Scripts
build.gradle (Project: MqgttDemo)
build.gradle (Module: app)
.1 gradle-wrapper.properties (Gradle Version)
= proguard-rules.pro (FroGuard Rules for app)
.1 gradle.properties (Project Properties)
settings.gradle (Project Settings)
.1 local.properties (SDK Location)
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4gEMFAL

L4

mqttdemo(android) app libs

H|4

Project « €3
mgttdemo(android) [MqttDemo]
.gradle
idea
app
build
libs
org.eclipse.paho.android.service-1.1.0.jar
org.eclipse.paho.client. ngttv3-1.2.0.jar
STC

.gitignore

app.iml
build.gradle
proguard-rules.pro

gradle

KEBERER:

manifests: AndroidIi B HIECE 14
java: IRBjavaftig;

MainActivity: demoSRHE:E;
ConnectUtils: maqttiZEREi@HanE;
asset: INBREIHF;

DigiCertGlobalRootCA.bks: IZERIGFEFHBENES, BFREMIEENYIELM
FEERENER;

res: MBRENXH (BR. BB, FHEF) ;
gradle: INH2BMgradletaiZi)7s.
libs: INBAERAEI TE=Fjar8IIEER

org.eclipse.paho.android.service-1.1.0.jar: Android[SE1j5 & serviceB{43LITiH
BARBINTIRNEE;

org.eclipse.paho.client. mqttv3-1.2.0.jar: mqtt javaZFimBEE;

(ANi% ) THEDemoBRIXETIZAE (BUAFRIER) »

AndroidManifestxml: FEERIN, ZIFmqtt service,

<service android:name="org.eclipse.paho.android.service.MqttService" />

build.gradle: #FIMKER, SAlibs FRIFR A mattiEZFRZENjar®. (RAILLR
Mjar8EMSIA )

implementation files('libs/org.eclipse.paho.android.service-1.1.0.jar")
implementation files('libs/org.eclipse.paho.client.mqttv3-1.2.0.jar")

s
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FERT

MqttDemo

8&ID device_id

g&%4  device password

] ssLFm® B FHIE®REQos 0

service_id Battery

B level (& 75

BIFER (RE—TTHD)
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Fxisrm

1. MainActivityZ22FERHTRERER, BESEEIDINREEE, TYERMNESDL
AREOEMEEEIRE.

2. PIREINE TIREMEANRISEZMEIE ( SSLINBERNINZIEZ ZE S NAREFRL
{4 PCESER ) -

private final static String IOT_PLATFORM_URL = "iot-mqtts.cn-north-4.myhuaweicloud.com";

3. APYLUEFREMEGEEESSLINE/AINE, EFEQosHNE0ERZ1, =Rl
A3Z$5Qos2, AISE(EARE .

checkbox_mqtt_connet_ssl.setOnCheckedChangeListener(new
CompoundButton.OnCheckedChangelListener() {
@Override
public void onCheckedChanged(CompoundButton buttonView, boolean isChecked) {
if (isChecked) {
isSSL = true;
checkbox_mqtt_connet_ssl.setText("SSLANZE");
}else {
isSSL = false;
checkbox_mqtt_connet_ssl.setText("SSLAINZE");
}
}
b

iﬁ%:!zﬂ?é?‘ BAYEMESI BT EMTaEER, NMBRE ZJZH?E'S"“‘
1TXER. FRBEBIRANREER, HXEEMEREIENES

1. MainActivity%"éIgﬁﬁ'—tEfzMQTT/MQTTSJ‘_F“‘%E% , MQTT%jtiMEFH‘I 883
0, MQTTSERIAEFES883i% 0 (EEMEIER )
if (isSSL) {
editText, mqtt log.append ("FHAEIZMQTTSIERE" + "\n");
serverUrl = "ssl://" + IOT_PLATFORM_URL + ":8883";
}else {
editText mqtt log.append ("FHAZEIZMQTTIERE" + "\n");
serverUrl = "tcp://" + IOT_PLATFORM_URL + ":1883";
}

2. ConnectUTtils3 E%ﬁ‘zﬂ L7 SSLANEGEBAIgetMattsCerificate5i%, MRE
MQTTSEAR, FERBZEENEIES.

DigiCertGlobalRootCA.bks: IZERIGFEFBENES, BFREMIEENYIELMN
EEERENER, oTLAERRREN THIUEHSX

SSLContext sslContext = SSLContext.getInstance("SSL");
KeyStore keyStore = KeyStore.getInstance("bks");
keyStore.load(context.getAssets().open("DigiCertGlobalRootCA.bks"), null);//IN&libs B R FHHES
TrustManagerFactory trustManagerFactory = TrustManagerFactory.getinstance("X509");
trustManagerFactory.init(keyStore);
TrustManager[] trustManagers = trustManagerFactory.getTrustManagers();
sslContext.init(null, trustManagers, new SecureRandom());
sslSocketFactory = sslContext.getSocketFactory();

3. MainActivityZ$2M T8 BB MgttConnectOptionsid753% . mqttiZEizz Bkad
BNEINER120%), BERRE .
mqttAndroidClient = new MqttAndroidClient(mContext, serverUrl, clientld);
private MqgttConnectOptions intitMgttConnectOptions(String currentDate) {

String password =
ConnectUtils.sha256_HMAC((editText_mqtt_device_connect_password.getText().toString(),
currentDate);

MgttConnectOptions mqttConnectOptions = new MqttConnectOptions();

mqttConnectOptions.setAutomaticReconnect(true);

mqttConnectOptions.setCleanSession(true);

mqttConnectOptions.setKeepAlivelnterval(120);

mqttConnectOptions.setConnectionTimeout(30);

mqttConnectOptions.setUserName(editText_mqtt_device_connect_deviceld.getText().toString());
mqttConnectOptions.setPassword(password.toCharArray());

return mqgttConnectOptions;

SRR 1.0
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IREFEAN

FRi5E

1J 15 Topic

OH]

4. MainActivityZS12H 7 Mttt PimiEIEZRIRY T ik connect, FH@IT[ENE R &K
BEiEERIBERRELSER.

mqttAndroidClient.connect(mqttConnectOptions, null, new IMqttActionListener()
mqttAndroidClient.setCallback(new MqttCallBack4loTHub());

T UNERERESE, fEinitMqttConnectsEREIHRAIonFailure ElBE P E ELTLE R
BiE, KBEFNT:

@Override

public void onFailure(IMgttToken asyncActionToken, Throwable exception) {
exception.printStackTrace();
Log.e(TAG, "Fail to connect to: " + exception.getMessage());
editText_mqtt_log.append ("ZEILEZALM:" + exception.getMessage() + "\n");

[ EB¥EE
int lowBound = (int) (defaultBackoff * 0.8);
int highBound = (int) (defaultBackoff * 1.2);
long randomBackOff = random.nextInt(highBound - lowBound);
long backOffWithlitter = (int) (Math.pow(2.0, (double) retryTimes)) * (randomBackOff + lowBound);
long waitTimeUntilNextRetry = (int) (minBackoff + backOffWithlitter) > maxBackoff ? maxBackoff :
(minBackoff + backOffWithlitter);
try {
Thread.sleep(waitTImeUntilNextRetry);
} catch (InterruptedException e) {
System.out.println("sleep failed, the reason is" + e.getMessage().toString());
}
retryTimes++;
MainActivity.this.initMgttConnects();

1T IFE TopicANIR B etz broker 2 ThRYX F1%TopicASER,, X FFEEFRETopicr]
SETopickEX -

FEMainActivity2E Rt 71T < T & Topic. 1J&Topic. BUGHITIRTopicEINge:

String mqtt_sub_topic_command_json = String.format("$oc/devices/%s/sys/commands/#",
editText_mgqtt_device_connect_deviceld.getText().toString());
mqttAndroidClient.subscribe(getSubscriptionTopic(), gos, null, new IMqttActionListener()
mqttAndroidClient.unsubscribe (getSubscriptionTopic(), null, new IMgttActionListener()

ANREYERIN, ATLAERIERE LT Topic:

mqttAndroidClient.connect(mgttConnectOptions, null, new IMqttActionListener() {
@Overridepublic void onSuccess(IMgttToken asyncActionToken) {
subscribeToTopic();
}

2N, APPRERS=ETINTHMER:

SRR 1.0
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IREFEAN

Fxisrm 4 iREMHL

MqttDemo

ig&ID f1af

I 4r ctaen
== 2R

SSLnE

service_id Battery

m  level =] 75

REAE (RE—TUED)

serverUrl:ssl.//iot-mqtts.cn-north-4.myhuaweicloud
.com:8883,
clientld:f1af%#a

_0_2020043010

FiE1TiE# < T &2/ Topic: $oc/devices/
f1af

commands/#

MQTTEERERIN:

ssl://iot-mqtts.cn-north-4. myhuaweicloud.com:
8883

iTif TopicAiZh

/sys/
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BEEN
F&iER 4 gEMFE

R EiR

Ett LiRRigREEaFE LIRECHENE . ER2EOERESERERET LR
fEMainActivity22FRSCHL 7 /B M E R Topic. B _E3RINEE.

String mqtt_report_topic_json = String.format("$oc/devices/%s/sys/properties/report",
editText_mgqtt_device_connect_deviceld.getText().toString());

MgttMessage mqttMessage = new MqttMessage();
mqttMessage.setPayload(publishMessage.getBytes());
mgqttAndroidClient.publish(publishTopic, mgttMessage);

IR%E LIREMEAINEIEREFRREESRE LIRREME

4-19 BF _LREWE-PeriodicalReportConfig

10T0ASE | EREE / EEEE
< | m— NI — O O e
EEER  mREAOS  DATA  GEPF  HERS  GmSe  FES Be

mses

-z -

RS

=zasRE

BRI,

eeeeeeeeeeee

& 4-20 EE _HIREURE-Battery_level

10TDASRS) | REETE | BEHE

< | o— [0} 0 =AEm

BEEB  WEGAS ZWFR  RERT  HERE  AEEs  FAE &S BE

EsTEHEE

(1 5488
&D;ﬁ?“ é‘; REFE NERERHNLIRMIE, BARE LIRAIRSS/ B mRE PRIIRSS/
Rl

BW T ASS

fEMainActivity SRR T BRI & TR RIIIRE, FEMQTTEE SRS, RILUEE
BEHeRSFEPad T AERNANDemoiZiRE IDHITHS T A, FISIT
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RB¥EZAcommand, SEENSHEGS, TAKINE, AMQTTRIEIERE I

2,

private final class MqttCallBack4loTHub implements MqttCallbackExtended {

@Overridepublic void messageArrived(String topic, MgttMessage message) throws Exception {
Log.i(TAG, "Incoming message: " + new String(message.getPayload(), StandardCharsets.UTF_8));
editText_mqtt_log.append("MQTTIEW T &as<SREII: " + message + "\n");

}

ERFFBEREUUERRGS TAKRES, XEBERtimeoutEE 1% Demorxfl=F{X
ERENGS, RBEIENNETFS,

B EIRFIa SRR, APPRESERIIT:
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4G EMFAL

MqttDemo

18&ID af659e-aa94-4bc9-99f6-415c3c0c82e3

g&®E 123456789

SSLin% EFHAE%EQos 0

service_id Battery

% level am 75

RFEE (RET—TFEAS)

Fh ARV R AT AT

B4 EIBARE {"services"™:

[{"service_id":"Battery",'properties"{"level":"75"}]1}

B4 _LiRtopic:$oc/devices/
f1af6! : .

properties/report

MQTTH#EIXE S . {"services"
[{"service_id":"Battery"'properties":{"level":"75"}}]}
MQTT/E % E3RpETH

MQTTHEW T A< AN {"paras"{'command":
5},"service_id":null,'command_name":null}

/sys/

SRR 1.0
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Fxisrm 4 RENHR

4.3.5 C Demo {EFIHAB

R
AXLAGES HAI, NMBEIMQTTS/MQTTIMMIEAFS, ETFESEOSXN ‘Bl
FiR” . “TREKSS” &L,
(1 #%e8
KX HFERACEB ARG, (NBETRKRESBEINEE, IHEHTHEA, JUSEERIREGA
NI RAE= 10T Device SDKIHTEERL o
BUIRSRY

o IMEER: LinudRERZ L, HLEFgee (BIN4A8RLALRRA)
o [EK#i: openssiEE (MQTTSEE ) , pahofE,
) Sﬁﬁﬁﬁﬁﬂ‘aﬁﬁﬂiﬁﬁﬁ)\i&ﬂto SREUBHARIEL IR, 15SEFEXERS

o EAEEERHSEFRIRE. SIEFRIIRENEKRIEAT, BSEeE
. ERRMRESHEENRE

HEEITE
o “RiFopensslE

a. iAigopensslEM ( https://www.openssl.org/source/ ) NEGREFThRAS
openssl ( #lopenssl-1.1.1d.tar.gz ) , EEZlinuxgmiEH_LE (LA EEZR)/
home/testBF T4 ) , FERIITHSEE:

tar -zxvf openssl-1.1.1d.tar.gz

b. BEESmakefile3Z{4,
WITLA T et NopenssiRRBE R

cd openssl-1.1.1d

BTN TERESS:

./config shared --prefix=/home/test/openssl --openssldir=/home/test/openssl/ssl

Hrh “prefix” 2&ZEEZR, “openssldir” 2EEXHBEZ, “shared” {E
BRAENNESiEERE (Bl.soE ) .

NRRFRDBE, BEaRSILno-asm ( BRAERCHLH )

.Jconfig no-asm shared --prefix=/home/test/openssl --openssldir=/home/
test/openssl/ssl

c. UmiEHFE
fropenssEFEERT, iZfTmake dependis<.
make depend

BizfTmakems SHTRIF

make
ZiEopenssl,
make install
fEBcERYopenssIZi= B3R Thome/test/opensslikEIliIbER, BEMIIEX
15:
XHhRA 1.0 WRINERE © L ARITERARBIRAE 156
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https://www.openssl.org/source/

IREEAN

F&igEE 4 REMNFE
“libcrypto.so.1.1” . “libssl.so.1.1” F0&k5%EE “libcryptoso” .
“libsslso” , EIGXLHEHIZEIdemofIlib LT ( EARTIE/home/test/
openssl/include/openss| BRI B EHZEIdemoflinclude/openssIT )
fhome /test/openssl fib
£ B ' K B
T | 1569672248319596.png | Y
engines-1.1 2(
pkgconfig 2(
liberypto.a 5461 KiB 2
@  liberypto.so 16B A
| liberypto.so.1.1 3276 KiB  2(
libssl.a 996 KiB 2
@ libssl.so 13B XA
libssl.so.1.1. » 4569 KiB 2
T BRNmEIERE32UAY, REAMUAIlInuxtlE EER, XNRER
MakefileHRY-m64ERIIRR, FBiH T4mIFRIAT .
o IRiEpahoFE3 {4
a. iAhiggithub ™ &kt : https://github.com/eclipse/paho.mqtt.c, &
paho.mqtt.ciR#3 .
b. MEERLEZENinuxgmiE.
c. {&fimakefile
i BT TR TRIEMakefile
vim Makefile
i. BRFREB
/DOXYGEN_COMMAND =
iii. TE/DOXYGEN_COMMAND =doxygenfd F—{TiAINFEIEIT ( BEXH
openssIfYSL RIS )
CFLAGS += -I/home/test/openssl/include
LDFLAGS += -L/home/test/openssl/lib -lrt
1/1nclude
s1/Tib -Trt
iv. IEIITERICCDLAGS_SO. LDFLAGS_CS. LDFLAGS_AS. FLAGS_EXES
AYopensslitt it ER A R XS Rz AL
XHEhRA 1.0 RS © ARITTERARBIRAE] 157
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IREEJXZ)\

FRigE 4 REMNFE
e
i BTET®e®
make clean
i PITHIFBL
make
RS, ALAEDuUild/output B R FERRIFAINE
mm;napm.mu.qhﬂ;mmtl
g B i *h BHE
Bl 2019/10/23 15:34:01
samples 2019/10/23 15:34:14
test 2019/10/23 15:34:16
@  libpaho-mqgtt3a.so 19 B 2019/10/23 15:34:10
i | libpaho-mgtt3a.so.1 21 B 2019/10/23 15:34:10
libpaho-mqtt3a.s0.1.0 477 KiB  2019/10/23 15:34:10
iz | libpaho-mgtt3as.so 20B 2019/10/23 15:34:13
@ |libpaho-mgtt3as.so.1 22 B 2019/10/23 15:34:13
| libpaho-mgtt3as.s0.1.0 529 KiB 2019/10/23 15:34:13
& | libpaho-matt3c.so 198 2019/10/23 15:34:03
@ | libpaho-mgtt3c.so.1 21 B 2019/10/23 15:34:03
| libpaho-mqtt3c.s0.1.0 446 KiB  2019/10/23 15:34:03
i@ | libpaho-mqtt3cs.so 20 B 2019/10/23 15:34:07
@ | libpaho-maqtt3cs.so.1 22 B 2019/10/23 15:34:07
| |libpaho-mqtt3cs.s0.1.0 498 KiB  2019/10/23 15:34:07
| paho_c_version 13,768 B 2019/10/23-15:34:14
SillpahoZE3l {4,
HEISDKIX AZEIT libpaho-mqtt3as, i&4§ “libpaho-mqtt3as.so” 0
“libpaho-mqtt3as.so.1” X{4+E#IF|demofilibX £ T, (ERIEZIpaho
BAASERRR, HAsrcBR, BMQTTAsynch. MQTTClient.h,
MQTTClientPersistence.h. MQTTProperties.h. MQTTReasonCodes.h.
MQTTSubscribeOpts.hE#lIZEldemoRdinclude/base 4L T ) .
A\ ER
BHpaholkA4&E MQTTExportDeclarations.h L3244, FEINATLUEMQTT
HERAVSLSUSEBRIIHE .
SNBHE
£, THquickStart(C)#EA,
XHEhRA 1.0 R © LARITBIRABREAT 158
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BEEAN
FRiER 4 gEMFE

£E2 BABEFEnuzTIMER . JUERIBXXEERINTE.

v == mqtt_c_demo
it Includes
v & src
w = util
l.g| string_util.c
] mgtt c demo.c
v = r:cmf

= util
= lib
Makefile

KB EREAR:
o src: JERBEAR
maqtt_c_demo: demotz/yiRAS;
util/string_util.c: TE&IEN;
e conf: IFBE:

rootcert.pem: IZERIWFEFMANER, BT ESMHENIDEXNESEFREN
#F; GNERXIIZAYIOTDARRAIER MR, BISZIER I F c/ap-southeast-1-
device—client—rootcert.pemS‘Z#WEE%ﬂEUconf/ rootcert.pem3 {4,

e include: SLZHBZH
baseHF: FHUKHiAIpahosL3 {4
opensslIB%: FRUKEIRYopenssISL3Z{4F
utilBR: FRUIKERY TERIEL

o lib: KRS
libcrypto.so*/libssl.so*: opensslZE3 {4
libpaho-mqtt3as.so*: pahoEX {4

e Makefile: Makefile3Z{4

et

IREFEMRERANY AN B aHTEMT A &R, NMBRE ZSZH?EEZF:.
HITXRER. FFREBLIEANRERER, BREWMXEREMIEAMNFS

1. 1‘2%?& o

char *uri = "ssl://iot-mqtts.cn-north-4.myhuaweicloud.com:8883";
int port = 8883;

char *username = I //deviceld

char *password = *x

pE— MQTTSj38883Iﬁ”%EHz)\ WNR(FEAMQTTIMIEN, urlA: tep//IHES
18:1883, port91883, HFZT@ESEFEXIZEEIREL, . (OBKRTEIEIAR
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IREIEAN

FRisE

4gEMFL

1J 15 Topic

BR120%0, AFPMREEN, afLUERIEHRY “keepAlivelnterval ” &%,

OB ESEE R AT &E (ERRS .

&=

- fEMakefilef95E15/TREHRN -Im , HiTmakeiH{TRIE. MNRI32MA0E
ER%, iEMIBRMakefiledrRg"-m64",

- #4Texport LD_LIBRARY_PATH=./lib/IN&ES214

-  iz{7./MQTT_Demo.o,

//connect
int ret = mqtt_connect();
if (ret!=0) {
printf("connect failed, result %d\n", ret);

}
EERING, $JED “connect success” , ERIERHISTEIIRESEES.

begin to connect the server.

connect su

HiigE = 2@z e 0 =mEm @ mmEE

wsan

;*..: WMNREZEKM, Emqtt_connect_failure B ESCIIRREE, KiSHEH
AF:

void mqtt_connect_failure(void *context, MQTTAsync_failureData *response) {

retryTimes++;

printf("connect failed: messageld %d, code %d, message %s\n", response->token, response->code,
response->message);

[NBEHEE

int lowBound = defaultBackoff * 0.8;

int highBound = defaultBackoff * 1.2;

int randomBackOff = rand() % (highBound - lowBound + 1);

long backOffWithlitter = (int) (pow(2.0, (double)retryTimes) - 1) * (randomBackOff + lowBound);

long waitTImeUntilNextRetry = (int) (minBackoff + backOffWithlitter) > maxBackoff ? (minBackoff
+ backOffWithlitter) : maxBackoff;

TimeSleep (waitTImeUntilNextRetry);

//connect
int ret = mqtt_connect();
if (ret!=0) {
printf("connect failed, result %d\n", ret);
}
}

TR TopicANIR & 7 BeZ broker 2 FHRYXFiZ TopicHUiEE , XFFEETRE TopicH
SETopickEX -
1J i@ Topic:

//subcribe
char *cmd_topic = combine_strings(3, "$oc/devices/", username, "/sys/commands/#");

SRR 1.0
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FRisE

4G EMAL

R LR

B RS

ret = mqtt_subscribe(cmd_topic);
free(cmd_topic);
cmd_topic = NULL;
if (ret <0){
printf("subscribe topic error, result %d\n", ret);

1TIERINE, demod<=3TED “subscribe success” =¥,

Bt EikEiEREEMEFa LIRBCRERE, BESERIS

//publish data
char *payload = "{\"services\":[{\"service_id\":\"parameter\",\"properties\":{\"Load\":\"123\" \"ImbA_strVal
\"A"456\ "1}
char *report_topic = combine_strings(3, "$oc/devices/", username, "/sys/properties/report");
ret = mqtt_publish(report_topic, payload);
free(report_topic);
report_topic = NULL;
if (ret <0) {
printf("publish data error, result %d\n", ret);
}

RE LIREMRING, demo=FTED “publish success” F4¥,
BRE “REIFE REEEDLIRNEM:

SEIREBEE LR

4-22 BF _FREWE-parameter

A/ REEE | BEEE

< | - .ot ® @ s

£l

WEEE  FWETAS  ZHFR REHT

|FETRD:

123 456

(MR

tﬂﬁ?’fé‘ziﬁ%ﬁ? 5 NHRBRNLIRME, BARE LIRIRSS/ B R FRIBRSS/
BE—%.

1T e Topics, AILMEERETRRL G . FBFSEMQITRERZHST

X
me AR, demohiElEIH<S:

arrive() success, the topic is $oc/devices/5ebacé

-fbo2c567ec88

t2345/sys/commands/request_id=b5fb4352-43

bo-802c435e9ec8, the payload is {"paras":{"timeRez "command", "command_name" : "timeRead"}

demorpiE AR S RIES S :

SRR 1.0
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IREFEAN

Fxisrm 4 1REMHR

//receive message from the server
int mgtt_message_arrive(void *context, char *topicName, int topicLen, MQTTAsync_message *message) {
printf( "mqtt_message_arrive() success, the topic is %s, the payload is %s \n", topicName, message-
>payload);
return 1; //can not return 0 here, otherwise the message won't update or something wrong would
happen
}

AR
HATFERLHSHFERNESRNATSEED.

4.3.6 C# Demo {EFI5i8

HhiR
AXLICHE= 16, NE@BIMQTTS/MQTTIMNIEATS, EFFEESIEOSW “B
HHR” o “1TREKESS” FIh8E.
(%88
R HERERIB G, (NBFRRESBEEINEE, NEETrE, TUSEEEREE
B RAB=HY10T Device SDKHEITER -
BURSES

o E2Z&ZEEMicrosoft Visual Studio, BRZLIEFSELZIEMIicrosoft Visual Studio.,
o CEEEIRHISIKEURTIZAMLL, SKEHINAYREL R, BSEEENEE

s Ye)

o EAEEERHSCEMRINRE. ST mIlRENERRIEAT, BEEEE
. R EIHE S E

HEETE

o ifaMicrosoftEN, EERAERZHIRA F&Microsoft Visual Studio, ( A3
Llwindows 64-bitZ& %, Microsoft Visual Studio 2017F1.NET Framework 4.5.1

A6) .
o THZEME, BTRENM, REFRERTER.

SN =2t]

FIE1 T ZiquickStart(C#)#EH

$) iz{TMicrosoft Visual Studio 2017, Bt “ITHIRB/MLAZR" , EiZEB1b T
RORER .
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MinElE s EeE B A R =S HTHE

™ Visual Studio Team Services

bl AmEMEEEE
o R
W@ FIFFRIES

B ESSRENET Framework)
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I g

. -
ay &8

) B = " huaweicloud-iot-device csharp-demo®(1 -~HH)
4 |7 device demo mqtinet
b A Properties
8 5|
4wl Utility
b ® EncryptUtil.cs
'f_: App.config
4[] FrmMgttDemo.cs
BT FrmMgttDemo.Designer.cs
1 FrmMgttDemo.resx
4 " Program.cs

b "8 Program

KBERER:

e App.config: ServeritthHfIGFSEEEH

o C#: BCHARS;
EncryptUtil.cs: REFZBINZEIHENE;
FrmMgttDemo.cs: B{ARME;
Program.cs: Demof2FERBiIAL.

o dll: MEPFEAETE=FE
MQTTnet: v3.0.11, 2—METF MQTT @SS L NET FHEE, SRS
MQTT RS EEimRIIE i, 5IBEMEEEMQTTnetdll,
MQTTnet.Extensions.ManagedClient: v3.0.11, XE— N\ EBE, BFH
MQTTnet AFEEMQTTE FHIR AT INTHEE

B4 DemoEBHITEERESH.

e App.config: FEEACEIRS ML, IRFBIDFIEEZE, BFBshDemofzFAIAT
&, EREIEEBEISEIDemoERME,

<add key="serverUri" value="serveruri"/>
<add key="deviceld" value="deviceid"/>
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<add key="deviceSecret" value="secret"/>
<add key="PortlsSsl" value="8883"/>
<add key="PortNotSsl" value="1883"/>

R

FHEER
o5l MOQTTiREEAER - O x
O FSvssuze [ ESEAREEE Hi%iEdes 0 v S

Serverfit |iot—mqtts. cn—nort}\—4.myhuawei| BETD |5eb4cd404935abDB?d?d4861_test_lfd8?46511 | BET

1iETopic |$oc;‘rdevices,-'r5eb4cd40493531308?&?&4861_&st_lfd8?4651 1/5y=/commands 4 |

Bsk: ErE

e MTopic |$oc;’rdevicesfr5e134cd4049353b08?d?d4861_test_1f&8?4651lfsysfpropertiesfreport

{"serviges” [{ propertles :
”alarl?]il temperature”:92 670734, “humidity”: 78 37673, “smokeConcentration™:19. 97906}, “service_14": "smokelletector”, “event_time
]l

1. FrquttDemoEETﬂ {7 REZw, EIABEIEBEEIMApp.confighigkEServer
btk IRE|ID. IREEH . BRIELIRCIZINSSREREREE.

- Serve I’fl‘l_’,iJJZ Eﬂﬂz% ’ %SFAXtH%{E:%ﬁHR ’
-  REBIDIIREEH: EYERENTEEEMREIERLEIREEORIRE,

2. BHApp.config NS TR EMIENAIServerttttit ( SSLADZEE AT iZSServerith
HFE SIS WAGIEBI A ICECEER ) -
<add key="serverUri" value="iot-mqtts.cn-north-4.myhuaweicloud.com"/>;

3. ARFAELUSEREMEENREASSLINE, EEQosHFRR0ER1, HAIAH
Qos2, AIZE(EARE.

R

IR RERANERNF R EEFRAFaRLEE, NERE j?ﬂ?é'ﬁ"m
HITREK . FPREBIENREER, BHREIMKEZIMKMFES

1. Frm|v|qttDemo%EEﬁ{ﬁL_LMQTT/MQTTSL 7%, MQTTERIAfEA1883
iwE, MQTTSBAIAFERI8883IRM ( FEMEIREZ IR TFEBDAIES
DigiCertGlobalRootCA.crt.pem, AFIREMBENEXMFESERERER, aIld
EEESFENP FEIEBI 4 ) , ManagedMqttClientOptionsBuilderdi2it 7%
Egﬂ“{{KeepAllvePerlodE’J B, mattEiFOBETEEINER1208), B{FER
R

SMASRRAS 1.0 WA © EARUERABIRAE 165
(2025-02-26)


https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0031.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0050.html

IREEAN

FRisE

int portlsSsl = int.Parse(ConfigurationManager.AppSettings["PortIsSsl"]);
int portNotSsl = int.Parse(ConfigurationManager.AppSettings["PortNotSsl"]);

if (client == null)
{

client = new MqttFactory().CreateManagedMgqttClient();
}

string timestamp = DateTime.Now.ToString("yyyyMMddHH");
string clientID = txtDeviceld.Text + "_0_0_" + timestamp;

// SFERB#H THmMacSHA256 /1%
string secret = string.Empty;
if (!string.IsNullOrEmpty(txtDeviceSecret.Text))

secret = EncryptUtil.HmacSHA256 (txtDeviceSecret.Text, timestamp);
}

/] FIErR B AL LERE
if (!cbSSLConnect.Checked)
{
options = new ManagedMqttClientOptionsBuilder()
.WithAutoReconnectDelay(TimeSpan.FromSeconds(RECONNECT_TIME))
.WithClientOptions(new MqttClientOptionsBuilder()
\WithTcpServer(txtServerUri.Text, portNotSsl)
.WithCommunicationTimeout(TimeSpan.FromSeconds(DEFAULT_CONNECT_TIMEOUT))
WithCredentials(txtDeviceld.Text, secret)
\WithClientld(clientID)
.WithKeepAlivePeriod (TimeSpan.FromSeconds(DEFAULT_KEEPLIVE))
\WithCleanSession(false)
.WithProtocolVersion(MgttProtocolVersion.V311)
.Build())
Build();
}
else
{
string caCertPath = Environment.CurrentDirectory + @"\certificate\rootcert.pem";
X509Certificate2 crt = new X509Certificate2 (caCertPath);

options = new ManagedMqttClientOptionsBuilder()
.WithAutoReconnectDelay(TimeSpan.FromSeconds(RECONNECT_TIME))
.WithClientOptions(new MqttClientOptionsBuilder()
\WithTcpServer(txtServerUri.Text, portlsSsl)
.WithCommunicationTimeout(TimeSpan.FromSeconds(DEFAULT_CONNECT_TIMEOUT))
\WithCredentials(txtDeviceld.Text, secret)
\WithClientld(clientID)
.WithKeepAlivePeriod (TimeSpan.FromSeconds(DEFAULT_KEEPLIVE))
\WithCleanSession(false)
\WithTls(new MqttClientOptionsBuilderTlsParameters()
{
AllowUntrustedCertificates = true,
UseTls = true,
Certificates = new List<X509Certificate> { crt },
CertificateValidationHandler = delegate { return true; },
IgnoreCertificateChainErrors = false,
IgnoreCertificateRevocationErrors = false
b
.WithProtocolVersion(MgttProtocolVersion.V311)
.Build())
Build();
}

FrmMgttDemoZ&i2t T MqttE FumsE s iEZAIAY S &S StartAsyne, EZRINE
L@ EEEEHOnMgttClientConnected TEMEZERKINAE .

Invoke((new Action(() =>

ShowLogs($"{"try to connect to server " + txtServerUri.Text{Environment.NewLine}");

)

if (client.IsStarted)
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{
}
/] ERREG

client.ApplicationMessageProcessedHandler = new
ApplicationMessageProcessedHandlerDelegate (new
Action<ApplicationMessageProcessedEventArgs>(ApplicationMessageProcessedHandlerMethod)); // 8
BERmEE

await client.StopAsync();

client.ApplicationMessageReceivedHandler = new
MgttApplicationMessageReceivedHandlerDelegate (new
Action<MgqttApplicationMessageReceivedEventArgs>(MqttApplicationMessageReceived)); // &% A&
=

client.ConnectedHandler = new MqttClientConnectedHandlerDelegate (new
Action<MgttClientConnectedEventArgs>(OnMqttClientConnected)); // &=L INENIE

client.DisconnectedHandler = new MqttClientDisconnectedHandlerDelegate(new
Action<MgttClientDisconnectedEventArgs>(OnMgqttClientDisconnected)); // ZEZRFFFEE

|| EEEERE
await client.StartAsync(options);

i WNSREEL, fEOnMqttClientDisconnected B ESLIMBBEE, £
BEFIIT

private void OnMgttClientDisconnected (MqttClientDisconnectedEventArgs e)

{
try {
Invoke((new Action(() =>

{

ShowLogs("maqtt server is disconnected" + Environment.NewLine);

txtSubTopic.Enabled = true;

btnConnect.Enabled = true;

btnDisconnect.Enabled = false;

btnPublish.Enabled = false;

btnSubscribe.Enabled = false;
b))k

if (cbReconnect.Checked)
{
Invoke((new Action(() =>

{
ShowLogs("reconnect is starting” + Environment.NewLine);

»);

[EB¥EE

int lowBound = (int) (defaultBackoff * 0.8);

int highBound = (int) (defaultBackoff * 1.2);

long randomBackOff = random.Next(highBound - lowBound);

long backOffWithlitter = (int) (Math.Pow(2.0, retryTimes)) * (randomBackOff + lowBound);

long waitTImeUtilNextRetry = (int) (minBackoff + backOffWithlitter) > maxBackoff ?
maxBackoff : (minBackoff + backOffWithlitter);

Invoke ((new Action(() =>

ShowLogs("next retry time: " + waitTImeUtilNextRetry + Environment.NewLine);

m
Thread.Sleep((int)waitTImeUtilNextRetry);
retryTimes++;

Task.Run(async () => { await ConnectMqttServerAsync(); });
}
}

catch (Exception ex)
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1J 1% Topic

B TR

sb

B

4 gENFE
Invoke((new Action(() =>
{
ShowLogs("mqtt demo error: " + ex.Message + Environment.NewLine);
HN;

1R TopichNR & BERZ U broker R fiRIX FiXTopiclIiBR, X TFFEETRETopicA]
SETopickEX -

FEFrmMgttDemoZEiR it 71T R < T /A& TopicAITNRE:

List<MqttTopicFilter> listTopic = new List<MqttTopicFilter>();

var topicFilterBulderPreTopic = new MqttTopicFilterBuilder().WithTopic(topic).Build();
listTopic.Add(topicFilterBulderPreTopic);

// J1@Topic
client.SubscribeAsync(listTopic.ToArray()).Wait();

ZikfE, RpkINITETopic, EREAT=ERIWHMER:

A MQTTiREEAEL - [} b
2hAELEE [ 25EREBREE HiERes 0 ~ BiFESE

ServerMih [ cnmor tht. mybuaweicloud con| {EHID [5eb40d4040a5ab087dTd4E61 _test_LEGT46511 | BETHNA

TiETepic $oc/devicesebdodd04920:b0874744861 test 1£43746511 /sys/commands 4

B ESEE
2020-10-30 04:53:22 — try to commect to server iot—mgtts. cnmerth—4. mybuawelcloud. com

2020-10-30 04:53:22 — conmect to mqtt server success, deviceld is Sebdcd404925ab08747d4861 _test_1£d5746511

2020-10-30 04:53:25 — topic : [$oc/devices/Bebdcdd049a5ab057 4744561 _test_1£45746511 /svs/commands#] is subseribe success

e MTopic |$oc;"devi ces/Gebdedd049 a5 ab057 74561 _test 1Ed8746511 /sus/properties/report

{"services”: [{"properties™:
* arlfﬁl, “temperature”:92 670784, "humidity”: 78. 37673, “smokeConcentration”: 19, 97906}, "service_id”: “smokeletector”, "event_time
¥ oall

X}

FEFrmMgttDemoERRME TEINTF A T A <SHITNEE, FEMQTTEHESSRFHRINITIR
Topic/s, AJLATEEEEHSIREFETHS T AESERMNAMIDemoXiZig&EIDEHIT
B TR, TRENE, EMQITHEIERHPEKEIFETARERENTS.

private void MqttApplicationMessageReceived(MqttApplicationMessageReceivedEventArgs e)

{

Invoke ((new Action(() =>

ShowLogs($"received message is {Encoding.UTF8.GetString(e.ApplicationMessage.Payload)}
{Environment.NewLine}");
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string msg = "{\"result_code\": 0,\"response_name\": \"COMMAND_RESPONSE\",\"paras\": {\"result\":
\"success\"}}";

string topic = "$oc/devices/" + txtDeviceld.Text + "/sys/commands/response/request_id=" +
e.ApplicationMessage.Topic.Split('=")[1];

ShowLogs($"{"response message msg = " + msgH{Environment.NewLine}");

var appMsg = new MqttApplicationMessage();

appMsg.Payload = Encoding.UTF8.GetBytes(msg);

appMsg.Topic = topic;

appMsg.QualityOfServiceLevel = int.Parse(cbOosSelect.SelectedValue.ToString()) == 0 ?
MgqttQualityOfServiceLevel. AtMostOnce : MqgttQualityOfServiceLevel. AtLeastOnce;

appMsg.Retain = false;

// AR

client.PublishAsync(appMsg).Wait();
H);

BN~ 2 &#$5 J9SmokeDetectorControl: SILENCE, SE({E 5089455
4-23 i T R-ALWHS TR

10TDAZH | BEEE / BEiFE

<l = M)

BEER CIRETHS Tl wewT HERE el TeE i

HETHE  weTRO TR
0 nRIEFECRELTHSIE, WETUBIVEEST 0 EFeSEHTAR, RESEEBANTAESRE. SUSITSSERET. TRES O

FFSHS TR srecserssnsizss.

(=m0

value

(=2 ) EEC

S NEMING, DemoREERANT:
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W MOTTEEEAEE - 0 x
O8Tsassust [ STEABEEE  HiHes o v HiFFiE

A&%h Topic

Serverlfifl | cnmorth~d myhnaweiclond son| {GEID [ebdedd049<5ab08TdTd4061_test LET6E11 | HRETELH

ViETopic Foc/devices/Behdcdd049a5ab037d7d4561_test 1£45746511 sys/ commands 4

BE:

FrHE

2020-10-30 04:
2020-10-30 04:
2020-10-30 04: topic : [$oc/devices/Tebdodd049a5ab05Td
2020-10-30 05:12: received message iz {“paras”:{"valuetesd
2020-10-30 05:12:51 — response message msg = { result_code”: O
“suceess”

try to connect to server 1ot-mgtts. cnmorth—4. myhuawelclou

zervice_id
anze_name”:

pavload: {"result_cede”: 0, "respomze_hame”: “COMMAND_EESFONSE', “paras : {'result

conmect to mgtt server =zuecess, deviceld is Febdcdd4049aRab03747d4861 test 1£d3746511
est_Lfda746511 sys/conmands/4] 15 subscribe success

2020-10-30 05:12:51 — publizh messageld 66d7dSe7—cleb—47dl-a3e8-719cb5804448, topie:
$oc,-"devicesﬁeb4cd4049§53b08?d?d4861 testwlfgﬁ?4651lfsys,-"commanésfresgonss;’requeit_id=099£2d99—2058—4dBS-bced-alDfEZaZEZee,

d com

:“smokeletector”, ”commandwname": “SILEWCE"}
“COMMAND_BESPONSE”, “paras . {"result”:

. “success”!} is published success

e MiTopic |$oc;"devicesfr5eb4cd4049353b08?d?d4861_test_1fd8?4651lfsysfpropertiesfreport

. o T
ZEYV1Cces [{ properties |

r
&
*od1}1}

alarm”: 1, “temperature”:92. 670784, “humidity”: 78, 37673, "smokeloncentration”:19. 97806}, "service_1d": "smokelletector”, "event_time

i}

Kt TopicRigiREEMEF G LikESHEETER,
=1

FEFrmMqttDemorR LI Y EigTopic. Bt EIRINEE.
var appMsg = new MqttApplicationMessage();

appMsg.Payload = Encoding.UTF8.GetBytes(inputString);
appMsg.Topic = topic;

FANIRERNE CRIEOX

appMsg.QualityOfServiceLevel = int.Parse(cbOosSelect.SelectedValue.ToString()) == 0 ?

MgttQualityOfServiceLevel. AtMostOnce : MqgttQualityOfServiceLevel
appMsg.Retain = false;

/] EATNaRL
client.PublishAsync(appMsg).Wait();

K#aTopic/s, DemoREERINT:

AtLeastOnce;
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FRiER 4 BEMNAFE
ot MQTTESE SR - O *
O 2TAsnEE [0 E25ERAEEEE Hi%iELes 0 v ER TR

Server Mt | crmor th—4. mybmawel clond. com| WEID |5eb4cd4049eSabDB?d?d4861_t

est_LFAAT4EE11

BE:

i@ Topic $oc/devicesBebdodd049454b057d744861 test 1£45746511 /sy commands 4

wwEn

FoEE

2020-10-30 04:53:22
2020-10-30 04:53:22
2020-10-30 04:53:25% — topic @
2020-10-30 05:12:51 — received message is {“paras™: {"valuetest” 50}
2020-10-30 05:12:51 — response message msz = | result_code”: 0,
"zupoezs”

2020-10-30 05:12:51 — publish messageld 65d7d5cT—c0ef~47d1—adcE—T19chEE04445

try to conmect to server 1ot—mqtts cn—north—4 myhuawel
connect to matt server =uccess,

zerwice_
“response_nam

pavload: {"result_code”: 0, response name :  COMMAND_EESFONSE ', "paras : {"re

2020-10-30 05:19:25 — publish messageld 475939eb—245f-40d7-3966—017 dad 04 £04E,
$oc;‘rdev1ces,-"5eb4cd4049353b08?de4861 _test, 1fd8?46511,-"sysfpropert1es,-'rreport

arm”:1 temperature 212670784, "huni dity": 15. 37673, “smokeConcentration”:
ime” null}]} is publlshed zuccess

cloud. com

deviceld iz Bebdodd04925:b057d7d4861 test 145746511
[$oc,-"d.ev1cesﬁeb4cd4049&53b08?d?d4861 test lfd8?46511fsys,-"commandsf#] is subscr:lbe SUCCESE

1d “smokeletector”,
e”: "COMMAND_RESPONSE”,

, topic:

$oc;‘rdev1ces,-"5eb4cd4049353b08?de4861 _test 1fd8?46511fsysfcommandsfresgonse,-'rrequest 1d—ce9f2&9e—2053—4d86 —boed—al0fB2aPE2ee,

5 : “success” iz

=30 05:19:25 — publlsh meszage tople = $oc;"dev1ces}r5eb4c&4049353b08?d?d4861 test 1f&8T46511;"sys;"Propert1es,-'rreport

topic:
payload: {"services”
19. 97806}, "service_ il

command name”: “SILENCE"}
paras . { result”:

publizhed sueccess2020-10

[ propert1 es”

“smokelletector”, “event_t

EﬁﬁTopic|$oc;"devices,-"5eb4cd4049353b08?d?d4861_test_lfd8?4651lfsys,-"properties,-"report

- P—— —

”elerT:{l, “temperature”:12. G70754, “humidity”: 18, 37673, “smokeConcentration”: 19, 97806], ”*rvice_i 4" "smokeletector”, "event_time
T

IRE LIREMEARINEIEREFE

4-24 BFE HREIE-Demo_smokeDetector

alarm (#z: cen
alarm

tigrade)

temperature numicity
mperatur humiy

1 12.670784

(MR

WRE “REFE T
BHE—E,

(1 38R
mFRASHOBE:

SEEI LIREIE, BRARE

rlEEmN A S5,

4.3.7 Node.js Demo {SixAA

Wiz

AZLANode. js?JWJ
MR . “1Ti

%Ij]ﬁbo

ap<e

18.37673

NHEEET LiRRIEM:

e

HiRAIARSS /B!

EMQTTS/MQTTIMIEAT G, ETFEEOSTIN

19.97906

MR mtR B R RIARSS /

“E

SRR 1.0
(2025-02-26)

WRIERE © LEARITERARERAF

171


https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3014.html#section4
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3002.html

IREFIEAN

&g 41REBNF A
(MARY:
AXPERRMCIEAEGNES, (NETARRFEAIBEINE, IEHTEA, JIUSERFIREEL
B RAE=HI10T Device SDKIH{TEER
BUESR

HEETIE

SNLESEESI
gz

2.
3.

BE&%&Node js, HERLZEIESELZENode.js,

Sﬁﬁﬁﬁﬁﬂ‘aﬁﬂﬂiﬁﬁﬁi)\ﬂmo IREVEHLAIRIFE IR, BESEFARE

EEEERHNSEFmIlRE .. S RIIRENEMEEET, BSE0lE
. EReMeEIHEEEE

L% Node jsifiaNode. jsEM, EFESIERRAIRA T ( A3 Awindows 64-
bit£%, Node.jshkZAsv12.18.0 (npm 6.14.4) AH1) .

Downloads

Download the Node.js source code or a pre-built installer for your platform, and start developing today.

LTS Current
Recommended For Most Users Latest Features

- ¢ 5

Windows Installer macOS Installer Source Code

Windows Installer (.msi) 32-bit 64-bit
Windows Binary (.zip) 32-bit 64-bit
macOS Installer (.pkg) 64-bit

macO$S Binary (.tar.gz) 64-bit

Linux Binaries (x64) 64-bit

Linux Binaries (ARM) ARMvT ARMv8
Source Code node-v12.18.0.tar.gz

THEHZRE, BTEXH, RERERERTE.
KENode jsEELREEMII .
Win$ + r -->8I\ cd-->E1Z&E, #AGSITED.

HiAnode -v, EIEFEERNodejshiRA, WAnpm -vERMAER, BIRFLE
[nay 8

T&iquickStart(Node.js)&6l, HAEE.
FE2 IETWInE + r ->HEA cmd-->E1FE, HAGSTEO, ZREEER, T TG
AN -

< -

npm install mqtt -g: mqttiMYXAERR;

npm install crypto-js -g: IREZHMNBZEELER;

SRR 1.0
(2025-02-26)

IRIERE © LATITERAGIRAT 172


https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0050.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0050.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0031.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0032.html
https://nodejs.org/en/download/
https://obs-pipeline.obs.cn-north-4.myhuaweicloud.com/sdkDeploy/quickStart/quickStart%28nodejs%29.zip

IREEAN

FRisE

4G EMFAL

ik

24

npm install fs -g: FIFMNEFRIES;
KEHRBENNRER, NTEFR.

B SR - m} X

KREERNENT:
e DigiCertGlobalRootCA.crt.pem: FEIEHX{E;

e MqttDemo.js: Nodejsi&f3, BEMQTT/MQTTSIEREIFS, F#HiTEMEL
&, S TE;

DemoEBRXE TIRECESH . HPhMqgttDemo.jsEEEACE Serverttbilt . 8FIDFIRE
%45, BT BsDemoly, EZEEHIE LiFMENRE.

o Serveritsiit: BN, SEFEXHEESEIREL, SSLINZEZARZServertttlit £ 5
X M ASUES S PUEC(E R ;

o IRFBIDINREER: AMBHKMELEMHREIIEMALIZIREZEOGIRE.

var TRUSTED_CA = fs.readFileSync("DigiCertGlobalRootCA.crt.pem");//SKEGIEH

[loTEEmqttxTEtll ( ERIGRSBRENTF RS )
var serverUrl = "xxx.myhuaweicloud.com"; //IBIESIREFFEFEAHEIELE

I[EREE ARSI deviceld B4R ( BRILAESEPIRESIDSEA)
var deViCeld = 'l722Cb****************u;

var secret = ",

var timestamp = dateFormat("YYYYmmddHH", new Date());

var propertiesReportson = {'services":[{'properties":
{'alarm"1,'temperature':12.670784,'humidity':18.37673,'smokeConcentration':19.97906},'service_id':'smokeDet
ector','event_time":null}]};

var responseReqlson = {'result_code": 0,'response_name": '"COMMAND_RESPONSE','paras": {'result" 'success'}};

FIFa]@igmqtt.connect(options) iEiFEAEHJoptions, HEIRFMZEERTEEHT
SSLINZ, EBNEREANMQTITSREER:

[IMQTTSR &%
var options = {
host: serverUrl,
port: 8883,
clientld: getClientld(deviceld),
username: deviceld,
password:HmacSHA256(secret, timestamp).toString(),
ca: TRUSTED_CA,
protocol: 'mqtts’,
rejectUnauthorized: false,
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IREFEAN
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4G EMFAL

SR =t

}

keepalive: 120,
reconnectPeriod: 10000,
connectTimeout: 30000

[IMQTTIEZR &R, TEINER

var option = {

}

host: serverUrl,

port: 1883,

clientld: getClientld(deviceld),

username: deviceld,

password: HmacSHA256(secret, timestamp).toString(),
keepalive: 120,

reconnectPeriod: 10000,

connectTimeout: 30000

//protocol: 'mqtts'

//rejectUnauthorized: false

/AL BRIN{E P options % £iEE

var client = mqtt.connect(options);

-

IR RERAYENFESIEAFTEMTFaEER, NMTPREIMIXSFES
BHITKEK, FREBIENREER, BREIMKIEEZMENTES .

1.

LttDemoEBIRMHEIIMQTT/MQTTSIEE S 5%, MQTT{EMA1883i%, MQTTS
FFI8883im M ( FEMBIRERNVFEEESMAVED, ATFESMENIENES
GRENER ) , FHRMTMgttE R imEILERRYFEmgtt.connect(options) .

var client = mqtt.connect(options);

client.on('connect’, function () {
log("connect to mqtt server success, deviceld is " + deviceld);
//ATiETopic
subScribeTopic();
[IEFHEE
publishMessage();
)

/G T RIRL
client.on('message’, function (topic, message) {
log('received message is ' + message.toString());

var jsonMsg = responseReq;
client.publish(getResponseTopic(topic.toString().split("=")[1]), jsonMsg);
log('responsed message is ' + jsonMsg);

)
#ZFINode.js DemoiFIEB R, BB IERESHERNER, WTE:
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wEAE  wET HEEF  HESE  HEEeEEmE

¥ e a0 BHEE O 8D © FEREE 6 ) R O 1

BEaiEFE, REREENEL

4-26 RBIIR-IRBELX

« 0 =W

s ¥ e s o BEEeE © &0 RS O FiEE e o a4

E: MRERAY, EEERERAPELMBREE, AIBEMMT:

client.on('reconnect’, () => {
log("reconnect is starting");
/[BEtEEE
var lowBound = Number(defaultBackoff)*Number(0.8);
var highBound = Number(defaultBackoff)*Number(1.2);
var randomBackOff = parselnt(Math.random()*(highBound-lowBound+1),10);
var backOffWithlitter = (Math.pow(2.0, retryTimes)) * (randomBackOff + lowBound);

var waitTimeUtilNextRetry = (minBackoff + backOffWithlitter) > maxBackoff ? maxBackoff :
(minBackoff + backOffWithlitter);

client.options.reconnectPeriod = waitTImeUtilNextRetry;
log("next retry time: " + waitTImeUtilNextRetry);

retryTimes++;

b))
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FRigE

1T RE TopicHg & A getiibroker R X F1Z TopicUiER, XTEEME
TopicAI&& TopicENX . IttDemoiffHsubScribeTopicFixiH{T1T 5 Topic, 1Tk
IEEFFEamSTA:
/TR A S topic
function subScribeTopic() {
client.subscribe(getCmdRequestTopic(), function (err) {
if (err) {
log("subscribe error:" + err);
}else {
log("topic : " + getCmdRequestTopic() + " is subscribed success");

)
}
AfTopicRigiREEaRFE LIRBCHREMEER, FANREEME EREN
MiS, EERINGE, EApublishMessagersiZiH TR LR :
/| LiRjson#HUE, iET&EserviceldE5ProfiledRAYE X ITRL
function publishMessage() {

var jsonMsg = propertiesReport;

log("publish message topic is " + getReportTopic());

log("publish message is " + jsonMsg);

client.publish(getReportTopic(), jsonMsg);

log("publish message successful");

}
LiREMRjson:

var propertiesReportJson = {'services':[{'properties'":
{'alarm":1,'temperature':12.670784,'humidity':18.37673,'smokeConcentration':19.97906},'service_id":'smo
keDetector','event_time':null}]};

BT ERE@UNT:

B HSIR7% - node MqttDemo,js — O X

scribed suc

Bt EHRATN, FEFREmAT:

SRR 1.0
(2025-02-26)

IRIERE © LATITERAGIRAT 176


https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3004.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3010.html

REEAN
FRiER 4 gEMFE

& 4-27 &FE _LIREE-Demo_smokeDetector

DN | REEE | BEHE

DT .
s EPl

1 12.670784 18.37673 19.97906

AR

IRAE “IREFE NERBRN LIREIE, SARE LIRAIRSS /B miR B AT
RS /BIE—E.

R T AGS
EDemo IR TIEWTFEE T AdrSHITHEE, EMQTTENESSRFFINITIRTopic/s,
HJLAEEEIEH SR F B S TR ERMNAMNDemoXHiZigFZIDHITHS T
K. TREINGE, EDemohiFWEITFEFE T ALIRENGS.
BN T &2 #:5 9smokeDetector: SILENCE, S#{EH5094< .
4-28 < T A&-SILENCE
X
TEGS
0 AsssaEllTES, BESEMRARTEESHE, ENS\aSSEREn, TESE O
= gD smokeDetector: SILENCE W
value 50
L TARMKING, DemolkZEIRYEERS0, LETEREERUNT:
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e 0-18: ABRIBEEM, GARFEH.
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o 22: HRFARBTEHER,

o 23: WATIRIFFR.

o 24: HIRFHRLER.

o 25-127: TEBHEM, EREM.

e

WORD

NI RREIEE X & —1F PR
CRC1612001H, HHERISIERIGEFER
BN0, HERHEEERSEIRIE
?Eﬁo
AR

CRC16&5%: CRC16/CCITT X16+X12+x5+1

HIEKKE

WORD

HIEXAIRE

HIEX

BYTE[n]

JTKE, BARSMNESEN, IS
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MNZHEEN -

Himaen

BYTE

WORD

DWORD

e | H | R

BYTE[n]

iﬁ&&&

3
b
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4
R

STRING

EMRERSTS

MIREBRIERIEG TR
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o IRASEEAN: 01,
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o ERIAFRREIEAN: FFFE,
o [RASEZEN: 01,
o HERD: LA RERARAEE, EEEHEBER LB RAEEN920, Eik+

N4,

e IIGFS: CRC161TERISEAH0000EK
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+75HEIA: 0016,
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FFFEO11402F7001656312E3000000000000000000000000001F400010000,

IRFIREIRNEER
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- WRASEEAR: 01,
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HEABIEEE
. BUTEMERe
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WEAEEKER
IRIEPCPIEESMMNEN TLAEE ,, RBOVEMES LIRARER, SNEHEFR
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o ERIRFRREIEAN: FFFE,
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FFA&IER 4R EMTFF &

[ ] ;é:%ﬁg: Ei%ﬁ?ﬁgil‘ﬁ%\ﬁg_ﬁ, yg180

o UGFY: CRC161+ERIFEAHE0000&

o HIEXKE: RIEHIEXHN=ERIVHIEXAEEHMIERIKENM7FET, #inh+
SIS 0011,

o HEX: R, LALIRAREINAG, FERBA00, HalhkEAS: HESHKE
AIRAS, SYBMFEE TEIERERA—E, BIv1.0, i+ \dEl)e:
56312E30000000000000000000000000,

FE kR AN EK

£ER1S BYTE OXO0FHZR%R%IN o

OX01ig&FEAF,
OX04EEEFE
OXO05FIRZTBAE o
OX0ORFEAE -
OXOAZEF KRB LMY ,
OX7FRERRE .

HEhR KRS BYTE[16] REHFIIRES
REOYENFES EIRFAREREMEE: FFFE 01 18 0000 0011
0056312E30000000000000000000000000 ( CRC164%86RT ) , KRXCRC16iTEEBRIR
I8R84: C7D2, MBI EZEZAMBENF S LIRARERBRN:
FFFEO118C7D200110056312E30000000000000000000000000,

YIBR AR IENNZER

B EEWENIRE IRFAREREER, BINREHITNE, SNEEFERINIE

50T,

o FRUAFRREIEAN: FFFE,

o [RASEZESN: 01,

e HERS: 5iEKRHEER—X: 18,

o KIUGHY: CRC161+ERISEAE0000&1t .

) %ﬁzﬁrg‘: RIBEHIEXNEZERENBHZEIBERENNED, B+
9. 0001,

o HIEX: AMEREIH, MIR[EI00, ARIESAEFES). ARBILLUREI004MERINA
BlHITIREE
FE HifEkERy AN Ek
ped==h) BYTE OXO00ZMIBREIN

OX8OFAFAERATFE

YIBX A @IS SN EEES: FFFE 01 18 0000 0001 00 ( CRC16#E6RT) , &

CRC16ITEERIRILEEA: AFAT, NEBIERICIEEEXMESREIINEBEN:

FFFE0118AFA1000100 ,
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CRC16 ELECHBEES
HFIAVARICRC1 65 E4£41:

public class CRC16 {

/-k

* CCITTAREECRCT6(1021)REZF CRC16-CCITT ISO HDLC, ITU X.25, x16+x12+x5+1 SRz
* BRI EMR S Gm=0x11021 EFESRIEMSING, Gm=0x8408 AfIRAZMTESE

*/

private static int[] crc16_ccitt_table = { 0x0000, 0x1021, 0x2042, 0x3063, 0x4084, 0x50a5, 0x60c6, 0x70e7,

/**

*

0x8108, 0x9129, Oxal14a, 0xb16b, 0xc18c, Oxd1ad, Oxe1ce, Oxf1ef, 0x1231, 0x0210, 0x3273, 0x2252,
0x52b5, 0x4294, 0x72f7, 0x62d6, 0x9339, 0x8318, 0xb37b, Oxa35a, 0xd3bd, 0xc39c, 0xf3ff, Oxe3de,
0x2462, 0x3443, 0x0420, 0x1401, 0x64e6, 0x74c7, 0x44a4, 0x5485, 0xa56a, 0xb54b, 0x8528, 0x9509,
Oxe5ee, 0xf5cf, Oxc5ac, 0xd58d, 0x3653, 0x2672, 0x1611, 0x0630, 0x76d7, 0x66f6, 0x5695, 0x46b4,
0xb75b, Oxa77a, 0x9719, 0x8738, 0xf7df, Oxe7fe, 0xd79d, Oxc7bc, 0x48c4, 0x58e5, 0x6886, 0x78a7,
0x0840, 0x1861, 0x2802, 0x3823, 0xc9cc, 0xd9ed, 0xe98e, 0xf9af, 0x8948, 0x9969, 0xa90a, 0xb92b,
0x5af5, 0x4ad4, 0x7ab7, 0x6a96, 0x1a71, 0x0a50, 0x3a33, 0x2a12, Oxdbfd, Oxcbdc, Oxfbbf, Oxeb9e,
0x9b79, 0x8b58, 0xbb3b, Oxab1a, 0x6ca6, 0x7c87, Ox4ce4, 0x5cc5, 0x2c22, 0x3c03, 0x0c60, 0x1c41,
Oxedae, 0xfd8f, Oxcdec, Oxddcd, Oxad2a, 0xbd0b, 0x8d68, 0x9d49, 0x7e97, 0x6eb6, 0x5ed5, 0x4ef4,
0x3e13, 0x2e32, 0x1e51, 0x0e70, 0xffof, Oxefbe, Oxdfdd, Oxcffc, Oxbf1b, Oxaf3a, 0x9f59, 0x8f78,
0x9188, 0x81a9, Oxb1ca, Oxaleb, 0xd10c, 0xc12d, Oxf14e, Oxe16f, 0x1080, 0x00a1, 0x30c2, 0x20e3,
0x5004, 0x4025, 0x7046, 0x6067, 0x83b9, 0x9398, 0xa3fb, 0xb3da, 0xc33d, 0xd31c, Oxe37f, 0xf35e,
0x02b1, 0x1290, 0x22f3, 0x32d2, 0x4235, 0x5214, 0x6277, 0x7256, Oxb5ea, 0xa5cb, 0x95a8, 0x8589,
0xf56e, Oxe54f, 0xd52c, 0xc50d, 0x34e2, 0x24c3, 0x14a0, 0x0481, 0x7466, 0x6447, 0x5424, 0x4405,
0xa7db, Oxb7fa, 0x8799, 0x97b8, Oxe75f, 0xf77e, 0xc71d, 0xd73c, 0x26d3, 0x36f2, 0x0691, 0x16b0,
0x6657, 0x7676, 0x4615, 0x5634, 0xd94c, 0xc96d, 0xf90e, Oxe92f, 0x99c8, 0x89e9, 0xb98a, 0xa9ab,
0x5844, 0x4865, 0x7806, 0x6827, 0x18c0, 0x08e1, 0x3882, 0x28a3, 0xcb7d, Oxdb5c, Oxeb3f, Oxfb1e,
0x8bf9, 0x9bd8, Oxabbb, Oxbb9a, 0x4a75, 0x5a54, 0x6a37, 0x7a16, 0x0af1, 0x1ad0, 0x2ab3, 0x3a92,
0xfd2e, OxedOf, Oxdd6¢, Oxcd4d, Oxbdaa, Oxad8b, 0x9de8, 0x8dc9, 0x7c26, 0x6c07, 0x5¢c64, 0x4c45,
0x3ca2, 0x2c83, 0x1ce0, 0x0cc1, Oxef1f, Oxff3e, Oxcf5d, Oxdf7c, Oxaf9b, Oxbfba, 0x8fd9, Ox9ff8,
0x6e17, 0x7e36, 0x4e55, 0x5e74, 0x2e93, 0x3eb2, 0x0ed1, 0x1ef0 };

* @param reg_init

*

CRCIZIEHI¥IE

* @param message

*

BIa{E

* @return

*/

private static int do_crc(int reg_init, byte[] message) {

}

*k

int crc_reg = reg_init;
for (inti = 0; i < message.length; i++) {

crc_reg = (crc_reg >> 8) A crc16_ccitt_table[(crc_reg A message[i]) & Oxff];

return crc_reg;

* FRIESUE A A CRCIREGED

* @param message

*

*

byte#iE

* @return int IRRLGHS

*/

public static int do_crc(byte[] message) {

}
}

// THECRCIEGATHI{E M 0X0000FF 15
int crc_reg = 0x0000;
return do_crc(crc_reg, message);

HFCHICRCT6EEHE47 :

*k

* CCITTAREECRCT6(1021)REZF CRC16-CCITT ISO HDLC, ITU X.25, x16+x12+x5+1 SRz
* SIS EMR S Gm=0x11021 EUFESRIERMSING, Gm=0x8408 AfIRAZFMTES

SRR 1.0
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*/

const unsigned short crc16_table[256] = {
0x0000, 0x1021, 0x2042, 0x3063, 0x4084, 0x50a5, 0x60c6, 0x70e7,
0x8108, 0x9129, Oxa14a, 0xb16b, 0xc18c, Oxd1ad, Oxe1ce, Oxf1ef,
0x1231, 0x0210, 0x3273, 0x2252, 0x52b5, 0x4294, 0x72f7, 0x62d6,
0x9339, 0x8318, 0xb37b, 0xa35a, 0xd3bd, 0xc39c, 0xf3ff, Oxe3de,
0x2462, 0x3443, 0x0420, 0x1401, 0x64e6, 0x74c7, 0x44a4, 0x5485,
Oxa56a, 0xb54b, 0x8528, 0x9509, Oxe5ee, 0xf5cf, Oxc5ac, 0xd58d,
0x3653, 0x2672, 0x1611, 0x0630, 0x76d7, 0x66f6, 0x5695, 0x46b4,
0xb75b, 0xa77a, 0x9719, 0x8738, 0xf7df, Oxe7fe, 0xd79d, Oxc7bc,
0x48c4, 0x58e5, 0x6886, 0x78a7, 0x0840, 0x1861, 0x2802, 0x3823,
0xc9cc, 0xd9ed, 0xe98e, 0xf9af, 0x8948, 0x9969, 0xa90a, 0xb92b,
0x5af5, 0x4ad4, 0x7ab7, 0x6a96, 0x1a71, 0x0a50, 0x3a33, 0x2a12,
0xdbfd, Oxcbdc, Oxfbbf, Oxeb9e, 0x9b79, 0x8b58, 0xbb3b, Oxab1a,
0x6cab, 0x7c87, Ox4dce4d, 0x5cc5, 0x2c22, 0x3c03, 0x0c60, 0x1c41,
Oxedae, 0xfd8f, Oxcdec, Oxddcd, Oxad2a, Oxbd0b, 0x8d68, 0x9d49,
0x7e97, 0x6eb6, 0x5ed5, Ox4efd, 0x3e13, 0x2e32, 0x1e51, 0x0e70,
0xffof, Oxefbe, Oxdfdd, Oxcffc, Oxbf1b, Oxaf3a, 0x9f59, 0x8f78,
0x9188, 0x81a9, Oxb1ca, Oxaleb, 0xd10c, Oxc12d, 0xf14e, Oxe16f,
0x1080, 0x00a1, 0x30c2, 0x20e3, 0x5004, 0x4025, 0x7046, 0x6067,
0x83b9, 0x9398, 0xa3fb, 0xb3da, 0xc33d, 0xd31c, Oxe37f, 0xf35e,
0x02b1, 0x1290, 0x22f3, 0x32d2, 0x4235, 0x5214, 0x6277, 0x7256,
Oxb5ea, 0xa5cb, 0x95a8, 0x8589, 0xf56e, 0xe54f, 0xd52c, 0xc50d,
0x34e2, 0x24c3, 0x14a0, 0x0481, 0x7466, 0x6447, 0x5424, 0x4405,
Oxa7db, Oxb7fa, 0x8799, 0x97b8, 0xe75f, 0xf77e, 0xc71d, Oxd73c,
0x26d3, 0x36f2, 0x0691, 0x16b0, 0x6657, 0x7676, 0x4615, 0x5634,
0xd94c, 0xc96d, 0xf90e, 0xe92f, 0x99c8, 0x89e9, 0xb98a, 0xa9ab,
0x5844, 0x4865, 0x7806, 0x6827, 0x18c0, 0x08e1, 0x3882, 0x28a3,
0xcb7d, Oxdb5c, Oxeb3f, 0xfb1e, 0x8bf9, 0x9bd8, Oxabbb, Oxbb9a,
0x4a75, 0x5a54, 0x6a37, 0x7a16, 0x0af1, 0x1ad0, 0x2ab3, 0x3a92,
0xfd2e, OxedOf, Oxdd6¢c, Oxcd4d, Oxbdaa, Oxad8b, 0x9de8, 0x8dc9,
0x7c26, 0x6c07, 0x5c64, 0x4c45, 0x3ca2, 0x2c83, 0x1ce0, 0x0cc1,
Oxef1f, 0xff3e, Oxcf5d, Oxdf7c, Oxaf9b, Oxbfba, 0x8fd9, 0x9ff8,
0x6e17, 0x7e36, 0x4e55, 0x5e74, 0x2e93, 0x3eb2, 0x0ed1, 0x1ef0

I

int do_crc(int reg_init, byte* data, int length)
{

int cnt;

int crc_reg = reg_init;

for (cnt = 0; cnt < length; cnt++)

{

crc_reg = (crc_reg >> 8) A crc16_table[(crc_reg A *(data++)) & OxFF];

}

return crc_reg;

}

int main(int argc, char **argv)
{
//FFFE011300000000 8 byte#¢AZ&~:
byte message[8] = {OxFF,0xFE,0x01,0x13,0x00,0x00,0x00,0x00};
[ HHECRCIRIGATHHEMOX0000FF 44
int a = do_crc(0x0000, message, 8);
printf("a ==> %x\n", a);

}

4.4.2 PCP MR
EEFHRIYN (PCPHNY ) #IE T REMNFAZEARIBENBTSER .
AMXEREMOTEE (LITER “F&7 ) ZENNAEFRIMNY (&R “PCP
Y ), AFLIISENIIFR.

AL
1. PCPHMWIEITERBE, KEAILLZLWM2M/CoAP/MQTTEEEMIERR L.
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2. HFPCPIMHERBFEAREMNROS, HERNMKBTEEMNY, ATHMES
SHEX%, PCPHMYEELAOXFFFE{ERFCIA=TS . EILLERIZEHNZEERN
BN FETARE=0XFFFE, BEZMTSEMRPCPERIRS

3. AMYEERA—E—FEN, EEKEREHSE—THAER

FRE FREE HERTER
FIatR WORD eiatriR, EIE/IOXFFFE,

RS BYTE EIAIREE; EIOARRMYRAS,
SRR,

EHERS BYTE FRRMIEEE S S5iIRE ZEEKER
RH, WEBERBRIBINEKREENR
@, HEBINEN:
[ ] 0‘18: Tﬁ%i%l%\ﬁg, gﬂe{iﬁﬁo
o 19: EENRFTIRA,
o 20: TEFTMRARGEER
o 21: IBXRTHALE.
o 22: HFIRARETHLER,
o 23: HITEEHE.
o 24: HIRAIRGZER,
o 25-127: FREBEREME, GXRFEMH,
RIGHS WORD MEERREEIEXMNRE— 1 FTH
CRC16/LE(EH, 1T ERIEERIEB=FER
ER0, TEZHEIEERERIRIGTS
FE.
ikl

CRC16&%: CRC16/CCITT x16+x12+x5+1
HIEXKE WORD HIEXAKE,

HIEX BYTE[n] JEKE, BFRSMESEN, IS
ETENMEISMESTNANERER
MNZHEREN -

#mEeen ik
BYTE THFE—

i3

e | be | e
£

i3

S
WORD RS "FT
DWORD TRFSUFT
BYTE[n] NFTRI7 3 HIEL
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STRING FrIE
(e

KIDIR ML FREHWORDFIDWORD,

ERERAHEE

BXKHE:

BmE: FE->IRE

FER HiRER AR ER

TEIEX

IvH=ISK

A ®&->FE

FER HimER AN ER

LS BYTE “0X00” LMEREIN

HEIRAS BYTE[16] LERAS, BHASCIZR
HpE, VAR, B
“ OXOO ”» o

(RERL

o ERQE: PARBRASHNSSSERENR, UREE, TAERAR
o SEQID: MBS, FahFHRES.
R ABEENHR
I=RNICIE

BE: EFa->IRE

FB Rty RhR R EK
BRIRAS BYTE[16] BRINRAS, HASCIFRHF
Ry, MEAER, Bk
«“ OXOO ” .
FERES FRN WORD BN ERIAN
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FiigiE 4R EMTFFE

FER HiRER AN ER
HEEDHFEE WORD FRED FE2H
HRERIEES WORD ExEF: 0000

NZEHR:

Bl ®E->FE
FER HimER AR EK
£ BYTE “OX00” FIFFHER

“OX01” iZEFERF
“0X02” EEREZE
“0X03” ELREFITRA
“OX04” BEERE
“0X05” RIRZTEARE
“0X09” RERE
“OX7F” NERHE

AR
o IEELE: MRREFARFAR, FEPIEARES.
o FELE: MRMWAER, MERKEIERARBIER, FEPIEARES.

BXREEEER
BRER:
Bl RE->FEE

FE HiEaes R ER

BRIMRARS BYTE[16] BHRAS, HASCIZERF
HpE, (UEAERT, Bib
“OXOO” o

DREFS WORD KBRS R
=, NOFFEHE, SRAY
DE B RNRIUE
N3 AR/ EEREE
K15, REILURGFESR
KRS B, TXREEMN
FRERIS R FHIRIER, X
BB R ERERIRER .
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MEGER

BaE: EFe->RE

FB HEEE HEIAN K

ped=sh) BYTE OXO004MEERIA
OXBOFHRAES A FE
OX8THEERT R AR FE

TREFS WORD ZRRENSRFS.

S REE BYTE[n] FRIRE, nJIEhRAY
TRAMN. NRERBA
790, MARFEIFER.

HEARE THIREHE

BREHE:
Bm: gE->FE
FE HiiRER AR R E sk
TEHIRE BYTE OXO0 FELRLIN o
OXO5FIRZTBAE -
OX06 NEERT o
OXO7H R BIRIGEM .
OX08H KB RBIARTTHF,
IH=ISK
BE: EE5->188%
FER HiRER AN ER
pr==kan) BYTE OXO0O0ALIERKIN
OX8OFHFAESAETE
PITHEER
BKHER:
BE: FE>IEE
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TEIEX
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BmaE: RE->FEG

FER HiEER AR ER

ped=2h) BYTE OX00&L IR YIS o
OX0 g & ERAT,
OXO04EBERE o
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OX0ONEARE -

HRAERERER
BKER:

B BE->FE

FER HiRER AR ER

pr==ba) BYTE OXOOFHER %I o
OX01ig&EERAF,
OX04EEERE,
OXO5FIRZTBAE o
OX0ORTEFEARE -
OXOAZEFRE LM ,
OX7FAERZRE

HEIRAS BYTE[16] REURIRAS .

IvH=ISK

B Fa--igE

=224 ims R ER
ped=shis) BYTE OXOORLEERYI o
OX8OFHRAES A FE -
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MR EEERIEE, IASEPCPIMER.

AR
MIREHIER: FRIRFFRIESERIRIAF T AR0XFFFE,

® N O UA WD

4.5 loTDA SIEBEEH

B

BRABRARDEE— AT LLEARARREN BEBEMNEBEE, LTIRERNIRFEESE
it. {RASEE. SUFHTIERRE, NS EFEBEMR TH NS HESkE
. EIMHRFEF—HIDHIVBEEN, RERAX RIS AIINERZE
O, BEEREAMHERRSE, DA IESHEREIENED . WALkETmS, T
FXRFANBXSEEMY

MR &iBid i ZopenHarmonyR £ F R deviceauthBHEMAYEE D, SLI T —4HA]
B FgSEMRRE AESINEFIEZEEZED,;, EXEM L, AT7TEZEENERR
FHIEEEAIXEMN, I0oTDAFEETLUBETREENHFH TEXEREN, STIREEANAIL.

4-29 BRI EERIZEE

IOTEFE (BHBXZM , PINGG)
L A

%\ /
YL RESXAREPINGTE
2. BN

|
|
I

|
I
i mEEREA ) (| mEREEB h

| wamsok ¥ ‘ |

| WEAPP f

|\ wsaee

\
\ < {BEmSDK

I3 mnmmgrane

\.

s wemmguane

openHarmony# AR
£33

+—— — — — —

J/

4, BEFARLTH

\.

openHarmony4fs ik e
53

J

SARRA 1.0
(2025-02-26)

WRIERE © EARITERAREIRAF

201



IREEJXZ)\

TR iR 4 BEMFE
IREHHRSEN

1. (FRBxRES,
2. HFLUSIoTEEHTMQTTHMYEES

J.I_% III:*E
4-30 BRIV SR
| | —
| l R D 1. AlEmEERiA
l | o
: ! 3. HFSEREE !
: ! 4, FHTREEIE :
: - ;
! ! 6. gaTmwmAKagEs |
I I 7. FHEERIREEES I
| s i
l l l
| 8. EREEHTE | |
l.-. PINYIEH R LR | |
l l l
) o mume | |
I PINGY I I
: 10, i&@%ﬂﬁﬁﬂ:ﬁﬁ%_} :
1. GIEIBSEHH: JLATEIoTDAIRHI S REEIBIND&IEREIE, BIiZEHASE
REEEEEEN
LIRS IREMNARMQTT/MQTTSHMGE RSN .
3. J:?E{lx%1 D BRI %R, SELIRSEER, bk K HRA. 28
IP'\‘J’ R/Sro
4. Him FREHBYIERMRPINGG: ENENE, FESEN T AITNAYELESIERR
PIN,
5. [ll‘]; HeRBENRINEREIREEYER, FERONN, SNEminSHEE
o
6. IRBFEFIIREGEHIREEER: ZREZAPEOLINTINZELER,
7. FERREBIRHFNRESEHER: HEER6AIE, FESROIFIER.,
8. {FH=Im FAPINYIIRIREL: =in NAPINIBEIEEEEHANRZIDRIP, LINE
; g%ﬂo
9. KIEZEFIRPINGG: BERIGIEEZIPREESRIZEZ/IEENIE, tJTRATFHRIFEDE
et e,
MRS 1.0 IRIERE © LATITERAGIRAT 202

(2025-02-26)



IREEAN

Fxisrm 4 1RENHR

10. IREWIAMER: RESDEAIGHESR

IREEN& LIRIZEER
1. EERREBARSH, BEAMTRETN, RETMER: EHeE.
2. EMFRER, BPIHBIMQITHNGHTREEN, LisE: MAMQTTAX
HHTHBE .
3. REMNILIETIZEN HRREES, BMEOEETN: REESLE.

BlEEIE5EFH

1. IBIREENRS, BE “SEEFE” SANRSENZHIG . ERERISEG),
BEHRELAIRAEN,

2. EEMSHESERE 2§ > A , GBIFEMMRENERIRTIE, BE “IR0
WREFE” , EREAITTEPGRE SR , BASMAIBREN, B2

=R

E o
4-31 BFA-RINEHSEFE

< m W memieR v O ETH

BHA | s v ®
)

BE ~

= Q R
| (] —
e

) FieREE b BEEm

HEHEFR

- INIRELE .

BEfE

* BepEm BB SEn

R o N -

N * BHRST fest
A v o«
IS v BHERA AN EA
AR .

0/64

PR e
EEERIEH) & (=8 )
eIERA @

3. BEEIRRIRHARTR, B ‘47 , GEFEMERNRE, BE A

=R
o

SMASRRAS 1.0 WA © EARUERABIRAE 203
(2025-02-26)


https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0028.html
https://support.huaweicloud.com/intl/zh-cn/qs-iothub/iot_05_0010.html
https://support.huaweicloud.com/intl/zh-cn/qs-iothub/iot_05_0010.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3042.html
https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
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[l 4-34 B¥H- BN LA E
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© BEMENRE, 203, 0
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miREE
— 2FER 7
O e 5
B
BEREE A0
e -
HIERE
" e
RO MRS, —ABE AR i@ aQ
BEER S RSN & BED & RS S R

Z=im AR S ZEEA%51FR M PIN 13
1. SHEDTEREESEHETIE.
P S wa

Topic: $oc/devices/{device_id}/sys/properties/set/request_id={request_id}
HUEE=:
{
"object_device_id": "{object_device_id} ",
"services": [{
"service_id": "$oh_soft_bus",
"properties": {
"bus_id1": {
"version": 1
L
"bus_id2": {
"version": 2
}
}
1
}

& 4-8 i B FRIRSLEHAT RS HIRP

FEZ Wik /aTiE | SR S¥HmR
object_devic | ATi% String SRR
e_id

. ""‘TEET ENEFIR
8|, %2 N TopichigEHF
wEEId,

FETAK, ERAEERS,
Zs#HE5Topichhdevice_id

_ﬂo
services Ak List<ServiceE | SRR
vent> EHIRSTIE
HShRAS 1.0 RN © L ARITERAGRAS 205

(2025-02-26)



IREFEAN

Fxisrm 4 1RENHR

% 4-9 ServiceEvent EEX &

FEBHZ Wik ik | SER SHA
service_id WA String SHBERE:
REFR=FE,
BESEE:
EEH: "$oh_soft bus",
properties A% String SRR
FHSHUSONR,

= 4-10 properties 28513

FEHZ WAk /TTiE | 5B SR

bus_id WAk String SRR
MELLID,

version Wik Object SHERE:

RS, HEHAEFRAT, version
IRA+1, ¥URARAD0, &Eeixbt
EHEMIBR, versionhRAJ9-1,

2 BEMINRRREN FARE ARSI,
RN N AS R
Topic: $oc/devices/{device_id}/sys/properties/set/response/request_id={request_id}
HEIE:
{

"result_code": 0,
"result_desc": "success"

}

& 4-11 IS

FEB2 ﬁiﬁ/ﬁf ESid) SR

result ¢ | OJi% Integer SRR

ode HOMNITER, 0FTHY, HitERE
W o ANEERAIASIBID

result_ d | OJi% String SRR

esc BREENX, Ik,

IREEIRBRMINELEEE
RiE LA, RENAIUES ZEOENRRRSEEIRES .
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IREFEAN

FARIER 4 8B MF L
REF RSN EER
REIRBUR SRS 2 APIRA:
Topic: $oc/devices/{device_id}/sys/events/up
HiEg:
{
"object_device_id": "{object_device_id}",
"services": [{
"service_id": "$oh_soft_bus",
"event_type": "soft_bus_config_request",
"event_time": "20151212T121212Z",
"event_id": "40cc9ab1-3xxxxxxx-c18941c99eb4",
"paras": {
"bus_id":"04ed32xxxxxxxx3c01a27c2babc"
}
b
}
F 412 REBFREEFFRSDELEESE
FEHZ Wik mniE | SRR SR
object_devic | AJik String SRR
e_id o MHISE LB, FIREHT
LTIRBIESZSH,
object_device_id g TopicHHiR e
BFREId, BUIEBEREK
¥
o EHIEIRTF LIRAT,
object_device_id&E5TopicHfy
device_id—%.
o ENTNENINZSE STopicHh
B9device_id—%.
services ok List<ServiceE | S¥EE:
vent> EHIRSTIE.
& 4-13 ServiceEvent EX.E
FRHE WHE[ETiE | 3R SR
service_id WA String SRR
ABEFE,
YEEHE:
EEHN: "$oh_soft_bus",
event_type | Wik String SHREE:
REFR=FE,
BESEE:
EEA:
"soft_bus_config_request",
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PAYSEi=IEd] 4B ML
FEHZ Wk /liE | KB SHA
event_time | BJi%k String SRR

B{4ATE) ., UTCATIE, #&=X:
yyyyMMdd'T'HHmmss'Z',

R FIREUEAHIZSHES IR
iEiREY, WEE ERATELIES

AT

event_id A%k String SRR
HHERI, E—RRIXRES
Ko MRAETZSH, 1Z5HH
MEXME S BENERL, RIS
HF. FE. PRIZEMII36{L
BENF .

paras WAIZE Object SHBR:
EHSHISONITR,

R 4-14 paras 2%
FRE WK [ANE | 3B SHiA
bus_id aJik String SRR

MB2ZID, HAET, REZRE
WRAIFIBRDEER

2 FAEERHRSLES.

HifIEERG:
Topic: $oc/devices/{device_id}/sys/events/down
HUESNA:
{
"object_device_id": "{object_device_id}",
"services": [{

"service_id": "$oh_soft_bus",
"event_type": "soft_bus_config_response",

"event_id": "40cc9ab1-3579-488c-95c6-c18941c99eb4",
"paras": {
"bus_infos": [{
"bus_id": "04ed32dc1b0025b52fe3c01a27c2babc",
"version": 2,

"bus_key": "Y9BZ8fvnY9BZ8fvn1111",
"devices_info": [{
"device_id": "device_id1",
"device_ip™: "127.0.0.1"
1o
"device_id": "device_id2",
"device_ip™: "127.0.0.2"

hif
"device_count": 2
1
"bus_count™: 1
}
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]
}
SiRFER:
{

"object_device_id": "{object_device_id}",
"services": [{
"service_id": "$oh_soft_bus",
"event_type": "soft_bus_config_response",

"event_id": "40cc9ab1-3579-488c-95c6-c18941c99eb4",
"paras": {
"bus_infos": [1,
"bus_count": 0,
"error_info":{
"error_code": "IOTDA.003002",

}
}
H
}

+& 4-15 FEIREIRHREELEESHRE

FEE WHk/OTiE | 2B SR
object_devic | BJi% String KRR
e-id o FATRN, BANXFE
7, 1ZSH I TopichgFaIF
®Eld,
o EETKA, EHNEERS,
Z& ¥4 5Topichidevice_id
—H
services ok List<ServiceE | S¥URRE:
vent> EHIRSTIE,
2= 4-16 ServiceEvent EX.E
FERZ WHE/ETIE | 2B SR
service_id WAisE String SRR
AFEFE.
BEEE:
EEA: "$oh_soft_bus",
event_type | Wik String SRR
ERFE,
BYESEE:
ElEH:
"soft_bus_config_response",
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F&tEE 48 BMF L

FEHZ Wk /liE | KB SHA

event_time | BJi%k String SERRR:
E(4AFE, UTCATE, #&=:
yyyyMMdd'T'THHmMmss'Z'

event_id Ak String KRR
EHEKRId, E—IRROXREHE
Ko MRNEFZSE, ZSHA
MEXNEEB6hEER, RN
H=x. FH. PRILBRAY36M
BENFFTER o

paras Wik Object SHRER:
HHSHUSONTR.,

& 4-17 paras 2#5I%

FEHZ Wik/alik | 38 SR

bus_infos W% Object SRR
MEER(SEISONTIZE,

bus_count | Wik Integer SRR
RBE(SEISONTIERNE

error_info Ak Object SHRREE:
BIR{EEISONTIZER , HEFKW
B R RIZZFER o

2% 4-18 bus_infos &#%13&

FEHZ Wk /liE | KB SHA

bus_id WAIZE String SHRREE:
MEL&ID, &AET, RENZIRE
I REIREEER,

version Wik String SRR
WRAS . HEFEEFATS, version
WRA+1, ¥UERRAT90, &%t
LRIEMIBR, versionkRASA-1,

bus_name Wik String SRR
MBEBTR,

bus_key WAIZE String SHBER:
=88,
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FEREZ WHE/ETIE | 2B SHR
devices_info | W4i% Object SRR
BHRAIZR(SEISONTIZE,
device_coun | #4i%k Integer SRR
t BHATIRE M
BESEE:
0-100,

2 4-19 devices_info 2¥51%

FERHZ wik/nlik | 3R SR

device_id WA String SRR
®id,

device_ip v String KRR
12 =5 |P

2= 4-20 error_info £¥51I1%

FERE Wk mliE | 3B B4
error_code | W41k String SRR
e
error_msg | Wik String SHBER:
ER IR o
%% SDK {s5FRikiAE

EIBZRSDKA, BEERE%& M demo, iB5RENUTELE: OpenHarmony-sdk-c,
fEBRsrc/softBus_demod, BIRE&Edemo, BEAERAIdemo, FEZOU
T:

% 4-21 SDK &0

FEREZR A
|IOTA_ReportDevicel | HIRIZHER, BIFRSFIPRR. BHREASE,
nfo
IOTA_SetEventCallb | BEESHH NAEIREE
ack
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https://gitee.com/openharmony-sig/iot_device_sdk_c
https://gitee.com/openharmony-sig/iot_device_sdk_c/blob/master/src/softBus_demo/soft_bus_test.c

IREFEAN

&g 4R EMFF&
FEREIZTR it
|OTA_PropertiesSetR | NI SEE N RIS EEIE
esponse
IOTA_GetLatestSoftB | IR B IKENGRIIR &R
usinfo
getSoftBusTotal KRB SRS EEBTEEE. 2
IOTA_GetLatestSoftBusInfoiz{T /5 &R CI{EMEITERIESH
AEIE.
SDK &4 1B

EBRZREsH, AEESRD&TinEEEEE ), FRNTLIERERBXMAIEE
O, B ARSDKIREEEZRERRE, FRZEEHBRK. SDKEHEESERATIR
ZMISDKELEER, EELMELTED: src/dconncaseone_interface.c, 7EI85%K
Zh, BoHhRES&AME, nFERMNAIEORSEISDKY, USCIREE&INEE. B
KRBIEI: RS BEEGHERIES .
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https://gitee.com/openharmony-sig/iot_device_sdk_c/blob/master/src/dconncaseone_interface.c
https://gitee.com/openharmony/communication_dsoftbus
https://gitee.com/openharmony-sig/knowledge/tree/master/demo/hihope_rk3568_dconnectcaseone#%E7%8E%AF%E5%A2%83%E5%87%86%E5%A4%87
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5.1 APl (FFHiES

A TN BNTFRER . IEANABNUALNER, YEXMTESE N AT T AP
( Application Programming Interface ) . f&ATLAEREFFAAIAPI, HRIEREEpEHIEX R F2
BrIhEE, WFREE. KEEE. JHBE. REHS. MNBESENEE.

N FBMIEEBITIAMARSS L, $KEtoken, FMALEOISEFN “FKEUAMARF
Token” [0,
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BIFAMAPI (RI&EAPI

JAVA DEMO)

NRAFESIR

N

iREltoken

IAMBESS

EERlaEENAE it

BETR/TRER

e/ iREEE

TEHS/EEER

1

AT RHENBIFREE . BAFANE, MEXNESFRT MANAP . NAEETE
FRIEXFERIAPI, SCMEEEAN . IREEE ., HIERE. S TRFUSH=R.

"RES

R

&

N FMIFFA API Java

Demo

YIEE & 9 R FAIRSS 28
R TR BMAPI, g5
A ERIRIGIEAPIFFAL
BIBESH, KIRNSSThAE,
B SERIE
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://developer.obs.cn-north-4.myhuaweicloud.com/manage/north/Java/ApiDemo/javaApiDemo2.zip

IREFEAN

FAigr 5 M EBMIFA
BEEZ ik T
N ABMIFFA Java SDK Java SDKigfttlavasi%id | Java SDK
AR AMAPISEESE
S. [FRERLISE
Java SDK{#EFRISR .
N FMIFFA .Net SDK Net SDKiZ{t.Net5i%E | .Net SDK
BN EBEMAPISESE
S. ERERYLIS
# Net SDK{&EFSE
N FMIFFA Python SDK | Python SDKiZ{tPythonJs | Python SDK
ERAANBANAPISES
BE. FRERaLsE
Python SDK{HH{SEI .
N EMIFFA Go SDK Go SDKiZtGos LA | Go SDK
MABMAPISESEE.
FEREREAIIEEGo
SDK{# SRS -
M AMIFA Node.js SDK | Node.js SDKiZ{ttNode.js | Node.js SDK
Bi%ERMNBMAPISEE
BBE. FRERaLZ
ZNode.js SDK{ERE
ﬁo
N FAMFF A4 PHP SDK PHP SDKi2{HPHPF;%IE | PHP SDK
B AMAPISESE
S. FRERALISE
PHP SDK{sEFI$SES .
ZONE
API4H NAFSE
FmEE FEiEREN T m T RSEREETUFHE, FmEEN
N RSS2 RN E SN & = e B AR EETRINEE .
REEE REEEAN ARSI FZOIREEIEIRE, SIEIREE
A EBIMRBEIEAVRE.
IREEHE REHENNARS S EHEESEEEBEEANIEE,
REWS RENFMERPEN TYBENFEESTIRE NG, 1RE0m
239Fﬁ%ﬂ&%%%%%ﬁil‘cﬂiﬁ%??iﬁ%ﬁ’ﬂmﬁ'é, SCHING R B AR HIR
REEY RENFEERPEN TYBENFEESTERE NANEME, REE
AN ARSI IR B A EHEAITIEE
AMQPPA%I | AMQPBASIEIRE AZFEIEE. MIBR. BEEBYI. AMQPRAGATEITAR
= NITREEZAMQPE FiniZWEE B IR .
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://github.com/huaweicloud/huaweicloud-sdk-java-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-java-v3/releases
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://github.com/huaweicloud/huaweicloud-sdk-net-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-net-v3/releases
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://github.com/huaweicloud/huaweicloud-sdk-python-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-python-v3/releases
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://github.com/huaweicloud/huaweicloud-sdk-go-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-go-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-go-v3/releases
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://github.com/huaweicloud/huaweicloud-sdk-nodejs-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-nodejs-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-nodejs-v3/releases
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://github.com/huaweicloud/huaweicloud-sdk-php-v3/blob/master/README_CN.md
https://github.com/huaweicloud/huaweicloud-sdk-php-v3/releases
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0080.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0048.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0058.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0038.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0034.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0103.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0103.html
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RER

RETF— T ATEENMLRIRSIIRTERING, REX

FHANBIRS RN E R FRUREEIEIRE .

o BMREBHRB—NRERF, HIRSBIDE—IRR,

o RELFNFREFRIANREHN LIREEFIR IR ERITHAZ
#zo

o TCIWRBELHRLZ, HMULIBEZE FERIMREREIIN
=

th o

iREHEE

R EREEIEAN RS SIRENSBENSIRRIEING, SER
BHEEEIMRBRIREBARE.

IR e

HETATURFRRITHE, HEEENNARSSFIEMHIIRER
IR ERAREIAREEINGE -
SRNNIRE TR

BFTEE
L

RE=AEEANARSHEHNRFET NSRS, SERR
FEpEmE .

HEMES

HEES AN AIRSFIEHIELIEINEE, MEAEMFEESHIR

FHITHERRE.

o HuiRMHLER. BIFAER, WECIR/MIR/BEgE, HEK
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o SHIRAFR—IEEBRRTHRAMESRAN0, BINEE
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RECAIER
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IRBCAIEBEIE N AIRS SR REZ ECAILEBHTIREEIED
BE, SIEXMNRECAIERHIT LE. WiE. EaFRF. YEMFES
SIFHERIEBHITIREZNAIL,
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EE
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0111.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0111.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_01306.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0082.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_01201.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0079.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0053.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0009.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_6011.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_6011.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0028.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0099.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0099.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/CreateOtaPackage.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/CreateOtaPackage.html
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5.2 {5 Postman &1

R
Postman2MNW AR Si#EERARNTE, BEEREESEW . BIELERIENS
t, TLSMERFRAIXEIIHTTPIESK, #la0: GET, PUT. POST, DELETES, Zi5FH
FIEKHTTPIERFHISHFHREINGREE
RRES THRED, BIREEBAMAPISEE R, B(1ELS1F 7 Postmaniy
collection, #ECollectioniZRNEREMIRE LT IABEREER,
ARIZHELAPostmanaffl, BN RS ZELAHTTPSHMUEANMIEEME S, ML TAPI
#=0O:
o “SREUAMARToken” [
o “‘ENHIAMARFALAAENIMBESIE” O
o “OIEFTER” QO
o ‘ENAFTR” EO
o HIERE” EO
o “ENEIRHR" EO
BB
o  THFHZIEPostman, HEXRLER, BSERIEKPostmani#iTEEE,
e TFHCollection,
o CEEEEIEHAERMRIERIHEERIDEEINTT A
ZAREHAEIE Postman
£ ZEEPostman,
1. ifigPostmanERM, TEiFZ2ZEWindows 6413 Postmanm&ithRAs o
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/BroadcastMessage.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/AddTunnel.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/AddTunnel.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/CreateRoutingBacklogPolicy.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/CreateRoutingBacklogPolicy.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/CreateRoutingFlowControlPolicy.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/CreateRoutingFlowControlPolicy.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0001.html
https://developer.obs.cn-north-4.myhuaweicloud.com/manage/tool/PostmanCollection/Collection_environment_of_postman_V5.zip
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://dl.pstmn.io/download/latest/win64
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Choose your platform:

i &
=0 A
HE O
Postman for Mac Postman for Windows Postman for Linux

Download x64 Download x64 Download

(MEEY::
ZAEPostman{kifi.NET Framework 4.54814%
- WNETEHWindows 32{ZPostmanz#ThRAs, iFlaltbat T .
2. EEmPFE. APAMELEMPostman,

FE2 S APostmanifiET s,

1. BFAEHE t Eltx, FTFF “MANAGE ENVIRONMENTS” &0,

No Environment v © #

2. B “lmport” , fEBERRES, B EEXHEHT , &
IoTDA.postman_environment.json3 {4 ( F&Collectionfi#/£[F5XEY )

MANAGE ENVIRONMENTS

rn more about environments

Globals Import Add

3. BEEAH “1oTDA” ;}iE,

STERA 10 IR © R ERABIRAT 218
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MANAGE ENVIRONMENTS

1oTDA A Share [l ¥ oo

Globals Import “
4. BETRELUTSH,

MANAGE ENVIRONMENTS

Environment Name

loTDA
VARIABLE CURRENT VALUE o e Persist A Reset A
IAMEndpoint iam.cn-north-4. myhuaweicloud.com
I0TDAEndpoint iotda.cn-north-4.myhuaweicloud.com
IAMUserName

IAMPassward s

IAMDoaminld

region crn-north-4

¥-Auth-Token
project_id

product_id

Al @

device_id

ﬂ' Use variables to reuse values in different places. Werk with the current value of a variable to prevent

o
o
m

sharing sensitive values with your team. Learn mor

Cance
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&

SHZ

SRR

IAMEndpoint

IAMZRiEH S, SEIAMBXFILIEET 5548,

loTDAENndpoint

MM EERIFT R, SEL]2.5,

IAMUserName

IAMARF&, 2EZHAEIEBREL

IAMPassword

BRENTHEE

IAMDoaminld

=S8, SEREIBAE.

region

BIREENRSOXE,

5. 10TDAEndpoint&%,
HANEE

TERZATEE N SRS I E’J?z)\ﬂﬂﬂt

5-1 E'% IREENGER

<0

g
&

6. IREIEXR, if

FEIMETE=RINIS AR “1oTDA” .

$I¥3 BEA AN “Import”

B3 “Choose Files”

SN “NABMAPEERA ( V5hR

Z ) .postman_collection.json” ,

|&, EERAMSH= ‘2087 , BF “LHENMER-BENER , RIE

SRR 1.0
(2025-02-26)
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Drop files here

SAINE, BT

New -

Q Filter

History Collections APIs

=+ New Collection

- L AP (VShRE )

& requests

* B TokenEE e
posT  FEEVIAMPA FToken

v - RS
GET  EIAMA PEILLIRIRE S

v W gD
osT  BIRRER

GET T

DEL  HEFF=mm

v . 4iLEEE
oSt ERER
GET S

DEL R inE

R
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A “3KEX IAM FHF Token” ##[

RIS SEOR, NARSSEEEEA “RENAMBFToken” #O0%E
N, ERARINEBIZ SO ARSZREIENSHEX-Subject-Token,

R ARSZHREEME—NHTTPIEK, BERRFIANT:

POST https://iam.cn-north-4.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
]I
"password": {
"user": {
"name": "username",
"pasSword": "**3\'*****”'
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project™: {
"name": " xxxxxxxx'"
}
}
}
}

SEAPINH, ENZRENIAMARToken#z [,
S B “HFENAMBEPToken” #O/BHTTPA L. URLFIHeaders,

HEIAMA F'Token X 4 eee

» FXIMIAMH 1 Token
POST v https://{{IAMEndpoint}}/v3/auth/tokens

Headers (1) [ ] [ ]

v Headers (1)

KEY VALUE

Content-Type application/json;charset=utf-8

B2 FE “FREUAMAIRFToken” $#[AYBody.

STERA 10 IR © R ERABIRAT 222
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FEIAM /P Token X 4 oo

» FRIUAM F1Token

POST

none

1v{

v https://{{IAMEndpoint}}/v3/auth/tokens

(M Body @

form-data x-www-form-urlencoded ® raw binary

"auth":{

"identity":{
"methods":["password"],
"password":{

"user":{
"name":"{{IAMUserName}}",
"password":"{{IAMPassword}}",
"domain":{

"name": " {{IAMDoaminId}}"

¥
}J
"scope":{
"project":{
"name": "{{region}}"
¥

H$|3 BE “Send” , ATFHEEREBHIMMEERE .

Headers (16)

KEY

Date

Content-Type

Content-Length

Connection

X-IAM-Trace-Id

Cache-Control

Pragma

Expires

X-Subject-Token

X-Request-ld

Server

Strict-Transport-Security

VALUE
Wed, 04 Mar 2020 01:00:53 GMT
application/json; charset=UTF-8
18468

keep-alive

BETA

GraphQL JSON ¥

Status: 201 Created Time: 473ms ~ Size: 27.77KB  Save Response v

token_cn-north-4_null_5e627fb3ddfc776374456e059¢3666a8

no-cache, no-store, must-revalidate
no-cache

Thu, 01 Jan 1970 00:00:00 GMT

MIIbZAY)KoZIhveNAQcCollbVTCCG1ECAQEXDTALBglghkgBZQMEAgEwghI2BgkghkiGOw0OBBwWGggh...

c93c1b0311803c589f61b89ef900b48d

api-gateway

X-Frame-Options SAMEORIGIN
X-Content-Type-Options nosniff
X-Download-Options noopen

X-XSS-Protection

1; mode=block;

max-age=31536000; includeSubdomains;

FB4 155IRE S HAIAIX-Subject-TokenEFE] “loTDA” IF1BHY “X-Auth-Token” &

b, METHRRECERONER. SEd<HENTE, SEEHERENUR
Do

SRR 1.0
(2025-02-26)
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MANAGE ENVIRONMENTS

Environment Name
loTDA
VARIABLE LURKEN | VALUE W == | PErsISTA RESET A
IAMEndpaint iarn.cn-north-4.myhuaweicloud.com
= IOTDAEndpaint iotda.cn-north-4.myhuaweicloud.com X wee
IAMUserMName FEEEER
IAMPassword FEAEEEE
1AMDoaminld FEAEEEE
region cn-norch-4
X-Auth-Token MIlXsgY]KoZlhveNAQcColXozCCFS8CAQEXDTALEE];
project_id 06f54d66be 80266 EX00COONCO0M
product_id 5ea8df2bX00CCOCOG0000K
device_id 5eaBdf2b&772b7 0 00000000O00CORN0000NN
ﬂ' Use variables to reuse values in different places. Work with the current value of a variable to prevent -
sharing sensitive values with your team. Learn more about variable values
Cancel Update

XEBEHIEEZEpostmanthEENEF T “X-Auth-Token” %, (FANLEFEIE
1Eo

» RAMH P Token

POST v https://{{IAMEndpoint}}/v3/auth/tokens
(9) L] Tests ®
1 //3REUm Sk X -Subject -Token
2 var token = pm.response.headers.get("X-Subject-Token");
3 //¥5tokeni & FIX-Auth-Token# 54 &, 1F N5 4515 3K Bk
4 pm.environment.set("X-Auth-Token", token);

.

AN ‘=g IAM AFALUAIERNIESIR" #O

BB EEWSSEOR, NARSHFEEM “‘EfAMAFRTLLIAENIE
FIR” EOREAFIMEBID, BT EEhaEMESWSSE,

N ARSSREEME—MHTTPIER, BRREWT:

SASRRAS 1.0 AR © AR BRABIRAS 224
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GET https://iam.cn-north-4.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: *****¥+x

SEAPIXH, ENERIAMARTLIGENIESIZEEO.
£ BB ‘“ERIAMBRILUAEMNIESZER” E#OMHTTPISIA. URLFIHeaders,

> B HIIAMH ;' nf BA s [l 050 H 4113

GET v https://{{IAMEndpoint}}/v3/auth/projects

Headers (9) ®

v Headers (2)

KEY VALUE
Content-Type application/json
X-Auth-Token {{X-Auth-Token}}

£B]2 BE “Send” , A FAEEREBMBAEERE .

Body (15) Status: 200 OK

Pretty BETA JSON v =

1€

2 "projects": [

3 {

4 "domain_id": "ba2lfbl2cfc440569954a2ac9a99323a",

5 "is_domain": false,

6 "parent_id": "ba21fbl2cfc440569954a2ac9a99323a",

7 "name": "ap-southeast-1",

8 "description": "",

9 "links": {

10 "self": "https://iam.myhuaweicloud.com/v3/projects/072a8dcbc980100d2feec0146f237196"
1 b

12 "id": "@72a8dcbc98eleed2foeco146237196",

13 "enabled": true

14 }

15 {

16 "domain_id": "ba21fbl2cfc44@569954a2ac9a99323a",

17 "is_domain": false,

18 "parent_id": "ba21fbl2cfc440569954a2ac9a99323a",

19 "name": "MOS",

20 "description": ""

21 "links": {

22 "self": "https://iam.myhuaweicloud.com/v3/projects/b6c7508ff62e4beb9lceelclced9ecd9”
23 b

24 "id": "b6c7508ff62ed4beb9lceelclced9ecd9”,

25 “enabled": true

26 b

$B3 iR[ClbodyFEE—  projectsFk, BEIH+ “name” SHIES “1oTDA” FKiEH
“region” 2¥(BEERINEE, BHE “id” SHEFHE “1oTDA” HiEH
“project_id” 2%, LMEFERABHEECEONER.
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Body H (15) R Status: 200 OK
Pretty evie - BETA JSON ¥ =
95 %
96 "id": "@72a8dcbde8026542f00c014ee62ff50",
97 "enabled": true
98 b
99 {
100 "domain_id": "ba21fbl2cfc440569954a2ac9a99323a",
101 "is_domain": false,
102
103
104
105
106 "self": "https://iam.myhuaweicloud.com/v3/projects/06f54d66be8026682f21c014815a69ba"
107 Y,
108 ‘"id": "06f54d66be8026682f21c014815a69ba",
109 "enabled": true
110 }s
111 {
112 "domain_id": "ba21lfbl2cfc440569954a2ac9a99323a",
113 "is_domain": false,
114 "parent_id": "ba21fbl2cfc440569954a2ac9a99323a",
115 "name": "ap-southeast-3",
116 "description": "",
117 "links": {
118 "self": "https://iam.myhuaweicloud.com/v3/projects/072a8dcbcdee26502fblcel4ead6fc7a”
119 }s
120 "id": "@72a8dcbcdee26502fblcoldeadefc7a”,
121 "enabled": true
122 T,

MANAGE ENVIRONMENTS

Environment Name

loTDA

VARIABLE CURRENT VALUE W -

IAMEndpaint iam.cn-north-4. myhuaweicloud.com
|OTDAEndpoint iotda.cn-north-4.myhuaweicloud.com
|AMUserName FEREEAS

|AMPassword FEREEAS

|AMDoaminld FEREEAE

region cn-north-4

X-Auth-Token MIXsg¥]KoZlhveNAQcColXozCCFS8CAQEXDTALEEI;
project_id 06f54d66be802668XXNCO0NK

product_id 5eaddf2bX0O000CO0OCHN

device_id 5eaBdf2b6772b7 U7X00O0OOOCOOOON0COONN

0 Use variables to reuse values in different places. Work with the current value of a variable to prevent

sharing sensitive values with your team. Learn more about v

Cancel Update

XEBHAIE R EpostmanHEHIEF T “project_id” 2%, (ERINTEFNIRE.
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» B IAM AL AT R R 0 S

GET v https://{{IAMEndpoint}}/v3/auth/projects

(9) Tests @

1 har region = pm.environment.get("region");
2 var jsonData = pm.response.json();

3 var projects = jsonData.projects;

4« for (i = @; i < projects.length; i++) {

5w if (projects[i].name == region) {
6 pm.environment.set("project_id", projects[i].id);
7 }
8 }
R

AN “elErTm” O

EIRBEANDEMEERE, NARSEFERAEOCE m, FRELEMRENE
BERXECE m.

N FEIRS FRFBEE—NER, BRTHINT:

POST https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/products
Content-Type: application/json
X-Auth-Token; ***+x

{
"name" : "Thermometer",
"device_type" : "Thermometer",
"protocol_type" : "MQTT",
"data_format" : "binary",
"manufacturer_name" : "ABC",
"industry" : "smartCity",
"description" : "this is a thermometer produced by Huawei",
"service_capabilities" : [ {
"service_type" : "temperature",
"service_id" : "temperature",
"description" : "temperature",
"properties" : [ {
"unit" : "centigrade",
"min" : "1",
"method" : "R",
"max" : "100",
"data_type" : "decimal",
"description" : "force",
"step" : 0.1,
"enum_Llist" : [ "string" ],
"required" : true,
"property_name" : "temperature",
"max_length" : 100
I P
"commands" : [ {
"command_name" : "reboot",
"responses" : [ {
"response_name" : "ACK",

"paras" : [ {
"unit" : "km/h",
"min® : "1"

"max" : "100",
"para_name" : "force",
"data_type" : "string",

STERA 10 IR © R ERABIRAT 227
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"description" : "force",
"step" : 0.1,

"enum_list" : [ "string" ],
"required" : false,
"max_length" : 100

H
A

"paras" : [ {

"unit" : "km/h",

"min" : "1 ||,

max" : "100",

"para_name" : "force",

"data_type"

"step" : 0.1,

"enum_list" :

: "string",
"description"

: "force",

[ "string" ],

"required" : false,
"max_length" : 100

}]
11

"option" : "Mandatory"

11

"app_id" : "jeQDJQZItU8iKgFFoWO060F5SGZka"
}

SEAPINE, ENAIENT & EIE~miEO .

i EUTEEG, RETEOENARIANSE.

$E1

> G
POST v

Params

v Headers (2)
KEY
Content-Type

X-Auth-Token

S BE ‘S~ m”

SASRRAS 1.0

Authorization

BeE “elEr m” EORHTTPA L. URLFIHeaders.,

https://{{IOTDAEndpoint}}/v5/iot/{{project_id}}/products

Headers (10) Body @

EMOAYBODY,

Pre-request Script

Tests @

VALUE

application/json

{{X-Auth-Token}}

Settings

(2025-02-26)
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> ol
POST v https://{{lOTDAEndpoint}}/v5/iot/{{project_id}}/products
Params Authorization Headers (2) Body @ Pre-request Script
none form-data x-www-form-urlencoded ® raw binary
1-{
2 "name": "Thermometer",
3 "device_type": "Thermometer",
4 "protocol_type": "MQTT",
5 "data_format": "binary",
6 "manufacturer_name": "ABC",
7 "industry": "smartCity",
8 "description": "this is a thermometer produced by Huawei",
9~ "service_capabilities": [
10~ {
11 "service_type": "temperature",
12 "service_id": "temperature”,
13 "description": "temperature",
14 - "properties™: [
15~ {
16 "unit": "centigrade",
17 "min": "1",
18 "method™: "R",
19 "max": "lee",
20 "data_type": "decimal",
21

"description”: "force",

H$|3 BE “Send” , ATFHEEFREBHMMEERE .

+R4

Body Cookies Headers (6) Test Results

Pretty

0NV WN R

Raw Preview Visualize JSON ¥ 5

"app_id": "PAutVGQZoEVlICncftiaSMFeeUlEa",
"app_name": "DefaultApp_hwstaff_yee465615_iot",
"product_id": "Sea8df2b6772b707c6d8d35f",
"name": "Thermometers",

"device_type": "Thermometer",

"protocol_type": "MQTT",

"data_format": "binary",

"manufacturer_name": "ABC",

"industry": "smartCity",

"description": "this is a thermometer produced by Huawei",
"service_capabilities": [

Tests @ Settings

GraphQL  JSON

Status: 201 Created

FREARY “product_id” EFiE] “loTDA” IRIZHRY “product_id” 28+, BFE
SZHEEOER.

SRR 1.0
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MANAGE ENVIRONMENTS

Environment Name

loTDA
VAHRIABLE CURHENIT VALUE O - FEersist A Meser A
IAMEndpaint iam.cn-north-4.myhuaweicloud.com
IOTDAEndpoint iotda.cn-north-4.myhuaweicloud.com
IAMUserName FEREEEEE
|AMPassword FREEEEE
|AMDoaminld FEEEEAE
region cr-north-4
= H-Auth-Token MIXsgYlKoZlhvcNAQoCollXozCCFSBCAQEXDTAX,. s
project_id 06f54d66beB02668X 000000
product_id S5ea8df2bXO0O00C0O00000HXN
device_id 5ea8df2b6772b7 07 XCO0CGO0NCNNOCOO00EONN
n Use variables to reuse values in different places. Work with the current value of a variable to prevent ~
sharing sensitive values with your team. Learn more about variable values
Cance Update
. - - « e 4 ZLaye == ~hisa
iE: fEpostmanBaEH T “product_id” 2%, (ERANEEFEE.
> B b
POST v https://{{IOTDAEndpoint}}/v5/iot/{{project_id}}/products
Params Authorization Headers (10) Body @ Pre-request Script Tests ® Settings

1 var jsonData = pm.response.json();
2 var product_id = jsonData.product_id;

3 pm.environment.set("product_id", product_id);

R

AN “EErem” &0

MRS RNRFTETRZRIBIENSRIFR, JLOERLEO.
N AR FRFBEE—NER, BRFHIT:

GET https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/products/{product_id}
Content-Type: application/json
X-Auth-Token: **#**#x

ETRSEAPING, BUMEMESE D miED,

SRR 1.0
(2025-02-26)
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T EUTEES, RENWEOIRNBZINSH.

1 BE ‘T8 m” EORIHTTPAE. URLFIHeaders,

> B

GET v https://{{lIOTDAEndpoint}}/v5/iot/{{project_id}}/products/{{product_id}}

Params Authorization Headers (9) Body Pre-request Script Tests Settings

v Headers (2)

KEY VALUE
Content-Type application/json
X-Auth-Token {{X-Auth-Token}}

H$H|2 BE “Send” , ATFHEEFREEHMMEERE .

Body Cookies Headers (6) Test Results Status: 200 OK
Pretty Raw Preview Visualize JSON v 5
1
2 "app_id": "PAutVGQZoEVICncftiaSMFeeUlEa",
3 "app_name": "DefaultApp_hwstaff_y@e465615_iot",
4 "product_id": "Sea8df2b6772b707c6d8d35f",
5 "name": "Thermometers",
6 "device_type": "Thermometer",
7 "protocol_type": "MQTT",
8 "data_format": "binary",
9 "manufacturer_name": "ABC",
10 "industry": "smartCity",
11 "description": "this is a thermometer produced by Huawei",
12 "service_capabilities": [
13 {
14 "service_id": "temperature",
15 "service_type": "temperature",
16 "properties": [
17 {
18 "property_name": "temperature",
19 "required": true,
20 "data_type": "decimal",
21 "enum_list": [
22 "string"
23 1L
24 "min": "1",
25 "max": "1ee",
26 "max_length": 1ee,
27 "step": 0.1,
28 "unit": "centigrade",
29 "method": "R",
30 "description": "force",
31 "default_value": null
32 }
33 i

e

AN “elEieE” &0

EREFEANMEMESH, NARSEFERALEOENEMESEIZIRE. £iR
BERNENESHEHREE—IRR, STHRIRERIENIAE,

NARSEEEME—HTTPER, BRREWT:

POST https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/devices
Content-Type: application/json

SRR 1.0
(2025-02-26)
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X-Auth-Token: ********

{
"node_id" : "ABC123456789",
"device_name" : "dianadevice",
"product_id" : "b640f4c203b7910fc3cbd446ed437cbd",
"auth_info" : {
"auth_type" : "SECRET",
"secure_access" : true,
"fingerprint" ; Mk
"SeCret" : "********",
"timeout" : 300
}

}
SEAPIHY, ENYEENMEESEIERSEED,
i EUTEEHG, REWEGAENRRINSE.
B BE “‘CIEKRE” BORHTTPAE. URLFIHeaders,

)
description" : "watermeter device"

P EN B
POST v https://{{IOTDAEndpoint}}/v5/iot/{{project_id}}/devices
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings

v Headers (2)

KEY VALUE
Content-Type application/json
X-Auth-Token {{X-Auth-Token}}

STE2 BE “tIEESE” EOMBody,

> TEM B

POST v https://{{|OTDAEndpoint}}/v5/iot/{{project_id}}/devices
Params Authorization Headers (10) Body @ Pre-request Script Tests ® Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ¥
1v{
2 "node_id": "ABC123456789",
3 "device_name": "testdevice",
4 "product_id": "{{product_id}}",
5iw "auth_info": {
6 "auth_type": "SECRET",
7, "secure_access": true,
8 "fingerprint": s
9 "secret": ' s
10 "timeout": 300
1 1
12 "description": "watermeter device"
13}

H$|3 BE “Send” , ATFHEEREEHMMEERE .

STERA 10 IR © R ERABIRAT 232
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Body (7)
Pretty BETA JSON v =
1 q
2 "app_id": " ",
3 "device_id": " ot v
4 "node_id": "ABC123456789",
5 "gateway_id": " 4
6 "device_name": "dianadevice",
7 "node_type": "GATEWAY",
8 "description": "watermeter device",
9 "fw_version": null,
10 "sw_version": null,
11 "auth_info": {
12 "auth_type": "SECRET",
13 "secret": " ",
14 "fingerprint": null,
15 "secure_access": true,
16 "timeout": 3e0
17 iR
18 "product_id": " ",
19 "status": "INACTIVE",
20 "create_time": " ',
21 "tags": []
22 ¥

Status: 201 Created

$R4 BFIRMEAY “device_id” FEHE “1oTDA” IMEHAY “device_id” S¥H, BTFEE

HezOFER.

MANAGE ENVIRONMENTS

Environment Name

loTDA

VARIABLE
IAMEndpaint

|OTDAEndpoint

X-Auth-Token

CURHENT VALUE W - FErsist A Hes

iamn.cn-north-4.myhuaweicloud.com

iotda.cn-north-4.myhuaweicloud.com

|AMUserMName e
|AMPassword FhkA A
|AMDoaminld FhkA A
region cn-north-4

MIXsgY]KoZlhveNAQoColXozCCFS8CAQEXDTALEEI:

(CHEC<EN<BN<BE<BE<BE<BN<BNC<MN<

project_id 06f54d66be802668XXNCO0NK
product_id 5eaddf2bXXCONOCCOCRON0NN
device_id 5eaBdf2b6772b7 U7X00O0OOOCOOOON0COONN

n Use variables to reuse values in different places. Work with the current value of a variable to prevent

sharing sensitive values with your team. Learn mor

Cance Update

R fEpostmanh BiIEFT 7 “device_id” 22, ERINLHFFoNRE,

SRR 1.0
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> TEM R

POST v https://{{|OTDAEndpoint}}/v5/iot/{{project_id}}/devices
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings
1 l/ar jsonData = pm.response.json();
2 var device_id = jsonData.device_id;
3 pm.environment.set("device_id", device_id);
-t
SEIY [1] SEIUAZ Y
AN “EaigE” &0
NARSRFEE DTN ACIZINREIFIBR, ATLUBRLEO.
NS R B EMIE— MHTTPIEK, ERRAINT:
GET https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/{project_id}/devices/{device_id}
Content-Type: application/json
X-Auth-Token: **#x*sx
SEAPIXH, ENMEMFEEEIREEO.
i BEUTESES, RENFCIENARINSE.
£B1 BB “‘EiMgE" EOMHTTPAL. URLAHeaders,
> A B %
GET v https://{{IOTDAEndpoint}}/v5/iot/{{project_id}}/devices/{{device_id}}
Params Authorization Headers (9) Body Pre-request Script Tests Settings
v Headers (2)
KEY VALUE
Content-Type application/json
X-Auth-Token {{X-Auth-Token}}
£B;2 BFE “Send” , A FHAEEREBHMDAEERNS .
SRR 1.0 WRINERE © ARITERARBIRAE 234
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Body (14 Status: 200 OK

Pretty BETA JSON ¥ =

1 {

2 "app_id": " B

3 "device_id": " "
4 "node_id": "ABC123456789",

5 "gateway_id": " . [,
6 "device_name": "dianadevice",

7 "node_type": "GATEWAY",

8 "description": "watermeter device",

9 "fw_version": null,

10 "sw_version": null,

11 "auth_info": {

12 "auth_type": "SECRET",

13 "secret": MikEEkRN

14 "fingerprint": null,

15 "secure_access": true,

16 "timeout": ©

17 b

18 "product_id": " ',

19 "status": "INACTIVE",

20 "create_time": " ',

21 "tags": []

2}

R
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