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1.1 HEAR

1.1 HEk

1.2 BNFOFFAZE
1.3 XJiEE

CC-Gatewayi2tEFRESTXIAEAIWeb ServiceiZz[, HVSIIEEFER, 2B TRFF
BANRISEFISINEERITH A . AXAEARIZETREST ( Representational State
Transfer, TSIRTEEIR ) NISIRHAIWebIRSS . SRS ATIRIEAYIZEO, BEO8EEIFA
IRMMA RS RERANSZWSREIRGIE . RPN RS SEED . BRI EtaT
MEdHREHEEEXALE, BERSRFEIMF O SRIERBES

CC-Gateway iz MBS IR AAN R INRE:

o FRZSERIBIEITIYIE, SESEEEEAAMA
o FFEREAWSHRHEERENE, SRLIEEAERFEIESRINBN EEZLE,

1.2 AMFIFF AR

CC-Gateway R FHRRSSIn XS ARSZURAINIEAREC, SNEN-1P7R.
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1-1 CC-Gateway £E

> S
nE=asliits
FEPRE E=FIRS
s
CC-Gatewa .
CTI

1.3 MFER
1.3.1 EEESEHIREN AT

FEFESMERENVA VA R AUAEETS =

PRFREREN EE R 4 0 VR ARIE BEFE 2 N 2O HcallBackUrifIservice TokeniX B NS4
KX IHY:
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BHSEN

TN

M EEES N\ITREIATEi&EcallBackUrifdserviceTokeniXFE NS5, ISR AHEET

=

REEP—PSHHER N SHEMER, RPEESHREL .
BEEEOEAN

SRl

52 EORIASTIREBEERSEN .

SHHEET

SRR OBIED H SR
1.3.2 C4 FERBRFEEROSM T

BOSMRIST: spSENESEN, BMERNSEMIER .

ikl

E%"‘é’fﬂ’fi‘t IEREBRARRSNDR MER, FHEBRMNZERSENR

(ERFFSEMURIRY, FEGUIdBIENEES, (hEERRITEE, TEMRIR, N
IZEER, hERRNRRARE=FRS, ERNSENRN.

ffagentgateway/WEB-INF/config/basic.propertiesf & HL & :

AUTHMODE = 1

FEFERAREREOSZRNING, JLANEKRRINNRNSLHSRENEIZFRISet-GUIDAY
header, {EHIUN/G “ISESSIONID=27* +*+wxixixifs AgentGateway0” , He
27xwwisiikikfh, AgentGateway0Aguid, XN qUidiiRIX P EEEIENEE . B
ERRAEMEONEEEZquidigEER IJhttplaEitheaderEFI headerfY&ZFRw wfﬁjj
guid, CC-Gateway=MiExKATheaderd3REXquidi#ITLLER, FIMTERESIERF,
MERZRSEAR, WiREIZERERS/9100-0063000-003,

ESEN BN RS ENINBERIER . guidRTERIEHT,

fEagentgateway/WEB-INF/config/basic.properties{E X B E :
AUTHMODE = 2

ZHguideZRY, MEHREUZORIHTTPIEKAINE ML FFREXE Z FR9Set-GUIDHY
header, {EHUNJT “ISESSIONID=27* {5, AgentGateway0” , EHr
27xwwwkikinfh, AgentGateway0.Aguid, XN qUidiiRIX M EEERIEREE .

FEEL RSN basic.propertiesH & LA N INEL &
GUIDINTERVAL = 60000 //guid A
GUIDTIMEOUT = 120000 //guidiBAdAdia]

BARIER =R, HHEGUIDINTERVALAZUNFGUIDTIMEOUT ,
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1 @

1.3.3 B &EEEREN

ffagentgateway/WEB-INF/config/basic.propertiesH{E X ECE :
TIMEOUT_FLAG = ON // 275 Fta EE fE i ny

MAXTIME = 120000 //Z4+4ei 5 RS AYEBRTATIE)
EVENT_PUSH_HANDSHAKE_MAXTIME = 120000 //Z5{43Ei% 75 AT AUBRTAL A

FE BT BRI At a R B RX B REIIRSS IR, NEFSHGEH S .

\
1.3.4 BEESHHEXS 0
HEXENEIbIE R Ahttps I T0RT, EAARFIIERIALE
HEagentgateway/WEB-INF/config/basic.propertiesHECE :
eventpush.ssl.trustAll=false //2BEEREIEE, Eiljofalse, BIRIEHIAILE

eventpush.ssl.cert.file= //SHEXEREDIEE B R, ReeicERFhome B RAVEXIIZEE
eventpush.ssl.cert.type= //IEHZERY

AR

eventpush.ssL.trustAlECE Atrue, BIEERMEIES, ATRESHREZENE, HEEEBEMFERE, 88X

ERREE.

HEXELEIFERARRRET, FETagentgateway/WEB-INF/config/

basic.propertiesHCE :
EVENT_PUST_WHILTELIST_CALLBACKURI = //EIiHIEURL, ZNRAHES ;7 518

X EIFERT IR0k MR8, TEagentgateway/WEB-INF/config/basic.properties

=

EVENT_PUSH_FAIL_INTERVALTIME = 10000 //S5{43H#EIXS EIFRHTIE]
EVENT_PUSH_FAIL_TOTALTIME = 120000 //SS{4H#EXL A8

INRBHEXREY, FRAZERESBRHTHEX, FEX—EXW, KWt
B, K27 DEEMSEEE LR . NREEMI, WEXKEIEEE, XK

WEFHRITAIE.
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2 F—RNAF A

2.1 sEBIfE T
2.2 HitRSRMH
2.3 THIE
2.4 THRBI
2.5 IR[OIER

= A
2.1 SEAIE Y
VRIEEBIRE R ERENER. miEF. REREEAE .. FEEHI™NMEO,
WEZEN T :
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2-1 EEESHERIEIE T

Z2 (Login)

ISR

( forceLogin )

#FElguid e es—

ENFEERAT
( resetSkill )

ELEiEFE S
retcode==0

Ves
FHIEERG
{ getAgentEvent
)

EEEEE o) R, WRquidF

retcodiﬁ],/’ ESI H=2, MIEEAHEH
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2-2 FEFESEMHEES 0

BEFlcgin)

Y

<§%ﬁ¢
retoode==

Vs

FEguid

e i F
Iresetskill)

gtoode==100-00

B RS

BT
Iforceloging

EERL-E N

BEER et code==000-00

b

#£52ch, W15 vid
T, Mg
B

2=

a1 Du—uuﬁmy
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1. AREEZEFRZEO(ogin)HTER, NRREIZERFretcode0, MFRRERMK
If1; ANERR[EIZERHretcode100-002, MFRRLEFIEFECEER, oJLAEMA®
%jgﬁ%i%ui&ﬁﬁi (forceLogin) , EHFHIREIZERFretcodeI0, TREFRMK
I o

2. TRARERIGEHIEREZEOEIZMINEY, CC-Gateway=TEHTTPIERAING N
responsedifiJheadersHEtgiR[E]— Set-GUIDAheader, {EHIUNJ9
“JSESSIONID=279fe21d-2caa-4437-84c3-ab9e9dae20f5.AgentGateway0” ,
Hrh279fe21d-2caa-4437-84c3-ab%e9dae20f5.AgentGateway0aguid, 2CC-
GatewayXJEEfEEFZORNERIEE

3. 3kBlguidzfE, ATLABTIEAEEREET! (resetSkill ) £, BNIBEAIERAE
BAZ o

4. NE—FR, REEREEHLEAN, TRENREEE, ERREERESEG
( getAgentEvent ) #EOERTECIESRENEE S, 1ZIZORNMXBETFIREVEFRISE
%, FEITtEEEESCC-Gateway Z[ERIOBEEL;

WE ", XEEESEHEELRR, SARNIITHENRER, SHaEE
?ﬁﬁfﬂﬁﬁ\gﬁﬂﬁ)\ﬁﬂﬁhﬂf&ﬂt , REFBEROBHZEORFCC-Gateway 5 =714]
| 1Bk o

HCC-GatewayRFIEIESENET, quidenshZAEH, HEYquidFHFfE, #aEse
EFRENE i OFEE OBHE O RIHTTPIERAINE M response R dheadersHhgfig
R[El—Set-GUIDRYheader, EIHFFEREFFEHquid, FEEEMEOERF
FFRIRENEIquidi i TIgE .

2.2 RS

2252 CC-GatewaySPEFNEIH .
REHIL javalEAFRIES, LleclipsefEAFFAT R,
fEeclipsed, File -->new -->Java ProjectFfiZjaval iz,
iEjavalizfe, EFGHE, #HhiES&com.huaweiexample,
fE£com.huawei.example® FFEEMainTest.java3{4 .
B REIFHIRIEEFIEIMainTest javaS 44,

o Uk wN =

2.3 SLILIEE

W RIEO
1. &= (login)
iBERAIE: PUT
BkAJurl: https://ip:port/agentgateway/resource/onlineagent/{agentid}
BESEBN
2. @EHIEFR (forcelogin)
iBRpiE: PUT

iBERkAJurl: https://ip:port/agentgateway/resource/onlineagent/{agentid}/
forcelogin

BEEREIEN
3. IRERAIBATI (resetSkill )
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B\KFAGiE: POST

BkAJurl: https://ip:port/agentgateway/resource/onlineagent/{agentid}/
resetskill/{autoflag}?skillid={skillid}&phonelinkage={phonelinkage}
ESEEBREET

SRENEE[ESEY ( getAgentEvent )

BKGIE: GET

B3KA9url: https://ip:port/agentgateway/resource/agentevent/{agentid}
BSE RIS TUIREN B EEE S

WMElA&Zix PUT B9 HTTP 153K

iB5&EMainTest.javadfy

/**

* Send http's PUT request

* @param url the address of the request

* @param entityParams the paramters of entity

* @param headers the field is used to set the header of http request

* @return

*/

public Map<string, string> put(string url, Map<string, Object> entityParams, Map<string, string>

headers)

AMET &% POST B HTTP 53
iBE&#&MainTest.javardfy

LIS REN

/**

* Send http's POST request

* @param url the address of the request

* @param entityParams the paramters of entity

* @param headers the field is used to set the header of http request

* @return

*/

public Map<string, string> post(string url, Map<string, Object> entityParams, Map<string,

string> headers)

ANMaIA% GET B9 HTTP &3k

BZ&% MainTest.javadHY

/**

* Send http's POST request

* @param url the address of the request

* @param entityParams the paramters of entity

* @param headers the field is used to set the header of http request

* @return

*/

public Map<string, string> get(string url, Map<string, Object> entityParams, Map<string, string>

headers)

=]

52 & MainTest.javadhfy

/**

*log in

* @param workNo the work no of the agent

* @param password the password of the agent

* @param phoneNumber the phone number of the agent

SASRRZS 01 (2024-03-01) WRIERE © HERRARBIRAT 9
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* @return
*/

public Map<string, string> login(string workNo, string password, string phoneNumber)

SCHaEHIERENO
IB2%MainTest.java/dify
o

* When agent has logged in, call the interface to forcibly log in
* @param workNo the work no of the agent

* @param password the password of the agent

* @param phoneNumber the phone number of the agent

* @return

*/

public Map<string, string> forceLogin(string workNo, string password, string phoneNumber)

SCEE \FaepAFIEZ O]
B2%MainTest.javadify

/**
* After log in, reset the skills
* @param workNo the work no of the agent
* @param autoFlag Is automatically signed into the skill queue
* @param skillld the id of the skill. if has more than one skill that need to be sign, it's split by ;
* @param headers the field is used to set the header of http request
* @return
*/
public Map<string, string> resetSkill(string workNo, boolean autoFlag,
string skillld, Map<string, string> headers)

SCHSREN REFE SAHE
iE&#MainTest javadhfy
/**

* Get the agent's event

* @param workNo workNo the work no of the agent

* @param headers the field is used to set the header of http request

* @return

*/

public Map<string, string> getAgentEvent(string workNo, Map<string, string> headers)

4|

2.4 SEWRGI

(MR

iE FA AT 5% BRSEFRAY cc-gateway it HIHE TRE A -

e https://ip:port/agentgateway
Hrh, ipgCC-GatewayfRs3a8ithiit, port9CC-GatewayfRS32EHIHTTPSIROS .

e WORKNOMEEFETLS, PASSWORDNEEEZHRS, PHONENUMBERNEFEREIESHI .

o IF_TRUST ALLAREEERBIES, BUEEEHfalse/true, BAilJfalse, FHEINFHCC-
GatewayZE FimiEtruststore.jks, FHEEZEFIiRIEBZEIFTRUSTSTORE_PASSWORD,, g
BRtrueBRENXE, HEEFEA.

o truststore ksIEBFEIREIFFHIMainTest.classiER—ZEBE =R

package com.huawei.example;

import com.alibaba.fastjson.JSON;
import lombok.extern.log4j.Log4j2;
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import org.bouncycastle.crypto.BlockCipher;

import org.bouncycastle.crypto.engines.AESEngine;

import org.bouncycastle.crypto.prng.SP800SecureRandomBuilder;
import org.bouncycastle.jce.provider.BouncyCastleProvider;
import sun.security.provider.Sun;

import org.apache.commons.io.lOUtils;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.HttpStatus;

import org.apache.http.client.ClientProtocolException;

import org.apache.http.client.config.RequestConfig;

import org.apache.http.client. methods.HttpGet;

import org.apache.http.client. methods.HttpPost;

import org.apache.http.client. methods.HttpPut;

import org.apache.http.config.Registry;

import org.apache.http.config.RegistryBuilder;

import org.apache.http.conn.socket.ConnectionSocketFactory;
import org.apache.http.conn.socket.PlainConnectionSocketFactory;
import org.apache.http.conn.ssl.NoopHostnameVerifier;

import org.apache.http.conn.ssl.SSLConnectionSocketFactory;
import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;

import org.apache.http.impl.client.HttpClients;

import org.apache.http.impl.conn.PoolingHttpClientConnectionManager;

import java.io.BufferedReader;

import java.io.FileInputStream;

import java.io.|OException;

import java.io.InputStream;

import java.io.InputStreamReader;

import java.security.KeyStore;

import java.security.NoSuchAlgorithmException;
import java.security.NoSuchProviderException;
import java.security.SecureRandom;

import java.security.Security;

import java.security.cert.CRL;

import java.security.cert.CertPathBuilder;
import java.security.cert.CertStore;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.security.cert.CollectionCertStoreParameters;
import java.security.cert.PKIXBuilderParameters;
import java.security.cert.PKIXParameters;
import java.security.cert.PKIXRevocationChecker;
import java.security.cert.X509CertSelector;
import java.security.cert.X509Certificate;

import java.util.ArrayList;

import java.util.Collection;

import java.util.EnumSet;

import java.util.HashMap;

import java.util.HashSet;

import java.util.List;

import java.util.Map;

import java.util. Map.Entry;

import java.util.Set;

import java.util.concurrent.TimeUnit;

import javax.net.ssl.CertPathTrustManagerParameters;
import javax.net.ssl.SSLContext;

import javax.net.ssl.TrustManager;

import javax.net.ssl.TrustManagerFactory;

import javax.net.ssl.X509TrustManager;

public class MainTest {
private static final String AGENTGATEWAY_URL = "https://ip:port/agentgateway";

private static final String WORKNO = "100";
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private static final String PASSWORD = "xxxxxxxx";

private static final String PHONENUMBER = "88880001";

private static final boolean IF_TRUST_ALL = false;

private static final String TRUSTSTORE_PASSWORD = '#**x#,
private static final long MAX_IDLE_TIME = 2L;

private static final String HTTP = "http";

private static final String HTTPS = "https";

private static SSLConnectionSocketFactory sslsf = null;

private static PoolingHttpClientConnectionManager cm = null;
private static CloseableHttpClient httpClient = null;

private static final int HTTPCLIENT_CM_MAXCONNECTION = 200;
private static final int HTTPCLIENT_CM_MAXPERROUTECONNECTION = 20;
private static final int CONNECT_TIMEOUT = 10000;

private static final int CONNECTION_REQUEST_TIMEOUT = 10000;
private static final int SOCKET_TIMEOUT = 20000;

private static final int AES_KEY_BIT_LENGTH = 256;

private static final int ENTROPY_SOURCE_BIT_LENGTH = 384;
private static final boolean FORCE_RESEED = false;

private static final boolean PREDICTION_RESISTANT = false;

private static final FastSecureRandomUtil FAST_SECURE_RANDOM = new FastSecureRandomUJtil();

/**

* @param args

*/

public static void main(String[] args) {
MainTest test = new MainTest();

Map<String, String> resultMap = test.login(WORKNO, PASSWORD, PHONENUMBER);

if (resultMap == null) {
System.out.println("Send http request to agentgateway failed");
return;

}

String guid = resultMap.get("guid");

String agwResultString = resultMap.get("result");

HashMap<String, Object> agwResult = JSON.parseObject(agwResultString, HashMap.class);

if (agwResult == null) {
System.out.println("Parse json to map failed");
return;

}

if ("0".equals(agwResult.get("retcode"))) {
//log in successfully
System.out.println("----login ok");

} else if ("100-002".equals(agwResult.get("retcode"))) {
//Agent has logged in, but Agent can forcibly log in
System.out.println("----has login");

resultMap = test.forceLogin(WORKNO, PASSWORD, PHONENUMBER);

if (resultMap == null) {
System.out.println("Send http request to agentgateway failed");
return;
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}

guid = resultMap.get("guid");
agwResultString = resultMap.get("result");
agwResult = JSON.parseObject(agwResultString, HashMap.class);
if (agwResult == null) {
System.out.println("Parse json to map failed");
return;

}

if ("0".equals(agwResult.get("retcode"))) {
//forcibly log in successfully
System.out.println("----forceLogin ok");

}else {
System.out.println("----forceLogin failed");
return;

}

}else {
System.out.println("----login failed");
return;

}

//Need to add guid to http request for Authentication after log in
Map<String, String> headers = new HashMap<String, String>();
headers.put("guid", guid);

//After log in,when agent reset skills, agent can receive call from customer request
resultMap = test.resetSkill(WORKNO, true, "", headers);
if (resultMap == null) {
System.out.println("Send http request to agentgateway failed");
return;
}
agwResultString = resultMap.get("result");
agwResult = JSON.parseObject(agwResultString, HashMap.class);
if (agwResult == null) {
System.out.println("Parse json to map failed");
return;

}

if ("0".equals(agwResult.get("retcode"))) {
//Reset skills successfully
System.out.println("----resetSkill ok");

}else {
System.out.println("----resetSkill failed");
return;
}
/**
*After log in and reset skill successfully. We need to start a thread to get the agent's event by interval.
*/

Map<String, String> event = null;
while (true) {
event = null;
resultMap = test.getAgentEvent(WORKNO, headers);
if (resultMap == null) {
System.out.println("Send http request to agentgateway failed");
return;

}

//if agentgateway uses dynamic authentication mode, the guid will be updated by interval.
//You can get the guid from the reponse of get the agent's event request
guid = resultMap.get("guid");
if (quid !'= null && guid '="") {
headers = new HashMap<String, String>();
headers.put("guid", guid);
}

agwResultString = resultMap.get("result");
agwResult = JSON.parseObject(agwResultString, HashMap.class);
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if (agwResult == null) {
System.out.println("Parse json to map failed");
return;

}

if ("0".equals(agwResult.get("retcode"))) {
//Get the agent's event successfully
event = (Map<String, String>) agwResult.get("event");
if (event != null) {
System.out.println("----getAgentEvent ok:" + agwResultString);
}else {
try {
Thread.sleep(500);
} catch (InterruptedException e) {
System.out.println("getAgentEvent InterruptedException ");
}
}
} else if ("000-003".equals(agwResult.get("retcode")) ||
"100-006".equals(agwResult.get("retcode"))) {
//No right to visit the interface
break;
}else {
System.out.println("----getAgentEvent failed");
try {
Thread.sleep(500);
} catch (InterruptedException e) {
// TODO Auto-generated catch block
System.out.println("getAgentEvent InterruptedException ");
}
}
}
}

private static TrustManager[] trustManagers = new TrustManager[]{
new X509TrustManager() {
@Override
public void checkClientTrusted(X509Certificate[] x509Certificates, String s) throws
CertificateException {

@Override
public void checkServerTrusted (X509Certificate[] x509Certificates, String s) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedlissuers() {
return new X509Certificate[0];
}
}
Y

static {
InputStream inStream = null;
InputStream crlinputStream = null;
SSLContext context = null;
try {
context = SSLContext.getInstance("TLSv1.2");

if (IF_TRUST_ALL) {
context.init(null, trustManagers, getSecurityRandominstance());
}else {

CertificateFactory certificateFactory = CertificateFactory.getinstance("X.509");
inStream = MainTest.class.getResourceAsStream("truststore.jks");

KeyStore keyStore = KeyStore.getinstance(KeyStore.getDefaultType());
keyStore.load(inStream, TRUSTSTORE_PASSWORD.toCharArray());
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String crlFile = "";
if (!crlFile.isEmpty()) {

crlinputStream = new FilelnputStream(crlFile);
}

loadTrustCertificate(context, certificateFactory, keyStore, crlinputStream);
}

sslsf = new SSLConnectionSocketFactory(context, new String[1{"TLSv1.2"}, null,
NoopHostnameVerifier. INSTANCE);

httpClient = createHttpClient();

} catch (Exception e) {
System.out.println("init occur Exception: " + e.getMessage());

} finally {
IOUtils.closeQuietly (inStream, null);
IOUtils.closeQuietly(crlinputStream, null);

}

}

public static SecureRandom getSecurityRandomlinstance() {
try {
SecureRandom secureRandom = FAST_SECURE_RANDOM.getSecureRandom();
secureRandom.setSeed(secureRandom.generateSeed(64));
return secureRandom;
} catch (Exception e) {
System.out.println("get SecureRandom instance failed" + e);
throw e;
}
}

private static void loadTrustCertificate(SSLContext context, CertificateFactory certificateFactory,
KeyStore keyStore, InputStream crlinputStream) {
try {

Collection<CRL> crls = null;

if (null != crlinputStream) {
crls = new HashSet();
crls.add(certificateFactory.generateCRL(crlinputStream));

}

TrustManagerFactory tmf = TrustManagerFactory.getinstance("PKIX");

PKIXParameters pkixParams = new PKIXBuilderParameters(keyStore, new X509CertSelector());

if (null '=crls) {
List<CertStore> certStores = new ArrayList();
certStores.add(CertStore.getinstance("Collection", new CollectionCertStoreParameters(crls)));
CertPathBuilder certPathBuilder = CertPathBuilder.getinstance("PKIX", new Sun());
PKIXRevocationChecker revocateChecker = (PKIXRevocationChecker)

certPathBuilder.getRevocationChecker();
revocateChecker.setOptions(EnumSet.of (PKIXRevocationChecker.Option.PREFER_CRLS,
PKIXRevocationChecker.Option.NO_FALLBACK));

pkixParams.setRevocationEnabled(true);
pkixParams.setCertStores(certStores);
pkixParams.addCertPathChecker(revocateChecker);

}else {
pkixParams.setRevocationEnabled(false);

}

tmfinit(new CertPathTrustManagerParameters(pkixParams));
context.init(null, tmf.getTrustManagers(), getSecurityRandomlinstance());
} catch (Exception e) {
System.out.println("loadTrustCertificate occur exception: " + e.getMessage());
}
}

/**
* createHttpClient
*

* @return CloseableHttpClient

* @throws Exception Exception

*/

private static CloseableHttpClient createHttpClient() {
Registry<ConnectionSocketFactory> registry =
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RegistryBuilder.<ConnectionSocketFactory>create().register(
HTTP, new PlainConnectionSocketFactory()).register(HTTPS, sslsf).build();

cm = new PoolingHttpClientConnectionManager(registry);

int maxConnect;
int maxPerRouteConnect;
String maxConnectNum = "10";
String maxPreConnectNum = "100";
try {
maxConnect = Integer.parselnt(maxConnectNum);
} catch (NumberFormatException e) {
maxConnect = HTTPCLIENT_CM_MAXCONNECTION;

}

try {
maxPerRouteConnect = Integer.parselnt(maxPreConnectNum);
} catch (NumberFormatException e) {
maxPerRouteConnect = HTTPCLIENT_CM_MAXPERROUTECONNECTION;

}

cm.setMaxTotal(maxConnect);
cm.setDefaultMaxPerRoute (maxPerRouteConnect);

RequestConfig requestConfig = RequestConfig.custom()
.setConnectTimeout(CONNECT_TIMEOUT)
.setConnectionRequestTimeout(CONNECTION_REQUEST_TIMEOUT)
.setSocketTimeout(SOCKET_TIMEOUT)

.build();

httpClient = HttpClients.custom()
.setDefaultRequestConfig(requestConfig)
.evictExpiredConnections()
.evictldleConnections(MAX_IDLE_TIME, TimeUnit.SECONDS)
.disableAutomaticRetries()
.setConnectionManager(cm)
.build();

return httpClient;

}

/**

*log in

* @param workNo the work no of the agent

* @param password the password of the agent

* @param phoneNumber the phone number of the agent

* @return

*/

public Map<String, String> login(String workNo, String password, String phoneNumber) {
String loginUrl = AGENTGATEWAY_URL + "/resource/onlineagent/" + workNo;
Map<String, Object> loginParam = new HashMap<String, Object>();
loginParam.put("password", password);
loginParam.put("phonenum", phoneNumber);
return put(loginUrl, loginParam, null);

}
/**

* When agent has logged in, call the interface to forcibly log in

* @param workNo the work no of the agent

* @param password the password of the agent

* @param phoneNumber the phone number of the agent

* @return

public Map<String, String> forceLogin(String workNo, String password, String phoneNumber) {
String loginUrl = AGENTGATEWAY_URL + "/resource/onlineagent/" + workNo + "/forcelogin";
Map<String, Object> loginParam = new HashMap<String, Object>();
loginParam.put("password", password);
loginParam.put("phonenum", phoneNumber);
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return put(loginUrl, loginParam, null);

}

*k

* After log in, reset the skills

* @param workNo the work no of the agent
* @param autoFlag Is automatically signed into the skill queue
* @param skillld the id of the skill. if has more than one skill that need to be sign, it is split by ;
* @param headers the field is used to set the header of http request
* @return
*/
public Map<String, String> resetSkill(String workNo, boolean autoFlag,
String skillld, Map<String, String> headers) {
String url = AGENTGATEWAY_URL + "/resource/onlineagent/" + workNo + "/resetskill/" + autoFlag;
if (skillld != null && skillld !="") {
url = url + "?skillid=" + skillld;
}

return post(url, null, headers);

}
/**

* Get the agent's event

* @param workNo workNo the work no of the agent
* @param headers the field is used to set the header of http request
* @return

public Map<String, String> getAgentEvent(String workNo, Map<String, String> headers) {
String url = AGENTGATEWAY_URL + "/resource/agentevent/" + workNo;
return get(url, headers);

}

*k

* Send http's PUT request

* @param url the address of the request
* @param entityParams the paramters of entity
* @param headers  the field is used to set the header of http request
* @return
*/
public Map<String, String> put(String url, Map<String, Object> entityParams, Map<String, String>
headers) {
CloseableHttpClient httpClient = null;
Map<String, String> resultMap = null;

try {
httpClient = createHttpClient();

HttpPut httpPut = new HttpPut(url);

if (entityParams != null) {
String jsonString = JSON.toJSONString(entityParams);
HttpEntity entity = new StringEntity(jsonString);
httpPut.setEntity(entity);

}

if (headers != null) {
Set<Entry<String, String>> headersSet = headers.entrySet();
for (Entry<String, String> entry : headersSet) {

httpPut.setHeader(entry.getKey(), entry.getValue());

}

}

httpPut.setHeader("Content-Type", "application/json");

HttpResponse response = httpClient.execute (httpPut);

int returnCode = response.getStatusLine().getStatusCode();

if (returnCode == HttpStatus.SC_OK) {
InputStream is = response.getEntity().getContent();
BufferedReader in = new BufferedReader(new InputStreamReader (is));
StringBuffer buffer = new StringBuffer();
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String line ="";
while ((line = in.readLine()) != null) {
bufferappend(line);
}

Header[] allHeaders = response.getAllHeaders();
String guid = "";
if (allHeaders != null && allHeaders.length > 0) {
for (Header header : allHeaders) {
if (header.getName().equals("Set-GUID")) {
String setGuid = header.getValue();
if (setGuid != null) {
guid = setGuid.replace("JSESSIONID=", "");
}
break;
}
}
}
resultMap = new HashMap<String, String>();
resultMap.put("guid", guid);
resultMap.put("result", buffer.toString());
}else {
System.out.println(returnCode);
}
return resultMap;
} catch (ClientProtocolException e) {
System.out.println("HttpPut ClientProtocolException ");
} catch (IOException e) {
System.out.println("HttpPut IOException ");
} catch (Exception e) {
System.out.println("HttpPut Exception ");
} finally {
httpClient.getConnectionManager().shutdown();
}

return resultMap;

/**
* Send http's POST request

* @param url the address of the request
* @param entityParams the paramters of entity
* @param headers  the field is used to set the header of http request
* @return
public Map<String, String> post(String url, Map<String, Object> entityParams, Map<String, String>
headers) {

CloseableHttpClient httpClient = null;

Map<String, String> resultMap = null;

try {

httpClient = createHttpClient();

HttpPost httpPost = new HttpPost(url);

if (entityParams != null) {
String jsonString = JSON.toJSONString(entityParams);
HttpEntity entity = new StringEntity(jsonString);
httpPost.setEntity(entity);

}

if (headers != null) {
Set<Entry<String, String>> headersSet = headers.entrySet();
for (Entry<String, String> entry : headersSet) {
httpPost.setHeader(entry.getKey(), entry.getValue());
}
}
httpPost.setHeader("Content-Type", "application/json");
HttpResponse response = httpClient.execute (httpPost);
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int returnCode = response.getStatusLine().getStatusCode();

if (returnCode == HttpStatus.SC_OK) {
InputStream is = response.getEntity().getContent();
BufferedReader in = new BufferedReader(new InputStreamReader (is));
StringBuffer buffer = new StringBuffer();

String line ="";
while ((line = in.readLine()) != null) {
bufferappend(line);

resultMap = new HashMap<String, String>();
resultMap.put("result", buffer.toString());
}else {
System.out.println(returnCode);
}
return resultMap;
} catch (ClientProtocolException e) {
System.out.println("HttpPost ClientProtocolException");
} catch (IOException e) {
System.out.println("HttpPost IOException");
} catch (Exception e) {
System.out.println("HttpPost Exception");
} finally {
httpClient.getConnectionManager().shutdown();

return resultMap;

/**
* Send http's GET request

* @param url  the address of the request
* @param headers the field is used to set the header of http request
* @return
*/
public Map<String, String> get(String url, Map<String, String> headers) {
CloseableHttpClient httpClient = null;
Map<String, String> resultMap = null;
try {
httpClient = createHttpClient();

HttpGet httpGet = new HttpGet(url);

if (headers != null) {
Set<Entry<String, String>> headersSet = headers.entrySet();
for (Entry<String, String> entry : headersSet) {

httpGet.setHeader(entry.getKey(), entry.getValue());

}

}

httpGet.setHeader("Content-Type", "application/json");

HttpResponse response = httpClient.execute (httpGet);

int returnCode = response.getStatusLine().getStatusCode();

if (returnCode == HttpStatus.SC_OK) {
InputStream is = response.getEntity().getContent();
BufferedReader in = new BufferedReader(new InputStreamReader (is));
StringBuffer buffer = new StringBuffer();

String line ="";

while ((line = in.readLine()) != null) {
bufferappend(line);

}

Header[] allHeaders = response.getAllHeaders();
String guid = "";
if (allHeaders != null && allHeaders.length > 0) {
for (Header header : allHeaders) {
if (header.getName().equals("Set-GUID")) {
String setGuid = header.getValue();
if (setGuid != null) {
guid = setGuid.replace("JSESSIONID=", "");
}
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break;
}
}
}
resultMap = new HashMap<String, String>();
resultMap.put("guid", guid);
resultMap.put("result", buffer.toString());
}else {
System.out.println(returnCode);
}
return resultMap;
} catch (ClientProtocolException e) {
System.out.println("HttpGet ClientProtocolException");
} catch (IOException e) {
System.out.println("HttpGet IOException");
} catch (Exception e) {
System.out.println("HttpGet Exception");
} finally {
httpClient.getConnectionManager().shutdown();
}
return resultMap;
}
}

package com.huawei.example;
import lombok.extern.log4j.Log4j2;

import org.bouncycastle.crypto.BlockCipher;

import org.bouncycastle.crypto.engines.AESEngine;

import org.bouncycastle.crypto.prng.SP800SecureRandomBuilder;
import org.bouncycastle.jce.provider.BouncyCastleProvider;

import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;
import java.security.Security;

@Log4j2
public class FastSecureRandomUtil {
private static final int AES_KEY_BIT_LENGTH = 256;

private static final int ENTROPY_SOURCE_BIT_LENGTH = 384;
private static final boolean FORCE_RESEED = false;
private static final boolean PREDICTION_RESISTANT = false;

static {
if (Security.getProvider(BouncyCastleProvider.PROVIDER_NAME) == null) {
Security.addProvider(new BouncyCastleProvider());
}
}

private final SecureRandom fastRandom;

public FastSecureRandomUtil() throws Exception {
SecureRandom source = null;
try {
source = SecureRandom.getInstanceStrong();
} catch (NoSuchAlgorithmException e) {
log.error("FastSecureRandom NoSuchAlgorithmException: {}.", e.getMessage());
throw new Exception("FastSecureRandom NoSuchAlgorithmException.", e);

}
BlockCipher cipher = new AESEngine();

byte[] nonce = new byte[ENTROPY_SOURCE_BIT_LENGTH / Byte.SIZE];
source.nextBytes(nonce);
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fastRandom = new SP800SecureRandomBuilder(source,
PREDICTION_RESISTANT).setEntropyBitsRequired(
ENTROPY_SOURCE_BIT_LENGTH).buildCTR(cipher, AES_KEY_BIT_LENGTH, nonce,
FORCE_RESEED);
}

public byte[] getRandomBytes(int byteSize) {
byte[] randomBytes = new byte[byteSize];
fastRandom.nextBytes(randomBytes);
return randomBytes;

}

public SecureRandom getSecureRandom() {
return fastRandom;
}
}

2.5 1R[EI4EER
FEEREZNERT, WHERNT:

----login ok

----resetSkill ok

----getAgentEvent ok:{"message":"","retcode":"0","event":
{"content":null,"eventType":"AgentOther_InService","workNo":"291"}}
----getAgentEvent ok:{"message":"","retcode":"0","event":

{"content":null,"eventType":"AgentState_Ready","workNo":"291"}}

EREEERIERT, MEERNT:

----has login
----forceLogin ok
----resetSkill ok

----getAgentEvent ok:{"message":"","retcode":"0","event":
{"content":null,"eventType":"AgentOther_InService","workNo":"291"}}
----getAgentEvent ok:{"message":"","retcode":"0","event":

{"content":null,"eventType":"AgentState_Ready","workNo":"291"}}
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Receive "AgentOther_FhoneOffhook™[)

____QLT!

Receive "AgentEvent_Ringing™[)

alt

Bnswer
[Agent|Answer] u== i

L

|

Receive "AgentEvent_Talking™[) - !
T

e e

[Agent Mo Answer] | |
| | Receive "AgentEvent_Mo_Answer() |

| o

i o

| |

| Receive "AgentOther_FhoneRelease™) - |

| Lol

| o

| |

| Receive "AgentState_SetNotResdy_Success™() = |

| =

| T |

+ +

i

o HIHEHRM
- EFEEEANRESZ.
o SCHNIIRE
BEERBAN, EENNRE “‘SEEMNE” HfalsedHRARRERTREMNERE
MEEAFINZ, KEIBFEANSEKE, BABMNIRZHEOHFTNE
o MMEREMH
EEFEILSEE (AgentState Busy ) , RREEFEHTAAS
- AEKBEE
FEEYIIEIENIRS 4 ( AgentOther_PhoneAlerting )
- EEEREE
FEEYPIBIEN A=Y ( AgentOther_PhoneOffhook )
FEJE>REBIZEESEH ( AgentEvent_Ringing ) , RRWEIRFIFEANIEK,
XA IRSEHE ( AgentEvent_Customer_Alerting )
- EFEERENZEOR
FEfE# A Talking=5{4 ( AgentEvent_Talking ) , F@IEEIIAKI.
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CEC
FEEEERK

BEEIFENULLIE (RESTful)

3 BEANBEAA

- EERAREOER
BEfEAAMNZZEH4 ( AgentEvent_No_Answer )

3.3.2.3 EINERIFRIFIUER
o NAZ=

EEFREIFBHNER, AREAKIEEEERENER, HFEANEFIUEEH

%EEATY, AFRISTERMA.
o HURREM

- EEEBARS

- FEAWMSERILER (IERICSHEIE ) o
o LHlTIE

FEEEANERIENTFIEE

3.4 BifiEUF
3.4.1 BNy

o NFBIHR
FEfR R E R
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CEC

FEFEEE R, ——FE[EIFAULLIE (RESTful) 3 ERNAFE
B 3-4 FRIFIiRE
% CC-Gateway
User Agent
| T |
' = | |
| | «Pre-conditions | |
l {User and agent in taltinlgﬁ | l
|
| 1 |
alt : l
[Usek Release] | :
|
Phone Hangupd) | |
| |
| |
FPhone Release() - | |
[ ] |
Receive "AgentOther PhoneRelease™[)
|
|
Receive "AgentEvent_Call_Release"[) |
|
Receive "AgentEvent_Customer_Release™[) - :
g
|
Receive "AgentState Ready™) - l
=Ll
T 1 I
(AoantRelense] s L]
| — release() .
|
: Receive "AgentEvent_Call_Release™)
| L]
|
: Receive "AgentEvent_Customer_Release™()
| |
|
| Receive "AgentOther_PhoneRelease™()
: L]
: Receive "AgentState_Ready™[)
| ! .
| I
' "

o BURSMH
EEREELFEERES.
. ZTE

IESEEMIFIY
o MIREMH

3.4.2 I&¥F

3.4.2.1 RSN

FEEFEFERTIEAYEE( ( AgentEvent_Call_Release )
ZFEWIFNYEEE ( AgentEvent_Customer_Release )
FEEYIRIEN RS ( AgentOther_PhoneRelease )
RIRNEE ( AgentState_Ready )

o NAE=
EREF2FREFFASFHIFY, FFOTETAFIFERSS .

S5k 01 (2024-03-01) WRIERE © HERRARBIRAT
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CEC

BEEEE R ——FEENFNULLIE (RESTful) 3EXRNBHAHAE

o BUEHEM
EEEEEGTEIERRES.
o SCHLIIEE
AU RS
o fHASEMH
EEFEIRIFREINZE4 ( AgentEvent_Hold )

3.4.2.2 BY{FR$FEFEY

o [NAAS
PR R AURIFITY .
o HIEHKM
EEE B2 FRIFRE
o HIIE
ESERRRE
o fHRZHEM
FEfE @ig 44 ( AgentEvent_Talking )

3.4.3 #1%

o NAE=

EEFASRFBELBIES, HERBIFIIEREEMMERENIMEIELE, s
FIREREEFNINEREE

RERE ISR IFIMGAERRE, WMERF. IVR, ARSI, BN,
" ROEEERT SRR INARRIREIAE

" EERRREBASURTSTIS R INGE ;

" RRIVRESSZIFRERMGEAIEREE ;

" R NISRTSTIT R INEEFIRRNGE

HMEREE RIS IF IR, , BIERIESHS . SN BIAE=73
%, BIEREASHFBMBRCER=FEIE (BIEEEAN=58EF, B
FBEFRERRISHY ) , BIEEN=5MINE:

" INREEFEASER, WAFBSRFPCGEIZIFY;

" WNRAFBEREN, WAFCSERAZIIFIY;

" WMRARPCEREN, NAFBSERAZIIFY;

" WNREEFABZEEESAFBRINFIY, NEREBEEREOEREY, 1t
BRSSP CRIEE, EFASRAFBHITEE.
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CEC
FEEEERK

BEEIFENULLIE (RESTful)

3 EARNBFF

3

& 3-5 B EEfE—R AL Rz E

% CC-Gateway % %
AgentA User B AgentC
| T | |
: «Pre-conditions | : :
| {Agent A and user B in talking} : | |
| | I |
| | | |
| transfer) f | |

Receive "AgentState_Busy™() y
|
1 |
Receive "AgentCther_PhoneAlerting™() -
_,  Receive "AgentEvent_Customer_Alerting"[) T =11
B | [
T | |
| |
= i | Phene Fidwp()
P
[T‘I""S“’ FeE=anl] ! Recsive "AgentOther_PhoneCfhack™) |
I ] T
| ! |
| Receive "AgentEvent_Auto_Answer™) - |
! - Receive "AgentEvent_SuccTransResult™) : 0
Bl
LI'| | |
[ Receive "AgentEvent_Call_Release™() : :
Bl
LI'| | |
! _  Receive "AgentEvent_Customer_Release"() : :
-}
Ll'| | |
! _,  Receive "AgentEvent_Customer_Release"{) | :
-
LI'| Receive "AgentEvent_Customer_Alerting™[) - |
| T —'L|_|
I . Recsive "AgentOther_PhoneRelease™[) : |
-}
Lrl Receive "AgentEvent_Talking™[) - |
I P " " T Ll
| Receive "AgentState_Ready™) I L|'|
[ | |
| T | |
i ettt B Bttt B el ittt
[Tiznsfer Failed] | I |
| . Receive "AgentEvent_Connect_Fail™() | | |
e | |
U |
| Receive "AgentOther_PhoneRelease™) - |
| 1 =
| | |
| Receive "AgentState_SethotReady_Success™) = |
| T —'|_|_|
| - |
T T

o RBUIRREM
EFELLTIESBIERS.
o SLHIIE

¥

I[L=702

o fMAEMH
I IRESEM ( AgentEvent_Customer_Alerting )
BEEFEHERRNFNYSE44E ( AgentEvent_Call_Release )
= PHERTIFNYEE!4 ( AgentEvent_Customer_Release )
FEFEDIRIENIERTEE 4 ( AgentOther_PhoneRelease )
TRZEF ( AgentState_Ready )
TSR OB INEERY : BRINEEERIBANIZE ( AgentEvent_SuccTransResult )
EREXNBIEE=H5: =HBiENINEM ( AgentEvent_Conference )

3.4.4 EBKED

o NFBIHR
BEEACESAFBEIEIE, WEFEAFTZOEMERE (HIGNEREC ) ki, U
KARERKE . RERREND AT RENFI=T5KEN.

P KEN: HSKENRYEERE CRIE REEARSRENITNYSS , FIFBRINFAURRTS,

FEEASEERECHITEIE . W KRENAINE:
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CEC
FEEEERK

FEFENFNULIE (RESTFul) 3 EXRNBAFA

" IRERECEEREERE, WEFEASHFBIRKEEIE;
" UISREEFEASTRENUEIE, WA BRIMFIUHAETS A B CAb e ;

" UNEREEFEAEEENE S HEFBRINEN, NRIEEEEAS EEECHZALRINENYAY
callld, AR ISE callidiFAYiZ OB EIIFENY

- =TRED: HCKEIRIEEECA B EEEARIKEINTIUGE, EEfEA. FAFB. BEEC
=REREE. =HRERRINE:

" WNREEFEASTEREE, NAFBSERECH MM EE;
" INREERECEREREE, NWAFBSEFARAMISIEIE;
" UIRAFBSEREEIE, NEEFASEERECHZAAERIFIY;

" INREEFEARERRISHFBRIEE, NiERRMEESEEREN (=D
SR N RIS 5 /0 EE B CRY T S) BREIFNY .

3-6 WEFRENRIZE]

% CC-Gateway %

AgentA Agent C
|
|

T
|
: «Pre-conditions
|

I >0

|
|
: {Agent A and user B in talking]

innerhelp()

I |
L .
= hold() !

i

|

!

[Twolparty Inner Help] |
Receive "AgentEvent_Hold™[) :
|

1

i

L

Receive "AgentState_Busy™[)

Receive "AgentOther_PhoneAlerting™[)

|

|

|

|

) |

| |

o |

_ Receive "AgentEvent_Customer_Alerting™() i
[T |
|

Fhene Fidwup() :

Receive "AgentOther_PhoneQffhook™) _ & :

—-Lrl i

|

|

|

|

|

|

|

Receive “AgentEvent_Auto_Answer()

|
-
|
A R Receive "AgentEvent_Tsalking™()
. Receive "AgentEvent_Talking™[) "_—-Ill

LT [
LT e Lo 1
[Thl:Ee—party Inner Helg) | : :

|
| ive ™, O | |
Lt Receive "AgentEvent_Customer_Release™[) | i i
Lrl Lrl Receive "AgentState_Busy™[) | |
| =11 |
| | |
| Receive "AgentOther_PhoneAlerting™) _ | |
| = |
| Receive "AgentEvent_Customer_alerting™() |
o |
i Phone Pidup() :
| Receive "AgentOthes_PhoneOffhook™) | |
| -—TI I
| |
I Receive "AgentEvent_Auto_Answer[) | |
| -t |
i L |
: Receive "AgentEvent_Talking™[) . I :
-

| Receive "AgentEvent_Conference™() I-|-| |
o™ | |
| 1 1
I i i

o RUESH
- HEFEf5EFIETEET.
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CEC

FEFEEE A ——RE R IFAYLME (RESTFuUL) 3 EXNARA
o IR
ESEREBREN
o MAREMH
- FIKREp

®FRBEZEFIT (AgentEvent_Hold)
WSRBNEEEHRES (AgentEvent_Customer_Alerting)
1SR B EE R 0 SEIE (AgentEvent_Talking)

-  =7KEf
KB EEE RS (AgentEvent_Customer_Alerting)
BHSEZFHEIE (AgentEvent_Customer_Release)
SR BN EE S 120/ 1% (AgentEvent_Conference)

3.4.5 =5iEiA

o NAZR

REEATERIFAFBRIIFINS, SMFRFC, HESHARCGEZFE, FEEFRE
RRFBIIAZIBFCSEREARBIET, F=m8iE. =ZHEi&akIE:

- WNREEFASSEMIFM, WAFBSRAFCEZFIY;
- WISRAFBERMFN, NEFBASEFPCGEIZIFY;
- WNRARPCHEEBIFNY, NEFBASRFBEIZIFI;

- WIREFAEZECSAFBRIEN, NERRNEESEERERD (O
AR S A3 9 - CRISA3) BR[EINFY

3-7 = HBiEREE

% CC-Gateway %
User

|

1

Agent
|

c B

K

[

| o

| «Pre-conditicns «Pre-conditions

| {Agent A and user G in talking}| | [User B is held by agent A}
|

1

confjoinf)

Invite{unhaold)

Receive "AgentEvent Conference™[)

Receive "AgentEvent_Customer_Relesse™)

&

o HIRHRM
- BEEFEHRIFAEN,
-  EEEE4TFTEERS.
o IIEEE
BEE=HEE
o fRARSEH
FEE=@iE=E4 ( AgentEvent_Conference )
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CEC

JEFEEER—FEENFNYLME (RESTfuL) 3 EANARA
BMSEZFHEIE(AgentEvent_Customer_Release)
3.4.6 555

3.4.6.1 FHIARFE
o NFBIHR
EREEEREILEFIFRERFNES, BEETLREIBFES.
o RBURHEM
EREFE— I SEFETEIERIFM,
AZFFAERFIY. =5@iE. =75 KREIATRHE
o LHIIFE
BEEHE
o MRREMH
7

3.4.6.2 Z1LEFE
o NAHR
R ERE RPN RS
o HUESFMH
EREFE— TSEFEHENEIE.
o SLHLIIE
EESEEHERE
o MIREMH
7

3.5 SCAYfEG
3.5.1 i

o NEIHR
FERAZNG, IWANEEEFBSEFCRIEEREIAT, HITERERRE, A2k
BEF. EENRERER—SBPHN=T581E,
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CEC
FEJEEERK

FEFENFNULTE (RESTFul) 3EXRNBAA

E 3-8 IAREZE

% CC-Gatewsay % %

Cuality Agent A Agent B User C
| | |

T

: «Pre-conditicna

| {Agent B and user C in talking}
|

addinsert]) - | :

| |

| |

| |

Receive "AgentStateBusy™[) | |

o | |
| |

| |

Receive "AgentOther_PhoneAlerting™[) | |

[T ! |
| | |

F Phane Pidup() : : :
| | |

| | |

| Receive "AgentOther_PhonelOffhook™) | : :
I'|'| | |

I | I [

o BIEHRMN
FIEEFEEEN .
EEEREFEE— I 5EFIETEIERITEY,
o CHLIEE
BEEREAN.
o fRESEMH
[RAG EE R R S5 44 -
FEFEITEE4 ( AgentState Busy ) , FRREEE#HTNS .
- IERKBERE
FEFEYIIBIENIIRESSY ( AgentOther_PhoneAlerting )
- EEERENE
FEFEMPIRIEN IS E44 ( AgentOther_PhoneOffhook )

3.5.2 {iallfr

o NAZR

FASERFAZBNG, (IMEEEFBSEFCRUEERIA, HITERER. FiEE
EAE‘E@ZDEEUFAEF%B%D%PCZI‘EUE’\JE%, {BEEFBRIZE P CIR AR G EE R ARY S

Ho
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CEC
FEEEERK

FEFENFNULTE (RESTFul) 3EXRNBAA

@ 3-9 {Jﬁuﬁmu*il

% CC-Gateway %

Quality Agent A Agent B User C
| | |

| «Pre-conditicns

T
i |
| Agent B and user C in talkin
| addsupervise(] | = =

|

Receive "AgentState_Busy™[)

Receive "AgentOther_ PhoneAlerting™()

e
™

Phone Pidwp{)

=
[;“

o BUEHM
FIEEFEEEN .
EEEREFE— I 5EFIETEIERTEY,
o CHLIIRE
BEEMmT
o fRESEMH
[RAG EE R R S5 44 -
FEFEITEE4 ( AgentState Busy ) , FRREEE#ETNS
- IEKBERE
FEFEYIIBIENIIRES Y ( AgentOther_PhoneAlerting )
- EERENE
FEFEMIIRIEN B Z44 ( AgentOther_PhoneOffhook )

Receive "AgentCther_PhoneOffhook™)

-4 -——-

3.5.3 =&

o NAE=

FIEERARNG, SEiEEEFBSEFCRIESRIE, BEEIEFPCGHTIESE
15, ERSREIEEREB.
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CEC
FEEEERK

BEEIFENURLIE (RESTful)

3 BEANBEAA

3.6 &

B 3-10 £=&iREE

% CC-Gateway

Quality Agent A
|

«Pre-condition»
{Quslity agent A already insert or supervise agent B's call}

l intercept]) !

Receive "AgentState_Resady™()

Recsive "AgentOther PhoneRelease™)

Receive "AgentEvent_Csll_Release™[)

Recsive "AgentEvent_Customer_Release™)

Recsive "AgentEvent_Talking™[}

" i
BIIRSE
RS EEEEEN

A EEE EXHE R EEHT TSI EiE,
EEEREFE— T 5EFEETEGNTEN,

SCHLS AR

BEEEE.

fib S

R A R FE U R S 4 -

TRZEH (AgentState_Ready )

FEEYDIRIEN R4 ( AgentOther_PhoneRelease )
FEFEHEBTITNYEE{4 ( AgentEvent_Call_Release )
ZPHEERTIFNYEEM ( AgentEvent_Customer_Release )
[RAG EEE U R S5

PEFE@iEZE4 ( AgentEvent_Talking )

3.6.1 EAEEIRINSHTHER(F

N7
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CEC
FEEEERK

FEFENFNULTE (RESTFul) 3ERNBAFA

CC-Gatewsay

< < Pre-condition> >
[Agent has login in Agent is

B

idle} :
|
|
playifile) > |
]“ Receive "AgentStateBusy™[)
. Receive "AgentOther_PhoneAlerting™[)
LI
Phone Pidwup() |
|
|
|
Receive "AgentOther PhoneOffhook™[) |
| Receive "AgentMediaEvent_Play_Succ)
|_L. Receive "AgenthMediaBvent Play™()
alt
[end of playvoice] end_of_play()
L]
| Receive "AgentCther PhoneRelease™[)
|
| Receive "AgentStateReady™[)
|

Receive "AgentMediaEvent_StopFPlayDone™)

stopplspvoicel || I
stopplayl)
]
|
|

Receive "AgentCther PhoneRelease™[)

Receive "AgentStateReady™[)

A

Recsive "AgentMediaEvent_StopPlayDone™()

o HIRHEM
FEEEEEN
EEfEATEEIES
o IIEEE
B2EZ RSO recordplay
o fARESEMH
HE:
- EE[EITE4 ( AgentState_Busy )
- FEEYEBIENIRES S ( AgentOther_PhoneAlerting )
- EEEPIEIENENSEE ( AgentOther_PhoneOffhook )
-  FEEEMAIN ( AgentMediaEvent_Play_Succ )
-  ZREEBFTE ( AgentMediaEvent_Play )
MEEW:
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CEC
FEEEERK

FEFENFNULMTE (RESTFul) 3 EXRNBAFA

- EEFEITEE ( AgentState_Busy )

- EEYIEENIREEM ( AgentOther_PhoneAlerting )

- FEEEYEEENIENSEG ( AgentOther_PhoneOffhook )

- EEEYIERENIERSEM ( AgentOther_PhoneRelease )

- A= (AgentState_Ready )

- FEEEMEM ( AgentMediaEvent_Play_Fail )

- {EIEREZHEM ( AgentMediaEvent_StopPlayDone )

HERE:

-  HEBEFEEMAIND ( AgentMediaEvent_PausePlayDone )
REWE:

-  REFZEEMELD ( AgentMediaEvent_ResumePlayDone )
R

- REEmRAETEERID ( AgentMediaEvent_JumpPlayDone )
MERE:

- REERRETEERIN ( AgentMediaEvent_JumpPlayDone )
ELRE RSB TK:

- EEEYIIBIENIERSEE ( AgentOther_PhoneRelease )

- RS (AgentState_Ready )

- (ELERSHEMALIN ( AgentMediaEvent_StopPlayDone )

3.6.2 EEIASHI T ERIE

=
NABzSR
EEFREERE .
% CC-Gateway
S
t
MF“ << Pre-condifion> > T
| [Agent has login in |
| sAgent and User in |
| _ talking} |
| playifile} = |
. Receive "AgentMediaEvent_Play_Succ™)
LT
. Receive "AgentMediaEvent_Play™(}
LT
L
|
|
o end_of play() = |
[end of playvoice]
. Receive "AgentilediaEvent_StopPlayDone™()
T
|
____________________________________________________________________ po---------o
[stop playvoics] |
stopplay{) - |
Receive "AgentMediaEvent_StopPlayDone™() J

“Ta
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CEC
FEEEERK

FEFENFNULTE (RESTFul) 3ERNBAFA

o BUEHEM
FEFEE RN
FEfEEEIE
o SCHNIIRE
B2E RSO recordplay
o MAEMH
=
- REREAID ( AgentMediaEvent_Play_Succ)
-  FEEBFFE (AgentMediaEvent_Play )
=ESVE
- FREEMEM ( AgentMediaEvent_Play_Fail )
- [ZIEFERER ( AgentMediaEvent_StopPlayDone )
SR
- REERRETEERIN ( AgentMediaEvent_JumpPlayDone )
MERIE:
- FEEEMREE RN ( AgentMediaEvent_JumpPlayDone )
FELRERRETEMTK:
- (ZIERSTHEMALIN ( AgentMediaEvent_StopPlayDone )

3.7 ERZE{RIFEN
3.7.1 WAER

o NFEIHR
EEE S AP SR TR

; CC—Gateway CcCcucs E

Agent

sendMessageByCTI ()

receivellessage ()

sendiessageByCTI () |

CCEvent ()

Receive “AgentEvent_MessageData”

Y

o RUESMH
- EREEZANRSR, EAFESEERRSHR
- FEESEAFISECRILERE

o LHlTIE
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CEC
FEEEERK

FEFENFNULTE (RESTFul) 3ERNBAFA

EERIEERIESE RILHR sendmessage
o HUHRSEMH
ZIRINEE S ( AgentEvent_MessageData )
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