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RFEMBNBUEFERAK/SKEZINES A REIAPIM XA =IRSAPI, 121
FERESTMIBIE, LIKklava. Go. Python. CEZSHAEIESHISZSDKIIEAA

N/
o EIDTARSFFKAIAPI, FEIAPIMX, ERINERIZESSERRSESREM
RIAPIZEFH

o ZRRBSAPISEFMPR “UMETEABAPI” T75, NMBTINESGE.

o SDKITEIFETAIG, FIEIRSRENSDK, AESERAISEIESHIAPIEFIREEED
53, YESDKEERLEIZRIN AH .

o WIRAFMNBESEAMISBREEERNREZES, BREES/ESE
%, BELIERNES,

o APIEARIS—MIANESL T ATokeniAiE, TokeniMIERVHBISRAIBESES =R
SHAPIZEFMHPH TNEEN” B,

o AK/SKEZINERT, (Z#FBodyik K/NA12MLARA, 12MUEAEBSER, HBER
TokeniAiLE,

o ZHRSEAFRIAPHERZIRSZAIAPIZEFHFIIE,

o  EFURAUEEAMAIEISIITARSSZRAIEY, BERIEKIEELX-Sdk-DateRI{EH
PIRKIRZE -
APIRIKER T G A ARSI, R RIIZATEESMXIEISRAVETEZE, R
RHEZBIS 1558, APIRFIGIEMREIEK .
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2 AK/SK BZINEERERR

AK/SK B2 \IEEEI¥AR

2.1 AK/SK

2.2 ta1ER

SR NEREE

2 Pt R HIAK/SKEZ LA RIS K R IEHITIEALAIN T :

1. MEEIER.
BEFRENIERABIZBSAPINXEEATEMNEL, BIREZPIFSE. AP
% e SIAERHERIERAE—H .

2. (FRISEERIIEHMEEREEF/RE.

. {FERAK/SKINFEFHEITESS.

4. BERNEZEEERNBREELFMAHTTPERY, B EATEIFHFRSH
RINBIHTTPIE R,

AEDFERTEPEFPBTTMAPIERIES

BLESDKSdemoETiRM T EAIESAIEZSDKLAKRdemo, SAELIRIHIE XS
B3, EYLEEER, 8XBE8S5 %K.

—~H—\
>B1ﬁﬁ?
FEARAK/SKELHITERS5INIE, BAFENCIERAS, AEBHITER. B iR

SRS APINKXERBREANIERIE, ALABERE—ITHTTPIEXRAIBIRRESEAEE
RIERER, Nz B R,

HTTPIERALEHARBIN T :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

VIEIFAB ZRSHI— 1 EIVPCHIEREO G, RiBALBIERAMIESER .
BRiRIRIRIERK:

GET https://serviceregion.example.com/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs?
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0 HTTP/1.1
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g2y

Host: service.region.example.com
X-Sdk-Date: 20191115T033655Z

KIEHTTPIER A% ( HTTPRequestMethod ) , LUGITIFLETR,
HTTPiER73%, WNGET. PUT. POSTE ., i&KR75ET4:

GET

AINFGEURIZH ( CanonicalURI ) , LURITRIER.

B

MSBURI, EMBREERR, SURIAILEITIRZEFSHIURIZRHD
B

FRIERFC 3986#BLURIEEIR, BIRTRIMEXIIRZES, BERENILBIAIURI
w5, WRURIBERLL “/” ERE, WEESSHRM “/” o

451

URIEAI=RBHIAPISEFM, SPAPIETEHEMITNAEREIREE . NMEIFAE=
IRSBHIEIEVPCEIZER: /v1/{project_id}/vpcs, LERTHISEAIURIZRADA:

GET
/v1/77b6ad4cba5143ab91d13ab9a8ff44fd/vpcs/

IHEEERT, URILERLL “/” ERE. RIXERE, TLURLL ‘)7 &R,
MTBEIFHE ( CanonicalQueryString ) , LUR{TRIEER

B

%i’@?f&% AIEfASH, MRLEETESH, WATFHER, BIBENERAT
7o

B

MEEAFHFEFEREUTHS:

o RIBLITHINIXIENSHZIEHITURIGRD:
- 1BZ0%IRFC 3986 X AU TIFFRBEFFHITURIZRID, XEEFREEIE: A-Z.
a-Z. 0‘9\ RSN -*DNO
- (FRWXYXNEFTBIEMBFRIHTE SRS, ERXFIYA+E#H=5 (0-9
FOA-F) o fltN, =EFVRRIBA%20, T RUTF-8FEFRA “%XY
%ZA%BC” &
o XITFBANSY, BN “ URIHBHISHEF=URIFEBAISHE" . RISBESH
B, WA=ZHEAE, BFea =7 .
BIAATEERINSH, HPEZ1MSHparm2BEAT,
parmi=valuel&parm2=
o IEBRFHRBLUAFINFISHZHTHR. fidl, UXEFSFLINSEHZHE
HELUNEFBbHLINS A ZHI.

o LUHIFEME—SHETE, WEEEAZEGS,
2451

BEAVPCHIREM N NESE: limit (BIUREIRINNEL) « marker ( S TREIEAYEIR
VPCHEIRID )
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GET
/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs/
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0

AINAEIEESL ( CanonicalHeaders ) , LURITRIER
BX:
ITEEHEL, ENEKHEELTIER, BIEEZBERPFAEHTTPEELSIER,, HEL%

MEEX-Sdk-Date, FBFRIGEZATE, #&=LH1SO8601HEBAYIUTCRTEIHEL:
YYYYMMDDTHHMMSSZ.,

A EE
ﬁ{i‘giﬁi EAMAE SRS RS, BRIEKIEELX-Sdk-DateRUEH T
==
APIRKBR T IRISATEIHE A, ESRIIZAT B ES MW EERAIATEIZE, GNRATE
EiBid15954%h, APINEIZELEERK.

Bt

CanonicalHeadersHAZMEKIBELHE4ER, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., EfE/MEKESL ( CanonicalHeadersEntry ) B9
& ILowercase(HeaderName) + "' + Trimall(HeaderValue) + '\n'

o LowercaseRIGFIAF RN FRRIFE
o TrimalERTHIFREREHNZSREHBAIRE

o EE—NMEKHESMSET—MATR . SIFE+CanonicalHeadersE 51
BT, RtEEM—NET,

2451

TAVPCHIFMHEL, BEOABEME (X-Sdk-Date) , =FFSEndpoint
(Host) . &R (Content-Type ) o

GET

/v1/77b6ad4cba5143ab91d13ab9a8ff44fd/vpcs/
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0

content-type:application/json

host:service.region.example.com

x-sdk-date:20191115T033655Z
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+1R6

ikl

AEHRLFTEREUATAS:

o FHBABMEIRINER, FHRRRISTEIERMTR
o REBFHAENBERABMEITHRHF
LIRSS E SR

Host: service.region.example.com\n
Content-Type: application/json;charset=utf8\n
My-headerl: a b c \n
X-Sdk-Date:20190318T094751Z\n
My-Header2: "x y \n

XHELEMENG, RBELEMFHANBXEELARE, BHERLNEXENS
TREEMTR .. REREIIEEEEL:

content-type:application/json;charset=utf8\n

host:service.region.example.com\n

my-headerl:a b c\n

my-header2:"x y\n
x-sdk-date:20190318T094751Z\n

FINAFEZA9EELER ( SignedHeaders ) , LUR{TEF4ER,

BX:

BFEZRNEKREELIIER, BITRINLGEESL, [APIMNXSEEINERFPFLEESLE
B2 —E29, AR ERIFSRATAPINEA LA ZERBLEE R L, X-Sdk-datedssR
EREEZRIEEL,

B

SignedHeaders = Lowercase(HeaderName0) + ;' + Lowercase(HeaderName1) + ;"
+ ..

EERIESAFTERENNE: BESBRBEBLBMELIRNNERNL, RERFN
KBXHEEHTHER, FHER 7 kRSN ERL
LowercaseRNGFTBE F R NINEFE

2545

UTERE=1EELE25%%: Content-Type. Host. X-Sdk-Date
GET

/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs/
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0
content-type:application/json

host:service.region.example.com

x-sdk-date:20191115T033655Z

content-type;host;x-sdk-date

BREBEELEN:

SignedHeaders=content-type;host;x-sdk-date

HELRINEERIEAROIESERINEREREIBREL

{SFASHA 256157 HEIARFHTTPEHTTPSIERIESZ FAIbody Ak
( RequestPayload ) , EIZENEHE,

BY:
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BKBEER ., BERTEMMERE: HexEncode(Hash(RequestPayload)), EHH
HashRRERHERENRE, HaikiESHA-2568%, HexEncodeRRLUNEFHE
FezbiRElEERIBase- 160w AL, #1401, HexEncode("m") IREHES “6d” MA=
“6D” ., BMINHNB—INEDEERTRAWNHNHEIER

& RequestPayloadfIISEEAT, XWF “RequestPayload==null” R9i7E, BIEE
B FKitE,

2451
ARBIAGETAE, bodyfkhzs, RiFIG7AEAIEMbody (=& ) 1T
GET

/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs/
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0
content-type:application/json
host:service.region.example.com
x-sdk-date:20191115T033655Z

content-type;host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

Elt, WEIBKREIETTH .

SHIIEIFAIRLBIERETIR B IR, Hix5S3IRequestPayloadla B IBRIEEXHER .
K MRHELEBEIRSEIBERUALUNE 7 ZF R R R

Ei£(Hti8: Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
ZINI NS YINERE D N I
b25362e603ee30f4f25¢7858e8a7160fd36e803bb2dfe206278659d71a9bcd7a

-

2.3 BIEFEF IR

MHTTPIBXRIFTHEEHESERNIERER, BESEZE X, B E—RHNEF
BEFHE
StringToSign =

Algorithm + \n +

RequestDateTime + \n +

HashedCanonicalRequest

AP SEUREBANT
e Algorithm

BEHIE, XJTFSHA 256, HiEHISDK-HMAC-SHA256,
e RequestDateTime

IERATE . SEREELX-Sdk-DatefI{EER, &K
YYYYMMDDTHHMMSSZ,,

e HashedCanonicalRequest
BIEILEIERPAISRIILEIERASHA256 B X & Ak AYhashfE

EIRBIFEEINGFEF RN

SDK-HMAC-SHA256

20191115T033655Z
b25362e603ee30f4f25¢7858e8a7160fd36e803bb2dfe206278659d71a9bcd7a
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2.4 1HEHERZ

¥5SK ( Secret Access Key) EENSFEAATRENNFISBREAVEA, 1TEE
2, BoHsERR S NHEIRRA

RCHBaN T

signature = HexEncode(HMAC(Secret Access Key, string to sign))

HeAHMAGEZSAEXMIAFIZE, HexEncodelgie+7 it . (ARBhSEGRALN
%2'1ﬁﬁ7_|_?0

% 2-1 SHuKA

SHEM SRR
Secret Access Key EE2EB
string to sign BIRRIGEF/EH

BRi&Secret Access Key IMFyf**VmHc, Mit+E15ZIAYsignature’y:

7be6668032f70418fcc22abc52071e57aff61b84a1d2381bb430d6870f4f6ebe

2.5 FINERERENERL

FIHEEEE, BeifinglAuthorizationfJHTTPEEL . AuthorizationiBE2LFkE
B 5\4% BELF, FEHFFEMIIIE.

RRBENT:

Authorization headerBZ{5%3:
Authorization: algorithm Access=Access key, SignedHeaders=SignedHeaders, Signature=signature

FEIENRE LSAccessZBIBTIREIZRBIES, {BRSignedHeaders5Signature
2B EFRESE-

BENERERLI:

SDK-HMAC-SHA256 Access=QTWA***KYUC, SignedHeaders=content-type;host;x-sdk-date,
Signature=7be6668032f70418fcc22abc52071e57aff61b84a1d2381bb430d6870f4f6ebe

BREEHEELE, BEENFIRGHTTPIERAEY, BRERRIXE=IRSSAPIN
X, HAPIMXFTHFHIANE. SHIANEBEEE, 25Kk SRRIXGEARNRIRSHT
AVSS4LIE,

BEERERNTEERUT:

GET /v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs?limit=2&; marker=13551d6b-755d-4757-
b956-536f674975c0 HTTP/1.1

Host: service.region.example.com

Content-Type: application/json

x-sdk-date: 20191115T033655Z

Authorization: SDK-HMAC-SHA256 Access=QTWA**KYUC, SignedHeaders=content-type;host;x-sdk-date,
Signature=7be6668032f70418fcc22abc52071e57aff61b84a1d2381bb430d6870f4f6ebe
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Curl F=CAEBIENT

curl -X GET "https://serviceregion.example.com/v1/77b6ad44cba5143ab91d13ab9a8ff44fd/vpcs?
limit=2&marker=13551d6b-755d-4757-b956-536f674975c0" -H "content-type: application/json" -H "X-Sdk-
Date: 20191115T033655Z" -H "host: service.region.example.com" -H "Authorization: SDK-HMAC-SHA256
Access=QTWA**KYUC, SignedHeaders=content-type;host;x-sdk-date,
Signature=7be6668032f70418fcc22abc52071e57aff61b84a1d2381bb430d6870f4f6ebe" -d $"

SASRRZS 01 (2025-02-25) WRIERE © HERRARBIRAT 8
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3 AK/SK BEZINIBREES:

AK/SK EZI\IHE{EIE S

3.1 AK/SK EZ I IHEERIE

AK/SKEZINIFRERIENT:

1. APIEAR(EEWE.

=ERBLATER, 8

- AFHEIEKURLAYENdpointFIURI,
- BTFESTAUERIAK/SK,

- RBFXHEFIREID. FIREID,
- BFXSEFIRSE. KSID,

-  BETAPIRIREER.

- AT HostWiFZEE,

= 3-1 (EEMER

EEIN 588

Endpoint WXE5RinT R, BI=RSEARRegionEARERIGENE,
Ao
KREVG LI5S EIREENndPoint,

URI APIEORYEARRER S
B ESRRSHNFMIZEOZE IR

AK/SK HIREEY, BEFAIDEEA. AK/SKATFHERAZSH
7852,
KENH TIESEIRENAK/SK

Project_Id INEID, EAZHAPIZOARNEERSZEURIHF, BALUR
BIRERIIRE .
RENASRIBESEIRBUREID,

SASRRZS 01 (2025-02-25) WRIERE © HERRARBIRAT 9
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3 AK/SK BEZINIBREES:

S0

Lz

X-Project-1d

FIMEID, EZMBFSEHER. MRERSKFEOIEEF
IMEA, AK/SKAELRT, Pz RINZEOEREER
BRI R LHPH#ETEX-Project-1d.

RIS RIBSEIRIREID .

X-Domain-Id

WK=ID, F&:
e TokenAiES T, F¥KEX Token,

e AK/SKINERINT, £BRBNZEDAR, SEEKER
S ehficEX-Domain-Id, ( 2BFEkRS: REBFBHAX S
¥IBX1E ., a0IAM. OBS. CDN%, )

RS FSE RS ZHWKSID,

x-stage

APIECRIRE, BEEZ=RSAUEOAPINIKEER .

Host

APIECIFRE 2> ARIEIH IS B BRI IS o
EEE B RIRSIIELFABAPISEPRIEHEESR .

2. APIEA.

AFMRMIava. Go. Python. CEZMARIESHILESDKINERTE, &o]
LINEZSDKSdemo B RERENNES, ARSERGISAPIRRINAELS, &
SDKEERLEIEAIN A .

APLREIRERIAMIAIER, tBISIGETAK/SK, BiFiESEEAIGITAK/SKEE

o

3.2 ¥XHBY EndPoint

X S5RiFTR, BERSEARERegionBRERNLEES
RGBS EMRMABIRT R

(MR

AFEMEFEXETIERURLAYZEI, EEndpointllservice.region.example.comZafil

3.3 3REX AK/SK

WNRELERITAK/SK, WATHEMT IR, FHFEIRKE TEAIAK/SKXE, XHE—R

#9: credentials.csv,

WNTFEFrR, AK (Access Key Id) , SK ( Secret Access Key )

3-1 credential.csv XHHE

A

1 UserName AccessKeyld

B C

Secret Access Key

2 hummmedz QTWAGEEEEBUT2QVKYUC MFyfvKalba2gueemeeen pdUKGpownRZImYmHe

MAERRAS 01 (2025-02-25)
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APl EZ18r

3 AK/SK BEZINIBREES:

pES=E AN

BRIFPRR
e
2

$ER3
+R4

RS
L6

1. STRAPRSACIE2MLIEER, ASTHHENNEH. S MHEERNRER, 3
BIRS7, SiE—XJAK/SK, BRHAIKA, SNMLIEEBXETRE—IR, I TIK
STEeM, ENEZEEREFEMESHIDEH . E0hDEBRITTEIMR B
paER, AREMENK.

2. RAVEXFRRPAREECIZIBINEE, (ETLACIRIGRSBIEEIE ( IGETAK/SKAD
SecuritityToken ) , BARFBESN: IGIHAITEEH

3. MREEIAMAR, B ‘ZRERE>SRRE-THOERERF WAFBKSE
B ERERERFRF .

- pAEBRIPXAN, PEAMBRTLEE (B8t BR/(=RsWM
f% ) BCHSAIEERE.

- HOFARIP AR, (XEERUEERAPRSIEEE,
4. MBELEEBEIIHEOEA, BHEASER:
- HBHEEBEISEERROFEHE, HiEEEl: EBIAMABRIGITEE.

- IFEERNERENIRSENHERFRIPNS . NFEREMNRESN: &
IAMAF#Y, INFEOHEERBRSESN: BIaHRERF.

5. EERALME “APFEE” REEEIAMBRIEEZEAID (AK) , WL
88 (SK) HIAMAFBTRE
BRIEHS.

KBRS ERRA LANAFREL, ETSIRPRE “BRAEIE” .

BE “HiaER” .
BE “ImEinRERT , #A “HEhaER" R,

o BYAPRSACE2MAEER, AFHAMEH. NRESHE2MLEE
B, BELEEIEINEER.

o WFBAGHAER, BFRLEERRERCIE.

o ATHRIERLEFAEN, REEMAIHOERHLZEREENREFERISERRYSG
B, ARMERZLRERN, RAKBBHRFHREERIE.

BMAHRXMER, 8E “HE” .

BUEERING, £ “CUERKIN” EMET, Bd “EITFHT TEEH, AZERE.

,«%EJL‘)ﬂfiﬁf@%ﬁﬁﬂi@q@gﬁ@%ﬂ|D (AK) , FETFER.cov e B iaEe
SK)
o FREUIGETAK/SK, {ESEIAMEBEOHY,

o BRETHFRT, BEXASKELEBRINZERER, BETEHEIZT
R
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https://support.huaweicloud.com/intl/zh-cn/usermanual-ca/ca_01_0005.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0001.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_02_0003.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0652.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0652.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_07_0002.html#section3
https://console-intl.huaweicloud.com/
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_04_0002.html

APl 5542357 3 AK/SK EZINEHEEES:

o IETHINAERRE, JUAENSHRNEL FAEFTFHEIN0.csvRTRIERXH,
SFENLERE “TERAE” FHH

o NTKSZHEN, BNEZESREFEHELHAENR, BS0hDERTEN
MERIEGIRZER, AREHER.

-

3.4 3REXIH ID
FERFEOMAIIE, SMOURLPREEEARERS, HKiltokenty, EFHEHEAE
/S, MUBBAEERRHA LHNERERS . RERSHEEEIT:
1. BREHE,

2. BESBEREALANAREL, ETHIIRFREE “RITIE , EF ‘I
HID” .

B AT aRSE =R FERTIERE, BiAGregionfzIRIfRE, tAITE
Region MEUZIMH, MEMARINRE. Eit, 555 TE, EAMIxRS L
ARG 2R RIERI N ATRegion ( FTEXY ) , AHZAMZIZRFAIREVABID,

3-2&FFIWE ID
APIEIE @

O E=LHTHS, AMFEAITEREAES, BasEE
(AMERE

950514

iR

5o
1b4d5 af-soutr

833330739 EM-LIRPIRRE

MREBEEFFMBID, BREHZMB, BAFIEIIREIRE

3.5 FREKSAFIMKS ID

AEBEORENR, B2 URLPFEEBEAKSZFKSID, MIURESEEERSS
EEREVFIMKSEFMKSID . WWSHFKSIDIRENZ R T

1. BRIEHAE.
2. BEIMBERNEALANBREL, ETIRPREE “RIOEIE” .
BEKSEMIKSID,

3-3 EESZEFMKS ID

APIEE @

T9e404

HEID IH FiER

EMEIHERFE
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https://console-intl.huaweicloud.com/
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_05_0001.html
https://console-intl.huaweicloud.com/
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3.6 73 SDK 5 demo

3.6.1 Java

ABLADEAT BHI, NMEaNafE avalMEREERAPIEREZRISDK, ERILIERES
ATBIRES, AESEERBIRHIBRRD ISR 2 SDKEREIZRINAF

EERE
o REGIRIIDEA 202221, FIZIDEAETMI FHAIMTIHHHTRE, HET
HEEFROHAREEEREER.
e JDK: Java Development Kit 1.8.111%LA_ERRAS, RIZ=OracleES FHIRE
¢ EiARSzix)ava Development Kit 17844 ERRAS .
$XEX SDK
At FESDKSDemo,
RIERBREMWNT:
B i5EA
libs\java-sdk-core-x.x.x.jar EASDK
pom.xml toiEMavenTiEFREE, &M EMMKE
12
changelog TEHE
src IEIEE 2 SDKAYdemofths:
e WebSocketDemo.java
e OkHttpDemo.java.
e LargeFileUploadDemo.java
e HttpClientDemo.java
5|A%:
e Constant.java
e SSLCipherSuiteUtil.java
e UnsupportProtocolException.java
IDEA FYECETS TV

U MEERR, APRBSERIERE,
o  SNRHULEH

o GIZEIDEA mavenIiE

1. BARAMLEH

SCRSRRA 01 (2025-02-25) RIS © ERRAGIRAT 3


https://www.jetbrains.com/zh-cn/idea/
https://www.oracle.com/java/technologies/downloads/
https://obs.cn-north-1.myhuaweicloud.com/apig-sdk/ApiGateway-java-sdk.zip

APl 52357 3 AK/SK BEZINEHRIEES

a. FIFFIDEA, 7ESEBAFZi%IR “File > New > Project from Existing Sources”
EIERRIEER “ APIGW-java-sdk-x.xx” {43, BE “OK” , ENRHIT
=,

b. 7£ “Import Project” TA[, i%&#F “Create project from existing
sources” ,

ELEERT “Next” , iR “Maven” , BT “Create”

Create

c. |IDEAZISEHRIENSEFENOCIRIRE. ik, EEEPPEE “New

Window” .
2. (lU3EIDEA mavenI#f2

a. FTFFIDEA, TESERFZESE “File > NEW > Project” ,

b. TEMEEHIEE “New Project” , IHEFHIBZEIUTSHE, B “Create” ,
Name: IEE “apig-sdk-maven-demo” .
Build system: &% “Maven”
JDK: FIFBECHIMRA.

c. |IDEAISESRIENSFEOCREIRE. ik, mEEPEE “New

Window” .
d. BREITRPE “src” F “libs” XS HIFapig-sdk-maven-demo T2
o

STRERRA 01 (2025-02-25) IR © ERRABIRAT 12
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e. FEEHEMavenTIEHIpom.xml3Zi&,

FEAMRFIREE, Wi “pomxml” BIATRBEHIHEEIRERER
B {JEMKREEE TR EI RN EFEHITITE

<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/
maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupld>com.huawei.apigateway</groupld>

<artifactld>java</artifactld>
<version>1.0.0</version>
<build>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin</artifactld>
<version>3.8.0</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
<encoding>UTF-8</encoding>
</configuration>
</plugin>
</plugins>
</build>
<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
</properties>

<dependencies>

<dependency>
<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld>
<version>1.15</version>

</dependency>

<dependency>
<groupld>commons-logging</groupld>
<artifactld>commons-logging</artifactld>
<version>1.2</version>

XRERRA 01 (2025-02-25) IRBFRE © ERRABIRAT 15
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</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpclient</artifactld>
<version>4.5.13</version>

</dependency>

<dependency>
<groupld>com.squareup.okhttp3</groupld>
<artifactld>okhttp</artifactld>
<version>4.9.1</version>

</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpcore</artifactld>
<version>4.4.13</version>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-api</artifactld>
<version>1.7.25</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-simple</artifactld>
<version>1.7.25</version>

</dependency>
<dependency>
&= AR E R SThRER >

<systemPath>${project.basedir}/libs/java-sdk-core- XXXjar</systemPath>
<groupld>com.huawei.apigateway</groupld>

<artifactld>java-sdk-core</artifactld>

<version>SDKKgZE</version>

<scope>system</scope>

</dependency>

<dependency>
<groupld>org.openeuler</groupld>
<artifactld>bgmprovider</artifactld>
<version>1.0.3</version>

</dependency>

</dependencies>

</project>

f.  BeEmavenpyEcEsettings.xml,
i.  TEprofilesT AR TARS:

<profile>
<id>MyProfile</id>
<repositories>
<repository>
<id>HuaweiCloudSDK</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>false</enabled>
</snapshots>
</repository>
</repositories>
<pluginRepositories>
<pluginRepository>
<id>HuaweiCloudSDK</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
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h.

<enabled>false</enabled>
</snapshots>
</pluginRepository>
</pluginRepositories>
</profile>

ii. fEmirrorsTi AR EN:
<mirror>
<id>huaweicloud</id>
<mirrorOf>*'HuaweiCloudSDK</mirrorOf>
<url>https://repo.huaweicloud.com/repository/maven/</url>
</mirror>

iii. tZhNactiveProfilestr&S e EHLE |
<activeProfiles>

<activeProfile>MyProfile</activeProfile>
</activeProfiles>

T&EMaven{kif, &R “pomxml” HAEEEE “Maven > Reload
project” ,

apig-sdk-maven-demo

HAEMIZETREI “src” X4, WiE “HttpClientDemo” , WNTNEBZRES

LFRREIEMI .

MAERRAS 01 (2025-02-25)
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APl A

REMCRESOARMEER EUERBR .. LITLERETIERM, N EMEEERaoN
FAiEASDKI#ITIEREE .

F1 {EAPISEE#EE|HttpClientDemo.java Rt R & .

1.

ARBILLAKFISKIREEMET SR A0, BT ARGIENESEABIMEFIREIR
BEIE=HUAWEICLOUD _SDK_AKFIHUAWEICLOUD SDK_SK. LALinuxZ& %945
RIS CIFERIAK/SKIZ B HIMET S,

a. ¥IHER, MAUTHISITAKETSREUY
vi ~/.bashrc

b. IREWFEE, RENMHHRLRESS.
export HUAWEICLOUD_SDK_AK="SZEARAK(E"
export HUAWEICLOUD_SDK_SK="ZZE4YSK/&"

c.  BWAUTHSERENEER.
source ~/.bashrc
IEAPIIEEFEIRERNHEZEEE S HttpClientDemo.java Xt N & .
(1] %488
HttpClientDemoHR5|FHLATEE, BI7E “3REXSDK” BHHY “src” X TEE:
- Constant: SDKEHERNESE,
- SSLCipherSuiteUtil: tISAIFECESHINT RS, HINEEZEPinARIGIES

- UnsupportProtocolException: FFELMEE,

public class HttpClientDemo {
private static final Logger LOGGER = LoggerFactory.getLogger(HttpClientDemo.class);
public static void main(String[] args) throws Exception {
// Create a new request.
Request httpClientRequest = new Request();
try {
// Set the request parameters.
// AppKey, AppSecrect, Method and Url are required parameters.
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in
the configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication.
// Before running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.
httpClientRequest.setKey(System.getenv(" HUAWEICLOUD _SDK AK"));
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httpClientRequest.setSecret(System.getenv (" HUAWEICLOUD_SDK_SK"));
httpClientRequest.setMethod ("POST");
// Set a request URL in the format of https://{Endpoint}/{URI}.
httpClientRequest.setUrl("put your request url here");
httpClientRequest.addHeader("Content-Type", "text/plain");
// Set a body for http request.
httpClientRequest.setBody("put your request body here");
} catch (Exception e) {
LOGGER:.error(e.getMessage());
return;
}
CloseableHttpClient client = null;
try {
// Sign the request.
HttpRequestBase signedRequest = Client.sign(httpClientRequest,
Constant.SIGNATURE_ALGORITHM_SDK_HMAC_SHA256);
if (Constant.DO_VERIFY) {
// creat httpClient and verify ssl certificate
HostName.setUrlHostName (httpClientRequest.getHost());
client = (CloseableHttpClient)
SSLCipherSuiteUtil.createHttpClientWithVerify(Constant.INTERNATIONAL_PROTOCOL);
}else {
// creat httpClient and do not verify ssl certificate
client = (CloseableHttpClient)
SSLCipherSuiteUtil.createHttpClient(Constant.INTERNATIONAL_PROTOCOL);
}
HttpResponse response = client.execute(signedRequest);
// Print the body of the response.
HttpEntity resEntity = response.getEntity();
if (resEntity != null) {
LOGGER.info("Processing Body with name: {} and value: {}",
System.getProperty("line.separator"),
EntityUtils.toString(resEntity, "UTF-8"));

} catch (Exception e) {
LOGGER:.error(e.getMessage());

} finally {
if (client '= null) {

client.close();

}

}

}
}

$B2 jz{THttpClientDemo.java, IHERHITES . HIGAPIFHTENER,
EIEESRINT :

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Print the authorization: [Authorization: SDK-
HMAC-SHA256 Access=3afe***ba29, SignedHeaders=host;x-sdk-date, Signature=26b2***dbf6]

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Print the status line of the response: HTTP/1.1
200 OK

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Date and value:
Fri, 26 Aug 2022 08:58:51 GMT

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Content-Type and
value: application/json

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Transfer-Encoding
and value: chunked

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Connection and
value: keep-alive

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Server and value:
api-gateway

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: X-Request-Id and
value: 10955¢5346b9512d23f3fd4c1bf2d181

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Body with name:

and value: {"200": "sdk success"}

F~:{"200": "sdk success"}, FTREZMIN, APIFINIEKEIRiR.
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SNSREIZEAKELSKAYE, APIRMIGIREAYEIR(S Serror_msgo

-t
3.6.2 Go
AT LAIntelli) IDEATERAI, NBUMIEGOMEFREMAPHEREZAISDK, EaTLA
BEESATHIEARRE, ARSERARRBEDBEZSDKEMEIERINAF
S IDEA FFEIRIE
o JRENFHZ%EIntelli) IDEA 2022.2.18LA_ERRAS, ATZEIntelli) IDEAE SR T
o FRENHZEGoZEE.145 LA LIRAE, AIEGoES FERME Mo
o EfEintell) IDEAFRZEGOEHE, MRKLE, BIRBE3-4FIRTE,
3-4 % Go ¥EE
gq|
w Go
<g Go Template
$XEN SDK
St T SDK5SDemo
RIERE E RSB AISDKIS B AR AL IBHTH A4 -
2R izl
core\escape.go YR FRTEE X
core\signer.go FHASDK
demo.go ~EMCES

XRERRA 01 (2025-02-25) IR © ERRABIRAT 20
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https://golang.org/dl/
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2T

FIE1 FTFFIntelli) IDEA, EEZZE “File > New > Project”

s “New Project” XHiEHE, “Name” HHESDKEFHEMIHLAIZIR,
“Location” EEIZMERARERR, “Language” &R “Go” , B
“Create” ,

3-5 Go

Create

$2 e TiztlEfR, BREWUT.
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3-6 R TIE go KB R

go [x\ldeaProjects\go

ace.Xm |

core

H escape.go

license-datastream-aws

license-go

“demo.go” JPIED, BIRIELIMERIENSHEER . BARBIRHBESER
KREZSAPIHER.

R

BXREZS APIER
F1 EITEF5|A\sdk (signergo) o

import "./core"
2 E— P ESigner, 9 BIENAKFISKIE

1. ERRBIAAKFISKIREERETEF 6, BT AREEHEEEAMIFMEFIRER
1BIFEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK. LALInUXZEZ 4|
EARMISEFINAK/SKIZE NIFETE,

a. AL, MAUTHSITANREBETERENH.
vi ~/.bashrc

b. REWMELE, REXMHHIRLRIESR
export HUAWEICLOUD_SDK_AK="SZARAK(E’"
export HUAWEICLOUD_SDK_SK="ZZE4¥SK/&"

c. WANUTHSEREXHFE.
source ~/.bashrc
2. HER—1FESSigner, KRMASRERNTETE,

s := core.Signer{
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

Key: os.Getenv("HUAWEICLOUD_SDK_AK"),

Secret: os.Getenv("HUAWEICLOUD_SDK_SK"),
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B3 E— 1 FORequest, IEEEZ . FHixE. iB5Kurlflbody.,

//The following example shows how to set the request URL and parameters to query a VPC list.
//Add a body if you have specified the PUT or POST method. Special characters, such as the double

quotation mark ("), contained in the body must be escaped.

r, _ = http.NewRequest("GET", "https://service.region.example.com/v1/{project_id}/vpcs?a=1",

ioutil. NopCloser(bytes.NewBuffer([]byte(""))))

$RA TINFESZREML, SEEMARAISE, WMSMEHRFRINX-Project-Id,

& 2BIRFBHEHIRI0X-Domain-Id

/Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for

invoking a project-level service.
r.Header.Add("X-Project-Id", "xxx")

ZB5 HITER, HITRHBSEERFPFIIBATFERZRIX-Sdk-DateskF1Authorizationsk .

s.Sign(r)

$186 HEAPI, BEIHOLEE,

resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

TS
3.6.3 Python

AT5LAIntelli) IDEARRAS Fa5l, )lf”ﬂDﬂY_PythonHiﬂEF'EEJZAPhg'ﬁ SZRISDK,, &
AJLIEERSANREITEAR, ARSERARRBEIDEEZ SOKEREZIINES

i35 780

o JREVFHZZEIntelli) IDEA 2018.3.58 LA EhrA, BIZEIntelli) IDEAEFRILE E .
BAEPythonEL

o RENFZEPythonZ3 B ( BI{FHE2.7.9+53X, B88279) ,
TEIR®E FE

PythonZ3E5ERkfa, Eam<SiTHERpipZEE “requests” JE.

pip install requests

Marketplace 2 Instal

MicroPython

Framework i

AR
R pipZierequestsiBEREREIR, 1B FEFHERPythondTHIE, ALkpip, AEE
PATLA LSRR,
o TEIDEARRZIEPythoniff4, W TEFIT.
Settings
Q- Plugins
Appearance & Behavior Q- python 3
Keymap
. Search Results (41)
Editor
L Plgins [
Version Control I Languages
Build, Execution, Deployment The Python plug-in provides

Languages & Frameworks smart editing for Python
scripts. The feature set of the

Tools i o L. .
C —H 26, 2019 2.5M tr39

Support for I
devices in Int
PyCharm. Fea
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https://www.python.org/downloads/
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$XEX SDK
st TESDKSDemo,
REEEREMRNT:

LR 1588
apig_sdk\__init__.py SDK{{HS
apig_sdk\signer.py

main.py ~HIHS

licenses\license-requests

FE=FFlicense3 {4

THTRESAN
FIB1 FTFFIDEA, EIRFEE “File > New > Project” o

s “New Project” XHiEIE, 1#%&1F “Python”

New Project (=)

o
Gralls Project SDK: Python 3.7 (Python 3.7.2) ~ New...
Application Forge Additional Libraries and Frameworks:

9 Go [1EJf] Diango

9 Go Modules (vgo) 1€ Google App Engine (Python)

% Dep [ 5QL Support

5 App Engine
Static Web

(2 Nodejs and NPM

E Flash

aa PHP Template language:

K Kotlin Templates folder: templates
Empty Project Enable Django admin

Mext Cancel Help

£ BREE “Next” , BHELITXHEE. 8F “..

SDKE&2, B “Finish” .

MNew Project
Project name: | APIGW-python-sdk-2.0.1

Project location: | EA\ApiDemao\APIGW-python-sdk-2.0.1

$E5 “ Next” .

7, R ERIRHEE IR EERY

MAERRAS 01 (2025-02-25)
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S|R3 ERITiRCIEE, BREWUT.

APIGW-python-sdk-2.0.1 [EA\ApiDemao\APIGW-python-sdk-2.0.1] -
File Edit View Mavigate Code Analyze Refactor Build Run

APIGW-python-sdk-2.0.1 main.py

I 1 Project |

{

Project v D T o — ma
APIGW-python-sdk-2.0.1
> Jidea
» apig_sdk
b licenses
n APIGW-python-sdk-2.0.Liml
main.py

test_signer.py

» External Libraries

Scratches and Consoles

-

BREZS APIEH
T TS 1T9, FHpip%EE “requests” &,

pip install requests

2 EIfEP5|Napig_sdk.

from apig_sdk import signer
import requests

I3 ER— N FRYSigner, IEANAKFISK,

1. ARBILAAKFISKIRFERBEZEFR 6, BITARGIBIESEARIREFRIRERL
1B EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, PALinuxZ& %944
EARMIEEFRAK/SKIZERTET S,

a. AR, WMAUTGHSHTAREBEESEREN -
vi ~/.bashrc

b. REWETE, REXHFHEBRLRIESS.
export HUAWEICLOUD_SDK_AK="EZEVAKIE"
export HUAWEICLOUD_SDK_SK="E#ASKIE"

c. WBAUTHSEREXHFE.
source ~/.bashrc

2. HER—HRYSigner, BABREBIMETE,

sig = signer.Signer()

# Set the AK/SK to sign and authenticate the request.

# Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

# In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

sig.Key = os.getenv('HUAWEICLOUD_SDK_AK'")

sig.Secret = os.getenv('HUAWEICLOUD_SDK_SK')
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SRT

3.64 C#

HEER

¥REX SDK

HR— N #rRYRequest, IEEEZ . LR i5Kurifbody,
IEIFAB =IRSHEEVPCHIZFRIZO NG, HTTPAIEAGET, 1% ( Endpoint) A

service.region.example.com, 53K
URI: /v1/77b6ad4cba5143ab91d13ab9a8ff44fd/vpcs?limit=1

# The following example shows how to set the request URL and parameters to query a VPC list.
r = signer.HttpRequest("GET", "https://
{service}.region.example.com/v1/77b6a44cba5143ab91d13ab9a8ff44fd/vpcs?limit=1")

# rbody = "{\"a\":1}"

ANBBREBANEREEL, NEEMAIRAE, MSIMEZSFRIMX-Project-
Id, BEEBIRS TR PIRIX-Domain-Id. MRRNSMERESL, FRARNES
2R

r.headers = {"X-Project-1d": "xxx"}

HITER, PITIHRESEIERSHDRINBFEZRIX-Sdk-DateskF1Authorization
sig.Sign(r)

o X-Sdk-DateR—1WREE5EZHEKBEELSH.

o BEFXIMLBERLSHSETER, HSDKEITRMK.

BIBAPI, BEIHIOER,

resp = requests.request(r.method, rscheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)

print(resp.status_code, resp.reason)
print(resp.content)

s

APLAVisual Studio TEAFI, MEIMIECHMRERERAPISRZEZAISDK, HEATLL
EESATHIREEE, ARSEZERIRBEHEESDKEREIERINAF .

RENFEZ3EVisual Studio 2019 version 16.8.485LA ERRA, BJZEVisual StudioEH R
UhTFEL

Mt FESDKSDemo,

RSB REMINT:
B A8
apigateway-signature\Signer.cs SDKftES

apigateway-signature\HttpEncoder.cs

sdk-request\Program.cs BRBRTBIH
csharp.sln TEXH
licenses\license-referencesource E=TElicenseX {4
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FIRIRE
WHSDKBHRY “csharpsin” 34, ITHIE. TIEFEIWTIN ME:

e apigateway-signature: SCIPEZEXAIHEE, rJHF Net Framework5.Net
CorelliH

e backend-signature: RIRIRSZEZRM,
o sdk-request: KEZEZRFARTGI, BEELRERIENSEHEER.

BXREZS APIEH
1 EIEPS5|Asdk,

using System;

using System.Net;

using System.|O;

using System.Net.Http;
using System.Threading;
using APIGATEWAY_SDK;

FIE2 LR — N EFAYSigner, BAAKFISK,

1. ARBIIAKFISKIRFEREBELZEHR 6, 1217 AREeNELEAEIMERIZEL
1BTE=HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK. LALinuxZ #1945

ARG EIRENRIAK/SKIRE NIMNERE
a. IR, WAUTHSIIARERERENH.

vi ~/.bashrc

b. REMFTE, REXMHHIRLIRIESS.
export HUAWEICLOUD_SDK_AK="E#EAKIE"
export HUAWEICLOUD_SDK_SK="EZ£EVSK/E"

¢ BAUTaLSEREXHER.

source ~/.bashrc
2. HER— 1 #ETRYSIgner, EEABRENINETE.

Signer signer = new Signer();

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

signer.Key = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_AK");

signer.Secret = Environment.GetEnvironmentVariable("HUAWEICLOUD_SDK_SK");

I3 Ep— P #FBIRequest, IEEHZ . FiEA . iBEKuriflbody
//The following example shows how to set the request URL and parameters to query a VPC list.
HttpRequest r = new HttpRequest("GET", new Uri("https://
{service}.region.example.com/v1/77b6ad4cba5*********Qa8ff44fd /vpcs?limit=1"));
//Add a body if you have specified the PUT or POST method. Special characters, such as the double
quotation mark ("), contained in the body must be escaped.
rbody ="";

LT NNFESZRIEMLE, stEBHEHMARLE, MAPIRIREEERNx-stage, £
IRBASFIRINX-Project-Id, ELBIRSS A= RIIXK-Domain-1d,

rheaders.Add("x-stage", "RELEASE");

r.headers.Add("X-Project-1d", "xxx");

r.headers.Add("X-Domain-Id", "xxx");

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.

FB5 #HTEE, HITIHHERHEESER— P HROHttpWebRequest, HEBRSHPIFMATE
BZHIX-Sdk-DateskFAuthorizationsk,
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WNRIEFERAHTTP Client, BAJLAMIBEKRAPIREELEMEEER . XTFLEER, BSE
AK/SKEZINIEERIFRE

HttpWebRequest req = signer.Sign(r);

L6 HIIAPI, BHIHIDER,

try

{
var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);
writer.Flush();
HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = new StreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

catch (WebException e)

{
HttpWebResponse resp = (HttpWebResponse)e.Response;
if (resp != null)
{

Console.WriteLine((int)resp.StatusCode + " " + resp.StatusDescription);
var reader = new StreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

}

else

{

Console.WriteLine(e.Message);

}
}
Console.WriteLine("---------------- ");
R

3.6.5 JavaScript

AP LUntelli) IDEATE 6, NMBEIUTEISIMEPERAPISREZRISDK, EALIE
EENTOITIRMARE, AESERARIRPEIRSIEEZSDKEREISRIN AT,

LAE#ENode jsH AR E I M4R)avaScriptiISDKEERK -

EERIR
o FREVFHZZEIntelli) IDEA 2018.3.58¢LA LA, BIZEIntelli) IDEAE /7ML & .
o IRENHZEENodejs=2E15.10.08 LA EIRAS, FIZENodejsES FERME N

&

NodelsZifg, EHSITH, AnpmZiE “moment” #1 “moment-timezone”
&R,

npm install moment --save
npm install moment-timezone --save

o 7EIDEARZENodejstltt, WNTEFR.
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Settings
Qr Plugins Marketplace 2 Installed Updates
Appearance & Behavior Q- nodejs 3
Keymap
) Search Results (4)

Editor

BT s NPM Scrpt Runner
Version Control e JavaScriot
Build, Execution, Deployment Support for Node,js projects. Modejs packagejson sc
Languages & Frameworks Features Run Node,js runner,

applications from the IDE and A E 9 1T L 13

Tools C+—H 26,2017 13

¢ —B 11,2019 L 6M tr4.2

A 2

$KEY SDK
St FESDKSDemo.,
FRERNEREER SRR, BEEEREWWT:

2R 5EA

signer.js SDK{LH3
node_demo.js Nodejs~HLHS
test.js ppswz=1tl
licenses\license-crypto-js FE=FElicenseX 4
licenses\license-node

tlETIE
1 FTFFIDEA, 82528 “File > New > Project” .

58 “New Project” XHEHE, E#E “Static Web” , B “Next” .
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-

B HTMLS Boilerplate

S Groovy
. ¥ Web Starter Kit
) Griffon & arer ™
, & React App
Grails

Foundation
Application Forge a
Ed Twitter Boatstrap
Y Angular)s
¥
& Dep Y Angular CLI

(2 Node.js and NPM

¥ Go

Web modules are used for developing Web applications using technologies
F Flash such as HTML/CSS, JavaScript, PHP and so on. They do not support
developing Java applications.

K kotlin

@ Python

Coneel || b

MNew Project @

5 Gradle

$|2 BE .7, EREAHEERIEEMEERRISDKERR, 2dE “Finish” .

Mew Praject

Project name: | APIGW-javascript-sdk-2.0.0

Project location:  E:\ApiDemc\APIGW-javascript-sdk-2.0.0

b More Settings

Previous Cancel

$I3 R ITRCEE, BREWUT.

Help

STRGHRA 01 (2025-02-25) IRRTE © ERRABIRAD
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Project B - o —
v [y APIGW-javascript-sdk-2.0.0 £\ ApiDemo\ APIGIN-)

> idea

b licenses

w APIGW-javascript-sdk-2.0.0.iml
3 node_dema.js
srpackage-lockjson
5 signers
5 testjs
¥ |l External Libraries

o Scratches and Consoles

#0124 EIDEABOA LS, 8F “Edit Configurations” & “Add Configurations”

Edit Configurations...

5 BE ‘47, &E “Nodejs” o

Run/Debug Configurations

* »
Add New Configuration

 Gruntjs

¥ Gulpjs

| JAR Application
[55 JavaScript Debug
;ﬂ lest

AF JUnit

i Jupyter Moteboolk
K Kotlin

K Kotlin script

) Lettuce

1 Maven

) Mocha

(5] Nodeunit

186  “JavaScript file” % “node_demo.js” , B “OK” , SERkECE.
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=

Run/Debug Configurations @

+ — B F W » Name: node_demojs [ share []Allow parallel run

~ (5 Node.js

. Configuration Browser [ Live Edit V8 Profiling Logs
(Enode_demo.js
>/ Templates MNode interpreter: C:\Program Files\nodejs\node.exe 10.15.3 ~

Node parameters:

Working directory: E\ApiDema\APIGW-javascript-sdk-2.0.0

JavaScript file: node_demo.js|

Application parameters:

Environment variables:

¥ Before launch: Activate tool window

35

(7] Cancel Apply

.

API A (Node.js )

FB1 EHS1TH, AnpmZ%E “moment” 1 “moment-timezone” &1k,

npm install moment --save
npm install moment-timezone --save

LB2 TEILEFS|Asignerjs,

var signer = require('./signer")
var https = require(‘https')

I3 Ep— P #FEYSigner, IEAAKFISK,

1. ARBILAAKFISKIRFEMEZ 2R NH, EITATGIRNSSEABIMEPIRER
152 EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, LALinuxZ& %794l

EAMISEHFINAK/SKIZ B HIMETE,

a. FIHER, MAUTGSHTAREZSEE Y.
vi ~/.bashrc

b. REMEBELE, REFENXHFHFBRLRIESS.
export HUAWEICLOUD_SDK_AK="Z#ERAKE"
export HUAWEICLOUD_SDK_SK=" 2 #EXSKZ"

c. WALTHSFERESHFER.
source ~/.bashrc
2. Ep— 1 FSSigner, BASRENHETE.,

var sig = new signer.Signer()

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

sig.Key = process.env.HUAWEICLOUD_SDK_AK

sig.Secret = process.env.HUAWEICLOUD_SDK_SK

kR 01 (2025-02-25) WRIERE © HERRARBIRAT
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B4 E— 1 FEORequest, IEEEHZ . HixE. iB5Kuriflbody,

//The following example shows how to set the request URL and parameters to query a VPC list.
var r = new signer.HttpRequest("GET",
"service.region.example.com/v1/77b6ad44cba5143ab91d13ab9a8ff44fd/vpcs?limie=1");

//Add a body if you have specified the PUT or POST method. Special characters, such as the double
quotation mark ("), contained in the body must be escaped.
rbody =";

TS HFINFESZHIEMSLE, SEEMBERAIE, NSMEHSHIRINX-Project-1d,
& 2BIRFBH=HARI0X-Domain-Id

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
rheaders = {"X-Project-1d": "xxx"};

TE6 HITER, NITHWRHSEMB RS, ATFEIZhttpsiEK, BERSHEPHRIMNTHATF
FBAHIX-Sdk-DateskF0Authorizationsk,
var opt = sig.Sign(r)

H£I8T7 [IEAPI, BEEIBUVER.
var req = https.request(opt, function(res){
console.log(res.statusCode)
res.on("data", function(chunk){
console.log(chunk.toString())
b
bl
reg.on("error",function(err){
console.log(err.message)

bl
req.write(r.body)
reqg.end()

et

3.6.6 PHP

AT AIntelli) IDEATE R, N EINTEPHPIREPERMAPIEREZHISDK, Eafld
BESANTHTITRAE, AESEARRBPIEOISESZSDKERIIERINAES .,

HEEWNIE
o FRENFZZEIntelli) IDEA 2018.3.58kLA_EiRAN, BI=EIntelli) IDEAE LML &
o RENHLZEEPHPZEMS.0.38kLA LA, BJEZPHPER FHERE T .

o JEPHPLZEHZFH “php.ini-production” XHEHIZE “C\windows” , X&A
“php.ini” , FHEXMHFIBINNTRE
extension_dir = "{phpZZEH R} ext"
extension=openssl
extension=curl

o TEIDEARZIEPHPIEM, I TFEFIR.
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https://windows.php.net/download/
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Settings
Q- Plugins Marketplace 2 Installed Updates
» Appearance & Behavior Q- php| 3
Keymap
— Search Results (129)
itor
| Plgina [ PHP Annotations
» Version Control Languages Framework integratic
» Build, Execution, Deployment PHP 5.3-7.3 editing and PHP Annotation GitHut
> Languages & Frameworks debugging, PHPUnit, Smarty, Issues | Donate Install:
Twig and various frameworks... Just install and be hap
* Tools C—F 08 2019 +19M 35 C+F 05,2018 L 11
4
RHY SDK
S TFESDKSDemo,

FRIERNEERER HRIEE, BEEEREENT:
B 15RH
signer.php SDK{LHES
index.php ~ECHS

BETEE

$1 FTFFIDEA, &iRZEE “File > New > Project” o
s “New Project” XHiEHE, ¥E#E “php” , B “Next” o

New Project IEI
. e e D PHP Empty Project
® Spring Initializr

@ Composer Project
Maven

# Gradle

S Groovy
73 Griffon
Grails

Application Forge

= Scala

PHP Create empty project for PHP

K Kotlin
¥ Go
¥ Deo

Concel [ Help

S HBFE .7, EREARHEERIEEZEGAISDKIER, BE “Finish” .
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New Project @

Project name: APIGW—php—sdk—E.D.q |

Project location: | EAApiDemao\APIGW-php-sdk-2.0.0

P More Settings

Previous Cancel Help

£|3 TR IRRCIEE, BREWNT.
APIGW-php-sdk-2.0.0

Project = B = o -
APIGW-php-sdk-2.0.0
Jidea
m APIGW-php-sdk-2.0.0.iml
ahe index.php
ahw Signer.php
¥ |l External Libraries

L]

I 1 Project |
£

Scratches and Consoles

e

iERETRS APIERA
S ERBEPSIAsdk.
require 'signer.php’;
L2 Epk— 1 HTRYSigner, EANAKFISK,

1. ARBIAKFISKIRFEERBET ST A0, BITARRGIENELEABINMERIZEIR
1BETTEHUAWEICLOUD _SDK_AKFIHUAWEICLOUD_SDK_SK, PALinuxZ %44l
EAMSEIFIAK/SKIZ B HIFETE,

a. 1AL, WMAUTGHSHTARBEEERENH.
vi ~/.bashrc

b. IREWMZLE, FRENMHHIRLRESS.
export HUAWEICLOUD_SDK_AK="SZARAKE’"
export HUAWEICLOUD_SDK_SK="ZZE4YSK/&"

¢  BAUTaSERENHEX.

SRR 01 (2025-02-25) IS © ERRAGIRAT 3



APl &2

3 AK/SK BEZINIBREES:

$IE3

F+R4

3.6.7 C++
HEEME

¥REX SDK

source ~/.bashrc

2. HERE—N#RYSigner, BAEREBENINMEEE.
$signer = new Signer();
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.
$signer->Key = getenv('HUAWEICLOUD_SDK_AK');
$signer->Secret = getenv('HUAWEICLOUD_SDK_SK');

HRk— N #rRYRequest, IEEEBZ . HFiER . i5Kuriflbody .

//The following example shows how to set the request URL and parameters to query a VPC list.
$req = new Request('GET', 'https://service.region.example.com/v1/{project id}/vpcs?limit=1");

//Add a body if you have specified the PUT or POST method. Special characters, such as the double
quotation mark ("), contained in the body must be escaped.

$req->body =";

RINEESZN9E S, siEEMARAOE, WNBMBEHSESFHINX-Project-Id,
o & 2BIRFZHEHIRI0X-Domain-Id

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
$req->headers = array(

'X-Project-ld' => 'xxx',

)
HITER, HITHRHEESER— N Scurl E T TS,

$curl = $signer->Sign($req);

BIEAPI, BEILOER

$response = curl_exec($curl);

echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
echo $response;

curl_close($curl);

e

PALinux UbuntuRF A6, BEFEELRRESSUHEXIR,

1. ZZopensslE,
apt-get install libssl-dev

2. ZTEcurlE,

apt-get install libcurl4-openssl-dev

A TFESDKSDemo,

RIERNEERETI SRR, REEEREWNT:
BR 1588
hasher.cpp SDKHS
hasher.h
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APl ZZ18F
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2R izl:lz
header.h

RequestParams.cpp

RequestParams.h

signer.cpp

signer.h

constants.h

Makefile MakefileSZ{4

main.cpp ~ECES

iERERS APLER

gz

SIR3

fEmain.cppFIIANLATSIF .

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

HRE— N FRYSIgner, JBAK/SKDBIEN o

1. KRBILAAKFISKIRFEMERETNM, ISTARGIRIE AR PIRER
153 EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, LALinuxZ 494l

ARG EIRENRIAK/SKIRENNEEE .
a. FIHRL, WA TSI ARRERERENH.

vi ~/.bashrc

b. IREWMFEE, RENXMHHRLRERS.
export HUAWEICLOUD_SDK_AK="SZEARAK(E"
export HUAWEICLOUD_SDK_SK="ZZE4YSK/&"

¢ BAUTaGLSEREXHER.

source ~/.bashrc
2. HER— M EHSigner, BABERENNETE.,

//Set the AK/SK to sign and authenticate the request.

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

Signer signer(getenv("HUAWEICLOUD_SDK_AK"), getenv("HUAWEICLOUD_SDK_SK"));

HEpk—M#THIRequestParams, EESIER . E& . BKuri. EiEFFFEbody.

//Specify a request method, such as GET, PUT, POST, DELETE, HEAD, and PATCH.

//Set a request URL.

//Set parameters for the request URL.

//Add a body if you have specified the PUT or POST method. Special characters, such as the double

quotation mark ("), contained in the body must be escaped.

RequestParams* request = new RequestParams("GET", "service.region.example.com", "/v1/{project _id}/vpcs",
"limit=2", "");
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AINEBEEZAILE, SEEMERNLE, NZMBIGSFIRI0X-Project-1d, &
@Eﬂﬁ%ﬁl%ﬂlﬂm“ﬂﬂx Domain-Id,

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
request->addHeader("X-Project-1d", "xxx");

HITEZ, HITIHRESIEERINEZ L0 requestEE S,

signer.createSignature(request);

{EAcurlZEiHIaAPI, BEIHOSEE,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());

std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();

curl_easy_setopt(curl, CURLOPT_URL, url.c_str());

struct curl_slist *chunk = NULL;

std::set<Header>:iterator it;

for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() +
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());

non

+ header.getValue();

curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

}

else {
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long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();

return 0;
}
BT ziTmakedpSiwIE, BRI Emain, HiTmainX{4d, BEER,
-t

368C

HEERE
BALinux Ubuntu RGNS, EEEERESSUAXTE.

1. Z&FopensslE,
apt-get install libssl-dev

2. ZTEcurlE,

apt-get install libcurl4-openssl-dev

¥KEY SDK
mit FESDKSDemo.,
REREIRRETI SR, BEEEREENT:
BiR 588
signer_common.c A SDKIEB

signer_common.h

signer.c

signer.h

Makefile Makefile3Z{4
main.c IS

BRESS AP AR
B Emain.cFIIANLLTEIR.

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.n"
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B2 Epi— sig_params_tZERIRT S, ENAKFHISK,

S£IR3

1.

=]

RRBILAAKFISKIRFERMEZER NG, BITARGRNERERBIMEFIREIR
BTEHUAWEICLOUD_SDK_AKFTHUAWEICLOUD_SDK_SK, LALinuxZ%t a4l

EARMIS EHRBRIAK/SKIEBERIMETE,
a. AR, AUTHSHARETSRENE.,

vi ~/.bashrc

b. IREWMFEE, RENXMHHRLRESS.
export HUAWEICLOUD_SDK_AK="ZZXEVAK(E"
export HUAWEICLOUD_SDK_SK="ZZE4YSK/E"

¢ BAUTaGLSEREXHER.

source ~/.bashrc
HEpk—sig_params_tXERITE, BEABRENNEES,

sig_params_t params;

sig_params_init(&params);

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

sig_str_t ak = sig_str(getenv("HUAWEICLOUD_SDK_AK"));

sig_str_t sk = sig_str(getenv("HUAWEICLOUD_SDK_SK"));

params.key = ak;

params.secret = sk;

EFER. HE. i5Kkuri. EEFEFSEFbody,

sig_str_t host = sig_str("service.region.example.com");
sig_str_t method = sig_str("GET");

sig_str_t uri = sig_str("/v1/{project_id}/vpcs");
sig_str_t query_str = sig_str("limit=2");

sig_str_t payload = sig_str("");

params.host = host;

params.method = method;

params.uri = uri;

params.query_str = query_str;

params.payload = payload;

EinsEe, sEEMARRLE, MBMBHSEFRINX-Project-Id, SELBIR
Eimp=diRinX-Domain-Id,

//Add header parameters, for example, X-Domain-Id for invoking a global service and X-Project-Id for
invoking a project-level service.
sig_headers_add(&params.headers, "X-Project-I1d", "xxx");

BHITEE, PUTIHRBSEERIZEZ LA requestTE,

sig_sign(&params);

{EAcurlZEiHIaAPI, BEIHOLE,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)

{

size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
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}

mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

}

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];
sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);
curl_easy_setopt(curl, CURLOPT_URL, url);
struct curl_slist *chunk = NULL;
for (inti =0; i < params.headers.len; i++) {
char header[1024];
sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);
printf("%s\n", header);
chunk = curl_slist_append(chunk, header);

printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();
//free signature params

sig_params_free(&params);
return 0O;

1IzfTmakedp$miE, BEITHITEmMain, HiTmainXd, BEEER,
-5
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3.6.9 Android

AF5LAANndroid Studio TR, NEIMTEAndroid MEFEMAPIERESZRISDK,
EA LA BEREBATRATIRAE, AESEERIRBEDIEEESDKERMEIEAIR

Fo
HEERIE
$REXFFZEANdroid Studio 4.1.28¢LA ERRZAS, BJZEAndroid StudioBA M4 T
FREX SDK
mUtt FESDKSDemo,
RIERBREMWNT:
BHR 1
app\ R TG
build.gradle gradlefR & 314
gradle.properties
settings.gradle
FIFTEE

#$1¥1 FTFAndroid Studio, i%i% “File > Open” ,
R R AR EEIE R R R FFRISDKERR .
B2 fTAIRER, BREMUT.
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APl 2157 3 AK/SK BZINIHREIES

e app
b manifests
v Java
e com.testappsignature
£ MainActivity
» com.testappsignature (androidTest)
> com.test.appsignature (test)
v res
» drawable
v layout
5 activity_main.xml
> mipmap
> values

w (# Gradle Scripts
# build.gradle (Project: android)
# build.gradle (Module: app)
gradle.properties (Global Properties)
gradle-wrapper.properties (Gradle Version)
= proguard-rules.pro (ProGuard Rules for app)
gradle.properties (Project Properties)
 settings.gradle (Project Settings)
-

local.properties (S0 Location)
s

BRkER5 APIEA
ZB1 EAndroid TIZHAY “app/libs” BRT, MASDKArREjare. HEjarB A4 REiE:
e java-sdk-core-x.x.x.jar
e commons-logging-1.2.jar
e joda-time-2.9.9 jar
$%2 7£ “build.gradle” ZHEFFHIINokhttpERIKE .

#£ “build.gradle” 37{4FEY “dependencies” NN “implementation
'‘com.squareup.okhttp3:okhttp:3.11.0'”7 ,

dependencies {
i'r.nplementation ‘com.squareup.okhttp3:o0khttp:3.11.0'
}
I3 BliErequest, BINAKFISK, FHEEES . XS . EKuriflbody,

1. ARBILAKFISKIREERBET SR A0, BT ARGIENELEABINMEFIREIR
BEIEHUAWEICLOUD _SDK_AKFIHUAWEICLOUD SDK_SK. LALinuxZ& #7945
EARIE EIKEAIAK/SKIRB RHIFET S,

a. FIFER, WAUTBSIIAMREEEENH
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vi ~/.bashrc

b. REMETSE, REXHHRHIRIESS.
export HUAWEICLOUD_SDK_AK="E#EVAKIE"
export HUAWEICLOUD_SDK_SK="E#EVSKIE"

c. WALNTSHSERESHFER.
source ~/.bashrc
2. flfErequest, EAERENMNETS, FIEEEHER. HiER. 1B5Kurifbody,

Request request = new Request();
try {
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.
request.setKey(System.getenv/("HUAWEICLOUD_SDK_AK"));
request.setSecret(System.getenv("HUAWEICLOUD_SDK_SK"));
request.setMethod ("GET");
request.setUrl("https://service.region.example.com3/v1/{project id}/vpcs");
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
//request.setBody("demo");
} catch (Exception e) {
e.printStackTrace();
return;

}

FIA IHBEKHAITESR, ERokhttp3.RequestXIREIHITAPI,
okhttp3.Request signedRequest = Client.signOkhttp(request);

OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

-

SRR 01 (2025-02-25) IS © ERRAGIRAT 42



APl &2

4 $EIRADIR A

HixtoiehA

LIFRZ=IRSAVAPIET, INERBR “APIGW” FFLAYFEIRG,

R FHITLIE

% 4-1 {Ei215

IFEEUTNENSHE

H=E | H\RER HTTP | iEX BHRG R
K&
i
APIGW. | The API does not exist | 404 APIREFEDR | i52%E"The API
0101 or has not been EMEIRE does not exist or
published in the has not been
environment. published in the
environment."{[
oI AR? Qb1
APIGW. | The API does not 404 APIEKRFEAR | RBAPIEKAGE
0101 exist. yees EREAPIENRY
FiEMEE
APIGW. | The backend does not | 404 TiEHE SR BEBATIF
0103 exist.
APIGW. | The plug-ins do not 400 | TiEENEMAED | BKREARSF
0104 exist. =1
APIGW. | The backend 400 | TiEHEIEIRED | BAERRARSZHF
0105 configurations do not =1
exist.
APIGW. | Orchestration error. 400 fmiEEIR KBEAPIEEAIET
0106 EiRsHEREE
APIGW. | API request error. 400 | BRBAAEE | FERAGIENEK
0201
APIGW. | Request entity too 413 iBkbodyid X R NMERKbody A/
0201 large. (KF12M)
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4 $EIRADIR A

fEIRg B2 HTTP | iEX BRI R
K&
i}
APIGW. | Request URI too large. | 414 | i&RURIIZX R/ INERURIA /N
0201
APIGW. | Request headers too | 494 | i&skskigk B RSL AN
0201 large.
APIGW. | Backend unavailable. | 502 [EimAn] A BEAPIRBNG
0201 Imitei 2 A A
APIGW. | Backend timeout. 504 [EimiBaT N N ET B
0201 NSRBI BT 8]
APIGW. | Incorrect IAM 401 IAMINIEHEESE | IB2EIAMIAIEES
0301 authentication = Bz E
information.
APIGW. | The IAM user is not 403 IAMBRARF | ERRPEEHE/
0302 authorized to access 5Ia]API A2 ERE
the API.
APIGW. | Incorrect app 401 APPINIESESE | APPEZINIERT,
0303 authentication = MU TEE:
information. o HEERIT
&, BR. &8
S8, BRI
ERAFERNS
%, BRE. B8
2. BKIKE
B
o IEEFimilE
A8 =& E
B2EFEHAPPIA
IEEAAAPIIEES
ZLrBaYER,
APPCODEEZIA
UERY, fanTiE
B: KEBEKRES
s 7 X-Apig-
AppCodesLig;
APIGW. | The app is not 403 | APPASAIFIAIE | INEAPPEEIEN
0304 authorized to access API 15I1aJAPI
the API.
APIGW. | Incorrect 401 INIHEEEIR KMEANHEERS
0305 authentication 1FH#
information.
APIGW. | API access denied. 403 AAVFABBIAPI | BEEEIENAD
0306 API

MAERRAS 01 (2025-02-25)
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=B | ERER HTTP | iEX BRI R
K&
i3
APIGW. | The token must be 401 TokenFEEEH | o FTFFMNIAMIRS
0307 updated. ¥%HYToken
o thBRBEEEH
T A [Eregioniy
0O, SEFER
FTokenskRL,
N EREO
URL
APIGW. | The throttling 429 | BERIRERS | o HFMIZRIFE
0308 threshold has been AEl. BAEY
reached. APIB¥®RZIH
1a]200)%
o =ARSFHIAY
AP, —iRFiE
BEEREN, 155
TR Eh
iaJ
o MGHEAPIRIXIR
el =FaellfE
APIl, WNFTEFE
PRER, BRI R
BEBATIF
APIGW. | The project is 403 projectA~BIfEEH | {EERAEEprojecti
0310 unavailable. ia]
APIGW. | Incorrect debugging 401 MRS | RERASIS
0311 authentication =
information.
APIGW. | Unknown client IP 403 TRRBERIR | BRERARSZE
0401 address. |PHBLE
APIGW. | The IP address is not | 403 IPHBUE AR FBIFIS | 1B IPHIIEE B
0402 authorized to access ia) B/B2ERF
the API.
APIGW. | Access to the backend | 403 FiwIPAFIFL | RimlPHEtslfSin
0404 IP address has been i3] 1A 3T R AY I PHbE
denied. AFFipaE, 15
BIPHI R EHE/
HRRRE, e
BN EIRIPES
==,
APIGW. | The app quota has 405 | APPEEBHIAT | T3SLAPPECAR
0501 been used up. 3
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=B | ERER HTTP | iEX BRI R
K&
it
APIGW. | The app has been 405 | APPH#RIGRES REAE, BaiE
0502 frozen. “REEE &
=8
APIGW. | Internal server error. 500 AEREEIR BRI
0601
APIGW. | Bad request. 400 | IEEIBXR KMEEKEEAR
0602
APIGW. | Domain name 500 | BRI mEREHS, L
0605 resolution failed. Mg B2 REHET
izl il
APIGW. | Failed to load the APl | 500 | RNNELAPIECE | BXERIEAS
0606 configurations.
APIGW. | The following protocol | 400 | MY A#EAIF, | BUASTIFAOINY
0607 is supported: {xxx} RN E (HTTP/HTTPS)
XXX 1508)
R oxASE
PRI AR S
sk
APIGW. | Failed to obtain the 500 TESRENEIEIE | BXEBATF
0608 admin token. =)
APIGW. | The VPC backend does | 500 | #FZlivpc/Fin | BFRBASIF
0609 not exist.
APIGW. | No backend available. | 502 REMEENE | KERERnER
0610 i aJH
APIGW. | The backend port 500 | EimiwORKE | BREREAE
0611 does not exist.
APIGW. | An API cannot call 500 | APIERBES 1ELZAPIfSimbeC
0612 itself. B, BERE
ReEEBIE10E
APIGW. | The IAM service is 503 IAMBRSZERIA | BARRARSIF
0613 currently unavailable. 1)
APIGW. | Backend signature 500 |itBEmREREX | BRERASE
0705 calculation failed. 5y
APIGW. | The service is 403 RS 1EXHE S EPTBITAYIRSS
0801 unavailable in the regionAaJifiE | @& XZiFiEregion
currently selected a1l
region.
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ERE | ERER HTTP | IBX BRI
g
APIGW. | The IAM user is 403 | ZIAMARFES | REEARFE
0802 forbidden in the Biregionmhifss
currently selected H
region.

MAERRAS 01 (2025-02-25)

WRIERE © HERRARBIRAT

49



APl &£Z35F 5 E g

ik
S
i
=

5.1 FIBin= FEAIRFH AP
FIE AR TRRAP:

ZZIJ%‘”EI’JN}?T_ FIEH, FERARRSAPIFEEZBINI—NMEREELSHX-Project-
d, SHERENIREID,

S¥X-Project-IdtEXIRIEIES WERZSDKSdemo,

5.2 APl RS IS KIERE

APIM ST FFRIERE o
TRIESER, BRORASER.

5.3 Body WEK_JLM' 584
HIEAREBXIBodyiH TR ZRT, BEBEELRIILATSHNSHE:
X-Sdk-Content-Sha256:UNSIGNED-PAYLOAD

wnziE, Xbodyit&hashBIZEHIEIUNSIGNED-PAYLOAD

4 BRHEEBASHEGALUASEER

INRIFIRIBAK/SKEZINER BB ITTRAPIERE S, i5EEX-Sdk-Dates /R
588, BEtiskiEEsHmiE,

MRIEBERENTIRMRAISDKHITE R, WABEZEPLBEREELSHSEE
2, SDKREEGEBITREMLSHSE5EE, HFEMSEER . WREMNEKHE
BASHHETEERBRERETN, BPolEAEENEEE,
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5.5 {#EAIIRAT AK/SK &3

gz
$ER2

S+IR3

ANREFIGATAK/SKIIERE R, BIGEEZSDKEMEINARY, BERERLFMLATS
HHMSHE:

X-Security-Token:{securityToken}

ARERIGETAK/SKIHBERIFITE S, EEZSDKSAK/SKAIZESDK—EL,
BIE—API, ZERINEREFE “EAHIAMINE” , F&H.

RENS RIS HIIERTAK/SKS {security Token}, ESE 1AM
?HIIDX%?E;HFD]F_\Z%%Z% :

"credential": {
"access": "POHE***69X0",
"expires_at": "2022-10-17T18:51:25.231000Z",
"secret": "3WJu****hDVs",
"securitytoken": "XXXXXX......"
}
}

WISIEK, HEEERSH,

request.setKey("POHE****69X0");
request.setSecret("3WJu****hDVs");

request.setMethod (" GET");

request.setUrl("urt'),

request.addHeader ("X-Security-Token", "XXXXXX....." );

R

5.6 IAMIAIEEEEIR

IAMINIEHEREEIRE
e Incorrect IAM authentication information: verify aksk signature fail

e Incorrect IAM authentication information: AK access failed to reach the
limit, forbidden

e Incorrect IAM authentication information: decrypt token fail

e Incorrect IAM authentication information: Get secretKey failed

Incorrect IAM authentication information: verify aksk signature fail

{

"error_msg": "Incorrect IAM authentication information: verify aksk signature fail, ......
"error_code": "APIGW.0301",
"request_id": "FrRrRE

}

B

BRINEEXEABOA, ERETENSEZERSAPINXITENEZERTE,.

ERTTE
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1 THjshRA, EETWHEZSDK, FKENEZFHE,
B2 RIEEREE, FRNEEETH “demo.html” X4,
$IE3 $KEIx-sdk-datefl, x-sdk-date{E7RSHEIRtEEZEE15minlARN .

1. FEESPIFT “F127 , FEREFIERE “Sources > Snippets > New
snippet”
2. 'I—:D/L—FFCﬁSE?ﬁU:EtUE@UE"JScript snippetd, SABELMAREScript snippetZifR,
HIE “Run” f5§, “Console” H3TEPHYEFLZX-sdk-datelE,

ate();
ate.getUTCFullvear() + ate.getUTCMonth() + 1) + t oCha <n te & tLIT() te )
ate.ge etUTCHo 0 + (h (n ate . getUTCHA) ::) + twoChar(date.getUT: :urds(:

function twoChar(s) {
if (s >=10) {
return "" +s
}else {
return "0" +s
}
}

function getTime() {
var date = new Date();
return "" + date.getUTCFullYear() + twoChar(date.getUTCMonth() + 1) + twoChar(date.getUTCDate()) +
v
twoChar(date.getUTCHours()) + twoChar(date.getUTCMinutes()) + twoChar(date.getUTCSeconds()) +
nn

getTime()

B4 Ex-sdk-dateiMiNZEIHeaderssh, FHIESHFSE, B “debug” REERFERE,
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AP| £&Z15r

Apigateway Signature Test

Key Secret
Bec7ell. 54368d3b495a8 2854z 345cdbc
Method url
GET %
Headers
X-5dk-Date 20221208T015751Z m
Add
Body

Debug ‘ Send request

curl -X GET fget” -H "X-5dk-Date: 20221208T015751Z" -H "host: -H "Authorization: SDK-HMAC-5HA256 Access

=6ccTel 3b495a8, SignedHeaders=hostx-sdk-date, Signature=488409e25642d( 1e03b3470160a0e80415
Ncle:accessing the API from browser requires support for CORS
rejected
canonicalRequest
GET
fget/
host:

x-sdk-date:20221208T015751Z

hostx-sdk-date

e3b0cd4298fc1c149afbf4cB8996b32427ae41e4649b934ca495991b7852b855
stringToSign

SDK-HMAC-5HA256

20221208T015751Z

d66ff33d28fa397i574 W0edf0229a5415d92fca5bad6240dc

----------authorizationHeader----------

SDK-HMAC-SHA256 Access=6cC) 5a8, SignedHeaders=hostx-sdk-date, Signature=488409e25642fd03753a1623889e35b4
66e9: 94f53e79f2108a

JFget\delete\headiFRk, FEHETbodylr, FEAE LEBodytlERFINbody (S
RiXiERAIbody—E) -

SHEBAEPRcurldsS, FEamdipSfTHHIT, curldSHITRBRITTI—F,
curl -X GET "http://192.168.0.1:10000/get" -H "X-Sdk-Date: 20221208T0157512" -H "host:

192.168.0.1:10000" -H "Authorization: SDK-HMAC-SHA256 Access=6cc***95a8, SignedHeaders=host;x-sdk-
date, Signature=488409e25***9f2108a" -d $"

WNEBEE N authorization, MEZEIBcurlis S EmEAYAuthorizationZ i IEHEN B
Ro

EER AP E B LRGN ERER .

BlanHESjavaiE S S &9 canonicalRequest. stringToSign.
authorizationHeader(#, S5jsAliitEZFZFEE2E—H,
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codingException

String messageDigestContent = calculateContentHash(request)

Stringl

signedHeaders = getSignedHeaders(request)

String canoni

[1 signingKey = deriveSigning

.

Incorrect IAM authentication information: AK access failed to reach the
limit, forbidden
{

"error_msg": "Incorrect IAM authentication information: AK access failed to reach the
limit,forbidden." ......

"error_code": "APIGW.0301",

"request_id": "R

}

EJRE/RE

o akskEZITHEEIR
o akXIMAYskAILAC,

o akskiMZEHIMEN B, ELEEIRSALALE, HIESSH ( 5oL, 1=
LUAREEREREK)
e token®EiXHT, tokeniZHA,

BRFTE
e i{EZ&%EIncorrect IAM authentication information: verify aksk signature fail
FRIRTTE

o BN EFHAIISkERIER,
o BESHIZEEI,
o BSEHTIKENtoken,

Incorrect IAM authentication information: decrypt token fail
{

"error_msg": "Incorrect IAM authentication information: decrypt token fail",
"error_code": "APIGW.0301",
"I’equeSt_id": Mkkkkkk!l

}
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GRS
FAFHIAPIERIEIAMIAIE, TOKENRRHTEK .
FERINE

o 1EBEFKEtokendlys5iE, token2EHRIEH.
o OEREUokenIMESARNHERSE —H.

Incorrect IAM authentication information: Get secretKey failed
{

"error_msg": "Incorrect IAM authentication information: Get secretKey failed,ak:****** err:ak not exist",
"error_code": "APIGW.0301",
llrequest_idn: Tkkkkkx!l

}

RS

FBFBIAPIERIEIAMIAILE, {ERBAK/SKEZB AT, (BRAKAREFE,
BRAE

KBEAKESEAIEHR,

+H >0
5.7 APP IAIHEE R
APPINIEHERIEIRE
e Incorrect app authentication information: app not found, appkey xxx

e Incorrect app authentication information: verify signature fail,
canonicalRequest

e Incorrect app authentication information: signature expired

Incorrect app authentication information: app not found, appkey xxx
{

"error_msg": "Incorrect app authentication information: app not found, appkey
01177c425f71487ea362ba84dc4abe5e1",

"error_code": "APIGW.0303",

"request_id": "a5322eb8904***d705491a76a05aca"
}

BIEEEE

appkeyBc &gz o

BRRTTE
£E1 EAPINXIEHSRENEZNSAEHIEE “‘APISHE > SREE" .
£ BEMNAVERSR, EANERFS.
I3 BF “Key’ {H, FEFHACEappkey.

----45R
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Incorrect app authentication information: verify signature fail,
canonicalRequest
{

"error_msg": "Incorrect app authentication information: verify signature fail, canonicalRequest:GET|/test/||
host:d7***fe4.example.com|x-sdk-date:20230527T015431Z||host;x-sdk-date|e3b0c44298f***2b855",

"error_code": "APIGW.0303",

"request_id": "cb141a91c945e6***14a8eff5d62dc"

}

ATREEE

BRINEEEERGIE, EFinTENERERSAPINXITERNEZERTE,
ERTTE

iE&%Incorrect IAM authentication information: verify aksk signature fail,

Incorrect app authentication information: signature expired
{

"error_msg": "Incorrect app authentication information: signature expired, signature
time:20230527T000431Z,server time:20230527T020608Z",

"error_code": "APIGW.0303",

"request_id": "fd6530a01c09***40189e65e837b8ad"

}
ATRERE
2 RS 2 Atiaj2ix-sdk-date SAPIGWAR SZ 22T /B4 B #2312 15min o
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5.8 "The API does not exist or has not been published
in the environment."{oJ#ZR?

ARAPIM R FAIAPIHREE, BRI NIUFHEEREREA

1. ABAPIFHMERRES .. iBRAGE. BERARIER.
- LkanelEERIAPIAPOST G, EMFER T GETHEER.

- EEamiAIEAIURLELAPHEBRAIURLD— /7 B S TIAILE EILAPI,
flaNhttp://7383ea59c0cd49a2b61d0fd1d351a619.apigw.region.cloud.com/
test/F0http://
7383ea59c0cd49a2b61d0fd1d351a619.apigw.region.cloud.com/test=PLED
EARRRIAPI,

2. APIiRBERM. APIEIRfE, FE2AHIIBRNINEETEER. BRRIFESE
EAPl, MNREHEEHEEFIER, GEBER “X-Stage” LEEHNLKHHINERE
go

3. WWRMTALER. NRAPIRIER .. BRGE. BBRER, BEAGIINERE, 51
eI B ERIRITRISRAPIFRED H IBISBAPIFIERIDAES, flalEEes
MAPIDE, BN EBECRIRIES, APIERRY, (AT EMS BRI
2o
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https://support.huaweicloud.com/intl/zh-cn/usermanual-apig/apig_03_0014.html
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4. IEBEAPIZE{FEHOPTIONSE AR, WNRFEFOPTIONSIEEIRIEK, BEAPIRF
JECORS, FHEIZOPTIONSAHIHIAPI, ENRIEESEFBEHIEE,
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https://support.huaweicloud.com/intl/zh-cn/usermanual-apig/apig_03_0011.html
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