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API %
FAigr

1 (FRn=

1 {ERm=

APIMXEE SRR FARGS:

o APHERIANIEFFA: APIBBAIES X AAPPIAIESKIAMIAIE, MFEE1ESE R ZMH
TFREARANENFLR, BAPIEXRFIDAIEESE.

{EAAAPPIAIE ( Z2IAIE ) EFBAPI: APLRAZE@ITAPIMFEi2{tKey
Secretf1SDK, YFAPHERIEITEZIAILE,

{ERIAMIAIE ( Tokeni\ilF ) JEFEAPI: APLERZE 4N EREESHBAIE
Token, ZABIEINIETokeniEtEZEIAPIERE,

SERIAMIAIE ( AK/SKIAIE ) EFAPI: APLERZIBIZAK (Access Key

ID ) /SK ( Secret Access Key ) FIAPIRCIZHAISDK, ITAPIEKRHITEZLL
H,

o [EiRIRSERRIGTTAR: FAPIFEAPIMX E40E TEZ%H, NAPIRKEIZAPI
IRk RIXIERISSEFRENAIZRER . ZAPINGIRIRSS FEEMAPIN
KIBHAISDK, FIHERPIEREEH TR
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2 {sEF3 APP TAUEEFE API

2.1 ERIESS

APPINIESZUEHAP, BSERFERBIINMER:

SRENAPIHOIE RIS E

TEAPIGSLEEIAIERE “APIBIE > APIBIK” , BRAPISFTHNAPIERE, 7
“APIZTT” MEWAPISH T HEBAPIRIES . ERIEFRIEKRA X,
APIE & HREIRE

TEAPIGELHISSIS%IRE “APISIE > APIFIE” |, BBRAPISFRENAPIER, £
“APIIZTT” TREH “BIiRECE > iimEX " PEECATHTE,
SRENAPIHBIAIES B

APPIAIE ( BRZIANIIE ) EXSAPIERHEITINZEES 20T, FTEREIAPIFTERUETER
KeyF1Secret, TEAPIGELAIIEFIRIERE “APIETE > FIREIR” , HAEIREFS,
$KRHVKey#Secret,

(1] %88
o AppKey/Key: APPIFEZ$AID., STABIHRIEAXRIANKEE—FRNRRF; H0Z5H DFIFA
BipREE—RER, MEKETINEESE.
e AppSecret/Secret: 5ifRZHIDEASFERIER, MERETINELES, ARRLE
7, FERLIEEREIER .
RIXAPIEKREY, HERIREETBEKRKBEELMX-Sdk-Date, FEZERETF
BEREELAYAuthorization

kil
o EPFURIGEEAMATESETRIRSRRAIEL, BERIERIERLX-Sdk-DateAYE
HIRKIRE .

o APIRXKPR TIBEATENE TSN, ESRBGIZAT B E S M XU EERAIRTEIZE,
WNRASEEXF 1508, APIRZIELEISXK .,

SASRRAS 13 (2025-02-25) WRINFTE © AR ERABIRAE 2
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2.2 APP INIET{ERTE

1. HHEEIER.

BERXIERATIZEBSAPINX (BEIAPISIE ) BEYEIMNAELE, BIFE
FigEE . APINEGEEIANERHERIERRAS—H,

2. ([FERIEERIEMEECIRFEFTR/S,

. (FERAK/SKIFEFHFHRITEES .

4. BERNEREEMERBREELRNEIHTTPIE KRS, B EAEAFZFESH
HINEIHTTPIE R,
APIRKIEEKRE, #HiT1~3, ITEER.

6. R3PRIEMAIER S5REMRIERHITILR, MREZE, WLESEK, &
UIEES1SE = 8

£JRSPRE!
APPEEZ X3z 1 5Body (A 1 2MR LA FITERES .

R 1: MiSHiEiEK

ERAPPLILHITEZ SIANE, BATEMBIEKRAT, AEBHITER. BFinS
APIRIX(EFFERIANERAEE, HLABRE— I HTTPIERAIBIRIRSEIERRIERLS
R, NselSnie.

HTTPIERALEACREaI T :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

BT LA T RAKIRBIGEIERITES R
BRIRIFIRIERA T

GET https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?b=2&a=1 HTTP/1.1
Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
X-Sdk-Date: 20191111T093443Z

1. ¥EHTTPiERAE ( HTTPRequestMethod ) , LURITFLER,
HTTPi&EK A%, WIGET. PUT. POSTZ, i&KAERA:

N

GET
2. AIIAGEURIZE ( CanonicalURI) , LURITREER
BN
HEEURI, BNERERIER, RURIAIEITIRZEBSHIURIZRERD
W&zl

HRIERFC 398617 AL URIEETE, FBERITRINEXIIREZAS, BEPENED UM
FURIGRRD . SNRURIBREZARLL “/” R, WERERFM “/7 o

2461
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ABIFRIURI: /appl, LEEIHESEAYURIZRED S
GET
/app1/

IHEEEN, URIBAILL /7 ER . RIXERET, AILAARLL “/7 &,
NNHEEIIFRE ( CanonicalQueryString ) , LURITRIEER.
B
TAFHE, IEISH. IRLEEESHY, WATFRHE, IBEENEKR
H=ET.
t&zl:
MEERFMRFEREUATEK:
- RIELTHUN SN SHEFEHITURIZRS:
" {BEZIXIRFC 39867 X AN AIFFREEFAFid{TURIZRAD , XLEFRFEHE:
A_Z\ a'Z\ 0'9\ TN N -*DNO
" BRWXYXITEIFMBF RIS TE DR, BERXFIYA+7SHEF 5
(0-9FNA-F) o f5IaN, AEFRFIUMImIZF%20, 7 RUTF-8FFFHIR
K “%XY%ZA%BC” &z,
- XTFBANSY, BN “ URIREBRISHEH= URIFIEGATSHET  MREHE
SHE, WUSFHEAE, EfEa ‘=7
PRI BRI, ERE 1M SHparm2iIER=,
parmi=valuel&parm2=
-  ERBRFHBUAFIRFENSHEETHIR . 61i, UXEFEFALNSE
BZHELUNEFBOFLNSHE Zh.
- LHIFEENE—SHEE, MiEEERF/HE,
244
THPEERIMAESE: a. b
GET

/app1/
a=1&b=2

INAEEESL (CanonicalHeaders ) , LURITRILEER

BXY:

ISEHESL, BNEREELIIR, GESZERPHIFFEGHTTPERLYIE, EHE
S B EX-Sdk-Date, FAFIRIGEZATE], HEHISO8601FREAIUTCRTEIRE
=: YYYYMMDDTHHMMSSZ . #NEEAPIA&#ZIIERELEASEIAEERT, EEEINAE
MAIIRIEZFR .

A
o EFIRIGESAMIIE SRS RAIES, BRIEKIEELX-Sdk-DatefYE
B KIRE

o APIRIKER T RISHIEAETUIN, BERIGIZASEESMXIEIERAIATEZE,
SNREFEEART 1528, APIREEREIFT K.

&=t:

CanonicalHeadersiZMNERiEELHEFHRE, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., & MEKEEL

SASRRAS 13 (2025-02-25) WRIERE © LEARITERARERAF 4
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( CanonicalHeadersEntry ) B9tz ILowercase(HeaderName) + "' +

Trimall(HeaderValue) + '\n'

- Lowercase: FREMBFHERIENNEFZERIRE.

- Trimall: RRHFRMERIEIIZRTIEAIRE

- EE—MEKEELBSIET—MEITR . ENFiSEFCanonicalHeadersH
BRI, BitsE— =17,

- HELEREREE—E, HUSBMERIBRLBIRET, TiETRIAIL,

2541

GET

/app1/

a=1&b=2

host:c967a237-cd6¢c-470e-906f-a8655461897e.apigw.exampleRegion.com

x-sdk-date:20191111T093443Z

k|

ERRLFREREUTEK:

o BHBLEMERANNELR, HRHFRISTSEIEBTE,
o IFBFHRIENBEELZIRHITHFHRF.
ELENEISS Sk

Host: c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com\n
Content-Type: application/json;charset=utf8\n

My-headerl: a b ¢ \n

X-Sdk-Date:20191111T093443Z\n
My-Header2: "a b c" \n

AEEIRRL:

content-type:application/json;charset=utf8\n
host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com\n
my-headerl:a b c\n

my-header2:"a b c¢"\n
x-sdk-date:20191111T093443Z\n

SN TFERRYERSLFERR ( SignedHeaders ) , LURITRIER

BXY:

BFEZREKERLYIER, BITRNGEEL, [mAPIRSiERPELLE S
A 2EZIIEN—ED, DURERIESERATAPIMZE O] LA 2RSS EESL , X-Sdk-
dateX TUWENBEEZRIEESL,

W

SignedHeaders = Lowercase(HeaderNameO0) + ;' + Lowercase(HeaderName1)
+ mn.n + .

EEZEELEEFREUTER: BESZNEELIMERNNERR, 1%
BFHFABBERLHTHE, FHMER 7 koRSNEEL.
Lowercase R NGB FZHEIRNNEFE,

2545

UTERFIEMNMHELS58Z: host, x-sdk-date
GET

/app1/

a=1&b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T093443Z

SASRRAS 13 (2025-02-25) WRIERE © LEARITERARERAF 5
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host;x-sdk-date

6. EFHTTPEHTTPSIEKIEXX HaIbody{k ( RequestPayload ) , {EFSHA-25605
R TRE.
BX:
BEREEAK, HEAREEMMERER: HexEncode(Hash(RequestPayload)), H
FHashFRREMBEERHERIRE, HEISZIFSHA-2568%, HexEncodeZR/RLA/N
EFfRROIEERIBase-164mI5A9EEL . #Ia0, HexEncode("m") iIREHES
“6d” A= “6D” o MIANE— NFDEERTIATNHNEHHFERT
& RequestPayloadISFH{ERT, XF “RequestPayload==null” Big=, B
BHEREFrAaER""FKitE.

241

ANRBIRGETAE, bodylkhz ., RiTIEFHEIENbody ( SFHFE ) T
GET

/app1/

a=1&b=2

host:c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com
x-sdk-date:20191111T093443Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

7. XHSFHHLEIERFTIREIE, BiZ5XIRequestPayloadlg A4 IERYEIEE
B, EFRELIENIEERVRLVNEHREHIZFEERE R
EiX(PHS: Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
FPIRHECERILEIERZR MG
af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155c0

LR 2: SIEGEFMH

SFHTTPIERETALEHEVSIERIIEHER, BESEIEE. SR E—ReEMNF
BRFFB.
StringToSign =

Algorithm + \n +

RequestDateTime + \n +
HashedCanonicalRequest

PRIBPSHRBIT .
e Algorithm

BEEE ., JWTFSHA 256, HiZASDK-HMAC-SHA256,
e RequestDateTime

5RATEIEL . SIERIEELX-Sdk-DatefIEMER, &K
YYYYMMDDTHHMMSSZ,

e HashedCanonicalRequest
Z I IaRTENIEEIE K

ERIFERINFEFHRI:

SDK-HMAC-SHA256

20191111T093443Z
af71c5a7ef45310b8dc05ab15f7da50189ffa81a95cc284379ebaa5eb61155c0

SASRRAS 13 (2025-02-25) WRIERE © LEARITERARERAF 6
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LI’ 3: SR

FEAPP secretfIEIZRIFEFFFRIENNERFRHENBAN, TEES, BTHEER
AtEERTR .

{AfCREENT

signature = HexEncode(HMAC(APP secret, string to sign))

HAHMACIEZSAEXRIGHIZE, HexEncodedgiet+7idtH . AXIBHSENHBEN
F2-1PrR

& 2-1 2HRA

SHEWR SHRE
APP secret TAEH
string to sign BIRHSEF RS

BRIRAPP secretIFWTh5tqu2Pb9ZGt8NI09XYZti2V1LTa8useKXMD8, MIit+EEZIRY
signatureg:

01cc37e53d821da93bb7239c5b6e1640b184a748f8c20e61987b491e00b15822

LR 4 RINEBRERRNERL

2.3 Java
R{EnS

FHESEE, BEeanzlAuthorizationfJHTTPEESL ., Authorization;g B2l
BEEEREELF, TEHTFEMIIE.,
AR :

Authorization headerBIZ{5%3:
Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature

FEIFENRE I ESAccessZRIIZAIES, {BESignedHeaders5SignatureZBIiHE
(FRESIEH-
BEERBERLA:

Authorization: SDK-HMAC-SHA256 Access=FM9RLCN*******+xxxNAX|SK, SignedHeaders=host;x-sdk-date,
Signature=01cc37e53d***e00b15822

BRIERHEELE, BEIENEIFRHTTPERAEY, ERERIXBAPINK, B
APIMKFER BTN . BAMNEBISE, ZERA S RIEEFRIRSHITISZLIE,

{FF)avaiE S ARAPPINIERYAPIRT, BB ESIRENSDK, REENTHILEE, &ES
ZiFBAPIRBIEREAPI,

ARETLAEClipse 4.5 2kRAABFINE

SASRRAS 13 (2025-02-25) WRIERE © LEARITERARERAF 7
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2-1 FARRE
Fig
¥
FHISDK
¥
ERAPI
\
Z£5
BIfESR
o CEIRHAPIRARGEER, BEAFSIIAEENES.
o BEZ%Eclipse 3.6.08kLA LRRA, WNRFKZE, {BEEEclipseERMILTE
o BEZIKIDEA 2022.2.1, MIRFKRER, BEIDEAES MG TE
o BZ%Zlava Development Kit 1.8.1118¢LA LA, WNRKZEE, iEEOracleEXS
THEHRETE . 4x¥Fava Development Kit 173¢LA ERRA,
JREX SDK

ISTEAPIMKIZFI G “RERD” , £ “SDKEMIES]” REFTHIINIES{E
FASDK,

B FESDKAYEFTHRAS, JRBX “ApiGateway-java-sdk.zip” [£456, MEEER
AT

ZFR i8R

libs\java-sdk-core-x.x.x.jar FHZSDK

pom.xml toEEMaven TIEFRTE, EXE MK
12

changelog TEHE

SASRRAS 13 (2025-02-25) WRIERE © EARITERARERAF 8



https://www.eclipse.org/downloads/
https://www.jetbrains.com/zh-cn/idea/
https://www.oracle.com/java/technologies/downloads/
https://www.oracle.com/java/technologies/downloads/
https://obs.cn-north-1.myhuaweicloud.com/apig-sdk/ApiGateway-java-sdk.zip

APl 3%

VAYSEi=IEd] 2 {5/ APP IAIIEEFS AP
src IS ZSDKAYdemofths:

e WebSocketDemo.java

OkHttpDemo.java.

LargeFileUploadDemo.java
e HttpClientDemo.java
5|A%:

e Constant.java

e SSlCipherSuiteUtil.java

e UnsupportProtocolException.java

IDEA BEcE S0
IFATIMECE R IU, APaRIEL ST RIERE,
o  SARHHLE
e GIZEIDEA mavenTiE
1. BARHMLE
a. 3$TFFIDEA, TESEEEF21%EE “File > New > Project from Existing Sources” o
EIRRIERRY “ APIGW-java-sdk-xxx” &3, BE “OK” , ENFREIT

B
b. 7£ “Import Project” TAM, i%&#F “Create project from existing
sources” o

ELEEETE “Next” , #E1E “Maven” , BB “Create” .

Maven

Create

SASRRAS 13 (2025-02-25) WRIERE © EARITERARERAF 9
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C.

IDEAISAESIIEOSFHEOCIETRE. that, AREPEE “New

Window”

2. QUEIDEA mavenIig

a.
b.

FTFFIDEA, TESEERFZEIR “File > NEW > Project” o

TEHEPIEIE “New Project” , IESFHIEELUTSHE, BF “Create” .
Name: IEE “apig-sdk-maven-demo” .

Build system: &% “Maven”

JDK: FIFBECHIMRA.

IDEASZISEHEIE DS FEOCIRETIZ, thit, EEEPEE “New

Window” .

BRBITIERHY “src” #0 “libs” XS FIZapig-sdk-maven-demoT#E
To

U File Edr

apig-sdk-maven-demo

CloseableHttpC

EeEFEEMaven TiEAYpom.xmI3Z{4,

FEAMRFIREXE, Wi “pomxml” BIATRBEHIHEEIRERER
B {JEMKREEE TR EI RN EFEHITITE

<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/
maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupld>com.huawei.apigateway</groupld>

<artifactld>java</artifactld>
<version>1.0.0</version>
<build>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin</artifactld>
<version>3.8.0</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
<encoding>UTF-8</encoding>

MAERRAS 13 (2025-02-25)
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</configuration>
</plugin>
</plugins>
</build>

<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>

</properties>

<dependencies>

<dependency>
<groupld>commons-codec</groupld>
<artifactld>commons-codec</artifactld>
<version>1.15</version>

</dependency>

<dependency>
<groupld>commons-logging</groupld>
<artifactld>commons-logging</artifactld>
<version>1.2</version>

</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpclient</artifactld>
<version>4.5.13</version>

</dependency>

<dependency>
<groupld>com.squareup.okhttp3</groupld>
<artifactld>okhttp</artifactld>
<version>4.9.1</version>

</dependency>

<dependency>
<groupld>org.apache.httpcomponents</groupld>
<artifactld>httpcore</artifactld>
<version>4.4.13</version>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-api</artifactld>
<version>1.7.25</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-simple</artifactld>
<version>1.7.25</version>

</dependency>
<dependency>
= AR & SThRER >

<systemPath>${project.basedir}/libs/java-sdk-core- XXXjar</systemPath>
<groupld>com.huawei.apigateway</groupld>

<artifactld>java-sdk-core</artifactld>

<version>SDKKgZE</version>

<scope>system</scope>

</dependency>

<dependency>
<groupld>org.openeuler</groupld>
<artifactld>bgmprovider</artifactld>
<version>1.0.3</version>

</dependency>

</dependencies>

</project>
. BeEmavenpIEcEsettings.xmlo
i. fEprofiles B RHARIMMITAS:

<profile>
<id>MyProfile</id>

STRERRA 13 (2025-02-25) IR © ERRBRABRAT 11
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<repositories>
<repository>
<id>HuaweiCloudSDK</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>false</enabled>
</snapshots>
</repository>
</repositories>
<pluginRepositories>
<pluginRepository>
<id>HuaweiCloudSDK</id>
<url>https://mirrors.huaweicloud.com/repository/maven/huaweicloudsdk/</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>false</enabled>
</snapshots>
</pluginRepository>
</pluginRepositories>
</profile>

ii.  fEmirrorsTosaARiENN:
<mirror>
<id>huaweicloud</id>
<mirrorOf>*'HuaweiCloudSDK</mirrorOf>
<url>https://repo.huaweicloud.com/repository/maven/</url>
</mirror>

iii. tZhNactiveProfilestr&S e EHCE :
<activeProfiles>

<activeProfile>MyProfile</activeProfile>
</activeProfiles>

TEMaven{kih, &R “pomxml” HAEEE “Maven > Reload
project” .

MAERRAS 13 (2025-02-25)
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v apig-sdk-maven-demo

Jidea

h. FEEMTRETER “src” X4, XWiE “HttpClientDemo” , WITEIBRES
SLFRREIZERIN .

AR API 7=fl
$£1 IEAPISEEHZEIHttpClientDemo.javad TR & .

STRERRA 13 (2025-02-25) IR © ERRBRABRAT 13
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ARBILAAKFISKIRFEIMEZREF NE, IETAREBIESEEMEFIRER

BT EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, LALinuxZE%: 54

EARMIS CHRIRIAK/SKIEBE RITETE,
a. FIA%R, GAUTHSHARETEREXHE .

vi ~/.bashrc

b. REMEBELE, REFENXHFHFBRLRIESS.
export HUAWEICLOUD_SDK_AK="Z#ERAK1E"
export HUAWEICLOUD_SDK_SK="Z#EXSKZ"

¢ AT EREXHER.

source ~/.bashrc
IEAPIIEEMEIRENHIEZEE I HttpClientDemo.java X M7 & .

(1 588

HttpClientDemo=R5|FALATZE, AI7E “3REXSDK” BAHY “src” X TEE:

- Constant: SDKEHRFERINESZE,

- SSLCipherSuiteUtil: tISAIEFRCESHIITES, tHUNEEE iR ARIIER
- UnsupportProtocolException: FELMEZE,

public class HttpClientDemo {
private static final Logger LOGGER = LoggerFactory.getLogger(HttpClientDemo.class);
public static void main(String[] args) throws Exception {
// Create a new request.
Request httpClientRequest = new Request();
try {
// Set the request parameters.
// AppKey, AppSecrect, Method and Url are required parameters.

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in

the configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication.

// Before running this example, set environment variables HUAWEICLOUD_SDK_AK and

HUAWEICLOUD_SDK_SK.
httpClientRequest.setKey(System.getenv(" HUAWEICLOUD _SDK AK"));
httpClientRequest.setSecret(System.getenv (" HUAWEICLOUD_SDK_SK"));
httpClientRequest.setMethod ("POST");
// Set a request URL in the format of https://{Endpoint}/{URI}.
httpClientRequest.setUrl("put your request url here");
httpClientRequest.addHeader("Content-Type", "text/plain");
// Set a body for http request.
httpClientRequest.setBody("put your request body here");
} catch (Exception e) {
LOGGER.error(e.getMessage());
return;
}
CloseableHttpClient client = null;
try {
// Sign the request.
HttpRequestBase signedRequest = Client.sign(httpClientRequest,
Constant.SIGNATURE_ALGORITHM_SDK_HMAC_SHA256);
if (Constant.DO_VERIFY) {
// creat httpClient and verify ssl certificate
HostName.setUrlHostName (httpClientRequest.getHost());
client = (CloseableHttpClient)
SSLCipherSuiteUtil.createHttpClientWithVerify(Constant.INTERNATIONAL_PROTOCOL);
}else {
// creat httpClient and do not verify ssl certificate
client = (CloseableHttpClient)
SSLCipherSuiteUtil.createHttpClient(Constant.INTERNATIONAL_PROTOCOL);
}
HttpResponse response = client.execute(signedRequest);
// Print the body of the response.
HttpEntity resEntity = response.getEntity();
if (resEntity != null) {
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LOGGER.info("Processing Body with name: {} and value: {}",
System.getProperty("line.separator"),
EntityUtils.toString(resEntity, "UTF-8"));

} catch (Exception e) {
LOGGER.error(e.getMessage());

} finally {
if (client '= null) {

client.close();

}

}

}
}

$I2 iz{THttpClientDemo.java, XHBERHITEZ . IHIDAPIFHHTEILER
IR

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Print the authorization: [Authorization: SDK-
HMAC-SHA256 Access=3afe***ba29, SignedHeaders=host;x-sdk-date, Signature=26b2***dbf6]

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Print the status line of the response: HTTP/1.1
200 OK

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Date and value:
Fri, 26 Aug 2022 08:58:51 GMT

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Content-Type and
value: application/json

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Transfer-Encoding
and value: chunked

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Connection and
value: keep-alive

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: Server and value:
api-gateway

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Header with name: X-Request-Id and
value: 10955c5346b9512d23f3fd4c1bf2d181

[main] INFO com.huawei.apig.sdk.demo.HttpClientDemo - Processing Body with name:

and value: {"200": "sdk success"}

E={"200": "sdk success"}, FTRSZIN, APIFINEREIGIE,
WNERNZAKZLSKAYE, APIMXEIREIRIFEIRISEerror_msg,

.

2.4 Go

Brin=

(FRAGOIESIAHEAPPINIERIAPIRT, RFEELIKENSDK, AEFHETE, xESERA
APITRBIEBAPI

A= Intelli) IDEA 2022.2.1BRASFFINEE

BIRSRA
o CEIREXAPIRVEARGEER, BASIANERNES.
o EXRRGoREB1.14mLALIRA, MNRKLZEE, EEGOES FERME M.
o BEZ&EIntelli) IDEA 2022.2.18kLA EARA, WRFKZEE, i5ZEIntelli) IDEAETSR
o =
o Effintell) IDEAFZIEGOIGM, MNRKRZE, BIZIBE2-2FIRTHE,
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APl %
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2-2 L% Go

Plugins

g
q Go Template
<2

GoToTabs
GoogleTranslation
GoYacc Support

google-java-format

Plugins

> Version Control

v Build, Execution, Deployment

Godot Theme

?

¥KEN SDK
IBTEAPIRKIZHI G ERE “&BEIRL” , & “SDKERIES|” B TEHMNIEShfE
HSDK,
B FESDKRIRFTARA, $KEX “ApiGateway-go-sdk.zip” E458, MBERBRE
10T
2 kil
core\escape.go SDKALHS
core\signer.go
demo.go ~ECES
WETE

F1 FJFFIntelli) IDEA, EIFZZEE “File > New > Project” .

s “New Project” XHEHE, “Name” EHESDKEFEMIHLAIZIR,
“Location” EEIZMEXAMREIRR, “Language” &R “Go” , B
“Create” ,
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APl %
&I 2 {$5F3 APP IAIEER API

2-3 Go

Add sample code

Create

$2 e TiztlEfR, BREWUT.

2-4 FHETFE go FIRREN

go [:\ldeaProjects\go
idea

ﬂ demao. go

go.mod

“demo.go” JRBIES, IBRIESEIMERIENSHEER . BAMUBIRIBEESERE
FAAPIZRA

R
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iEF API 75l
SE1

SER2

F1R6

FEI#EHP3Z| \sdk (signergo)

import "apig-sdk/go/core"

&R —NETRYSIgner, BINAppKeyF1AppSecret,

1. ARBIAAKHISKRFEMEZEF B, BITAREIBNESER MG EIR
152 EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, LALinuxZ s/l

EAMISE EFREAK/SKIEENTIETE,

a. A&, WMAUTHIITARETERENX Y.
vi ~/.bashrc
b. REWETE, REXHFHEBRLRIERS.

export HUAWEICLOUD_SDK_AK="E4£HVAKIE"
export HUAWEICLOUD_SDK_SK="EZESKIE"

c. AT SERENHER.
source ~/.bashrc
2. HER— 1 ESigner, BABERENETE,

s = core.Signer{
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

Key: os.Getenv("HUAWEICLOUD_SDK_AK"),

Secret: os.Getenv("HUAWEICLOUD_SDK_SK"),
}

4R —NFTHIRequest, IEEHE . HiER. BKurl. queryflbody,

r, _ := http.NewRequest("POST", "http://c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/api?a=1&b=2",
ioutil. NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

LIEKIRMx-stagesk, RBFANRE . WBEFE, FIIFESZAIEMLE.

r.Header.Add("x-stage", "RELEASE")

HITER, PITIRESEERPIRINATFERZAIX-Sdk-DateskFAuthorizationsk

s.Sign(r)

IBIEAPI, BEILITER.

resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

R

2.5 Python

iR

{EAPythoniESEAAAPPINEMIAPIRY, REELIKEISDK, REHETRE, RES%E

B FRAPIZREIEFBAPI,
AREFHUIntelli) IDEA 2018.3.5kRABFINE
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BUHESRIY

o ERBAPINAREE, BERESIIAIERNES

o BEXEPythonZi2.7.953 XA, WRKZE, B5EPYthonES FHRE
Ho

PythonZZEEmk/E, Ecmd/shellE O {FEREpipZEE “requests” &,
pip install requests
AR
MR pipZiErequestsiBEREREIR, 15 FEFFHERAPythonfTIIE, FHikpip, AEE
PATLA LSRR,
o E%Intelli) IDEA 2018 3.55 LA LIRA, HIRFK%Z%, iB5EIntelli) IDEAEZN
U TE,
e Effintelli) IDEARRZIPythonifift, WNRKZER, BIRBE2-5ATRTR,

2-5 %4 Python $&14

Settings X
Q- Plugins Marketplace 2 Installed Updates =
Appearance & Behavior
“ ] 3
Keymap
) Search Results (41)
Editor
BEED e MicroPython
Version Control Languages Framework integration
Build, Execution, Depleyment The Python plug-in provides
smart editing for Python

Languages & Frameworks

he feature set of the

Tools 010 4 2.5M g

Live Coding in Python python-typing-adder
Code tools Code toals

Lets you run your Python README Using intellij to infer

code as you type it. Displays Python typing and add type

variable values, matplotlib, or. comments using the typing
+=H 14,2018 +157 A 14,2017 4214K 2

a
@ Carcol

$KHY SDK
EIEAPIRIEIESIE, iR “#BEIRL” |, 7 “SDKERISE|” REP THIIRIESH

{$FSDK,

Sk Ei% FESDKIIERFIRA, $REX “ ApiGateway-python-sdk.zip” &6, BERE
RESFIANT:

B 5iER

apig_sdk\__init__.py SDK{LAS

apig_sdk\signer.py

main.py ~HIHS
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https://www.jetbrains.com/idea/
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https://obs.cn-north-1.myhuaweicloud.com/apig-sdk/ApiGateway-python-sdk.zip

API pxI3&

FRigE 2 {§F8 APP IAIEEF API
ZER Lzl
backend_signature.py ISl o= A E!
licenses\license-requests FE=FElicenseS {4

T
1 FTFFIDEA, EIFEZEE “File > New > Project” o
58 “New Project” XHEHE, &&#E “Python” , BF “Next” .

2-6 Python

Mew Project @
Maven Project SDK: | [ Python 3.7.2 11 New..
Gradle Additional Libraries and Frameworks:

G Groovy CJEf Diango
Grails O Google App Engine (Python)
Application Forge (] 2. SOL Support

= Go

o

Go Maodules (vga)
% Dep

‘s App Engine
Static Web

E Flash Template language:
Templates folder: templates
& Python
K Kot Application name:
otlin
nable Django admin

Empty Project 2

Cancel Help

2 BIREE “Next” , BHELATHEE, Bt “..7 , EREIXHEEFEZEEES
SDKE&fR, B85 “Finish” .
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2-7 IEFREEERY SDK 812
Mew Project @

Project name: | p)-'thcunl |

Project location: | Dd\java',python

b More Settings

Previous Cancel Help
$H];3 T TiRCEE, BREWNT.

2-8 #ETIZE python NBE RS
v python
b Jidea
v ApiGateway-python-sdk-
v apig_sdk
_init__.py
signer.py
> licenses
main.py

test_signer.py
m Eython.iml

“maigﬂpy T ATBIRES, BIRIESIMERIENSHEER . BARBIRRESERA
APIZ=A

-

iEF API 751
LB’ EIFEY5| Napig_sdk,

from apig_sdk import signer
import requests
import os
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SER2

SIR3

2.6 C#
B{FaR

RIS

SR —#TRYSigner, IEAAppKeyF1AppSecret,

1. ARBILAKFISKIREERBETEF A0, BITARRGIENELEABINEFIZEIR
1ETFEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD _SDK_SK. LALinuxZ %t
EAMISEIFIMNAK/SKIZ B HIMETE,

a. FIHER, MAUT ST HAREZSEE Y.
vi ~/.bashrc

b. IREWMEEE, FRENMHHRLRESS.
export HUAWEICLOUD_SDK_AK="ZZEARAK(E’"
export HUAWEICLOUD_SDK_SK="ZZE4VSK/&"

c. AT HERENHFER.
source ~/.bashrc
2. HER—ETRISIgner, IHABRENHIEERE.
sig = signer.Signer ()
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

sig.Key = os.getenv('HUAWEICLOUD_SDK_AK')
sig.Secret = os.getenv('HUAWEICLOUD_SDK_SK')

&R— 1 "RequestIIR, EESIER. 1EKuri. headerfllbody,

r = signer.HttpRequest("POST",
"https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?a=1",
{"x-stage": "RELEASE"},
"body")

HITER, PTIHRBSEBRRSHEPRINATERAIX-Sdk-DateskFIAuthorization
ko

X-Sdk-DateR— S 5EBMNEKREELSH
sig.Sign(r)

IBIGAPI, BEIGIAER.

resp = requests.request(r.method, rscheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)
print(resp.status_code, resp.reason)
print(resp.content)

R

FERCHESARAPPINIERIAPIRY, SEESIREISDK, AREFIHSDKEHITIEX
%, RESEAPIERREERBAPI,

o EREAPINERER, BASIALERES.

e BZVisual Studio 2019 version 16.8.48 LA LARAS, NERKZEE, iEZE Visual
StudioB 5 ML &
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AP| 3

F i 2 fs5F8 APP JAIIEIEFE AP
¥KEX SDK
TBTEAPIMIZHIGIERE “&EI 0" , & “SDKERES|” RSP FHIINIESHE
FSDK,
S E1E NESDKAYERFTARA, 3KEX “ApiGateway-csharp-sdk.zip” E486, BEEB
REIWT:
ZFR pizhilz
apigateway-signature SDK{LHS
\Signer.cs

apigateway-signature

\HttpEncoder.cs

sdk-request\Program.cs BRIBERREIS
backend-signature\ EinERZ G ITiE
csharp.sin TREXH
licenses\license- FE=FFElicenseX {4
referencesource

FIRIEE
WHSDKEARY “csharpsin” 324, FTHTIE. TEPERWT3HRE:
e apigateway-signature: SCIIEFEXAIHEE, rJHF Net Framework5.Net
CorelliH
e backend-signature: RiRIRSEZRM,
o sdk-request: FZRELENARRA, BREINERIENSHEER. BEKHE
RIS SERAAPIRA .
AFE API 741

£ EIEPSIAsdk,

using System;

using System.Net;

using System.|O;

using System.Net.Http;
using System.Threading;
using APIGATEWAY_SDK;

T2 HR— 1 #rAYSigner, IEAAppKeyF1AppSecret,

1. ARRBIAAKFISKIRFERBEZEH M6, BT8RNSR EAINEFIZER
IBTEHUAWEICLOUD _SDK_AKFIHUAWEICLOUD_SDK_SK., LALinuxZ%t 44l
EAMSEFEHIAK/SKIZEBE A ITETE,

a. AL, WMAUTGHSTAREBEEERENH.
vi ~/.bashrc

b. REWFEE, RENXMHFHRLRESS.
export HUAWEICLOUD_SDK_AK="SZEARAK(E"
export HUAWEICLOUD_SDK_SK="ZZE4YSK/E"
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¢ BAUTaSEREXHER.

source ~/.bashrc

2. HEp—ETRYSigner, IEABRENHIETE.
Signer signer = new Signer();
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.
signer.Key = Environment.GetEnvironmentVariable (" HUAWEICLOUD_SDK _AK");
signer.Secret = Environment.GetEnvironmentVariable (" HUAWEICLOUD _SDK_SK");

&R — 1 HttpRequestXd SR, 1EEEGER .. 1BKurl#lbody.
HttpRequest r = new HttpRequest("POST",
new Uri("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?
query=value"));
rbody = "{\"a\":1}";

LEIEKIANINx-stagesk, ABANER . NEFE, MMIFTESZHE ML

r.headers.Add("x-stage", "RELEASE");

HITEE, BITIERESER— P FAIHttpWebRequest, FHEBRSHFFMATE
BZR9X-Sdk-DateskFlAuthorizationsk .
HttpWebRequest req = signer.Sign(r);

IBIEAPI, BEILEISER.

try

{
var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);
writer.Flush();
HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = new StreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

}

catch (WebException e)

{
HttpWebResponse resp = (HttpWebResponse)e.Response;
if (resp != null)
{

Console.WriteLine((int)resp.StatusCode + " " + resp.StatusDescription);
var reader = new StreamReader(resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

}
else
Console.WriteLine(e.Message);
}
}
Console.WriteLine("---------------- ");
S

2.7 JavaScript

Biria=

{EJavaScriptiESEFEAPPINIERIAPIRT, REEHIRENSDK, REHETRR, RES
EAPIERBRBIERBAPI,

JavaScript SDKSz#:Node.js. XSSz iTINE.

MHSRRAS 13 (2025-02-25) WA © EARTERABIRAE 24



APl %
&g 2 {EF8 APP IAIIEE R API

EXFFEIMERE, A=T5Untelli) IDEA 2018.3.55k4. 1&3&Node. jsEREHEI,
SRR RIRHAHBRAIREE

ERRE
o CIXENAPIAREER, BEARSIATIENES
o _le_gzél\lodejs?z”zé@ 5.10.08¢ LA EARAS, WIRKZLE, i5ENodejsES T ITH
o BZEIntelli) IDEA 2018.3.58kLA EARA, WMRFK L%, i5ZEIntelli) IDEAES R
YR TREL
o EfEIntelli) IDEAFZLENodelSIEF, TNRKZE, BIZIBE2-FTRTE,

2-9 %% NodelS #fHF
Bl settings IE
Q- Plugins 2 Installed Updates e ]
Appearance & Behavior
O Node,js 3

Keymap
. Search Results (6)
Editor
BTN e Nodejs Remote Interpreter
Version Control JavaScript Network
Build, Execution, Deployment Support for Node.js projects. Run and debug Node,js

Languages & Frameworks Features Run Node.js applications in the remote
applications from the IDE and environments such as Docker.

Tools 1 trd +H 17,2018 L9

LiveEdit Beame Insta-ssl plugin

Web Network
With Live Edit you can see the Beame.io Jetbrains plugin
changes you made in your Beame-insta-ss| provides
HTML and CSS files HTTPS tunnel
c+ 20 am *tA 15

Py Cancl

$REY SDK

ISTEAPIMKIZFIGIEE “RERD” , £ “SDKEMIES]” REFTHIINIESH{E
FSDK,

B FESDKAVEFTARA, 3REX “ApiGateway-javascript-sdk.zip” [£486, #RIEE
BEREENT:

ZR ol

signer.js SDK{LAS

node_demo.js Nodejsi~fFIftHS

demo.html X ES 28~ BIAS

demo_require.html NIBEEE BT ({FERrequirefilE )

test.js MBI

STRERRA 13 (2025-02-25) RS © ERmI BRABRAT 25


https://nodejs.org/en/
https://www.jetbrains.com/idea/
https://www.jetbrains.com/idea/
https://obs.cn-north-1.myhuaweicloud.com/apig-sdk/ApiGateway-javascript-sdk.zip

APl %

F&tEE 2 {#F3 APP I\IEEFE AP
ZR 4B
js\hmac-sha256.js G IS

licenses\license-crypto-js | S8=FlicenseX {4

licenses\license-node

tIETIE
F1 FTFFIntelli) IDEA, %58 “File > New > Project”
st “New Project” XHiEHE. E#FE “Static Web” , B “Next” .

2-10 Static Web
New Project \EI

E HTMLS Boilerplate
& React App
B Foundation

& Groovy
Grails

Application Forge
PP J B | Bootstrap

& Go LA Angular)s
“ Go Modules (vgo) Y Angular CLI
E Dep 4 React Native

s App Engine
[ e
(2 Node,js and NPM
E Flash

. Web modules are used for developing Web applications using
l Kotlin technologies such as HTML/CSS, JavaScript, PHP and so on. They do
not support developing Java applications.

Python
= Empty Project 2

Il Cancel Help

S B .7, EREARHEERIEEZEGAISDKIER, BE “Finish” .
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2-11 &I fEEfS JavaScript B9 SDK F&12
New Project @

Project name: |JavaScript |

Project location: | Di\java'JavaScript

P More Settings

Previous Cancel Help
$I|3 TR ITECEE, BREWUT.

2-12 $E T2 JavaScript IE R4

v JavaScript

» idea

v ApiGateway-javascript-sdle-2.0.0
> I
> licenses

& demo.html
i demo_require.html
5= node_demojs
i+ package-lockjsan
s signer.js
5 testjs
mJavaScriptiml
Il External Libraries

Scratches and Consoles

e node_demo.js: Nodejs~fGlftA3, BIRIELIREMIENSHEHERE. BAEREIR
BBiE&E1AAAPI ( Node.js ) -4,

e demohtml: RLEERROULES, BIRIESLIMERIZNSEEER . BARAIRRA
IESZAMAPI (R553E) =61,

FU84 B “Edit Configurations” , 384 “Run/Debug Configurations” SHiEHE.

STRERRA 13 (2025-02-25) IR © ERRBRABRAT 27



APl %

&R 2 {$5F8 APP IAIEER API

2-13 Click Edit Configurations

Edit Configurations...

FH Save 'main’ Configuration

main
W5 BE ‘47, &EFE “Nodejs” o

2-14 %% Node js
Run/Debug Configurations

1] - = # w

Add Mew Configuration

- l_IIUU'i'J'

£ Gruntjs

i

¥ Gulpjs
| JAR Application
55 JavaScript Debug
ﬁ lest

Ab JUnit

i Jupyter Notebook
K Kotlin

K Kotlin script

D Lettuce

M Maven

@ Mocha

15} Modeunit

16 “JavaScript file” i%&#E “node_demo.js” , Bd “OK” , =ELE.

2-15 j#%4% node_demo.js

Run/Debug Configurations
+ — B F [ 1 Name: | node demo.js [1share []Allow parallel run
v (2 Nodejs . Lo .
: Configuration Browser / Live Edit V8 Profiling Logs
Cerfousion
> ¢ Python Naode interpreter: Project node (DA\RR{#\node.exe) 10153 ~ || o

> JTemplates

Nade parameters:

Working directory: D:\java\JavaScript\ApiGateway-javascript-sdk-2.0.0

JavaScript file: node_dema,js

Application parameters:

Environment variables:

-
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iAFB API ( Node.js ) 7~f5l
$£B1 EILETF5| Asignerjs,

FER2

var signer = require('./signer')
var https = require(‘'https')

SR —#TRYSigner, IEAAppKeyFAppSecret,

1. ARBIAAKHISKRFEMEZEF B, BITAREIBNESEREIMEFIREIR
152 EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, LALinuxZ sl
ARG EIREAIAK/SKIRERIRETS

a. AL, WMAUTGHISHTARBEESREN -
vi ~/.bashrc
b. REWETE, REXHFHEBRLRIERS.

export HUAWEICLOUD_SDK_AK="E4£HVAKIE"
export HUAWEICLOUD_SDK_SK="EZESKIE"

c. AT SERENHER.
source ~/.bashrc
2. HEp—1NEESSigner, EEABIRENTIET S,

var sig = new signer.Signer()

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

sig.Key = process.env. HUAWEICLOUD_SDK_AK

sig.Secret = process.env. HUAWEICLOUD _SDK_SK

HR— " RequestiIR, IBEFHIER. 1B5Kuriflbody.

var r = new signer.HttpRequest("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/app1?a=1");
rbody ='{"a":1}

LIEKIRNx-stagesk, RBFANRE . BEFE, FIIFESZAIEMLE.

r.headers = { "x-stage":"RELEASE" }

HITER, MITLRMSEMIBERSE, BTEIZEhttp(s)iEk, BRSHEHPHRNTH
FEZHIX-Sdk-DatesLFAuthorizationsk,
var opts = sig.Sign(r)

BIBAPI, BEIHOSER ., WREMttpsiza, WS “http.request” 29
“https.request” ,

var reg=http.request(opts, function(res){
console.log(res.statusCode)
res.on("data"”, function(chunk){
console.log(chunk.toString())
)
)
reg.on("error",function(err){
console.log(err.message)
)
req.write(r.body)
req.end()

-
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AR API (XI558% ) =61

gz

AT NEEERFIMNRERAN A REGEK, ENEEEhnAPIRIREEEAPIREE
HE LEIE— S HER, RUFNRSEEaEiiRSSes AIXXMLHttpRequestiEK,
FAEIH = RIREBEAPI

BIEERIRESE B ERIRIREE ( APIMXAFIERS ) 1Y “EEAPINBIE TR

2= =z

= EBETo

2-16 SUE B = REERG]

elgRRE -

EREER Plugin_4e0i

e

i

EEns

Allowed Origins  (7)

Allowed Meathods ® GET POST A
PUT

Allowed Headers (3)

Exposed Headers (%)

Maximum Age (%) 800

Allow Credentials (Z)

T2 TEhtmlhs5| Asigner.js & ik .

<script src="js/hmac-sha256.js"></script>

<script src="js/moment.min.js"></script>

<script src="js/moment-timezone-with-data.min.js"></script>
<script src='signer.js'></script>

$|3 HITERILE .

1. ARRBIAAKFISKIRFEREBEZEH MG, BT AREENERERIMEFIZEL
BT EHUAWEICLOUD _SDK_AKFIHUAWEICLOUD _SDK_SK. LALinuxZ %t 9
EARMIE EHFERIAK/SKIZE RIMETE,

a. ¥HA%Rm, MAUTGSHAREBETS8EX .
vi ~/.bashrc
b. REWET=E, REXMHFHERLmESS.

export HUAWEICLOUD_SDK_AK="EFEXAKIE"
export HUAWEICLOUD_SDK_SK="EZ#EISKIE"

MAERRAS 13 (2025-02-25)

WRIERE © LEARITERARERAF 30


https://support.huaweicloud.com/intl/zh-cn/usermanual-apig/apig_03_0021.html

API %
FAigr

2 {EF8 APP IAIIEE R API

2.8 PHP
BFiER

HURESRAF

2.

c. WALTHSFERESHFER.
source ~/.bashrc
EABRENHETS, HTTZMAIE .

var sig = new signer.Signer()
sig.Key = getenv(' HUAWEICLOUD_SDK _AK')
sig.Secret = getenv('HUAWEICLOUD_SDK _SK')
var r= new signer.HttpRequest()
rhost = "c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com"
r.method = "POST"
ruri = "/app1"
rbody ='{"a":1}
rquery = { "a":"1","b":"2" }
rheaders = { "Content-Type":"application/json" }
var opts = sig.Sign(r)
var scheme = "https"
$.ajax({
type: opts.method,
data: req.body,
processData: false,
url: scheme + "://" + opts.hostname + opts.path,
headers: opts.headers,
success: function (data) {
$(‘#status').html('200'")
$(‘#recv').html(data)
by
error: function (resp) {
if (resp.readyState === 4) {
$('#status').html(resp.status)
$('#recv').html(resp.responseText)
}else {
$('#status').html(resp.state())
}
by
timeout: 1000
b

R

{EFPHPIESAFEAPPIAIERIAPIRT, SFEESIRENSDK, REFHETIE, RESEAPI
B RRBIEREAPI,

A UIntelli) IDEA 2018.3. 5 RAFEIN4E

EIRENAPIRSRAREER, BFRSIAERIES .

E%%=Intelli) IDEA 2018.3.58LA EARA, NRKZE, iEEIntelli) IDEAETS M
T

EREPHPLIEH8.0.35 LA LA, WIRKZEE, EEPHPES FERE M.
BPHPZZERZFRHFHY “php.ini-production” MHEHIZ “C\windows” , H&A
“php.ini” , HEXEFHIEINMTHAS.

extension_dir = "phpZ2EHFE/ext"

extension=openssl
extension=curl

BfEIntelli) IDEARZEEPHPIREY, WIRKXLTE, BIZBE2-17RTE,
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2-17 T3 PHP

Bl seting: =
Q- Plugins Marketplace Installed Updates -
A rance & Behavior
PPes Q 2
Keymap
Editor Search Results (129)
BETT - e PHP Annotations
Version Contrel Languages Framework integration

Build, Execution, Deployment PHP 5.3-7.3 editing and PHP Annotation GitHub |
debugging, PHPUnit, Smarty, I

Languages & Frameworks . " | Donate Installation
OUs Trameworks, L
Tools

c 2019 4 1.9M 5 1.8

3

PHP Toolbox PHP composer.json support

Framework integration Code editing

PHP Toolbox GitHub | Json PHP composer.json support

Examples | Donate This plugin Donate us P

provides "Method Bitcoi

r 5 75
°

¥KEX SDK

ISTEAPIRKIZFI kR “FEIG” , 7 “SDKERMIES|” REPR FERINIESFE
FSDK,

S EE T SDKIYGRIThRAS, $KEX “ApiGateway-php-sdk.zip” E488, BEEES
2 VAL

B 5iEA
signer.php SDK{LAS
index.php ~ECES

WETRE

11 FTFFIDEA, iEiREE “File > New > Project” o
28 “New Project” INEHE, #E#FE “PHP” , Bd5 “Next” .
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APl 3%

F&iEr 2 {$5F8 APP IAIEERE API
2-18 PHP
New Project @

8 Groovy PHP Empty Project

Grails @ Composer Project

Application Forge
Y Go
“ Go Modules (vgo)
T Dep
s App Engine

Static Web
(2 Nodejs and NPM

E Flash

PHP
K Kotlin
7 Python

Create empty project for PHP

= Empty Project

Cancel Help
W2 BE L7, ERHAINEERISERIEFAISDKERRER, 8E “Finish”

2-19 MERMRFEM php 9 SDK B2
MNew Project @

Project name: | php

Project location: | D:\java\php |

b More Settings

Previous Cancel Help
£]3 TR IRRECIEE, BREWNT.
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2-20 T2 php HEREE
v Lgphp
b Idea
v ApiGateway-php-sdk-
ahe index.php
ahs Signer.php
m Php.iml
» External Libraries
Scratches and Consoles
“signer.php” ABUCES, BRIBLRERIEXSHEFER . BEAREIREESERE
FBAPITRAI,
-
B API 7=l

1 ERBH5|Asdk,

require 'signer.php';

T2 Hp— 1 EYSigner, EAAppKeyFlAppSecret,

1.

ARBILAKFISKIREEIMBET SR Y, BT ARAIENESEAIIAMEFIREIR
1BETEHUAWEICLOUD SDK_AKFIHUAWEICLOUD SDK SK. LALinuxZE %7951
EARSEFINAK/SKIEENINETE,

a. AL, WMAUTHSITANREBETERENH.
vi ~/.bashrc

b. REWMELE, REXMHHIRLRIESR
export HUAWEICLOUD_SDK_AK="EZEARAK(E"
export HUAWEICLOUD_SDK_SK="ZZE4YSK/&"

c. WBANUTHSEREXHFE.
source ~/.bashrc
SR — N #FTRYSIgner, IEABIRENHETE.

$signer = new Signer();

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

$signer->Key = getenv(' HUAWEICLOUD_SDK AK');

$signer->Secret = getenv(' HUAWEICLOUD_SDK SK');

L3 Ep— P HFRIRequest, EEIES . 1EKurlflbody ( bodytRIESLFRAIEEOIE RS
E) o
$req = new Request('GET', "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/
app1?a=1");
$req->body =";

$R4A [IERFx-stagesk, ABFHNER . IREFE, FIIFESZ[AVEM IR,

$req->headers = array(

'x-stage' => 'RELEASE',
)
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IR

S1R6

2.9 C++
BFn=

AR

¥XEX SDK

HITER, BITHHRHESER— P Scurl EFXERE,
$curl = $signer->Sign($req);

IGIEAPI, BEIGIIER.

$response = curl_exec($curl);

echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
echo $response;

curl_close($curl);

.

FRC+HESEBAPPINIERIAPIEY, BEESIRENSDK, SEAPIFRRGIERBAPI,

1. BIRIAPISERER, BEARSIIMERNES.

2. ZFopensslE,
apt-get install libssl-dev

3. ZEcurllE,

apt-get install libcurl4-openssl-dev

ISHEAPIRKIZFI kR “FEIG” , 7 “SDKERIES|” REP FHRYNIESFE

HSDK,
S EE THSDKAISRITIRA, JREX “ApiGateway-cpp-sdk.zip” E4&68, MBESEZR
LN

2R kA

hasher.cpp SDK{tHES

hasher.h

header.h

RequestParams.cpp

RequestParams.h

signer.cpp

signer.h

Makefile Makefile3Z {4
main.cpp RIS
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SHR

fEmain.cppFIIALL TSI,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.n"

S R— HTRYSigner, 3EAAppKeyFlAppSecret,

1. ARBIAAKFISKIRFENMEZEFHH, BT AREIBNSSERIMEPIREIR
15 EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, LALinuxZ 4t/
EARHS SIRENAIAK/SKIZ B AINETEE

a. AR, BWAUTGSITAMREERENH

vi ~/.bashrc

b. REWMEEE, RENMHHIRLRIESSR
export HUAWEICLOUD_SDK_AK="SZARAK(E’"
export HUAWEICLOUD_SDK_SK="ZZE4¥SK/&"

¢  HWAUTaSERENHEN.

source ~/.bashrc
2. Hp—1N#FE%Signer, IEABIRENTIETS,

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

Signer signer(getenv(" HUAWEICLOUD_SDK AK"), getenv(" HUAWEICLOUD_SDK_SK"));

F— 1 #A9RequestParams, IBERIER . W& . iBKkuri. BEZFFEHEFbody,

RequestParams* request = new RequestParams("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com", "/app1",
"Action=ListUsers&Version=2010-05-08", "demo");

LIERIRNINx-stagesk, ABRHAMER . NREFTE, FIIFESZAVEMLIR,

request->addHeader("x-stage", "RELEASE");

HITESR, PITIHRBSEERRIEZ L0 requestiT S,

signer.createSignature(request);

{EcurlFE1BAIAPI, BFIBAZER,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}
memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;

mem->memory[mem->size] = 0;

return realsize;

}

//send http request using curl library

MHSRRAS 13 (2025-02-25) WA © EARTERABIRAE 36



AP| [
F&iEr 2 {EF8 APP IAIIEE R API

int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());
std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();
curl_easy_setopt(curl, CURLOPT_URL, url.c_str());
struct curl_slist *chunk = NULL;
std::set<Header>:iterator it;
for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() + ": " + header.getValue();
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());

printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();

return O;
}
BT izfTmakedsSiwiE, BRI Emain, HiTmainXid, BEER,
-—--fER

210 C

1B(Eps
FERGESRARAPPINERIAPIRT, EBEIRENSDK, SEAPIFRREIEBAPI,
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BIfESR

1. EHREAPIKERGEER, BERSIAMERNES.

2. Z%opensslE,

apt-get install libssl-dev
3. ZTEcurllE,
apt-get install libcurl4-openssl-dev
¥XEY SDK
IBTEAPIREIZHI SR “&Eih” , £ “SDKERIES|” REF NHINIESFRE

JEHSDK

S EETESDKAIERITIRA, 3REX “ApiGateway-c-sdk.zip” E456, MRIEEBEREN

W

SR 15488

signer_common.c SDK{t3

signer_common.h

signer.c

signer.h

Makefile Makefile3Z{4

main.c LS
AR API 7=fl

FB1 Emain.cFIIALLTS| A,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.n"

T2 Hpi—sig_params_tZERIRIETE, IENAppKeyFlAppSecret,

1.
157
a.
b.
C.
2.

ARBILAAKFISKIRFEIMEZREF NE, 5 TAREIBNESEN MR IR EIR

ZFEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK, LALinuxZ 4t /94
EARHS EIRENAIAK/SKIR B AINMETEE

FIF LG, WAL TaSTARBEEEREN -
vi ~/.bashrc

REWETE, RENXMHFHIRLRESS.
export HUAWEICLOUD_SDK_AK="SZEARAK(E"
export HUAWEICLOUD_SDK_SK="ZZE4¥SK/&"

BN T ap S B E X HER o

source ~/.bashrc

4 R— 1 sig_params_tZEEPTE, EASREIKETE,

sig_params_t params;
sig_params_init(&params);

MAERRAS 13 (2025-02-25)

WRINPTE © HARITERABRA

38


https://obs.cn-north-1.myhuaweicloud.com/apig-sdk/ApiGateway-c-sdk.zip

AP| 3
F&iEr 2 {EF8 APP IAIIEE R API

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.

sig_str_t app_key = sig_str(getenv("HUAWEICLOUD_SDK AK"));

sig_str_t app_secret = sig_str(getenv("HUAWEICLOUD_SDK_SK"));

params.key = app_key;

params.secret = app_secret;

LTE’3 BERES. &, iEKkuri. EI8FRFEFbody,
sig_str_t host = sig_str("c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com");
sig_str_t method = sig_str("GET");
sig_str_t uri = sig_str("/app1");
sig_str_t query_str = sig_str("a=1&b=2");
sig_str_t payload = sig_str("");
params.host = host;
params.method = method;
params.uri = uri;
params.query_str = query_str;
params.payload = payload;

$BA GIERRNx-stagesk, ABFNNER . MRBEFE, FIIFESZAIEMLSE .

sig_headers_add(&params.headers, "x-stage", "RELEASE");
IS HITER, MITHRHESBEMBIZELIArequestZEH,

sig_sign(&params);

$IB6 (FRcurlZEifIEAPI, BEIHIEER.,

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0;

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);

char url[1024];

sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);
curl_easy_setopt(curl, CURLOPT_URL, url);
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struct curl_slist *chunk = NULL;
for (inti = 0; i < params.headers.len; i++) {
char header[1024];
sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);
printf("%s\n", header);
chunk = curl_slist_append(chunk, header);

printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();
//free signature params
sig_params_free(&params);
return O;
}
IZfTmakemnSHmiE, FEIAHITHmain, HiifTmainX4, BEER.

-

2.11 Android

B’rin=

¥REX SDK

{FERRANdroidiESARIAPPINIERIAPIRS, IBRFBELIRENSDK, REHETE, =E5%E
APIiEFEBIEREAPI,

o CEFEAPIRSAEAREER, BEARSILAMTERNES.
e BZ%Android Studio 4.1.28kLA LA, WNERFKZE, {EZEAndroid StudioEJS
PIg & o

ISTEAPIMKIZFI GBI “BERD” , £ “SDKEMIES” REFTHIINIES{E
FSDK,

S E1Z FHSDKAYERFTAR A, 3KEX “ApiGateway-android-sdk.zip” [£4&56, EEEH
REWT:
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FRiER 2 {#F3 APP I\IEEFE AP
ZR yizl:]z]
app\ ZETERB
gradle\ gradlef8x314
build.gradle gradleft &34

gradle.properties

settings.gradle

gradlew gradle wrapperiif T4~

gradlew.bat

FIATHE
FB1 $TFAndroid Studio, % “File > Open” ,
s AR ETE IR R E/SAISDKIRR
|2 FIATIRER, BREMUT,
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2-21 TiEEREE

e app
b manifests
w Java
hd com.testappsignature
£ MainActivity
> com.test.appsignature (androidTest)
> com.test.appsignature (test)
v res
3 drawable
v layout
25 activity_main.eml
> mipmap
> values

v (# Gradle Scripts

# build.gradle (Project: android)

#} build.gradle (Module: app)
gradle.properties (Global Properties)

radle-wrapper.properties (Gradle Version)

grad| pper.propert

= proguard-rules.pro (FroGuard Rules for app)
proguard-rules.p
gradle.properties (Froject Properties)

#) settings.gradle (Project Settings)
L

—

local.properties (S0

Location)
g

AR API 76l
$B {EAndroid TR2FRHY “app/libs” BRT, MASDKFijartd. HFjarl s REsE:

e  java-sdk-core-x.x.x.jar
e commons-logging-1.2.jar
e joda-time-2.10.jar

FI2 £ “build.gradle” I okhttpEERIIKESR .

£ “build.gradle” X{4hH9 “dependencies” IO “implementation

'‘com.squareup.okhttp3:okhttp:3.14.2'”7 ,
dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.14.3'
}

I3 BliEErequest, AAppKeyFAppSecret, FIEEIHEZ . 5iEFR . 1&5Kurifbody.,

1. ARBIAKFISKIRFEEMRBETEF A0, BITARRGIEIECEABIMEFRIZEIR
1BETTEHUAWEICLOUD _SDK_AKFIHUAWEICLOUD_SDK_SK, PALinuxZ&Z %44l
EAMSEHFINAK/SKIZ B HIFETE,
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2 {EFE APP IAIIEE R API

SR

2.12 curl
BE7=

HURRSR

EF API 7=:{5I
S

a. AL, WMAUTHSITAREBETERENH.
vi ~/.bashrc

b. IREWMFEE, RENXMHHRLRERS.
export HUAWEICLOUD_SDK_AK="SZEARAK(E"
export HUAWEICLOUD_SDK_SK="ZZE4YSK/&"

c. WALNTHSFERESHFER.
source ~/.bashrc
2. flfErequest, EAERENNETS, FIEEEHER. HiER. 1B5Kurifbody.,

Request request = new Request();
try {
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables HUAWEICLOUD_SDK_AK and
HUAWEICLOUD_SDK_SK.
request.setKey(System.geten(" HUAWEICLOUD_SDK AK"));
request.setSecret(System.getenv(" HUAWEICLOUD SDK_SK"));
request.setMethod ("POST");
request.setUrl("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1");
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
request.setBody("demo");
} catch (Exception e) {
e.printStackTrace();
return;

}
MHERIFITESE, H£Rokhttp3.RequestiISRKiHTIAPI,
okhttp3.Request signedRequest = Client.signOkhttp(request);

OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

-

{FERAcurli S ARAPPIAERIAPIRY, 8RR % FiklavaScript SDKERfcurl®s, A
Beurlin SEHZEIRSITRAAPI,

EIRAPIRSERER, BRSIAERIES .

{&EF3)avaScript SDK&ERKcurlas< -

ISTEAPIMKIZFI G “RRD” , £ “SDKEMIES]” REFTHIINIES{E
FASDK.,

Sy Bz NEJavaScript SDKRIERHThRA, FEE. EEEEHPFTHFdemo.html, R
ANTEFR.
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LI

S£4R3
LR

Apigateway Signature Test

Key

071fe245-9cf6-4d75-822d-c29945a1e06a

Secret
Method Url

GET s 30030113-3657-4fb6-a7ef-90764239b038
Headers

{"Content-Type":"application/json"}
Body

e

curl -X GET "http://30030113-3657-4fb6-a7ef-90764239b03¢
d.com/" -H "X-Sdk-Date: 20190731T065514Z" -H "host: 30030113-3657-4fb6-a7ef-9076423

Note: accessing the API from browser requires support for CORS
200
Congratulations, sdk dema is running

IHAKey. Secret. J3i&&. HERIMY. E&Furl,

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before running
this example, set environment variables HUAWEICLOUD_SDK_AK and HUAWEICLOUD_SDK_SK.
Key=415f***100c

Secretz HAAAAA

Method=POST

Url=https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com

BN jsont&AYQueryFHeaders, EABody.

B “Send request” , &pkcurlin$ . BaurlipSEFHIEITHS1T, HITAPI,

$ curl -X POST "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/" -H "X-Sdk-
Date: 20180530T115847Z" -H "Authorization: SDK-HMAC-SHA256 Access=071f**e06a,
SignedHeaders=host;x-sdk-date, Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""
Congratulations, sdk demo is running

SDKE I curl @ SAFEWindow FemdLimigziRT, iB57Egit bash FHITARATcurl

AN
ARP<? o

R
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3 s IAM TAUEEH API

3.1 Token TAUE

B’ria=

HiIE{ERTokem AIEGLAHAPIEY, FEIREVHF TokenFHEEHBAPIE G Token{HiR
BEERIERA “X-Auth-Token” skigieh,

(RERITY:
BREOSWTFHEMAEADR, EoLUsRER—Fmt T AES
o Tokeni\ilF: @idTokent AIEERIERK .

e AK/SKIAIE: iEITAK ( Access Key ID ) /SK ( Secret Access Key ) ITRRIERAFTIHITES
NN

iAF API 751

1. ZKEXToken, FHREMINELE, TokenFTFEEHAMEMEOLSIL,
a. FKEYAFToken, {ERABTEIGNT:

curl -X POST https://{iam_endpoint}/v3/auth/tokens -H 'content-type: application/json' -d '{
"auth": {
"identity": {
"methods": [
"password"
1

b

"password": {

"user": {

"name": "{user namej}",
"domain": {

}

"password": "{password}'

}
%
"scope": {
"project™: {
"id": "{project _id}'
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3 {8 IAM IAIEE R API

3.2 AK/SKAIE

{EEFAK ( Access Key ID ) . SK ( Secret Access Key ) IHEFRIHITES .

AK: piEERID . SFABIRIAERXEKAIE—IRRAT, HaZRIDABIREE
A—iefEA, MNBERHTNEESR.

LHiASm$d, HHSHBESNUTRBAIHTER, BIRESE (HF—BMmIA
llEﬂliﬂApl«%% ) B9ZRERFIFTokeniZ:

®  {iam_endpoint}i52 NI XFNLLiRT5 Ik .

= {user nameJ{password}; 5| &R 0iEZ I AMBRSS 2R AF0%
ﬁgo

= {project id}SIREID, EEBIEHIE, BRIFMEERFS, T FSIE
chepd “HROEIE” , &F “IMBID” .

5K I EEMRGERLHPEERT “X-Subject-Token” AYEERNJIToken
8, WTFExR:

& 3-1 MWIR[EFEERY Header H13KEY X-Subject-Token

connection —  keep-alive

content-type — application/json

date - Mon, 05 Nov 2018 09:55:39 GMT

server —

strict-transport-security — max-age=31536000; includeSubdornains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options — noopen

x-frame-options — SAMEORIGIN

x-iam-trace-id —/_ 189098243d440f7854f1cd

x-subject-token

FRIN TS EtokenmZBNMIET S, HEEESEIN,
export Token={X-Subject-Token}

X-Subject-TokenB/91.a3kEXZIftoken, ar~BIENT:
export Token=M/IDkg*****BZQMEAgEwg

BRAPI, BESENERNERKEUSS . 15K EFURL, FEIBREELFIEM
“X-Auth-Token” , “X-Auth-Token” RYB{E N 155KEXAYToken, SEIBIRIESL
FRERES,

curl -X i&3K5% & +URL -H "x-auth-token: SToken" -vk
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AP| 3
F&iEr 3 {8 IAM IAIEE R API

o SK: S5ipa)ERIDEASERINER, MERFTMEES, TRRLES, FiH
IETERAAZLL o
4Rk AK. SK
NRELERITAK/SK, NRTHEILLEER, HEIFERE THAIAK/SKIUE:, XHE—R

73 credentials.csv,

WNTEPRrR, XEBETHEFE (User Name ) , AK (Access Key Id ) , SK ( Secret
Access Key ) o

3-2 credential.csv {HRAE

4 E C
1 |User Hame Access Key Id Secret Access Eey
2 RN CWMIORSTEETIHIVERT | zul TR eRDET TE iR Ve o¥bhSzsdaGw4
ARSI

1. BVRAFPRZSACE2MAHEER, AHANRM. SN RNRER, 18
BT, 8E—XJAK/SK, BRHAIKA, BMAAEBXEETRE—IR. I TIK
STEel, BNEZESEREFEREHIDEH . EeUhaEBrITEZ9MRB
B, AREHENK.

2. VBRI AP ARBECIZEIAIRZEE, EnLCIZIGEAEEIE (IGATAK/SKED
SecuritityToken ) , BARNFIESL: IEAHA%EE .

3. WRERAMAR, BE ‘RERE>EUREE>HRERRIP WAMEKSZ
B EBRERFRF .

- pAEBERIPXAN, PEAMBRTLEE (Bat2. BR/(=HEsM
b% ) BCRIBIEIER.

- hEEBERIPAE, NEERAILEEBFRIHYER.
4. MRELEEEERIHIER, BHRAEER:
- HEEXIEEEMERESR, BiEEEN: SERIAMARIBREH.

- FEERNCERENRIESHRERRIPNS . WHEERENRESL: &
IAMAREIN, INFIESLHAEBRSZEN: IBREBRIF .

5. EERAILME “APFEE” REEEIAMBRFIEDZEAID (AK) , WL
8 (SK) HIAMABRBTRE.

AK/SKLEERLEE:
TEB1 ZIEHE.
T2 BREABEREG LANBREL, ETFhSIERSFSEE “HAIEIE"

$|3 B “HEER .
S4B “FHHEER" , HA EHNEEA" NHE.
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https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0652.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_07_0002.html#section3
https://console-intl.huaweicloud.com/

AP| 3

VAYSEi=IEd] 3 {$EF IAM IAIER A API
B APRZOEIE2MATER, FAFENER. NRECHEE2MMpI0EHE, &
Tk eI HIa=FA .
o UWNEEXGHIAEE, BMIbRHDZREERCIE.
o ATHRIERERAM, RASFERIHINZACIENEWENZIEFERITERIISE
B, EERERIZAIEZENT, REEEREFREERITE.,
SIS BABRER, B2F ‘e’ .
SIR6 CUERING, £ “CUERIN BEH, BE “IRITE THEH, HEERE.
1%:ﬂk;t&iﬁf@a’%%ﬁ§ﬂ%¢§§iﬁ@%\%ﬁ|D (AK) , TEFEM.covEhBEEIFIAZE
SK) &
o FREUIGAETAK/SK, {ESEIAMEBEOHY,
o i%g&ﬂa“l?iﬁﬁéﬁ, BEXAEETEBREIZZHER, (B =R
%hl\ B o
o HIETEIAOEHERE, TUENKNRREAL FAITFHEILA.csvlYihaEZaN
SIENGEE “THAR" HIF.
o HATRSZEY, BNEEEREHEHELRRER, EXUhDZBENAEN
MBRIBIG DA, AT
ERESZ

R AL FIAPPIAIEIER], FAAKICEAPPIAIEFRAIAppKey, SKEHEAPPIAIEA
AYAppSecret, BIRJSEREZMMERK ., &r]{#F)ava. Go. Python. C#.
JavaScript. PHP. C++. C. Androidi#{7&&0i5a,

A

o EFURIGEEA AT ESETRIRSZREIELY, BRIERIEELX-Sdk-DateAHEHI
BRKIRZE .

e APIRX (EDAPIETR ) BRTRIGRIIEMETSN, MERIGIZATEESMIUEERAY
AfEZ, WMEANEZEXFI55H, APIRIISIELIEK,
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API %
FAigr

4 W RIRARSSHITE S

M fEinfRSSHITER

4.1 BLZENES

4.2 Java
R{EIns

HRSRE!

HURRER

REEZRES:

TEAPIGELHliH kiR “APIEIE > APIRES > RIZSIE” , BEESEZHEENE
&AM, £ “HRIERNS" XigEEKeyFSecret,

(EM)avalESHITRRRSZEEN, BFEBRTIRESDK, REEANTRE, RESER
BRIREERIREEEREE—H.

AET L Intelli) IDEA 2018.3 5kRASFFINE

APIHFERBERE, RAERIKANERPISFMERER.

. EEAPIM?&E%UE‘@U@%%%‘%H, FHBEAPI, BIFEZ2IEIBH ERERE
Ho

o EIRENEEZIHRIKeyFSecret, EENELRENERZIRE

o IBEAPIMXKIEHIGIEE “FEIFL” , £ “SDKERES" REFRTFHINIES
PR{EFISDK, #EFF{ER3.1.2hR 7

e B¥kHElapigateway-backend-signature-demo,

o E%ZEIntelli) IDEA 2018.3.58 LA LIRA, tNEK%ZE, iEEIntelli) IDEAETL M
uhTE

o E%X%lava Development Kit 1.8.1118¢LA_ LIRA, fNRKZEE, iEEOracleEXS
TERME M. EAx$Fava Development Kit 1734 EARAS .
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https://support.huaweicloud.com/intl/zh-cn/usermanual-apig/apig_03_0028.html
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https://www.oracle.com/java/technologies/downloads/
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APl %
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SAIE

1 FTFIntelli) IDEA, 7ESZEBFLEERE “File > New > Project from Existing Sources” , %
ERIEGHY “ apigateway-backend-signature-demo\pom.xml” 34, B “OK” ,

4-1 Select File or Directory to Import

Select File or Directory to Import >

Select directory with existing sources,

Eclipse project (.project) or classpath (.classpath] file,
Maven project file (pom.xml),

End/Bndtools workspace (workspace/cnf),

Gradle build script (*.gradle],

Flash Builder project file (.project, *.fxp, *.fxpl).

f O g X G % Hide path
GpiGateway-sdki\apigateway-backend-signature-demol\pom.xml| | &
> ApiGateway-android-sdk-1.0.0

v apigateway-backend-signature-demo
> idea
> libs
b src

pom.xml

E"Eg and drop a file into the space above to qu ckly locate it in the tree

o

I (RFEMAZE, B “Next > Next > Next > Next > Finish” , 2R TIEEN,

TE3 TAMMaventi®, WiE “compile” HITHIE.
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4 W RimiRSSH

=

4-2 iETFE

Maven 2 — =
- =]

S R i+ m i ® T Fz
o

~ |, backend-signature

w Lifecycle

clean

validate

2
test 1

package

verify

install

site

deploy
» Plugins

UoREpI|Es UBRE 5 |uanew 3 | MBS

» [iiDependencies

IR[E] “BUILD SUCCESS” , FERIRIERKIT-

Run: backend-signature [compile]
[INFO]

[IVFO] Using "UTF-8' encoding to copy filtered resources.
[INFO] Copying 1 resource

[INFO] Copying 0 resource

[I1FO]

l= 4l

[IVFO] Vething to compile - all classes are up to date

[INFO] --- maven-resources—plugin:3.1. 0:resowrces (default-resources) @ backend-signature ———

[INFO] --- maven—compiler-plugin:3 8 0:compile (default-compile) @ backend-signature ——-

[ImFo]
[INFO]|BUILD SUCCESS

[I1F0]
[INFO] Tetal time: 2.688 =

}* [IVFO] Finished at: 2019-03-11T18:41:09408:00
[IWFC] Final Memory: Z21M/308M

[INFC]

Procesz finizhed with exit code O

B4 HgEmEBackendSignatureApplication, ¥#E “Run” iEf7IRSS .
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4-3 iz17IRSS

v apigateway-backend-signature-demo 1 packa
b Jidea .
> Dulibs — :
v src 2 Cut Ctrl+X
v main B Copy Ctrl+C
v java Copy Path Ctrl+Shift+C
v corr apigat  Copy Reference Ctrl+Alt+Shift+C
€ ApigatewaySigr [ Paste Ctrl+V
& BackendSignat #_ Jump to Source F4
@ HelloController Find Usages Alt+F7
£ RequestWrapp: Analyze ]
> resources Refactor y
? targst ;ea-“ Python Compiled Files
pom.xm| Add to Favorites »
¥l External Libraries .
N Seratches and Consoles Browse Type Hierarchy Ctrl+H
Reformat Code Cirl+Alt+L
Optimize Imports Cirl +Alt+0
Delete... Delete

Build Module 'apigateway-backend-signature-demo’
Recompile "..ureApplication.java’ Ctrl+Shift+F9

Run 'BackendSignatureAppl..' Ctrl+Shift+F10
¥ Debug 'BackendSignatureAppl...
U} Run 'BackendSignatureAppl...' with Coverage

o Create 'BackendSignatureAppl...'...

“ ApigatewaysSignatureFilterjava” J7REIED, SIRIELIREREXSHEER.
BARIEHEIESERNERSEE M .

-

e =Y PO YA N A
REERIMIRE— 1 ETFSpring bootflIRSSEE, ERAPINGRIR, FESSH—
Filter, YJAPIM> ( BNAPIESTE ) BUIEKRMSZRLE .

1 /E— " Controller, LEFRBIEEMTGE, REAN “Hello World!”

// HelloController.java

@RestController
@EnableAutoConfiguration
public class HelloController {

@RequestMapping("/*")
private String index() {

return "Hello World!";
}

}
TE2 RE—Filter, EABIEEIRGE. BRIFHIE B keyFlsecretTIA—MapH,

// ApigatewaySignatureFilter.java
@Component

@WebfFilter(filterName = "ApigatewaySignatureFilter", urlPatterns = "/*")
public class ApigatewaySignatureFilter implements Filter {
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private static Map<String, String> secrets = new HashMap<>();
static {

/1 INEFRYakFIskiBfmABEIR D& BN FEE A RANLZENE, BNEREHHENETETE
XEFEH, [ERINEE, BRRE;

/] ARBIAakFIskiRFEREZEF 0, ETARABIESEAMFEFRERETS
HUAWEICLOUD_SDK_AK1F#1HUAWEICLOUD_SDK_SK1, HUAWEICLOUD_SDK_AK2#[]
HUAWEICLOUD_SDK_SK2,

secrets.put(System.getenv(" HUAWEICLOUD_SDK AKT"), System.getenv(" HUAWEICLOUD_SDK SKT"));

secrets.put(System.getenv(" HUAWEICLOUD_SDK AKZ"), System.getenv(" HUAWEICLOUD_SDK SK2"));

}

@Override
public void init(FilterConfig filterConfig) throws ServletException {
}

@Override
public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain chain) {

/BB

}
}

B3 doFilteriRE I BRIGAT . BILRIEWT: BT filterpFEILEbody, A THE
bodyaI LATE G £ERYfilterFcontrollerERIEEY, BrequestBiEieskiELEELEMfilter
Fcontroller, BZE3EAYERSTHIR] IRequestWrapper.java.

RequestWrapper request = new RequestWrapper((HttpServletRequest) servletRequest);

$1B4 ([FRIENRERFETAuthorizationsk, 8ZlsigningKeyFlsignedHeaders.,

private static final Pattern authorizationPattern = Pattern.compile("SDK-HMAC-SHA256\\s+Access=([A,]+),\
\s?SignedHeaders=([A,]+),\\s?Signature=(\\w+)");

String authorization = request.getHeader("Authorization");

if (authorization == null || authorization.length() == 0) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization not found.");
return;

}

Matcher m = authorizationPattern.matcher(authorization);

if (!m.find()) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format incorrect.");
return;

}

String signingKey = m.group(1);

String signingSecret = secrets.get(signingKey);

if (signingSecret == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");
return;

}

String[] signedHeaders = m.group(2).split(";");

540, AuthorizationskJ9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NIEATRIZER 9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

H£I85 EidsigningKey#RlsigningSecret, MERATFE EsigningKey, NIRERAIELM
String signingSecret = secrets.get(signingKey);
if (signingSecret == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");
return;

}
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£I86 FEE— 1 RequestXISR, JFiEKkmethod. url. query. signedHeadersIFRASIEIRLA
ANEAF, FIEREEEREbodyHiRE.

EEIZENbodyRISH T RFFEEJIUNSIGNED-PAYLOADHIx-sdk-content-sha256
Request apiRequest = new DefaultRequest();
apiRequest.setHttpMethod (HttpMethodName.valueOf(request.getMethod()));
String url = request.getRequestURL().toString();
String queryString = request.getQueryString();
try {
apiRequest.setEndpoint((new URL(url)).toURI());
Map<String, String> parametersmap = new HashMap<>();
if (null != queryString && !"".equals(queryString)) {
String[] parameterarray = queryString.split("&");
for (String p : parameterarray) {
String[] p_split = p.split("=", 2);
String key = p_split[0];
String value = "";
if (p_split.length >=2) {
value = p_split[1];
}
parametersmap.put(URLDecoder.decode(key, "UTF-8"), URLDecoder.decode(value, "UTF-8"));
}

apiRequest.setParameters(parametersmap); //set query

}

} catch (URISyntaxException e) {
e.printStackTrace();

}

boolean needbody = true;
String dateHeader = null;
for (inti = 0; i < signedHeaders.length; i++) {
String headerValue = request.getHeader(signedHeaders[i]);
if (headerValue == null || headerValue.length() == 0) {
((HttpServletResponse) response).sendError(HttpServletResponse.SC_UNAUTHORIZED, "signed
header" + signedHeaders[i] + " not found.");
} else {
apiRequest.addHeader(signedHeaders[i], headerValue);//set header
if (signedHeaders[i].toLowerCase().equals("x-sdk-content-sha256") &&
headerValue.equals("UNSIGNED-PAYLOAD")) {
needbody = false;
}
if (signedHeaders[i].toLowerCase().equals("x-sdk-date")) {
dateHeader = headerValue;
}
}
}

if (needbody) {
apiRequest.setContent(new ByteArraylnputStream(request.getBody())); //set body
}

T REEZERTH . MX-Sdk-DateskEXHAYE, ¥ SRS EIIBAEEEERE15D
AR . WS signedHeaders AR B &X-Sdk-Date, HIREHAIELRM .

private static final DateTimeFormatter timeFormatter =
DateTimeFormat.forPattern("yyyyMMdd'T'"HHmmss'Z"").withZoneUTC();

if (dateHeader == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Header x-sdk-date not found.");
return;

}

long date = timeFormatter.parseMillis(dateHeader);

long duration = Math.abs(DateTime.now().getMillis() - date);

if (duration > 15 * 60 * 1000) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signature expired.");
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return;

}

I8 FAuthorizationsk B \RequestXISRH, FRverify5iERIGIEREE . WMRKRIGE
ﬁ, JI-I\I.H;L’?T-F_/l\ﬁltery ZD:)H\UJE@.LA.I‘IE%MO
apiRequest.addHeader("authorization", authorization);
apiRequest.setKey(signingKey);
apiRequest.setSecret(signingSecret);

Signer signer = new Signer();
boolean verify = signer.verify(apiRequest);
if (verify) {
chain.doFilter(request, response);
} else {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Verify authorization failed.");
}

]9 1z17IRSEE, WIEIBIEMME . TEHERavaScript SDKFAIhtmIERZ THYER
B2,

EANNERFERE, BiF “Send request” , EFl&ERRIcurldas, HEGSITHH
17, IREZ25IR[E “Hello World!”

WNERFEAEIRAIKeyFISecretihial, BRSZEZIREI40TIANIERED .

Apigateway Signature Test

Key
signature_key1

Secret

signatd"c_.t-:—m":-t 1

Method Scheme Host Url

POST # http  # | localhost:8080 /test

Query

Moo yyy'}

Headers

dsfasdf=1

o

curl -X POST "http://localhost:8080/testxa=yyy" -H "aaa: bbb" -H "X-Sdk-Date: 20190307T
122402Z" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

R
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4.3 Python

BiFa=

{ERPythomB S H{TISMARSSEAT, EFRBSCIRESDK, RAEEATIE, RESE
RiefEiREARPIRIEERRE

AEH L Intelli) IDEA 2018.3 5 RAS I/ 4B

HYRSRE!

APIHFERBERE, RERIFANERPISFMERER.

f:3-:57 81

. EEAPIW?&??&%U@@UE%E%%%H, FEEAPI, BINESNIZH ERAERE
Ho

o DEIRENEZZiEAIKeyFNSecret, HSNEZHNERIRI

o BEAPIRIKIZHIGERE “FEIH07 , 1E “SDKEMRIES|” RERTHIIMIES
Fr{EEFASDK,, skE#E FaiSDKAIEFTRA o

o ELIEPythonZEE2. 7983 XRA, WMNERKEZER, BEPythonES FERE
#Ho

e EX%EIntelli) IDEA 2018.3.58 LA LhRA, WNRFKZEE, B5=EIntelli) IDEAEEM
TR

e EffIntell) IDEARRZRZEPythontfild, WRRLTE, BIZBEL-AFIREE,

4-4 T4 Python &4
Settings ==

Q- Plugins Marketplace| 2 Installed Updates o
Appearance & Behavior
= ] 3

Keymap
. Search Results (41)
Editor
BEEDEE ey MicroPython
Version Control Languages Framework integration
Euild, Execution, Deployment The Python plug-in provides Support for MicroPython

Languages & Frameworks smart editing for Python devices in Intelli) IDEA and
scripts. The feature set of the PyCharm. Features: Code

oo SM 1 3.9 G —H 12,2019 4 337K 749
Live Coding in Python python-typing-adder
Code tools Code tools
Lets you run your Python README Using intellij to infer
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API 3
VAYSEi=IEd]

4 M EiRARSS

=

SAIE

FIE1 FTFFIntelli) IDEA, TESZERFZERE “File > New > Project” o
s “New Project” IFEHE, iEE “Python” , B “Next” ,

4-5 New Python

Mew Project

Maven

Gradle

S Groovy
Grails

Application Forge

& Go
© Go Modules (vgao)
T Dep

% App Engine

Static Web
E Flash

Project SDK: | @ Python 3.7.2 (D:\804\python.exe) ~ New...

Additional Libraries and Frameworks:
[JEf Diango

1€ Google App Engine (Python)
[]:.5QL Support

Template language:

Templates folder: templates
& Python

K Kotlin

= Empty Project

S22 BRBE “Next” , BHLITXHEE. BE “..7 , ERBIXNIEEPIREREER

Application name:

Enable Django admin

2
Cancel Help

SDKE&2, B “Finish” .
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4-6 EIRRES python HY SDK #8412
Mew Praject @

Project name: | p)rthonl |

Project location: | D:\java\python

b More Settings

Previous Cancel Help
3 T TiRCERE, BREWNT.

4-7 BREW

b python
> idea I
> apig_sdk
» licenses

» backend_signature.py
= main.py

m Python.iml
= test_signer.py

= VERSIOMN
¥ Il External Libraries

» U Scratches and Consoles
B4 BFE “Edit Configurations” , 38 “Run/Debug Configurations” XHHHE,

4-8 Edit Configurations

— Edit Configurations...

F£I®5 BB ‘47, %R “Flask server” o

STRERRA 13 (2025-02-25) IR © ERRBRABRAT 58



API R
FAigr

4 3 EiRARSS

1

E)

/.-‘—:.
(N2

=

4-9 %3% Flask server

Run/Debug Configurations

I Cucumber java
vy Docker
& Firefox Remote

% Go App Engine
“% Go Build

u! Go Remote
‘v Go Test

$IB6  “Target type” &R

Add New Configuration

“

Script path” , “Target” &R TIE Y

“backend_signature.py” X{, BF “OK” , T IIEEE .

S
+ - B F
~ {_Flask server

{_Flask (backend_signature.py)
> JTemplates

L3

-

B2l

lERIMARE— 1 E T FlaskAIARSS 2%,

Name:  Flask (backend_signature.py)

[ share [ Allow parallel run

Configuration Logs

Target type: (O Module name @ Script path (O Custom

Target: ‘\pythoen\backend_signature.py =
Application:

Additional options:

FLASK_ENV: development

FLASK DEBUG: O

¥ Environment

Environment variables:

Pythan Interpreter: (0 Use SDK of module:

(®) Use specified interpreter: Python 3.7 =
Interpreter options:
Working directory:
[ Add content roots to PYTHONPATH
[ Add source roots to PYTHONPATH
Cancel Apply

STAPIRE ( BPAPISIE ) FOIBRIMEZ IR

requires_apigateway_signaturefwrapper,

app = Flask(__name_))

@app.route("/<id>", methods=['GET', 'POST', 'PUT', 'DELETE'])
@requires_apigateway_signature()

def hello(id):
return "Hello World!"

ERAPINIGR, FESEI—"wrapper,

ME—RE “Hello World!” 9320, 75i£AGET. POST. PUTHIDELETE, BfFEF

MAERRAS 13 (2025-02-25)

WRIERE © LEARITERARERAF

5

9



AP| [
PAYSEi=1E7] 4 WEIRIRSZSHITESR

12 LHrequires_apigateway_signature, EIFAIEE ZkeyFlsecretIIEAN— N dictH,

def requires_apigateway_signature():
def wrapper(f):

secrets = {

# INERRakFlskiERBEIBP R EENFHAERANZENKG, BNEREEHHERETEF
EBXEFHR, (ERNES, BREE;

# ARBILAakFIskIRFEREZEF M, BITFARGENESSEAREFIREREETS
HUAWEICLOUD_SDK_AK1f1HUAWEICLOUD_SDK_SK1. HUAWEICLOUD_SDK_AK2#
HUAWEICLOUD_SDK_SK2,

os.getenv(' HUAWEICLOUD_SDK_AKT'): os.getenv(' HUAWEICLOUD_SDK SKT'),

os.getenv(' HUAWEICLOUD_SDK_AKZ): os.getenv(' HUAWEICLOUD_SDK SK2),

}

authorizationPattern = re.compile(
r'SDK-HMAC-SHA256\s+Access=([A,]+),\s?SignedHeaders=([A,]+),\s?Signature=(\w+)")
BasicDateFormat = "%Y%m%dT%H%M%SZ"

@wraps(f)
def wrapped(*args, **kwargs):
/&R

return f(*args, **kwargs)
return wrapped
return wrapper

FIE3 wrapped REAZAREMAID . RIWAIZA T : FRIENRERFEHTAuthorization
3k, 18FkeyFlsignedHeaders,

if "authorization" not in request.headers:

return 'Authorization not found.', 401
authorization = request.headers['authorization']
m = authorizationPattern.match(authorization)
if m is None:

return 'Authorization format incorrect.', 401
signingKey = m.group(1)
signedHeaders = m.group(2).split(";")

54N, AuthorizationskJg:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

NIEEATRYLESR )9

signingKey=signature_key1
signedHeaders=host;x-sdk-date

$R4 EiTkeyHFlsecret, MRFFlEkey, NREIAEERK .

if signingKey not in secrets:
return 'Signing key not found.', 401
signingSecret = secrets[signingKey]

IS5 FEE—HttpRequest TR, s Kkmethod. url. query. signedHeaders{JRAgIERK
SLMANEA ., TR EREREbodyFHIRE.

EEEHbodyIRMHN: FFEESIUNSIGNED-PAYLOADAYX-sdk-content-sha256

r = signer.HttpRequest()
r.method = request.method
r.uri = request.path
rquery = {}
for k in request.query_string.decode('utf-8').split('&'"):
spl = k.split("=", 1)
if len(spl) < 2:
rquery[spl[0]] =""
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else:
rquery[spl[0]] = spl[1]
r.headers = {}
needbody = True
dateHeader = None
for k in signedHeaders:
if k not in request.headers:
return 'Signed header ' + k + ' not found', 401
v = request.headers[k]
if k.lower() == 'x-sdk-content-sha256' and v == 'UNSIGNED-PAYLOAD":
needbody = False
if k.lower() == 'x-sdk-date":
dateHeader = v
r.headers[k] = v
if needbody:
r.body = request.get_data()

RIEEZ AT, MX-Sdk-DateskhEVHATE, FIETSIRSSEAIERTHEEE1SD
LA, tNSEsignedHeadershAREEX-Sdk-Date, HIREHAIELM

if dateHeader is None:
return 'Header x-sdk-date not found.', 401

t = datetime.strptime(dateHeader, BasicDateFormat)

if abs(t - datetime.utcnow()) > timedelta(minutes=15):
return 'Signature expired.', 401

i Rverify5i=RIGIBEREE . FIRILEEET .
sig = signer.Signer()
sig.Key = signingKey
sig.Secret = signingSecret
if not sig.Verify(r, m.group(3)):
return 'Verify authorization failed.', 401

Z17ARSS RS, WIECAIERE . TERAEIER)avaScript SDKRRIhtmIERZ TRAER
ug o

ENNERFRFRE, BiE “Send request” , EFIERMAIcurldssS, HERSITHIA
17, BR%3881R[E]1200,

WNR(FEREIRAIKeyFOSecretifin), BREZESIREI40TIAEAED
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4.4 C#
BFin=

HRSRH

:5-:57 81

Apigateway Signature Test

Key

signature_key1

Secret

signature_secret1

Method Scheme Host Url
POST = http  # | localhost:8080 /test
Query

{0 yyy")

Headers

{"aaa""bbb")

Body
dsfasdf=1

o

Send request

curl -X POST "http://localhost:8080/testox=yyy" -H “aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur =

Debug

-

ERCHESIHITRIRIRZ SRR, BEBRFLIRESDK, AEITHIRE, RESERE
fEmEARIREERRE

APIHEERERE, RERIFAINERPTSFNERER.

o IRENZZZiAMIKeyFSecret, ESNEZRNERIK.

o EEAPW%}%%@@UE&%%}%, HH4EAPI, BINESI8IBHERERE
Ao

o TEAPIRKIZHIEIEE “&BIF” , £ “SDKEFEBIEE|” REP THIMIESER
EFSDK, SvEE FESDKAISRITARA -

o DZ%Visual Studio 2019 version 16.8.48¢LA EARA, AR FZEE, EEVisual
StudioE 5 ML T o

MAERRAS 13 (2025-02-25)

WRIERE © LEARITERARERAF 62


https://support.huaweicloud.com/intl/zh-cn/usermanual-apig/apig-ug-180307041.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-apig/apig-ug-180307041.html
https://obs.cn-north-1.myhuaweicloud.com/apig-sdk/ApiGateway-csharp-sdk.zip
https://visualstudio.microsoft.com/downloads/
https://visualstudio.microsoft.com/downloads/

API %
FAigr

4 W RIRARSSHITE S

fIFIRE

B imER bl

TEERNIRE— P ETFASP.Net CorefIfRSS S, EAAPINGEE, FHESSH—
|AuthorizationFilter, IJAPIR3E ( BNAPIEIE ) FUIBERMIEZKE

BE—Controller, 2{tGET. POST. PUTFIDELETEPYMEO, BiOA

LR

H$IE2 LI —MApigatewaySignatureFilter , 1§ RiIFRIZ Z keyFlsecret TIA—

XESDKEHAY “csharpsin” X4, 3THIRE. TEFEESWNT3ANIE:

apigateway-signature: SCIIEZEERIHZZE, ATHF .Net Framework5.Net

CorelllH .

backend-signature: [FiRfRSZEZTA, BRIESLIRERIENSEEER. BIF

KIBREEESERREREZ .
sdk-request: EZEERIARTG.

ApigatewaySignatureFilterfJAttribute

// ValuesController.cs

namespace backend_signature.Controllers

{

[Route("api/[controller]")]

[ApiController]

[ApigatewaySignatureFilter]

public class ValuesController : ControllerBase

{

}
}

// GET api/values
[HttpGet]
public ActionResult<lEnumerable<string>> Get()
{
return new string[] { "valuel", "value2" };

}

// POST api/values

[HttpPost]

public void Post([FromBody] string value)
{

}

// PUT api/values/5

[HttpPut("{id}")]

public void Put(int id, [FromBody] string value)
{

}

// DELETE api/values/5
[HttpDelete("{id}")]
public void Delete(int id)
{

}

Dictionary/,
// ApigatewaySignatureFilter.cs

namespace backend_signature.Filters

public class ApigatewaySignatureFilter : Attribute, |IAuthorizationFilter

{

private Dictionary<string, string> secrets = new Dictionary<string, string>

{
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{"signature_key1", "signature_secret1" },

{"signature_key2", "signature_secret2" },

[FNERRakFIskiEgRiSEIN I P BB N FE A RANLZENG, BNEREXHHENETETE
XFH, (ERER, BiRTs;

[ akFIskRFERBZEFAM, BITARGRIESEAKEFIRERETE
HUAWEICLOUD_SDK_AK1F#IHUAWEICLOUD_SDK_SK1, HUAWEICLOUD_SDK_AK2%[]
HUAWEICLOUD_SDK_SK2,

{Environment.GetEnvironmentVariable(" HUAWEICLOUD_SDK AKT"),
Environment.GetEnvironmentVariable(" HUAWEICLOUD_SDK SKT") },

{Environment.GetEnvironmentVariable(" HUAWEICLOUD_SDK AK2"),
Environment.GetEnvironmentVariable (" HUAWEICLOUD_SDK SK2") },

%
public void OnAuthorization(AuthorizationFilterContext context) {
[1& BRI
}
}
}
$I¥3 OnAuthorizationFRF AT AT . RIGRIZI T : FERENRERENT
Authorizationsk , 1§%key#lsignedHeaders,
private Regex authorizationPattern = new Regex("SDK-HMAC-SHA256\\s+Access=([A,]+),\\s?
SignedHeaders=([A,1+),\\s?Signature=(\\w+)");
string authorization = request.Headers["Authorization"];
if (authorization == null)
{
context.Result = new UnauthorizedResult();
return;
}
var matches = authorizationPattern.Matches(authorization);
if (matches.Count == 0)
{
context.Result = new UnauthorizedResult();
return;
}
var groups = matches[0].Groups;
string key = groups[1].Value;
string[] signedHeaders = groups[2].Value.Split(';");
{5140, Authorization=LJg:
SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00
NERHTAYEER 9 :
signingKey=signature_key1
signedHeaders=host;x-sdk-date
$IF4 BiTkeytkFlsecret, WMBERFEkey, NMIRERAELEM .
if (!secrets.ContainsKey(key))
{
context.Result = new UnauthorizedResult();
return;
}
string secret = secrets[key];
$I®5 FHE—HttpRequest TR, &5 Kkmethod. url. query. signedHeaderstJRAgIER

SIMANEF, I REEEIREbodyFIRE
EEFEbody IR FFIEESIUNSIGNED-PAYLOADAYX-sdk-content-sha256

HttpRequest sdkRequest = new HttpRequest();
sdkRequest.method = request.Method;
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sdkRequest.host = request.Host.Value;
sdkRequest.uri = request.Path;
Dictionary<string, string> query = new Dictionary<string, string>();
foreach (var pair in request.Query)
{
query[pair.Key] = pair.Value;
}
sdkRequest.query = query;
WebHeaderCollection headers = new WebHeaderCollection();
string dateHeader = null;
bool needBody = true;
foreach (var h in signedHeaders)
{
var value = request.Headers[h];
headers[h] = value;
if (h.ToLower() == "x-sdk-date")
dateHeader = value;
}
if (h.ToLower() == "x-sdk-content-sha256" && value == "UNSIGNED-PAYLOAD")
needBody = false;
}
}
sdkRequest.headers = headers;
if (needBody)
{
request.EnableRewind();
using (MemoryStream ms = new MemoryStream())
request.Body.CopyTo(ms);
sdkRequest.body = Encoding.UTF8.GetString(ms.ToArray());
}
request.Body.Position = 0;
}

TI6 RINETZERTH, MX-Sdk-DateskFEVHAYE, FIETSIRSEEIIBERIEETE15D
LA . WS signedHeadersFh B &X-Sdk-Date, HIRERAIFEM
private const string BasicDateFormat = "yyyyMMddTHHmMmssZ";
if(dateHeader == null)

{
context.Result = new UnauthorizedResult();
return;
}
DateTime t = DateTime.ParseExact(dateHeader, BasicDateFormat, Culturelnfo.CurrentCulture);
if (Math.Abs((t - DateTime.Now).Minutes) > 15)
context.Result = new UnauthorizedResult();
return;
}

L7 BRverify 5iERIERESR . FIMRIEESEE
Signer signer = new Signer();
signer.Key = key;
signer.Secret = secret;
if (!signer.Verify(sdkRequest, groups[3].Value))

context.Result = new UnauthorizedResult();
}
T8 1z17IRSSEE, WIEIBIEMME . THEBERIavaScript SDKFRIhtmIEZ THYER

T

BENNEFFFRFRE, BiF “Send request” , EFI&EMAIcurlisS, FHEGSITHIA
17, IR53231R[E1200,
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SNR{EFAEIRAIKeyFSecretifal, PRSFEREI40VHAIERET .

Apigateway Signature Test

Key

signature_key1

Secret

signature_secreﬂ

Method Scheme Host Url
POST # http % localhost:8080 [test

Query

(o0}

Headers
{"aaa™ bbb’}
Body

dsfasdf=1

e

curl -X POST "http://localhost:8080/testox=yyy" -H "aaa: bbb" -H "X-Sdk-Date: 20190307T =
122402Z" -H "host: localhost:8080" -H "Authorization: SDK-HMAC-SHA256 Access=signatur

R
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