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deviceType. manufacturerld. model:s Zi -5 devicetype-capability.json - X B - B ] &
X —3. . A5z devicetype-capability.json ] = B BN T «

“devices”: [

{
“manufacturerId”: “TestUtf8Manuld”,
“manufacturerName”: “HZYB”,
“model”: “"NBIoTDevice”,
“protocolType”: “CoAP”,
“deviceType”: "WaterMeter”,
“serviceTypeCapabilities”: sekkk

B 1-174 [y WaterMeterBasic. WaterMeterAlarm. Battery%%#f /& devicetype-
capability.json € LIRS -

Profile U HH I SO S SN & json,  TES 'S 58 UG AT EATE BB | 24K — g kL
ML, K Ajsont AL

1.3.2.2 %% Profile IBH#ER

B Profile 5EE MG, TEKAIOTFEEH AEHZ, HizlidE, oTFaEH s
¥ Profile T N\ | IoTSR5 = .

1.3.2.3 &% Profile X FET & W AA

WERE

devicetype-capability.jsonicl 3% | 1% ¥ % (I ZEAME 5 -

“devices”: [
{
“manufacturerld”: “TestUtf8Manuld”,
“manufacturerName”: “HZYB”,
“model”: “NBloTDevice”,
“protocolType”: “CoAP”,
“deviceType”: “WaterMeter”,
”omCapability”: {
“upgradeCapability” : {
”supportUpgrade”: true,
“upgradeProtocolType”:"PCP”
1,
”fwUpgradeCapability” : {
”supportUpgrade”: true,
“upgradeProtocolType” : “LWM2M”
1,
“configCapability” : {
”supportConfig”:true,
“configMethod”:”file”,
”defaultConfigFile”: {
“waterMeterInfo” : {
“waterMeterPirTime” : ”300”

}

SCR{RRAS 02 (2019-08-28) FRALITAT © HENFARAT IR A 7 15
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}
{

}

”serviceTypeCapabilities”: [

“serviceld”: “WaterMeterBasic”,
“serviceType”: “WaterMeterBasic”,
“option”: “Mandatory”

“serviceld”: “WaterMeterAlarm”,
“serviceType”: “WaterMeterAlarm”,
“option”: “Mandatory”

“serviceld”: “Battery”,
“serviceType”: “Battery”,
“option”: “Optional”

“serviceld”: “DeliverySchedule”,
“serviceType”: ”“DeliverySchedule”,
“option”: “Mandatory”

“serviceld”: “Connectivity”,
serviceType”: "Connectivity”,
“option”: “Mandatory”

]
}
]
}
BT B RS
FHE | FFE Al i%/wh ik Ei:1p%Y
devi Wik LT —MRENTEEREIEE R
ces BABEIEHD
manufacturer Wik TR & & R 1D
Id
manufacturer Wik R E&MSIER 2R (A RiFs
Name ) .
model Wik R &S, HER GG TR
Z RS, R A F R EE T LR IE
CIE/N S
protocol Type Witk TR BT NPER I & P SR
UINB-ToT 15 % HUE N CoAP.
deviceType Wh ik RN B IR,
omCapabilit nJ ik € SRR AT [ AT+ R A B
y EHRIRE ST, FBCE S LR S
f]: omCapability 2 F ik
R AV A T, AT
BeAT DU BR
SCRSRRAS 02 (2019-08-28) WAL © o NEARBRAF 16
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THRIERR 1Pt R
FE | FrE At/ whik ik
serviceType whidk B8 T A BRI IR RE A .
Capabilities
servic | Wik MRS5S, 0 R s[RI SR AL IR 5% 2K
eld A — M lserviceld S service Type ]
A, RAZA NG S, =
F5<¢ Switch01. Switch02. Switch03.
servic | WAk 45257, Lservicetype-capability.json
eType HiserviceType 7B IR FF—HL.
option | Wik PRI SS F-BL 2R A, BUETEHE
Master (F k%) , Mandatory (AR
%) , Optional (AJIEARSS)
HATAFBOAAETh et 7B, G 24
WAIER
omCapability 5 #4118
FE FFE i/ | R
Ak
upgradeCap AlE | BRI gRE
ability
supportUpgr | TJiE | true: WA SCRRERAETFZK .
ade false: W& AR T4
upgradeProto | 7]k FHPAT I BCEEAL, AR T &4 1
colType protocolType, 1 WICoAPZ & #K A4+ B s AE
FIPCP.
fwUpgrade Alig | B Re
Capability
supportUpgr | AJi% | true: W& SCHEIEFFH2
ade false: VLA SCHFREMFTHH
upgradeProto | Ak | FHAE I EMACERAY,  HACAN[A] T B4 1
colType protocolType, 4TI M1 G L FFLWM2M
fi] AT+ 2%
configCapa AL | B lCE TR
bility
supportConfi | AJik | true: W& SCHFHACE S HT.
g false: WA AN SCHFIL & B8
configMetho | A& | file: A SCAF 77 20T AL 55
d
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1 P2 iR

BR 35 &E

B

FEB FFE AT/ |

defaultConfi | 7Jik | WAIINELEEE Usontgz) , BAKEEAE
gFile S &R B E L. MBEM-F& REifizE R
PERRIER, AT PR E B BAR S
o

servicetype-capability.jsonic % | 1% % % MRS S

p ot

services”: [
“serviceType”: “WaterMeterBasic”,
“description”: “WaterMeterBasic”,
P p
commands”: [

”commandName”: “SET PRESSURE READ PERIOD”,
“paras”: [
{

» o, © o
paraName”: “value”,
»

“dataType”: “int”,
“required”: true,

Do
min~: 1,
"max”: 24,
“step”: 1,

“maxLength”: 10,
Dol D p
unit”: “hour”,
“enumList”: null

}
1,
“responses”: [
{
“responseName”: “SET PRESSURE READ PERIOD RSP”,
“paras”: [
{
“paraName”: “result”,
“dataType”: “int”,
“required”: true,
“min”: —1000000,
“max”: 1000000,
“step”: 1,
“maxLength”: 10,
“unit”: null,
“enumList”: null
}
]
}
]
}
1,
“properties”: [
{
“propertyName”: “registerFlow”,
“dataType”: ”“int”,
“required”: true,
“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "R”,
“unit”: null,

SCEAfRAR 02 (2019-08-28) FRALITAT © HENFARAT IR A 7
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“enumList”: null

“propertyName”: “currentReading”,
“dataType”: “string”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit’: "7,
“enumList”: null

“propertyName”: “timeOfReading”,
“dataType”: “string”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit”: null,
“enumList”: null

“propertyName”: “internalTemperature”,
“dataType”: ”int”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit”: 70.01° C”,
“enumList”: null

“propertyName”: “dailyFlow”,

“dataType”: ”int”,
“required”: false,
P

min”: 0,

“max”: 0,

“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit”: "7,
“enumList”: null

“propertyName”: “dailyReverseFlow”,
“dataType”: ”int”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit”: "7,
“enumList”: null

“propertyName”: “peakFlowRate”,
“dataType”: ”int”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

SCAYRRAS 02 (2019-08-28)
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“maxLength”: 0,
“method”: "W,
"unit”: LW
“enumList”: null

“propertyName”: “peakFlowRateTime”,
“dataType”: “string”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit”: null,
“enumList”: null

“propertyName”: “intervalFlow”,
“dataType”: “array”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit”: "7,
“enumList”: null

” v » ”
propertyName”: “pressure”,
” v ”
dataType”: "array’,

” Nl

required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit”: “kPa”,
“enumList”: null

“propertyName”: “temperature”,
» o o 7
dataType”: “array”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit”: 70.01° C”,
“enumList”: null

“propertyName”: “vibration”,
» o o p
dataType”: "array”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,

“unit”: ”70.01g”,
“enumList”: null
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crp DRt 7B, POGRBIRRIER, T
tion B Jynull.
co Wik | FEaN A T DBAT A, iR AR
mm 55Tt 4 M Enull
and
s
comman Wik | A A T, w4 S5SEULE
dName RIS — A e B A 2 o
paras wik | R EE NS
paraNa wik | mAhSHNAT
me
dataTy Wik fRn i 2SN EAE R AL
pe HUEYEF: string. int. string list.
decimal. DateTime. jsonObject
AR EEER, BRSO REE A% 2l
T
® string list: ["strl","str2","str3"]
® DateTime:
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require ik | FRARAM AR LIE, BUE Ntruesk
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HRAEH .
min Wik | i IME -
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max Wik | RN ECRE
¥ Y dataType Nint. decimalff A%
SCRSRRAR 02 (2019-08-28) FERBUIT A © HNEARF IR AT 21



B E B

PRI 1Pt R
T | TFE WA/ | iR
AJi%
step Wik | Bk
HAMH, HORPAT .
maxLe Wik | TR R K.
ngth {4 dataType Astring. string list.
DateTimeb 4= %% »
unit Whide RN AL, TEOC,
BUERYE S H e, .
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Aot RA: “%”
JEiREAL: “Pa” B{ “kPa”
enumLi Wik | FEARHZAE
st W IR S status 7] A U HUE :
"enumList" : ["OPEN","CLOSE"]
HAl AT Bt ETRe 7B, RS
HIATE, A BHERE o
response Wik | AT I R
s
respons Wik | 44 AT LAAE Zresponses i W i 2 [
eName commandName/5 [l “ RSP” .
paras Wi | A . )
pa | Wik | @A SEMHT,
ra
Na
me
dat | ik | FRAREERA.
aT HUEYEH: string. int. string list.
yp decimal. DateTime. jsonObject
€ " s "
EAREdER, B SRR
T
® string list: ["strl","str2","str3"]
® DateTime:
yyyyMMdd” T HHmmss’ Z’
1:20151212T1212127
® jsonObject: H & XjsonZEtafhk, ¥
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FE | FrE Wi/ | iR
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re | Wik | FRARAAT QM N 2 T LE, BUEN
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ire i .
d HATATF B e Rt B, E S
FEIRAEH o
mi | ik | FEREME
n ¥ #dataType Nint. decimalff A4 %4,
WK TET
ma | & | FEREKE
X X MdataType Aint. decimalf2E 24,
BiNTET
ste | %1k | AP K.
P BAEH, $HORIH] .
ma | ik | SRR TFRERKE.
xL ¥ Y dataType Astring string list
e? DateTime 422
g
h
un | k| FRARERAL, JEC.
it HUERYE S50, -
/Ellgi‘{j. “C” ﬁ “K”
HortbRAr: “%”
Egﬁi‘{j. “Pa” ﬁ “kPa”
en | Wik | FRARHEHE.
u W IR A status i] A 41 BUHE :
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24/
AJik

ik
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Wik

RN BRI
HUEYaR: string. int. string list.
decimal. DateTime. jsonObject
bk, B AR A
T
® string list: ["strl","str2","str3"]
® DateTime:
yyyyMMdd” T’ HHmmss” Z’
1:20151212T121212Z
® jsonObject: & XjsonZitbik, )
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required

TR B R Bk, BUE Ntrue
i false, ERIANEUHEfalse (FEDHIE) .

HarA 7B A IETRe 7B, AU F
i EA

min

fR/R R /IME
X % dataType Nint. decimalfif 4254,
BHERTET.

max

TN PN
¢ MdataType Nint. decimalfi2E 24,
BHNTET

step

EI=PI VA2
AL, HORIAT

method

FaoR vy A,

R: ®[#E; W: 0[5, E: AT,
BUEVEE: R. RW. RE. RWE .
null.

unit

FeREAL, B,
DUEARYE S Hfe, .
BERAL: “C” B “K”
Bt “%”
JEGREAL:  “Pa” B “kPa”

maxLen
gth

TRRFR K.
X Y dataType Astring. string list.
DateTimel 422
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TR | FFER WA/ | HEiR
AJ ik

enumLis Wik | FRAREE

t WHMIRAS (batteryStatus) A A U1
HUE -

"enumList" : [0, 1,2, 3,4, 5, 6]

HETA 7B AR RetE v B, GRS
FARER, EUGERE o

1.3.3&%E52

1.3.3.1 = miE R

Mi5%— WaterMeter Profile 145
RGNS ST R G, ST SO N R I T .

1. devicetype-capability.json
{

“devices”: [

{
“manufacturerld”: “TestUtf8Manuld”,
“manufacturerName”: “HZYB”,
“model”: “NBIoTDevice”,
“protocolType”: “CoAP”,
“deviceType”: “WaterMeter”,
”serviceTypeCapabilities”: [
“serviceld”: “WaterMeterBasic”,
“serviceType”: “WaterMeterBasic”,
“option”: “Mandatory”
1,
{
“serviceld”: "WaterMeterAlarm”,
“serviceType”: “WaterMeterAlarm”,
“option”: “Mandatory”
1,
{
“serviceld”: “Battery”,
“serviceType”: “Battery”,
“option”: “Optional”
1,
{
“serviceld”: “DeliverySchedule”,
“serviceType”: “DeliverySchedule”,
“option”: “Mandatory”
1,
{
“serviceld”: “Connectivity”,
“serviceType”: “Connectivity”,
“option”: “Mandatory”
1
]
1

SCR{RRAS 02 (2019-08-28) FRALITAT © HENFARAT IR A 7 25
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2.

3.

servicetype-capability.json (Battery)
{

” . ”
services . [

{
“serviceType”: “Battery”,
“description”: “Battery”,
”commands”: null,
“properties”: [
{
“propertyName”: “batteryLevel”,
“dataType”: “int”,
“required”: true,
“min”: 0,
“max”: 100,
“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: "%”,
“enumList”: null
1,
{
“propertyName”: “batteryThreshold”,
“dataType”: “int”,
“required”: false,
“min”: 0,
“max”: 100,
“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: "%”,
“enumList”: null
1,
{
“propertyName”: “batteryStatus”,
“dataType”: “int”,
“required”: false,
“min”: 0,
“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: [
0,
1,
2,
3,
4
5,
6
]
}
]
}

}
servicetype-capability.json (ConnectivityMonitoring)

o .
services”: [
“serviceType”: “Connectivity”,
“description”: “Connectivity”,
P p
commands”: null,
P :
properties”: [

“propertyName”: “signalStrength”,

“dataType”: “int”,
o N
required”: true,

SCEAfRAR 02 (2019-08-28) FRALITAT © HENFARAT IR A 7
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“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: “dbm”,
“enumList”: null

“propertyName”: “linkQuality”,
“dataType”: “int”,
“required”: false,

“min”: -110,

“max”: —48,

“step”: 1,

“maxLength”: 0,

“method”: “RE”,

“unit”: “dbm”,

“enumList”: null

“propertyName”: “cellld”,
“dataType”: “int”,
“required”: false,
“min”: 0,

“max”: 268435455,
“step”: 1,

“maxLength”: 0,
“method”: “RE”,

“unit”: null,
“enumList”: null

}

4. servicetype-capability.json (DeliverySchedule)
{
“services”: [
{
“serviceType”: “DeliverySchedule”,
“description”: “DeliverySchedule”,
”commands”: null,
“properties”: [

{
“propertyName”: “startTime”,
“dataType”: “int”,
“required”: true,
“min”: 0,
“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: “RW”,
“unit”: “sec”,
“enumList”: null

IR

{
“propertyName”: “UTCOffset”,
“dataType”: “string”,
“required”: true,
“min”: 0,
“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: “RW”,
“unit”: null,
“enumList”: null

1,

{

SCEAfRAR 02 (2019-08-28) FRALITAT © HENFARAT IR A 7
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“propertyName”: ”“frequency”,
“dataType”: “int”,
“required”: true,

“step”: 1,
“maxLength”: 0,
“method”: “RW’,
Do gl O, D
unit : “sec,
“enumList”: null

{
“propertyName”: “randomisedDeliveryWindow”,
“dataType”: “int”,
“required”: false,
“min”: 0,
“"max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: “RW’,
“unit”: null,
“enumList”: null

1,

{
“propertyName”: “retries”,
“dataType”: “int”,
“required”: false,
“min”: 0,
“"max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: “RW’,
“unit”: null,
“enumList”: null

1,

{
“propertyName”: “retryPeriod”,
“dataType”: “int”,
“required”: false,
“min”: 0,
“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: “RW’,
“unit”: null,
“enumList”: null

}

]
}
]
t
5. servicetype-capability.json (WaterMeterAlarm)
{

“services”: [
{
“serviceType”: “WaterMeterAlarm”,
“description”: “WaterMeterAlarm”,
”commands”: null,
“properties”: [
{
“propertyName”: “lowFlowAlarm”,
“dataType”: “int”,
“required”: true,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: “RE”,
“unit”: null,

SCEAfRAR 02 (2019-08-28) FRALITAT © HENFARAT IR A 7
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“enumList”: null

“propertyName”: “highFlowAlarm”,
“dataType”: “int”,
“required”: true,

“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null

“propertyName”: “tamperAlarm”,
“dataType”: “int”,
“required”: true,

“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null

“propertyName”: “lowBatteryAlarm”,
“dataType”: “int”,
“required”: true,

“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null

“propertyName”: “batteryRunOutAlarm”,
“dataType”: “int”,
“required”: true,

“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null

“propertyName”: “highInternalTemperature”,
“dataType”: “int”,
“required”: true,

“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null

“propertyName”: “reverseFlowAlarm”,
“dataType”: “int”,

z S

required”: true,

“step”: 1,

SCAYRRAS 02 (2019-08-28)
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“maxLength”: 0,
“method”: “RE”,
“unit”: null,

“enumList”: null

“propertyName”: “highPressureAlarm”,
“dataType”: “int”,
“required”: false,

“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null

“propertyName”: “lowPressureAlarm”,
“dataType”: “int”,
“required”: false,

“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null

“propertyName”: “highTemperatureAlarm”,
“dataType”: “int”,
“required”: true,

“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null

“propertyName”: “lowTemperatureAlarm”,
“dataType”: “int”,
“required”: true,

“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null

“propertyName”: “innerErrorAlarm”,
“dataType”: “int”,

z S

required”: true,

“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null

“propertyName”: “storageFault”,
“dataType”: “int”,
“required”: true,

SCAYRRAS 02 (2019-08-28)
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“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null

{
“propertyName”: “waterTempratureSensorFault”,
“dataType”: “int”,
“required”: true,
“min”: 0,
“"max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null
1,
{
“propertyName”: “innerTempratureSensorFault”,
“dataType”: “int”,
“required”: true,
“min”: 0,
“"max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null
1,
{
“propertyName”: “pressureSensorFault”,
“dataType”: “int”,
“required”: true,
“min”: 0,
“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null
1,
{
“propertyName”: “vibrationSensorFault”,
“dataType”: “int”,
“required”: true,
“min”: 0,
“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null
1,
{
“propertyName”: “strayCurrent”,
“dataType”: “int”,
“required”: true,
“min”: 0,
“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: “RE”,
“unit”: null,
“enumList”: null
}

SRR 02 (2019-08-28) TR © B AA TR 31
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}

6. servicetype-capability.json (WaterMeterBasic)

{

o c
services”: [
“serviceType”: “WaterMeterBasic”,
“description”: “WaterMeterBasic”,
o p
commands”: null,
o S
properties”: [

{
“propertyName”: “registerFlow”,
“dataType”: “int”,
“required”: true,
“min”: 0,
“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: “R”,
“unit”: null,
“enumList”: null

1,

{
“propertyName”: ”“currentReading”,
“dataType”: “string”,
“required”: false,
“min”: 0,
“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: "W,
“unit”: “L7,
“enumList”: null

IR

{
“propertyName”: “timeOfReading”,
“dataType”: “string”,
“required”: false,
“min”: 0,
“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: "W,
“unit”: null,
“enumList”: null

1,

{
“propertyName”: “internalTemperature”,
“dataType”: “int”,
“required”: false,
“min”: 0,
“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: "W,
“unit”: ”70.01° C”,
“enumList”: null

IR

{

“propertyName”: “dailyFlow”,
“dataType”: “int”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,

”

“unit”: L7,
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“enumList”: null

“propertyName”: “dailyReverseFlow”,
“dataType”: “int”,
“required”: false,

“step”: 1,
“maxLength”: 0,
“method”: "W,
“unit”: "L7,
“enumList”: null

“propertyName”: “peakFlowRate”,
“dataType”: “int”,
“required”: false,

“step”: 1,
“maxLength”: 0,
“method”: "W,
“unit”: “L/H”,
“enumList”: null

“propertyName”: “peakFlowRateTime”,
“dataType”: “string”,
“required”: false,

“step”: 1,
“maxLength”: 0,
“method”: "W,
“unit”: null,
“enumList”: null

“propertyName”: “intervalFlow”,
"dataType”: “array”,
“required”: false,

“step”: 1,
“maxLength”: 0,
“method”: "W,
“unit”: "L7,
“enumList”: null

“propertyName”: “pressure”,
z v @ P
dataType”: "array”,
“required”: false,

“step”: 1,
“maxLength”: 0,
“method”: "W,
“unit”: “kPa”,
“enumList”: null

“propertyName”: “temperature”,
z v @ p
dataType”: "array”,
“required”: false,

“step”: 1,
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“maxLength”: 0,
“method”: "W,
“unit”: ”70.01° C”,
“enumList”: null

1,
{
“propertyName”: “vibration”,
"dataType”: “array”,
“required”: false,
“min”: 0,
“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: "W,
“unit”: ”70.01g”,
“enumList”: null
}
]
}
]
t
+- = \
1.3.3.2 FRiRBEFEE X
A
W&
devicetype-capability.jsonit 3% | %5 4% [ ZEAlHE 2.«

{
“devices”: [
{
“manufacturerld”: “TestUtf8Manuld”,
“manufacturerName”: “HZYB”,
“model”: “"NBIloTDevice”,
“protocolType”: “CoAP”,
“deviceType”: "WaterMeter”,
“omCapability”: {
“upgradeCapability” : {
”supportUpgrade”: true,
“upgradeProtocolType”: "PCP”
1,
”fwUpgradeCapability” : {
”supportUpgrade”: true,
“upgradeProtocolType”: “LWM2M”
1,
“configCapability” : {
”supportConfig”:true,
“configMethod”:”file”,
“defaultConfigFile”: {
“waterMeterInfo” : {
“waterMeterPirTime” : ”300”

}
}
}
1,
”serviceTypeCapabilities”: [
{
“serviceld”: “WaterMeterBasic”,
“serviceType”: “WaterMeterBasic”,
“option”: “Mandatory”
1,
{
“serviceld”: “WaterMeterAlarm”,
“serviceType”: “WaterMeterAlarm”,
“option”: “Mandatory”
1,
{

“serviceld”: “Battery”,

SCEAfRAR 02 (2019-08-28) FRALITAT © HENFARAT IR A 7

34



B E B

FRIEr 1 =R
“serviceType”: “Battery”,
“option”: “Optional”
1,
{
“serviceld”: “DeliverySchedule”,
“serviceType”: “DeliverySchedule”,
“option”: “Mandatory”
1,
{
“serviceld”: “Connectivity”,
“serviceType”: ”“Connectivity”,
“option”: “Mandatory”
}
]
]
}
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“serviceType”: “WaterMeterBasic”,
“description”: “WaterMeterBasic”,
p p

commands”: [

{
”commandName”: “SET_PRESSURE_READ_PERIOD”,

“paras”: [
{

“paraName”: “value”,
“dataType”: “int”,
“required”: true,
“min”: 1,
"max”: 24,
“step”: 1,
“maxLength”: 10,
“unit”: “hour”,
“enumList”: null

1,
“responses”: [
{
“responseName”: “SET PRESSURE READ PERIOD RSP”,
“paras”: [
{
“paraName”: “result”,
“dataType”: “int”,
“required”: true,
“min”: —1000000,
“max”: 1000000,
“step”: 1,
“maxLength”: 10,
“unit”: null,
“enumList”: null

1,
“properties”: [
{

“propertyName”: “registerFlow”,

“dataType”: ”int”,
“required”: true,

“step”: 1,
“maxLength”: 0,
“method”: “R”,
“unit”: null,
“enumList”: null

” . » .
propertyName”: “currentReading”,
” P

dataType”: “string”,

” Nl

required”: false,

P

min”: 0,

“step”: 1,
“maxLength”: 0,
“method”: "W,
“unit”: “L7,
“enumList”: null

“propertyName”: “timeOfReading”,
“dataType”: “string”,
“required”: false,

“min”: 0,
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“max”: 0,
“step”: 1,
“maxLength”: 0,
“method”: "W,
“unit”: null,
“enumList”: null

“propertyName”: “internalTemperature”,
p

“dataType”: ”int”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit”: 70.01° C”,
“enumList”: null

“propertyName”: “dailyFlow”,

“dataType”: ”int”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit’: "7,
“enumList”: null

“propertyName”: “dailyReverseFlow”,

“dataType”: ”int”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit’: "7,
“enumList”: null

“propertyName”: “peakFlowRate”,

“dataType”: ”int”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
"unit”: LW
“enumList”: null

“propertyName”: “peakFlowRateTime”,
“dataType”: “string”,
“required”: false,

“min”: 0,
“max”: 0,
“step”: 1,

“maxLength”: 0,
“method”: "W,
“unit”: null,
“enumList”: null

“propertyName”: “intervalFlow”,
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}

BT B RE -

“dataType”:
“required”:
“min”: 0,

“max”: 0,

“step”: 1,
“maxLength”: 0,
“method” :
“unit”:
“enumList”: null

array’,
false,

”W//
B}
//L”
>

> v ”
propertyName”: “pressure”,
dataType”: "array’,
required”: false,

P

min”: 0,

“max”: 0,

“step”: 1,

“maxLength”: 0,

“method”: "W,

“unit”: “kPa”,

“enumList”: null

“propertyName”: “temperature”,
“dataType”: “array”,
“required”: false,

“min”: 0,

“max”: 0,

“step”: 1,

“maxLength”: 0,

“method”: "W”,

“unit”: 70.01° C”,

“enumList”: null

“propertyName”: “vibration”,
dataType”: "array”,
required”: false,

D5t

min”: 0,

“max”: 0,

“step”: 1,

“maxLength”: 0,

“method”: "W”,

“unit”: ”0.01g”,
“enumList”: null
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messageld
mid
PRSI s
56 LS IS HE

BE21 RGUEHH TR WH, Ak PRl N IUTIRE TR
EE’ ,I{—:_I‘\T—:E‘ “;T—'DEE” R
o Xy KA.

“HEITY RIS VA A A W N Y SEFRTE DLEAT R E, 7 ZE AN Profile A B 7B (1€

SCHIGAC
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TFk G 17 It R
H=E X
tmc/itatE @

AR RFE @
moARSRTRETR O

FEF  SmcaSTRITRETFRRN  EFEERercode ; F , EFAEEREDerrcode,

errcode

ik

EEE

int8u(8iTRSER) v

FEE ®

1

E';-: i’z"\. (=] @

FEE ©

34

B2 gl BUA R 7 .
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( +#EEE ) 73 | —

0

CHANGE_STATUS
Batiery = Battery v

CHANGE_STATUS

S TEFR

mESSagE\ d
mid
value
s
R = N
messageld Eﬂ“ery
mid

emcode

P23 RGUEHE N TET WH, BREHSHEE, Sif R
o TEA Haglm AR TR By M8, HABRDET LT
® I MR LIRBIR I SEERE ODLEATHCE, 7 E A Profile B ¥ B E
SCHLHC .
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JER AR .
EIl =S = "
tmclbg @
FROAMEEFHAEER O
MoARSIITRETR O
*EBF
result
Tk
¥oEsER
int8u (BTSSR v
T KE @
1
FME @
=EE ©
4-5
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1 P2 iR

T

HRR24 fEs a0 R ORI R B ar T BORIm N B, S8 EaREE .
AT R SR i A W SR AR B O SE R R AR

£

O

& batteryLevel
Battery

Battery

EE:
(=l
=

Ed

R deviceReq

BEERTEE Yes

i —

HiE FiRTE

messageld

batteryLevel

IRR=E : AAAAQDOD

o

value
CHAMGE_STATUS

ni|
]

CHANGE_STATUS

EE#F cloudReq

SEAAMEGEE Yes P result
sk - CHANGE_STATUS

2o TEFR +

messageld

mid

messageld

mid

errcode

result

HR25 gl A7, SRR G A BB, K G R R 1 P B A B A

PAN
= o
© e =
ERREIRHREE  RER ==
-

142 & THELXES
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1 P2 iR

1421 ARHERER

T# eclipse

T #Eclipse 23460, EAZMAR L 46 2 A H BRI o] {8 .
B M NEhk: http:/www.eclipse.org/downloads.

T# maven &
T #HMavenddfifF il (ziphgx) , BEEAMIELE B AM.

B M FEiHhbE: http:/maven.apache.org/download.cgi

B2 E Maven it
Maven I BC B ¥ & Windows A 53545 & [ C & S5 /EEclipse P AL &, AL 2N EIES

W LB, AT 4AMaven EEclipseH AL B

o

B EFHFEclipse . “Windows” -> “Preferences” , §]HPreferencest I, #£#H

“Maven” -> “Installations” -> “Add” -

1-3 B & Maven #F 1
i8] Preferences

type filter text Installations

- General

Select the installation used to launch Maven:

» Ant

» Data Management
> Help EMBEDDED 3.2.1/1.
+ Install/Update ] WORKSPACE

» Java

» Java EE

» Java Persistence

Mame Details

» JavaScript

m

Biscovery

Erfbrs/Warnings

Installations
Java EE Integratio

Lifecycle Mapping

Templates
User Interface

User Settings

5.0.20140605-2032

Add...

Edit...

Remaove

» Mylyn

» Plug-in Development Mote: Embedded runtime is always used for dependency

» Remote Systemns resolution

> Run/Debug =
T

@

[ Restore Defaults I l

Apply

[

OK

|

Cancel

HE2 EfFmavenfF AR, S “Finish” , 5 AMavendfift.
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B E B

TR AEH 1 =R
1-4 fig & Maven i 2
' E Mew Maven Runtime E 1

Specify attributes for a Maven installation

Installation type: @ BExternal = Workspace

Installation home: Ditemplapache-maven-3.5.0-bin\apache-maven-3

Installation name: apache-maven-3.5.0 /

Additional extension libraries:
/ Project...

Remowve

Up

Diown
/!

Restore Default
|4
® [ Finish [ Cancel l

$E3 kTS A\ Mmavenddiftt, Adi “OK” .
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1-5 BL & Maven #f4 3
i@ Preferences ’?‘@

type filter text Installations e T

»

General

Ant
Data Management Name Details Add...

Help ([l EMBE J
Install/Update (=] W (SPA & MNOT AVAILABLE [3.0)

Java apache-maven-3.5.0 D:\templapache-maven-3.5.0 | Remove
Java EE

Java Persistence

— Select the installation used to launch Maven:

JavaScript

m

| SR A

Mawven
Archetypes
Discovery
Errors/Warnings
Installations
Java EE Integratiol
Lifecycle Mapping

Templates
User Interface

User Settings

Mylyn 4 m | 3

Plug-in Development Note: Embedded runtime is always used for dependency

Remote Systems resolution

Run/Debug % l Restore Qe{aulls] l Apply ]

€| 1 | »

@ [ ok ||| cancel |

(Msteg

IDK # %2 ¥ faJavaif 35 % & 09 B B 5 4 N R IDK1.84= 8 EJavaZfk T & (WindowsiEtE &
%) .

"

1.4.2.2 S N4ERHE DEMO T8

FB1 T HRBELTHEAFDEMOTLTE, 7& “source code” A HFREL “codecDemo.zip” , #
Hofide s B A Hb

1-6 “RFRFLIEE DEMO B E

b NB-IoTiZERHEEETER » source_code »

12EIES - e FETIiE

1]

= EEGE:

B codecDemo.zip 2017711717 9:53

B2 I Eclipse, AitiEclipse/£fll “Project Explorer” 75 (4L, %% “Import > Import...” .
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B E B
TR ARH

B 1-7 S\ DEMO IT# 1

Copy Qualified Name
[T Paste
X Delete

iy Esport..
£ Refresh

ri[ﬂ, App Chent JAR fle

| [ AR Rle
| Ga EJBJAR fle

H$I3 et “Maven” , iEH “Existing Maven Projects” , miili “Next”

& 1-8 X\ DEMO T8 2

Import Existing Maven Projects

+ B Java EE Utility Jar

&, RAR fle
| B Wik Re

(i [Import. |

Select an import source:

type filter text

B VS

b [ EJB

B Git

& Install

» B Jaova EE
&, Check out Maven Projects from SCM
!EEﬁsﬂnngPrdem ]

L Materialize Maven Projects from SCM
b = Plug-in Development
4 % Remote Systems

2 e Phe i el m

[, Install or deplay an artifact to a Maven repositary

@ [ sk |[Lnems ]|

Finksh

[ concel |

$B4 i “Browse” , EFPBEURIEIREM “codecDemo” SCAFK, ik “/pomxml” ,

iy “Finish”

RYRRAS 02 (2019-08-28)
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1-9 X\ DEMO I #& 3

@an*thhml?mjam = ~='
Maven Prajects

Select Maven projects

[
Boot Directary:  Dh\temphcodecDemo a-l Browis...
Erujzc!s- f
o fpomaxml ! Ty t i [Select All
Denelece Al
/
|
{ Refresh

Add progect{s) to warking set

b Adyanced

7 < Back [ Foish ||| comeel

s

1.4.2.3 FEIEH
YR A3 P DEMOf I Maven LFEZS M AR EE0, KIEPS: WA RIH, YDEMO
AT B

1.4.2.4 YmIREIHEITE
AT B G D 52 15 anl FT A H VR dR A

YwARFS Maven T 6
S8 IAdA A 5 18 FH Maveni# AT 4T 62, WindowsH B U1
HE FTIFDOSHE M, #EA “pom.xml” F{EMH K.
B2 i Amavens] f#74: mvn package.

$3 DOSH L+ i/~ “BUILD SUCCESS” J&, 15 “pom.xml” H 3[H 2% fftarget 3 A4F
Je, FREFT B I jartd .

jarfl iy BRIV A AR R ID- & 5 -k A jar, 51U1: WaterMeter-Huawei-
NBIoTDevice-version.jar.
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B E B

TF kG 17 It R
1-10 Jar E1454E]
= ¥ |4 WaterMeter-Huawei-MBIoTDevice-1.0.0 jar
+ =i Forn
[ EEBRR)
| com 7.66 KB
. META-INF 1 KB
, OSGI-INF 1KB
| json-lib-2.4-jdk15.jar 155,38 KB
®  comH FKAFHIN 2 class A
® META-INF N7/ F /2 O0SGIHEZE T Mjar (A Ui (R4 pom. xmIPie & A2 i)
®  OSGI-INF N F IS/ e 55 e B S, RS AR v RS, B SiEM (AR
—xml3fF) .
®  HiAihjarsegm RS 51 FH B Hjartd .
B
HMERGE

$E1
T2

%3

WS e 4o “package” , BLE—A “preload/” T,
P B jar L ®] “preload/” A .

1-11 R B
¥ et i

. preload SRR TR IE 2017/2/13 153:31 g
] - it e 201772713 15:31 J50N 3045
=] PECREQE‘N Bkt 2017/2/13 15 SON 37
|2 WaterMeter-Huawei-NBIoTDevice-1.0.0 jar

1f “package” I, ¥ “package-infojson” UM, 1% S0 T B BH AR AR 40
T
(ARET

“package-info.json” % & VAUTF-8 LBOM# R 20, X X &FELF 5,

Tkr

#F+ 1-2 “package-info.json” FE%i5AA

FBRE F iR LR
specVersion R AR S, HEREEME: "1.0" &
fileName A4, HEREEE: "codec-demo" &
version PABRAS . ffiifpackage.zipfI A, 1EE5 | &

N T #bundle Version BB {54 —
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FERHR LR IR
FEEHE FELHIA BEWIR
deviceType WA, LProfile XX I X ARFF—F. &
manufacturerName FER AR, 5 ProﬁleIﬁD W) SRR — =

;| BT EAEEPE
model e, HProfile SXAE ) E UPRFF—EL &
platform FERM, KiHHMIZITINIOTF & FiERE R &
&4, HE I%ﬁ "linux".
packageType B, T BRI A AR e A S | 2
PG, HEREEME: "CIGPlugin".
date HARE, #2N: "yyyy-MM-dd HH-mm- i
ss", 1"2017-05-06 20:48:59",
description XA LI B SRR o
ignoreList RHEHIR, BRINATE. &
bundles —Hbundle iR (E 5 . =
iEA
bundlest & & 45 €, F 89jarel, R F & E —Abundle.
%% 1-3 bundles FYFEZ i BH
% TR EHUR
bundleName AR, B SCH pom.xmlfBundle- =
SymbolicName - —F( .
bundleVersion WA, 5 FHEfversion BUE R 5 —2, P
priority AL, TIREBAE: 5. &
fileName Fi 1t jar B S 2 FR &
bundleDesc WA, FRA-HbundleDife. =
versionDesc TAFRR AR A, R AR LN FIDhReRE | 2
.,
package-info.json {4 A5AR :
{
”specVersion”:”1.07,
”fileName”:”codec—demo”,
“version”:”1.0.0”,
"deviceType”:”WaterMeter”,
“manufacturerName” ; “"Huawei”,
“model”:”NBloTDevice”,
“description”:”codec”,
“platform”:”1linux”,
“packageType”:”CIGPlugin”,
“date”:”72017-02-06 12:16:59”,
RYFRA 02 (2019-08-28) WALITA © ARG R A w 71
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“ignorelList”:[],

“bundles”: [

{
“bundleName”: “WaterMeter—Huawei-NBIoTDevice”,
“bundleVersion”: ”1.0.07,
“priority”:5,
“fileName”: “WaterMeter—-Huawei—-NBIoTDevice-1.0.0. jar”,
“bundleDesc”:””
“versionDesc”:””

]

}

B4 kT “package” I HIAE A, FTARzZipHE N ( “package.zip” ) .
(D ten

“package.zip” " NAE €L4 “package” X /& B R,

B

1.4.2.5 SmiRRDHRAF AR
G PR A A 1 60 D Aer TR0 2 AR A 2 75 TT AR WA T
BB NIRRT 65 1 55 7 SR G AR e A s ) T B
S KA T H “pluginDetector.jar”  Profile L/ “devicetype-capability.json” 175 Zf
)2 A1 “package.zip” Fltool KA IETRAEF — N HFE T -
1-12 XHEZRBR

| tool

B packagezip
|#] pluginDetectar.jar

| 7] devicetype-capability json

B3 RHCR A EE EIRAIAEI, FREAI TR E “data report” TUAE, KA LA 7S ik
KEN, il AA72000032088D0320623399.

BB AR T AR “start detect” , EE D)5 [1jsonE i .

HESCAHESFTENRID A, WS HER “report data is success” , FRnMRIDRIL; a0k
7R “ERROR” , TR0 H LA %
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B B
BANSEiE] 17

F
Zo
H

i

1-13 EREIBRRAD RIS
| £/ pluginDetector lﬁl = EoR=|

T
"zeniceld” "Temperature”, —
"senviceData™ {

“temperature” 25
H
H
1

H
[2017-02-21 14:45.05] INFO[report data is success! | decode report data success

[2017-02-21 14:45:05] INFO input encode ack paras is:
i
“identifier” "1237,
"msgType™ “cloudRsp",
“request” "AAT2000032088D0320623399",
"errcode™ 0,
“hasMore™ 0|

} .

[2017-02-21 14:45:05] 0o
[2017-02-21 14:45:05] [INFO encode ack result success!| encode ack success ||

l/ data report r send command |

Please enter hexadecimal stream:

AATZ2000032088D0320623399 —

1]

start detect || clearlog

1-14 _EIREIERRRG R IG
] %] pluginDetector [==@=] |

[2017-06-21 15:10:36] INFO — begin detecting — il
[2017-06-21 15:10:36] ERROR CODE = 3001,

decode data failed: input binary data is invalid,data is agasdf

[2017-06-21 15:10:36] ERROR detect data failed : java.lang.NullPointerException

data report | send command

Please enter hexadecimal stream:

agasdl =

start detect H clear log

HERS LRI E R T 2 AR Y G RS i O i encode J5i, X R B EAT O
(ED

RYFR A 02 (2019-08-28) WL © H R ARA R A F
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MR “encode ack result success” B, Fan R BEAG H N2V B mID T .

HR6 RS ARST A% T AR ON AR SS as @i M IR G 1) “ BB i & 4%
HEEAT a4 MR » R TR “data report” TIZEHIA -

SB7 I T B “start detect” , Al T2 28 Fencodez H X 4% il iy 2 14T 9wt
WL/ “encode cmd result success” , FTRAT AT 2 MmAG T, R RN
“ERROR” , ZRInXT a4 gmht L 1R o

& 1-15 wi3iTHIH S T KB IN

|£| pluginDetector [E=]=]

-

[2017-06-21 15:17:30] INFO — begin detecting — —
[2017-06-21 15:17.30] INFO input encode command paras is:
{

“identifier” 1237,

"msgType™ “cloudReq",

“cmd™ "SET_DEVICE_LEVEL",

“mid” 20186,

“paras”. {

“value™ "10”

13
“hasMore™ 0
H
[2017-06-21 15:17:30] INFO encode command result is AA720A07ED
[2017-06-21 15:17:30] INFO encode cmd result success!

_data report | send command

Please enter Json message format:
{
"identifier": "123",

"msgType™ "cloudReq",
"cmd": "SET_DEVICE_LEVEL",
"mid": 2016,

"paras": { "value"™ "10"},
"hasMore™ 0

i B

[T»

[ startdetect || cleariog

sk

{
“identifier”: 71237,
“msgType”: “cloudReq”,
“serviceld”: “NBWaterMeterCommon”,
“cmd”: “SET DEVICE LEVEL”,
“mid”: 2016,
“paras”: {

“value”: 710"

1,
“hasMore”: 0

}

$E8 KM AWM APITE R LIRAIIEH, FHERN T EA “data report” T2, FHiSi A+
NIk R, Bl AA7201000107E0.

B9 S T B “start detect” , BH RIS )5 I IsonZ ¥ .

HESCANESFT BN EE, ani 278 “report command result success” , Rz~ f#ID K
I WK “ERROR” , RN fng HBLES % .
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1-16 S SHITLE R RS AT

4 pluginDetector oo =

[2017-02-21 15:17.41] INFO — begin detecting — =
[2017-02-21 15:17:41] INFO encode report resultis
{

“identifier: "123",
"msgType” “deviceRsp",
"errcode™ 0,
“pody™ {

“result” 0

}
}
[2017-02-21 15:17:41] INFO report command result success errcode = 0

data report | send command
Please enter hexadecimal stream

AATZ2010032088D0320623399 —

ERTE [T

ok

1.4.2.6 HREBRHEHEELZZ S

i—’uéﬁ%ﬁ%i’ﬂ’i#ﬁﬁ%lé, Eﬁ%iﬂ"‘a‘zﬁﬁ, i B RHEF RAEAT A . W FRET
WRELEL TR, HFiTEL8LE.

I W) S R SNt SZ T A
FE2 L EE > THY, Al ‘AKX TR, RIELEL TR,

1-17 THE&XERT A

lo Tplarform REER | v

NRERE

FEHkE

[ =Es=T1E

e

R
ThEEiAg

N FeEoHaesss  cREsssTENES
H& 1. RS A TAET

2. iEEMTEs

B 3. BIEEEERT

]

~iHBEATEE—EE , AR SRREE=
# , BltSNREREE mETh=.

B3 ik “signtool.zip” , M “signtoolexe” , BITEHLLEL T H,
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1 7= IR

E1-18 BITH&ERIR
| W oEmes
(RS TH

ER#FEELFL A

EEEE

3

E AL

gt aHFESE
Y
SRR
EEHFE A

R EIT
ST
SHAHEH
SERBAR

HHTH AR

FHEAhnEOS

Pt 2 IS N0 i /A TS D R P ik 2 S R K AP
oy “CERRARVER” , EEHE DR R RN H S, Ky “HE” .

TEARIE B A ERT , ARTR NS4 ik

® ECDSA_256K1+SHA256
® RSA2048+SHA256

BB RPN D47 I, 1 SR R R B R AR A

o A KEEL KA

o 14 FI T ELPFFAIAS:

- AZ
- a-z

- 09

@Y% &K =HY<(,51
PEARTE BT TR e AR SR S

® NHY3CfF: public.pem
® FAPSCF: private.pem

, WE RAmECNL”, A

HE|5 AE BT KIESAR I mA D LG, & “HiE” . O NED

BRADRCE R “APInEO LT
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(WaRiiPiY-

HR6 LEFFTELEIEMMHAM, sl “HTHFEL” .

By RIN)G, KAE RO H R T AR “xxx_signed.xxx” A4

WA
(REEY
BEELTE R Ziph KRR OB TRTE L,

BE7 A CBIOBLRIE” KIBSARP G, mdr “HE” .

B IEFEHEZLRAEMRAE PB4 MM L a) |, sl “HHTRIE%R

%77 o
® IGIERINHH “IGUEREA I 7 RANAE .
® USRI “IRERH ! 7 RnHE,

[RAPY:

BERITHRAAOREN, TELRFOHEARETRLESTLFF.

B

1.4.3 fEHFF & B

1431 HIBLEHRFH ST X

=15tEA
B3R &, BAWTRAL:
o HAMEMEIIRE CKREH FRE FikIiGe.
® HrmAEEEHar A, AIEfRAT IR E IR i KR IAIR L, AT E R
%, PEREE S BLEL.
Profile T X

PRSI T K 23R, 58 lProfilesE X
® level: KRZH, HTRRKRIZELE.
® temperature: I, A TR KRG

® SET ALARM: FIHERHE Z M4, value=0K R KM, value=1KR 1T,

smoke

RIEFIE
S level T - = e
& temperature T E:mu: - s =. : ST
mShlE
¢+ SET_ALARM

TRSSFR

value - R i = =25

0-~3

IR ZFEL

MRt

BITETER

AFRTER
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AR, &izlic] (WaiiPiv-3
RS IR AT &
s 3 TV T Cl i Pl TR v ) (2 E S )
O =] >
SER2 AR R R
WgES X
‘E-E—_:gm‘okeinfo e

Iilevel 7B, Fm KR -

o “TEA At AES TR By M8, HARDET I T

® R MR LARBIE I SEERE LT R, 7 E A Profile H N 7 B 1 E
SCHHULAC .

® R ORI “fmARAE” MRHE “HFEM” KIRCE B AT,
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T

Zo

T E

TmicatanbEg (2

Ikt
fi

level

HEen

intBu(BnTREER)

BME @

FEE @

0-1

N INtemperature 7B, FINUE . fEProfile™H, temperature)@ 14 i KAE 1000, [KIL7E
{58 Y temperature 7B “EPERA” 8 “intl6u” , LR 2 temperature & 4 I HUE
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b

Zo

TR

Rttt @

rE=

temperature

Bl =i

intleu(16fForr=E )

EilE

w=E

1-3

HE]3 MEGSTRIEE.
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JF R A P IR
HigEe X
EFfER
BEE- BERER
e
s @3
il =
==
Hlivalue 7By, 5 F R Ar s B K.
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TFRIEE 2 L
s ilFER %
tFoAliEttE @
=
value
EE
g =i |

int8u(B{Far e Bea)

BiME @

REE @

0-1

BB s BB XK R YT B ey &7 B B Bl B AT AR R 2K

HARE 7B ST S R R
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R

»

o
|
o
32

R
-
0

|

o=
45
e
. 5
%

SET_ALARM

B cloudReq
28 FiES No

BWS sl “ORAE7 , IR ORAT BRI G iy <8

AN
= o

@

ERRESIRRESE FTEE

s

EERIED) A A s

VHE

K G e B 1 P B 8 A BB A

=

0 &= |a s=

L
il
i

BB AR ST R SR, e CAEZHIN T, A R v T I A

wE BEER BED =&

W AR A e
RS

=TT

sExmmEes |@aeExonEas|

BRI —EaiEE

2

o=
==
o5 e =

His

PIR2 i WA B AT Bt bAoA oNREHIRS RG] 02013A. 02F7R KK, KL

NI 01BAFIRIREL, KA T

RYFR A 02 (2019-08-28) WAL © HENEARERAF

83



B B
BANSEiE] (WA PA S

1E “NHBERA” XIMAEHYE LRI R, {level=2, temperature=314} . 24175t
025 ey -+ HERI B BUE . 31409 H 7S HERI B0 13 AR g1k il i 2501

&2FE
& FiFiEEE P @9 loTES

- i b x 0
WiEE | B v
— MERE !

a040 00 17 44-10.4E : : wmeTE
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FEE i SR =EWIE
serviceData | ObjectNode | —/MRFMIEHE, BEARFEB A Eprofile &
o

eventTime | String WKL AR A O i
yyyyMMddTHHmmssZ)
an: 20161219T114920Z.

ZN 7R
{

“identifier”:”123”,
“msgType”:”deviceReq”,
“hasMore”: 0,
“data”: [{”serviceld”:”NBWaterMeterCommon”,
“serviceData”: {
“meterId”:”xxxx”,
“dailyActivityTime”:120,
“flow”: ”565656”,
“cellld”:”5656”7,
”signalStrength”:”99”,
“batteryVoltage”:”3.5”
}
“eventTime”:”720160503T121540Z"} ,
{”serviceld”: waterMeter”,
“serviceData”: {"internalTemperature”: 256},
“eventTime”:”20160503T121540Z"}
]

F1-6 RENNTFEGSHNE

FEE i SH A BB
identifier String WAAER R IFRIR, ToT - & @it o
decodedZ AT ID R SREUZZ 4, Eid
encoded% 1 g A N 4 1% S HURN AL -
msgType String JE{H"deviceRsp", FRWHAMNEHE. | &
mid Int 2T T Aid. EREFERREG | &

LSPATE R (deviceRsp) B, H ¥4
PATEE R (deviceRsp) 5 X)W f i 21247
Ko

[oTF &5 fEif T encodet [1 T K fir &K,
0T & 7 L I midIN S, Flag 4 —iE T
R WAL LIRS PATE R
(deviceRsp) I, FfRfItmidik [A]1oT
Go MMIoTF & TLiER N K & Fir 23
1T858 (deviceRsp) HEATREE, Wmioik
W2 PATEE R (deviceRsp) HEHi a4
NREPRES RIIERID
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VA& L] 1 = IR
FERE i SHER = HWIE
errcode Int TR ZE R, IoTFEREZSEH | 2
W 2~ & BIRES o
ORI, 1R KI.
body ObjectNode | #r &M%, HARTB Hprofile Y. FD
EA
body kT 2 & 48,
ZNE
{
“identifier”: 71237,
“msgType”: “deviceRsp”,
“mid”: 2016,
“errcode”: 0,
"body”: {
“result”: 0
}
1
1.4.4.3 encode ¥ EH

encodet% H I AN Zjsontd A, /&7 6 A i & BN

A MTIROCAT LU N RE B 7
Fi R BT E@G) o PG G i ) T BN

122

TR

Applicatione

VAP A\

SN

IoT Flatforme

Pushmessages
(deviceDataChanged)e

Devices

Data Report (deviceReq) @o

Fy

cloudRsp @

TR PG BRI E O

Y

FPost commands«

Pushmessages (command
Deliverady«

Fost commands (cloudRed) ®‘i

ACK @0

Process 2«

F Y

A

Pushmessages (command
Buccessful/Failed)«

deviceRsp &

T
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PAvCEiE L] 1 7= iR
£ 1-7 LAT A% encode HEOMANSEHENX
FEZ i SRR —EVIE
identifier String WAALENH B BCRRARIR, ToT &l o
decodefZ N fEHTRL RN 3K EUZ S5, @i
encode$% [ 4mtid I K 1% S HUR NI -
msgType String [ %€ ff"cloudReq", FaTH FKIIEKR. | 2
serviceld String Jik 55 Hid =
cmd String & B4 4, 2 Dprofile I ik %S fir 2 & &
o
paras ObjectNode | #4241, HART B tHprofile Y. &
hasMore Int KNP ERBIEHREMSY TR, 0GR E | &
fH, 1ERRE.
JasimAets, FEEAMF NRIEE, Lo
hasMore - B 15 51 & AN EARAR . hasMore¥*
BANAEPSMAR S N AR, HFE “FTHE
feR” A
mid Int 2FEN L5 4id, HIoT AW | /2
(VG 1-65535)
IoTF & #Ei#iTencodez O N Ay A0,
[oTF & 2 B I mid NS L, Flar 4 — T
RS WA L SPITE R
(deviceRsp) B, FRRfImidik[HIoT
Go BT & TiER T K in 2 Fldr 2
17455 (deviceRsp) HEATRER, Wmtoix
RIEPATEE R (deviceRsp) HHTa 4
TRIEPIRE RINERIBD .
INGE
{
“identifier”: 71237,
“msgType”: “cloudReq”,
“serviceld”: “NBWaterMeterCommon”,
“mid”: 2016,
“emd”: “SET TEMPERATURE READ PERIOD”,
“paras”:
“value”: 4
1,
“hasMore”: 0}
}
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* 1-8 FEWEIR &8 LR BIEFEIRZFHINE encode $ZEOKINSLERIE X

FERA il SR LEDN
identifier | String WATER SRR, OTP&EE | &

decodef M fEMNTRL RN SKEZ S %, @i
encode$% M 4atd I ¥ 1% S EUR AL -

msgType String JEfH"cloudRsp", Fn1- G UL B A& 2L
I 5 X VA& T B

request byte[] W LR .

errcode int TESRACE 45 BT, ToTFERIEIZSECHA
Wr a2 R IPIRES
ORI, 1R KRIW.

hasMore int B FERBEEESHEE TR, 0RRK
H, 1FER~H.

JaaH BT, PFEEARF FAMHELE, P
hasMore 7Bt 25 5115 2 AN EAKAK . hasMore 7
EQ@%%EPSDA$%EQW<§£§Q, HEZE “TTHE
" .

fm

A

A

Fm

(Msteg

FEcloudRsp¥ 7% T % AL #5446 M T AL 8 A Enullit, & 744 A2 L LRHEEG S, &E
MIE ZIoT-F &4 TR,
N F
{
“identifier”: 71237,
“msgType”: “cloudRsp”,
“request”: [
1,
2
1,

“errcode”: 0,
“hasMore”: 0

}

1.4.4.4 getManufacturerld $% [ 1%BA
R FIDFERF R . ToTF & ilit i B iZ8: D3RI 1D,  CASE B g fif A 4 £ Al Profile
SRR R RIDM & M S #—3, A RB ST .
N R
@override
public String getManufacturerId() {

return “TestUtf8Manuld”;

}

1.4.4.5 getModel $#[i5FA

R AR S P AT o ToT 1 & I A 1% 3% DRGSR & T 5, DASIZ I 20 A8 A 4 - A
Profile XX fF)RIK. RABSFR S HIDE— B, 4RI
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1 7= iR

ZNE

@0verride

public String getModel () {
return “TestUtf8Model”;

}

1.4.4.6 FEOSSIEEEN

ROFTEXFELERS

decodefllencode B AU 75 B L FFERAE 22 4y, AN 3 2% B Bl 5 A8 e R A7 it R4k
i

AR . 2 ERFEIT K BT AR W status ¥ B AFailed, BZEFER]RE SRS W E A
Success, MIf 5 Eistatus AN IEH], 5IEEFIBIT R .

public class ProtocolAdapter f{
private String status;

@0verride

public ObjectNode decode (finalbyte[] binaryData) throws Exception f{
if (binaryData == null) {

status = “Failed”;

return null;

1

ObjectNode node;

status = “Success”;
return node;

}

@0verride

public byte[] encode (finalObjectNode input) throws Exception {
if (“Failed”.equals(status)) {

status = null;

return null;

}

byte[] output;

status = null;
return output;
}
}

WGl BRI ASSEE, S 2 Aol 55 A2

public class ProtocolAdapter {

@0verride

public ObjectNode decode(finalbyte[] binaryData) throws Exception {
ObjectNode node;

return node;

}

@0verride

public byte[] encode(finalObjectNode input) throws Exception {
bytel] output;

return output;

}

}
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H

Zo

mid FEE R
ToT V- & RARKIHEAT 6 A N R, ABToT 1 & W8 dir A BRAT 25 S0 7 () YR B0 0 A iy 2
TR AIE, midst 2 R Ay 2 AT 25 i B AT T & 213 T Bk . 7EToT
Fa, &E%EHmid, HEREWREAR:

S mid

E 1-23 LI mid BYSEERTE

"deviceld” : "xx".
"commandld” : ®x,

"deviceld" : "xx",
"commandld” : xx,
"result” : {
"resultCode™ ; “SENT",
“resultDetail” : }

"deviceld” : "xx".
"commandld” : xx,
"resull” : {
"resultCode™ : “DELIVERED",
"resultDetail” ; }

i

"deviceld" : "xx",
"commandld” : xx,
“result” : {
"resultCode” : “SUCCESSFUL",
“resultDetail” : }

"deviceld" : "xx",
"commandld” : xx,
"result™ {

‘resultDetail": {}

‘resultCode": " SUCCESSFUL",

—

Fzdrd

HTTP ][4

Sentit K1

Deliverediffi 1

IoT

A
T,

FRine

Cmid=1>

A= 4t A
AT =R A

{mid= 1)

I
Eid ST A AR
SR ARRE

A7 A HR AT &5 S

i i) 1% Ay 4

HTTP M i

LU T mid, FIEHAAPATERC BRI,
1. A HATE R EPIRAE (SUCCESSFUL/FAILED) 23l 3 £ & 3 22 b i%

i HIE 3%

2. SF AL RS B0 fr 44T 45 LI e A commandld:
3. BLFIRS B 27 5% 4 (4R & YSUCCESSFUL/FAILED.

AL mid

CoAP ACK

T [
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Zo
H
i

& 1-24 AL mid BYEERIE

"dewviceld" : "o

"commandld” : xx,

--

"deviceld" : "xx",

"result” : {
"resultCode™
"resultDetail” : }

"commandld” : xx,

"SENT",

|

|

|

l = £,

[ Tk i %
l HTTP 0

F a4

( Il]1t| 1)

\

"daviceld" : "xx"

“result” : {
"resultCode™ :
"resultDetail” : }

"commandld” : xx,

"DELIVERED",

|
|
| Sentifl ]
|
|
|

CoAP ACK

DE—— Deliveredit 41

i 4T L R

"dewviceld" : "o
"resull” : {

"resultCode™ :

"resultDetail™ : }

“SUCCESSFUL",

|
|
|
| HSRImioR], F A IR
|
|
|
|

BERITERRTE T S BiRE

RS 5 S RUMMEL, BFLA#S 408 R
\;\

LT &5 FLai Fn

g R

"dewviceld" : "xx",
"cornmandld” : xx,

"result™: { ZDELIVERED
“resultCode": " DELIVERED",
"resultDetail": {}

AT < MR B 0 A SR A B HE

B2 Zecommandld, B E#
|
|
|
|
|
[
|
: , FUMNTEEETGSMER
[

AL Imid, FEH
A PAT &5 B S A R A
A 05

PG HEIE LA N RSS2 KAy AP AT 45
I R 55 28 B 215 2% i 2 i &

1. 1y
%A
2.
3.
(smm
[ ]
o

LH AN LRAL G ERBEmMIdFEOER, Ao
A3t R %

|
\ HTTP W

APATE R O LR, W
(SUCCESSFUL/FAILED) A2l 317 & %

38 0 s A #5 7 commandld;
JRANDELIVERED.

HERAAERF R,
ENARERRIRE, RREREFFEIATHRN S5, RERRBDEFRE

2R I mid by 4

2 R BB % Amid,

W ARS8 e loT-F 6 R G 4 PATLE R, FZZ AR

5RATEAMETE, thdm g ARG B AN 4 A PITE R0 E (RiFcommandld) &,
5T VAAR AR 4o T 77 ik 2k 3t 17 ok 2 IE BT :

XA/\

ARIE AT KR ﬁ)ﬂ:ktﬁa’:— FEAMB—EERNTRS &G4 —2 k&
26, FErFRGAPITERRT T RGPS 7 ERLAE R, B, Eu[lﬁ]ﬂﬁ%%%lkiﬂ'
F-]*ii%fl‘l:i"%éﬁé‘, ERBGAPITER ARG, BTRAT 544,

Yoy WAL 3514 7T VAFE 47 4o B2 0 8 89 resultDetail 2 e b4y 46548 £ 43 & R W BhiR A 4 4,
pbdadr Arl . 5 )R 4 8 Ak HEresultDetail B 0912 & R IR A 4 S AT 4 Rrh B A2 O T K4
N R WS

RYFR A 02 (2019-08-28)
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(WaRiiPiY- 3

¥t {# A DirectMemory

DirectMemory/& ELIZ% I I R Gid% I G A7, AZIVMIFES], A SIRE S
BRI RG AL, RIS A A4 14 ChS 4% 18 F DirectMemory o

iR . i HUNSAFE.allocateMemory Fi i EL#2 N A7

if ((maybeDirectBufferConstructor instanceof Constructor))

{

address = UNSAFE. allocateMemory (1L) ;
Constructor<?> directBufferConstructor;

1.4.4.7 SRiRFEAEAMNAIE BN

R’ 19 REKRIFRIRSZEX

REAHE | BHEER RERER B (BiEAE)
Battery - - -
- batteryLevel HiL#2(0--100)% int
Meter - - -
- signalStrength ERERiE int
- currentReading AT R int
- dailyActivityTim | H ¥ 8 HES K string
e

W2 B3 b4 decoded I i -

{
“identifier”: ”12345678”,
“msgType”: “deviceReq”,
“data”: [
{
“serviceld”: “Meter”,
“serviceData”: {

“currentReading”: 746.3”,

”signalStrength”: 16
“dailyActivityTime”:

}

5706

“eventTime”: “20160503T121540Z”

IR
{
“serviceld”: “Battery”,
“serviceData”: {
"batteryLevel”: 10
1,
“eventTime”: “20160503T121540Z”
}
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1 P2 IR

W HE Bk s, P SRR RIS, I Hlencodefi M 4, HAN

{

“identifier”: 71237,
“msgType”: “cloudRsp”,
“request”: [

1,

2
1,
“errcode”: 0,
“hasMore”: 0

)
AR

requestfy BRAA[1,2] RAE IS IE, ASEERF A %,

F£110HSENX

HAXINEE VIS B BSBH HamAeR K#E
R
WaterMeter | /K% - - - -
- CMD SET TEMP | - - -
ERATURE _
READ PER
10D
- - - value int -
- RSP SET TEMP | - - -
ERATURE
READ PER
IOD RSP
- - - result int 0K 7R,
Iy, 1R
fa NAE
%, 23RN
AT R

I afm AT K encodedz LI, AN

{
“identifier”: ”12345678”,
"msgType”: “cloudReq”,
“serviceld”: “WaterMeter”,
“cmd”: “SET TEMPERATURE READ PERIOD”,
“paras”: {
“value”: 4
}

“hasMore”: 0
}

W BB R ar & % G, T decodedi IFARAD,  ARAT A HY

{
“identifier”: 71237,
“msgType”: “deviceRsp”,
“errcode”: 0,
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1 7= iR

"body”:
“result”: 0

1.4.4.8 SCIHEG] AR

FE i 16 7 FODEMO TRE CRadRED b, R4t 1 gmARad i fhredl, g TIEE5H
W E PR .

1-25 5 L2519 E

F ]

|

= WaterMeter-Huawei-NEloTDevice

4 B sre/mainfjava
4 1 com.Huawei.NBIoTDevice.WaterMeter
: [J] ByteBufUtils java
> 1J] CmdProcess.java
: [J] ProtocolAdapterlmpljava SREERS(CAEECH
> 1J] ReportProcess.java
» [J] Utiltyjava
4 [ src/main/resources
4 (= OSGI-INF
|¥] CodecProvideHandler.xml REWELE
4 B srcftestfjava
4 B com.Huawei.NBIoTDevice.WaterMeter
41| ProtocolServicelmplTestjava ==l ==t
» @, JRE System Library [JavaSE-1.8]

"

> @, Maven Dependencies
4 = lib

i&|[com.huawei.m2m.cigtup-1.3.1jar| EEEIZEE
» f=s EIC

> = target

M pomaml| MavenfiEIE it

A TR MMaven TRE, JFAH AL B TREMISEAE BN T 7, @ERCRE &
ik ST A EEGH

[REE

g HikiE4E FIIDK A e H ik, IDKE B EHE ik, LM F: IDKEI&WeFHLEk,

Maven¥JHC & SC 1
fEpom.xml3 A, MRAE AT HE, XU S AE 11 % 7.

<project xmlns="http://maven. apache. org/POM/4.0.0” xmlns:xsi="http://www. w3. org/2001/
XMLSchema-instance”

xsi:schemaLocation="http://maven. apache. org/POM/4. 0.0 http://maven. apache. org/xsd/
maven—4. 0. 0. xsd”>

<modelVersion>4. 0. 0</modelVersion>

<{groupld>com. thrid. party</groupld>
A BBECNRNREREGNET, FRRTE: B&RE-| BID-REES, Fli: VaterMeter -

Huawei-NBIoTDevice —>
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<artifactld>WaterMeter—-Huawei-NBIoTDevice</artifactId>
<version>l. 0. 0</version>

- HEIX B K E bundle, AREHNjar —>
<{packaging>bundle</packaging>

{properties>

<{project. build. sourceEncoding>UTF-8</project. build. sourceEncoding>
<{junit. version>4. 11<{/junit. version>

{fasterxml. jackson. version>2. 7. 4</fasterxml. jackson. version>

<{felix. maven. plugin. version>2. 5. 4. fixed2</felix. maven. plugin. version>
<{json. lib. version>2. 4</json. lib. version>

<m2m. cig. version>1. 3. 1<{/m2m. cig. version>
<{slf4j.api.version>l.7.6</slf4j. api. version>

{/properties>

{dependencies>

- BmiRER —

<{dependency>
<{groupld>junit<{/groupld>
<artifactld>junit</artifactlId>
<version>${junit. version}</version>
</dependency>

- HEMFEH —

<{dependency>

<{groupld>org. s1f4j</groupld>
<artifactlId>slf4j-api</artifactId>
<version>$ {s1f4j. api. version}</version>

</dependency>
—— BEHRJSONMEF, M —>
<{dependency>

<{groupld>com. fasterxml. jackson. core</groupld>
<artifactId>jackson—databind</artifactId>

<version>$§ {fasterxml. jackson. version}</version>

</dependency>

- HuaweiiRBEMIMmMMED, WA —

<1-— gystemPathif B ¥ RIRAH K BEF \codecDemo\lib\com. huawei. m2m. cig. tup-1. 3. 1. jar —>
<{dependency>

<groupld>com. huawei</groupld>

<artifactId>protocal-jar</artifactId>

<version>l. 3. 1<{/version>

<{scope>system</scope>

{systemPath>$ {basedir}/lib/com. huawei. m2m. cig. tup—1. 3. 1. jar</systemPath>
</dependency>

- REIPBERFEERHEABR jar, HRABINjarB5RIXE, 128 artifact IAEN ST KEnbed-
Dependency ——>

<{dependency>

<{groupld>net. sf. json—1ib</groupld>

<artifactId>json—-1lib</artifactId>

<{version>2. 4</version>

<classifier>jdkl15</classifier>

</dependency>

</dependencies>

<build>

<{plugins>

- HEEEMHIDKL sfRA —>

<{plugin>
<{groupld>org. apache. maven. plugins</groupld>
<artifactId>maven—compiler—-plugin</artifactId>
<{configuration>

{source>1. 8{/source>

{target>1. 8<{/target>

<{/configuration>

</plugin>

1= OSGIHVEIT e E —>

<plugin>

<{groupld>org. apache. felix</groupld>
<artifactId>maven-bundle-plugin</artifactId>
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<version>$ {felix. maven. plugin. version}</version>

{extensions>true</extensions>

<{configuration>

<buildDirectory>. /target</buildDirectory>

<archive>

<addMavenDescriptor>false</addMavenDescriptor>

</archive>

<{instructions>

<Bundle-RequiredExecutionEnvironment>J2SE-1. 5{/Bundle-RequiredExecutionEnvironment>
<{Bundle-Activator></Bundle-Activator>

<{Service—-Component>0SGI-INF/*</Service—Component>

A= BRI RREIEREN T, i WERE-T HID-REES, Fli: VaterMeter-
Huawei-NBIoTDevice ——>
<Bundle-SymbolicName>WaterMeter—-Huawei—NBIoTDevice</Bundle-SymbolicName>
<{Export-Package></Export-Package>

- $EAIEFimportfjpackage®F 5 AR, HHESH M. [FHHH jar A REKEP Import-Package,
BT, XFMjars5IA: Ojava. #FFLHA; @5 HREnbed-Dependency R ) jar]
==

{Import-Package>

org. slf4j,

org. sl1f4j. spi,

org. apache. log4j. spi,

com. huawei. m2m. cig. tup. modules. protocol adapter

com. fasterxml. jackson. databind

com. fasterxml. jackson. databind. node

</Import-Package>

<1-— K&junit, s1f4j-api, jackson—-databind, protocal-jar, HABFFA KK, LA R
artifactIdiE AEmbed—Dependency. artifactIdZ [ PAE S FE. MavendT AR IR TEEIT AINRE
jarl. —>

<Embed-Dependency>

json—lib

</Embed-Dependency>

</instructions>

</configuration>

<{executions>

<{execution>

<{id>generate-resource</id>

<{goals>

{goal>manifest</goal>

<{/goals>

<{/execution>

<{/executions>

</plugin>

</plugins>

</build>

<{/project>

i R P AR S IR

- {EProtocolAdapterImpl.javatf, Eft) FID (MANU_FACTURERID) M4
A5 (MODEL) HJHUH. ToTF&idid) rIIDAIE & A = K g g A4 4 A
Profile XL HEAT JCHK
private static final Logger logger = LoggerFactory. getLogger (ProtocolAdapterImpl. class) ;
/] T AR
private static final String MANU FACTURERID = “Huawei”;
/) wET
private static final String MODEL = “NBIoTDevice”;

- fB(CmdProcess javar FIAAY,  SEIAF XS T A i 2 A0 b5 ICHE e )97 (1Y) s B
&b
Ae o
package com. Huawei.NBIoTDevice. WaterMeter;

import com. fasterxml. jackson. databind. JsonNode;
import com. fasterxml. jackson. databind. node. ObjectNode;

public class CmdProcess {
//private String identifier = "1237;

private String msgType = “deviceReq”;
private String serviceld = “Brightness”;
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private String cmd = “SET DEVICE LEVEL”;
private int hasMore = 0;

private int errcode = 0;

private int mid = 0;

private JsonNode paras;

public CmdProcess() {
1

public CmdProcess(ObjectNode input) {

try {

// this.identifier = input. get(“identifier”).asText();

this. msgType = input. get ("msgType”). asText () ;

/%

FEUWRE A FIREE, giBACK

{
“identifier”:70”,
“"msgType”:”cloudRsp”,
“request”: kx, // B EARIIID I
“errcode”: 0,
“hasMore” : 0

}
* %/
if (msgType. equals(“cloudRsp”)) {
//1E P2 BEACK I 1E
this. errcode = input. get (“errcode”). asInt () ;
this. hasMore = input. get ("hasMore”). asInt () ;
} else {
/%
P& RSB E, A
{
“identifier”:0,
“"msgType”:”cloudReq”,
“serviceld”:”WaterMeter”,
“cmd”:”SET DEVICE LEVEL”,
“paras”:{"value”:720”},
“hasMore” : 0
}
* %/
// AL TR B RO, R nld, WA HET gt
if (input. get(“mid”) != null) {
this. mid = input. get (“mid”). intValue() ;
}
this. cmd = input. get (“cmd”). asText () ;
this. paras = input. get (“paras”) ;
this. hasMore = input. get ("hasMore”). asInt () ;
}

} catch (Exception e) {
e. printStackTrace() ;

}
}
public byte[] toByte() {
try {
if (this. msgType. equals(“cloudReq”)) {

/%
B2 RS54 B R B a4, A H — 2% 4% & SET_DEVICE LEVEL
WA HAh Ay 4, SEnAIE R,
* %/
if (this. cmd. equals(”SET DEVICE LEVEL”)) {
int brightlevel = paras. get(“value”).asInt();
byte[] byteRead = new byte[5];
ByteBufUtils buf = new ByteBufUtils (byteRead) ;
buf. writeByte ((byte) 0xAA);
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buf. writeByte ((byte) 0x72);
buf. writeByte ((byte) brightlevel);

[/ WA TR B R, R Enld, WA AT gD
if (Utilty. getInstance().isValidofMid(mid)) {
bytel[] byteMid = new byte[2];
byteMid = Utilty. getInstance (). int2Bytes (mid, 2);
buf. writeByte (byteMid[0]) ;
buf. writeByte (byteMid[1]) ;
}

return byteRead;

}
/%

T A BRI ) EIREE, AR B GRAIACK, R AT RL, AR AR [Fnull,

TR T S Y 4% T B

* %/

else if (this.msgType. equals(“cloudRsp”)) {
byte[] ack = new byte[4];
ByteBufUtils buf = new ByteBufUtils(ack) ;
buf. writeByte ((byte) O0xAA);
buf. writeByte ((byte) O0xAA);
buf. writeByte ((byte) this.errcode);
buf. writeByte ((byte) this.hasMore)
return ack;

}

return null;

} catch (Exception e) {

// TODO: handle exception

e. printStackTrace() ;

return null;

}

& ReportProcess.java- AHD, SEELIE X 15 & LB Ay 40T 45 SR 1

fERSRE ST o

package com. Huawei.NBIoTDevice. WaterMeter;

import com. fasterxml. jackson. databind. ObjectMapper;
import com. fasterxml. jackson. databind. node. ArrayNode;
import com. fasterxml. jackson. databind. node. ObjectNode;

public class ReportProcess {
//private String identifier;

private String msgType = “deviceReq”;
private int hasMore = 0;

private int errcode = 0;

private byte bDeviceReq = 0x00;
private byte bDeviceRsp = 0x01;

//serviceld=Brightness¥ &
private int brightness = 0;

//serviceld=ElectricityFEk
private double voltage = 0.0;
private int current = 0;

private double frequency = 0.0;
private double powerfactor = 0.0;

//serviceld=Temperature ¥k
private int temperature = 0;

private byte noMid = 0x00;
private byte hasMid = 0x01;
private boolean isContainMid = false;
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private int mid = 0;

/%

% @param binaryData W KIEL TG coapth X Hpayload&ksy

* KINZ: AA 72 00 00 32 08 8D 03 20 62 33 99

* byte[0]—byte[1]: AA 72 #d3k

* byte[2]: 00 mstType 007~k LR EFEdeviceReq

* byte[3]: 00 hasMore OF/RNEAJGLHEIE, 1FRE GLLEIE, Ah
FZ IR0 AbHE

* byte[4]-—byte[11]: R5SEHE, RYE = EMHT/ /0K 2
deviceRsp, byte[4] F£r2 G HHmid, byte[5]—byte[6]F R4 1d

* @return

*/

public ReportProcess(bytel[] binaryData) {

// 1dent1f1er’%’£ﬁ_fU\ﬁﬁ)\%ﬂ’]ﬁrﬁﬁgﬁﬁy A48 2 BRAE 123
// identifier = 7123”;

/%
AR Bk BRSO, RN
{

“identifier”:”123”,
“msgType”:”"deviceReq”,

“hasMore”: 0,

“data”:[{”serviceld”:”Brightness”,
”serviceData”: {"brightness”:50},
{
“serviceld”:”Electricity”,

“serviceData”: {"voltage”:218.9, “current”:800, “frequency”:
50. 1, “powerfactor”: 0. 98},

{

“serviceld”:”Temperature”,

serv1ceData : {"temperature”:25},

]

” . »

}

*/

if (binaryData[2] == bDeviceReq) {
msgType = “deviceReq”;
hasMore = binaryDatal[3];

//serviceld=Brightness A&
brightness = binaryDatal4];

//serviceld=Electricity Z#EMAT

voltage = (double) (((binaryData[5] << 8) + (binaryDatal[6] & OxFF)) * 0. 1f);
current = (binaryDatal[7] << 8) + binaryData[8];

powerfactor = (double) (binaryData[9] * 0.01);

frequency = (double) binaryDatal[l10] * 0.1f + 45;

//serviceld=Temperature H{HE AT
temperature = (int) binaryDatal[ll] & OxFF - 128;
}
/%
IR R AR S S HRE, IR BN
{

“identifier”:”123”,
“msgType”:”"deviceRsp”,
”errcode”:O,
“body” : {kkx} HEHE R Zbody A N —Z jsonZE 4
}
*/
else if (binaryData[2] == bDeviceRsp) {
msgType = “deviceRsp”;
errcode = binaryData[3];
[/ MR TR B REIAE, WRBAEnld, WA T RS
if (binaryData[4] == hasMid) {
mid = Utilty. getInstance (). bytes2Int (binaryData, 5, 2);
if (Utilty. getInstance().isValidofMid(mid)) {
isContainMid = true;

}
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}
} else {
return;

}

}

public ObjectNode toJsonNode() f{
try {
/ /4 2body A
ObjectMapper mapper = new ObjectMapper () ;
ObjectNode root = mapper. createObjectNode () ;

// root.put (“identifier”, this.identifier);
root. put (“msgType”, this.msgType);

/ /TR HEmsgType F- B 4H 34 H Bk
if (this.msgType. equals(“deviceReq”)) {
root. put ("hasMore”, this. hasMore) ;
ArrayNode arrynode = mapper. createArrayNode () ;

//serviceld=Brightness #{#E4 3k

ObjectNode brightNode = mapper. createObjectNode () ;
brightNode. put (“serviceld”, “Brightness”);

ObjectNode brightData = mapper. createObjectNode () ;
brightData. put ("brightness”, this. brightness);
brightNode. put (“serviceData”, brightData) ;
arrynode. add (brightNode) ;

//serviceld=Electricity #t#E4%E

ObjectNode electricityNode = mapper. createObjectNode () ;
electricityNode. put (“serviceld”, “Electricity”);
ObjectNode electricityData = mapper. createObjectNode () ;
electricityData. put ("voltage”, this.voltage);
electricityData. put (“current”, this.current);
electricityData. put (“frequency”, this. frequency) ;
electricityData. put (“powerfactor”, this. powerfactor) ;
electricityNode. put (“serviceData”, electricityData);
arrynode. add (electricityNode) ;

//serviceld=Temperature H#E4 %

ObjectNode temperatureNode = mapper. createObjectNode () ;
temperatureNode. put (“serviceld”, “Temperature”);
ObjectNode temperatureData = mapper. createObjectNode () ;
temperatureData. put (“temperature”, this. temperature) ;
temperatureNode. put (“serviceData”, temperatureData) ;
arrynode. add (temperatureNode) ;

//serviceld=Connectivity ##E4 3k
ObjectNode ConnectivityNode = mapper. createObjectNode() ;
ConnectivityNode. put (“serviceld”, “Connectivity”);

ObjectNode ConnectivityData = mapper. createObjectNode () ;

ConnectivityData. put (“signalStrength”, 5);
ConnectivityData. put (“1inkQuality”, 10);
ConnectivityData. put (“cellld”, 9);
ConnectivityNode. put (“serviceData”, ConnectivityData) ;
arrynode. add (ConnectivityNode) ;

//serviceld=battery Hf§4 %k

ObjectNode batteryNode = mapper. createObjectNode () ;
batteryNode. put (“serviceld”, “battery”);

ObjectNode batteryData = mapper. createObjectNode () ;
batteryData. put ("batteryVoltage”, 25);
batteryData. put ("battervLevel”, 12);
batteryNode. put (“serviceData”, batteryData) ;
arrynode. add (batteryNode) ;

root. put (“data”, arrynode) ;
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} else {

root. put (“errcode”,

this. errcode) ;

// AL TR B REIAE, R mid, AT HEET RS
if (isContainMid) {

}

//#HEbody Ak, HEEAObjectNodedt %

root. put (“mid”, this.mid);//mid

ObjectNode body = mapper. createObjectNode () ;
body. put ("result”, 0);
root. put (“body”, body) ;

}

return root;

} catch (Exception e) {
e. printStackTrace() ;

return null;

1.4.4.9 Mi5%: JDK ZIFHMZHE X
WEEE

BEEm | BE

REKE

&

MD MD2

128

MDS5

128

SHA SHA-1

160

SHA-256

256

SHA-384

384

SHA-512

512

Hmac HmacMDS5

128

HmacSHA1

160

HmacSHA256

256

HmacSHA384

384

HmacSHAS12

512

SHRINEE L

&R 7N

Bk | BAKE | R | TIEEX

HIEH

#ix

DES | 56 56 | ECB. CBC. PCBC.
CTR. CTS. CFB. CFBS8
#128. OFB. OFB8%128

NoPadding-
PKCS5Padding-
ISO10126Padding

RYAAS 02 (2019-08-28)

FERBUIT A © HNEARF IR AT

167



B B

JHRAR (WA PA S
B | BAKE | R | THEEX HAEAN #ix
e A
3DE | 112, 168 | 16 | ECB. CBC. PCBC. NoPadding.
S 8 | CTR. CTS. CFB. CFB8 | PKCS5Padding.

#]128. OFB. OFB8%/128 | 1SO10126Padding

AES | 128, 12 | ECB. CBC. PCBC. NoPadding- 2564 % H
192, 256 | 8 | CTR. CTS. CFB. CFB8 | PKCS5Padding. i EL AR
F/128. OFB. OFB8%128 | 1SO10126Padding | FTCHUKFR

il PR 3
14
EXFRMBE L
?;‘i% FHKE BN | TEER EHFEAFR %iE
iy
DH 512~1024(6 | 1024 i o
41550
Pl 2 Base64 .
1.5 A& N A
1.5.1 R F$EN
Brik

JSEFH R 55 5 75 LRI~ 6 (Y« SE807 F2 01, 58 BROSE T R 55 4 AN B DX °F- £ FR 0
%, HIOERVEWAPIZ % R,

AR EE T FHAPHE D ARIS RG] (Java) EATHRS, FBIFRFBME “ S8 H0

R o
BTHER M
® WM& T4 M AR N IO S RS FdF o an SRR “ HEds 7 ol
“JSON” , WA TG ETF & G b4 1F o
o N HMLEITHTTPS A HYIEC M F- & APIRT, 75 B4 BRAIIGIES, TR BEIREIREL
o REGAFAPHEOMARKERES (Java) , FFSEUER JavaFF RIFE 52 T R IE 1
B B FFEB AR 1 N
BIEERE

BT SHREEJavaft KIEE, R IFJavalt KIFEE .
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AFM ChIavatt RIAEAFIRAT U, RS 2RI RIS, ERIEE
HI2  fEeclipse, £ “src > com.huawei.utils > Constant.java” , 1EZE{BASE URL.
APPID. SECRET.

4 & LiteNAdemo_hitps 13 patkege com.nuswelutis;

"
b i\ JRE System Library [JavaSE-1.8] 15 public class Constant {
2 @ src 16

> 8 comhuaweiservice.appAccessSecurity l o 55, when you use the demo

> H comhuaweiservice batchTask 13
/please replace the appld mad seccate so ih
public static final String tppm
public static final String [SECRET

> # comhuawel.service.commandDelivery
> # comhuawei.service.dataCollection
> # com.huawel.service.deviceGroupManagement

> # comhuaweiservice deviceManagement /
> H comhuaweisenvicedeviceUpgrade 2P and port of callback uck
P’ “please replace the IP and Port of your Application deployment emvironment address, when you use the demo.

> # comhuawei.service.messagePushing

public static final String CALLBACK BASE_URL =

> # comhuaweisenvicesubscribtionManagement
> # com.huawei.testMessagePush

o

HEBENRRRERRER

conplete callback yel
please replace uri, when you use the demo
4 DefauktHostnameVerifierjava public static final String DEVICE ADDED_CALLBACK URL = CALLBACK BASE URL + */na/iccm/deviiotify/v1.1.6/addDevice;
public static final String DEVICE INFO_CHANGED_CALLBACK URL = CALLBACK_BASE URL + "/na/iocm/devliotify/vl.1.6/updateDeviceInfo" ;
public static final String DEVICE DATA_CHANGED CALLBACK URL ~ CALLBACK BASE URL + "/na/iocm/devliotify/ul 1.6/ updateDeviceData" s
public static final String DEVICE DELETED_CALLBACK URL = CALLBACK BASE_URL + "/na/iocn/deviiotify/vl.1.0/deletedbevice"s

public static final String MESSAGE CONFIRN_CALLBACK URL = CALLBACK BASE URL + "/na/iocr/deviiotify/vl.1.0/cormandConfirmData™

public static final String SERVICE INFO_CHANGED_CALLBACK URL - CALLBACK_BASEURL + " /na/iocn/devlioti fy/v1.1.0 /updateserviceInfe";
public static final String COMIAND RSP_CALLBACK_URL = CALLBACK_BASE_URL + "/na/iocr/deviiotify/vl.1.0/commandRspbata”;

public static final String DEVICE EVENT CALLBACK URL = CALLBACK BASE URL + "/na/iocn/deviiotify/vi.1.0/Devicetvent”;

public static final String RULE EVENT_CALLBACK URL ~ CALLBACK_BASE_URL + "/na/iccm/deviiotify/vi.1.0/Rulcevent”s

public static final String DEVICE DATAS_CHANGED_CALLBACK URL = CALLBACK_BASE_URL + "/na/iocn/deviiotify/v1.1.e/UpdateDeviceDatas”;
public static finsl String DEVICE SHADOW MODIFIED CALLEACK URL - CALLBACK BASE URL + "/na/iocm/deviotify/vi.1.6/modifybevicebesired”;

> [1) ExceptionUtiljava
> 1) Hitpsutijava

> 1) JsonUtiljava

> [I) StreamClosedHttpResponsejava
> [1) StreamUti java

> [1] StringUtljava

> B resource

e B YT
® BASE URL: 5N XL 5

® APPID: IH'5 @ 5 A 5l H /5 3REUK B HID .

® SECRET: 5@ N sl H J5 3R B FH %8 .

B3 TLeclipset, #HFF “src > com.huawei.service.appAccessSecurity” , 478 H.7
“ Authentication.java” , %+ “Run As > Java Application”

S B
4 & LieNademo hitps 3@ import java.util.HashMap;[]

> B JRE System Library [JavaSE-18] 18
4@ sre 18/
4 i comhuawei service.appAccessSecurity 12 Aush:
. 13 This interface is used to authenticate third-party systems before third-party systems access open APIs.
(1) Authen /
N ,
> [ Refresh e ublic class Authentication {
- @Suppressharnings ("unchecked”)
huawe Open Type Hi h F4 @supp g
» B comhuaw S I e public static void main(String args[]) throws Exception {
> f com.huawe Show In Alt+Shift+W »
> B comhuawd  Open £ /7 Two-tisy Authentication
» 8 comhuaw i HttpsUtil httpsUtil = new HttpsUtil();
- Open With 4 httpsUtil.initssLConfigForTwokay();
> B comhuawe
> H com.huawe Copy Ctrl+C string appld = Constant.APPID;
. Copy Qualified Name String secret = Constant.SECRET;
B comhuaw & String urliogin - Constant.APP AUTH;
> i comhuaw Paste Cerl+v -
> B comhuaw Delete Delete Map<String, Strings param = new Hashiap<s();
aram.put("appId”, appId);
> i comhuswe Remave from Context Ctrl +Alt+Shift+ Down ":ara,,_iutg‘.sssmt”. Eimlt),
> B resource Build Path ,
R e StreanClosechttpResponse respenselogin = hitpsUtil.doPostFermUrlEncodedGetStatustine(urllogin, paran);
b BA Referenced L} @ ror AlesshifesT » System.out.printn("app auth success,return accessToken:")
> £ Open source System.out.println(responselogin. getstatusiine());
> ¥ south_matt_demd g Import. System.out.println(responseLogin.getContent());
& Export.. system.out.println():
Jiresolve the value of accessToken from responselogin.
Refresh % Map<String, String> data = new HashMap<>();
v . data = JsenUtil.jsonString2SimpleOb](responseLogin. getContent(), data.getClass());
erences. String accessToken = data.get("accessToken");
Declarations > System.out.println( accessTokens” + accessToken);
Coverage As vy
»| @ [Dava Application] Alt+Shiftx, J
, .
Debug As Run Configurations... - o

Validate

PR AR G R MME S RITEHE, W3k fFaccessToken, ¥t B S ALEL) -

accessTokenl& %3 RA7, VUMET7E L e O A

Problems B Console 3 X %|E
<terminated > Authentication [Java Application] C:\Program Files\Java\jdkL.8.0_45\bin\javaw.exe (2018235140 F4F4:37:54)

app auth success,return accessToken:
HTTP/1.1 208 OK{"accessTcken":"8d44bc6cdbegeds3dfdbbsccfed4esl”, "tekenType

bearer”,"refreshToken": "9e11397df47877fe2afe4cd5c463621", "expiresin

|accessToken: 8d44bc6cdb6aeasidfdbbaccfedaes)
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[ARFT
® R AHFEEMY AL, FHRELHFTEATHRESN, HHRRALFE, X45FLTA
W 6y A B BAT R A7
accessToken& & “expiresIn” FiiRE& 890t 18] Pid#, “expiresIn” &9 E{zHh “A5”
accessTokenid 15 & 2 EH KM, TR “LR” B0 THRR, LTUER L—KER

1% %] d9refreshToken & 35 B #f #9accessToken.  “#|#Token” 4 2 13 £ 3F RAPIAH L A% A= “ X
A% 7 F 49 “RefreshToken.java”

® “JLEJAVA API Demo” WA T &4 0 i A 69 &7, £ R “src> resource >
demo_TCP_message.json” o

B

1.5.2 TR #3E

it

N2 FH A 55 38 5 I DRI T & 1 AT BelP Sl S5 8l ” i, S KR B R
PR IEAE AR, LBl S5 . s A, DS B WAPIZE X
=R

TR T, YBEM-6 2% b, ARG #8255, P08 ~F & 1 FH S i
Faspbe, R R RS S HEIEE S . BE,  GSRT B AG [BlE b W HTTPS ik,
N7 BRI AL CATET . CAUET: BB A AR ZeMlFR At GIEPSREUT AT 2% 3 H
CAIEP) , FFEFFRFOLE “NH > HEEE > NMAZE > HIEIED” g, L
FECAIEH .

ARSCRFE T FHAPHE LAY RG] (Java) HEATHR S, BT RFBAR “IT 0 &0k
SRR ORI

B#IFES

HB1 TLeclipset, % “src > com.huawei.utils > Constant.java” , &4
“CALLBACK _BASE URL” , 35 B[ [HIPHbE A 1145

[Fl ARSI B SRR A o] ik R TP s 1A 20— S5 [al R bk (R 59 A
JE B E AT DU T A G 3T B DhREHEAT AL -

» BA JRE System Library [JavaSE-1.8)
(B e

ring|DEVICE_DELETED_CALLBACK_URL = CALLBACK BASE_URL +
ring|MESSAGE_CONFIRM_CALLBACK_URL = CALLBACK_BASE_URL +
B/

6 i ring SW_UPGRADE_CALLBACK_URL = CALLBACK_BASE_URL + "/na, devNotify/vl.1.0/upgradesi”;
> [) ExceptionUtiljava a7 ublic String FW_UPGRADE CALLBACK URL = CALLBACK BASE URL + "/na. llotify/vl . 1.6/upgradeFi”;
» [ HitpsUtiLjava ag

» 1) JsonUtiljava

» [4) streamClosedHttpResponsejava ack URL for the co
java

$B2 freclipse™', & “src > com.huawei.service.subscribtionManagement” , A58 Fif
“SubscribeServiceNotification.java” , 1+ “Run As > Java Application” .
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1 P2 iR

4 2 LiteNAdemo_htips
» )\ IRE System Library [JavaS
4 (5 sre
» # comhuawei.service.appAccessSecurity

® import java.util.HashMap;[]

34
a SubscribeServiceNotification :
* This interface is used to subscribe service data of IoT platform.

» H3 com.huaweiservice.batchTask

> #F com.huawei.service.commandDelivery public class SubscribeServicelotification {

o

> #3 com.huawei.service.dataCollection
> 8 h i

+ 8 comhuaweiservice.deviceManagement

public static void main(String args[]) threws Exception {

f/ Two-Way Authentication
HttpsUtil httpsUtil = new HttpsUtil();

» 8 comhuawei.service.deviceUpgrade httpsitil, initssLConfigForTwonay();

» B com.huawei.service.messagePushing
4 H com.huawei.service.sut
> [J] DeleteBatchSubscriptionsjava

// Authentication. get token
String accessToken = login(httpsUtil);

» [ Del s fIPlease make sure that the following parameter values have been modified in the Constant file.
> [ Quenyf  New String appld = Constant.APPID;
String urlSubscribeServicellotification = Constant.SUBSCRIBE SERVICE NOTIFYCATION;

>[I Quenys Open Type Hierarchy F4
| % Subscr Show In Alt+Shift\ »
, (0] Subscri /
i comhuaw Open F3 = subscribe deviceAdded notification
Open With » /
> com.huaw String callbackurl deviceidded = Constant.DEVICE ADDED_CALLBACK_URL;
» £ resource | [ Copy Carl+C String notifyType_deviceAdded = Constant.DEVICE_ADDED;
> B3 resource.c B Copy Qualified Name Map<String, Object> paramSubscribe deviceAdded = new HashMap<>();
> BA Referenced L g pagte Ctrl+v paramSubscribe_deviceAdded. put(*notifyType”, notifyType deviceAdded);
> (& Opensource | o picq o paramsubscribe_deviceAdded. put(*callbackUrl”, callbackurl_deviceadded);
» ™4 couth matt_dem: slete === paransubscribe_deviceadded.put("appld”, appld);
o south-mat Remove from Context Cirl+Alt+Shift + Down
Build Path , String jsonRequest_deviceidded = JsonUtil.jsonObj2Sting(paramSubscribe_deviceAdded);
Source AltsShifi+s » Map<string, String> header_devicerdded = new HashMap<>();
; header_deviceAdded. put (Constant. HEADER_APP_KEY, appld);
5 . LAPP_
=i BT header_deviceAdded. put (Constant . HEADER_APP_AUTH, "Bearer” + " " + accessToken);
B ;
g3 Import HttpResponse httpResponse_deviceAdded — httpsUtil.doPostison(urlsubscribeServiceliotification, header_devic
4 Export..
String bodySubscribe deviceAdded = httpsUtil.getHttpResponseBody (httpResponse deviceAdded);
Refresh 5

System.out.println("SubscribeserviceNotification: " + notifyType_deviceAdded + °, response content

References v System.out.println(httpResponse_deviceadded. getstatusLine());
(

(

System.out.println(bodySubscribe _deviceAdded);

Declarations 3
System.out.println();
Coverage As 3
»| @ [1Java Application Alt+Shift+X, )
Debug As » otification

Run Configurations...

Validate -

FEFER & B W N S AT ENH &, AR A SRR AT P3RS “201 Created”
2, JUBE T B AL o

app auth success,return accessToken:
HTTP/1.1 28@ OK{"accessToken":"c5166851d466226b1f1a3590d17e4a3a

"bearer”, "refreshToken

"357e88ea50a45d523b7e5TFO165c 58", "expiresIn”: 3600, "

SubscribeNotification: deviceAdded, respense content:
HTTP/1.1 281 Created

SubscribeNotification: deviceInfoChanged, response content:
HTTP/1.1 281 Created

Subscribelotification: deviceDataChanged, response content:
HTTP/1.1 281 Created

SubscribeNotification: deviceDeleted, response content:
HTTP/1.1 281 Created

Subscribelotification: messageConfirm, response content:
HTTP/1.1 281 Created

SubscribeNotification: serviceInfoChanged, respense content:
HTTP/1.1 281 Created

SubscribeNotification:
HTTP/1.1 281 Created

commandRsp, response content:
SubscribeNotification: deviceEvent, response content:
HTTP/1.1 281 Created

SubscribeNotification: ruleEvent, response content:
HTTP/1.1 281 Created

Subscribelotification: deviceDatasChanged, response content:
HTTP/1.1 281 Created

(ARFT:

® ' E BTG E AN AL, £ “Constantsjava” £ P42 “CALLBACK BASE URL” #

18, FREAT
“SubscribeServiceNotification.java” BF ¥, # 49 = AxLht2 & £ 7 k69 = hE,

® ITHTME, FRETHE “src>com.huawei.testMessagePush > SimpleHttpServerjava” #5&
— AN RIRSH 5 R BMCF 6 RFEPostE & (EAF) o wREEEANKF S DAY
e AP AE, TUUER “dLRHIAVA APl Demo” 42449 £ “src>
com.huawei.testMessagePush > TestSubscribeAllServiceNotification.java” , # 5% &3 LR +
EEE (N

-
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1 7= iR

1.5.3 J g &

it

B#IEES
T

T2

53

I FH R 4% 2 30 0 0BT 6 1“3 i BLE
B2 05 BVEILAPIS 2 RS,

ARSCRYEE TR APHE D AL RG] (Java) #EATHR S, WBIJFRFH BAR “ 0 EE &
&7 ORI

BT HH, VIR G AN

fEeclipse™', #EFF “src > com.huawei.service.deviceManagement >
RegisterDirectConnectedDevice.java ” , &4 “verifyCode” . “nodeld” .
“timeout” . “manufacturerld” . “manufacturerName” . “deviceType”
“model” .« “protocolType” MJHUE .

4 & LiteNAdema_https 22 /] Two-May Authent
> @ JRE System Library [JavaS 23 HttpsUtil hetpsUEil = new HetpsUEil();
. e 2% httpsUtil. initssLConfigForTwobay ()
26
27 (httpslitil);
29 ollowing parameter values have been modified in the Constant file
31 ice = Constant.REGISTER_DIRECT_CONNECTED_DEVICE;
; 33 e and nodeld and timeout, when you use the demo
@ s
» @ i
S 39 rofile that have been preset to IoT platform
File that have been p platf
o B 10 profile that already initialized to IoT platform.
.o 3
> @ 5
> B co
> c
> g comh

BoE UiBH R -

®  “verifyCode/nodeld” 5% LR A& IME—FRiRAF (IMEIEimac) —3. Wn5ffd
PR R B &AL 2%, W) “verifyCode” W LA T . FRAUFRF 5S4 E, FFR
FAEATE X, EAT LS R & verifyCode K .

BALE “FP” . “timeout” FIEUESERWIT:

timeout = 0, VEMBEAA LI,

timeout > 0, FLSZW & ATE 13 B I ] Y 28, 75 U0y M i 5 2% 2 DR Ayt 39

M IoT FEMIER. IR AHE W timeout, N ERIA T HARS [A] 2 18080 .

RGN E R E, “timeout” AFEEEH, JEMABREASITIH.

[ ) “manufacturerld” . “manufacturerName” - “model” .

“protocol Type” 5 ZL5 5% B [ Profile (R HF —EL -

Fig R “RegisterDirectConnectedDevice.java”
Application ”

FEFE ] & A N S HIFTENH &, WRIRAS “deviceld” , W WIVE T ALTh .

A DAEFE R FLE) “F= 5 > A EE” o, BEEEMNESEEECL BN, e,
/Eﬂﬂ'll%’/\ﬁlX%ID (deVICGId) 11::::»0

app auth success,return accessToken:
HTTP/1.1 288 OK{ accessToken":"1f337bfa6cbB583243b99fda22d21b"™

() “timeout”

“deviceType”

%EF “Run As > Java

, "tokenType”:"bearer”, "refreshToken”:"be3ccdce5390ed14b81c85F5822712b2", "expiresIn®: 3600,

RegisterDirectlyConnectedDevice, response content:

HTTP/1.1 200 OK{"deviceId":"d@ac5cac-d3af-4eBc-8166-5a67elc6foa?”, "verifyCode™:"9999", "timeout™:@, "psk": "5a7f@74ffdblc4Gedledadefcafdoage”}

R
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1.5.4 E&EEAN
ik

B AYERMT- & 5, A 7T BLA i 1 5 15 BT R 55 4% EAT B 52 H .
TR AL T R RIRE, AT DB Z AR & K375t WRAERDT
AL BN RTIATRE, 15 A SR B AT & o a0 T A AT R A O AR UL
BEERNT B KR
#MEES
HE kR N > MR, sl R E RS

[ 2250 |

HE2 AGEEH OPRELRE T wH, RIS

MRS

WaterMeter01

s
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1 7= iR

1.5.5 #iE LR

ik

#EES
B

PE2

53

B AR S, YRR SR B AR AR HES BT R . TR A Rt T
B AEAY, T MRS e BRI 5. R A O ) B AU
&, T RS A AT B Bk

AR SCRSHE T B B A H APTE ARG RE G (Java) #EATHR T . N T ETITRE
DRI A - 6 2 75 TR T S B0 Bk, T A AP I ARRE AR (Java) Hrffit
T AMERRHTTPAR S %, TR BRSO 137 5%

fEeclipse, 1EFE “src > com.huawei.testMessagePush > Notify Type.java” , 1214
“TEST_CALLBACK_BASE URL” , IS5 AHIPHIIEAN 35 5, i 5 AN R4 A H
B EH

L 2
ER=) L\teNAdemofhﬁphs 5 import java.util.Arraylist;
> ) JRE System Library [JavaSE-1.8 5
. B e 5 public class NotifyType {

» i comhuaweiservice.appAccessSecurity

N //please replace the IP and_Bort to your Jocalngst TP and po
> f# com.huawei.service.batchTask a public static final String|TEST CALLBACK BASE URL = "http:/i}
. B comhuaweiservice.commandDelivery )

ibe testMessagePush.

public static List<String> notifyTypes = new Arraylist<>();

» B com huawei.service.dataCollection public static List<String> getServiceNotifyTypes () {

> fi# com.hi i.service.devic 13 notifyTypes.add(SERVICE_INFO_CHANGED);
» B com huawei.service.deviceManagement 14 notifyTypes.add (DEVICE INFO_CHANGED) ;
15 notifyTypes.add (DEVICE_DATA_CHANGED) ;
+ 8 comhuaweiservice.deviceUpgrade " T e ovrce noneD)
> comhuawei. S?W‘f?messasepushms 17 notifyTypes.add(DEVICE_DELETED);
. # comhuawei.service.sub: 18 notifyTypes.add (MESSAGE_CONFIRM) ;
19 notifyTypes.add(COMMAND_RSP) ;
- Hj com. h\.l‘aWEI tes.tMessagePush 20 notifyTypes.add(DEVICE EVENT);
| L] NotifyType java 21 notifyTypes.add(RULE_EVENT);
> 1] SimpleHttpServerjava 22 notifyTypes. add (DEVICE_DATAS_CHANGED) ;
» [ TestSubscribeAllManagementNotification java 2 :"E’Elf{ Trpes f;‘;;égi‘”“ DESTRED_MODIFY);
> [J] TestSubscribeAllServiceNotification.java 5

> i com.huawei.utils 268 public static List<String> getManagementNotifyTypes () {
» B resource 7 notifyTypes.add(SW_UPGRADE_STATE_CHANGED) ;

28 notifyTypes.add(SW UPGRADE RESULT);
> 2 resource.cert 2 notifyTypes.add(FW_UPGRADE_STATE CHANGED);
. B\ Referenced Libraries 30 notifyTypes.add(FW_UPGRADE RESULT);

Fig s “src > com.huawei.testMessagePush >
TestSubscribeAllServiceNotification.java” , i%£# “Run As > Java Application”

TEAHN ) IHE 2/, k8 N > MR, [ HERESBEAN G5 Rl
%, TR L.
(3
o R RME R TR P 8 RRR IR, iE R A SRR A ST R B
E “R ARG XK, AT 7SHEf e ISONE (LA 7s st slag i v

s “KRIE” . {E “IoT Platform” XISRIN F IR 95 s 6 Hds LIRS R, /£ “IHE
PRER” XIKEBEYERMT & 4 H &,
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HERE i
(o) NBIgE &R [ Yuiilig

zhaojinyong1536377948894
2018-

[CIGlcig

2haojinyong1536377948804
BT 2018-09.08 11:39:27
fer
loT Platform
P Zhaojinyong1536377948894
R | WoEE 2018-09.08 11:38:27

zhaojinyong 1536377948894
2018-09.08 11:39:27

zhaojinyong1 535377942894
2018.0.08 11:39:27

zlmomyonqm 3779488M ;E:?g«gvggcﬂ
SEELE 2018-09-08 11:3 -

zhaojinyong1536377948834
2018-09-08 11:39:27

$B4 freclipse “TestSubscribeAllNotification.java” 35l & 2 P T & HEX 25 W FH AR
2T B .

PR AT DAXS “IT 37 g5 R T, EeaniT i 7 “deviceAdded (R INHT#
%) 7, AT AHATEM B I EE S, 7E “ TestSubscribeAllNotification.java” FI34 il
BBV S HEERTHE S .

[2! Markers [[] Properties i Servers [¥8 Data Source Explorer [E5 Snippets Bl Console 52 | 47 Search @ x| S LESE&E ™ -
TestSubscribeAllNeotification [Java Application] C:\Fl' M1 TestSubscribeAIIthiﬁcaticnl[Java Application] CA\Pregram Files\Javayjdk1.8.0_45\bin\javaw.exe (20

?&?J.:E?’imgm"ﬂd cendded® “devicerd" " 312 <terminated = ModifyDevicelnfo [lava Application] C:\Frogram Files\Java\jdk1.8.0_d5ybinyj avaw.ex
notifyType™ :"devicefdded" , "deviceld" :"d! — — -

HEMFEEIEM RSN
{"notifyType" :"deviceDeleted”,"deviceld" :"708 {881 -9462 -47d5-8050-8c3dBAEFac6T", "gateway Id" : "7O8 ffB81 - 2462 -4 7d5-8050-Bc IdBAGFacsT™

BHNFEEEHIINE ©
{"notifyType™:"deviceDeleted”,"deviceld™ :"dfha7@22-b4d9-49f@-9c Fc -993a5dcfbase™, "gateway Id™ 1 "d fha7@92 -b4d9-42f@-9c Fc -993a5dc fhase™

HEMTEEIZMESNA
{"notifyType" :"devicefdded” ,"deviceld" :"@efesifha-e96c -4baa-acl5-718cc@1ld776a" , "gateway Id" : "Bef el fha-e96c -4baa-acl15-718cc@1d 776",

B MToRIEMIONH
{“notifyType™:"devicelnfeChanged”, "deviceld" :"5514c3b3-5chc -4@d7-a8@d - fedabfP6cRE5™, "gat eway Id™ 1 "5514c3b3 -Schc -4@d 7-a8@d - fedabfI6C

BT ERIENTE A

BT

1.5.6 ST %

g1

L

{%

IS FH R 55 5 i 500 F IR R S 1 “ B B a7 B “ i Ik HM 7 %0,
XU T ARAERITR S, ISRV WAPIZE Y

® Y ENHEBRAMVCNLWM2MAES, ffH “Ald&&aa” #Trmd T K.
® Y ERNHEBAMVCIMQTTIMIES, R “W&RSIEAH” #7642 T K.

ACREEET BB A4 AR APLE AR RG] (Java) #EATHRS, HED
TR B F a2 TR

#IFES

BB TEeclipse, % “src > com.huawei.service.commandDelivery >
CreateDeviceCommand.java” , 1B “deviceld” . “serviceld” . “method” .

“paras” HIHUHE .
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HE2
53

4 & LiteNAdemo_hitps 2 public static uoid msin(string[] args) throus Exception {
» @ JRE System Library DavaSE-1.8] 25 // Two-Way Authentication
a0 src 26 HttpsUtil httpsUtil = new HttpsUtil();
5 comhusweisenice.appAcesssSecurity Bt httpsUtil. initssLConfigForTuollay();
» H comhuawei.service.batchTask 29 /1 Authentication. get t
s 8 com.huawei seniice.commandDelivery 30 String accessToken = Lag1n(Httpsth)1),
31
> [1) CreateDeviceCmdCancelTask.
[ CreateDeviceCmdCancelTaskjava 32 //Please make sure that the following parameter values have been modified in the Constant file.
33 String urlCreateDeviceCommand = Constant.CREATE_DEVICE_CMD;
b 1] InvokeDeviceServices java 34 String appld = Constant.APPID;
iy . 35
> [1) ModifyDeviceCommandjava
36 Liplesze ceplace the deviceld, when you use the dero,
> [I) QueryDeviceCmdCancelTaskjava 37 String oo 45124-b439-adsa-97ch
> [4] QueryDeviceCommandsjava 38 TIng c. ackur o ICK_URL;
> f comhuawei senvice.dataCollection o Integar sasretransnis = 3
] h i a1 //please replace the following parameter values, when you use the demo.
> § comhuawei.senvice.deviceManagement 42 //ind those paraneter values must be consistent with the content of profile that have been preset to IoT platfor.
o 43 [[The Following parameter values of thic demo are uce the watereter profile that already initialized to IoT platform.
> f comhuawei service.deviceUpgrade o T TR e e e
> B comhuawcisenicemessagePushing 45 String method = “SET_DEVICE LEVEL";
> B comhuaweiservice. 46 objectiiode paras = JsonUtil.convertobject20bjectiode("{\"value\":\"12\"}");
X a7
b huawei testM Push
i comhuaweitestMessagePus 43 Map<String, Object> paramCommand - new Hashiap<>();
> # comhuaweiutils 49 paranConmand. put(“serviceld”, serviceld);
> £ resource 50 paranConmand . put(“method”, method);
> B resoures.cent s paranCommand. put(“paras”, paras);
s>

BCE VB -
®  “deviceld” TEVEM & & W3,

®  “serviceld” ‘method” . “paras” FlProfileft] & X —%.

Fi# S “CreateDeviceCommand.java”

RIS BE 2 N RIITENHE, WRAT “201 Created” MR, WHE M a4 C2
NREIERRT G .

app auth success,return accessToken:
HTTP/1.1 286 OK{"accessToken":"49b9b6@d439d9fe18a23c2c25d9e71

1EFE “Run As > Java Application” .

carer”, "refreshToken

‘tokenType 51762486bbadf21427904696a8Tfb743", "expiresIn”: 3608, "scope

PostAsynCommand, response content:
HTTP/1.1 201 Created{"commandId":

7e7ed2fd17c2449582c71adb@efalsbs”, "appId”: "pQINeCHouBmBe7anA7FkwB7luDAa", "deviceld” : "85eT387c-49cd-455d-977@-albf1a998854",

USRI R A P T mp o (10 L P R ) REASE U 8 26 B AR H 4, mT DAFE A R ) 330
Hesl Ay, gbfe R > RAMR” , SRERERAN R EL 8%, TE R
EtllibEiace

i PN P AR 55 28 BEAT fr N A Ja, AE “ B Blas” KB E I ar & (BN
BERIRR G . AE T EERER” XIEE WM & 45 H &

THRIRER
6] o 35
= NB‘Q§E}J§§ ‘mmﬂﬁ’zgg zhaojinyong1536652327728
T 0 by katka using
HERAE || W s e P -Application
N 5
ersouth ot ndsend [,
o= pmart o | ser
o v

r.south-equipment commandSend

loT Platform

SR

maupuyonm 536652327728

application about command status
change, but the callpackurlis null!

Updatt e\.amwamwcm.*To\.\aumw

[j v 623

zhaojinyong1536652327728
2018-09-11 16:12:50
_ [I0CMJioem push command to kafka, Platform get one
SR LR command, the command will be posted to CIG module
» command: PostCommandDTOCloud2Cif
CommandDTO [serviceld=Battery,

maxRetransmit="null};

zhaojinyong 1536652327728
2018-09-11 16:12:59
L

command T kan

R

1.5.7 Btz

1§27 AP1Z 25 SO 58 AR L 55 (10T %

158 2E{EFR
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1 P2 iR

1.5.8.1 #E%& Java F LB

A w A PJavail 5 o001, $RMEE T 2AEIDK. LB EASE . 23 Eclipseft) 71 .

1.5.8.1.1 &% JDK1.8

T#EIDKI1.8fRA (Hbt: jdk-8ul6l-windows-x64.exe) , XLiibiT 223k,

JDK1.8E M F#hitk: http://www.oracle.com/technetwork/java/javase/downloads/
jdk8-downloads-2133151.html

1.5.8.1.2 Bt & Java MELTE (Windows #{EFR%)

BB ppd RN, S CmiET .

1-26 HEHLEM

11H(0)

F FAR ¥I3F

F FAR $RiEEI HTML #8)
A FAR SalE&ET
EE(G)

BRET IR EER(N). .
BT PSSR EER(C). .

BERHEFATUS)
fES(D)
Eaes(M)

Et%(R) [

BE2 sl “WARGWE .

1-27 &%

QCJ 8 =R > FERsEEE 0 R

EFERER

& BeuEs
& EEes
[

W =EEsmesE

BEEEAITENRNERSE
Windows g4
Windows 7 =g

FEtHFrE © 2009 Microsoft Corporation

Service Pack 1

TEEERREAAY Windows 7 BIEEINEE

. REFREHFL
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B E
AN EiE]

1 7= iR

HR|3 A LR .

1-28 R4
2ot 5
HENE B SR Rase | mE
ERITHEHEN S REAEERER-
%Eﬁ%sﬂ@%ﬁﬂsﬁ#ﬁﬁs&EEMH#
FPBERM
SRR EANEEER
J=Engina =l
FanBEh - RGEMEATTEE
| weEgw. .. |
g
[ & |[ B#E | EAw

4 HERGATE., FERE3INEE: JAVA HOME. Path. CLASSPATH (AS[X 43K/
5) o HEBLCAME, Wkd “wl” . BREANEE, WAE Soa” o —
MPath B EA71E, JAVA HOMEZZ fE FICLASSPATHZS i 7 ZLH 1
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1-29 IMET 2

PREO_LAHG th—cn
TENF SUSERPROFILE%\AppData‘Local \Temp
TME SUSERPEOFILE%\AppData‘Local Temp —
gz mn... | [@EE... | [ #WEo |
FiREE (5)
=8 =} i
PRO_LANG zh—cn

PROCESSOR_AR. .. =86
PROCESE0OR_IN. .. =86 Family 6 Model B2 Stepping ...
FROCESSOR TEWVEL. A

(g m... | [WE@... | [ Wso |

-

| GRE || EuE |

JAVA HOME#RHIDK %3 845, BLE ~fl: C:\ProgramFiles\Java\jdk1.8.0 45. ILEE/E
TESElb, bin K.

1-30 #1i&E JAVA_HOME

FEEZsTE ==

T8 . TAVA_HOME

TE{E v C:“ProgramFileshJava'jdkl. 5. 0_d5|
(@ | mA& |

Path &8 R4t 0] AEARAT B8 12~ i Javain 2. W1 Path & LR AFE, NIFREALE
HEERINEER, BCERB: ;C:\Program Files\Java\jdk1.8.0 45\bin;C:\Program Files
\Java\jdk1.8.0 45\jre\bin,

PG B 7 S, S RICOES.
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1-31 47%g Path TTE

REERTE ==
TEE W Fath
TE{EN: wgram FileshJawahjdkl. 8.0_45%jretbid

| ®WE || BE |

CLASSPATH JyJavalii# 2 (classdllib) #45, HAMRLECLASSPATH, Javafi ¥4 figil
e BLERB]: ;%JAVA HOME%\lib\dt.jar;%JAVA _HOME%\lib\tools.jar

(AR

SEFRVA C7 TTE, AT LA

1-32 4R4E CLASSPATH T2

FEERTE ==
HEBE W) CLASSPATH
HEEV: AbhAL jar; BTAVA_HOME%\1ibhtools. jar]

| WE || BEE |

HE|W5 FH)o ARG AR

L6 1LFF A > 8177, HIA “omd” , $ATATA: java -version. java. javac. UIHdT

AT LARAT, U B A A R G LR

1-33 WIFIME T &

C:sllzers~=00293999>java —version
java version '1.8.@_45"

Java{TM» SE RBuntime Environment <huild 1.8.8_45-hi5>
Java HotSpot<THM>» Client UM <huild 25.45-hB2, mixed mode?

s

1.5.8.1.3 &% Eclipse
T #Eclipse %5 (1,  ELHEMARIT A8 S A AT 6 .

B M NEhk: http:/www.eclipse.org/downloads.

1.5.8.1.4 HiETIE

1 E1TEclipse, 1%E# “File > New > Project” , 7L H X IEHEH £ HF “Java Project” ,
i “Next” .
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1-34 83 Java T#E

=5

Lt

Select a wizard

Create a Java project

Wizards:

Itype filter text

E? EIE
ElE; Jawva

rom Existing Ant Buildfile

- JavaSeript

(= JAXE

5= JPA

== Maven

<= Plug-in Developrment

F$B2 HE “Projectname” , JREMRANIEFE “JavaSE-1.8” , riii “Finish” .
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TF kG 17 It R
1-35 EEE T2 RN
i@ New Java Project O ﬁ
Create a Java Project —
Create a Java project in the workspace or in an external location.

Project name: |LiteNﬂ~.demo|

v Use default location

|C:\Users\wﬂﬂ23UUSE\workspace\LiteN,ﬂ.demo

IRE

* Use an execution environment IRE: IJavaSE-l.B j
" Use a project specific IRE: ]jdk1.8.0_45 J
7 Use default IRE (currently 'jdk1.5.0_ 45" Configure JREs...

Project layout

" Use project folder as root for sources and class files

@' = Back Mext = Finish Cancel

B

1.5.8.1.5 S NG
SB1 fREIAVAIE S 04 RS

HB2 TR, #IL (Ctrl+C)  “Open source components” Fl “sr¢” SCAFEF .

1-36 #E I
LiteMAdemo_https » - | 3 | | FEE LiteNAdemo_httos jo)
- . 0 @
2% ’ EREEEE =il
. Open source components 2017/5/10 19:30 Iofg=
| SFE 2017/5/10 19:30 g
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1 7= iR

H3x o

1-37 #hME ST

[(5 Project Explorer 2 =) . Y= 0
]
- sre

== JRE Systern Library [JavaSE-1.8]

iy

resaurcesjar - ChProgram Files\Javaijrel.8.0_454ib

rtjar - CiProgram FilesiJavaljrel.8.0_454/ib

jssedar - Ci\Program Flact lawsiival &0 ASiL

jeejar - CAPrograr @ Question ﬁ
charsetsjar - C:Pr

o @) LiteNAdemo/src exists. Do you wish to overwrite?
jfrjar - Ci\Prograrr Qg

access-bridgejar -
cldrdatagjar - C:\Pr

dnsnsjar - Ci\Prog

Yes To All | Mo Cancel

jaccessjar - CiPro

fxrtiar - Ci\Program FilesyJavayjrel.B.0_454/ibyext
localedatajar - CAPrograrn Files' Java'jrel.8.0_45Yibext
nashorngjar - C\Program FilesyJavaijrel.B.0_45\/ibyext ‘

El-fog sunecjar - CiProgram FilestJavaljrel.8.0_454/ibext

PG SER S, “sre” Hk R BSCHRAE R R

B 1-38 “src” BRFEFLEEIR

{5 Project Explorer &2 ClE|@® ¥ 8
2R LiteNAderno) 4l
L—“_Iﬁ% sre

H-fH cormnhuaweiservice.apphocessSecurity

-5 comhuaweiservice.dataCollection

-5 cornhuaweiservice.deviceManagement

-5 comhuaweiservice.messagePushing

-5 comhuaweitestMessagePush
51 cornhuawei.utils

H-fE, resource

El-m IRE Systern Library [JavaSE-1.8]

=
&
=
H-fiH comhuaweiservice.sighalingDelivery
=
&
=

HHEHIEH “Open source components” H% FHI T A jar s, fidi “OK” .

B3 FTIFEEclipse IR TRE, mdrirh TREAFR, FP5 DURSCAFEREIG (Cal+v) Bl TR

A A TR RR, 4% “Properties > Java Build Path > Libraries > Add JARs” , 7E3#

SCAYRRAS 02 (2019-08-28)

FRBUIT A © HONEARF IR AT

183



B E B

NN e a N
TERIER 1 =R
1-39 S jar X1
E Properties faor LiteNAdemo — IDIEI
ftype filter text ‘ Java Build Path G S
F- Resource - -
- Builders e Sourcel & Projects % Order and EXpor‘tl
- lava Build Path | JARs and class folders on the build path:
Bl Java Code Style | -2, JRE Systern Library [JavaSE-1.5] I Add JARs...
- Java Compiler
B Java Editar &} JAR Selection ;Iglil Add External JARs...

- lavadoc Location

©)

Markers Properties

=terminated= C#\Program File oK Cancel

EINFOj --- maven-surefir
[INFO] Tests are skipped

i Choose the archives to be added to the build path: Add wariable...
- Project Facets
- Project References Itype filter text x Add Library..
- Run/Debug Settings di LY L | -

5 E’ LiteNAderno —I Add Class Folder...
- Server -~ .settings
- Task Repository Add External Class Folder.,
- Task Tags
- Walidation Edit...
- WikiText
Remove

Migrate JAR File...

I oK i Cancel

Eearch

. heiman.sensors ---

FNjarX 2 5, “sre” HF RSO RIERE K.

1-40 “src” BHRIEIRIHK
4 [ LiteNAdemo
4 (B src
I H com.huawei.service.apphccessSecurity
t#H com.huawei.service.dataCollection
H com.huawei.service.deviceManagement

t#H com.huawei.service.messagePushing

t#H com.huawei.testMessagePush

[+
[»
[+
B com.huawei.service.signalingDelivery
[+
B com.huaweiutils

[+

B resource

e
1.5.8.2 {# ] Postman iR FE & dbE3EO

RIS HF
TERERIATT R, R
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F
Zo
3
i

®  RINIOTF & JFjités B KIPANSR 1 (HTTPSH30
® A JfiZ TPostmans
(szem
PostmanF #4£4%: https://www.getpostman.com

A& Postman
S8 $THPostmanff] “Settings” .,

1-41 # N “Settings” &

Release Motes
Documentation

Security Save

Support

P

@PE-E'.I""EII"C'IEI":

HE2 SCHUEPLL, fFPostman AN R AR 55 i FOAIE F

1-42 XANEP R

General
——eee

REQUEST HEADERS
Trim keys and values in request body Send no-cache header (: ON
S5L certificare wverification Send Postman Token header @ oN

Always open requests in new tab

Retain headers when clicking on links

B3 BCEZ S IES,  “Host” F2 bl Al 1S YU IM-F- 6 JT s B TP -5 i 1

(HTTPS#H0) &

RYFR A 02 (2019-08-28)
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1-43 L & & P ImiE P

Add Client Certificate

Host  httpsilf | S— —

— R —

CRT file e

D : hclient.cre

KEY file ——

D e r———C e T ey

Passphrase

G
(Mwem

client.crt 5 client.key 4 & 7 341k 45 Fo FA 40 A4,
W KR O
HEW1 E BB HEOWHTTPJ %, URLMHeaders.

1-44 fi2 & HTTP /53%. URL #1 Headers (X440

login
» login
Q POST ; hreps:// iprport 'iiccn'l."ap:fsec.ﬁ.f1.1.Elflogin
. .
Key

Value

| Content-Type application/x-www-form-urlencoded

FE2 E “ER” #EOKBody.

1-45 B2 & Body (¥80

form-data |' *-www-form-urlencoded

Choose File

Choose File

No Environment

Params Send v

Description Bulk Edit

Description

raw binary
Key Value
appld HqORS, =~~~ —=c|3VMOa
secret - —
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Headers (1) [ ]

Key Value Description Bulk Edit

Content-Type application/x-www-form-urlencoded

(n @

Time: 128 ms
Pretty JSON = s,
1 -fl{]
2 "accessToken": "1334fe5Tde5868Ffda@35dBe23a3d337",
3 "tokenType": "bearer",
4 "refreshToken": "4356f188117bBb%9c226ecc55e367b",
5 "expiresIn”: 3688,
[ "scope": "default"™
7 L
R

B SEMEERE” #EO
S E “YEMEERS” BOMHTTP 7%, URLFIHeaders.

1-47 Bt & HTTP /5%, URL 1 Headers GFMEZFEIRE)

htzps://7 ipiport '.I’iccn'h"ap:u"reg.".'1 .2.0/devices Params Send v

L]
Key Value Description Bulk Edit
app_key e8] 5 Se————E appld i |
Authorization Bearer 1334fe5fd65868fdal35d0e2; i Bearer {accessToken}J
Content-Type applicationfjson

P2 ME VENEERS” ZHEBody.

1-48 B2 E Body GEIMEIZERE)

form-data O x-www-form-urlencoded  |'® raw binary  |SON (application/json)

l [ rr{1
2 "werifyCode™:"321534532634",
3 "nodeld":"321534532634",
5

"timeout™:1088
8l

B3 sl “Send” , {ETT5AA IR ARG FIME BT S A A

RYFR A 02 (2019-08-28) WAL © HENEARERAF 187



B A B

TR A6 It R
EEIR E I EID (deviceld) ZELRATF, LMET{EAHL OB,
1-49 EBMFES CEMEERE)
(M (3)
Pretty JSON = Sz
1%
2 "deviceId": "a@5a4eBb-91c7-4922-a928-1ef27ef@5b5F",
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(HTTPS), 5555 (J808), 5685 (COAP/TCP),
5683 (COAP/UDP), 5684
(COAP/UDP/DTLS)

B2 RGHH “CAIER” @11, MEMMNACAIEREEE IE, Wk bk, Si “B
m” .

SCAYRRAS 02 (2019-08-28) AT © N ARG RAF 195



B E B

TFRIEE 1 =R
CAIEH
CAIFH BB Sim0 IbEEFR EFE#EcnName CNNAME
HTEE

$B3 RGH bEAERE O, EEER S, NSNS E ), SE e
CAIFS »
CAIFE
S NS M, B pemrid

==

Ity

b
= A SR

540 : api.ct10649.com:9001

|bAREE

q '
&= enName

CHMAME

LTI
&z iz
R
1.5.8.4 E5EM
9T UM A R S Y B R 0T - & HIWARE B, LLF 748 F T Eclipse

AT AR v . W R4 F Postmanill i3 1, 2% {8 I Postmanil iR T & Jb 2
.

RYFR A 02 (2019-08-28) WAL © HENEARERAF 196



B E B
AN EiE]

BB AR Hhttp/httpsTH 2 A A0 15 B KT Ao
Blan: fEFEBIARAS “HttpsUtiljava” H1ff) “executeHttpRequest” JiE W B3I MW & GF

ARG ARSI SRS DT W 5D

5] S "
1-59 R Bl =
[t Project Explorer &2 = B | [ HttpsUiiljava 2
EG|le ~ 320
= LiteNAd : L 3210 private HttpResponse|executeHttpRequest(HttpUriRequest request) {
4 g9 Lite! ema 322 HttpResponse response = nullj
a (B src 323
> f# com.huawei.service.apphccess 324 try |
h . ice.dataColl @325 response = httpClient.execute(request);
> 4 com.huawei.service.dataCaolled 326 1} catch (Exception e) {
» i com.huaweiservice.deviceMan ©327 System.out.println("executeHttpRequest failed.");
> f# com.huawei.service.messagePy 328 } fl““%’ {
L 329 try
> H comhuawei.service.signalingDy @558 response = new StreamClosedHttpResponse(response);
I i com.huaweitestMessagePush 331 } catch (IOException e) {
4 1 com.huawei.utils 332 System.out.println("IOException: " + e.getMessage());
- . L 333 1
I 1J] Constantjava S 332 3

= [J] ExceptionUtil.java 335
T

B HitpsUtil java 336
_ID psutil, e

= [J] JsonUtiljava

return FESpOnNse;

BB LT EEN AL, Flan:  “ Authentication.java (AR HE I 7 1) TRER 47 1%
) 7, #EF “Debug As > Java Application” .

HR3 HFEFPEWT AL EAFIRIZAT A, midr “Step Over” HEAT B HIK.
BERS ATEAAE “Variables” & M &G MM AR BRI A R, QI ARIZRNHE B AR R & K

RIS

1-60 £ SR

ﬂ Debug - NaliteDema/sro/com/huaweifutils/HitpsUtil java - Eclipse

Eile Edit Source Refactor Navigate Search Project Run Window Help

o~ sE.Is‘a| E]- -

45 Debug rl‘Resurne: Terminate )

4 [7] RegisterDirectlyConnected Devigé
a B com.huawei.service.Regis]

4 @ Thread [main] (Susg€nded)
HttpsUtil.exe g
HttpsUtil.dg
Registerj

[J] Authenticati on.javal

} catch (Exception 2) {

} finally {
try {

}

pteHttpRequest(HttpUriRequest) line: 323
PostlsanGetStatusLine(String, Map=String,String =, String) line: 160
rectlyConnectedDevice.main(String[]) line: 36

[4] HitpsUtiljava 52 | [J] StreamClosedHttpResponse. java
' HttpResponse executeHttpRequest(HttpUriRequest

ttpResponse response = null;

response = httpClient.execute(request);

System.out.println("executeHttpRequest failed.™);
response = new StreamClosedHttpResponse

} catch (I0Exception e) {
System.out.println("I0Exception: " + e.getMessage());

RS2 P BN H-0- @O0 5~

[Java Application]
ErDirectlyConnectedDevice at localhost:49933

*  Name

> @ this

7
Ll request

m

| & response

filyConnectedDevice ja

[Feanese] ¢

FESDONSER;

$B4 1t “Variables” & HH I “request” BE, AAHIGRHEHINE.
e “request” AR, T LAE RN T AR IR X G BN AT KIETE KR FJURL; {E

“entity” HRI LAE B IE I B A A
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1-61 R “request” T E
P"J=Ei§ 9 Breakpoints tE B

MName
r @ this
oo
. @ aborted
b o cancellableRef
m config

)

= chunked

B OF content

< contentEncoding

Value

HitpsUtil (id=24)

HitpPost (id=23)
AtomicBoolean (id=84)
AtomicReference=V= (id=88)
null

UrlEncodedFormEntity (id=88)
false

(id=104)

null

o contentType
b o name
b value

BasicHeader (id=106)
"Content-Type" (id=110)

"applicationfx-www-form-urlencoded™|(id=111)

» < headergroup

> < params

HeaderGroup (id=91)
BasicHttpParams (id=93)

|F’OST https:// h’iocm,-'appjsec,-'vl,1.9,-'10gir1 HTTP/1.1 [

N HID (appld) FINH%4H (secret) fE “content” FELA, 8 HTHEH|FASCITY R

N, T B ASCIHIE 2K HAe ALy~ BEAN

1-62 &F&F “content” FE§
*)= Variables &2
MName
@ this
4 @ request
» o aborted
- o cancellableRef
m config
4 @ entity
& chunked
a [0]
1l
[2]
[3]
[
[5]
[6]
[71
[E]

L I I

Sty

5o

Value

HttpsUtil (id=24)

HittpPost (id=25)
AtomicBoolean (id=301)
AtomicReference<V= (id=303)

null

UrlEncodedFormEntity (id=303)
false
[id=311)
o7 |2/
112 |1)
112 pJ
73 1 J
1000
lial =j
11
121

98

HUE5 {E “Variables” % L EFF “response” A&, BN IH SN
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r @ this HitpsUtil (id=24)
» & request HitpPost (id=23)
4 |0 response | StreamClosedHttpResponse (id=294)
’ content '{'accessToIcen':'ff547872SEbaﬂbeaddkE
@ hash i}
g wvalue (id=297)
4 g original $Proxy0 (id=43)
4 o h CloseableHttpResponseProxy (id=51)
4 of original BasicHttpResponse (id=54)
[- code 200 [
> @ entity BasicManagedEntity (id=58)
I headergroup HeaderGroup (id=58)
> m locale Locale (id=63)
> ¢ params ClientParamsStack (id=66)
i of reasonCatalog EnglishReasonPhraseCatalog (id=68)
[ m reasonPhrase "OK" (id=70)
> m statusline BasicStatusLine (id=78)
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Profilesz{# —l

CAGMxE — EHEEHE

NEB-IoTREE
oAP/LWM2M

l— REIE HTES

YIERF&

HTTPS

IWazEl Fesiss

RYFR A 02 (2019-08-28)

JERAUITH © HNFARA IR AT

199



B E B
BANSEiE] (WA PA S

RER ® i), AHELLTEFEF20dBLA LAy 25

o (IHE, WE/NEE. NEENH

® fEEIER:, U XSRS AN TR

® RAA, fRIEER. IHE. (K7 %6 S54RF SUEINB-ToT.O B4 2
AR A B

M5 S AR BT RO R A, B ERh, WA BN, TR

HL, flin: FEED R, BREERITE.

ZE:SEP ® NB-IoTM%%: HizE g,

® NB-IoT SIMFK: [MNB-IoT M %%12 & 5 % .

® NB-IoTHZH: [fE4) R %K.

B MY CoAP/LWM2M
HHRHEIR ML PR 245 B S 4%

£k LiteOS SDK
LiteOS SDK /& H T & M E 2 WSDK, & M HARRHEL T

REm ® JEili TRz agn s, AP AT LAEEE GRNA, T
G A BAR S

o RMLERLE, HA RFTiE e, ([Hr] L LiteOS SDKETF2
M.

® YRR IS PRI BT A, AR BT INLE], Lk
Bl AR Ay .

©® SUER[EM G, FRSEEL T W s [ s B R

® U Fr AR PR ER T .

ZBITHIE | RAM > 32KB

FLASH > 128KB

MEFR | NB-IoT. 2/3/4G. LM%,

\EEHIL | CoAP. LWM2M

MRBTIR | W IR PR fe & P42 Al LiteOS SDK, 152 % LiteOS SDKAF F 78
%o

AT iESE
ATHEA I TH68 4% . W FATar 2 UES %, BARar &85 AR R R 3R E
ATHS 1ER &
AT+CMEE=1 WA, FrRIEATHE &

SCAYRRAS 02 (2019-08-28) AT © N ARG RAF 200



B E B

R FeE 1 =R

ATHS 1€ #=F

AT+CFUN=0 KHL. WEIMEIF T G1PIG AT ESE R | briEATIES
Hlo

AT+CGSN=1 IMEL. IMELAW&FRIR, NARS | WndEATIE S
a8 i FH API#E IV E & 50, nodeld/
verifyCode#fi 77 22 1% B NIMEI

AT xxxx NIMEL. WEERAR ] HITHRE | WO FAH AT

+NTSETID=1,xxxx

IMEI, IMEILZEME—RT, AR HAD
WHREE, HRABERE K.
IMEUABER&FRIR, S AR %5 25 18 F API#%
VR A A I, o SR 5 4% FH i RS
F» Ninodeld/verifyCode#f 75 215 B ik

4, {EflashHHRAF
IMEL. W JHARSS 28
LEA T AT W%
VEME, RS
B, Hopthts Fr el

IMEL; 04 G Y RES AR
nodeld/verifyCode#R 75 2 15 B il LA
urn:imei:IMEI,

AT WE B L ToTF & TP Al 1 | RG0S A ATHE

+NCDP="IP","port"

5, 5683 AR I I, 5684 ADTLSHN

#5r aly
2m .

4, fEflashF{RAF
IP A 1. 3 FH AR
AN s bei
BT, Ad
S, HAS A

o) TR B

SEH
AT+CFUN=1 FFHLo FREATHE A
AT+NBAND=#E | & BEAEL . g B8 ALE ATHe

4, TEflash IR A7
WBL. BRI
I, S,

HoAth s sl 2
[GEIE RSN
AT BB O APN, APN5 15 4% R ARRR FriEATHE 4
+CGDCONT=1,"IP" | Ry AE R, FESZERMIA.
,HCTN‘BH
AT+CGATT=1 NGB FrVEATHE &
AT+CGPADDR FREN & m P L FryEATHE 4
ATHNMGS=x,xxxx | Kik FATEHE. BINSENTHE, & | SRR AATHE
2N EIREI1633EHY S5 . L, VIR R IERAE

<

B, SERIR&TE
W eS8 IERE
i, AURIEER
oAt Bl AL
GRS

SCAYRRAS 02 (2019-08-28)

FERBUIT A © HNEARF IR AT

201



B E B
AN EiE]

WaRiiPiv-3

ATHS

i

#ix

AT+NQMGR

B AT HdhE -

S8 AL AT AT
4, B buffer
HR] AR USE F R e
B, DU RS,
Bl SO =
FEHHE B M. HAk
O P BEAL) R ]
225

AT+NMGR

R -

IR0 FAE AT R
4, EHUNIoT
& (LWM2M
SERVER )£ 3 1)
B . HoAthws Bk
(TR I
Mo

1.6.1.2 & &M

TELE I FL A% B 24 U B A AEL T g, AT AL B Rfn iy & F RS 5, Xk
% Profile. JHAFSEFAT IR

BEATFEL IS, T A SCSBe RI,  t mT BAAE R A0 30 2 1R -
& YBRMIT AR CASEMAT, ERHMIT AR ARTERLIS, JT A AT AR S i

:

TOGGLE

@RS

R FEHERARRRS,

- ENABRSRE T AR S

- SHNFARERREIETE
ERER&S

'''''''''

m

EEIRERXE . SRR
RIS TR |, MIEMF
SRNERAR , SMAAE
BHTEREN

Feo AR EER % Profiles JFSEHEAT IR FCSLBER I 5 45 44 4l

HRRE

weanld

® VAT A AN N A IR S i, R AT LA RE AR BE %, o N PR A
RS AL AU A3 X Profile flFEHEAT RN RESABE & PRI 7 i S5 A 4 T

SCAYRRAS 02 (2019-08-28)

FRBUIT A © HONEARF IR AT

202



B E B
GANSEiE]

(WaiiPiv-3

@SR EEEE B loT Platform
B ===
NIFBSINRRR s, ©
+ ERRREET RS S (g
« SRS AR
HRRESS KR | s
inESERE;
- iEitligdE HiRgE
- ERgE CRIEENER
o e
WA
WNREEEE LRI
EiR
s

ERAESREE
S P RITREEN, e “TELIRI

=EA% > WaterMetero

WaterMeter01 R B

HE2 £ CARFIRY X, il CEEIis” .

EE=

SR

ERIRERK: | SDUEUE LR
STRA , MERFSHMERS |
AT RE R TEREN

#wEanl

g oeon

HE]3 ARGl OFENsg” W, Ak RSB ST, SIS A E

}"E‘, ){—‘:l:a:_]“ “ﬁlji_” R

®  “HmAIT ARVFRNT T BTN RIL, A N REEE
®  CUIRARIRT FEAE N RFFME—, WA KIIMEL macF.

®  “IRUERYINTE” HRAE B A SERRE DLEEAT IO E

SCEAfRAR 02 (2019-08-28) FRALITAT © HENFARAT IR A 7

203



B B
GANSEiE] 1

B
Zo
H
i

HiSmEhes X

EHE
(OEEARiRE =ERIMIERE

EEER
testdevice01

HEEmR

(@ nE DIl

B Bl

BB RINE, BRI “H&AID” F “PSKES” . WS &4 FHDTLS P4
WIS, TE 2B RAFPSKAY

i ZE2E X

EREEESRET IRERERE  EEFNE , TRREE , NEs
BEESHMEARTS | ISHEREEEE (online ) RrRzECEATIAE
MNEFFE , BEsnILIBEEniEE. LITREENEEEE 850!

=EID
C2c3ffb2-f3f5-4811-Dd4e-5943ect4d575

PSKES ( EADTLSHHY I EE ERSEpskEs , HE=FE ! )
ceb85d32c2dab2b4acf0530096b172d

HRe ERHIIRD, EEEF QIR RLBE, NI,

i3l +EIEA RS
#E REER B0 ErR FRES fai =il =i

| @ = testdevice001 C2C3MM2-1B15-4871-D44e-5043ec6405TS WaterMeter01 Waterieter01 Waterheter | [ah |

HRS K LBFRAZIIRI T &, JFIATHE LAk, 78 “ BTN XIEE Sl b
WAEER, FE W EERER” DIREF WM T 5 A2 H &
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HERE EF
=3
‘ﬂm*i’ Ja 123456789
2018-09-08 10:58:03
HOEEN | weRE [CIGlig received message from evice, ueld = 1280
AR
2018-08-08 105803 123456789

2018-09-08 10:58:03
[CIG}cig decodes data success, DecodeReportDTO [identifier
=null, msgType=DEVICEREQ, devicelnfo= ===,

t data=List<DecodeDataDTO> is
[DecodeDataDTO [serviceld =Battery,
senviceData="""*" eventTime=null, I]

{patteryLevel=1}

#ETFE
L » 123456789
e o 2018-09-08 10:58:03
HEHE [CIGleig get plug-in success. { key

='e08ac2b7703849¢754000362360283¢ 5R&WatarMetel

123456789
20180908 10:58:03
[CIGleig is ready to response toue. Ready toencode the
2 CHANGE_STATUS v 5 N reponse to device, msaType * ¢loudRsp, input +{"identifiernul,
@ FEESE request'" ==, “gricode™0, "hasMore"

B Battery v

value * ENEERESEEID 123456789
2018-09.08 10:58:03

[CIGHig send data to kafka success. [DeviceData{ reportType=
DATA, service= Battery, datas= {DatteryLevel=1}, time=
20180908T025803Z, hasMore=faise }]

123456789
20180908 10:58:03

[CIGleig encode ack message success! encodeResul
-86.0, 0

123456789

2018-09-08 10:58:03

[CIG}cig send ack message success, Response have beed
posted to device, response : [-86, -86, 0, 0]

123456789
2018.09.08 10:58:03
BEmE OCMjiocm receives data from cig by kafka,
UpdateDeviceDatasDTOGW2Cloud [header=Header
{requestig=null, method=POST, timestamp=nul,nasMore =
faise], body=Body [services=[DeviceServiceA [serviceld=Battery
eyantTime=20180808T025AN 71 femplateld = 0 IAE noin

F6 & “RHBAIE " KR T A T A, £ “HEREE” KIREF MM -F 542 H
&, FERERE EEFERIEIR L

HERE EF
=y
& SRR 123456789
2018.09-08 11:02:00
soEE | s [10CMliocm starts to send command to cig by kafka using
Command ¢ o0
S OEE2018.09-08 1:0200 [id=50932aaab50ecBaTid3eadd

=zhaojinyong, name=Cuick_Start, createTime=2015-08-
08T09:48:30.699+08:00, descriptio
-Bife- apiPackage=ApiPackage{commol
ll, ear=nulf, nolot="nulr’}, lock=faise, certificate=nul
st, proxyServerAdarList=null,
TimeConfig=null

EEEEAES] time" "Sat Sep 08 11:02:00
GMT+08:00 2018, “requestid" "d16adb1
4033-844624112817_1184", "callbackUr™ null,

"expireTime" D, "command": { "serviceld": "Battery",

#ETR senviceConfig=ServiceConfig [dataService=DataService
e * [historyDataExpirationTime=T], mailService=MailService
EEEEbodyEE:{ "serviceld™: "Battery’. "method": e====== L er=null, smsServic I )]
"CHANGE_STATUS", "paras BELE ipwhiteListReq fo=null

Wig™*~I2a, test=false], deviceData=nul,

commandName=nul, serviceld="null, timeout:
— hasMore=talse, callbackUri="nul’
B Battery M commandDTO=CommandDTO [serviceld=Battery
method=CHANGE_STATUS, paras=""""], expireTim
PN CHANGE STATUS N maxRetransmit=null, deviceld="c7f3**6863, resultCod

123456789

2018-09-08 11:02:00

[10CMliocm push command to kafka. Platform get ane

0 command, the command will be posted to CIG module.
command: PostCommandDTOCIoud2Cigf
command=CommandDTO [serviceld=Battery,
method=CHANGE_STATUS, paras=""*"*"], callbackUri="nul,
commandid="T1e5010639549430039205532d 1a7ef,
maxRetransmit="nulr’;

value * SNHIEEECERI0

123456789

2018-09.08 11:02:00

[CIGcig receive command from kafka.
PostCommandDTOCIoud2Cig{command=CommandDTO
[servicelg=Battery, melhod=CHANGE_STATUS, paras==""""]
callbackUrl=null, timeout=0, expireTime=nul,
maxRetransmit=null, commandid="T1e5"a7ef}

A 123456789
pre— 2018-09-08 11:02:00
R [CIGIcig generate payload sutcess, nul
123456789

018:09.08 14;02:00

{5 F EEFUA S 2 R
BB e IER I, i ARG
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DEEEEEE o
WaterMeter01 R
7z | .

BE2 fE CERIIRT X, sl REs T .

&=

HE3 ARGl RN W, Ak R ESERYERE T, sl Al .
gt X

i

= w s e TES Fa e B i e A TR L,
sEmnEeE | saEsmnEas]

BRI —EaiEE

SR AR TIF, IO RIS, AR L AR
SRR+ “Simulator” , SRR T R RERS I AL 4

@R FEMREE
@ = WaterMeter0INBSimulator =l
@ == testdevice001 £2¢3MM2-1815-4871-D446-5043c64d575 =l

BR|S AE BB XKL AT ONEERIE, il IR, A CNATRLNES IX I
BESIE LIRS R, £ CHERE” XKIEEEVRMT- 64 H &
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i

weTE HEIREE -
& R Miattiad K

zhaojinyong1536377412910
2018-09-08 11:30:21
[CIGlelg received message from device, ueld = zhao****2810

HEEl | BoEE

fec==0
2015-09-08 11:30:21

zhaojinyong1536377412910

2018-09-08 11:30:21

[CIGlcig et plug-in success. { key
='e03ac207703648¢ Dae23e0233c 588

{batteryLew

erleterd)

zhaojinyong1536377412910
2018-09-08 11:30:21
[CIGlcig decodes data success. DecodeReportDTO [identifier

I

serviceData="""** eventTime=nul], ]

zhaojinyong1536377412910

2016.09.08 11:30:21

[CIG]cig encade ack message success! encodeResult =
L CHANGE_STATUS v -36,0,0

B Battery -

zhaojinyong 1536377412810
2018-09.08 11:30:21
[¢IG]cig s ready to response to ue. Ready to encode the
reponse to device, msqType : CloudRsp, input {‘identifier” null
request” errcode™0, “hasMor

value * SAKTSESCEHE

BN EER

zhaojinyong1536377412910

2016.09.08 11:30:21

[CIG]cig send data to kafka success, [DeviceDataf reportType=
DATA, service= Batlery, datas= (batteryLe
20180908T033021Z, hasMore=Talse }|

zhaojinyong1536377412910

2016.09.08 11:30:21

[CIG]cig send ack message success, Response have beed
posted to device, response : [-36, -36, 0, 0]

zhaojinyong1536377412810

2018-00.08 11:30:21

[IOCMJiocm receives data from cig by kafka,
UndateDeviceDalasDTOGW2Cloud [neader=Header
[requestic=null, method=POST, timestamp=null hasMore =
false], body=Body [services=[DeviceSenviceA [serviceld=Battery
eventTime=20180908T0330212]1l) templateld = ruleEngine

HIR6 (£ MBI XBEHTH S TR, £ “REBRIE" XIEAE LRI amS (L
TSRO AR CTHEERER” XIEE KM G A H &

®eTE . N
@ SR Madiat ]

zhaojinyong1536377412910
2015-09-08 11:33:39

iRl | WOmE - 10CMJiocm starts to Send command to cig by kafka using
BEHE immediate sirategy. CommandContext{application=Application
SSEE013-09-08 113243 Dl oa st [id=5ba322aa1b50ec 6a7id3eadd, user=zhaojinyong,
, o BETRE subUser=zhaojinyong, name=Quick_Start, createTim:
FEEEEUEE time"”. "Sat Sep 08 11:32:43 — 08709:49:30.699+08:00, descripion=nul, industry=nbiot,
GMT+08:00 2018", "requestid™ "fcfo519b-0d58-c603- s apiPackage=ApiPackage{commen="or, home="nul,
ecTc-e19e58aed632_4376", “callbackUr: null (o inEEE medical="null, car=null, nblot="ul'}, lock=Taise, certificate=nuil
“expireTime": 0, "command": { “serviceld": “Battery”. status=test, proxyServerAddrList=nul,
"method": "CHANGE_STATUS", “paras” "f\'value\'1}" Tl TimeConfig=null
1 serviceConfig=ServiceConfig [dataService=DataService
[historyD: e=7), maitServic e
= body “servicelq™: "Battery”, “method K er=null, smsServic mmmeLl e .
§ Bl — I, Whitel istRequestinfo=T
CHANGESTATUS' Tparas v WiE™*J18a, test=false), deviceData=nul
ommandName="nul’, ser “null, timeout=0,
= hasMore=false, callbay wir,
B Battery. M commandDTO=CommandDTO [seviceld=Battery,
method=CHANGE_STATUS, paras="""**}, expireTime=0
Pos CHANGE STATUS v maxRetransmit=nul, deviceld="ecd1**"65a0, resultCode="nul}
zhaojinyong1536377412910
value * B NHHESEERE0 2013-09-08 11:33:39
(I0CMliocm push command to kafka, Platform get one
1 command, the command will be posted to CIG module
command: PostCommandDTOCIoud2Cigt,
EEAESER ommandDTO [serviceld=Battery,

method=CHANGE_STATUS, paras="""], callbackUri="null
commandid="96368: b34ci49a61354ae312d05a,
maxRetransmit="null’}

zhaojinyong1536377412910
2018-00.08 11:33:39

(CIGTcig receive command from kafi
PostCommandDTOGIoud2Cig{comman

-CommandDTO

[serviceld=Battery, method=CHANGE_STATUS, paras="""""]
callbackUri="null, timeout=D, expireTime=nul
9655 +*dd5a’}

zhaojinyong1536377412910

2016-09.08 11:33:39

[CIG]cig handies the command rests, The platform handles
the command resuits, the

6135433120052, the mig=2,
30-0993-02cde 756530, the.

he 160151 !

By
1.7 B BhR

1.7.1 BEIAX$E S

it

H B e (it 25 MM 1, 96 BT A E B ZE O™ fm O 2R AifiBE T, %k
o bR, MRS BB R IR B R KB B AR R
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Bl el i, i i BT MR TERE, TR R AR B AR, kAT
it AT o

RIfE S
TFR % ELTE R profile 2 XM RRGHRHH TR, IEELIBE T HufifRLImH1E .

BIESER
FB1 AR RASE, B COkE B BT .
S22 N CORPEMEKHE” i, FFAE A UAEATIER S ENR G, Ras e
L3204 FH 1) 2 75 3 2 MR B8 ) IR [l A 45 3R
o HFTA CEMA e AE, Wt N7 ks — Bt
o A MNRF MRS AE, WERdHZMR B 58", RIERRER
HATIE
[AAFY:
- ER KA QB LM R RISk, AR RN A b A F AR = R
wHE—,
- EREANK RIS, SR S8 E G R AR . U/ BT
BARAE R —, AWK P A,

° IR oo R »
e o
S im
it ] e N
R LA RRRREERARNE LR
FESH RN AR R RS LRSI
EHAS TR AR EERESIOT
SO TR
ROFRR
v E(&amml:l
| o =
S i
v SRRTEHER ARSI R AP B T 4 SRR TR
BN e

B3 RN GI VT, RE R E Bk 5e G, AT BT SE I 15 sl R AT

=z
}-LLHHO

B
1.7.2 & Z 4 MR

LA
VL2 05 WA T MR B B NI G 10 B 00, S WAV R B 46 R

K.

(M wen

B GRRMX A BT AR KA AT IR A4, o RAPK R, ) Rk AT AR K,
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WaiiPiY-

BRIEPR

B AR gENS ., Rl 27, #EAEM R S .

HB R FEAMRAT, 5 2R PSRRI R RS
il T

R e aRs mE” , &5

ARETE

HHHE “PSK” .

B3 AR P ERAF TS BE LA G 3T €, A MU BT 45
MR, oy 27 BT B Balli.
MARRI, HEAIFACPE R RS, ey OB S

e R RAE RAR B HAT K, W “ARBEMRT BB R,

1ifhaEE -

ERNEEER

—

mE @ IEnE

1111111111

1iHHEE » a8

R
=Eld

BE LRI
FAfIs=ReREL

HERE:

s

1.7.3 #1450

ik

1111111111
1e029ae8-1306-48f6-b07e-cec62ae/c/Of
2019-06-22 16:48:27

2019-06-22 16:48:28

g ARk

[CIG]IBind request have reached platform. Bind request have reached platform, IMEI = 11111111
11, coapMID = 5890, coapToken = [56, -15, 89, -36], sourceAddress = 10.61.93.131, sourcePort

= SNNNA

T

-4

B B TR % B IR EERIEE S, B 2K UEProfile 8 X B M BAE TS
B RPN & 5K & T HK BRI 8 T R, B2 I0UER E
5 Profile 1) B 5 5% 2R A& 75 IR
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GANSEiE]

WaRiiPiY-3

BRIEPR

HB AR BRI, R N7 IFAIR.

BE2 M A SRR S, B AE H S B% Bk Profileth & LR B EHE, R B HIPTA
JEIERAE AR O EARGE R, AT R 2B 58 s AR IR A T U 4k

74

® I, il R8BI B
® UM, HEEIRACPE RS, Fal I B 6

AR

F & AR BT A LR ) 695 M EHE, IR RBIMRMREF, THLROEHALSITE—K,

1. EE EREAE 2, BEEHRER

HBAEEE: B HIB9EHE: ("toggle™:35)

_HigefE: 2019-06-22 17:02:50

FIEHE luminance
swVersion
SNR
fwVersion
CelllD

s

1.7.4 oS LM

it

LIREERD

KL SE RN T e LI ELS BUR IR RE ), BiEET®RE. B

. fZME L ANXID.

W RMBE B, 75 ZEAEProfile 5 LN LS HUENE,  IFE G A A 1 Hh 22 S0

B R R .

BH it 3%

RSRP/rsrp/ int G ORE, HUEVEH-140~-40.
signalStrength/

SignalPower

ECL/signalECL int BRER, PUHTEEO0~2,
SNR/snt/SINR/sinr/ int fEmELL, BUETEE-20~30,
signalSNR

CellID/cellld int /NXID, HUATEE0~2147483647 .
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BRIEL TR
S$B1 T RLSE BRI, B N7 FFEIER,
T2 *ETEﬁgriﬁkiﬂlUiﬁﬁﬁy BRI 4% L ilProfile 8 X I B SEUBE A s, AN
P B BT 45
® AT, $$ “CR—57 FENT B B
©® M, HEAERALER RS, Hh CEETIR . S II A 4 .
(tmm

IR R B A BAR LN TEE N A A B

1. Efm HEEESHAE » 2, BRHRER

LIREERETD

HiRgEdE: B HRRYEEE: {"SignalPower™:-86,"ECL™0,"SNR™:3,"CelllD":11171992}
FigmdiEk 2019-06-24 11:25:11

i
=
W
| HE
HE

2 2019-06-24 11:25:44

Z: [CIGICig received message from device. IMEI = 1111111111, reqMID = 23089, coapToken = [31,
-71,103, -3, 4, -33, -64, 1], rspMID = 22758, sourceAddress = 10.61.93.131, sourcePort = 56759

R

1.7.5 = S T LMK

B
FEHla A T KRR Tt 5 g N b B s w2 EE 1, H B2 K EProfileH 58 X
P 2 FB AR IEM. WRFE5®&ZHN “Hiaks” gk HiER, Ea%iE
Y RIS 45 F 5 Profile KWL B ¢ R & 15 1EHf
A SRAE ML S5 B AT IR, I8 2 WY 45 B 2 15 IE AR DB T & “ B i %
me” BOGRE&E T RmAMIEE T,

BRIEDE

SB EEGGS NRMA, Bl N7 TG,
B2 AR FHEANK T, PN & SR 4EProfile € LMW & N R —% s, EHE
WENEE, BEMHIHIT SR
® R Th, M N7 AT I BUl.
® M, HEERACER RS, Hh CEETIR T SIS A 4 .
(sstm

R RS E RNBEANDERFE, WRELSEAQRETA—504, EEFRERSE, #
NCEERERATAGAERRA” R, 2ERade) “+7 , EAL 5N A4S T ARIHHERE,
R LSS R EAERBIERFE “GEREFES” EoeEir
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BANSEiE]

(WaRiiPiY- 3

1, oTESTESS » 2, OESSENESR

e AR

i {"led":"OFF"}
& B

- 2019-06-24 11:55:57

H&EME: [CIG]ICig received the command from cmdh. CIG get command from emdh successfully, comma
ndld = cdf6ecbfe5aadb9884e672bc16618c1b, callbackUrl = null, serviceld = LED
[CIG]Cig get protocol interpreter successfully. Have found Plugin, ready to encode, Manufacture
rld = b651245873b54e06827afce9b9a82e4de, Model = Streetlight01, Mid = 1, serviceld = LED, ¢

e = Cat Lo marae — Mad" ACC™ haehfnes — 0

TR

1.7.6 % T & Mo R

LR

i T M R I A AR RSO R 1 5 i 2 JE 23l RTS8 R K fE

MProfileH € L T “ay A FRMMNFE” , B 5 EIR [F a2 AT
AT O A R R

FIELR
BB S FRMBIR A, b < F25 7 TR
HB2 M F I NI, YT & 2 R Profileff & LA BE A TR —

SRR, FFREA

e, WMRE

i&%ﬁ%ﬁ%ﬁ@ﬁé%ﬁ%%,WTE%&%WﬁmvE,EE§§Wﬁ%M%
ITER . MRS ASIRF B AR Bl ay @ PATER,  WIARYE e s W B i <

TR F Rk EIRaSPITE Ra, %%Wﬁ%%%ﬁ

® ETh, M N7 HEANT I BUl.

® M, HEEHRALER S, Hah CEETIIEN S A .
(sstm

T RA LS Z BN AT G, WRELS A @EETK—Fwd,
1L ITFETFESS » 2. WM
SSPITAR LR

Z: {"led":"OFF"}
BUTEIE

Fafis2RgETE 2019-06-24 11:57:10

H7ERE: [CIG]Cig received the command from cmdh. CIG get command from cmdh successfully, comma
ndld = 7163b0191e914772bdddade44ad9642d, callbackUrl = null, serviceld = LED
[CIG]Cig get protocol interpreter successfully. Have found Plugin, ready to encode, Manufacture

R
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ik

FELPE AR TR 45 7 EL e 0 PETH S7 o AR T R, A
“Profilei X > OM#EY " T, “WEFFIHE" BIFJ.
BIESR
SE EFFHEINRRE, £ T8 B,

HE2 MRS W, EAARELWEATRA, HERAS, Bl “ T8,
ARG A BB T RAE S

AR

AR BRI RO T2 A B R, Bt Aziph X A% Q.

1. HEHEE -

EEE— T REESNESGS A ARERSS.

HR]3 BRI bR KR, MRS, R RAEF AT RS, EETHR
gk,
® JHukTy, By T 7 WUEBA TSRS IR TAE.
® TJRURMG, HEEIJRALBERE S, A CEFTIL BN E R .

1. Herse 2, nE HEE - 3. EEHRER

REFRED , BEFSH2.0

BRe BRI B SRR IR, BT E R BRI G IR, &
MK GIHAT S5 A
® Il il R BT B,
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o JAKM, HEEIRALBERME S, e CEHTI I B
1. HEASE > 2. & HERE > 5. SEABSR > 4. AEENRIE

HOE HIRAT

FipseaAtEl - 2019-06-24 15:06:42
s =

=S 2.0

FHRfE HBRIEGES ¢ {"toggle™36)

— 4R

1.7.8 BT R

ik
SCPE TP TIRBEA RT5 AA K IETH A 7o (ESTHRAETHIART, o
“Profilest X. > OMAEH" ” T, “HKFFFH4E” TP

BRIEDR

BB AR RIS, Rl N A,

HR2 MR SN0, RS WRATRA, B T2, RGAME
BAFTHPAESS

(REE

AR LA R TR & 00, B Aziphs XEH &

1. HERES

B HE— I RESNSGE

B

B3 FfEE e Lk SRR, T UESS, BRI GIHRAT AR
® JRIURT), il N7 WIERET SRR T IEE TIE.
®  TJRURM, HEEIJRALBERES, Ry CEFTIRT EIEAET .
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1. HEARe - 20 GE ERMIE - 3. SEARER -

BEFRAT , FASHOFO_TEST_V11.10

B BRI Bk m SR, BIERETHRn R B R S & R EE, &
B MK AT 46
® I, il R BN B
o IR, HEEIRALBERE S, ey CEHTI S B

1. HETIERE > 2, 3G HEME o 3. SETHRSTE » 4, FHREENEITE

iz EiRARTD

gEdEl : 2019-06-24 15:14:43
FHRR HRAYEEE . =
. OFO_TEST_V1.1.10
JECS - {“toggle":102}

"

1.7.9 B AT IR

A
PR T B S 5 SRR M) 5 P 75 L E A T & AT B P k%
MO B, TR A SR (BRI RE
AR T 3 6 T TPS s fa b 55 R RS BRI . 7 S5 AP &5 Al %
R B ICATE B. T LMEFFR PG E) “Fifl > XHBE(S B > HERSIED” , ¥t “If
PR AL T, B IIS % A 5 httpsHEREE S

BRIESTR

pa-3 W E S ASE RNV B GRS A 1T 5 il N P A (= U7
B2 AE NIRRT A, HENHAK, Bl N7
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atiny storage devcie s *atiny get hal storage device(void);

struct atiny storage device tag s;
struct atiny storage device tag s;
typedef struct atiny storage device tag s atiny storage device s;
struct atiny storage device tag s
{
Vas& Il
int (*init) ( storage device s *this);
/I ERTTIRS
int (*begin software download) ( storage device s *this);

// B8, MoffsetH, buffer JINZ, KE Nlen
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len) ;
// G
int (*end software download) ( storage device s *this);
/ BE A
int (*active software) ( storage device s *this);
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int (*get active result) ( storage device s *this);
//Bupdate_info, MoffsetH, buffer N, K& Alen
int (*write update info) ( storage device s *this, long offset, const char *buffer, uint32 t
len) ;
//iZupdate info, Moffsets, buffer JNE, KE Nlen
int (*read update info) ( storage device s *this, long offset, char *buffer, uint32 t len);
}s
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4-6 SHMNIE % XHE [oT FEMNEIKRE

A OIERE
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#195 LEEY

atiny_init()

.

gl LIRS #HiE LHREO
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I
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atiny_quit == ture?
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4121 B EE
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® Huawei LiteOS 2 LiteOS SDKJF/CHY ., TFEEikLEMINT .

F—— arch //ZR ¥ 5= S F

| F——amm

| L——msp430

F—— build

| L—— Makefile

—— components //LiteOS #2521 1
| —— connectivity

| —*fs
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I— net
F——ota

L—— security

F—— demos /7R BIFEFF
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F——LiteOS_Contribute Guide GitGUIL.md
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F——/1og
F——nb_iot

— osdepends
I— ota

——sal
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| L——sota

F—— kernel // 24t N #%

| F——base

| F—— extended

| F—— include

| F——1os init.c

| L—— Makefile

F—— LICENSE //i47]

F—— osdepends /& i35

| L——liteos

F——README.md

F—— targets //BSP L%

| F——Cloud STM32F4291GTx_FIRE
| ——Mini_Project

| F——NXP LPC51U68

| L——STM32F103VET6 NB_GCC
L—— tests //3M3a i 91

F—— cmockery

F—— test_agenttiny

— test_main.c

I— test sota

L—— test_suit

JEACISILAE AEGitHub, il Myhttps://github.com/LiteOS/LiteOS .

o ERIJTRITA:
- MDK 5.18}uA&E LA FhiiA, MMDKE J5 P 4.
- MDKK i pack £l
(M3

MDK T A% £license, i# AMDK'E 7 3k I,

4.1.2.2 LiteOS SDK in = B iB2HE N O R

{5 FH LiteOS SDK iz« H.i# 20 {fFagent tinyXf #2loT P&, HIGTHE—MA LKA
agent tiny entry().

NE Eiiipay
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void agent_tiny_entry(void)

LiteOS SDK¥fi z FLIEZHAF AN R %L
2 31T agent tiny RO UG A0 AH 5
1€, QI ERAES, FiHFHagent tiny3:
PRI o

ZHINR: =

R

TR 3 Al LhdE i LiteOS W AZ S ik (1455 B,

B — A FE /LS main_ task. 7EE(LHSH

P N D e % agent tiny entry(), JFJdagent tiny TAERE .

UINT32 creat main task()
{
UINT32 uwRet = LOS OK;
TSK_INIT PARAM S task init param;
task init param. usTaskPrio = 0;
task init param. pcName = “main task”;

task init param. pfnTaskEntry = (TSK ENTRY FUNC)main task;

task init param. uwStackSize = 0x1000;

uwRet = LOS TaskCreate (&g TskHandle, &task init param) ;

if (LOS_OK != uwRet)
{

return uwRet;
}

return uwRet;

}

4.1.2.3 LiteOS SDK i = HiBA H#Iiak
ENDREF, 2 Hatiny init()3t1Tagent tiny FH) 45 0 A S HAE

P4

Eiiipay

int atiny_init(atiny param_t* atiny params,
void** phandle)

LiteOS SDKUifi z= B A FIHIH AL #2

1, HLiteOS SDKi 2 F B 20 AF S,
WA

ZH K. SHatiny params YA S,
EHIEWERERTF SN w, BiRiE
SR S H L M fkatiny param_t; £
Fphandle A2, Fox AT agent
tiny A4 o

REVME: BIRAE, PRRWIGRRIEL
MRS

Xt NZatiny params{i% €, AR AR S K17 . T RE T LS ML

i,

#tifdef CONFIG FEATURE FOTA
hal init ota();

#endif

#ifdef WITH DTLS

//%5 7€ XFOTALRE, W7 #EATFOTAR K446 1k

device info—Y>endpoint name = g endpoint name s; //HN%5i% £ 5UERY

Helse
device info—Y>endpoint name = g endpoint name; / /BN % 4 SRS
RYFRA 02 (2019-08-28) WA © HRAHEARA FRA T 237
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#endif
#ifdef CONFIG FEATURE FOTA
device info—>manufacturer = “Lwm2mFota”; Ve e I
device info—>dev type = “Lwm2mFota”; e e 3!
Helse
device info—>manufacturer = “Agent Tiny”;
#endif
atiny params = &g atiny params;
atiny params—>server params.binding = “UQ”; //48E T
atiny params—>server params.life time = 20; //Afw)E
atiny params—>server params.storing cnt = 0; //ZAEEIEHRCAE

atiny params—>server params.bootstrap mode = BOOTSTRAP FACTORY; //3| Sz
atiny params—>server params.hold off time = 10; / /A% A

//pay attention: index 0 for iot server, index 1 for bootstrap server
iot security param = &(atiny params—>security params[0]) ;
bs security param = &(atiny params—>security params[1]);

iot security param—>server ip = DEFAULT SERVER IPV4; //HR%%28Hhlk
bs security param—>server ip = DEFAULT SERVER IPV4;

#ifdef WITH DTLS
iot security param—>server port = “5684”;  //INEE 4 S
bs security param—>server port = “5684”;

iot security param—>psk Id = g endpoint name iots; //INEE e B0 AERD
iot security param—>psk = (char *)g psk iot value; //PSKfity
iot_security param—>psk len = sizeof (g psk iot value); //PSKREK: &

bs security param—>psk Id = g endpoint name bs;
bs security param—>psk = (char *)g psk bs value;
bs security param—>psk len = sizeof (g psk bs value);
Helse
iot security param—>server port = “5683”; //AEIN B W44 5
bs security param—>server port = “5683”;

iot security param—>psk Id = NULL; //AEIN 4%, TFEPSKHESHK E
iot security param—>psk = NULL;
iot security param—>psk len = 0;

bs security param—>psk Id = NULL;

bs security param—>psk = NULL;

bs security param—>psk len = 0;
#endif

W g ifatiny params)i, R AJHR 4 152 5€ [ 2 00 agent tiny EAT W46 4L -

if (ATINY OK != atiny init(atiny params, &g phandle))
{

return;

}

X FHIEEE Datiny init)N &8, FEIAIT NS EEMERIRL, agent tiny T 75 %R A
BETAE, —BATHEF K& T 1B

4.1.2.4 BEHIELIRESE

1E 58 ikagent tiny FHIGEAL 5, 75 Bl i F creat_report_task()B1 & — AN i TS5
app_data_report().

UINT32 creat report task()
{
UINT32 uwRet = LOS OK;
TSK INIT PARAM S task init param;
UINT32 TskHandle;
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task init param. usTaskPrio = 1

task init param. pcName = “app data report”;
task init param. pfnTaskEntry = (TSK ENTRY FUNC)app data report;

task init param. uwStackSize = 0x400;

uwRet = LOS TaskCreate (&TskHandle, &task init param) ;

if (LOS_OK != uwRet)
{

return uwRet;

}

return uwRet;

ftapp_data_report()H 1% 5¢ B 2 B 45 M) data report tIIR{E, ALFEEE LR
X Hutikbuf, WEF G ackMi B 5 B [FF R $callback, FdEcookie, FHEK Flen, LK
B B M type (7EiX HL[EH 2 NAPP_DATA) .

uint8_t buf[5] = {0, 1, 6, 5, 9};
data report t report data;
int ret = 0;
int cnt = 0;
report data. buf = buf;
report data. callback = ack callback;
report data. cookie = 0;
report data. len = sizeof (buf) ;
report data. type = APP_DATA;

S K report_dataIMRAE 5, B AT@# L2 Hatiny data_report() & H B4k

EAE

Eiiipay

int atiny_data_report(void* phandle,
data_report t* report_data)

LiteOS SDK¥ifi z BB 2 - 404 - #eds
1, HLiteOS SDKi 2z Tl 20 A S,
WA, W& O b
k. ZEUONBHZER O, ARV W
HfE A

ZHH K. S¥phandle N H PTG L1
Hatiny _init()f5 £l f*Jagent tiny [ F)#H; S
Hreport_data yHHE FHREIE S5
REME: BIRARE, FRiREdE LRSI
HORMPIRES o

A BIARES R ) EARAT 55 SR 0 R

while (1)
{
report data.cookie = cnt;
cnt++;

ret = atiny data report(g phandle, &report data); //##E LD
ATINY LOG(LOG DEBUG, “data report ret: %d\n”, ret);

(void) LOS TaskDelay (250 * 8) ;

4.1.2.5 LiteOS SDK in = HiB4H {4 SO

TG F RN &HKdr4, #dd#E Hating cmd_ioctl()k BAAHAT .

EARE

Eiiipay
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int atiny_cmd_ioctl (atiny_cmd e cmd,
char* arg, int len);

LiteOS SDK i 2~ H_ 3l ZH 44 B B A iJE
PR ESE . %45 T R LwM2MbRE XS
R TR MSR— NI,
ZHINE: SHemd NEAEGLS T, Hn
TR S, TRENM, i
% SHarg MR 2 SN AT S
Hlen NZEAT KN

REE: 2.

atiny_cmd_ioctl()/&LiteOS SDK i z= FLIBZ A E W — Ml Al i, Hag &7
Watiny_emd_effiE 3, FFARYE B & T sREATIRFRIESLIL, W] IARE B & & Rk
PRe. WL U N R PR, MO Mating. emd e M E —— XS B

[ 42 11 Ry

g

int atiny _get manufacturer(char*
manufacturer,int len)

B 4T, ZFmanufacturerds [b] 1 N 17 H
LiteOS SDKiii = BB 4L, FIETE G
| BT, KEARIEIEZSHlen.,

int atiny_get dev_type(char *
dev_type,int len)

SRELE 2R, S%dev typedB A i I A7
LiteOS SDKiii = HIBZH44r e, FIEFRE S
WA, KEANEE#EIE S % en.

int atiny _get model number((char *
model numer, int len)

R AEAL S, S8 model _numerd& 7] () P 47
HLiteOS SDK it 2« HaBHF4r e, FIHFEH &
RS, KRR 2 $len.

int atiny_get serial number(char*
num,int len)

R4 T 55, 2 Hmumerds [\ 1 N A7 B
LiteOS SDK iz« HIBEZ /4 4ric, FHETRHE G
WA, KEAGE#ET S 5en.

int atiny get dev_err(int* arg, int
len)

R ERES, LWAFAFER . A Z. 1§
SEREKEE, S argHiLiteOS SDKi 2 Bl 21
o, HPER, KEAGEETen.

int atiny do_dev_reboot(void) & =X DAS

int atiny do_factory reset(void) ] AL

int atiny get baterry level(int* SREAL T R L

voltage)

int atiny get memory_free(int* RIS NN AE KA

size)

int atiny get total memory(int* SRELIE N AE RN

size)

int atiny get signal strength(int* BN ERST i

singal strength)

int atiny get cell id(long* cell id) | SREUMXID.
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int atiny get link_quality(int* REUEE A
quality)
int atiny write_app write(void* N& A

user_data, int len)

int atiny update_psk(char* psk_id, | FlEILEZEHTEH .
int len)

Hodr, JFRHE T EREH SRS, 7L Hatiny write_app write() " SZHL H 2 i 21
o
int atiny write app write(void* user data, int len)

{

(void)atiny printf(“write numl9 object success\r\n”);
return ATINY OK;
}

4.1.2.6 LiteOS SDK i = B i 2H {4 F e K
SER T HUR FARAE S I VR 55 A7 & b B T SEBL, agent tinyHE A BIXHEIOTF & [

o5 BRatiny_bind().

P4 flig

int LiteOS SDK i = HiBZL ) & $f4, HiLiteOS SDK
atiny_bind(atiny_device_info_ | Uiz~ HOEAMFLHL, WM, ARG, Ak
t* device_info, void* phandle) | [Fl. 1%$%1/&LiteOS SDK¥ii 2~ Hd 44 FJaFA A, 52
BT LwM2MM SR B, JEMRIRESHL, EAEAS, 1T
e 4K

ZHHFR: S Hdevice_info ity % 7% S B S5 MM
Z¥fiphandle i FH VI 46 4632 Hatiny _init()f5 2] agent
tiny f) A 4R

REME: AR, FriRLiteOS SDKifiz= HIELM: 3
PREAPAT PR . RA AT R A T LiteOS
SDKUiiy 2= HLiB A 241464 4% Hatiny_deinit() 4 23R
I

atiny bind() MR ELwM2M M SARAE, HEATLWM2MA F imflid SyEmt, R8s bk
{5 app_data_report()" _EAR R3S A IEERPURIE 0T &, FNEZIoT T &
RIS, N E Har A0 Dating ecmd ioctl()4E—3H4T 403 . Satiny init()
—Ff, atiny_bind() N — AT EI K E HAT B

W RTLwM2MBBM AR N A, TR E S H 5%

LiteOS SDKUif = FLIBZH it sk, AWk T s B S5 a8, i H
LiteOS SDKUii z= HIBZHF W1 4H 46 4% Matiny_deinit(Ff, B H 3 B3k .

B4 Eitipay
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void atiny _deinit(void*

LiteOS SDK iz~ HiBAH A 2414646 #2 11,  HLiteOS

phandle);

FURREGE R, SO A 2B .

LiteOS SDK i 2~ H.i# 204 A) 4R .
REME: =

ZHHF%: S phandle N Hatiny init()FRH 2 1)

SDKUifi 2= FUE AL, WA TAH .. %3 Ny ZE
B0, WHhZEOR, 2 HEFlagent tiny EAL5IRH,

4.1.2.7 RGN R
EATEmSHEsLR

typedef enum

{

ATINY GET MANUFACTURER,
ATINY GET MODEL_NUMBER,
ATINY GET_ SERIAL_NUMBER,
ATINY GET FIRMWARE VER,
ATINY DO_DEV_REBOOT,

ATINY DO_FACTORY_ RESET,
ATINY GET POWER_SOURCE,
ATINY GET_SOURCE_VOLTAGE,
ATINY GET POWER_CURRENT,
ATINY GET BATERRY LEVEL,
ATINY GET MEMORY_ FREE,
ATINY GET DEV_ERR,

ATINY DO_RESET DEV_ERR,
ATINY GET CURRENT TIME,
ATINY SET CURRENT TIME,
ATINY GET UTC_OFFSET,
ATINY SET UTC_OFFSET,
ATINY GET_TIMEZONE,

ATINY SET TIMEZONE,

ATINY GET BINDING_MODES,
ATINY GET FIRMWARE STATE,
ATINY GET NETWORK BEARER,
ATINY GET SIGNAL STRENGTH,
ATINY GET CELL_ID,

ATINY GET LINK QUALITY,

ATINY GET LINK UTILIZATION,

ATINY WRITE APP_DATA,
ATINY UPDATE PSK,
ATINY GET LATITUDE,
ATINY GET LONGITUDE,
ATINY GET ALTITUDE,
ATINY GET_SPEED,
ATINY GET TIMESTAMP,

} atiny cmd e;

PN E LR e it

ZA AR H T LiteOS SDK

typedef enum

{

ATINY REG_OK,

ATINY REG_FAIL,

ATINY DATA SUBSCRIBLE,
ATINY DATA UNSUBSCRIBLE,
ATINY FOTA_STATE

} atiny event e;

JHRIRIN) P 48 ek
JHESREUB AR, ) O +/
JHIREUB A 7 51 5/
/HFREN [ A R AR 5/
/¥ R RN A L*/
/*) T A*/

/HFREX LY/
JHFRIN L FL ek /
JHFRIN G L/
/HFREUHE ] 4% B F/
/HFREUS R N A7/
JRIRICEE AR, BRI AR HEIAS i S/
JHIREUB A EADIRAS*/
JHFRECA RTINS 8]/

/HVE B AT E]*/
JHFRELUTCI 2%/

/%P BUTCI} Z%/
/HFRENIS [X %/

/B X */
/HFRINGP 58 A 5k /
/HAREN AT Gk A/
/RSB 2585 AR ST, LLanGSM. WCDMAZE+/
JHIREN R 2445 5 5 [/
/HFREUM 28 718X TD*/
/HFRE X 8% B 5 e/
/#2858 B ) FH 2R/
/ML SR R A A/
/#H Hipsk A Fox/
JHIREUBE 4 BT R 2 i/
JHIREUB A BT R 8 i/
JHIREGE 6 T Ak v o/
JHIREUB A B AT T */
/HFREX I A) ok /

iy s I HAHE A SR E R

/BRI B/
/B RRTEN R e/
/BRI, R RV LR/
/BRI, B Lk b/
/BT GR A/
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LwM2M i &8 &Stk

typedef struct
{

char* binding; /% B AT SZRRUBE UQx/
int  life_time; /+LwM2MBS A A A3, BRIA50000%/
unsigned int storing cnt; /HLWMOMEEAE X s = N Bk /

} atiny server param t;

R RS /LB G

typedef struct
{

bool is bootstrap; /¥ Ebootstrapk 5 2s+/

char* server ip; /xRS AR ip, FREBRR, LFripvaflipves/
char* server port; /RS 2% 5%/

char* psk Id; /TR E I 1D*/

char* psk; /HTE FL 2/

unsigned short psk len; /#WiEILZHIAKE*/
} atiny security param t;

LR BRI S RE
FL P SO ORI, PR 1 B R

typedef enum

{
FIRMWARE_UPDATE_STATE = 0,  /*¥&#& B 1FFFoIRA*/
APP_DATA /*FH PR/

} atiny report type e;

Ak 5EE S HEHE

typedef struct
{

atiny server param t server params;
atiny security param t security params[2]; /*ZFF—/I0THRSSES, —/bootstrapiREsEs+/
} atiny param t;

KYTTRY
King RS REF
typedef struct
{
char* endpoint name; /xAb ) FR A P AL ) bR RS x/
char* manufacturer; /LA G AR BT A FR/
char* dev_type; /A ) HR A P A R A S T/

} atiny device info t;

HiE L IRBUIELSH

PAN MR, &k 7R EARAOEEE, AR R, HanEdE AOR s, BdlEk
BERIGRIRAIN, FAAE (R

typedef enum

{

NOT_SENT = 0, /0 EARIIEE R Ak /

SENT_WAIT RESPONSE, /*ff LAk (AR Ok, S pix/

SENT FAIL, /HRE R IR A 3% R ek /

SENT TIME OUT, /xf5 EIREEIE RIS, S REI R I */
SENT_SUCCESS, /0 EAR IR Rk R/

SENT GET RST, /f5 EIREIEE TGS, (BN i RERSTHE S0/
SEND_PENDING, /*FE AR SR R ik

} data send status e;

/RIS T AR B 454 AR i -
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typedef struct data report t
{
atiny report type e type;  /*%#E DHRAL, a4 50, bR B */

int cookie; /¥ HfE cookie, F LAfEack B, X 43 A A dE*/
int len: JHBEKE, ALK TMAX_REPORT DATA LEN%/
uint8 t* buf; /AR X 1 Hhdk/

atiny ack callback callback; /*ack[mlifl, FH AZHifHdata send status e’ %/
} data report t;

4.1.3 LiteOS {RiR E =S

4131 8BFHLES

10T Studio T E S H B A MAUSHESE, $R4L TAUE SR Mk, besk AoRikssE—uh X
TR . AT FEZA T 10T Studio, HFEFFEGIGE SR /N FRIRTT AR A VEAR R AT

LK.

BRIEPR
B VTR SRS BT, S\ “TFRPL

FE2 AT RO ET By CHrgIH 7, RREHEIH AR AL E AT S,
“Eﬁi” .

hiEnH X

IoT_Dev

2=l (MB-loT) -

HE3 QIETH El)E, Sl “TH SRR FERHE, R R IDAIRN A 54 T 3 A
AT ORAE, e A “HEATIH” .
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AR

5 RIDA 5 M A5 A EHRAT 61 E BEMASH, HEERE, WRELS, THk

ZRAE “BR>MEEE>EARE” FHITEE,

X

I8 8IERkLTh
HHEA, ERCSeIENARINA, FEAIR
RIDEEHREEM Mr, SRS

MEEEH, R NEEE - 5T
fTEE.
RIFHID

zolx4fxPoWAGHPASWILWSWL_79Ma

R A

JAARSVT_DUKAGCY5inEK5ktOhyEa

e

HR4 HEATHZEE TG, £ T2 > 0T R” i, B Hdeh” .

HR]5 QIR AAMMIT, —RETREWERNBRIT R, 5 R B E 0

FRbte ATRBILL “ B SR BT U
FR6 fEHESGTRIET, mdi CHESTT

BT —Hr e a0

ETRME R BT tskERelE ETOEmeEE FithS At EEXF

ErLERENE R, BT AT

$B7 RoEid “RESNEE” mH, HEE TR . TRREST O C“PTEAT
W7 EERE, A “Ald” .
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BEmiEE © X
= FEREER BearFi
= RS BearFi
= [@&ID: bd4100166e2845da03df26c5081ad014
* Rk - =ifrs -
il StreetLight -
* BATFAEHYER & LWIM2Z2M -

R LWM2MiHM s E R R e deRlT. #haE Hirk e
EEEATE FRJSONSIEET

= EfEtETL T iHEIEERE: -

HW|E 1 TR FHER LR ERIEP B, B R T R A
BRI R R, e “Profilee X7, SRJEHdT @RS

HEI0 A FrEMRSS T XK, SRS AAR. JEIEA Ay L3 EATE o ARG T, WD R
Y4, WAL RGE Az —, ERYE B & M SRt AT I .

SCAS AR AR 02 (2019-08-28) WAL © HENEARERAF 246



B E B

4 %44 SDK 1 #6574

FRIEr
EEHIE ©
BSER f =%
Eﬂfﬂﬁﬁ
JEHESFR-Propertyname SR feree) = a6
WHSBFR-Method
® LA “LED” H&%jﬁu, AT
Z 0 RIS N HoAth iy 4 o
a. fERZLHEAETHA “LED” , i ¥
RIEE
[EMEEFR Propertyname s b3 Hi
+HHEEE
wTE
WEEFR Method

b, Hiy “ar IR R BN .

c. iy “USINN R TB

l:J_:f “Eﬁ:—'—»” .

anillas <

$$ “Eﬁ%”

[FFEhs | «SiiProfile  &SAProfile

IS IEREE

ETE ST

Lo FPAIRYE H R SEPRT R

i

i) 2T SIEHERS

EHHE PR E “a%R” , B

o FESRH T AR ACE A A T B A IS AL,
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TR A6 4 54 SDK 1 FHAE
HETFARSTFER
£
led
string

BEE (EZELEESHTE)

OMN,OFF

fl

L4
Ho o =

d. Ry “USHnmRIar BT, RS R O AR G B N Ay 4 BN S TS AL
$$ “Eﬁ%” .
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TFk G

g5 R
* 47 |_'_

light_state

int
* &/)ME

0

0
i =

® [HLLAIN “Connectivity” k25 A, MNeRanfrasimigEtt. FHar SIS IR

I “Button” LA “Sensor” AR%%.

a. il CHIERST . RS BAEAERHA “Connectivity” , Hii 7 .
b. By RN . AR E PR E RN SIS . T EFR, i

“SignalPower” JE, B “#iE” .
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HiEE

=% i1

SignalPower

He! * I:_'L.IJ\ E
-140 44
[l
* iGlalEET,
R RiHEms

W EEEETE &=
E RibEseE s

c. ZHPEI0b, KIKFM “ECL” . “SNR” PLJK “CellID” J&1%.
P RSB I TE R, BRI EIFR
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R
BHESR HuEsed B B By SEE BT
foggle int 0~ 65535 = = = RW
aFE RS
BOER
SRR S,
LED 2019/07/26 14:23:17 GTM+08:00
RHE TEMELE
RAESTR Himsen BE B L) ST TiEEE
TR rIRE.
aFIE
WEER
Set_Led
TER&TFHR FNTESSTE
BRI HoEses TEE E:2-3 E-iva BEME
led string 1~21474 = = =
IR SR FROIARE S
===t fre =ik EE E2-3 L liva BEME
light_state int 0~1 - - 2
Sensor 2019/07/26 14:23:17 GTM+08:00
RS TRIEE
SR HoEze el 23 By BT I
luminance int 0~ 65935 - lux 2 RW
aFIE
LS
BRI,
‘Connectivity 2019/07/26 14:23:17 GTM+08:00
B
BEER HuEEE el Hi By BT B
SignalPower int -140 ~ -44 - - 2 RW
ECL int 0~2 - - 2 RW
SNR int 20~ 30 = = = RW
CellD int 0~21474. - - & RW

H$B11 d OmMERTES” . NEIFL 3T Studio.
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= FEGL ESEm rEt Hiavel R SEEER PR CoAP
= BEO: » i2EEO; Streetlight BIDG: bOAIDO166eB84502030E6C508 1014

LwmM2m

BearPiF AR SR BeaPi 4NE BaABS

Jop—

2.LiteOS Studio—SAstFF5

LiteOS StudioREFLIOSBANEARHFANTE, HH5C, Cr+, ICRSSHITATS, RUTAREE &% RRREHS W FANE,
®
LiteOS St

tUGioIRHY T LTRSS

B2 . OB N Ebhl:. TR
(D zem
B A TR, DB R, FiTF: BRGTREE,
AT P22 7 2
o  (HEFIIRD M AMEIMERHR, 1817InstallTools.bat, #XJ5 % 3EIDE.

o it I RIDEZ R MFIL Hax, RE R RS2 20T H 3, 2R )5
Bl ] EL A% FHIDE.

1813 iz171oT Studio. 5 “HIFEIoT Studio TFE” -

&) 10T Studio — e

loT Studio

FRI4 HE X CTREAR” ik “TRAX .
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% C\Program Files (x86MOT Studio\resources\appitemplateiresourcestappitemp... ~

T=EER project

T+EE= DA

HWIS il “GRERITRT T SRR TR

A3 4T P AR 2RISR TR :
® [MZRIEN, Fiadiiin TR, iy o7 TR

& 10T Studio — X

?) BEsTERaER. SEREENT

=]
E

® il “SDK N Fa) MMM, H5 MRS L. Hdr “LiteOS SDKAA”
JERTRRE, Ry “HET IETL FEhEE TR TR .
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| 1oT Studio — X

C\Userstowx758046\icode TemplatelliteosLab\Scenario_solutionv0 0.4\LiteOS_. .

CAUsersbawx758046\icode TemplatelliteosLab\Scenario_solutionvD.0.4\Lite0S_La...
CAProgram Files (x86)\LiteOS Studio\resources\app\template\LiteOSV200R001C5. ..

His.. h

BRTE

BRER I G, B E SR RTT R “LiteOS SDKRA”  “TFRIR” f “H
WAL W~ ERR:

| 10T Studio — X

C:\Program Files (x86)\Lite0S Studio\resources\app\template\LiteOSV200R00... ~

profile

DA

IT.

BiRTE

HEI6 (EIF R FLH, BB B A, G CumiR s T o W EFTR, Bl R
7, B RS URL.
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LWM2M

1R TR
BAEE

BearPifHiR R BearPi 4SmAE EmEmES

2. LiteOS Studio—i{FTA

LiteOS StudioZEFLileOSBMARFESHFANTE, S93C, Cr+, ICRSSHFTEES, RETHRESE. ®F. BRRELS AT ErLs.

LiteOS Studiof2f T BaERIRERUSIERAINEE, TRESRR SRR, ITaaseE, BETTARS.

https:/fiot-dev_huaweicloud.com/iodev/open/v2. 0. 0/codec-pit

PR ESEEEIEILC0S SwdoE R UIBEaH0E. REHSREERINE

HRL7 AE W T AMEF ORI ORI “ BE BRSO fF” URL. iy “ FEOC

C\Users\yRR \icode TemplatelliteosLab\Scenario_solutionv0.0. 2\Lite0S-... ~
profile

Di\project

BearPi

I0TClub-BearPi

hitps:/fiot-dev.huaweicloud.comfiodeviopenfv2.0.0/codec-plugin/online-edition/m:

BRI il TR R W BB R TR, SRS 3 A
TEF=HE 24 3/ Fapp.c+ app.h s

® app.cXXffrhC HENA R 1 EAR AT A AT A A & AN 1 A
®  app hCPF T ERA WU AR BRI Bl S A . AR AR R T
19 75 LFETF Frapp.c( “targets\oTClub-BearPi\Apps” )3 ff .

1. HPERMEHIOT Studiolfprofile B LT TIRERT, app.c 3 H 1 A% LA R K%L
a2 ORI E R, WNEFR, FEHS A CES G RE.
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#include "app.h”

sensor_controll_handler()

report_data_handler()

2. PReAEOTOUE T EEA, T ERrR, PR &SRR
DXk 1 YIRS R i R 2 AR AL ARG R AT
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sensor_controll_handler()

tag_app_Response_Set_lLed Response_Set Led;
tag _app Set Led Set_Led;

#endif

if (semp_pend{s_rcv_sync, @x7fffffif))

8 t msgid = s_rcv_buffer[@];
h (msgid)

case cn_app Set Led:
memcpv{&Set_Led. s_rcv_buffer. (tag_app_Set_led)):

3. bARar s O 1T SR ARSI HLBGARSTE R T B EE,  PRIE
EAREEIER . N EIFTR, P R SR OHE P R X2 S RS AR R A
i A EIE AR R AT
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report_data handler()

f 1
tag_app Report_Connectivity Report Connectivity;
t_Toggle Report_Toggl
ort_Sensor Report_Sensor;

Report_Connectivity.messageld = cn_app Report Connectivity;

Report_Connectivity.SignalPower = htons(2);
htons(2)

*)}&Report_Connectivity, (Report_Connectivity), 16e8);

Report_Toggle.messageld = cn_app Report_Toggle;
Report_Toggle.toggle ht '
2m_report((uin }&Report_Toggle, (Report_Toggle), 1688),;

Report_Sensor.messageld = cn_app_ Report_Sensor;
or.data = hton
J&Report_Sensor, (Report_Sensor), 1888);

HE20 A “Cul+S” PREERRAEIUN “app.c” SCfF.

FER21 Eiﬁﬁqjﬁiﬁ, X AT CREREAT . SRS, EREH QR RR g
BRI o W E TR

ex filename 78264 512 B068 87744 156c0 buildHuawei Litel
el_LiteOS elf buildHuawe: Lite

arm-none-eabi- v -0 thex bumldHua

arm-none-eabi-c

BIR22 BRI RS R %

HP23  Fah TR E‘J., K CAHRIFERREF R ETT RN .
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4 %44 SDK 15 F 46 75

BIEER

ESZ B

L WNERR, it s BB EAERSER.

B s B S

ssssss

nnnnnn

[ ] ez

2. Az AR, S B AR T R AT RS DLRCRE L R E A 3 i
I W A

FSRAEBIRSHII: A SR |2 TR MR L, DUNBIRIF R
FUIDBHEEUR R AEDEMO i, A AR RS . A SLEDAT FF 36
A0 B SR  SEHE R 1 0

BB e TR

1. {Eapp.c X EHsensor_controll_handler () PR%L

2. L fxERRikwssk code area for cmd from ToT cloud *%%%%%%%%%/ 3B RSN T [ BAR
fith
// B TR A b
printf(“Set Led:msgid:%d status:%s”, Set Led.messageld, Set Led. led);
char* match = Set Led. led;
eivel
if (strstr(match, “ON”) !=NULL) {
HAL GPIO WritePin(Light GPIO Port, Light Pin, GPIO PIN SET);
}
/IR
if (strstr(match, “OFF”) !=NULL) {
HAL GPIO WritePin(Light GPIO Port, Light Pin, GPIO PIN RESET);
}
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AN sE AR Ja Fim i E PR .

if (semp pend(s_rcv_sync, ex7fffffff))
{
uintd t msgid = s_rcv_buffer[e];

iitch (msgid)

case cn_app_Set_Led:
memcpy (&Set_Led, s

printf(

char* match = Set_Led.led;

if(strstr{match,"ON")!=NULL) {
HAL GPICQ WritePin(Light GPIO Port, Light Pin, GPIO PIN SET};

if (strstr{match, "OFF")!=NULL) {
HAL GPIO WritePin(Light GPIO Port, Light Pin, GPIO PIN RESET);

B2 Al Bk

1. {Eapp.hI 038 N#include <bh1750.h>, H-¥app_init() ALY, A HA
N HEBARS

static VOID app data collection task(VOID)
{
UINT32 uwRet = LOS OK;
Init_BH17500) ;
while (1)
{
Lux = (int)Convert BH1750() ;
LCD ShowString (10, 200, 200, 16, 16, “BH1750 Value is:”);
LCD ShowNum(140, 200, Lux, 5, 16);

uwRet = LOS TaskDelay (2000) ;
if (uwRet !'= LOS OK)
return;

int app init ()

semp_create (&s rcv sync, 1,0) ;

task create(“app report”, (fnTaskEntry)app report task entry, 0x1000, NULL, NULL, 2);

task create(“app command”, (fnTaskEntry)app cmd task entry, 0x1000, NULL, NULL, 3);

task create(“data collection task”, (fnTaskEntry)app data collection task, 0x1000, NULL
NULL, 3);

return 0;

}
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2. {Eapp.cXXfFH & report_data_handler () FREL, TE /*¥%%xxx%%% code area for
report data to IoT cloud **¥¥%*%x%%/ JE RN I T [H B AR

Report Sensor.messageld = cn app Report Sensor;
Report Sensor. data = htons(2) ;
oc_lwm2m report ((uint8 t *)&Report Sensor, sizeof (Report Sensor), 1000);

AN AR F T A0 T B R o

report_data_handler()

p_Report_Connectivity Report_Connectivity;
p_Report_Toggle Report_Toggle;
p_Report_Sensor Report_Sensor;

Report_Sensor.messageld = cn_app_Report Sensor;

5
5

Report_Sensor.data = htons(Lux);
oc_lwm2m_report((ui *)&Report_Sensor, (Report_Sensor), 1868);

Report_Connectivity.messageld = cn_app_ Report_Connectivity;
Report_Connectivity.SignalPower = htons(2)
Report_Connectivity. = htons(

\
¥

Report_Connectivity.Sh htons(2};
Report_Connectivity = htonl{4);

Report_Connectivity. ay[@] HH

Report_Connectivity.testarray[1] HH

Report_Connectivity.testarray[2] HH

oc_lwm2m_report((uint8 t *)&Report Connectivity, (Report_Connectivity), 1688);

Report_Toggle.messageld = cn_app_Report_Toggle;
Report_Toggle.toggle s
oc_lwm2m_report((uin *)&Report_Toggle, (Report_Toggle), 1888);

Report_Sensor.messageld = cn_app Report Sensor;
Report Sensor.data = htons(2);
oc_lwm2m_report((uint8_t *)&Report_Sensor, (Report_Sensor), 1000);

H]3 EI/EJ%EF'iﬁ, XA TAEREAT g . IR, fEEEH G IR RS <O
B o I E TR .

arm-none-eab buildHuawei_Lite(

text data dec hex

am-none-eabi-objeopy -0 thex bmld/Huawei Lite

arm-none-eabi- 3y -0 binan
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ST $?6LE:$§'43H<J., $¢ LR AR PR PR
Gk
BRIEGER
I ZRER LRI

i gea ] g i L

Sensor { “luminance’ )
Sensor { “luminan<e’ aril
‘Connectiv ity {=SignalPowss™ 7, "ECL™ 7, "SHR™ 2, "Celil™: 4 )
Sansor {uminanca™: 2}
Sensor { luminance™: 3}
oy i TopgleT: 2}

2.

3. mM AT 4
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nE: @ B0 : 539fdafe-85ae-410d-0EI-B5TEDLE0MRET B « Streetlight  BS : wwdan [0 : bddf00186e8845da93d186C 508 1ad014

MEnog

}, "commandgld

Jax] E1721,

0" { "commandid”
b 1461

paras” | e
TO84G18Z", "enecuteT
", "o

, "ol
"0, “result”; {
detail™; nuil } §, “type”

LED", "method™: “Sat_Lad" rog
L N wE TR 53 loT Platform
[ T E

me LED - im0 U

B R o -

B Sat_Lad N - i

; | BETE

ON ’ *

4. Sl N 2 i i 4 AT o

5. mnfl FRRITa2.

CRYRRAS 02 (2019-08-28) MBI © HRNHEAREBR A 263



B E B
TR AR 4 %4 SDK {# HI45 r

L@ @D : 530f4ate-05a0-4100-b5ar-65TEOSG0MAS  iZEE S : Streetlight  BYS ¢ suian ITHID : bd4f0166eB8454a03d A 508124014

o e

BuEE | OB
“platformissuedTime™. “201907 18T085222Z, “deliveredTime™
“201207T10TH852232", ssuedTimes™. 0, “result™. |
“resultCode™ "DELVERED", "resultDetail™ null } }, "type”
"saveNBCommandDTO™ }

EiEHB ooty B | “serviceld™ "LED", "method™ "Sel_Led",
“paras”, “[Vled\" "OFFI'}" }
i Bk o
SRR
ETREAE

#eTa @ 10T Platform

&
o
[ ======d
&
£
=
o

@ azvEss

2

6. I R OGAT 5 o
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LT

b £
bl e [ r=

géarP:'

HEZIERNA
® Huawei LiteOSfa /) :

Huawei LiteOS & 5 T [A) 0k X A5 ¥ — A3 1 SEIN AR IR R A &

Gi. ATHJE T HNENEAE 2 GtHuawei LiteOSYRIY, IA Bl N SR %
L OAFEEL. RV, EENE] . PRTE R, SR, FEE. R
%ﬁﬁﬁ%%%ﬁﬁﬁ,Eﬁﬂi%ﬁ%ﬁ%%,i%mem%,i%%N%
x5

Huawei LiteOSH AL it = Wr[F B8 71, £ T LwM2M. CoAP. mbedtls. LwIPEE
ToTHB:H AR, HIELwM2MPEERE |, #2445 T AgentTinyfitk, FF HFEKiEH
BRI, AGIIELWM2MSEELAN T, Bl FH AgentTiny3sf 2% (#7482 1 R 7] &
PRSI = & L e FENER.

Huawei LiteOS H FFJRAL X KA LK, HESENB-IoTYEEM T NFEAR . EZS. itk
TR WS 2GR AIEItE, MR AR, HEE—HEITUR
T REMFUTI R TS, WA AT L2 P i ()4 i Y ot FI AR 5%, %%
FUREE TR L BT MR SRR WIRERZ AT, NI R E A
“—uh 0 EBHRMATE, BRITRIIM. 4T R A

® LitcOS_Lab{ifE 5LiteOSTFEI K &

LiteOS_LabJLabs& SEH = 5 S (e 5, HI LB R R RIE T &, e
iE, H=J7E AN
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® LiteOS_Lab roadmap
- EEH WP ER, e 52018.12.31)
- IRZHHEZE (WP SERL, JEUE IR £2018.12.31)
- MPUSCHF: (WIP58RK, [ EmS[H £2018.12.31)
- ESAIEAES (WIETER, TR E R TR £52018.12.31)

- NAFEERCEE (WP SER, R target MOORAE AT IR RRAS i I T3]
2019.1.31)

- SVCIHH (WA 5ER, TARRICH)
- cortex-m archfUiS 2704, M3, M4, M7AHAREE (W25 5E /0D
- shellHEZE DA K —HfF B & (W1 520
- ATHTAfRNTHESE (LRI
(D zem

2 S RAAER B B FLEMEYF@BL, 5] https:/github.com/LiteOS/
LiteOS_Lab# 1T 2 7 %,

oy 5% P R A5 KM BATA, H5 P : https:/bbs.huaweicloud.com/forum/
forum-727-1.html# & &A1,

4132 BEHEERNT EFERIES

I0T StudiofE-5OCz v 1418 8 I, ] {8 FH i@ 5 B4R I T B HRs 72 £ Quectel BC35-
G&BC28&BCOSIHEA 5 = b i@ M 0]/, 3 P R . AR LU/ IRFT AR A 151
AR GnAn]fi F 368 A AL ARG W) T L S Ao e A

BRAELER

HE Pl TR E ARSI TR ﬁﬁ?ﬁ%ﬁiﬂ*ﬁ*ﬁ‘]@lﬁﬂ, 17118
R TR

it wE == IR B2 5] =8

EEEEENTE

B2 By “RORCE” S
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BEEEENTE

NEdoT :: | Queciel BC3... CDPEESIP: | 49485932

> FHisihs

HW3 (£ B HEE” FR B BEN “9600” o FE “UnH” FRAER LRSI A
WRSEPRERE A 1 o SRBUR 15 BART R S W T i W .

comzr

None None

C:\Users\ NN icode\tempiserialog
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(R
RIBHED 5 K4 T -
1 AT “EH MO B B\ AR
2. K “su” FERTF, RIAEBEREOF 0T, T RHF:

M SEEES
EFR EEn EZEN) EEH)
&= T Hm =

v A DESKTOP-J2ASGUC
@ IDE ATAJATAPI £3158
0 EEgs
[ ==
- ELEINENER
G THERRIEE
= FTEIRLZ
v i@ ®0 (COM #1 LPT)

Intel(R) Active Management Technolagy - SOL (COM3)
ﬁ STMicraelectronics 5TLink Virtual COM Port (COMZ2T)

9§ =
[ e
Y

FB4 K SPCIER B FEEAL ERITRIZEPC
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0 19 18 17 16 15 14 13 12 14

1 2SN TN 10

qg(' s

-----

19334600

............

TCiuB
i i [Felcn ’Jl ’
= e

TEELTLRLLIREES

HR]S A IHENNR” o EEE IR, WSS R AT ETR.
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EfEEEENTE

NE-loT ~ BERE== Quecte]l BC3... E 49485232

-
4.1.3.3 & L || 3R
41.3.3.1 F5—: BOFTHEN

Ko 5 ST S R BN, iER AR OB TS B, S 0SSOSR S, B
R EBBEN 96007 o
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FRIEE 4 ¥ % SDK 8 FHTE 7
EEEaENTE
Quectel BC3... CDPIREIP: | 49.4.85232
@ H[FTFEM
B EiRERE
4.1.3.3.2

R IREAERRE/AREBRIR

Rl J5 S SR R R, R AT AR ERIT SR B EIREPC. B R AR,
PA S AR 75 I R 4 N R A
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EfEEEEN TS

NB-loT ~ =t =: Quectel BC3... CDPiRSIP 49 4.85.232

41.333 FHER=: SIM kIFHIENFE

o f5 S s A R AR, A BT AR R SIMUR 75 1E R B T RS, BLASIM
R R
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EEEEENTE

NB-loT ~ = =1 | Quectel BC3... C 49.4 85.232

> EH6L

41.3.34 =M. WEAKRE=REMH
R J5 ST G R R, S E 2 A A
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EfEEEENTE

Quectel BC3._ CDPHESEIP: | 49485232

> 6L

W B ERRRERIED IR, BATRE S v B AT v O AT R AN, OREdiE 1 LR
A%,

4.1.4 M5 LwM2M T4

4.1.4.1 LwM2M i EH 4

LwM2M (Lightweight M2M, 2EZHM2M) , HIFRBHEEE (OMA) i, &
%%%&22\ TR 38 FH (R A6 0 8 4 A BB, R P T DR 2B P i/ R 55 A B X )
Bl 55

LwM2M Ik B 1) BRAT N AT S 7 — B bmit, B ft 1R /NI ) 2 Al (5 12
O e R AR Y, DASEBIM2MIE 45  BE R IR 45 32 KF

4.1.4.2 LwM2M iS4t
LwM2M s 3 ELRG E A 45
FE T B JRATEAY ) ] BT G2
GREERAE . BB/ R/ T/ MR SR P B
BEIR AN 52 /38 S0
TR B ERE R TLV/JISON/Plain Text/Opaque
1E4 2L : UDP/SMS
L4 DTLS
NAT/BI7 K55 REXT 77 %8 Queueti =,
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® 7 FFZLwM2M Server

® JLARHIM2MIJHE: LwM2M Server, Vjlal4%fi], ¥, PRI, [ 1F5EH,
R BAELLARSS, it

4.1.4.3 LWM2M {4k & 424
LwM2M/& 2 2844 an B s

M2M Web
Application

LWM2M Server Objects

Interfaces Stack LWM2M J

Bootstrapping Efficient Payload
Registration CoAP Protocol CoAP
Object / Resource Access DTLS Security
Reporting UDP or SMS Bearer DTLS SMS

4-7 LWM2M 1R R ZEH#

Device
Management
Application

M2M Web
Application

UDP

LWM2M Client

M2M Device

4.1.4.4 LWM2M M &EN

xR AEIEH ] TREE H I — A BRI . Pl s &, et THT
Wl 58 H RO A B0, Bl - [EIFURL. $hATSEH . BSR4

A R THRE AT, AU G AT SEBIAL, X Gl AT 20 Gsiefiil, X B
B9 5 ANOTT AR 1

OMAE X T —SEhrAEXT 5, LwM2MPCNIX S X % K FL TR L4858 X T [ 52 1D .
Bl AR EEE R B RIDANS, %A R NAE A TR, FHIRID /I N0~7, Hrp
“HEMaAZ T XANEIRIDANG6. Fit, URI5/0/637m: [Flf4: 56 5wk 5 5504 S2 4 (1)
A 42 T IR AN B
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Name Object ID Instance | Mandatory Object URN

s
Object Name | 16-bit Unsigned | Multiple/ | Mandatory/ urn:oma:LwM2M:
Integer Single Optional {oma,ext,x}:{Object
D}
OMA E X BIFRHEXTR
OMA IILwM2M B FHE SC T 7R AEX B
Object object | description
id
LwM2M Security 0 LwM2M (bootstrap) server[fJURI, payload[f] %415
X, —EEVEAEH, serverIAEIDE(E E.
LwM2M Server 1 serverJREID, VEM A, observell) /N K
J, R RR R,

Access Control 2 BEANObject F 17 ] $2 Hl BLFR .

Device 3 iﬁ%’%%”i‘ﬁiﬁ7 @%7 ?5“%7 Eﬁi’ Wﬁ%{él%\o

Connectivity 4 Mg, BEREBTED, IPHbAESE(E R

Monitoring

Firmware 5 W6, ELAJURL, GIRES, HHras R4

Location 6 LLLRL, Wk, BRI .

Connectivity 7 WA BRI WSO B ==, BRIV B S

Statistics

LiteOS SDK it zx H 38 2H 44 it & Huawei Ocean Connect Bt M ITF KF &t 1, B FFHI19

S LwM2M APPDATAX % :
Object objectid | description
LwM2M APPDATA 19 HLwWM2MXT R A2 AL LWM2M AR 5% 28 40 5 18 37 FH
A dE, KR A
(RREY

OMA £ 2 L& ¢ % Mt %, # Lhttp://www.openmobilealliance.org/wp/OMNA/LwM2M/

LwM2MRegistry.html.
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4.1.4.5 LwM2M FiEEN

FRRIRRY
LwM2MJE T — AR, A {5 BAT T LA GO BRI DASR DT 1) . B0 R
WAE K, HmTXR, LwMaM% /i ] LA E S BE R ST AR —FE, BHH
WA A 2 A4S .
LwM2M% i %R B B 1 9% 2 1B s -
B 4-8 LwM2M B i, MR, FiRXRE
LWM2H Client
Object 0
| Resource 1 |
| Resource 2 |
| Resource 3 J
| Resource 4 —|'|-|
Object 1 ge
[ Resource 1 |
| Resource 2 |
| Resource 3 |
| Resaurce 4 |
L
[
FIRE X IR
I | Nam | Operati | Instan | Manda | Type Range or Uni | Descript
D |e ons ce tor Enumeratio | ts ion
0 | Reso | R (Read), | Multipl | Mandat | String, If any If Descripti
urce | W . e/_ ory/. Integer, any | on
Nam | (Write), Single | Optiona
Float,
e E 1
(Execute) Boolean
Opaque,
Time,
Objlnk
none
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4.1.4.6 LwM2M ¥EOEN
LwM2M 5| # FEE WA LwM2MAR &5 83 FILWwM2M % i . LWM2MAR{E N AN
WA 18 A8 B 7 4R R
® S RINANEM
o ISP
o XA ETHAIAR S SLH
o FEHE LM
EOEAE

LwM2M$Z PR 0 B s -

4-9 LwM2M $EO1E5

LWM2M Enabler
LWM2M
Server
Y
LWM2M-3:
LWM2M-1: Device LWM2M-4:  [LWM2M-2:
Device Management Information |Bootstrap
Discovery and and Service Repaorting
Reqistration Enablement
¥
LWM2M
Client

—

Legend

|:| Components specified by this Enabler

Indicates Use of an interface exposed by an Enabler/Component. The Enabler/
Component offering or exposing interface is indicated by the arrowhead.

Name of the interface offered or exposed by Enabler/Component XYZ

XYZ-N following the interface naming convention)

HERIERS

LwM

M B2 A i E R
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4-10 LwM2M EER1E

Client Bootstrap
(Optional)

Registration

Notify

De-register

W EEE AR S SCHEDO

Endpoint Client Name, Objects

v

Object / Resource

Resource Value

v

Object / Resource, Resource Value

v

Object / Resource

FF9

Resource Value

Resource Value

v

De-register

Read Resource

Write Resource

Observe Resource

LwM2M P A RR—RKIRE, WAE MRS Lo 2 LwMeM P FE 12 —.
PO H BAR T RS H— R A A RSB, LwM2M 4R D8 EATERERT R

T8RS

® [i7#rfE: LwM2M Client -> LwM2M Server
® [ATEAE: LwM2M Server -> LwM2M Client

LwM2M Server{i# F 15 -5 B AR 55 SEFL 2 11 K7 17 LwM2M Client 5% G 52451 5 IR o

AR R TR R A

“Create” .

“Read” .« “Write” .

“Write Attributes” F “Discover” -

“Delete” -

“Execute” .

RYFR A 02 (2019-08-28)

JERAUITH © HNFARA IR AT

279



B E
GANEiE] 4 %M SDK {8 H4E5 R

4-11 G B ETRPR S5 LI IE O #R4E
Read, \Write, Execute, Create,

Delete, \Write Atiribute, Discover
LwhM2M Client |- LwM2M Server
O BRIE 78
WA | Create, Read, Write, Delete, Execute, Write T47
ESywi) Attributes, Discover

BB BN AR S5 SEPLE 1 RS L R a0 B s -

4-12 R FE TR &R S EREIZ O 7R 151

LWM2M LWM2M
Client Server

GET /3/0/0
< Read
2.05 Content
Open Mobile Alliance
PUT /3/0M13
S Write
1367491215
2.04 Changed N
POST /211/5 Execute
2.04 Changed -
PUT £3/0/9?pmin=1&pmax=5&It=5 Write
- Attribute
2.04 Changed N
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& 4-13 %75 61 32 Fn R 7= 51

LWM2ZM
Client

POST /2

LWMZMm
Server

F 3

2.01 Created Location: /2/3

POST /2/4

v

2.01 Created Location: /2/4

DELETE /2/3

L 4

Success

4.1.4.7 EHHE

LwM2M [ [ 1 T 250 A5 4[] T 20 1) A7 B R A AT e

[ 1 T 0] R 5 2 e [ A1

B R DORER 2 JE AT RS, AT TR UE, devicedd

INEE T, CMEHT R [ R R

FEBZHEA A, WR “Packet” WIRWE T — D EEAEIE R 22 B 1F L,

“State” HYF 21 N<Downloaded>{R%S,

FEC LR AT, bR SR 4l R AT SR AU A R RAF

B AR REX

AN <1dle> R -

Name

Object
ID

Instances

Mandatory

Object URN

Firmware
Update

Single

Optional

rm:oma:LwM2M:oma:5

&+ R 5T SR B9 BRI RE X

P

Name

Oper
ation

Inst
ance
S

Man
dator

y

Ty
pe

Range or
Enumeratio
n

Description

0 | Package

Singl
e

Mand
atory

Opa
que

[l
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e

Name

Oper
ation

Inst
ance

Man
dator

Ty
pe

Range or
Enumeratio
n

Description

1 | Package
URI

Singl

Mand
atory

Stri
ng

0-255 bytes

[l /4B (] R % URI o

2 | Update

Singl

Mand
atory

non

no argument

BT A

R YState R B &
DownloadedIR AN, %
FIRA 2 T HATI

3 | State

Singl

Mand
atory

Inte
ger

W R PIRAS . XA
%/ i E . 0: Idle
(N ECZ AT B AT SR
2 J&) 1: Downloading
(F#H) 2: Downloaded
(FEC5ERR) 3:
Updating (588 1) 7E
DownloadedRZS T, Ul
RPATResource Update
B, RSN
Updating.
WER T F L, IREY)
Heouldle; R HEHR
W, RAS DI [

Downloaded.

ed

4 | Update
Support

Objects

RW

Singl

Optio
nal

Boo
lean

ERINHE /2 false o

W RAZAE B Mtrue, ] [EH]
IR T 25, %
J ity 06 20T I B HT Y S
BIFEMEE, MRS
I S10bject {1255 o
R RM T,
ObjectZHuifiid T —Fr
BRI ST SR .
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I | Name | Oper |Inst | Man [ Ty | Range or Description
D ation | ance | dator | pe | Enumeratio
s s y n
5 | Update | R Singl | Mand | Inte | 0-8 A/ S A R 5 2R
Result e atory | ger 0: ¥IUHE. —HIFUEH
Bk CRE/ERD JF
. AZBIR AR A
BE N0,
1 TR 2: WA
ARG 2 B A7 A [ R
3: PSR AR
4: PR EREE K
5008 T A BT R A
PRI 6: AN SR
7. ANEEIIURI
8: I THR SR
AT LI Observe 1 I
.
6 | PkgNa | R Singl | Optio | Stri | 0-255 bytes EEERONINEAC N
me e nal ng
7 | PkgVers | R Singl | Optio | Stri | 0-255 bytes | FE{FEHIRA
ion e nal ng
B RARZSHL
[ T+ R3S 22 18] AR #0522 W BT s -
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B 4-14 B ARIRSE

C Start/

Res=0

Firmware
Update
Failed
[Res==8]

Bl A Pk

URI Resolution Failed [Res==6 || Res==7 || Res==9]

Y
IDLE Write to Package
Assertion(Res >= 0 && Res <= 9) - Write to Package URI
State =0
A A AA
Download Failed ¥ v
[Res >= 2 && Res <= 4]
DOWNLOADING )
Integrity Check Failed [Res == 5] Assertion(Res >= 0 && Res <= g)J
State=1
| State
Integrity
Update Check
Successful .
[Res ==1] Failed
- [Res ==5]
Download
Either empty string is written to the Package URI Finished
resource or the Package resource is set
to NULL (\0)
4
- ~
UPDATING Executable resource Update is triggered DOWNLOADED
‘ / Initiate Firmware Update
State =3 Assertion(Res==0 | | Res == 8)
Res=0 Firmware Update Failed [Res == 8]—"\5@@ =2

[ T+ R B BT «
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4-15 EHHERIE
LWM2M LWM2M Firmware
Client Server server

PUT URI

JACK CoAP block-
wise transfer

7o)

Excute Update

Updati
g pdating
... Update success
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5 R SDK B 35R

JAVA SDKf# 1457

5.1 JAVA SDK {# &/

5.1.1 AL BWIE
o AUIHRAtHIk R Java SDK Demo Y45 B anifa {# FHJAVA SDK 510TF- & X%, £
FEUE PR E K a4,
® DemollJava LFE NG, A (L EEASN) #AE Tmainik, W HEMEELT,
B AF T 7~ W 8 F SDK 422 1 .

5.1.2 FEIFEEK
TR ER
FRFE | REHE REER | REORERS
IoT 1) J2EE for Java Developers JDK 1.8% | Windows7

2) Mavenififf: m2e - Maven Integration PAE A
for Eclipse (includes Incubating
components)

SDK AL NZETAVARIJAREL, 7R LA RRR R T, JDKAEL.8 A& LA LA RI AT,

5.1.3 THHEXFLXHRIR
7R IEIRE T #dk [MJAVA SDK Demo & L[] JAVA SDK.

® SDKJH{ElbHF T, SDKAKH1jarfl i 7E \testSDK \api-client-test_lib v, A% tH
7] Amaven s JE N # .
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|| cormmons-beanutils-1.8.0,ar
|| commons-collections-3.2.1.jar
|4 commons-lang-2.5.jar

|4 ezmorph-1.0.64ar

4] httpclient-4.5.2 jar

|| httprore-4.4.4.jar

|&] jackson-annotations-2.5.4.jar
|| jackson-core-2.5.4.)ar

|| jackson-databind-2.54.jar

|4 jel-over-slfd]-1.7.25.jar

4] jsen-lib-2.4 jar

|4 logback-cdlassic-1.1.11 jar
|4] logback-core-1.1.11.jar
| slfdj-api-1.7.22.jar

20187720 17:17
201877720 1717
201877720 1717
201877720 17:17
20187720 17:17
20187720 17:17
201877720 1717
20187720 17:17
201877720 1717
201877720 1717
201877720 17:17
20187720 17:17
20187720 17:17
201877720 1717

Executable lar File
Executable lar File
Executable lar File
Executable lar File
Executable lar File
Executable lar File
Executable lar File
Executable lar File
Executable lar File
Executable lar File
Executable lar File
Executable lar File
Executable lar File

Executable Jar File

226 KB
262 KB
273 KB
85 KB
720 KB
320 KB
39 KE
223 KB
1,118 KB
17 KE
156 KB
302 KB
465 KB
41 KE

®  Demo LFEMK i Fljar fL i 7E components STAF T, FF & AT Amavents & T 2.

& httpraime-4.5.2.jar

|| json-lib-24 . jar

] netty-all-4.0.27.Final,jar

|4 spring-boot-starter-weh-1.5.9.RELEASE jar

[RAPY:

Demo A2 ¥ #91ib T & ¢4 SDK % .

5.1.4 &\ Demo T 18

$B1 5 T #iHOceanConlavaDemo.zipfif [k 2 A it
B2 ] FFeclipse, EFFZLH “File > Import 7 , FFiEFF “Maven > Existing Maven

Projects” , iy “Next” .
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Import Existing Maven Projects

Select an import source:

Itype filter text

(= Install

[ Maven |

+-[= Tasks
H-[— Tearmn
- ML

eck out Maven Projects fram SCh

act to a Maven repository

- wl Materialize Maven Projects frorm SCM
#-[= Run,/Debug

FB3 i “Browse” , EFdemofft [k G MR, SRJ5 S “Finish”

o
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& Import Maven Projects B= @
Maven Projects

Select Maven projects

Deselect All

Root Directory: C\Users\Desktop\North_JAVA_SDK_Demo - | Browse... I
Projects:
/sourcecode/pom.xm| com.huawel.mZm.iotplatform:api-client-demeo:1.0.0;jar Select All

Select Tree

Deselect Tree

Refresh

[ Add projectis) to working set

api-client-demo

b Advanced

Cancel

(?:' Next = Finish |

— ok

5.1.5 it ZIEPEC E

i — 4 NorthApiClients2 6], # & If ClientInfo (45 &1P. ¥ M. appldfil%
), FYIEIES .

3=

® -F&IP. 3%, appldfe % 24 2 AEL & 4+ /src/main/resources/application.properties
PaEEAy, Hk, X WAZE KA TN, RESREEL S, RRGRE RRE

&0 RAG,
® AFPATIMIES AP &R, BARNFEHEoIRPER; —RFEALT, 5O
WAL B A IE T —H

{5 A I
) A AT 5

NorthApiClient northApiClient = new NorthApiClient () ;
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ERfEEIED

PropertyUtil. init (”. /src/main/resources/application. properties”) ;

ClientInfo clientInfo = new ClientInfo() ;

clientInfo. setPlatformlp (PropertyUtil. getProperty (“platformlp”)) ;
clientInfo. setPlatformPort (PropertyUtil. getProperty (“platformPort”)) ;
clientInfo. setAppld (PropertyUtil. getProperty(“appld”)) ;

clientInfo. setSecret (PropertyUtil. getProperty (“secret”)) ;

northApiClient. setClientInfo(clientInfo) ;
northApiClient. initSSLConfig() ;//BRIMEHMBIES, HAMAT EN LR

WRAE GRS, A AR e Cnpg HIEF) -
NorthApiClient northApiClient = new NorthApiClient() ;
PropertyUtil. init (”. /src/main/resources/application. properties”) ;

ClientInfo clientInfo = new ClientInfo();

clientInfo. setPlatformlp (PropertyUtil. getProperty (“platformlp”)) ;
clientInfo. setPlatformPort (PropertyUtil. getProperty (“platformPort”)) ;
clientInfo. setAppld (PropertyUtil. getProperty (“appld”)) ;

clientInfo. setSecret (getAesPropertyValue (“secret”)) ;

SSLConfig sslConfig= new SSLConfig() ;

sslConfig. setTrustCAPath (PropertyUtil. getProperty (“newCaFile”)) ;
slConfig. setTrustCAPwd (getAesPropertyValue (“newCaPassword”)) ;

slConfig. setSelfCertPath (PropertyUtil. getProperty (“newClientCertFile”)) ;
slConfig. setSelfCertPwd (getAesPropertyValue (“newClientCertPassword”)) ;

northApiClient. setClientInfo(clientInfo) ;
northApiClient. initSSLConfig(sslconfig); //f ¥R EMIUETS, HERA ™% EVLL 5

TR IR, W RAE A A LA, R
northApiClient.initSSLConfig(sslconfig) < /i 7] LA 5 17 % & FEAL LB 512
northApiClient. setHostnameVerifier (new HostnameVerifier() {
public boolean verify(String arg0, SSLSession argl) {
// HEXEWARL

return true;
}
1

3=

EMLAI Ty R A AR RN, TN % A %18 Etrue.

5.1.6 WEEOAR G

HERIEEAL FAE B B rh % B i NorthApiClient =21 J5 A G A HAto bk 455 0. BLan R JL

#

AN B BT Ak 254 1

//13%NorthApiClientSEHl )5, F#iFnorthApiClient 5] LA sLH
Authentication authentication = new Authentication(northApiClient) ;

/ /R SRE T flauthenticationd@ (AL %5 #2 11, UgetAuthToken
AuthOutDTO authOutDTO = authentication. getAuthToken() ;

// MR B §) 45 74 R au thOut DTOFF SR EX 75 Z iS40, WlaccessToken
String accessToken = authOutDTO. getAccessToken() ;
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1T 15

MR E

//18ENorthApiClient sl J5, Ff# FnorthApiClientf§EI1T S sLHp)
SubscriptionManagement subscriptionManagement = new SubscriptionManagement (northApiClient) ;

/ /5 B i subDeviceDatalt] 5 — 4~ A\ ZSubDeviceDatalnDTOZE #4) {4
SubDeviceDataInDTO sddInDTO = new SubDeviceDatalnDTO() ;
sddInDTO. setNotifyType (“deviceDataChanged”) ;
/ /T AR S B A 10 A o e A 14 1 p g 1
ddInDTO. setCallbackUrl (“https://XXX. XXX. XXX. XXX:8099/v1. 0. 0/messageReceiver”) ;
try f{
// VAT R 24525 subscriptionManagement$2 (KL 454 11, isubDeviceData
SubscriptionDTO subDTO = subscriptionManagement. subDeviceData (sddInDTO, null, accessToken) ;
System. out. println (subDTO0. toString()) ;
} catch (NorthApiException e) {
System. out. println(e. toString()) ;

}

//48FNor thApiClient S/, FHEFnorthApiClientf8 I 4 HK 5l
DeviceManagement deviceManagement = new DeviceManagement (northApiClient) ;

/) B I REAE T ) 5 — NS NS RegDirectDevice InDTO24% #4) 44
RegDirectDeviceInDTO2 rddInDTO = new RegDirectDeviceInDTO02() ;
String nodeid = ”86370303XXXXXX”; //this is a test imei
String verifyCode = nodeid;

rddInDTO0. setNodeld (nodeid) ;

rddInDTO. setVerifyCode (verifyCode) ;

rddInDTO. setTimeout (timeout) ;

// VA& 32552 devi ceManagement #2 LNV 454 1, iregDirectDevice
RegDirectDeviceOutDTO rddod = deviceManagement. regDirectDevice (rddInDTO, null, accessToken) ;

// MR Bl R rddod 3R TG ZE S 4L, Wdeviceld
String deviceld = rddod. getDeviceld() ;

(L] e
(TIREAKE ERE, #H5F (LAJAVA SDK APIA ) s F T A5H, wRBLHREE,
TARIEE R H X E Anull.

5.1.7 Bl O SC RIEBHIME

18 O SE3R

B — 2 IE4k 7K PushMessageReceiver, 7] LS Demo [
PushMessageReceiverTest>, 75 LR — 8 Bl 5 0 M 77, -
@0verride
public void handleDeviceAdded (NotifyDeviceAddedDTO body) {

System. out. println(“deviceAdded ==> ” + body) ;

//TOD0 deal with deviceAdded notification
}

(REE
O EMEH TS BEM LS, FAEEBMIEL ST, (RS LR . VOB

RHE TR KT H 09801, TTARBHIEE, & A48 @ R H AR & B AR E
TR AR BT SR I

® WiARZLASDKFRELT, P IT N 23T M LG AxA, BARTAE (Jt
JAVA SDK APIA#) b & FHasiEo,
B IPH AN R IR £ S 6gsbht, F 2R NHHAL,

Demo T 42 44 & i 3% 2 Bz & f£ src\main\resource\application.properties ¥ :
#ispecify the port of the web application
server. port=8099
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[EHRERHIE
AETLLAZEAUES A RSB HIES, 1§ R CAYI HE.
HB1 I HFwindowsiy 24T 1, i Awhere java, HEjAkFTTEREE, #EjdkIbinig 1%,

where java
cd /d {jdkfibin#4z)

C:“Users +alRREE - here java
C: “ProgramData~0Oracle~Javasjavapathsjava.exe
C:“Program Files“Java“jdki.8_@_45-bin~java.exe

C:“Users il cd -d C:“Program Files“Javasjdkl.8._.@8_45%hin

C:“Program Files“Java“jdkl.8.0_45%bin>_

HEE2 I H W1~y 44 Bitomceat keystore -

keytool —genkey -v —alias tomcat —keyalg RSA -keystore tomcat. keystore —validity 36500
“Program Files“Javasjdkl _8_@_45-bin>keytool —genkey —v —alias tomcat —keyaly REA —keystore tomcat_keystor
B -

=]
: 5\ B2 F R S5 22 Pt &

nknown 1z

FERSE Tk

eNZ T F e

T+ <SHAZS56withRSA> CHA

® = Xjdkaybin B % F & A tomcat.keystore, ¥ E A t9tomcat.keystoreFs 2| 7| 49 75
/—é —F o

0 “HBMLFEHEHRRMHL” ZMARN RARSSENIPRIB L

® <tomcabMEFHA L L5 FHEDLTE R (RE—FHEIEPT) , MANTE
PEOAERAE, EEREAERNE.

T3 FloT T G IRMEIHIIE thcapemH 2jdk Fbin H3x T, FAEH W1 F w25 Hohn 21
tomcat.keystore[f) {5 4T iE o4k H .

keytool —import —v —file ca.pem —alias iotplatform ca —keystore tomcat.keystore

C:“Program Files“Javasjdki.&.B8_45-binl>_
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[ Dssem
® & 6y iXARIE P ca.pem 7T VAZEJAVA SDK & #9cert B & T .2,
® J1oT-F & 4R 4% 69 AR 1E F5 ca.pemm 2| tomcat keystore 89 {5 4LIE 44 6, Hcapem B K 89FiEH
AT 2 B AR %5 691515,
B4 Krtomeat.keystore/ /L F|Demo LHE H 3 F, #l41: src\main\resources, FT7Fsrc\main
\resource\application.properties, MU FECE . HH, serversslkey-store A
tomcat.keystore FTTE#$4%, server.ssl.key-store-password A% EH & 14> o

#one-way authentication (server—auth)
server. ssl. key-store=. /src/main/resources/tomcat. keystore
server. ssl. key—store—-password=741852963

$E5 4 i PushMessageReceiverTest, i%#% “Run As > Java Application ” , iz{7Demo™!
f\JPushMessageReceiverTest2S. Z1T45 R U1
(3o
Y HREREDZ ARG BT, St EAMZ O RZH T,
ffoverride the callback functiens if needed, otherwise, you can delete them.
@verride

public woid handleDeviceddded(NotifyDevicedddedDTO body) |
bystem.out.println("device#dded ==> " + body);

@verride

public woid handleBindDevice{MotifyBindDeviceDTO body) {
System.out.println{"bindDevice ==» " + body)ﬂ

I

@override

public woid handleDewiceInfoChanged{MNotifyDeviceInfoChangedDTO body) {

K

Problems lavadoc Declaration Search B Console 22 ]
PushMessageReceiverTest [lava Application] C\Prograrm FileshJavaljdk1.8.0_45\jre\binyjavaw.exe (20188ETH13H FF7:15:09)

[GE]

|deuiceﬂdded ==> MotifyDevicefddedDTO [notifyType=devicefdded, deviceld=. dk

— ok

ElEHEB-FH

SR 25 4T I [B1 A Hodikhttps://server:8099/v1.0.0/messageReceiver, PhGoogle N, FF
BEIUE.

serverse M RS #s bl CRIAHLMHE) , 809972 fEapplication.properties H it & ) Uity
=,
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|@ B e —— 100/ mMessageReceaivar

X
&S uh = [BE T REE s

HEAEURRE H SRR ( FnERetERE
FR) . BArmEEneiaflEgER. THRITE

B s

& (BgiERT 04 ) Cookie

o BTy

FR2 ARG FHIETE L, W CHEAERT Bl “EHEBROE .

%= il
) e |
T E)
=i i -
| W V3
:F?@'J% 01 ee 84 =9
|| <haPSEESA
|| EnEEE sha?5h
|| - -
||, 2018 TH2H 16:57:50
BIE 211856880 16:57:50 <
sEEre | [EREERO.
THIFHRFREEMEEER
THE

HE]3 Al N7, AN CRIMSHR” S, B “Base64ditd” , RJEHD “F

#i» .
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THEHHE X

S
BILL TR SR -

IEEERERE

(" DER $mFR | x. 509 ( CER) (D)

¥ Bazef4 YHFS X. 5090 CER) (5]

O INEHEEEIE - PECS #7 iEP (PRI ()
-

~

-
-
-

TEIEE R RNFRER

<t—smwfF—fmw>] mE |

FE4 FREIEBR R, SSRAES S

L fE “ERmMESCH” Fm, Rl WE” , EEE DR, AR, Bl
“ORAF” . BIFRERIHES, Bl T2
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TR AEH 5 B SDK i #i /i
EShnt
EEESFLRE-.
iR )
IC: Weershw._____shllesktopimycert. cer e (R, .

<=6 |E_ﬁ—$ F) >l Bl |
2. Hl “SERT S, SERGIETI R

I =i StinS

RIS RSO -

EEEERTh=E:
s C: \User <"
S &
R PR PRETED &
HHER Bazefd g5 ¥.50
“ | | O

SCRAFRA 02 (2019-08-28) FREIT A © BN AR A 296



B E B
BANSEiE] 5 N SDK i 45 R

R RARSBEREHEE =L, THRAASZHIED, ENEREFLIREFFHIE
B, T FEFiI P L@/t ——FH.

BES HAEZHIES, &l

1. fE “UER” WO, g UERRRT , EEZHET, EEB BT EAME
5, Bl “EERIUES .

T x|
N | Emiss EREE |
iEH
S 0) S
Cll6LebalSign Roat Ch - RI| B |ipmiss | rhes |
B 3 GlobalSign Orzanization YWalidation CA - SHAZSE
""" g EBEE
A RRERNT:
* {BIEEFE A B SH fJ
« [EhEAEHEA AE R B 1T
* IR RB RS
« PRI R T R SR =~
' |

ki - .
: GlobalS it Ch
EELD ) —.ﬁt% ehalsien foot

R  |GlobalSign Root Ch

IR )
IR ok -

HHAN  199sf 9 1 P 20%8f 1f 28

THIEEEENESER

_EEES |

i TRAEERTFHEES

i#5E

2. ARGURHHHEPE N, g “FAERY . RAREE ERFHIERRPER, Sl
CIEIET .

BR6 OGBS, KA SRS LE RAREN TR, S8 pemis KL
fFo 22 EAL BTV G M NI T

24 SgaRQBiS+MHES StEqueWIMnNZEUdqomUTqRERQsTh4ThDHN0 lAtukix1EDRFEEWLE
25 WESgynéCagsCqiUiChIbi+eEZ8qVir2G3lEeEFoMEtEMze/ a1 CFml oHwlLxOXnG1Y 2
26 4foRbxC1]l1 fznQqUyEB adUVE otpeF0lvvpElFOHECEWS rDgbhTMzVIchid T4 vEZVEN
27 hnacRHrZlVzZITIIM&eRUthy/aFezyQkgFOF DX 9HoLEPEsEda o7

ZE - END CERTIFICATE-----
29 I ———— BEEGIN CERTIFICATE-——-——
30 MIIFODCCBCCgawIBAgIQUT+S5dDhwtzRACYOwkwazZ/zANEgkghkis9wlBAQsFADCE
31  yIELMAkRGAIUEEhMCVVMXF zAVEgNVEACTDL Z1lomlTaWd uLCE T uMRSwHOYDVOOL
32 ExEWZEZTpUZlnbiBUcnVzdCEBOZIR3IL3TrMTowlAYDVQOLEZE oY yhgM] AWNLIEWZZ R
33 UZ2lnbiwgSWS]LiAtIEZveiBhdEZRob3JpemVkIHVzZ3EvhuxSMUTwC DV QODE =W
34 ZXJpUZlnbiBDbeFezoyizIFElYmxpYyEQemltYEISIENlenRpanljYERphZ 4gQIvV0

s

SCAYRRAS 02 (2019-08-28) AT © N ARG RAF 297



B E B
GANSEiE] 5 BN SDK i g

-
A=

® Demo¥ 8B E A E ik, EFHIEBE T BB ARG INIE, FATFEREATF
(FH2i2MR, 5 tomcatkeystore B k5% #4) , & T CF-F & a9 mA
tomcat keystore 895 HEiE 4 F, FTARE 2B MESH, TB—TREEHT,

#two—way authentication (add client-auth)

server. ssl. trust—store=. /src/main/resources/tomcat. keystore
server. ssl. trust—store—password=741852963.

server. ssl. client—auth=need
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5.1.9 SDK 37 B 4T3

SDK A AL T a MA@ T jart, HFICEadbm 0. i@ 7R jar e
frtestSDK HF T :

5-1 AJALIEITHY jar
. api-client-test lib
|| api-client-test.)ar
| | ca.jks
|| config.properties
| logbackxml
|| outgoing.Certwithiey.pkes12
| readhe_cn.bt

runie.bat
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5-2 f£24 config.properties
1 #please modify the walue of platformIp/platformPort,

2 |platformIp=1c 1

3 | platformPort=8743

4 | appId=xolDlZa—y — AMIESa3DTa

5 | zecret=gPnTWw__" "~ " " kkflZp3fda

& fthe wvalue of newlaFile and newClientCertFile shoul:c
7 newCaFile=

2 newCaPassword=

2 newClientCertFile=
10 newClientCertPassword=
11  #hostNameVerify default walue is= true, true means s:
12  hostNameVerify=

BB WORAAEH R HAET, 5 BRI T testSDK H 3% il GIEP 4 AR P Sca. jksali
outgoing.CertwithKey.pkes124H[7]) , Ff7Econfig.properties it B IE 1544 [ %00 i A
FHMARAE TS, AT Z24& i config.properties 1 FFIIE 1515 .«

HE3 MRS R AERAT IR [yIRosMeUEE,; XRR A, HAEE 2T R
R .

BB B1Tjar T ERBIDK, 15N CZEIDKIHEE T RAHNELE,
iZ4TrunMe.bat) 45 R 00T -

Begin test...

==> Dz~On _ DK

[¥] getAuthToken{> 1. get accesstoken successfully with inner certificates

AuthOutDTO [accessToken=57a37haa?2chbfca3dd?63ffelePe?d?3. tokenType=hearer. refreshloken=4bhad4a
[¥]1 refreshfuthToken<> succeeded. AuthRefreshOutDIT0 [accessToken=389c198hc?68ca31ebhB3996936fba2
3762hcf21]

[¥]1 regDirectDevice(> succeeded. DirectDeviceRegOutDTO [deviceld=ef?2daa2-772d-4a%b-aZhc-71a48al

[¥]1 modifyDevicelnfo{)} succeeded
[¥] deleteDevice(> succeeded
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