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.
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BRAF

o THFIBRIEESBUNIRER, Bilrwuser BREBFAENIR, NRBEEFEE
MAP#TER, WEEXTIEEESRFNR,

o (FRESENIRAIAR (AEMrwuser ) EEEIHRRESES.

o @iJcreateUserBIZZFFFERIEF, BITIREAENIAEIRIEFIXT N AINIR .
HApFEEFEAIE passwordDigestor" SEWINZE "server”, BUapSSHITE
W, EINXPMIREN T BELZEIRE,

BlEAR

db.createUser(user, writeConcern )

. E@qﬂuserﬂg%&%%& REANHE, 28T EZUZBFPISMOINERDLIEE

)

e writeConcern AuiE &%, EBIANHE, B8 7 6liEE/EMwrite concernZiFl

userSXAHEN THF, EEXUT:
{
user: "<name>",
pwd: "<cleartext password>",
customData: { <any information> },
roles: [
{ role: "<role>", db: "<database>" } | "<role>",

-

authenticationRestrictions: [

{
clientSource: ["<IP>" | "<CIDR range>", ...],
serverAddress: ["<IP>" | "<CIDR range>", ...]

L

:
mechanisms: [ "<SCRAM-SHA-1|SCRAM-SHA-256>", ... ],
passwordDigestor: "<server|client>"

}
2K 7-4 user 2078
FE Sl i5iA8
user string FHERPAR,
pwd string FPZERE, NREE

$externalEiEE LizfT

db.createUser () LABIERIE
EIRTEETE MongoDB4Sh
EBHIAEF, Mpwd=ERA

BUWHEAT.
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EPUEI 7 EURESUR
FER it pi=l:z]
customData Y AlER . (HUERER,

<l

ZFRAUBTEHEER
B SIS E R P XEXRY
R, Fia0, XeLs

=RFPBNE8%RTIID,
roles #B EFHEFBE. aJlis

E— AR EIEEE

BREHAERF,
authenticationRestriction | %48 o1%RY . ARSSEEXICIERY

AP sEEIATRIS D ISIE
fREl, FiEEZAEn
22\ Pitbh a2 | Pith

> o

mechanisms #B %Ry, IEERTEIE

SCRAMAFEIRIVEE
SCRAM#H, HEIREE
SCRAM-SHA-1¥1SCRAM-
SHA-256,

passwordDigestor string AR, fERETEserver

IR 2clientipIGIiEEZEg,
EiARserver,

SIEARPRARHIEER T AEHEE
{EEF3db.createUser () fEproductsFiEZE+ i accountAdmin01 B,

use products
db.createUser( { user: "accountAdmin01",
pwd: "Changeme_123",
customData: { employeeld: 12345 },
roles: [ { role: "clusterAdmin", db: "admin" },
{ role: "readAnyDatabase", db: "admin" },
"readWrite"] },
{ w: "majority" , wtimeout: 5000 } )

PA_EI2EME F FIFPaccountAdmin01 LA R At

-  fFadminFiEZEFAE AclusterAdminFreadAnyDatabase .

- fEproductsEiEEFAE HreadWrite,

AP E—SEER T2 A8

AFRIESIE— MEproducts¥iEEH At JoreadWriteFldbAdminBI B, FIF
& accountUser,

use products
db.createUser(
{
user: "accountUser",
pwd: "Changeme_123",
roles: [ "readWrite", "dbAdmin" ]
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}
)

o CIEAFHEARTHE

L‘lziﬂ%gﬁadmin%ﬁEFﬁEF'@Ui%—/l\ﬁﬁF'%%reportsUserE?JﬁﬁF', BEEXEWF
B o

use admin
db.createUser(
{
user: "reportsUser",
pwd: "Chagneme_123",
roles: [ ]
}
)

o tIEFEERAFPHETAS

TEEIEEEadmin FIRERCIESZ SHappAdmintIFEF, FIRF1zAFYT
config IR EANEEHIONIR, FRPELIENRS FEIENRELRE, oA
EIRE,
use admin
db.createUser(
{

user: "appAdmin",

pwd: "Changeme_123",

roles:

{ role: "readWrite", db: "config" },
"clusterAdmin"
1
}
)

o CIEBSEHIIERHEIAER

TR EEEERRIIEESCIE—N 2 ArestrictedBIFIF . 1ZFIF REEMIPIHE
11£192.0.2.01&4231IPHb11E198.51.100.00% A BEH 1T E D IEIE o

use admin
db.createUser(
{
user: "restricted",
pwd: "Changeme_123",
roles: [ { role: "readWrite", db: "reporting" } ],
authenticationRestrictions: [ {
clientSource: ['192.0.2.0"],
serverAddress: ["198.51.100.0"]
1]
}
)

o {YFEFAISCRAM-SHA-256iFH I~
THEANREEAIE— N RESCRAM-SHA-256 =B,

use reporting
db.createUser(
{
user: "reportUser256",
pwd: "Changeme_123",
roles: [ { role: "readWrite", db: "reporting" } ],
mechanisms: [ "SCRAM-SHA-256" ]
}
)
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= e

7 BREEEARER

WNERIGE T authenticationMechanismsZ#{, mechanisms=ZFERREEES

authenticationMechanisms&#FisERNE

7.4.2 EFAF

db.updateUser(username, update, writeConcern )

o oS Husername AEFFAIAFZ

e updateAXIEEE, AEHFBRIUERIE,

o writeConcernJoliE2%, THE{/ERwrite concernZ3l .

db.updateUser(
"<username>",
{
customData : { <any information> },
roles : [
{ role: "<role>", db: "<database>" } | "<role>",

-

p'wd: passwordPrompt(), // Or "<cleartext password>"

authenticationRestrictions: [

{
clientSource: ["<IP>" | "<CIDR range>", ...],
serverAddress: ["<IP>", | "<CIDR range>", ...]

2
-

mechanisms: [ "<SCRAM-SHA-1|SCRAM-SHA-256>", ... ],

passwordDigestor: "<server|client>"

7
writeConcern: { <write concern> }

)

% 7-5 update S8

FE i i)

customData N4 ik, (F=ER

roles #¢H Clpv - == =] 5) =z ) ==
rolesE ARV EFIS B =LA
BURIEERYE

pwd string ali%, AFEE

authenticationRestriction | £{¢H

aJik, BRSSEXIFFSChE

s BB MDIGIERT, FBFiE
EiZAE I \YIPHBlE
& IPHELEER .

mechanisms #eH A%y, IEERTF eI

SCRAMBFEIRAYSE
SCRAM#H, HEIREE
SCRAM-SHA-1 1
SCRAM-SHA-256,
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24



MASEIRRERSS

= a)R 7 FUREAR
FB i) 1588
passwordDigestor string A%y, e R=TEserver
ImIEEclientimISEERRL,
ZRiNEserver
ANl

o BEHAFES
productsFiEEFAIFAFappClient01, EEBW0T:

{

"_id" : "products.appClient01",

"token" : NumberLong("8424642624807814713"),
"user" : "appClient01",

"db" : "products",

"customData" : {

"emplD" : "12345",

"badge" : "9156"
}I
"roles" : [
{
"role" : "readWrite",
"db" : "products"
%
{
"role" : "read",
"db" : "inventory"
}
]I
"mechanisms" : [
"SCRAM-SHA-1",
"SCRAM-SHA-256"
1

}
THRESERAFPNEEXEEIACHE:

use products
db.updateUser( "appClient01",

customData : { employeeld : "0x3039" },

roles : [
{role : "read", db : "assets" }
]
1)
products#IEZEFRIAFappClient01, ZIEHFEEWT:
{

"_id" : "products.appClient01",

"token" : NumberLong("8424642624807814713"),
"user" : "appClient01",

"db" : "products",

"customData" : {

"employeeld" : "0x3039"

B
"roles" : [
{
"role" : "read",
"db" : "assets"
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}
]

"mechanisms" : [
"SCRAM-SHA-1",
"SCRAM-SHA-256"
1

}

o  EFAFLMYERSCRAM-SHA-256IE
reporting&EEFAIAFreportUser256, ESEMNT:

{

"_id" : "reporting.reportUser256",

"token" : NumberLong("2827251846225877395"),

"user" : "reportUser256",

"db" : "reporting",

"roles" : [],

"mechanisms" : [
"SCRAM-SHA-1",
"SCRAM-SHA-256"

]

}

M TFRESBYFIREATIES SCRAM-SHA-256 1 SCRAM-SHA-1 £8GEHRIEF
B RAA SCRAM-SHA-256 £8GIEHIFE,,

A EE
o WRFRIFRSmechanisms—ieigE, WRALEMechanismsEH 9 Xa]
SCRAMHLHIRIFEE .

o WIREFISmechanisms—ieigE, WeILUSEHTZZHFAISCRAMALE]
e XFFSCRAM-SHA-256, passwordDigestorisZR2EkIAE "server",

db.updateUser(
"reportUser256",
{
mechanisms: [ "SCRAM-SHA-256" ]
}
)

reporting¥EE=FHYF FreportUser256, ZEEHEERUT:

{
"_id" : "reporting.reportUser256",

"token" : NumberLong("2827251846225877395"),
"user" : "reportUser256",
"db" : "reporting",
"roles" : [],
"mechanisms" : [
"SCRAM-SHA-256"
1
}

7.4.3 MR

db.dropUser(username, writeConcern)
e username AEMNEHIREFRIPRAIAFSZ .
o writeConcernATNi%S%L, BIRIE(EAIwriteConcernZi3ll .
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ANl

THEZE{EGreportUser1 B M= REUREHMIER

use products
db.dropUser("reportUser1", {w: "majority", wtimeout: 5000})

MR IN R Tdb.getUseriE R =null,

replica:PRIMARY> db.getUser("reportUser1")
null
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8 B SHIPR

8.1 € DDS AR, AMENEEMEFITI=
o RIS, HASHT, DDSSISSANEES MAIEEANE.
o HESPUUST, BEHSES, AT, HAESR S MR

o EMURIBSSEPRAONHEIREIREME, FERAEMTR, MAKISBIEIR,
ESE—LERIR.

AR
o XITERFSLAI, RIBEN, PIRCPUSIER 6GBEIRRTIHRERYT

o MTRIFRELM, FRREWISN, HIISOEHEESHBFEENEE. FHEESIR
TERWISERIAREESLA .

8.2 sSLHIBIZERINfGE, ATAEEFISGERE

SIS 5cODSxflfE, EEREH G LA, AN UM TERAIMERER,

o BUIRTRE
AR AT RIS RBENABIR, ErTLiEd tIEBPFH I ERDDS KA
BTN AIBR -

o [XIELEIEAIENS
RETNRESCFIFTERIXE, ZaeEsEBIFIRPERICIZERISEA]

I essEntaran ¥, RN RERE .
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MASEEREARSS
= aE 8 BIZ SRR

8-1 EFEX1E

8.3 AILAEE B IEMRAY S T el SEHING

R MASHIRRESLOIRS, AREERER. AFANEEAESAIRE, B5TRE
EBF TRZER, RIEERFEIZSA,

8.4 A ATHIEHESZE e PR

MISEIREERS A SMRFIRER PRI IR, HIIXMER, BRERSHIRE
8, LENTFBAEESEMIRENH.

EETRIPS:C IR

o (ERNIEHIEERSIREINGE, BENEHSKE.
o BEMHBIFESANEHIEEFRS, B2 IHETE

8.5 MRMIFFAITIKS EES MRS D

—BElFRZRS, B&HINFEEHEZMER.

8.6 MIBRFIEITSEAIRIX B2 A
SRR BB AV BIRESE), RACERAS R

o XF “EHIHE RARVEUIEELS, MLEXITRER, RIBWSTFERME
IRES, £ “SEGIETE” WEFNRIEREIE .

e XF ‘GF/8R"7 E‘EE’E&HEE*{?J MLEREMITR, BFERITITE, M
MRERSERESLSAIRIR, MR PSS LERITS8REAL .
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MASEEREARSS
= aE

9 HiEEERE

HIEEEER

A

9.1 DDS SCHhEREELEMEA T

BRI
EEMNAHEER:
1. HHARURREC AR

fian: DDSERGZHE, LHPRERE, EFITHERMNE.

(L) ERERNEFmEESR

HIEELZEATMNEN TEFFERZE, 52 EEEMongoDBEFi .
EWFERA.0MRA LA _EAIMongoDBE FimiE sl .

A& =R EDDSSECSSEA W RfER—X1s,. VPCA,
SNIEEEEWLEFRAEAEIP, FXIDDSLHISFEIZEIP o
(FERERNSSLAR R SEE

RESSLAXFBIXA, 2oIXRAREEHS. flan:

-  FFEFHB: ./mongo --host<DB HOST>--port<DB_PORT>-u<DB USER>-
p--authenticationDatabaseadmin--ssl --ssICAFile<F/LE PATH> --
sslAllowlnvalidHostnames

- FFEXiA: ./mongo --host<DB HOST>--port<DB_PORT>-u<DB USER>-
p --authenticationDatabase admin

R ERE A IHIR
BN EEENEIR . IWOSHEERIR. APSMEREIR. SSLH TS

=0

an oo

(L) HEPRMERE
PRI iFiE]

a. MAECSS5DDSEEBER—MXIF. E—1VPC,
ECSSDDSHEAREVPCHIZS, RILUESE VPCHEEELMMEEIRE,
b. HKELZEHEMN,

i REHINHAREHERAIDDSERFLAIN, FEARESHFMEMAIN
TR o
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MASEIREERSS

VM 9 MiREEE
c. TEECS EMI{ AR LAE &SI DDSELAbAYIw o
YN YT
a. MEBEZSEMN,

. BREIMFIILSARBIDDSERLHIN, FEATEERFINERBN
FHan
b. EEMLZACLIRN,
c. HERXEENHEITPing .
ERERAID (ECEIPKRET )
BT IERZRIAESLGIRT, HEFiRFIEIAELFIEEBEARMERRN, BER
IRFTTERIMIERATE “192.168.0.0/16” , “172.16.0.0/24” %1 “10.0.0.0/8” A+,
FEHTEMEILOESE, IIHMNEER,
a. MRERIRECSME ST RMEER, NRMERE, JiSENSFEE
HITHEXERE

b. EMEAIANRIESIFAEMNERLOES .
(ER ) HEBRAIREREEHRIER
STPEEHITZ, TSR SNTEEEER.
(ED) HRrEEHRER
IHIREBERRISSSHELAIRERE, TEAEBEZELA,
HERRCPUEFIZRAFHORR
CPUFRXRRSIIZIL100%, SSHEIBTEMEER. BXRBERE. HIUR
B, NmEmlSEEET.
EER M E RS
BEERIMIENRE, URERAIBREE,

HEE B

R EUERESEI =

wEDE: BREEHERERIEELIIRSESN “ER” .

AJRE/RRE: DDSRFMIZ, SLAPRESRE, LAHEERNES .

RRTTE

- DDSEAPREREBRERKREHEARMBELIE,

- ﬁ%ﬁﬂl[ﬁ%\ SERISREIIES, BENERIEE, FRIRMFSSEERE

9-1 EFLAPIRE

v Q c O
L BOREIEE EORS = A R SRR
2 gy HER 40 = i . rwuser=~@192168.0648..  default
diSeS2e03454a858CT1 25107 ebescing O o - 2021/04/26 15554, MONgOdbiiwser@192168.0648...  defaul
A \E
FAI1E Ui T

FRIFEFIA. 0B AL EAIMongoDBE FimiEiZsLfl, LiRE FiniRiEiES o
Z3EMongoDBZE i .

LASERE9 )
a. AMEESLAINERRFLR, 152 WiETRMERERFsLhl .

W
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MASEEREARSS
= 9 HiEREERE

b. RMEZLFIRNBEMMELR, TS NBE R MIEEERFLH.

& 9-1 EFImERZL T
ERAT ERIm=R

AR5 REFKINR PRI PHBLE

MW FEEREIEECS L, BiZECSSDDSLAIAFRE—X1E,
[E—VPCHY, #ERiIXERIH{EERAMNIPIEZECSSDDSLA,
YN0 AReiEId AN IPHELEFEIDDSSEFIRY, ERAMIAE, X
EAYRARTESAME /NI PIZEIZECS ( S A EH ) 5DDSLI
BRPEZEWIEMEAMNIP, 152 I EARMIPH 2R

3. [EFRIEMMSSLER LR

a. (EEF) SSLAH: LANEEEERNEAISSLAXAE, FELEERE
ECS,

./mongo --host<DB HOST>--port<DB_PORT>-u<DB_USER>-p--
authenticationDatabaseadmin--ssl --ss|CAFile<F/LE PATH> --
sslAllowlnvalidHostnames

9-2 SSL Hf=

PRz DRhEREE

BEAER
8635 Z vpc-test

«©-

b. ZEHI: LHIEEEERMEAISSLIFRKMA.,

./mongo --host<DB HOST>--port<DB PORT>-u<DB USER>-p --
authenticationDatabase admin

] 9-3 SSL (7]

PRk SRS

BEEER

4. HiREREGSEIR
TSIRBUEMRNERE L IsOSHEE. AFZMNER. SSLERXT®mS, HERA
LA,
SSLAEREEERE~MI: ./mongo mongodb://
rwuser:<password>@ <DB_HOST>.<DB_PORT>,<DB_HOST><DB_PORT>[test?
authSource=admin --ssl --sslCAFile <F/LE PATH> --
sslAllowlnvalidHostnames
- iEENE
ERERTE “LAISTE” Y “EEtE” SI3REL.
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MASEIRRERRSS

A o WiRFEEE
[ 0-4 iEfEibut
e v - "
- MRS
EATSCAIN ‘RS WA, “RNEE RSN CRRERD .
- BPEEED

root EIERIKS REXWAIERS, WEZBAIERSETIC 7 EE, JEd
EEETEREERIENED.

- IEBEFR

SSLIEBXHE, 1ZXHERERITZmSRIEE T,
SSLAAPEREEERERMI: ./mongo mongodb://
rwuser:<password>@ <DB_HOST><DB_PORT>[test?authSource=admin --ssl
--sslCAFile <F/LE PATH> --sslAllowInvalidHosthames
- Rt

BELAIBTR, AELf) “EEEET NE “AMER WERIAMIEEIIE
SL3REY o

- HERERO
EWRSEIRY “EREIRT TE, “AREERT RER “HEEFRO .
-  ARFAESE

root SRS REXNAYER, INEFBAERSETICTER, AEd
EEEERTERIELED .

- EBEFR
SSRGS, B AERITZHBSHBRE T,
HEBRMILEAE
AIRIizIa)
a. MBECSS5DDSEEER—XIF. E—1VPC,
" FEXIEN=IRSZEANBEAREE, TixipasLfl. iBimEERsElR
VSS9, Bl D ERTEE, IREihiniRE,
" REVPCTF, ALUBITENVPCRIEEELIIMEZHIE
b. KEZEEMN,
ZeBIMFIDREENAIDDSESET, EEAZEHFINERAIANTS I
m,
c. TEECSEM2ERLAEE & ES|DDSSLAtAYiR O .
telnet <=LAfELf> {8635}
= OLUBE, RBBNERIEREA.
B TERBEE, BRREATEIRBEIR,
NIl =]
a. KELZTEHMN,

Z‘iéﬁﬁ%i}i (A% £HRAIDDSEAIRY, FEANREERINMENAINTT @D
U
b. 1EMEACLIIN
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9 HiEEEE

. BENEMFABZMEACLYIE,
ii. IEEIPHEMIM-EREEMBZACLEEIIFMN T,
ii. EEH EACLERIR ‘B WEER ‘X" K&
BACLH “FR” K, FERMCMPHEERNHITRERNE .

;‘E,%-\: Hé%ACLE’\Ji.!ij%)uJ\Jmiﬂﬁﬁﬁ HAFERE, X “MWEACL” 5,
HEAUMAER -

c. HERXEFENHTinglK -
WNSRERECS i B pingi@DDSLAILBERIEIP, iBEMERIXIGAS—EECSE
ZEpingiZEIP, WNRATLAEEpingi®, IRAEIMNEIESE, BHREEHNEER
PhENRRR .

ERERGIT (ECEIPIET )

BT AREZRIAELFIRT, HEF IR ARELHEHEEARMERR, BEF

IRPAERIMERARIE “192.168.0.0/16” , “172.16.0.0/24” %1 “10.0.0.0/8” A,

FEHTENRISOES, IUSLHMNERE.

a. HFRERIRECSNEBSLHT SMEZER, NRNERE, JUSENEFERE
HITIEXECE

b. EBMEADANRIEEELEMER GRS,

HEBRSCHIATERREGHAIER

a. BELAINEEHEGERALR, B2 RNIUEDRRHIEZE
EHLAEEHEFHES NLOIREREHEAIE,

b. =MIRIRSERITLUSIEEIERECPU. NE. WE. EENSIER, HRIg
BEEERE, HNEENTLUERNRBIKE

HERRHE R IHAIIER
RESE: HEEER JEEEH ez mERSEE.
- BEE IE}I%UAEE

B, PEXHIER, #HA ‘BXMER™ TH. & “FHEzE” &
R, BEEHEERZR.

9-5 7Zfi#=|a)

1.06/20 GB 5.30%

- BI=LBERESEE
ERERLA), B “‘EEWEER , ERAIREERE, BEEERH)
O E(FEREEIR.

AOJRERE: SsLfILTF “#EmER RS, T aEHETEERRINT
80%A AIfESLAIE T RIRPIRTE, (EEURERSIERERIBANEE.
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MASEERERSS
= e

9 HiEREERE

BRSE:

BEE W SSERERIEIN, ERBIBHMIEFERESETRESTE, BXART
BiETE, BREETEE% . BMREESLYT THE

5 A IS HR R S o

=fERS BRI LAGIEEUERCPU.,. MfF. HE. EENFER, FER
BEERE, BNEERTLUERNRBINEG o

8. HHIRCPUERRIFAIER
CPUERRRZIIEL100%, =SHHIFISHIEER. TEREUERE. HIUR
A%, MmsimSSIERIET.
fRRSE: B2 ATHEDDSELEICPUERERSVE .

9. IEEKMAYRE NRE

EREEM, #27~: network error while attempting to run command
‘isMaster’

{ERWN T A $IEREDDSEFIRTIRES

./mongo --host 192.168.168.182 --port 8635 -u rwuser -p XO00XXXXX --
authenticationDatabase admin

9-6 iEIEL

rootf

B{RMETRIES WERELM, 127 network error while attempting to
run command ‘isMaster’

EREEM, #2731 No route to hostLAMconnection attempt failed
AN T ap S 1EZDDSLAIRTIRES o
mongo --host 192.168.1.6 --port 8635 -u rwuser -p X000 --

authenticationDatabase admin --ssl --sslCAFile /root/ca.crt --
sslAllowlInvalidHostnames

REEET:

MongoDB shell version v3.4.17

connecting to: mongodb://192.168.1.6:8635/

2019-09-19T09:38:36.954+0800 W NETWORK [thread1] Failed to connect to 192.168.1.6:8635,
in(checking socket for error after poll), reason: No route to host
2019-09-19T09:38:36.954+0800 E QUERY [thread1] Error: couldn't connect to server
192.168.1.6:8635, connection attempt failed :

connect@src/mongo/shell/mongo.js:240:13

@(connect):1:6

exception: connect failed

B IESEIES MIEESLM, 127<: No route to hostLAM connection
attempt failed,

B, 1277 No route to hostlAMzconnection attempt failed
{FAR RS EZEDDSLAIRTIRES
mongo --host 192.168.168.116 --port 8635 -u rwuser -p XXX --

authenticationDatabase admin --ssl --sslCAFile /root/ca.crt --
sslAllowlnvalidHostnames

RIBEEWT:
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MongoDB shell version v3.4.17

connecting to: mongodb://192.168.168.116:8635/

2019-09-19T09:39:24.306+0800 W NETWORK [thread1] The server certificate does not match
the host name. Hostname: 192.168.168.116 does not match CN: 172.16.2.65
MongoDB server version: 4.0.3

WARNING: shell and server versions do not match

2019-09-19T09:39:24.329+0800 E QUERY [thread1] Error: Authentication failed. :
DB.prototype._authOrThrow@src/mongo/shell/db.js:1461:20

@(auth):6:1

@(auth):1:2

exception: login failed

B IERRES MIEELM, $27<: No route to hostLAzconnection
attempt failed,

EEREELEY, 1277 couldn’ t connect to server

{EFAAN T A >IEREDDSEFIRTHRES

mongo --host 192.168.64.201 --port 8635 -u rwuser -p X0ooxxx --
authenticationDatabase admin --ssl --sslCAFile /root/ca.crt --
sslAllowInvalidHostnames

REBERUWT:

MongoDB shell version v3.4.17

connecting to: mongodb://192.168.64.201:8635/

2019-09-19T09:45:48.168+0800 W NETWORK [thread1] Failed to connect to
192.168.64.201:8635 after 5000ms milliseconds, giving up.
2019-09-19T09:45:48.168+0800 E QUERY [thread1] Error: couldn't connect to server
192.168.64.201:8635, connection attempt failed :
connect@src/mongo/shell/mongo.js:240:13

@(connect):1:6

exception: connect failed

BRAMESRSS IIEELNK, <. couldn’ t connect to server,

EELM, #27~: cannot list multiple servers in URL without
‘replicaSet’ option

(EARW T e <$iEREDDSEI AN EE L FIIRTHR S

./mongo mongodb://

rwuser_xoooooooxx@192.168.168.116:8635,192.168.200.147:8635/test?

authSource=admin&replicaSet=replica

REBEEWT:

FailedToParse: Cannot list multiple servers in URL without 'replicaSet' option try 'mongo --help'
for more information.

(FERIN T i $iEREFESMongoDB 3. 4R AAIDDSSLBIRTHRES

mongo "mongodb://
rwuser: xooooooxx@192.168.95.167:8635,192.168.92.43:8635/test?
authSource=admin"

REBEEUWT:

FailedToParse: Cannot list multiple servers in URL without 'replicaSet' option
try 'mongo --help' for more information.

E{?MLIETJ‘;%’WLE TERESLM, $27~: cannot list multiple servers in URL
without ‘replicaSet’ option,

JavalREHEEEsLfsLM, #273: Timeout while receiving message
{# /) avadRahiEREDDSL IR RS -
RS EEWT:

org.springframework.data.mongodb.UncategorizedMongoDbException: Timeout while receiving
message; nested exception is com.mongodb.MongoSocketReadTimeoutException: Timeout while
receiving message
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BRETSRIES ) avalRahiEZ LAk, $875: Timeout while
receiving message,

- EEEW, 123 exception: login failed LK
U_STRINGPREP_PROHIBITED_ERROR

{ERWN T A <SIEREDDSEFIRTIRES

./mongo "mongodb://
rwuserxooox@192.168.0.45:8635,192.168.0.96:8635/test?
authSource=admin&replicaSet=replica"

RIEBESWT:

MongoDB shell version v4.0.3

connecting to: mongodb://192.168.0.45:8635,192.168.0.96:8635/test?
authSource=admin&replicaSet=replica

2021-11-05T05:52:53.717+0000 | NETWORK [js] Starting new replica set monitor for replica/
192.168.0.45:8635,192.168.0.96:8635

2021-11-05T05:52:53.718+0000 | NETWORK [ReplicaSetMonitor-TaskExecutor] Successfully
connected to 192.168.0.45:8635 (1 connections now open to 192.168.0.45:8635 with a 5 second
timeout)

2021-11-05T05:52:53.718+0000 | NETWORK [js] Successfully connected to 192.168.0.96:8635 (1
connections now open to 192.168.0.96:8635 with a 5 second timeout)

Implicit session: session { "id" : UUID("5945d2a5-8275-4e3c-b06f-632f062a2ead") }

MongoDB server version: 4.0.3

2021-11-05T05:52:53.722+0000 | NETWORK [js] Marking host 192.168.0.96:8635 as failed ::
caused by :: Location50692: can't authenticate against replica set node 192.168.0.96:8635 ::
caused by :: Error preflighting normalization: U_STRINGPREP_PROHIBITED_ERROR
2021-11-05T05:52:53.722+0000 | NETWORK [js] Successfully connected to 192.168.0.45:8635 (1
connections now open to 192.168.0.45:8635 with a 0 second timeout)
2021-11-05T05:52:53.723+0000 | NETWORK [js] Marking host 192.168.0.45:8635 as failed ::
caused by :: Location50692: can't authenticate against replica set node 192.168.0.45:8635 ::
caused by :: Error preflighting normalization: U_STRINGPREP_PROHIBITED_ERROR
2021-11-05T05:52:53.724+0000 | NETWORK [js] Marking host 192.168.0.96:8635 as failed ::
caused by :: Location50692: can't authenticate against replica set node 192.168.0.96:8635 ::
caused by :: Error preflighting normalization: U_STRINGPREP_PROHIBITED_ERROR
2021-11-05T05:52:53.725+0000 | NETWORK [js] Marking host 192.168.0.45:8635 as failed ::
caused by :: Location50692: can't authenticate against replica set node 192.168.0.45:8635 ::
caused by :: Error preflighting normalization: U_STRINGPREP_PROHIBITED_ERROR
2021-11-05T05:52:53.725+0000 E QUERY  [js] Error: can't authenticate against replica set node
192.168.0.45:8635 :: caused by :: Error preflighting normalization:
U_STRINGPREP_PROHIBITED_ERROR :
DB.prototype._authOrThrow@src/mongo/shell/db.js:1685:20

@(auth):6:1

@(auth):1:2

exception: login failed

BALIESERES NIEELMK, 12725 exception: login failed UAR
U STRINGPREP_PROHIBITED_ERROR,

10. R ERFGEBFRERRIGHIZED , BEXRENTEZRMEHES .

9.2 SLAIRYEREHSEELAEZRM, IMTLEE?

WiEEEEN RN RREFT U RMEEMIEENYE, SHNRRERNEMIGEEE
SIFNRRBAFEEEXR

o NIFEERELf, —IRIBEFiK[Eldds mongosZ [BIHYIEIEEL .

o XJTFRIANELMI, —ARIEZEFiREIPrimaryT mFlSecondary® S 2 [ERVIEIEE
o NFBETLXLE, —MRIEEFIKERET S EANERE .

%’z DDSSLHIRIEREE M, MAERERERBIEHILL, NTSEELhliEEK
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9 RS

ShIRRRER

Y5

VAT /9% IR LMp RS

{EFMongo Shelli&#ZLAIRY, HIIITER, RRIREEHNANEZNEH,

9'7 ?IEEH_T{%I%\

[root@623- ~]# mongo "mongodb://rwuser: @192.168.0.180:8635,192.168.0.50:8635/test?authSource=admin&replicaSet=replica"
MongoDB shell version v3.4.17

connecting to: mongodb://rwuser:623_Huawei@192.168.0.180:8635,192.168.0.50:8635/test?authSource=admin&replicaSet=replica
2019-10-16T17:43:45.203+0800 I NETWORK [threadl] Starting new replica set monitor for replica/192.168.0.180:8635,192.168.0.50:8635
2019-10-16T17:43:45.205+0800 W NETWORK [ReplicaSetMonitor-TaskExecutor-0] No primary detected for set replica
2019-10-16T17:43:45.205+0800 I NETWORK [ReplicaSetMonitor-TaskExecutor-0] All nodes for set replica are down. This has happened for 1 check
s in a row.

2019-10-16T17:43:45.708+0800 W NETWORK [threadl] No primary detected for set replica

2019-10-16T17:43:45.708+0800 I NETWORK [threadl] All nodes for set replica are down. This has happened for 2 checks in a row.
2019-10-16T17:43:46.210+0800 W NETWORK [threadl] No primary detected for set replica

2019-10-16T17:43:46.210+0800 I NETWORK [threadl] All nodes for set replica are down. This has happened for 3 checks in a row.
2019-10-16T17:43:46.712+0800 W NETWORK [threadl] No primary detected for set replica

2019-10-16T17:43:46.712+0800 I NETWORK [threadl] All nodes for set replica are down. This has happened for 4 checks in a row.
2019-10-16T17:43:47.215+0800 W NETWORK [threadl] No primary detected for set replica

2019-10-16T17:43:47.215+0800 I NETWORK [threadl] All nodes for set replica are down. This has happened for 5 checks in a row.
2019-10-16T17:43:47.717+0800 W NETWORK [threadl] No primary detected for set replica

2019-10-16T17:43:47.717+0800 I NETWORK [threadl] All nodes for set replica are down. This has happened for 6 checks in a row.
2019-10-16T17:43:48.218+0800 W NETWORK [threadl] No primary detected for set replica

2019-10-16T17:43:48.218+0800 I NETWORK [threadl] All nodes for set replica are down. This has happened for 7 checks in a row.
2019-10-16T17:43:48.721+0800 W NETWORK [threadl] No primary detected for set replica

2019-10-16T17:43:48.721+0800 I NETWORK [threadl] All nodes for set replica are down. This has happened for 8 checks in a row.
2019-10-16T17:43:49.222+0800 W NETWORK [threadl] No primary detected for set replica

2019-10-16T17:43:49.222+0800 I NETWORK [threadl] All nodes for set replica are down. This has happened for 9 checks in a row.
2019-10-16T17:43:49.724+0800 W NETWORK [threadl] No primary detected for set replica

2019-10-16T17:43:49.724+0800 I NETWORK [threadl] All nodes for set replica are down. This has happened for 10 checks in a row.
2019-10-16T17:43:50.226+0800 W NETWORK [threadl] No primary detected for set replica

2019-10-16T17:43:50.226+0800 I NETWORK [threadl] All nodes for set replica are down. This has happened for 11 checks in a row.
2019-10-16T17:43:50.727+0800 W NETWORK [threadl] No primary detected for set replica

2019-10-16T17:43:51.230+0800 W NETWORK [threadl] No primary detected for set replica

2019-10-16T17:43:51.731+0800 W NETWORK [threadl] No primary detected for set replica

{EFEPythoniEZLAIRY, HIMLATER, R-SRNEEBRNERHER.

pymongo.errors.ServerSelectionTimeoutError: connection closed, connection
closed

BRAHESMEEREEN, MAEFliERE, BRAUEREE.
HEE “net.maxincomingConnections” S#RVENSLEIFING, (ENSE(EITEL
BEHTIET B,

RS BRI LUSIEEIEECPU. A7, MR, EEMEER, FERES
LXK, HMEERTLURRNRAINEG . BAESE ( HERSAFER) -

ACEpiERE, BN UEREE.
a. ZAILABE EESLAIRIGRFRMEIERIEE . BREESIERLAHTR.

b. EAUBSETRIRNEEH, UNRIRNEERR, DS imflDDSLE)
ﬁ%]@i?%"‘ DiEE, FHELBENEE, BANE2SNIUEaNRREERR

(BN SEEXI IR R TET & .

SLHIRRAEIZE OB IER S “net.maxincomingConnections” FY{EHTIE

B, e HEES NREBSHIEIR

- MRSHER “default” , RARRNERHNREE, HESELARIMIEHE
*x, Bfxigs Lﬁﬁﬁﬁs&ﬁ]ﬂ%o

- MRRREEHIKA, tlReSEERSHR, XATREEBIT T ELAIMAEIEM
EGRNERHNHE, BAESIEEEINE.

MARY:

NRLBISERIRNEASEIE R, BFFOASERIRPARIHMENSHE, SRILIEIZ
— N BHIER, FHEXINSHIE, EXUEEHSEIRIRKEREZSLA
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3. KERAHESHE, EFNRSIHTIK.

9.3 WM EIG K PRI ZEIEEL

gﬁlﬁlﬁﬂzﬁﬁiﬂﬁﬁ , MRV EESLAIRNEREFERER, URSEIEEPRNERE
EiHanEEE
IRIES M SLAY SO EURE LIS AR, RREEHHRAE,
(1 #%e8
AR IS AIcRE N  SRAEIE,

o~ RIEE T 21ZAGBHIBH =T BRI AEESLA, ABAIZSLAFIRIPrimary s /Al
Secondary T AR AIEEEIY91000, HiddenTo s EATFEZ4EHEME, AXTIMEM
HE%O

{EFAMongo ShellEZRIAETF TR, HiTin<db.serverStatus().connections&
BT R HEIERE.

replica:PRIMARY> db.serverStatus().connections
{ "current" : 7, "available" : 398, "totalCreated" : 818364 }

EBREEXEUTSERINAYE:

e current: HEICEEIIANEEE
e available: HFIA]ARNEEH.

BN anEREER
FEB1 {FRHMongo ShellEZEIAEF T RE, IiREadmin#iERE.

replica:PRIMARY> use admin
£ HTarSdb.runCommand({currentOp: 1, $all: true}), EEEEERE,

BESaSHBEER, STLEEE8MNERINAIRIRIPHELL . NEHSME
ifFN1DDSEAI5 5 JL.LT%’/'\EE:O
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9 RS

9-8 HIHEAR

replica:PRIMARY> db.runCommand({currentOp:

I
18
“inprog" : [
I
8
"desc"

"clientMetadata”

1, sall: truel}l)

connaLalTl

1044773304

L
. 8

"application”

1
Jr
"driver”

s

"active"
"opid"
"secs_running’

H true,

"query" : {

"name"

"name”
"architecture" :
"version”

: 3719193,

“MongoDB Shell”

L
. 8

"name"
“version" :

ent0S Linux release 7.4.1708 (Core) ",
"xB86_64",
3.10.9-693.11.1.e17.

"Kernel x86_64"

: NumberLong(30),

“currentOp" : 1,

"sall"
3,
"numYields”
"locks" : {

-0,

1
"waitingForlLock"
"lockStats" : {

1

.

SMaT PRI R iR AL

: true

. false,

N AYEIRRRSS S 4Fi@id Connection String URIZBREUEE . @3 Connection String

URIZREIERZFRT, FEURIKRENL “&maxPoolSize=<integer>”

G

=~ {EFEMongo Sheli&iERIA &

mongo "mongodb://

RiEng EiERthAY

SERIRY, BREERZRAYEZEE10,

rwuser:oooooooox@192.168.168.116:8635,192.168.200.147:8635/test?
authSource=admin&replicaSet=replica&maxPoolSize=10"

ﬁssm% EEH

cf09ch ycsb]# mongo "mongodb://rwuse

T o - 635/ tes t 7authSource=admin&replicaSet=replica&

(1 A8

KFARIESHEFRINIBREIEZHAISE, 18

o

2EMongoDBEMZIES Z FimRAYAPIZ
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9.4 ECS ] DDS BEAERI VPC, MEARBEAT

o SEYMRECSEMFAER, BECSHEIFABE IR SDDSHERENAE R .
o SEVPCHFHE, MMM FRNEIFAEREINEFEE, SNANERE,

H i — \
9.5 NHEF EAEEYIFEIIEEHIEE
ENERIN BRERIFEMEENIEE, SFEEERE, TEALINAN, NA&H
ke, IZHESHIRTHE.,
EREINEHN AREFRFRARKEELUERSIEE, B RSREE, 1I25MEe.

9.6 WTBIBHERRIERIRSS =R

BIEHEFEMERIRSR, BN (GBRERRSZH[REND ) & “WLBERRSS
2 M “SREERRSE o

o ZHEMARIRSZEETERE SHEIREESLA, FESHERIILARETFRI—EUFA
B=FNA,

o DUEMMTIRSSEENT, BEEIFIRIERS, flalRedhat6.6, HAELPEEIP
( Elastic IP, ZE#MEZLSMIP) o

o IFAEELSH, FERERIRSSETLIBIIIEEIREERS “EANMEE” THE
THEAY “RMIP” 58S AR ZESEF .

SZH%hRA 01 (2023-01-30) WRIERE © HERRARBIRAT 41


https://support.huaweicloud.com/intl/zh-cn/usermanual-ecs/ecs_03_0504.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-vpc/zh-cn_topic_0046655036.html
https://support.huaweicloud.com/intl/zh-cn/qs-ecs/zh-cn_topic_0021831611.html
https://support.huaweicloud.com/intl/zh-cn/qs-ecs/zh-cn_topic_0021831611.html
https://support.huaweicloud.com/intl/zh-cn/qs-ecs/zh-cn_topic_0092494193.html

MASEEREARSS
= aE 10 BEFin&%

1 O BEFIRTEE

10.1 #N{a%3E MongoDB Z i

MongoDBE M1t 7SR EHRERANIBFineict, H T HHIREE TERmEE
9. https://www.mongodb.com/try/download/community,

gkl

o AETLL “RedHat/CentOS 8.0 x64” F1MongoDB 4.0.2873fll, N 4BI{TFAENAERN
TEAFH T,

o MEIRSLIRZLIEITIET, BIRIESLIRFTAIRIERFKILIR SR AE LA RIZE ik
x,

BIFSR

TE1 RELES,
1. HANEM TFEpEiEtbit: https://www.mongodb.com/try/download/
community,

2. £ “Version” Hhi%#¥ “4.0.28” , £ “Platform” fhi%# “RedHat/CentOS 8.0 x
64” , 7 “Package” FiERE “tgz” . FIE10-1F7Ro
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& 10-1 MongoDB E MIRE

o MongoDB Products Solutions Resources Company Pricing
MongoDB Atlas
MongoDB Enterprise Advanced
Version
MongoDB Community Edition 4.0.28 ~
MongoDB Community Server
Platform
MongoDB Community RedHat / CentOS 8.0 xé4 v
Kubernetes Operator
Package
Tools N
tgz 2
Atlas SQL Interface
Mobile & Edge Download & @ Copy link More Options

3. BREELEFMERRSRL, B2 TRMAE:
(1] 588
IMIERERIRSS S, BFEUNTEEAERBMIRSRR .

- B3 “Download” T#4.0. 28R AR T iHFIRER, REEZRA
“mongodb-linux-x86_64-rhel80-4.0.28.tgz” , ¥%%#E HEZHIERIRS

g5k,

- BE “Copy link” SREX T Hepkziit, BREMRIRSSEE, HiTwget
copylink,
MR

copylinkiBER SRR FERIHERIL o
T2 ERMURIRSSE L, BERES.
tar zxvf mongodb-/linux-x86_64-rhel80-4.0.28.tgz
AR
LB B FIBIRIELIRE R &R
|3 HEALEGN “bin” MHEHET, FEEFIKRLE,
cd mongodb-/inux-x86_64-rhel80-4.0.28/bin
AR
LB B FIEIRIELIRE R &R
Hrh, EEITRGSWT:
e MongoDBZEFimmongo,

o ¥iIESHT Emongoexport,
o HUESAIEmongoimport,
T84 FREFKRIER, FENTEBEFHITR.
o Hi1Tchmod +x mongo, TS ERESLBIRIINR
e #147chmod +x mongoexport, TFSHEIEAIRUE .
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e H1fTchmod +x mongoimport, T3S NEHIRAIR

IR %);ﬁ%%%%ﬁ‘zwﬁ, GNFEIRSL, B EREEELh . R ARSI SR
FRsEfl.

-

10.2 #0{aJZ3%E Robo 3T TH

ARETNBUTIRENRobo 3STTEMNZEBHRTE.

BRIETR

1 $TFFRobo 3T T#ittit: https://robomongo.org/download, B “Download
Robo 3T” ,

[4Z] LY
10-2 TERE
3 & htipsy//robomongo.org/download
'.Q Robo 3T Download  Blog Q) Accoun! t

Simplicity Meets Power

Download the latest version of Robo 3T

Robo 3T: the hobbyist GUI Studio 3T: the professional IDE for MongoDB

Robo 3T 1.4 brings support for MongoDB 4.2, and a mongo shell upgrade
from 4.0 to 4.2, with the ability to manually specify visible databases

[ ]

TwWo D
SE% 3

z >

£ FEHIERIEBSIEXAERRE, B “Download for Windows” T&; “robo3t-1.4.4-
windows-x86_64-e6ac9ec5.zip” .
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https://robomongo.org/download
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‘Windows Mac | Linux

10-3 F&HITH

Robo 3T 1.4.4

Download for Windows

Email*

First name* Last name*

Country code Phone number
Please select v

By clicking on the download button, | agree to the 3T
Software Labs Privacy Policy.

Download for Windows

Close

$I|3 BELSE2THAIEREENM, WEREERTHY “robo3texe” X, FEHITR
o

FWA LxFTHE, AR, RERTNE0-4FT.
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10-4 TEERME

& MangoDB Connections

. . . s
Create Edlt remove, ClDl‘I.E or reorder connections via c]rag n dIDP

Hame Addrezs Attributes Auth. Database / User

SIS THLZEMINGE, WFEELS), BN ( SHSEIRERSSIREN] ) P& sLfisEsy
TEEAMERSLAIRINE .

-
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NEHIRERS
AR 11 HIREEAER

11%1

1.1 MM EESRIRIAELAINERT <

ERILAEDDSIERI A EE SRS T REE, BIMEFNT:

1. BRXEHREERSERS
2. £ “HIERT WA, REBEREAIETR.

FEEAMER

o

11-1 LhIETE

s REERIRS © mese

SIHIERID = SeiiRE HuErERA
2238bd83b14b47afbeedadfl 663b79d0in02 s=R EEL0
Bk AR 40

3. EEMNSHN, BE “EEER’ , aRETLEETAER.

11-2 EIREE

=fFI= v =
BER/ID E:1=) ATRE ARIP HEP e
dds-87fe- . [ — ——
. Secondary azlpod 19216894 ® R4 ByANiEL | EEEP
alacth3.
dds-87f8-. . . R S —
o Primary azlpod 19216811 © EEE EErRiEn | SEEEEP
_ 9ea?ldd
- dds-87fg-. . R
SHE= n 9 7 - P R
=itB% befadaaT Hidde azlpod. 192.168.78... el vl
e dds-87f8- - .
condary 9216897 EHIE  IEMARENL | 4EEIRE
. cf332cd. Secondary azlpod. 192.168.97.. @ F#= i iy t£IP
dds-gie- Secondary az1pod 19216810 ® R4 ByANiEL | EEEP
19d01 efo. condary SENE  BUARia | SEEEE
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11.2 AR e XA | BT LARIFRIS

{ERiIERIdb.<collection>.stats(), EIXISEIREFRMLRS|, AEXICIEKKAT
R5HTHIRR

(AR

collectioniBIRIBEEHRTES,

11.3 DDS /%5 TTL R ;5B THAEUE

DDSX#FTTLERS [FIRTHIEIE . FIREsSEELIEME.

11.4 ¥{aJ{#EHA MapReduce 5%
LA N

X AEHEEN 1TMap-reduceiRE,

YIS MapReduce #5$

MapReducefp & HDDSSEIEIRS %L “security.javascriptEnabled” =%, BAIAER
“false” , F=mapreducefigroupmSELEHER . MRFEEHMapReducedn
<, BEHEEXRS “true” , BREEEEEXIOAER.

o NITFEELH, FELTEEEshard TR XRESHERPYNSHIE, BERFLG

2 g8
. ?BJ‘Z%$§§§SZ$%)§§WU, EETELAXRKSERRPNNSHE, BERBE
ﬁl 3‘(- o

INMOTESHEBES NRESHIER.
{85/ MapReduce a5 5B E IR SR

REE(SE: cannot run map reduce without the js engined@map is not defined

11-3 £fl—

rep

6
PRIM db . 1ml est1111111111111111111111111111111",

us:"active"},out: “Imktable_temp});

Jcollection.js:1145:1
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https://docs.mongodb.com/manual/tutorial/expire-data/index.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/zh-cn_topic_configuration.html
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11-4 61—

replica:PRIMARY> db.mythings.find{ { age: {$lt: 2
replica:PRIMARY> db.runCommand({

. mapreduce: 'mythings’
. .Map: map

. .reduce: reduce

. Jout: 'a’

keeptemp: false

B
1

L |

|

201%9-16-16 30.426+0000 E QUERY [15] ReferenceError: map 1s not defined :
@({shell):4
ATRERE: MapReducedn SHPRHIABEFEA .

BT A BLBISEIEIRFPSEL “security.javascriptEnabled” BY{EIEKT
“true” , HERLAER, BIOIERZHS.

AR

WNRSLBISEIEIRNEOASEIRR, ATEASHIERPARIHELSHE, BALIER— S
SR, FHEINSHE, EXESHSHIERREEIZLS), BRESINASEIER.

11.5 DDS 2&3Z#FSround RE]

DDS3z#F$roundii¥. FIBESNREREFHEILEIIR.

11.6 N{OJE1E1ITE8E Balancer

(ERm=

79BalancerfEitTHRIIRII R DT RIIRRARIR, tIatSEEERYESHRELIT
—EREREATE, EIINREEFEHES FARNLFIMEARSERNEWSER
SEHURBENSRIEESR, FERImlss:

N SR ERRT F IS Balancer
o EWNESSEIEHARTXHIBalancer,
o FEiigHBalancerfUiERIEN, 1TEHEISEIEHETIE,

EFABR !
o BRI HITIEBalancerTIREETEIRIE,
e BalancerhBEBMARHBIRZE .

FFi3 Balancer
$£E1 iBidMongo ShelUEIEERESLH .
$IE2 7E£dds mongosT RS 1T, NIREconfighiERE.

use config

B3 WITU <, FiaBalancerIigg,
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https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0014.html
https://support.huaweicloud.com/intl/zh-cn/productdesc-dds/dds_01_0046.html
https://support.huaweicloud.com/intl/zh-cn/qs-dds/zh-cn_topic_0044018334.html
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sh.setBalancerState(true)

R

<4 Balancer
$£E1 iBitMongo ShelUEIEERESLH .
L2 fE£dds mongosT RS 1TH, IRZEconfighiEE.
use config

ZE3 BT TS, EEBalanceriz TR,
while( sh.isBalancerRunning() ) {
print("waiting...");
sleep(500);

o WMRENEAZT, NFERBalancerigBLTFHITESHVAT, LIRATHITT—289
#1E, XHBalancer .

e WR[ENMEIwaiting, MZFERBalancerlEEHITHIFRE, WATRBEHITEA
BalancerfJar<, BNATEES REHIEAR—E.
A NNTEER 3RS BIREIIENT, aIHiTXFBalanceri<,

sh.stopBalancer()

R

=E Balancer RYiERIEO
Nt A S HRENM, ErILABEZE(E#EBalancerEERTEIATIE,
(RAELY:
FRFAIRESAIBalancer BRI BERMNEL . FRLAREZHI, iB5cFFBalancer,
F#I1 iBiIMongo ShelliEfEEER LA
2 f£dds mongosT R 1TH, REconfigdiEE.

use config

I3 WITW TS, ®EBalancerfYiEsIEN.
db.settings.update(
{ _id: "balancer" },
{ $set: { activeWindow : { start : "<start-time>", stop : "<stop-time>"} } },
{ upsert: true }

)
(AR
e <start-time>: FFEETE, BHERESIIHH:MM ( UTCEE ) , HHEYESBEFO00 - 23, MM
BYESEE 900 - 59,

o <stop-time>: Z5RAYIE), BHEEAHHH:MM (UTCESE ) , HHEUESBE00 - 23, MM
BYESEHE /900 - 59,

HiTsh.status()ép<, EEBalancerfOiEmIEO . WE11-507, ERIBEOHKIREN
22:00 - 24:00,
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https://support.huaweicloud.com/intl/zh-cn/qs-dds/zh-cn_topic_0044018334.html
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11-5 &% Balancer B9iEEIENO

mongos> sh.status()
- Sharding Status ---
sharding version: {
"_id" 1,
"minCompatibleVersion" : 5,
"currentVersion" : 6,
"clusterId" : ObjectId("64478ef7d201d17f7beb47c7")
}
IET-EH
{ "_id" : "shard_1", "host" : "shard 1/172.16.29.203:8637,172.16.61.17:8637", “state" :
{ "_id" : "shard_2", "host" : "shard_2/172.16.27.2:8637,172.16.47.171:8637", '"state" :
active mongoses:
"4.06.3" @ 2
autosplit:
Currently enabled: yes
balancer:
Currently enabled: no
Currently running: no
Balancer active window is set between 22:00 and 24:00 server local time

R

Z<B& Balancer BYiREIE O
tNZEBalancerta R FIETRES, BB THSIRE:

db.settings.update({ _id : "balancer" }, { $unset : { activeWindow : true } })
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1 2 SRR

12.1 DDS B2 EZIFEE region 118

REI LS BEURS $IBRSS ( Data Replication Service, f&J#RDRS ) SE¥lZ= 2 Region
NEIREZ BT .

BRERRE, B2 “BUHESHRSIBEIE" A% .

12.2 ARIMKE TR DDS HiREEMM e TFE?

BRPEEBAKSAIDDS-ALAIFZEIBKSAIDDS-B, FEBIIHIES HIIRFZDRSK
ST, 1FBEIES I DRSIFBERS =EIRETREID .

12.3 B4 MongoDB iR E{RhRAET, FSEUMFE?

MASEIREEA— TR R RIR S SRR —E, SIRAFRSRMRAAIIN

ft, PHEREIMINEEMAIELBHMSEFEIINDENLh. ANSHREAIBE

R AR SIAE SR L IRFIIREE IR A TR, AR EEMET SR
SHEAERTIXEHINEE .

IHMES B R DR RINFEEREN

o TEEW: BEEBHXMIEMARHIHE, JIUEEHALBIGIFIESTE,
HITE—D T FIET RS S P ERZASE;

o EIRFEIN: BidE ﬁxﬁﬁﬁ%ﬂﬂﬁ%ﬁ%ﬁ:EHﬁE’JELmongodumpiFl]
mongorestore T EIFEHIEEMARA, #HiTISThReEINS, @BigWmeERI31
BELIRRIIIE T E MR AR RI1T;

MRERNSZBRAESR, BHUBRREARARERIREWANTFETIE.
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https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0055.html

MASEEREARSS
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#

HETE

A

13.1 DDS {ERANNEHRECERTA

NHEHIEERSFERBRER, BRERESE ( ZEERFER) .

MAEEIRERSHIE O EEFERBXNREHERSS, A OBRPWIRIEIEETE.
KFNEEIEELIERIEHECE, B2 ( WREFHEIRSEFER ) o

13.2 EEE 7 MSSIEEENE A FHESEEAT
SR A S SRS SR R R I,
RGN BRSBTS BRTRASRE, TET SRS

==R)
B, LS Mshard R, BERRIEESLHINTR.

13.3 {+4 2 DDS LA RIEIRES?

JIRIFDDSEFINIERZTT, EFETEENSEEHAIEE, RESHWIREMEE
BRIEAE, RS TRIIFMIEINZN, FFEANEN, JLBl 7=
[ERAFRIZANTS, EFEREBANEHRIEN.

BN
o FFELAFETEEIT600GB, HFIRAIABEFETIE/918GBRS, SLANAELS
HIRBENHIE,

o  FAPWLRIFETENTET600GB, SLPrERERICFETIEAI97%ET, 2
PERSRERIRE N HRIE.

o FFMWXRIFEZSEREIE600GB, SFIFRAATAFMEZTEATI0GBEY, RiTRE
=BnifER.

o AP WSLRIEFETE/NTEFT600GB, SLPRERE/NTF SFE=aRI85%HT,
RSB ER .

LRSI S R R REH TR E=E & .
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https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/zh-cn_topic_increase_storage.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/zh-cn_topic_increase_nodes.html
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MASEEREARSS
= aE 14 HiEESH

HIEESE

14.1 DDS FHEXAI XS

ARS3ERATIEIAUTCRYE), ARSZFHMERBRSSsRATIE), IS A =R SRR AT
rEjO

14.2 AR BECTFLAIRELESE]
SHHRXRABIN T :
o ZBHEIEMIRIBIEZ I MongoDBE N,

e  “net.maxincomingConnections” {&KEAFSLHIAIHANE, LEHFIEARIS REIAIA
BEtAE, FHtt, WESHERPREERERA “default” .

e  “disableJavaScript)IT” #1 “security.javascriptEnabled” Be&{ER, RESITH

#INEE
- “disableJavaScriptIT” , BRIMEA “true” , FTRZERavaScript I THRIFER;
Ko

- “securityjavascriptEnabled” , BRINMEA “false” , FRAFIFmongod
HiTjavascriptii]4~, mapreduce. groupZEasSIETiEER.

14.3 MapReduce R4 325 JavaScript

HTLRELERE, DDSBLAIREI T JavaScriptI AT . (EENREEERNIT
JavaScript, BJLUEIIDDSIZHIENS “security.javascriptEnabled” SE{EXH
“true” BIE], BMRIERZES IRIESEIER .

14.4 DDS E&Y RS E majority £k readConcern

MongoDBaILAE @ writeConcern>REFIS ML, BidreadConcern>REFIEIRME o

SfgxEreadConcernfR 3l amajorityls, BERIEAFIZEINESIRELRBEAIIXZHH
=, MIXHFREIEASRENR, BT ZRIIEE,

DDSHBIAZ & EmajorityZk3lidreadConcern,,
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https://docs.mongodb.com/v3.2/reference/parameters/
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/zh-cn_topic_configuration.html

XAEIEERSS
% D ialRR 14 HIRESE

MEBZFEKRFS, AJLUEWriteConcerniZ&E Imajority, FRIGEHIEEANEIKZ
HPm, XERFRIE T ASEHD SHIE— . AEETIZEESENT S iEweeRIE
BRPEZINHIREEEANIIAZHT =, MXENEIEARASRERIR, B% TSN

a3
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D ialR 15 &ip5IRE

1 5 HHSkE

15.1 DDS LIRS, FohHin SR4REEKEE

MISEREESLOIMIRE,, FaIEHRANGIRE, FHRENREEIRSAITTERER
EERAYZEF o

15.2 WA SRR R R D Rt AR S8 &

maTLAiEid mongoexport il S TS HUEE R D BRIt =IRSS S L, (EARENEEMER
RS BRMENEIRES D =EER

SREUHETR S A AL EIR EESL ARV RO TORE, B EMEIREFREI T WIS REFEIRSS
£, LERSESRIEIERT MRS RIS,

15.3 MHEEUREIRS B R EFZ KAERISEH

NISEIRERS BohE A REBREEOATR, AFEREITEN, THRETEEA1
~732X . FAhEMIKEHEIRT, BRFRREEERIRZE0 X,

15.4 Y[{a]#EE] DDS ELMEZDEUE

MRARFERFIRSS, WEZERNAYRIFCRE
EETTRZF RS, JUEZFITIRS TEERSNAISEHHIFCE. #H52

NEFEERSH.

15.5 FH T EEE WLz 4

%ﬁ:‘?l‘ﬂ@é‘\ BMEHOREFENBMENY, FHSHFNBEERTENX
.

SZH%hRA 01 (2023-01-30) WRIERE © HERRARBIRAT 56


https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0054.html#section3
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0007.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0032.html

MASEEREARSS
= aE 15 #FpSKE

15.6 DDS BI04l ZERY

NIEHIRERSFFENEERNTIBESNEFHEENREERS L, ~4BRARY
?’k%ﬂﬂ’ﬂﬁ?ﬁ%‘ﬂ, DDS#efit T FIsLIEE X IMEERIE D REFE=TE, BATFH
ERYBE I EIE .

Bai&mrYEas FHAFISLAIRE e EERERE . AIRSEOIMER, FBABMEDESER
Wk, MREBEFNED, FIEHA=EaME, BERSSIMIRTFEIE0

ZEANBIF, RUNFAFWESLEIRY, FiE=Eiki® 7200GB, BAMBNEHZTEE
it, RAEIBII200GBAFFiAITE:, Hi200GBREER . WTBid R ERENFES
&), BRNZIFRFEITE, BEOWRESOER, BRKEES L&A,

PTe

BRI RN T SRS RSN, HIBRFESIDRELL
EABNE, BIFBESEmEEsE.

FPSEOIARER, BSERBIFEEE, SORLARGENIE.

o MBHEMALO, BIRE DB,

o UIREEMIPRASGHISEH, REIBMENRBEENEMRER, RENFNENTE
Faibs, MIREENTERSEEE .
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https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0008.html
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MASEEREARSS
= e 16 MEZRE

165z

16.1 XEHIRERS AR L 2 RISk

MEHIEERS AIREMBEIAER, NHBRLASECISLINEZ 2R
Eo 59, BES—SDIANERS , AJLASSIINS )AL SRR S R IRAVA B AR PRIZ
| o

16.2 AT ATEEIFAE =P {E A ETERE

EIFAE ZRVHREFEG . REAINSECIZEMNEINSG, NRRTLIFABIPHELEE
El. 7M. BEARMMEMNXSSmE TES . EEEIAER, ERLIEXEMMN
BIFMINEECE, (EEIFEZRUTIEEE CRIEEHR O ERIESIPME

A TEER MEA se R EIUTAE = P E A S SRR ARSS |
ERERTERARIIWebNBERF, FRHMREBARANHHEREIRRSES. STl

E— T EMAAE AR IR — A SHGREREL AR It = RS 2ESLH], R
TIRSSZREOIDECAMIP, FEWebBRSS 2B ERIERIRSSZALH

16.3 WIRREREIMFAB ZRIE TRISSSIREERZ 2
R R 2R BRI G SRR ANZ S, W5,
REEAIREHIBIE (ACL) , AILISSHaIBEE \FIRH S 7 REIRATER . WA

EEARIE ( QEMEHKIE. NEENFGIFRS ) JIAERET PseckZLE BN
BiEEH AR EMAE RAIFENERE.

16.4 DDS 282 FnxiEEiE IPVe F)
HRIASZ %R IPVOEREO T, (BN (E AT 02 kiR IPVARERHYF M -
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MASEIREERSS

= e

16 MEZZL

16.5 ZHRIEHES N Windows/Linux B{ER %t

S\ Windows IZ{ERSt

. %E “ﬂ:yL\”
2. EMMCESIS

, IETIEEA “MMC” , [E%E,

REBf=rhead T, R CIRIN/MRETEET &

£ ISR EIERIT” AR, &R “IANEEST Kig ER” .

BE “iFm”

IIJ\JJDIIE:B o

4. 7 “IEPEEHET” WEE, &F HENKFT , 85 ‘T2
5 & “IEERIEN” WEE, BE "SR o

6. & “IRINsKMPREIRRT” IHEE, BF “BE” .

7

8

EMMCEFHIS,

W “EB7 .

. ARSE “ZEEORIEBMANE” , &R “EES7 85 ‘SN
9. BE “T—27 .

10. B2 “WEE”

1. BETHAMRIEBca.crt>X, 8 “fTH7 , ARERSHRE “T—27
12. 88 “F—2£7

13. $E5 “.—:EJZ”

14. BF “HBE” , THIRIEBSA.

S Linux B{EES%R

ERILAE R TR

F—HFT-
o~

16-1 SAIEH

EET AR (0WInSCP. PUTTYET R ) BB HEELinuxER %

mongodb-tools-1.0.1
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= aE 17 EiEfEE

1 7 NS E

17.1 AP SEREXREEAIRIBPLLERETErR

FPFRIBEXTNMISEIRG . CPURIBER. REFEFIER. #E=afBE=R,
BZHIERER., B2 N SR EIRS SIS ER .

A LWRIBSEIF R 7SR B S SR, SKEIEE, ARIVERIEHEERSE
BoETBl:

o UIREFERIEA (g05min) , CPURIRIAREIMZIR (W3R ) MEFEEE
{8 (4n90% ) KIER, MARLHENEESE.

o MNRAFERIIEA (WN5min) , AFAIFIAREIMZIR (MAR ) METESE
{8 (4n90% ) RIER, MALHENAEESE.

o MNRARERIIEA (W5min) , BERVERREMZIR (WX ) METEESE
{8 (4085% ) RIER, WARHENAEEEE,

(MARY:

USSR EE, $0 ( ESREPIEE ) b CEERNEE”

HNRCPU. RTHEREKIRS, BLEN SHESE, TIEEEECPUIIREIS.
SKRENFEE:
KEIS#ET BRI ARG XRINEE:

o FEMETREIEE, BEERAYUUNLAIPRIRSRESEBEIEFEEIEMRSR
VAR =SE]
o BUHETEY BIEAHETHE, BSRT BFE,

17.2 fic& DDS SEMNE, HAZERBEINEAT?

[BIRIISR

FREDDSEEMNIAT, SIIRE—LsMmMists, fla: CPURIFZ. MR
=, BRSERIEESIET.
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https://support.huaweicloud.com/intl/zh-cn/usermanual-dds/dds_03_0026.html
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MASEEREARSS
= aE

17 itz

Lrbag iy

BRISZ

ARnERSFAERESZENNRT, REEEEEIIZ S SRR E R —

, SHERTEIXNAYSEER.
Blan: CPUERZRAIERI RIS ASEIE RS SLA FAIdds mongosTom . SASEIE
FeSEB FROE T A EIRELAI TS =, HEEETRRAN, BRERS
ERERESEMNINEREE R ]EEREESLS, —ENEERR—, Ll
MEEFEICPUERZRAIGIEEIR.

DDS>Z LR AR T Rk plRviEinms, BERBNEERSIFRIHEEESZERN
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