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JRAX, NWETLMERSREEZEHIT

BN, SEFEANXER “TTAK1” WLTHIEFZEEIT, ME3-1AR, FEITH
?ﬁlﬁfﬁ%ﬁ%ﬁ:iﬁ@iﬁﬂg ‘ITRRX2” g “TTAKX3” , WERTLERMENSEELS
it
3-1 £ “TRHKX 17 WIHEELZEHIT

TEEL

e [ e

3.2 HIEEZEFEIT (BRIEN ) REESMILS5?

A . BIEERZEHITREEELZ SRS RERMENSIHENEIRERITIE, I
BEHTEHIT, AR, SAEITTRERRSE,

3.3 YEFEREHIIFZS I IKSHEZERAE?

HIEFEZERITASFS MIKSHEER, flil, NREEENKEESEMENT
BIEET2MKS ( “domain1” #1 “domain2” ) , HEE “domainl” KSTWXLT
HiEFEZ 2T, W “domain2” IKSAEEER “domain” HHIEFEZE®HIT,

FR—XI, —MKSAIEIAM LRI EIAMBRPE T AR BIZIKS TRIEIEER
it flal, BEENMXKIEESIMERNTIETINMKS ( “domain1” ) , B
“domain1” IKEEIAMPEIZ T2 NMAMAER ( “sub-user01” . “sub-
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user02” ) , WNEREISIT “sub-user01” #0 “sub-user02” FBFDBSSHUBRESHS,
MX2NMAMBRPERRILMER “domain1” BIEUEELZESHIT.

3.4 HEFERZEFITTLNATHERR?

HIEELZEHITRBHIEESREBHL, EAZWARWSHEEIT, JLAXIESN
= FAIRDS. ECS/BMSEHZEHHIEERITRIEAIHLT.

o EHTHIEENMIRE, GMMIEFEESR. 1BERE (MEEX . HURIRIEMEE
=) FURMENR, BRIEIEEHITHIT.
o MXE. SiE. SQUENFZSNMERHITON, BRI T BREFEERRR.

o IRMEEIHRFERE, JUUEMRR. FERSBRFIHESE (REREFEMIN
) . B, XFRIXRFREMPISTITEEEM, HEENIREVEIHER

3.5 SHFHYSERR SRR

HIEER SR ST IR ERE AR UIZR3- 1A .

% 3-1 YIRER SR SHSHOEIRRE S EFIMR A
HiEREE KA

MySQL e 50, 51,55, 56, 5.7

e 8.0 ( 8.0.11RLABTHIFhRAS )
e 8.0.20

e 8023

e 8.0.25

Oracle e 11g

(ElOracle HiFENNY , BECERAS LY, 11.1.06.0 . 11.2.0.1.0 . 11.2.0.2.0.
ISR Oracle iR, BABKRE 11.2.0.30, 11.2040

RAR) e 12

12.1.0.2.0 . 12.2.0.1.0

e 19c

PostgreSQL o 74

e 80
80. 8.1. 8.2, 83. 84

e 90
9.0. 9.1. 9.2, 93. 94, 95, 96

e 10.0
10.0. 10.1. 10.2. 10.3, 104, 10.5

e 11.0
e 120
e 13.0
e 140
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HURPERE BRA
SQL Server e 2008. 2008R2

e 2012

e 2014

e 2016

e 2017
DWS e 15

e 8.1
SHENTONG V7.0
GBase 8a V8.5
GBase 8s V8.8
Gbase XDM Cluster V8.0
Greenplum V6.0
HighGo V6.0
GaussDB(for MYSQL) MySQL 8.0
GaussDB .41\l kR
DAMENG DM8
KINGBASE V8
MongoDB V5.0
DDS 4.0
Hbase 1.3.1
(e A=EHITELHI: 23.02.27.182148 ¢ | 2.2.3
HZ [FRIMRASSF )
Hive 1.2.2

239

31.2

3.1.3

3.6 IEERZEHITIGHIEFEEMLREREL?

TEETEHIEER. NAmCIERZRAgent, BRINNEIEEEESIHREELSH
e

HIEELR L HITHIAgentaiZ{TELINUX6AZFIWIndows6AIRIER Z L, RET AR
RERFIRBBU TR
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Se

R
b3

o  HIEEZEHITIAgentSIFHILINUXRFIRAINZE3- 27 .

7= 3-2 Agent Z#5RY Linux RFehRZANi5EE

REGIR REhRA

CentOS e CentOS 7.0 (64bit)
e CentOS 7.1 (64bit)
e CentOS 7.2 (64bit)
e CentOS 7.3 (64bit)
e CentOS 7.4 (64bit)
e CentOS 7.5 (64bit)
e CentOS 7.6 (64bit)
e CentOS 7.8 (64bit)
e CentOS 7.9 (64bit)
e CentOS 8.0 (64bit)
e CentOS 8.1 (64bit)
e CentOS 8.2 (64bit)

Debian e Debian 7.5.0 (64bit)
e Debian 8.2.0 (64bit)
e Debian 8.8.0 (64bit)
e Debian 9.0.0 (64bit)
e Debian 10.0.0 (64bit)

Fedora e Fedora 24 (64bit)
e Fedora 25 (64bit)
e Fedora 29 (64bit)
e Fedora 30 (64bit)

OpenSUSE e SUSE 13 (64bit)
e SUSE 15 (64bit)
e SUSE 42 (64bit)

SUSE e SUSE 11 SP4 (64bit)
e SUSE 12 SP1 (64bit)
e SUSE 12 SP2 (64bit)

Ubuntu e Ubuntu 14.04 (64bit)
e Ubuntu 16.04 (64bit)
e Ubuntu 18.04 (64bit)
e Ubuntu 20.04 (64bit)
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A2 AEBIRE
EulerOS e Euler 2.2 (64bit)
e Euler 2.3 (64bit)
e Euler 2.5 (64bit)
OpenEuler e OpenEuler 20.03 (64bit)
Oracle Linux e Oracle Linux 6.9 (64bit)
e Oracle Linux 7.4 (64bit)
RedHat e Red Hat Enterprise Linux 7.4 (64bit)
e Red Hat Enterprise Linux 7.6 (64bit)
NeoKylin e NeoKylin 7.0 (64bit)
Kylin e Kylin Linux Advanced Server release V10 (64bit)
Uniontech OS e Uniontech OS Server 20 Enterprise (64bit)
Huawei Cloud e Huawei Cloud Euler 2.0 (64bit)
Euler
KylinSec e KylinSec 3.4 ( 64bit )

o HIEEZEEHITAIAgentSZIFHIWIindows RFRRA I FEA7:

Windows Server 2008 R2(64bit)
Windows Server 2012 R2(64bit)
Windows Server 2016(64bit)
Windows Server 2019(64bit)
Windows 7(64bit)

Windows 10(64bit)

AR

DBSS AgentfUiz Tk #iNpcap, WRLFEIIEPIET"Npcap not found, please install
Npcap first", i5Z&%Npcapfa, BZ&%EDBSS Agent,

Npcap &k#E#Z: https://npcap.com/#download

3-2 Npcap not found

(o] C\Windows\system32\cmd.exe

TnsrTil:

andit
Lrad,

MAERRAS 18 (2022-06-21)
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S

&
b3

3.7 IEER W I SZITUREHELTH?

HIEERZERITSITNEELT . WEEH TR SIREERIS RN ER I TR .
HIEFEZEHITEOAERNEELT .

3.8 HFIEEZE®HITAILIEITARE VPC B9EHRENS?

HIEEZEH I ISHIT A EVPCRIEUERE . SISFEHRITARVPCHHIERER, FE
VPCEIHEE, IJAEIAVPCERIINFEZNSNEN, 55FeEE—KFA TR
MFEEHITRE

3.9 FUREZR SIS TLS SRR EIE?

Z:?_S‘)%J:obTLS (Transport Layer Security ) EERINRAEINIER, TXERBEEFERZE
Eﬁi T ﬁbo

3.10 FIEEZERITHFEITERETLURFEEZA?

HIEEZ SR SITBELMIENEITEIEE MRF180RAIINEE . RFBHEMDET,
FEEREITLE L, RN ERFENE180K, XEURTHEEX/) . IRAEER

K, SLUREIMIBRAYS SRR Z S B R AR BELURIE#E T EERR . FEER
B, SEEMRFEObSIEE, IWEHRFAIBIEISXI N EobstFiERYATIE .

AT R EERFRERSEEETR, mASEREEIEESSEREINRTFINR. B
TIHEREITSREHEREFINKER, BNEEZLITEIGE:
o IRIBWSEHIEERITHELFER, BEWINBIEEFELZEHITRA

- HIHSESER/: WXELR

-  HHEEFERK: WXL RREEHRR

HIEFER 2RI SRR AN 3-375 .

o FHEIUTAE

BXREMHEITBSHFEMIEE, BENE0EEERITAE.

& 3-3 HIREEZEHIThRAMERENISR AR
hRAS SISHNEIEESL | RAFTHEER | 1HESH

51
ZlhiR %%i?%’u‘%ﬁ% e CPU: 8U |eo HITEIEE: 6,0005/F
FesLf . K o NEEE: 72055/

32GB BIZ R TELSQLIEAITRE

. ﬁ%ﬁ) - 100{Z & )FRYSQLIETZ1E
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e
b3

WRAE | ISREIERESE | RARFEER | HaEsH

Wl
D H%g%%m/.\gz e CPU: 16U | e FIEIEE: 30,0005/F
YEEESL) .« HTE: o ANFEEEZ: 108055/t
64GB o 15{ZERELSQLIEAENE
o TEEZ: o
e 600125 )R4SQLIE BITFfiE

AR
o HIEFESLAIBISHUERIP+BIERFIRC TS o

WRE—HUEFIPEE S M EERFRD, MIEELOIENEIEREROHN . 11 8IEEPRET
?]%SGEFE"Q#&D, BIA—EIRRESER; 1N EIEREIPEANEIERE RO, BN EUERSE
bl

Blan: BPBE2NEIREERF D RIAIP AP, IPBE—MEIEERD, WA NEIEESLS);
1P 3N EIREER O, NA3NEIBESS, 1P FIIP,ETH AN SURELS, ERIRSSARA
MBI EEATHETANMIEELS, ENEREWR ( REIFHRIT6NEEELHA ) -

o THHESMIE. BEEN, BRIJEEW,
o RIREMNIFHERDSIEFIGME

o AERTHNREARFER, BIEWIHIEFELZEHITLIINSHENRRRR. WL, AR
HNERFEREH IR NAYECE .

o AFRPHELSQLUEDMIIRY, ERBEFRSQLETNEENTKBRITER.,

3.1 $IREREWITRERE, SKHBAFPTLIKEISEE
EF?

%ﬁ%{&gfﬁéﬁi‘l‘Eﬁ@ﬁﬂﬁ’%}RT, MRS EERETIKWEESLBEINRAKATEARE
355580

él SRERERENE, FHEEZERITERSETIERT, SEEEZEH T
HR (CPU. NFAIH#E ) BTRENSZEHEN, RREF-ESEEM. APYESD
AT LA S B

3.12 BRRXSERFHUSFRKEIRIHMZERERIG?

B, —FREEERXN—EXIHME .

3.13 A AT BEEST SR Z £ HIHRER?

MRIBEEELTNIRE, 15{#HGoogle ChromediMozilla FireFoxiX %28 .

3.14 A SMIER RS INEIREEZ 2 BRITIIRES?

e INEREBIEELZEHIT
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FIEERNTNARFURMFRGZER—ERME, BEERERS. WEFIEERE
ZLE, NARHRTER, 24T EEMN ARSI TSTIARINE, EIRA
Rif . BT ARFIERE RN B

HIRERSHITRASRENIE, BidAgent (BURET SN AT R%%&EAgent )
IREUHIDEIEERE . BRENE LEIFETRES. BIWEHITRGEREHSH LR
EERINSIEEEE, NMSCEEERE®HITIEE.

FEitt, SEWVSMERFEEHRZIEIEELZERITINE, F2SHAgentsIfFSQLK
Me B FINRBEE.

REHIEIEEZ S RILRAHEITEE, B2 TATHITHE:
o EiXEREIERERE®HIT.
o HIEEZREHEINETESEXLHIHCR.

?.1 5 DBSS RSZBEEXTE = T EHNITHY SQL iEaH1THE
E?

AJLl. DBSSERSZHITHIEIERAgentZE NHNEERTHMRELE, 5TAREXX,

3.16 DBSS RSB =B FE N EfE?

R3HF . MIEERZRERSEENETEERNT LIRS SRT, BEEBEXAL
SEREBIFT L

3.17 #IEEZERSLHIFTE VPC 2B LAEN?

AL, SERIRTERIVPCEZHFAMMER . IREFRFMED—1FMAER, HEMIZANR
SHRNMBACLRRERRRZE, FRIESIHAREMNNMNER

HEVPCRIZEFRK, olEERIBRIJEHEIHRR TRIER T HRIBVPCIE:

o IRITTE: WEELENVPCYN LIS BINMTEITHIEERTERS? HITR
17, RITEAEBRVPCEMMIMEEZ2H T (&) .

e VPCHE: EIRRZ TSR T RHBERRVPCALIIE,

3.18 tN{axd1E DBSS IRZ EHIHAEUE?
EOEHIEELZ RSP HEEMED, BHEITHESHEOBSHE.
(MARY::|
BshEmEl, SEESTHROBSHAERN, FiEE2 I &niikEHITHE.
TH1 EREEEFS.

£ ERELLAER ‘KE 5, BERELELHN —
2RSS, EANBIEEZEHIT ‘%7 RH.

, 1iF ‘R25EM > BiEER
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https://support.huaweicloud.com/intl/zh-cn/usermanual-ticket/topic_0065264094.html
https://support.huaweicloud.com/intl/zh-cn/dbss_faq/dbss_01_0264.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dbss/dbss_01_0260.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ticket/topic_0065264094.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dbss/dbss_01_0194.html
https://console-intl.huaweicloud.com/?locale=zh-cn

HEEZ 2RSS
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31If

ah

i

S

L3 EEMNSHMF, &=F 9287
TR £ R TISIRIETR, ERRBRERDIILA, EEF "SHSRE" T

Ao

S5 B “REBXEMN , EREXHEEP, REBNENSEH, WE3-3FR, BX
SEIRABINZR3-4F 7R o

3-3 “IREBM&EMN NEE

BERHEs .
EFEEirineEERsE F, S/M4EFE,. DBSSE FEEECOESHE, (RS irEEEnE; SETE 1
EEERIEASTETERE. BREEEREEEN=.
s
#1578 sx
Freandial 022/04/12 17:36:22
% 3-4 EENEH SN
SHEIR 388 EN{EHE)
B TRt MEEES . e
N SREE IR, ALl 5%
. 5%
o S/
L\ A I
FHQRITE el | EFHAE M. 2020/01/14
R SEZMEROBSIERIR, TJLUXIE: 20f18-7aba-4
o BIEEBHIALE 042
. RO
i)z
o B “QIEEUAE" , BiHTOBSIEIN, ATH
ITEESEHEE.
o HITHERALSHZEIDBSSIRSESBIZERIE
YHSHER o = test
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H$|6 BE “HAE” , IRETHK.

(AR
EEMRERE, SEURENTEHIERN, FEENIESHAE 1)\ NESREY, EiY
EESHER.
FRE&H BB Z0BSERE O HEMIEEL S IRSIFITEIE, #5523k
OBSHYAPIHELS

3.19 =RSZE TR~ DBSS RSB EA B UNTLME?

DBSSSEAIMEAIFRMYT &, MEFEMNEEHEFRFED180XATHIGNE
KRS, BEHITERD
W EENIREERFLAIHEFEREERS, EM\EER . MREFETED, U

O BIZEE .

kR 18 (2022-06-21) WRIERE © HERRARBIRAT

17


https://support.huaweicloud.com/intl/zh-cn/api-obs/obs_04_0005.html

HIEEZ 2RSS
= MiElRR 4 Agent tB%

Agent f8<

4.1 YUREFEZEFITHY Agent [ZHHRLLTHEE?
BEFRAIBR R S BN, LRSS ST S EAgent
BRREZ S FitHIAentE BRI FI8E:
. FEHIBEERE
o BREBHIE LRI RS
. BUEARGRESS
. HIRSURRRSKEE

4.2 FiEEZEHITHI Agent ATLALEEAEHFLE Windows 15
ERGLE?

(EREIEERTE®HITINAE, BRELIRET RN AT mZHAgent,
HIEFELZEHITRIAgentSIFLREELU T WindowsERF L

e Windows Server 2008 R2(64bit)

e Windows Server 2012 R2(64bit)

e  Windows Server 2016(64bit)

e Windows Server 2019(64bit)

e Windows 7(64bit)

e Windows 10(64bit)

SRS 18 (2022-06-21) IS © ERRAGIRAT 18



HiIREL RS
E o 4 Agent fHX

(AR

DBSS AgentHUizfT&EiNpcap, INRZEEIFEFIER"Npcap not found, please install Npcap
first", {5&%ENpcap/a, BL3EDBSS Agent,

Npcap F&iE#E: https://npcap.com/#download

B 4-1 Npcap not found

N Ch\Windows\system32\cmd.exe

AdministratoriDesktoph, ). 111 %DIFg4IBk

pecap first, then run install.bat

4.3 FHEEZEHITRY Agent AJLAZRIRFERFLE Linux #{ER
L2

IR 2 SIS, WA SRS SR EAgent.

MR T S B A gen SIS T Linux6MTIME RS, RORAIRAIRA-1FF T,

x 4-1 Agent SZ#FHY Linux EGehRAN15EE
REZEBR REthRA

CentOS e CentOS 7.0 (64bit)
e CentOS 7.1 (64bit)
e CentOS 7.2 (64bit)
e CentOS 7.3 (64bit)
e CentOS 7.4 (64bit)
e CentOS 7.5 (64bit)
e CentOS 7.6 (64bit)
e CentOS 7.8 (64bit)
e CentOS 7.9 (64bit)
e CentOS 8.0 (64bit)
e CentOS 8.1 (64bit)
e (CentOS 8.2 (64bit)
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REERR

ERBEhRA

Debian

Debian 7.5.0 (64bit)
Debian 8.2.0 (64bit)
Debian 8.8.0 (64bit)
Debian 9.0.0 (64bit)
Debian 10.0.0 (64bit)

Fedora

Fedora 24 (64bit)
Fedora 25 (64bit)
Fedora 29 (64bit)
Fedora 30 (64bit)

OpenSUSE

SUSE 13 (64bit)
SUSE 15 (64bit)
SUSE 42 (64bit)

SUSE

SUSE 11 SP4 (64bit)
SUSE 12 SP1 (64bit)
SUSE 12 SP2 (64bit)

Ubuntu

Ubuntu 14.04 (64bit)
Ubuntu 16.04 (64bit)
Ubuntu 18.04 (64bit)
Ubuntu 20.04 (64bit)

EulerOS

Euler 2.2 (64bit)
Euler 2.3 (64bit)
Euler 2.5 (64bit)

OpenEuler

OpenEuler 20.03 (64bit)

Oracle Linux

Oracle Linux 6.9 (64bit)
Oracle Linux 7.4 (64bit)

RedHat e Red Hat Enterprise Linux 7.4 (64bit)
e Red Hat Enterprise Linux 7.6 (64bit)
NeoKylin e NeoKylin 7.0 (64bit)
Kylin e Kylin Linux Advanced Server release V10 (64bit)

Uniontech OS

Uniontech OS Server 20 Enterprise (64bit)

Huawei Cloud Euler

Huawei Cloud Euler 2.0 (64bit)

KylinSec

KylinSec 3.4 ( 64bit )

MAERRAS 18 (2022-06-21)
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4.4 HiEEREHIT Agent BUHTESTREMTA?
Linux ##{ER %

AgentZFimHIEZFR . “/opt/dbss_audit_agent/bin/audit_agent”
Zi#Agentfs, BOLISBUUTRELE, E5AgentiZFRNETIRE.

1 (FEEESIEEAETE (FIEIPUTTY ) LrootEFi@idSSHA T, BFRAgentfiZest
EEI=18

FI2 HITLATHS, BEBAgentEFIEITIRE.
ps -ef|grep audit_agent

o WMRRARZLUTEER, HIBAGentEFETIEE
/opt/dbss_audit_agent/bin/audit_agent

o WMERFAEMEEZES, HEBAgentiZFIZTRE.

R

Windows &{ER %

AgentZi5ERfE, EWindows(ESEIEESEH, OILAEEBAgentliHiZ
“dbss_audit_agent” .

4.5 (Linux #{ERS ) 3= Agent BHRBLERIAHRITIN
PR, WOfaTARLIE?

INREZIRAgentl], RBELERAIIFITIR, 1BEZRRAgentiI T = EHATLA TS
<, PINZEERIARIHRI TR :

chmod +x install.sh

4.6 (Linux ZMERS ) BEEREFIT Agent EFiRHE
REFTEMPER?

AgentZRix BEFMEIREA:  “/opt/dbss_audit_agent/log/audit_agent.log”

4.7 700 Agent B, EHABSETRE®RE “#®FEd
Agent” KB T?

HEAN RN RHERE TSN IRER, ME4-2FR. INSRIERERZLN AR E SRR
(B0 “DB1” ) , EERMRIRRINTAgent (Bl “DB1” HiBETERINAgenth,
‘LETRERT RE ‘N ) . NiEEZN AR EEIEEERIIAgentiT
RFEERE “BIFESHAgent” FI0750 (BNEE “DB17 EifvINAYAgent ) , WNE
4'3ﬁﬁ7.1_70
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WMREEEZN Rk 7 Adgent, NiZEIEERIIAgent/s, HiEEZEHITAIARY
Hif T8It . BXTERTSIFENE, S5 NUEEHIEFEZEHITIAgent®

ETR? o

4-2 — N FRimiERE T ST EERE

ECS/BMSEEEHER:

' DB1

| DB2 EES ALt

Wil BEEHEE/RDS

AR

ERENEURERELEE:

o £EECS/BMSHE¥IRRE

o 2RERDSHEREIHIEE

o ECS/BMSHEHUERFSRDSKRELHIERE

4-3 1EFEH Agent

*
fmiNAgent
EIAT @ EESSAgent #EAgent
IEEER tesT A
* Agent ID AXaSxiGbzoA3BGLSId g A

4.8 HFIEEZ ST Agent FNIEITIREA “KIEH” BT,
QAL ?

SERITRIEIERERNAgent/S, ZAgentAIHY
o

BEITIRST “IRERS” , GNE4-4RR

22
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4-4 Agent iFNINFSR%

== BREES HEFE IPihtASO =HIE BERm RS Agent 2
ERe e 192.168.10.12
| S MYSOL UTFe 3206 - LINUX64 ere EnlAgent =@ | e
k50
AgentiD BEPR FEPRIP  BMERG wiHIE. CPUER.. AR, ki) ETRE =E
AWSIPMY6I7dAd5Q2LN] ZESE 1921681 LINUXs4 - 80 80 = Tghagent | 3 | 2

nINAgentfm, BEFEARET R ERIKAgent, FREEAIIEFELZEHIT.

BZxAgentfs, BEHZAGentlIZITIRNE . BXRHAgentiNIFMIRIE, BEN
ZIEAgent,

o WNRZEAgentfFAgentiIEEIEZTT, MiZAgentfUEITIRE, WNE4-5FR.

4-5 Agent iIZ{TIEE

(=253 HiREEE ERPHEE IPiBhE/ARC] =l =252 Eoing o] Agent B
28 w00339964-01-mysqkpgd6
~ 1 ] MYSaL UTF8 1921681152 - LINUX64 =531 EfnAgent =i | ik
3306 -
7 3 50
AgentiD DR 2EDaP B HitRE CPUER.- =] i) ETRE #iE
AXErwmmDCBKOUENetCIZ R 1921681 LINUX64 - 20 80 = Tiagent 27 R

o WNRLZEAgentlm, ZAgentlNEITIRENA “IKIEF” , 52 BAgentSEIERE
ZEWITLAIZ BBEREETHTUIE,

4.9 {FEH1TRY RDS WNREREE 72/ ECS, WuEE Agent?

HFEHITAIRDSIERE T ZHECS, BIS MM ( ECS ) iEER—1RDSEY, FRERIN
Fin#bZalEAgent, MNEA4-6FR.

4-6 SN ABImERZE— RDS

MAmSEE= L

Z M FAimiERE —1RDS

e B '
RDSXREVSIRE:
= o

ERMNNEIRERER, BSESBLITSREEAgent:
1. &h0Agent.
FrBEZRDSHIECSEBTZE R MNAgent o
BXRMAgentBNIFMIRIE, BSARNNAgent,
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2. L& Agent,
T#Agentis, FEEAIERZRDSHIECS EZ%EAgent,
BRLEAgentINFMIRIE, BS I REEAgent,

4.10 AMEEFRLIEEZ £ HITHI Agent RRT =7

HIEEZEHITAIAgent ] AL EEUEE R . NARFILIRR, iR “ BiEER
> N > IR SERINFERAgenthIZ R TI M

EET R EZRAgentiNIF IR BBIIZzRA-2F7R . BXLEEAgentiYFMIR(E, BER
ZIEAgent,

R 4-2 YEEZEHIT Agent TR

AgentZ | EfG= HitIheEIRAE EREIN

ETA

HUEEDE | ECS/BMSEEHUERE BILARRITEREIAIaZEEE | ifSINAgentld, “ZiETaskay”

RN FRIRAYEREISINE | R BN .
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7 PG TEEFRIFIEET S | fUENZNBRSEE | o iRiNAgentdt, “ZiET5E%
EREINME (50, RDSK | ZHAIFREEUIRERYSENC B &% “NAER , WE
REVHUERE ) Fo 4-8Ffi7Ro

o HENNHAHIRERET SR
FERY, ARz BiRAIE N
YEE N BimAaIN T
Agent., EftiEEETERIN
Agently, REEEFE “EF
E8Agent” RIIA, WE
4-9Ff7R,

RIBiw TEERIMIEET S, | REEETMESEREE | iTNAgentld, BEISZIBIRIE
BARgEEN Bingdx FEZBRNAIEICR, Tk | ARAIR, B ‘LRETREER”
AgentfIEBEBINE (41 HItNARSEREERE | 1ER ‘NMAR” , B ‘©ETa
90, RDSEKEREHUEER | AOBTIER. IP” BEEENZIEAIPHELL
NEREZT )
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EEESAgent ® #RE2Agent
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RiNAgent
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* Agent ID
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k|

HEA R BimERE 7 SN EIRER, RIZN BRI — N EURE S AR iR
0T Agent, EfttEUEEERIDAgently, REEEF “EIFEGAgent” HINS
X IFHANA, B2RiFNAgentl, EAAGE FEEER “ERES
Agent” FINA?

o MIEix

4-10 ERZFiHZRIN Agent
g

X
=®NAgent
Eas HEESEAgent ® fUEAgent

fs=p 192.168.1.1 EiHE-EER

CPUBE 8 REFRE &

sz LINUX64 v

M

LT RIPEEEEIERIPHELL

4.11 YMOEITEIEEZ £ H1T Agent i2F?
SRR TSRS, WAL TERESE, EFAgentiER,
S EREELHE,
W T CEEE” TRAISER, BEREEIIRET.

FE3 BERIIEELMN v BFAgenttlFEMAER, EAgentFrEITH) “1BE” 31, B2F “F
#agent” , JgAgentZIE FHEIALM

B4 ZEEAgent,
BXLEAgentiNFEMIZ(E, B2 ZI&EAgent,

R
4.12 I EBHIEEZEHIT Agent BUIEITIRES?
LT ALRAGeN TR, S TRESE, SEAJNERIETRE.

AgentiZFRIEITIRESUZR4A-3F7R -
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E o 4 Agent fH%
Linux i ER %
B (FHEEFEIEBAETE (FIZIPUTTY ) LrootFF@igSSHAT,, BFRE&RiEAgent
ZNRE=1

$IE2 HITLATHS, BEEAgentEFIEITIRE.
service audit_agent status

MRFEEIZELIMER, HBAAgentiZFIZITIERE.

[root@ecs-tes g IsteAhEFqE:th]#
5 9

sBbeAhEFQE_hhD]# service audit_agent status

-

Windows E{ER St
1 HANAgentZEXHRIBER.
2 Wi “status.bat” HITXH, BEAGentiIETIRE.

.

X 4-3 Agent IR

K& 15388

IEEIE T Z &7 mAgentiZFIEEIE T

X ZLRET RRAgentiZFE X ., BHEAMREEN “FiE” ,
aJiz1TiZAgent
L)z}

AgentiZFFECPUSAEEIPRAIR, BTREET “BXA” . iBRE
CPUEREERIBITAgentFEcBRICPUSIE, BEeqEE SRFLRR
ZIa# . Agenti2FSECPUFERRRTEERBHER.

RREAR HNAgentfS, AgentBI¥IGIE TS “IRERR” .

WFELRRE, BFEEIMEELZEHITAgentRIETRER
“ORBRAR” B, GMaAbIE? .

4.13 IO FHEUREZ £ HITHY Agent?

LZEBMNFRINTERE, BEEETEHAgent, FiRIBAgentiRINS EEIEERTL
N FRimZ&%EAgent,

(1R

B MAgentEBEH—AIAgentID, RAgentiEEHIEELZ S HITLAINEERH . HEEHMN
Agentfflf®, EEFiAINAgentf5, BEH FEiAgent,

SZHERRAN 18 (2022-06-21) WRIERE © HERRARBIRAT 27
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RIS

o ERINWWIEIEERELZE®HEITLE, BXLARPRER “Ei797 .
o HIEECAINRIIAgent,
BREL R

£} SEFREWEHE.

B2 ERALAEE ‘R 5, BERAEALLSN —, &F ‘2550 > HiEER
£2RS37 , EANBIEEZEHIT ‘287 R

$|3 EEMNSHNG, &F “BIEEFIR" , SASIEEIIRRE.

$RA F IEERELB TRIIRIES, BEFE FEAgentiIEIEEFTBRISES] .

$5 gwE “‘HURESIER” IRRE NS T EFFAgentiUiFMSE., EAgentPTEITAY
“IRE7 51, BT “THagent” . BAgentTZEG THIEIAM,

4-11 & Agent

22: wvsal

] BERS AR CPURE) WERES) B ETHE SHAZSSREBE

SRR RAGent T R AU FR SR, IR T RIENAYAgentZ R .

e LinuxiEER%
£ “BIERRE” 7 “LINUX64” BOEIEEF TEHAgentZEE
e  WindowsiZ{ER %
£ “BERSR” S “WINDOWS64” HIEUEREH T HiAgentZ =,

-

4.14 YMIEIEEIREZ £ ®H1T Agent I2F?

EHEFEIRT N FiREI T R EREAgent/G, AT EEIEFHITEYEER, SoJlliERsE
AgentdYT5 = ENEAgent,

AR

BAERETREE T AgentiZF
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HEEZ 2RSS
= aE

4 Agent fX

£ Linux B{ER S _LEIE Agent

£ (FRBEATEAETE (FIPUTTY ) LlrootlF@IESSHAT,, BRE%iEAgent

FOREYS
S PUTLUTHS, #HAAgentZIE “xxxtargz” BERFERR.
od AgentZZEEIEIFIS Tt R
TE/3 HITLUAT®S, BEEREFHEMA “uninstall.sh” BIHITIER
u
o WRBHHHMANHITIIR, BERITEEL,
o MRRBEEMANHATR, BHATLATRIE:
a. HUTLAT®S, RINENEMIARITIIR .

chmod +x uninstall.sh

b. ABLZEHAHITNRE, BHITEE4L.
T4 WTLUTHS, EEAgent,
sh uninstall.sh

MRFEEELUTER, RABEHALI

uninstall audit agent...

exist os-release file

stopping audit agent

audit agent stopped

stop audit_agent success

service audit_agent does not support chkconfig
uninstall audit agent completed!

.

£ Windows £{ER % _LE1F; Agent
ST HENAgentZEHIBR.
£ W “uninstallbat” TS, ENFAgent,
$£I3 iFAgentSEIERKIN .

1. FFHESEERE, BF “dbss_audit_agent” HEEELE,
2. BEAgentZEBR, REERABTEEEEMER.

R

4.15 JN{EEEL Agent B9 CPU FIFHISHE?

HiEFEZEHITAgentlICPURIENIRNFER P R REERIZN:

o AgentZETEHUEERRAIAR, EEFK, BERKRRATHELMIEERZEHIT

AgentlYFE,

o AgentZEMEMMAIRAIAF,, EOLURBLITRIELSBRIERIIAgentls, ECECPU

BHEFIAFERIE.
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PR 4 Agent tB%
TEB1 EFRTRAgentIT =, HFAgentiZF.
T2 SRIBEEFELERSZIENS.
T3 EEAMSHhEP, EF ‘HEENER" , #A “BUREIIER RHE.
TBA & “ERLA)” THAEFR, ERFEELAgentCPUSEFAFEEAILA
TS BEHIREEALMNN Y B AgentfNiFMEE, 7EAgentFRETAY “121E” %1, WE
4-12F7, MIBRERINAYAgent,
4-12 ffiBR Agent
o i:ﬁ?&ﬂ HEBmP BffRE  EHEEER CPURE(%)  PIfFEE(%) J:Ri @:::i& ;ﬁ—\:ag—:m B
6 ZFiifNAgent, BIRIEEASESFXR, RECPUREBEFNFERE.
CPUBRBEFINFERERFZIINA80%, HAgentiEFENIZIIRSS 28 ERINTFELCPURIT
ISERNSER, AgentiEZENMEIHET,
4-13 CPU S{EFAFEE
X
#INAgent
3 1T EEESAgent (® @EEAgent
R mEEE ® s
ST p 192.168.1.1 HitFEE#R
CPURBIE] 80 REHE 80
B LINUX64 M
$E7 THAgent,

M AgentEbEIE—iAgentiD, BAgentERMIEES I IANEEME, 55

nINAgentf5, REHT FEFIREAgent,

TIE8 ZiAgent ( LinuxiR(ERS ) oiZiEAgent ( WindowsIEERSE )

-

4.16 {{IZ3E Agent ( Linux I #{EE% ) ?
SEAgentS, A ST ISEIEER ST INA, TS IHOSIRE T

APBNBIMTELInux R F_EL2EAgent.,
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HEEZ 2RSS
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BIIRSR4

o CHIWWIHIEEZSHEITLA, BLAIRKRER “Bi7e”

o @?EFE'_EEEI}JM“HDAgentO

o  EIRENLINUXIBERFtAgentLRE

o  ZRAgentTRHNEITERBELNUXREFRRAERK . BXLINnUXEZEFIRAIEXK,

B2 AgentAl ALEMLELinuiEER S L?

L% Agent

R4

FI1R6

(MARY:
HEIRLERAgentfAH R, BEENIFILEAIAgentBEX —NERE.
BISRIEEURERB AN EIEERIE B ING, HHENT = E&R3EAgent,

B TEHAAgentZEE “xxxtargz” HEEIFREAgentlIT = (FIEN{ERAWInSCPT
E ) o

(FREFESITEAE IR (FIRIPUTTY ) LrootlBFEIESSHAR, BFZT S,
WITLATS S, HAAgentZEE “xxx.targz” FRIEBR.
cd AgentZ B HR

~1# cd Jagent
agent J# LL

root root 5199159 Oct 25 09:47 9s beAhEFQE_hhD. tar.gz
[root@eCH test agent]# I

HITLAT S, BER “oxtargz” T8,
tar -xvf xxx.targz

[root@ecs-test agentl#

[root@ecs-test agent]# tar -xvf 9syBZIsBbeAhEFQE hhD.tar.gz
PATUTRS, BEANBESHER.
cd E/EEHIE R

root@ecs - tEHt 5 ]
7IsBbeAhEFQE_| th]#
;BbeAhEFgE_hhD]# chmod +x install.sh
sBbeAhEFgE_hhD ]#
;BbeAhEFgE_hhD]# 11

rwxr-xr-x 2
Orwxr-xr-x 2

Arwxr-xr-x 2
Arwxr-xr-x 2
Orwxr-xr-x 2

rwxr-xr-x 2
ra-r--r--

WIS, BERBBEREMAE “installsh” AHAITINR
uw

SZHERRAN 18 (2022-06-21) WRIERE © HERRARBIRAT 31


https://support.huaweicloud.com/intl/zh-cn/dbss_faq/dbss_01_0319.html

HEEZ 2RSS
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o MRBLREMARRIHITIR, EHITERT .
o MR IBLEMARRIHUTIR, BEHRITIATRIE:
a. HUTLATES, RINZEMAHITIIR
chmod +x install.sh
b. MANBREMAHITIIRE, BHITERT .
FB,7 PUTLATES, ZExAgent,
sh install.sh

[root@ecs-test
s-test

Enter password :

(MR

o FRFZRER#REUbantullt, HITLATS%EEAgent: bash install.sh

o Agenti2FRULIDBSSEEAFIZITHY, TEERLZEAgentlt, EEQFEAgentF, #Hi{Tsh

install.sh@ <5, FTEZBTREDBSSHPINZE.
KERZEUTEER, HIBZEMIN. BN, 5HEBAgentZEEELM

start agent

starting audit agent

audit agent started

start success

install dbss audit agent done!

ikl

NRAgentZ=EY, BRWAZET RRIETRAZGHELINUIR(FRFER, F

E%)?E%Agent )

L8 WITLATS, BEEAgentEFIIEITIRE.
service audit_agent status
MRFEEIZLITER, 5BHAgentiZFIZITIER

[root@ecs-test _9s5yBZIsBbeAhEFQE_hhD]#
[root@ecs-test _9syBZIsBbeAhEFQE_hhD]# service audit_agent status

audit agent is running.
root@ecs-test

audit agent is running.

-

4.17 {3t Agent ( Windows IR{ER% ) ?

ZREMURINZRE, BEFETHAgent, FiRIEAgentAS RIS X EEIREIRTL
R FRimEacAgent, ENINRVEEEEREIEUREL S RIS, Tt BRHERERE

EHiINEE.
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REAgentfs, BABEFBEIEELZESHITINRE, MFEITAEREHRTHEIT.
AN BEIIEWIndowsIBIER % E &3 Agent,

BRI

HIEFEEMINRINAgent .

o  EIREXWindowsiEERFZAgentZ & ,
o  LTEAgentT RANETESHEWINdowsRFRAEK,

%% Agent

1 EWindowsEHZEE “Npcap” #iE,
o WNEiZWindowsEHBEZ%E “Npcap” , BHHITEE2,
e WNRiZWindowsENFKZE “Npcap” , BHUTUTEE

a.

i5Ri{Ehttps://nmap.org/npcap/ FENpcap Rk L%Ea .

4-14 & npcap

Downloading and Installing Npcap Free Edition

The free version of Npcap may be used (but not externally redistributed) on up to 5 systems (free license details). It may
alsgelaaiisachon aitad systems where it is only used with Nmap and/or Wireshark. Simply run the executable installer.
Th E{EHE{Tﬁﬂ-Fﬁ ch release is available, and developers can build their apps against the SDK. The improvements
for each release are documented in the Npcap Changelog.

* |Npcap 0.9994 installer for Windows 7/2008R2, 8/2012, 8.1/2012R2, 10/2016, 2019 {x86 and xb4).

s Npcap SDK 1.05 (ZIP).
* Npcap 0.9994 debug symbaols (ZIP).
* Npcap 0.9994 source code (ZIP).

The latest development source is in our Github source repository. Windows XP and earlier are not supported; you can use
WinPcap for these wversions.

B TEFAINpcap-xoxexet LR HEEFTELRagentBIEIL
WEnpcapiRitL=t
EEHBARHEES, Bd ‘I Agree” , WIE4-15F7.
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4-15 EEZ%E “Npcap”

%, Npcap 0.9984 Setup - o x|

License Agreement

Please review the license terms before installing Mpcap 0.9934,

HMAP. ORG

Press Page Down ko see the rest of the agreement.

MPCAP COPYRIGHT [ EMD USER, LICEMSE AGREEMEMT

Mpcap is a Windows packet sniffing driver and library and is copyright:
(c) 2013-2019 by Insecure. Com LLC ("The Mmap Project™. All rights
reserved,

Even though Mpcap source code is publicly available For review, it is

naot open source sofbware and may not be redistribuked without special

permission From the Mmap Project. The standard version is also

lirited ko installation on five swstems, We Fund the Mpcap project by W

If wou accept the terms of the agreement, click I Agree ko continue. You must accept the
agreement to inskall Mpcap 0.9954,

| I Agree || Cancel |

e. TESBHAIXHAES, SE “Install” , FHRREER, WNE4-16F7R.

4-16 % “Npcap”

% Npcap 0.9984 Setup - =l x]

Installation Options

Flease review the Following options before installing Mpcap
NMAF, ORG 0.9954

[]Legacy loopback support For Mmap 7,80 and older, Mot needed For Wireshark,
[ Restrict Mpcap driver's access ko Administrators only
[]support raw 802,11 traffic {and monitar mode) For wireless adapters

[]tnstall Mpcap in WinPcap API-compatible Mode

< Back || Inskall | | Cancel

f. FESBHAIXHEES, SFE “Next” o
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%) Npcap 0.9984 Setup -0 X

Installation Complete
Setup was completed successfully,

HMAF. ORG

Completed

Show details

= Back. Zancel

g. B “Finish” , SERk&E,
5 Npcap 0.9984 Setup -0 X

Finizhed
Thank wou for installing Mpcap

NMAF. DRG

Mpcap has been installed on wour cormputer.

Click. Finish ko close this wizard,

< Back Cancel

£82 LA “Administrator” FIPEREIWindowsZEH],

£E3 B THEMNAgentZES “xxzip” EHEZENEE—IERT,
LT BENAGentZEEFFERR, HEERELTEE.

W5 HENBEBIUEE, WE “install.bat” HiiT3HF,
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+1%¥6

ﬁ%ﬁﬁlﬂ ’ ﬁﬁtu4'1 7}5):[-7.'_T ’ ?ﬁ{f%%@é:t%ﬁ% )
4-17 Agent ZEERLIN

DBESE Serwvcie Audit Agent Install

install DBSS auwdit agent start...
npcap existed success
main process file success
child process file success
dll file =success
dll file =success

-

heck dbss agent config file success
heck log folder success

RS, EWindows{ESEEZEHREE “dbss_audit_agent” Hig,
MBHERFE, HAAgentZEEY, E=ilEHLEAgent,
----85R

4.18 ITLIE Agent SHIEFLZEHITLAIZABEERE?

RIS

EHIREIRSN iR EAgentF, EHIRE EMASQLED, SQLEASIRTRER
i%ZSQLIEA

R R AR S S R E S B TR R

o MERINAEIEREESIUREHRS

o KEHIREZRSHITSLAINZLEMN

o REZEISMAgentiEFIETRE

MENMIFNSREEEELAREITRE
SE BREEEHE.

B2 ENELEEE ‘R’ 5, BEREEZEAN

— ., % ‘R 55M > YiRER
2R3, EANBIEEZEHIT ‘287 RH.

SI|3 EEMNSHNS, &R ‘BiRETIR" , SABIEFETIRRE.
SBA £ “IEELA)” THRAIRES, SERFEHIEREIERERERIEA.
SIS WMERFHEITAVEIEEES, WE4-18FR.
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4-18 BEFHITHHIEEER

ES HiREEEE frns=assi 3 IPltsht/3500 =hlE BERSE miHkE Agent BE
F test
v 1 s MysaL UTEe 1921681012 E LINUX64 [=550=1 EhnAgent =iA |
3306 :
% 50
e etz 192168 0.177
~ 2 =E . MysOL UTFa h ! - LINUX64 orE FhnAgent #3 | e
a0 3306
R 5

o WIRHUEREERIEM, BHITEERG,

o INRHEEGEEHEIR, BERE “‘WiR™ , BEMZEUEE, BRE “IRINEE
", EmANEIERE.

- yﬂ%ﬁlﬂEﬁgb"&, éﬁ%;ﬁ'flﬁo
- WRERBEFE, BHRITEERE.

H$R6 WNBFRITAVEIEENRIDRE, WE4-19P7R,

4-19 BEFHITAIFHITPINE

ES HiREEE RTINS IPHEhE/AEO =hlE BERE RS Agent B
test
v 1 s MysaL UTEe 1921681012 E LINUX64 [=550=1 EhnAgent =iA |
3306 :
A 50
e etz 192.168.0.177
~ 2 =E . MysOL UTFa b ! - LINUX64 orE FhnAgent #3 | e
e 3306
K 5

. III]% “HIPKE” 1 ‘BRET , BRTRESIEREZ S HITLAIRNR2EM
U8

o MR “HIHRE” B EXA , BRE ‘AR, AREEERIT
- WIRIRSHER, FERERF,
- MRERDEFE, BRTEEREEREHITLANZEEN .

TR

NEHIEERZ W LANZ2EMN

S| PRYIRELNAY Y BITAgenthNFRER, FHOR "RETRIP” , AE4-20FF
o

15 3 2 -
4-20 iCRLZEDR IPER
g HOREER R Ipiut /O KRS RIFRSE S Agent R

N =2 wvsa utre o - LNUXes =7z EfAgent =5 B

RERGR FHEFER CPUBRE(%) PITFERE(%) b1z ETRE B/

= Bxa TFatagent | A | i

SR|2 FHIEESIRN LT, B “NINEEEMN” .

H$I|3 EREAGRMES, ICREEEZERITLOR “LEBEMR” (HliNdefault) , NE
4-21F7R,
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HEEZ 2RSS

= e

4 Agent fx

SR

g

%6
ST

[¢9)

SBE

4-21 FINZ2ERN

A INE BN

BEEET=AEESErTEuEAll, RENEESES.

i1

2E#  default

I

1) SEEEE

2) EESgI=EEER, 717

3) mEALERN, FSSEE

4) #rvEOEETCPEMY 800062 00U DPHHY T000- 710050
5) MmO AEEEIERMAgGent T RIP, 232

EHESE

BEAE G5
B “piELIE” , #AN “R2E” JIRFE.

EHEA LB RIERANT LA “default” [5, BHE Qg “Enter” |, FIER
=~ “default” £LABEE,

B “default” , AN “NFEMN” TE,
BB “default” ZELBHINSEIN

BREZLZEENANG RN EEENEB1PHLET SIPEE T TCPHMY (%A%
8000 ) FQUDPHHMY ( #%EA7000-7100 ) #W,

o MNMRZZLACEBNFEHN, BEHTREREDRINAgentEFIETIRE.
o WMRZZLMAREENFEHN, BEHITEES.
INEIEEZ S EITEAIZ S AN B [,

1. B NIRRT, anE4-22F73.

4-22 iRDnEmmy

EFER A TIEFHL HAF AR FeERaCfEl
AL BREEEE —EE HEHN : 17 WERS

2. 1 “EINTSEN” IHEES, SPBPLET RIPEITCPIMY (ixEaJ
8000 ) FUDPH#Y (ikME797000-7100 ) FEM, 4NE4-23Ff7.
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B 4-23 “RIATEFU” IFIEHE

BRIAB AN seen

‘ 0 =28)SEANNEER (tF) | REASHRSHE.

E2E default

o @ wm Hk @ =2 ]E

1Pk

| 102.168.0.104

3. $$ “E E” o
- MREBHSHR, EREZEF,
- WIRERBEFE, BHRITEERETRIIAgentiEFIE TR

s

KEZET RN Agent EFIZITIRE
o Linuxi(ER%

a. (FHRBEESTEHEIER (HWPUTTY ) LlrootBFEIISSHAR, BF

AgentBIRET =,
b. HITLAT#S, BFAgentiZFRIEITIRE.

service audit_agent status

" MRFAEERUATES, HBBAgentiZFIZ(TIER, BHITHERIGIE.

audit agent is running.

" NERELLIREE, RBAgentiEFIZTEE, BRITUTHS, E5H
[EE1AgentfE, BHITRERIGIE

service audit_agent restart
o  Windowsi#ER %
FIFHES EERE .
BE “dbss_audit_agent” HRIEITIRS .
" NRHBEETIET, BHITHERGIIE

= WNEHIEELE, EHNAgentTERHIES, WiE “start.bat” HITX
%, FEEIHHER, BRITHERIE.

RUERITIIE
FEHFEFEPRA—RSQLERRE, £ ‘R > 1807 SREMPERNITIIED

o MRALIERIEARISQLEDER, RHBIARESHER
o MIRARHERIBMANSQLEDER, RAIRNEFE, BRI
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= W iElRR 4 Agent tB%

4.19 Agent iIZ{THIRIBRRZET RSP RIR?

AgentfEIZITRIRIHE—ERIRARR ( CPUTIBIZS%, WEFEABII300MB) , #8
AT st taiE:

o IRESGEMACPUNINGE. HCPUTEHFEITIZERBEIE ( 2XIA80% ) , Agent
BELLETT, FHITRERE.
o AIEAgentiHIEASHICPURING .

4.20 Agent LIS MUN{I4bEE?

ANRAgentLEERM , BT EIRIAgent IDEEIEH, WRAgent IDIZETLIR, &
KBTHIES, SHEBERAgent:

ST EBEREIEEEIEAgent,

$I2 SEERINAgentiHTE=IFM.

$3 R I0fE T Agent,

T4 FFREAgent (LinuxiERS ) ikixAgent ( WindowsEIERS ) »

4.21 Agent ZEEREE “unsupport this Linux version,
please check your Linux version with install

document!” U{aIfBR?

MFERMAgentlf, “LETRIP” FHESAYIPHNE AP, EIit, FTE
=

Agent/FiH TR EREIR “unsupport this Linux version, please check your Linux
version with install document!” FISIRER, BEEXTBirAgent#HTEIEEL, ¥
LB

B EEREUEEEZAgent,
L2 SERIIAgentHTEINAI, & “LETRIP” —=IESEEEEFERARIAMIPiEL
L3 RINfE THAgent,

----45R
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HIEEZ 2RSS
E N ERR 5 %

D s

5.1 IMUECERIREZ EEHIT?

MLHEELZEHITLOE, EERRAHRITINESREEMIZISIERESZ S8
B, FEMERFR. NARNCIRRZEAgent, SEEITHIMIEFERIMEERRZE
HitEhlfE, SEELZEHITA R SRITAESIEEHTEHIT.

HEEZ SRR E R EREINES- 1P,

5-1 PRER S HIH R E R

FieE

— ilETEE

— FEEEEsaLTAED

[H=coinp L —1 IR E
—  EERAEGERPA

-
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IR LIRSS
A 5 BIEL

5.2 QM KAEERE SSL?

BEnR
o B “GTEAgent” HREITHIRER, TRENITRIMMIRESSLRE. 5Dk
AET,
o B “RfAgent” HREIIEIRER, XIMMIRENSSLESERE. MBEF
BT EUREESSL, BRI
BAFTER

LAMySQLEEFEBRRIZ Fin AfiREE, RIELTRNT:
B EAMYSQLEIERFEBFNZEFin, LrootBFPERMySQLEWERE .
£ HITUTGHS, EREMySQLEIREEZTL .

\s

o WRFHEEZEEMLATER, HAMYSQLEIEEESXASSL,
SSL: Not in use

o WMRFEEZEXMLLITEE, HAMySQLEIEECSHBSSL, BHITEER3.
SSL: Cipher in use is XXX-XXX-XXXXXX-XXX

L3 USSR ERMYSQLEHERE -
1. HFLATEG<S, BEMySQLEUEE.
exit
2. LlrootFIFREHMEZRMYySQLEERE
EERnSERILLTEE:
--ssl-mode=DISABLED
9,

--ssl=0

k|

VASSURHERMySQLEHERE, REEXARIRSSL, SERERHIEFEZEFITI
gelY, IBUARLTRERMYSQLEIEE .

3. PUTLATES, EEMYSQLEUEREERA.

\s
WRFEEIZERUATES, HBEMYySQLEUREEXASSL,
SSL: Not in use

L

5.3 MMNEEHIEFEREEITHY INSERT &1t 5RHER?

FERIIXPSIRIERTS , AT LARANINSERTERITERRE, QNES-2F73.
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HIREER LIRSS
A 5 B{EL

5-2 300 INSERT EHit550

1BfESRY

=E e

SEREfE
HAETEW (DDL) CREATE TABLE CREATE TAELESPACE DROP TABLE DROP TABLESPACE
FEEEIE (DML) UPDATE INSERT DELETE SELECT SELECT FOR UPDATE
=R (DCL) CREATE USER DROP USER GRANT

5.4 WIS E R EIRER £ FHITARE?

AEHIEELZEFEITINER, BEEUTRELBRIICIFREEHIEERZEHIT
ST ELEAgentI T RMA—SSQLIED (#I0 “show databases” ) o
$IE2 BREMEEHAE.

I3 ERELSER ‘X% B, BREREAL LA —
LIRE7 , EAMIEERL®EIT ‘S5 RE.
$A 1E WA THREIRIED, HEREEESESQUEDSERILA,

$|S EFE B RE.

, R “RE5EM > BiEER

$I6 £ “RIE” FRETAM, Eﬁu IR FFIARTBIRNSETRATIE), B “IRXX” , SQUE
AYREEREBUEANSQLED, WE5-3F7Ro

5-3 &5 SQLiEH

BS 3} EFEIP HIREIP HRERR REZH am BEXE ErkRE 2213

EEHA SHOU

o MMRSQLEAFIRPETRBARISQLED , HIEIEHEEINIREFLZEHIT.

o UIRSQUEAFIFRFREFRMANSQLED, RIPHIEFEZEHITINEELAER,
BT EA R
- KIEUERERISSL. HURFEFESSLAY, SR eeEREiEEZEHITINEE. B
SRR X AIEHERESSL? BT KAEURRESSL .

- BBEAgent SEIBERS Wt LA IBERESTHENE,
R

5.5 MMERIEh B RIEFIR EEIEFELZ 2B ITAN?

HIEELZERITEOMEM—F “2FHHN" WEITEE, JUEIHEESERFRE
BRI SEPIRET B EIRERE . iZFRIHRNERNATES, EREEEAsERIZHEITRN

ERMXPEIRIERT, ST LS IRINAIX BRI E R AR AR B BR LT SEGIRI P E #L
&R, SNE5-4FR.
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5-4 [XBGIR{E R FAEIERERSLA I F B SR
BEEAER
REBIEER
KSR E i e FRbs
R [ @)
saEE (0

.I
H

EF

i
3
7

e
Tl
1t

5.6 MIEBHEFELZEHITHRAER?

E2RUT RS REEMREELZ EHITRIRAER
£E1 EREWEHG

£82 ERAELASEE ‘R 5, BEREALSN —, & ‘22550 > JiRER
2RSS, HABEEZEHIT ‘2587 FE.

SI|3 EEMSHNS, &R “STEFIR" , HA “SLEFIR" R,
$R4 PEFETEREBIISLAIBTR, HENLFIBERE.
£ BELOIRSMMER, WES-5R7R.

5-5 EELHIRAMER
ZEAEE

SflEfR DBSS-5de6s” s ETE

ZeRIC 040a4bbe-3602-41c5-8c81-31cdeb36320 AT

Kz 20.11.25.001953 =T —-&
TREHINE  EREE | STEI A TEE

SIERIE 2020/12/26 11:32:43 GMT+08:00 HEFH -

-
5.7 M EEHIREREHITAIENSEERER?
EEEU TR S RS ENIRE R S F S EEE.

B SREEIEHS

S8 ERELHEE ‘R 5, BEREALSN —, & ‘L2580 > HiRER
£RS7 , EANBIEEZEHIT ‘287 RH.
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HIREER LRSS
A 5 IB{EL

SI|3 EEMSHNS, &R “STEFIR” , HA “SLEFIR" R,
TR PEFEEESZEEREEISR, KR “NiE > SZER” , #ANSEGEERE.
FES BESERER, WES-6F.

5-6 EESEER

AERRSR

ERILURERLAT 50E, EfiE Eﬁii =8

o ERE “REMESEE" ( “E30HW” . EUVMNET . SR . “E7TXR 5
SE30E” ), B D, SR REARNSEESE.

o EE “HRENRFR” ( ‘2% . ‘BT . ‘R ), IREFZRK

AEEER.

o IEE “HEXRE , NRETZEENEERER.

R

5.8 PC EiZAM5ia) RDS ( BINAHiRfE=TF ) BF, GN{alfsEFE
HIBREZE®HIT?

SPCIET L2 MMiAEIRDSHS, ERILAGAgentLREIBZAV R, LAY, PCEIS
RBimipREiEE, MEELZEFHITREFRITRIESEREEFZERNLEIESE, T
EHIT N AR S EinEIEEALEIER .

BXRAGentZETRAVFANE, B NIIEEEER LR ITRIAgentZET
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6 tPEHEE

6.1 YIEFEZEHINETIERBEXHITCR

SR
HIRELZESHITLAITNEEESR, HMAIEERER, ESQLUEASIRITEERNT
AEE, FEERFIEXIHFITER.
EIEE S
o HIEEEHBSSL,
o HUEESQL SERVERIMY BHERITINE .
o HIESITK, ERkAgentiHIZ R, BINEBAXESMIHFIHRNLURCHIES .
(D #eA
o HUREEFFRESSLEY, SR ERIRERS TN,
o HIEEFRBTING, HEEREHITELERIXHERBHTON.
KRR SSL

LAMYSQLEUEEBHRIZFinEIRER, BELEBNT:
1 FRMySQLEEEBRTHE S, LirootARZEZEMySQLEIER
B2 HITLUUTHS, BEMYSQLEUIREEZENS .

\s

o WRFRARIEXRMATEER, HBBMySQLERESXIASSL, BHITEE4,
SSL: Not in use

o WMRFEEZEMUATER, HBEMySQLEIEECSHESSL, BHITELES.
SSL: Cipher in use is XXX-XXX-XXXXXX-XXX

$I;E3 LISSUEREZMySQLEER .
1. WIFUTHS, BHEMySQLEYERE.

exit
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HEEZ 2RSS
= A

6 HIEHIE

2. LlrootFHREMEZRMYSQLEERE
AERWTRENMILLTSH:
--ssl-mode=DISABLED
13

--ssl=0

ksl

LASSLIETERMySQLEER, RAEXAZAIRSSL, SHEEEAIIEELZE®HITI

BelY, IBLAPER3.25 N ERMYSQLEUERE .

3. WITAT®S, BEEMySQLEIEFEERZNSG -
\s

MRAELIZERUULUTER, RBMySQLEIEEEXASSL. BHRITEERA .

SSL: Not in use
$B4 WMA—RSQLEAE, ESQLETSIRNEERNITHNED .
RSQUEARNFMIRIE, BENEESQLETHFHAREE

o MRAILUERFIGARISQLEDER, RIBITRECHER

o MRABHERIMARISQLEDER, WRHBIIBBEE,
HMYAORRITING -

TR

X SQL SERVER HMYAYEITINE
1 FJFFSQL Server Configuration Managerfie & &TEgE
I 1R “SQL ServerMBEE " .
$IE3 A2EE “MSSQLSERVEREITMY” , &iF “Blt”

BH{TXHEISQL SERVER

$RA TREAGRMES, B ST RE, XAEIEERTINE

H£I5 BRESQL ServerfRSS, BMENIIEEES .
$I6 MA—RSQLEAE, ESQLEASIRTNEIERNITHNED.
ERSQUEDRNIFMIRIE, BESNEESQLETDFMER.

o MRALUERFMARISQLEDER, RBIIRSHER
o MEAFBHERIARISQLEDER, WHBIEBUBEE,

-

IBER RIS HF o
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= aE 6 HIEHIE

6.2 TiAEREIEEZ ST

[EIRREISR
MARIREREE, ESQUADSIRRERFHTINES, TERREIRRIHETE

SN 0

BIRBRAR TR P BRHIE L X H I SQUEDRIRERFHITIEN

o KREMEEEEESERIUINIIEEFENHITREEHS
o KEHIPEEPNNIEERSEER

o MEHIRENAgentiZFIRITRE

o NENEEZEHIIARZSERUE ST

NEEEERESERHIUNRIEENSHITEEEHE
TH1 EREEEFE

B2 ERELISRE ‘X" 5, BEREA LS —
£IRS7 , HABEEZEHIT ‘287 FE.

S|3 EEMNSHNS, &R ‘BiREFETIR" , EABIEEFEYIRRTE.
$BA £ “LOBIRT THSIRIERGEEIEREPTERISES) .
LIS SEHREEER, ME6-1Fr.

, EF “RE5EM > BEER

6-1 EEFHITEIREENEE

BS HiREES BEFEE IPHhiit/350 xhlE RERSR HIHHRE Agent fioia

fest
v o MysaL uTF8 32366810'1‘ - LINUX64 [S52i= FEhnagent =i | e
50 )

estiz 192.168.0.177
Vo2 MYsQL UTF8 3:35 ! - LINUXB4 [=rii= EhAgent =i | e
50 -

$R6 MNEHIREFEERESIER.
o MRHIEEESIEN, BHRITERT.

o IRHUEREERER, BuRE ‘MR, BERZEIERE, BRE “IRINEUE
FE” , EmAIMZENERE

- WMREHSHR, EREF,
- WRERDBEFE, BRITERT.
SR MEHIEFNFEITESEFR.

o MR “HIHRE B EFAR’ , BHTRERHEIDEERYNEEERESER
A

o MR “HWILKE” B BEXA , BRE ‘R, AREEERIT.
- WIRAIRESHR, FREBF.
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- R, ERTER RN SIEEREEEA.
R

RERHIPEEF N NSEERSERA

EEMSHT, TR “HREZEHT > Hifl” , #ARIHEESIRRE, W
El6-2Ff7 .

6-2 HISEEIER

EEITER
ES EZr EP Frerin| HIRESE  HREKA WS 2{E
1 =R any any - any EBR #H

o WMR KT H EBA" , BT ERIERFIAgentEFIE TR

. tll}% K& 1 EERT , BRE ‘BR7 , ERSEEMNAYREISTEMR
m,

- WREWMEMER, ERIEE,
- RERPEFE, BRTHEEHIEERNAgentEEFIE TR,

EEHIEER Agent ﬁf?ﬁﬁ'ﬂﬁ?&
$B1 (FRBEEASITRAETE (FIPUTTY ) LirootFP@IESSHAT,, BFAgentiizit

-.-I-j'-ll\\o
£ HITU TSRS, BFAgentiEFINIEITIRE.
ps -ef|grep audit_agent
o WRFAEERUUTEES, HBBAgentiZFIZITIER, BHITEERL,

/opt/dbss_audit_agent/bin/audit_agent

o UWRFAEZLEIREE, HBBAgentiZEFIZTRE, BHITEE3.
B3 WITLATHS, EREohAgent,

service audit_agent restart
o MRAHSHER, FERIEME
o WIRIERPFE, BHRITEERS
£ HITUTHS, KEAgentSHIBEZEHITLAIZBNEERE.
tailf /opt/dbss_audit_agent/log/audit_agent.log

) tﬂ%ﬁﬁlﬁlmﬁuu‘ﬂ;m RBBAgent SEIRELZ £ HITEAIZ B@EEIEE, 1B
TR

6-3 BIEEE

-1# tailf /sopt/dbss_audit_agent/log/audit_agent.log

7:37 INFO [webso:ket_message handle.cpp: 357] send config data capture result begin...
7:37 INFO [websocket message_handle. cpp 359] send mmflg data capture result success
7:37 INFO essage_handle.cpp:136] audit ether t is: ethe

7:37 INFO e_handle.cpp:149] 1 ibpcap fi lt r polic y s: port 3306 and (src host ISZNIGENENINE or dst host ISENIGENENINE)
7:37 INFO p.llg] :m:Lt llbpcap tool begln

7:37 INFO [catch_da t _pa k g cpp:155] 1 ss

7:37 INFO [udp_communicatis pp 28] in t dp (unne b g

7:37 INFO [udp_cummumcatlun cpp:51] init udp cunnsctlon success!

7:37 INFO [catch_data package.cpp: 167] catch data pa:ket begln

7:39 INFO [websocket message handle.cpp:43@] send hea t begin
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o NMERAMLEXRMLUTER, HBBAgentSHIRELZEHITLFIZABERE, 15
REREEREHITLARSERUNESHH

6-4 BISRE

AWdimb74cLSBtUHrp8-t|# tail fopt/dbss_audit_agent/log/audit_agent. log

INFO [websocket.cpp:1688] create websocket thread begin...

INFO [websocket.cpp:162@] create websocket thread success

INFO [websocket_connection_handle.cpp:278] setup websocket connection success

INFO [websocket_connection_handle.cpp:168] send authentication request packet with websocket...
INFO [websocket_connection_handle.cpp:126] create authentication request packet begin...

INFO [websocket_connection_handle.cpp:25] encrypt verify info by public key begin...

INFO [websocket_connection_handle.cpp:53] encrypt verify info by public key success

INFO [websocket_connection_handle.cpp:158] create authentication request packet success

INFO [websocket_connection handle.cpp:172] authentication request packet 1s: {"body":{"agentid":"AwWdimb74cL5BfUH
':"Euler0DsS", "ostype":"Linux","osver":"3.10.0-327.36.58.4.x86_64","verify":"IHGabvph@agK6Q+saleIaIMLREIA/S37uGRg0g]
icJUMWkSsz2 1VSTHZwidIMrabncz ItXedNMiwn/ /fzcZdj9geendGheBIv3ICXpdDDzY3SMoUlk fhauolgdMIpwrNwSutID551d5QnovTgunuZIWTc2A
'0QTh2C1101EKGHL teQ@=="}, "code":1,"1d" : "98c43129-e302-402a-9e75-321b2f6e86c2", "method": "request”, "time" : 1543807412}

[websocket_connection_handle.cpp:177] send authentication regquest packet §&@il€d, retry 30 seconds later!

R

MEHEEZ EHIT IR SENE BT
ST HABREZ SRS EERE.
$E2 EEMSHIT, %F QREZLE > SRETIR , BASIREIRTE.
S 75 “EHIFIR TRSIFERE R EUREFTERISIA.
WA IDRAgentZEBAIPER.

BEHEREAMAY VY BFAgentiIiFMER, FcR “R&TxIP” , ME6-5R.

) .
6-5 ZETAIP
Fe WEEE(SS pz == |Pitihat AR TR WERGE HitikE Agent wE

o mydoo

. 1921680104
~ 1 28

A MYsQL UTF8 306 - LINUX64 =5 iEfAgent =8 | e
A 50

AgentiD =St ) HEHAIP BERE EHERER CPUBE(%) PITFERE(%) BB ETRES e
AXXT33_000pIPdET Rfjt EEE 1921680104 | LINUX64 - 80 80 = [SEsi] Tstagent | 97 | il

SIS EHIEEFIRI LT, B “RINREERN .
£H]6 TR HAVBES, ICREIEEFITSLAIN “REEEMR” (flildefault) , NEI6-6FF

o
6-6 ANINZEHAN

AN AN

BEETRArENESETTREEl, RENSESLES.

HEF  default

=gl
) O FEEETCPHMHY 80002 1FUDPHHY 7000-7 1008
5) FfrmOoREsibElAgentT=IP, 232

IR

AR Hig
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LR BE pIELIE” , HA “R2E” JIRFH

SImE 755IE A IR SIERG AR SE “default” 5, B HiE “Enter” |, FIES
T “default” Z2HEE,

B, B “default” , HA “AFEFMN” @,
R0 REZRENPAZERN,

BN EZZEEANANG AR EE ENEBAFTHILET RIPEE TTCPHMY (%A%
8000 ) FIUDPH#MY ( i%[d57000-7100 ) W,

o MBZLLECHRERES AN, BHITHRIIE.
o MPELREKREERETAWNSEDAL, EHTEEN,
SWI1 HRET RN RSN,
1. EASEHNRE, B RN , ME6-7HR.

6-7 ZRNINFN-0

EFER A TIEFHL HAEAN SRR

PR ALY BREEEE —EE AR : 17 #EE

=Tl

i

2. & “ISIABERN” IHEEF, FE6-5PAIZRETIRIPHINTCPINY (w07
8000 ) FIUDPHHX (iwEF97000-7100 ) MM, 4NEI6-8FR7R.

6-8 AT AR

IR seeE

‘ O =) AEANNEER (1) | REASHFSRE.

wiswn @ 2w wet @ =7 E 1

@ sEmizan
Ea -
3' $EE “ Eﬁfﬁ 7 ’ %Eﬁfﬁbﬂ)\ﬁrﬂ*y_‘umu o

-

RUSRISIIE
FEHIEEFRA—RSQUERE, HESQLUETIIRNEERMITAIED
o MRALUERFMARISQLEDER, RBIIRSHER
o MIRARHERIBWANSQLEDER, RARNEFE, BRI
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LR
o HIEEREEITIOMMEES, BHKEBRREDEE, BEHERETER
[SQUES .
o SEMRIKIER.
A gEREA
it H SR T LAIRAZEET, SEMIREITANER..
SEIEEEY

o FTIEDBSSEf, HIBHRIFIEEHITRESEENFITN, MIdE/N\FIiHeE,
o HIEBINNIRFDES, BRIUESFMEHEIATI85%MR BEFENE
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HEEZ 2RSS

= )RR 7 BEE
1=
H&ss

7.1 FEEZEFITHREASESILIEE?
RALL. BUREZ L H LRSS IR

BRI EEHEEFZEHITANRFAS, BXEENEEZEHIHRFESIFAE
5, B2 NEEEREHITIRERTHARESA? .

7.2 FREZEFITHNREFETROARESZA?

HEEZERITRRFESE—ERE

7.3 IMTEESIEEZEHITHNAFRERS?

BERUTRELER, BEERPEHEEZERITRFNRMERSR,
S8 SREEEHES

£B2 ERELHEE ‘XK B, BEREA SN — , & ‘L2550 > $iRER
2RSS , HABEEFEZEHIT ‘257 FE.

$I|3 EEMNSHNS, &F ‘PR .

TR RETETERFASAILAIZIR, HEANLORERE,
SIS R “BRFEET TE, EANRFATIIRRE,

£Re BEIRMEAS, WME7-1FR, BXSERBIIRT-1FR.

7-1 BEEREEE

Fassh  EUM moalet 305 _ &
g ) e e iR st P
ecurity_dbss_d00485254 2020/03/28 17:55:51 GMT+08:00 SCHBIE - B3 5RE i SMERES Bl = [225:]
ecurity_dbss_d00485254 2020/03/28 11-07:15 GMT+08:00 EHH - FRRASUEER =4 FiEEESET= FESERIESETE A
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HEEZ 2RSS

= )RR 7 BEE

(AR
EERTE (3093807 o ETNEST . “UE40NEgT . GE7RT 8 “HE30K7 ) 5 SES
# | mErmamEmssnE, SES TN EROREES.

& 7-1 RFATSHRA

SHETR 35488
AFE T IRIEROFIF.
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