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1.2 YEEIERS SIS RIEIR

Bai, ¥ESERSIFEMYSQL. Microsoft SQL Server. DDS. PostgreSQL.
GeminiDB Cassandra. GaussDB. TaurusDB. DDM%Z5|Z,

1.3 FIEEBRSBEEZIFE Region i5(0)

BAXE, BEHXZiFERegionihaEIERE

1.4 75 SQL fUTIERE, SFRFZIRHE

DASHIRSZRISIEE .

1.5 {§EF3 DAS &3 PostgreSQL, HiEE—EESH4

HiEE—1=1HSpostgres,

1. W%ﬁimﬁﬁﬁﬁﬁiﬁﬁﬁﬁﬁgﬁﬂﬂ%%m SQL HfTICRE

Bri#ERE.
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2.1 URF B SR EUE LA E R BE AT

1. REER: FBAINRAE. REEARIFIT das:connections:xxx,
REBEE: SRS IZBEIRIDAS FullAccesstXR
AT ESECIERBFIHSIYSEEDAS, AINIDAS FullAccesstR o
2. IREBER: ERBHTHHRMENINIR, BRRZHNEBERINEFERIR .
REBFEE: SRS IZBEIRIMDAS FullAccesstXR
AT ESECIERBPIHSIYSEEDAS, AINIDAS FullAccesstR o

3. IREBER: BHERNKSNEERIENIR, FEEHITLHIRE, HREEIRF
{EFEDAS, & &RINDAS AdministratoriX R o

IREBEE: SHIKS;ERIDAS FullAccesst R
BRI E: BEE BB HHESUERDAS, RINDAS FullAccesstXpR .

2.2 RDS for MySQL SCAEREEME AT

1. R$E(SE: Access denied for user 'user_name'@'100.xxx.xx.xx' (using
password: YES),

a.

#RIBIRE: RDSEFIFAF DAY

BRG % BRASUEERFSEBESER, NRERMHAEBRES
tfs, PILAfERDSIEHISEELHIZ

ikl

B ER AR Ss, BEERE.

WMNRAFAKFZFIZBEN, TLABEEFindkir T LTESREUEE, #
f7select * from mysgl.user where user = 'user_name'GSEERAPEE,
ANRFET100.%MEZRIFF, MDASREEEIZ 100.% M EZRIEUEE B A&
& . user_name @%5Suser_name @100.% =2 AR, HEBFNR
#HEMIZHY, BRIARMANZEILEE 2user_name @100.%BFHIZEHS
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b. IRIEEE: DASERSEZEMIPHNAESMANBFIIAZ8H,
BRG% EREFIREGSIT LEERIIEERE, SIZDASHLUARAYE
R .

create user 'user_name'@'100.%' identified by 'password';
grant select on *.* to 'user_name'@'100.%";

(1 ¥ 8B
o DASIRSZSEIPHILIFRTEMES /9100.%, BIRIELIMEAEERIIEZE,
o BIRIELIRFEAEELRuser_name@100.% AP I FR o
c IRBERE: FERESSLAFER, IRBimXEHRSSLINEE
ARG E: BT MEaEEIRAREERSSLER, IER2E, WFERDSLA!

E’I%ﬁﬁ, BSSLAXFTF . HAp, ssl_typeFERBERIFRILAFESSLA

select user, host, ssl_type from mysql.user where user = 'user_name';

REB(SE: Trying to connect with ssl, but ssl not enabled in the server.
IREBFEE: FRSSLAPESR, RBimIBHBSSLINEE,

BRGE BT TEEEERFRRERSSLAR, MNRE, NWIERDSLHFE
R, BSSLFF$TF. Hrh, ssl_typeFEBEEIIFERIILBAESSLAR.,

select user, host, ssl_type from mysqgl.user where user = 'user_name';

REBE(SE: Client does not support authentication protocol requested by
server. plugin type was = 'sha256_password'.

a. IREBFEE: DASEASIFERRINNZE SN Isha256_passwordAIEURERF
EEER,
RRTTE: BT METBEEBRIINZES B Imysql_native_password

alter user 'user_name'@'%' identified with mysql_native_password by 'password’;

b. {E%&Jﬁ! X3 FMySQL 8.0, DASERSS=RHIIPHENEAEEMABFPHNBAEZE
BRL%: EREFRSEIT LTEERIIEERE, SIZDASHLUAIAYE
TEERF .

IREE(SE:  Communications link failure The last packet sent successfully to
the server was 0 milliseconds ago. The driver has not received any packets
from the server.

HEEIRE: DASPRSS =25 LHIMBAE

RIRTDE B THEREZRARMDEILE,

IREE(SE: Instance connect timeout, please login again.
IRIERE: DASERSSSSIERIERT

RREE: BIRXTIRREAZRARMAILIE,

IREE(SE: RSA public key is not available client side (option

serverRsaPublicKeyFile not set).

IREEE: FREAFPNSMIMESRNEBRZEMERRS, EXAPIMEE

RREMZEREREEINZEN

- WNRISSLINZEER:, NWHFERSSLIEBFZAXIRTR “MFRIIZEZBYT (7
TSURFRER ) 7 RIZIR, [FEEEA “XWHRINZEAR” INBEZBFEE

- WIRZBIESSLINZEER:, NTEERSEIITEFinfEAMySQL ServerixHIRSA
RIPINERFERS, ServerinfEFARSATASHREZ I ZIDRVIEMME, ATLARGLE
EREM BB AT RETER o

RIRTSE: FHEEAISSLEE B EURER FRISDIAES R o
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2.3 ECS EE%(MySQL)LJ%EWU 1)

REBEEE:  “Access denied for user 'user_name'@'100.xxx.xx.xx' (using

password YES)”

a. IREBEH: ECSEEE%P%EE%‘EEH:NO
ARG IBASIRERR2IZBEE1ER . INRBAKFPZFZIBIE
i, JLUBEEFiREam<ST LEEREUEE, HiiTselect * from
mysgl.user where user = 'user_name'SpSEEHFEE, NREFE100.%K
ERRIAR, MIDASHAEEIZ100.%MERRIEIREER P A IEEEURRE .

user_name @%-5user_name @100.% 2™ " FHF, HEZBINRERERIHEIL
A9, BEARARNZIBREERuser_name @100.% PRI

b. IREERE: DASIRSSZHMIPHIMATEETIMARFPHNBEEEF,

BRI EREFIRIEGSIT LEERIIEERE, IEZDASTLUAEIAYE
EERF.

create user 'user_name'@'100.%' identified by 'password’;
grant all privileges on *.* to 'user_name'@'100.%";

(MAETY::
o DASHRZZSEIPHENIFRTEMES9100.%, SIRIBFMEREEERINAZE.,
o BIRIESCIMEREELuser_ name@100.% AT AR o

¢ RERE: ﬁﬁﬂSSL%F@‘i ARSSimiR B FFESSLINEE o

ERAE BT MEIEERPE52SSLAR, ERE, NERDSH
}f’%ﬁﬁ 4—:SSL9:F9€HFFO Hrh, ssl_typeEREEINFRRIAFESSLA

select user, host, ssl_type from mysql.user where user = 'user_name';

2. REB(SE: Host 'xxxxxx.xx.xx' is not allowed to connect to this MySQL
server,

REEE: SRMANFIRERRARFZEERMYSQL (#rootFR,
mysqluser%l:i:I 1& & T root@localhostF, ISERARFREEAMESR) .

IR (FRAZE R IEHGSITERMYSQL, SIEIILITZERIAERF.
create user 'user_name'@'100.%' identified by 'password';
grant all privileges on *.* to 'user_name'@'100.%";

(MARTY:
o DASHREZSEIPHINEFTTEMES 9100.%, ISRIELFMERAZEERINEZE,

o ERIELIRMFERFEZE R user_name@100.% P IR FHUR .

3. REB(EE: Communications link failure The last packet sent successfully to
the server was 0 milliseconds ago. The driver has not received any packets
from the server,

a. RERE: ECSiﬁ%E’J?ﬁéﬁﬂMUT IR 471
ﬁ-@i’&fi% SEBEHBUBECSEFIZLEMN .
b. RHEERER: ECSEMUL&%E’JBEA%%H%T FVFILIROHIAE .
BRRBEEL: BSEEEHBUELIE.
¢ IREEE: iITFEHAMYySQLEERE, IRSSinMIBTRIDNSERITENIE, FERTK
’:‘ﬁléiﬁiﬁﬁ_ﬂjo
BRLE BIRBUTRIERITIES.
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i.  fE/etc/my.cnfiER TEHRMYSQLEUEENECE X EF, £ “[mysqld]”
T, MAWNTAS, HMERFESL.

skip-name-resolve

[mysqld]

skip-name-resolve

(MERY::
MySQLEUEERIECE NG, EUAMUER “Jetc/my.cnf” , BSEENIHIEE
BT, BXTRIEEE,
ii. ERHUEERRS"systemctl restart mysqld", EXEIRERE,

4. IR$E(EE: Communications link failure The last packet sent successfully to
the server was 0 milliseconds ago. The driver has not received any packets
from the server,

HIEIRE: DASARSS 88 5 LML AIE

RIRTIE: BINEXLARIMERERSER.. 2 ABRINIRO, Wk XIEHE

BERERARABNI N IOEESEEXASRERESIA, BERELERR, 15

RTHERERA R MEIGE

5. RIE(SE: Instance connect timeout, please login again.

HRFEIRE: DASERSSZRIEIEERT .

BRALR: FRBUTDEHTOEF=RHES.

a. EITIEERECSEMM, 4T “iptables -S | grep input” &< BSLAIRIRS
KERERBIEE. IRBEFROSREAMNBEZES, EallihE—
SiptablestRMsLiEIT “systemctl stop iptables” &5 XIABH XIS, {Rilin
OgeihinEmR=ItEESLE

b. BT RECSELINL, H1T “ps -ef | grep mysql” S SR BHIREHZE
BIEE, mysqld_safeHiESmysqldi#iZ9FEENAIEE . INEEAREES
1T “systemctl start mysqld” dr S EREHIEEEBR=IXIEZLA .

¢ WERGEHOTERR, BIREXTREKEZMARMEIE,

2.4 RDS for SQL Server SCHhERELMBIE AT

IREE(SE: Login failed for user 'rdsuser'. ClientConnectionld:xxx o
iRE/RE: RDSEAIRFZEERBARIT

BRGE B SEERFR2EBRESER. MRTAZEESEH, TE
RDSIE=HIEEESLHIZ

ikl

I ETITT AR BNV , IR,

2.5 ECS B#ZE (Microsoft SQL Server)EiELMEA D

RE(SE: The TCP/IP connection to the host 100.xxx.xx.xx, port xxx has failed.

IRIBRE: ECSEEEMANIROSALER, SEMERE.
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HIRESTEIRSS
= 2 EEEE

BRTTR: BHENBARNBZEROSERIEN, FERE 7 22ERNFHEXES
B8, FEEEEHMBECSIAIZEBMNAIEEH BB KIS

2.6 RDS for PostgreSQL SEfERELMIEA TR

IR$E1SE: FATAL: Invalid username/password,login denied,
IREBRE : RDSELAHIFFZLZEIBART

RS E: BEASIEERRPISEBREEER. MRENHAZIDEEIER, JJLE
RDSIZHIEEEHLAIZ

ikl
(B ER R ReR I SS, BEEEERIE.

2.7 ECS B (PostgreSQL)iEELMEA T

RIE(EE: Connection refused (Connection refused),
IRIERE: ECSEEEMANIROASALIE R, hENERE,

BBRTTE: BB BEEROSEARENR, FERE 7 22ERNFHEXES
B8, FEEEEHNEECSLAIZEMUNBEEH BB KIE.

2.8 DDS SCAEZEEMIE AT

IRE(SE: Command failed with error 18 (AuthenticationFailed): 'Authentication
failed.' on server xxx.xxx.xx.xx:xxxx. The full response is { 'ok' : 0.0, 'errmsg' :
"Authentication failed.", "code" : 18, "codeName" : "AuthenticationFailed" }

1. HREERE: RS FEEHIEERFENERBAIT .

BRLE B ABPEMNELERER. RFMHAZRESER, JLUER
IR FENIEEEEREH S EEEY

mn
(BRI RE SIS, IBEIEERE.

2. iRtERE: WARBPIREEIEENDR.

RRE: BRIALLARPEEBEIEUEERINIR . WRAMIA, ATLASER
rwuserBIF, EEZadmin¥iEZE, BRDASE, T “‘KSEE” BERIMURE
TXEJ—_EEﬁo

2.9 TaurusDB SLHhERELME AT

1. REB{SE: Access denied for user 'user_name'@'100.xxx.xx.xx' (using
password YES) .
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a. IREEERE: TaurusDBEUEERFZHZBAX

R BRIASIEERRIIEHEEER, NRERHAZBES
%, ALAEGaussDBIEHI S EESLHIZT

ikl
(B ER R ReRoImllss, HEEERE.

MRHFPAKFZFIZMBIEN, TABEEFinkir ST LTESREUERE,
{7select * from mysql.user where user = 'user_name'spSEEHPEE,
ANRFET100.%MEZRIFF, NIDASREE1EIZ 100.% M ERIEUREE B A&
#HWERE . user_name @%5user_name @100.% =21 "FF, EEBFIINIR
#EMIZHY, BRIARARNZEILEE 2user_name @100.%BFHIZEHS

b. IRIBRE: DASERSZ2SHYIPHEIIATELMNAFIARES,
RREE: ERERIRmSIT LESREIEUERE, CIEDASTILAAIBIATEL
EEERRF .

create user 'user_name'@'100.%' identified by 'password’;
grant all privileges on *.* to 'user_name'@'100.%";

(11 %88
1. DASPRSZSRIPHENIERTEMIER /9100.%, BIRIELIMEREERMIEZE,
2. BIRIELFMEAEE S user_name@100.% T FHR
2. IREEIEE: Trying to connect with ssl, but ssl not enabled in the server
REBIFEE: FERSSLAPESR, RSimIBHRBSSLINEE,

BRDE BRITU MEAERAREERESSLAR, WRE, WfETaurusDBSE
BLFERE, BSSLAXITH. HA, ssl_typeFERBEBIFRRIAFZSSLEF.

select user, host, ssl_type from mysqgl.user where user = 'user_name';

3. IR$E(SE: Client does not support authentication protocol requested by
server. plugin type was = 'sha256_password'

IREBIEE: DASEASIFEREAINNZE S /9sha256_password ISR P iEd%
=238

FRIRTTIE: BHRITU MEDRERBIINE 7S el amysql_native_password .

alter user 'user_name'@'%' identified with mysql_native_password by 'password';

4. IREB(EE: Communications link failure The last packet sent successfully to
the server was 0 milliseconds ago. The driver has not received any packets
from the server

RIBRE: DASHRSS 235 LHIMEAIE o
RRTE: BEARBRASIHENIE,

2.10 GaussDB SCHERELMEA T

IREE(SE: FATAL: Invalid username/password,login denied.
IREERRE: GaussDBEUEERFPZSHEZIBAXT

RS E: BASIEERARPRLEBESER. MR HESILDEEIER, JLFE
GaussDBIZH| B EE LI .
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= aE 2 EEEE

ikl

IR A RIS, SR,

2.11 DDM SC{EELME AT

IREE(=E: User has no databases
IRFEFRE: DDMIKS&BEXEBIEE,

frR77i%: EDDMIZRIESLAIFIBIE, RHEAMSHERIKSEIE, HIDDMIKS
SiZEEAXEX

2.12 YHTEFBFHUE ECS EFIZEHMN

FEERINLFEEOS (3460793306 ) £J100.125.0.0/16%0100.79.0.0/1689:LA, DAS
ZEEHIBECSEHERE.

SR EECSEAFIERE, SE “R2E” IE, EAREEMN.

2-1 ZEEHMN

sxiER  —EE

TeP: 3305

zzzzz

aaaaaaa

2 PERNEAMA “BRERN” , EANZ2EERRTH.

S1E3 ajﬁ NN T, SE RN , BERLEMNES IRERSEAN
.
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HIEETERS
= e 2 EEEE

2-2 AT @R

RMABEIL  ssies

0 =EETEREERSSENENEATE. AT ERSNRSEITEY, SR, SR TR
SFHERIPHIT, ERILIE—MPBIHERREREA S NPiaE, —MPBEI—S22-EMnl.

=28 sg] '
ik @ 2 O mgn @ Et @ ek BE
STHWEENTCP v IPitaHE ~
FriF v 1Pvd v =
2 152.168.0.0/24 x
[CR=nEza]

AR
WEERE: ‘07 &F “BERMYBENTCP” |, iwOSECSERERIF—, IRIPHiL
1R E9100.125.0.0/16%1100.79.0.0/16.,
SRA £ “HHEEHN” RE, BE FIIRNT , RERRENUESIEEREE
I8

2-3 AN ALy
RINEAEHN  sees

O =EANTAEBEERSSNEUERTE. AT ESSNESEINIREY, ESEDIE, SRR TEHE.
SRR, SFLIE—NPIsHERRTHEAS MNP, — NP —S=2EH0.

=F2E s [
kg @ BE O igEn @ Bt @ feEik B
EETRLEEL v IPtEhE v
FeIF v IPv4 v =]
0.0.0.0/0
@ B

(0 ¥
WFEE: “thimO” &R “TCP” , InOSECSERERI—H, IRIPHINRES
100.125.0.0/16%1100.79.0.0/16

.

2.13 NAEBHBUEF KIS

SR IEEERECSEIM, BE “mRER” .
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HIRESTEIRSS
= 2 EEEE

2 WMAKFZHED, BRMINE, BAN TS ESIiptablesfitE .

iptables -S

-4 INPUT -p tcp -m tcp --dport 49537 —1 ACCEPT

AR

e “--dport” EERIEFNEILKIAIDANRO o
o (RIEROIREIERIAITAITTIE:
- EdENNiptablesfi, WNIBIN—FRAIFHIREHEE ORI .

- BN TES KA KR,
systemctl stop iptables

R

2.14 HEEREWEAD
RIEEE: T

iRiaERE: HEEEXRKERSZRFPIRET, SSRRFMERNEZEERER
RYTRE A~ TEC

BRGE BEEEEH S REAL LAEFEIIIRegionfIEMINE , ARHITER

2.15 ZRPFERLENEEFLZTEREEAD

[Tl : ERELHIN, BRBEERLENEEFATERHE,
BRL% BRENSERRENAITREEN, ARER.
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HIEETEIRSS
= M iElRR 3 fERE

3 (EJZEES

3.1 SHENSIEFERE R RELSE oL
MDASHRSSHSHRICSVIHAIRIS I AUTF-8,
EXCEL2ANSIZRAE, LHMEBEREETRELAA—REHN.
IERERBCSVRUSEARITH, AREREANSIRIBSEREE, EFHITH.

3.2 DAS IEEFE =1 EPinfHEHEF=EI

B=PEFIRRFEEERENRES, BERHSEEERSEHSETNHTESR.

3.3 BIBEERS AP S REBEH 4

HIRHIEEERNFTRRANRFS . B8 EEmMEEEESLAINBAREMES .

3.4 AR ERENZR S AT (o)X

SEPIRHRAS, ESHDASKERECDEHEEN . ZiEKillEs— %2, ARE
iRt

3.5 WMEE = AT ERHE R R

DASAHEMHESQL ServerRIEIFALIZN, RILMERIATa< LM o
HNEIEFRISQLEORE, BMALIT®BS
LUREEHAFIAM: BEEREtestiIFRHEIRENEIRFI .

use root
go
ALTER DATABASE test COLLATE Chinese_PRC_CS_AS
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HIRETEIRSS
= aE EREDEES

3.6 MEFURERISY, RS “"SIRIAPAAEE2F OBS
Operator fXfR”

) RRHIER
EHEMUBEIMISE, RIEREIRRES “BEXER” , T “‘TRE” , #iT
“EENAE’ B, IRE “HaiHPABEE2F0BS Operatorf¥fR” .

RRG R

SR BERG—BMANERSEHS.
SR2 EFLRIAFAERABRE, £RFEYIERTS, BEERPEANR “ZX .

3-1 HANBFRERRIRERE

APA & HEAE

AREE fmk © HlEREE @ B

FEARE 1 - 2024/06/11 15:30:21 GMT

FIE3 R “XRBEHURERDS” , FiEMPR “RDS FullAccess” &, B “T—=£7 ,

3-2 FRNIARPR

< | 5
[1 F===s
BRETFEAREREEREEE O SRERIFRE
ESEED) | AEMESRSSHER FEm v || FEEES v || mews v || seasrEmEe
o =124 =)
v B
e R —— o
B

TR BEECEELSRRE, BE “BE .
S5 ROEANCRTE, WAZSRIRFERERIMR.

IR X EI R AIREDAS FullAccess. DAS Administrator. RDS FullAccess¥ITenant
GuestiXREIAT ,

R
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HIRESTEIRSS
= aE 4 RIS RN/ MIFR/1RTT

RIRFRE R MBR /BT

DAS SIBRIFRATABRER T7?

BRESCAZBERE, NRSERMMEETESRSYTE, BHASR. MR
HiiminARsesEeseE, BHNRE .. EREBPEAREREFIERS . REIHIRE
HRE, FHRESRSPHEEBERR. ZRSZIRISEREN . 5SUEREL
ARSS BB HAREBORAR o

DAS SIRRISRIRAM ARG 77
ERAEIRIE S, RENEEARERE.

SLOMIRE T, RIS DEIRIS?
THE, MRBRERE, BECAEBMADASERNLOIET BB HEIR.

EHERBRIERER?

DASBRSS ASAILIRZR{ERA, DASEIRRYSCAINRZRLE, AP AET LS FEER
BRI, IREDASIEREER.

R BRA. BEGRIRR XS SRIZD
o RIBUREERT:

- BRBWIREHRINER, £EREHSHET, TixEADASIRMAIEIE
EEETRINAE . BIANRDSLHIMEFLERT, SEBRAPTAFERDASERELIE
FEEHITSQLERS -
BRAPERWFERE, BERFIHTEERE.
BRBUEERS, TAFEITEIT/MER.
o RIEMAAT: WIRISRMIRIRTI, FBFrILAERDASIEREHIRRE.
o EERRMAT: FIRISIEREI, DASEIRAISTHISEMIER

HIRPE T RERIRE? /IBITHE 7 LK EE?
HEES ERSEHARMRE, TiEHE.
BTAEAIE—ERFEMARREE . MREITE TR EHREER.
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