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C:slzersSAdniniztratorslownloads *adb —s 127.8.8.1:1234 install C:“lzers~fAdminizt

rator«Downloads “\Facehook-433.8.8.31.111 _original.apk

127~ “Success” FTRZEKIN

A E=

MR TadbZIRarSHRIE, BRERGRIIA T ArtestTH, BFRIZIAEX
4, BXfTadban<,

1.8 WLARSS=RfE, BESATHERNIN?

BEFEI0DMAA . MRKHEREFERD, BREERI KA.

1.9 EEEEH SRR ERS /R FEEAD?

RS R
EAMERNNEFISEFIRSSHEAE, SREHa LgEER.
AJEeRE

BIFEAESRIFMEXEEIRE .

IETTE
1. BRERFNEERHA.

2. WABCWLRIRSRFAEXE, AREEHeE LAIRKERE, BIEECE
TERIEIR -

SASRRZS 03 (2023-08-30) WRIERE © HERRARBIRAT 5


https://support.huaweicloud.com/intl/zh-cn/usermanual-cph/cph_ug_0012.html
https://console-intl.huaweicloud.com/cph/?locale=zh-cn#/servers/list

ARG
Al 1

NRIERIBRS R EER XA FIE FTEER, BREZFRETEER
B

1.10 fR3=EEHTY , EASERNRIR?

H@;E/@ﬁﬁiﬁﬂ’@?&ﬁﬁﬁﬁ%%ﬁﬂﬁﬂ)ﬁ, MRRBRIER, LHRRE—ERE
HA,

REBHINISK, FEEEL “HARFREH, LATRBHESD .
(1 %8R

EREREELN: EREEEHES, TALAARETRE ‘EXER" , EERSEEIHR
B, WE1-3F7R.

1-3 EXMER

E=ER
S

=il PTAKS @
s @

1.11 FASAUGFESK, BAT?

| AR
?%M%Y#%%T,Euﬁw%%éﬁ%mﬁﬁw,#ﬁﬁ%%%ﬁt#&%ﬁi
flo

IR

T HERRS ERAIRIEES, ERAERRSRENAREEY,
SERIRIRIAORAE S PR E A
1. BREEEHA.
2 TEIRSSPIER, WIE “HE > SFHURSECPH”
BAZFH RS HAE.
3. BEEMSHEN RSEEE .
. EERBENTANIRSE, RIS HE > S3EER .
5. 1F “EMEMN” XNFE, WEFOBEN, BE BE
SENH, FHTATEL.

SASRRZS 03 (2023-08-30) WRIERE © HERRARBIRAT 6


https://support.huaweicloud.com/intl/zh-cn/faq-billing/postRules_topic_100015.html

=FARSS =R
= aE

1.12 AEFHAR IR EE R 2 SSH IRSS?

1.
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BRIE T “Win +R” , TEITHB “B177 XHEEFHAcmd, % “Enter” .
Hilsships, & “Enter” ,

- ﬂﬂ%ixﬁ?lﬁ%a, M TEIRS, HBARFEERHSSH.

AEd AN THEE & https://www.mls-software.com/files/
setupssh-8.1p1-1.exe
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Bkt

REEREE

NNGIRMERBRIADBEG S, HEEGHEER.

ZEEAPP

adb install -r xxx.apk //EFLENENE, REEFUBFEEF G
adb install -s xxx.apk //Z%fapkZISDFR
adb install -f xxx.apk //ZZapkBIREFRFZNF

SRENZ =B

adb shell pm get-install-location

ENZLAPP

adb uninstall <package>

adb uninstall -k <package> //EIEAPP{E{REEHURTIEZ UL
BifadbiRsZ

adb start-server

*FadbiR%Z

adb kill-server

HA\shellIfiE
adb shell

1Bitishel AR

exit

BEEMMEEAIREUNIREFANAFSS
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adb devices

BEFHCPUSHIFRNIMZ L

adb shell cat /proc/cpuinfo

BEERGFHARTFER

adb shell cat /proc/meminfo

SRENFH B2 =]

adb shell df

SRENFHLARGThRA

adb shell getprop ro.build.version.release

SRENHLEEMACHTEIE

adb shell cat /sys/class/net/wlan0/address

RHEEES (pm) X

HIEES

SMAHEIE

iBPRE N XX B #E

adb shell pm clear <package>

BEEEMNAapkigE
adb shell pm path <package>

BEEMEEREAINANER

adb shell pm list packages

BESH “android” FERRINARNEE

adb shell pm list packages android

BERE=HNANES

adb shell pm list packages -3

BHEAFERRBR
adb shell procrank

BENANHEER
adb shell "ps | grep <package>"

HER— IR
adb shell kill [pid]

MAHBIR & B FANAIE

adb push file mobile_directory

il

BAMIZE ERY “C/Downloads/test.png” NHAIXZEFHIAY “/data/media/0/
Pictures” BT, i5#fTadb push C:/Downloads/test.png /data/media/0/
Picturesis < . RIBITUI N A ARIEREAIEMIT:

adb shell

cd /sdcard/Download
ls

NFNEFIEEI A MR EF

adb pull file local_computer_directory
aNCTE

EFH LR “/sdcard/Download/test.png” HEHIFIAMIZERY “C/
Downloads” B&F, i&#1Tadb pull /sdcard/Download/test.png C:/
Downloads@i< .,
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adb shell mv path/file newpath/file

o HTEN4K

adb shell mkdir path

o HTEMH

adb shell touch filename

o EmEANMH/ K

adb shell rename path/filename newpath/newfilename

i
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ZFIIFEMUSIME . EUFISTE. EMRGLFHEXINEE.

1.15 =FH I ARIRBIIS?

EZFINAZIFEELIIEE, PLATEARIRS

1.16 ZFHEABEXMENZ BRI

FRBENXNEEEEFIRS RIS, =FNRSEAEEIE—
“cph_admin_trust” &%, ZFIEB SRR “VPC FullAccess” .
(] ¥ B8

BR=FVRSHECIESIT, SHRECNEZRHEFBESR “Security Administrator” Rei&
HECREIEAMIEISR “iam:agenciesicreateAgency” . THRESISSENREE,

SFBRSSERIAE SR FEE:

o  ATFH/ZiFFSEGICIZEIEN R, DECEIERMIP. EHUP.

o  NEFH/=FHFREZRCZBIIAZFRAsystem-cph-sgiiZ£H, FIRELZEH
AisSeE, BEAEIARI2EE1-4. B1-5,

1-4 N7 TER0
< system-cph-sg
ExER TSR ST B
AL HEEAN —anE smas
s @ =8 @ w0 v @ e it @ e
FEHF TCP:22 1Pvd 00.00/0 @
S UDP : 10000-19999 Pvd 0.0.0.0/0 @
FoF TCP : 10000-19999 1Pvd 00,000 @
100 EicE! UDP :1-9999 IPvd 192.168.0.0/16

100 b TCP 1 1-9999 Pv4 192.168.0.0/16 CPH deny rule for tenant vpc

100 e UDP - 1-9909 1Pud 10.128.0.0/16 CPH deny rule for tenant vpc

100 ) TCP - 1-9309 1Pud 10.128.0.0/16 CPH deny rule for tenant vpc
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O, 8MN=FoiEEARNN B O E=FIIEBERNES.

e  “CPH deny rule for tenant vpc” MNEFIRHIE—VPCTRIBRS R ZIEBHIFEN., [FEAEE
Bid1-9999Yiw T -

1-5 B3 RN

< system-cph-sg

EFER ANFEHLI A EFR SHEf)
SENEN N —EWE | wAEAn TEEE
thwm @ =B Q@ im0 ¥ @ 3] Bttt
100 iF 22 IPVE
100 s E== v 0.0.00/0

E—VPC TR IRSEEBIATIEEID 1-9999i% IiAIB =/ = s SEHI, BB
FRIERRS], BRRNSHERNZEEAN . HIans@E=ARSS =3 Pitbity
192.168.0.164, BE@I4555imIBIA=FH, NFEERIMATATS BN :

o fR5ER: 1

o RE&: RIF

e 1Ni®O: 4555
e JEMEE: 192.168.0.164

1-6 RIS MERZ =EHRN

system-cph-sg o

A AT —sE

il @ = @ wswn v @ £} it @
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SSH FREHPEE

2.1 BIAMIGEI=FFET, #37 SSH BERM T, ok
R?
EAEUSSHISESAN, WESHEU TSNS BRETR,

ssh -L Ait=is 2 FHEITIP-ZFHLEIRRD SSHRSERFZ@ZAMIPHELL -i
FASASZIHERAE -Nf

o KWESHY “ATRKO" EEWSHET .

o AFRIEIRENAIZ “LhlMIFRO” miF “ARSEEIMRO” .

o 1B “SSHEXSERFR™ EMIZMAID, BESEUTIREIREID? .

o GUEFRIEIANY, FHE “IRBREE" ?%EE?EE?MFET IRSSZRAVEIARS, F
F1-20MEEEN, AEERFIFABXEGRERXNITHS

2.2 #37 SSH X8R4~ “ Authorized users only. All

activities may be monitored and reported.” , 21T4 &
B2

“ Authorized users only. All activities may be monitored and reported.” 2SSHIFE

ESIAIIRYIRER, AIE2-1FA7R.

2-1 #8737 SSH f&i& ( IR )

00%adechb0b6@119.,

Authorized users only. All activities may be monltored and reported.

ZZD%SSHBLJEL_LSENSZ, SEXMETRTESR “Permission denied” . “Connection
closed” ERIBEEE .

SRS 03 (2023-08-30) IS © ERRAGIRAT T



=FHIARSS 22
N 2 SSH FFiE S

2.3 #8137 SSH fFERT#kEs “too open” ?

)RR
FEEZRTFHAT, EISSHEFEIR “too open” HIEIR, BEAIIE2-2F7R.
2-2 too open
¢ L6
*ermission denied (publickey
BIFSIELPS
FAFBIFASASE RIS TR, FrLAZYZSSHERERI IR T -
WIEFE

ZUATREEFATE SRR :
o MNEAFMIAMIZEALINUIRIERSE, ATLAELInudIRE#NTchmod 600
KeyPair-test. pemFiR & .
o MNEAFMAMIZEAWINdowsEMER S, BIRIBANT A ARIE, LthbLL
Windows 10E& %R,
a. KERGFEAMAIFAENE, BinaReE, &FE ‘Bl .
s “KeyPair-test.pem BHE” XHEIE.
b. ER ‘&’ L, BHEATAEM ‘B .
38 “KeyPair-test pemIEREZEIRE" NEHIE.
c.  HXBATUITRIE:
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2-3 Z2IRE

KeyPair-1c7b.pemfiSHiE 88 O x
EFR 1 Ch\Users\, \Downloads\KeyPair-1c7b.pem
FEE guoyanyan (&) ( ) WEmo

REE

R 3 HURA
MEEMER, ENGNRNE. EEEWIRER, SaFaNEHaS EE ETR).
WRER:

=3 E=ie i51E HFET

2 s SYSTEM #2725 C:\Users),
L s Administrators (DESKTOP-J7UGQDT\Administr... £33 C:\Users),
i n Eee=i | CyUsers\,

3

FEREER) |2

i A (A

1: WMINFFEERENECHARE.,. IRF2, BERE ‘T’ #TEK.
ALAEcmMdBE O Awhoamims$SEEBE SHIBFS.

2: BE “BRMOKT , EEETIEE “ MEXIRPRIFRETE E4RRIN
R” .

3: B “iRN7 , EHAY “KeyPair-test.pem BIRIRINE 7 XHEES, B
& “EERERT , MABCHABRE, B “BE” .

WERNREZEPREECHARR, ARRE ‘e’ .
d. iR[E “KeyPair-test.pem BiE” HEIE, BE “HBE” .
() =88
LA E$EIAA “KeyPair-test.pem” AFAEEHZIR, 1BLAEFRAE,

2.4 3237 SSH [FERtiREs “ Permission denied” ?

)R

EIEETFNRT, EISSHEFEHR “Permission denied” FYtEIR, BEAMNE2-4F7R,

2-4 Permission denied
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TS

g}fﬁES‘ZSSHBﬁEH’\Jﬁé\EF‘, SSHEZERFE (BIREID ) , RESEFIMAER
GRS

ssh -L Aip=iRimO: =N SSHESERFZ@AMIPHBIL -i FASAS{HEE
& -Nf

INREBUDARBER, BHRIT2HEHE

WERYSSHERER SRS H, “-L7 ¢ “-i7 “-Nf’ @SR NEREERD
_%‘0

NREBUBARBER, BHRITIREHE,

IRERE T SSHRMERTREES “too open” ? FRRIRMETS X, HMBEFAEHIINIRE
BIERIRE.

INSRITRIARBRR, BHATIREHE .

EISSHRFERIE <SS, SliE— A th=RiRO

2.5 17 SSH X ERHRE “no match mac found” ?

e AR

1R R

Y5

At {ERmMacOSEFRIEZE=FHIRT, EIZSSHEFIEHR “Permission denied” BISEIR,
BRI TFERR:

no match mac found: client hmac-md5,hmac-shal,hmac-ripemd160,hmac-ripemd160@openssh---

XA —AR 2B OpenSSHS S, FIBEEN FE T S M RAAIOpenSSH, & T
BYOpenSSHAFEE . W FRFEB T SSHAZRED HILLERE .

LAWindows 10 J945i:

7 “E=HimEiR > 127 > HEER" , BHES—{OpenSSHiZR, &T
“Option” #, BET# 7 JL1OpenSSH,

EEFEZT, UHHSRER, RES.IpURT.
ERE, BERS. 1pRES,

AR

Windows £&% OpenSSH 8.1pThRATEibiE: https://www.mls-software.com/files/
setupssh-8.1p1-1.exe

Linux Z%t OpenSSH T&ithtit: https://www.openssh.com/
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2.6 #37 SSH XiERJ#kEs “no matching key exchange
method found” ?

|E)ER A
EEEZFNIATY, EIISSHEXEIR “no matching key exchange method found” #Y
fix, BRIITR:
no matching key exchange method found. Their offer: curve25519-sha256,curve25519-sha256@libssh.org
LFIYES|
XA —AZ 2 SSHE FinS SSHARSS im iR M LER AT A ILECAYKexAlgorithms &
ESER, EFIUERT, BERSSHEFIRRMRANHESEHAY.
Y5

LAWindows 10 J945i;
¥5O0penSSHIZFHRZES. 1p1hRA .
(1] %88

Windows E&%t OpenSSH 8.1pThRATEibl: https://www.mls-software.com/files/
setupssh-8.1p1-1.exe

Linux &%t OpenSSH T&ithlit: https://www.openssh.com/

2.7 AMal{REF SSH SIEAHER?

)RR
EREFIN, TRERRARIERRE, SHSSHAEBIHEY . NREEEY
ADBIESE EXRFH, BABEHREE, B MM ITadb shel BXBS
RIRTE

TEFBNISSHFFERT, dp<S iRl “ -o ServerAlivelnterval=30" 2%, AFATERGS
A

ssh -L AR =AML SSHESERFR@ZAMIPHELE -i FASAS(HIRE -

o ServerAlivelnterval=30 -Nf

Heh, “ServerAlivelnterval=30" &#FEx: AitbsshZixEiE30s0 RS 28 sshd
KiXkeep-alive®, LAMRESIHIEE,

2.8 EVFHEERAN T IE?

7 pFEiERLMEadb devices BRI NIRRT Ioffline, BRTEZEZFIIRE
LI, BEE=iHERadb connectEFEE, HIKIBTEEEN:
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o EIHIEANG AR HENIRSZREH DA
o HIA=FVNIEFARNE, KBEENSFILHETKEREER
o FFfEcEconfig.jsonBIMNEFEY, X EIMEEKE .

2.9 =FHEFEOREALEUTLE?
EAB ST AR RS EEE, BEATEERTFEE
2B, EUNIRETPIATT

unable to connect to xxxx:xxxx: An error occurred when calling the Cloud Phone API for querying the ADB
access info, check adb.tunnel.log file for more details.

B, =il{FEMadb connectEFEIEE, KIAIREVTEBIEEZEBFZTHRE
adb.tunnel.logFfVEIHIXSH—ERER, BEVUIIBEIKE TEASIHITHLEEIR
o OBRENHPAK/SKEEIEH, IRSZ2EFTEregionE B 1,

o KEBEEESHPIRSEEIPEEIENH, =FHITMNARSSEMITROSEER.

SRS 03 (2023-08-30) IS © ERRAGIRAT 16



=FHIARSS 22
N 3 ADB i&EiEfEZE

ADB ERHIESS

3.1 ADB EE=FHIEIRE “unable to connect
to :5555” ?

IS
EEE=FIIAY, EIZSSHEREMING, HMITADBEEMSHTIR “unable to connect
to :5555” RYEEIR, BEAMNE3-1A7R.
3-1 unable to connect to :5555
[ ."-..IZ:-E!I'ME: .I"-,TEI alsradbh connect 12Y.0.0,1:8084
unable to commect to (5RER
1 UETES)
ADBIEIHAEINAUSB, FBEGEITLEIER .
R E

a2 fTEONITadb tepip AMTHIKAS, B{FEAadb connect 127.0.0.1: 4 4th5
iR ds S ERER

3.2 ADB &SRR, ANMEIRFER?

DR IR
ADBiE#EZSSsAlT, BitfTadb devicesCEIEZIZEER,
)RR R E]

ADB&EZSAT, AIRERENIAFAIEIREMESINNT, sEADBTERSHIER
ES8
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TS

RKAERadbIRSFRIHL VRS, BIFSRUNT:

1. XiHadbRSS .
adb Kkill-server
2. BnhadbiRss.
adb start-server
3. EZEi{ADBiEE,
adb connect 127.0.0.1: A 1thZ5 i ik

3.3 =34l ADB & B UaAbIE?

=FHADBT BEMFEEZIRS, FAEN=FEEIIEE KPS EIRSZEEEIER
117, al{FMadb kill-serverfladb start-serveris $EEADBN =F VB EEER
%, @Y, HEERERANETEPATHRESFEEERAADBTEFRERRER, &
71, TEBHEHECRAADBIERK,

HihE LA ERIRIT:
e fHi=: Error file config.json doesn't exist, should in the same path as adb.

config.jsonfeEXFREESadbEEARBRT .

e fHIR: Error key pair file C:\Users\Administrator\Desktop\adb\keypair.pem
doesn't exist in config.json.

EIRANHAFE, REEANHIREZESIER.
e {&iR: Error invalid character 'U' in string escape code in config.json.

BRI IRREBAEIE, WindowsEFETEEFER\SEI, #lan: C\\Users\
\Administrator\\Desktop\\adb\\keypair.pem

e {&iR: Error access key id is empty in config.json.
AKKIEfE, SEIRENAK/SK,
e fHi=: Error access secret key is empty in config.json.

SKRigf, SEIREVAK/SK,
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= FHIRSS 2=
%J"‘ul‘tﬂ@ 4 IBiTicH

4 ZiTicx

= AR

2023-08-30 FEERERA
TE=FHNAIFERVNCINEE? 15,

2023-04-20 FIRERXA

HriegEEs7 SSHEFERTREE “no matching key
exchange method found” ? &7,

2022-11-30 E—RERXES
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