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]2 &R “BIRE > FNEE” , EAENEEIIRRTE.
$I3 B “HE7 , BHFEENREEN, SHREENR-1FTR.

%+ 9-1 ZRE RDS

LIS EC BN A

2H

il

ENATR

BEMXMENRFEEMR, REAN “EHNEMR” FEES.

I ESiE

FEEMyYSQLEEESQL Server,

NERIRDSEHIRVEGRE RS AIE S EIRENRDSSEAIREIRREEIR A . K
pastbiit . ¥R RRiR A EERRKARIRE

FHibak

BMAEINS=EL2HMELEBAYIPHBIL .

{NERDSEYRRERY, “ AL XIRIRDSSEFIRY “ At , B
RRYEREN S BRIES IIREXRDSSLBIRIEUIRRERRAS . PARIMtiE . $0iE
FEiR OISR RS
588
AL SEE—VPCRE FHENER, RIENEREESHITES . T
BIPIMFIANHOFZMEL S (LRAFACL) KR, EIPJIR7HEY
TP, IMAIDRIHOZNELR LR, THESHEEZBIZELNBREIE
e
RN “ EHMHE” (56 BECERVPCRILS TR PHEdL .

iz W

WMAENAROS, HERIRDSEHIRIEIERx 152 E3REXRDSSE
BIREIRERERRAS . PaRIttbil . EuERriR OFIE R ZIRE

MAERRAS 05 (2025-03-04)

WRIERE © HERRARBIRAT 59



= e

9 REABR .. BFNRBEE

SH

ol

RipzeE!

(BN ) IBFEENRRIERFLBENERERALE,
HANTRE, EERERRRGRETE,

ESE vl

(BN ) IBFEE “MHEIER” . X1MERT . “EFEIRT .
CTFIEIR o

o IHEIE: {YSSH. RDP. VNCHMYZERIFH OIEE .
o EBUIJI#R: {XRDPHMNEBIFHAIEE
o X1&%k: {NSSHIMWERIENAIECE

PREERI]

IR EAERERR .

R

(i) BEMREHIRFEBITE

B[R Eus

(AJiE ) XIEHAIEERER .

£]A BF ‘T2, WEFNEFENKSER.

% 9-2 PEEFHMKAE R

24

152H

IV

R BRI, S LAEERIIKS o
o & “MENFINY , FERERE TENSRAR.

o &F ‘LIEHRIN" , BERAREE, FREEHLUAERRIIRER
TRF BRI o

BRI

EERERA, AIEEEMERNFNER.
o &F “BHMER" B, “EHKF” M “EE7 HYEIR.
o EF “FHBER" B, “EHKF” M “EE7 AENEIN.

EHKA

BMANENPRIMKFE, BDRDSSEAIRY “EIERWFE” , BIRFIZREY
735152 IIREYRDSSEFIRYERRRARA . PIRIMEhE . HERE R ORI
BRKPE,
588

EENZETADEIRS , IRINBOENKF 8 2\ ZAIK =, fltlad

\administrator,

BMAENMARINAIERS, BIRDSEAINEREN.
ROADE “SE” , ECESARER, BMERERFIPRE.
58
o WIFKFEIE, ERRFSRENBXES.
o WIEKFED
- RTEIERFEE, SREREED, WIHENERRER.
- RRKFERER, BEEREED, WIAHESERKF G,

M ik

SRR BRI o
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(AR
REEEHMKAFIZGE, FALEE “[Empty]” WP, EREFERFFDMAENMKFFIE
VAT

£/s BFE “BE” , BRRKFPEIEEEE, REENSIREEMENRDSHIEERR

$We EAMSHIR, IR 58 > TR | BRSS!
584

SR EENSHNG, &5 134 > FHUEE” , SAENEEIIR, EHEORDSHE
FESCOHIENPRETRY “I(F” 5, BE “BR7 .

S8 (Fk) EREANHEIER, B ‘THESERTIR” , HRMIAFRRE,
AR
MRCLEPABRTE, UAEBHTZEER.
T EESSORLRERTER, BARNIRMESESNIUEESSORSERTIR? .
SE10 RITREES~T WG, BREE “BIE" I ‘BR7 .
ARy

REM “HEEEFnTERERFREEIR, BEFEE! ~ BRI, BEMNTER
90

LR
9.2.3 WMIEHN R A RIEWRFZETS?

BEMKFESETD

SENNARS S EKFRERENE, FSRSIENZELTNENTRKFE
3,

£E1 BRREZNRR,

$R|2 EF /R > KREKF” , HARRIKFZIZRRE,

$|3 PEFELEDIRRWK,, s “EE” , #ARRKFFERE,
$RA 7 “BEXMERT REHE “wiET , BYE “RESFEKAER B0
SIS MAFENL, @ik “KWIE” . B BN RETREWFFHED.
£I6 ROFFRFIIRRE, BF “EFE5H07 HR, WIEHEBRESIES,

(10 3488
A EREIRREKFIIRNEG, EEEENEBNRRENKS, B ‘G , ISR
1,
R
B R IRIE =S

BEEL2Y “HERE” , MENENRNRARFERSS S LRIKAEN, FigHER
ﬁ%fljil UE4%M1:J-LEF| °
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LE5r, IERTLAT R S SHRRRFIIR, ERENRRERKFES
RERY:
“ERE (SRR R DB RIERIKFEN, JSSH KeyBRIEAIENBRREL.

9.2.4 WM BIENEFRHEWKF?

ZEZHGZIFIISSH. TelnetMY EHIG IS o

E#ERadmin_ARTLUERtestiKFEREN, (ERtestikFRIREV/, EILFEERE
2NEEXINEREN . SERMRINAERENG, EfRadmin AMEMAtestikFERE
B, BEIRIENENKAERRT . EEREERNERBFNT:

SR EE ‘"R > EEET .
SE2 PHEEFENN “RE7 8 “BS > RIKF” .
FT3 RNENERKF,, TRERE “HE” .

* 9-3 IRERMNKFSHIRA
2H REHA

BRG | EE ‘BERT
s

=5 WA BREN LA RESKFRIERER .

B, rootE2FFEEN LAPRESHIK,, WHEIArootlKFRIERE
EQO

e | ERENEIRIRIEKS .
thiRes | WIREFIZL, BASIsu.

FRA EFE “BR > ZEWF” , AILEEERRENKR,
SRS T R > HITHTEIRE” , BRSUKP [root->sulEERIE#ERadmin_A,

LR
9.2.5 IR B =R 2T FRIRE?
HIRRMH
BT “ENEE” . “NEAH” . “EHsH” o “NEEHE” THEEREUR.
FIARES

£ BRTEZUERR.
HE2 EE RTIE > FHER , ATV EEIIRRE,
SI|3 EEFMMFEENRR, BE RIRE" , B RIRE” E0.
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LTTWA MAFEEMTEAS, ik “Enter” SIEIRS, HE “F&7 THABEECRIER

=z
A/ o

B 2?&;6 &7, BEENZFEENENENIEHEENE, JEEZENERAVH

$e EFMEINGE, JAERFEEIIRRM 587 5, BETHAE, BTEFIRERN
IREFRIGRIIR

R

MERAREE
ERIIRESIRE, IR TIIREE, I ENER” JRER,
SE BRRELNRSR,
HW2 PR BT > NSRS, EAEHEEIIRRTE.

$R3 EEFEMMFEENRR, BE “‘BMFE" , WARERER, BRRZENS
TRETBIRE o

SR4 ROENFREFENEHENSHEERE, SEZENERITECHME.
MERL
o C“HIBMIRE" BRIRFTEER HFTEIRE .

o LEIRIREAHUTMERERR, KBBEaRMER.

o ENENBIREAIRNRR, TREENHNARRTIFRN ‘BB , AREENMSERIE
E, WEARERMMHER.

.
9.2.6 IMIHESN/SLHENKIR?

HESA

ZEZNAEHEZENRR, EFLUBIEN “SN” NARMESAEIE
iR, SiEEEExcelXEEARFNEEZTFESANRR.
CMSTHSN” RIExcelSUHFRECENE , BESBR. IPHIE/ARE . HHEEEY, IO,
RERB, FREEDI]. tns. EVUEIA. ENKF . BERHN. HIKFF,
ALY

o ‘NXHEN” HAIExcel S, FERIZREBEEEZRESENER, B EEAExcel

MHETH, FRENE . BUSSARELEY.
o EZExceltESAS, BE ‘BHER" , RAENKRRES, T@BEM “Empty” I

HESH

ZEZNEXSHESHENZRER . RWIEAFE, —BSHEEEMENENR
BER, TESHIXHPEEENTRKFRHIEERES

SHAYExce MHABEIERREIR. FiFWIE, FFEMN. BRiKO. REEE, &
1. BiFfrs. RRER. WARMR, ER50. HKFAEF.
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9.2.7 SA=ENIIAEIZEEE AK/SK 2HA? W{aI5kER?

I«E|'5_I£$HE|]AK/SK ( Access Key ID/Secret Access Key ) , AP EEIHATEILO=
RBEBMEIE. RABIAKRINEEEFNSM, BESKHEHTERINIE, BiI
"’"ﬁﬁ LlIETLlE%ﬁlﬁYEI’JUL& . RIS REBSPRIERME.

. ﬁ??&?ﬁ%)\%ﬂii SR, BIfE “FRVEIL” FEEBRCHIBRER. KD
eI

EXEEENG, EALAARPKSEAR, 2E “KRHEIE > EEhOER7
B AB IR .

o HPEEERERSAIIHM=FE, T8E “WT3kE” , BEEEIENFE, RIE
IE SR BBREGA B2 EHAK/SK

9.2.8 ZARIEMKPEHLEIRE?

RSN EZFFENE T RAIIRIRE, ﬁﬁ?hb\N}?A{vPE’J&.ﬁ% BHIGUE, BISIE
=EEY, FeEFoiE, BT SLA ISR B KIS T

REWAHAE “IER” . ‘B8 M “KN7 MRS, SISEEEBESIE

9-4,

& 9-4 BRMKFIRIRA

K& 1588

IE% & “BNET , WSRERBIER, BRIEEERITRFEKS, XA
“IE"“ R

58 o “BGIE” , MKPEESAIER, HRETRESERIIRRK,, 2
Tjj ‘BETRT.

RN gc\ﬂl]m,\ﬁx’s}:'): RET “IGIE” RORIREWF, £ “FRA7 K

AR

~EZH BRI

FEAN5S. 15%*1]25%,2%—5 MMERRRRFBTIKSKIG, BN RKFRYE
B, MCERWFIRES

o EBMERYF, B IE”%‘E%E]’JR(F‘#T#J “IEET .

o TREEE, TZEEEERNKFETAH ‘BE’ .

9.2.9 ZGRRIREEAILATEAIG?

FAILL

ZEZNRGAPERE, 81T AFEEXHIRFRIREMXEETAMKPEER, 6w
CBH%?EP\]}EHF';EJEH o

FIUINRAEE RadminFIINERRIRS, HWEEBERNZHAREREZSE, T8
FladminAZERNRE, RZIFR,
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9.2.10 REXIFFIMAEBBHNERAEFZTRIR?

RAREFHEZE2ITERRN, PRERASNRENFIMAEBRIERS,
BRI

LB BR=E2NERS,

SR VEIR CEERS > IRBIERE | AN R ST

SIS B IR W R .

S TR ERCREIAR, EEmptylke.

SIS 75 R4 > THUEL TESFHZEN, BEFDHANSRKA SIS,
R

9.2.11 A AFREERFIMESNNZEN?

ZREZNRARE, SARZEZY “RERR” RAMETFTV3.3.0088, SABN=E
MATRERIRBIEM, FRERENENSR

@Eﬂ)ﬁ;&%ﬂﬂﬁéﬁéﬂﬁaﬁﬁﬁﬁzﬁﬁ, BREANT=EN. BaJLE=ENEEEN
ExcelZEH%,

9.2.12 W{mE I =E 2K 5D MNRHRIIRS?

MREFBEIZELTRNRAMRHAIRS, BEEUTSREITERF

BREP R

ZB1 MLWindowsSEBIEHaE LinuxfREes . B, BIUSIEE. EFigLicenseFEHR
B, AFEHENAAMIRSSE.

$H2 EMPBRSE, HRREESE
SW3 FNNASE, MR EHESES
R

9.3 RSG5t REg3S
9.3.1 ZISIENEUER IR ERIERMTA?

siSIENERN AP EHHRERRAMNIEE, RENFFFan S ERESIRREHRIT=
&, BEMRINTR. RINBRERSRERTRE, FEERIETS.

Llap 1= HI SRESRIRIESIRIN A o

B SERBPERSE2, TR R > IR, EFR (SSHEkTelnet )
A LEEMA L IHIRES -

SOEHIER HTIIE BIRIE ISR .

2 IEHRIIRERINE, BINBPERZERN, BEREFREN, HUTHEXHSH
RapiEE, ERmSENTIE,

SNRENAEMIRSES.
AN SR .
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= 9 R BFENRBEE

9-2 FI=EL

ootlyunxiazi -~

TI3 FNAFEE ‘T8 > aoRiNIE” , EEHERIR,
£R4 SERIYERIIRSTLE ‘T8 > THEH , SEETRHMETR,
SIS FRIGHER, BINAFEIRIINIETAEXES .

9-3 FREUZIR

g original-ks.cfg
i ~1# 1s -al

F oo oo

iginal-ks.cfc
3 .tcshrco

o ot ot ot o of ot o

9.4 RGHEEE
9.4.1 YN{TECE SSH Key BREHEIE?

mEBNZIFEESSH KeyERENRIE, ENZRIRECESSH Key/SU5LIGIUESSH Key
BRAIR.
4B SSH Key
1 ERAIEKey,
BRE, PITLATES, EMSSH Key.
ssh-keygen -t rsa

EEE2WT:
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[root@Server ~]# ssh-keygen -t rsa
Generating public/private rsa key pair.

A RIERERESSH KeylIMHEZNZRE, EIREEREWT:
Enter file in which to save the key (/root/.ssh/id_rsa): EFTLMNSFERAIN LS, XIHRZFF R /root/.ssh,
Enter passphrase (empty for no passphrase): s fRIEZE ZMN Z5T
Enter same passphrase again:#iA A Z45
Your identification has been saved in /home/fdipzone/.ssh/id_rsa.
Your public key has been saved in /home/fdipzone/.ssh/id_rsa.pub.
The key fingerprint is: f2:76:¢3:6b:26:10:14:fc:43:e0:0c:4d:51:¢9:a4:b2 root@Server
The key's randomart image is:
+--[ RSA 2048]----+
4=* |

L=+ |

o +

E..o |

I
I
I
I
| S |
I
I
I
I

AR
St rsaNMERrsaEEHITINE, WEILUERdsalZEENE, ST :
ssh-keygen -t dsa
HATLATa<, BESSH KeyXft,
cd /root/.ssh ( XHHREFER) |

ELRIFFSSH KeyXHRFERT, BECEMFABI_rsaf2A48id_rsa.pubXf,
B BB AR EERTAAZEDkey 1A FAZEkey.pub,
B REES RGN

[root@Server ~]# cd /root/.ssh/

[root@Server ~]# Il

total 16

-rW------- 1 root root 0 Oct 14 15:47 authorized_keys
-FW------- 1 root root 1679 Nov 15 09:45 id_rsa
-rW------- 1 root root 430 Nov 15 09:45 id_rsa.pub
-rW------- 1 root root 1766 Nov 15 09:48 key

-rW------- 1 root root 430 Nov 15 09:48 key.pub

SRR/ sshBRT, T THS, EFAERNERauthorized_keysSX 4,
cat id_rsa.pub >>authorized_keys

FIFFEMSSH KeyEREIEH o

1. HFLATES, {Esshd_configlc EXHSEL, £, “RSAAuthentication” F
“PubkeyAuthentication” , $Z#XSSH Key3GiiE .

vim /etc/ssh/sshd_config

(Ee5EEHE “Esc” , BAwq!danSFHR “Enter” , (RIFEKFHEL .
HITA TS, ERsshdiRSS .

service sshd restart

BRI TMMEEFRIsshdIRSBERRKI

Redirecting to /bin/systemctl restart sshd.service

-
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A& SSH Key (8

o2
SER2

SHR3
LR4

9.4.2

HURSR

BRIES R

BERTERENRS.
e CRIR > ENEE” , FEEEMSSH KeyRIENRIR,
AR
ERMENEITEN, RE SE7 , EEIERIFBER HmT SRk,
B “HE” BEESSHENRR, BE “EMMKFA” 1 =557

SHI4RLAIFATRId_rsaS A BFIFATEERS, BeE “SSH Key” 1 “passphrase”
(RARIY:
R RFOEFMEE “passphrase” , HFKEBLE “passphrase” BY:

o REMFBEBERT, ERENLFTBAZED,
o ELEMAERRERT, BRERENFFHENTLBEN.

B “HE” , FBIMBSSH KeyBIENZIEWKS .
AR
o ‘HBE|N” ENHFBIEMIBIASSH KeyfAthFIPassphrase®ty, FES|INEtFRHH=
o

o FES AR RLMNEEENKFNEDRER, TNSAZERZIASRE, BigK ‘&8
TR R IIRASBRNZERD o

BRI AERS
SRR T SSH KeyBUEN A RIKFIBIA R .
P B R AR

R

SENAREZZTSEIRN?

=E2H “ENE" BTRPEENATE, BRENANEZ. SARMARNES
BREFEAEN, THEEREE “PARNEZE" , RERNANERFZERER

E.IfF__o

e RE ‘“PARETE 5, ANRZENAFPMERBXKNITAMEZZE,

o RE “PARETE Ml ‘NELSTE AT, FRERGIEENTFRERR
T, FIREAFERNAME, MAMEZETRER.

FFERR ‘R4t RIREENR

BRERLHRS.
HIE RG> JURMH > BRRE  EARSFHRESERE.
B “MREE" K PARRESE" # CRRESE" RER.
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“PARIERZE” F ‘MNEDTET FIMES I/9100MBFI5120MB,
R4 BE ‘WETET XiE ‘w7, BE “RENZTE &0,
S5 B8 “DARBEZTE AEREE.
£86 2L ‘Mg’ , REIEE “PAMETE" REMIN.

9.4.3 MIRERIGSPRH! =R ?
R EXAEIREE I TIRE):

o 1oMRREREERAEIIR.
o  VNHRREEEFEBIISR .
o IXRAREEETEBITI155,

SIRABERRYE, FWESIEENXEE, REN “BEX” BEMX.

9.4.4 CBH {33 =7 HEFERSS 287
CBHSZIFX A MIE AMBI =S HRfERSS =S -

BMEER
LATLEA1630B5E A5

I BFR163aMME, HAN 8B %iE “POP3/SMTP/IMAP” , FFEIMAP/SMTPIRS &)

POP3/SMTPiRSS .
$I|2 ARITEEKAREIRTME, B “HEHRE"
$I3 FNPR—HIREEE, RERNERE ‘RERE" .
SR RFEMRIRINED, B “BE” .

£Is EREZ2webFE, HEN ‘K& > RREE > SNRECE > WBHERE” -

6 W AsmtpHPHAIRSSRMbE, REANZDMALRALRRIEIER, AKIENKHRE

THRIRHERLT .
R

S5k 05 (2025-03-04) WRIERE © HERRARBIRAT

69



= MiElRR 10 IZ4RR

10 s

10.1 ;=4S
10.1.1 =82 SEFALE4E Linux EHIB?

XHFo
AR
EEIHE WHAVNCGERERZEBERZEZNNE, ZE2NAAREZLVNCREIRS
fER)RR
TEZISIFNEVNCMNEERNRIR, FBIZIWebiI st ERER, SCHLinuxE
RIERACIEHE

EREREENNENEIRET, 1§ “WHNEEE” &FH “YNC” .

10.1.2 =EZYZTIFFY APP Z4NZ?
ZESNENASITFVAPPES, (BofLIBEFHRNNR b= E2NESR .
B FIFFYNEEEE, MAhttps://EIPHELf, HEANTE2EFRERTNH.
T2 WMABRRPERINEE, SRAPERKIE,

BRRINE, TEERN]. AP, BR. R RARESRRHE, MREHISE
MTEES.

(10 3488
x24T “ENE#” 1 ‘N R,
R

10.1.3 WOJECE SSO ERERTHE?

RN HBIEEEH(FRE S ES (Single Sign On, SSO) TH, BFRFNIizHHT
NEIRESR
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R BIAERESsoDBSettings P ERTH, AFRERIIEELRRR, EEAR
FIFSSOR R EFTEHNMIEEEZRIRTE, HEEIFREIEEREZIRIVIRZREISSOR
HERTHLE,

(0 %A
BRYIBERFR, SSRNTREE2VNRLE? KBXRIASA%R
PANavicatZ Fimafl, REIERNEES PinisEIRE.
11 FTFFAMBSsoDBSettingsBE B R T H,
2 £ “NavicatifR” 2R, BHEEREE.

£E3 REANavicatE iR RxAILITIEE, i Navicat TERJexeX 45, BE “47
B2

#1184 jR[OSsoDBSettingsE mEFRT B ERE, IEECEENINavicatZEPIHIEER,
5 B2 “RET , REI=ER2Y “EHisf” JIEXRE, BIUEREIEESE.

10.1.4 =E2{ P HEFRINERRE—RIRIS?

ZEZNABRTZHEPEARERE—XER, AARISRSROBFRHE. B2R
TFRENZSHAFRERKRE, 21 cE21 AP ERIERE—RIFEKF

Flan, ZRFWindowsHRHIZAFENERES, RINERWindowsZRAYEFE
SERARZT., Windows 2008F1Windows 2012 RZ LSRN LIS B RIATE
F, EMECBHEFMNEIIWindowsIREZZBEARZ AITFHNHREINER,

HNEFRRRSAFRERRERRE, STLIEERIN T UER:
o EERFRSH[AITSHFER. FlM1, FEWindowsfRSEZH=EEIERHERIEE

MANTAERE RN o
J E’-ﬁﬁﬂﬁ%%%@ﬂ@%ﬁ\mﬁ%, HPENZEZNTRKRFE, Bo3IENGH

10.1.5 =2 2¥, SSH =47 jSIBpLL 5557
IREH1,3.3.26.0 % L _EARANSSHIE#E S 1Y E £ N3 10- 1P o
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% 10-1 SSH Iz ISR9EG L

b Sl H5z4E EFimiz4E
Key diffie-hellman-group- diffie-hellman-group-
exchange exchange-sha256 exchange-sha256
diffie-hellman-group- diffie-hellman-group-
exchange-sha1 exchange-sha1
diffie-hellman-group14-sha1 diffie-hellman-group14-sha1
diffie-hellman-group1-sha1 diffie-hellman-group1-sha1
ecdh-sha2-nistp521
ecdh-sha2-nistp384
ecdh-sha2-nistp256
Encryption aes128-ctr aes128-ctr
aes192-ctr aes192-ctr
aes256-ctr aes256-ctr
aes128-cbc aes128-cbc
aes192-cbc aes192-cbc
aes256-cbc aes256-cbc
3des-<?bc 3des-cbc
blowfish-cbc blowfish-cbc
arcfour128
arcfour128
arcfour
cast]128-che arcfour256
HMAC hmac-md5 hmac-md5
hmac-md5-96 hmac-md5-96
hmac-sha1l hmac-sha1l
hmac-sha1-96 hmac-sha1-96
hmac-sha2-256 hmac-sha2-256
hmac-sha2-512 hmac-sha2-512
hmac-ripemd160
hmac-
ripemd160@openssh.com
Host key ssh-rsa ssh-rsa
ssh-dss ssh-dss
ecdsa-sha2-nistp256
ecdsa-sha2-nistp384

10.2 iZHHR(F
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10.2.1 =E2HTIFMLEEFRELT?

BaiE®

FoEFR

RNER

HESR

ZEZNTIFRE “BER” . ‘FER 5 ‘BERT —#ERSHEE
RIR, WINESIFtEEREIRIIAE

EERRIEE “BaER" B, ARERREKFSIED, HEENSHNAER
TRAIMK FAOERT

EHEANRIBIDERRT, THEMAZRIOKFZR], £ “Elzg” 5 “NAEEgE”
TERE “BF7 , MAANEEREBiRRRLIESE,

(MR

o EdgeXBIWARFEASZIFEE “‘BaIER" .
o SSHIMMERIENRRECESSH Keyfa, HRIMERASSH KeyE R,

EIERIRRERE “FHBER” KSR USRI WA, £k “[Empty]” &R
WP, BIRECE EHEMN AKFAFE

EHEARIDAREFERN, FEEWMAENSNAHKAZFENERERTIR .

MERTREET “SUKF" , EEBRFEKFIIRERNER .

EHEARIDAREFEN, BEEBRFEKFER, BEMIREIRARFEK,, LtEs
BEZFEKFAERNEIKFRIEIER R o

E ‘EHizd” TE, SEARITLUEESPENRR, BEELE RS ‘#BER”
A NEHENEBRS P AEMNEERENRIR, FIUE—MEERERER,
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Iﬁo

o vncMMEERIFNRIBENSIEEOE A IFRAE SR

o HMFBEZRI “‘EHliz4” 5 ‘Nz EREENR,
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$R|S EEMEDPEREIEIRES “BEN”

o EAB “BEMN .
o TJEIE19201080. 1024*768. 800*600TRE DHHZ
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o Z=EZEFRENRIE, #RCode: C_5155REALD?
o ZZERNEFRENEIR, #RCode: C5195REAN?
o ZEZYEFRLinuxEHl, iRCode: C_769%HIREAM?

WREI LIAHE, MATEERENAR, BREEEENAaELEHR “IT87 ,
HETHERRRTBIR, BKEKKZF.

12.2.2 BEid Web JxzZEREIR, g Code: T 514 1[IREATF?

BRI
B WebGEEFRIE, SIEREEBENELY, 2R “HBTFRSERKIGELN, &
ZEElF, BREESINEHE (Code: T 514) 7
GRS
o ZSERNNRFZSERFIRSHEZEMBIEZRIEE, SEUEETT.
o Z=EZNERFERFRSHAIMEBEIREIZE, SHNERE -
o RERSBESELN, SEUEETT.
HIERRR

LITHEEEIRIZER “Code: T 5147 [ERERDASHITERMN, ERILURIESEIRER
RSN A STHITHEE o
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12 tFEHERR

12-2 ISR

LA EERSRES
— WKERSERER < .
\ mEEETE HEEFHHURER

1.eEpnEERPE, ROSESTREER

| 2emmEEmsEEIEE, RS CREPT fEE
— REGBHRZHEESERESE <

| smmmsemsnesszanE
~f |
iRCodeT S14HIREAD? | 4smAANRESELE
\

1 EEENERRE SCBHEFIER—XiEE—VPCRET

T REINIARESARESE
|| 2HERENRSSEAE, BRRICEHIIPEIEHTRS

1 REEERS A RERZ 2 NERRE

o kB SRSERERLNEEE
\ 2BREEENENEELNNERR

REMEERER

SRAEZNERS, MEZHpingEBIEN, WIEREZTSHRRSEZEHIN
RERERIER.
o WMEKEZEY, NMEFRESBEZTLION .

BERENRRRSS, EMFIENEIRKEIER . EEEEVRERER, ZINE
HIERMRS RS/,

o MEZEEFE, NWCBHRFZIXRRIRS B MR, E2E TRBLEMOXH

EO
a. BEWASRIBFRMENE, BEARMABR, LRBFIGENRESR
PR -

PINESEAZAMABR, TEBAAMER, BIRENAAMNBRREER
EHRIR, FHEEBRIBIMMIAIIRREERIEWebsocketi R

b. KMBECBHRSANRERRESE
¢ KEFNEFFERESERE

E CBH RGNRREGEESIE

SR
SER2

F£IR5

ERTERNERS, RENERRIPHLL. kOFEHREER.

RERFEXEADERRE, ERREIPIRE . EX0hTEFIRE, BRYAR “k
IRIP” AOBRE

KMERE2NLPIXENZEE, HIELZ2ENKORERESIE., EiURIRCBHIE
Fiw, EFECECBHEZEAH,

AREEIWebMBRELRNERRTIR, BFMNNLEEMNTCPIHNY443ANTEE .
MEBREZNMERMXERINBACL , HIEACLHINIRERESIE.

fRIR R E2IPHILASISIAIRE], LU “BROMIE” RiRINERRIPHLE, RiFmER
MIBEEIR.

BingEfRE, SlENMBECBHRAERTIR.

s
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REFNLANERESEES

gz
SER2

$IE3

R4

BERERENLAEEEFE

KWEENRFEESCBHELAITER—XIHZE—VPCIMET, CBHZHFEREAERE—X
I E—VPCTR&EIR,

CEENTALHNZSEAN, FERSAMRESEAE.
RESRICBHAQIPHELEAGSIEINRE], TEVRHBAtRIRINCBHASIPIE, SRVFCBHIBIAIAR.
SHRER, SEHBICBHESS R,

.

REFNIFEREEEZ EINE RSN

SER1
SER2

12.2.3 @E-
BRI
CIECELS
ERIE

BEREERERENER.

KRBEFNERHARERLZEMEER, BWAATANAEHE:

o Linux=RBBSSHEZNZESINE

e  Windowsi#t=iRFZI/ERH A

o LinuiEERIRSZEEERF A

MNATIANFESHE, BRENZEINENZE2NIERIES.
o  EEEBRILinux=IRSBEELD?

o  TEEBERFIWindows=RSZSH/EAN?
FERZLNENREE, SlEMBETCBHRAEFZER.

-1

RET EIAHEE, (PATERRTE, SREEEEFESALAN ‘T8, HE
THRERRIRTFUSR, BKEKKZF.

Web 528 351E, IR Code: T 1006 EiREAT?

B WebMIMEREREIR, SIRERMTT, R “MEERRE, EECHT, B8
i (Code: T_1006) ”

o ZERNEKSRFRSHIEMBZBEEATE, SEERHT.
o ZREZNHRFRSBIHEER, SEUEEMFT,
o RFRSZSHRWM, SEUERETT.

SRRE2NERSR, MEZSHpingEBIENIN, WIERE2TSHKIRRSEZEHIN
BERREDIER.

o MBEEAE, NCBHRSAEIZRRIRSHEEMEZIRTE], 52%ECode: T _514851%
FEKRHIE,
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12.2.4 @it
G
EIEE S

o [MZEZEW, NWNEAIRESBERLION
ERBENERRSE, ERESNEKRETLE. EEREVFEEMRR, B2ET
Y SE PN S
a. HIESE2HANENZET RS BIIREIS
b. HIEFHRESEFIM, BESELinuxz=RZSHBFMEAD? Windows=
IR$ZEERIEAD?

QD%LQJ:LHEE PATEREROR, BREESEBEISALF ‘I8 , #E
THREERIEGORIME, BREFAZF.

Web JiE2EERAIE, & Code: C 515 HIREAD?

LJiWebﬂJxagﬁiLinuxE!ZWindowsim’ﬁﬁ, REFREIR, R “EHERREIRER
@@J—A El;E, EE.EEE‘ZE*%%EEE (COde: C_515) ? o

o [FHE—: BMNEIRXEFEILinuxEHBRELLHFRE IR, SCBHAYIPH
AN “/etc/hosts.deny” ST{Zea

o [FEET: LinuxENFBRT AU ENZLIRSS ( Host Security Service, HSS) , &
IREINEIRZIOEIHER, CBHAMIPHEHSSAIAN “/etc/sshd.deny.hostguard”
XHZE,

o FE: EE2NAIFHRERFRISSHE L . ({NEIXIV3.3.38hRALI T ESR
)-ll o

o [FEEM: WindowsENFRTHIKIE, SHEZNSENMNELEIEREE.

fERR “/etc/hosts.deny” SZ{4BR&I

gz
SHR2

EERERLinuxEH,

WITLATa<, BF “/var/log/secure” B, HIAEHUELZEZIPICR.
cat /var/log/secure

HATLAT <, 4RiE “/etc/hosts.deny” 3, MIBR=EZ2HAIIP,

vim /etc/hosts.deny

(HJiE ) FECBHAYIPIIANEZE.

HATLATas<S, ZmiBLINUXEMAY “/etc/hosts.allow” X4, SIFFRAIPHILIE R, &
T E2ERER,

vim /etc/hosts.allow

-

fRFS HSS B3 IP R

£

BE “/etc/sshd.deny.hostguard” 3Zft,
1. BEREZRLinuxEd.
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N 12 HIFEHERR

2. HITLATES, &if “/etc/sshd.deny.hostguard” 314,
cat /etc/sshd.deny.hostguard
3. BWUTLAT®S, FTFF “/etc/sshd.deny.hostguard” 3214,
vim /etc/sshd.deny.hostguard
4. HfEIA “/etc/sshd.deny.hostguard” X4 EREECBHAMIPICSHE .
H£I2 TEHSSEIRZHIE, MEIRIPIRE] .
1. BRHSSEEEHE
2. EE “NER > %ﬁéiﬁ” , BEANFHEERHE.
3. & “REFEFRIT BR, BE ‘BEHIPT , EHEE#IPIIER,
4. FRHAECBHAMIPATTEST, BEIIRA LA “MRERER .
SE|3  (T%) KBCBHIAIPEEE,

FEHSSEIRESIE, JSCBHRYIPEIN “SSHERIPEZE” , AFCBHEZRELinuxE
*J-LO

e
(10 #488

s, BNERRE2YNEENKFER, FERHTKFRL, BeFimAKFZEER
SARRLSEFKF, MESHE2IPHEIAEBERER,

fiEBR SSH &iXR#!

ST WERST[ECEUH “/etc/ssh/sshd_config”
1. BEEREZRLinuxE,
2. HIFUTHS, &iF “/etc/ssh/sshd_config” 374,
cat /etc/ssh/sshd_config
3. WTLAT®S, FTFF “/etc/ssh/sshd_config” 3f4,
vim /etc/ssh/sshd_config
T2 BUEXL: EHostKeyAlgorithms{TEiRIIMITIES

ssh-rsa,ssh-dss
(RER L

HIGHIFOABLE X (P EIHostKeyAlgorithms{T, XL BIESHRIELN:
HostKeyAlgorithms ssh-rsa,ssh-dss

T3 FHUNTHS, BFSSHERSS:

systemctl restart sshd

.

HINEEY IP hEZE

WindowsBRS3 MR 2ATHEH X IESHELNLEERER, AJfEWindowspikX
ERRIIEZYIPARRE, BIREEER,
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o) 12 tpEHERR
12.2.5 B1Z Web RHB{ERFIR, R Code: C 519 FHIREAD?

[BIREIISR

BIIWebRIERELEBRINR, fn ‘HTRREELAWEAE, HRIEERE,
MSFEHMZE, FEMRAEERIEERSHT (Code: C519) 7

AJRERE
o CBHRAZSHERSHZAMSEETRE, SHEBRAY.
o CBHRAFIRBRSBOMEWRBIEE, SHNETBHEELY.
o RERSHBRELIMN, SEERTTIEA,

REMNEERZER

BREZEBL2NRER, pingiE@BEUHATCPIROEN, KWIFnE2NSRFRSRZ
[ERIMESERERIER .

o WMEEEEEH, VNMEFRESBEZETLIIN .
ERENRRRSSE, EFMFIENEIREIER . EEEEVIEERR, ZNE

HFE IR AR/ R
. gé%ﬁ?%ﬁzﬁ, NICBHRRRIRRIRSH/EMEZIRE, 1B5SE AL RMEORHEE
a. BEASEIARMNEE, 2EARMAR, URBFIEEMNREER
PR

b. KMECBHRESANEERERHRESE
. KEEFEAREREAIEES
d. KEINEREEEESZCBHIAN

& CBH RFAMERREESHE
SH BREELNRS, RENSLDFPHL. KOSETREEH.

SER2 *ﬁﬁ’-ﬁﬁ?%ﬁéiﬁlﬁ%%ﬂ%ﬂ%, EEREIPIRE . ESUEIEFIREE, BIRIAR ‘X
IRIP” AIBREY o

3 KERE2NLFXBENZELAH, FIEZ2BANRARERSSE, BIURIBCBHIE
FixO, EHECECBHEEA,

RAREEIWeb MRS RNERRTIR, BFMNNILZEEMNTCPHNY443ANTEE .
T4 WEREZYRERMKEKAIMNEACL , HIEACLINIEERSGIE,
fRIR R E 2 IPHILASISIAIRE], LU “BROMIE” FiRINERIPHLE, RiFRER

B
S5 BIRER, SAEMEICBHRASRARE.
.
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REFNLANERESEES

$IE1
FIE2

$IE3

BERERENLAEEEFS

KEFNEREESCBHELAER—XigE—VPCIHRET, CBHINZIFEEAOIE—X
iEZlE—VPC—FLZEﬁ o

WEFISLAIXBKANLZ2EINN, IEL2EMNEEREEE.
FEFRXICBHAYIPHBUEAGISITIPRE] , FERMENEAARINCBHATIPHBIL, FEIFCBHILIARIR

TR BNRER, EXENMEECBHRAERAR.
e
MBI RFREEEEZ CBH AT
SH FEREESSEIAE.

T2
$IE3

LR4

12.2.6 @D
73?
LG

Aap<route -n, WEFHAIKHAR, BEEFAEEKRCBHIZHNR

REFNERHANERLZEIEERE, BNMNATIANSEHEE:

o Linuxz=fRSEBSSHERHNZLINE

e  Windows#E=RZERER MR

o LinuxiEMRRSZEEERH MR

MUTIANAESHEE, BREVNZEINENN=E20HERIRS .
o TFEEFILinux=RBEELD?

o  TEERFIWindows=IREEEALD?

RRLLNENREE, SXEMBTCBHRAERER.

----45%R

RET CIAHE, (PATERRTE, SREEEEFSALEAN ‘T8, HE
THRERRRTFUR, BKEKKZF.

Web ISR ERENRIER, # Code: C_769 HIREA

BIFWebRIEEERENRR, REFKAZLER, & “BREW, BEEK
F&. BiEERER, B=INENEE (Code: C769) 7 .

NERE2YRREKFZEE S EH

gz
$IR2

BERTEZNERSR, BEBFLnuxEN, SHBEKP, REENKFZFZER.

ERECSEEEHE, BIEVNCHNERLinuxEN, GIEETKAZESE,

o ETBEER, WENKFEEEIR, BIELLinuxEYKFERLE, EHECECBH
RIFEWFEND, FRIEKFPEEIER,
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o FREER, BN IMEELInuxENEEHBENEFRFAEFMHEELiInuxEHNEEIE
HrootlkPER

R

EE Linux ENE2EFBEXNEFAILE

WERLinuxENEHMANSEZBES, BILinuxENFRT W ENZLES (Host
Security Service, HSS) BIXNEFIAIELIEE

RN FREEREFENEFAENLinuxENL, ESEZHSSWETFAIE, X7
LmuxEMH’JYXI?U\ﬁE

EKALInuxENNREFALERE, BEFEAEZE2V EEZFRLinuxE.

RE Linux FHE2EEHL root IKFPER

AT sshdiRSSBECE S “ Jetc/ssh/sshd_config” &1, “PermitRootLogin” 2B
“no” B, LinuxENMARiFrootlkFER,

TE1 ERLinuxE, BEsshdiRSRIEEX .
2 7 “/etc/ssh/sshd_config” {4, & “PermitRootLogin” ¥, ASHIER

&R “no” .
$£I3 (82K “/etc/ssh/sshd_config” {4,
B “PermitRootLogin” 2%, EXNSHIEN “yes” ST BIESHFAET.
#PermitRootLogin no
WA ITLUATHS, BEFsshdiRS
systemctl restart sshd
----45R
TR LIREMEE, BEHMEHEREZN EERLinuxE.

& Windows [RFSE527 120 KIENXEIHA

KERZE: BEANAI—&windowsFHIZEER A NERERIRBIIWindows= iR
SEERT, MRBREMANTEIR: “BHTF A CEEmENIRS eI LURMHFalE, T2
SIRETE, BRRSEEIEREKR, 7

12-3 ;R B itz S EIENRSS 22 nT LIRS ATIE
T o

STeATRENSTRSHTLURETE | EReEeE,
HAEEEREENRE,

[ == || ==

M5B ZWindowsBRS5 881 20K ZXEIHE . WindowsiERFHIRARSHREASITR
ZEA120K, FHIEFREMNE, RN ESNERTIEEZERIY .
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12 tFEHERR

ERDE: B RAERS SR ENAEFEN

WRBEE LARHEE, (PALTERRTER, BREEEENeA LA “IT87 , #HE

THREERIRTBNR, BRERAZE.

FF/i= RDP iEHIER

HWindowsitiZR HIERHBIIRAIRFIE, APELEEER. E2(BEHE

“admin console” , FEIIERMEIEZAFBIRE, FRAKECERMAR, BHE

o

BREZNRSR

R iz > IS, HEAFHUSHETIRRE,
BE “Webiz#ffiE” , #HWebizfitEE .
A% “admin console” EEER

BFE “HN” , REIENIEHIIR,

BcERKINfE, APERRDPUMIGEEIENRY, HEZRMCBIRAIRE, SHFEEE

FRAF, BHER.

s

REE2RERE

WERLE: ERERNEE “‘BR > XTESL F8EE "REESR HIRIEE

3.3.54.0,
WNRZ, AIseEIRSSEEEH T keyboard,
RERINE:

o centosREH: KARSZIRECE M /etc/ssh/sshd_confighy
ChallengeResponseAuthentication{&iZ Ino.

e UbuntuER%: IEIRSSSEECE {4 /etc/ssh/sshd_confighd
KbdInteractiveAuthentication{Ei&Ino.,

MRERRRERRAZEN sles

gzl

SER2

WA TS ERRRFEE SslesRS
cat /etc/os-release
RENTNMERRNZEBRRF JslesiRER S -

NAME="SLES"
VERSION="12-SP3"
ID="sles"

ID_LIKE="suse opensuse"

MEslesE %, HITLATASIEPasswordAuthentication{E{EX ayes, &
ChallengeResponseAuthenticationfE Anol®RFEIEHE -
/etc/ssh/sshd_config

e
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12.2.7 EHR BRI ERZEAT N EAR?
EEEIE

=E2Y “EHh” o ‘NEESH” JIEXRE, ARPRIEFRREARFTTNT .
ABEREH

o HRIBNAY “paEHIRE” IRET “B¥E” . BRIAEEMPRELY .

o RIEIBINH “IHIOEHIRIE” RET “ERITRIRH" , BPE ‘ZIEERT Y

BERFBEEEEFRERR.

o  IHONTHISKEEE” KEXPAP S EIERER, APIGEIREREEGE .

o HBRIBINAY “ipaiEtIREE” WA, BRPAXIZRRIADEEINR.

o HRIENAY “IpoizHIRES” #ikR, BPERIZRRIAIDEFINR
BRRIDE

%E’ﬁﬁﬁ&ﬁ’ﬂ “CplaEHIREE” FE, RIEEIMEREE B ST REHIR
B o

o (EX “IHITIEHIRERT BAMER, EFNERE “BAUHA” 5 ‘BERERIRE” .
o EFIWERRY “iniEEHIRER .

o (Z27 “INITEHIREE” AUFEE, EMXRKAFEEIR.

o & “IHIUERIREE” BMER, BIEREXEAPIRIR,

12.2.8 i@T Web JRR[ERKIE, FEHSIERIEATD?

[EIRRIIR

ERERRS, AEVCHEINAEHEIIR, BF ‘B , THIESIERzHES
DA

AJRERE
MR R IR R A SSUE BT HA.

BRI AR =&
1. EPAMERRISSERIRA, WAREEEEEER.

= 12-1 SRS RARA

XSTEE R

Edge A4 Rz LA EhRAR
Chrome 52.0% LA ERRA
Safari 1082 LA ERRAS
Firefox 50.0% LA ERRZS
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2. TSRS EA LA, ARSI E .
3. RIEARENRIERS, MERRNISE=E.

- #AEWindowsRH T, LAChromeiflsigdnfl, % “tAEAirBgtEn”
[ERIRTEREFIR

-  TEmacOSRA T, FEILRESafarilGRBNRFIRE, 1§ “‘HEIEHAT
07 EiEAEAE

12-4 Safari NS 2SR
& ko

__________ : Q:_uw'@’;

ER RES ARRAE PN OBE BRE RE Ea O yrE &

iagieate: @ Rk RHBE

Web FI5: B A JavaScript
| Eimdsen |
B #3F WebGL  DI3AiEE..

ERRES: B arEs Bk,

RS SSLIEH

RGRANRELZENEERIES, ZRTEEAIEBINMERPEEFIAIERIFRE
?E?ﬁﬂ;ﬁ)ﬂgﬁ]gfﬁéiﬁ%o (BSIEPI s ZEAEA BT, AREEMEBZ 86
RERRLZE

12.2.9 MAIEHRE, AREFKEAND?
NIRRT RS EREENR

EIFSEAES

AFEEHRNARGRRE, BERE2VBEXHEANARMEIR, FEEERH
o

EIEEEES

o [RE—: NRREFENRREERER.
o RET: BEENAEFIFZEZTENGFINARER, FFEA.
fERINE
o (B “EBFEMER" BkE
a. ERTERNES, ENARSHIFEFNE, EERENNA “EFEME

/ »
=7,

b. ERWindowsi RSS2, EINARKIREZ, REGEFexeFmidE,
¢ WHREEE—H. 7% VWHENLER “BFEmMEE" .
o ENRESIFHINAER

a. ﬁ%%JWindowsF_\'ZﬁHHE%%%, LERAEZNIFERIINA, FEEEIER
PR
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b. BERREZNERS, EFECENARSE ‘EREMBRE" .

Windows FHERG, LA ABANBER
[ RRHLSR

Windowsh FBIRSZ e XS H KA, JLAEERONAARHTRR. RAHRKERRE, 5
[ﬂﬁﬁﬁ?ﬁi‘ﬁ’-ﬁiﬁ?&?ﬁé@, TiHEABECENNBRERR, B ‘TESRLniER" 8
=o

EEEEES)

WindowsESHIERIFEIRERE, XHITIEFHITHSAER, Windows Defender
<2\ ERMEEMRPEE “administrator” Fi¥EMexef2F, BIRNENASISFAIEIRER:
MNAAERE “mysgladministratorexe” o

FRRINE

. (EBURFER
FEWindowsk RS SIS MM NSRS, FHESE LN A E-HIEXIF
8 “EEFEmER”

e XAWindows Defender

EWindowsi RSS2z HImEMR, &R “IRE > EFMILZE >Windows
Defender” , *FWindows Defenderfly “SCAHFEIR” .

12.2.10 SSO TERE, FeEREIEER R EAT?

RAFHRIETEZE R
AR

WRAAEBITLUIERSEREIEERE, MAARETHEERMREESR, #r ‘B%
RERERIER, PEREER, BERNEERNRTIAR” .

BIEEEES

=ESHMRAFHRE, SsoToolsERERTEKRANR, FEEEREILHER.

FRIRINE

BRER2VRAHRS, #EHH AU SsoDBSettingsEEmEFTH, Effi Faitkes
BoEBRTEH, HIERRERIEEEFPIRER.

HIEEE PSR EEIx

()RS

BFRFERERYEERE, Br ‘YWEEEFRIBEREEREFIR, 1BEMbe

B! 7, TRREEER.

EI=EES)

fESsoTools B RERT A L, BeENHIEEEPIRISERIER, SREEER.
FRIRIME

EJ:FSsoToolsﬁ,'f—\"\ﬁ%IE, KBEHIEEEFIRRERERIEN, RREIERAIE iR
<o
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12.2.11 BIZE2ERESZEFE, Ik ‘HESEBHIFAIRES”
EAD?

[EIRREISR
2 BPEMBESSHER SN ER =R NENRS RN, ELNAFEHES
MSHA LR, SBRMOKSHBH CRER, HREE—MESTEBEER—
)l-l\{e%o

AR E
ZITRR T HRHIRFISE .

RRRINE

=E2H137#550. 100, 200, 500, 1000, 2000, 5000, 10000& = UEEE, FE
AR ZEZNNIHLMEERTER, FRNEFIRNEEERESNRSREE
=

FJto

RN EIRFIELURES F 2 E

12.2.12 AIfER “mstsc Z w5 aiRS e SR BRI R ”
RYja)R;m?
S mstsCE PR ARG AR, BRI, AT AR,
BESTR
$B BREFRSE.

SE2 FIFERER, B RE .

12-5 =R

Windows I8 &
0o == . l__‘E] e D %m’ . @ ﬁe-g;gwr~xe'n_e‘ I;/ﬁ Mm‘ )
= wA i R we (A% B EACER @ 3 (ly anes
/Q R E] (2 Y ERRS
= ok § 2 R/ ™ . =

S|3 FEENSHNG, BF “‘Bir” , SABMIECERHE.
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= aE 12 tRFEHEER

12-6 BARRE

e
& 2= R
o
mER
o [mzm ]
poy
B EFORGes —¢
ik s
%nm ™ RAHRIRRRETEN P
0 =& il
= RGBT
ot 5 Windows Ink
SR EAER] AR MR
[CREE
@ #

B uss

EITHEEERY,

$R4 S “HbEMREIY , EER 88 1.

12-7 55t
- EiF Bt %

Eirae 18T fERHEE B B
AE(S)

Windows 2\ (EH5E) w

AFEAN).. (D)

T W
[ SFHEsHEE(E) {EFAERAE(R) Hl=(B)...
"= Elig REFA(A)

WS K0 ERISHIEY MR, BE HE .
s
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;}2 .2.13 158 Windows A2, 1B “CIZARPEK” EA
17

IS
AfWindowsf B2 5, NEZARTER, RIBER: HEWindowsf A sk
W, 7 CIEAPEW .
EIEEEES
o [FE—: NAAMIRSEPLZEIIRemoteAppProxyktk TEIRAIIE, FE2F
%,
o FET: I FRFHAPBRAKENRSS=KFPRAKE DS,
RARINE

. %@}kd}ii—! YR & iR SS B = aEiUremoteapp AR E1.1.8.0 2 LA LR

o BRINEZ: BRNMARMIRSEE, 1B “ C\DevOpsTools\RemoteAPPProxy
\Application.ini” {4, {EXSH = F KR AR A& KEKEmax_user_length=20
BESNRSSEIFRICIZRAPKE, fias,

AR

AR EI R RemoteAppProxy Btk T ERYIGAH MRS %, IERMBATIRSSEE
2 “C:\DevOpsTools\RemoteAPPProxy\Application.ini” 3{&, (EES%, XHAFFIK
)'—“" use_shadow_user=0

BB FRFEISHIRAE:
o 1:FHE

12.3 =S

12.3.1 EF=E2YLHIR, WARESIEIERREAD?

)RR
o BE ‘FIEE FASHEFERE, BIFNEEHARER, TERFNG
D, 'R CRSERERM! 7 .
o EELIWY, WRISEEWIED.

S

o FERE—: ZNISHFAMIRE, JNRBBRASTELNREFELLEN, &5
FEERNEIEENIHY, EEERENEERFEMLERE,

o FEET: ZEARFITEEMXIP, SRMFF10743, 443w,
o [RE=: AFPFISHBEEREIR.
o EFRMN: BRFNEGUISERE.
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o EFEER: E2HLAIRGERIELMIP (Elastic IP, EIP) .

RRIME
o [FHE—:
BRSNS R A, B WebERIEF(FRANGEHERIRABESNE
12-2,

= 12-2 HEENESEE M ARA

p U kA
Edge 44 Rz LA EhRAR
Chrome 52.0% LA ERRA
Safari 1082 LA ERRAS
Firefox 50.0 % LA ERRA
o [HFT:
TEZHLHHENIZ EHEBIFEEMKIPFI10743, 443ik0
o [FERE=:
EBRAPERKAEER, EXUENFISHE,
AR
HadminAFREE T FEEER, EFNSBEERR, BEEKRRAZE.
o [REMY:

RFHABEFNAREELSIRE, BMATIASES BIRA:
- HWAFNEEREE.
- AR R EWIZENEIRIEE
- HAFNRBEAREER,
o [RET:

BREEER=E20ERST, YWRESHLAEIERMEIP, SFHECBHERSE
K, BNEEEIPHEASMLEA L,

12.3.2 TERNRR, 5 “KIREHTFAIRE" BAD?

BEfSEES

BEIREZNAR, AEVEESNARAPMITRR, B ‘KREHITFAIR
H7, TRERERINEIR o

AJRERE
IR MRS “BF8" LR, SEERIIRRRHIF I AR SI0R .
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BRINE

1. FAESEHIRE, FRIEFESIESNEERANE
2. MBRRESEFRERKF,, FRIRFHESBESIMRER.
FTIGERFEER, RENFRESERE, BalkFAMREPKAE.

12.3.3 FHYRFEKRPIEUERBET EAT?

[BIRBISR

o INMNENRFERFIIIIEK,, 2R “IIEKFER" .

o FINENFFREWAIIIGIEK,, #7 “WABROKFER” .

o FIMENFFREWFFEIEKS,, ESZHOMIEERETEN, =B “EHAA

PN

o FINENFREWFEIEK,, FSHOBIEERBTEY, =B “EiRER"
BIEEEES

RE—: EHSEEEER, FIUIENIPsimOEEEIR.

RRE—: ENEFEKFZEBRERER.

JRR=: EHREIER, MERRE.
BRINE

JRE—:
o IREIFHEEEERE, sHAEVIFIBRE, BXREVIPHLE, IKOFEXE

N0

[RE—:

o IREIEHFREWKFEERE, S NSERFIFBRE, EXEVNRIERFE
g,

BHE=:

o ERENENRR, NEFHERMEIKRT.

12.3.4 I A E SRS B RELISE AT

EIEEIE
BFISCBHRAREIES H FcsviZit, FHIAExcel TEF T, SHEREIRESEELD.
EIEEELS
ZE2NEFRESEAIcsVIUSER T UTF-8471318T0, MExcel TELAANSIZRIBEITH
X, wIEAXA—HMSHERERIRFIEIR, LIELS,
RRINE

ERICENFNUNRIESF T v, BEFGINERRISIIANSIFE.
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A BERINE, BBl LRI, TIHEERTRRER.
12.3.5 EHRELFIRTEREN, MAEEEAD?

[EIRRIER

o 1 l/leb;af& SIEFE, EREBINEENTT, B7 ‘BETERERERE, 2E
e ”

o ZEZNEFRELER, EEHRIEREENZREFESE.

GIEEEES
o [HE— ﬁﬁ}j@%%)\ “EFEA 300, EnER2YIESIEEII300HT
1BE, =E2NEFELER, BERNTRMTESE.
o [FET: ECSENNFRRRTAEF S BN BIFENITEZEASIE, GcEREX
g2, ECSENRSBIHEL .
FRIRIME
o [FE—:
- EINMRE ‘EREN iHE, ERKEZBAIRE, FMEcEiREISES WWeb
ﬁiﬁz@ﬁaﬁo
- (RERENEHESIEREERRT.
o [FHE—:

- IBBLinuxENBSHESATETMOUT, ElMRETMOUT=845A7/8,

- IREWindowsEHAIHFERIRIE, BIFEWindowsENREFIRES, EFHL
B RERFFRE

12.3.6 NMFHIz#EER PL/SQL EFin, XAELEB T EAT?

[BIRIISR

A fINE Oracle Tool % Fi%PL/SQL Developer, &@idWebillnse B RN AR
ig, PL/SQLEFimALAS.

GRS
PL/SQLE Pk ABETRAS, OracleXRFEAIRIBIEEE SPL/SQLE FisHMIBHER R 5
—, (EEPL/SQUEFBAHRE, SHELME.
BRRINE

H£IR1 BEEOracleBEEFHE.
EPL/SQLEFIRH, HUTLATES, BEEOracleiEERIIRISE
select userenv('language') from dual;
SRENRESEAAE “SIMPLIFIED CHINESE_CHINA.ZHS16GBK”
H£2 (E2EPL/SQLE FiRAITRIBET o
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ENRATIRSSEL, BliEE— “NLS_LANG” WESKIRETE, REHENR
“SIMPLIFIED CHINESE_CHINA.ZHS16GBK” .

S| EHEDPLSQLERH, RENERIE.
R

12.3.7 BERFNERRE, =x “ERERN&SELE" BEAD?

SR
FAFPWebHISEBRENERE, 127 EBERNSFLD” , TaEEREHS

o

EIEEELES
=E2HEFREET “admin console” EZFER,, HENinEEMEREFEH LR
&, FEFRBFPAEFZERROPIMNERITY, EERNAPBEEREI TS, Fagdk
RS,

RRIDE

TE1 BREEL2VES

2 IEE I > TSR, #EA ‘EHEH” FIRRE.
$E3 BE “WebizfifitE” , BEREEFO.

$£I4 A%k “admin console” EIEEIEIN,

LS BE ‘N, REENIEETIRNE, ERERENEE.

Y
12.3.8 =E2Y T HBEBR T EAD?
LTS

é‘i&%ﬂﬁﬁﬁﬂ&ﬂh Ik “REBYTE BIR, FEEEFER=E20EZRZINER
TaEE

RV ERSEPRET S, BE4ENEIPHEEFEEIhE AR AIRS .
R

B EREEEHE, ISEPFTRZRER, #HE2NUHIER BT RE?

TE2 ENREERVSEEIPRYEE, BINEESMbit/sLALEHSR, FHEREIRBIESN

VPCHE®E,

-
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12.3.9 i#id Web YIGHz4E, FeeEHINAEAI?
ToiEE Hl AN A

e

FAPEEVIEEAERE, TeEmEE/AbIETE.

AT RERE

o FEE—: BB ENZIRERITE “BIHR” ThEeRR.
o [RET: WindowsEH| BRI SRR -

ERIIE
o FEE—

FAPSRERENRIR “BUtiR” SR, HAIFEFEEN SR ThEEfENA
P “BIItR” ERIR .

- FENEEARE ‘SR ThEE, B NEXENERE.

- EAER ‘SR BUR, 152 MERuAEEHI R s RIS AR T,
o [FHET

BEHEERWindowsE A rdpclip.exeBIIIRIZR o

TEE BRI AE] Windows FH]
AR
MEBP A S I AZIWindows =R, 127 “HWSIABIK, BER S

hee” .
QIEEEES

%Z%%m “EHIAENG” BFFEIRG, FSISNBRA “SH/4N BT 8hFA

ERIE

$B1 RAPERIRENER “‘XHEE" R, D3IFEFREN “XHEE” hEEFRNA
P HEE” PR,

1. ENEFEFE “HEER” hee, BEENENERE.
2. AR ‘XHEE” IR, 52 MEstniaEHRI s ERE IR TR

$E2 APBNATEHRXAEF, BB EEE “ENNE" o 177
WindowsEHRIGEER, SREHHBRYARS

-
EEE I AEAERDE, S5 BT Webiskt, WTHEFIRERE S RE? |

12.3.10 FRisHIIEEPLE N IKRE?

BEZE2ERRTR, EHEIERGALERE, FBIER, SERNNFESN
RNAITEIRRD, LAREREIRIEE .

CBHESRIE IR, LIRBRAFETSX, 5801&12-3,
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12 tFEHERR

xE 12-3 ENEHEIRIB

§EIRAD EIRIER HESX

ERROR_C | Code: C 514 1. {9 BECBHERZSFTPIRSHIING, 2B FEE

LIENT 51 | srpemmppandi | BESIR;

4 T, EERENE | 2. AUESFTPIRSE, KESEANES HEY
RESREER 4

3. REARBNLEE, SERR_EESTHERIRN;
4, FEESTHREATENSG, EERERATIE,

ERROR_C | Code: C 515 1. SN WERHWEENRER, AEEREMER

LIENT_51 | szupzymdiedts AYE R T ;

5 B—MEIR, BE | 2. BTN /etc/hosts.deny SIS, 2EE
N RRRETE CBHEZIPINNT 228, FHBRDEES
= TlCode: C 515%&iR;

3. RECBHRESZSHIETHHNNSEE, 258K
SR CBHESIP;
4. FIEETRRECRISR, KRENATE,

ERROR_C | Code: C 519 1. KBECBHRZSEN R RININESEEE;

HENT ST | mFamsesl | 2. SHBSENEE, BADSroute -n, 3

S AENE, HFTE BirENIEHE, EEFEELCBHISHAN
FAIE . ANERIFLEE x;

TR, BB | 3 BEETHRIEOHNS, BEREANTE,
%ﬂgjﬁgﬂﬁﬁ SRR ESS M Code: C 519852,

ERROR_C | Code: C_520 1. KEBWindowsFHHXRIZZEE, 25

LIENT 52 | (i FRDPIEA T Il CAE SR ;

0 RESREEHIE | 2. AMSTSCHRBRINEE, RESEFLU
His, BREXH FEER;

[ MRGLER | 3 FEsSToREITNS, BREATS.
R B BiE =<3 G 1 BRI
FEBERGIEER

#ZHE

ERROR_C | Code: C_521 1. AHZEZRWindowsENEE, MANGDS

LIENT_52 | hremmmpess gpedit.msc, 28 “[RESHSNHE" , BK

1 SRS SERNEAIHER; sxiF “IRHEIE T HER
==, EREER HeeHiT— 1M aiE " 1EIN,

2. FEETHERIEQTMMSE, REREATIE,

ERROR _C | Code: C 522 1. AZEZRWindowsEHEIE, MmN

LIENT_52 | Frppi@atigie | gpeditmsc, {E20 “ RUFFHISIERERTE”

2 oS, EEEME, | A8
MNBERZARANE 2. AHMSTSCHRERFNER, KEEGLEM
=, BBENRESRE RDP#EETIEIR;

= —=1A ML
gmﬁﬂf@%ﬁ%u 3. BESTHRIEIENG, BEREALE,
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fEIRS EIRIER HiESx
ERROR_C | Code: C 523 1. {BERDPERE EEHEIER BT,
;'ENT—52 HTEEHEER | 2. RERAAPESHRSSSIERTH;
H‘ﬁﬂ:\ NKF'%&EE%E 3. \45/ \Q A < B AAD ,
B _ER, &EEEkh
FF, MRFEERA
BB, HBINRE%
BERUIINERS
ERROR_C | Code: C_769 1. AERHEEHNRE, KEREKFFIZEG
LIENT_76 | sxsigemy, 75apas ERIEH;
° EIKFE, Bi0s | 2. REENAREEFENEFAE;
EHEIR, BRI | 3 waE AR EELEooIKPER;
B N . i .
4, FESTHRIEOHMNSR, EREATIE,
FERR N EEZS I Code: C_769%51R.
ERROR_C | Code: C_771 CBE IR REEETEBERKPIZEERBUR
HENT 77 | i R gie sim s
1 MR FISIERR,
WIEBELZNERESIR
=1
ERROR_C | Code: C_776 KBRS TR, HEERChromelss
LIENT_77 | o myisseetcnt | 5
6 BTN,
B, BiaE
IBHIMERFHE
o
o BFUEHRH
BT, EE
B, 1BieE
NAAmIRSE
ZeEPE A
HaEE, 8
RuEiBa R 22
IP 443i% 0,
ERROR_C | Code: C_797 AR WindowsEHEE, MmAGS
LIENT_79 ERERGE S IR gpedit.msc, £E “RESHZENHE” , EXE
7 ] et | EPBRORASHE .
ZNMEEEEIR
ERROR_T | Code: T 514 1. KBCBHRZS IR REMNEESEISE;
DVNELS | TIRSECIE | 2 MECBHRSSENARIMERBERE;
IR, SEECH | 3 Eas TR mamng, RREASS.
gﬁg\%ﬁ@m FEMARIINABE MCode: T 5145518,
ca 11!
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= W IE)RR 12 HEEHERR
b e IR HEE 5%
ERROR T | Code: T_520 1. BEEYERIPHBlIaR SR B 2515,
lzJONNEL—5 HFHSMRSEHS | 2. MEFNSBEEEFEguacdiBS;
RERSFBLT | 3 maEiEFouacdiRS2EEZBHRLIP
txEE, 1BaE MO
RS I e —_— . .
4. BEETHRIETHENG, BRIGALIE,

12.3.11 YRR “i=4E Windows IRS3EEAT(EA WPS ER{4H N
MEE” pyaE?
EMWindowsIRSHE, ERAWPSKIFMAYTHAEENS, Hl: BN ‘=E2
M’ s4HM “m=z=s” .
RIRINE
S AN RRENEY.
S ISEIEAHIWindowsIRSS UM EIRE R,
.

12.3.12 227 IP SEITR, BSERRINE) WAF i#1TB5IR, &
ISR RBRIARRINEALIE?
R20IPHEES, BB IRINEIWAFFIRITREIR, RINEREIBIEIAKID , RS
BEMIZ,
R
B XFAE2VKRIPKENINGE, 1£BE2 W WebZEREE .

LB HA B> RGP > RREEET , £ ‘REHi” FRINRS ST “ 78]
B BAERER.

e

12.3.13 =E2E & LTS BIRSIKRANEZRIZ EALIE?

BCERLTSIRS G, RERTIELTERRE.

ZHEICAgentBImSELAcurlip S FHR, TR curldnSaIEFEset +o history; FE&, 15
MIBREFNE 21305, EEhIZRIRICAgentSHINT :

curl http://icagent-{region}.obs.{region}.myhuaweicloud.com.ICAgent_linux/
apm_agent_install.sh > apm_agent_install.sh && REGION=[region] bash
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apm_agent_install.sh -ak [ak] sh [sk] -region [region] -projectid [projectid] -
accessip [accessip] -obsdomain [obsdomain] -accessdomain [accessdomain] ;

2T
o ZERYIRAK < 3.3.42.0iFB IS E A Faccessdomain, UANRSHAKRERTH IS
NS,
o FERHMRAK > 3.3.42.0i&EAISE T 5accessdomain, LANRSHKERFTIEIND
=,

o ERHIRA > 3.3.46.0hRAIEECICAgentZ =S PRTaccessdomainF AT
accessdomainfly, LARSHAREBAHTIEHD SERIISH.

12.3.14 NS REERANREZ ST EALIE?

BfE5EES

NFZEHERENHEEEERTANREHZCITT, TEBEIERERE.

g
SR EERENAAMIRSESE, SEUEBEEXHFRemoteAPPProxy.conf
X

RRIIE

E#TiRNIRemoteAPPProxy.confBeE 14 .
1 BEFIRSZZ|/HNC\DevOpsTools\RemoteAPPProxy\B .
T2 FEIRETRIEZTRIRemoteAPPProxy.confRISI A4
F|W3 QIREEHANAHEENTMER.

ServiceAddress = https://ip:port

AR
ipHEfEZYIMttE, port)9443,

BRI WATR, RFRE, EFHERANT,

-8R

12.3.15 BIRAHAR ZEEBIRESEREEALIE?

NRIEFHRCBHIIBBIRAARRIIBR, AREFEEHM LEES, BaLURRIAR
ARAARORFHR

[RESH
o IHFERSIHIHZENIER.

o IFPRTREZAMITEBRAIFREZTARE, FARZSIEBIF0RINAIEE
MESZEN, FEEHMRDES.
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BRINE

FEIEHEH

RERETENUIEEBEECBHETER, SRR BB NIEPBER,
BRAAREH
BREEBNESR,

R ‘RE > RAERE > R8T , #ARR ‘TekE” EERH.

£ “WebiEHECE” Xif, & “GwiE~7 , BEHEWebIEBEHREO,
HETHRAMASEE S .
IFBS M HERINZ IS, HilkeystoreZZiL, MEPEZRGIGIES 4,
BFE ‘BT’ , REZeREEERH, BEEIRMRAWebIERER.

(1 #8

IEREREHZE, ATELEREY, BEEAREHEHEE2NAATEERELNESR.

BERILEBEELIR, EF=THK.

.

12.4 SSO =S

12.4.1 DBeaver BtEHEN IKGHEREE GaussDB EIERE

ARAREERK

PILEEER

E2HNEE
gz

SER2
H$IR3

Y iF@Id DBeaverEE X BC B IKENEZEGaussdbEIEZE -

3.3.52.08 LA ERRAS .

e PCiwmZIER2241: 18000
o EE2HFGaussDBEIERZE: XWMNAYEIEEIRO, 2XIA8000

ERE2webFRE, BEAEATHFPLD, HAN “THEHPL” , TH ‘BRERT
EWindows” ,

e “HIR > ENEER” , #FEGaussDBIMNYEN .
MR, B R > HREHIRER” AP XEXGaussDBIMY ENATHIIINIR .

s

SASRRAN 05 (2025-03-04) WA © LR ABIRAE 112



N 12 HIFEHERR

DBeaver ZinlcE
£B1 $JFDBeaverZ s, HA “HIEE > IXshS1EEE” B2F “FHE” .

F 12-4 FESENRE

SHEMR SR

IRENZFR A AMETIRBIAIER, HlIGaussDB
IxzmpeBy EEGeneric

x8 org.postgresql.Driver

URLIE#R jdbc:postgresgl://{host}[:{port}]/[{database}]
Bk HREZAVHIERF RO . BIA8000

$|2 R T WK, BE YR , iRigsjdbcdjar,
Tigsjdbcd jarsitd, KB HSEIEERA—E:

o THEI3XEEHE.
o TER2.XIKEHEL

THBEEEHNREBFRGaussDB_driver\GaussDB_driver\Centralized
\Euler2.5_X86_64, F##EIdbc/E45E -

S|3 MNAkfE, BE “HRE” , ENREXYNIRE), BE HEEET .

H$R4 }*‘;FDBeavergpﬁﬁ”ﬁ, BiZEBtRGaussDBEERE, HIEFIEFELSBE—IHEAIIREI

185 B ‘TR, EERING, FTHSE: C\sso\SsoTool\DBeaver\General\.DBeaver
\data-sources.json, FBINGERL T XIRERE, FFTFHXEC:\sso\SsoTool\ssotool.conf

$%C:\sso\SsoTool\DBeaver\General\.DBeaver\data-sources.jsonSHIEA C:\sso
\SsoTool\ssotool.conf, 1EN[Gssotool.confX i TEEERRFESE .

L6 HA “iztE > ENizHE” , BRI EN.

e TR

12.4.2 f2& DBeaver i&#: GaussDB #IEE
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