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ROEEBERR AR, TR RIF B ER =S5 | EIRSS, HWIREEREEXR
AT§ERYKuberneteshii 2N, GNERIGBIE([FE1.9.7811.9. 10hRAEEE, BERIRARIEH
IRAEERE, CCEFRITIEE2021FE4H30H XA NASEE, 1BESVELLZ BT
TIRAYKubernetes&EEY

FER 75552 WERERAF A o

SASRRAS 01 (2024-02-27) WRIERE © LEARITERARERAF 6


https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0197.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0197.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0197.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0197.html

nARE
RS RE 4 WRAS

Ik

=TGN

4.1 e EEE
SRR E A

o SERE:
- Kubernetestt K &R MiFmEAH A MIEELFERE, CCE—REITBRHRITEE,
BRI SHRFRF .
-  BFREREASRDEREMEASESERBIIRESINES, —RE—TAR
RHEERE, RFREITEE.
o HfttiwiE:
RN ERFRTRIERR .

(E3=Fi

ATBIEERFBEASNKGE, MEEERER. REFEE. RERESHT. eE/
WA/ BRHEEURSEERSFADIN, CCERRHEXREATHEMER.

Ite5h, CCENFMEZEFIRHERNER, IIFEFRIFFAEER . CCEREaIBIER

RMESE.
=] ! CCEARSFN = mpiiRmRAASA B IR RIARRE (50 “IGIEHE
f3” ).

4.2 runC 5E ( CVE-2024-21626 ) ¥ CCE BRSZH922Nm35508
RIS

runC2— M EFOCHRETLIMN— MR =R ARz TTH, EDocker. Containerd.

KubernetesEREGFAZ OERMEM . ITH, runCitXAHERFAIRA, EE T4
SR AsstiZRIE ( CVE-2024-21626 ) , T AIEPIHmAR R, KEE
BT FSSEAENITEER, 3mdiER, BHIREANHEATHREERT
IR, IE5EVUEENE, STHREE.

FAERIFEN: runCERLRIFRTNE ( CVE-2024-21626)
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=2024-21626
https://www.huaweicloud.com/intl/zh-cn/notice/20240201161617691.html

=ARES|E
HE%/ \= I)I-_z'ﬁ ”/ N\

A P
CCERRSBMIIERFEAT=AZLRRERG .
NEHFEBRRUTEMGZ—, TRBZRRE:

WEE BB TIFRERIeIEaER IR
ERPTRBNEREEREATE, NEEREENREEIIR.

1.
2.
HAERANADR:

o KHFEBEEHETERENCIELEFNER, IR T ERFETRERIHEEN
WORKDIRA/proc/self/fd/<num>, LASLERSEIEITEIHOTENERS,

o TFAHMBSHEHRREATE, EERBESRESNE, SE&F
WORKDIRI& & J3/proc/self/fd/<num>, LASETERSEIZTEIAETESER

L5198
e
A/E\J: RIEEFIBSEMRY, SRHARTRELRETSR, SHTAERHESHITER
AN o
AR5 %

R ATEEIAV1.21.1-r0 - v1.21.12-r2, v1.23.1-r0 - v1.23.11-r2, v1.25.1-r0 -
v1.25.6-r2, v1.27.1-r0 - v1.27.3-r10, v1.28.1-r0 - v1.28.1-r10, [EATERED T IEfRAL;
FE A RE R E R TSI, nIsEEEXE:

o T{EfrazihA=HEAIWORKDIRS /proc/self/fd/<num>,

4-1 BREXKEITEREEETRS

spec:
contalners:

- env:
- name: PAAS_APP_NAME

value: test-aatack-2

- name: PAAS_NAMESPACE

value: default
image: nginx:latest
imagePullPolicy: IfNotPresent
name: container-1

workingDir: /proc/self/fd/Cw

o TIFRAHMNSFHEHRPEIAWORKDIRHENHSEE /proc/self/fd/<num>,
B T SEERSE BB ITHUR:
- dockerizfTH3#11T: docker inspect <iE{RID>
- containerdiz{TRIHIAT: crictl inspecti <$R{RID>

NiEARAS 01 (2024-02-27) RIS © LATITERARERA 8



para b
RS RS 4 WRAS

B 4-2 BRZEXKEAVNREEERS

"ContainerConfig": {
"Hostname": "9311f7e9fbfe",
"Env*: [

"PATH=/usr/local/sbin:/usr/local/bin:/usr/sb

R |

“/bin/sh",

=-c",

"#(nop) ",

"ENTRYPOINT [\"/var/paas/start.sh\"]"

i

]

"WorkingDir": "/proc/self/fd/s/".
“Entrypoint™: |

1.
"OnBuild": null,
"Annotations”: {
"native.umask”: "normal”
}
}

ImEEE %

HEHEbE -
o FEET{ERFAIWORKDIRAEEEZR.
o EFXREZEBTIFRIHWORKDIRER, BHERIIERHFERNEISREREAE.
(REELY:
PUTLLE SIS ERTRIE AR S BOSA, FHETZ M .
BEHER:

SEICCERIAEEE ZIRR, BEXEHTRARMICER, RIPEEEAREREES
WRAS . EEOSEERFIRABHREEHIRTIHITIES

BEIEEERERA: v1.21.12-r4, v1.23.11-r4, v1.25.6-r4, v1.27.3-r4, v1.28.1-r4fz LA
ERRZR

(1 #58R

SHARERBESRAE, FEINESEAFERERGE, NFeEiTHaRETEH—SH

B, #E5sNAMSEE.

o BEIZ{THIEEEY, NMEBIIAEHIEINZEWORKDIRA/proc/self/fd/<num>, {BEFEXN,
b, EEMFZREEENBESRE.

o BIafTIARETF, FANREHEFRWORKDIRIZE A /proc/self/fd/<num>, BEEXEK, BE
(EFRIERIRGR, EHMBERSE.

o BIRTTHIEEEH, BRWORKDIRFKIZEN/proc/self/fd/<num>, TR,

4.3 Kubernetes ZEi/iRIALE ( CVE-2022-3172)
N E S

Kubernetestt X7E kube-apiserver A T — L2, L IRADIFERS AP
Server§EPimmESEMENER URL, XARESHEFIRAITEIMRMELIREER
imAY APl fRSS R ERER AL E= .
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nARE

iSESN= 4 wRAS
p=pEE St CVE-ID pp e 558/ & BT E]
SSRF CVE-2022-3172 th 2022-09-09

o EEA ]
CCEZFNMAYIRA :
e kube-apiserver <=v1.23.10
FEEAXEEIRICCEERS, BELE TREAPI ServerfItaS =N, THEGCCEER T
ZEZEBSE MERANERS -

FIRR 5L
FF1.23B LA FARARICCEEERE. CCE TurbofsE%, {FHBweb-terminalsiEfRE
kubectiZEiZEERE, 1Z1TIATHS, FHIARTIZITERSAPI Server:
kubectl get apiservices.apiregistration.k8s.io -o=jsonpath='{range .items[?(@.spec.service)]}{.metadata.name}
{"\n"Hend}'
EHiREMEIEZ, HIBFEEERSAPI Server,

IREEHE
BRTYFRZ5, HpngEEEIBNEREE. EEASERNIREHINR, BLEIE
ZEANRBEITAPIServicetZ OASPEBFIZHIERSAPI Server,
iZRES#EV1.23.5-r0, v1.21.7-r0. v1.19.16-r4hRARICCEER RIS,

FECHERS
https://github.com/kubernetes/kubernetes/issues/112513

4.4 Linux Kernel openvswitch 2R RIRFHmiRTEE

( CVE-2022-2639 )
pHEIES

W RIFFE T Linux Kernel openvswitcht&EHRANPRIZEFRIE ( CVE-2022-2639 ) KRR
T3, T openvswitchi&iRrreserve_sfa_size () REEFREIEPFERE, SHA
S SRS AT LR BRREH ErootfiR. BRlEEpocE AT, N

=]
=o

*4-2 {EEE

At CVE-ID iR sl 158 / = INATE)

—_

CVE-2022-2639 =

I PRIEFH 2022-09-01

MAERRAS 01 (2024-02-27)
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=2022-3172
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0134.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0107.html
https://github.com/kubernetes/kubernetes/issues/112513
https://nvd.nist.gov/vuln/detail/CVE-2022-2639

nAR|E

RE NS 4 mRAS
PG
1. RS EMEMZAICCEERE, THaOSIEEEA T EulerOS 2.8 ( ARMIZS ) 8%
EulerOS 2.9,
2. TROSE&ER T Ubuntu,
EulerOS 2.5 #1CentOS 7.689E&EEF T R A ZiZimiaszim o
IREERE
1. AENHEFERIEroot R BIIHET BT A TR E ELTSITERE
seccomp, #EiXECERuntimeDefaulti@{aEZHunshareER SR . BAEE
B eE X ERRFHER Seccomp [REISEENRESEA .
2. UbuntufB& B openvswitchIizi&ER, aTLAESISZEE IEINEopenvswitch Rt
FEERRAEE . REU0T:
echo "blacklist openvswitch" >>/etc/modprobe.d/blacklist.conf
REEERTR, FLERREENM.
R HERE

https://github.com/torvalds/linux/commit/
cefa91b2332d7009bc0be5d951d6cbbf349f90f8

4.5 nginx-ingress {HHEZEREMEAS
( CVE-2021-25748 )

IR

iR

FIBRTS %

KubernetesFHR#t X H%EE 7 11 ingress-nginximila, FAFIEIZ Ingress X5RAY

“spec.rules[].http.paths[].path” =E&TTLASKERingress-controller{&FARY
credentials, X/ >credentialsB] LASRENEERBFHFB namespacefysecrets ., IZifmilEARU4L
F/CVE-2021-25748,

x 4-3 FEEE

p e CVE-ID PGS €L 158 | A TATE)

WPREEFH CVE-2021-25748 | 2022-6-10

BIPREILAEIER/E#ingress B spec.rules[].http.paths[].path =ERRUFEF, BILAER
MIT RIS XS Ingress XIERAY “spec.rules[].http.paths[].path” FEHIAME, BIiLiXF
FUEkERingress-controller{EFAYcredentials, #Hmma] LASKENEEEEH B namespace
Rsecrets.,

1.23R LA FhRAAICCESERE. CCE TurbofERfr:

M HERAS 01 (2024-02-27) WA © EARTERABIRAE 11


https://kubernetes.io/docs/tutorials/security/seccomp/
https://github.com/torvalds/linux/commit/cefa91b2332d7009bc0be5d951d6cbbf349f90f8
https://github.com/torvalds/linux/commit/cefa91b2332d7009bc0be5d951d6cbbf349f90f8

nAR|E
RS NE

4 WRAS

S E3=PE

EP S

1. ERPBfTR%Enginx-ingressfdizs, Flrnginx-ingressii ARYEIEMR AR E/NF
1.2.1

2. {FFACCERIHAINginx-ingressifift, FIKHHHRASEE/NTFEF2.1.0

1. FHRKingress-nginxhRAAZE1.2.1;

2. NREIEFEIETT v1.2.0 (gcerio/k8s-staging-ingress-nginx/controller-chroot) H5]
ANHBY “chrooted” ingress-nginx 1=#l28, NASZEIFNM,

1. CVE-2021-25748%t XisiMEissue: https://github.com/kubernetes/ingress-
nginx/issues/8686

2. MEREZREHIRAIEE: https://github.com/kubernetes/ingress-nginx/
releases/tag/controller-v1.2.1

4.6 nginx-ingress {HHEZERAMEAS
( CVE-2021-25745, CVE-2021-25746)

e

i

FIBrTSi%

KubernetesFFiE#t X FifEE T2 nginx-ingressiwia:

1. IWiEICVE-2021-25745: AP EINPREILATECIZ/EHhingresshY, FIF
‘spec.rules[].http.paths[].path’ =FE&, FKENZlingress-controllerfEARYEIE, XA
SR LRENEER PR B an 2 = IAINE A

2. I®iEICVE-2021-25746: FAFPBIXREILATECIEE/EH#hingressit, FIF
‘ metadata.annotations’ FE%, $kEXZlingress-controllerfSEFARYEIE, XAMEIET]
LASREREE RS R T 2 = EIEA .

xR 4-4 FEER

eSS CVE-ID i sl 188 [ & TR E)
WPRIEFH CVE-2021-25745 | Fh 2022-4-16
WPREEFH CVE-2021-25746 | Hh 2022-4-16

ZREEEZNLLZIESTEA D (F A CCEERFH B EAF At IngressTRAY

=

1.23R LA FhRAAICCESERE. CCE TurbofERfr:

MAERRAS 01 (2024-02-27)
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https://github.com/kubernetes/ingress-nginx/issues/8686
https://github.com/kubernetes/ingress-nginx/issues/8686
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.1
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.1

para B
RS NE

4 WRAS

PRSI ES =P

HEXHERE

1. ERPBfTR%Enginx-ingressfdizs, Flrnginx-ingressii ARYEIEMR AR E/NF
1.2.0

2. (EFACCERMAtAInginx-ingressilft, FIBTRMHFRASES/NTF2.1.0

1. JBiECVE-2021-25745;885E : @ITSCEEANRES, 18 networking.k8s.io/Ingress'
EY'spec.rules[].http.paths[].path' [REIFEEMEZEFHHF ( SEH XA, E
X Hannotation-value-word-blocklistFf9EiN{E ) -

2. ®iEICVE-2021-25746iH @iahE: BIdLEAENSKES, &' metadata.annotations'dYd

BERFIEEHINZEFHH (SEHXEHHN, & XHannotation-value-word-
blocklist?AIZEIE ) -

1. CVE-2021-25745%#t XiEiEissue: https://github.com/kubernetes/ingress-
nginx/issues/8502

2. CVE-2021-25746%#t XifFiEissue: https://github.com/kubernetes/ingress-
nginx/issues/8503

3. #HXEZKREMIRAEE: https://github.com/kubernetes/ingress-nginx/
releases/tag/controller-v1.2.0

4.7 containerd FEHHENRIEFHRRIAS
( CVE-2022-24769 )

iR

iR

containerd Rt X EE T — N2 2iFiE, fEcontainerdBliEAR2EAVAS, FErootE
SR TERAYYIAInheritalbe capability R A%, AIRERIEREexecvedlfTRIHITSERTIZ
AR FcapER . ZIOBMEHKBIR ACVE-2022-24769,

x4-5 FEER

b= G il CVE-ID PN A€l 158 / = TATE)

I PRIEFH CVE-2022-24769 | & 2022-3-24

containerd Bl S 2EATEAIAIE Linux Process capabilitiesEZ &2l Inheritable ££5 F,
XESHAERERRHTEELL Non-Root FIF execve() HfTaIHAT I 4B Inheritable
FO3ZHFAYInheritableEE SRIZ MR INZEIH T 5Eexecve[FRIHTZAIPermitedEE &,
HILAEFRERRY “HAY “1TH. FEHPBIR, XPMERFHIBERM execve BIRHFEI
PR, (RINZ24EZEIRY capabilities,

ZimiEAIS e B T -

1. CCE TurbofEE%, {HERTKTF1.4.1-98 kA EIcontainerd{E9kuberentes CRII={T
B,

M HERAS 01 (2024-02-27) WA © EARTERABIRAE 13


https://github.com/kubernetes/ingress-nginx/blame/main/internal/ingress/inspector/rules.go
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#annotation-value-word-blocklist
https://github.com/kubernetes/ingress-nginx/blame/main/internal/ingress/inspector/rules.go
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#annotation-value-word-blocklist
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#annotation-value-word-blocklist
https://github.com/kubernetes/ingress-nginx/issues/8502
https://github.com/kubernetes/ingress-nginx/issues/8502
https://github.com/kubernetes/ingress-nginx/issues/8503
https://github.com/kubernetes/ingress-nginx/issues/8503
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.0
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.0

par
RS RE 4 WRAS

2. CCEE&fcontainerdhR AMEEF1.5.11LATFHIEEEE,

FIRRT5E
EnodeT = _H{EAroot AP #{Tcontainerd --version&Z&containerdhR A,
#hiConsole LAY “T SR AMBEILAEEETAITRA

ImEEE R
A28 entrypoint /3 capshTEEFRBEEHRY Inheritable Capabilities,

EESAEEES

#H XL https://github.com/containerd/containerd/security/advisories/
GHSA-c9¢cp-9c75-9v8c

4.8 CRI-O BFEi=TH5 | (=B TIREE
( CVE-2022-0811)

ppEES
crowdstrikeZ £ FIPAIKEECRI-O 1. 1R AFFE— M LeiwE, WEETLAFIRZE
BEd RIFERHEEN DSEEERZES . XESBHTENEERCRI-O8Y
Kubernetes&Eg¥ FEZEPodfIAE R &I LAEFlkernel.core_patternt#S#1, 7EE&EEfH
BHITFH R EL rootB D LM AR I TERRAS .
ZIaER E IR /ICVE-2022-0811,
*4-6 /WAEE
iR EE CVE-ID iRl EE/ & TATIE)
BREki® CVE-2022-0811 = 2021-03-16
ppEEAn
iz B NSEE 9 T CRI-OfYKubernetestEE%, CRI-OBIARAATF1.19, ERAGHN
THRAEFE1.19.6. 1.20.7. 1.21.6. 1.22.3, 1.23.2. 1.24.0,
CCEEERAR(FRICRI-O, FULtAZUmEFNT
mEEE R
1. 1.19. 1.20iRANCRI-O, ¥¥manage_ns_lifecycleig & ffalse, HOCHZ={TRIECE
sysctl,

tlI#2PodSecurityPolicy, $&ErasysctigEIfalse,
M ASFHRCRI-ORRAS
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https://github.com/containerd/containerd/security/advisories/GHSA-c9cp-9c75-9v8c
https://github.com/containerd/containerd/security/advisories/GHSA-c9cp-9c75-9v8c

nA|E
RS NE

4 WRAS

HRR kR

Red Hat#t XiRiEAL: https://access.redhat.com/security/cve/
cve-2022-0811
cr8escape: New Vulnerability in CRI-O Container Engine Discovered by

CrowdStrike: https://www.crowdstrike.com/blog/cr8escape-new-
vulnerability-discovered-in-cri-o-container-engine-cve-2022-0811/

4.9 linux ZSHIBSRERREAS ( CVE-2022-0492 )

PG e

PG

ImIEE 5

EPSEEE S

EFLF =T linuxl#Zcgroup viidrelease_agentFtEFEIER] LIHEA FHIER 22 AL
FIOS ERILZ (TR, Z G EMUFEICVE-2022-0492,

x4-7 FRER

TR CVE-ID TR 158 / TR E
BRE CVE-2022-0492 = 2021-02-07

ZimE ALInUXRZARIRICRRE, RENSEEXTHEE IR Erelease_agent34RY
HEESEEBIFHIISRE ., ES2IMI0ST e L, TIEREF(FA T root APz THIE
(2kEBBCAP_SYS_ADMINBUR ) , FHEKEEseccomphPEZERmEZNT .

CCEE R R izimBsZIMAYEEN T :

x8617H=EulerOS 2.5F1CentOSEGAZiZHIEE M .

AR ANV F4.19.36-vhulk1907.1.0.h962.eulerosv2r8.aarch64fYEulerOS armif
x,

RIZARA /N F4.18.0-147.5.1.6.h541.eulerosv2r9.x86_64HJEulerOS x86kRZAN .

MAZhRA94.15.0-136-genericLAR LA FRZARABIUbuNtuTs 5,

EulerOS 2.9 iR ARIRERBIESRA, BRIETEE
4.18.0-147.5.1.6.h541.eulerosv2r9.x86_64hRATS = o

HIEREEEseccomp, Rflunshare R, 1#IE1ES % Kuberenetestt X
I*é’o

[REIBZZAHENIR, R/IMEEEANERESIR, WERIErootBai#HE. Wil
capability /IR IHTIZRIRE .

AZEEcommit: https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/
linux.git/commit/?id=24f6008564183aa120d07c03d9289519c2fe02af

Red Hat#t XiRiEAL: https://access.redhat.com/security/cve/
cve-2022-0492
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https://access.redhat.com/security/cve/cve-2022-0811
https://access.redhat.com/security/cve/cve-2022-0811
https://www.crowdstrike.com/blog/cr8escape-new-vulnerability-discovered-in-cri-o-container-engine-cve-2022-0811/
https://www.crowdstrike.com/blog/cr8escape-new-vulnerability-discovered-in-cri-o-container-engine-cve-2022-0811/
https://kubernetes.io/docs/tutorials/security/seccomp/
https://kubernetes.io/docs/tutorials/security/seccomp/
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=24f6008564183aa120d07c03d9289519c2fe02af
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=24f6008564183aa120d07c03d9289519c2fe02af
https://access.redhat.com/security/cve/cve-2022-0492
https://access.redhat.com/security/cve/cve-2022-0492

para T
RS NS 4 WRAS

4.10 containerd &% Volume JEZ £ ERBEAS
( CVE-2022-23648 )

pNGES =]

containerd FHRE#t X PigEE 7 —1NEiE, MREGEESTENENE, E82RHIE

ARESBEEN HEEXXEFBERORIZEAR, NMmEREEV LBRERMTE,

X 4-8 BRIEE

p=p it CVE-ID p=p el W EE/ ATt E

s CVE-2022-23648 | 2022-02-28
pNE=AlE

BREERTEELENEGR, SSHE A REEN _ EANEESHERIRIEER]

K, NMEESKEE,

ZimiEs e BN T :

1. {EMcontainerd{EJaKubernetes CRIIz{TAY, BERTRIFKFEEEER, FH

docker{EACRIFI A MiZimifE o

2. containerdiRAS/)\F1.4.1-96,
FIREE

FECCEFhConsole EAYCCE TurbofERFRVERHEE TR “T el &, BF “B7H

IRA” , Fiz{TRAcontainerd BRRASS /T 1.4.1-96Mi% R iZiRwiE -
IREEE R E

1. (FEAENER, BRERRBEARPBHNE=FEG, HEERREERRS

SWR,

2. CCEEBHATF1.4.1-968containerdiR A, BIFEEGSERNT S,

FEcpkE

HXEEAMmT , HHXEE: https://github.com/containerd/containerd/
security/advisories/GHSA-crp2-qrr5-8pq7

4.11 Linux RZEERHRE ( CVE-2022-0185)
NG EL

E5rZ=EeHFARWilliam LiuFllamie Hill-Daniel&ZTILinuxPItxhE & — N EEGE
TRiE, TSHEREHER ., AIGE T ERX—mSEIERIRSS (RFtEER) i
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https://github.com/containerd/containerd/security/advisories/GHSA-crp2-qrr5-8pq7
https://github.com/containerd/containerd/security/advisories/GHSA-crp2-qrr5-8pq7

par B
RS RE 4 WRAS

TEERE, ERRHETIHBECAP_SYS_ ADMINSIRH BRI SHARZEIEE
. BRIEFEpoc, BERAMEATHIFIBLES.

x 4-9 FEEE

imimEE CVE-ID b EIEd e e/ R TRIE
BREEER CVE-2022-0185 | & 2022-01-27

ppEEAn
BEAARHECAP_SYS_ADMINAR, FEMZMRATES AR L, EiRER
dockerIfET, HFfEA T Docker seccomp filter, FRIABR FAZZmEZN. £
Kubernetesize= T, BRIAZEFS T seccomp filter, FERMZIARANIRH EATZiZiRERS
I o
CCESRIASR

FIKF X

uname -aB&2 & WZIRAS

HLBERH Rk bte
CCESERFTS R ZimARIN . M EIRRAOKesEERE, ENAPT TIEfRE:
1. BIMURIETAS
2. IRIBHEIEHAEE T AR Bseccomp

EESALEES

https://blog.aquasec.com/cve-2022-0185-linux-kernel-container-escape-in-
kubernetes

https://ubuntu.com/security/CVE-2022-0185
https://access.redhat.com/security/cve/CVE-2022-0185
https://www.openwall.com/lists/oss-security/2022/01/18/7

4.12 Linux Polkit I PRIZHfRETEE ( CVE-2021-4034 )

s

Eir =2 HREIEEEEpolkithpkexecdie FHFE— MY RIEH IRiE

( CVE-2021-4034, JFFRPwnKit) , EEBISEEFAREFFBIRESSIAEE
I3RS AP IR Z R EH AT RrootiR, BETFEPOC/EXPEAT, KK

o

Polkit ( PolicyKit ) @— AT EEUNIXMRIER A= RFTTEINIRAVAM . pkexec

EPOKItIEZRPII—ERD, HUTEBRADIRAIGS, EsudolIBHEE. BER
PolkitAI P AT ZHE B FHF 2 £ M0 E
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=2022-0185
https://kubernetes.io/zh/docs/tutorials/security/seccomp/
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2E451%E . https://www.qualys.com/2022/01/25/cve-2021-4034/pwnkit.txt

£ 4-10 BEAEGE
b= i il CVE-ID PGS EL| 158/ AT E
BPRIEFH CVE-2021-4034 = 2022-01-28

a

HEEZL
FIhRA: FrE BRIERAILinuxhR A
ZEMRA: BESLnux] BRENE

IRt 2=

1.  B#@iRedHat. Ubuntu. Debian. SUSEZE&KLinux/ B EH N ThRAES
TizimiE, EEEMNARPHRIIRERS, ELERNHE, I8E BER
RIHAEBGHITERRE
RedHat; Ubuntu: USN-5252-1, USN-5252-2; Debian. SUSE

2. EulerOSE%Mm4hT, FH&polkit rpmERNIET,
FHERFGENT
a. yum clean all
b. yum makecache
c. yum update polkit
d. rpm -ga | grep polkit

MBERREEEE NRINRA

®  EulerOS 2.10 {&hRASpolkit-0.116-6.h4
" EulerOS 2.9 {&EkRA A polkit-0.116-5.n7
" EulerOS 2.8 {8EirRAJpolkit-0.115-2.h14

= EulerOS 2.5 {8E€RASpolkit-0.112-14.h15

3. HERFZSEUANKT, oh@idEpkexechRISUID-bitflFRH TIRRTIREE, S
W: # chmod 0755 Jusr/bin/pkexec

T EEREREEENER, FHITRES MR

4.13 Kubernetes subpath FS{HEIERL LR
( CVE-2021- 25741)

P e

#1X7E Kubernetes &AM T — 1&ZEigi, HFPAILIEIE— M EAsubPath volume
FHAIREE, HISIMIXEIES, BEFNXERFE EAXXEFBER.
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https://www.qualys.com/2022/01/25/cve-2021-4034/pwnkit.txt
https://access.redhat.com/security/security-updates/#/security-advisories
https://ubuntu.com/security/notices/USN-5252-1
https://ubuntu.com/security/notices/USN-5252-2
https://security-tracker.debian.org/tracker/CVE-2021-4034
https://www.suse.com/security/cve/CVE-2021-4034.html

nAR|E
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yEEZ

FIBISi%

oY SES

BEEFBsubPathAZEH — L4k EBRAY, WHE BRI BSymlink Exchange i
afRrEHERZIMIERE N LAY, 1SRN

x4-11 FREE

TRy CVE-ID TRz 158 / AT E
RREIEEIR CVE-2021-25741 | & 2021-09-15

iz K VolumeSubpath ¥ XFEIZR (BUAFE ) , FIREERLATM:
o EHTLEAFULBIE—TEFRESESNERSE, WILIBREIMNMISEFE
=, BFEENNHRES LANXHNER,

o EHEIEREIRFICIZE hostPath EHRIBENRIERFZRINIINRTE . FIRIXR
R LATEAER hostPath INEERYIER FiH1T2E(U hostPath RYIAGIE), MMLRIRR
#lo

o TEBRIAKY Kubernetes TRz, iRiRFIFAR] AT X BTN .

WRFTE SR (FEAY1.19.10R A ERAERHAZIZRERD ) .

EZFTR, TS, BEEBuildDate, INEREZEBuildDate£1£2021-08-202 [FHIAT
8, NFXRELEE, A ZmERL

[root@prometheus-38892-wsb84 ~]# kubelet --version=raw
version.Info{Major:"1", Minor:"19+", GitVersion:"v1.19.10-r1.0.0-source-121-gb9675686c54267", GitCommit:"b9675686

c54267276a35579d4921c91be3d226F2", GitTreeState:"clean”, BuildDate:"2021-09-03T09:35:06Z", GoVersion:"gol.15.7",
Compiler:"gc", Platform:"linux/amd64"}

IEATLAZER kubelet EA9VolumeSubpath feature gate, FHIFR{E{a{EREsubPathIigE
RYELE Pod,

LArootFBFZERCCE NodeTi =,
{&ekkubeletAit ES#L, KiAVolumeSubpathiiis,
vi /opt/cloud/cce/kubernetes/kubelet/kubelet_config.yaml

i f0VolumeSubpath: false=rEg

M HERAS 01 (2024-02-27) WA © EARTERABIRAE 19


https://github.com/kubernetes/kubernetes/issues/104980
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featureGates:
DevicePlugins: true
MultiGPUScheduling: true
CSIDriverRegistry: true
CSINodelInfo: true
ExpandCSIVolumes: true
CSIInlineVolume: true
CSIMigrationFlexVolumeFuxi: true
CSIMigrationFlexVolumeFuxiComplete: true
CSIMigration: true
IPvbeDualStack: false
SupportSubENI: false
ReserveMemoryCgroupForPageCache:
SizeMemoryBackedVolumes: true

VolumeSubpath: false

$123 &HSkubelet,

systemctl restart kubelet

£I4 HilkubeletiTHRERDN, HEXAVolumeSubpath,
vi /var/paas/sys/log/kubernetes/kubelet.log
& VolumeSubpath=false, WNREHLFHABXIAMIN .

FuxiComplete:true CSINodeInfo:true DevicePlugins:true ExpandCSIVolumes:true IPv6DualStack:false Multi
upportSubENI:false VolumeSubpath:false]}

WO923 14:58:45.371347

10923 14:58:45.371362

18693
18693
18693
18693

feature_gate.go:235] Setting GA feature gate [ U ENIREIGT- It wi
feature_gate.go:235] Setting GA feature gate CSIDriverRegistry=true. If
feature_gate.go:235] Setting GA feature gate CSINodeInfo=true. It will
feature_gate.go:243] feature gates: &{map[CSIDriverRegistry:true CSIIn

FuxiComplete:true CSINodeInfo:true DevicePlugins:true ExpandCSIVolumes:true IPv6DualStack:false Multij
upportSubENI:false VolumeSubpath:false]}

.371464
.384429
.384482
.384754
.384763
.384893
.384922
.385540
.385695
.385791
.405886

18693
18693
18693
18693
18693
18693
18693
18693
18693
18693
18693

server.go:842] Client rotation is on, will bootstrap in background
bootstrap.go:84] Current kubeconfig file contents are still valid, no {
certificate_store.go:133] Loading cert/key pair from "/opt/cloud/cce/ku
server.go:886] Starting client certificate rotation.
certificate_manager.go:282] Certificate rotation is enabled.
certificate_manager.go:556] Certificate expiration is 2031-08-13 21:334
certificate_manager.go:288] Waiting 76594h44m10.622152411s for next cer
dynamic_cafile_content.go:129] Loaded a new CA Bundle and Verifier for
dynamic_cafile_content.go:167] Starting client-ca-bundle::/opt/cloud/c(
manager.go:171] cAdvisor running in container: "/sys/fs/cgroup/cpu,cpud
fs.go:130] Filesystem UUIDs: map[8b3744cc-15d9-434c-a9af-66a2c214b55c:

1 c89ecab®8-5da4-43de-add0-4bb58e820d78:/dev/vdal]

[{VolumeSubpath=falsel |

FIE5  MIBR{E(aERIsubPathIfgERYPOd o

s
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VolumeSubpath $FHFFEEEIER

£

£IR2

H$EE3

EESatEES

{EtikubeletBe &34, MIBRVolumeSubpathtBX=ER .

vi /opt/cloud/cce/kubernetes/kubelet/kubelet_config.yaml
&Egkubelet,

systemctl restart kubelet

iAkubeletfri#iEE iRz, HERERkKubelet.logHER T VolumeSubpath=falsetd
KFER.

e

https://github.com/kubernetes/kubernetes/issues/104980

4.14 runc FEHEERSHTIRRBRMEAS
( CVE-2021-30465 )

paEiEa

peEEZ

Pl SES

WRLZEHRARIKErUNCFSHEEIER S ARtRIRE ( CVE-2021-30465 ) , W&
ErBIREEEPod, FRAFSHEEUNZFGSESRER, JEREENBERESS
F, REURSSHERLE. BRlREAT . POCERT, NES.

% 4-12 BRAER

bS] CVE-ID Bl B/ R TAIE)
Bz CVE-2021-30465 |5 2021-05-31

WEEUBEZEEESPod, HEHEFNERESET, FRAruncRIFFSIHELINRSEG
RFmE, REARESSHERLER, FREEEBHUBEENIXERSR.

CCE V1.17ZBIhRAHIEERE (AE31.17 ) i RiZRE, F=A9CCE v1.17. v1.19, v1.21
WRAEERE, ERE TS Lrunchias,

o REAZEFNBFABGCIZRILFRINIR, LTHERGRESERSHAIMN
PR

o [RHEIERFTABAMER,
- LU3ErootFBPiE!T

- @i capabilityfRHIAEABEAY4SFN, “WNICAP_DAC_OVERRIDE,
CAP_DAC_READ_SEARCH. CAP_SYS_ADMINZ:
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https://github.com/kubernetes/kubernetes/issues/104980
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-30465
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- BidseccompPREIKEHEE B ENRZNRFERINR, BABESNER
SeccompPRFIBFZBNAEFAA

CCEFEIE T RELMRIZIRTIAE .
ERILUSERIEFII DR, ARBETRRENTTREE, FEDR LN BEEESF
TRiE, MEETrsEEET R,

SR S3EEES

https://github.com/opencontainers/runc/security/advisories/GHSA-c3xm-
pvg7-gh7r

4.15 Docker FEEBEIZRBEAS ( CVE-2021-21285)

PR ES
DockerE—mFFERIN AR5, THELNuRFELIE—BE (BREREN
¥l ) FEEMTNAER, UREISEE LN BEFN B R, SPEM
FHZ% . Docker 19.03.155020.10.3ZBIANRAFER REIEEIZRE, WHEERILIF
BiZzRRAS2dockerdsH{PH 2 ERE .
% 4-13 FRAEE
b= i il CVE-ID =TS eal 28/ IR E
BRSEER CVE-2021-21285 | 2021-02-02
pNEAl
docker daemonfB{ R EURGANTIEFIR B XTiE & EdigestiFTEIERRLE, FEL—
MEEEIRIAREZR A eSS docker daemongRit.
ZREA R ELA st A
o TEEEBFMAIT S EFrNdocker pull — MEEEIRIFAVER
o HEI(ERENGIHBIRGTEN T —MUEEIRIMAYER, kubeletEoHIERR
AdfdA o
ZiR RN SEE T :
o FREFHEEIRIA, HEUEZRIYIsEESH docker daemonggiz.
o (FHABHREMBIRS (SWR) BF, MNREAIHEEEIESWRIREH, HEZE G
CENEGEHTdigestiRIg, WIZSERZEN,
o ZREAARERINEITHHNESS.
FIRREE

1. WMBEHEREulerOSFICentOS, HUAINEGSEELSENRA:

rpm -qa |grep docker

2. {#EMEulerOSE{ECentOSEIT =, dockerfRANEF
18.09.0.100.51.h10.51.h3-1.h15.eulerosv2r7fddocker& ¥ N iZ CVEEE o
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https://kubernetes.io/zh/docs/tutorials/security/seccomp/
https://kubernetes.io/zh/docs/tutorials/security/seccomp/
https://github.com/opencontainers/runc/security/advisories/GHSA-c3xm-pvg7-gh7r
https://github.com/opencontainers/runc/security/advisories/GHSA-c3xm-pvg7-gh7r
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2021-21285

=ARES|E
Hﬁ%/ \4=

I)I::ﬁ ”/ N\

ImEEE %

EESatEES

3. (EAETIEEulerOSHICentOSAYEEE (40Ubuntu ) , ATLA{Edocker version&
ZEdockerfRA ., BERRAETF19.03.15. 20.10.3, UEEiZREE.

MEFRRIMERARG, HEERAER

RIEIRSSSWR

Bei dmegmhHE NN T LMEERE, #MT3REWER:: https://github.com/moby/
moby/commit/8d3179546e79065adefa67cc697c09d0ab137d30

4.16 NVIDIA GPU IEzhiEiE~E ( CVE-2021-1056 )

P EIES

PG

NVIDIARTs T X FNVIDIA GPUIREIAI—NRIRICVE-2021-1056, iZimiEeFET
NVIDIA GPUBEEJJ&F hEREREREXNZERE. SBRUIHFTNER B, KT
ZXAEXNRRE, BIESRPEEIFHNEREXMEE, EEREEIEN LS
GPUIREE E’Jwﬁ@’fRBEo

X FREANFMAEE, B2 CVE-2021-1056,

INSRIFAICCELEREPFIEGPU (ECS ) a2, FH{EM T CCEHEERINVIDIA GPUIRENAR
& (Tesla 39637) , REFINVIDIAE S ASHETEASEN; MBEETRES
SIS _LAINVIDIA GPUIRZH, NIATACTFAEIZR.

* 414 ®RER

p=p S CVE-ID pp el R/ A WA 8

I PRIEFH CVE-2021-1056

s 2021-01-07

ZEENVIDIAE F A HASRIEAHER BIZE2NHHEINVIDIA GPUIREhER AN FEFF

g
CVE IDs Addressed | Software Product Operating System | Driver Branch | Affected Versions Updated Driver Version
. R460 All versions prior to 460.32.03 460.32.03
GeForce Linux - .
R450 All versions prior to 450.102.04 450.102.04
CVE-2021-1052 . R460 All versions prior to 460.32.03 460.32.03
NVIDIA RTX/Quadro, NVS Linux - P .
CVE-2021-1053 R450 All versions prior to 450.102.04 450.102.04
. R460 All versions prior to 460.32.03 460.32.03
Tesla Linux - -
R450 All versions prior to 450.102.04 450.102.04
. R450 All versions prior to 460.32.03 460.32.03
GeForce Linux - :
R450 All versions prior to 450.102.04 450.102.04
R460 All versions prior to 460.32.03 460.32.03
/ J 1 i 1
CVE-2021-1056 NVIDIA RTX/Quadro, NVS Linux R450 aAll uersw‘ons plncu to 450.102.04 450.102.04
R3%0 All version prior to 390.141 3%0.141
R460 All versions prior to 460.32.03 460.32.03
Tesla Linux R450 All versions prior to 450.102.04 450.102.04
R418 All versions prior to 418.181.07 418.181.07

EZ(EE, E2XUNVIDIAEM
SoNwi5aeR :
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https://github.com/moby/moby/commit/8d3179546e79065adefa67cc697c09d0ab137d30
https://github.com/moby/moby/commit/8d3179546e79065adefa67cc697c09d0ab137d30
https://nvidia.custhelp.com/app/answers/detail/a_id/5142
https://nvidia.custhelp.com/app/answers/detail/a_id/5142
https://nvidia.custhelp.com/app/answers/detail/a_id/5142?spm=a2c4g.11186623.2.7.58fb51b20LxzuT

=ARES|E
Hﬁ%/ \=

I)I::ﬁ ”/ ==

LI N A %IE’ICCEEEﬁDgpu betalfi{HEFZEERINVIDIA GPUIREN, EFHEINE
}\L\%DlAEEW B, NREREHFNEHEETH, HIVESRATIRHEEFR
25,

o WMREBEBHTIERLENINVIDIA GPUIREIEEINT T = FRIGPULRE, i55&
.E%'LA/:\FHJ:':H’JG PUHEEH ﬁlx:k:ﬁﬂwﬂr] o

SMTEEIA GPU T5:RY NVIDIA IXZMRAS

G E3 =P

HEX R

BEFRIEHNGPUT R, T TS, EAEBRRGIRA

[root@XXX36 bin]# ./nvidia-smi
Fri Apr 16 10:28:28 2021

+
t

| NVIDIA-SMI 460.32.03  Driver Version: 460.32.03 CUDA Version: 11.2 |
|

| : t t
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util Compute M. |
| | MIG M. |
+ +
0 Tesla T4 Off | 00000000:21:01.0 Off | 0|
N/A 68C PO 31W/ 70W| OMiB/15109MiB| 0%  Default |
| | N/A |

+ + +

=SS

| Processes: |

| GPU GI cI PID Type Process name GPU Memory |
| ID ID Usage |

I
| No running processes found |

+
t

N ERHRER S, ATLIEENIZT <AIGPUIRENMRZA/9460.32.03,

IFERIERREITER, oA RN IR AR TRRES

AR
EHIEFHRTNVIDIA GPUIRE, BEBGPUT R, ERT ARSI

o WNBTLIRGMRANA18FKT, BFHRIRENZEAL18.181.07hRAS .
o WNRTEIREMRARNA50F7!, 1BHRIRENZEA50.102.045R7 .
o  WNBETHIRGIMRANA60FKT, BHKIRENZEAL60.32.03hR A,

UNREFHRCCEERETS SIGPUIREN, RILAFH&gpu-betalfitiat BEEE I, HER%E
IRURHESIEEERINVIDIA GPUIRENAY FakitbitBIaE] .

o  HEXAZENE: https://nvidia.custhelp.com/app/answers/detail/a_id/
5142

e UbuntuZZ2/,E: https://ubuntu.com/security/CVE-2021-1056

e CVEWFRIEE: https://cve.mitre.org/cgi-bin/cvename.cgi?
name=CVE-2021-1056

e NVDWIR(SE: https://nvd.nist.gov/vuln/detail/CVE-2021-1056
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https://nvidia.custhelp.com/app/answers/detail/a_id/5142
https://nvidia.custhelp.com/app/answers/detail/a_id/5142
https://ubuntu.com/security/CVE-2021-1056
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1056
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-1056
https://nvd.nist.gov/vuln/detail/CVE-2021-1056
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e CVE PoC: https://github.com/pokerfaceSad/CVE-2021-1056
e GPUMounter: https://github.com/pokerfaceSad/GPUMounter

4.17 Sudo EHXiFERREAASE ( CVE-2021-3156 )

pNEES
INERR AT A RIREsudohpyHERHIRIE ( CVE-2021-3156 ) , iZimiEfESR{UUnix
HEEIRIERZ LETLMER . EHEOARE TEIMM1.8.221.8.31p2 9B |BIR
ARLAR1.9.0801.9.5p 1 BIFRBIRERA . AIIFRIBLLRER, B IFNeIREFEA
TESZIHAEN E3K B rootd i .
sudo2— NG E KHISLREF, ASHETUnixFILinuxiRIERZE B Ssudo, B
AFBFPFEREMAPINZ2ENETIER .
£ 415 HFAEGE
et CVE-ID I sl 158 | = TATE)
PRIEFH CVE-2021-3156 = 2021-01-26
PN G Al
e sudo 1.8.2%11.8.31p2FiE|BMRA ( BRIAELE )
e sudo 1.9.02)1.95p1FrEIEEM ( BUAEE )
HIRr 5L
. LAdErootBBRFBMEBERERR .,
2. {75 Ssudoedit -s iHITIRAHEE
- NMRRFBZZIWE, BELL ¢ sudoedit: 7 FFLRYEIZIERNDR
- NRWRFHTTE, TSIEBLL ¢ usage: 7 FFSLAYEIRIENNGR o
ImREERE

ZEMAIRAF BRI sudoARINZEIRE, FEFRBIMFER:

CentOS: E#hEIsudo 1.9.5p2 KR LA LR,
sudohRA T &i5Z2 W https://www.sudo.ws/download.html,
EulerOS: sudokMT G3RENHERE

- EulerOS 2.2: https://mirrors.huaweicloud.com/euler/2.2/0s/x86_64/
updates/sudo-1.8.6p7-23.h9.x86_64.rpm

- EulerOS 2.5: https://mirrors.huaweicloud.com/euler/2.5/0s/x86_64/
updates/sudo-1.8.19p2-14.h9.eulerosv2r7.x86_64.rpm

- EulerOS 2.8: https://mirrors.huaweicloud.com/euler/2.8/os/aarch64/
updates/sudo-1.8.23-3.h18.eulerosv2r8.aarch64.rpm
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https://github.com/pokerfaceSad/CVE-2021-1056
https://github.com/pokerfaceSad/GPUMounter
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2021-3156
https://www.sudo.ws/download.html
https://mirrors.huaweicloud.com/euler/2.2/os/x86_64/updates/sudo-1.8.6p7-23.h9.x86_64.rpm
https://mirrors.huaweicloud.com/euler/2.2/os/x86_64/updates/sudo-1.8.6p7-23.h9.x86_64.rpm
https://mirrors.huaweicloud.com/euler/2.5/os/x86_64/updates/sudo-1.8.19p2-14.h9.eulerosv2r7.x86_64.rpm
https://mirrors.huaweicloud.com/euler/2.5/os/x86_64/updates/sudo-1.8.19p2-14.h9.eulerosv2r7.x86_64.rpm
https://mirrors.huaweicloud.com/euler/2.8/os/aarch64/updates/sudo-1.8.23-3.h18.eulerosv2r8.aarch64.rpm
https://mirrors.huaweicloud.com/euler/2.8/os/aarch64/updates/sudo-1.8.23-3.h18.eulerosv2r8.aarch64.rpm
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https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-
heap-based-buffer-overflow-in-sudo-baron-samedit

4.18 Kubernetes Z&imiA~S ( CVE-2020-8554 )
RS

CVE-2020-8554:2Kubernetestt KA MAIX FEEBNMBRELHIFNLZEEH, BH
BUEEFNEFService IPodITRBPRAVEBEIN S, FelsihiFERFNRBEMPodET
FHRE. BERGEBIIRESServiceXtRMspec.externallPsFEE, REIEAIRFEREN
HfthPodal & 15 RifaiZexternallP (MIEAMEIZIP) BRE, FEHERIIKGE
SIEEAEEPodH, IERFRIBARE . [E, EEBIIESKServiceXIRAY
status.loadBalancer.ingress.iptBBEIAZILL HAY .

% 4-16 [{FAEE
ImiEEE CVE-ID Pl 1558/ = BIAdiE)
mEME CVE-2020-8554 =5 2020-12-07

i
T RERNS N APHEEANES, MREPodiNServicefIBIEIEIURET
TMEERIRF BZULRRAF .

& N FiEKuberneteshiR A .

ImREE T3

B B RRAEHexternallPFlloadBalancerIPHiService, AR T BTN
Service,

AR HKubernetesE AN ITHIRFESE, SRIAFRILARENAN MEEHITIE:

o [RH#llexternallPgY9{sEFE

- J3iE—: @idAdmission WebhookZgE ( k8s.gcr.io/multitenancy/
externalip-webhook:v1.0.0 ) fR#lexternallPRY(ER . JRAABFIZEEIRALT
1£: https://github.com/kubernetes-sigs/externalip-webhook,

- R (EFRFIRERIEOPA GatekeeperfRiblexternallPRIERE . AR
ConstraintTemplateflConstraint&Zfr7E: https://github.com/open-
policy-agent/gatekeeper-library/tree/master/library/general/
externalip,

o [R#lLoadBalancerlPEI{ER

ATt XA RN ERI S IR R EREARI A FIE Fservice/statusxd g A patchi R ,
E b+t X% B 9LoadBalancer| P2 tHNE S E . A1REFERILoadBalancerIPi#
TIR%, METLlSEexternallPRIFLEHERE
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https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-heap-based-buffer-overflow-in-sudo-baron-samedit
https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-heap-based-buffer-overflow-in-sudo-baron-samedit
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2020-8554
https://github.com/kubernetes-sigs/externalip-webhook
https://github.com/open-policy-agent/gatekeeper-library/tree/master/library/general/externalip
https://github.com/open-policy-agent/gatekeeper-library/tree/master/library/general/externalip
https://github.com/open-policy-agent/gatekeeper-library/tree/master/library/general/externalip

nARSE
RSB RS 4 WRAS

HRR kR

https://github.com/kubernetes/kubernetes/issues/97076

4.19 Apache containerd ZEiBEAS
( CVE-2020-15257 )

PR ES
CVE-2020-152572containerdB 5 & fEd—4bDockeraseikiziziaE . containerd2—
Mz ¥FDockerFlE Il Kubernetestic ER R 2RIa{TRIEIRAN, SUBSRRUEXM
s, FHREAPILIEERSENEGREE . TIFENEMET, JLUETAEcontainerd-
shim API, 3RECTIDockerZ=E5ibiE o
* 4-17 FAER
pop St CVE-ID pp e 3R/ A AT [E]
Dockerzggibiz CVE-2020-15257 | 2020-11-30
pNE=AlE
CCEEEB$RA: v1.9-v1.17.9,
NRGHEFERFENMNEHERERHEAR oot (UIDA0) iz17, UARERIZR
i o
ImREE R
BN FERRIVBRIzTESE, WFAEENESEHITUTIRS:
1. ZRIEERFENIMNGE;
2. ZIFRFEAHEHIELArootHFIET,
fRcpkE

containerd-shim API exposed to host network containers

4.20 Docker Engine BINIIFEIRBRAAS
( CVE-2020-13401 )

IR

CVE-2020-13401mEIEFIPveriZ o Bebiigit 7 IPv6AIDHCPIZ RSN, B2 3FRouter
Advertisementii R, IRHABESTEHOTRESMEIRS, GEKHEICR. BERESE
IINDPHITEEMEERE . ANNEIZ/EOZIN,
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https://github.com/kubernetes/kubernetes/issues/97076
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-15257
https://github.com/containerd/containerd/security/advisories/GHSA-36xw-fx78-c5r4?spm=a2c4g.11174386.n2.3.4f421051kJyA3S

nARE
RS NE

4 WRAS

i

ImEEE 55

X418 FmAER
pepEESE
BNIGIEEEIR

CVE-ID bR el

th

1Ri5R/ AT E]
2020-06-01

CVE-2020-13401

SHRER AR T IPv6FH BB R MLEAICNI Plugins/NFV0.8.6hRAAITT B2

TREHEEYLENEYN EEM S FHASHIIPVIRHICSE, SEMAEALSE.
EMEIE RS Z RS 8 E B iE(E I Pve b i TS SKEEN, (EEUNEDNSR
B TA(PVv4A)FIAAAA(IPVE)IER, IFZHTTPEEES I IPVe{TEE, tNRBLIES
IPv4, XARGEERETIINANES . ZREIPRERERE, CVSSiES 6.0,

KubernetesABAZiZiwiEzNE, {EKubernetesFr{FEREAYCNIEY (152 iihttps://
github.com/containernetworking/plugins/pull/484 ) £ &W, LA TFkubeletikZs
#HEE T2 IMAICNHEAIRSS

e kubelet v1.18.0~v1.18.3

e kubelet v1.17.0~v1.17.6

e kubelet<v1.16.11

o EBXRENHIZSHELEnet.ipvb.confallaccept_rafE}0, LUEMRIZIIPVEIZHA

o
o WIBRRESEATISHIESARNERILIE, BiLEAE AR,
o Z|F{EPodsRigECAP_NET_RAWEES, [HLLEEAEEKIPV6IEH:
securityContext:
capabilities:

drop: ["NET_RAW"]

4.21 Kubernetes kube-apiserver B \IGIFEIRRRANS
( CVE-2020-8559 )

papEiEa

KubernetesE 5122 7 kube-apiservertB{H L 2iFE, WEELLUBITEHEFELA
EZET RkubeletlIAKISK, BLiEKRFPEEHHODEREEASKEHEBRT S,
KHETHBAZREARIR . AN B ZRmENZIEE . KREZIEFGEERE.

% 4-19 FRAEE

oy EESat CVE-ID IR Bl 158/ = INATE)
HE CVE-2020-8559 Fh 2020-07-15
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-13401
https://github.com/containernetworking/plugins/pull/484
https://github.com/containernetworking/plugins/pull/484
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8559

nARE

iFEEN= 4 REAS
a2
FFkube-apiserverhEARKIERIR B FinP RIPEEREBEIFER Fin, &0
LUBE #EN R L RIX E= T mkubeletiIFHHRIER, BITiERPRERISEERERIEKX
%ii\@ﬁﬁﬁﬁ, NSRRI E T RRIRIRFHRIR . ZiEiRAFElRERE, CVSSIF
/96.4,
MRBRESNERHESFRTHEBRNCATIAEEE, XHETUFBIRREREEME
B, XMER TMizRRASREREE.
MNFURmRNEER KRGS, CCEERHERTRIERMNCA, FRREERFEIA
IEEETERE, BEEISAZRMm.
Mv1.6.0Z FEI FIEERAHIFFE kube-apiserverfA {4198 &AM :
e  kube-apiserver v1.18.6
e  kube-apiserver v1.17.9
e  kube-apiserver v1.16.13
TN ABm=ERREERIEER :
o MREEHTUSHEFEZHEFPER, BUTRIEAREHEF ERENZEL
ﬁ o
o FREEEEHZ=(ERTHRRIERHCATIAERSE.
mmEE A

MTFEHABET RIS, BNERIATREEEE:

o BHERENEERE.

o BNFWKSEBENER/IVLEREN, B iRERBACIKIR, RHlAHERIpods/
exec. pods/attach. pods/portforwardfIproxyZEBIRE&EIAIal,

4.22 Kubernetes kubelet FREEEIRREAS
( CVE-2020-8557 )

GRS

kubeletfYIKZRETESE ( eviction manager ) FiZEBEXTPodEEEAY/etc/hosts {4
NIEIEESEEEE, BEEFENHIFST, —MEE T /etc/hostshIPod A LA
BEXZEHNASEIEE AN OHT =l EFE=TE, AMERT SRYELEISE)

( Denial of Service)

% 4-20 FEEE

TSR CVE-ID TR s 1958/ = BIRTE
BREIEEIR CVE-2020-8557 =s 2020-07-15
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8557

nARE
RS RE

4 WRAS

P EEA

imEEE T3

kubeletfI3KZREEES ( eviction manager ) FiREEEITPod1EEEAY/etc/hosts {4
NIRREFESEESERE, FEIFENREHEST, —MESE T /etc/hostsiyPodrI LA
BITIHZX ARSI OHET =RFE=E], AMiEkT mAYELEHE

( Denial of Service ) . ZimiEAFBIREIE, CVSSIFH /5.5,

BELTENAIPodIfIA T = L/etc/hostsSTHRIB AR :

e PoddhfyZsE2E%&CAP_DAC_OVERRIDEERZAUR ( BHAESE ) .

e Podllroot (UIDJ90 ) FAFPBnhak&E Pod Security ContextdHY
allowPrivilegeEscalationiZ& Atrue ( HLAFNE8EEE 1T CAP_SYS_ADMINAY
PRIz{TRTEAIA S9true ) o

TFURARIkubeletZB{497E L CVERIEZNSEEIA -
e  kubelet v1.18.0~v1.18.5

e kubelet v1.17.0~v1.17.8

e  kubelet<v1.16.13

EWERBA T 22l eEE:

o BITIZEERfPodLZ £ R admissionENNLHIEEIPod R
CAP_DAC_OVERRIDEZRF#NR :

securityContext:
capabilities:
drop: ["DAC_OVERRIDE"]
o BEII(FEAHERPodZ L RIZEE thadmissionEANLEIFREILAroot AR BEhAEE,
iR B2 #allowPrivilegeEscalationgfalse:
securityContext:
allowPrivilegeEscalation: false

o EIUTHOMBEBEMM/etc/hostsTHHTIE, MBLIHIOANGE, BX
BN EZE AR fREiait.
find /var/lib/kubelet/pods/*/etc-hosts -size +1M

4.23 Kubernetes kubelet #] kube-proxy X [a)fREiE2
& ( CVE-2020-8558 )

PE e

KubernetesE G At LZE~E, HizbBEkube-proxyFEFHILR LT RIE

( CVE-2020-8558 ) , FIFRmEKNHE BT E— BN TS, EEHET S
EipaE— B TRUEE T = 4P e ST 7 AN i#2127.0.0.1i% A TCP/UDPARSS
MMRBUZOEE . NRHIEE RO LRSI EERESMHIGIE, UESHZRSE
ZERKE . B, NREHFESERIZTHIF T 127.0.0.1:123409TCPRRSS, BHFIXN
bug, ZRFBEBEETRERSIZT RER— BN EMEN, S5iZRSETER—
T EREEEFMAIE . W1RiRO1234 ERRSAFEZEIMIAILE ( RARIRREEM
localhosti#20]LA ) , BBARBZZEIFAILtbug#H T

LI =IREEF Bkube-proxyBI AR K AT LHE B tF L £ INE .
FI5ESEHEE: https://github.com/kubernetes/kubernetes/issues/92315
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https://github.com/kubernetes/kubernetes/issues/92315

nAR|E

REASE 4 RS
*£4-21 /AER
b=y CVE-ID ppEA e R/ RIS E
REZEN CVE-2020-8558 =) 2020-07-08
PRl
HHEEREEVIMNEE B NS TE— 1B 7 CAP_NET_RAWEE YA 2E3LHAI
BY, BEETLGKEREBRRT S AR T127.0.0.1898RS socketiS 2 . MNBEBREN L
F1E127.0.018]LUAREI BEAEE(EHBAIENNREIRSS, IFRIZIRSZ(ESEFEEH
WEHEEIRE . [FEiES 0 Placeholder issue,
ATREI A -
o [EA—IENANEMBEZ NI,
o  ABNETER.
ETFIRAAIkube-proxyB{4 I E L CVERIZZNSEEIR -
e  kube-proxy v1.18.0~v1.18.3
e  kube-proxy v1.17.0~v1.17.6
e  kube-proxy <v1.16.10
CCEER T mELBEZ2ARTIHIF, RAFMNERT RsE& BT RipaEZein
O, HiaZze,
ERfnode = FRFAMHEIFE127.00. 10RO SR ERECE . BIEEEETFS
X, FEBEEMENKE,
2 b, ZCVEXFCCEERFIIMA A,
IRREERE

BHRIEL ERHZEMMEE TiZRRE, BZLWIIAFRAREUTEERS
e  kubelet/kube-proxy v1.18.4+

e kubelet/kube-proxy v1.17.7+

e  kubelet/kube-proxy v1.16.11+

BINEREA T2 E5etEE:

o WMRIBSERFFEAFNMBELXBENEITEIFZERAOL, TLUBEED =L
FaifNiptablestlNEER IR o
PUTLAT S, EERFPECEiptablesfill, FAFELIEALLIF127.0.0.18995E)5R

BgB.

iptables -I INPUT --dst 127.0.0.0/8 ! --src 127.0.0.0/8 -m conntrack ! --ctstate
RELATED,ESTABLISHED,DNAT -j DROP

WNREBAFEFSAPI ServerfiZeind, AJLUE--insecure-port=0ZINZEI
kubernetes APIBRSZ 22 ST RERiIRO .,

o WEBRIZITEAZEHNEEE, EEmanifest3Z{FXFCAP_NET_RAWAE
AT T aS:
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8558
https://github.com/kubernetes/kubernetes/issues/92315

par
RS NE 4 WRAS

securityContext:
capabilities:
drop: ["NET_RAW"]

A EE

EERERBEEMED, FHTRS M.

4.24 {22 Kubernetes HTTP/2 g S
PR

iEHBKubernetestt X &% 7 5GotEXxHIZ 2iR/iRICVE-2019-9512F1CVE-2019-9514,

BAZEa@E MEGoIESInet/httpEF, B KubernetesBIEFERAFIFRT
BAH., XIS EMNEHTTPEHTTPS Listenerfifi2 S DoSKFE .

AT RRISEER, GoEH MITE XTIt af A% T Go 1.12.9¥1Go 1.11.13fR
K,

Kubernetestl#£v1.13.10 - go1.11.13iRAF5SAY T GohRAHIEFh o
CCEE&fmiHKubernetes 1.13.10iRAIBRAIITIEE, WIFEEEIEAIKubernetes
1T130RZA, 2019F9BERISIRMAN T HITIBE . FHIHET Kubernetes 1.138EEHRANE
BEFREE

* 4-22 mRER

TR CVE-ID TmadRal 158 / = TATE
BRSNS CVE-2019-9512 =3 2019-08-13
BRETEEIR CVE-2019-9514

2019-08-13

il

P2l

BUASERHEVPCHIRZ SHARIP FAZRIG o

MNRFAF B EBRMIGES N ERFAPI, SEEHEHIEnIaeaSZHMm.
ImEEE LR

o CCEEA#HE#FKubernetes 1.13.10iRAIBABITIES .

o X HETFKubernetes 1.135BEMRAISFHREEELARA o

SEHE
Netflixdg &5tz

https://github.com/Netflix/security-bulletins/blob/master/advisories/third-
party/2019-002.md

GohRA & ks :
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9512
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-9514
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-002.md
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-002.md

par B
BRSNS

4 WRAS

https://golang.org/doc/devel/release.html#go1.12
Kubernetestt X PREH:
https://github.com/kubernetes/kubernetes/pull/81520
https://github.com/kubernetes/kubernetes/pull/81522

B Jaqasin?

XLWHASEHTTP/2(EMERRTT . WTEFR, ZEMTTLSERZ £, (BEBK
WMSZT . XL, FSWEHERLSR0ELTMER,

HTTP/2

TLS (f/k/a “SSL" )

TCP

NEHBRGEB N AMEHIMNNTTIR, PEMEERSHLIERASE: BELIERAZEI (MR
BERE); ERRELEEBERE; FERERHEHERMA.

HEEZ T, RESOTEALREE FiRfEHTTP/2EERERTARRITICR . EERIR
HIFMEIE . B, PEHRS RS RIEEAIIMMELILESRIHTTP/2i&ERE, FEA
Aok 2 INERY MY TR SRR LTI

XEWHEN RIFITEREE BT SHNRARRR. BEKEEBSH, BPMERR
FOTRERNI Z MRS ERT BRI ( IRSZFEN /I EREEIR/ R ) - BTN
FERMRAIBERNAE T —LERFOR, ISERSFBANETRISER, RS2
[EERMERY, XERNBEEEELASNAIRELE .

4.25 {28 Linux R#% SACK iR~

e

2019468 18H, RedhatkHHE N, LinuxRIIZAMESETCP SACKIEREEINESE
iBiE(CVE-2019-11477. CVE-2019-11478, CVE-2019-11479), XLRBRSHRADER
K/ (MSS) FOTCPIEREMEREIA ( SACK ) THEEIEX, WEE LR RIEFHRIIEAIIL
TEENIEERSZ KT, SHIRSHBATHIEE SR,

I RCCEFIPABEZRMEE LinuxRSACKIRIR, HERBBREE.
SEHE:
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https://golang.org/doc/devel/release.html#go1.12
https://github.com/kubernetes/kubernetes/pull/81520
https://github.com/kubernetes/kubernetes/pull/81522

nAR|E
RS RS 4 WRAS

https://www.suse.com/support/kb/doc/?id=7023928
https://access.redhat.com/security/vulnerabilities/tcpsack
https://www.debian.org/lts/security/2019/dla-1823
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SACKPanic?
https://lists.centos.org/pipermail/centos-announce/2019-June/023332.html
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-
party/2019-001.md

*4-23 mEER

PSS CVE-ID ol BRI | EATIESR
[E]
2019-06-17 | 2019-07-06

EINISIEEEIR | CVE-2019-11
477

att

BEEMEEIR | CVE-2019-11
478

2019-06-17 2019-07-06

ot

BESIE#EIR | CVE-2019-11
479

2019-06-17 2019-07-06

att

PR A
22MaLinuxP4%2.6.29% LA ERARZS o

SIE EAWE S
IR EERRENZRA4.4.182, 49.182, 4.14.127, 4.19.52, 51.11EE, AR
BT REFH RS BN

fff: TCP SACK /™43
TCPEEMERAIMIN . L5HBBITCPERIHTIBEN, (iIESTCPRFR
RUSEEYIERE, FIIILR—PTCPIER, BESYNREIARSIID, HIAID,

ERRRAEIRERA/N (MSS) , INEEEFAIEIEEMSIA (SACK) F. (R
TCPIEEZEE T NARN RIBFREE

TCPEET— M EUER R T AR AF RS . TCPEURERMTCPL, EIRFIEFEL
1BAER . BNNTCPEREREFSIS (SEQ) FIHAIAS (ACK) o

EIT5 B SEQSFIACKS SRIRERAL NI 7 IPLEER o ACKS F—MNRHBIESZRYER -

Al

| I I N -
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https://www.suse.com/support/kb/doc/?id=7023928
https://access.redhat.com/security/vulnerabilities/tcpsack
https://www.debian.org/lts/security/2019/dla-1823
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SACKPanic?
https://lists.centos.org/pipermail/centos-announce/2019-June/023332.html
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001.md
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-001.md
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11477
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11477
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11478
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11478
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11479
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11479

nARE
RS NE 4 WRAS

LEFAFPABIE13M00FHRIRAETKFHRIEE, 81MEREG20FHAITCPXL,
SRR3R HiEn, BFBIEITR1,2,4,6,8-13, MER3,5M7EK, BiRBIEI

2o

BISERACKS, AFBEIRA, fIFRER3, BPAKZIBEILE2, MmigaIEI3, AR
BHRIXEEER, REBEENEIT4,6F18-138 ., FMLUSHAEEEEH, 4R
To

4.26 {252 Docker B{FRFGLENRRAAS
( CVE-2019-5736 )

poNEIES =
Docker. containerdsi & EMEFrunclIBRzTHEEZ SRR, WHELUED
HENBEEREE exedRIER LASKENEITE EHAIruncITET RIS DR FHE s
runcBYZIAHIS A, MMIREXEITE EAAYrooti A TANR
TR BB | EEEEruncBiACVE-2019-5736,
£ 4-24 BAEE
=G il CVE-ID PSRl EE/ RIEYE | L h=ESRT

&]
KRBT CVE-2019-57 | 5 2019-02-11 2019-02-12
36

ImIECVE-2019-5736H0IF4RER, 1S https://cve.mitre.org/cgi-bin/
cvename.cgi?name=CVE-2019-5736

pNEEAlE

AR REBEPEELFREETERER: TEEEGEP, BRGERHREHEEEE
&GN (libseccomp.so.2 ) A, FHEHI TS 18ME/proc/self/exe,

BruncalSRFENS, SNBSRBEPYNDISIHEE, SEINETEENSE; JFTH/
prco/self/exeBlruncly, SHITEENSIEREFIVERER, AT EEERMK
runci RIS EEIR, ATLABIdZ X EaikEikhost_ERYrunc,

e, BRI ITrunclBXkIar<S, MISEEti%,

ZimE BT :

o  ANXIREXIFIERArunclIBES IESI4, runcEDockerSzgivz OB,
XS AE D BT~ n, EFFEZMNESARPHET %S, o
SHERPE S SEHMmES TR EER,

o MHHECCERRIRS:

CCERZEMRSZ IEZEMIKubernetesEREETRHFER, AFEEHEPHEEZ, i
BER/N, WFESHEPIESEEERTE,

HEICCER AR AMIAIDockerFzs, HPRUNCRERSHIE, HRIATIKRER
WEHHETERINE -
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-5736
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-5736
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-5736
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-5736

nA|E

RBAE 4 wRNS
o HHRCCIABELHIRS:
CCIS|EERABEEIKataB2E5 |, RIHPET R L2/ RS LT EMhypervisordk IRy
BERe], FRAXRBruncazR, Rt RRRBASXICCIF=4Zm .,
mREERER

o TERNECCEREIRS:
HH =85 | EEEErunciiACVE-2019-5736,
o H#EKubernetessi{ERFFEZSET|E:

- FEDockerd18.09.2k A, HAFFREDockerfE17.06 2 [BEHIER A T AZS
B, SNIEIRRIBEN, ZN A st SR AR SR, EINEIFR
DI, FHET SIEESRNTFR

- AXFHZRrunc, FF17.06%FDockerhRA, ATLARFURIEEITIISS, HETruncE
?ﬁ%ﬁﬁ@%iﬁﬁiﬁﬂ%g%hTm%ﬁH&ZK, WNEEE AR runc, FAFPBIBELT
Qﬂﬁo

- S4FRUIREE, ARDockerER#NT AT EMRALINnuxIZIRFRER, EE
IRARIZEBDIRA_ERTRER SRR, E#NT KA, BINARZE3N7LLLERA
o FACCERRERS M THIBE AN T HIT TSRS, ST
SRR LT

4.27 £H{EE Kubernetes SRiFRIFIiAIEE IR REAS
( CVE-2018-1002105 )

i1

yEEZ

IEH, Kubernetestt X &ML £ iRECVE-2018-1002105, EiF{hiEiEk,
KubernetesFBFP AT LATE 22 HIAPI ServeriEiz HENIAOGIRIRSS, AR ERS
BEE—a=kEEEE.

% 4-25 FEEE

ImiEEE CVE-ID Py el =/ AMEdE | EA=EER
|21,
RIEFH CVE-2018-10 | /== 2018-12-05 2018-12-05
02105

TREEMANEE: https://github.com/kubernetes/kubernetes/issues/71411,

ERHFRA TERAAPI, REkube-apiserverSRSAPI serverfIMEEIZIER, WEET
AR BN REERSAPIIREZ LA E(FAAPISK;

MREBAE TEZARBRNNE, WEZRFEIBXNER. ~=Z802
KubernetesBHARIFER AT, Blkube-apiserverffEsi2%{” -- anonymous-
auth=true” ; 255 FIFPodifexec/attach/portforwarddI4 PR, FIFtBETLARIBIXA
AR AEREER, AJLASHESPoABEEIAERIE
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1002105
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1002105
https://github.com/kubernetes/kubernetes/issues/71411

nAR|E

RBLE 4 /RAAE
ZimANEIFMITIE, It XIssue: https://github.com/kubernetes/
kubernetes/issues/71411
ZimBRISIEE T :

o EBSRTY EAPI server, FHkube-apiserver5¥ FEAPI serverfIMEBHIZE
B,

o EEWWEHEETN, BIEETLUAITEIkube-apiserverfyiE, WNRSAIERERE
HETELZERTANA, BBATSERN,

o EEBFFFI T pod exec/attach/portforwardiz [, WIKEE RN AiXRRIASHT
Aikubelet APIAIEIAR

BRI SRR AT :

e  Kubernetes v1.0.x-1.9.x

e Kubernetes v1.10.0-1.10.10 (fixed in v1.10.11)

e Kubernetes v1.11.0-1.11.4 (fixed in v1.11.5)

e Kubernetes v1.12.0-1.12.2 (fixed in v1.12.3)

mEESERRE

ZEULESHT, FEREARCCERSZIIAXITEL, FEh:

o CCERRSSEIZRIERIRUARHEZBFIHIINR,
o CCERRSSEIZRISEHRBIERRSAPL,

RS | BB 5261.11A AR ARKubernetesSEEBEAOTELR AN TIEE, KT v1.10
E:Jrﬁﬂg (HXEAWTEHITIEE ) , SIRHEHAITIRAHTIEE, BXIFARAE, &
HMEERE .

AR
NRIEZBE CHEEKubernetes® 8, NRESEHNZERY, ZNT, —EEXFERHAR

BIEABR .

RRARFKFMESMRA . SIEECERBAC, REGASRAFPodilexec/attach/portforward
PR

WNRELEIERRIKuberneteshikAMETFV1.10, REBEHNTSIFEERN, BiXBTEEW TR
fg : https://github.com/kubernetes/kubernetes/pull/71412,

4.28 (€ Kubernetes Dashboard Z& BN
( CVE-2018-18264 )

i

Kubernetestt X &IKubernetes Dashboard &£ RiEICVE-2018-18264: {8
Kubernetes Dashboard v1.10 % LABIRIMRABBHIBRSMIAIE, KfERDashboard
ERWKSIEENERZIHE RN .

R = CCERMHAYDashboard G- ENEIT MR IGTFHREIVI . 10.1hRA, FZKubernetes
Dashboard;fiECVE-2018-18264&40[4 .
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https://github.com/kubernetes/kubernetes/issues/71411
https://github.com/kubernetes/kubernetes/issues/71411
https://github.com/kubernetes/kubernetes/pull/71412

=ARES|E

H&%/ V= I% [—J/ N4
+ 4-26 FREE
imiERE CVE-ID PR WEE/RURE | £A=EBER
1
Access CVE-2018-18 | & 2019-01-03 2019-01-05
Validation 264
Error
Z2imIECVE-2018-1826489M(EE., 5&%:
e https://github.com/kubernetes/dashboard/pull/3289
e https://github.com/kubernetes/dashboard/pull/3400
e https://github.com/kubernetes/dashboard/releases/tag/v1.10.1
pEEAn
ANERIERHIKubernetesEEB¥ It 7 282 7 Kubernetes Dashboard v1.105.2Z AR 2
(v1.7.0-v1.10.0) , ARFERNEBFERTBENIER,
ImREERR

A= CCEZHAIDashboardid 4 EERI R ERE R EIVI.10.1ARA, A< Kubernetes

Dashboardi&EiECVE-2018-18264%201, iSHUCMER .
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-18264
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-18264
https://github.com/kubernetes/dashboard/pull/3289
https://github.com/kubernetes/dashboard/pull/3400
https://github.com/kubernetes/dashboard/releases/tag/v1.10.1
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RS NE 5 FmAICHR
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5 FFmAhicR

5.1 SR L ICR

5.1.1 Kubernetes IR A F1g

A 25|% ( Cloud Container Engine, fE#RCCE) iI2USETH EBH. SRR
FKubernetestgf, AT XERIAfKuberneteshR A, CCERMEZ A fhEMNAVEERE
AFIEAIRA . R HENBCCEERFAIKUberneteshiR AN SRES o

CCE SER¥ShR AL [FHAZE
Kubernete | MaMAS | EXAR%AT | CCESEEfR | CCEEEBfAR | CCESEE¥MR
ShRAS 5] ALRGE | ArSFERE | ANEOS (&
1ERRSS ) B
1
v1.28 e 2023F8F | 2023F12 | 2024428 | 2026528
R
v1.27 e/ 2023704 | 2023408 | 2023£E10 | 2025£10
A B B B
v1.25 e 2022408 | 202211 | 2023£03 | 2025503
= B R =
v1.23 25 20214E12 | 2022£F04 | 20224F09 | 20244509
B B B B
v1.21 e AP 202146604 | 20214612 | 20226504 | 2024504
B R R =
v1.19 EOS 20204E08 | 2020£E12 | 2021403 | 2023409
B B B B
v1.17 EOS 2019812 |/ 2020807 | 2023£E01
= R B
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nA|E

RE NS R MmIcE
Kubernete | ZHalkz X AEAT | CCESEE¥AR | CCESEE¥AR | CCEEEEFIR
SRS 8] AANESE | ARSERSE | AEOS (=
1EARSS ) A
]
v1.15 EOS 2019406 / 2019412 2022409
=] = B
v1.13 EOS 20184E12 |/ 20194E06 | 2022403
)= B )=
v1.11 EOS 2018408 |/ 20184E10 | 2021403
)= )= )=
v1.9 EOS 20174E12 |/ 20184E03 | 2020412
)= =) )=
(1 e
CCEI I S5 R A R AN R -
o a: LEBEIEHIE. APISTBIE.
o b: (NIBAPISLOIRE,
CCE SRR A= EIRAA
o JRANMMNER: ErLUEIE CCEERFNNIRAIRIE FRFTAIKuberneteshRA4F 4,
BEETEIZRAIREEREEITERIIIE, FERTFCCEIRSSLA,
o RAFEAME: CCEEMFBIRAZIRLKIE, IBETE. ELUSZRARTF
SIS, S CCEIRSSSLARE
e JRAEOS ({ZLERRSS ) MER: CCEERFARAEOSZfE, CCEEABSIFZARAR
S0, FERNNRHEENAORARSE, 8t EH. BR/AEEE. 4T
HRURTBIES ., AEHESEERYE, ABEHRATCCERSSLARIE,
CCE &8HiRAS1%AH

o EERIRA: B xy, ExIIhttXKubernetesBIEZERRA, yrIritX
KubernetesHREBRRAS, #1552 WitXKuberneteshR AS5RHEE .
o ANThRA: X Hxy.z-r(n), Hix.yHCCEERIRA, zHCCERAYINRA
=, -r(n)VWFRRHTRES .

5-1 &EHRAS

SRR vir1_.2

EPHRAS
| | |__|
—r0 WTIRES

e [
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https://kubernetes.io/zh-cn/releases/version-skew-policy/#supported-versions

=REES|E
e 5

CCE 85 RIR

AT HEEAEHFE. MBENFRE/TR, FR%E. BE. TEEAIKuberneteshiz
A, BWEERFAMCCESERE . CCEERFRAEOSZIT, BRTIRIRIGENAVRASZEF
LA CCERRSSSLALREE, 1B1ES5 W0 MASFHRCCEEEY

ERLIBE AR5 ZEEEFS, BINSTIIXKuberneteshiRAARIRTAMAFHER, #FH
RN SRS EMEFIAT ST
o ERERAFER:

CCEESRFIFBIRATF R, BAFARBREIRS-1.

nRIBICHR

H
o0

& 5-1 FAREE

CCEERBHRAS IFAHREINSERES
v1.15 v1.19
v1.17 v1.19
v1.19 v1.23
v1.21
v1.21 v1.25
v1.23
v1.23 v1.25
v1.27
v1.25 v1.27

o ANTHRAFER:
CCEEERF ST IFFHR SRR A E &N T AR

5.1.2 Kubernetes irZA<i5 88

5.1.2.1 Kubernetes 1.28 ki Zi5iB8

=HEE5|E (CCE) M™IRBEEX—EMIAE, ESZiF6i#EKubernetes 1.2858%,
A B Kubernetes 1.28kRAHIZZE 1R o

&5l
o EEIA
o FEAFMERAFIEIGIE
o APIEE5SFH
o FEMIERGSITEH
e CCEXJKubernetes 1.28}RAAYIE R
o SEE
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para B

RS AE 5 FERETICR
BEEHA

fEKubernetes 1.28hR4A, FAEERAEETH, ROTENEIX, NMESREER
FREAMERE, WIRFARARTERPER T BENEAERFGES, B2UAE
HEZRZ U HITIER R

fEKubernetes 1.28 ixA<, Ceph FS #tPRHRGETE v1.28 H5FH, FFitkiI®E v1.31
FfiER (#EXIEBITEIBT CSIIFE ) . EINER Ceph CSI E=FHTFEIRNTE
FERBERBGE.

fEKubernetes 1.28 kg7, Ceph RBD WIRIREFETE v1.28 HFH, HitkIE
v1.31 iR (HXIgHEITHRIET CSIERE ) o EIER RBD #&3(AY Ceph CSI
E=HEEIREEFENBREE.

FHERHENRAFIEIR R

HXAFERIAphaBERBAAZER . Betaf R—REVAB . GAMBRS—ERIAEA,
BT eeER ( SERERAFHPFXNFFXINEE ) o CCEXTFFERIZRIR S KRET—

Mo

WRAMRERESHT RE3 TR

M1.288 452 E/1.25 TYET S, KuberneteshR 4w E RIS ST iFR0IEIF
H/TED RRET BRI 3 MRER. XESHRNEERERAFRSITTEE,
BIFRMRIFSSHFAUREBIRA . EZ2MAHIESERERER -

ANEARYERIA StorageClass I ZE GA

#EKubernetes 1.28hr7A, AIEMABAIA StorageClass TEINEHMEGCGA, XIRIG
SR MR A MH T BRiIARYStorageClasses APersistentVolumeClaim (PVC) #{E
895,

PersistentVolume (PV) {=#IS8E/EX A ZKIZE storageClassName A, Bz
B EAIREBERY PersistentVolumeClaim 2 E—MERIABY StorageClass. ItEFh,
AP BR53287RY PersistentVolumeClaim NI RN RIFIBEMNER
BERSEXISERRAY StorageClass Bk, BESEAEATIESERIA
StorageClassit#/{E -

F4iBERZE (Alpha)

fEKubernetes 1.28irA, R4DEREELAAlphalRARIER A . HTE Init Z2E

W INT —ANHTRY restartPolicy FEE, 1ZFERTE SidecarContainers 5% J1=E B

A, FEIENRE, BEHESEENBLNMEERR, FLK8SHXE

%{RE Alpha [ ERRYEHAN SR PERILEINGE. BESERAEDIBESEREL
g%o

BEIRAKIE (Alpha)

fEKubernetes 1.28iRA, &% T BFUOHERLZETFHRAYEFINE RERAA
) . iZ4FHAphatF e, HEREHITHRAY, SEEFRARRIMRAR kube-
apiserver ARNBHIIRERRE (H. IRA. TR ) BHRS . EXMERTER
BRAERE—oTHBY apiserver 12HtIRSS , B KRR RIAT BT LLERER
B9 apiserver 1, SEIEREM . iZ4FEReERIZGW, (EFEFENZ, CCER
BIRHAIFAREEN BN B TIRAL, RItAFEEZIFE SRS ) . BS(EF
BT ESERSRAMCE,

T IR ERAF AR GA

fEKubernetes 1.28kRA, TRIFAEXINFEARIGAME: . S— 1T =X FE
2B Kubelet B9 Node Shutdown Manager #&UZIAT, StatefulSet A9 Pod ¥
SEBELZIPRES, HETFERHIFNETIT R L. SAFPRMAZTREEL
FAAKENERT, ATLAFENAINodeFT Fout-of-serviceRSism, LUFEEIZT =
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.28.md#no-really-you-must-read-this-before-you-upgrade
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.28.md#no-really-you-must-read-this-before-you-upgrade
https://github.com/ceph/ceph-csi
https://github.com/ceph/ceph-csi
https://kubernetes.io/zh-cn/releases/version-skew-policy/
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#retroactive-default-storageclass-assignment
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#retroactive-default-storageclass-assignment
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/feature-gates/#feature-stages
https://kubernetes.io/zh-cn/blog/2023/08/25/native-sidecar-containers/
https://kubernetes.io/zh-cn/blog/2023/08/25/native-sidecar-containers/
https://kubernetes.io/zh-cn/blog/2023/08/28/kubernetes-1-28-feature-mixed-version-proxy-alpha/

par b
RS NE

5 FmAKMicR

EHYStatefulSetAIPodFVolumeAttachmentstisg#EIMIESR, FHEEEAINode Ll
EHERAYPod . BR(FAMTIESE D RIEKEXA.

NodeSwap4¥4iXZ|Beta

7EKubernetes 1.28kRAS, NodeSwapgEiHZEBetahRAs . BEMHPALTFEIAR
IR, BEFFNodeSwapl R Z4F T LAALInuxT = _EiETAY

Kubernetes T{ERAFZEN TR ENGFERE . SEIENZE, ZIFERAHM
ZEBetafFlk, (BMAFE—LEEILENONTHEZENKE ., BEZFEREDESE
NodeSwap4Fits .

JobfEXFFE

T&;Kubernetes 1.28kR7A, 1EI0T Pod EHASREEF IE T 25 INELEREIF Nalphats
- PodEEiRERER
FIANBERT, = Pod HAZILE (Terminating ) K7 ( FIMNAFIE HEIRX
Hl&l ) BF, Kubernetes &37BNBIE—NESHRAY Pod, ELLIXAIESERA Pod
RIETT.
#EKubernetes 1.28hRA AT LUER)obPodReplacementPolicy SRS FHiZ4E
. BTLATE)obAYSpecthE X podReplacementPolicy, BRIXENRE K
Failed, TEIR B HFailedZf5, Pod {XFEIXZE Failed MERRT A SE R, A
EEEIIMTFLRIESTES ( Terminating ) At#Es R, I, (REILUEE Job
29 .sgztus.termination FE ., 1ZFEBIERREZLIEZEFRY Job FTXEAY
Pod #=,

- ERSINEIRRSE

ZMANBRT, 25|89 Job (Indexed Job ) B9 Pod LM REW ST TR,
5 .spec.backoffLimit FERFMZ B BEINAEIRS, XEKE, WREFE
EANKSER Pod —EIFEELEM, N£ Pod £ EFHEEN, BEEIEIRIRENX
ZPRSIE. —BEIXZIPRGIE, BB Job BEIFCHEY, HEANRELZS|
89 Pod EEATREMABHBE . LATZRRS INEIRRFIAESER.
fEKubernetes 1.28krA, AILAIBIIERSEEFAY JobBackoffLimitPerindex
I IIERB ALY . FRZE, RiFEelETZE5(AY Job (Indexed
Job ) BHERE .spec.backoffLimitPerindex FE% ., HE N obRILMUXEHEIT IS
ERYEPRAY, SAEHTEL.

CELtE4F
fEKubernetes 1.28kxZA, CELBEA#H1T T HEMNAYIEIR
- CRD {5/ CEL ##47 Validate R94FMEH Z=Beta

IZEHETEV1 . 25RA M EL F K JoBetahR A . Wi CEL RIAXNEIEEMAE
CRD #, oJLMEFABEEAER Webhook BIIER FRRRAERSIT CR LAl
BHTIGIERIFRG . FEARRAURRAS, KLY R CEL RIATNAITNEE, LASIFR
IAMEFN CRD #&i,

- ETCELRYENESIHIZBeta

ETEAZRIAINES (CEL) RENEHRAIESRIRY, 3T kube-apiserver 2
ZERNER, AJLAER CEL RIATURRERTEZEIERIBR, AfEH
Webhook ENZEHII—FPENRTSE, A v1.28 1, CEL ENEFIKALRI
Beta, EIESARINT —LHilhaE, BEERRT:

i.  ValidatingAdmissionPolicy S:EUSEIER LAEFRERME CEL FRiAzLHAY
“authorizer” s,

ii. ValidatingAdmissionPolicy 375X messageExpression FEZH TG

=,
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https://kubernetes.io/zh-cn/blog/2023/08/16/kubernetes-1-28-non-graceful-node-shutdown-ga/
https://kubernetes.io/zh-cn/blog/2023/08/24/swap-linux-beta/
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#pod-replacement-policy
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#backoff-limit-per-index

=ARES|E
Hﬁ%/ \4=

P m&RMicR

APl ZTESFHH

iii. kube-controller-manager B{4#rt& ValidatingAdmissionPolicy =l
28, AAskX$ ValidatingAdmissionPolicy FfY CEL FATMEEBUEE,
Hig= lﬁ?_ EREFEH,

iv. ZIFTEHE, nJLAE ValidatingAdmissionPolicy FENTE, AGE

E N EHAthZE gﬁﬂiﬁﬁ Eo

v. HiE CEL FEREZIERT Kubernetes BY resource.Quantity 5BV THE
o
HEe4F R
1. f£Kubernetes 1.28kfxA, ServiceNodePortStaticSubrange 44 gbeta, fiF
RBEFSIKTEE, BeSHEstmOMR. BAMT515SEINodePort
Service3Fictn AT B G2IHSE
2. fEKubernetes 1.28fRZA, N7 alphaiFtfConsistentListFromCache, FtiF

kube-apiserver NEFHIZE—EMETIZR, GetFlListiERAILANEZHIZEE
12, MAFZEMetcd3REL,

3. fEKubernetes 1.28fR7As, kubeletf ﬂzﬁﬂﬁdrop inB R (alphatit) . Z4FHE
iFEEkubeletiiINXT “--config-dir” #r&HISZE, URIFBPIEE—MEANEB
R, ZEFBEEMTFUTUERKubeletfIELE /etc/kubernetes/kubelet.conf,

4. ¥EKubernetes 1.28hx7Z<, ExpandedDNSConfig FFRZEGA, ERASFTF. %
ST T EDONSHECE .

5. f£Kubernetes 1.28hx7A, $EHtAlpha4F4CRD Validation Ratcheting. iZ4FtE
FiFPatchai & UpdateidsKiR B BT ARSI EZNFE, ERIFCRIGIELRY .

6. f£Kubernetes 1.28kx74~, kube-controller-manageri#fil Y --concurrent-cron-
job-syncs flagF3kigZ &cron job controllerfworkers#{ .

fEKubernetes 1.28krA, FBFR4FIENetworkPolicyStatus, ElttNetwork PolicyA~
AAstatus/gtt,

TEKubernetes 1.28ik7N, JobIT&RAIENNT FhHJannotationbatch.kubernetes.io/
cronJob-scheduled-timestamp, Z:=<JobRIEIZEATIE .

TfEKubernetes 1.28k7, Job APIFR;FNpodReplacementPolicyfterminating=2
E&, HEI—BkaitliEIpodEIL, JobFEMENEmEpod. FINFRAITFH
g ERIlIPod& IE [E37 A& %EPd ([R1TH ) , l_IEr MEHIPodTEE
IEfEAEHEPod (1T ) o IX2—IN Alpha FB4FIE, EBRLIBIESERFE
FHJobPodReplacementPolicy K5 1Z4F %

fEKubernetes 1.28k74~, Job3ziEBackoffLimitPerindex=E& . Lei{FERINZEIT
JobE’JBﬁHREJobEF'E’\J MPodE=— Backoffil&l, 2JobikZ!XBackofftIfRs!
AY, B4 Job%ll/ﬁ\%&hﬂjjﬁ'&mﬂl HBEERR, 8iFERETHINdex, LFER
XM AYindexig BEBackoff, EZ{ER1ES WEESINEIERES .

EKubernetes 1.28kfA, i#xfINServedVersions=E&ZF! StorageVersion APIfR, iZ
THURRERERAIFESIN . 1ZIBINZFELServedVersions BT RBBAPIRSEEHT
LARHAIRRAS .

fEKubernetes 1.28ik7A, SelfSubjectReview i#xINZEIZauthentication.k8s.io/v1
th, FHkubectl auth whoamizE@EGA,

fEKubernetes 1.28kk74, PersistentVolumeB T — 1 HiI=RES
LastPhaseTransitionTime, FIR{R{FaiE—iRvolumeitZzPhaseRYATIE],
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https://kubernetes.io/zh-cn/blog/2023/05/11/nodeport-dynamic-and-static-allocation/
https://kubernetes.io/zh-cn/blog/2023/05/11/nodeport-dynamic-and-static-allocation/
https://kubernetes.io/zh-cn/blog/2023/08/21/kubernetes-1-28-jobapi-update/
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#backoff-limit-per-index

par T
RS NE

5 FmA&MicH

HHENERBSITEH
[ ]

fEKubernetes 1.28kr4x, PVC.StatusH#Z[fresizeStatus, {£F
AllocatedResourceStatusE{t, resizeStatusFERBAEEIZAEA/IMBIERPIRS, BRIA
RNEZFRER,

fEKubernetes 1.28kR7AS, & & 7 hostNetwork: trueFFEENX T portsiPods, B
iR Bhostport=Eg

fEKubernetes 1.28fk7A, StatefulSetAdPodZ=5 iR & FIPodiItRE
statefulset.kubernetes.io/pod-index.,

TEKubernetes 1.28kfxA<, PodRYCondition=FE&FHIPodHasNetworkEas3 9
PodReadyToStartContainers, FARERIAMLEE . EEFEKINEIZE, sandbox podE2
ZOIER, AILIEhEE.

TEKubernetes 1.28kfxA, fEKubeSchedulerConfigurationsFi0 T #FAYECEEIR
delayCacheUntilActive, Z&#J9truelit, FEmastertimAkube-schedulerfis
ZFRAEGER. XREEHRNRFRETEND, EESHEDRREHNIER,
SIS HRE

TEKubernetes 1.28rA<, fEadmissionregistration.k8s.io/
vlalpha1.ValidatingAdmissionPolicy=® 7 illnamespaceParamRef=EZ .

TfEKubernetes 1.28ikAx, TECRD validation rules/rizflreasonflfieldPath, iF
FPEERIERMAY R EFIFER BRI

fEKubernetes 1.28kk7s, ValidatingAdmissionPolicyA9CELFIAT @IS
namespaceObjectsziFnamespaceifz|al,

TEKubernetes 1.28ik7A, YEAPI groups ValidatingAdmissionPolicy #0
ValidatingAdmissionPolicyBinding 12FZbetav1,

TEKubernetes 1.28kA, ValidatingAdmissionPolicy 3" ¥ messageExpression
FE, BROECHITEE,

fEKubernetes 1.28hR7A, kubeletf8f T flag -short, [Eltbkubectl version EXIA
i Skubectl version -shorttg[E .

TEKubernetes 1.28kfxA, kube-controller-manager/&#flag--volume-host-cidr-
denylist®]--volume-host-allow-local-loopback, --volume-host-cidr-denylistE
FESHRI— 1 CIDRSEESIE, ZIH{FERXLtblt FRYEHEHEF, --volume-
host-allow-local-loopbackfalseldt, Z&IEZAMB[E]I#EIPHELEF]--volume-host-cidr-
denylistAT#EERICIDREE .

TEKubernetes 1.28kRA, kubelet --azure-container-registry-config #F7FBFH1E
RFARRAF MR, 15{EHH --image-credential-provider-config 1 --
image-credential-provider-bin-dir SRR & .

TEKubernetes 1.28kfx7A, kube-scheduler: ffilf& T --lock-object-namespace #0 --
lock-object-name, i5{#F --leader-elect-resource-namespace # --leader-
elect-resource-name =Y, ComponentConfig RECEIXLS %, ( --lock-object-
namespace RE M BIXIRAYTREZ T8, --lock-object-name ke X BIXIRAIA
R )

fEKubernetes 1.28kr#A, KMSv1 EFH, MUERSEKEZEEH . 1588

KMSv2, ERKhRAT, IRE --feature-gates=KMSvi=true LU{EFREZAH
KMSv1 Ihge,

fEKubernetes 1.28kA, AT U TF4FEIIZE: DelegateFSGroupToCSIDriver .,
DevicePlugins. KubeletCredentialProviders. MixedProtocolLBService.
ServicelnternalTrafficPolicy. ServicelPStaticSubrange.
EndpointSliceTerminatingCondition .
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RS NE 5 FmAICHR

1
o0

CCE X3 Kubernetes 1.28 R ANE91EER

TEMRALEIFERRH, CCERXIKubernetes 1.28 RAHITERANIES, FHRMHINEEE
5%

X FCCEERLRANIEFNRAA, 152 W CCESERFhRA &R

SER
%FKubernetes 1.28 SEAARARIMAEFILLAMMERRNES R, 55%:

e Kubernetes v1.28 Release Notes

5.1.2.2 Kubernetes 1.27 hrZ<i50H

RS (CCE) EREF/HX—XMANE, MExiFtliEKubernetes 1.278E8%,
AKX B Kubernetes 1.27hRAHEXTF1.25 iR AFREAYZE SRR .

]
o FE4FH
o FHTIMR
e CCEXJKubernetes 1.27hRANAIIE5EH
o SEHEE
EE5

Kubernetes 1.27kRA
e SeccompDefaultiFEEHNIEEMER

aNE(EASeccompDefaultistt, BFEEAE T =AYkubelet/5F--seccomp-
default@pS1THRE . MNRBAIZIFE, kubelet S HFFE TIEREHENANER
RuntimeDefault seccompBc BN, 1ZEBEXHHBRIEITIIEN, MmARER
Unconfined ( Z2F3seccomp ) &=,

o JobAILIFERES

Z45EEKubernetes 1.22RAH5IN, HBIEHANREME . EAZHIBERT,
HITEN PodFBEE—ERILIR TIZTT, BIINFHEMBPodER— AKX . 245
FFTEJobFHARIEXMURAESS . AT LAERsuspendFERIE#RRIob, 7EJobiEEiM
E&, PodiEtRFPAVAEEES (FIANTmikiEes. PasEftE. RENE. FRE)
RFER . FHEEENTTRAERES.

e Downward APl HugePagesE2# \t2EMER

TEKubernetes 1.20kkA=, Downward APIS|\ T requests.hugepages-
<pagesize>Klimits.hugepages-<pagesize>, HugePageRILAFNIEM:ZE—H£i%
=

o  PodifEFESH N\BetafiER

PodBlEfS, KubernetesiERRFSRAREESENT RizfTpendingiR7SHY
Pod., 7ESCRRfERERY, —LPodmlgESHTFREAREKA @A FpendingikZs. X
LepodngE R MNEREPRIE B (=T (UNCluster Autoscaler ) . BiZEE/M
B&PodHY.spec.schedulingGates, &aJLA=FIPod{ali/EFIFHITEE . I FIHES
DPodiAEMEES .
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.28.md
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/kubelet/
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/job/#mutable-scheduling-directives
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/downward-api/
https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/pod-scheduling-readiness/
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https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#access-modes
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https://kubernetes.io/zh-cn/docs/tasks/manage-kubernetes-objects/declarative-config/#%E6%9B%BF%E4%BB%A3%E6%96%B9%E5%BC%8F-kubectl-apply-f-%E7%9B%AE%E5%BD%95-prune
https://kubernetes.io/zh-cn/docs/tasks/manage-kubernetes-objects/declarative-config/#%E6%9B%BF%E4%BB%A3%E6%96%B9%E5%BC%8F-kubectl-apply-f-%E7%9B%AE%E5%BD%95-prune
https://kubernetes.io/zh-cn/docs/reference/command-line-tools-reference/feature-gates/
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https://kubernetes.io/zh-cn/blog/2023/05/15/speed-up-pod-startup/
https://kubernetes.io/zh-cn/docs/tasks/administer-cluster/kms-provider/
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https://kubernetes.io/zh-cn/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
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https://kubernetes.io/zh-cn/docs/concepts/scheduling-eviction/pod-scheduling-readiness/
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https://kubernetes.io/blog/2018/07/24/feature-highlight-cpu-manager/
https://kubernetes.io/zh-cn/docs/tasks/administer-cluster/cpu-management-policies/#static-policy-options
https://kubernetes.io/zh-cn/docs/tasks/administer-cluster/cpu-management-policies/#static-policy-options
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https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#cross-namespace-data-sources
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#retroactive-default-storageclass-assignment
https://kubernetes.io/zh-cn/docs/concepts/storage/persistent-volumes/#retroactive-default-storageclass-assignment
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https://kubernetes.io/zh-cn/docs/tasks/run-application/configure-pdb/#unhealthy-pod-eviction-policy
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https://github.com/kubernetes/enhancements/issues/625
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https://github.com/kubernetes/kubernetes/pull/111258
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https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/statefulset/#minimum-ready-seconds
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https://www.cncf.io/announcements/2021/10/13/inclusive-naming-initiative-announces-new-community-resources-for-a-more-inclusive-future/
https://github.com/kubernetes/kubernetes/pull/113116
https://github.com/kubernetes/kubernetes/pull/112643
https://github.com/kubernetes/kubernetes/pull/112643
https://github.com/kubernetes/kubernetes/pull/38186
https://github.com/kubernetes/kubernetes/pull/112261
https://github.com/kubernetes/kubernetes/pull/112120
https://github.com/kubernetes/enhancements/tree/3cb66bd0a1ef973ebcc974f935f0ac5cba9db4b2/keps/sig-instrumentation/2845-deprecate-klog-specific-flags-in-k8s-components#removed-klog-flags
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.27.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.26.md
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https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/migrate-from-psp/
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/ephemeral-containers/
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https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/security-context/
https://github.com/google/cel-spec
https://github.com/google/cel-spec
https://kubernetes.io/zh-cn/docs/tasks/extend-kubernetes/custom-resources/custom-resource-definitions/#validation-rules
https://kubernetes.io/zh-cn/docs/tasks/administer-cluster/kms-provider/
https://kubernetes.io/zh-cn/docs/concepts/workloads/pods/pod-lifecycle/#pod-has-network
https://kubernetes.io/zh-cn/docs/concepts/workloads/controllers/statefulset/#minimum-ready-seconds
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maxSurgeFlhostPortEIRNER, EARENERAIPodEHZE—T5 =AY1E
BAinH. EZELE, 52 WDaemonSet TEL AN £,
o XHFERAFHATEIZTPodiZHAlphasziF
XHfEEFuser namespaceiz{TPodigfftalphasziF, ¥§PodMAYroot I IRET RIS
HSMYIEFID, FENBRBESRootBNIE!T, MNENBEEEEMNLIESF
AR . BaiEdtFrNmMEe, SEHFEE T 1T
UserNamespacesStatelessPodsSupport, HEKRAFEITHIV/REEIEZIFIEIN
gt. EXR(ER, 152 WXIERuser namespaceizfTPodigf{italphasziF.
Kubernetes 1.24iRkA
o  Mkubeletdffif& Dockershim
DockershimB1. 20 ABEFREFIAK, E1.24MRAIERMKubeletfXA3FERR ., 4N
RiLEEFADocker/ EABREIZITAIANGE, FEDI%E cri-dockerd, & (FREAMD
Y #ECRIFYIZTTATEL AN Containerd/CRI-0%
MDocker Engine 1JJi%ZlContainerdASiIZIES G =B 855 |2 M DockeriEE
ZlContainerd,

(11 588

EEE TR HE RS GagentaE M ARKE Docker Enginefly, ELANTE(HEH{FERdocker
ps, docker run, docker inspect®, FBEFTEFESHMruntime, UARIIREIRECriiE
Do

e Beta APISERIAXIA
X PR —LE<HABeta APIREFEFAIL, 90%MIEEFEIERFFIRBE X U\Beta
APIZRIAFHIS, HELBetafFEBRMEFEEFEPER, BERPEARIFTHE
B, SEIXLAPITEEFIMEFEREGATE, XiFSEHBetatF ERIbugtsk—
LONES, DARFHRANERRAINIE . FTLATEY.24hRAF R, Beta APIBRIAKE, Z
BIEAEAFEHIBeta APISFRIFEIAFFS -

e 7#FOpenAPI v3
EKubernetes 1.24krAf5, OpenAPI V3ZKAFFS .

o FHRBERFHEHNIREMNER
fEKubernetes 1.24kRAf5, CSIStorageCapacity APISZiF RSB RYTFE R
N, HRPoABAERIEBEFHESENT R L, R VolumesBIEZFNEEXMSHAY
PodiAEIEIR, FHEEIESNFHEEE.

o gRPC #REtFEREBetaliER
fEKubernetes 1.24iRAfS, gRPCIREHH \Beta, EMARTF4EMEIJIESH
GRPCContainerProbe, {#HEAiE2 NEERE -

o H5M[J#ELegacyServiceAccountTokenNoAutoGenerationZAIA S H

LegacyServiceAccountTokenNoAutoGeneration3 4| JiziH N betadkzs, BIAS
FREIRE, FBREIBABRService AccountBEEh&E R Secret Token, W1REE(E
Rk RiZEARToken, EEBCHFHESecretsHiEE;, FIEESNRSKSSHE
Secret,
o %R IP DHECLAIRSZAYIRE
Kubernetes 1.245| N7 —IR#INEE, FiIFHIRFSHIERSIPHBED ECERREE B
B FEALLINEE, EEHSMIRSS P BERISEIP, MK RN .
o HTFGo 1.184RiF
fEKubernetes 1.24kRAfE, KubernetesEFGo 1.18471F, BRIAARBZIFSHA-1
BAEEEEFEEE, FIISHATWIthRSA. ECDSAWIthSHATE %, HEE=(HEH
SHA256 A4 B ATIEBHITIAILE .
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https://kubernetes.io/zh-cn/docs/tasks/manage-daemon/update-daemon-set/
https://kubernetes.io/zh-cn/blog/2022/10/03/userns-alpha/
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0601.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0601.html
https://kubernetes.io/zh-cn/docs/concepts/storage/storage-capacity/
https://kubernetes.io/zh-cn/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/#configure-probes
https://kubernetes.io/zh-cn/docs/concepts/configuration/secret/#service-account-token-secrets
https://kubernetes.io/zh-cn/docs/concepts/configuration/secret/#service-account-token-secrets
https://kubernetes.io/zh-cn/docs/concepts/services-networking/service/#service-ip-static-sub-range

par b

REBNE 5 FFRAEMICRE
e StatefulSetSz¥HR B fRAA ] HEIARE]
fEKubernetes 1.24kAf5, StatefulSetssziFr]ficEmaxUnavailable2#, (F15
RENEFAT A LAE RS 1EPods .
o  TIMKEXAFHNAlphaPE;
fEKubernetes 1.247, TIEAREIKIARFERAlIphakik. ZikubeletfI T = XAE
BIEAT LGN EDERISRAYT S X AR ERY, DR XA BIARNRAEEA . Fi15
B2 BT RIEEmEXE.
FRMER

Kubernetes 1.25ikZ

i51BiptablesHEHIFTE

Kubernetesi@® lliZiptablestRIAIRIX LM B HIEREL, XLiptableshitH
BFRETFKubernetesAIEBLIMAVAT , (VHAEMMERZS, BRIBLAEMHKIHRT
IXLEERSCHIAN TS, KubernetesA E AR ETIFHELE T BRFHX L AERSCIIA
. FMEER, 55 KubernetesiliptablesfEfRZAPI,

7EKubernetes 1.255RA S, Kubeleti@idIPTablesCleanupitEi iz MERSSRiIE
¥, BRTARENATESEIZiptablesi%, HIANKUBE-MARK-DROP, KUBE-
MARK-MASQ. KUBE-POSTROUTING, XxFi5iBiptablesitFiGAYEE, B2
ETEIPTablesiERIFTEN -

FEREIRIF RS, BIRRARSS] ARYin-treeEIREN

Kubernetes 1.24 k7

TfEKubernetes 1.24kAf5, Service.Spec.LoadBalancerlP#FH, EAESTEH
FRHEIMY . BfEFBE X annotation,

TEKubernetes 1.24kRAf5, kube-apiserverfgffr£%{--address. --insecure-bind-
address. --port. --insecure-port=0,

TEKubernetes 1.24kfxAf5, kube-controller-managerflkube-schedulerfEFRiZEN
ZS#--port=0F--address,

fEKubernetes 1.24kRAfS, kube-apiserver --audit-log-version¥[--audit-
webhook-version{¥3z#Faudit.k8s.io/v1, Kubernetes 1.24%B&audit.k8s.io/
v1[alphalbeta]1, Hg&FERaudit.k8s.io/v1,

TEKubernetes 1.24k A5, kubeletBBFRIBENZSEL--network-plugin, {XHBERi=
TR E /IDockerllY, HAFETFDockerISHA B, FH=MEDockershim—
FCHHIRR o

#EKubernetes 1.24iRAf5, shASBAEBEIBINRLEERWES, FHEKubernetes 1.24
WRAFEER . 1ZINBESINT — 1" BHEZI8ES, AILANFFATEKubernetesREtZ8 14
BT, LGS MERRsREE BT HE MR, LIS BAEEE,
FRLAEZR, E2{58i52 M Dynamic log sanitizationF] KEP-1753,
VolumeSnapshot vibetal CRD#EKubernetes 1.20iRAFEF, FEKubernetes
1.24MRAFERR, FTeXAVIIRA

EKubernetes 1.24MAE, BiEE1.11RAHEZERIservice annotation

tolerate-unready-endpoints, {#F3Service.spec.publishNotReadyAddresses{{
=8

fEKubernetes 1.24kRANf5, EFHFmetadata.clusterName=zEg, HISET— RA
B o

Kubernetes 1.24 R LARHINRZA, ZEFRT kube-proxyialffNodePortdiZ4ig, 7£
NodePort 5@#Znet.ipv4.ip_local_port_rangeSEEBE H=MIERT, GIREESH
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https://kubernetes.io/zh-cn/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/zh-cn/blog/2022/09/07/iptables-chains-not-api/
https://github.com/kubernetes/enhancements/issues/3178
https://github.com/kubernetes/kubernetes/pull/107207
https://github.com/kubernetes/enhancements/tree/master/keps/sig-instrumentation/1753-logs-sanitization#deprecation
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BENTCPELEZNIER, SHEBIEELAN. WSSEFOMWM, F&kal, B8
{REEEE B NodePortim [ S5{EE T s=net.ipv4.ip_local_port_rangesBEI{FEE S
=, BZEE, 55N KubernetesttXPR,

CCE X Kubernetes 1.25 WRZANR9IEER

TEMRAHIFERR, CCERXIKubernetes 1.25ARAHITERANVESR, FHRMHINEEE
58

KT CCEERHRARYEINRAE, 152 W CCEEEFRA AR

SEHE
%FKubernetes 1.25 SEAERAAIMAEILLAMEERNES R, 55%:

e Kubernetes v1.25 Release Notes
e Kubernetes v1.24 Release Notes

5.1.2.4 Kubernetes 1.23 hrZi50H

ZEREEB(E (CCE ) PHBIEH R—BIHIME. ASIABCCEAKubernetes 1.234R
AFURS TR

#tX1.23 ReleaseNotes

e FlexVolumeEH, EIERCSI,

e HorizontalPodAutoscaler v2iRZASGA, HorizontalPodAutoscaler APl v27£1.235R
APFIAE . AEiIFEHRHorizontalPodAutoscaler v2beta2 API, ZEIN{EREHT
A9V2hRAAPI

e PodSecuritysz#Fbeta, PodSecurityBZ{{EFAIPodSecurityPolicy, PodSecurity
E—MENEHEE, eRERELHRIIISERET RS EmnE=EHIPod
FSriEPodZ e R, 7E1.23%PodSecurityZRIABH .

#[X1.22 ReleaseNotes

e IngressiZiREAE ZiFnetworking.k8s.io/v1betal#extensions/vibetal API, N5
EAIBIRAAPIE R Ingress, SN AXIINRERSS, BRIRMER
networking.k8s.io/v1&{<{,

S

e  CustomResourceDefinitionZRAE ziFapiextensions.k8s.io/vibetal APl, {15
{FFIBIRAFAPIBIEZEENRREN, =SHENCIEREN, HinszimiE
(reconcile ) iZBEEZRRIVIEHIZE, BRM(FEHapiextensions.k8s.io/v1E{

e ClusterRole. ClusterRoleBinding. Role#IRoleBinding&RAE3ZHF
rbac.authorization.k8s.io/vibetal APl, WNSR{ERIBRAAPIESIERBACEIR, &
N FERINRIRSS , EELEEENIEESR, BRIRER
rbac.authorization.k8s.io/v1&1t.

e  KuberneteshR A& EIRAE—F4NMRAZA—F3IPhRA,

e StatefulSets Sz#FminReadySeconds.,

o EAMTENAMREIEPod vidHEFRENLIEIEMIFRPOd ( LogarithmicScaleDown ) . EF
ZhFE, SJLUEREPod#AESAIBENME, BT Podinid D LU RAYIE .
EZ(EE, 52 MKEP-2185%0issues 96748,
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https://github.com/kubernetes/kubernetes/pull/108496
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.25.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.24.md
https://kubernetes.io/docs/concepts/security/pod-security-admission/
https://github.com/kubernetes/enhancements/tree/master/keps/sig-apps/2185-random-pod-select-on-replicaset-downscale
https://github.com/kubernetes/kubernetes/issues/96748?spm=a2c4g.11186623.0.0.1de23edc3yorUN
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e BoundServiceAccountTokenVolumelH 2 iaE, ZIFEEEISIEFA RS KRS
( ServiceAccount ) Tokenf9Z e, MZ T PodiEE;Tokenfy53,, Kubernetes
1.21 %A LR AR ERE P EAFT S .

SEE
%FKubernetes 1. 23 5EBARARIMALISLLAIEEREMNES(ER, B2

e Kubernetes v1.23 Release Notes

e Kubernetes v1.22 Release Notes

5.1.2.5 Kubernetes 1.21 hrZ~50H

RABBIE ((CCE) PRSER—EIEATE. A BCCERTBKubernetes 1.2147
AT B

BEEXESHEH
#X1.21 ReleaseNotes

e CronJobIEEEWFIRERTS, RASZAbatch/vi,

o  AnJEHISecretflConfigMaplFE EAREIREIRT . MIXLEEXISIRIN T —1HFHY
AOLFE, LUEEEN, EHEn(RIFERI RS st TE PR N AEFIIE
o EAXLEEEEARTTLY, kubelet REMSMEECIHER , XD T kube-
apiserverfyfazk, 125 7T BHMMEE, E2EE, 52 Immutable
ConfigMaps.

o MEPEXAMECHRKREIMIRE, BILLEF, kubeletA] LRI =%14],
HAJ LM IEZT mA9Pod . TELEFIZAT, H PRk, HPodi&BiERE
FREFRYLR IEE AR, XS T TERED@, Mitkubeletr] LUBEIS systemdis
MEMEXFRRS, FBIMIETEITAIPod, FEIMUHEREEIL,

o EBEBZ/NAEMPodIMTERTLAERkKubectl.kubernetes.io/ZRIA A 22+ Akubectl
STUERER

e PodSecurityPolicy[E%, 1¥&EZ Whttps://kubernetes.io/blog/2021/04/06/
podsecuritypolicy-deprecation-past-present-and-future/,

e BoundServiceAccountTokenVolumefEFthiHt \Beta, Z4FIEREIZIRFAIRSKS
( ServiceAccount ) Tokenf9Z e, MZ T PodiEE;Tokenfy53,, Kubernetes
1.21 R UA B AR ERE RS EAFT S .

#X1.20 ReleaseNotes

o  APURFERFIAFHEXEIMIAT, BABH. XftiFkube-apiserveriZ{fL5E 4k
SHENBEKRFHITHE, EZEE, 15S WAPI Priority and Fairness,

e {BE exec probe timeoutsAEMAIBUG, TEULIEEZHI, exec IRNBAEE
timeoutSeconds FE, 1Bk, RNELREzT, EEBIHESEIEIEBE],
BRIREIER, BILENR, NRKIEEE, BERZOME, BAMERF . 10
RN EEE—F, TRESSHMNARBRELN .. BB RIREFERZS
THRIR FE#timeoutSeconds=EZ . #75|\BY ExecProbeTimeout 454 JiZFfE
ﬁ?ﬂgi@%%ﬁi‘i{’lfﬁﬁ‘éﬂ%w—kgéuL‘iﬁﬁﬁ’ﬂﬁ?ﬂ, (BIXMT B ERERAPHIE

IBF o

e RuntimeClassBiAZIFRERZES . RuntimeClassZFRit T —FHl, BT

BEhpZMa1TH, HEEXZBSRETiIEEATRESIEmE.

.

]
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https://kubernetes.io/zh-cn/docs/reference/access-authn-authz/service-accounts-admin/#bound-service-account-token-volume
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.23.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.22.md
https://kubernetes.io/docs/concepts/configuration/configmap/#configmap-immutable
https://kubernetes.io/docs/concepts/configuration/configmap/#configmap-immutable
https://kubernetes.io/blog/2021/04/06/podsecuritypolicy-deprecation-past-present-and-future/
https://kubernetes.io/blog/2021/04/06/podsecuritypolicy-deprecation-past-present-and-future/
https://kubernetes.io/zh-cn/docs/reference/access-authn-authz/service-accounts-admin/#bound-service-account-token-volume
https://kubernetes.io/docs/concepts/cluster-administration/flow-control/

=ARES|E
RSN 5 P AMmICR

o  kubectlifFi XA . kubectlFiX BN kubectUR2HXSE IWiEIK TIER
AISZHF o

e DockershimfE1.20#trCHKRS, BalfEnI LA LR PERDocker, %250
S5£EERNSESHEER (Image ) TX . BKATTLAERDockertai2 ERRIE
1%, BEZ(EE, i52 W Dockershim Deprecation FAQ,

SEGEE
X FKubernetes 1.21 5EMARAAIMEREXILLFNTNEEEHIEZ(EE

e Kubernetes v1.21 Release Notes

oif
c
Tl
W
i

e Kubernetes v1.20 Release Notes

5.1.2.6 ({=1L4F ) Kubernetes 1.19 hrZiiA8

=A% (CCE) PGB R—EMAE. AXNBCCEATEKubernetes 1.195%
PN Gl

#t[X1.19 ReleaseNotes

o IENNRIvSphere in-treeBiFFEEvSphere CSIIRENAYZIE . in-tree vSphere
VolumetRH{HIS B, FHEGRAMRAFMHIER.

e apiextensions.k8s.io/vibetalEFH, #EF{FHapiextensions.k8s.io/v1,

e apiregistration.k8s.io/vibetal1EFHA, #Z(FHapiregistration.k8s.io/v1,

e authentication.k8s.io/vibetal. authorization.k8s.io/vibetalB&FR, 1.2245%#%
f&, HEFE({ERauthentication.k8s.io/v1. authorization.k8s.io/v1.

e autoscaling/v2betal EFH, #ZFFEautoscaling/v2beta2,
e coordination.k8s.io/vibetalfE1.19EF, 1.22/5#k%, HZEFERVI,
e  Kube-apiserver: componentstatus APIEFH .

e Kubeadm: kubeadm config viewas S EHFR, FRSERKMRASFMIER, 15E
FAkubectl get cm -0 yaml -n kube-system kubeadm-configSRE1ZE3XEX

kubeadmfcE .
e Kubeadm: FFkubeadm alpha kubelet config enable-dynamic&s$ .
e Kubeadm: kubeadm alpha certs renewds<--use-apiZ¥ &M,
e  Kubernetes B 3ziFtasEhyperkubeiziz o
° Regove --export flag from kubectl get command - kubectl get##&5[& --export
e alphafFtE “ResourceLimitsPriorityFunction” B2MIR.
e storage.k8s.io/vibetal BFH, #=fEHstorage.k8s.io/v1,

#£X1.18 ReleaseNotes

e  kube-apiserver
- apps/vibetal and apps/v1beta2 FERE R REABIRMIRS , {FHBapps/v1E
Ko
- extensions/vlbetal Fdaemonsets, deployments, replicasetsF~Biz{tiR

55, {FERapps/V1&1L.
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https://kubernetes.io/blog/2020/12/02/dockershim-faq/
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.21.md
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.20.md
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- extensions/v1betal FnetworkpoliciesA<Bi2tiRsS, F/H
networking.k8s.io/V1&1t .

- extensions/v1betal FpodsecuritypoliciesA~Bi2ttiRsS, {ERpolicy/
vibetal1&{t,

kubelet

- --redirect-container-streamingf¥EEFER, v1.208EXEF .

-  BEESIES /metrics/resource/vialphal AR Ik S FRIFFE ESENE
FH. 1B IRS /metrics/resource FRIEEFRE:
®  scrape_error --> scrape_error

®" node_cpu_usage_seconds_total --> node_cpu_usage_seconds

"  node_memory_working_set_bytes -->
node_memory_working_set_bytes

®  container_cpu_usage_seconds_total --> container_cpu_usage_seconds

®  container_memory_working_set_bytes -->
container_memory_working_set_bytes

. sCrape_error --> scrape_error

- EEFRNAITHRE, kubeletSAEBARIECSIHISEEIZCSI NodePublishVolume
BirBR. tJeeRE2EN I EHRCSIIRENER, LAEMEIFEINLGIE BRI,

kube-proxy

- --healthz-port#--metrics-port S EAZENER, i5{FH--healthz-bind-
address#--metrics-bind-address,

- i&JNEndpointSliceProxyingIhRgikIRLAIZES | kube-proxy® EndpointSliceshfsE
F, BABRTEERItINEE,
kubeadm

- kubeadm upgrade nodefd--kubelet-version&# 2, SESLERATH
B

- kubeadm alpha certs renew#p<Hi--use-api2 ¥ 2 ERH .

- kube-dnsBFHR, EIBRAINRAFIGABEZS .

hRAS P HIER
kubectl

- —-dry-runFEEi{FEHbooleanFunset values, FrhrkZAHserver|clientjnones
WIEA

- kubectl apply --server-dry-runE2%H, &ieJ9--dry-run=server,
add-ons

HiB&cluster-monitoringlff4

kube-scheduler
- scheduling_duration_secondsigtrE7FH

- scheduling_algorithm_predicate_evaluation_seconds#[]
scheduling_algorithm_priority_evaluation_secondsigtrE2 &M, {FH
framework_extension_point_duration_seconds[extension_point="Filter"]#[
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SEHE

framework_extension_point_duration_seconds[extension_point="Score"]&
(o

- JAEEREEAlwaysCheckAllPredicatesE & .

=V

- k8s.io/node-apitEF B EH . ERNEM, BILUER{IFK8s.io/apiFaY
RuntimeClassZ5EUF1{i/ Fk8s.io/client-godHJgenerated clients.,

- BEMapiserver_request_total iz “client” 5,

X FKubernetes 1.195EHAMRARIIEBEXILLFNINEEEHIEREE, BS%E:

Kubernetes v1.19.0 Release Notes
Kubernetes v1.18.0 Release Notes

5.1.2.7 (=143 ) Kubernetes 1.17 fRZSi58H

=HE5I%E (CCE) PR R—EMIAE. AXNBCCERfKubernetes 1.17kR
PNZy RN

BFREESFHFHA

HitnZFMizhs

apps/vibetalfllapps/v1beta2 FETE R IEABIEMIRSS, FERapps/v1&H.

extensions/v1betal Fdaemonsets. deployments. replicasets~EBigtIRSS, fF
Fapps/V1EL,

extensions/v1betal FnetworkpoliciesA~Bi2iRsS, {FHnetworking.k8s.io/v1
= Av

;)C(tensions/w betal T podsecuritypoliciesABi2tiRsS, {FMApolicy/vibetal&
extensions/vibetal ingress v1.20iRASBIRMHIRSS, HFin{ERA
networking.k8s.io/v1betal,

scheduling.k8s.io/v1betal and scheduling.k8s.io/v1alphal T~AYPriorityClassitx!
HE1I7ABIRHARSS, TR ZEscheduling k8s.io/v1,

events.k8s.io/v1betalHievent series.stateZEREEE, 1F1E1.18MRAF LR,

apiextensions.k8s.io/v1betal ~CustomResourceDefinition2 /&%, 1$HE1.19R
Fi2HARSS, (FF3apiextensions.k8s.io/v1,

admissionregistration.k8s.io/v1betal MutatingWebhookConfigurationf[
ValidatingWebhookConfigurationE/&#, S 19 ERMIRSS, (FA
admissionregistration.k8s.io/v1&#,,

rbac.authorization.k8s.io/v1alphal and rbac.authorization.k8s.io/v1beta1#&/%&
%, {ERrbac.authorization.k8s.io/V1&{t, v1.20&IEE1EARSS .

storage.k8s.io/vibetal CSINode object ERFHSERFIRAPIELR

FEFR0utOfDisk node condition, M 9{EHDiskPressure,

scheduler.alpha.kubernetes.io/critical-pod annotationE2##kR, NFEEX IR
HpriorityClassName,
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.19.md#changes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.18.md#changes

par
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e beta.kubernetes.io/osflbeta.kubernetes.io/archfE1. 14k AF ERER, 1TXIE
1. 18R AR
o Z|HEiI--node-labelsi& Ekubernetes.iof1k8s.io NBIERRIIRS, EhRAH
kubernetes.io/availablezoneizlabelfE1.17##8R, KX Hfailure-
domain.beta.kubernetes.io/zone3kEXAZIZ & .
e betakubernetes.io/instance-typet#/EF, {FFnode.kubernetes.io/instance-
typeEft,
o  BP&{kubelet_root_dir}/pluginsi&iZ.
o TERRHNEEREAESsystem:csi-external-provisionerflsystem:csi-external-
attacher,
SEHE

FKTFKubernetes 1.175EfthhRANRIEEEILLAINBERHMES(ER, 1B5%:

e Kubernetes v1.17.0 Release Notes
e Kubernetes v1.16.0 Release Notes

5.1.2.8 ({=1t4P ) Kubernetes 1.15 kRZ<i5iA8

A3 (CCE ) PASEIBH K—BIMAE . AABCCERTFKubernetes 11547
LT

AT BES AT S EEERRRIRSS , WIREERIREN TEKuberneteshk A, 15
B SR RHBEE R Z IR IEAIKubernetes&E8%

WRZAN1ER
CCEftXdKubernetes v1.15AR AR T S5 AVA A AAFIFALR, VIISIRABEED
/MNRZAS, BIv1.15.11F0v1.15.6-r1,
RETESHFH
e extensions/vibetaldiIngressBE &M, 1.19ERXEFER, 1T8%
networking.k8s.io/v1betal
e extensions/vibetal®NetworkPolicy 1.16IEXE{E(FMHE, TEE
networking.k8s.io/v1
e extensions/vibetal®PodSecurityPolicy 1.161F &SR, 1F#Zpolicy/
vibetal
e extensions/vibetal. apps/vibetalgiapps/v1beta2fiDaemonSet.
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v1.7.3-r8 FEFE:

o EBIIFTREMT S

o IFNEARMTIR
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h1109.eulerosv2ri
0.x86_64
v1.25 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2ri
0.x86_64
v1.23 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2ri
0.x86_64
v1.21 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2r1
0.x86_64
v1.19.16 v v v 4.18.0-147.5.2.15.
h1109.eulerosv2r1
0.x86_64
xR 5-13 FEERS[BTRIRMERR
BIERS | EB¥ERA | CCE Standard£EE¥ CCE RITRZER
Turbof
Bt
VPCRI4E | BEfE | =FEEN
EEd] PILEIREY | £82.0
EulerOS v1.28 v v x 4.18.0-147.5.1.6.h
release 841 .eulerosv2r9.x
29 86_64
v1.27 v v X 4.18.0-147.5.1.6.h
841 .eulerosv2r9.x
86 64
v1.25 v v X 4.18.0-147.5.1.6.h
841 .eulerosv2r9.x
86 _64
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par

RE NS 5 FFmARMmICE
BIERS | EB¥ERA | CCE Standard£EE¥ CCE RITRZER
Turbof
Bt
VPCRI4E | BEE | =FEEN
EEd] PILEIREY | £82.0
v1.23 v v X 4.18.0-147.5.1.6.h
841 .eulerosv2r9.x
86_64
v1.21 v v X 4.18.0-147.5.1.6.h
841 .eulerosv2r9.x
86 _64
v1.19 v v X 4.18.0-147.5.1.6.h
841 .eulerosv2r9.x
86 _64
EulerOS v1.27 X X X -
release
23 (f&1F | v1.25 v v x 3.10.0-514.41.4.28
HE) .h62.x86_64
v1.23 v v X 3.10.0-514.41.4.28
.h62.x86_64
v1.21 v v X 3.10.0-514.41.4.28
.h62.x86_64
v1.19 v v X 3.10.0-514.41.4.28
.h62.x86_64
v1.17 v v X 3.10.0-514.41.4.28
.h62.x86_64
v1.15.11 v v X 3.10.0-514.41.4.28
.h62.x86_64

5.3.2 BMERF =R hRA5AE

R ISR CCEEERHRF R GMRANBXR IS R HalE.
FTRENEF T ERHIR A SR ERFRAIINEE, FENEERTSRIFRAIINX

zINo

Huawei Cloud EulerOS 2.0

x86_64

N AT YLl y-Zinlh:
5.10.0-60.18.0.50.r1002_48.hce2 | 20235128 | BHRZKENEZ, EELZLRE.
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nAR|E
RS NE

Huawei Cloud EulerOS 1.1

Ubuntu 22.04

5 FFRERMICR
RIZRAS RfphdE] KAk
5.10.0-60.18.0.50.r865_35.hce2. | 2023548 | EHRAKARZ, BELLRE.
x86_64
5.10.0-60.18.0.50.r509_2.hce2.x |2023F18 | EHEZEHNZ, BELLRE.
86_64
5.10.0-60.18.0.50.h322_1.hce2.x | 20222118 | CCEZ#FHuawei Cloud EulerOS
86 64 2.01BEE S
Huawei Cloud EulerOS 2.0 ( ARM)

RZhRAS AZTphdial KA
5.10.0-60.18.0.50.r1002_48.hce2 | 2023128 | EHEZEHNZ, BELLRE.
.aarch64
5.10.0-60.18.0.50.r865_35.hce2. | 2023548 | ARMZEHIH 5z iEHuawei
aarch64 Cloud EulerOS 2.02{E& %,
S AT AZTphdial Ky
3.10.0-1160.76.2.hce1c.x86 64 202318 CCEZ#fHuawei Cloud EulerOS

1 HRER AR,

STISROEEREIRAUN T :

e v1.19.16-rd%LAE

e v1.21.7-r0RLL Lt

e v1.235-r0K% L

e v1.25.1-rORLAE
RZhRAS ATehdial Ky
5.15.0-86-generic 2023128 | EfERZERZ, BERERE.
5.15.0-60-generic 202348 | EMRERZ, BERERE.
5.15.0-53-generic 202318 | CCEXZ#FUbuntu 22.048(ER

Bo

MAERRAS 01 (2024-02-27)

WRIERE © LEARITERARERAF

92



nARE
RS NE

5

1
o0

nRIBICHR

Ubuntu 18.04

EulerOS 2.10

EulerOS 2.10 (ARM )

EulerOS 2.9

RZhRAS A foAdiEl Koy
4.15.0-171-generic 202318 | EfERZERZ, BERERE.
RZhRA b2 ApineA
4.18.0-147.5.2.10.h933.eulerosv | 2023544 FIRSZNZ, BEZERE.
2r10.x86_64
SEATEN b Ll X1hiReA
4.19.90- 2023F48 | EREAZ, BELZERE.
vhulk2204.1.0.h1160.eulerosv2r
10.aarch64
RZhRAS AZTehdial A
4.18.0-147.5.1.6.h1017.eulerosv | 20234F6H | ¢ B RZWIZ, BEXSR
2r9.x86_64 i o
o (EEIPVSIELT, EulerOS
290 5 EH%KRCoreDNS/FH
DR M AT AT RV B)RR
4.18.0-147.5.1.6.h841.eulerosv2 | 202318 | EHEZNIZ, EELZLFE,
r9.x86_64
4.18.0-147.5.1.6.h766.eulerosv2 | 20228128 | EFERZRZ, BELZLRIE.

r9.x86_64
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nAR|E
RS NE

5

H
o0

nRIBICHR

EulerOS 2.9 (ARM)

EulerOS 2.8 (ARM)

EulerOS 2.5

EulerOS 2.3

CentOS 7.6

S AT A foAdiEl Koy

4.19.90- 202356 H | ¢ BEHRZAZ, 1BELER

vhulk2103.1.0.h990.eulerosv2r9. HEA

aarch64 o [BEIPVSIERLTR, EulerOS
297 5 FFRCoreDNS/EH
DSR4 REATEB AT AYITIRR

4.19.90- 202318 | EFESGAZ, BERERE.

vhulk2103.1.0.h848.eulerosv2ro.

aarch64

S ATEN A foAdiE] pZisall

4.19.36- 2022128 | EFERESGAZ, BERERE.

vhulk1907.1.0.h1350.eulerosv2r

8.aarch64

S ATEN A1pAEdial b2zl

3.10.0-862.14.1.5.h687.eulerosv | 20225128 | B RZENZ, BELZLRE.

2r7.x86_64

RZhRAS AAdiE iy

3.10.0-514.41.428.h62.x86_64 | 20225F128 | B EZERZ, BELZLRE.

(S ATEN b2l K

3.10.0-1160.90.1.el7.x86_64 2023F8H | EFERGAZ, EELZERE.
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par b

RE NS 5 PR MmICE
AT AfaAdiE b2zl
3.10.0-1160.66.1.el7.x86_64 2023518 | ¢« EHRZHNZ, BERSR

;E.Io

o (EECentOSTIEHINZASE
OOMEY, {BMlext4dX 4R S

RILiER

5.4 FR4HRAS A2 FRiCR
5.4.1 CoreDNS {2 iR A L fRicH

% 5-14 CoreDNS iZ BTIRHHIRAIC R
TEfFhRA STRFROSERERAS BT HXhRZ

1.28.4 v1.21 1&EHBLCCE v1.285ER 1.10.1
v1.23
v1.25
v1.27
v1.28

1274 v1.19 - 1.10.1
v1.21
v1.23
v1.25
v1.27
1.25.14 v1.19 o TISHHMRSERST | 1.10.1
v1.21 REEXTN

v1.23 o HHESTRITR—
v1.25
1.25.11 v1.19 o HHBRIFLHIAZIZZEF] | 1.10.1
v1.21 i

v1.23 o FREMXIRA 1.10.1
v1.25

1.25.1 v1.19 1EBLCCE v1.258E8% 1.8.4
v1.21
v1.23
v1.25
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https://github.com/coredns/coredns/releases/tag/v1.10.1
https://github.com/coredns/coredns/releases/tag/v1.10.1
https://github.com/coredns/coredns/releases/tag/v1.10.1
https://github.com/coredns/coredns/releases/tag/v1.10.1
https://github.com/coredns/coredns/releases/tag/v1.8.4

nAR|E

RS NE 5 FmA&MicR

TR STRFRIEEEFRAS BT HEXhRA

1.23.3 v1.15 KRR B TR 1.8.4
v1.17
v1.19
v1.21
v1.23

1.23.2 v1.15 IEHRERGITTH R 1.8.4
v1.17
v1.19
v1.21
v1.23

1.23.1 v1.15 1EHBLCCE v1.235E8% 1.8.4
v1.17
v1.19
v1.21
v1.23

1.17.15 v1.15 1&ACCCE v1.2158% 1.84
v1.17
v1.19
v1.21

1.17.9 v1.15 IR BB TR 1.84
v1.17

v1.19

1.17.7 v1.15 EEELXV1.8ARA 1.8.4
v1.17
v1.19

1.17.4 v1.17 1&HCCCE v1.195E8F 1.6.5
v1.19

1.17.3 v1.17 SiEv1 7R, BEFR | 1.6.5
1B B iIRR

1.17.1 v1.17 SRV 17EEEE 1.6.5
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https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.8.4
https://github.com/coredns/coredns/releases/tag/v1.6.5
https://github.com/coredns/coredns/releases/tag/v1.6.5
https://github.com/coredns/coredns/releases/tag/v1.6.5

nAR|E

eSS 5 FFmARMmICE
5.4.2 CCE B2&FatEH ( Everest ) IR EZMICH
% 5-15 CCE BEEFEIEM ( Everest ) RAIEH

AR | STRFRVEERFR A B

2.3.13 v1.21 iEBLCCE v1.28fRAS
v1.23
v1.25
v1.27
v1.28

2.1.51 v1.19 F#EHCE 0S 2.0% %
v1.21
v1.23
v1.25
v1.27

2.1.30 v1.19 o TIFHHGLAIAZRFEFNEE
v1.21 e obsfsEiEECUbuntu 22.04
v1.23
v1.25

2.1.13 v1.19 SFS TurbofZfiE#&subpath PVCiLEITEREMIL
v1.21
v1.23
v1.25

2.19 v1.19 o ZiFcontroller{EH#HEH
v1.21 o EFEZCCE v1.25kR7A
v1.23
v1.25

2.0.9 v1.19 o X7 everest EPHCAD R ZCMHITEM, KER
v1.21 85248, _RSREAIRTY BHEFREN
v1.23 o ZIFMUIHEL

o HIHFOBSHIZSIE

1.3.28 v1.19 o TIEMLHHEH
v1.21 o HIZOBSHIRISEE
v1.23

1.3.22 v1.19 EEESEEBIMETREIEE LMAYT
v1.21
v1.23
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=ARES|E

RSN 5 FFRAMICR
AR | SZRFRVEERFAR A Bt
1.3.20 v1.19 (EEESERBIMETREIEE LMAYT
v1.21
v1.23
1.3.17 v1.19 o F%everest-csi-driver;ZsiEH IR KA
v1.21 2 M10EEFEI10%
v1.23 o HTENIEZIFPodZFEH
o it R EATHHEEHEIERIscIE A L
PR
o 7EDriverBE MR RIIEERE
138 v1.23 IEECCCE v1.2388¢
136 v1.23 1EBECCE v1.2358%
1.2.78 v1.15 T EHEHSLAIAZ R EE S
v1.17
v1.19
v1.21
1.2.70 v1.15 SFS TurbofZfiE#&subpath PVCHLEITEREMIL
v1.17
v1.19
v1.21
1.2.67 v1.15 o FiFcontroller{tIHEL
v1.17 o TIFOBSHIZMAE
v1.19
v1.21
1.2.61 v1.15 o IFAMHEL
v1.17 o TIFOBSHIZSIE
v1.19
v1.21
1.2.55 v1.15 BEESHERBIIEHEIEE LKAV
v1.17
v1.19
v1.21
1.2.53 v1.15 (EEESERBIESFIEELMAYDI
v1.17
v1.19
v1.21
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par

RE NS 5 FFmAmicHE
BERA | SZIEFRYSEREIRA B
1.2.51 v1.15 o ifEeverest-csi-drivernZoIBHHIE AR
v1.17 #: M10EHZI10%
v1.19 o BHTENIMESZIFPodzEM
v1.21 o FitTm FATHGHRESIERscsIEN YL
PR
1.2.44 v1.15 e EVS. OBSTEHiESESIFHRIFELWINE
v1.17 o OBSYISRABIEZENAAREER
v1.19 enable_noobj_cacheZ2#{
v1.21
1.2.42 v1.15 e EVS. OBSTEHiESESIFEFEEWINE
v1.17 o OBSYRIFHEHZNAARBER
v1.19 enable_noobj_cacheZ%{
v1.21
1.2.30 v1.15 CCEZ#FEmptyDir
v1.17
v1.19
v1.21
1.2.28 v1.15 IEACCCE v1.2188%
v1.17
v1.19
v1.21
1.2.27 v1.15 SZIEMIERBISSD(ESSD) . 1BHEISSD(GPSSD)ZE
v1.19
v1.21
1.2.13 v1.15 F1EEulerOS 2.10& %k
v1.17
v1.19
1.2.9 v1.15 o EIBRPVIRRE M EAEAEIPHI OIS
v1.17 o 71F1.19.10iRAEEEEERAttach/Detach
v1.19 ControlleriEiE)EREN
o IEESFSIEHiaEM
o FRFREERLEVSENIABIZERZERYFEESSAS
SRR 01 (2024-02-27) RIS © AR BRABRAT 99



nAR|E

REAS 5 FFmAMICHE
EHRE | STRSERHRA BT
1.2.5 v1.15 o IEFHEHMEREEN I RN
v1.17 o 4T {FEFHOBSIEERIATAIEINRE, TERF
v1.19 HE=$A
o ESeverestififfXtflexvolumeBHIFESHE
o IESHFEITIREM
1.1.12 v1.15 el FniZsReverest-csi-controllerB{A AT SE 14
v1.17
1.1.11 v1.15 o FLELZENE
v1.17 o TIHEH =5 OBSIFE
o {EELMEREAIEVSEIBEO
o ERIAMRBELclonetE Ol TE LR
o {f{LFNtEsRAttachFIDetachfZE IR NFD
H&kd
o ENMAIET AR AT 24
1.1.8 v1.15 HFCCE v1.17, VI3FAREIVIISIHSETIFHES
v1.17 Flexvolume
1.1.7 v1.15 FCCE v1.17, VI.I3HEEIVIIGGSIFES
v1.17 Flexvolume

5.4.3 CCE T m i fEe MIGHIR AN 2 HicR

% 5-16 CCE 5 =t MG MR AIE R

TR

SZRFRUEERFhR S

BEHTEE

HXARAS

1.18.46

v1.21
v1.23
v1.25
v1.27
v1.28

1EECCCE v1.28kR A

0.8.10

1.18.22

v1.19
v1.21
v1.23
v1.25
v1.27

0.8.10
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https://github.com/kubernetes/node-problem-detector/releases/tag/v0.8.10
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.8.10

nA|E

RE NS 5 FmAmicHE
1REARAS ST ROERRA B HXhRA
1.18.14 v1.19 o ITIHMSLAIAZZEFE | 0.8.10

v1.21 =
v1.23 o TIFEZMNLAIEIEMEBIS
TRENER, KEE=LER
v1.25
pod
o IHMHHEHTENKX
1.18.10 v1.19 o FLEEEAL 0.8.10
v1.21 o {ffDiskSlowte&EIRN, X
v1.23 BFREEE
v1.25 e {fL{ELNTPProblemt&&EIR,
ZiFHRERE
o TIFHRIHSLAIAZIZ FEFNES
=1
o IFTMNSLAIAETEN,
BrEIIKIE T = _EAYpod
1.17.4 v1.17 At DiskHungt&E IR 0.8.10
v1.19
v1.21
v1.23
v1.25
1.17.3 v1.17 e NPCHRAAITISRTREL | 0.8.10
v1.19 FRDLERE
v1.21 o FMEHIEZINTHKEIN
ProcessZ
v1.23
v1.25 o {FAYNTPProblemt&&IR,
’ IR ERE
o BEBMSTRIASEFER
IDIRSHIE, T
ProcessDFGEIR
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https://github.com/kubernetes/node-problem-detector/releases/tag/v0.8.10
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.8.10
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.8.10
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.8.10

=ARES|E

RE NS 5 PR MmICE
fEEHR A TIFNERERA BESE HXARZA
1.17.2 v1.17 o HEWERIOKEIN 0.8.10

v1.19 DiskHung
v1.21 o FMBRLEISIONEIN
V123 DiskSlow
V125 o FIEHEDKTIHER
) ProcessD
o FEEHNERIEE
MountPointProblem
o Bita5Serviceim SBELTD
2, BAMEREERITRO
{E22919900, EAIA
PrometheustgfrREix
12475919901,
o ST 25EEREHRA
1.16.4 v1.17 o Ii¥betatt BIR 0.8.10
v1.19 ScheduledEvent, z5E
191 EmetadataiZ Ot NEE
Vi NS EEBUEIH TSR
v1.23 FEEHE, ZEBEIREAR
HiE.
1.16.3 v1.17 FiEResolvConflR B {416 0.8.10
v1.19 =
v1.21
v1.23
1.16.1 v1.17 e #Fri¥node-problem- 0.8.10
v1.19 controller, SZFEARLLE
fREREST.
v1.21 R
v1.23 o FFIZPID. FD. #E. K
' 7. InitEFER. A5
FEEEEIR,
1.15.0 v1.17 o KMIHSEMNE, BEiR | 0.8.10
v1.19 iRo
v1.21 o ZIFNZIKIE . XHF
v1.23 OOMKilling=514,
: TaskHung=14 HiR .
1.14.11 v1.17 1EBCCCE v1.2168% 0.7.1
v1.19
v1.21
1.14.5 v1.17 18 RIEIER T EBREAYIE | 0.7.1
LT
v1.19
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https://github.com/kubernetes/node-problem-detector/releases/tag/v0.8.10
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.8.10
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.8.10
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.8.10
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.8.10
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.7.1
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.7.1

par

RBAE 5 FFmAmicHE
1REARAS ST RERERA B HXhRA
1.14.4 v1.17 o jEfitcontainerdiz{TAd 5= | 0.7.1
v1.19

1.14.2 v1.17 o J&FZCCE v1.198:8% 0.7.1
v1.19 o FMETIEUbuNtUIRERS

MZesE=n=

1.13.8 v1.15.11 o EERRFEMLETCNIfE | 0.7.1

v1.17 R E a)
o AERIRACER

1.13.6 v1.15.11 BEEFPHERKEMZAYIE | 0.7.1
v1.17

1.135 v1.15.11 EINsRaRicE 0.7.1
v1.17

1.13.2 v1.15.11 EINFRIERT, EiREcnifi4aY | 0.7.1
vl117 rMEES

5.4.4 Kubernetes Dashboard fH{$hRA AT iR

2 5-17 Kubernetes Dashboard H{&ERRAICHE

fREhRAS STIFRYEERERRA BT H Xk

2227 v1.21 (BEZF4 a5 2.7.0
v1.23
v1.25

227 v1.21 - 2.7.0
v1.23
v1.25

225 v1.21 HEHST R — 2.7.0
v1.23
v1.25

223 v1.21 - 2.7.0
v1.23
v1.25

2.1.1 v1.19 o JEFICCE v1.2358% 2.5.0
v1.21 o EHEXV2.5.0hA
v1.23
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https://github.com/kubernetes/node-problem-detector/releases/tag/v0.7.1
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.7.1
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.7.1
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.7.1
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.7.1
https://github.com/kubernetes/node-problem-detector/releases/tag/v0.7.1
https://github.com/kubernetes/dashboard/releases/tag/v2.7.0
https://github.com/kubernetes/dashboard/releases/tag/v2.7.0
https://github.com/kubernetes/dashboard/releases/tag/v2.7.0
https://github.com/kubernetes/dashboard/releases/tag/v2.7.0
https://github.com/kubernetes/dashboard/releases/tag/v2.5.0

nAR|E

RE NS 5 PR MmICE
fEEHR A STIFHUEEREARA BEsE HXARZA
2.0.10 v1.15 IEHCCCE v1.2158 2.0.0
v1.17
v1.19
v1.21
204 v1.15 BeEseccompBRIAFAN 2.0.0
v1.17
v1.19
2.0.3 v1.15 FZCCE v1.1558 2.0.0
v1.17
v1.19
2.0.2 v1.17 IEHCCCE v1.1958 2.0.0
v1.19
2.0.1 v1.15 2.0.0
v1.17
2.0.0 v1.17 T HEFXTECCE v1.17 2.0.0
5.4.5 CCE S84 5 |ZIR AN EMmicHR
% 5-18 v1.28 & R EREIRANICH
RS %ﬁﬂ’ﬂ%ﬁ#& BT HXARAS
1.28.17 v1.28 RRFEBENXIEHIZESERAIPodAY | 1.28.1
T EFEAAYITIRT
& 5-19 v1.27 &R ERERAICRE
fEER A %%H@J%Eﬂﬁ EErs HXRRA
1.27.51 v1.27 (BEER4> a5 1.27.1
1.27.14 v1.27 BEZIMEBER T LEEA AR | 1.27.1
BAPreferNoScheduleiS & |a)8&
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https://github.com/kubernetes/dashboard/releases/tag/v2.0.0
https://github.com/kubernetes/dashboard/releases/tag/v2.0.0
https://github.com/kubernetes/dashboard/releases/tag/v2.0.0
https://github.com/kubernetes/dashboard/releases/tag/v2.0.0
https://github.com/kubernetes/dashboard/releases/tag/v2.0.0
https://github.com/kubernetes/dashboard/releases/tag/v2.0.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.28.1
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.27.1
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.27.1

nA|E

RS NE 5 FmAICHR

|
o0

% 5-20 v1.25 R L EREIRAICH

fRER A %%H@J%ﬁ#ﬁ EErs HXRA
1.25.84 v1.25 (BE &R a) 1.25.0
1.25.46 v1.25 BEZIMEBER T LEGEASFAETR | 1.25.0
HAPreferNoScheduleiS =gk
1.25.34 v1.25 o (ILEFIREE (GPU/NPU)IREIS | 1.25.0
ix

o AT RHEBIERNIIER,
FRAERIFNRIRT R EH
e

1.25.21 v1.25 e {EEautoscaler{B4gskAgleast- 1.25.0

wasteZNAKE FBRYIE)E

o EETRIMT BRMISTIERY
REIET [t S RHEAE
[EE0ERIEIRE

o BNSRBTBEHKIZNII60s
o TEMNERBNAMET &

1.25.11 v1.25 o IFHMHSLAIAZRRFEINEE 1.25.0

o XEIEIREIFAEZERIPODIARINA
AEEERRIE

o EEMPEARFERENTEER
BET Rt E DM
1.25.7 v1.25 o JEFICCE v1.2588¢ 1.25.0

. ;IE%ESZEEES&E%EW\]??EE%‘—SBE
|
o IRBHERIERAEERYT RS
EIRTE RIS
o ZENPUL RN BIIEFEH
IRERARAT BRYIERR

& 5-21 v1.23 R ECERRMHRASICR

RS %ﬁﬂ’ﬂ%ﬁ#ﬁ BT HXhRAS

1.23.91 v1.23 (B3Rl 1.23.0

1.23.54 v1.23 BE 2B R T LEESFIETR 1.23.0
BAPreferNoSchedule;s 5 |a)8R

SRR 01 (2024-02-27) WIS © AR BRABRAT 105


https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.25.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.25.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.25.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.25.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.25.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.25.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.23.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.23.0

nA|E

RBLE 5 FFmAMICHE
HEHHRZA %%H@J%Eﬂﬁ Bt HRERA
1.23.44 v1.23 o RALEHIEEE(GPU/NPU)IRBIAS | 1.23.0
ix

o T BT =EBITERHIIRERT,
(FRERISIFHRIST RS
s

1.23.31 v1.23 o [BEautoscaler{BgEE g least- 1.23.0

wasteENIAFR S FEAYER

o BETLRILT BRMETEAR
BEEL St SRBHEE
Ean{ERIE)E

o BNSRBTEHKIENII60s
o IBEMNERENAMET &

1.23.21 v1.23 o IFHGLHIAZRENERE 1.23.0

o XIEIRIRRIFEERIPODIRINA
AEEARIE

o BEMBATFERAENLTEESR
BET S

1.23.17 v1.23 o EENPUNNIZEREE 1.23.0

o TRAFERIETIFFMRELSK

e buglgE, BRHREMIRIYT
=ith

o REMFTEE

o EMEmMptyDirfERESERE

o EEERTAMIEREEAT, KT
ERRENT SRR EENIE

3

. ;%&EEM%%*&EW\J@EE%EBE
|

o IXBABEEIEH BRI RitAT
HRFTERIERISESF

o BENPUTI RN BEREHEE
N2 N B

1.23.10 v1.23 o BEMAL 1.23.0

o YIMERER, ERAPEDR
TR B SRR AR R SR E

1.23.9 v1.23 g 1.23.0

nodenetworkconfigs.crd.yangtse.cn

IRFERIRINR o

SRR 01 (2024-02-27) WIS © AR BRABRAT 106


https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.23.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.23.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.23.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.23.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.23.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.23.0

nA|E

RS 5 FERAICRE
fEEHR A %%E’ﬂ%ﬁ#ﬁ BEETFE HXRAE
1.23.8 v1.23 EERMT 8= T, Ba | 1.23.0
HEBITRBLER, IakKa
=,
1.23.7 v1.23 1.23.0
1.23.3 v1.23 1IEACCCE v1.23&8% 1.23.0

K 5-22 v1.21 R ERIEFRAICSR

HEERRA %%H@J%Eﬂﬁ ES M HXERA
1.21.86 v1.21 IEERETSAZGINISERY, T8 | 1.21.0
R R EA TS TR ID S
1.21.51 v1.21 BEZMEER T TEMESFIETR 1.21.0
BAPreferNoSchedule;s 5 |a)8R
1.21.43 v1.21 o MILFHIIRE(GPU/NPU)IREIS | 1.21.0
ix

o BT RHYEBIELFNERE,
(EFRSERF S ISRIRIRT ~EEH
Tra

1.21.29 v1.21 o IFIEMSLAIAZIREMELE 1.21.0

o XJRIZIRRITFEEAIPODIRINA
AEEERRIE

o EEMPBEREANEHEEIES
BET mithE &R

o BETLRILT BRMETEAR
BEEhL St SRBHEE
Ean{ERIE)EE

o HINSRBTEHKIENII60s
o T BEMNEREMAMAT &

1.21.20 v1.21 o SIFHGLHIAZRENERE 1.21.0

o IIBIEBIGHIFESBAIPODIRINA
AEAES R E

o EEMABRRBEFAECHEEES
EET mithE =T

SRR 01 (2024-02-27) WIS © AR BRABRAT 107


https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.23.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.23.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.23.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.21.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.21.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.21.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.21.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.21.0

nA|E
RS NE

5 FmAKMicH

TR

%%E@J%Eﬂﬁ B

L XhRAS

1.21.16

v1.21 o EENPUFILZ SRR

o TRHERIEITRNRELK

e buglgE, BBKREMRIIT
=¥}

o REMTAE

o EAREMptyDIrAESERE

o BEERATARYFERERT, KT
BARRENT SRR BEAIE

2
. %%&EES&M%E’\JP\]@%%'—SBE
|
o LRBFFERIEHMBERIT <ithAY
ERTE RIS
o ZENPUL RN BEEFEH
XA BRIERE

1.21.0

1.21.9

v1.21 o HEMM

o WIMEAREFR, FHAPAETR
BRI SE R B IR ME SHR(F

1.21.0

1.21.8

v1.21 i
nodenetworkconfigs.crd.yangtse.cn

IRIEXTRINR

1.21.0

1.21.6

v1.21 EEBRHERENNR TERRIR
SEERK KA

1.21.0

1.214

v1.21 BERGBEREHIFS TEREIR
SRENEMAIE)EH

1.21.0

1.21.2

v1.21 IEEREMT = MR I sEFRZE
S PEERAERY )R

1.21.0

1.21.1

v1.21 [EEECBRYFEEEE M RaETI 2
T B AR AR

1.21.0

& 5-23 v1.19 SR ECERRHMRAICR

TR

%ﬁﬂ@lﬁﬁ#ﬁ ERTSE

XA

1.19.56

v1.19 BEZIUSBER N EBAFIET
HAPreferNoSchedulei5 &gk

1.19.0

MAERRAS 01 (2024-02-27)

WRIERE © EARITERARERAF

108


https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.21.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.21.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.21.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.21.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.21.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.21.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.21.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0

nA|E
RS NE

5 FmAKMicH

TR

SZHFHIEREEAR
A

B

L XhRAS

1.19.48

v1.19

o ULFHIRE (GPU/NPU)IRRITS
=

o BT RHEBUERNERR,
(ERSERFISHRIRA T RHEH
(FEES

1.19.0

1.19.35

v1.19

o IFHRMHSLBIAZIERECE

o XIEIRIREITFIEERIPODIRINA
AEESRRIE

o EEMBERENENEEES
BET mithE &R

o BETLRIT BRMETEAR
BREIEhT St SRBHEE
Ean{ERIE)ER

o HNSRBTEHKIENII60s
o T EMNERBBAMEAT &

1.19.0

1.19.27

v1.19

o IHHRSSLHIAZIEFELE

o XIBIEIGAIFEEAIPODIRIIA
AAESZAYE

o BEMBATFEAENLTEER
BET SR

1.19.0

1.19.22

v1.19

o EEINPUINIZ 2R

o TRHBF/RIEITRARESK

o buglgE, BBMREMIRIT
=pic]

o REMTREE

o SEMEMPptyDirEAERRES

o EEEATAAFERSET, KF
BAERENT SRR REEE
2n

o ;%&EEM%%*%EQW@EE%EBE
|

o HSBEF R RFEAYT mUthHY
HIRFE AR SS

o BENPUTREY BEREFEH
IRARAIT ZAYE)ER

1.19.0

1.19.14

v1.19

o BT

o MIFMAFT, FHAPEDR
MIBRRISCR ARG MES IR

1.19.0

MAERRAS 01 (2024-02-27)

WRIERE © EARITERARERAF

109


https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0

nAR|E
RS RE

5 FmAKMicH

TR

SZHFHIEREEAR
A

B

HXhRAS

1.19.13

v1.19

BERMSET BHRT, BXTSE
HEBITLRIB LR, 7EEWE

X

1.19.0

1.19.12

v1.19

EEBEKRERR TEEHIR
SEEE SR

1.19.0

1.19.11

v1.19

SRS RELITR FEREIR
SEERK KA

1.19.0

1.19.9

v1.19

BEREMT MPRAE AT sEfRZ=E
S {FRZRRY )R

1.19.0

1.19.8

v1.19

(EEEEBRIEHAE R 2
T RitE A AR

1.19.0

1.19.7

v1.19

TREHREBITTER .

1.19.0

1.19.6

v1.19

BESRRLENn=MANES
EESICT N

1.19.0

1.19.3

v1.19

ERRIEPREBRET RS,
CPU, REFIRFIHITT BE. 25
HETNReRRE

1.19.0

% 5-24 v1.17 B EREIRANICH

TafFhR A

SZHFHIEERERR
PN

BT

L XhRA

1.17.27

v1.17

o BT

e bugl2E, BBIREMPERAIT
=it

o IREMNTARE

o EERITBFHITRITEREN
BRI

o ZEFATFFERET, KT

FERRENT SRR ESNE

P

. EE&E;’ES&M%EW\]??%%'—?BE
|

o IiRBHERIERERYT IR
ERFTE GRS

1.17.0

1.17.22

v1.17

BB

1.17.0

MAERRAS 01 (2024-02-27)

WRIERE © EARITERAREIRAF

110


https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.19.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.17.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.17.0

nAR|E

RE NS 5 PR MmICE
fEEHR A %%E@J%Eﬂﬁ BEETFE HXRRA
1.17.21 v1.17 EERENY BH=T, B S 1.17.0
HEBEIT =B LER, ¥AakKd
a5

1.17.19 v1.17 EBEBFEEREAISE TEREIR 1.17.0
S EINESVENE

1.17.17 v1.17 BERIMT =MIREWATEEEE | 1.17.0
S P {RGERYTIRR

1.17.16 v1.17 EEECERIEE R RENRNE | 1.17.0
T et B A E BT

1.17.15 v1.17 RSB ERUS— 1.17.0

1.17.14 v1.17 BETaintsREEHIFSMARIES | 1.17.0
ISR,

1.17.8 v1.17 Bugigg 1.17.0

1.17.7 v1.17 HINBEARE, BuglgE 1.17.0

1.17.5 v1.17 STRVINTIRARIERE, ISREE | 1.17.0
MERGEEH

1.17.2 v1.17 SiEv1. 1 TER AN RO SR 1.17.0

5.4.6 NGINX Ingress =5IS8H 4R A L oS

2k 5-25 NGINX Ingress 154 g2 iGHRAIC S

fRhRAS STIFROEERERRA | SEETS HXIRA
246 v1.25 o iBEEICCE v1.28ER 1.9.3
v1.27 o WIFHBRIEARKL
v1.28 . Aﬁ%ﬁtb}ﬁiﬂﬂi ToARFHER
e
o IHFZTHXEEIEISZ
FEFESS D H
o {BECVE-2023-44487R
N
235 v1.27 ; 1.8.0
2242 v1.23 o TIEAIHEL . TIRFHE | 1.5.1
v1.25 CEVA
o IR ZTAXEEIEIZ
&SRS s H

SIASRRAN 01 (2024-02-27) WA © EARUERABIRAE 111


https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.17.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.17.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.17.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.17.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.17.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.17.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.17.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.17.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.17.0
https://github.com/kubernetes/autoscaler/releases/tag/cluster-autoscaler-1.17.0
https://github.com/advisories/GHSA-qppj-fm5r-hxr3
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.9.3
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.8.0
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.5.1

par

RENE 5 FFRAMICR
a7 TIFRUEERERAE | BRI HXIRA
2.2.7 v1.25 o IEMHEHTRITX 1.5.1

o TIENL
2.2.3 v1.25 o HIHHMSLAIAZZ EFIES | 1.5.1
=1
o JIBIFEIGRAIZIELRIPOD
IR EE SR AE
o FINSRBRIHKAES
60s
2.2.1 v1.25 o IEACCCE v1.255EF 1.5.1
o EHEMRXVILIMRA
2.1.33 v1.19 o TIEMLHHBEH. TiRFE | 1.21
v1.21 ge
v1.23 o HEZAHXEEBENZ
FERS D%
2.1.9 v1.19 o zﬁ;ﬁ#;{mz&%mﬁa 1.2.1
v1.21 B
v1.23 o FANSRBRIHIES S
60s
o HRHEHTRAITX
o TIFNL
2.15 v1.19 o zﬁ;ﬁ#;{ﬁqu&%mm 1.2.1
v1.21 B
v1.23 o KINTRBZBKERN S
60s
2.1.3 v1.19 nginx-ingresssx 5 H 3 1.2.1
v1.21 publishServiceFF3x
v1.23
2.1.1 v1.19 EHEMXV.2.MRA 1.2.1
v1.21
v1.23
2.1.0 v1.19 o EFIEHXVI.2.0MRA 1.2.0
v1.21 o {EECVE-2021-25746]F%
v1.23 i\, FEMNEZER—LF
TEHANXBERY
Anntotations{&
o {EECVE-2021-25745%
i\, FEMNEZER—LLF
X A5 R R IR

MAERRAS 01 (2024-02-27)

WRIERE © EARITERAREIRAF

112


https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.5.1
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.5.1
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.5.1
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.1
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.1
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.1
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.1
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.1
https://github.com/kubernetes/ingress-nginx/issues/8503
https://github.com/kubernetes/ingress-nginx/blame/main/internal/ingress/inspector/rules.go
https://github.com/kubernetes/ingress-nginx/issues/8502
https://github.com/kubernetes/ingress-nginx/blame/main/internal/ingress/inspector/rules.go
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.2.0

par

RSN 5 A MmICR
1REARAS STIFROSERRA | RS #HXhRZA
2.0.1 v1.19 o JEFICCE v1.235Ef 1.1.1
v1.21 o EHEHRXVILIRA
v1.23

13.2 v1.15 o IEACCCE v1.215EF 0.49.3
v1.17 o [EFEE4Xv0.49.3kRA
v1.19
v1.21

1.2.6 v1.15 Bic & seccompBRIAFLAY 0.46.0
v1.17
v1.19

1.2.5 v1.15 EEZEHXV0.46.0iRZAS 0.46.0
v1.17
v1.19

1.2.3 v1.15 1IEHCCCE v1.196E8% 0.43.0
v1.17
v1.19

1.2.2 v1.15 BEEE#Xv0.43.0R4A 0.43.0
v1.17

5.4.7 Kubernetes Metrics Server iH{HEERA A HHICHE

3£ 5-26 Kubernetes Metrics Server iR ANICR

TEHRE | TIFHOSEEHRE | EIHHE HEXhRA

1.3.37 v1.21 1EHCCCE v1.2858% 0.6.2
v1.23
v1.25
v1.27
v1.28

1.3.12 v1.19 - 0.6.2
v1.21
v1.23
v1.25
v1.27

SCASRRAN 01 (2024-02-27) WA © EARUERABIRAE 113


https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v1.1.1
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v0.49.3
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v0.46.0
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v0.46.0
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v0.43.0
https://github.com/kubernetes/ingress-nginx/releases/tag/controller-v0.43.0
https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.6.2
https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.6.2

nAR|E

RSN 5 P AMmICR
TRERA | STIFRISEEERRA | EESH Tt XhRA
1.3.8 v1.19 R EET AKX 0.6.2
v1.21
v1.23
v1.25

1.3.6 v1.19 o TIHGHSLAIAZR EFIECE | 0.6.2
v1.21 o NS HBRIHKIER
v1.23 60s
v1.25

1.33 v1.19 o JEFEICCE v1.2588F 0.6.2
v1.21 e CronHPAF%Deployment
v1.23 eI, FhiSskipin=
v1.25

1.3.2 v1.19 1&HCCCE v1.258E8%F 0.6.2
v1.21
v1.23
v1.25

1.2.1 v1.19 1EAECCE v1.2388F 0.4.4
v1.21
v1.23

1.1.10 v1.15 1EHCCCE v1.2168F 0.4.4
v1.17
v1.19
v1.21

1.1.4 v1.15 RSB E RS — 0.4.4
v1.17
v1.19

1.1.2 v1.15 EEEHXV0.4.4hR A 0.4.4
v1.17
v1.19

1.1.1 v1.13 XIFEENKEMEERE, & | 0.3.7
v1.15 KIRELBIE LS9
v1.17
v1.19

XHhRAS 01 (2024-02-27) NS © LA ERABIRAT 114


https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.6.2
https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.6.2
https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.6.2
https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.6.2
https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.4.4
https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.4.4
https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.4.4
https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.4.4
https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.3.7

nAR|E

RS 5 P AMmICR
AR A | STIFROEERFhRA | BETSHE T XARA
1.1.0 v1.13 1EBECCE v1.1958% 0.3.7
v1.15
v1.17
v1.19
1.0.5 v1.13 B EXV0.3.7hRA 0.3.7
v1.15
v1.17

5.4.8 CCE B=nif it 5| EmthR AL fhicx

% 5-27 CCE

BRPMS | ERMRAICR

TEfFhR S

SZHFRISRRFIR A

B

1.3.42

v1.21
v1.23
v1.25
v1.27
v1.28

1EfcCCE v1.28558%

1.3.14

v1.19
v1.21
v1.23
v1.25
v1.27

1&HCCCE v1.2758F

1.3.10

v1.19
v1.21
v1.23
v1.25

EEH%MUK%)@%DE?I‘Eﬂ%mﬁ]i’éﬁﬂ‘%ﬁ

1.3.7

v1.19
v1.21
v1.23
v1.25

IR LBIAZ R F R E

1.33

v1.19
v1.21
v1.23
v1.25

e I&FZCCE v1.255:8%

e CronHPAIEZDeploymentL{l
#, #higskipms

MAERRAS 01 (2024-02-27)

IRIERE © LATITERAGIRAT 115


https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.3.7
https://github.com/kubernetes-sigs/metrics-server/releases/tag/v0.3.7

nARE

RBAE 5 FFmAmicHE
1REARAS STIFROEEEEIRA B
1.3.1 v1.19 1EACCCE v1.2358%
v1.21
v1.23
1.2.12 v1.15 R, PREIRERE
v1.17
v1.19
v1.21
1.2.11 v1.15 o MK8s Metrics APIEIEEFHE
v1.17 i
v1.19 o HERENBRITEEARNE
v1.21 BYPod
1.2.10 v1.15 1EAZCCE v1.2158%
v1.17
v1.19
v1.21
124 v1.15 o IHAKEMHIITIHR
v1.17 o WIFHCEIHERIEMIE
v1.19
1.2.3 v1.15 1EBCARMGATS SEpE
v1.17
v1.19
1.2.2 v1.15 1B EIC B RE
v1.17
v1.19
1.2.1 v1.15 o I&EFICCE v1.1958%
v1.17 o FIIGREAIRERA
v1.19
113 v1.15 ISR ga S AL
v1.17

SCASRRAN 01 (2024-02-27) WA © EARUERABIRAE 116



nA|E

RE NS 5 PR MmICE
5.4.9 CCE s8% 845 |8 ( X4 CCl) iFHERAAHICHE
7 5-28 CCE S_&5%8145|2 (X3 CCl ) fFHiFhRAICSR
R A IR A BEETFE
1.3.48 v1.21 o 7iEv1.25, v1.27hRANEEES
v1.23 o iE)uiceFSEBITRIE
v1.25
v1.27
1.3.25 v1.17 o iEDownwardAPI Volume
v1.19 e :#%FProjected Volume
v1.21 e 7IFHTENXStorageClass
v1.23
1.3.19 v1.17 SZ#&schedule profile
v1.19
v1.21
v1.23
1.3.7 v1.17 Ti5v1.21. v1.23hRAEEEE
v1.19
v1.21
v1.23
1.2.12 v1.13 o FIETER5 metricsigin
v1.15 o HIFHPASCustomedHPA
v1.17 o TIFZEMEICCIHIPodHHY
v1.19 hostPathi&it S H &L BUF %
o {E&EKubernetes Dashboard’
R (ERAAIRDR
1.2.5 v1.13 o BINBIECCIFARBHPodikEh
V115 E’\J%}'\Qi/\
v1.17 o MiFECERequests5LiMitsA1E
v1.19 %, BEHERICCNIRIRERIEE
: PALimitsJ9tE
o BECCHAT B AR IRG
i31E3% SN
o IENNXIPodMAGEEIT CCIPRHIAY
LU KAVE=EL

SCASRRAN 01 (2024-02-27) WA © EARUERABIRAE 117



nA|E

BRSNS 5 FERAmicR
AR A HFHIEEEEIRA BT
1.2.0 v1.13 o THHV1.19hRALERE
v1.15 o STIESFS. SFS TurboZEBU7Efi%
v1.17 e iFCronlJob
v1.19 o YiFftEenvFrom
o BHEHBhiLfik
o [EMRTCPSocketZERIRRICE
o IRt EXRIFEIRE ( pod-tag)
o IEFTIBERN OIS
o (EET—LERTR
1.0.5 v1.13 SZHFV1 ThRASEERE
v1.15
v1.17

5.4.10 CCE Al &4 ( NVIDIA GPU ) A &HICHE

% 5-29 CCE Al /% ( NVIDIA GPU ) IRAICH

fRER A TIFHOERERA sy

254 v1.28 HiFv1.28EEEE

2.0.46 v1.21 o #5535k ANvidialXzh
v1.23 o TiFiErootFIF{ERXGPU
v1.25 o LZENZEE
v1.27

2.0.18 v1.21 F#FHCE 2.0
v1.23
v1.25
v1.27

1.2.28 v1.19 e iEFZOS Ubuntu22.04
v1.21 o GPUIRzhBRBEmhEE i
v1.23
v1.25

1.2.24 v1.19 o THithZIFAIEGPUIKEIRRAS
v1.21 o HiLEGPUIBIRRE
v1.23
v1.25

MAERRAS 01 (2024-02-27)

WRIERE © EARITERARERAF

118



nA|E
RS NE

5 FmAICHR

|
a0

TR

STRFRIEREFAR A

B

1.2.20

v1.19
v1.21
v1.23
v1.25

IRERRH5EIE HIgpu

1.2.17

v1.15
v1.17
v1.19
v1.21
v1.23

ENnvidia-driver-install pod

limits Bt

1.2.15

v1.15
v1.17
v1.19
v1.21
v1.23

1EHCCCE v1.23&8F

1.2.11

v1.15
v1.17
v1.19
v1.21

F#FEulerOS 2.10& %

1.2.10

v1.15
v1.17
v1.19
v1.21

CentOSE AT 1F TR ARGPUIREN

1.29

v1.15
v1.17
v1.19
v1.21

IEBLCCE v1.2168¢

1.2.2

v1.15
v1.17
v1.19

EHCEUlerOSERNZ

1.21

v1.15
v1.17
v1.19

o IEFCCCE v1.198E8%
o IHHFENMISSER

1.1.13

v1.13
v1.15
v1.17

YiFCentos7.6
3.10.0-1127.19.1.el7.x86_64H#%

MAERRAS 01 (2024-02-27)

IRIERE © LATITERAGIRAT 119



nAR|E
RS RE

5 FFRERMICR
fEEHR A ISR A BEEFE
1.1.11 v1.15 o IFFHFBENIRNEIETEL
v1.17 IXzh

o T#Fv1.15. v1.17&Ef

5.4.11 CCE Al /¢ ( Ascend NPU ) [RA A& fhics

% 5-30 CCE Al &4 ( Ascend NPU ) ifitIRAICSE

TEfFhR A

STFRIEREERR A

B

2.05

v1.21
v1.23
v1.25
v1.27
v1.28

o JEAICCE v1.285EF
o ZIFFEIREHEENH

1.2.14

v1.19
v1.21
v1.23
v1.25
v1.27

FTIENPU SR

1.2.6

v1.19
v1.21
v1.23
v1.25

TIEENPUIREN B Eh&sE

1.2.5

v1.19
v1.21
v1.23
v1.25

ZFFNPUIREI B &%

1.24

v1.19
v1.21
v1.23
v1.25

1&H2CCE v1.2588F

1.2.2

v1.19
v1.21
v1.23

1ERCCCE v1.2358F

MAERRAS 01 (2024-02-27)

IRIERE © L ATITERAGIRAT 120



nAR|E

RBAE 5 FFmAmicHE
1REARAS STISRUSEREIRA S
1.2.1 v1.19 1EACCCE v1.2358%
v1.21
v1.23
1.1.8 v1.15 1EEZCCE v1.2158%
v1.17
v1.19
v1.21
1.1.2 v1.15 Ao & seccompZRIAFLN
v1.17
v1.19
1.1.1 v1.15 FZSCCE v1.1558%
v1.17
v1.19
1.1.0 v1.17 1EEZCCE v1.1958%
v1.19
1.0.8 v1.13 1&EfZD310 C753K %]
v1.15
v1.17
1.0.6 v1.13 YR BB C75IREN
v1.15
v1.17
1.0.5 v1.13 FiEA =B {FEAhuawei NPUIRE
v1.15 RS IERE
v1.17
1.0.3 v1.13 FiEA =B {FEAhuawei NPUIRE
v1.15 RO TRIGEM
v1.17
SASRRZS 01 (2024-02-27) RS © LRI ERABIRAT 121



nARE
RS NE

5 FmAICHR

H
a0

5.4.12 Volcano RFESEIRAEZMICE

2 5-31 Volcano AESRIRANICHE

AR | STIRFRVEERFAR A BEETFE
1.11.21 v1.19.16 o iEFKubernetes v1.28
v1.21 o ZIFRERANARE
v1.23 o RIROSEFAHCE 2.0
v1.25 o L CSIBRIE AL
v1.27 o MALGREBIIEIRAERE
v1.28 o HILIBERAS=IEHEEN
1.11.6 v1.19.16 o TiEKubernetes v1.27
v1.21 o IFFHIRFEINRE
v1.23 o WIFTAMFEINAELES
v1.25 o (ALIAEMERE
v1.27
1.10.7 v1.19.16 BEXMIFAGIHHFRITEMPERN T =
v1.21 E':'JpodE]’\J F@ﬂ
v1.23
v1.25
1.10.5 v1.19.16 e volcano agentziF&RIEEE,
v1.21 o ANINFHIGPURIBE=FERAIRIE
v1.23 admission: nvidia.com/gpuliz/)\F1
195 & IIEEEL, volcano.sh/gpu-
Vi core.percentageiz/)\F100F 509
o BEEFEPVCHEELMANIS=T, FLEE
RAZPodiFEIEAYARR
o BET R EFEKAIEITeminating
Podiz=T, FiE3PodTiXiz{ThHYIT
o
o (EEFHABIFEIEZPVCAIPodRYIAS
T, volcanoEZHIT)ER
1.9.1 v1.19.16 o {EEnetworkresourceli{itEL
v1.21 pipeline pod 5 Hsubeni|algi
v1.23 o (EEbinpackiFH B BERET =T
v1.25 IR
o (BEXERIRERIIAIPodHIRIRAILL
b
o itEHt
o EASHHEE
XHhRAS 01 (2024-02-27) IRIERE © LATITERAGIRAT 122




nAR|E

RE NS 5 FFmARMmICE
TR | SZIRFRVEERFAR A BT
1.7.2 v1.19.16 e VolcanosziFv1.2568%
v1.21 o EFHVolcanoiFE AL
v1.23
v1.25
1.7.1 v1.19.16 Volcanosz$Fv1.256E8%
v1.21
v1.23
v1.25
1.4.7 v1.15 HIFRPodyAEUndetermined, LUEHECEEERE
v117 Autoscalerf9sgtEge o
v1.19
v1.21
1.45 v1.17 volcano-schedulerf9EF2 5= H
v1.19 StatefulSetif#9Deployment, {EET5
V191 RS ERPodiEZBNEEAYEIRR
1.4.2 v1.15 o (BEBEGPULELLM TSR
v1.17 o EECEFTEAYEAS API
v1.19
v1.21
137 v1.15 o WIFE/BHIEWRESIB N AIRIEE
v1.17 18E
v1.19 o ICERERAESRITI4EE
v1.21 o BEIFTEIHE TAEEpanichIalR
e {BECCE v1.1588fFvolcanofEll
volumes.secreti 36 LAY [T ER
o (&1 volume, 1EIAEARRLINAY
)RR
1.3.3 v1.15 BEGPURESHHVEER RN, 18
v1.17 E#ﬁﬂlnlt;’é%%)&)\%ﬂi@@
v1.19
v1.21
1.3.1 v1.15 o FZRVolcanolEZREI & ETARAN
v1.17 o ziEKubernetes v1.19fRZAS
v1.19 e Af0numa-awarelfHt
o (EEZPAFIIHS T Deploymentiy EE
AYIE)ER

o FEFAFBHEEE

SRR 01 (2024-02-27) WIS © AR ERABRAT 123



par
RS RE

5 FmAICHR

|
o0

TR

STRFRIEREFAR S

EISE

1.2.5

v1.15
v1.17
v1.19

o (BEEFLIAZZTOutOfcpufiyialEa

o (B8 queueizE B capabilitylEiR T
Pod T LA DR

o Z#SvolcanofB {4 HERT A S R 4thdiE)
REF—

o (EEBAFIEZIE STl

o [EEioawarelfiH TR AR IRIAS TG
RAFETRHEAAYE)R

o ZIFREER

1.2.3

v1.15
v1.17
v1.19

o ZERIIBERIBES|RANIZES
OOMRYja)E

o (BECCE v1.15LA EARARGPUIEERYE
B, EXRTIFES D ARBICCEIRAR
SHR

o BEYSTEIASE TATIKESARERYTIRT

o BENSEIHTE TEIIEEPVC panichy
B

o BEGPUEI T EBCE/NIRYITIRT

o hNioawareld{4F

e FMdring controller

5.4.13 CCE ZAEIE (X3 DEW ) iEHRAZHICR

% 5-32 CCE ZiAETE (X% DEW ) FEHRAICR

TR

SZRFHOSERFRAS

EITEIE

1.0.31

v1.21
v1.23
v1.25
v1.27
v1.28

o IEHICCE v1.2758%
e EFCCCE v1.285E%

1.0.9

v1.19
v1.21
v1.23
v1.25

MAERRAS 01 (2024-02-27)

IRIERE © LATITERAGIRAT 124



=ARES|E
HE%/ \4=

5 FmAKMicH

TR

STRFRIEREFIR S

B

1.0.6

v1.19
v1.21
v1.23
v1.25

1.0.3

v1.19
v1.21
v1.23
v1.25

1EBCCCE v1.2588%

1.0.2

v1.19
v1.21
v1.23

1EfCCCE v1.23558%

1.0.1

v1.19
v1.21

S iEFENEANSecretProviderClass
ITRAIEZE

5.4.14 CCE BN BigtriRFhRALZHICR

% 5-33 CCE BRMEY RISTMEHFIRAICR
R A HFIEREIRA TR
1.3.8 v1.23 o MIFEIEAZEpodiERIIPFN
v1.25 TCPY&#e
v1.27 o ZIFEIBAEEflowrERJIPF]
TCPisH
v1.28
o TFFCCE v1.2758F
o #ECCE v1.285E8F
1.2.27 v1.19 -
v1.21
v1.23
v1.25
124 v1.19 o IBINASTIFEUlerOSLAMRIER
v1.21 GiER
v1.23
v1.25
MAERRAS 01 (2024-02-27) RS © ARITTERABIRAE 125




nAR|E

RS RE 5 FmAICHR

H
o0

TR STRFRIEREFIR S B

122 v1.19 o KittPod VPCILEEREICE
v1.21
v1.23
v1.25

1.1.8 v1.19 e JEHCCCE v1.2588%
v1.21
v1.23
v1.25

1.1.6 v1.19 -
v1.21
v1.23

1.1.5 v1.19 e livenessfZEBRISEMIL
v1.21

v1.23

1.1.2 v1.19 o WIFIRIERFZLBITEIUED
v1.21

v1.23

1.0.1 v1.19 o MIFREFITEIRIS AR
v1.21 Hhsocketi@(=.

5.4.15 T3 RZRHEIE R BT INE B hR A 2 fhic R

& 5-34 T RAHEBZ BT ILEBERANICR

TEfFhR S %%E?J%Eﬂﬁ B TR

1.5.0 v1.21 o JEHICCE v1.2858% 1.22.20

v1.23 o IHHZAIAXEBEZIHE
v1.25 B985 %

v1.27 o IREREEEMMBRIIHCE20
v1.28
1.4.0 v1.19 (ESHRHEECCIAE FpodiEskiE | 1.22.20
v1.21 NI
v1.23
v1.25
v1.27

SRR 01 (2024-02-27) WIS © EARITBRABRAT 126



nAR|E
RS NE

5

H
o0

nRIBICHR

TR

SZHFHISREFAR
PN

B

HXhRAS

1.2.7

v1.19
v1.21
v1.23
v1.25

IR EAIAZIZ FFIACE

1.21.1

1.2.4

v1.19
v1.21
v1.23
v1.25

1&EHCCCE v1.25558%

1.21.1

1.2.2

v1.19
v1.21
v1.23

FiFBENX Nodelocal
DNSCacheilit&

1.21.1

5.4.16 =REGEHRERAEZMICST

& 5-35 ZREGERFRAICR

TR

SZHFHIERREIR A

BT

L XARAS

3.8.2

v1.17
v1.19
v1.21
v1.23
v1.25
v1.27

(E=Eival 0

2.35.0

3.7.3

v1.17
v1.19
v1.21
v1.23
v1.25

2.35.0

3.7.2

v1.17
v1.19
v1.21
v1.23
v1.25

1% EVirtual-Kubelet Pod
b i=1i

2.35.0

MAERRAS 01 (2024-02-27)

WRIERE © LEARITERARERAF

127


https://github.com/prometheus/prometheus/releases/tag/v2.35.0
https://github.com/prometheus/prometheus/releases/tag/v2.35.0
https://github.com/prometheus/prometheus/releases/tag/v2.35.0

=ARES|E
RSN 5 A MmICR

TEHRE | STISRERHRE | B HEXhRA

3.7.1 v1.17 Y #PrometheusAgenti&z, 2.35.0
v1.19
v1.21
v1.23
v1.25

366 v1.17 o GrafanafRAFHKZE7.5.17 | 2.35.0
v1.19 o TiEcontainerd5 =
v1.21
v1.23
v1.25

3.5.1 v1.17 - 2.35.0
v1.19
v1.21
v1.23

35.0 v1.17 EHEX2.35.0iRA 2.35.0
v1.19
v1.21
v1.23

5.4.17 zREATREBERAS 2 HICHR

% 5-36 =R4& HERERERAICHE

R A SRR AE | I

14.2 v1.21 o rifv1.28ER%
v1.23 o IFAMERIHERE
v1.25 o TIFGPUSEH LIRAOMFEUSIRRLIE
v1.27
v1.28

1.3.2 v1.17 ¥FKubernetesE {4 FIRZEAOM
v1.19
v1.21
v1.23
v1.25

SRR 01 (2024-02-27) WIS © AT BRABRAT 128


https://github.com/prometheus/prometheus/releases/tag/v2.35.0
https://github.com/prometheus/prometheus/releases/tag/v2.35.0
https://github.com/prometheus/prometheus/releases/tag/v2.35.0
https://github.com/prometheus/prometheus/releases/tag/v2.35.0

=ARES|E

RS 5 FFmAmICR
AR A TISFHEERA | EisE
1.3.0 v1.17 Sev1.2588%
v1.19
v1.21
v1.23
v1.25
1.2.3 v1.17 -
v1.19
v1.21
v1.23
122 v1.17 log-agent2EFFi&Efluent-bitFll
v1.19 opentelemetryfIfERI=[RE B ERER -
191 log-agentSziFEFCRDIYAEREFER, BILA
Vi IRIEEECERISRBEARNY , Xi’iﬁiqﬂﬂﬁ”‘“”h/&
v1.23 i EI='= FENHHE. TREERKSSEH
HEHITRESR K.

5.4.18 CCE B RIpIRERMHRARHICH ((FLE4EF )

3k 5-37 CCE B IR ERIFRAICRE

iR STHFRIEERHAR A SR

1.2.0 v1.15 o SZ#$Euler0S 2.0 (SP5, SP9)
v1.17 o FEZENE
v1.19 o INREMAL
v1.21

5.4.19 Kubernetes Web Zighi A& %HicTEk ((SLL4EF)

2 5-38 Kubernetes Web &RiFiRAICTE

EHRA | STHFROSEHRA | Bl T XARA
1.1.12 v1.15 o IERCCCE v1.2168% 0.6.6
v1.17
v1.19
v1.21

SRR 01 (2024-02-27) WIS © AT BRABRAT 129


https://github.com/rabchev/web-terminal/releases/tag/0.6.6

nAR|E

RBLE 5 FERAMmicR
EHRE | SHSROSEEHRA | ERElE XA
1.1.6 v1.15 o FtEseccompBRIAFAN 0.6.6
v1.17
v1.19

1.1.5 v1.15 o FEZACCE v1.15&8f 0.6.6
v1.17
v1.19

1.1.3 v1.17 o IEACCCE v1.195:E% 0.6.6
v1.19

1.0.6 v1.15 o EANPodLEHRIEEIR 0.6.6
v1.17

1.0.5 v1.9 o V1 1ThRANEERE 0.6.6
v1.11
v1.13
v1.15
v1.17

5.4.20 Prometheus iHEFRA L HICHE (E1EHR )

Z& 5-39 Prometheus iHEIRAICTE

RS TSR A | Sl #XARA
2.23.32 v1.17 - 2.10.0
v1.19
v1.21
2.23.31 v1.15 e IEACCCE v1.155EE% 2.10.0
2.23.30 v1.17 e IEACCCE v1.215E% 2.10.0
v1.19
v1.21
221.14 v1.17 o JEFICCE v1.2188F 2.10.0
v1.19
v1.21
22112 v1.15 e IEACCCE v1.155EE8% 2.10.0
2.21.11 v1.17 o IEACCCE v1.196E% 2.10.0
v1.19

SRR 01 (2024-02-27) WIS © AR ERABRAT 130


https://github.com/rabchev/web-terminal/releases/tag/0.6.6
https://github.com/rabchev/web-terminal/releases/tag/0.6.6
https://github.com/rabchev/web-terminal/releases/tag/0.6.6
https://github.com/rabchev/web-terminal/releases/tag/0.6.6
https://github.com/rabchev/web-terminal/releases/tag/0.6.6
https://github.com/prometheus/prometheus/releases/tag/v2.10.0
https://github.com/prometheus/prometheus/releases/tag/v2.10.0
https://github.com/prometheus/prometheus/releases/tag/v2.10.0
https://github.com/prometheus/prometheus/releases/tag/v2.10.0
https://github.com/prometheus/prometheus/releases/tag/v2.10.0
https://github.com/prometheus/prometheus/releases/tag/v2.10.0

nAR|E

REAS 5 FFmARMmICE
EHhRE | STISRUEERFRA | BRI HXhRA
1.15.1 v1.15 e PrometheusE— M 4iIRER 2.10.0
vi17 SANRTEI 5 E

MAERRAS 01 (2024-02-27)

WRIERE © LEARITERARERAF

131


https://github.com/prometheus/prometheus/releases/tag/v2.10.0

	目  录
	1 最新公告
	2 产品变更公告
	2.1 关于CCE集群Docker支持策略公告
	2.2 关于CCE集群开放支持Containerd公告
	2.3 ServiceAccount Token安全性提升说明
	2.4 Helm V2 升级Helm V3 公告
	2.5 CCE集群IPVS转发模式下conn_reuse_mode问题说明
	2.6 Everest插件优化密钥认证功能公告

	3 集群版本公告
	3.1 1.21版本集群停止维护公告
	3.2 1.19版本集群停止维护公告
	3.3 1.17版本集群停止维护公告
	3.4 1.15版本集群停止维护公告
	3.5 1.13版本集群停止维护公告
	3.6 CCE不再支持1.13及之前版本集群的创建公告
	3.7 Kubernetes 1.9的集群版本升级公告

	4 漏洞公告
	4.1 漏洞修复策略
	4.2 runC漏洞（CVE-2024-21626）对CCE服务的影响说明
	4.3 Kubernetes安全漏洞公告（CVE-2022-3172）
	4.4 Linux Kernel openvswitch 模块权限提升漏洞预警（CVE-2022-2639）
	4.5 nginx-ingress插件安全漏洞预警公告（CVE-2021-25748）
	4.6 nginx-ingress插件安全漏洞预警公告（CVE-2021-25745，CVE-2021-25746）
	4.7 containerd容器进程权限提升漏洞公告（CVE-2022-24769）
	4.8 CRI-O容器运行时引擎任意代码执行漏洞（CVE-2022-0811）
	4.9 linux内核导致的容器逃逸漏洞公告（CVE-2022-0492）
	4.10 containerd镜像Volume非安全处理漏洞公告（CVE-2022-23648）
	4.11 Linux内核整数溢出漏洞（CVE-2022-0185）
	4.12 Linux Polkit 权限提升漏洞预警（CVE-2021-4034）
	4.13 Kubernetes subpath符号链接交换安全漏洞（CVE-2021- 25741）
	4.14 runc符号链接挂载与容器逃逸漏洞预警公告（CVE-2021-30465）
	4.15 Docker资源管理错误漏洞公告（CVE-2021-21285）
	4.16 NVIDIA GPU驱动漏洞公告（CVE-2021-1056）
	4.17 Sudo缓冲区错误漏洞公告（CVE-2021-3156）
	4.18 Kubernetes安全漏洞公告（CVE-2020-8554）
	4.19 Apache containerd安全漏洞公告（CVE-2020-15257）
	4.20 Docker Engine输入验证错误漏洞公告（CVE-2020-13401）
	4.21 Kubernetes kube-apiserver输入验证错误漏洞公告（CVE-2020-8559）
	4.22 Kubernetes kubelet资源管理错误漏洞公告（CVE-2020-8557）
	4.23 Kubernetes kubelet和kube-proxy授权问题漏洞公告（CVE-2020-8558）
	4.24 修复Kubernetes HTTP/2漏洞公告
	4.25 修复Linux内核SACK漏洞公告
	4.26 修复Docker操作系统命令注入漏洞公告（CVE-2019-5736）
	4.27 全面修复Kubernetes权限许可和访问控制漏洞公告（CVE-2018-1002105）
	4.28 修复Kubernetes Dashboard安全漏洞公告（CVE-2018-18264）

	5 产品发布记录
	5.1 集群版本发布记录
	5.1.1 Kubernetes版本策略
	5.1.2 Kubernetes版本说明
	5.1.2.1 Kubernetes 1.28版本说明
	5.1.2.2 Kubernetes 1.27版本说明
	5.1.2.3 Kubernetes 1.25版本说明
	5.1.2.4 Kubernetes 1.23版本说明
	5.1.2.5 Kubernetes 1.21版本说明
	5.1.2.6 （停止维护）Kubernetes 1.19版本说明
	5.1.2.7 （停止维护）Kubernetes 1.17版本说明
	5.1.2.8 （停止维护）Kubernetes 1.15版本说明
	5.1.2.9 （停止维护）Kubernetes 1.13版本说明
	5.1.2.10 （停止维护）Kubernetes 1.11版本说明
	5.1.2.11 （停止维护）Kubernetes 1.9及之前版本说明


	5.2 补丁版本发布记录
	5.3 操作系统镜像发布记录
	5.3.1 操作系统版本支持机制
	5.3.2 操作系统镜像版本说明

	5.4 插件版本发布记录
	5.4.1 CoreDNS域名解析插件版本发布记录
	5.4.2 CCE容器存储插件（Everest）版本发布记录
	5.4.3 CCE节点故障检测插件版本发布记录
	5.4.4 Kubernetes Dashboard插件版本发布记录
	5.4.5 CCE集群弹性引擎版本发布记录
	5.4.6 NGINX Ingress控制器插件版本发布记录
	5.4.7 Kubernetes Metrics Server插件版本发布记录
	5.4.8 CCE容器弹性引擎插件版本发布记录
	5.4.9 CCE突发弹性引擎（对接CCI）插件版本发布记录
	5.4.10 CCE AI套件（NVIDIA GPU）版本发布记录
	5.4.11 CCE AI套件（Ascend NPU）版本发布记录
	5.4.12 Volcano调度器版本发布记录
	5.4.13 CCE密钥管理（对接 DEW）插件版本发布记录
	5.4.14 CCE容器网络扩展指标插件版本发布记录
	5.4.15 节点本地域名解析加速插件版本发布记录
	5.4.16 云原生监控插件版本发布记录
	5.4.17 云原生日志采集插件版本发布记录
	5.4.18 CCE集群备份恢复插件版本发布记录（停止维护）
	5.4.19 Kubernetes Web终端版本发布记录（停止维护）
	5.4.20 Prometheus插件版本发布记录（停止维护）



