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BIEER.
MREEZHECS, FRXEECSHTABNEZEH, FEAEZEEF
AN DA B 255

% 5-3 VPC BH=E

Bagitbht T—ik R
192.168.3.0/24 i3 E ESKHE: BEX
(MARY::|

o WMREECIEERIHRE “EEIEEMIRE" EIN, WABFNEYPCIRHRFEERSTH
H, RRSEVPCRIFBBMZRFBaRINISEERRIRE, BRIMEIIEEY910.0.0.0/8,
172.16.0.0/12, 192.168.0.0/16,

o MNRVPCIRFAFRFRIRASX=1EEMRNR, WHFNEK, LIENEREFE “E
EEEMERE" BN, FEEEeETmE, Fanimiga.

o [RTRFEEMMNAI3NVPCEIEME, EAFEEVPCHHAZRTFINERIHIETIIDC
B, T—HLERERAIEEHH

% 5-4 ER BH*E

=]:hihi1d Tk ERERREY
VPCIMEZ: 172.16.0.0/16 | VPC1iESE: er-attach-01 | (&8I
IDC P ESZ - VGWiE#E: vgw-demo EF i fie =]
192.168.3.0/24
IDCUIMIES : VPNiE#E: vpngw-demo | {&1&EEH
192.168.3.0/24

ikl

o IMFIRAINGE—HFAT, EREBARPRAZERIMIEIRH. SDCHIVPNMLEHEY
IEERY, BTVGWIEEAVPNIERAUEEIRMAIEOE TIDC, FILRBEEERISH
ZPRENCRRSHIVCWIERRIEH, BN SEEERBHEPVPNIEZRIE
BRE ( EEARMIEATERE ) .

o SDCHINHIE, MLEHERIIREIVPNEY, AT EEEEESIE, ILAEERIZER
PERIVPNIEEAMEREREA.
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FEE FAMIES

IELEK 5 Eid Il IR ASEHI3E DC/VPN SUE iR F & RE =HEM
FFE5dAH

AFERASRER. =ELEDC. EHIEBMLRVPN., EIFABZ=VPC, 8 =pREZS2ECS
RBMFR—XERNEE, TRAXLMESIERE, FARREF—H.
(AR

TS BRSO, SaLUREEERTIEX.

% 5-5 DC/VPN XUk E &R & = HM R EML S A5
RRE | ®E | KA

i) =
VPC |2 WEBVPC, LPRzTEFWSHIVPC, FEENERF,

o VPCEFR: BIRIBLIRERIES, ARGlJvpc-for-er,

o IPVANIER: VPCHERSZFIDCMIMERAREES, iSIRIESLIRE
RIES, ARf175172.16.0.0/16,

o FMIZIR: BIRIBELIFERES, ARfIAsubnet-for-er,

o FMIPVANEZ: VPCFMMEZSZFIDCIFMMERFEES,
BRIELAMERIES, ARF179172.16.0.0/24,

VPNRIXAERAIVPC, FTENPSDBE— N FRIRHLEVPNRIK(E

H.

o VPCETR: BIRIELIRERIES, A5flvpc-for-vpn,

IPVARER : {BRIBSCIRERIES, Axf17910.0.0.0/16,

FRETR: EEIZEVPCRY, WREIE—NEOAFN, BIRIESL
fRERIES, ARBI/gsubnet-01,

FMIPVARIET: ERAFRERRBIFAAER, BIRELRER

BE, A5fF7910.0.0.0/24,

ikl
BIECIERVPNIIKRY, “EIMABE R FBEEFZVPC, “HEFN” H
BSiZVPCTHIMER, 1SRRIERNBEEEFMEFEEIN AT o ERIPHE
fiko

ER 1 o ZIR: BIRIBLIFERIES, AxRfBlHer-test-01,

o ASN: ILAPASSAEEFZL FIDCRIASS—HE, ARBIPIRIFE
INE64512,

o BIAAFRXEK: B
o HIABAREE: FB
. Eéﬂﬁ‘éﬁ;?i—iﬁl IBRIBESCPRIE ISR, AnRpiEE “FF
o EE, ARHIBEERIIRHEEHFITINZNER:
- VPCi&E#E: er-attach-VPC
- VGWiESE: er-attach-VGW
- VPNi&E#E: er-attach-VPN

DC 1 PR BRIESLIREREE
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FEE FAMIES

L

5 Eid Il IR E2EHI3E DC/VPN SUE iR & RE=AEHMN

BiRE
it

ol

REFARIK

o ZIR: BIRIEELRERES, ARFIAvgw-demo,

o XEXMER: HIEE ‘IR o

o VVBRAAZR: EIFEAVEIVIRERE, A3fljger-test-01,

e BGP ASN: IttREASSHIBIIERHEEAIASS —HETEF~—1£1Y
A, ARFIFHFIERAIASS—EL, RIFENIAEG4512,

REEEO

o TIR: BIRIEXIRERIES, A5fivif-demo,

o EHIMX: EIFEIEIME, KRFIHvgw-demo,

o KimMX: BRIBLIAERES, 4517910.0.0.1/30,

o minMX: BIRELIMERES, ARf517910.0.0.2/30,

o IminFM: BRIELIRERES, A55179192.168.3.0/24,
o IRFEER: 1BEE “BGP” .

e BGPAFEASE: AL TIDCMIAIASS, FEEFI=_EEHIN
KHIASS—HE, ARBIN65525,

VPN

VPNRI%

o ZIR: BIRIEXLIFERIES, ARfIJIvpngw-demo,

o XEXER: 1BEIE “1IVERHEET .

o IVERAZE: EIFEBAOBIERAZE, ARBjer-test-01,

e BGP ASN: HIFDCFIVPNANGEIEE S, LALASSFIDCEHL
RIKHIASSR—1E, AaBl}a64512,

o EHIAE=: EERENEIFAE S, 5B vpc-for-vpn,

o HEXFM: FAFVPNMXEFIVPCE(S, EMREENEREFM

FHEA R TS ERIIPHLE . BIRIESLIRERIES, )
7910.0.5.0/24,

XY

o TR BIRIEXIRERIES, A5flfacgw-demo,

o IRAIETL: BRI “THEBGP” .

e BGP ASN: L& TIDCUAYASS, EHFDCFIVPN XN HEES

8%, ZASSHIDCEMIZEOMEERIASSHR—EE, ANl
3$965525,

MAERRAS 01 (2024-04-19)
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EINERMLE
IELEK 5 Eid Il IR E2EHI3E DC/VPN SUE iR F & RE=HMN

"iEE | "E | 7B
it =

25%VPNiEE, BAEHE:

o ZiR: BIRIELIFERES, ARBIH, FVPNIEZEAvpn-
demo-01, &VPNiEZvpn-demo-02,

o VPNRIXK: iEREAIVPNRIX, ARBI9vpngw-demo,

o AMIP: IBIRIESCARBEIERE, FVPNEEEIFEEIP, VPN
IEEIRIEREIP,

o EEIRN: BEFE “BEEKER .

o IimpdxK: BEERERIRSIRMK, ABIScgw-demos
o EMONEAHR: ATPILEE “BHE” .

o IREHIRTN: HIEE “BGP” .

ECS 1 o EIR: HRIFLIAMERIES, Amfl/ecs-demos

J %ﬁ@:)i%’fﬁ?&?&ﬁﬁ’%)ﬁﬁﬁ, RRBIAATEE (CentOS 8.2
64bit ) ,

o [LE:
- EIFET: ERENENFAE =, &R Avpc-for-er,
- FN: E&EFEFN, &XRfEISsubnet-for-er,

o L2 BRIELIFERIER, ARFIZSBENREF “BH
WebfRs522” , B#RAsg-demo,

o FABIPHENL: 172.16.1.137

ikl

o HIFDCFIVPNRERFER, A TFHLEMLBEIAE, DCEMIMFEFIVPNRIZAIASS &%
RE—, ARf/964512,

o ERAJASSHIDC. VPNEI—HIEFR—HIIR], ARflj964512,

o ZTIDCAASS, FBEFN= LIRSZHASS—HE, BIRIEZEFPHNLFERES, &
517965525,

5.3 DC/VPN Xiig B iR S = EMaZRIE

AEDNEBI I IRHEMEDC/ VPN R T SR A TEMSARIE, RiEikaEa
F5-6F7o
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r‘?bl?ﬁi pa%S

5 Eid Il IR ESEHI3E DC/VPN SUE iR & RS =HMN

% 5-6 #3972 DC/VPN MUt IR+ F RS =AM

S 88
SB—: SERRE | 1. QI RUISEE, R RERKGAMIIEE M
BHR B&ERZE.
2. BUEEAVSSVPCAIFM, Ao NVPCAIFM
3. 1EASSVPCFRM, BIRRECS, ARAIShEIRR1ECS.,
SET: ECWEE | 1. CERYIBER, VIBEREA TIDCUAIENREEE
HETRIGRE | &, TEESEHTEL, BEYETAEEs T
VGWiERE =k,
2. BUEREEIINE: QRN ADRBAG L BREISSRIEIIN, (b
BRERZRh S EEhRN “ EHIME (VGW) 7 &,
3. QUEEEHUEO: QUREXEXRIINXAIEIIED, ERE
PERIMIIBERS .
4. FeEIDCMIERE: 7EL& T IDCIBHIRSEEMSESH .
SE=: EOWEE | 1. ERWIREERRN  BRRAES (VPC) & B4
=R A E WEVPCEEA TR ER RS,
VPCiER 2. FEVPCRSMFEREREISE: {EVPCISER AL EEI (VIR

FAUEAES, Bt IDCMER o

SIBP: EIEDCHE

BRECS, #iTpingin<, WRIEDCHERAIMBERERDR

e

SBH: W | 1. SIEBVPNRE: OIEN MBI ERHZEHIVPNR, il
EE%%fFi?ﬁ}Ju#EE% REserhLS Bl nAID “VPNRIE (VPN ) 7 EdE,
VPNi&EE 2. OEESTIERIE: QU1 EAIDCIUBIRTERE .

3. BUFE2RVPNIEE: VPNIEZERIZEE VPN M FORT i M
*x, MRVPNIEER HTEHEIR,

4. FeEIDCMEA: ELE TIDCNIRMIREHiBEMEZSE .

FEEN: KIFVPN
PEERAEEER

ERECS, HiTpingan<, IOIEVPNEIRAIMSEEIEIER o

AHF VPN AFIE, WREFEWIEVPNIEIRBEEER, &
EMIEDCE RIS, ARIIESEVPNIERABEENR

5.4 DC/VPN YUk B RS =HMEEL

: BIE=IRSS AR (AS3 VPC, ECS. ER)
AEBIESE OIS VPC, ECSLAKERIRSEIR, =IRSERNSAINELIHA,

\\}D

MR5-5,
ellfEamalidiz=c
BlEZdvigmss, BRmAissIelZellrmsEs.

£E|2 B SSVPC,
BIEVPCR TN, BFI5EESNEIZEMNMERIFM.
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EINERMLE
IELEK 5 Eid Il IR ESEHI3E DC/VPN SUE iR F & RE=HM

83 GIEISSECS,

ARBIFRT AN BECSEEATF T EVPCHIZL FIDGES(EA, HEMNHR BN HS
%, BIERIBLIREERIZEISSECS,

BIZZECS, BFI5RBEESNWISTMAE.

R

B EhJiEm=RFiRINHECE VGW &
AR, ZEEDCRIFENSAMKIRE, B2H&RS-5,
SR SIEMIEEE.
BlE#75i%, BINESIIIEEREAN.
S CIEEIUMX, BITERIVERERREFRM “EIMNX (VGW ) 7 &,
1. #EZTLEEEHS, SIZEUMNX.
BUATGERESNLER2: SIZEMMX.
2. FEhWRBSEESE, BF “EIMX (VGW) 7 EERNFNER .
BAGREENEEER
“EMRX (VGW) 7 EERDIRE “IER” , RREHRIEANTEBRRES.

RFATRAICIZZERES, FE “BUAIREZRXEK” 1 “EUABBFRERE" , BILER
s “EEmx (VGW) 7 &EEE, UTMARREMEE:

- fEEREVARHZRPEIZEXEX,
- TEEREVABHEZRPEIZERE, FENFEIIDCURIEHAES.

i%%?ﬂﬁLlT%E%LEDCE , A B LAEERIZHFRHEEFEIDCUAIERAIS

1SN 0

£33 eIEEIED.

B REE O AREEEIAM XFIZ FIDC, BEALEESNERI: IZEEO.
£R4 EIDCUIMEIRE £, BEMNESH.

FRFEMJIDCRIVPNRIIN IR B, RILECEIREN, FEEELATAME:

e DCHIVPNRIRRHZEBEURIF—, &N ERETERE IBGPIEH.
o BCEDCFHIVPNEEHBIERMER, HWIRDCHIMRERSTFVPN,
e DCHIVPNPLEHEEEARMZERFNRT BN = L MEEIRIEF—H .

-

N

TB=: EOWRRZEPRINFES VPC IER
S BlRVPCEA ISR,
FIMEERT, FFRE “RSEENIRE" Thes,
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EINERMLE
IELEK 5 Eid Il IR ESEHI3E DC/VPN SUE iR & RE=EHM

ikl

FEiZNEEE, SBaIVPCIEREFENNMNEMERAIIEE, BrIttEIRES
10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, A/rflh, FEEEVPCIRHETFENES
E15EERAIEEH, BaIEHESIDCMIBIMES

N “EEMFAE= (VPC) 7 &, BAGEESIAERIBARTFRIMVPCER.
H$I2 1CBEREMAFRFISEVPCAITRE

RRBId, ERFET “BUAEBZRXE” F1 “BOAIRERER" 058, BBATEERFR
i “EUFAE= (VPC) 7 &Y, RASBMAMERIERVPCAIEEEH, THFINR
7J|:|, /\E‘Eg*‘éﬁﬂujo

ERISEKIIENS, 152 Mak5-2715R5-4,
BEERIE, BAAEENEERE.

SI3 7RIS VPCRIBRERTRT, RINISMIERAIISE.
VPCESHIHIEIIENS, ESMES-3.
RERESE, BATAESNEVPCIRHETREKA.
-

SBPY: 5NIE DC SERANEEER

$E1 BEFHERIRSEecs-demo,
HUERREZFESHERSE, BN IEREURIRSES.
AR REIEERERSREER (VWNCER) »

$E2 PITUTHS, WIEWSVPCSIDCRETLUBEERBEE
ping /DCANES—7MPiELL
a7l
ping 192.168.3.10

EELINTER, FRvpc-for-er5IDCAILUBIZERIBIE .

[root@ecs-A02 ~]# ping 192.168.3.10
PING 192.168.3.10 (192.168.3.102) 56(84) bytes of data.
64 bytes from 192.168.3.102: icmp_seq=1 ttl=64 time=0.849 ms
64 bytes from 192.168.3.102: icmp_seq=2 ttl=64 time=0.455 ms
64 bytes from 192.168.3.102: icmp_seq=3 ttl=64 time=0.385 ms
64 bytes from 192.168.3.102: icmp_seq=4 ttl=64 time=0.372 ms

-~ 192.168.3.102 ping statistics ---

e R

LRA: EhIiRmsFPRINAHECE VPN &

KB, EMERMEVPN. VPNRIXERBRIVPCRIRRISAMEIRAE, i551%&
5-5,

£ 1 PVPNRIKERRIVPC,
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EINERMLE
IELEK 5 Eid Il IR ESEHI3E DC/VPN SGE iR F & RE=HEM

BIEZVPCR TN, BRI5EESNBIZEMNFMERIITM.

AA

CAECIEVPNRIXES, “RIFAER™ BEEFIZVPC, “HEFM™ EHSZVPCRH
MER, IBIRRIEEAERFMEEAN R LRI S ECAIIPHBLL

H$I|2 BUEVPNRIX, BIFERIVERERREHIRIN “VPNRIX (VPN) 7 &,
1. EENEHANSSEESS, QIEVPNRX,
BFT5ERS WEEVPNRIX
2. fERIVERHEEEETIE, & “VPNRX (VPN ) 7 EZEASRINER
BFGERENEEER.
“VPNRIX (VPN) 7 JEZRPIRE “IEE” , RRCHITEARIIERES.

RTFATGICZEREY, FHE “BUARRERZRXE 71 “BOAIRBRERE" , BLUR
fnse “VPNRX (VPN) 7 iEEfE, ITFSARKEMES:

- FEEREVAHZRPEIZEXEX,
- TEEREVABHZRPEIEERE, FENFEIIDCURIEAESR.

BERTIUTEREBVPNG, ZoJLAEERIERFZHESEIIDCUIRIERIE
ES

SN 0

£E3 LIETIRRIX .
BR75iEES W imMX .
L4 DRICIEMRVPNIERE, REES.

1. EZEVPNESE, 52 UEIESE—RVPNERE,
2. GUEEBVPNERE, BSUEIESE _HRVPNERE,

SE/5 ZIDCMLIRE L, BEMESH.
FTZEMIDCFIVPNRIRUE IR B, FEtECERAN, FEIEIATEE:

e DCHIVPNRUERHZEEURIT—H, Wi EREERE NBGPIEH.
o BCEDCFIVPNEEHBIERMER, WIRDCAILERSTFVPN,
e  DCHIVPNRILEHERRARMZEBANRT B INAN = _E MEEIRIF—H .

.

SIS ISF VPN SERRENESE R

FFVPNEERAELE, MNEEFEIIFVPNIERBEER, BESMIEDCEHEIRI
BE, ARKIFEVPNERABEEBER.

£ HNSDCERIRRIIE, AR SVPCELABITiZ &R IDCE(S

ikl
BESUELBUSHERT, MIEDCHIIRHIE, LABRXIU SIS .
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EINERMLE
=IELEK 5 Eid Il IR ESEHI3E DC/VPN SUE iR F & RE=EHM

T2 SRBEU=IRSERecs-demo,
HUERRSZRESHERSE, BNSESIEREURIRSES.
KRBT EEREREREER (VWNCER) »

$E3 PUTUATHS, KWIEWSEVPCSIDCRETLUBIERERE
ping /DCAEE—1NPHELF
CEEgaN
ping 192.168.3.10
BRI T™ER, Fxvpc-for-erSIDCAILUBIZERE(S o
[root@ecs-A02 ~]# ping 192.168.3.10
PING 192.168.3.10 (192.168.3.102) 56(84) bytes of data.

64 bytes from 192.168.3.102: icmp_seq=1 ttl=64 time=0.849 ms
64 bytes from 192.168.3.102: icmp_seq=2 ttl=64 time=0.455 ms
64 bytes from 192.168.3.102: icmp_seq=3 ttl=64 time=0.385 ms
64 bytes from 192.168.3.102: icmp_seq=4 ttl=64 time=0.372 ms

. 192.168.3.102 ping statistics ---

.
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EINERMLE
IELEK 6 1@5d VPN LI Internet Zeig =

6 181J VPN SCIIYY Internet &8 ==

6.1 SEMiA

Ivazzh Vi
BHFUWEEE, ACWHEESROEEN= FHVPCEEIINEHIE, EiNAERAPEE
MBI 2 N AR I PHELEFOVPN R EABE, LURFHERERT S,
PRE222
VPNRRSSIRMAVLE M 75 2290 E]6-1Fh7 o
6-1 A
R ] whzm
@ SepIP1 ;1111 R FEP:111.2 E
ﬁ_;_ﬁ' fepIP2 c 2,221 #HEIP : 2.2.2.2 —
Rl &2 VPNRI< VPC
el ; 172.16.0.0/16 Ml :192.168.0.0/24
2 1 192.168.1.0/24
FERE
o  WUEHEE: VPNRIFEIZMHAEMEAMIL, STiF— iR EREEEIRZAY
VPNIERE, —SKiEiEfE R Eig s —KiEE, RbEEaEk,
o  WUEMX: VPNIGEMXEBEARAIAZXIS,, SLIMAZRSTRRE,
HR5IRE

e VPNMEMARIRFM SIS inFMAEEER, BIVPCRIERPHIES OFEIENFM
ABEHERE,
e VPNREFIXJimMIZAIIKESREE . IPsectkls. TMHEZ=ZAFEHERE .,
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FEE FAMIES
L

6 181 VPN LI Internet Z5i& E=

o VPNRXFNRSim MK A E A A AN i (I E B AR
o VPCREMRIRS e S HRITHIRIRTiRFIHRRTiRiHIE o

6.2 {HMIFNEIEMX!

HiEnzl
X 6-1 MXIHIE
3] TR MEHE
VPC FEEBFM e 192.168.0.0/24
e 192.168.1.0/24
VPNRX | BEEAFM FBFVPNWXFIVPCES, 1BIHBFREFEN B FMTEF
FEAN R LA LTS ECHIIPHELLE
192.168.2.0/24
HART( &
EIPHbit EIPHEIERGSLEIPRT AR S BEhAERL, VPNRIKEAIA
{EF2EIP, ARBUBRIREIPHBIEAE AN T :
e EEIP: 1.1.12
o FZEIP: 2222
VPNIERE | TunneliEd FBF VPN EFORSim M 237 IPsechifid, BoE&RTdIA
bk EEBHER.
e VPNEIET: 169.254.70.1/30
e VPNiEE2: 169.254.71.1/30
BR#E | FEEFN 172.16.0.0/16
(==] Y
IFimkIx | 2ARIPHELE 2P RIEE RSt — D EC . ANRENERIK 2 M I P
N
o AMIPT: 1.1.1.1
o AMIP2: 2.2.2.1
TunneliE0 e VPNIZEEE1: 169.254.70.2/30
et o VPNiERE2: 169.254.71.2/30
IKE/IPsec | fTiHEZ=%4E | Test@123
R
SASRRZS 01 (2024-04-19) IRAERE © LA/ ARBIRAE 41




R FAMIES

6 181 VPN LI Internet Z6i& E =

251 HEIIR HRNE
IKESERE o JANIFEi%: SHA2-256

o NNZHEL: AES-128

e DHE%: Group 15

o hRAS: v2

o HasfEHA (7)) @ 86400
o ZNimtRiR: IP Address
o XfimtRiR: IP Address

IPsecERRg o JANFEE: SHA2-256
o INEE;L: AES-128

e PFS: DH Group15

o {EimtiY: ESP

o EdsREHA (%) : 3600

6.3 IRELE
BTESRM

o =l

- IBAEMIAE R VPCERBIETR . MMTEIZEIFABRVPC, EESNBIE
EMFAB =T

- IBWAEMAERVPCHIRZEBNMNEREE, ECSBELESR. TUkERs
M, BSREZEER .

o HiEHOMU

- BPHUEFRONVPNIREEETRIPsedERBXAE . BXIMELEBESN
EERER.

BEP R

R RVPNIRS STIFFHSIRMET . BGPIERDNAIRIBRL =FEEER . 256
ARSI RV TECE HAR -

£ BREATEHE.
2 kIR ‘ML > EIERANSE”
$UB3 FELEVPNRIE,

1. ®EE “EERNE > BAAR-VPNRX” , B “GIEVPNRNX”
2. RIEFRERETRESH
VPN XS BRIN7R6- 2P o
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FEE LS

6 181 VPN LI Internet 3% E=
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