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o 1MMWIEIEE: FTEIZENELIEEEBRLNTHLZ TIDCAYIE
gé%o

o INEIFEANX: BRIGBANMKIZNERT, BIFRRE “£igiF
AMX (DGW ) 7 EEZRINFIER,

o EINEN: EEREEFRENMIIIERERE

VPN

o 1VPNRIE: ¥EVPNIZNERS, BIFRTE “VPNRIX (VPN ) ”
EEERINZIER,

o 1M IFimMK: AR IDCIUAYRSImMIK o

o TZHVPNIZEEE: EEVPNRIXFIXIRMK, 252VPNIEEE IEFHE
o

ER

FiE “EOARBEHFRXES” 1 “BOAHRERERE" 088, MNTiERE
&, ERSEmITATEE:
e VPC:

- B “BIFAB = (VPC) 7 EEXBAEEREVARHZE.

- FEROABEBFRTPEZE “EUFAE R (VPC) 7 EEAER, 1§
HBEmZFIVPCNE, BEERWR-21M7R.

e DC:
- B “2iEIEANK (DGW ) 7 iEEKEAEEREVARAE

- AROABEBRTPEZE “SEEAMX (DGW ) 7 EERIEE,
BRBHFIDCUMEREER, BRERBWNFRI-21PR.

e VPN:
- B14 “VPNRISK (VPN) 7 iEZKEXZEEREVARHZE

- EBNABEBEERFSEIE “VPNMX (VPN) 7 EEHIEE, IBH
BohZIVPNNIMAEREES, BHEEEWNFER-21F7R.

MAERRAS 01 (2025-06-30)

WRIERE © HERRARBIRAT 27



FEE LS

L

1 35 A\Z VPN 1RVVhR

=R L)z
ECS TPNECSHRIF I VPCH, ARBIFIZECSHKIGIE = _ FFNZ& T IDCAIMEE

BIEER.
MREEZHECS, FRXEECSHTABNEZEH, FEAEZEEF
AN DA B 255

% 1-20 VPC BEHE

Bagitbht T—ik R
192.168.3.0/24 i3 E ESKHE: BEX
(MARY::|

o WMREECIEERIHRE “EEIEEMIRE" EIN, WABFNEYPCIRHRFEERSTH
H, RRSEVPCRIFBBMZRFBaRINISEERRIRE, BRIMEIIEEY910.0.0.0/8,
172.16.0.0/12, 192.168.0.0/16,

o MNRVPCIRFAFRFRIRASX=1EEMRNR, WHFNEK, LIENEREFE “E
EEEMERE" BN, FEEEeETmE, Fanimiga.

o [RTRFEEMMNAI3NVPCEIEME, EAFEEVPCHHAZRTFINERIHIETIIDC
B, T—HLERERAIEEHH

F 1-21 ER IBHE

B a9t Tk IR
VPC1MES: 172.16.0.0/16 | VPC1iE#E: er-attach-01 | {EEIRH
IDCIRIPIES : DGW;&E#E: dgw-demo )
192.168.3.0/24
IDCUIMIES : VPNiE#E: vpngw-demo | {&1&EEH
192.168.3.0/24

ikl

o IMFIRAINGE—HFAS, ERIBARPRSERMIEIRH. SDCHIVPNMLEHERRY
IEERY, FTDGWIEZFIVPNIEEAYERRIBMIIIERL TIDC, FEILRAEEERIRH
RPEILERIRSHIDCWIEERIRH, B ITEEEREATVPNIEZRIFT
BEH (\ERLIEEE ) -

o SDCHINHIE, MLEHERIIREIVPNEY, AT EEEEESIE, ILAEERIZER
PERIVPNIEEAMEREREA.
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FEE FAMIES

IELEK 1 i NZ= VPN 2Vl iR
FFE5dAH

AFERASRER. =ELEDC. EHIEBMLRVPN., EIFABZ=VPC, 8 =pREZS2ECS
RBMFR—XERNEE, TRAXLMESIERE, FARREF—H.
(AR

TS BRSO, SaLUREEERTIEX.

% 1-22 DC/VPN X IR B &R S =AM S IFAL S B
RRE | ®E | KA

ic) =
VPC |2 WEBVPC, LPRzTEFWSHIVPC, FEENERF,

o VPCEFR: BIRIBLIRERIES, ARGlJvpc-for-er,

o IPVANIER: VPCHERSZFIDCMIMERAREES, iSIRIESLIRE
RIES, ARf175172.16.0.0/16,

o FMIZIR: BIRIBELIFERES, ARfIAsubnet-for-er,

o FMIPVANEZ: VPCFMMEZSZFIDCIFMMERFEES,
BRIELAMERIES, ARF179172.16.0.0/24,

VPNRIXAERAIVPC, FTENPSDBE— N FRIRHLEVPNRIK(E

H.

o VPCETR: BIRIELIRERIES, A5flvpc-for-vpn,

IPVARER : {BRIBSCIRERIES, Axf17910.0.0.0/16,

FRETR: EEIZEVPCRY, WREIE—NEOAFN, BIRIESL
fRERIES, ARBI/gsubnet-01,

FRIPVARIES: BRAFMERREIFAER, BRIELRER
BS, A56310.0.0.0/24,

70
ISEBIRRVPNFIAE, ‘AR’ BEMEFZVPC, ‘EBRTN’
SiZVPCRAIMES, EIMRIE R T T MTEA M RULEAT S ERYIPHE
B,

ER 1 o ZIR: BIRIEXLIFENIES, ARfljger-test-01,

o ASN: ItAPASSABEFNZ NIDCHIASS—1E, ARG
INE64512,

o BIAAFRXEK: B
o HIABAREE: FB
. Eéﬂﬁ‘éﬁ;?i—iﬁl IBRIBESCPRIE ISR, AnRpiEE “FF
o EE, ARHIBEERIIRHEEHFITINZNER:
- VPCi&E#E: er-attach-VPC
- DGWiE#E: er-attach-DGW
- VPNi&E#E: er-attach-VPN

DC 1 PIEERE: IBRIESEIRREREE
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EINERMLE
IELEK 1 i N= VPN 2Vl iR

"iEE | "E | 7B
it =

ESCEEINTIES

o ZIR: BIRIEXLIRERES, ARfIdgw-demo,

o XEXEI: BEERE “IERHEE .

o TRMVERARZE: EIREAIBIEREES, AXfIHer-test-01,

e BGP ASN: LHAPASSHIMIERHZEHIASS —HFaE R~ —H£1Y
], ARBIFFIERAIASS—E, RIFBIAEGA512,

EHEO

o ZIR: BIRIEXLIRERES, ARpfivif-demo,

o DAFIBANK: EFEIISITIEAMK, ARG Sdgw-

demo,

o Ainx: BERIELIRERES, A517910.0.0.1/30,

o mimMX: BRIBLIAERES, 472:17910.0.0.2/30,

o minFM: BIRELIFMERIES, AR179192.168.3.0/24,

o IEFER: BEEIE “BGP” ,

o BGPSFEASS: IhAb AL TFIDCMIKASES, FEEi= tLigiE
ARIKRIASS—HE, ARf1865525,

VPN |1 VPN

o ZIR: BIRIELMRBERES, Anfl~vpngw-demo,

o XEXER: iEEIF “IVERHEE” .

o AVERARZE: EIREHIEIERMEE, ARfIHer-test-01,

e BGP ASN: ERFDCRIVPNAXUEIRES, ILHAASSHIDCEE,
BAMXBIASSI—E, Bnfl7864512,

o EAER: EEEHEIMIAB =, A5BlAvpc-for-vpn,

o HELFM: FHFVPNRIEFIVPCES, BIRERINEEEFM
FEAN LA LTS ECRYIPHBIE . BHRIELIRMERIES, A5
$310.0.5.0/24.,

X o

o FFR: BIRIELIRBERIES, A5flHcgw-demo,

o HEL: BIEE “SISBGP” ,

e BGP ASN: LHAMALZTIDCMIAIASS, FIFDCFIVPN IR GERE

B&, ZASSHIDCEIIZOMZERIASS IR —KE, ARfp)
3965525,
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EINEBMLE
IELEK 1 i A= VPN 2Vl iR

"iEE | "E | 7B
it =

25%VPNiEE, BAEHE:

o ZiR: BIRIELIFERES, ARBIH, FVPNIEZEAvpn-
demo-01, &VPNiEZvpn-demo-02,

o VPNRIXK: iEREAIVPNRIX, ARBI9vpngw-demo,

o AMIP: IBIRIESCARBEIERE, FVPNEEEIFEEIP, VPN
IEEIRIEREIP,

o EEEL: HIEIF “IREER .

o XTump3K: EIFEAIRTIRMK, ARFIScgw-demos,
o IEMOMWHEHI: ARAFLERE “BainE” .

o IRAIEI: Bk “BGP” .

ECS 1 o ZFR: RIBLIFBERIES, ARfljecs-demo,

J %ﬁ@:)i%’fﬁ?&iﬁﬁ’%)ﬂﬁﬁ, RRBIAATEE (CentOS 8.2
64bit ) ,

o [LE:
- EIFET: ERENENFAE =, &R Avpc-for-er,
- FN: E&EFEFN, &XRfEISsubnet-for-er,

o L2 BRIELIFERIER, ARFIZSBENREF “BH
WebfRs522” , B#RAsg-demo,

o FABIPHENL: 172.16.1.137

ikl

e HIFDCAIVPNEEREHE, NTFHLEMEIREE, DCEIENMEFIVPNRIKAIAS
SWIRREF—H, KRBIFH64512,

e ERAYASSHIDC. VPNEI—#FeEAR—FII0], AxRBI64512,

o ZTIDCAASS, FBEFN= LIRSZHASS—HE, BIRIEZEFPHNLFERES, &
517965525,

1.5.3 DC/VPN S B H & RS =EMEERIE

AEDNEEI B RHRFIEDC/VPNISEIR EF RS ZEHMSARIE, mERAL
F1-23F7R,
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FEE FAMIES

IELEK 1 iGN = VPN 2R

% 1-23 #93# DC/VPN X548 ZiR A =HEM IR IR

B

1A

STH—: SRR
SRR

1. BUIE1 N ENERHRE, WE— REXIEGEANIFTEZ1M I
R,

2. SIESEBVPCFIFM, AREIFEIE1ANVPCFHIFM

3. EWSSVPCFMIA, GIZRECS, ARFIFEIZE1ECS,

B EhIg
AEiRINHECE
DGWiElE

1. SUEMIEERE, MIREREL N IDCUREARIIERE
B, FRIZERMHTIEL, BEYIETAEREREG T
=k,

2. BlESEIEARK: BIE1PREXEI AR Z RN
x, RWERRRPSBENN “EEEAMX (DGW ) 7
jES

3. BUEEMIED: CIEXEXEEIRANMKAIEMZED, &R
ERFENRFIDERE .

4. BEEIDCUIRA: 74 FIDCMIEEISSHEMNESH .,

STE=: ERIEE
HEFRmHEcE
VPCi&ElE

1. FENERARSEFIARIN “EBIFAE= (VPC) 7 &EE: B11
WSBVPCIEEANT I ERHRZES,

2. EVPCIRHRTEERA: FVPCIRERTE SR WIZE
EERURHER, BARIRELEAIDCIIMES .

SEPI: KEIFDCHE

ERECS, HiTpingdns, IIEDCHERRHINSEEIEER .

HEROEERER

SR ERIVER | 1. BIEVPNKIX: Bl 1P REXEIERRZFAIVPNIIS, il
EE%E':;EM#EEE IXEEEPBENRM “VPNRX (VPN ) 7 &,

VPNE

2. gIEXuRMIR: EUE 1A IDCIUAYRTIRMIK o

3. BUE14BVPNIEIE: VPNIERZERIZEE VPN M EFORT i M
X, WEVPNIEEE HEEHEE

4. FeBIDCMRA: TL TIDCMRAIZSEEMEZSE,

SN WWIEVPN
PEIEANBEER

BRECS, #iTpingdn<, KIEVPNIEIRAIIMEEEIER .

FTVPNIIR SR, MREFRWIEVPNGEREEER, £
BITHEDCEREHIE, ARIIERVPNIEIANEEER.

1.5.4 DC/VPN J#igH RS = HMWELE

TE—: tIE=RS SR (155 VPC, ECS. ER)

AL EIESE 02 SEZVPC, ECSLINERIRSRR, =IRZZFBAISAMNLIRE, 153

mFE1-22,
B SIZeERHEE,

sl ERmEE, B iAEs el IgHEE.
FI2 IS VPC,
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https://support.huaweicloud.com/intl/zh-cn/usermanual-er/er_01_0069.html

EINERMLE
IEELEK 1 iGN = VPN 2Vl iR

BlEBVPCRFM, Bifk5ixiEs WelZELFAE = FM.
$IE3 BIERISSECS,

ARBIFT M SECSEBRF IR _ EVPCHI& NIDCE(SER, HEMEGENHS
%, BIIRIEERSZ e SSECS,

BIZRECS, BB HES NWIHUIA

-

STB " EreRASEPIRINHEE DGW &R
AR, =EEDCEBEHIRAILLREE, BENE1-22,
SB1 QIERIRER,
SliEE, ENESNIBEREN,
S SIERLSEEAME, BEER IR “SEEAME (DGW ) 7 &k,
1. E=LEAEEEHE, SESEEANE,
BAAESENEE2: SRS HENRE.,
2. EMWRMAEREIES, 58 “SEEAME (DGW) 7 SRS R .
Bk BiEiES NEEER.
“IFIBARE (DGW ) 7 RS “TFE” , EROCHRIEADIIZHSE

[e]

RATFATGICZEREY, FHE “BUAREZRXRE” 70 “BOAIREFRERE" , BELR
s “£EEAMX (DGW ) 7 &G, UTHARFEMEE:

- fEEREUAHEZRPBIZEXEX,
- TEEREVABHEZRPEIZERE, FENFEIIDCURIEAES.

FENTUTSREREDCE, A RLIEERIZFARHPESEEIDCUAIEREAE
=

15N O

£33 eIEEIED.

Bl EINEOAREESFIEAN XL TIDC, BALEZESNLRI: elENE
Mo

$]4 FEIDCMEIRE L, BEEMESH.
FTZEMIDCFIVPNRIRUE IR B, FEtECERAN, FEIEIATOE:

e DCFIVPNRYERHZEEURIZ—H, 10E R EEEER EHBGPIH,
o BCEDCFHIVPNEEHBIERMER, WIRDCHIMRERSTFVPN,
e DCHIVPNPLEHEEEAIMMZERFNITEEINAN = E NZFIF—H.

.

SE=: EEHsEFRIHES VPC EE
S BArSVPCEN BRI
TIESEE, TIPS EEERUISA" 8.
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https://support.huaweicloud.com/intl/zh-cn/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ecs/ecs_03_7002.html
https://support.huaweicloud.com/intl/zh-cn/qs-dc/dc_03_0003.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dc/dc_04_1502.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-er/er_01_0021.html
https://support.huaweicloud.com/intl/zh-cn/qs-dc/dc_03_0005.html
https://support.huaweicloud.com/intl/zh-cn/qs-dc/dc_03_0005.html

EINERMLE
IELEK 1 i N = VPN 2Vl iR

ikl

FEiZNEEE, SBaIVPCIEREFENNMNEMERAIIEE, BrIttEIRES
10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, A/rflh, FEEEVPCIRHETFENES
E15EERAIEEH, BaIEHESIDCMIBIMES

N “EEMFAE= (VPC) 7 &, BAGEESIAERIBARTFRIMVPCER.
H$I2 1CBEREMAFRFISEVPCAITRE

RRBId, ERFET “BUAEBZRXE” F1 “BOAIRERER" 058, BBATEERFR
i “EUFAE= (VPC) 7 &Y, RASBMAMERIERVPCAIEEEH, THFINR
7J|:|, /\E‘Eg*‘éﬁﬂujo

ERISEATAIENS, BEIIE1-1970%1-21,
BEERIE, BAAEENEERE.

SI3 7RIS VPCRIBRERTRT, RINISMIERAIISE.
VPCERHIHIEIENS, ESmE1-20,
RERESE, BATAESEVPCIEHETRERA.
-

SBPY: 5NIE DC SERANEEER

$E1 BEFHERIRSEecs-demo,
HUERREZFESHERSE, BN IEREURIRSES.
AR REIEERERSREER (VWNCER) »

$E2 PITUTHS, WIEWSVPCSIDCRETLUBEERBEE
ping /DCANES—7MPiELL
a7l
ping 192.168.3.10

EELINTER, FRvpc-for-er5IDCAILUBIZERIBIE .

[root@ecs-A02 ~]# ping 192.168.3.10
PING 192.168.3.10 (192.168.3.102) 56(84) bytes of data.
64 bytes from 192.168.3.102: icmp_seq=1 ttl=64 time=0.849 ms
64 bytes from 192.168.3.102: icmp_seq=2 ttl=64 time=0.455 ms
64 bytes from 192.168.3.102: icmp_seq=3 ttl=64 time=0.385 ms
64 bytes from 192.168.3.102: icmp_seq=4 ttl=64 time=0.372 ms

-~ 192.168.3.102 ping statistics ---

e R

LRA: EhIiRmsFPRINAHECE VPN &

RRBld, EIAERMEVPN. VPNRIXERRNVPCEIRRISAMEIIREE, BEE
1-22,

£ 1 PVPNRIKERRIVPC,
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https://support.huaweicloud.com/intl/zh-cn/qs-er/er_01_0066.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-er/er_01_0043.html
https://support.huaweicloud.com/intl/zh-cn/qs-er/er_01_0067.html
https://support.huaweicloud.com/intl/zh-cn/ecs_faq/ecs_faq_0632.html

EINERMLE
IELEK 1 i N VPN 2Vl iR

BIEZVPCR TN, BRI5EESNBIZEMNFMERIITM.

A

CIEOIRRVPNRIXRS, “EIFVES" BE®FZVPC, “HBEFR ESZVPCTH
FIER, SHHREIRAE R FAFIEANRIA T HERAIPHEtE .

SR CIEVPNRX, BIERIVERER=EAEIN “VPNRX (VPN ) 7 &,
1. EERIEANEEEREHS, SIZVPNRX,
BAT5EES WEZEVPNRK .
2. fERVERHEEETIE, & “VPNRX (VPN ) 7 EZASRINER
B GREENEEERE
“VPNRIX (VPN) 7 JEZROIRE “IEE” , RRERIEANRIIERES,

RFARAEIBIEZERES, FFE “BUAIREZRXEK” 1 “EOABBRERE" , BILER
s “VPNRIX (VPN) 7 &S, LI ARREMEE:

- FEEREVABHZRPEIZEXEX,
- TEEREVARBZRPEIZERE, FEHEIIDCUEHRER.

FBENTUTEREBVPNG, ZoJLAEERIERFHEEEIIDCIRIEHRIE
ES

15N O

£33 BIEITIHRX
B EES N IRRIX o

T4 CIEERVPNIER, B UEIEVPNIER,

F$I®5 FEIDCMBIMEIRE £, BEEMESH.
FRFEMADCFIVPNRI IR E &, EItECEREN, FETFRUTAE:
e DCHIVPNRIBSEZEBURIS—H, MENEIRE & EENE IBGPIEH,

o ECEDCHIVPNESHRIESMER, HRDCAMLERSTVPN,
o  DCHIVPNMZSHEREAYRTIE BANRT B INAN = _E B RIT— o

TR

SIS IRF VPN SERRE0ES SR

FFVPNEERAELE, NEEFEIIFVPNERBEER, BESMIEDCEHEIRI
fE, RIS VPNERABERR.

£E1 EDCERIRIMIE, BRI SVPCEXL BT ZHEHIDCES .

ikl

BERSBERBWSHERT, MEDCHEREIIE, ARSI,

T2 EFBEM=IRSZEecs-demo,
HUHRIRFZRESHERH L, BERESIEFHEHE=IRSSE.
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https://support.huaweicloud.com/intl/zh-cn/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/intl/zh-cn/qs-vpn/vpn_03_0204.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-er/er_01_0021.html
https://support.huaweicloud.com/intl/zh-cn/qs-vpn/vpn_qs_00007.html
https://support.huaweicloud.com/intl/zh-cn/qs-vpn/vpn_qs_00008.html
https://support.huaweicloud.com/intl/zh-cn/ecs_faq/ecs_faq_0632.html

FEE LS

IELEK 1 i N = VPN 2Vl iR
ARG 2EISEEHSIEEES (VNCATL)
B3 HITUUTHS, IR VPCSIDCRERLUBIZERES.

ping /DCAEE—1NPHELf

ALl

ping 192.168.3.10

ERR LN TEE, FRvpc-for-erSIDCHLUBIIERE S -
[root@ecs-A02 ~]# ping 192.168.3.10

PING 192.168.3.10 (192.168.3.102) 56(84) bytes of data.

64 bytes from 192.168.3.102: icmp_seq=1 ttl=64 time=0.849 ms

64 bytes from 192.168.3.102: icmp_seq=2 ttl=64 time=0.455 ms

64 bytes from 192.168.3.102: icmp_seq=3 ttl=64 time=0.385 ms
64 bytes from 192.168.3.102: icmp_seq=4 ttl=64 time=0.372 ms

--- 192.168.3.102 ping statistics ---

s

1.6 i&iJ VPN SCIIYN Internet &8 F=

1.6.1 =Mk

Rz iz

BELE

FRICBIZ 2 A MIPHBUEFIVPN I KAEIZE, LURFHERE T4 .

VPNBRSSIRLAIBM TS S 4N ERTF .

B 1-7 BNAE

R
g1
- AN AP 1111 HEP 1112
BIE €9
15— G
— = S pmp2: 2221 EEP 2222
B TR HH2

FH1:172.16.00/16

BFWSEFE, ARWRIEESR OFEN= ERVPCLIINEEE, FINAEERFHYE

Eha
@ —&D
VWPMNEdE VPC

FH1:192.168.0.0/24
FiH2 1 192.168.1.0/24

o XUk VPNRXRIEMANEAME, SEF— ) WimXeIZRFERIRZAY

VPNiER:, —FiEEFinERET RETIREIS—5FER,

RIBEZSEML .

o  TUEMX: VPNIUEMXEBBEARRRIAZXI, SLIMAZE SRR,

S5k 01 (2025-06-30) WRIERE © HERRARBIRAT
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EINERMLE
IELEK 1 i N VPN 2Vl iR

HRSRH

. VPI:??&E@$%?W'—5N§#&?WZ:§E$Eﬁ, BIVPCRIFRFEUEH OIS EIBAYFM
Zzﬁb Eﬁlo

e VPNRIKFIRSIRMIKAIIKESRES . IPsectREg . FRHZ=ZAFERER .
o VPNRXFNRSim MK A ERI Az NN iz Ot R B AR
o VPCREMURAIRSS 2R L A RITFHIRIRTIRFIHRATiRmIAIE] o

1.6.2 ARMFNETERLK

FEakl
x 1-24 MREE
251 R HRNE
VPC FEEBFMN e 192.168.0.0/24

e 192.168.1.0/24

VPNRX | BECFR FIFVPNXFIVPCES, BIAREENEIAFMNE
FEANRLA RIS ECAYIPHELL .

192.168.2.0/24
HAZET T
EIPittiit EIPHBH AN ZEIPRT R RSB hER, VPNRIEEA

{EEFI2ANEIP . ATRBUERIZEIPHBLE A RN T :
o EEIP: 1.1.12
o SEIP: 2222
VPNiER “ERED FBF VPN EXFOXSumM B IPsecifiE, BcEHIHIA
B Y FEBNER.
Il‘t‘””elﬁmm o AIEBEEEOMEHE: 169.254.70.1/30
o fimpEEREOMNE: 169.254.70.2/30

‘&R 2 o ARimbXiEiEzOMbll: 169.254.71.1/30

%;nﬁgmm o STIEBGEREOM: 169.254.71.2/30
il
BFR&iE | #EEFN 172.16.0.0/16
HRiCy
impK | 2Pt ﬁ_@wt&iﬁﬁ@%ﬁéﬁ—ﬁﬁao P NI /N ] L chil

o MIPT: 1.1.1.1
o FIP2: 2.2.2.1

IKE/IPsec | Fit=25348 Test@123
R
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FEE LS
L

1 35z VPN 1RAVhR

%351 RT3

AXIE

IKESRHE

o IANIEEL: SHA2-256
o MNEEE: AES-128

e DHE%: Group 15

o hRAS: v2

o dsfEHA (%) : 86400
o ZNimtRiR: IP Address
o XfimtRIR: IP Address

IPsecsElg

o JNIEEE: SHA2-256
o NEE;L: AES-128

e PFS: DH Group15

o {EimtiY: ESP

o EdsREHA (%) : 3600

1.6.3 E{EL B

- IBEAEMIABERVPCERCIE TR . MMUEIREMFABRVPC, EENEIE

- BWAEUAERVPCHIZEEMNESRE, ECSBELER. UiiEx:

- MRBEIEAERMERERKEXVPNIIX, BV IRHREREEZEIESTH
snfI eIV ERRZRER, BS MRV IRHZRERIBXER o
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(11 %8R
o INHFBVPCHY, BLERIZSHIESNER2-8,

o NIA%REVPCRY, REZHEEVPCFR10.0.3.0/24000], AHEESESIEEFERIMER
10.0.1.0/24 ,

& 2-8 NIEREKSWELHISE

SH 1588 B a5

RS DNELRIMESSEBIRIIKSEE | FIKSHNE
?‘2 o

X1 BEEENVPCAERX hE-&FE
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FEE LS

IEELEK 2 iEE Nz VPN 2H#ifR
2% =l:z] BYEHH
SuESIT FENSEI=EELHH | EFAB= (VPC)
SCIN LB B @RS 2
B,
VPC FENNHE=1EZLFIF | vpe-001
LML BIEBAIVPCE
XEEFEELSELSE .50
IEERRIVPC,
VPC CIDRs FEMHR=1EZLAIF | FM: 10.0.2.0/24

SCH Y48 B HY R ER B
=28
SRBSHRRENIAG
=i, FEREUTHENZS

"

o FM: HEIRVPCEIER
FW, Xk
10.0.2.0/24,

o HfthEz: AT {E=IE
R R EIAZEH
FERORIRE, LaE
ZIEMNBEX MR
10.0.1.0/24,

H{bMEZ: 10.0.1.0/24

3 EREREHE.
BREERHIS

ERHFER, EF W > miEE CC7

HANTEZRSERRNE, ARERIIFRTR, REEIBNZERZLAIER, #

ARIERLAIFBRE .
EnEELFBERES, BE “HEEE”
5 AHEwRRES, B ‘REHEFEE"

& 2-9 BeEHEF RS

, IRIBER2-IEEHNSH

¥ il
BiEXiE 2L BEBAYXIHZTR.

IBIEER FEEBAIXI .

SIERERTHREE .

|
it | ot
@

AT XESENE BT

B, BT .

PrEETizm R ek BRIEETE ST BEwRaH
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EINERMLE
=IELEK 2 iEE Nz VPN 2#ifR

6. BE “MaE” , THREE.
RETHETRER, BE T HRIIKEEMI LR TIEEEE,
AR

RGN LZEEMNRANSGRILEER, BHAKBARLRRNIZEALSE. A5
MNECEIER, RIEBXEBEES.

£ KEBRHER.
FEEBVPCELHIF, MiZEEBRIMER10.0.1.0/247010.0.2.0/24FKIZHIEE
FELErVPCEBIR, WiZE1E10.0.3.0/24—REBHEE.
1. EITERAS.
2. ERZER, EEF ‘WK > =& .
3. EmERIIERY, PEREEEENTEESTR, ExEERAEPRTE “BEE

St

e

. A ERIEEEETIREEAEXE
5 EBRESIIRPEEBHRESR.

R

2.2.3.3 BuHEER BTN
S (R X R ERN S ERPSE,
S8 NERERIEELN pingE R ZE=E LIRS,

EEBRT, pingBaE, RRERARPNUEREHCOVPNRX ERTLAEEEIPsec VPN
BiER (FERESHNXEELAREERE) -

R

2.3 VPN 5= EEESFERAXIN = FEIEPOS= L2 VPC
i@

BEES
MISTRAPBEVPNENENR, FEARHESMRE, SORKEPHET
VPC, BRE ST B PR DRSS RS MR VP CF N EKEE.
(00 i#88
HERXIFNZSNVPCHERIBE ZEREEK
RIS

1. BIE&E,
-  HFHFEMITVPNERE, ZpTBPiRHEIEFROMEIN=IRVPCAIIVPNIEE,

-  FPFPBEXETZRegionf§VPC, HENVPCTFHIFMA TSR, =iRBSNVPCT
RYECSERSBIEE .
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FEE LS

2 iEE Nz VPN 2#ifR

L
2.
3.
4.

EEFRHRFN

2-3 VPN 5=iEEE EER

EFEIRHRD

| M

gl

&

WPN: 1.1.1.1
FIER: 192.168.11.0/24

(1 588

VPN

VPC1

VPN: 2.2.2.2
FiER: 192.168.22.0/24

FEE: 192.168.33.0/24

o AFPHIEHOAMFM: 192.168.11.0/24, VPNRIXIP: 49.4.113.226
e VPCIFM: 192.168.22.0/24, VPN®x122.112.222.135

e VPC2¥/: 192.168.33.0/24

BCEMA

= 2-10 FCEiRAE

192.168.33.0/24

MEIPSVPC1 B REE
VPNZEIBESVPC11EE

iR 122.112.222.135

192.168.22.0/24
192.168.33.0/24
TR 49.4.113.226
lm S
192.168.11.0/24
=IEEMESIEE

POZESLA -
192.168.22.0/24

192.168.11.0/24

PSRt VPC (45RT5) yPc2 (s

o
VPNIEZTF M E VPNEEFMEE SIEEMARSEBIED
AiHF%: 49.4.113.226 AU =
AHFR: 192.168.11.0/24 | 122112222135 PIZESEA):
TR 192.168.22.0/24 | BIFN: 192.168.33.0/24

AR

SIEEMELAIRE(E—RegionfiLE, BEERKRAEEINIENELIEE.

BCERIE

- B COBLERVPCIFILERVPCUHITIER: .
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FENE LS
L

2 iEE Nz VPN 2HifR

ACELER

SER1

- BPHIEPOVPNERRI AR FRALE, TinFMIES192.168.22.0/245(0
192.168.33.0/24.

- VPCTHIVPNIEZRI A FMZZE /9192.168.22.0/24F0192.168.33.0/24, i
T ] 0 o L

- \:ﬁm AICCEHVPC CIDRSHIMER(ZE, $5192.168.11.0/24FIIZEVPCFM

- VPCHIMBZEETZ -

- BEWETEE.

- BiF=EEERER.

BIEZERE

1.

2.

BRIEFE, ARSIIRPEE ‘miEE” , ARELNRESIEE ‘=&
B, BEREALS ‘CIERER .

RIERAERTRERERSH, 2E “BE” .

2-4 QIERIERE

aaaaa

aaaaa

aaaaa

SEERIRRE A EVPCRIFRERIEE— X &fS, SIEMBRIES=IEENIZ

R. EUIBFEAEEE . MREFER—1Regiondh B NVPC, BIIEET
E%iE (BRI ) SRIEEEEAVPC, MRVPCHESTHY, HiERmERE
HITHEEX,

=IEECIETRE, BhmIEERER,

IR LRSI R, B “HNEMLESLA)”

RIERmIERECERXSE, BF “BE” .
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FEE LS

L

2 iEE Nz VPN 2H#ifR

2-5 NNEEMILESLH] 1

il = ]

HEEEHTEE, BRI,

0 —TEERASERE T EEEEER: PCRASEXFRVGWREAAFESNS: ERSIERE, SUAKSEISSREES

* B LM
% EOMIEERY EREEE (VPC)
# VPC
#VPCCIDRs (3) SEETFE
HitbFE ~
=

EHIFIE (VGW)

i

L

0/64

=

5. INERXIAIVPC2, 1EIREVPCEFRFIVPC CIDRs, VPC CIDRsANEFEEEFMT)
ZoFN, HEHETEE N MEHITRINVPCAIFM .
B8, RINERXIEFVPCI RNMEEE, HINTHEEEEWE2-6F=.
2-6 fNZPLEL) 2
0 CTIES ERRARS, B0 MEES e RR2) , ARBAATE
(1 308
- SIEERHEKS B SIER, BIkSERTEAREUSI.,
- BEMFINMNFRESZILMIRE .
6. EF “‘WWEwess’ RE, B ‘EEEwR , REESMRegion, FER

e EY Rl S S LS EEE VAR |t
RegionBEX, BcEEEWE.

[ 22

[y

==
Mg

TR, ALPBRETERTAD
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FEE FAMIES
S

2 iEE Nz VPN 2#ifR

2-7 Be Bl et

E=ER [t ] wEs IRIEREEE EmER e
«
EEEEREE E
BEHEEEHETEE
| EERE k=R | v k2=l v
Higkk
i)

R Mbit/s
=
) ]

oo

WIFRMER, & “BHEER .

R RmXEERNEAES, BAPFERIFNENNEE ZEEEEIF

W, WATVPC1FIVPC2RIF MBI LAERIAT .

2-8 WIFRAER

=xEs  EEss  RRe  mEORR  BEGS 6E

FEwED

182 EFHVPC CIDRs,

VPC15VPQ2Z i I =iEE, TEBCE MLESLAIRY
VPNAJF MBI R EREVPCT T, VPC2RYF
VPC1HIMIZE LB TIES -

BHERERBRHNTIEESLA

, VPCIBREBRIFMIN, EE

REEE5FM. Eit, FEXY

£ “ S TaEh, SERER- EETHISEA.

BENEAM “/€2VPC CIDRs”

2-9 {2 VPC CIDRs

ESEE REm  #Re mARR BERE AR

@D

0 CENES I EERESR, BY R N5ER 18K

AEEGTER

E]

=)

TRXE
EHRET (V0

B

4. RIEFERT, & ‘SREE” 19 “HittR”

fuFm, 2E w7 .

g A\VPC1i@id VPNIEIZRIZ
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FEE FAMIES
L

2 iEE Nz VPN 2HifR

2-10 {&2Z VPC CIDRs

{EZVPC CIDR X
VPC
#* VPC CIDRs (@) E] —
EftFEe ~
192.168.11.0/24
@
100,64 0. 0B EIZ SR, TRSIOTEFE. = PIFIERES o] A
=

5 WIFEESEHES, BRERE “BHER" #HTEK.

2-11 WIEHER
ExER  mEsH  FRA 4ERR BEES

=

s

FI3 EFVPNECE.

VPC1FIVPC2BE CCiEREE, FPEIR.OMLEFIVPCT ZiBAIVPNFMItBIERN A LT
TE, NVPNIEZEHNAES, VPCIHIAKFMNIZE S B BHFMFNET CCGEREH
VPC2HIFM, FIE, ZFimVPNRYITinF M EEMIENATERE,

o  EPl: KFFMAT, iminFMRIVPC2AIFM, ZASLH/9192.168.33.0/24,
o VPCUU: AIFFRGRIMVPC2HIFR, ASL}9192.168.33.0/24, TikFMAF
s
> o
1. &R “EIEENS > KRRk 7, £ “VPNEE" REHIIVPCIBIZRIVPNIE
%, & ‘B2 JBE B .
2. TEEXRVPNIEERNEEANRFNETEN “NWER” , FHAVPCIHFMFIVPC2HIF
W, FANMERZEBFERESGESIEF, minFMNIIESERFREARAT,
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FEE LS

IELEK 2 iEE Nz VPN 2#ifR
& 2-12 {82 VPN &
{EXIVPNIERE )
TETE (3 Eil EEFR (3 192.168.11.0/24
SEEE v
3. HAFPMRYVPNEEEEEXiminFM o
BEBERTIRAIVPCIFM .. VPC2FRRIIZEVPNIEZI T FNEES, H
BREART
BCELSIE

AIRERERPEIESC . VPC1. VPC2HRHRIFF=SECS, IPHELES B
192.168.11.11. 192.168.22.170%0192.168.33.33W=&=F#1, #IAE R TECS1
(192.168.11.11 ) BILAFOECS2 ( 192.168.22.170 ) HELEH®E (@i VPNifsa ) , ECS3
(192.168.33.33 ) TixfIEECENERE, FEE=IEECCE, ECS3ALAFIECS2H
&, {BXAFIECS1HE.

I EHVPC CIDRSHIEFVPNECERECEIFEfS, S5LIECST,
BXEE, SRIIET

o  FFHEIEHLD
ECS1iA1aVPNIEREVPC1 FM FHIECS2: 550K,

[rootlecs--11 “1# ifconfig ethd
ethd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1588
inet 192.168.11.11 netmask 255.255.255.8 broadcast 192.168.11.255
inetb feBB: :f816:3eff :fefc:eefd prefixlen 64 scopeid BxZB{link>
ether fa:16:3e:fc:ee:f5 txgueuelen 1888 (Ethernet)
RX packets 5325 bytes 5H3H31 (491.2 RKiB)
RX errors B dropped B overruns B frame B
TX packets 12328 bytes 1165686 (1.1 MiB)
T errors B dropped B overruns B carrier B collizions @

ECS2FNECS3Zi@H

[rootlPecs--11 “1# ping 192.168.22.178

PING 192.168.22.178 (192.168.22.178) 56(84) bytes of data.
b4 bytes from 192.168.22.178: 1|::mp _=seq=1 tt1=61 time=38.8 ms
64 bytes from 192.168.22. 1?B: 1|::m1:| _seq=2 ttl =b1 tlmE-EB B ms
64 bytes f 1 a: t1=b1 .

168.33.33
56(84) bytes of data.
_seq=1 tt1=59 time=64.2

I ping 192.

from 192.168.33.33: icmp
from 192.168.33.33: icmp_seq=2 tt1=59 time=63.C
from 192.168.33.33: icmp_seq=3 tt1=59 time=63.2

:s from 192.168.33.33: icmp_seq=1 tt1=59 time=63.2 m

MA4RRAS 01 (2025-06-30)
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S AR
B

2 ihE A= VPN &R

EHRTIFVPCL,
VPC1F ) FRIECS2i5[al B P #E - OF M RAJECST: 455ROK.

[rootPecs-vpcsZ-Z22 "1t ifconfig ethd

ethB: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1588
inet 192.168.22.178 netmask 255.255.255.8 broadcast 192.168.22.255
inetd fedB::f816:3eff :fedd:4bbd prefixlen 64 scopeid BxZB<link>
ether fa:16:3e:4d:4b:bd txqueuelen 1888 (Ethernet)
RX packets 1693564 bytes 6BBZ55Z26 (572.4 MiB)
RX errors B dropped B overruns B frame B

TX packets 1983616 bytes 3823942348 (2.8 GiB)
TX errors B dropped B overruns B carrier B collisions @

[rootRecs-vpc2-Z22 ~1# ping 192.168.11.11

PING 192.168.11.11 (192.168.11.11) 56(84) bytes of data.

f4 bytes from 192.168.11.11: icmp_seq=1 tt1=62 time=31.4 ms
f4 bytes from 192.168.11.11: icmp_seq=2 tt1=62 time=29.4 ms

VPC1F M FAYECS2i5{aIVPC2F M RAYECS3: L5 0K,

[rootlecs-vpcZ-22 7 1# ping 192.168.33.33

PING 192.168.33.33 (192.168.33.33) 56(84) bytes of data.

61 bytes from 192.168.33.33: icmp_seq=1 tt1=61 time=42.2 m=s
64 bytes from 192.168.33.33: icmp_seq=Z ttl1=61 time=36.7 ms
64 bytes from 192.168.33.33: icmp seq=3 tt1=61 time=37.4 ms

LR E=IRVPC2,
VPC2FM FAYECS3IHIEIVPCTI FRM RHIECS2: 580K,

[rootRecs-vpc2-33 "1 ifconfig eth@
ethB: flags=4163<UFP,BROADCAST,RUNNING, MULTICAST> mtu 1568
inet 192.168.33.33 netmask 255.255.255.8 broadcast 192.168.33.255
inetb feBB::f816:3eff :fe2d:cho9e prefixlen 64 scopeid BxZB<link>
ether fa:16:3e:23:c6:9% txqueuelen 1888 (Ethernet)
RX packets 18127 bytes 1885682 (982.8 KiB)
RX errors B dropped B overruns B frame H
Tx packets 13258 bytes 1258814 (1.2 MiB)
TX errors B dropped B overruns B carrier 8 collisions B

[rootBecs-vpc2-33 “1# ping 192.168.22.178

PING 192.168.22.178 (192.168.22.178) 56(84) bytes of data.
64 bytes from 192.168.2Z2.178: icmp_seq=1 tt1=61 time=37.7 ms
b4 bytes from 192.168.22.178: 1cmp _seq=2 ttl=61 t1ne =36.7 ms
64 bytes f 1 2. 1708 : =3 tt1-61

VPC2¥HTE§ECS3LEIEHJ3§F'§$UEEF' CFR TRHYECST: é“—“%OK

[rootRecs-vpcZ-33 " 1# ping 192.168.11.11
PING 19Z2.168.11.11 (192.168.11.11) 56(84) bytes of data.

64 bytes from 192.168.11.11: icmp_seqg=1 tt1=68 time=64.9 m=
64 bytes from 192.168.11.11: icmp_seq=2 tt1=68 Ltime=63.7 ms
64 bytes from 192.168.11.11: icmp_seq=3 tt1=6H time=64.8 m=

2.4 VPN 5 VPC peering Be§ERSXLI=TFHEFROS=L
BEXiE VPC BiE

Bria=

FRAREEATHNEXEFEIETEAVPC, AFRHIEFROEZVPNEZEEEF—
VPC, AESFESBBIEMNVPCZEZEIZVPC-peeringf{E {5 A FEEH OEIMLEFI
R RIHAANVPCZIBRIMEEHIEEIREE .
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FEE LS

IELEK 2 iEE Nz VPN 2#ifR
BUHESRIY

1. BIEZR.
- FPEMETVPNEE, T APmSIEROMNEF=inVPCAIVPNIERE;
- BARFWXETZANVPC, BENVPCTFHIFEFMNANSE, =inSMNVPCTHIECSHR
SIEE;
2. EER.

2-13 VPN 5 VPC peering Bt &{EF

=R #¥7=Region
VPC1 VPC2
i WPC-peering
VPMILL11 WPM:11.11.11.11
IPL:172.16.1.1/24 FRIIP:192.168.1.1/24 FIP:192.168.2.1/24
AR

o FAFPHEIEROAFR: 172.16.1.0/24, VPNRIFEIP: 1.1.1.1
e VPCIFM: 192.168.1.0/24, VPNMIXEIP: 11.11.11.11
e VPC2FRM: 192.168.2.0/24

3. EcEWR,

x 2-11 BB &EiRA

EEERAE | BPEIEDC VPC1 VPC2
VPNiEE | Riglx: 1.1.1.1 iM% -
FMEE | KibZW: 11.11.11.11
172.16.1.0/24 AP -
SRR 192.168.1.0/24;
192.168.1.0/24 192.168.2.0/24
192.168.2.0/24 TimpIE: 1.1.1.1
TR : TP -
11.11.11.11 172.16.1.0/24
izl
e MXIPSVPC1EH
Bi%
e VPNZFIESVPCIHE
=R
VPCIE | - VPC1ERIHbLIL: VPC2EAYHBLIL :
G EE 192.168.2.0/24 172.16.1.0/24:
= 192.168.1.0/24
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FEE LS

RIEXHE 2 i\ VPN 28R
BcEIREA | AF&EGD VPC1 VPC2
& o ANTRBIFEIZEVPC-peeringAIHgEVPCI ARG, VPC2IITH .
o HIEEMEBLFIRIEI—BEEE, BIEERHESEINIEN
B E
4. BeERIK,

- @3VPC-peeringVPC1FIVPCiH 1 TIERE

- APYERHOVPNERRIAFAZE, iminFM32/9192.168.1.0/2470
192.168.2.0/24,

- VPCIHIVPNIEZHI A FMZEE /192.168.1.0/24F0192.168.2.0/24, imim+F
MAZE

- VPC1RIVPC-peeringANim & H{NE & BArMERAVPC2F192.168.2.0/24/7
BH.

- VPC2#9VPC-peeringiZim B & BARMER J9VPC1 £/ 192.168.1.0/2450%
FPFM172.16.1.0/24,

ACELER
$I81 GIEVPC-peering,

1. EREEERAE, GEREVPCRERNIXE, AREERSIIFRFIER ‘EIMER
VPC” , ANEAMRESIEFE “WEEE" , BERNEALTS “SIENEE
5, IS AR ARIOVPCRIRTRVPCIEE, B e HTolR.

Zliiﬁ'ﬁvPC%DXTJﬁVPCET_@UEVPCXT#L_?;zETﬁhE'J, TBIRIBVPCF MM EZFRIAE
BITES, VPC-peeringBliZRTLEZTEVPCUSE, REYUEXKVPC-peeringBIZFRF0
VPCHIEEH -

2. VPC-peeringB25Spk /I B FEZAIEXER, BEIVPCAINFERERIER
ANimiEEAIVPCREFRNNTimIERZAIVPCEE, MinMEEEHEZNMIBHER .

AT eIV PNIEIEMIBIVPCT J i, VPC2Aimis .
$£B2 RINVPC-peering &/ .

1. ELE’JVPC peeringiEiZE R EERINFMVPCHIFMMLEIZH, AafIhaizVPC
SREITVPNIERE T BPHIESOME, FLERINMNEIERNEESEE PN
ééma_rm“bﬂ A ESEEERmEmREEERENVPCHEEZNZIR, HNFINE
Wl
2. TERBAIREITUE, B “IRINEREA” .
AR TNEES BRI MEER, SEREARERN.

MERTY:):

VPC1iBIZ VPN B P HURROMLE, ]FVPC2Rift, 2i@idVPC-peeringi&EiEnd, Fr
PG imig AR R ARG FMAYERHAIN, TEEESEFRFPEIETOFMAIEH-

ISR T —Bkitb it VPN B R ER, BEERELREH .
$IE3 (BVPNECE.,

1. VPC1FIVPC2iBIZVPC-peeringiEtEfa, FIPEIREHOMEEFIVPC ZERIVPNFK
WREENAE TN, NVPNIEZRNAESR, VPCIHAEFMNIZEEBSHFM
FEILVPC-peeringiEZRIVPC2HIFM, [EE, &EFimVPNAIZIR T Mt E2H
ARSI
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FEE LS
L

2 ihE A= VPN &R

AcEIGIE

MER
EZEPM: AiEFMNALT, TimFREIIVPC2HIFM, ARf79192.168.2.0/24,
VPCIU: AimFRIRIIVPC2RIFM, AGI79192.168.2.0/24, imimFMAZE,
IR EIEANSG > KRR 7, £ “VPNIEE" REEZIVPCIBIZEHIVPNIE
B, 5% ‘82> B8 .
FEIEVPNIEETEIE Nin FMEIEES “MNER” , FMmAVPCIRIFRFIVPC2HIF
M, FMEEZEFERRIGESRF, iiﬁ”%?ﬂ%ﬂﬂ BEEFREFRE,

FRPMAIVPNEE B ZEZEMIZIRFM, BEEIRIHAIVPCTIFR .. VPC2FRFRIN
ZEVPNIEZEITHRFNEES

R

AIRERERPEIEGC . VPC1. VPC2HRHBITFE=SECS, IPHELES RN
172.16.1.1, 192.168.1.1#0192.168. 2. 1I=&FH, #IAERTECS1 (172.16.1.1) &
LAFOECS2 (192.168.1.1 ) BHEXH@ (@idVPNifa ) , ECS3 (192.168.2.1 ) TiEfiE
EENEE, fEEIVPC-peering/g, ECS3ATLARIECS2EIE, {BXAFECSIHIE,

ZELEINECEAREE, BJLASTEIECST. ECS2FIECS3ZIBIEEXEIE, £SRIGUEN

BRPEIRF0
ECSTiAIa)VPNIEZVPC1 FM RRIECS2: £55RO0K,

LrootRec=s=—1 7 1I# ifconfig =thA
ethB : flagS:<11E-3<UP,BRDFIDCFIST RUNNING . FMULTICAST> [y ATE ISBB

netmask Z55.255.255.4 t 172Z.16.1.255S
EIlE- 3eff :feBc: 1 2= prefixlen 64 sl:npe id B=Z8<link>
:de 8c 1le e elen 1|aa|a CEthern et

8 dropped 8
AZZ3 bytes 113478 (1183 .8 KiB)
8 dropped B owverruns B 2 carrier 8 collisions 8

[rootRFecs—1 71 ping 192 . 168 .1. 1

FIMG 192 . 165 .-.1. 1 C192.168.1.123 S5S65(84)_bytes of data.
514 bytes from 192 _ 168.1.1: icmp _seg=1 ttl=61 time=38_.4 ms
54 bytes from 192 . 168.1.1: icm _seg=2Z ttl=6H1 time=31_.4 ms

ECSTifaVPC2FR RAJECS3: £55RO0OK,

[rootlecs-1 ™14 ping 192.168.2.1

PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.

b4 bytes from 192.168.2.1: icmp_seq=1 tt1=61 time=31.7 ms
b4 bytes from 192.168.2.1: icmp_seq=2 tt1=61 time=31.6 ms

L RH=IHVPC ,
VPC1F M FRIECS2ipIal FI R EE-OF M FAIECST: 53R 0K,

Upcl-11x — I ifconf ig etha
=4163<UP, BROADCAST, RUNNING .MULTICAST> mtu 151313
192.168.1.1 netmask 255 .255.255.8 + 192 .168.1.25S
6 folB:: f816:3eff fed3 2462 prefixlen 64 Sl:l:lpeld Bxz@<1 ink>
: txguenelen 1888 (Etherne + 2
kets 198954 bytes 61952364 (S9.8 HiB)
dropped 8 owverruns B8 Frame 8
bytes 253528145 (241 .7 MiB)
dropped 8 owverruns B carrier B collisions 8

[rootPecs—wpcl-11:x ~1# ping 172.16.1.1
PING 172.16.1.1 € 172.16.1.1 ) S6(51) bytcs of data.

64 bytes from 172.16.1.1 : icmp_seg=1 ttl=61 time=33.8 ms
64 bytes from 172.16.1.1 :° i “seg=2 ttl=61 timc=31.6 ms

VPC1FM FHIECS2iHaVPC2FM FHIECS3: 458 0K,
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[ruutﬂecs—cl—llx "1 ping 192.168.2.1
PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.

b4 bytes from 192.168.2.1: icmp _seq=1 tt1=63 time=7.18 ms
b4 bytes from 192.168.2.1: _seq=Z tt1=63 time=3.85 ms

o fERTRIKVPC2,
VPC2¥HTETJECS31J5|‘EHVPC1?HTE’JEcsz- #ZEROK,

o
=thB : £ lags—‘llﬁfl(LlP BRDFIDCFIST RIJHH INC MULTICAST> mtu 15688
inet 192 .168.2Z.1 etmask Z55.255.255.8 broadcast 192Z.1608 . 2 =55
inett fe8A: f816: 3Eff fe‘l(l “2bbd prefixlen 64 =s=copeid Bx=<ZAa<link>
s I 1le

Tx packets 168536 butcs 253133332 (2368.8 MiB)
dropped 8 owverruns 8 2 carrier 8 collisions 8

[rootPecs—wpcZ-—22 ~ I ping 192 .168_11 .84

PING 192 .168.1.1 (192.1668.1.1 ) S560(84) butes of data.

541 bytes from 192.168.1.1: icmp_seg=1 tt1l=63 time=9.78 ms
541 bytes From 192 168_.1.1: icmp_seq=2 tt1=63 time=4.29 ms

VPC2F W FRYECS3iIa R EUEHOFR FRIECST: £55R0K,

[ruutEecs—ﬁch—EE “1# ping 172.16.1.1
PING 172.16.1.1(172.16.1.1) 56(84) bytes of data.

64 bytes from 172.16.1.1: icmp_seq=1 t11=61 time=34.8 ms
64 bytes from 172.16.1.1: icmp_seq=2 t11-61 time=31.7 ms

2.5 EF VPN f1z=1E#({ERA VPN hub INEELI = R
EOEIE

BIEES
FPEEARNE N RKEWETVPC, FRBFEESHEIERD, SMUBTOH
B VPNIER: T = EROVPCRISS . AMESIESAP B RKEABRSNTIER, $2
DB OREERIR, TERPRERONSE, FE5 EXTE M IRPONN
EEILBE A,

RURSRMF

1. PIERR
- APEEARLEZPMXEABETVPC, BEANXKIFHEFESIVPC,
- B XIEEESVPNIR BB EIE S OEE
= EVPCHIBFPHIEIET ORI FMAHZE, ECSIRSBIEE .
2. EEEH
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2-14 VPN hub ZE#E#R3M

I
|
| EERIE :
|
————————————— ] | |
! | [ Regiont T T T T T T T T T T
: IDc1 | D egion } I | IDC2 |
\ | ! [ \
! | I ven:2.2.2.2 VPN: 3.3.3.3 . \
| VPN: 1.1.1.1 | } | I | VPN:4.4.4.4 }
I | I Ll I
' | N Lol | 1
: N _venal | VRNB | \
| /B R |
| |
| | | [ |
" | R |
! SRS | 192.168.22.0/24 :192.168.33.0/24 [ | ErRE
| 192.168.11.0/24 } } | TR0 FH o [ | 192.168.44.0/24 }
| | | [ I |
_____________ | Smm=mm=m=ee—s=m=mm=e== e
| |
| omm | e
[ Lo ‘ [
| | Region2 [ | 1DC3 |
I |
| [ I
} | VPN: 6.6.6.6 [ } VPN: 5.5.5.5 |
I [ \
} I [ ‘ \
P [ ‘ |
o VPN C, |
| | Ei) |
o b } \
P! : ! | SRS ‘
| : F1:192 168 66.0/24 | | | 192.168.55..0/24 }
|
} L ] L 1 [
. I
3. EERBE:

a. EE=EEIBVPCI. VPCQFIVPCIMITIEE, HECEEIZIRME, TN
B ESEWETRE,

b. 4BIBIZIDC1-VPC1. IDC2-VPC2. IDC3-VPC3YVPNMILE
¢ EIME—ERVPNIIAHFMFITZiHFM o
4. BRicERE

= 2-12 L EIRAE

=

T |t
= |iR

VPNZi#
x

VPNZKith
<

VPN
ZES

VPNjzin
<

CCPI£5SE
7

IDC | VP
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26
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.0/24
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.0/24
192.168.44
.0/24
192.168.55
.0/24
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.0/24
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T | ¥ | VPNEIHEM | VPNAME | VPNizdw | VPNiminm | CCRIZREE
= |’ | X = ZES < Al
VPC 122.112.22 | 192.168.2 | 49.4.113.2 | 192.168.11 | 192.168.2
1 2.135 2.0/24 26 .0/24 2.0/24

192.168.3 192.168.1
3.0/24 1.0/24
192.168.4
4.0/24
192.168.5
5.0/24
192.168.6
6.0/24
IDC | VP |139.159.22 | 192.168.4 | 122.112.22 | 192.168.11 | -
2 NB | 228 4.0/24 2.112 .0/24
192.168.22
.0/24
192.168.33
.0/24
192.168.55
.0/24
192.168.66
.0/24
VPC 122.112.22 | 192.168.1 | 139.159.22 | 192.168.44 | 192.168.3
2 2.112 1.0/24 2.28 .0/24 3.0/24
192.168.2 192.168.4
2.0/24 4.0/24
192.168.3
3.0/24
192.168.5
5.0/24
192.168.6
6.0/24
IDC | VP |139.9.226. | 192.168.5 | 122.112.22 | 192.168.11 | -
3 N C | 244 5.0/24 2.112 .0/24
192.168.22
.0/24
192.168.33
.0/24
192.168.44
.0/24
192.168.66
.0/24
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T | ¥ | VPNEIHEM | VPNAME | VPNizdw | VPNiminm | CCRIZREE
= |’ | X = ZES < Al
VPC 117.78.30. | 192.168.1 | 139.9.226. | 192.168.55 | 192.168.5
3 55 1.0/24 244 .0/24 5.0/24
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p
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L i

B EERRERRIERHESE.

& 2-20 IS IRHECE

EXER  REmfl wEE  HEEE | BRER | 52
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e
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192.168.32.0/24 G- HE—
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VPCll: ZAiHFRIRINVPC2EIFM, mifFRAREE,
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B 2-21 {824 VPN &%

EPIVPNIERR

FRTH i b 192.168.11.0/24

92.168.22.0/24,192.168.33.0/24,192

G6.44.0/24

VPC2RIVPNIEE E BB B FEFIR.

2-22 {24 VPN &

E2VPNiEE
EXEE
B vpn-DC-0301 TRl 4 4 4
e o FH “ T 192.1658.44.0/24
192.168.11.0/24,192.168.22.0/24,192.
168.33.0/24
-

=Ll

ARIMERERPEESC . VPC1., VPC2HHBIFE=SECS, Pl EIA
192.168.1.151. 192.168.11.84%1192.168.22.1709=&E#\, ¥HalE R FECS1
(192.168.1.151 ) BILAFOECS2 (192.168.11.84 ) HEtE & (@ZVPNisa ) , ECS3
(192.168.22.170 ) TEZFIHEENEE, EEZVPC-peeringfs, ECS3ATLAFIECS2
HiE, BLEMECSIHIE,

T EEREBMEIEIERS, aJLASCIIECST. ECS2FNECS3Z B HEEHIE, E8RIEITF
T,

e IDC1
ECS1iAIa)VPNIEZEVPCT FM RRIECS2: £5580K,

[rootBecs-1 14 ifconfig ethd
ethd: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1566
inet 192.168.1.151 netmask 255.255.255.8 broadcast 19Z2.168.1.255
inetb feBA::fB16:3eff :feBc:lecd prefixlen 64 scopeid Bx2B8<1ink>
ether fa:16:3e:8c:le:c9 txqueuelen 1888 (Ethernet)
RX packets 1198 bytes 155372 (151.7 KiB)
RX errors B dropped 8 overruns B frame B
TX packets 1223 bytes 113478 (118.8 KiB)
TX errors B dropped 8 overruns B carrier 8 collisions B

[rootBecs-1 ~1# ping 192.168.11.84

PING 192.168.11.84 (192.168.11.84) 56(84) bytes of data.

64 bytes from 192.168.11.84: icmp_seq=1 ttl1=61 time=38.4 ms
64 bytes from 192 _168.11.84: icmp_seq=2 tt1=61 time=31.4 m=
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ECS11AEVPC2FM FAYECS3: £55RO0K,

[rootPecs-1 “1# ping 192.168.22.178
PING 192.168.22.178 (192.168.22.178) 56(84) bytes of data.

64 bytes from 192.168.22.178: icmp_seq=1 tt1=61 time=31.7 ms
64 bytes from 192.168.22.178: icmp_seq=Z ttl1=61 time=31.6 ms

IDC2
ECS1iA1aVPNIEREVPC1 FM FHIECS2: 550K,

[rootBecs-1 "1# ifconfig eth@
ethB: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1568
inet 192.168.1.151 netmask 255.255.255.8 broadcast 192.168.1.255
inethb feBB: :fB16:3eff :feBc:lecd prefixlen 64 scopeid BxZB<1ink>
ether fa:lb:3e:Bc:le:cd txqueuelen 1888 (Ethernet)
RX packets 1198 bytes 195372 (151.7 KiB)
RX errors B dropped B8 overruns B frame B
TX packets 1223 bytes 113478 (118.8 KiB)
TX errors B dropped B overruns B carrier 8 collisions B

[rootBecs-1 ~1# ping 192.168.11.84

PING 192.168.11.84 (192.168.11.84) 56(84) bytes of data.

64 bytes from 192.168.11.84: icmp_seq=1 tt1=61 time=38.4 ms
64 bytes from 192.168.11.84: icmp_seq=2Z ttl1=61 time=31.4 ms

ECSTiAIaIVPC2FM FHIECS3: £55RO0K,

[rootlPecs-1 " 1# ping 192.168.22.178

PING 192.168.22.178 (192.168.22.178) 56(84) bytes of data.
64 bytes from 192.168.22.178: icmp_seq=1 tt1=61 time=31.7 ms
64 bytes from 192.168.22.178: icmp_seq=2 tt1=61 time=31.6 ms

R =iIFVPCI
VPC1FM FRIECS2iFIa) FB P EIEFOF M FAYECST: £58R0K

[rootPecs-vpcl-11x “1# ifconfig ethd
ethB: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1588
inet 192.168.11.84 netmask 255.255.2550.8 broadcast 192.168.11.255
inetb feBB::fB16:3eff :fed43:2462 prefixlen 64 scopeid Bx28<1link>
ether fa:16:3e:43:24:62 txgueuelen 1808 (Ethernet)
RX packets 198954 bytes 61952364 (59.8 MiB)
Rx errors B dropped 8 overruns 8 frame @
TX packets 215881 bytes 253528145 (241.7 MiB)
T2 errors B dropped 8 overruns B carrier B collisions @

[rootPecs-vpcl-11x “1# ping 192.168.1.151

PING 192.168.1.151 (192.168.1.151) 56(84) bytes of data.

64 bytes from 192.168.1.151: icmp_seq=1 tt1-61 time=33.8 ms
64 bytes from 192.168.1.151: icmp_seq=Z tt1=61 time=31.6 ms

VPC1FM FAYECS2i/aVPC2F M FAYECS3: 450K

[ruutﬂecs—ﬁpcl—ilx "I ping 192.168.22.178
PING 19Z2.168.22.178 (192.168.2Z.178) 56(84) bytes of data.

64 bytes from 192.168.22.178: icmp_seq=1 tt1=63 time=7.18 m=
64 bytes from 192.168.22.1708: icmp_seq=2 tt1=63 time=3.B5 ms

L =IRVPC2
VPC2F M FAYECS3iA{aVPCT1 FR RAYECS2: £5EO0K,
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)
ethB: flags=4163<UP,BROADCAST, RUNNING ,MULTICAST> mtu 1500
inet 192.168.2Z2.178 netmask 255.255.255.8 broadcast 19Z.168.22.255
inetb feBB::f816:3eff :fedd:4bbd prefixlen 64 scopeid BxZB<link>
ether fa:16:3e:4d:4b:bd txgqueuelen 1888 (Ethernet)
RX packets 138865 bytes 569655689 (54.3 MiB)
Rx errors B dropped 8 overruns 8 frame B

TX packets 168536 bytes 250433882 (Z238.8 MiB)
T+ errors 8 dropped 8 overruns 8 carrier 8 collisions @

[rootBRecs-vpcZ-22 ~1# ping 192.168.11.84

PING 192.168.11.84 (192.168.11.84) 56(84) bytes of data.

p4 bytes from 192.168.11.84: icmp_seq=1 tt1=63 time=9.78 ms
h4 bytes from 192.168.11.84: icmp_seq=2 tt1=63 time=4.29 ms

VPC2F M FAYECS3iH el P EHEA/O-FM TAYECST: £55R 0K,

[ruutﬂecs—ﬁpcz—zz 1 ping 192.168.1.151
PING 192.168.1.151 (192.168.1.151) 56(84) bytes of data.

64 bytes from 192.168.1.151: icmp_seqg=1 tt1=61 time=34.8 ms
64 bytes from 192.168.1.151: icmp_seq=2 tt1=61 time=31.7 ms
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