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https://1280.cdn-vod.huaweicloud.com/input/test. m3u8?token={token}

BB RimimId s TokenHIIE R URLIE CDNISRIB . AT Token2shSHI,
FRrLACDNIKEIEK G, SEEBIREISERS . 2ERSSEBERURLSFRY
TokenENIEKAIM3u83Z4HY “URI” &,

RIEIRSSREILECONRIM3UBX (RS HBRELInAT TokenfE, BIANTAR
o

#EXTM3U

#EXT-X-VERSION:3

#EXT-X-TARGETDURATION:6

#EXT-X-MEDIA-SEQUENCE:0
#EXT-X-KEY:METHOD=AES-128,URI="https://domain-sample/encrypt/get-key?
asset_id=6aee80009c4ca6970f508d6334194794&token={token}",IV=0x80a3ff24ccd788042ca7f22
37e74c59d

#EXTINF:5.000000, 62ee80009c4ca6970f508d6334194794_1_1920X1080_3000_0_0.ts
#EXTINF:5.000000, 62ee80009c4ca6970f508d6334194794_1_1920X1080_3000_0_1.ts
#EXT-X-ENDLIST

BERRIRARITREIRIM3u83 Y, SEIEXT-X-KEYAREHH) “URI” BZE, [@
“URI” iEREH,

A SESMIRSZRAERRSKEIBRG, STiiETokenfIGENE, HTokenGix,

T i A =BRSS5 RIAPIEIDZ R -

FIHEERS USRS ERZINEREFES, STRXEHEEREIR

I5KEY, AILAERZIRE], THEESRERESERSIRE.

BREIERS R RIERSZIREIRZ BR[OS BN RN, B IREITIRENAY

IR E B M3u8 4,

EEE(FAHLSINZINGE, FLM@EEERINeE, BEEERIISIRIRSEEER
$PETEIRSFITokenE LIRSS -
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https://support.huaweicloud.com/intl/zh-cn/api-vod/vod_04_0100.html

SR
L

4 1@ HLS INZRG ARSI EE

SN

SER1

o ZFHEEIRS, BENZHSIERSTEERWTINGG, ZHSERS IO
B2 GRS
- TIEBHETE: SSMEREGER, ZEEEIRSWRIZRIEKRE, SN
IFEREToken2E &%,
- SO SREIRSIAEEE: HLSINZRIRIA B R EMETE = iR IR S HAY,
Itt, ZEEERSEERAASEIRSAP, FERIRIERNEE.
- IEEGHFERZER: HEeERENSEBRSIKEEE, SRS IERSMN
ZEREFINEE, BRI HEHITER.
o TokenfEmiRSS: HLIFAPEFZEABMRIRET, A9 SNIPRSS RiZXT L%
PHISEMEH TR, ST MATToken, EisTokendUiERtiHR EHE LS8 .
Token&E R RAILIBIES NEHLES
SRR TokenEEGEAXEFH ., NEXBHHF, KETBTRE . 5—RESR
PDE—E—HIToken, HEZINHM . BRENRR/IMUEN, Zi{XEiZToken
FBFHLSIIZSTRA =

HEFINZERISTRS
EHEMZOSIER L&, alliBidEdls HESH R LERISBIRS + .
Ao ESRENEZ ZEHURL

NZERT, FEEREREXIRSPEENEAEERSIIMUIR SR RIERSH, 1%

B, SHEIZIt B NS AR AIM3u83 4,

1. BRUREEHE, EENSHNTIER “2BRE > Z2RE™ , HALR:E
IRENH,

2. BE “HISHIERE™ , EREEPRAEZINEASEERSAIURL,
M5 https://domain-sample/encrypt/get-key

3. BE ‘g’ , TiBcE.

BRI .

HLSINZE R WIS ARSI, FRLATERRIERT, HECIEFRINZAIGEEENR .

1. EEMSHHIEE ‘2BRE > HERE" , BEAEERERH.

2. BF “BHENEBIERA , EHENEDERTEEEEXSH.
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https://support.huaweicloud.com/intl/zh-cn/usermanual-vod/vod_01_0070.html

MR
L 4 i&8d HLS INZERLLEASIt 52

4-1 1REERER
BAER

i
i
I¥
3

i=)u

%

 sEEST: ® HLs DASH DASH_HLS MP4 MP3 ADTS
- i ® TS FMP4
* ST REHS: 5 ~

Linsw= =R 2810ziE, #=F

JillH

AN{AACEHL SN

EXEESF “BhEl” &F “HLS” , $T7F “MNE” 73X, HESHALURE
LhrFEKEE, BERISERERE.

3. B “HE” , STTAHLSHERIEIRAYECE .
SR SNINE
1. EEMNSHMT, EF “SREE" , #ASIREERE.
2. WEFEHLSINEAIMSR, BE “H%iE7
3. ERHEFEESBRIDEIEAVEIDER, 2E “HE” .
ST IRRERS, JEERBIRE “HRrBRTh” BYRTEERD5TRL, BIHLSINZEESTRL .

-

HSTIRIL

ESEIZ?ZKH?E%T%)EH BIHLSARAEEDNE, (T 3HFHLSHMMERAT B RS & ) LA TRE R

1. BRASEEHE, EENSHNDESE “STIEE" , EASTIEER
Ho
2. EESNZTRIWBRTRE “EE” , BIF B’ 1.

3. TEXIROHLSIERTEE O IERHLSIR.,
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https://support.huaweicloud.com/intl/zh-cn/usermanual-vod/vod_01_0072.html#section2

SR
L

4 1@ HLS INZRS ARSI EE

BULES

4-2 FERuthik

REEAEE S

Z#R: cjg_uripull

E&ID: TTe 5e O

EFER f-onvinid FESHAGR

SHESEETR A =t AGHEL AT BE X Hatik BE
B MP4 H.264 19201080 1060Kops 28.18KB https:i/ com/asset/TTe0end485tacal 0e

system_temp. 2= 0 HLS H.264 - - - hitps:if com/asset/77e0ebd485M5cal oow

system_temp wE HLS H.264 8547480 400Kbps 12.00KB https: 1 comassel/77e0ebdd85i5eal 0®

FIFFNSERAIF A BRI, JIABRRIESSEFSERITE BalEigAc&rIZREY
BEIHURLEIERER, FHREEN.

4-3 SRR EEN

Neme X Headers Preview Response  Timing
| urfZoriginal_url 2F%2F12

Request URL: https://

i TicT 3
[] reviewHisVideoModal htmi?tl=495491672 Request Method: GET
[ 2asset_id=fdfddf1 46011 7606748533 Status Cod 209 0K
|| url?original_url=https33A' Remote Ady s: 172.30.65.47:8080
[ The:Croods.m3uZauth, info=0 COE Qed 32V 2 kX608 qx20%3D 0f17e61234744dc877 5cdd 405918642 Referr referrer-when-downgrade
I gty user EEREITE .|+ Request Headers

EIETERS RIS

TBIFRRAUUIDS L ERkToken, EBRILABITIRREMS . W5, REMCHD
PRESERBRAFNGEERE, 28FE, SEILBITENR,

FIHEERSWEIZRIBKE, RAEEEEFIEERFZERNREZR, &
28, WEAREBRSIRSDKEEER .

import java.util.Base64;

import java.utilLUUID;

import javax.servlet.http.HttpServletResponse;

import org.apache.commons.lang3.StringUtils;

import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.bind.annotation.RestController;

import com.huawei.kms.initvodclient.VodClientFactory;
import com.huawei.kms.util.CacheUtils;
import com.huaweicloud.sdk.vod.vl.model.ShowAssetCipherRequest;

import retrofit2.http.Header;

@RestController
public class KeyManagerController {

/**

* B EIEE RS EttokenF iR BT tokenIiE I url

* @param accessToken ZZigiETHIEINER, XEFERKRBMHEERERE

* @param playUrl  #&Ehfurl

* @return JR[ElFtokendYE R url

*/

@GetMapping("/get-url")

public String getTokenPlayUrl(@Header("access-token") String accessToken,

@RequestParam(value = "play_url", required = true) String playUrl) {

/] AEELRS Btoken, KB I MR FD AR

encrypt/getkey?user- &pass-

MAERRAS 01 (2024-12-31)

WRIERE © LEARITERARERAF 16



ST
L

4 1@ HLS INZRS ARSI EE

String token = "*****n;
/] ¥3i&tstokenflplay_urlFHR[E, http://{domain}/asset/{asset_id}/play_video/index.m3u8?

token={token}

return playUrl.substring(0, playUrl.lastindexOf("/") + 1) +
playUrl.substring(playUrl.lastindexOf("/") + 1) + "?token=" + token;

/**

* @param asset_id {§i&id

* @param token Z5%&ZixHECHItoken, IXEFERItoken2EEIE, REARIGBIINZIHREIZA

* @param response

* @return IR[E1F T EHEZERINIEA

*/

@GetMapping(value = "/get-key",headers = "Accept=application/octet-stream")

public byte[] getKey(@RequestParam(value = "asset_id", required = true) String asset_id,
@RequestParam(value = "token", required = true) String token, HttpServletResponse

response) {

[/ 3REVESH, SMEFHIREY, ([RUIAFE, BARBIRSIRE, XEBLKMEFHF], BREILE

TEREES, tINEREEFEIRERE

}

String key = CacheUtils.getCipherFromCache(asset_id);

if (StringUtils.isEmpty(key)) {
ShowAssetCipherRequest request = new ShowAssetCipherRequest();
request.withAssetld(asset_id);
key = VodClientFactory.getClient().showAssetCipher(request).getDk();
/] BiEE, EEXREREES ‘7
response.setHeader ("Access-Control-Allow-Origin", "*");
response.setHeader("Content-Length", "16");
/] R EIREZHRIE IR
response.setHeader("Content-Type", "application/octet-stream");
/| EEF
CacheUtils.updateCipherFromCache(asset_id, key);

}

return Base64.getDecoder().decode(key);

}

o FREXVodClient 5
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.vod.v1.VodClient;
import com.huaweicloud.sdk.vod.v1.region.VodRegion;

public class VodClientFactory {

}

-

private final static String AK = System.getenv("CLOUD_SDK_AK");
private final static String SK = System.getenv("CLOUD_SDK_SK");
private final static String REGION="cn-north-4"; // BR$3SEFRT5 5, fMcn-north-1, cn-east-2

private static volatile VodClient vodClient = null;

public static VodClient getClient() {
if (vodClient == null) {
synchronized (VodClient.class) {
if (vodClient == null) {

ICredential auth = new BasicCredentials()
.withAk(AK)
WithSk(SK);

vodClient = VodClient.newBuilder().withCredential(auth)
.withRegion(VodRegion.valueOf(REGION))

.build();
}
}
}
return vodClient;
}
FREUCES
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EIREIERS N VODHFRNFIRERRE, FEREIHESF Mk, BRE—ER
EEIHFKVODIREL . REIFPRARMEFSI, BEAUIEEEEFELSES.
import com.google.common.cache.Cache;

import com.google.common.cache.CacheBuilder;

import java.util.concurrent.TimeUnit;
public class CacheUtils {

private static Cache<String, String> cipherCache = CacheBuilder.newBuilder()
.maximumSize(100) // REBEFNRASE
.expireAfterWrite(10, TimeUnit. MINUTES) // IBEFESN—DHHEEY
.concurrencylLevel(10) // IRBFH&HKHIH10
recordStats() // FIBEFSIT
.build();

public static String getCipherFromCache(String key) {
return cipherCache.getlfPresent(key);
}

public static void updateCipherFromCache(String key, String value) {
cipherCache.put(key, value);
}
}

o IRTRBUCEBEAEAIMavenikEf, WNTFFR:
*: UUTNMERjarBiRAIEEE, LUAVAIRE LR jarBRISLRRE R
<parent>

<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-parent</artifactld>
<version>2.3.12.RELEASE</version>
<relativePath/>
</parent>
<dependencies>
<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-web</artifactld>
</dependency>
<dependency>
<groupld>org.apache.commons</groupld>
<artifactld>commons-lang3</artifactld>
<version>3.7</version>
</dependency>
<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-vod</artifactld>
<version>3.1.72</version>
</dependency>
<dependency>
<groupld>com.squareup.retrofit2</groupld>
<artifactld>retrofit</artifactld>
<version>2.5.0</version>
</dependency>
<dependency>
<groupld>com.google.guava</groupld>
<artifactld>guava</artifactld>
<version>27.0.1-jre</version>
</dependency>
</dependencies>
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