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BIMINES EE S IEREEFI S IERES T FRRYSEE (40 AR —KIgRIREL R )
AR E RN

FRaES
REVEAZFHAETES (SDK) , BBalLIBEEZIRIAVA SDK,

2. BEEREENTWSIURIZWKSIIRAY Access Key ( AK) F Secret Access Key
(SK) , IBEEA=EHE “HAESIE > Ha%E" TE L eIgZinEsEsn
AK/SK, BiXiEZ5IEER.

3. EcEHit Config SDK, 374F Java JDK 1.8 RELIEARA.
24 SDK

ERLlEd Maven5 T0ERENN %2 SDK, BRFEE)avallERIpom xm SN
HERAMKFRIRENR] . BARISDKIRASIESWSDKFEHLD -

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-config</artifactld>
<version>{sdk-version}</version>
</dependency>

(e mN]

public class CreatePolicyAssignmentDemo {
public static void main(String[] args) {

" 1/ %){\iftﬁﬁgﬂ’ﬂak*uskéﬁ—%ﬂﬁﬁgﬂPﬁ RANZENE, BWEREXHHERETESPEFH, EHEE
B, HIRES;

/] BBl akFIskiRFFEMEL SR RITMS MBI AE, ETARIBIESENMKERSERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

String ak = System.getenv("HUAWEICLOUD_SDK_AK");

String sk = System.getenv("HUAWEICLOUD_SDK_SK");

String regionld = "<region id>";

HttpConfig config = HttpConfig.getDefaultHttpConfig();

config.withlgnoreSSLVerification(true);

ICredential auth = new GlobalCredentials().withAk(ak).withSk(sk);
ConfigClient client = ConfigClient.newBuilder().withHttpConfig(config).withCredential(auth)
.withRegion(ConfigRegion.valueOf(regionld)).build();
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CreatePolicyAssignmentsRequest createRequest = new CreatePolicyAssignmentsRequest()
.withBody(new

PolicyAssignmentRequestBody().withPolicyAssignmentType(PolicyAssignmentRequestBody.PolicyAssignment
TypeEnum.BUILTIN)

.withName("<Your policy_assignment_name>").withDescription("<Your
policy_assignment_description>")

.withPolicyFilter(new PolicyFilterDefinition()).withPolicyDefinitionld("<Your
policy_definition_id>"));

try {
CreatePolicyAssignmentsResponse createResponse = client.createPolicyAssignments(createRequest);
System.out.println(createResponse.toString());
ShowPolicyAssignmentRequest showPolicyAssignmentRequest = new
ShowPolicyAssignmentRequest()
.withPolicyAssignmentld(createResponse.getld());
ShowPolicyAssignmentResponse showResponse =
client.showPolicyAssignment(showPolicyAssignmentRequest);
System.out.println(showResponse.toString());
} catch (ConnectionException | RequestTimeoutException | ServiceResponseException ex) {
System.out.println(ex);
}
}
}

class CreatePolicyAssignmentsResponse {
policyAssignmentType: "policyAssignmentType"
id: "id"
name: "name"
description: "description"
policyFilter: class PolicyFilterDefinition {}
period: "period"
state: "state"
created: "created"
updated: "updated"
policyDefinitionld: "policyDefinitionld"
customPolicy: "customPolicy"
parameters: {}
createdBy: "createdBy"

}

class ShowPolicyAssignmentResponse {
policyAssignmentType: "policyAssignmentType
id: "id"
name: "name"
description: "description"
policyFilter: class PolicyFilterDefinition {}
period: "period"
state: "state"
created: "created"
updated: "updated"
policyDefinitionld: "policyDefinitionld"
customPolicy: "customPolicy"
parameters: {}
createdBy: "createdBy"

n
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<dependency>

<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-config</artifactld>
<version>{sdk-version}</version>

</dependency>

public class ShowResourceRelationDemo {

public static void main(String[] args) {
[/ INERRIakFIskEEBEEIR BT ERANZENE, BNEEEXHHENETEFEFH, (HERER

R, WBREE;

/] BB aKFIsKRFEMMER BHPRTIMBHIGIEAS], S TATIRIESER MR IRENERE

HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
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String ak = System.getenv("HUAWEICLOUD_SDK_AK");
String sk = System.getenv("HUAWEICLOUD_SDK_SK");

String regionld = "<region id>";

HttpConfig config = HttpConfig.getDefaultHttpConfig();
config.withlgnoreSSLVerification(true);

ICredential auth = new GlobalCredentials().withAk(ak).withSk(sk);
ConfigClient client = ConfigClient.newBuilder().withHttpConfig(config).withCredential(auth)
.withRegion(ConfigRegion.valueOf(regionld)).build();

try {
String resourceld = "<resource id>";
/| ERERERS
ShowResourceDetailRequest resourceDetailRequest = new ShowResourceDetailRequest()
.withResourceld(resourceld);
System.out.println(client.showResourceDetail(resourceDetailRequest));
/] EEERXR
ShowResourceRelationsRequest resourceRelationsRequest = new ShowResourceRelationsRequest()
.withResourceld(resourceld)
.withDirection(ShowResourceRelationsRequest.DirectionEnum.IN);
System.out.println(client.showResourceRelations(resourceRelationsRequest).toString());
/| ERERRE
ShowResourceHistoryRequest resourceHistoryRequest = new ShowResourceHistoryRequest()
.withResourceld(resourceld);
System.out.println(client.showResourceHistory(resourceHistoryRequest).toString());
} catch (ConnectionException | RequestTimeoutException | ServiceResponseException ex) {
System.out.println(ex);
}
}
}

IR[OEE R

class ShowResourceDetailResponse {

id: 81fi****a864

name: zh****ng

provider: iam

type: users

regionld: global

projectld:

projectName:

epld: 0

epName: default

checksum: 522u****e689

created: 2023-09-18T12:56:30.000Z

updated: 2023-09-18T12:56:30.000Z

provisioningState: Succeeded

state: Normal

tags: {}

properties: {pwd_status=false, pwd_strength=high, group_list=[f588****54c5], role_list=[],
last_login_time=2023-09-18T12:57:45Z, virtual_mfa_device=false, login_protect={enabled=false},
credentials=[], policy_list=[], access_mode=default, is_root_user=false, enabled=true}

}

class ShowResourceRelationsResponse {
relations: [class ResourceRelation {
relationType: contains
fromResourceType: iam.groups
toResourceType: iam.users
fromResourceld: f587****54c5
toResourceld: 81fa****a864
1
pagelnfo: class Pagelnfo {
currentCount: 1
nextMarker: null
}
}

class ShowResourceHistoryResponse {
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items: [class Historyltem {
domainld: 39f4****ea39
resourceld: 81fa****a864
resourceType: iam.users
captureTime: 2023-09-21T15:39:27.632Z
status: ResourceChanged.CREATE
relations: [class ResourceRelation {
relationType: isContainedIn
fromResourceType: iam.users
toResourceType: iam.groups
fromResourceld: 81fa****a864
toResourceld: b04e****8dd2
1
resource: class ResourceEntity {
id: 81fa****a864
name: zh****ng
provider: iam
type: users
regionld: global
projectld:
projectName:
epld: 0
epName: default
checksum: 00ce****f053
created: 2023-09-18T12:56:30Z
updated: 2023-09-18T12:56:30Z
provisioningState: Succeeded
state: null
tags: {}
properties: {pwd_status=false, pwd_strength=high, group_list=[b04e****8dd2], role_list=[],
virtual_mfa_device=false, login_protect={enabled=false}, credentials=[], policy_list=[], access_mode=default,
enabled=true}
}
|
pagelnfo: class Pagelnfo {
currentCount: 1
nextMarker: null
}
}
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4. REEEENAR “‘SHRET  IETHNERE “Python3.9”
ELE W TIR:

{

"Version": "1.1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"obs:bucket:PutBucketPolicy",
"obs:bucket:GetBucketPolicy",
"rms:resources:get"

5. ZRRERHCIEZER, PIRERIM “huaweicloudsdk obs” #0

“huaweicloudsd kconﬂg 7 FMKERE o

REEme =220

0 smuzEn © xB § xS
huaweicloudsdk_obs_py3.9 o= 1
huaweicloudsdkconfig_python39 iz 1

6. & “index.py” FRIEANII T,

import json

from obs.client import ObsClient
from huaweicloudsdkcore.auth.credentials import GlobalCredentials

from huaweicloudsdkconfig.v1.region.config_region import ConfigRegion

from huaweicloudsdkconfig.v1.config_client import ConfigClient
from huaweicloudsdkconfig.v1l import ShowResourceDetailRequest

def get_resource_region(context, domain_id, resource_id):

auth = GlobalCredentials(
ak=context.getSecurityAccessKey(),
sk=context.getSecuritySecretKey(),
domain_id=domain_id

).with_security_token(context.getSecurityToken())

client = ConfigClient.new_builder() \
.with_credentials(credentials=auth) \

EE—EENER,
iBiTE &
Python3.9
Python3.9

.with_region(region=ConfigRegion.value_of(region_id="cn-north-4")) \

build()

resource = client.show_resource_detail(ShowResourceDetailRequest(resource_id)).to_json_object()

return resource.get("region_id")

def getBucketPolicy(obsClient, bucket_name):

resp = obsClient.getBucketPolicy (bucket_name)

if resp.status < 300:
print("Get Bucket Policy Succeeded")
return resp.body.policyJSON

if resp.status == 404 and resp.errorCode == "NoSuchBucketPolicy":
print("NoSuchBucketPolicy")
return "{\"Statement\": []}"

assert False, f"Get Bucket Policy Failed: {resp.errorCode} | {resp.errorMessage}"

def ensurePolicySSL(obsClient, bucket_name, policy):
policy["Statement"] = policy["Statement"] + [{
"Sid": "ensure_secure_transport",
"Effect": "Deny",
"Principal": {"ID": ["*"1},
"Action": ["*"],
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No o wND =

"Resource": [bucket_name, bucket_name + "/*"],
"Condition": {"Bool": {"g:SecureTransport": ["false"]}}
1
resp = obsClient.setBucketPolicy(bucket_name, policy)
if resp.status < 300:
print("Set Bucket Policy Succeeded")
else:
print(policy)
assert False, f"Set Bucket Policy Failed: {resp.errorCode} | {resp.errorMessage}"

def handler(event, context):

(
A

1/J\

=

domain_id = event.get("domain_id")
bucket_name = event.get("bucket_name")
print("domain_id", domain_id)
print("bucket_name", bucket_name)

region_id = get_resource_region(context, domain_id, bucket_name)
print("region_id", region_id)

server = f"https://obs.{region_id}.myhuaweicloud.com"

obsClient = ObsClient(
access_key_id=context.getSecurityAccessKey(),
secret_access_key=context.getSecuritySecretKey(),
server=server,
security_token=context.getSecurityToken()

)

policy = getBucketPolicy(obsClient, bucket_name)

policy = json.loads(policy)

ensurePolicySSL(obsClient, bucket_name, policy)

obsClient.close()
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