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]

%
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"Action": [
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"iam:quotas:listQuotas",
"iam:permissions:listRolesForAgency"

1,

"Effect": "Allow"

}
]
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H, FmiEE.

AR TERFRRE, JUEEFZENTER LERNREESNEIRI®H

B. SRRETBHESN “EiliifAgent” X—FE, SBMNESMSIEHIGR

TS RRYIRCIB—FITRES, X TMCHISMSENRT R ZEIRIRET K RIS

BEMCEN TERERSSMSIER RS 28R IS X .

- BEGEHEENIRHES, EEEPIUERZENESIRER.

- LHEBRLR (HEFR) MAFSFIRANTRE, BEIGSHEIHESR,
ERETRRELRREEN ‘WA, TMEHITRETRER,

- SERSRE (HESFR) Bk “BEHESX” LR, RRERIENRE
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ZE2EIRERANRTHIRRREESXSHE SRR, AEHE, B
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.
- TR (GHES) B USEIE B, KETEs. BT
BTISIT, BIELRE, FHRUSREIR0E. DEshEes
“WoA” RovEEEETIRE RREINEE" f TRASEE B
R
FaiER

NREEERREY, AT “RIFIPAR” NEEBEIIRFELDR, FJLUEEFN]
HVPCRYSIUHITEIR . BMRIFESEREMNNMER

2.8 ItEEMSEERiR Linux 1A Host Bt &

2.8.1 #Eik

A6 A4

= =) =
HiGFBLInuxENRY, EEMFRRREVEEEIRBIFETIBEXZRSZAZOEZ . X
BESNRIEESRREN EfRiEhosts 4. MNRIBHNFNHENRSE, FeRER
EFEFEN, ATEAX—IZE, FINEERT— I H2ESBIH ARG . ETLARIBX
DA, PRS2 T Pt EEXEI G Rin EHAIhostsSEFH

AL

BAZETFSheliB=SFH L., (NZIFELNUXES HIET, SIXEESTFELinuxEN
AY/etc/hostsMFRVIL EFFFIILEIRE -

BIZARATIRG: BXHUTIIARIT RSS2 EIMER 1008 EHAThostsELE , LABRH]

AHTHTIEIT .

MAINgESERBSIFMRES L TE.
HA3= IngeR EJZER—=
update_hosts_| | #itEEFMREIRLINUXEN, | TEEBLinuxENZBI, HATLLREIZARLL
inux.sh B9/etc/hosts3Zid. BIA | EErEIRENAIhostsELE o

SBMIcHRFET, 17
TEEER, FEMRFE

BE
rollback_hosts_ | #itEEiRiwLiInuxEHN | EFRBLinuxENIEREE, HATILLHIZA
linux.sh AY/etc/hostsSis, BIA | LARERIGENAIhostsE & E T 5E1I

SBMcCHRFEE, 2 | IR
TEBER, FEMRF

£4 4
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2.8.2 B IIE

CSV MR

EUE-’F@.@i}?ﬁ%E‘E’fMﬁ%E]’\JCSVB'Z{’—T-, BREReAE, FHFERRFEEK, &

TR

username,ip,port,password

e username: ZFERFREFRiKIVIHFMERNARS. A THERHIAESE EE
OBPRHITIESURIE, BENFREEESESNRARSZ, Wroot,

o ip: ZFERFEINEIHENAIAMIPHELL

e port: ZFERRRSSHIRSLIFANIROS ., BUABER T, LinuxERS{ERRO22,
WS EHENBISSHIRSIETEEE RO L, BEHMEEERNROS .,

e password: ZFEREREFRiHEVIAIAEZE, BMASERILZM3E3SSH
MY BB RARREN

A E=

o CSVXHRIE—ITRITRIT, TSWBIAENT

o CSVXHHIB—THN—EEIER, FEEBIIERZERRESHIE.
o WRIENIEHAS S &N, FAEZHMSROTIE . ESTLHAIIPHIE,

o~

username,ip,port,password
root,192.168.1.10,xx,examplePass123
root,192.168.1.11,xx,examplePass456

Hosts S {4 HR

AEBRES

BIEE— AN, BEFEEEMRRIGEN/etc/hostsSEFIIRE, FpFz 4t
BEtIAIE) . MHFARBNBX=RSZAVEOEZMST, FLA#Migration-proxy-startFt
&, LA#Migration-proxy-end453R . 1EX=IRSZSHIE OIS ZMEIHEERIBEEAINE
e, BEARNIE AP SO AIRE.

=~
#Migration-proxy-start

XXX XXX XXX XXX 1am.xxx.com
XXX XXX XXX XXX €CS.XXX.COm
XXX XXX XXX XXX €VS.XXX.COm
XXX XXX XXX XXX IMS.XXX.com
XXX XXX XXX XXX ObS.XXX.com
XXX XXX XXX XXX €PS.XXX.COm
XXX XXX XXX XXX VPC.XXX.COM
#Migration-proxy-end

o EERTBR: HASEIAER /var/log/update_hosts fEAREFEER. BR
AEENE, HASEmEIE, IREEENAEFERE, BEXHA+Y
LOG_DIR 2# (&,

o WMEBHTEAFRNR: HERINAPYESERAEBEAIR. IRNIRTE, TE
AEBRTURSIERE MR
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HmERREVESE
o MSEZINE: WRNTHANENAESET RS HFEREE

o SSHIROFMISE: FFREHIVIAISSHIRO (FINRE22 ) BEFIL, RIFARIT
FIZANAY AL SSHIMMH TIERS

SSH 15 RIZE

o SSHIRSELE: MIRFIEIRIHEEN EAISSHIRS EEAHIEITEER . ASHLinux
RSS2 AITARBIABFASSHIRSS -

o SSHEMIAIE: FIFEIEEETVAISSHIRZ CE B NIESZEIAE, LUERAD
PUERCSV Rt ZEB TENE R,

BIZAHRITIARECE

HERRITRIARILInuXEN ELET AU ERII T B a<:

e SSHTIE: AFENSTEIVNZEIERE.,
e sedTH: BHFHmEFMIEN/etc/hostsXHEAR
o setsiddpd: FAITFESSHEEGBRAZEER (@E BT EAZIHMANITRIZS

H).
o mkiemp@$: FIFOIRIGXFRER.
WA R A PR E
. ﬁafwamaﬁ: HRATHANBP RGN EERR. CSVX{FAlhostsSZ OIS
SR

o HIARRMITIPRECE: H{Rupdate_hosts_linux.sh F rollback_hosts_linux.shiiiZx
NEEBEHRITHIER . {EAchmod +x update_hosts_linux.shflchmod +x
rollback_hosts_linux.ships SRt FBIARH I TR o

2.8.3 EcEHIA

2.8.3.1 Et& update_hosts_linux.sh [
RIBIRMAVA ARG, SEXIRER, BXREIPRIEXEE.

RIS
EsEREEIE.

BRIFEER

1 ERITHEIARIEN LBIE—NE5 “update_hosts_linux.sh” BI3Z44, SAEIELATHD
KRBIARBEFHZI T, NRIEEZ@IISSHIEZERRimLinuxEH, TJLAERE
FvimBIZ ISR A (4, LSBT
1. EVimgiEsshi% | HANBAER .

2. SHIFREMGHIARES, FRERR Esco
3. A wq REHEL,
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#!/bin/bash

# Configuration

# Log directory path: Used to store run logs, error logs, and summary logs.
# If the directory doesn't exist, the script will create it automatically.
LOG_DIR="/var/log/update_hosts"

# Run log file path: Records detailed information about the script's execution.
RUN_LOG="$LOG_DIR/run.log"

# Error log file path: Records any errors that occur during the script's execution.
ERROR_LOG="$LOG_DIR/error.log"

# Summary log file path: Records a summary of the script's execution, including the number of successful
and failed servers.
SUMMARY_LOG="$LOG_DIR/summary.log"

# CSV file path: Contains information about the target hosts (must be manually created and configured).
CSV_FILE="target_servers.csv"

# Hosts content file path: Contains the content to be appended to each target host's /etc/hosts file (must
be manually created and configured).

HOSTS_FILE="hosts_content.txt"

DEFAULT_PORT=22

SSH_TIMEOUT=10

# Initialize log directory and files
initialize_logs() {
mkdir -p "$LOG_DIR"

echo " " >> "$RUN_LOG"
echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - Starting new update execution" >> "$RUN_LOG"
echo " " >> "$RUN_LOG"
echo " " >> "$ERROR_LOG"
echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - Starting new update execution" >> "$ERROR_LOG"
echo " " >> "$ERROR_LOG"
echo " "> "$§SUMMARY_LOG"
echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - Starting new update execution" >> "$SUMMARY_LOG"
echo " " >> "$§SUMMARY_LOG"
}
# Log info function
log_info() {
echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - $1" | tee -a "$RUN_LOG"
}

# Log error function
log_error() {

echo "[ERROR] $(date '+%Y-%m-%d %H:%M:%S') - $1" | tee -a "$RUN_LOG" "$ERROR_LOG"
}

# Read server information from CSV file
read_servers_from_csv() {

local csv_file="$1"

local servers=()

local header_skipped=false

if [ ! -f "$csv_file" ]; then
log_error "CSV file '$csv_file' not found."
exit 1

fi

# Ensure file ends with a newline character
sed -i -e '$a\' "$csv_file"

while IFS=, read -r username ip port password; do
# Skip header row
if [ "$header_skipped" = false ]; then
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header_skipped=true
continue
fi
# Skip empty and invalid rows
if [ -z "$username" || -z "$ip" 11; then
continue
fi
port=${port:-$DEFAULT_PORT} # Use default port 22
# Ensure port is numeric
if | [ "$port" =~ A[0-9]+$ 1]; then
log_error "Invalid port '$port' for $username@$ip. Skipping this server."
continue
fi
servers+=("$username@$ip:$port:$password")
done < "$csv_file"

echo "${servers[@]}"
}

# Read hosts content from TXT file
read_hosts_content_from_txt() {
local txt_file="$1"
if [ -f "$txt_file" ]; then
cat "$txt_file"
else
log_error "Hosts content file '$txt_file' not found."
exit 1
fi
}

# Initialize log files
initialize_logs

# Read server information from CSV file
servers=($(read_servers_from_csv "$CSV_FILE"))

# Read hosts content from TXT file
hosts_content=%$(read_hosts_content_from_txt "$HOSTS_FILE")

# Counters for success and failure
success_count=0
failure_count=0
failed_servers=()

# Iterate over each server and push hosts content
for server in "${servers[@]}"; do
# Extract user, IP, port, and password information
IFS="" read -r user_host port pass <<< "$server"
IFS='@' read -r user ip <<< "$user_host"

log_info "Starting update for $user@$ip:$port"

# Create temporary script and SSH_ASKPASS script
tmp_script=$(mktemp)
askpass_script=$(mktemp)

cat <<EOF > "$tmp_script"
#!/bin/bash
# Backup hosts file
if [ ! -f /etc/hosts.bak ]; then
cp /etc/hosts /etc/hosts.bak
fi

# Remove old Migration-proxy section
sed -i '/#Migration-proxy-start/,/#Migration-proxy-end/d' /etc/hosts

# Append new Migration-proxy section
echo "$hosts_content" >> /etc/hosts
EOF
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cat <<EOF > "$askpass_script"
#!/bin/bash
echo "$pass"
EOF

chmod +x "$tmp_script" "$askpass_script"

# Set SSH_ASKPASS environment variable and use ssh to connect to the target machine and execute the
temporary script

export SSH_ASKPASS="$askpass_script"

export DISPLAY=:0

ssh_output=$(mktemp)

setsid ssh -o BatchMode=no -o ConnectTimeout=$SSH_TIMEOUT -o StrictHostKeyChecking=no -p "$port"
"$user@$ip" 'bash -s' < "$tmp_script" 2> "$ssh_output"

ssh_status=$?

if [ $ssh_status -eq O ]; then
log_info "Updated hosts on $ip:$port successfully"
((success_count++))
else
ssh_error=$(cat "$ssh_output")
case $ssh_status in
1)

log_error "General error occurred while updating hosts on $ip:$port: $ssh_error"

2)
log_error "Misuse of shell builtins while updating hosts on $ip:$port: $ssh_error"

255)
if [[ "$ssh_error" == *"Permission denied"* 1]; then
log_error "SSH login failed for $user@$ip:$port: Permission denied (password may be incorrect or
username is wrong)"
elif [[ "$ssh_error" == *"Connection refused"* ]]; then
log_error "SSH login failed for $user@$ip:$port: Connection refused (port may be incorrect or SSH
service not running on target)"
elif [[ "$ssh_error" == *"No route to host"* 1]; then
log_error "SSH login failed for $user@$ip:$port: No route to host (network unreachable)"
elif [[ "$ssh_error" == *"Host key verification failed"* ]]; then
log_error "SSH login failed for $user@$ip:$port: Host key verification failed"
elif [[ "$ssh_error" == *"Connection timed out"* ]]; then
log_error "SSH login failed for $user@$ip:$port: Connection timed out"
else
log_error "SSH login failed for $user@$ip:$port: $ssh_error"
fi
“)
log_error "An unknown error occurred while updating hosts on $ip:$port: $ssh_error"
esac
failed_servers+=("$user@$ip:$port")
((failure_count++))
fi

# Remove temporary scripts and SSH output file
rm -f "$tmp_script" "$askpass_script" "$ssh_output"
done

# Calculate failure and success percentages

total_count=${#servers[@]}

failure_percentage=$(echo "scale=2; ($failure_count / $total_count) * 100" | bc)
success_percentage=$(echo "scale=2; ($success_count / $total_count) * 100" | bc)

# Output summary result and log to file
summary_content=$(cat <<EOF

[SUMMARY] $(date '+%Y-%m-%d %H:%M:%S') - Execution Update Summary
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Total number of servers: $total_count
Number of successful updates: $success_count
Number of failed updates: $failure_count
Success rate: $success_percentage%
Failure rate: $failure_percentage%
EOF
)
if [ $failure_count -gt 0 ]; then
summary_content+="Failed servers:\n"
for server in "${failed_servers[@]}"; do
summary_content+=" - $server\n"
done
fi
summary_content+="
# Output summary result to log file and terminal
echo -e "$summary_content" | tee -a "$SUMMARY_LOG"
log_info "Script execution completed. Check $SUMMARY_LOG for summary."
$E2 RIFELIRER, ESEARPRLLTEERSE:
e LOG_DIR="/var/log/update_hosts"
- A BEERBR, BTFERETEE. HIRETHNREEERISEEE
=
-  S¥EGME: /var/log/update_hosts
- BB B AhHEsIRRPEEEANRIBRER.
- BM¥URfFI: LOG_DIR="/home/username/update_hosts_logs"
e CSV_FILE="target_servers.csv"
- A CSVIHERRR, BRIREREIER.
-  SHBHME: target_servers.csv
- BRI (ERMEXTIRE, SARIEIEERERD.
-  {BX%7RHBlI: CSV_FILE="/home/username/configs/servers.csv"
e HOSTS FILE="hosts_content.txt"
- HAR: HostsMHFHEEE, BARBIENNEIRIREN /etc/hosts KFFHAIA
-  ZHBOME: hosts_content.txt
- (EXGEN: [FREXKRRER, HRFERENIEERERD.
- (BX3fHl: HOSTS_FILE="/home/username/configs/hosts_content.txt"
FTE3 EEMSHELSHIFFREFE, ERHEN (MREERAREAILUZCrI+Alt+TFTF

i ) PUTHIA:

.Jupdate_hosts_linux.sh

HASEREFEOTHEETER, HENTREREM—MUTERIRS, TLE
LOG_DIR 5B+ summary.log XHHEE .,

e

2.8.3.2 fig& rollback hosts linux.sh B2

RIBRMAIN ARG, SELRER, 1ZREIPRIEXECE .
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EseauERTE,

BMELR

T ERTHRIARNEN EBIZE—13 “rollback_hosts_linux.sh” B934, SARELAT
BIATRAINASE SRS T, NRESEBIISSHIEREZBEFLiInuxEY, BILAERE:
{FERvVImEIEFIRERAN I, SBUT:

1. EVimfgiEzEig | HEANBAER .
2. SHIFFRETEEARES, EREHE Esco
3. A wq REFHEE.

#!/bin/bash
# Configuration

# Log directory path: Used to store run logs, error logs, and summary logs.
# If the directory doesn't exist, the script will create it automatically.
LOG_DIR="/var/log/update_hosts"

# Run log file path: Records detailed information about the script's execution.
RUN_LOG="$LOG_DIR/run.log"

# Error log file path: Records any errors that occur during the script's execution.
ERROR_LOG="$LOG_DIR/error.log"

# Summary log file path: Records a summary of the script's execution, including the number of successful
and failed servers.
SUMMARY_LOG="$LOG_DIR/summary.log"

# CSV file path: Contains information about the target hosts (must be manually created and configured).
CSV_FILE="target_servers.csv"

DEFAULT_PORT=22

SSH_TIMEOUT=10

# Initialize log directory and files
initialize_logs() {
mkdir -p "$LOG_DIR"

echo " " >> "$RUN_LOG"

echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - Starting new rollback execution" >> "$RUN_LOG"
echo " " >> "$RUN_LOG"

echo " " >> "$ERROR_LOG"

echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') -

Starting new rollback execution" >> "$ERROR_LOG"

echo "

" >> "$ERROR_LOG"

echo "

"> "$SUMMARY_LOG"

echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') -

"$SUMMARY_LOG"

Starting new rollback execution" >>

echo "

" >> "$SUMMARY_LOG"

}

# Log info function
log_info() {

}

echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') -

# Log error function
log_error() {

$1" | tee -a "$RUN_LOG"

echo "[ERROR] $(date '+%Y-%m-%d %H:%M:%S') - $1" | tee -a "$RUN_LOG" "$ERROR_LOG"

}

# Read server information from CSV file
read_servers_from_csv() {
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local csv_file="$1"
local servers=()
local header_skipped=false

if [ ! -f "$csv_file" ]; then
log_error "CSV file '$csv_file' not found."
exit 1

fi

# Ensure file ends with a newline character
sed -i -e '$a\' "$csv_file"

while IFS=, read -r username ip port password; do
# Skip header row
if [ "$header_skipped" = false ]; then
header_skipped=true
continue
fi
# Skip empty and invalid rows
if [ -z "$username" || -z "$ip" 11; then
continue
fi
port=${port:-$DEFAULT_PORT} # Use default port 22
# Ensure port is numeric
if | [ "$port" =~ A[0-9]+$ 1]; then
log_error "Invalid port '$port' for $username@$ip. Skipping this server."
continue
fi
servers+=("$username@$ip:$port:$password")
done < "$csv_file"

echo "${servers[@]}"
}

# Initialize log files
initialize_logs

# Read server information from CSV file
servers=($(read_servers_from_csv "$CSV_FILE"))

# Counters for success and failure
success_count=0
failure_count=0
failed_servers=()

# Iterate over each server and execute rollback
for server in "${servers[@]}"; do
# Extract user, IP, port, and password information
IFS="" read -r user_host port pass <<< "$server"
IFS='@' read -r user ip <<< "$user_host"

log_info "Starting rollback for $user@$ip:$port"

# Create temporary script and SSH_ASKPASS script
tmp_script=$(mktemp)
askpass_script=$(mktemp)

cat <<EOF > "$tmp_script"
#!/bin/bash
# Backup hosts file
if [ ! -f /etc/hosts.bak ]; then
cp /etc/hosts /etc/hosts.bak
fi

# Remove old Migration-proxy section
sed -i '/#Migration-proxy-start/,/#Migration-proxy-end/d' /etc/hosts
EOF

cat <<EOF > "$askpass_script"
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#!/bin/bash
echo "$pass"
EOF

chmod +x "$tmp_script" "$askpass_script"

# Set SSH_ASKPASS environment variable and use ssh to connect to the target machine and execute the
temporary script

export SSH_ASKPASS="$askpass_script"

export DISPLAY=:0

ssh_output=$(mktemp)

setsid ssh -o BatchMode=no -o ConnectTimeout=$SSH_TIMEOUT -o StrictHostKeyChecking=no -p "$port"
"$user@$ip" 'bash -s' < "$tmp_script" 2> "$ssh_output"

ssh_status=$?

if [ $ssh_status -eq O ]; then
log_info "Rolled back hosts on $ip:$port successfully"
((success_count++))
else
ssh_error=$(cat "$ssh_output")
case $ssh_status in
1)

log_error "General error occurred while rolling back hosts on $ip:$port: $ssh_error"

2)
log_error "Misuse of shell builtins while rolling back hosts on $ip:$port: $ssh_error"

255)
if [[ "$ssh_error" == *"Permission denied"* 1]; then
log_error "SSH login failed for $user@$ip:$port: Permission denied (password may be incorrect or
username is wrong)"
elif [[ "$ssh_error" == *"Connection refused"* ]]; then
log_error "SSH login failed for $user@$ip:$port: Connection refused (port may be incorrect or SSH
service not running on target)"
elif [[ "$ssh_error" == *"No route to host"* 1]; then
log_error "SSH login failed for $user@$ip:$port: No route to host (network unreachable)"
elif [[ "$ssh_error" == *"Host key verification failed"* ]]; then
log_error "SSH login failed for $user@$ip:$port: Host key verification failed"
elif [[ "$ssh_error" == *"Connection timed out"* ]]; then
log_error "SSH login failed for $user@$ip:$port: Connection timed out"
else
log_error "SSH login failed for $user@$ip:$port: $ssh_error"
fi
“)
log_error "An unknown error occurred while rolling back hosts on $ip:$port: $ssh_error"
esac
failed_servers+=("$user@%$ip:$port")
((failure_count++))
fi

# Remove temporary scripts and SSH output file
rm -f "$tmp_script" "$askpass_script" "$ssh_output"
done

# Calculate failure and success percentages

total_count=${#servers[@]}

failure_percentage=$(echo "scale=2; ($failure_count / $total_count) * 100" | bc)
success_percentage=$(echo "scale=2; ($success_count / $total_count) * 100" | bc)

# Output summary result and log to file
summary_content=$(cat <<EOF

[SUMMARY] $(date '+%Y-%m-%d %H:%M:%S') - Execution Rollback Summary

Total number of servers: $total_count
Number of successful rollbacks: $success_count
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Number of failed rollbacks: $failure_count
Success rate: $success_percentage%
Failure rate: $failure_percentage%

EOF
)

if [ $failure_count -gt 0 ]; then
summary_content+="Failed servers:\n"
for server in "${failed_servers[@]}"; do
summary_content+=" - $server\n"
done
fi
summary_content+="

# Output summary result to log file and terminal
echo -e "$summary_content" | tee -a "$SUMMARY_LOG"

log_info "Script execution completed. Check $SUMMARY_LOG for summary."

FE2 RIESCFRER, ESIARPRIA TR ERSE:
e LOG_DIR="/var/log/rollback_hosts"
- [k HEBRBE.
- S¥EGME: /var/log/rollback_hosts
- EMEN: ESUhSRIARPEEEANRIIERIER.
-  E&X%uRfl: LOG_DIR="/home/username/rollback_hosts_logs"
e CSV_FILE="target_servers.csv"
- fA: CSV XHMERRR, B RREIER.
- S¥BIANE: target_servers.csv
- (BRI ERERE, SRFRETIEEIERN.
- BXURMFI: CSV_FILE="/home/username/configs/servers.csv"
]3I RENSHELTAFFRER, ERHRED (NRBERARETLURCr+A+TITH
2w ) ATHIA:

Jrollback_hosts_linux.sh

HASELREOFHEHAEER, HERNTRERER—MUTERIRS, TUE
LOG_DIR {82 B&HHI summary.log XHHEE,

g
2.9 tEEXSEERiRw Windows 418 Host Bt &

2.9.1 #ha

L

(=1 =}
B=11A

IR WindowsEHEY, FERFRIRIGENEBFEMBEXRRSZAEOZ , XE
B RIAESaRREN LREhostsX i, INRIBHENMERS, FahRiEBIF
FFERS . NTEWX—ERE, AN T —MERNRIRATRS . ERTLFIRXD
BIZR, PREMIE SR T IPHLEE NS A\ Rim £ 1AIhosts SXHH .
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BIAiRAR

AZREFPowersheliES 4, {X3FEWindowsRE % Liz1T, LUXRIRFER
WindowsZEAAIHostsFRIL EF I EIRE . HostsSUHFEEZC:\Windows
\System32\drivers\etc\hosts

BIZARATIRG: SXHUTIIARIT RSS2 FEIMER 1008 EHAThostsELE , LABRH]
AHTRIEE .

WA SERZRIFMHBS N TE.

HAE Thiefid ERZ=
update_hosts_ | #tEE#EIHRWindowsE | FEIFFEWindowsENL 281, HATILH
win.ps1 MAShosts3 4. HiAS | RLIEFRIRENAIhostsELE .

BEIcREERR, #R
SEER, FERRERD

=+
él:lo

rollback_hosts_ | #tERERIHEWindowsE | FTEZHWindowsENIEES, HiTLL
win.ps1 ME9hostsX i, BIAE | BFIARLUKRE RimnEVAIhostsECEZIITE
BEcHRMERE, B | BRBKES.

SEER, HEMIRER

==
gl:lo

PowerShell prAF0{KEIIRESK

PowerShell iIf22 B{KEETF Windows itf2EE (WinRM), H Windows
Management Framework (WMF) i21it,

£ PowerShell LizfTifeRid, AtitENAEETENLRHELTEK:
e Windows PowerShell 3.0 SiEEShRA ( #EF WMF5.1) o

e  Microsoft .NET Framework 4.0 S{E ShRZAN .

e  Windows iIZf2E1E 3.0 S EShRA.

ANEREFTE Windows PowerShell 2.0 EizfTintEsisE, AitbitENFITETEN SN
BLATESR:

e Windows PowerShell 2.0 S{EESHIRAN .

e  Microsoft .NET Framework 2.0 SkEEShRAS o

e  Windows IZf2 &2 2.0iRA,

7£ PowerShell 3.0 EShRA_LIZfTHIIHEE (WISIBEMIAFIEE ) , (NERSITEN
#8{EH PowerShell 3.0 aLA EARAAIAIER

FEARLITHSE LUEE PowerShell ra:

$PSVersionTable
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2.9.2 H#EFTIE
EcE PowerShell 117508
KEHITERER, HBiRPowerShellRiFIz{THIZA . FJFFPowerShell, AL TGHSIEE
HBTHITERES:

Get-ExecutionPolicy

AN RAERYIREIEERIZA:

e Restricted: RFACITFHATIRAMIA

o AllSigned: REEIEITHAIERHETZAIRA,

e RemoteSigned: RIFIE{TAMBIZEAIMA, EXiE FTHABIABRNEITES

e Unrestricted: RIFEITAAEHIA, EBaEizTNEEMN N ARITAHES .
e Bypass: REEIHHITMARRIHNIT, F2ERHTESTIRR.

ANRNITRRE /IRestrictedaiAllSigned, BB LA N apLIGATEAERRE, LASSIFIEIT
A EUEZAIH AT S S ZRITIZMA .

Set-ExecutionPolicy RemoteSigned -Scope Process

Zap LRI ZiRIPowerShe ISTEREXNHITRES, FESIEEREIREIIRIARES o

CSV IS

SIE— N EERIHEENEENCSVIE, REeHAE, FHFEKSAHFTESER, B
W

username,ip,port,password

e username: ZFRFTERRINENPAERIIARE . ATHRERNANESER
RIBBRIAITIZEURF, BENEREREERNIRAIAFE, WAdministrator,

o ip: ZFRFTRKENAIAMIPIIL
e port: ZFRFFWINRMERS BITAYIKROS (FIAZ5985) o

e password: ZFERFRRERRIGENEAFNZRL. MABERILZEESY
WinRM#MY B RERim £ .

A ER

o CSVMHRIE—ITRITERIT

o CSVXHHIB—ITHN—EEIER, HFEEBIIERZERARXESHIE.
o WHIRIBNIEHANSE /&N, AZHMBSROTHE . ESELHAIIPIIE,

i
username,ip,port,password

Administrator,192.168.1.10,xx,examplePass123
Administrator,192.168.1.11,xx,examplePass456

Hosts {4 E&

BIE— I NANE, BEFEEEMRREHEENhostsXFHRHNARE, HIRRIZSEFEH
hiE. MERBENEX=RSZEOEZMET, FLA#Migration-proxy-startFHis,
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LA#Migration-proxy-end453R . 18X ARSSAYIE 1532 IR ET HF2ARIE B ARYIMR T
E, BHRANE SRRV EZEOAIREL

il

#Migration-proxy-start

XXX XXX XXX XXX iam.xxx.com
XXX XXX XXX XXX €CS.XXX.COm
XXX XXX XXX XXX €VS.XXX.COm
XXX XXX XXX XXX IMS.XXX.com
XXX XXX XXX XXX Obs.Xxx.com
XXX XXX XXX XXX €PS.XXX.COm
XXX XXX XXX XXX VPC.XXX.COM
#Migration-proxy-end

AEBRES

o FEEATBER: MIZABIAFEA C\Users\Public\Hosts_Script_Logs B EEE
B%. BRAFENE, HAE85tE, IRFEENAEFHRGE, BIEK
AR SlogDir ZEERYE.

o WMEBHTEFRNR: HERIBAPTESEREBEAUR. IRNIRFE, TE
AEBRTURSIEREMEER

o MEFEREE: HIARITRIZANAT ENBERREE MEZSIEERARixWindows
EHAVIPHENEFNIR O o RIEWindows EHFTEXIHRATRIZARIENFF L 5985i% 1 -

o [HXEEHCE: KBEHEEAITENFIRHENAIPG XS, BIRAIFEIWINRM
( WindowsiZi2& 18 ) iEEE#{TimiEPowerShell&1E .

o EHWINRMBES: HIRAEEHRWindowsEN FHWINRMIRS EEBHIEEIE
7. AERIREN EFER TS BERAWINRM:

Enable-PSRemoting -Force

2.9.3 AR

2.9.3.1 Bt& update_hosts_win.ps1 {7
RIERMERVAATRA, EEXLFER, 1R FPaEXEE

HURESRAF
EremESELIE,

BFPRR

SE1 EPUTIRIARRIEN EBIEZ—12 “update_hosts_lwin.ps1” RIS, PAEIGLATH
RPN ARBEREIHF.
# Configuration

# Path to the CSV file with server information. Must exist before running the script.
$csvFile = "C:\Users\Public\target_servers.csv" # Manually configure

# Path to the hosts content file. Must exist before running the script.
$hostsFile = "C:\Users\Public\hosts_content.txt" # Manually configure

# Directory for storing log files. Will be created if it doesn't exist.
$logDir = "C:\Users\Public\Hosts_Script_Logs" # Automatically created
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# Log file for general run information.
$runLog = Join-Path $logDir "run.log" # Automatically created

# Log file for error messages.
$errorLog = Join-Path $logDir "errorlog" # Automatically created

# Log file for summary information.
$summaryLog = Join-Path $logDir "summary.log" # Automatically created

# Initialize log directory and files
function Initialize-Logs {

if (-not (Test-Path $logDir)) {

New-Item -Path $logDir -ltemType Directory

}

Add-Content -Path $runLog -Value " H

Add-Content -Path $runLog -Value "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Starting new
update execution"

Add-Content -Path $runLog -Value " H

Add-Content -Path $errorLog -Value " "

Add-Content -Path $errorLog -Value "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Starting
new update execution"

Add-Content -Path $errorLog -Value " "

Add-Content -Path $summarylLog -Value "

Add-Content -Path $summaryLog -Value "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') -
Starting new update execution"

Add-Content -Path $summarylLog -Value "
}

# Log info function
function Log-Info {
param (
[string]$message

$logMessage = "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - $message"
Add-Content -Path $runLog -Value $logMessage
Write-Output $logMessage

}

# Log error function
function Log-Error {
param (
[string]$message
)
$logMessage = "[ERROR] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - $message"
Add-Content -Path $runLog -Value $logMessage
Add-Content -Path $errorLog -Value $logMessage
Write-Output $logMessage
}

# Read server information from CSV file
function Read-ServersFromCSV {
param (
[string]$csvFile

if (-not (Test-Path $csvFile)) {
Log-Error "CSV file '$csvFile' not found."
exit 1

}

return Import-Csv -Path $csvFile

}

# Read hosts content from TXT file
function Read-HostsContentFromTXT {
param (
[string]$hostsFile

SRSRRA 14 (2025-02-14) IS © ERRAGIRAT 48



L MgC
fESLE

2 FNEREREIESLE

}

if (-not (Test-Path $hostsFile)) {
Log-Error "Hosts content file '$hostsFile' not found."
exit 1

}
return Get-Content -Path $hostsFile -Raw

# Add to TrustedHosts
function Add-ToTrustedHosts {

}

param (
[string]$ip

# Check current TrustedHosts list
$trustedHostsPath = "WSMan:\localhost\Client\TrustedHosts"
$trustedHosts = (Get-Item $trustedHostsPath).Value

if ($trustedHosts -eq $null -or $trustedHosts -eq "") {
# Set the initial trusted host
Set-Item $trustedHostsPath -Value $ip -Force
Log-Info "Set initial TrustedHosts value to $ip"

} elseif ($trustedHosts -notlike "*$ip*"') {
# Add new IP to TrustedHosts if not already present

$updatedTrustedHosts = if ($trustedHosts -eq "*") { $ip } else { "$trustedHosts,$ip" }

try {
Set-ltem $trustedHostsPath -Value $updatedTrustedHosts -Force
Log-Info "Added $ip to TrustedHosts"

} catch {
Log-Error "Failed to add $ip to TrustedHosts: $_"

}

}else {
Write-Host "TrustedHosts list already contains IP $ip."

}

# Initialize log files
Initialize-Logs

# Verify CSV file
if (-not (Test-Path $csvFile)) {

}

Log-Error "CSV file '$csvFile' not found."
exit 1

# Verify hosts file
if (-not (Test-Path $hostsFile)) {

}

Log-Error "Hosts content file '$hostsFile' not found."
exit 1

# Read server information from CSV file
$servers = Read-ServersFromCSV -csvFile $csvFile

# Read hosts content from TXT file
$hostsContent = Read-HostsContentFromTXT -hostsFile $hostsFile

# Counters for success and failure
$successCount =0

$failureCount = 0

$failedServers = @()

# Remote script block
$remoteScriptBlock = {

param (
[string]$hostsContent

)
$hostsFilePath = 'C:\Windows\System32\drivers\etc\hosts'

# Read the file content
$content = Get-Content -Path $hostsFilePath
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# Initialize flag
$inBlock = $false
$newContent = @()

# Traverse file content
foreach ($line in $content) {
if ($line -match '#Migration-proxy-start') {
$inBlock = $true

}

if (-not $inBlock) {
$newContent += $line

}

if ($line -match '#Migration-proxy-end') {
$inBlock = $false
continue

}

}

# Remove trailing empty lines
while ($newContent[-1] -eq ") {
$newContent = $newContent[0..($newContent.Count - 2)]

}

# Write the new content back to the file
$newContent | Set-Content -Path $hostsFilePath

# Append new Migration-proxy section
Add-Content -Path $hostsFilePath -Value $hostsContent

Write-Output 'Successfully updated hosts file on remote server.'

}

# Main script logic
Log-Info "Script execution started."

foreach ($server in $servers) {
$username = $server.username
$ip = $server.ip
$password = $server.password

if (-not $username -or -not ${ip} -or -not $password) {
Log-Error "Invalid server entry: $username, ${ip}, $password. Skipping."
continue

}
Log-Info "Starting update for $username@${ip}"

$securePassword = ConvertTo-SecureString $password -AsPlainText -Force
$credential = New-Object System.Management.Automation.PSCredential ($username, $securePassword)

Add-ToTrustedHosts -ip $ip

try {
$session = New-PSSession -ComputerName ${ip} -Credential $credential -ErrorAction Stop

Invoke-Command -Session $session -ScriptBlock $remoteScriptBlock -ArgumentList $hostsContent

Remove-PSSession -Session $session
Log-Info "Updated hosts on ${ip} successfully
$successCount++

}

catch {
Log-Error "Failed to update hosts on ${ip}: $_"
$failedServers += "$username@${ip}"
$failureCount++

}

}

"
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# Calculate failure and success percentages
$totalCount = $servers.Count
if ($totalCount -gt 0) {
$failurePercentage = [math]::Round(($failureCount / $totalCount) * 100, 2)
$successPercentage = [math]::Round(($successCount / $totalCount) * 100, 2)
}else {
$failurePercentage = 0
$successPercentage = 100

}

# Output summary result and log to file
$summaryContent = @"

[SUMMARY] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Execution Update Summary

Total number of servers: $totalCount
Number of successful updates: $successCount
Number of failed updates: $failureCount
Success rate: $successPercentage%

Failure rate: $failurePercentage%

'@

if ($failedServers.Count -gt 0) {
$summaryContent += "Failed servers:'n"
foreach ($server in $failedServers) {
$summaryContent +=" - $server'n"
}
}

$summaryContent +=" "

# Output summary result to log file and terminal

$summaryContent | Add-Content -Path $summaryLog

Write-Output $summaryContent

Log-Info "Script execution completed. Check $summaryLog for summary."

RIECIRIER, B AR TECEISE:
e SlogDir = "C'\Users\Public\Hosts Script_Logs"
- Ei&: HEERIER, BFEHRETEE. BiREEMEEEERIEFTR
-  S¥ERME: C\Users\Public\Hosts_Script_Logs
- BMEN: ESChSRIERPEEEARIIERIERE
- {BX%RMFI: $logDir ="C:\Users\username\Documents\Hosts_Script_Logs"
e ScsvFile = "C:\Users\Public\target_servers.csv"
- R CSVXHEFMIER, B8 RREIER.
-  ZSHEUME: C\Users\Public\target_servers.csv

- EHEEN: ERBNIRR, SRRERIERBIERR. WRCSVIUEFERAR
ST, FEEFESRIIREZ.

- BB $csvFile = "C:\Users\username\Documents\servers.csv"
e ShostsFile = "C:\Users\Public\hosts_content.txt"
- HAR: HostsMHFHEER, BARBIENEIRRENhostsSUFFRINS .
- SEEIME: C\Users\Public\hosts_content.txt
- (BRI (ERMEXTIRE, SRREIEERERD.
- {BX%7RfFl: $hostsFile = "C:\Users\username\Documents
\hosts_content.txt"

Eﬂ%g;%%lﬂ“&mﬁk#&r FfE, UEBERBMHITFPowerShellE0, ERLITHSH
RE)AS :
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\\update_hosts_win.ps1

HASEXRIGEOPHEETER, HENTRERER—MWITERIRS, IUE
SlogDir 15 EEE%EFEI’J summary.log XHHEE,

R

2.9.3.2 fit& rollback_hosts_win.ps1 2
IRIER AR ARG, SEELhRER, (EXURFIPaIEXECE .

EsemEELE,

T ERTHEIAREN _LBIE—13 “rollback_hosts win.ps1” B934, ABBIAT
HMATREINARBEHEIEF,

# Configuration
# Path to the CSV file with server information. Must exist before running the script.
$csvFile = "C:\Users\Public\target_servers.csv" # Manually configure

# Directory for storing log files. Will be created if it doesn't exist.
$logDir = "C:\Users\Public\Hosts_Script_Logs" # Automatically created

# Log file for general run information.
$runLog = Join-Path $logDir "run.log" # Automatically created

# Log file for error messages.
$errorLog = Join-Path $logDir "errorlog" # Automatically created

# Log file for summary information.
$summaryLog = Join-Path $logDir "summary.log" # Automatically created

# Initialize log directory and files
function Initialize-Logs {

if (-not (Test-Path $logDir)) {

New-Item -Path $logDir -ItemType Directory

}

Add-Content -Path $runLog -Value " f

Add-Content -Path $runLog -Value "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Starting new
restore execution"

Add-Content -Path $runLog -Value " f

Add-Content -Path $errorLog -Value " "

Add-Content -Path $errorLog -Value "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Starting
new restore execution"

Add-Content -Path $errorLog -Value " "

n

Add-Content -Path $summarylLog -Value "

Add-Content -Path $summaryLog -Value "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') -
Starting new restore execution"

Add-Content -Path $summarylLog -Value "

}

n

# Log info function
function Log-Info {
param (
[string]$message

$logMessage = "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - $message"
Add-Content -Path $runLog -Value $logMessage
Write-Output $logMessage
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}

# Log error function
function Log-Error {
param (
[string]$message
)
$logMessage = "[ERROR] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - $message"
Add-Content -Path $runLog -Value $logMessage
Add-Content -Path $errorLog -Value $logMessage
Write-Output $logMessage
}

# Read server information from CSV file
function Read-ServersFromCSV {
param (
[string]$csvFile

if (-not (Test-Path $csvFile)) {
Log-Error "CSV file '$csvFile' not found."
exit 1

}

return Import-Csv -Path $csvFile

}

# Add to TrustedHosts
function Add-ToTrustedHosts {
param (
[string]$ip

# Check current TrustedHosts list
$trustedHostsPath = "WSMan:\localhost\Client\TrustedHosts"
$trustedHosts = (Get-Item $trustedHostsPath).Value

if ($trustedHosts -eq $null -or $trustedHosts -eq "") {
# Set the initial trusted host
Set-Item $trustedHostsPath -Value $ip -Force
Log-Info "Set initial TrustedHosts value to $ip"

} elseif ($trustedHosts -notlike "*$ip*"') {
# Add new IP to TrustedHosts if not already present

$updatedTrustedHosts = if ($trustedHosts -eq "*") { $ip } else { "$trustedHosts,$ip" }

try {
Set-ltem $trustedHostsPath -Value $updatedTrustedHosts -Force
Log-Info "Added $ip to TrustedHosts"
} catch {
Log-Error "Failed to add $ip to TrustedHosts: $_"
}
}else {
Write-Host "TrustedHosts list already contains IP $ip.
}
}

n

# Initialize log files
Initialize-Logs

# Verify CSV file

if (-not (Test-Path $csvFile)) {
Log-Error "CSV file '$csvFile' not found."
exit 1

}

# Read server information from CSV file
$servers = Read-ServersFromCSV -csvFile $csvFile

# Counters for success and failure
$successCount =0

$failureCount = 0

$failedServers = @()
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# Remote script block
$remoteScriptBlock = {
param ()

$hostsFilePath = 'C:\Windows\System32\drivers\etc\hosts'

# Read the file content
$content = Get-Content -Path $hostsFilePath

# Initialize flag
$inBlock = $false
$newContent = @()

# Traverse file content
foreach ($line in $content) {
if ($line -match '#Migration-proxy-start') {
$inBlock = $true
}
if (-not $inBlock) {
$newContent += $line
}
if ($line -match '#Migration-proxy-end') {
$inBlock = $false
continue
}
}

# Remove trailing empty lines
while ($newContent[-1] -eq ") {
$newContent = $newContent[0..($newContent.Count - 2)]

}

# Write the new content back to the file
$newContent | Set-Content -Path $hostsFilePath

Write-Output 'Successfully restored hosts file on remote server.'

}

# Main script logic
Log-Info "Script execution started."

foreach ($server in $servers) {
$username = $server.username
$ip = $server.ip
$password = $server.password

if (-not $username -or -not ${ip} -or -not $password) {
Log-Error "Invalid server entry: $username, ${ip}, $password. Skipping."
continue

}
Log-Info "Starting restore for $username@${ip}"

$securePassword = ConvertTo-SecureString $password -AsPlainText -Force
$credential = New-Object System.Management.Automation.PSCredential ($username, $securePassword)

Add-ToTrustedHosts -ip $ip

try {
$session = New-PSSession -ComputerName ${ip} -Credential $credential -ErrorAction Stop

Invoke-Command -Session $session -ScriptBlock $remoteScriptBlock

Remove-PSSession -Session $session
Log-Info "Restored hosts on ${ip} successfully"
$successCount++
}
catch {
Log-Error "Failed to restore hosts on ${ip}: $_"
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$failedServers += "$username@${ip}"
$failureCount++
}
}

# Calculate failure and success percentages
$totalCount = $servers.Count
if ($totalCount -gt 0) {
$failurePercentage = [math]::Round(($failureCount / $totalCount) * 100, 2)
$successPercentage = [math]::Round(($successCount / $totalCount) * 100, 2)
}else {
$failurePercentage = 0
$successPercentage = 100

}

# Output summary result and log to file
$summaryContent = @"

[SUMMARY] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Execution Rollback Summary

Total number of servers: $totalCount
Number of successful restores: $successCount
Number of failed restores: $failureCount
Failure rate: $failurePercentage%

Success rate: $successPercentage%

'@

if ($failedServers.Count -gt 0) {
$summaryContent += "Failed servers:'n"
foreach ($server in $failedServers) {
$summaryContent +=" - $server'n"
}
}

$summaryContent +="

# Output summary result to log file and terminal

$summaryContent | Add-Content -Path $summarylLog

Write-Output $summaryContent

Log-Info "Script execution completed. Check $summaryLog for summary."

HRIESERRES, (Ee B AFRIA N EEISE:
e SlogDir = "C:\Users\Public\Hosts_Script_Logs"
- R BEERER, BTFFERNETEE. HRAEMNEES BTk
e

1=o
-  S¥EBAME: C\Users\Public\Hosts_Script_Logs
- EXEN: EXUhSERARPEEEARIIBERIZRE.
- BX%RMFI: $logDir ="C:\Users\username\Documents\Hosts_Script_Logs"
e ScsvFile = "C:\Users\Public\target_servers.csv"
- R CSVXHEFRIBER, B8 RREIER.
-  ZSHBHME: C\Users\Public\target_servers.csv

- BHEEN: ERBNER, SIRRENIRIERIERR. WRCSVIUHFERAR
ST, FEEFESRIREZ.

- BRI $csvFile = "C:\Users\username\Documents\servers.csv"

EE%%%%M%ESZ%E)Z#{%T?E, ISR RE)FTFPowerShellE& O, FALTHSH
TR

\rollback_hosts_win.ps1

SRSRRA 14 (2025-02-14) IS © ERRAGIRAT 55



L MgC
EfESLE 2 FNEBERRIESLE

HASTELRIRENPAHASES, FERTSEEER—MTERIRE, FILE
$logDir §EE FFHI summary.log XEHEE,

.

2.9.4 ENajR

2.9.4.1 tN{T/SH PowerShell [T &P E R

EEWindows Server 20128 EEhRAEEGABHPowerShelizfE MR, MNREXN T
RE, AJLUBE AT A EEHBAEPowerSheliZiz &1,

SB1 LEERBMUREsIPowerShell,

T2 HITI TS, BIAJfSAPowerShelizf2EIE,
Enable-PSRemoting

FIE3 KIFECE . EPowerShellFBIAW Tap<:

New-PSSession

) &D%ﬁ%rﬂzm, Mz SSEATEN LIESE, FHRE—SIENR. 1R
[B]73~f1:

Id Name ComputerName State ConfigurationName

1 Session1 localhost Opened Microsoft.PowerShell

o WREELM, 155%E PowerShell FEEISAEFRY
about_Remote_Troubleshooting SKENf#R G2,

R

2.9.4.2 Wl B WinRM jR53
TE1 BB RNRZERIPowerShell,
2 BT THS, BITBEIBEI WinRM IRSHEEHITIZHITRE

Enable-PSRemoting -Force

R
2.9.4.3 FATHIASIRSE: EERIEERSR"EM, BERFIERIER

EfSEIES

HITHIAGIRE, $$iR(584 “[ERROR] Failed to update hosts on Xxx.Xxx.x.xx:
Doxxxxx.x.xx] EEREEITFZARSS RS ox xxx xxx KMBXKIFHER, 15ESH
about_Remote_Troubleshooting #3AHFRR” ,

[EIRRHT
HINZIREREN: TEAZIRIS BAWINRMIRS R EHE & BB R IER .
BRTT %

£ WWIEAITHRER ping BmiEiRSS = . SIRALApingl®E, BHRITEZER2,
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L2 AT IEIRSSEERY WInRM ARS55985in 12 B EXTHITNHK . FIAFRISHITEE
3

3 HECERSHRVERTIESEIEN. WASIEERLTRE, BHITEELER.
$RA ERERKWANTIERSSE, UEERREGFTFF PowerShell.
SIS PITINTa<, AREFHITHEIR

Enable-PSRemoting -Force

e TR
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SRS
BEMIEZIRERUNGETREL, GR. MELINREFME. GFE—I
XE=, BALZER., AXNBUEFEREEFOMICEEMZFE A RFHE
N FEEIRTBEIE A
LPIXIFLA X (Region ) :
o HIZE-EMITIE
o HZE-ERD
o THH-RHBEAR/R
o TXK-28
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EAR PR
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ERERE RETBESEEENERNER.
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o HIE-ZERE
o 1HH-REHEMER
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EHERECE— AT ERURLY RS EAZ B RS SERIOBSI R &S, X
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AT EHI2EZIAbucket01. http://100.93.xxx.xx: 74805 1 &4 AR SLFRAYCeph S3
FEFEZTRFICeph RGWARSSAIWebif )it FNuR O o

RIS, 158 ACINE:

e <BUCKET-NAME>: 7ZE{EZHR.

e < FILE-NAME >: 6JZR%json3{4Z .

e <DOMAIN>: Ceph RGW ( RADOS Gateway ) BRSZHISERRIT %I PHEL .

e <PORT>: Ceph RGWRSHIEFRATinS .
?}E%!ﬁ%&fzEﬁlﬁﬁz?&ﬁjuaﬁiﬁﬁﬁ%%%iﬁ@, BT, B TR
BERHEEAERIRE TiHERE, o uT:
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Z 3%20
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admin: FULL CONTROL

o MWMRRMOZERFPolicyZHEREERES, BFRNRBEREHRE, BTHET
izmﬁmzugxhtt H%o

LDCdTlDH derult
Payer: BucketOwner
Expiration Rule: none
Policy: i
"Statement": [{

"Effect”:
"Principal
"Action”:

Resource

none
admin: FULL CONTROL

T2 FELRESScmdTERRSSE L, FIANARESS, BIE— M jsonXiE ( FFREE
X)), EHhBESIFHEEREE, RIFMNEENSIFEBTPIRENTIR, BUTHREES
HraNLEJpiges b, it <BUCKET—NAME> JSEPRAYSITFEIERFR, (RIFEIEEAjson
XiHFHIEL wiERs o
{

"Statement": [{
"Effect": "Allow" ,
"Principal": "*"
"Action": "s3:GetObject",
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H
}

EZSHITEIESEAmazon S3 FEMEERIRE .

L3 FH s3emd ST TRIREFHEERE, RIFAFAEFEEPINE. g
T:

s3cmd setpolicy <FILE-NAME>.json s3://<BUCKET-NAME>

Hrh <FILE-NAME>E#2 55582, 612 A0jsonS4HZ R, <BUCKET-NAME> i 950FR
BISITFER TR

SRA FERU TR EFERPIPIENYE, FRERSHIIXAN G :
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Hrep <BUCKET-NAME> B /9SEFRRIS3TFIEREETR, <FILE-URL>EIRNEFERT
NHFIZRAIAI M (FIg0: s3urlixt) o

$B5 ITHERIIGIESE (TEARSREIRHs3urlixt ) , BISEIIERETE SIS 31t
WA, & “s3://REZBIIFIESE” &8 “http://<DOMAIN>:<PORT>/" , LA
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BEOBRRINIA A, NIHBBIREIFHE . NRIAAEIELE ( AccessDenied ) , MEEE
%ﬁ?ﬂﬁﬂ% ~EBAIGEIHITRE

510 : Ceph RGWERSEZRIELERIEZakIP ( DOMAIN ) 8 “100.93.xxxxx” , iwO=
(PORT) Y3 “7480” , F#EWEES “bucket01” , H@PHE2/ {4 (dragon.png,
index.html), EEZE’J,\;sﬁiiﬂ,iltﬁ'EEjJ
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¥ ¢ s3://REZBINFIESE” it “http://<DOMAIN>:<PORT>/” , Bl “H
HA..s3://” B3 “http://100.93.xxx.xxx:7480” , HERAHIURLEIERS:

http://100.93.xxx.xxx:7480/bucket01/dragon.png
http://100.93.xxx.xxx:7480/bucket01/index.html

$I6 1RIE L —LRISEMER, BIIRMMPRrEHEEs3ithE# R A URLIBIE . 415!
FHFRIS3IIEERZ , AILAMERN A GRIEEE (40NotePad++ ) HTHEEER
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HETRIHENHE ZBEHZERR (TabiR) BH, FXFENXHETEQSFX
HRBIR, XTFTURIIRHRIESZRIRG, EEEFMEIBRIZIRSIREIEE

w? .

fBign:
http://100.93.xxx.xxx:7480/bucket01/dragon.png dragon.png
http://100.93.xxx.xxx:7480/bucket01/index.html index.html
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nEEd IRETRESEREENRIIRARETR

o RAQik, FHITREEH o

o Ak, HITRERH ., PIIRE “FHAEGE" . “EERAT
18" 0 “PRIE” B,
fBIgn: REFFIRATIEI08: 00, £55RATF(E12: 00. PRIE920
MB/s, ZiFiEE351z17E (08:00~12:00 ) iZAFBIERHT,
BARITFEEEISEIREIF20 MB/s, ZANEERLSN, FigE

EAHBRE o
5iEA
- [PRIERMEUESEE: 0~1048576 MB/s .
- REALIBIESKICHE.
- BXATELLEHEHERegionfY X AR S0 E o
ERIERE IREFR(ESEIEERERER .

o @ik, FIEsN/EEFRES.
o Ak, REFSEIEEECERMITIEE, BErELL

SN ST
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e
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F. ARBXLEXRERRFILREES, Mo thiliEgRMszs.

SCASRRAS 14 (2025-02-14) WA © LR ABIRAE] 133



L MgC
L

6 REE Azure BEE AKS TR

HEETIE

IPREER

BRIELR

o HHKSIHES

{EAMgCZRl, BHRERE—NEARSH— I TATIHEMICRIAMAR, iE

AR S LN EIZIAMBRRITSEESE E&ETIE,
o BIENATBIE
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2. EOERM: MgGERWAPIERELEE, XEROEBEESFEHRREIE.

3. FETEURE: MoOSREIREIESTHENT, IREKRER, =, FMNERSE.
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