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"Effect": "Allow"

}
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DRI, PRS2 ENT Pt E#EXEI TG RinENAIhostsSUFH

B 25 BH

MARETFSheliBEFHE., (NIFELNUXERZK DIE1T, SCURSESBEHTELinuxE,
AY9/etc/hostsMFAIIL EFFHFILERE -

BIARATIRE: SXPTHRIARIS RS2 FEIMER 1008 EHAThostsELE , LABRH]

TR EIT S

HAThEESERBSEMARBS I TE.
A IheeriR ERB=
update_hosts_| | #itEEFNREIRLINUXEN, | TEEBLinuxENZBI, HATLLREIZARLL
inux.sh AY9/etc/hosts3Zf, BIZAR | E#FiRIEENAIhostsERE o

SE&NcRRFEE, 12
TREER, FEMRE
1%'\2:5 o
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¥R 2 FHIFBEXRIELR
31l N InaEHA FRFS
rollback_hosts_ | #itEHERiKLINUXEN, | EFBLinuxEVIEREE, HRATILLREIZA
linux.sh A9/etc/hosts3is, BIA | LARERigENAIhostsE & E T EE1

SEMCRRFEE, £ | AT
TEEER, FEMRE

&4 4k

ICA=A o

2.8.2 EFIIF

CSV MR

EU@—4\@.é‘iﬁiﬁﬁ”ﬁI’fM%%lE’\JCSVSZ#, iRt eetinin, HFERRFEEK. B

Ak:

username,ip,port,password

e username: ZFRFRERIEREVIIAERIARSE. I THEHIAEGE%
ORI TIESURME, BENERAESEERNERARSE, Wroot,

o ip: ZFRFRNRIGENAIANMIPHBIL,

e port: ZFRFRSSHIRSZHIFAIKOS . FOABR T, LinuxEStERIRO22,
MR RREVAISSHIRSSIZITERE X i L, BELEEERROS .

e password: ZFRFRERIRIGEVEIPAFENER .. MAEERLZLETSSH
MY BEhERENRiREN

A ER

o CSVMHRIE—ITRITELT, AW

o CSVNHHIB—ITHN—aEIER, HFEEIEEZERRESSRR.
o WHIRIBNIEHASE &N, AZLMBSROTHE . ESTTHAIIPHIE,

o~

username,ip,port,password
root,192.168.1.10,xx,examplePass123
root,192.168.1.11,xx,examplePass456

Hosts {41

BIEE— AN, BEFEEEMRRIGEN/etc/hostsSEFIIRE, FpFiz Lt
BEtIAIE) . MHFRBNBEXRRSZAVEOSZMST, FLA#Migration-proxy-startFt
&, LA#Migration-proxy-end453R . 1EX=IRSZHIE O ZMEIHERBEEAINE
e, BEARNIE AP SO AIREL.

T~
#Migration-proxy-start

XXX XXX XXX XXX iam.XXX.com
XXX XXX XXX XXX €CS.XXX.Com
XXX XXX XXX XXX €VS.XXX.COm
XXX XXX XXX XXX [MS.XXX.Com
XXX XXX XXX XXX ObS.XXx.com
XXX XXX XXX XXX €PS.XXX.Com
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XXX XXX XXX XXX VPC.XXX.COmM
#Migration-proxy-end

AEARES

o EERTBR: HAZBEUAER /var/log/update_hosts fEAREFEER. BR
AEEE, HASEmEIE, IREEEFNHEFERER, BIEXEAFY
LOG_DIR 2H19E.,

o WMEHTAFRNR: HERINAPYESERAEBEAUR. IRNRFE, TE
AEBRTURSIEREMIRRE

HmERREVESE
o FSERRE: WRITHANENSSBSNE AR RRE.

o SSHEBOFBHEE: WWIEEHRENHSSHIRO (BHAR22 ) EFM, RIFMNRT
BB BT SSHIEMMHITIERE

SSH 5 eI fRIZE
o SSHIRSBES: MIFFEEREN FAISSHIRS CRBHIETES . ASHLinux
PRS2 R B ITERB AR FSSHIRSS o
o SSHEFGAIE: HRFIEEIEENASSHIES DR S NESTIGIAE, LUEMAR
LU RCSV X {4 chiS B IG T B TR

B ARITHIMRECE

HERRITRIABILInUXEN ELET AU ERI T B a<:

e SSHTE: BTF&ENS5niEFiMNLeiEE,
o sedTH: HFHmiEFNIEN/etc/hostsXIHEAR
o setsidfp$: HAFESSHiEEFBIGEAEEK (BE BT REEEHm AR

H).
o mkiemp®<: FITFOBRIGIXHRER.
HATE R PR E
. mfmaaaﬁ: HRATHANBPEEEETRR . CSVX{FFThosts TS
SR

o HIAHMITBPRECE: #AfRupdate_hosts_linux.sh & rollback_hosts_linux.shiiZs
NEHEBHITIR . {EHchmod +x update_hosts_linux.shflchmod +x
rollback_hosts_linux.shis S FRIAHITIUR o

2.8.3 EcEHIA

2.8.3.1 & update_hosts_linux.sh [H{7<
RIERHAVAARA], SEXIRER, BXUREIPRIEXEE

RURSRF
EsEREEIE.
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BIFSR

LB ERTRIAREN LIE—1327 “update_hosts_linux.sh” RIS, ARELATH)
ARPINABEFRIMGF . MREESBISSHIEERRiGLInuxEN, AJLABEE
FRvim Bl IgRIERIANS G, LRI

1. fEVimEREREPIE | AR,
2. SHIFRENERIANED, TREIR Esco
3. A wq REFHEL.

#!/bin/bash

# Configuration

# Log directory path: Used to store run logs, error logs, and summary logs.
# If the directory doesn't exist, the script will create it automatically.
LOG_DIR="/var/log/update_hosts"

# Run log file path: Records detailed information about the script's execution.
RUN_LOG="$LOG_DIR/run.log"

# Error log file path: Records any errors that occur during the script's execution.
ERROR_LOG="$LOG_DIR/error.log"

# Summary log file path: Records a summary of the script's execution, including the number of successful
and failed servers.
SUMMARY_LOG="$LOG_DIR/summary.log"

# CSV file path: Contains information about the target hosts (must be manually created and configured).
CSV_FILE="target_servers.csv"

# Hosts content file path: Contains the content to be appended to each target host's /etc/hosts file (must
be manually created and configured).

HOSTS_FILE="hosts_content.txt"

DEFAULT_PORT=22

SSH_TIMEOUT=10

# Initialize log directory and files
initialize_logs() {
mkdir -p "$LOG_DIR"

echo " " >> "$RUN_LOG"
echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - Starting new update execution" >> "$RUN_LOG"
echo " " >> "$RUN_LOG"
echo " " >> "$ERROR_LOG"
echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - Starting new update execution" >> "$ERROR_LOG"
echo " " >> "$ERROR_LOG"
echo " "> "$SUMMARY_LOG"
echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - Starting new update execution" >> "$SUMMARY_LOG"
echo " " >> "$SUMMARY_LOG"
}
# Log info function
log_info() {
echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - $1" | tee -a "$RUN_LOG"
}

# Log error function
log_error() {

echo "[ERROR] $(date '+%Y-%m-%d %H:%M:%S') - $1" | tee -a "$RUN_LOG" "$ERROR_LOG"
}

# Read server information from CSV file
read_servers_from_csv() {

local csv_file="$1"

local servers=()

local header_skipped=false
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if [ ! -f "$csv_file" ]; then
log_error "CSV file '$csv_file' not found."
exit 1

fi

# Ensure file ends with a newline character
sed -i -e '$a\' "$csv_file"

while IFS=, read -r username ip port password; do

# Skip header row

if [ "$header_skipped" = false ]; then
header_skipped=true
continue

fi

# Skip empty and invalid rows

if [ -z "$username" || -z "$ip" 11; then
continue

fi

port=${port:-$DEFAULT_PORT} # Use default port 22

# Ensure port is numeric

if | [ "$port" =~ A[0-9]+$ 1]; then
log_error "Invalid port '$port' for $username@$ip. Skipping this server.
continue

n

fi
servers+=("$username@$ip:$port:$password")
done < "$csv_file"

echo "${servers[@]}"
}

# Read hosts content from TXT file
read_hosts_content_from_txt() {
local txt_file="$1"
if [ -f "$txt_file" ]; then
cat "$txt_file"
else
log_error "Hosts content file '$txt_file' not found."
exit 1
fi
}

# Initialize log files
initialize_logs

# Read server information from CSV file
servers=($(read_servers_from_csv "$CSV_FILE"))

# Read hosts content from TXT file
hosts_content=%$(read_hosts_content_from_txt "$HOSTS_FILE")

# Counters for success and failure
success_count=0
failure_count=0
failed_servers=()

# Iterate over each server and push hosts content
for server in "${servers[@]}"; do
# Extract user, IP, port, and password information
IFS="" read -r user_host port pass <<< "$server"
IFS='@' read -r user ip <<< "$user_host"

log_info "Starting update for $user@$ip:$port"

# Create temporary script and SSH_ASKPASS script
tmp_script=$(mktemp)

askpass_script=$(mktemp)

cat <<EOF > "$tmp_script"
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#!/bin/bash

# Backup hosts file

if [ ! -f /etc/hosts.bak ]; then
cp /etc/hosts /etc/hosts.bak

fi

# Remove old Migration-proxy section
sed -i '/#Migration-proxy-start/,/#Migration-proxy-end/d' /etc/hosts

# Append new Migration-proxy section
echo "$hosts_content" >> /etc/hosts
EOF

cat <<EOF > "$askpass_script"
#!/bin/bash
echo "$pass"
EOF

chmod +x "$tmp_script" "$askpass_script"

# Set SSH_ASKPASS environment variable and use ssh to connect to the target machine and execute the
temporary script

export SSH_ASKPASS="$askpass_script"

export DISPLAY=:0

ssh_output=$(mktemp)

setsid ssh -o BatchMode=no -o ConnectTimeout=$SSH_TIMEOUT -o StrictHostKeyChecking=no -p "$port"
"$user@$ip" 'bash -s' < "$tmp_script" 2> "$ssh_output"

ssh_status=$?

if [ $ssh_status -eq O ]; then
log_info "Updated hosts on $ip:$port successfully"
((success_count++))
else
ssh_error=$%(cat "$ssh_output")
case $ssh_status in
1)

log_error "General error occurred while updating hosts on $ip:$port: $ssh_error"

2)
log_error "Misuse of shell builtins while updating hosts on $ip:$port: $ssh_error"

255)
if [[ "$ssh_error" == *"Permission denied"* 1]; then
log_error "SSH login failed for $user@$ip:$port: Permission denied (password may be incorrect or
username is wrong)"
elif [[ "$ssh_error" == *"Connection refused"* ]]; then
log_error "SSH login failed for $user@$ip:$port: Connection refused (port may be incorrect or SSH
service not running on target)"
elif [[ "$ssh_error" == *"No route to host"* 1]; then
log_error "SSH login failed for $user@$ip:$port: No route to host (network unreachable)"
elif [[ "$ssh_error" == *"Host key verification failed"* ]]; then
log_error "SSH login failed for $user@$ip:$port: Host key verification failed"
elif [[ "$ssh_error" == *"Connection timed out"* ]]; then
log_error "SSH login failed for $user@$ip:$port: Connection timed out"
else
log_error "SSH login failed for $user@$ip:$port: $ssh_error"
fi
“)
log_error "An unknown error occurred while updating hosts on $ip:$port: $ssh_error"
esac
failed_servers+=("$user@$ip:$port")
((failure_count++))
fi

# Remove temporary scripts and SSH output file
rm -f "$tmp_script" "$askpass_script" "$ssh_output"
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done

# Calculate failure and success percentages

total_count=${#servers[@]}

failure_percentage=$(echo "scale=2; ($failure_count / $total_count) * 100" | bc)
success_percentage=$(echo "scale=2; ($success_count / $total_count) * 100" | bc)

# Output summary result and log to file
summary_content=$(cat <<EOF

[SUMMARY] $(date '+%Y-%m-%d %H:%M:%S') - Execution Update Summary

Total number of servers: $total_count
Number of successful updates: $success_count
Number of failed updates: $failure_count
Success rate: $success_percentage%

Failure rate: $failure_percentage%

EOF
)

if [ $failure_count -gt 0 ]; then
summary_content+="Failed servers:\n"
for server in "${failed_servers[@]}"; do
summary_content+=" - $server\n"
done
fi
summary_content+="

# Output summary result to log file and terminal
echo -e "$summary_content" | tee -a "$SUMMARY_LOG"

log_info "Script execution completed. Check $SUMMARY_LOG for summary."

IRIBEFRER, B ARFRIATECEIRSEL:
e LOG_DIR="/var/log/update_hosts"
- A QEERBRER, BFEFRETEE. BIREENRE
=l

T o

-  SB¥EANE: /var/log/update_hosts
- ENEN: EUhSRBERPEEEARRIERIERER.
-  {EX%RfFl: LOG_DIR="/home/username/update_hosts_log
e CSV_FILE="target_servers.csv"
R CSVIFERR, BERIRFETIER.
SHERINE: target_servers.csv
BGEN: (FREITIRE, WHFREXTIBEIER.

e HOSTS FILE="hosts_content.txt"

BRI SRS

Sll

(BM¥RMBI: CSV_FILE="/home/username/configs/servers.csv"

- ##R: HostsXHFNIER, BAEEMRRREN /etc/hosts HHRIA

Bo
-  SHBUME: hosts_content.txt
- (BRI FERSXIIRER, SRFRETEBEZIERY.

- B¥URMFI: HOSTS_FILE="/home/username/configs/hosts_content.txt"
FeESHEN TR REFRE, ARIREN (MREEFRARETLUZCI+A+TITF

i ) PUTHIAR:

.Jupdate_hosts_linux.sh
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HASAZREEOPMEETES, HFEHNTRERER—MTERIES, T
LOG_DIR 8 BZRHHY summary.log X{FHEE,

-

2.8.3.2 ficE rollback_hosts_linux.sh Bz
IRIER ARG, SEELhRER, (EXURfIPaEXECE .

ARSI
EES I,

S FEHTRIARPNEN EEIE—1EZH “rollback_hosts_linux.sh” §93214, ABBIUT
HARBINABEH R T, NREESLEISSHIEREZRIFLnuxEY, BTLEE
{FERVImBIEEFIRIBHIAS S, SBINT:

1. EVimfgigsshi% | BEANEAER .
2. SHIFFREMEHEIARES, STREE Esco
3. WA wq FEFHEL.

#!/bin/bash
# Configuration

# Log directory path: Used to store run logs, error logs, and summary logs.
# If the directory doesn't exist, the script will create it automatically.
LOG_DIR="/var/log/update_hosts"

# Run log file path: Records detailed information about the script's execution.
RUN_LOG="$LOG_DIR/run.log"

# Error log file path: Records any errors that occur during the script's execution.
ERROR_LOG="$LOG_DIR/error.log"

# Summary log file path: Records a summary of the script's execution, including the number of successful
and failed servers.
SUMMARY_LOG="$LOG_DIR/summary.log"

# CSV file path: Contains information about the target hosts (must be manually created and configured).
CSV_FILE="target_servers.csv"

DEFAULT_PORT=22

SSH_TIMEOUT=10

# Initialize log directory and files
initialize_logs() {
mkdir -p "$LOG_DIR"

echo " " >> "$RUN_LOG"

echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - Starting new rollback execution" >> "$RUN_LOG"
echo " " >> "$RUN_LOG"

echo " " >> "$ERROR_LOG"

echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - Starting new rollback execution" >> "$ERROR_LOG"
echo " " >> "$ERROR_LOG"

echo " "> "$SUMMARY_LOG"

echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - Starting new rollback execution" >>
"$SUMMARY_LOG"

echo " " >> "$SUMMARY_LOG"
}
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# Log info function
log_info() {

echo "[INFO] $(date '+%Y-%m-%d %H:%M:%S') - $1" | tee -a "$RUN_LOG"
}

# Log error function
log_error() {

echo "[ERROR] $(date '+%Y-%m-%d %H:%M:%S') - $1" | tee -a "$RUN_LOG" "$ERROR_LOG"
}

# Read server information from CSV file
read_servers_from_csv() {

local csv_file="$1"

local servers=()

local header_skipped=false

if [ ! -f "$csv_file" ]; then
log_error "CSV file '$csv_file' not found."
exit 1

fi

# Ensure file ends with a newline character
sed -i -e '$a\' "$csv_file"

while IFS=, read -r username ip port password; do
# Skip header row
if [ "$header_skipped" = false ]; then
header_skipped=true
continue
fi
# Skip empty and invalid rows
if [ -z "$username" || -z "$ip" 11; then
continue
fi
port=${port:-$DEFAULT_PORT} # Use default port 22
# Ensure port is numeric
if | [ "$port" =~ A[0-9]+$ 1]; then
log_error "Invalid port '$port' for $username@$ip. Skipping this server."
continue
fi
servers+=("$username@$ip:$port:$password")
done < "$csv_file"

echo "${servers[@]}"
}

# Initialize log files
initialize_logs

# Read server information from CSV file
servers=($(read_servers_from_csv "$CSV_FILE"))

# Counters for success and failure
success_count=0
failure_count=0
failed_servers=()

# Iterate over each server and execute rollback
for server in "${servers[@]}"; do
# Extract user, IP, port, and password information
IFS="" read -r user_host port pass <<< "$server"
IFS='@' read -r user ip <<< "$user_host"

log_info "Starting rollback for $user@%$ip:$port"
# Create temporary script and SSH_ASKPASS script

tmp_script=$(mktemp)
askpass_script=$(mktemp)
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cat <<EOF > "$tmp_script"
#!/bin/bash
# Backup hosts file
if [ ! -f /etc/hosts.bak ]; then
cp /etc/hosts /etc/hosts.bak
fi

# Remove old Migration-proxy section
sed -i '/#Migration-proxy-start/,/#Migration-proxy-end/d' /etc/hosts
EOF

cat <<EOF > "$askpass_script"
#!/bin/bash
echo "$pass"
EOF

chmod +x "$tmp_script" "$askpass_script"

# Set SSH_ASKPASS environment variable and use ssh to connect to the target machine and execute the
temporary script

export SSH_ASKPASS="$askpass_script"

export DISPLAY=:0

ssh_output=$(mktemp)

setsid ssh -o BatchMode=no -o ConnectTimeout=$SSH_TIMEOUT -o StrictHostKeyChecking=no -p "$port"
"$user@$ip" 'bash -s' < "$tmp_script" 2> "$ssh_output"

ssh_status=$?

if [ $ssh_status -eq O ]; then
log_info "Rolled back hosts on $ip:$port successfully"
((success_count++))
else
ssh_error=$(cat "$ssh_output")
case $ssh_status in
1)

log_error "General error occurred while rolling back hosts on $ip:$port: $ssh_error"

2)
log_error "Misuse of shell builtins while rolling back hosts on $ip:$port: $ssh_error"

255)
if [[ "$ssh_error" == *"Permission denied"* 1]; then
log_error "SSH login failed for $user@$ip:$port: Permission denied (password may be incorrect or
username is wrong)"
elif [[ "$ssh_error" == *"Connection refused"* ]]; then
log_error "SSH login failed for $user@$ip:$port: Connection refused (port may be incorrect or SSH
service not running on target)"
elif [[ "$ssh_error" == *"No route to host"* 1]; then
log_error "SSH login failed for $user@$ip:$port: No route to host (network unreachable)"
elif [[ "$ssh_error" == *"Host key verification failed"* ]]; then
log_error "SSH login failed for $user@$ip:$port: Host key verification failed"
elif [[ "$ssh_error" == *"Connection timed out"* ]]; then
log_error "SSH login failed for $user@$ip:$port: Connection timed out"
else
log_error "SSH login failed for $user@$ip:$port: $ssh_error"
fi
“)
log_error "An unknown error occurred while rolling back hosts on $ip:$port: $ssh_error"
esac
failed_servers+=("$user@$ip:$port")
((failure_count++))
fi

# Remove temporary scripts and SSH output file
rm -f "$tmp_script" "$askpass_script" "$ssh_output"
done
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# Calculate failure and success percentages

total_count=${#servers[@]}

failure_percentage=$(echo "scale=2; ($failure_count / $total_count) * 100" | bc)
success_percentage=$(echo "scale=2; ($success_count / $total_count) * 100" | bc)

# Output summary result and log to file
summary_content=$(cat <<EOF

[SUMMARY] $(date '+%Y-%m-%d %H:%M:%S') - Execution Rollback Summary

Total number of servers: $total_count

Number of successful rollbacks: $success_count
Number of failed rollbacks: $failure_count
Success rate: $success_percentage%

Failure rate: $failure_percentage%

EOF
)

if [ $failure_count -gt 0 ]; then
summary_content+="Failed servers:\n"
for server in "${failed_servers[@]}"; do
summary_content+=" - $server\n"
done
fi
summary_content+=" "

# Output summary result to log file and terminal
echo -e "$summary_content" | tee -a "$SUMMARY_LOG"

log_info "Script execution completed. Check $SUMMARY_LOG for summary."

HRHESCRREINR, B ARPRILA TR EINSE:
e LOG_DIR="/var/log/rollback_hosts"
- R BEERER.
SEEMAE: /var/log/rollback_hosts
BN EHSrBARFEEEANRHNBERER,

-  {E&X%uRfl: LOG_DIR="/home/username/rollback_hosts_logs"

e CSV_FILE="target_servers.csv"

fR: CSV MR, BERREIEE.
SHERINE: target_servers.csv

BRI (EREXKRE, WHFRIEXTEEZERN.

(BM¥URMBI: CSV_FILE="/home/username/configs/servers.csv"

RENSHIENTHHFRTE, ERIFED (MREEMAREILURCrI+A+THTF

i ) PUTHIA:

Jrollback_hosts_linux.sh

HArsELREOPRHATER, FERITRERER—THIITERRS, FTLE

LOG_DIR $§EEB R summary.log HHEE .

-
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BE=NEA

SiEERWindowsEHEY, FEHFRFRRENEBFEITBXTIRSANEOEE . XiE
ErRkAAESaRREN LREhosts ], MNRIBHENMERS , FaRiEHIF
R . ATRMX—IZRE, FANRH T — I ERNBIREARE . ERILFIBERXA
B, PREMIE ISR TP EEINS NI Rim EAAIhosts S FH .

A5 B

IAZEEFPowersheliBEE A, {X3FEWindowsRE % Liz1T, LURTRIRFIER
WindowsEAAIHostsFRIHt EF M EIRE . HostsSUFEEIZC:\Windows
\System32\drivers\etc\hosts

BIZASATIRG: SXHUTIHIARIT RSS2 FEIMER 1008 EHAThostsELE , LABRH]

AHITRIENS .

HAINeESERIFRIFMHAS I TER.
HAZ TheekR ERB=
update_hosts_ | itEEFRIGWindowsE | TEFFEWindowsEHLZ R, AT
win.ps1 MAThostsX 4. HiIAs | ALUUEHRIRENAIhostsEEE

BIcREERR, #R
iﬁ%‘ =5, FERRIED

Ao

rollback_hosts_ | #itEREEHEWindowsE | TESWindowsEHIFEE, HiTLL
win.ps1 MlB9hosts3ZiE, IAE | BIALURE RigENAIhostsELEZITE
BEcHRMERE, B | BRBUKES.

SEER, HEMRER

==
gl:lo

PowerShell IRAFIKEIRE K

PowerShell i IBIKERTF Windows iTi2ETE (WinRM), B Windows
Management Framework (WMF) 2{it,

£ PowerShell LizfTimizid, AtETENMNTRETBENGRHEEMUTEK:

e Windows PowerShell 3.0 SiEEShRA ( #EF WMF5.1) o

e  Microsoft .NET Framework 4.0 StE SR .

e  Windows IEf2EIE 3.0 skESIRA .

WNRZEFE Windows PowerShell 2.0 EiEfTimigsiE, AitENATZTENL50%
BIATFESK:

e  Windows PowerShell 2.0 S EShRA

e  Microsoft .NET Framework 2.0 SiEE SRS o

e  Windows IZfEE1E 2.00RA .
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7£ PowerShell 3.0 EShRA_LIZ1THITHEE (WSIBIAIEE ) , (NERSITEN
#8{EFE PowerShell 3.0 SLA_ERRAASEI A,

FEARLITHSE LAEE PowerShell hra:

$PSVersionTable

2.9.2 #EBTE
BcE PowerShell H117508

CSV {4t

BEHITER, HiRPowerShellRIF=THIZA . $TFFPowerShell, AL TSR E
HETHITRES:

Get-ExecutionPolicy

AT RARRERREIEERIRAR:

e Restricted: RAIFHITHAHIA,

e AllSigned: REEE{THAIEAHESIHIHIA,

e RemoteSigned: FRIFIEITARMBIFZEAIMA, (Biziz FHAOMALREIES,

e Unrestricted: SRIFETERERIA, BSEZTMNEBEN TEHAH AR AZEZES,
e Bypass: AIHILHAIHARIT, FeERMEOESTIER

WNRHITERS HRestrictedziAllSigned, 1HEIZ LA TS IGITEXEREE, UASIFET
KSRV AT E S ZHNTIERIA .

Set-ExecutionPolicy RemoteSigned -Scope Process

1z LRI ZiRIPowerShe ISTEREXHITRES, HESIEEREIREIIRIARES .

EUE-’P@%?JE%EM%EE’\JCSVS‘U’—‘F, MRS EaesaAE, HERKFEERK, B
1

username,ip,port,password

e username: ZFRFTRERRNENIPAERIIARE . ATHRERIANESER
RIBPRFITIEURE, BENMEREEEERNRAIAFE, fMAdministrator,

o ip: ZFRFNRIGENAAMIPLbBIL,
e port: ZFEREFRWINRMERSZ BITRIRAS (FIAZE5985) .

e password: ZFEFERERFEHEVIAENZERL. B ERLZERED
WinRMMY B shE R ERiHEN .

A E=

o CSVMHRIE—ITRITRIT

o CSVNHHIB—ITHN—aEIER, HFEEIIERZERRESSR.
o MRREXEMIEEEN, FEHUSHRNTK. ESHEHAIIPHBILSE,

il

username,ip,port,password
Administrator,192.168.1.10,xx,examplePass123
Administrator,192.168.1.11,xx,examplePass456
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BIBZ— AN, BEREENEIRmEThosts]HFFRIANZ, FfRIZIURER
ihla. XHERBENEBXERSZAZEOHZIRES, FLA#Migration-proxy-startFia,
LA#Migration-proxy-end452R . 18X =ARSSAYIE 152 IS 2ARIE BAARVIA R T
E, BHRANE SRR EZE O AIRE

i
#Migration-proxy-start

XXX XXX XXX XXX iam.XXX.com
XXX XXX XXX XXX €CS.XXX.Com
XXX XXX XXX XXX €VS.XXX.COm
XXX XXX XXX XXX [MS.XXX.Com
XXX XXX XXX XXX ObS.xxx.com
XXX XXX XXX XXX €PS.XXX.Com
XXX XXX XXX XXX VPC.XXX.COM
#Migration-proxy-end

AEARES
EMNEEEE

2.9.3 AT~

EERTEBFR: MABIAEER C\Users\Public\Hosts_Script_Logs {FJ9 HE& 1
B=. BRAFENE, HASE85tE, IRFEENAEFHERGE, BiEK
BIZARRY SlogDir Z-2AY(E.

KERSEEFNUR: HFEHsiEPYEEEREEANR. NRBIRRE, T8
EEE RARSIEFEMIRER,

PISHEERE: AT A b S se2@id MLEh A a RisWindows

FHHIPHENEFNIR O o SRiwWindows EH BEITHATRIARI N FF 5985i% 0 .

Pk iEECE : MEFHEE AT ENFAREENAIB XS, RIRIFBIZWInRM
( Windowsizf2E18 ) iEZHiTimiEPowerShell&1F .

BEWInRMBRS: HIRFFEEiEWindowsEH_EBIWINRMIREZ EEBHIEEE

7. JUAERIREN EFERLL TS BAWINRM:

Enable-PSRemoting -Force

2.9.3.1 Bt& update_hosts_win.ps1 {7
IRIEIR AV ARG], SEXIRER, BXRFIPRIEXEE

HURESRAF

EsauEETIE,

BRFLRR

ST ERITHIAREN EEIE— & “update_hosts_lwin.ps1” BISXH, AASIGLATHI
ARBIBNREEHEEH

# Configuration
# Path to the CSV file with server information. Must exist before running the script.
$csvFile = "C:\Users\Public\target_servers.csv" # Manually configure

# Path to the hosts content file. Must exist before running the script.
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$hostsFile = "C:\Users\Public\hosts_content.txt" # Manually configure

# Directory for storing log files. Will be created if it doesn't exist.
$logDir = "C:\Users\Public\Hosts_Script_Logs" # Automatically created

# Log file for general run information.
$runLog = Join-Path $logDir "run.log" # Automatically created

# Log file for error messages.
$errorLog = Join-Path $logDir "errorlog" # Automatically created

# Log file for summary information.
$summarylLog = Join-Path $logDir "summary.log" # Automatically created

# Initialize log directory and files
function Initialize-Logs {

if (-not (Test-Path $logDir)) {

New-Item -Path $logDir -ltemType Directory

}

Add-Content -Path $runLog -Value " H

Add-Content -Path $runLog -Value "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Starting new
update execution"

Add-Content -Path $runLog -Value " H

Add-Content -Path $errorLog -Value " "

Add-Content -Path $errorLog -Value "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Starting
new update execution"

Add-Content -Path $errorLog -Value " "

Add-Content -Path $summarylLog -Value "

Add-Content -Path $summaryLog -Value "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') -
Starting new update execution"

Add-Content -Path $summarylLog -Value "
}

# Log info function
function Log-Info {
param (
[string]$message
)
$logMessage = "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - $message"
Add-Content -Path $runLog -Value $logMessage
Write-Output $logMessage
}

# Log error function
function Log-Error {
param (
[string]$message

$logMessage = "[ERROR] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - $message"
Add-Content -Path $runLog -Value $logMessage
Add-Content -Path $errorLog -Value $logMessage
Write-Output $logMessage
}

# Read server information from CSV file
function Read-ServersFromCSV {
param (
[string]$csvFile

)

if (-not (Test-Path $csvFile)) {
Log-Error "CSV file '$csvFile' not found."
exit 1

}

return Import-Csv -Path $csvFile

}

SRR 12 (2024-12-02) IS © ERRAGIRAT 48



L MgC
S

2 FNEBERRIESLE

# Read hosts content from TXT file
function Read-HostsContentFromTXT {

}

param (
[string]$hostsFile

)

if (-not (Test-Path $hostsFile)) {
Log-Error "Hosts content file '$hostsFile' not found."
exit 1

}
return Get-Content -Path $hostsFile -Raw

# Add to TrustedHosts
function Add-ToTrustedHosts {

}

param (
[string]$ip

# Check current TrustedHosts list
$trustedHostsPath = "WSMan:\localhost\Client\TrustedHosts"
$trustedHosts = (Get-Item $trustedHostsPath).Value

if ($trustedHosts -eq $null -or $trustedHosts -eq "") {
# Set the initial trusted host
Set-Item $trustedHostsPath -Value $ip -Force
Log-Info "Set initial TrustedHosts value to $ip"

} elseif ($trustedHosts -notlike "*$ip*"') {
# Add new IP to TrustedHosts if not already present

$updatedTrustedHosts = if ($trustedHosts -eq "*") { $ip } else { "$trustedHosts,$ip" }

try {
Set-ltem $trustedHostsPath -Value $updatedTrustedHosts -Force
Log-Info "Added $ip to TrustedHosts"

} catch {
Log-Error "Failed to add $ip to TrustedHosts: $_"

}

}else {
Write-Host "TrustedHosts list already contains IP $ip."

}

# Initialize log files
Initialize-Logs

# Verify CSV file
if (-not (Test-Path $csvFile)) {

}

Log-Error "CSV file '$csvFile' not found."
exit 1

# Verify hosts file
if (-not (Test-Path $hostsFile)) {

}

Log-Error "Hosts content file '$hostsFile' not found."
exit 1

# Read server information from CSV file
$servers = Read-ServersFromCSV -csvFile $csvFile

# Read hosts content from TXT file
$hostsContent = Read-HostsContentFromTXT -hostsFile $hostsFile

# Counters for success and failure
$successCount =0

$failureCount = 0

$failedServers = @()

# Remote script block
$remoteScriptBlock = {

param (
[string]$hostsContent
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)
$hostsFilePath = 'C:\Windows\System32\drivers\etc\hosts'

# Read the file content
$content = Get-Content -Path $hostsFilePath

# Initialize flag
$inBlock = $false
$newContent = @()

# Traverse file content
foreach ($line in $content) {
if ($line -match '#Migration-proxy-start') {
$inBlock = $true
}
if (-not $inBlock) {
$newContent += $line
}
if ($line -match '#Migration-proxy-end') {
$inBlock = $false
continue
}
}

# Remove trailing empty lines
while ($newContent[-1] -eq ") {
$newContent = $newContent[0..($newContent.Count - 2)]

}

# Write the new content back to the file
$newContent | Set-Content -Path $hostsFilePath

# Append new Migration-proxy section
Add-Content -Path $hostsFilePath -Value $hostsContent

Write-Output 'Successfully updated hosts file on remote server.'

}

# Main script logic
Log-Info "Script execution started."

foreach ($server in $servers) {
$username = $server.username
$ip = $server.ip
$password = $server.password

if (-not $username -or -not ${ip} -or -not $password) {
Log-Error "Invalid server entry: $username, ${ip}, $password. Skipping."
continue

}
Log-Info "Starting update for $username@${ip}"

$securePassword = ConvertTo-SecureString $password -AsPlainText -Force
$credential = New-Object System.Management.Automation.PSCredential ($username, $securePassword)

Add-ToTrustedHosts -ip $ip

try {
$session = New-PSSession -ComputerName ${ip} -Credential $credential -ErrorAction Stop

Invoke-Command -Session $session -ScriptBlock $remoteScriptBlock -ArgumentList $hostsContent

Remove-PSSession -Session $session
Log-Info "Updated hosts on ${ip} successfully"
$successCount++
}
catch {
Log-Error "Failed to update hosts on ${ip}: $_"
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$failedServers += "$username@${ip}"
$failureCount++
}
}

# Calculate failure and success percentages
$totalCount = $servers.Count
if ($totalCount -gt 0) {
$failurePercentage = [math]::Round(($failureCount / $totalCount) * 100, 2)
$successPercentage = [math]::Round(($successCount / $totalCount) * 100, 2)
}else {
$failurePercentage = 0
$successPercentage = 100

}

# Output summary result and log to file
$summaryContent = @"

[SUMMARY] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Execution Update Summary

Total number of servers: $totalCount
Number of successful updates: $successCount
Number of failed updates: $failureCount
Success rate: $successPercentage%

Failure rate: $failurePercentage%

'@

if ($failedServers.Count -gt 0) {
$summaryContent += "Failed servers:'n"
foreach ($server in $failedServers) {
$summaryContent +=" - $server'n"
}
}

$summaryContent +=" "

# Output summary result to log file and terminal

$summaryContent | Add-Content -Path $summaryLog

Write-Output $summaryContent

Log-Info "Script execution completed. Check $summaryLog for summary."

ZE2 REFRER, EARPRA TR ERSE:
e SlogDir = "C:\Users\Public\Hosts_Script_Logs"
- #d: HEERI’RERE, BTFERETESE. HiREASMEES BERISKEE
=4

<o
-  ZSHEEOME: C\Users\Public\Hosts_Script_Logs
- BN ESUhSRIARPEEEANRRIERIER.
- BMRFI: $logDir ="C:\Users\username\Documents\Hosts_Script_Logs"
e ScsvFile = "C:\Users\Public\target_servers.csv"
- B CSVXHEREER, B8R RHENES.
-  BSHBUAME: C\Users\Public\target_servers.csv

- BRI ERBNIRRE, SRRERIZRBIERR. WRCSVIUFERER
ST, FEEFESRIRE.

- {BXRFI: $csvFile = "C:\Users\username\Documents\servers.csv"
e ShostsFile = "C:\Users\Public\hosts_content.txt"
- #R: HostsMHFHEER, BaBIENEIRimENhostsSUEFRINS .
- SEEIME: C\Users\Public\hosts_content.txt
- (EEN: (FRBXRERE, SRRETIEEIERN.
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- {87 fl: $hostsFile = "C:\Users\username\Documents
\hosts_content.txt"

$|3 RBENSHENTHHERER, UEERBMFTFPowerShellE0, ERALITSH

TR :

\update_hosts_win.ps1

HASAEZRKEOPREETES, HENITRERER—MTERIES, T
SlogDir I8 BRI summary.log XHHEE.

R

2.9.3.2 BtE& rollback_hosts_win.ps1 2

HURESRAF

BIFER
B2

RIERMEAEIA RG], EELRER, EURfIPaoEXEE.

EsemEE LIF,

FERITRIAEN L BIE—1E79 “rollback_hosts_win.ps1” B934, SAFIELAT
HIATRBINABEFIZEISET

# Configuration
# Path to the CSV file with server information. Must exist before running the script.
$csvFile = "C:\Users\Public\target_servers.csv" # Manually configure

# Directory for storing log files. Will be created if it doesn't exist.
$logDir = "C:\Users\Public\Hosts_Script_Logs" # Automatically created

# Log file for general run information.
$runLog = Join-Path $logDir "run.log" # Automatically created

# Log file for error messages.
$errorLog = Join-Path $logDir "errorlog" # Automatically created

# Log file for summary information.
$summaryLog = Join-Path $logDir "summary.log" # Automatically created

# Initialize log directory and files
function Initialize-Logs {
if (-not (Test-Path $logDir)) {
New-Item -Path $logDir -ItemType Directory
}

Add-Content -Path $runLog -Value " f

Add-Content -Path $runLog -Value "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Starting new
restore execution"

Add-Content -Path $runLog -Value " f

Add-Content -Path $errorLog -Value " "

Add-Content -Path $errorLog -Value "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Starting
new restore execution"

Add-Content -Path $errorLog -Value " "

n

Add-Content -Path $summarylLog -Value "

Add-Content -Path $summaryLog -Value "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') -
Starting new restore execution"

Add-Content -Path $summarylLog -Value "
}

n

# Log info function
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function Log-Info {
param (
[string]$message
)
$logMessage = "[INFO] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - $message"
Add-Content -Path $runLog -Value $logMessage
Write-Output $logMessage
}

# Log error function
function Log-Error {
param (
[string]$message
)
$logMessage = "[ERROR] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - $message"
Add-Content -Path $runLog -Value $logMessage
Add-Content -Path $errorLog -Value $logMessage
Write-Output $logMessage
}

# Read server information from CSV file
function Read-ServersFromCSV {
param (
[string]$csvFile

)

if (-not (Test-Path $csvFile)) {
Log-Error "CSV file '$csvFile' not found."
exit 1

}

return Import-Csv -Path $csvFile

}

# Add to TrustedHosts
function Add-ToTrustedHosts {
param (
[string]$ip
)
# Check current TrustedHosts list
$trustedHostsPath = "WSMan:\localhost\Client\TrustedHosts"
$trustedHosts = (Get-Item $trustedHostsPath).Value

if ($trustedHosts -eq $null -or $trustedHosts -eq "") {
# Set the initial trusted host
Set-Item $trustedHostsPath -Value $ip -Force
Log-Info "Set initial TrustedHosts value to $ip"
} elseif ($trustedHosts -notlike "*$ip*"') {
# Add new IP to TrustedHosts if not already present
$updatedTrustedHosts = if ($trustedHosts -eq "*") { $ip } else { "$trustedHosts,$ip" }
try {
Set-ltem $trustedHostsPath -Value $updatedTrustedHosts -Force
Log-Info "Added $ip to TrustedHosts"
} catch {
Log-Error "Failed to add $ip to TrustedHosts: $_"
}
}else {
Write-Host "TrustedHosts list already contains IP $ip.
}
}

n

# Initialize log files
Initialize-Logs

# Verify CSV file

if (-not (Test-Path $csvFile)) {
Log-Error "CSV file '$csvFile' not found."
exit 1

}

# Read server information from CSV file
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$servers = Read-ServersFromCSV -csvFile $csvFile

# Counters for success and failure
$successCount =0

$failureCount = 0

$failedServers = @()

# Remote script block
$remoteScriptBlock = {

}

param ()
$hostsFilePath = 'C:\Windows\System32\drivers\etc\hosts'

# Read the file content
$content = Get-Content -Path $hostsFilePath

# Initialize flag
$inBlock = $false
$newContent = @()

# Traverse file content
foreach ($line in $content) {
if ($line -match '#Migration-proxy-start') {
$inBlock = $true

}

if (-not $inBlock) {
$newContent += $line

}

if ($line -match '#Migration-proxy-end') {
$inBlock = $false
continue

}

}

# Remove trailing empty lines
while ($newContent[-1] -eq ") {
$newContent = $newContent[0..($newContent.Count - 2)]

}

# Write the new content back to the file
$newContent | Set-Content -Path $hostsFilePath

Write-Output 'Successfully restored hosts file on remote server.'

# Main script logic
Log-Info "Script execution started."

foreach ($server in $servers) {

$username = $server.username
$ip = $server.ip
$password = $server.password

if (-not $username -or -not ${ip} -or -not $password) {

Log-Error "Invalid server entry: $username, ${ip}, $password. Skipping."
continue

}

Log-Info "Starting restore for $username@${ip}"

$securePassword = ConvertTo-SecureString $password -AsPlainText -Force

$credential = New-Object System.Management.Automation.PSCredential ($username, $securePassword)

Add-ToTrustedHosts -ip $ip

try {

$session = New-PSSession -ComputerName ${ip} -Credential $credential -ErrorAction Stop

Invoke-Command -Session $session -ScriptBlock $remoteScriptBlock
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Remove-PSSession -Session $session
Log-Info "Restored hosts on ${ip} successfully"
$successCount++

}

catch {
Log-Error "Failed to restore hosts on ${ip}: $_"
$failedServers += "$username@${ip}"
$failureCount++

}

}

# Calculate failure and success percentages
$totalCount = $servers.Count
if ($totalCount -gt 0) {
$failurePercentage = [math]::Round(($failureCount / $totalCount) * 100, 2)
$successPercentage = [math]::Round(($successCount / $totalCount) * 100, 2)
}else {
$failurePercentage = 0
$successPercentage = 100

}

# Output summary result and log to file
$summaryContent = @"

[SUMMARY] $(Get-Date -Format 'yyyy-MM-dd HH:mm:ss') - Execution Rollback Summary

Total number of servers: $totalCount
Number of successful restores: $successCount
Number of failed restores: $failureCount
Failure rate: $failurePercentage%

Success rate: $successPercentage%

'@

if ($failedServers.Count -gt 0) {
$summaryContent += "Failed servers:'n"
foreach ($server in $failedServers) {
$summaryContent +=" - $server'n"
}
}

$summaryContent +=" "

# Output summary result to log file and terminal

$summaryContent | Add-Content -Path $summarylLog

Write-Output $summaryContent

Log-Info "Script execution completed. Check $summaryLog for summary."

£ RIEIRER, EHRPILA TR ERSEH:
e SlogDir = "C:\Users\Public\Hosts_Script_Logs"
- ik BEERER, BTFFERETEE. EIRAEHRS BT
ol

-  ZSHEBUME: C\Users\Public\Hosts_Script_Logs

- EXEN: EUhSRARPEEEARRIERIZRER.

-  {&X%RHBl: $logDir ="C:\Users\username\Documents\Hosts_Script_Logs"
e ScsvFile = "C:\Users\Public\target_servers.csv"

- ik CSVXHERERRE, BEREEIER.

-  S¥EGME: C\Users\Public\target_servers.csv

- EHEEN: ERBER, SIRRENIRIERIERR. WRCSVIUHFERAR
ST, FEEFESRIIREZ.

- &M fl: $csvFile = "C:\Users\username\Documents\servers.csv"
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$IE3 EE%iE%%I%ESZ%EE#W?E, IASIBE R B MDFTFPowerShellEE O, FRALTHSH
TR

Arollback_hosts_win.ps1

HASAEZRKEOPREETES, HENTRERER—MTERIRS, T
$logDir I5EBFHHI summary.log XHFHEE .,

-

2.9.4 E IR

2.9.4.1 32 PowerShell ;T2 1BiEHR

BEWindows Server 2012 ESIRAESIAS HPowerShelizf24b 8, WNREX T
RE, AJLUBELATAEEHRBAEPowerSheliZiz &1,

B1 LIEERBSUREsIPowerShell,
2 HITIN TS, BInlfSPowerShelizi2&E1E,

Enable-PSRemoting

$IE3 WIFECE . fEPowerShelldFiI NII &< :

New-PSSession

) tlﬂ%?i%ﬁlzlﬂ, Nz SSEATEN LIESE, FHRE—SIENR. 1R
[E]73~f1:

Id Name ComputerName State ConfigurationName

1 Session1 localhost Opened Microsoft.PowerShell

o MNREELM, 5% PowerShell EBEISZEFHY
about_Remote_Troubleshooting $KEXf#RTZE,

.

2.9.4.2 N[5 WinRM jRSS
1 LUSERNRBsIPowerShell
S T TSRS, BTEEE WinRM REHREERRHITEE.

Enable-PSRemoting -Force

R
2.9.4.3 FUTHIAREIRSE: EEIInZRSZREYW, BEREILEE1EH

IS
HITHIARGIRE, $$iRE84 “[ERROR] Failed to update hosts on XxXx.XXX.x.xx:

Doxxxxx.x.xx] EEREEITAZARSS RS ox xxx xxx KMBXKIFHER, 15ESH
about_Remote_Troubleshooting E3B1FE" .

[T
HIZREREN: TR RIIWInRMIR S REha E B ERIER .
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BIESCH 2 ENUTRBEXRIESH
BRGxE

B IIFRITYEES ping BIZiEiRB 2. WEAILApingi@, 1BHITEE2,

£E2 WATFEIRSSERAY WinRM BRS55985ix IR B EXHUTIHM . HIAFKIEHITEER
3

FH3 KECERSRIVERTILEESEN. WASILEERLTRE, BTEELSER.
T4 SRERIVANTIERSE, IUESEXRBMHTTH PowerShell,
SIS T TS, RAREFHITHE.

Enable-PSRemoting -Force

.
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BEMIEZIRERUNGETREL, GR. MELINREFME. GFE—I
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LPIXIFLA X (Region ) :
o HIZE-EMITIE
o HZE-ERD
o THH-RHBEAR/R
o TXK-28
o I K-Fhni
o I K-FENNX
o hER-FHS
o feib-tm=MY
o fER-Lig—
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- W= KS3
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- A& US3

- UEShEk S3

- {¥%X= Blob

- NAS_GFS

- NAS_SMB

- NAS_NFS_V3_MOUNT

- NAS_NFS_V3_PROTOCOL
- HTTP/HTTPSEIEE

o XTHEIBRINRSIREIFEEFHIBINIRSIRGIBMHL?

o RimAMIEZROSS: SiRiRXIRAVFHEEEZREQIEFMENT, TiEERMgC
RUNRRIESIREREERTE, FEARRTFIRFEBIER.

N

iR O T ERIREE BRI EEEE N E3-1 PR

e

3-1 FETREEIE

@
EERG MgC
162 ES
P .
) & MRTEEERS: 6
HUAWE| - » oMS
whE  mEE TS

2.6EEs AFEHER

OMSHE

FSHE  HTTR/HTTPS ! . m . .
TFNAS TR SIBRTRER 32T RERESR 3.3F IR

=i IEEES

P

o (EMMgCZHI, BREMHE—TEAKSH— BT IHEMICHIAMAR, 3%
B EEEEETE.

o TEMgGEHIGEIEIE .

o HIRRKIKSHBENRIKSHEERZZINIR, FANEES NN TIREFR
0B AYIRTEAR? o

o (W) BREZGSFEIRAITEVPCHERIET BRIHKECS EEEIEpingiBiRinh
PR g2l 0 P OB
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?ﬁE’JT_h%JiF&IVEm, FHRIEEIFE
3-8 EERIGESAT

iFEEE
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HETIEES (@ 5
EzEEsm O FE=  =Es==
TR
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STE=: RER (7%E)

FRRIBEFBTHKE, NREEY, EERmHITKETIRIEIESS

LRI SsElEE

ZREETRE, BE—TUSEENEE. FIERmSS, Sl&E—IXE

%, AEsBENRESS

3.6 X 1FigHtEiTE

G

RN EIMIERIEFZ O (MgC) RIERE T RECEINRER X F B BITTER,

IS Gem s iERItt BT TIF .

o EIRTISAUSERY: NAS_NFS V3 MOUNT. NAS_NFS V3 PROTOCOL.

NAS_GFS.,
o BRYIEZIFAYEY: NAS_NFS_V3_MOUNT,

LR SR
FEEBNLIR SIRIRER T X RTRS, 5
IR RLL?

HEETE

o HHKSIHES

EEFHIBHNNORS

{EAMgCZRI, BRERE—NEARSH—ITATIHEMICRIAMAR . 3%

BEEEESEEEIF.
o CIEEFBIH
AEMgCERIGARRTZERMIIAINE, HiEEES RN
o CIEMBMENHRSE

HEE.
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S 3 BB IERRIESE

EERIREEBNAGEEN AR R, ATIRENSEFMHIIEE, 5iXsE2R
SR R A SIS MR R A ©

LTE—: CIETBEEF

I EERFE T AEME LERREIMER R OBN, BIERF T LICIZMEIRTRT
= BT R, EEMNARIREG, WEREEIERINFIZT. ARRETE IR
MYRITREERRE, FHixES WelEeEE.

LR QIENEEFETESR

KiRinmEE BRI E—BRiR KSR RRIIEIR—ER L ED, FAsD
ﬁggi*ﬁﬁﬁ’ﬂﬁﬂgﬁ#&, REHETRER . FRRFLRESETRENHFENE
e 0

IR SR, BRETRRE, TRTBHhEATRINETR . FMIRMFZRSS
EoENHFESETR TIER

3.7 i&T HTTP 158 MinlO = &UES& = OBS

RN BEIMTERER L (MgC) RIFEER TIER, SCIEZHTTPIMCEMINIO
FHEREUIRIER EL N TIREFMERSS (OBS ) RIFIE.

R Xi
LFTEEFLATXIE ( Region ) :
o HUZE-EMIE
o HIE-ZRT
o +EH-{RHRBEMAR
o TXK-EH
o  ZK-FNNiE
o I K-FEMNE
o HR-FIIES
o fib-dtTEI
o TETR-FiB—

A E=

BEAISRANFEERBIT: 500 MB x 10000 = 4.76837158203125 TB, BN FEJRELE
TR

HEEILF
o HHWSHES
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E L MgC

IELEK 3 T EXARIESLE
FRAMgCZHI, BEERE—NMEAKSSH— NI BT AEMgCHIIAMAR,
REUKS/IAMARBNEIEEE (AK/SK) . SRENGEBESEES T E,

o BIFEFRINA
EMgCIEHIgRANREELEMNINE, HXE2E2InAsE,

o GIEBIIIKOBSIHE
EERTOE— BT EHRURLII R RIS BUIRAIOBSH R ERE, X
kR AR INBENIRXKE . QIESEESE0IEmE.
MRFEAIAMBRHTIERE, ZIAMBPEEREBNHEENZEIR. B15%
BEEEWENMNAMAFREFEIEEER.

o DlUEEEEE
BTERTLIEEMasterT = IR TEMIET =, WIREE TIERINIRR)IZE
7. IR XSS ECIFRERE,

LB—: €8 MinlO X{HHZ=H A FEiHER:

AT ERIEEIRIminioLink. bucket-public01. http://100.85.xxx.xx:xxxxZE R i
(RSERRAIMInIORRSS I . 7RSS RRAIMInIOBRSSHOIBIa it .
EEBEMINIORIIRSEE L, I HBSITRA.

FRAmMcErSIRENHHEZTE, aItEtuT:

mc share download --recursive --expire=<EXPIRE-IN-HOURS> <MINIO-ALIAS>/<BUCKET-NAME>/

o --recursive: BN FIHERFIIFREH=,

e  —-expire=<EXPIRE-IN-HOURS>: iR BEHZ=HHEANTHATE], BN, &R
BBIg 7k (16808 ) o

e <MINIO-ALIAS>: ZEEMinlORZITEENBRSEIZ,
e <BUCKET-NAME>: 7ZE{EZHR.

B0, SH9TFMEREZ Sbucket-publicO1, HEHE2 3244 (dragon.png, share2.txt)F1
NFIEF (urlpath) , FIXHEFFTFE11I (share.txt) .

OBJECT STORE « Object Browser Q_ Start typing to filter objects in the
EE® License

E bucket-publicO1

vvvvvvvv

OBJECT STORE + Object Browser Q Start typing to filter objects in the
EE® License

E bucket-publicO1

R LBE R ERPIIA X R F R HRIH = T8RS EY912
AT, AR RIFF R test2. Xt F . B LAMITI TGS

mc share download --recursive --expire=12h minioLink/bucket-public01/ >> test2.txt

WiTeeE, BEMSITHRIHZE THIHEH RFEtest2. txt X,
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ownload --recursive --expire=12h miniolLink/bucket-public@l/

URL http N] saa/bu(ket pubLl(Blfdragon png

Shar http: ).85.118. E.E. Iu ket-publicel/dragon.png?X- Amz - Algo rithm=AWS4-HMAC- SHAZS6EX- Amz - Credential=admin%2F20240724
2478 0 p221 &) Amz- EX| ires= 2 &) Amz - Sl(II1-—(|H-—a(|-—I’S—|1C-S‘&>’ Amz-S1gnature=80df3a76c21afh74ebbGcfd1S1cd84934c8cTedalcd7co01al0a86

ERL http ,-',-'1 ree;‘bmket -publicel/share2. txt

Shar h 0.85.1 E. E.E.
247090221 &) Aﬁz E1|1r 5=4320

ket-publicel/share2. txt?X- Amz - Algo rithm=AWS4-HMAC- SHAZS6&X- Amz - Credential=admin%s2F20240724
-Amz - Smn»—tIH»—atI»—rs_hc-s &X-Amz-Signature=7cl83cedcOb4as455b7hT2753c86c3938b7h7b ST fe22f020T29b1F

‘URL http = = eez‘bucket -public@l/urlpath/share2.txt

Shar.. h... 85...8.88 ..... ket-publicol/urlpath/share2.txt?X- Anz- Algorithm=AWS4-HMAC - SHA2568X- Az -Credential=admin%2F
e=20240724T0902217&X-Amz -Expire 5=432006X- ANz - Smn»—[IH»—a[I»—rs—hus &X-Amz -Signature=63c322cal394fe7abe2 f500fd3e42d208a7581921cd728
FIFFERBIURLIIZRSYE ( EARSTRAIF Atest2.txt ) , BEBRIESNINXENHZ=TEH

iz, BENSREIHnXEGEEE, LSRRIV RLEEGH.
NREEHELZ R, BREXHRIEIONRESIRENANER, HEMEMIEHE.

IEJ*‘_EE;AJQ CHZESR, RIBURLIIRNMHAT, EEESHIHZ FEIHENXES,

<SHARED-URL> <FILE-NAME>

HETHIHEN NGB ZEAERAREA, FXERNNGESRELS FXXIRE
o KFURLIIFRIHIIE S ERARH, 1BEEFHIIBILIRSIREIGMHLE?
fBugn:

http://100.85.xxx.xx:xxxx/bucket-public01/dragon.png dragon.png

http://100.85.xxx.xx:xxxx/bucket-public01/share2.txt share2.txt
http://100.85..xxx.xx:xxxx/bucket-public01/urlpath/share2.txt urlpath/share2.txt
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gz
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BEROBSEHEEHIG, AAMSHSIERE “HBIIR" .
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BE E—TOIEAHREIR, AR, B “ EEXRT , ReEh  EE
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J‘Sﬁ%i’lz&%‘ﬁiﬁ, FFEBIIRAVURLIIRSS (EASIRGIFAtest2.txt ) LS
o EHURLIIRIHZE “ LEXR™ KIBHER, BE “£E7

J %ﬁ{;ﬂ:ﬁéiﬂ‘%” XIFHERRY “FI0SE" , ERURLIIFRIEHITIR, BE

.

TER=. tIEEEIBIER

T
T2

gRIFHPOERENE

AAEMSHEEE TR-ERTER” |, HENTBTIERRE. EREE BN
TRE AR A TR AT .
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% 3-25 Rin(SESH05 A

2% 58H
HiRuL 2Ry iR “HTTP/HTTPSEUREIE” .
HER ESELE_FHRURLTIFRSERSUELZZIR (1FERSTRA)

fJaminioUrl/ ) , FEEEENXHRBREEMNL “/7 .

* 3-26 HHYIR(E 2SR A

e 5iEH

HEuL 2T EE ‘L AZ=OBS” .

AK BMANENZFBRSHIBRZRRIIAEEH. ZWSHEER

K B BENREINZEENR .

i 112 BRI B AYIROBSHE -

I RIFfE LR umibiE B\ BRimEFrE X I%AY22iR T = ( Endpoint ) 2.
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IS ERRIINIE, SIMEIRIEN, IEX—NEK, 15
BIEER “REE F.
B | ¥FRixHBNREFEENREEZ XS, RisEHEEEEBN
B= | w3,
FZH | o WFNXMHITRE: RHFIBENREENRZY, REBRE
B= (BB BEHETAIS S ; R REIEXATEERE, RS
KN, KINARNRHEZEBESE; IRHEIEXET
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£E]8 (Hik) RIER3-28, RESHEM,

MAERRAS 12 (2024-12-02)

IRIERE © LA/ ARBIRAE 110



E L MgC
L 3 FEEBIERRIES K

% 3-28 BEINSEUH B

SH AR
ERYinfr g %T:%&%z?‘éﬂ“ﬁjjz:OBSF MRAFEREL, FIERERIBIE
SNEFEEENA
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T *Xo
o 4ik, FIBXNRAETREIOBSHEEEMSHINETFE
i%HA

o (ERKMSIRSSIRNNE A RERPHREIBERE10%EE
o BVImiBATEXIGSIFKMSIIZERT, WS AT,

iTiEkcE WTE., AZPUUREBRTETRE ] . iSEREIEMN R
B2 ESRrE R
SMNEEAXEE | EEEREASMNERERINEE, ZIhaerl LUBRNEZNTRAT

SHIZE
o @ik, FEWSMNEE,
o Ak, FWSMNBEE,, ERESMNER, SMiZzEAYITIE

HENHE,; BEHERNES; BEOENDRES
%, R A,

maEE RETBESEEENRBRIISEARE T 5.
o @ik, N ITREREH
o AL, WITRERH ., PINIRE “FHEEGE" . “ZERAT

" %D ‘BRIE” EE,

fBIan: wEFFIARTEI08: 00, £55EATF(E12: 00. PRIE20

MB/s, ZiEiE(EZiz172 (08:00~12:00 ) iZATEIESAT,

BARITREIEESEIRS20 MB/s. ZATHEERLIM, 1T8E

EAMPRE

i8R

- PRIEAVHYESEE: 0~1048576 MB/s .
- BEALEIESRIESE.
- BRAEHEBAYEERegionBY 2R EIE
ERHERE REITRISTIEEENERS
o @ik, FEEN/EETFHIES,
o Ak, REFESEIEEHEEENHITER, I5ETELA

AN (=ERS

f5gn:

- ZEFIRATIE08: 00. Z5RATE12: 00, WIFRB(ESS
SHEFXREE08:00EHF12:00i% T BEH TS . 1%
AFEERLASN, MIERB(ESE=,

- IREFFRETIEI12: 00. £Z55RAT(EI08: 00, MFF(ESS
SEBXRFFI12: 00EXHER08: 00iZAT a7
FE . ZAEFERLSN, NiFRESER=E,
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3 FEERIERRIESE

£ TIEREcEAE, BE “T—2%: WAFHCIE" &, HEAmAHCERE.
FE10 FWNEEESLRE, BE “WAMRITER  BEEHITERED, 25 “H

i 3l

N7 1280, ZBMEITIER.

FEIERIIER, BETHERER, SATIFERFBERNE, JUEEZTRITIFRAYE
EEENRRIBHE.

R

3.8 i@ HTTP if#% Ceph FERUIEZEISE = OBS

SZIFAY I

HEETIE

AN BIMEERER RO (MgC ) RIEFEEIR TIER, SETEBIHTTPHNYIECCeph
FHERVEUIRER E LN TIRFMEIRSS (OBS ) RIT5IE.

LEISZIFLA T X, (Region) :

RIZE-ZiIVEf
RIE-ZRT
TEE-FIMEMR
TX-286

TP -HrniE
TPXR-FEAMA
FRIR-FIAES

23] i A=t
R-Eis—

A ES

EEANITRANABERBIT : 500 MB x 10000 = 4.76837158203125 TB, HUAEEES:
FBRM

RS R

FBMgCZHI, BEERE— M EAKSTH— BT AEMgCHIAMAR,
FRENKS/IAMBFRYIAIaZ4E ( AK/SK) o IRENG EESEEET(E,
FE S REATYS

AEMgGzHIaARNTREMIIMNIRE, AiXE2E2MESE.
tlEZEBIROBSIE

FEEA=CE— BT ERURLIIR R RIREERIOBSA AR RS, X
RIS A BTN ENIRXIE . SIS EESEZCEE.
WMEFERIAMBR#TER, ZAMBFREEREENIEEINEERIR ., B05E
BEEITEMAMAFEFRENIESEIR .
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L MgC
S 3 FEIEBEXRIESLE

o CUEEEE
BIERFAILIBEMaster . BT RMIIET R, WIREFMHELERINFIZ
7. BTG RESEEIRER.

FB—: HpY Ceph X ETRkb4E

AT EhiE S Abucket01. http://100.93.xxx.xx: 74805 R & 9 1R SEFRAYCeph S3
FiEERTRF1Ceph RGWRREAIWeb AR

BRI S8, 5B AEPME:

<BUCKET-NAME>: 7ZfEHESHR.

e < FILE-NAME >: 6JZ%json3{4Z .

e <DOMAIN>: Ceph RGW ( RADOS Gateway ) BRSSHISERRITZ %I PHEL .

e <PORT>: Ceph RGWRRSEHILFRSTisOS

?’E% SEIBNRSIETTL EEEENGES A, BIESE1, BT R2E

T EERGEESECERETIHOERE, aoRNIT:
s3cmd info s3://<BUCKET-NAME>
o WMRREILERFPolicySEEN “none” , KFXKBREMAVHIDIRKEE . BHIT
,V¥¥2

LDCdtlDH .derult
Payer: BucketOwner
Expiration Rule: none

Policy: none
none
admin: FULL CONTROL

o MRRMEZERFPPolicyZHEREERER, FRENRBEREHFFRE, BTHET
$§mEZFT E:Jﬁtﬁmﬂ

LDCdTan derult
Payer: BucketOwner
Expiration Rule: none
Policy: i

"Statement": [{
"Effect":
"Principal
"Action”:

Resource

none
admin: FULL CONTROL

2 FELESS3cmdTERRSESE £, FIANATRESS, BIE— M xxxjsonXiE ( FFREE
X)), EHEES3FEEEREE, RIFMEENSIFEFPRER., BUTHREES!
FrrEMEZRIRIEeEH, &t <BUCKET-NAME> JSEFREISITZIERGERIR, (RIFEIEEATjsoNn

MXHFHFEH RiEEE
{
"Statement": [{
"Effect": "Allow" ,
"Principal": "*"

"Action": "s3:GetObject",
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LER2

"Resource": "arn:aws:s3::: <BUCKET-NAME>/*"
i
}

FEZSHITEIESEAmazon S3 FIEEEIRIYRE .

M s3cmd @S T EIREFMEIEREE, RIFATAFEESIIXE ., &t
T

s3cmd setpolicy <FILE-NAME>.json s3://<BUCKET-NAME>

E i <FILE-NAME>E #5182, B3 A%jsonSUEZ TR, <BUCKET-NAME> Ei 5LFR
IS B RTR

ERLAT e P HFEREPRIEIE XY, FIBERSHEI AR

s3cmd s -r s3://<BUCKET-NAME> >> <FILE-URL>.txt

Hrp <BUCKET-NAME> B 9SLIRRIS3FIEEETR, <FILE-URL>EIRNIEHRERT
MHFIRAIARIHE (FIE0: s3urltxt ) o

FTFFERE95ISE S ( TEASI IR s3urlixt ) , BISEIIEHRETE R =s31t
wEE, B “s3://REZRINFFIESE” i “http//<DO|V|A|N><PORT>/” LA
EEETLL:?(J”’_EDIHIEJE'JURL ( EIEHETEEE ) . EXEEEEREIALLURL, tu%
BEOSRRIMBIASIEE, NIRABIREIEHE. ANRIATEIELE ( AccessDenied ) , NIFEES
%ﬁ?ﬂﬁﬂ% ~EBASE DR

fG0: Ceph RGWARSSHISEFREZEKIP ( DOMAIN ) 3 “100.93.xxx.xx” , iwOS
(PORT) g “7480” , TZiEWER S “bucket01” , #&hH21N 34 (dragon.png,
index.html), HEREAIHEZS3HBLITIZERT:

2024-07-26 03:09 3987 s3://bucket01/dragon.png
2024-07-26 02:01 1701 s3://bucket01/index.html

¥ ¢ s3//REZBINESE” &2 “http://<DOMAIN><PORT>/” , Bl “H
HA..s3://” a3 “http://100.93.xxx.xxx:7480" , HEREAIURLEIERS:

http://100.93.xxx.xxx:7480/bucket01/dragon.png
http://100.93.xxx.xxx:7480/bucket01/index.html

RIE E—2SH5EMER, BIIRSIGPRIFFA =3l EiRURLIBIL . 4N5R5
FHFRIS3HER S, AILAMERNM A GRIESS (2NotePad++ ) HHTHEEER

IET_%;AJQCE’\JEX, RIEBURLIIRNHARE, EEESNHIHETHIHEINHEE,

<SHARED-URL> <FILE-NAME>

HETERIHENHS ZBREHERRT (TabiE ) RBH, FXHFENXHESETELSFX
HRZTR. XTURLIIRHRIESZRFRS, FEEFMITBILIR SSRGS
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https://console-intl.huaweicloud.com/console/?locale=zh-cn#/obs/manager/buckets
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https://support.huaweicloud.com/intl/zh-cn/usermanual-mgc/mgc_03_0055.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-mgc/mgc_03_0061.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-mgc/mgc_03_0062.html
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https://support.huaweicloud.com/intl/zh-cn/usermanual-mgc/mgc_03_0041.html
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https://support.huaweicloud.com/intl/zh-cn/usermanual-mgc/mgc_03_0049.html
https://console-intl.huaweicloud.com/sms3.0/?#/sms/overview
https://support.huaweicloud.com/intl/zh-cn/usermanual-mgc/mgc_03_0042.html
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https://support.huaweicloud.com/intl/zh-cn/usermanual-mgc/mgc_03_0049.html
https://console-intl.huaweicloud.com/sms3.0/?#/sms/overview
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https://support.huaweicloud.com/intl/zh-cn/qs-mgc/mgc_02_0002.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-mgc/mgc_03_0006.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-mgc/mgc_03_0006.html
https://support.huaweicloud.com/intl/zh-cn/mgc_faq/mgc_04_5004.html
https://support.huaweicloud.com/intl/zh-cn/mgc_faq/mgc_04_5004.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-mgc/mgc_03_0007.html
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https://support.huaweicloud.com/intl/zh-cn/usermanual-mgc/mgc_03_0055.html
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https://support.huaweicloud.com/intl/zh-cn/qs-mgc/mgc_02_0002.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-mgc/mgc_03_0006.html
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