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B 2-14 UTERILEGS

[rootPecs-73cd “1# ssh f -N -L 192.168.0.198:8149:180.125.12.158:8149 -L 192.168.0.198:8182:100.125.1Z.1580:8182 -L 192.168.8.19
8:8923:188.125.12.158:8923 -L 192.168.89.198:38288:160.125.12.158:30200 -L 192.168.8.1958:38281:1600.125.12.158:38201 -L 192.168.8.
198:88: icagent-cn-north-4.obs.cn-north-4.myhuaweicloud .com:88 192.168.8.198

The authenticity of host ’192.168.8.198 (192.168.8.198)" can’t be established.

EDZ5519 key fingerprint is SHAZ56:UdGB6PeZoEBRyZQE i JERDZuzhAof tDRRVNTE g9au 15y .

No matching host key fingerprint found in DNS.

EDZ5519 key fingerprint is MD5:46:ae:bZ:fc:chb:be:ed4:5d:e9:bb:2d:25:5d:f3:78:f3.

No matching host key fingerprint found in DNS.

fre you sure you want to continue comecting (yessmo)? y
Please type 'yes’ or 'no’: yes
Warning: Permanently added '192.168.8.198' (ED25519) to the list of known hosts.

fiuthorized users only. All activities may be monitored and reported.
root@192.168.8.198’ s password:

[rootlecs-73cd ~1i
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‘AT BRIMRIEIIAK/SK, BAELLL, HITKABELICRGL,

5. E#ICAgentZZEE e SHEYMRILECS BT, IRIBIRRBALBIMKSHIAK, SK,
LR “ICAgent install success” BF, FTREERIN.
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=HTIRS
L 2 BEEA

3 3X£E Syslog L RIRSEHEER LTS

AbEa
B5 |:|:§\

Syslogxeﬂéﬁtﬂﬂnﬁ 15 B BRI B ERRSS 2RA0— 8RN, SILFHMER

BIRETIE, HEREBICESMHEGEAWATER, ZiFsyslogigEZENNERE
EE%% THEML. FTEDHLEE, E:Zéunix-likeE’JHEQ“’”HJ_JL,&hﬁisyslog,ﬁ , ALlE
FEFPNER. BHXIESEME. apachesiEnginx accessHES .

SyslogFZ 2 EFRFC5424F1RFC31647E XBXAEATE, RFC31641MYZ20015F%
B9, RFC54241MYZ2009F A MmMBIAMIRA . EAFIRFESIBR, BFRAERT
R0, HULHEFFERRFC542410% o

AN BEII SysloghM G HE LERIBERSIRES TR . BEEMILECSIES
SyslogiC RSS2, LinuxBRS3E8EAIAB™Rsyslog, BHRIEA=ENMIAREEZKIT
fESyslogEN, EEFIIHFE.

B EMA
2-15 5 EREE
HEE T8
BrRgEEE ECS B SyslogilHt
ECS2EE1SyslogT e >m
< [P -
o (RATLAMZELinuxz=EA4, ECEFSyslogiCB2ARSE, AT EKEMISSEAXMNA
FTEUE; SysloglRSBHEEABWHEA/NA1024=F75, BIISERR.
o HFBSysloglRSSEEMIBEHERENA10MB/s, MNREHHEERK, HEFEAE
HES, AJLAESEZAECSELE ASysloglRsseE, HECEELBREFHINE N ERE.
o IRTEEIESysloghRSSEE L% %EICAgent, HECEHEREMN, SMAILUSHERE
EIJLTS
SRR
TISEFREECSHIZE, —ARECSIEASyslogiCERIRSE R, S—a8HAWEECSENIERR
FEREFREBE.
AN N e

T ESIREEEFE, EF E > BMERIRSE ECST
T2 ML—aEM IR EE{EASYslogiC B2 ARSS 28
H#EFCentOS 6.5 64bit R ELA FIRARIER, HEFMAE2vCPUs | 4GB,
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EfESLE

BEEA

*I¥3 (FRHrootAPZERSyslogiRszes, LixICAgent,

1.

syslogﬁﬁ%%ﬁi?ééﬂtljEW?TFTCPT}}LME?BOZOO\ 30201, 8149, 8923, 8102
FixO, ANBHBFEFIFFUDPRIS14i% O EAsysloghRSZEEEIA IR

AEnHSRSEEREHE, SRR “ENEE > N7 , #HA “EN
DT

sk “ZICAgent” , RERLIE “Linux” , EYEAIHE “RKikE
*ﬂ:n .-‘-.,|:|:7Aj—_tn \#Ej;x «&-HEAK/SK 1«IE” $$ “gﬁﬂﬁéﬁ/?\” E%HICAgentZ"Z
6, FEMERAK/SK,

{ﬁﬁﬁrootﬁﬁiﬂ’*isyslogﬂﬁ%zz, HITICAgentZERpSHITEE, JER
“ICAgent install success” BY, FRRLHEMI . ZEKINE, E=HERSEN
SR SR > 7, EEZIRSEFPICAgentiYRE,

L4 FTFRSysloghRSSEE A ITHEEIINGE .
Bt A=FErsysloghRZ AR E EZKIIEsyslogBEN, BEFIHE-

1.
2.

EEF=E .
1&4rsysloghic & 314 o

vi /etc/rsyslog.conf

BeEXEFIRINLATARS, Fiatep udpizizizil .

# Provides UDP syslog reception
$ModLoad imudp
$UDPServerRun 514

# Provides TCP syslog reception
$ModLoad imtcp
$InputTCPServerRun 514

RFEERrsysloglRSeE, BHEIRSS ‘B2 >8F .
P TMEE—EZmSERERRERRSBIZTERE.
1T “service rsyslog status” @<t Ersyslogiz{TIRZEArunning

& 2-16 1&& rsyslog IB1TIRE

[rootBecs-syslog-hwx1278223 ~1# service rsyslog status

Redirecting to sbinssystemct] status rsyslog.service

v rsyslog.service - System Logging Service
Loaded: loaded (/usrslib/systemdssystem/rsyslog.service: enabled; vendor preset: enabled)
Active: active (rumning) since Fri 2823-89-B8 15:55:17 CST: Z days ago

Docs: man:rsyslogd(8)
http:/7was. rsyslog.com doc
Main PID: 4162 (rsyslogd)
CGroup: ssystem.slicesrsyslog.service
416 b ood

1T “systemctl status rsyslog” &< ErsyslogizfTIRZArunning

& 2-17 rsyslog IZ1TIRZS

[rootBecs-sys log-hux1278223 ~1# systemct] status rsyslog
1 rsyslog.service - System Logging Service
Loaded: loaded Csusr/libssystemd systemsrsyslog.service: enabled: vendor preset: enabled)
fctive: active (rumming) since Fri 26823-89-88 15:55:17 CST; 2 days ago
Docs: man:rsyslogd(8)
http:/ /. rsyslog .comdoc/
Main PID: 4162 (rsyslogd)
CGroup: ssystem.slice/rsyslog.service
L4162 ~usrssbinsrsyslogd -n

H14T “netstat -anp | grep 514" HSBEEERITHYLIN.

g 2-18 BEEGIFRIT

9.0.8.0:x% 988/rsyslogd
988/rsyslogd

.8.8:x 988,/rsyslogd
988/ rsyslogd
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L 2 BEEA

TBS5 BEEXREsyslogHE.

1. BIEENAE , EATIRS USEFISENSHEPIERE “ EHEE > F
7, BE “FEENA , R “EVEBRT , DEEVEIAE,

2. EMSH=FIEE “BEEAN > nEHECS-XARTE” .
3. EERER

4. EFEFHAH,

5.

XREAE, BiEXRERIZA/var/log/messages,
86 EFSZecsitil,
SIS EAHERBFREHATE, AAETSRAEE. SR SSecsF logger -

n XXX.X -P 514 testremotelogan & A& 1Xsyslog =L BIRSZEE, xxxxAsyslogiRS=Eip

( ~Mip/FABip ) tbht, testremotelogh&iIZHEARS, AILIEHEN -
WITRINGE, EEERIREFERERETUEERZEZBHE.

& FsyslogiCEBRIRSSEE, & /var/log/messagesPE2EF{EtestremotelogAE.,

tail -f /var/log/messages

E] 2-19 BEE =S FE testremotelog HE

hC
[1 ootPecs-dlaa etclit tai l f ~svarslogsmessages
g root

BT B Z A sysloghkss2EfelbsEIN R IT%E .

BRiRES S sysloglRFeEAIEH TR A10MB/s, REFRTWSEERA, TILA
{EARZ &sysloghRsE 2 el bsL Iy SR EHIE .

ﬁULSyslog,E ARS3 28 NZ4EICAgent

SELIE WebR FARIRFIVE I A HLIERS
D%JﬁTCP/UDPE’JmﬁDWSMﬁD AINEEITES, BESERITCPIEITES .
HEimHINRSEEE, BS inARS33%4H .

TR

2.4 158 ELK HESA=HERS LTS
HEA

Eal A

ELK;EElasticsearch Logstash#KibanafyiEi#R, SfiIASEFREHRT W R&ERE
M YMC IR,

e Elasticsearch@— 1 ETFLucenefIFHR. oI, RESTIUEZEFNDHTS|ZE
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L
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e Logstash2— N FHRAY. IRZBEEIRHIEIEGHIEESE, BEERIATINS N RIRLATEE
iﬁé%iiﬁﬁ#ﬂ%%ﬁﬁﬁi%ﬂﬁﬁpﬁﬁﬂ’ﬂ ‘“FigE . BERTHEHEAE. TS

e Kibana2— MFHRMISHFITIULES, BFEIEAIATIL. (GERECIEFNEER
&, BE SElasticsearch—i2{EH,

HKHI=HAERSITSEINGEESEE . A . e ELTFHRELKE R, BAEIStLaTLA
SEZZHETRSLTSITLLEEELK StackBHAME? . A URBREFSLE, FREE
X PythonfARFILTSSREEZEICAgent, TENFIF S HEMElasticsearch ( fEFRES ) 1F8
FLTSH,

YHEIEATTIFECSH ZE@IT L2 ICAgentSERERE X, AL rI AT ZINEEsCIT
ElasticsearchBEEA=BERS .

Elasticsearch#E5cE1d python I ARG EIEZ L EIECS, AEBIELTSIRSHIIBETEAN
IhEe, BEEMNBAEXERERITSIRS .

2-20 SEMEE

LTS

Uploading data

ICAgent

data data
ES python

[y

Disks

BB ELK BESA=BAERS LTS

gz

$E2 5

S$IR3
SR

BR=HTRSBEHNE .
SELEICAgentTEECSENIZEEICAgent,,
BeEECSHEEATHERS, BSEECSEAN.
HABITRIERES . AT SE, EUIMEEES &,
o ENX{FERpython, FEEZEpythonifiz,

o  BEUXERESHREERENMNESIRARpython#iEE, ARG RMHERD
elasticsearch97.10.1iR A
pip install elasticsearch==7.10.1

o  HENHFERNESHENRCSSIRSSBIZEAIES,

ﬁﬁﬁﬁ%ﬁ*’@iﬁ%ﬁ%IﬁiEE’\prthonHHJK, MRRS|ICEBHIE, BBX—F, BEIT
Z g%eo

pythonBIZARTHITAEECSHIZE, BIAGE o pytl8, MWIEHIEESE W TAl:
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=HTIRS

BIETE 2 BB
UTNRMAFEFIZIRIIRERETIESR, SERFIRIENT10005E4E, AE: This
is a test log,Hello world!'"\n;

o index: ERIBMERSIAIR, SERHIN: test,
o HERZES: ESHUIAElUrl, FRBIN: httpy/127.0.0.1:9200,
from elasticsearch import Elasticsearch
def creadIndex(index):
mappings = {
"properties": {
"content": {
"type": "text"
}
}
}
es.indices.create(index=index, mappings=mappings)
def reportLog(index):
i=0
while i < 1000:
i=i+1
body = {"content": "This is a test log,Hello world!!'\n"}
es.index(index=index,body=body)
if _name__=='_main_"
#ZR5|BFR
index = 'test'
#EERZES
es = Elasticsearch("http.//127.0.0.1:9200")
creadIndex(index)
reportLog(index)
+IR6

7f’@§pythoni§é—%ﬂiﬂ$, RARBESEIEEAGRE, BEXHREFESERERTEARN

AT ITEecsHzE, da2xox.pyt&I, BAEEHIEMABTSZW TR:
AN RHAF R B IR LR IE R & o

o index: FERARS|E, SERBIA: test,

e pathFile : AEUIESA\BEEBEIIIRE, SERBIA: /tmp/testlog.

e scroll_size : ARS[RNEBA/N, SETRBIA: 100,

PEZES: ESAUEEurl, SERBIAN: http//127.0.0.1:9200,

from elasticsearch import Elasticsearch
def writeLog(res, pathFile):
data = res.get('hits').get('hits')
i=0
while i < len(data):
log = datali].get('_source').get('content')
file = open(pathFile, 'a', encoding='UTF-8')
file.writelines(log)
i=i+1
file.flush()
file.close()
if _name__ =="'_main_"
#ZR5| 2R
index = 'test'
#HEH AR
pathFile = '/tmp/’ + index + 'log
HRMBEFIRRRIKR/N, EAIAJ9100
scroll_size = 700

#HEEIZES
es = Elasticsearch("http.//127.0.0.1:9200")
init = True
while 1:
if (init == True):

res = es.search(index=index, scroll="1m", body={"size": scroll_size})
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gz Y

init =False
else:

scroll_id = res.get("_scroll_id")

res = es.scroll(scroll="1m", scroll_id=scroll_id)
if not res.get(‘hits').get('hits'):

break
writeLog(res, pathFile)

HiTaR<RI, iBBRpythonE&&RMIN, FECSHATIN T &S, RBESEKS IHUEB A\
o

python xxx.py
BEEHIEREHINEEIRENEE.

2E7RfldemoBENMEIEZN: /tmp/testlog, BIFRIFREIRSLIMERER, H
T T AL HABEHIREENHEER

tail -f /tmp/test.log

EXATRSENG, & ‘ASER TH, SEATREMENFERE, &
‘BEERT IEEFIIHTHIE, BMRRRERD,

s

2.5 (M Flume RE&=E FIRAFEI LTS

BITESM

Fume2—1SAAK, W%, 2HhRNEERSRE. RETERIIRS,
Flumesz IS SR AP EHISEHITAIXT , BTWERIRE; RIS, FlumefRHxdEL
RHITERLIE, HEEISMEIERZISRIEES .

RFPERAFlumeRFERERE, FHEBILTSMHREAIKAFKAIMY AR EIRAE. AT
EED BRSERED =T

1. (ERFlumeREXARE LIRFEILTS

2. (ERFlumeREHIEEREUEHHE LIRELTS

3. (EMFlumeXR£Esyslogih¥ BT LIRFILTS

4. BEEFlumeRETCP/UDPIHEMIBE EIRFEILTS

5. EZFlumeRESNMPIRY EIRAIISZEBREIEH ZIXZILTS
6. f[ERENAIZERLGIERE

7. BHEMEESSAERE

8.

ERINIEIEIRFEE B SRS LIREILTS

o FFHIRERLETIDK,
e HPFPEZLEFlume, HEBEEFlumePEEXEFHECEIDKIEEER

53 Flume REXAHE LIRE LTS

XIHFERFluMeRENABHERNS LIRZELTS, SE M TREIRINRENARBHER conf
Xt UTRBIRRISHENBIESE(ERKAFKAY LIRAE.

#Named
al.sources =r1
al.channels = c1
al.sinks = k1
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#Source

al.sources.r1.type = TAILDIR
al.sources.r1.channels = c1
al.sources.r1.filegroups = f1
al.sources.r1.filegroups.f1 = /tmp/test.txt
al.sources.r1.fileHeader = true
al.sources.ri.maxBatchCount = 1000

#Channel

al.channels.c1.type = memory
al.channels.c1.capacity = 10000
al.channels.c1.transactionCapacity = 100

#Sink

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink

al.sinks.k1.kafka.topic = ${logGroupld}_${logStreamId}

al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}

al.sinks.k1.kafka.producer.acks = 0

al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl.mechanism = PLAIN

al.sinks.k1.kafka.producer.compression.type = gzip
al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";

#Bind
al.sources.r1.channels = c1
al.sinks.k1.channel = c1

£/ Flume REHUIBEREIEHHE LIRZE LTS

B2y

$ER2

I3

{FRFlumeREHIREXREUEFH R HIRELTS, THXNEHIETINE . UTREIFH
SN BESEERKAFKATMY ERAE.

fEhttps://github.com/keedio/flume-ng-sql-source T ME &k flume-ng-sql-source
o, it NjarBHERRE Sflume-ng-sql-source.jar, FTEATFEIGpomIZ{4AEY
flume-ng-core fRASflumeZIRARIT—EH, HEGjar8MELZEFlumeS &Y
ibBRTmE, HIZNFLUME_HOME/libBERT ( #lF+EIFLUME_HOMENFlumeZ3E
BE, (UtsE, BULIREERENE) -

HIIMySQLIRZNZEIFLUME_HOME/LibERT:
1. T#EHMySQLIKz],

waget https://dev.mysql.com/get/Downloads/Connector-J/mysql-connector-java-5.1.35.tar.gz

2. BR=pEmEEHITNjard.

tar xzf mysql-connector-java-5.1.35.tar.gz

3. YjarBEFEMFEFLUME_HOME/lib/B&1R .
cp mysqgl-connector-java-5.1.35-bin.jar FLUME_HOME/lib/

HINREMYSQLAYconf3Z {4,

# a1z ragenthIZFR

# source=2a 19N IE

# channels248/HX

# sinks2a 14 BRI, Z&FIFsinks{EA T kafka
al.channels = c1

al.sources =r1

al.sinks = k1

#source

al.sources.r1.type = org.keedio.flume.source.SQLSource

# EREmMysqlRS—RIURME, {mysql_host}2Zaf@Etladipittt, aTLlEE ifconfigekEip addrE%E,
{database_name}XHEIEEZTR

# urlfhE NN ?useUnicode=true&characterEncoding=utf-8&useSSL=false, FENIERIEEZEZELW
al.sources.r1.hibernate.connection.url = jdbc:mysql://{mysqgl_host}:3306/{database_name}?
useUnicode=true&characterEncoding=utf-8&useSSL=false
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# Hibernate Database connection properties

# mysqllksS, —AR#BREroot

a'l.sources.r1.hibernate.connection.user = root

# IBAEmMysqlZRS

al.sources.r1.hibernate.connection.password = XXXXXXXx
a'l.sources.r1.hibernate.connection.autocommit = true

# mysqlIKz

al.sources.r1.hibernate.dialect = org.hibernate.dialect. MySQL5Dialect
al.sources.r1.hibernate.connection.driver_class = com.mysql.jdbc.Driver
# Fstatus>{4

al.sources.r1.status.file.path = FLUME_HOME/bin
al.sources.r1.status.file.name = sqlSource.status

# Custom query

# HERERENHIEFRZ (table_name}, EILMERTESGE:

al.sources.r1.custom.query = select * from {table_name}

#Sink

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink

al.sinks.k1.kafka.topic = ${logGroupld}_${logStreamId}

al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}

al.sinks.k1.kafka.producer.acks = 0

al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl.mechanism = PLAIN

al.sinks.k1.kafka.producer.compression.type = gzip
al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";

al.channels.c1.type = memory
al.channels.c1.capacity = 10000
al.channels.c1.transactionCapacity = 10000
al.channels.c1.byteCapacityBufferPercentage = 20
al.channels.c1.byteCapacity = 800000

A FEEFlUmeSS, BIBTFIARESIEE I EIREILTS.
-

£/ Flume 3Z£E syslog &M AT LIEE LTS
SyslogtM¥E—M BT EIPMNEREH BT BEEAMY, BiEdFlumeigsyslogtmyiEia

)=

ETREFHF EIRFILTS . AT RAIFHSHENBIESE(FRKAFKAIMY LIREE.
EWUDPHE, &MU TFRAIIRINFEESyslogtim¥Adconf3Zi4,

al.sources =r1
al.sinks = k1
al.channels = c1

al.sources.r1.type=syslogudp
#host_portJjgsysloghRS3 2edix
al.sources.r1.port = {host_port}
#host_ipJasyslogBR$322RVipithtit
al.sources.r1.host = {host_ip}
al.sources.r1.channels = c1

al.channels.c1.type = memory

#Sink

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink

al.sinks.k1.kafka.topic = ${logGroupld}_${logStreamId}

al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}

al.sinks.k1.kafka.producer.acks = 0

al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl.mechanism = PLAIN

al.sinks.k1.kafka.producer.compression.type = gzip
al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
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required username="${projectld}" password="${accessKey}#${accessSecret}";
al.sinks.k1.channel = c1

BWTCPHEE, SE MW TRBEIRINEKEESyslogihXaconf3Z {4,
al.sources =r1

al.sinks = k1

al.channels = c1

al.sources.r1.type=syslogtcp
#host_portsysloghks38&hYi% ]
al.sources.r1.port = {host_port}
#host_ipJasyslogfRs328rYipitbiit
al.sources.r1.host = {host_ip}
al.sources.r1.channels = c1

al.channels.c1.type = memory

#Sink

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink
al.sinks.k1.kafka.topic = ${logGroupld}_${logStreamid}
al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}
al.sinks.k1.kafka.producer.acks = 0
al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl.mechanism = PLAIN
al.sinks.k1.kafka.producer.compression.type = gzip
al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";
al.sinks.k1.channel = c1

BT Flume 3£ TCP/UDP &9 AE_HRE LTS

BT FlumeRETCP/UDPIMNE R BE LIRFEILTS . LATFRBIPHNSHNEIS

W

s

FAKAFKAIMY ERHE

RETCPimOBE, ST REIRINRERORIconf 1,
a1.sources =rl

al.sinks = k1

al.channels = c1

al.sources.r1.type = netcat
al.sources.r1.bind = 0.0.0.0
al.sources.r1.port = {host_port}

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink

al.sinks.k1.kafka.topic = ${logGroupld}_${logStreamId}

al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}

al.sinks.k1.kafka.producer.acks = 0

al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl.mechanism = PLAIN

al.sinks.k1.kafka.producer.compression.type = gzip
al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";

al.channels.c1.type = memory
a'l.channels.c1.capacity = 1000
al.channels.cl1.transactionCapacity = 100

al.sources.r1.channels = c1
al.sinks.k1.channel = c1

KEUDPiRAE, SE WM RAIFINREROAIconf 4,

a1.sources =rl
al.sinks = k1
al.channels = c1

al.sources.r1.type = netcatudp
al.sources.r1.bind = 0.0.0.0
al.sources.r1.port = {host_port}
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al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink

al.sinks.k1.kafka.topic = ${logGroupld}_${logStreamid}

al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}

al.sinks.k1.kafka.producer.acks = 0

al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl.mechanism = PLAIN

al.sinks.k1.kafka.producer.compression.type = gzip
al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";

al.channels.c1.type = memory
a'l.channels.c1.capacity = 1000
a'l.channels.cl1.transactionCapacity = 100

al.sources.r1.channels = c1
al.sinks.k1.channel = c1

BT Flume &= SNMP Y HREGIR & EREIBH RXE LTS

BT FlumeRESNMPHMY_EIRAVIZ B EIRHIEFHAIXEILTS . LATRAIFRISEHN A
IESEEAKAFKANY EIRA

HIFSNMPIHYBEEIREAS161. SEWMTRERIISNMPIRYIES HER conf,
al.sources = r1

al.sinks = k1

al.channels = c1

al.sources.r1.type = netcatudp
al.sources.r1.bind = 0.0.0.0
al.sources.r1.port = 161

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink

al.sinks.k1.kafka.topic = ${logGroupld}_${logStreamld}

al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}

al.sinks.k1.kafka.producer.acks = 0

al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl. mechanism = PLAIN

al.sinks.k1.kafka.producer.compression.type = gzip
al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
required username="${projectld}" password="${accessKey}#${accessSecret}";

al.channels.c1.type = memory
al.channels.c1.capacity = 1000
al.channels.c1.transactionCapacity = 100

al.sources.r1.channels = c1
al.sinks.k1.channel = c1

HEIFSNMPHMYBERE (Trap) BERYIROS162, SEMNTRELIRINSNMPIRIES
Elb\ﬂfjconfo

al.sources =r1
al.sinks = k1
al.channels = c1

al.sources.r1.type = netcatudp
al.sources.r1.bind = 0.0.0.0
al.sources.rl.port = 162

al.sinks.k1.type = org.apache.flume.sink.kafka.KafkaSink

al.sinks.k1.kafka.topic = ${logGroupld}_${logStreamid}

al.sinks.k1.kafka.bootstrap.servers = ${ip}:${port}

al.sinks.k1.kafka.producer.acks = 0

al.sinks.k1.kafka.producer.security.protocol = SASL_PLAINTEXT
al.sinks.k1.kafka.producer.sasl.mechanism = PLAIN

al.sinks.k1.kafka.producer.compression.type = gzip
al.sinks.k1.kafka.producer.sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule
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required username="${projectld}" password="${accessKey}#${accessSecret}";

al.channels.c1.type = memory
a'l.channels.c1.capacity = 1000
a'l.channels.cl1.transactionCapacity = 100

al.sources.r1.channels = c1
al.sinks.k1.channel = c1

(ERRA=ERLERS

EARFlumesREESERT, =EIZEREEAVGMEAM, REESourcefIChannelZ[a],
Source}zHﬁUE’J$1¢Event, EE ANChannelzgi, ZEESEFATLAUHTEEREEMIFRIX
Lo, MRS R EEE—SourcetZIREIRIE A

Bl

Zi=E s ER2BHEEFEA R flumelYSEMRLP ., WNRF ﬁﬁﬁ&ﬂ?“éknm
flumeZZEIRIR B message, ATEIEI=EESAVECE, SEHEOAMBERIAtype, £
BUZ#Rtimestamp, tBAILUERZEZHIE R FpreserveExistingHfalse, WMNRIKE
Htrue, EFHFPRLEEFE, F= %ET@ETIEH BHR=LAYE . sourcei&EiEZIAt|a
e

al.sources.rl.interceptors = timestamp

al.sources.rl.interceptors.timestamp.type=timestamp
al.sources.rl.interceptors.timestamp.preserveExisting=false

MG st e

AHTRERNNNE, AT —LHIEEAFTEN, MINTE=ERT LUTLIEER
FENEE, EHUREFEREREEVNRHNEE. SEEONMEEiktype,

ZERIGFRREGEX_FILTER, excludeEventsafalseREAIAWEELECEIRISE4 . ANE
Atrue, NWERPRILECEIRYevent, UEERILECEIRY. sourcelEERIIENITIEi=&L
#RAYECE

al.sources.rl.interceptors = regex

al.sources.rl.interceptors.regex.type=REGEX_FILTER

al.sources.rl.interceptors.regex.regex=(today)|(Monday)
al.sources.rl.interceptors.regex.excludeEvents=false

XHFEER=ES RA SR SRR PR atodaygkE&MondayRIA .
R BRI ESE

EERET ) avalENFRATRM B RAIE T F RS RMERINEE . BeEW
T
# $2EEE81E

al.sources.rl.interceptors = search-replace
# F=EIEEEY, W Esearch_replace
al.sources.rl.interceptors.search-replace.type = search_replace

# MBS IEN PRIFRE, RIBIENTECevent A
al.sources.rl.interceptors.search-replace.searchPattern = today

# BRI Yevent IS
al.sources.rl.interceptors.search-replace.replaceString = yesterday
#IREFHE, FIARut8
al.sources.rl.interceptors.search-replace.charset = utf8

BENM=ERERR

EFlumeh BENXIZE 2 E’JH‘EIEU.JEZID'F(Lijavalﬁ‘.:.‘tw) ARG
FLUME_HOMEZFE RFlumefI&ZiZZ, FIa0/tools/flume (12,\/%) , SCPRBCERY
B, BB L EEFlumefIsEiREg ?173&0
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H$£B1 BIEMAVENTIZINE, SIAFlumelkifi.,
FRIBEER¥PAY Flume KRZA, SIAN Flume &8, STRFr3:

<dependencies>

<dependency>
<groupld>org.apache.flume</groupld>
<artifactld>flume-ng-core</artifactld>
<version>1.10.1</version>
<scope>provided</scope>

</dependency>

</dependencies>

B LI TR ERIARGS, S E(EFHiIRE Sprovided.

2 OIFEESLIEASEE Interceptor, FHESEIMBRi%.
e initialize() 75i%: ¥MAIZEIESIRIE, ZEECEER . Bi0EEE.
e intercept(Event event) J57%: FAIFIZ&EERENEM, FANSEMHHITHIE, BEK—
BHMSIERBAN, FHIRE—MELEHIEHTR.

e intercept(List<Event> list) 75;%: HHHLALE, =&FHIIR, AXNEHIIRH
TR,

o close() 73i%: Kifli=#hzr, EXERNRIR. XAEESF,

import org.apache.flume.Event;

import org.apache.flume.interceptor.Interceptor;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.List;

public class TestInterceptor implements Interceptor {
@Override
public void initialize() {

}
@Override
public Event intercept(Event event) {

|/ SRENEHEE
String eventData = new String(event.getBody(), StandardCharsets.UTF_8);
/| RESEHHIRETRSEAEEFHE
if (eventData.contains("hello")) {
[ MMRESIEEFFH, NWidig=izEH, RE null
return null;

}

return event;

}

@Override
public List<Event> intercept(List<Event> events) {
/] BIB—NERISIR, FEGIEE FFRYSE
List<Event> interceptedEvents = new ArrayList<>();
for (Event event : events) {
Event interceptedEvent = intercept(event);
if (interceptedEvent != null) {
interceptedEvents.add(interceptedEvent);
}

}

return interceptedEvents;

}

@Override
public void close() {

}
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}

$IR3 WEEER, FEHSNENAREEEEET Builder RIUKTAHAY, TEAIHZUN

TRR:

import org.apache.flume.Context;
import org.apache.flume.Event;
import org.apache.flume.interceptor.Interceptor;

import java.nio.charset.StandardCharsets;
import java.util.ArrayList;
import java.util.List;

public class TestInterceptor implements Interceptor {
@Override
public void initialize() {
}
@Override
public Event intercept(Event event) {

/] SRENEE R

String eventData = new String(event.getBody(), StandardCharsets.UTF_8);

/| MESHHIEFEEEAIEEFTHE

if (eventData.contains("hello")) {
/| MREBEIBEFHE, WidiEsEizEs, RE null
return null;

}

return event;
}
@Override
public List<Event> intercept(List<Event> events) {
List<Event> interceptedEvents = new ArrayList<>();
for (Event event : events) {
Event interceptedEvent = intercept(event);
if (interceptedEvent != null) {
interceptedEvents.add(interceptedEvent);
}
}

return interceptedEvents;

}

@Override
public void close() {

}
/] =82

public static class Builder implements Interceptor.Builder {

@Override
public void configure(Context context) {

}

@Override
public Interceptor build() {
return new TestInterceptor();

}

}

$R4 FifRjare), FERBHE LEEFlumeZRRIRE FAIIbIHRT (BLABAFRZEFlume

AISERRERIZ A ) o
$I|S RERENY, FEBEEN=ESREERE.

FEEREXBRENFTELS, BIUNIZEEIEES + $Builder,
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# RS

# FEEEEENX
al.sources.rl.interceptors = i1l
# EEBRERS

al.sources.rl.interceptors.il.type = TestInterceptor$Builder
1=z17FlumeBNa],

R

KVEETHS: BA=RORFHEHEZIRAIMapEEFR &,

public class TestInterceptor implements Interceptor {
@Override
public void initialize() {
}

@Override
public Event intercept(Event event) {
/] IRENE R
String eventData = new String(event.getBody(), StandardCharsets.UTF_8);
Map<String, Object> splitMap = new HashMap<>();
String[] splitList = eventData.split(" ");
for (inti = 0; i < splitList.length; i++) {
splitMap.put("field" + i, splitList[i].trim());

eventData.setBody(splitMap.toString().getBytes(StandardCharsets.UTF_8));
return event;

}

@Override
public List<Event> intercept(List<Event> events) {
List<Event> interceptedEvents = new ArrayList<>();
for (Event event : events) {
Event interceptedEvent = intercept(event);
if (interceptedEvent != null) {
interceptedEvents.add(interceptedEvent);
}

}

return interceptedEvents;

}

@Override
public void close() {
}

(ERSMNBEIRRFEE HSREH LRSI LTS

FlumeHUREBAIEARFETT, LAEventfIF ZUSEUBMNELEMZBAYM . EventH
Headerf1BodyMaP4HRY, HeaderFIsRIFHUZEventfI—LE/EHE, JK-VEEHE, Body
FRFMIZFRERE, Il AFTEA.

BINBERERRS, MREFEFEATAE, FIIMENAERE. FINFR. BRRA
AFERE, BENATRINZEEventibody, Flumezf S REAE LIREILTS, £l
HDEﬁHJavaEZE)GI‘ BASAS . LUTREOPHISENEIESEERKAFKARNY LR
E’LI\O

import com.alibaba.fastjson.JSONObject;

import org.apache.flume.Context;
import org.apache.flume.Event;
import org.apache.flume.interceptor.Interceptor;

import java.nio.charset.StandardCharsets;
import java.util. ArrayList;
import java.util.List;
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public class TestInterceptor implements Interceptor {
@Override
public void initialize() {
}
@Override

public Event intercept(Event event) {
/] SRENEHEUR, BEREIRRIENjsonFRRH BRI
String eventData = new String(event.getBody(), StandardCharsets.UTF_8);
JSONODbiject object = new JSONObject();
object.put("content", eventData);
object.put("workLoadType", "RelipcaSet");
eventData = object.to)SONString();
eventData.setBody(eventData.getBytes(StandardCharsets.UTF_8));
return event;

}

@Override
public List<Event> intercept(List<Event> events) {
List<Event> interceptedEvents = new ArrayList<>();
for (Event event : events) {
Event interceptedEvent = intercept(event);
if (interceptedEvent != null) {
interceptedEvents.add(interceptedEvent);
}
}

return interceptedEvents;

}

@Override
public void close() {
}

}

2.6 1B)iJ ECS N LTS SREE Zabbix #iE

Zabbix{EAERNFREERS, BRETEENSZMNATRSGE . cHERS
LTSSZ35IEZabbixp Iz iR RET I HERT . AXNBIEIECSIENISEZabbixEz
REF=HERSHNRELSE,

BUESRIS
o MRTFEEREHTRIECSEN, FMESEWLHMRIRSE. REESETH
AYUECSEM, TTEEFER, FEEHREE,
o ETHRIEECSH 2 F22%E7abbix, ¥HiEsE T S%iEZabbix,

TE—: EEREHIRFEERES
{Zgﬂibix%ﬂ%% TR REFEEREAYSE L, ErLURIBN TS BIRERIEHIENF
[Efiz
1. ZEZFZabbixFRfEIRSZEE,
2.  FJFFzabbix_server.conf3Z{4,

vim /etc/zabbix/zabbix_server.conf

3. fEzabbix_server.conf3{4dh, IRBEHIEFEIR?R.

ExportDir=/tmp/

4. EEZabeXHE%, {EEE%E;&O
systemctl restart zabbix-server
REENE, ZabbixRE/tmpERTESXH (MXHEEE8.ndjson ) , BFHR
FilEEEE.
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=HTIRS
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2 HEEAN

S~ FiE ECS A LTS

SER1

£IR2

FEEMEMZF, &EFE “BA > BANPL7 , BE “TEY ECS-XABE” #17EMN

N

HNEERERTE .

1. BE “FEEETE" EHNERE, ETFSIRPEEEANBEA (Flalts-
group-ECS) .

2. BF - FEE;EIEE?%E” FERBEME, & FBIRPEZEEANBER (F1a0lts-
topic-ECS ) .

3. B T EIRENA (FER) T .

EIRENE, BE ‘T2 XRERE .

RERE, BERECEN/tem/*/*ndjson, ERSHIZBREEGART, EZREES
ELENECSXABHERALTS,

2-21 RERE

B -

T RELEST

L7 abbixErE SARERE

T BERE

Jlem/**/*.ndjson EINSE N S
- IEhIEEEE
THE:

ATHGBIRFE

ICAgentiEZ-iEEE

i

EEREES

FEEWIndows=4BE

BF ‘T2 Ro|kE” , HARSIRERE, FRFATDNASHEERNT, B8
RERS|IE, INATHTERNOTRE. ESERESER5IRE.

BE “B27 , BSEARD, JLBE REEANRESIR” EERATEN, &iE
ANEHERE, WL —FENEERER.

SR ATENEER, JUETZHTRSESENES LIRIAT.
BEERESENMES “FERER” JINBEERETR, BA#EANBTRIFER,
BF “SIETE” 1RE, EFXHAE.

BAEAROSRENH HR—X, EHTERKE, SRSFESHVHAL, BIE
B LIRRIBAE

R
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2.7 RESREATEHIRE LTS

R iz

F—EEAE

ASEASEBESMFRRENBEFIRSZEETHEENRREITRE., HiR
=58 APRFCREFATER, AEXEASEEFHIEEIVE, IIBERED
WHIER . XEATERMNTRAEE . #EAIEURISSITHEEEERE N .

=HERSLTSIEMSCATHEIZAINGE, BidICAgentifit. =ERSZIEN . BERGE
A APHEN. SDKIEAZEZfHIVERERNEE LIREILTS, HEARS=HEERE
ANBYIFK

o  IFA0+EANTRFZEEXTELTS,

o iEWeb. #Ehi%iOS. AndroidFl/ NERHEEEALTS,

o T EElogstash. Flume. BeatsFRERER{FFHRIEEE

o IH@BIIHTTP. HTTPS. Syslog. KafkaZshmEEMVIENEIE .

ENMMEFaEEENL (BERF. 87, BXRE) , AFTLIENR. App.
MIE. INEFHITTRERE, BREFINTREFRINT, FEEREERYRE
R, RKEHRERBINEEFIRFFF.

FHIRCEENERES, RIEERERE, fian:

o ZRE: SMREHUESEL, Bl E/E. T ARE

o BUE: MR, ARMS . FHl. NLEEE (Web, Bahin@E ) F.
o IHM: VPC. FIFB#IDC, FHARECSE,

o ZBRKIEE: mUESBRava. BlimNgInXIRBEE. FEETRSCH,
REAE: BREAEFES (X86. ARM ) 8,

INRFRICECEEING . AERIATWERSR, FJLABEELTSSENGE—EER®.
o XRERFHEIHE

RERiRAFBE

RERSEAE

REFEMEME TR EEIE

—_

E=ATRSLUSERGEIZESE, FRRMPsSESEEAE

AERBSRSELTSERIG AR HM}EIJ?;“EE’JEI el e =g ﬁéﬁﬂﬁ'%{’ﬁ%%%%
EHESR, UTRABENHSE, BLULFRNAESE,

- wechat-server ( BFFERERSEFHEAE)
- wechat-app ( BFF#EHMERSENERE )

- wechat-error ( FHFEFHEEIREE )

- alipay-server

- alipay-app

- deliver-app ( BFEFEXERAPPIRE )

N
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- deliver-error ( BFFEEIRAE

- web-click ( BF=EF#EH ARG ENEE)
- server-access ( BFFi#ERSImADEE

- server-app ( BF=E#ERSENBIEE)
- coupon ( BFEFMENBAESNEE)

- pay (BFHF@E(GEE)

- order ( BFEF#EITREEE)

RERBFH#TBE
AR —RIEI LA Tt 3R

o  TEEMMILETEEIRMILES .
o TERMERT4RT. MR _HRESEMMRER 4T, RNNES.

HERUSEIR BN MRS AR, R HHS (G5 NN ) SRFEMSRE. B
FEZ g TEMES, MALUSHMAREBSERFEAENDY, FHERAT.

http://example.com/login?source=10012&ref=kd4b

HIRBiniESIE KT, REBWENTHE

2024-06-20 19:00:00 e41234ab342ef034,102345,5k4d,467890
ZFBEL T AARERFE BE:
o NAEFHTLHATIESE, @iTICAgentRERE, FHiESESFHECSAH

HIEALTS,
o NAERAFZEISDKEALTS, FMESESDKITA,
SERIFHAFEE

iRl A ESEREEALS, FluwWebiiIsiss. 10S. Z2. BE/NMER. MIE/I\E
. $15VVER . RV AEZ LRl B LTS?E@ET%W%%B}MESDK ST BIFR
*x. REER. #IBREFREINRE, %F"H&J‘E;‘EEEEDEJ@EK Bafim HEEILTS,

REHE:

o TEENi®: WLAEREFEENIRIOS SDK, Android SDKIEN .

e ARMIZE: ARMEZTILUFEANative CAXIRIE

o HRFELIZH: X86FEIZZALUASDK. ARMESTLUFEENative CRX Y FRiF

IFBEL TG ERERIRAFRAE:

o BHTEBEAMNG, BICIZAEREESEIEEATRT.
o Dockerdr= R HERILMERCCEHEANLTSIHITRE, ¥ HIESE RS IZECCE

R ETEALTS,
e C#. Python. Java. PHP. CZOJLAFERISDKEALTS, FHiESESDKELA,
KERSHBHE
RSEETESEWT: IFRFIBEXESE, ELLREEE,
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=HERS

RIESHE HEEAN

e SyslogHE
Aug 31 11:07:24 zhougi-mac WeChat[9676]: setupHotkeyListenning event NSEvent: type=KeyDown
loc=(0,703) time=115959.8 flags=0 win=0x0 winNum=7041 ctxt=0x0 chars="u" unmodchars="u"
repeat=0 keyCode=32

o [WFfERDebugHE

__FILE_ :build/release64/sls/shennong_worker/ShardDatalndexManager.cpp

_ LEVEL_ :WARNING
__LINE_ :238
_ THREAD_ :31502
offset:816103453552
saved_cursor:1469780553885742676
seek count:62900
seek data redo
log:pangu://localcluster/redo_data/41/example/2016_08_30/250_1472555483
user_cursor:1469780553885689973

[ ] TraceE:L,\
[2013-07-13 10:28:12.772518] [DEBUG] [26064] _ TRACE_ID_ :661353951201 _ item__:
[Class:Function]_end__ request_id:1734117 user_id:124 context:.....

TIFBEL T AERERSREE:

o BHTEBIAMIE, BEeIEREESZEIHEEHERF.

e DockerdF=AHIAER LUFRCCEHRALTSHITRE, MBS E=A=E5/8CCE
N EHTEALTS,

e C#. Python. Java. PHP. CZERERILAMEASDKE LTS, FMiESESDKEE

KREAEMBIFME FRIBEEIE

LTSTEZ RegioniR iA1=, & RegiontRE=FAIEALTS:

o K (FEML ) : ARegionHRSB AR, Hiiti8RET (HEERZA
®) .

o M (REML) @ ATLMEERAE, HERERRATHEHERE. ETeRE
EBINERHTTPS,

o FAM (ZBMLEVPC) : ZRegionJVPCRILZiAIE] ,
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L 3 BSERSHH

AEERS S

3.1 £ LTS MESHhEA= ELB HiE

HETR
ELBIED &SMEBRER, FAANEEHTTP(S)BiAEIEE, WURKEK. E ik PR
D\ %?L‘IQ\EBO
ELBAERIBF &I, AT E I aflEEFRNXEEEEEERE, Eidtald
BT ZMSQLE S RER DT R RITENAIIINDERFITEYE, tbFit1XARE
URIERA04HSEIREE; ST 1ERBIUV ( FPSEFRE MRS ) 3PV ( Mubaol
Eipng ) , EEELHAEFPIMNuLERERSE,

AL b8
ML FHFREEL NI ELBLA,

PR &ISRA4

LTS ELBAZE L FHN s b= R AR WET CELSRAHIE, FXisnEat=
BT/ ,
£ LTS TA SN ELB BE
S8 FELBAIE A EEE S ARSI RS2 MisaEE.

$E2 ERFERALLAEREE — , %R ‘SES5%E > ZATRS LTS .

S$|3 FTHSEERE, PEATRSMHNOTEBERE, PEE AN KA, #
NRERHE, £ “‘RinEHHET" RE, “BEERSIFIREDH BAFE,
IR SRR REVA R, AEELBRAENR, Bk “RE7 , XTRESITNE
QRS YPSE S
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https://support.huaweicloud.com/intl/zh-cn/usermanual-elb/zh-cn_topic_0150301848.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-lts/lts_05_0007.html

= HSRS
EfESLE BRSO

3-1 BcE LSRR

| smessineEsy @D AREemRsFRRETRR T EEST

BRSO EEEMEa T, BRENTREN=RERIEE

= 1 = ]
-] @

s E JSON i Nginx

x|y|z

|NGV|X |

BREH T FHIRE

DCSEE= e

£R4 &£H u,mﬁ?f%ﬁﬁ BF “BESH BT, #HITSQLERSHT, IFESHUE
NEEER, BT RERRGIUEITAEHRTEE.

. éfﬁi‘l‘ﬂEP\JE’JPV, BRSQLERS BN FAR:

select count(*) as pv

o  FITHEAMAIVY, BEARSQLERSMEDM FAR:

select count(distinct remote_port) as uv

o ZITTRPIBURLRENER2xx/3xx/4xx/5xx (REHS ) , THEISHHITER. B
FRISQLE RIS HTE AN FAR:

select host, router_request_uri as url, count(*) as pv,

sum(case when status >= 200 and status < 300 then 1 else 0 end ) as "2xx times",
sum(case when status >= 300 and status < 400 then 1 else 0 end ) as "3xx times",
sum(case when status >= 400 and status < 500 then 1 else 0 end ) as "4xx times",
sum(case when status >= 500 and status < 600 then 1 else 0 end ) as "5xx times"
group by host, router_request_uri

order by pv desc

limit 100
EMERERE. HRE. FEE. HENNTESSNS. BXEaEsS
GBI,

R

3.2 1T LTS {FRE£Z2n]8{L ELB HEDHER

SELBHSEATATRSE, SUBESQUEAEESITAS, BASTEREEN
ZMER, FREREFREFEERE, NMERGRESENSHELBETEIE.

AR

o EXKELBERE, BIFR(E, 152 )uELBiﬁ)\o
o EXHTABRTHREMNERE, BINRMEESE TSR,

PREISRF
L4 _AE/u\/)leEl_g__[ﬁUE1 00/\.43‘%0
o —MGERERZSALIESTER,
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https://support.huaweicloud.com/intl/zh-cn/usermanual-lts/lts_0821.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-lts/lts_04_0071.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-lts/lts_07_0005.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-lts/lts_0822.html
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L 3 BSERSDH

—MEEREHEZARIN0MNEERS .
PMEAKS sz@uuoo/\ﬂ&%ﬁo
—MERKSRZOTEIE 100 MUEEREER
—NMEAKSRZOEIE200MEEREHE.
—NMERK SRS BIE200 MR IERDH .

}gﬁﬂzuuﬁi
1. FETLER
2. BEFFMNENEE
3. IS
T E =

1 SQLEES S,
1. EZ=HERSBIEHE, EANSHhES, &R ‘BES1E
2. ERFEIERH, BPHEATHBRERINAY Y, EBEEREER, HEAEBTFBR
Mo

3. &F ‘BEoth” , ESQLEERMES, EXNATEFHEMASQLES, BE
‘i) HTESER.

-  ZiRENEFEERNAEEEI102/TREMAIEAES, EJL‘,LJ‘EJ‘@”J‘%{JCE@

PERTHEHESHER, RESER "B ERGH"
- IE}ESQLEi’EIIJ‘@IEIE’\JﬁﬁE, KERISRYV SR RIGIFER R EIRSER, EJUELE
L

- XTEZSQLEERIRE, BFZISQLSITEETE.
$I2 FEER.
1. B8 “WE7 , ETUKER.
FBEE ‘RE , BIRERERTENTIMER.
2. fERIZEXRNET, EERXSH
MRAE “ERNRINENGRR” &=, FEERTIUEERIIENGERES
3. SRifE, BE ‘R .

S| EEAMLEE.
gk EAER , SEUIWEE.
-

BEIRRINENRE
SEE RN SRR
BFR—:
S SERETIIEESH, kO SRmaES” .
SR 7 EIEERET, RTINS,
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https://support.huaweicloud.com/intl/zh-cn/usermanual-lts/lts_05_0005.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-lts/lts_04_0051.html

= HSRS
L 3 BSERSH

SH|3 T, B AT .
- v

SE1 BURMGRE.
1. EEMSHES, EF ERET .
2. TENERETH, EIRUERENE.

3. BE FIMGRET , EeIEMNEERE, REEXSH.
KTUERESHANRE, FSERYEREEATAINML,

SE2 BEIRFNZNLERE

1. ALIBUERERNE, BE “THAMMIER" , ENFITRCERTRE, ®ER
IR AT ICERER .

2. =pifE, 8F ‘R .

-

I e RS
RIERBRIZ SR e R R T :
B EENSHi=H, &R ERE" .
$H2 EUERETH, EBENEESH,
$IR3 BEFRFRINERERR, HEAGREFRRE.

A gk V| EHERNET, REEXSY, B BE .
KT ERSEARE, BEENRINTIERE .

$B|s PERNEME, BE ‘®ERI .

L6 WINLIRER.

TR
3.3 £ LTS WMED = WAF HE
75 Z2HhA

WAF ( WebRZFFG XIS ) BIIXTHTTP(S) iR 4N, IRBIFFFEEISQLIEN . ik
MAE . WRASEE. GS/RIBEIANERT, FIEIEKREETWAFR, WAFS
ICEWEARNAE, TSiRESHT. NREHTEEHEELAR I SEE ST

@B LTS 54 WAF Bi&
WAFEALTSS, SHABIELTSHHTWAFERS,
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https://support.huaweicloud.com/intl/zh-cn/usermanual-lts/lts_04_0056.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-lts/lts_05_0022.html#section2
https://support.huaweicloud.com/intl/zh-cn/bestpractice-waf/waf_06_0123.html

= HSRS
S 3 BSERSHH

3.4 ¥ LTS HEEORHEBRABRPEZERS

LTSS HEEOREBRAIIZFLEERZ . BiFH—SMHIAERSIAMBIEIR IR
NESSMBEREEX BHRIE, BEEFHERAEEFEEEALNETEELN=
EMNERFoERERSEREETIELISHE.,

RIFRIzSR
o ZNEFERTAFTUIERRAREERTSNINS, BRERENALTSE

HEXRBEKSED.
o BPEINERGT (BIIASNIEHSEERS ) REERATIRSHE
1. HHEEN.
o EREBRSEATHR, HESHSHRATIZES.
% LTS HEEARERABPEERS
ERBESAIAMES D AP EELESHRIBHAREE, ARBEUISHEEIR

HBRANBFEZERS
g {;E\ﬁHDomainA (ZWSHESE, BUIRKS T ) ERE—SHINERSZEH
Ho

B2 FERFAR@EEIZEIAMBRA ( BRPEZLAGroupCHfl ) HigF2BIRSHHIAgent
Operatorf iR, ZIR{NEEIRAEERITAKSH, HUENAIIRS, BIRSiRS
2. BIZBEFEFEN.

$I3 AP RECEIAMAR (FBFR&LAUserBAfl ) , FHIIAGroupCAFES, BIKTS
EEZE0: ARERFNAEF.

IStRINZIAMB P RE A I EIREH & hE = HSRSS . INFIEIAMBRIEE
B, BFEE: BRIAMABRER.

$R4 EEMNSHSIRE “&E7 , BFALH “SIEERE ©
SIS EOIEZENE, REFHSH.

1. “FHEEIR” LA “iam_for_lts” A, “FFERE” DRE ‘EBKS
‘EZIERWS” HS “DomainA” , “$FEERYIE7 K kA7, BE “T—

="
zv o

2. RE/MESCEHE, 1#%&F “LTS ReadOnlyAccess” R (iZMPRALTS=HEIRS
FRIERR, REEEIELTSIRSZAVEURE, FREXILTSIRSMIREEXK ) , BF “T

T
zv o

3-2 IR

Qe

3. AERIEICEELR, At ‘BEXBMARER" , RIEFEAXYNRKE, £E
“E%IFE” o

$£I1¥6 {FHpostman T EFKEIX-Subject-LoginToken&#, (LA TREIEERHESE, 5LL
SCRRIREXAISEOE )
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https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_03_0001.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_03_0002.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_02_0002.html
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1. @IS ZE5RE UserBA FBIX-Subject-Token,
EOZEA: POST
##ZOurl: https://Endpoint/v3/auth/tokens, SEIERETENREI,, FHiGAWNT

%iﬁg, Hehname \ LM FRX AP ZFR. APZFR. HPRTR, passwordfg
BRPZRE,

ZinT = (Endpoint ) BIFFAPIRYERMENE, FERSBERBXIFAILIRT =R
8, ESRILNMRFNZE T R ERIAMRS LR TR,

{
"auth" : {
"identity" : {
"methods" : [
"password"
1,
"password" : {
"user" : {
"domain" : {
"name" : "XXXxxxx"
L
"name" : "Xxxxxx",
"password" : "Xxxxxx"
}
}
h
"scope" : {
"domain" : {
"name" : "Xxxxxx"
}
}
}
}

IR B4 RHPIRENNE M L X-Subject-Token=FEg

3-3 iR[E4FER

General
Request URL: hitps:/iam.myhuaweicloud.com/v3/auth/tokens
Request Method: POST
Status Code: 201

Response Headers:
cache-control: no-cache, no-store, must-revalidate
connection: keep-alive
content-length: 5482
content-type: application/json; charset=UTF-8
date: Tue, 26 Sep 2023 07:29:37 GMT
expires: Thu, 01 Jan 1970 00:00:00 GMT
pragma: no-cache
server: CloudWAF
strict-transport-security: max-age=31536000; includeSubdomains,
x-content-type-options: nosnift
x-download-options: noopen
x-frame-options: SAMEORIGIN
x-iam-trace-id: token_cn-north-4_null_f85307d2e48e21cc953d48968682190b639
x-request-id: 18530fd2e48e21cc953d48986219b639
x-subject-token
MIIRSQYJKoZIhveNAQCCollROJCCETYCAQEXDTAL BglghkgBZQMEAgEwgg9bBgkghkiGow0BBwGgggSMBIIPSHsidGar
a3jvRMc3TudvocOQBg+4-QlhbppckgY 1M3LS7pFvOvW2rGJEPAYTKSY+tb5zBaHSRWE 1MI99PXmsGSFhLhSEUHEWMrS:
+Zk1Y26HpaQqrrTkKOG9+PYPRwOZktSvgPaDjoeWIMiyF-5TONg3BT 3srVANZb3uPWjhMOLs2réw==
¥-xss-protection: 1; mede=block;

2. IR¥E1ZREXAIFEFX-Subject-TokenZkEXIGRAS 51D A -
Fi5KkheaderiiiX-Auth-Token=E&, value 3 1H3KENZIAIX-Subject-Token,

3-4 FRENIGRS R A

JEOEY: POST
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https://developer.huaweicloud.com/intl/zh-cn/endpoint?IAM

= HSRS
L 3 BRSSO

#Ourl: https://Endpoint/v3.0/OS-CREDENTIAL/securitytokens, S#UEEETE
Mi&=, FHMANTSE, HEPERSHEN D B8 agency_name AEIER
FR. domain_nameFAFZFR. duration_secondsJytokenidHARE] ( Ba{s;

) . nameIARPE.

{
"auth" : {
"identity" : {
"methods" : [
"assume_role"
1,
"assume_role" : {
"agency_name" : "iam_for_lts",
"domain_name" : "Xxxxxx",
"duration_seconds" : 86400,
"session_user" : {
"name" : "Xxxxxx"
}
}
}
}
}

FIREIERPIREN MR PIRENGET AR Z A o

3-5 FRENImE IR E A
!

- credential {
access: "ZMC5FPD5C5IESV10X4JCE",
expires_at: "2023-09-27T07:33:18.912000Z",
secret: "IOAShKWDuxLYN3uJLUOGqB9g2RDvOFdkRty32h7X",
securitytoken: "gQpjbi1ub3J0aC00iZMdAa3kx8G0OIg0zT TobbSwvpFPee-hVQjagvQfE_E
XhCXSmJw79obJuQVHeLAOSGIFTey_40BI-50mBwDuYXgLixMcTIS4XoXBAxgo4hYR
QGvI4heEj3X834BIpfOApOBLA1433er9ViO6Gz_qio48jXSSyPBQ2i993320D 3IBWUAON
XEMtk5OpIOYWWUSEDmMPHNDvaX 1AwxwTzsXGg29dLW27L-RVVpEBWNIWGvbgWKJ
IQkAJAMNx6_ajfmceptquc7ibB1JsoF8vB5baQ8eOKpsSypCqLiSY7vhWgicykmmKUcW Y
uNgz24lLzPaxalJZEv9sMeJKOMIg7dfccachmDwbwXGGwQQzIV8bT2GZr15xd0qipVbM
RdefvTQWYon1Qzc3pL5pkw7 Qn491FNOrJgpGBIkXiSJihyMYBsmZEmBVpRQd75CHUI
1E6YRCVEKQxtCtmqolLuRDzd6-1pEJEKEUtLR_fHLPGeOvCmkAklytgkCag-_zFneRIvhf
U19ttPcyVRxsbppknFbox2)VGWyrlHI4GwiEfZbOYAQO|IPgGCtixwGaUm8sIQCyyBPjP:
XK8UDV8uioCvEQNMIGXLCXiAaW7bshSITgn66b9LCOp36g_CvgfCn2XgWmMzHP2vl

H

3. RIE2IRENAYIGAT 5 2 HIRENE RX-Subject-LoginToken ,
OB POST
#Ourl: https://Endpoint/v3.0/0S-AUTH/securitytoken/logintokens, S#%E#F

BENMIER, HEMAITS%, Hibaccess. secret. idXRAYESD BIH2IRERY
access. secret. securitytoken, duration_seconds/gtokeniIHBRTE, FP{IS

o
{
"auth" : {
"securitytoken" : {
"access" : "XXxxxx",
"secret" : "Xxxxxx",
"id" s xxxxxx”,
"duration_seconds" : 43200
}
}
}

IR B4 RAIREI R SLAIX-Subject-LoginToken=FEg
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=HERS
L

BRSO

3-6 XBY X-Subject-LoginToken

General

Request URL: hitps:/iam.myhuaweicloud.com/v3.0/OS-AUTH/securitytoken/logintokens

Reguest Method: POST
Status Code: 201

Response Headers:

cache-control: no-cache, no-store, must-revalidate

connection: keep-alive
content-length: 529

content-type: application/json; charset=UTF-8

date: Tue, 26 Sep 2023 07:34:5
expires: Thu, 01 Jan 1970 00:00:
pragma: no-cache

server: CloudWAF

strict-transport-security: max-age=31536000; includeSubdomains

X-conteni-type-options: nosniff
X-download-options: noopen
X-frame-options: SAMEORIGIN

X-iam-trace-id: token_cn-north-4_null_dfa3dfide609d11e6i95d2bdc6697e

X-request-id: dfa3dfide609d11e6f9fod2bdc669f7e

ey MIEEgY JKoZINVCNAQCCOIIEAZCCA-
8CAQEXDTALBgIghkgBZQMEAGEWaQIkBgkgnkiGIW0BBWGagglVBIICEXSIbGINaW50b2tibil6ey kb2 1haws
mDmgm7xaRF7MPveGMBMjsworNmn8r+NCKIKGY UpxgHbCFldnaFbl9Y GZWCBbNyulzTedIXjK-YZrB5iL st
WcdOcOAQWERVTjuSiGNCneve3ESULDS+61FQGHkoQ7dxITjobYLmLSrnmHSsnKmvbliSeJpsFGddVInTFCG
WDQsZzMipZReEBSNTVOWXVCYSKBBeup+ebEXGZ2S6uUTT THUXYFRUQBIQCJLRSHSC40viws4yAKNOZVTT

X-xss-protection: 1. mode=block;

ST RIE3IRENAIX-Subject-LoginTokent@iZ L IEURL, EREEER .

RIEE R AITEIN 9 :

https://auth.huaweicloud.com/authui/federation/login?
service={target_console_url}&logintoken={logintoken}&idp_login_url={enterprise_s

ystem_loginURL}

7= 3-1 URL 2%0REA

SHEWR

ol

{target_console_url}

= BERS AR urlencodefRIBLER . FMHiES
ErBHEIRSHBULREA

{logintoken}

J935KEVHIX-Subject-LoginTokenfJurlencodefRigss
S

{enterprise_system_login
URL}

EIESH, AEFPITTEbAJurlencode/RIBLEER ,
loginTokenIGF AT S B AEEZ T E o

o LIE=MESHEFEEH Turlencodefmil, BN JRESHBEERELY

FIFRS SR F1 2 NFF A EIRTC, EiFconsole (3!
&), B “encodeURIComponent("")” , *NEBMHIBANSE, BE
“Enter” ,&&IREIAJurlencodefmiB(E.

{target console_url}E9EHLTSEIE IRSZURLIBLEFAurlencoded®hs, JmAZEIURLAN

o urlencodeéﬁﬁ%} MERT:

T, BlxsER3-2,

https://console-intl.huaweicloud.com/lts/?
region={regionld}&cfModuleHide=header_sidebar_floatlayer#/lts/

logEventsLeftMenu/events?

groupld={groupld}&topicld={topicld}&epsld={epsld}&condition={condition}
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=HTIRS

RIELEE HEERSS
* 3-2 S¥UHA
SHEWR 5488
{regionid} XIHID, EFconsolelRAESS, 7ENEIEHEIM=FIKEL,
{groupld} HEHID,
{topicld} HERID,
{epsld} HERFAENEWIRBID, HXeWIRE, EH0,
{condition} HEEESRM, finame:a and age:12 and addr:xx.
o JEME
o EBANHRER R Hkey:value
o Z/NXHEEM and fRFF
o XHHAPABEEEEXSS () . BXYES (1)
o XHHAMESBEEMITHENSW (+. =, 2 « #. %. &) Fiti
At7NE, BN%IN=fFA9ASCIES ( %2B. %3D. %3F.
%23, %25. %26 )
FT]8 T ELE, BIAINERRERRAREERAATIRSLS,
(FERMWI RiframeikE, HesrcHYER7HIFEHIIEURL,
iframe P ERINBEAR RN E 2R Se1F 58 =5 Cookie, BERNIRE R EZBLALIRMERRINILIES
N, BlilchromeBEESEUT ik RE->IEFAFIZE->5 =7 Cookie->FiFH
=75 Cookie,
<body>
<iframe src="target url' width="100%" height="96%" id="ltslIframePage"></iframe>
</body>
-
uﬂﬁ%ﬂi’,ﬂbﬁﬁﬂ
1. HERSER, EMURLYY:

https //console-intl.huaweicloud.com/lts/?
region={regionld}&cfModuleHide=header_sidebar_floatlayer_rightsidebar#/cts/manager/groups

% 3-3 SHRAER
SHER | E | XE |k

regionld | 2 String | XigID, EFconsoleTNES1EN AP HEF=
FREREN o

2. HETHEERFME, EAURLS:
https://console-intl.huaweicloud.com/lts/?
region={regionld}&cfModuleHide=header_sidebar_floatlayer_rightsidebar#/cts/logEventsLeftMenu/
events?
groupld={groupld}&topicld={topicld}&epsld={epsld}&hideHeader={hideHeader}&fastAnalysisCollapsed
={fastAnalysisCollapsed}&hideDashboard={hideDashboard}&hideFeedback={hideFeedback}&isFoldLabe
|={isFoldLabel}&hideStreamName={hideStreamName}&showK8sFilter={showK8sFilter}&clusterld={clus
terld}&hideBarChart={hideBarChart}&hideTabs={hideTabs}&condition={condition}
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= HSRS
S

SERS DT

%= 3-4 SHURIAE

SR | WEH | =B |k
A
8

regionld |2 String | & | XigID, EFconsoleIREIGTENSZEAIME
= h3REN,

groupld |2 String | & | HEAID,

topicld = String | & | BE&RID,

epsld ) String | & BHERFIENEIWIREID, &XEIR
B, &0,

hideHead | & Boolea | fals | EAREANSIERINEMEDHERS

er n e =, WNFBRE, Z2HEAtrue,
{ERiIframeNERIASEASER, ~MEH
iframeERIA=NAEL -

fastAnaly | & Boolea | fals | RBYHEEHRIES T, WNFIIABGE, 125

sisCollaps n e | H{Etrue,

ed

hideDash | & Boolea | fals | EAREICIRNEREE R, NFRE, %

board n e SEUEPtrue,

hideFeed | & Boolea | fals | 2&EEIFNIRH, WHFEE, 1Z28E

back n e Btrue,

isFoldLab | & Boolea | tru | I=HIHEEREPWabelZBREERIT, W

el n e FRITER, 1ZBEEtrue,

hideStrea | & Boolea | fals | EEMREETIREIR, WNERE, Z5#

mName n e {E A true,

showK8s | & Boolea | fals | ERER~AREHEIE, NEATEERS

Filter n e =T, _Jﬁ}q: S#Mtrue, }I%U%E
7.|_7§ Elu\')l_ﬁ /‘Rﬁ:o

clusterld | & String | & | £58%ID, showK8sFilter&#gtrueld, %
SEWIE,

hideBarC | & Boolea | fals BEHNKGEAEEHSITE, tNEEHA

hart n e Hﬂlﬁ_, ZE2HE Atrue,

hideTabs | & Boolea | fals | @&kE “HEEER. HESH. HYH

n e £ tr&tabs, BOARISHE . INFEFS5ET,

Z2E{EAtrue,

hideShar | & Boolea | fals E”‘_Iﬁ%ﬁ “OF7 17, BAREE. W

e n e FhaE, 1 éﬂl{Ejﬂtrueo EEnesld
jt?ﬁ@%,ﬁiiﬁ%ﬁ%ﬁ )

keepOnli | & Boolea | fals | ERRIFEFIRNE . IF—BEFRIFERIK

ne n e &, FREESR, Zz2EENtrue,
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=HERS

E{ESLEE HEERSH
BYEWR | wE | KB | XK |k
A
=
condition | & String | & | BE&EESME, fname:a and age:12 and
addrixx,
o JFME

o EANXEEF R Hkey:value
o ZANXKEIFMA and [RFF
o %ﬁii?ﬂl;*ﬁ‘é@é‘ﬁflﬁ% (;)  &mX
o %%Eﬂﬂlﬂ SEEMIFHRER (+.
= . %, &) Fﬁiﬁﬁjﬁﬂ'/\

3. AMMCHTHERA@, EURLA:

https://console-intl.huaweicloud.com/Its/?
region={regionld}&cfModuleHide=header_sidebar_floatlayer_rightsidebar#/cts/logEventsLeftMenu/
events?visualization=true&groupld={groupld}&topicld={topicld}&epsld={epsld}&sql={sql}

= 3-5 SEIKRE

BHEBWR (& [ (K |ER
" (B A
=]
regionld |2 |Str | & | XigID, EFconsoleMAEAGTENHE2AIHBIIF=r
ing FREN o
groupld |2 |Str | & | HEAID,
ing
topicld = |Str | X | BERID,
ing
epsld & |Str | & | BERFIENEWIREID, &XEWIRE, B
ing 0,
hideHead | & | Bo | fals | @&REAMZIRR N @R HERIIR, 0%
er ole | e B,%'ﬁ, ZE¥(Etrue,
an
sql B/ | Str | X | SQLEENEA), JASELECT count (*),
ing

4. {EFEEFRmE, EMURLA:
https://console-intl.huaweicloud.com/lts/?
region={regionld}&cfModuleHide=header_sidebar_floatlayer_rightsidebar#/cts/manager/dashboard?
dashboardld={dashboardld}&hideDashboardList={hideDashboardList}&showCurrentdashboardGroup={
showCurrentdashboardGroup}&streamld={streamld}&streamDisabled={streamDisabled}&readonly={re
adonly}&filter=key1:value1,value2;key2:value3,value4&autoFresh={autoFresh}
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= 3-6 SHEUKIAE

SHEMR

~
4
"

i

N
&

%

Nl

regionld

fali

XigID, EFconsoled
HETEX S =r
FREN

region=xx-xx-Xxx

dashboa
rdld

iy

FERTEWUEEID, E
IMEA",
FRpS: HYAPEEHR
INBTREGERER, TRk
INtEEE.

dashboardld=xxxxx
XXX

hideDas
hboardLi
st

1y

Boole | fals
an e

AR R EIEFE T
IR BRAARBIRE, true
E N =L

FERFS: HAPFEER
EUNEREZ THISIZERT, 7
BRIz BER
truesLIl .
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4.1 HEE2Z LTS EI,L,\SZ1¢¢§11%ED‘IZ

BETSEERSPUTHEEAN . BESE ., BEESEERE. FLEER
SZREE, {E'EHULTSL_IZE&E@H SHI B ERIEINRE, XEHERILAE U“Pythonﬁr'illzlS
LEBLTS APIFEOSCIEE XA ERIF

(ERIZ=R

SRFEZE T 10005 BEHAERIOBSHIN , (BAEAERI ST X £ &R (UTC) tEH
FAFE], IM" m%*ETE*BTI 1E29(UTC+08:00) JbR . BHRILTSIZHIGIRBRAHE
S1229I08E, ﬂﬂiiiﬂﬂé‘ﬂﬁlﬁm%hﬁ%}uu , SEHMAIHENIEER.

HURSR

. Linux&ZtH9EN -
2. EHEAPIEEONY,

Bl B A EAPERERE PR B RIS RIS .
BT S B S AEAPIS AR ESS L ERIRT X282 .

3. TEAPI ExplorerdiiAPITHEE, APl Exploreri2tAPHEERFAIEIXEE .
4. Z%EAPI Explorer;=fl{tis, EFEH EZ%EPython SDK,

PythonAYSDKKEiEa itk LA Kz SDK{EFIAR

pip install huaweicloudsdklts

API ExplorefgfitPythonig FAAPIRYRENLHS, LATFRAUNMSE:
# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdklts.v2.region.lts_region import LtsRegion

from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdklts.v2 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has
great security risks. It is recommended that the AK and SK be stored in ciphertext in
configuration files or environment variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the
local environment

[* INEERRakFlskiEARTREI BB PR B A MR IEER B R AR E X, ENERENHRENREE
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https://pypi.org/project/huaweicloudsdklts/
https://github.com/huaweicloud/huaweicloud-sdk-python-v3/blob/master/README_CN.md

= HSRS
L 4 Bi5EEAE

RENFY, (ERNES, BiRTs;

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = LtsClient.new_builder() \
.with_credentials(credentials) \
.with_region(LtsRegion.value_of("xx")) \
.build()

try:
request = ListTransfersRequest()
response = client.list_transfers(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

=& LTS BESH LT X
1 KIS, FISLIMESRAIREE,
o  YMIFKELAIQIZEHAK/SK
o FREMIRBID ( project id ) , FMEEBIESEAPIEIL,

4-1 ¥KBY Project_ID

RMFIE

o FSEMXINAKIHFT =FKERegion&iam_Endpoint,

% 4-1 Endpoint &

i =2 FR Xig Bigp= Ve Sid]
( Endpoint)

TK-28 ap-southeast-2 | lts.ap- HTTPS
southeast-2.myh
uaweicloud.com

TP -F#r A0k ap-southeast-3 ts.ap- HTTPS
southeast-3.myh
uaweicloud.com

HE-&E ap-southeast-1 | lts.ap- HTTPS
southeast-1.myh
uaweicloud.com

o FRENAYXFOAYXID,
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https://support.huaweicloud.com/intl/zh-cn/iam_faq/iam_01_0618.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ca/ca_01_0002.html
https://developer.huaweicloud.com/intl/zh-cn/endpoint?LTS
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EfESLE

4 BTN
& 4-2 ERARKE
X AYXID
UTC-12:00 Etc/GMT+12
UTC-11:00 Etc/GMT+11
UTC-10:00 Pacific/Honolulu
UTC-09:00 America/Anchorage
UTC-08:00 America/Santa_lsabel
UTC-07:00 America/Chihuahua
UTC-06:00 America/Chicago
UTC-05:00 America/New_York
UTC-04:00 America/Santiago
UTC-03:00 America/Sao_Paulo
UTC-02:00 Etc/GMT+2
UTC-01:00 Atlantic/Azoresjavik
UTC+00:00 Europe/London
UTC+01:00 Europe/Parist
UTC+02:00 Europe/Istanbul
UTC+03:00 Europe/Minsk
UTC+04:00 Europe/Moscow
UTC+05:00 Asia/Tashkent
UTC+06:00 Asia/Almaty
UTC+07:00 Asia/Bangkok
UTC+08:00 Asia/Shanghai
UTC+09:00 Asia/Tokyo
UTC+10:00 Asia/Yakutsk
UTC+11:00 Asia/Vladivostok
UTC+12:00 Pacific/Fiji
UTC+13:00 Pacific/Apia

$£R2 FEH BT T SAR R 2L Ehuaweicloudsdkcoreflhuaweicloudsdkltsfl o

pip list | grep huaweicloudsdk

o WMREZRE, HITERSIR[EIhuaweicloudsdkiEBXREE . MREERE, NEAE

EEHHIRE .
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4 Bi5EENE

o ERTERAETN LBHITI MRERITRE:

pip install huaweicloudsdkcore huaweicloudsdklts

L3 EEH AT “vi lts_python.py” #riZlts_python.py3Z 4, IEaN FIBEHIZZSUY

., AT EEcLOBSEEE N HRTX o

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials

from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdklts.v2 import *

from huaweicloudsdklts.v2.region.lts_region import LtsRegion

[* INIEEFRRYakFlskiERABEIA I P e Z A AR B R AN R 2 Xe, BN EREXHHENETEPE T,
(ERIRE, BREE;

n n

if _name__ =="_main_":
AK = "your ak"
SK = "your sk"

PROJECT_ID = "your project id"
REGION = "your region"
IAM_ENDPOINT = "iam_endpoint"

OBS_TIME_ZONE = "the time_zone you want to change"
OBS_TIME_ZONE_ID = "time_zone_id"

credentials = BasicCredentials(AK, SK, PROJECT_ID).with_iam_endpoint(IAM_ENDPOINT)

client = LtsClient.new_builder() \
.with_credentials(credentials) \
.with_region(LtsRegion.value_of (REGION)) \
.build()

# 1.get obs transfer task
try:
request = ListTransfersRequest()
request.log_transfer_type = "OBS"
response = client.list_transfers(request)
obs_transfer_num = len(response.log_transfers)
task_list = response.log_transfers
print("#### get {} obs transfer task ####".format(obs_transfer_num))
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

# 2.set obs transfer task obs_time_zone to UTC+08:00
CNT =1
while len(task_list):
transfer_task = task_list.pop()
print("There are still {} progress: \n".format(len(task_list)), transfer_task)
try:
if transfer_task.log_transfer_info.log_transfer_detail.obs_time_zone == OBS_TIME_ZONE:
CNT +=1
continue
request = UpdateTransferRequest()
transfer_task.log_transfer_info.log_transfer_detail.obs_time_zone = OBS_TIME_ZONE
transfer_task.log_transfer_info.log_transfer_detail.obs_time_zone_id = OBS_TIME_ZONE_ID
request.body = UpdateTransferRequestBody(
log_transfer_info=transfer_task.log_transfer_info,
log_transfer_id=transfer_task.log_transfer_id
)
response = client.update_transfer(request)
CNT +=1
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)
task_list.append(transfer_task)
except exceptions.ServerResponseException as e:

M HERAS 01 (2025-02-17) WA © EARTERABIRAE 48



=HTIRS
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RIEHE
print({
"target": transfer_task.log_streams,
"reason": e
b

task_list.append(transfer_task)

$RA EEN ERITPythonfll R, HEEIENOBSEEMESHATX

nohup python lts_python.py > lts_python.log &

$B5 BENTAEHAPYthon IAIZITRIN, SMHRXEEK,

tail -f lts_python.log
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https://console-intl.huaweicloud.com/ticket/?agencyId=505d209973384327bc9c5026ac46148e&region=af-south-1&locale=zh-cn#/ticketindex/createIndex
https://www.huaweicloud.com/intl/zh-cn/pricing/index.html#/lts
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