IR

= (42
Ex{ESCHE

XHERRAS 1.0
A%HHA 2022-08-30

NN

» )

pIa

V.

HUAWEI

HERRHERRERAE



WRIRERE © EARITTEEREGIRAR 2024, RE—INF.

IEZARRBBEFY, OB ARSEERD . SRAEATIIRSTER, HASLUEH IR E
&

FItmAE R

QD B _
noawe A E B E AR R ENFAREBIEATNEIR.
AR EINE MR ERireG MR, HSBEINFEARE.

EIETR . RS SN S EH T SR AERATRI A FMSRINR, A THAN SIS
$7G. RSWEEIAAEENBIRERFRET A . RESASELRE, LARHERAGRATNAY
B R T R e R A0 BRI

AT mhRAAREMERR, FERETSAERHITEN .. RIERBNUE, NEXEAERES, AX
HPRPTEMRE . EEMEN AR HIBREERAYER

SRR 1.0 WA © EARUTERABIRAE
(2022-08-30)



3= hz)\
RIESHK BX

T B ettt ste e sse e e s e sese s sebe e sesbe e se b e s e s e b e s R e b e R e s e b e R e R e b e R e R e b e R e seraenerseraenaraan 1

2 IBTRIE N et e s bR R bbb bbb bbb Rt e 6
2.1 FEERFER MQTT AT EEERRT .oooooeeeeeeeeeeeee e sssessseesssssssssessssssssssesssssssssssssesssssssssssssssssesssssssssesssssssssssesesees 6

2 TZEBREIUBRBIIITEIZEN ..ottt e e st st saeeseaeseseeesessaesesssesseasesses 23
2.3 EL T NB-IOT 2N BRI AR B ER R AT ..o sssss s sssss s sssss s ssss s ssssss s sssmss s sssssseees 31
2.4 BT NB-10T ZNBETRATETERMFRL ..ot es s et s st ss s e se s sassase s sasses s sasseas 46
2.5 1L NB I B B B IR THTEE G oo sssssssss e sess s ssssssss s ssssssnsss 62
2.6 BTSRRI FESEILZHMMAZEEIEN oo ssesessses s sssssssssssssesssessssssss e ssssssmssssssssssssssssnns 86
2.7 EHTF MQTTAX AT X500 TETTEEN oo sessassessesssssssssssssssssssssssssssssesssssssssssssssssssssssssssssssssssmsssssesssses 89
2.8 EF BearPi-HM_Nano FF&RFD OpenHarmony3.0 XH122 IOTDA ...t ssssnens 108
2.9 ETF Jmeter TEHHIT MQTT HEBETUITE ..ottt eeseeesesesesese s esese s se s sesesssessseesesesasesesesasesaseranenen 116
B AGFEEEIR. ..ot ses st R R R e R R R R bR bbb senee 122
3.1 B R B F T T B TEIRIE oo esssss s sssss s 122
3.2 (FEABETEN Topic BIRZEMIZINE....oooovvvooeceeeeeereeesessssssssseseeseessssssssssssssssssssssssssssses s sssssssss s sssssssssssssssssesssssssssssssse 125
3.3 MQTT WMYGEEE OTA BEUETHR ..oovoooeeeeeeeeeeeeeeeeeeeee s sssessssss s ssssssssssssssssss s s sssssessssssssssssssssssn 129
B A BTBETEN, TOPIC IERS L Zn oo ssssss s ssss s ss s 140
G B BEE AT et ste s s e bt e s b e b b s bbb e b e b e R e b et e R e b e b e R e be s b eReabesrenans 151
4.1 FEFTEIRHEIEZE DMS Kafka FRIESTER ..o ssessesessssssssssssssssssssesssssss s sssssssssssssssssssssssssssesssnnes 151
D A TRIET v veeveererrcreereseresse st ss st se bbb bR bbb R bR bbb bR b bR s bes 154
5.1 R R R B MR T AT DI AN vvvveee oo eeess s sesss s sssss s sssss s 154
5 R I I AT B T I T I IR AR oo evvvveeeeee v essssssee s ssssss s ssss s ssss s 160
B3 R R I e B B T T BT BR oo eeeessss s sssssssss e sess s ssssesmns e sesesssnnns 163

4 I R RS B T ZAEIBE . vvveoooeeeeeeeeeeeeeeee e eesess e ssssss s sssss s ssssss s ssssss s sssss s ssssss s sssnsssessssnes 169
SASRRA 1.0 RS © EARITERABIRAE i

(2022-08-30)



IREEAN
L 1 Hid

Bz

DEERAZIIER M ER THIZANAR, BMBIFERE, MEnEmRMa? B
WSiIHER LB FEREIM? BERARIFES? £k, BURESE, RIHEFE
SRl SSiRiE Rk, EYRBEEHSSIHE, BEWSHRRIIRENFEERENT

e, wess,
IESTAI—EREEAT

FSEENT: BISEBERFABEIBANYEMES, WIERITIRTE, SHIETHAX (£
TNBREARIEERLT ) .

ZH R FERMARNRIRETLABI LWM2MIMY SN FESHITRE, RAMELL
B FEEIT IR EMANER, RILIRIREN T ARG

BoFIRE: FrmiER | REERDIEGE. iTEx . BELIR. 9Tk,
BIESLESE: ETFNB-IoT/EERAAEEIRIT,

SASRRAS 1.0 WA © EARUERABIRAE
(2022-08-30)



IREEAN

ERfESE
1 SRS 3'*ﬁ§ﬁﬂ 6%fﬁgﬁ I FEETEs
2 HEEREE | 4 MEETRE o FFHSHT
MEREEE | TR ==
sET LE=EE|  seeTmmmI
& [~ ¥ (—iEs)
=R E—EEERI <
ZEEN: EXNEFESIRBINE, FAITBHMAILSEIEEIRSIIFNMESNES
= o
ZineEEmANEIRF LUBEMQTTIMY SYIEAMESHITRZE, BFRELATERE
HEFmEEFREEN Topic, BIIMNAMEOSEHE S IR EIRE AN, BigE L
RIS ER R A EEHMEATIRSS, MuBAMAREREEE.
BIDRES: P miEsl HE LR, BETA. MQTTHMY. Bt AIN., BEN
Topic,
RIELHkEE: FHEENX TopicEEEATHE
MRS 1.0 IR © ATITERAEIRAT

(2022-08-30)




IREEAN
EfESLE 1 MR

KW (pN3EAPP)
10, HRHES

HiE

' : wingh DIEEESY 1. HETE
1, plEMEES |3 EMmEzieg ﬁj%ﬁﬁlﬁﬁ& HETE

2, BEMtopic 5. FFiEDI5/0BS
jiichi]

DIS/OBS

7. RN
BEE

6. EEiEH 12, HET#E
(MATT) (MATT)

7. ITEEET %
Tepic (MOTT)

8., MXHEL®
(MOTT)

h 4

wEM (MX) loT SDK

RSP EaexREESIE NN

p=EN BRNRAIESIKEEIN, BiXETEEERIEEFITHF, 22
BXAIER o

ZIp=EREARIRIRE A LIEBIMQT TN SYIEAMFE 511732 H, RF LR
Hl GBI B ME O SR EEEMN, EirE LiIkRNEME &, BISYIEMNFES
M5 |1 EHETRA S FREGEMIEEIRE

BORRR: FmiEs B LR, Ss9 TR MQTTIMNY. IREEXEIHIN .
RELHRSE: ESKEISBIEERS.

SRR 1.0 AR © LARMERABIRAR 3
(2022-08-30)



IREEAN
L 1 HEid

R (BEzH5)

1 EImES 3 HHESENEE 4. 8EEE
&rm HHEERRE ALY

2. L& miER
HERREEETEN

SIESHAEEE
HE (TEE)

R ES

HRRAERTE

pREN: BYEREHRS, MEFERE, HMULIFRSERNARE, &2
i LG, BalREARERT.

Zin =T EmARIRNBNEES SR LIEB LIRS FREFRS, RS LEEN
17, EHaBdREFRERNE, FRE LR CIRNBEEALERRE, SBHTF
EEMHENRIES, BEEENI.

ORI P mitEs RIENEYT. RET . BIELR. BIHEX.
RELKSE: MBRECFEMETSEEE.

SRR 1.0 AR © LARMERABIRAR 4
(2022-08-30)



IREIEN

Ex{E3LH

R M (B iz Z=5T)
*
1| MREESE | UIMEESEE | 10 LESERE |
=g = EiEE |
|
2 HEESRER | ABRSEETmE I
(4RREFDIE) EE :
|
|
|
: *
. | 7. FHEENEE | 8. HESMEER

= [
6B | =l | =B |
| | |
| | |
| | |
| | |
| | |
| | |
I ¥ I
REM ()
MAHERRAS 1.0 IR © LATITERAGIRAT

(2022-08-30)



IREEAN
fESLE

5°3:5: TN

2.1 FELFFA MQTT MBS ES E08%T

7=
ARXLA “BEBERRKT” AR, BdgRIELSEERESANESE, HRRERIESEE
IREGEZY BN ST FARFIGRSEIEENETRE . BULUEEMQTT.XTHE
MQTT_Simulatorffng ZiEisE, EEFERMQTT.X T E#HITENL,
B8 BITIRE FIR—RYHERE (luminance ) SBE; SISmiiss T XIS
> (switch) , EIREUEAIMEINHISONIE .
BUIRSRG
o EFMEANTZERKS. KIMA BRI EMRmTHKEM.
o Eiﬁiﬁﬁ'ﬁ%)\ﬁﬁ%o FAFBUGEEEEANRS, B2 “MZAMER” EH@ix
HE?D o
W5tz
EFMQTITAEFEEINEERIEFEAMQTIT.MMENISETH, HTHIELIR. S TAS
A SSHIREE .
TE1 RIE~Tm. SIE—MQTTHMYAY =GR
T2 HAEFMER, BIEENTRER, EYBMESEE—FISTIRE, 2iF EREE
BE. FABIIFHXKRESHS.
I3 FEINEE. SEH— T MQTTHNYENES, ARIGEIE FIRWSS .
R4 EEER, FRAMQTT.EEEMEAMFES LIRS .
$IEB5 KR HB. FAMQTT.XEYEEMNES HEEUE.
TR6 TR, EEBEFETADS, EEEFHIRE.
----£5R
XALRRZAS 1.0 IR © EATIHERARERAT 6

(2022-08-30)


https://reg.huaweicloud.com/registerui/intl/register.html#/register
https://www.huaweicloud.com/intl/zh-cn/product/iotda.html

IREEAN
L 2 IREEN

BIE™~m
SB BREWEHE, SREMSHE =R, PEREEMN SR .

2-1 -t m

BEIEA 8 emna ©#n | Bwmmm | Davss

BRI SRR

£ CIBR—MMNEEELAMQTTIMNY . 1I8FEKEIStreetlamphlfF=m, SERNHETES
2HlE, BE ‘BT .

2-2 B m-MQTT

Bl

FrESEE=E () ~
IESEFEE=E, S risEaE

FRER

MR ':E:' MQTT R
* HiEER, (@ JSON v

EESRE o=} BENER

pa=poiil

SHEE E5IProductiD | BiEEE

0128

.

SRR 1.0 AR © LARMERABIRAR 7
(2022-08-30)


https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home

IREEAN

RRESRR 2 iBEEN
Ay Tl i
ST REFILOFR, SER RN RAE.
S RS EREY TE, £F HEVER" , REFRORS.
2-3 HENEE-MQTT

EIE3 FBARSS A “BasicData” o

1. & “/FIARSS” mE, RIEREIERES “RSBIDT . RS

®”, BE EE” .

2-4 7~ NNARSS-BasicData

NNBRSS
IRS5ID BasicData
RS BasicData

RSk HRENTEIE

o s

KR RN “PRSSHE

2. ff “BasicData” [RBIIFAMKE, BE “FMERENE" , EEEXERE, B

“ men—‘ﬁ ”» R

SASRRAS 1.0 WA © EARUERABIRAE
(2022-08-30)



IREEAN
L 2 IREEN

2-5 iR -luminance
FhigREE
AR luminance

EiHEA SRR

HuERE int(E82Y) v

pEgm | mx | T5 9

& EE 0 —| 65535
H 0
==Fiyj

e A

T4 FiZERSSSEE “LightControl” o
1. 7 “BEENX’ TR “RNIRS” , RERERTNESRE, B ‘AR .
“BR33ID” : LightControl
“IRSZEEEL” ¢ BINFIIRSIDFRIF—H
- “HBRSSHART ¢ BRKTFRRIES
2. ES“ LigL\tControl” MTHEERETRT “RNeS” , BAGSER
“Switch”

SASRRAS 1.0 WA © EARUERABIRAE 9
(2022-08-30)



IREFEAN
L

2-6 FiEdar<-Switch

Lt EEEcd
* SAER Switch
TEsdy FEEASH
EHER
5
W RS2 FEELSH
EHER

[l
o

EREEER

SEIL TESNEE, SEFISEASN

SRIEEN 250

ERARNE

EEEIELRNNE, B ERERN

EaLInE o)

e

BiE

£ “imBae” N, BE “HSMASH , BEEEXERE, B “H

SRR 1.0
(2022-08-30)

WRIERE © LEARITERARERAF

10



IREEJXZ)\

E{ESLEE 2 IZFEAN
2-7 FiEapS2SE-value
X
#Hias&
ey B alue
2LEA
=i string (FREFE) v

RS

= OM.OFF

s
i

T TRBENE 'ﬂ:tJ NHE, EREMSEME 88 > rERE’ , BEEAa LA

“ ,Eﬂﬂlx% ”»

& 2-8 fTEIRE- TR S

= M . .

L || oms— I .

o
B2 RIENMIERERESSH, AEERTE ‘BT’

SHEW 15488

FreRiE=E | wiFRfIFrEFRIIEER— N REZE.

FriErFGa EEII R 5R o

IRBIRIRIG EEHOdelD, REHE—EINE, ATEENX, ARNFEMNHFA

XHhRA 1.0 WRINERE © L ARITERARBIRAE 11

(2022-08-30)




IREEEZ)\

IELEK 2 IRBEN
SHBR Lol
ea= =L BNdevice_name, AIEENX -
RERINESRR | %R ‘=887
=48 HAMIAES, YBMEASBEIER .
2-9 iR EFM-MQTT
X
BSHEITH
FESESE 3 v
FiEr=& Test_1 v
BERAE G Test_1
BED ()
BEBWR
ik
BEINEEE () X.509FH
54 &
A &
i
I3 HINEMERE, FESBmERIRSIDINZE, BEXEFREFREID (deviceld ) 0
2248 ( deviceSecret ) , BFIZEIEN,
NSk 1.0 IRIERE © LATITERAGIRAT 12

(2022-08-30)



IREEAN
L 2 IREEN

2-10 iREF-FIMKE I

33 = el
o EHETHEUTEEEER,

HFETSe, FATEETFERAATIN, MEsEE, TEd R - ESEHE

BIEHITESR,
BEID [
&= ]

® ETE, ERILAERIoT Device SDKIFIEEIEANETS
EESDKERES

R

ERMQTT.AX T EBEEYEAMNFES LIEMANIRE .

F£E1 THMQTT.fx ( WARCAMURIER S, MNBE2MIRMERSE, Pt TE
MQTT.fx ) , EMQTT.iXITH,

$¥2 HEXE, ESTHSEEEMAVNREID ( Deviceld ) ¥12%48 ( DeviceSecret ) , &A%
EE(SE (Clientld. Username. Password ) »

Huaweicloud IoTDA Mqtt Clientld Generator!

XREEHRRERARBEIMQTT Cli s, AR FARE T RES

Deviceld

5f6179df85!

DeviceSecret

12 9
Clientid 5f6179df8s - S 06
Username 5f6179df85:

Password 08799d456! 42

SCASHRAS 1.0 WG © EA=TBRABIRAR 13
(2022-08-30)


https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows-x64.exe
https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows.exe
https://iot-tool.obs-website.cn-north-4.myhuaweicloud.com/

IREEAN

IELEK 2 I8EBEN
2% Wikl | EH SR
A%k
Clientld | & | String(2 | —#Hl—=Bg&FclientldBH4ANEBHERL: REFID. 8
56) BEMIMRAZEE | FEEZEE | [Hag, BT
Xk “_ 7 9.
o B8BID: IBIRBEFEMILEMEEMAIE—R
F/iPR, BEHIRERIDIIREINodeldiE
SoRRRT “_7 HEmEk.
o HRBMIMRNER: EEEN0, TRKREID,
o FIBEF/IER: KEI1FT, HpIsIF2Mhza:
“0” £FEHMACSHA256 A IRLE AT IR o
“1” (£EHMACSHA256#5I8 382 .
o MEIE: B EEFETAIUTCEYE, B
YYYYMMDDHH, #NUTC B4/8]2018/7/24
17:56:20 MR Z&3/92018072417,
Userna | @ik String(2 | i8%ID,
me 56)
Passwo | @ik String(2 | NIZERNEEEH . PasswordBYEHER
rd 56) “HMACSHA256” EiXLARTEIELA%4E, XTsecret
HITINZERYE.
secret B EAME BT E&IR[EIRYsecret .
REIBIMQTTHMYAYconnectiBEHITEN, JWFHaiEclientldBIZNERDEEEB IR
BifHE, FEKEIconnectiBERY, SFIMMKEAISPEERMZBRES L,
FRAERR T ER%ERAclientldiE, BMAARKICHETEEL: R&EZID_0_0_AJia&k.
e XA “HMACSHA256” IKIEATEIE A ET, 4RI HEN B SFEEHTER
7"I:l:_5517 @ﬂﬁ‘ﬁ@ﬁg%ﬁﬂfﬁ%o
e HXH “HMACSHA256" ARRIGHTIEIELSUHY, ERCEB MY RHATEE,, (BR
EICRTE 2T ER, (NFIEREEE1ER.
connectiHEENELMEY, FESROEIR, FHEDEIAMQTTHREE,
FIE3 ITAMQTT.IHXRE, BHEgEER.
SRR 1.0 IRIERE © LATITERAGIRAT 14

(2022-08-30)



IREEJXZ)\

BAELHE 2 IRBEAN
- - - =
& MQTTf-17.1 . .
Extras Help
B BF°Y connec
m Subscribe  Scripts Broker Status  lLog
£]WA SETREELENSH, AREE “Apply”
B Edit Connection Profiles m] X
iot
local mosguitto Profile Name | iot
Profile Type  MQTT Broker i?-f =
Broker Address | 11 /oeeamarames
Broker Port | 1383
Client 1D 2@ eDa i ln e D el De eSS e Generate

General BUESREEGENEIEN SSL/TLS  Proxy LWT

L] Revert | cancel RESIS Apply
SHEWR il
Broker Address HENRERNRSEHSRENFEMEER, LA

HHUEAHZER . FAEBTIHZIBEARIRS, BidEond
npv’fEEF'}' 17 “ping 12" SREVIPHBLE, FRIPHELHENT
. AT PﬂﬂiJPFIEIE , IBEEEIPHIHE R AT ECEIR

Broker Port 201883,
Cliend ID wgcliendID, 1B5&&295KEL,
User Name BMgBID, 1B32E275KEL,
SCRSRRAS 1.0 RIS © EATITERARERAT 15

(2022-08-30)



https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html#section0

IREEAN

Ex{E3LH 2 IREBEN
SHZR 1588
Password INZRHNREZE, BSE245KE

H$I5 HE “Connect” , REENNING, FEMENWFEEATLUBIIRELTELIS.

2-11 1885
BEIE HETHM HEEH H 2RI HEFRIMESSEEE T HE

HiheE

i BEEH BN

.

i Lk

FEMQTT.XTEOYBENFES HIREIE. IREEEIMQITEE LIREIE, SEAS
gERItopic, EiREERItopick8=/9: $oc/devices/{device_id}/sys/properties/
report, EEFXHZ—UL—?&E%, A deviceldIEANRNFES MRS FMAINGEIREIRY
deviceld{B,

£ ESEOMNE, AkEi$oc/devices/{device_id}/sys/properties/reportafil, l: $oc/
devices/5e4e2e92ac-164aefa8fouquani/sys/properties/report,

@ MOTTH- 174

File Extras Help

‘ Disconnect
m Subscribe  Scripts  Broker Status  Log

$oc/devices/ SedeZe ottt ittt ittt et guan v w

"earure A" "Tamnaratira®

$|2 ETHEPENZEMES HIRAIEIERS, BE “Publish”

x 2-1 1RBIRSHIETIER

FRE wiisE[m] | KB SR
i
services | Wik List<ServicePr | iREEIRSZSEIEIIR ( AAFEHESETE
operty> ServicePropertyZE X3 )
SRR 1.0 WRIERE © LEARITERARERAF 16

(2022-08-30)



IREEAN
L 2 IREEN

& 2-2 ServiceProperty TEM %

FEBRE whs/a] | KB SHA
i%

service_id | Wik String REFRSZAYID,

propertie | @Ak Object REBRSHNEMLTIER, BERFREIRSEKEK

s = RIEEHEN .

eventTim | A% String IREREHMIBUTCRE (18=:

e yyyyMMddTHHmMmssZ ) , 30:
20161219T114920Z,
RE LIREIEATZS M S HIEER
B, WEWE -iRpTELAFESRE &,

BB
{

"services": [{
"service_id": "BasicData",
"properties": {
"luminance": 30
}

}
]
}

£33 JUERSFRRPERREEE M LIREE

2-12 EF LIREIE-MQTT

BEFE

Eaes TWETHE i R BREFT SRR REWR FiRE fox3 BHH

Q  sFEFEE Q

LightControl

TR

SCASHRA 1.0 RIS © AT ERABRAT 17
(2022-08-30)



IREFEAN
EfESLE 2 IREEN

mL TR
EEEEHATEARS, TREHIRE.
SE BEE RE > FIERET , HEWRIRE, BF B EAREIHETE.
$E2 BFE ‘FHTR TE, TRESHS,

2-13 5L FA-MQTT

IREEA REETE | REHE

eEEs P ey = o =i RR REHT THSERER gl FiRE R
HRHR
A

82, WEAIUBTUAERTERORSRMETEN FTESS'BHTARS, YAMATTREEIFASHOTE, NBRENZESSHOITE
REHSTR ®SFH

AR
MQTTIMMIRBXSZIFRIE AL T AR, NB-oTIRENHFFLBL T L.

£E]3 MQTTAMRIIZEHIESE “Subscribe” , A< F&Topic, IJEENATUEER TR

RS
Ap = o
@ MQTTfx- 171 - a X
s Help

B eoeicers - I oot -0

Publish mp:s Broker Status  Log
[[socraevicesrsaa =D

Soc/devices/63341 L sys/commands/# ED | Socrdeices/63: 34

uuuuuuuuuuuuu =D
s Callctor (0)
AR

o BEMQITHEMEEE TANGISSH, ST RTopiddER: $oc/devices/
{device_id}/sys/commands/#, Er{device_id}JngE;TMAINERERIdeviceldE

o FHEIRTHLSTALM, RERATANRLGSEEREMNRMNEINL, MEATESEE
BRI R.

R

{#F MQTT_Simulator #ZA
1 TEMQTT_Simulatort&HlZE ( BUARGAIRIER S ) , FHEoIEIIEE, WTE:

SCASHRA 1.0 RIS © AT ERABRAT 18
(2022-08-30)


https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3014.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3014.html
https://obs-pipeline.obs.cn-north-4.myhuaweicloud.com/sdkDeploy/simulator/MQTT_Simulator.zip

IREEAN
EfESLE

2T
certificate
en-US
zh-CN
B device_ demo_mgttnet.exe
' device_demo_mqttnet.exe.config
&2 device demo_mgqttnet.pdb
%] MQTTnet.dll
%] MQTTnet.Extensions.ManagedClient.dll
B2 RERET
85! MQTT Device Access Simulator — (m] X
[7) SSL Connection () Ensble Backoff Reconnect QoS 0 Connect
Server Address iot-mqtts. enmorth—4 myhuaweicl Device ID Device Secret
Topic to Subscribe Hoc/derices//sys/conmands/#
Loz Clear Log

Topic to Publish $oc/devices//sys/properties/report

{"serviges”; [{"properties” . . . . . . .. .
arm”:1, “temperature”:92. 670784, "humidity”: 78. 37673, “smokeConcentration”:19. 97906}, "service_id": “smokeDetector”, "event_time” :nmll}]}

1. EESRMTRESESR, BEServerithllt 1RFID. IKEEA . BIRIELIROIE
HIREERIES.

- Serverittilt: BENiEE, SEFENHESEIREL
- IRBIDINREZEH: ®XBIKE,

2. AEMServertit SSLINEIE R E SR ANER A ILEER, IEPREESE
RAVRR, EESicertificate 4R FHOIER, WITE:

SCASHRA 1.0 RIS © AT ERABRAT 19
(2022-08-30)


https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html#section0
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html#section3
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html

3= ﬁz)\
RIESXHK 2 IREEAN

en-US
zh-CN

8 device_demo_mgqttnet.exe

¢ device de mo_mgqttnet.exe.config

&2 device demo_mgttnet.pdb

%] MQTTnet.dll

%] MQTTnet.Extensions.ManagedClient.dll

3. APILASFERSMEENEEASSLINE, EEQosHR0ER1, HAIAF
Qos2, AIZE{ERMRH,

$I3 R

IRBHMKEBRANDENFEENEARENFESEILERE, NTTEEEEMNX5FEES

HITKEK, AREFBIENRSER, BREIMKIEEZNIEMNIES %E&%@?ﬁ%&

}zﬂz‘%ﬂ ﬁ%\ ?%IDWﬁ%HIEE%E’J BR T, LA BEZREFEREMN, aEFs
58% N~El:

B 2-14 1285 EX LB EL

A B B p- v

BESIE

M

FEFR

84 1% Topic

R topichIR B A eI broker g Ik FiZtopichUiBE ,, X TFFaTEttopicA]Z
ZTopicENX .
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iﬁ%}z)\
AESNi5H 2 IREEN

a2} MQTT Device Access Simulator — [m] X
(] SSL Comnection [ Enable Backoff Recomnect QoS 0 v Disconnect
Server Address | Device ID Device Secret
Topic to Subscribe $oc/devices, +/sys/commands/# Subseribe
Loz Clear Loz

2024-05-06 11:38:05 = try to connect to server
2024-05-06 11:38:05 - connect to mqtt server success, deviceld is

Topic to Publish $oc/devices, /sys/properties/report

{ SE!’VIU!S [‘{ properti as N

| {"alarm”:1, "temperature” 92 670784, “humidi ty”: 78. 37673, "smokeConcentration”:19. 87906}, "service_id": “smokeDetector”, “svent_time” null}]}

Publish

S5 &faTopic

:,EZ‘ETopucE}a gEEpEFES LIRECHBMEER , FANRSEEISFREZAN

EREIEE LI Y EiRTopic. B EIRINAE.

WANZE FRAYISON message, _tiBluminance/E1430, AfTopic/s, DemoREE
AT

a2 MQTT Device Access Simulator — [m] X
) SSL Conmection () Enable Backoff Reconnect QoS 0 v Disconnect
|
Server Address Device ID Device Secret ki |
Topic to Subscribe $oc/devices; /sys/commands/# Subseribe
Log Clear Loz

2024-05-06 11:19:27 = mqtt server is disconnected
2024-05-06 11:19:27 = try to connect to server
2024-05-06 11:19:27 - connect to mqtt server success, deviceld is

2024-05-06 11:27:02 - publizh message topic = $oc/devices, /sys/properties/report
2024-05-06 11:27:02 - publish messazeld 8b3242db-Ba5d~425d-b383-d793b081£34, topic:
$oc/devices/| Fsys/properties/report, pavload: {"services” - [ {“service_id”: “BasicData”,

“properties”: |
“luminance”: 30

,
“event_time” : null

} is published success

Topic to Publish $oc/devices, Ssys/properties/report

{ servu:es [ { service_id": “BasicData”, “properties”: {
“luminance”: 3

.
“event_time” : null

Publish
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BIBS R F & T R <SRITNEE, EMQTTEEMIFINIT R Topic/s, ATLATE
EHESREEE ':F'i]‘ixu%)_ TRZHS TR, TARKINE, EMQTTHIEEREH
BRI EE T AAREmS .

BN FEIiEFAT, TRSEBZALightControl: switch, SE{ENONRIAFS .
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IREEAN

RIS TLAZ {37
RIEXHE 2 IRFEAN
8;) MQTT Device Access Simulator — a X
() SSL Connection () Enable Backoff Reconnect QoS 0 Discormect
Server Address Device ID Device Secret
Topic to Subseribe $oc/devices/ /sys/commands/# Subscribe
Log Clear Loz
2024-05-06 11:30:56 = publish message topic = $oc/devices/ Jays/properties/report
2024-05-06 11:30:56 = publish messageld 69b4Zh78-efcd~deedBeTeSacSc2e0fTed topic:
$oc/deviges) pavload: {"services” : [ {“service_id": "BasicData”,
prupernes": 1
uninance”: 30
Neventitlmz : nall
1 blished 2024=05-06 11:31:18 = ived ig [Poarag”:

{"value": ON'}, “service_id": LightControl”, T owitch”]

= Yesponse message MEZ Fesponse_nane’: COMMAND_RESPONSE”, “paras”: {"result”:
2024-05-06 11:31:16 - publish messageId £2L11371:42298‘4n49 D29~ £4884cd3dE7a, topic:
$oc/devices,

fsys/commands/response/request id=2f003b74-9adl4639-bfE4-eB40actibboe, payload:
{"result_code”: 0, “response_name”: "COMMAND_RESPONSE”,

paras”: ["result’: “success”}} is published success

cummanrl nane”:

“success”]}

Topic to Publish $oc/devices, /sys/properties/report

{"services” : [ ["service_id”: "BasicData”

. “properties”: {
uminance”: 30

g'umt_tim“ null

Fublish
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BRI BlnodelD, &BH—IBIFE, AIBEN, HEXFZEIEFH
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WERINIESER | &R ‘587
Z4H LAMINAES, YIBXNEESBEIER .

2-21 BRigEFM-MQTT

PGS

FmEE=E @ v

il

3

= Test_1 v
BERAE @ Test_1

BED @

REER

REET

=4

A
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AR

@

e BiE

$IE3 RINIARRE, FESEEMIRRIDINZE, BEEFESEIFRERID (deviceld ) FI
%A (deviceSecret ) , AFIREIEN.
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I EIEREIN

® EHFEMSELTRERER,

HiFifEe, SRAESEFERNATNL, EESE, El it - S5
BIEHITESR,

BEID t

i

i

RE=H ]

o ET=, ELUERI0T Device SDKIZIEEENEFES
EESDKERES

R

{EFItREIRRIEA
ST THEREE (BOARCHIMERS ) , HEENE, WTE:

certificate
en-US
zh-CN
device_demo_mqttnet.exe
' device_demo_mqttnet.exe.config
&2 device demo_mgqttnet.pdb
%] MQTTnet.dll
&) MQTTnet.Extensions.ManagedClient.dll

£ FERER
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o MQTTiEEENERL - [} *
EE5AsLEE [ ESEREBREE Ei%iEdes 0 v R

Serverfiifit [iot-matts. cnnorth-d. nyhuavei| EID [Gebaodt0a9anabiardradsal_test 1E6746511 | 5T

1iETopic |$oc,-"devices,-"5eb4cd4049aEabUS?d?d4861_test_lfd8?4651 1/sys/conmands 4 |

BisS: il=rd

e MTopic |$oc;"devices;"’seb‘Lcd‘lD‘lQaSabDB?d?d4861_test_1fd8?4651lfsysfproperties,-"report

{:servises”}u[{”propertigs”: " . . N N . .
arT]il, temperature” 92, 670784, “humidity”: 78, 37673, “smokeloncentration”:19. 97906), "service_1d": "smokelletector”, "event_time
7l

3.

EIESRM T REE/R, BESServerttilt | REID. REER. BRIBLIREIE
RIIREERIES.

- Serverituilt: Bli2, SEE/IHESEIREL;
- IRBIDINREZH: EXBIREL

AERSServerittit SSLANZENR B SIS MASEB S ICEER, FBRESESE
FECEE, EEEcertificateS{EETHIIER, WTE:

en-US
zh-CN
B device_demo_mqttnet.exe
¢ device_de mo_mgttnet.exe.config
e device demo_mgttnet.pdb
%] MQTTnet.dll
%] MQTTnet.Extensions.ManagedClient.dll

PR LAUSIRR B MIEESERT 2 & SSLINEE, iEFEQosHAXROER1, HEIATIS
Qos2, AISE(HRMRE,

$E3 FEEE
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IREHMRERAYENFESIEATEMTFaEER, NMTBREIMIXSFES
HITKER, FAREBIENREEE, BREUMKEZIMENES . BEHEE
BIRHH, 193, RBIDMEREMRBRT, JUERARREEEMKT, JEFES
BERENRE, WTFE:

2-23 18RRI BEL

BEFIE #ETH TR HEBER prat s
¥E BEEEF BSFRE iaE0 SRR FRE~R TExR B
= Bz
1J 1" Topic

1T RFE topicHIR &7 BeE I broker R FHIX FiZtopichSiER, XFFETEtopicA]S
ETopickEX »

Zitfa, WMRAINTHTopic, EREHAT=ERUTER:

o MQTTiES=E NS — O b
OZE&asnzE [ 25ERAERES Hi%i%es 0 ~ B

Serverff | onmor tht. mybuavelcloud con| g1 [Febdodi049:5ab0BTdTA061_test 1EBMEELT | HERTHE

TIETepic $oc/devicesBebdodddBaBab087d7d4861 test 1£d5746511 /sys/commands A4

B ESEE
Z020-10-30 04:53:22 — try to commect to server ilot—mgtts. comorth—4. mybuawelcloud. com

2020-10-30 04:53:22 — conmect to mgtt server success, deviceld is Gebdodd04945ab057d7d4861 test 145746511

2020-10-30 04:53:25 — topic : [$oc/devices/Bebdcdd049a5ab057 4744561 _test_1£45746511 /s commands#] is subseribe success

e fTopic |$oc;"devi ces/Bebdodd049 a5 ab057 74861 _test 148746611 fous/properties/report

{"services”: [{"properties™:
* arlfﬁl, “temperature”:92 670784, "humidity”: 78. 37673, “smokeConcentration”: 19, 97906}, "service_id”: “smokeletector”, "event_time
7 mall

X}

HIB;5 &fnTopic

ﬁ?ﬁ TopicRIEIRBEMEFE LIRECHEMEER, FHRNIREEISRIRERZAN

FEIEHIZEPSCIN Y EiRTopic. Bt _EIRIDAEE,
KfTopic/a, DemoFRHEERINT:
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REEN

RIELEE 2 IREEN
ot MQTTESE SR - O *
ERASLEE [ 25EABsEE Hi%iELes 0 v ER TR

Server Mt | cnmer th—4. mybmawei cloud. com| EEID |5eb4cd4049eSabDB?d?d4861_test_l fdav46511

wsz

i@ Topic $oc/devicesBebdodd049454b057d744861 test 1£45746511 /sy commands 4

B EmEE
2020-10-30 04:53:22 — try to connect to server lot-mgtts. cn—north—4 mvhuaweicloud. com
Z020-10-30 04:53:22 — connect to mgtt server success, deviceld iz Bebdod4049a62b057 4744861 test 1fd8?46511
2020-10-30 04.53:25 — topic | [$oc,-"d.ev1cesﬁeb4cd4049&53b08?d?d4861 test lfd8?46511fsys,-"commandsf#] is subscr:lbe SUCCESE
2020-10-30 05:12:51 — received message iz {"paras”: {"valuetest” 50}, "service_ 1d “smokeletector”, command name”: “SILENCE"}
2020 10 30 05:12:51 — response message msg = | result_code”: ,”response name”: “COMMAND_RESPONSE”, paras s {Mresult”:
"zupoezs”
2020-10-30 05:12:51 — publish messageld 65d7d5cT—c0ef~47d1-a3c8-T19cb5604448, topic:
$oc;‘rdev1ces,-"5eb4cd4049353b08?de4861 _test 1fd8?46511fsysfcommandsfresgonse,-"request 1d—ce9f2&9e—2053—4d86 —hoed—al 0fEZaPEZ ee,
pavload: {"result_code”: 0, response name: “COMMAND_RESPONSE”, “paras : [“result™: “success"}} iz published success2020-10
=30 05:19:25 — publlsh meszage tople = $oc/devices/Bebdodd048:6h02 747 4861 _test 1f&8T46511;"sys;"Propert1es,-'rreport
2020-10-30 05:19:25 — publizh messazeld 475939eb—245f-4047-9966-017de9c4f04E, topic:
$oc;‘rdev1ces,-"5eb4cd4049353b08?de4861 _test, 1fd8?46511;‘rsysfpropert1es,-'rreport, pavload: {"services”:[{" propertles :

arm™:1, temperature 12 670784, “Rumi A1 tw” 18, 37673, “smokeConcentration” 15, 87906], “service_ 14" “amokeletector” L “event_t
ime”:all}]} is publlshed zuccess

Y MiTopic |$oc;"devicesﬁeb4cd4049353b08?d?d4861_test_lfd8?4651lfsys,-"properti esfreport

) . P )

”elerT:{l, ”tem;er;ture”: 12. 670754, “hamidi ty”: 18, 37673, “smokeConcentration”: 19, 97906}, ”*rvice_i 4" "smokeletector”, "event_time
T

BLIRBERINETE “REFE"

TEEES HRNEL:
2-24 BF HIREIE-MQTT

SEE ) REERE

SBETHE i R wEHT TR wEkE FiRs o )
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YRR

EESMENE c

Q BENEHE

BasicData

LightControl
luminance

30

TE6e FWTRSHL

RISESIFRWTFA T AMG<SRITIRE, EMQTTEMESSAFHMINITETopics, AILAE
EHaREFEPSZ %L BEwS TR, FAREINE, EMQTTRIENEREEH
BERRITFETRARENIGHS .
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o5l MOTTiEEEAER - O x
OR2&EAssuxd [ 25EABEEE  HikFos o ~ i

Serverlfifl | onmorth-d myhnaveiclond son| {GHID [Bebdedd049a5ab08TdTd4061_test LET6E11 | HRETELR

Vi@ Topic Foc/devices/Bebdedd049a0ab0537d7d4561 _test 1£45746511 sys/commands, 4

BIsS: ii=rd
2020-10-30 04:53:22 — try to connect to server lot-mgtts. cnmorth—4. myhuaweicloud com
2020-10-30 04:583:22 - conmect to mqtt server =zuccess, deviceld is Bebded40495F2b0374744861 test 1£43746511
Z0Z0-10-30 04:53:25 — topic © [$oc,-"devices}'S”eb4cd4U49353bDSTdest_lfd8?4651lfsysfcommandsf#] iz subszcribe success
q

2020-10-30 05:12:561 — received meszage iz {“paras”:{"valuetest zervice_id”: “smokeDetector”, ”commandwname":”SILEN'CE”}
2020-10-30 05:12:61 - response message msg = {"rezult_code™: aalnze_name”: “COMMAND_EESFONSE”, “paras : {"result”:
success

2020-10-30 05:12:51 — publizh messageld 66d7dSe7—c0eb—47dl-a3c8-719cb5804448, topie:

$oc,-"de\rice5!5&b4cd4049§5ab0§?d?d4861 testwlngMGSllfsys,-"commgnésfresgonss,-"requeit_id=ce9£2ﬂ9e-2058-4dSG—bced—alDfSZaZSZee,
payload: {"result_coede”: 0, “response_name”: “COMMAND_EESPOWSE", "paras : {"result”: “success”}} is published success

e MTopic |$oc;"devices;"’seb‘Lcd‘lD‘lQaSabDB?d?d4861_test_1fd8?4651lfsysfproperties,-"report

{:servises”}u[{”propertigs”: . . . . . .o ..
alarl}rf]}i.l, temperature” 92, 670784, “humidity”: 78, 37673, “smokeloncentration”:19. 97906), "service_1d": "smokelletector”, "event_time
7 nll
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e X{4: VScode, loT Linkififth. A= ( EFEIREEARS ) . win7RLLEAR
RHI6ARHRIER S ( A3ZLAwindows 10 64-bitRFER )
g 7Y
BERITRAINHEmER RN TEFR.
BRI EHET A LIZ=ssi
WEBear-PITEEH BER
=EVScode ENFERER
2285 oT Link
RiE R
ZAsEERANRIRE AT LLEILWM2MENY (NB| ) S¥BMFEEHTRE, N
BTl AEFERENEMTN, BALSRENTESDS.
SRR 1.0 R © LARITBIRABREAT 32

(2022-08-30)


https://www.huaweicloud.com/intl/zh-cn/product/iotda.html

IREEAN
EfESLE

- i i <
HimB=ihatT

i
| I

h 4

-

IN\REIRFF AR

FRIREDBFEMNAEFGLFETRANEE , ZRREBBEHIEREE. BEEA. ©F
PABARERFERL . PISIIFERAY EBiE, NBERAAIR B RBIESRIORER
T, MR T IEIRERSET BIRUAN T EHRBEEAYT Bk, BIEEERE
IBESIEAND, EREBEEAEEIENB-0T, WIifillR4GE, T H2ISENEIEE
%, ZHFERNE T —MEESTMI2L431 B EYER TSR, BIMCU., BIER
FEANRELINLIteOSIRER S, HIRtTESHIRn=EIBAEN .

ATETFRBL, WENER, ZFRRIRE T 2.1hRARIST-Link, EEBELEIR
B, 1 FELAREMNSROFINEE . FRIRPIERE—RDH#ERJ9240 * 24089LCD
B, HEEERTERMERSHFEUNAIAT. LIDERTHEEESH.

FaRiA LAREE—REAX, BEKEALMAT-PCGR, BiIHEMmAYEOEF,
RIEATIESEINBERE . AMAT-MCUELL, BIIMCULIZATIES SBEHRARTT
REH, BREIERSEMERIBERARER =ik,

SRR 1.0
(2022-08-30)

WRIERE © LEARITERARERAF 33



IREEAN
L 2 IREEN

2-26 /NEEIRFFARIR

“ L
" E i E‘earpf

JoEEEEE ST-LINK2.1, TS, EREsEl RArFE RESETHE NB-loTH &R

[EUERESES
1. ENBEIEAZINB-I0TH RIRAISIMEHE, M RIERIBHR-RAGEROEBINEN,
NER2FF R -

2. BBUERERLURNB-IoT BIRIBAZIFAIRL, iF8%E5M, ARAUSBE
iE%E&EEiEFEW'—S%B&EE‘EE%o ETFAETR, HRIESS, REFR
RIEFE AT o

2-27 TE{iEE

Z3E 1oT Link Studio 14
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2P HE W WE  EE Pl
— BEEEXTENNEREE
BRI . -
Windows 5%
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Update 1.49.1: The update addresses these issues.
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Downloads: Windowystem ARM | Mac: 64 bit | Linux: snap deb rpm tarball

2020
Octeber 2020 Welcome to the August 2020 release of Visual Studio Code. There are a number of updates in this version
September 2020 that we hope you will like, some of the key highlights include:
August 2020 ® Format modified text - Limit formatting to just the code you've changed
® Change casing on Search and Replace - Change text casing during global Search and Replace.
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July 2020 ® Source Control repositories view - Display pending changes per repository.
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® Improved JS debugger Auto Attach - "Smart” Auto Attach to Node.js scripts or test runners. S A
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" BEER RETRE @0 FL] e
. P

$RA BUTRE T AESSnR, ENBEIEETR, GRS Streetlight, <!
SWITCH_LIGHT, #p<HUEXN: ON, S “MEIAIX" , BAFTLUEIBIH=S.

R

{EFREIIR S TELE
ST ERERTEROTREN, EE AR, BF FEUiRE” .

SH2 MBS RE, BF “EBIRET , ARRE ‘WE’ , SR EINRE.
EPNRERZIREE  “Simulator” 4, B m TREEEIE—MEINRE -

2-73 E&IEH - I EINR S

X
gnisiss
ey Bk
(BT SRS
=83 BE F7 , #EANELRE.
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3009.html
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S EEER EERRE EED ES- B
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3 ]

T4 EHISEHIELIRAS, mgSENEEDR, BAT/HAFIESR: 002000 ( 00/9itbiibE
meaasgelD, KEMNET; 20&7REE, KEMNFED; 00FREITFHXIK
SHEIRE, KEMADNET) , REERTE “&RX7 , BiITUENBENZESER
14 79)SONSIURIEE S "Light_Intensity":32, "Light_Status™:0,
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RIFBIEHIEE aEEE
Bt ZEIRE X B

BeTR e
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Py Py

El - omz moms s
© sumEn aoEK

{serviceld: StreetLight, data: {"light_intensity":32,"light_status™0}} | AAAA0000

somniz
2000

S5 RELTIE T AEHGOHGR, ENARIIEET, EERS: Streetlight, &<
SWITCH_LIGHT, #<EUEYS: ON, B&E “AIRIX” , HIIILEREEIETE
RUEHR 7 BHIRTRSIAR: 0100014F4E (LZASCLLERHEAA+7RBH ) -
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(EFRELEIRRRI

NB-loTiZ & HI 2R ATFARLIALWM2M/CoAPHMIUZNYIEX M SHINBIR S, SETIEL
& RS T AINEE .

£E1 RERPIEHRBHINREITRG, Bl

T2 THHEEENB-oTIRFENIZE, AEWE “NB-loTDeviceSimulator_zh.jar” , =T
WABS o

(MEgTL:
o HEEFEWINdowsEFZ NIETT, BASZIFMAC OS,
o EHIREELREdk, BN, TEIETjarslit.

Name Size Packed Type Modified CRC32
i
images =3 2020/10/26 9...
hi]NB-IoTDeviceSimulator_zh.jar 4464721 4,080,631 Executable Jar File 2017/8/7 14:07 B47CBF61
| | Californium.properties 1,203 613 PROPERTIES 30§  2017/7/29 12.. 01A69483
| | setting.properties 11 108 PROPERTIES 30  2017/8/7 15:21 3CEBIC...

NB-loTig S 1EHABEHY S F5BAEN T :
e NB-loTDeviceSimulator_zh.jar: X RiEIZE,

e Californium.properties: &EIIFEAIECE
e setting.properties: REEIIENDEANFESAIECE 4 -

$E3 EREHE, SRR ‘EEAEDTLSINEER? 7 . EEihesn, REEER
A, B2E ‘w7, AiEHREN, BREER, £F 27 .

= S

? | BN BDTLShIELR?

=) || &M

H$IR4 1BE “IPHIIE” | “VerifyCode” F1 “PSK” , 8T “IFMHRE" , ISRHIESHIEXN
FEHITHE

S USAFFEDTLSINENEH, NEEASEA.

MMEERIBELIRERES:

o IPHblt: YIEXMFEAUENESZ (BATLUERIP, @idpingds< “ping & " &
LASRSIPHBiE )

e VerifyCode: i&&EFRRHY, : aaaaalll11,

e PSK: EAHEERTIENZESE, W: aaaaalllllaaaaa,

(0] NB- oSS o] ® [

PRtk | I| VerifyCode: |aaaaal1111 psk: ‘13811111aaaaa| || MG I |
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RS RINREHIE LRIGS, WENB-loTIREEMEEF, WAT7EFAFDR: 001400 (00

JtpliiEmeaasgelD, KEMINFT; 14RTOCREE, KEMNINFTH; 00FRHE
KFRRERKIRE, KERANFT) , RARRE “REHE" .

| %) NB-loTESEISE - X

PRt =  [1aweicloud.com| WerifyCode =

H:xE:
UEEH2E HIBR#BMER: 001400

psk:

[ »

CIGIP: 119.3.250.80. PORT: 5634

CICTEREHEREE: 00

CIGIP: 118.3.250.80. PORT: 5634

LEARINEE HiRRISEM TR 001400

CIGIP: 119.3.250.80. PORT: 5634

CIGTRREHEAEZ: 00

1]

[l | JSoN |

Hex:&H:

[»

1]

IR

ER I RSl - I -

HIE_LIRARTH, ATLARIZEIEBIEEIES, & “aaaaal11” RBFERETEEE IS
E3REIE/: "Light_Intensity": 20, "Light_Status": 0,

£;e RMTIETAEHGLHR, £EEEHE, HENNA~m, BErmEA~TmR
|, &F “EEEL” RE, REHIRE “aaaaal1111” Ay @il , #HARKA
Ho

R FENIZEH, EERSS: Streetlight, @5<: SWITCH_LIGHT, s<EUYEN:
ON, E8 “3BEI&IX” .
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e
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| | 2| BEITANTEEE. 2EREY —
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P ey HEE‘I] ‘ E‘ﬂ} | L4
(e
AT PEIstringZL B 21 B RasciifiBf#tTiy, EHEETNRIERFR, EERFHEEI
E'EEF'TEJJ_T
2.6 B MR M SCSETLZ MR BN
ELHEE
BRIFEERZIEMQTT/HTTP/ LWMZMgh/Emwz)\ NRIZEREMIMY ( FFR
RNE=FMN) , BABAFE
HFE=AIMUESEFEEREEATR, SEEFEIINEPTR NG, A E
FAMISK SRR EE R, EHE =S IMNEERMQT TN « FAIE AR I THMNEEIRAY
P MU M SRR X
B REMAZHIIEEIN T :
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SRR
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MXBIFIREEAFS
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2. ihiNEEHR . AERSEAE=HIMNYEIETITEF ARV EIRN BRI
- L7 RSN EIRERE AT EREE, FERIRESDKIEOHIT L

o
- ;ﬁr WEITFETTEEER, HRABE=SINERERAE =GR
3. IRESDK, BIFEIRMHANSEENSDK, RETMXANBATIETIN, AFTILAE
bR ESCIE SAIMX .
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3. AMASDKEE EiR
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®BEFE

1. EVEMES DEMMNX, FEEEESEIRE .
2. WXL, EEFTE, EEHBINSNSHETMMCETIRE .

3. APEFaLEIMPREN, FETRRIFREFHIIMNX. MXKEE, &
E?i)ﬁ%ﬁ%ﬂz&ﬂﬂ#%lﬂﬁ ( SDKIRMEE TERARIF AN, BFETLIBEYX
).

4. F=FHIMNRBEZETIMNXK . MXREFIREEEINREHITER.

5. =B LIREUERIMX . MXERAFERAEIERS, HASDKA LkFREEIE/
HE IO HRGFES

6. FAMKREFRHS. MXWEE, BIRAE=SMY, BREFIRE. REK
X an LI TR

ML IR ISR R ST
R EAASERIERIFT RS Javahiak . CHRA.
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https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0019.html#section2
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0031.html
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https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_0090.html
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PRI AR
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https://reg.huaweicloud.com/registerui/intl/register.html#/register
https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
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R AEINEFA
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E%‘ﬁ ; EREmFAEE
| ERBIR I
5.11 Hk%%’&*iﬁ

5.12 ¥E#ERITH

RIS ERNER

gz
$IR2

ERERNRSEH AR EEANTFERFEIIESR
INEAREEARS, BEEEEFHSHNESS.

EE%IE?E%J aEANENG, PSEAMNSHER “R87 , BE “LHEREE - &
ANER” BEEANES, CRGSHHO.

B 2-77 1 )\Elzb‘hz)\ﬂi’,ﬂt
= e -- :

BARE  BAX (AOS) EAE e

BRI

® 6@ ¢0 p0ooso 6 60

SeERE & ieERsRien e SEERE

SRR 1.0
(2022-08-30)

WRIERE © LEARITERARERAF 90


https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
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FERAMR BEX . XIFFE. HF. TRk (L) « EFF (-) F/RES,
I ESiE] HEEMQTT,

HiER EFRISON,

PR Tk ISIRIESEIRERIES . AEAFEMEN~mEE, BIRE~ @R
BEFEITIES ., [2BEE.

XA BIRIESEIREIRIES . AEAFEMEN~mEE, SBMIXEKIR
%é’_—*é, FEEBRNRERE,

SN =]
FmID EdlProductlD, AFHE—IRR—1Fm. IRETHSH, FE5
FmIDIRENIZEHE; MRFIEFISH, f"‘nulDT_%Efn"l:l
S mEBRFEE D ERE.
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https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0006.html
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2-79 CIEEF=&R-MQTT

MEHEFEESE, STaESaEriEEaE
FRER
mEE @ MQTT w
HiEER @ JSON w
(Ra=p it [ =i EENER
gl
EHEE - sEslProductiD | EEEE
=EID (G
s
EliE
]

FATmtEE
LB KB Tm, 2F ‘rm” EAFRAE.
T2 FrEmFEE REEN NH, 2F ‘BENER” , BEEFmIRS
TB3 RS ZEE “Connectivity”

1. & “/NI0BRSS” U@, EE “BR$BID” . “IRSSRELT 1 “IRSHER” , BE
“Eﬁi” o
- “PRS3ID” : Connectivity
- “BRSS:EEY ¢ EBINANRSIDRIE—
- “BRSBHEAR” : Connectivity
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Connectivity

Connectivity

Connectivity

£ “Connectivity” BITRIZZRTERE “RNNEH"

=R

o

RALER :
“HURR
VIR :
“EUEEE” :
“‘/I/IJ:K” : 1

‘l%{l—z” . S

dailyActivityTime
int (&8 )

i

0~65535
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, HERXERE, BE ‘i
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ElEER dailyActivityTime

il
jir
Hij
[54

P int{ZEE) =

iHEER == B

i

-1 |

=k

T4 FIBIRSSEE “Battery”
1. £ “EEEN” TRE “NNRS” , ES “RSID” . “IRSBREL” M RS
IR” , B “HE .
- “BR$3ID” : Battery
- “BRSSEEYY ¢ BIARSIDIRIE—H
- “ER$3HER7 . Battery
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E{ESLEE 2 IRFEN
2-82 iRNNBRSS
*
BaERSER
ERsSID Battery
it Battery
fREEt Battery
£ ¢ “Battery” " QUSRI T RE FIEE" , NSAXESE, £k 5
- “BMEIR” . batteryLevel
- “HUERZEEY  int (EEEY)
- “ipIEMYR” - AliE
- “BYEEE : 0-100
_ 11 5_& ”» : 1
_ 19 %1&” : %
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BAELHE 2 IRBEA
2-83 iFNNEH
X
xRt
EEER batteryLevel
EEmEt
* FrEsem int(ZE8Y) -
* JHIEHIER a[iE CIE=]
+ BMEEE ] = 100
Ei s 1
-
&g CAUEH
LB EEMSHEEE 98 > RBCAER” , BEALAN “HEER” .
L2 ERHAIXNEES, RE DI, RARRE “BE” .
2-84 H{EUEH
X
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SRR 1.0 WRINERE © ARITERARBIRAE 96

(2022-08-30)



IREEJXZ)\

RIEHE 2 IREBEAN
[MERY::
. IR%CA;'J_;E:B;E“REE}_ iRM, ANNTETEERINES, SRENERAERLER, &
ZENE,

o CAIEBEA— A, mizBHE, XUIEBKEEATRIERSRAGES; 857 CA
IEBRISHIRHA HUE*?QJZ’“%IE:B LUBRIRE R LUEERSEERI0TES,

-

HIEIRER CA BNRES

AXUAWindowsFRE55%l, NMEEOpenssl TSN ERMIEBHSE, ERIER
PEMZRASHEVANIER o
ENESEEIpaXE, TEHFHITZEOpenSSLT R,
DEBRBMIE{Tcmdas$TE O,
H47cd c\openssl\bin ( EE#EopenssISEEFRLEERRIR ) , HAopensslap$il
El,
4. WIFLATHRSERZEXT .

openssl genrsa -out rootCA.key 2048

5 HTUTE<, ERERXFRIFAEERER CAIESR,

openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out rootCA.pem
RFREREWMANTER, MESHOILIBEEN .

- Country Name (2 letter code) [AU]: EZx, #ICN,

- State or Province Name (full name) []: &2, #GD,

- Locality Name (for example, city) []:45fm3, #0SZ,

- Organization Name (for example, company) []: £B%{, Huawei,

- Organizational Unit Name (for example, section) []: £BZR&a{;, MloT,

- Common Name (e.g. server FQDN or YOUR name) []: 2%R, 0
zhangsan,

- Email Address [1:MBFE#EIE, 01234567@163.com,
fEopenss|ZZEEHRAIbINSEL T, IKEVERAICAIEF (rootCA.pem ) .

FESIEIES

MR HENRBANEY, HERIEBREERA “FKREIE" , BEEHEWILTER,
SKIERRIEIREIZCAILER

2-85 1% CAIEPH

BHECATFB O &

SMEATALLLE 00 MERAES

EBID ERAEE EBEEN ERSSEN E

699delab-adbc-44a7-8842 EMAILADDRESS=2345678 2021/04/14 11:113:53 GMT... 2024/02/02 11:08:30 GMT. fipe

IR RRIRECAEBINATRAREIER, BESEWN MEMESIFIRIEES.
B REESIBEBAYICIERT
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BHECAEE QO &

EMEFTAILLEE100M2ECAED

WAFRE AEHBID EBFEE st 4= ) EBSSEE B

QYP;E B e T ] 202 R T 2024/02/02 11:08:30 GMT... .2
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FEARUFIEH

TS e e e X =3 g

Blig

FE2 PUTIN T e HEERIIBERERE X

openssl genrsa -out verificationCert.key 2048

I3 NTUNTHSATAEERKIBEREIZCSR ( Certificate Signing Request )
openssl req -new -key verificationCert.key -out verificationCert.csr
RFRREIMAUNTER, Common NamelEEJIIGIFIFBRIIGUERS, BSHEE
o
e Country Name (2 letter code) [AU]: EZ, #ICN,
e State or Province Name (full name) []: &9, #0GD,
e Locality Name (for example, city) [1:38mh, #0SZ.
e Organization Name (for example, company) [1: B3, #llHuawei,
e Organizational Unit Name (for example, section) []: £B#ZH88{7, &loT,
e Common Name (e.g. server FQDN or YOUR name) []: I&IEEBRIIRIERS, 5
SELTFIRE .
e Email Address []:HBFEHELE, #01234567@163.com.,
e Password[]: Zf3, 701234321,
e Optional Company Name[]: AB&#R, fHuawei,
T4 BT TS ERCSREIZEFAE AT
openssl x509 -req -in verificationCert.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
verificationCert.pem -days 500 -sha256
fEopenssIZEBEFAIbINSUEFL T, IKEVERAYIIEIES ( verificationCert.pem ) o
SCASHRAS 1.0 IR © AT BRABRAT 98

(2022-08-30)



IREEAN
L 2 IREEN

S5 ERWALER, Bk T AR ‘ HERIBER” .

2-88 H{EIGIEIEPH

BECAFBE@ &

FEA FALLLAE 1 00 MEECAES
BERE iEBID IEBAEE IESAEAN IEBSEREN B

BT S R 2021/04/14 111353 GMT.. 2024/02/02 110830 GMT . i

2021/04/14 11:08:30 GMT+08:00 @

H$R6 TRHEANEESR, BE MG , RERE “HWE” .

2-89 STRLISIE

w2 aflals

RS verificationCert.pem b IS

EERIRIERE, EBREEN “ERNIE" , RBPEHEEIZCAILESR,

.

FE X.509 iFH
EFMX 509 EZHI, BEETREBNTNECAYIIMEE ZAIX.509EH,

(RARITY:
XS09IEBHCANEE R, BZBCAMEENEEIETR, SrE SRS CABINES .
HIfEX.509 FTGEH
1. DEEBRBMIETcmdiz$iTEN, HiTcd c\openssl\bin ( i5&#9openssIst
FRLEEIRIZ ) , H\opensslapSHiE .,
2. WITANTaSEMEHAX

openssl genrsa -out deviceCert.key 2048

3. HITUII T @S HIREIEREIZECSR ( Certificate Signing Request )

openssl req -new -key deviceCert.key -out deviceCert.csr
RFRNEWMANTER, FIESHAIUBEEN
- Country Name (2 letter code) [AU]: EZ, #ICN.,
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- State or Province Name (full name) []: &%, #WGD,

- Locality Name (for example, city) [1:3gs, #0SZ.

- Organization Name (for example, company) []: £B%H, Huawei,

- Organizational Unit Name (for example, section) []: £B#RE{7, #MloT,

- Common Name (e.g. server FQDN or YOUR name) []: %R, 0
zhangsan,

- Email Address []:fFfEHBHE, %01234567@163.com,

- Password[]: 23, 401234321,

- Optional Company Name[]: AE&FR, WHuawei,
4. PUTIA T ar<SERCSREIZIRFIER

openssl X509 -req -in deviceCert.csr -CA rootCA.pem -CAkey rootCA key -CAcreateserial -out
deviceCert.pem -days 500 -sha256

fFopenss|ZE B FAIbINNEE T, SKEVEMANZEIES ( deviceCert.pem ) o

AR X.509 IEBIAIERYIR S

B FORFEARS, REEEEFIEHNEEENEHS,
2 EAMSHEEE “ 8% > ERE” , BEaLA “FHhRE” , RRUNTFEEE
B2¥5, 8iF “tAE”
2-90 G
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SHBIR A8
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https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
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FriEr-an g B ERF Mo
wmigE, BELIEm.
RENREG Blnode_id, EERIZFAVIMEI. MACHbLEESerial No; &iSBE
g, HEEENFEMSH, HEXFEHHFHE
BB BNdevice_name, AIEEN -
REINIESEE | X5091EH: Z&EFEAX S0 EPRIIESD .
157474 L IERINIEEEL” EIR “X509iFE " HES, ENREMTE
IS EIEBITMAIEL, EOpenSSLit{Topenssl x509 -
fingerprint -sha256 -in deviceCert.pemamp S o] &, iF: EE
EEMRES.
[|r<: " intaF7:91166¢
R
EERREEN
SEFEFEENIEOXY, FAMQTT.XTEEEEMEAMIES EiEMANESE .
FIE1 TEMQTT.fix ( BAROMUIRERS, NRI3I[HRERS, BEULTH
MQTT.fx) , EMQTT.XTH,
(RARY:
o LEBIIRMQITHXTE, alfaFitit T,
o MQTTfx 1.7.0%|BARASI A $HIERR ( Topic ) RMIEFFIEIEIER, IS5EARIRAGH T,
B2 ipaiXE, ESFMEEEERENIEEID ( Deviceld ) #1248 ( DeviceSecret ) , 4hk
iE#E(=ZE (Clientld. Username. Password ) .
(MEgTY:
DeviceSecretfElltiH= FAIEIES, 4112345678,
2-91 3KEX Clientld
\I:!uayvfe‘:icloud IoTDA Mqtt Clientld Generator! )
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3009.html
https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows-x64.exe
https://iotda-document.obs.cn-north-4.myhuaweicloud.com/mqttfx-1.7.1-windows.exe
https://softblade.de/download/
https://iot-tool.obs-website.cn-north-4.myhuaweicloud.com/

IREEAN

RIELEE 2 IRE/EAN
2% whigs/ | B SHA
C1jvid
Clientld | & | String(2 | —#Hl—=Bg&FclientldBH4ANEBHERL: REFID. 8
56) BEMINAZRE BRBEZRE . [HEag, BT
Xk 7 DR
o FHFID: IBIRFEFEMRINEMEERIE—E
BinR, BERRSENmIDFIRERINodeldE
oM ‘7 HEmXR,
o BEBHIRRAER: EEEN0, TRIREID,
o EBIBFH/ER: KE1FT, JpIiF2M3a:
“0” KEHMACSHA256 RARBERT E)EE o
“1” £FEHMACSHA256F5GRT 81 o
o HIEEL: NiREEEFERAIUTCEYE, &Lh
YYYYMMDDHH, %0UTC B4/&82018/7/24
17:56:20 MIKZR7</92018072417,
Userna | @ik String(2 | i8%ID,
me 56)
IRFBIIMQTTHMYAJconnectiBRHITEMN, XFiEi&EclientldBIZN BB EE2EBLR
BiEHE, FalkElconnectiBERT, SFIENMEFIVSENEENEBRESE,
FREM T BERAIclientldt&T, EOAFRRIGATEIEL: 1=5FID_0_0_RJiE&Ek.
o HEH “HMACSHA256” RIGRTEIEA Y, SERKEERBESFENERE
5, BHMEBEARIER.
o XA “HMACSHA256” ARIGAT BB AT, EEREWRTITEE, BR
KRICH B2 ER, (XFIELEEIER.
connect;EEENKMEY, FESREBIEIR, HEFAMQTTHEEE
B3 FTAMQTT.HE M, BE “IRE™ Elfr.
2-92 1% &
& MOTTH-171 - .
T HE.|p,
Subscribe  Scripts Broker Status  Log
I
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IREEAN
L 2 IREEN

$£I¢4 15 “ Connection Profile” (HXEE..
2-93 “General ” FJLAMERTERKAMER

Profile Mame | local mosquitto

N
Profile Type  MQTT Broker l i\.\}‘

MQTT Broker Profile Settings

Broker Address | a1 50:42eae o0 oG G CeC oL

Broker Port | 8883

S

Client 1D | & 1o adaCeZa e laZo 2 e Sa P ta Do Do el Pl Sa 20T 0ol | Generats

BEEED UserCredentials  SSL/TLS  Proxy  LWT

Connection Timeout | 30

Keep Alive Interval | 50

Clean Session +'

Auto Reconnect
Max Inflight | 10

MQTT Version + Use Default

Clear Publish History

Clear Subscription History

Revert m OK Apphy

SHBIR 1588

Broker Address ESMREBIENIRSIEG IR ANESET i, it
PEFZRER . FREBITIHZIBANRES, ESIPHEE, £
MBS E2hFRENE

Broker Port 738883,

Cliend ID 1&&cliendID, E&&25h3KEY,

4185 & “User Credentials” IS “User Name”

SASRRAS 1.0 WA © EARUERABIRAE 103
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IREEAN
L 2 IREEN

2-94 EEEiE ID

Profile Mame | local mosquitto

Profile Type  MQTT Broker v i\\; %
Broker Address | gegeaegeieae oo T e D e Ce e D e el
Broker Port | 88383
Generate
General BULEEOCLHEERE SSL/TLS  Proxy LWT
User Name Illlllllllllllllllllll:l:
Password
Revert w oK Apply
BHEWR 1588
User Name BNg&ID, 1BEE2H3KE
Password FEAXS09EHANERNATEES.
L6 FE “SSL/TLS” BeEENSH, ABRE “ “Apply” 7 o IBEFE “SSL/TLS”
Ak “ Self signed certificates” , ECEEFIEBRAS.
XHEhRA 1.0 R © LARITBIRABREAT 104
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IREEAN
L 2 IREEN

2-95 155 “SSL/TLS” 1HXS#

Profile Mame | local mosguitto

Profile Type . MQTT Broker A

0

MQTT Broker Profile Settings

Broker Address | e a e e e e e e e e e e e "

Broker Port | 5383

Client 1D :l:l:l:I:l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l:l:l Generate

General User Credentials BEEIFAIES Proxy LWT

Enable S5L/TLS '0' Protocol TLSw1.2 -

CA signed server certificate
CA certificate file
CA certificate keystore

® Self signed certificates e

CA File

Client Certificate File

oo 0

Client Key File
Client Key Password
PEM Formatted ' o

Self signed certificates in keystores

Revert m oK Apphy

(MARY::
CA File DRI RIAICATESR . THFIREGIESR ( MNEpemiEENES ) , SKEUEBERIBEEEESR
TRIRENE T & o
Client Certificate FilegiZ&ANEEIUEF ( deviceCert.pem) o

Client Key FileJ9i&&EHIFASE ( deviceCert.key )
$I7 B “Connect” , IRBENNING, EYHFENFEESRIUEIIRELTFERIRES.

2-96 IFBIRE

BEAE @A EER weLe T iFFHRL
s v || aman - Qjllc
#w @ e o] pimELE HESE T Baxm L
= DR s = =5 e ms
-
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https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html#section3
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html#section3

IREEAN
L 2 IREEN

FREE

sEigERME EREOSE, ERMQTTHXTEEIEMTEE HiREYE.

REABEMQITEE LIRHIE, SERL%GIExETtopic, ERiBERtopickgzL:
“$oc/devices/{device_id}/sys/properties/report” , EHrh “device_id” BYE, FiI8FH
EAEINEIREIRY “device_id” (B,

£ ESEOMNE, AELL “$oc/devices/{device_id}/sys/properties/report” Jfl, &l
“$oc/devices/5e4e2e92ac-164aefa8fouquani/sys/properties/report” o
2-97 {EEEOMHE
@ MOTTH- 174

File Extras Help

‘ Disconnect
m Subscribe  Scripts Broker Status  Log

$oc/devices/ JedeZ et monmntn e e tetatata e e e ettt S T Publis

"eanare 14" "Temnarafire™

SE2 HE CIRAIEIE.

BRESH
FEBH2 whg/e] | 2B S¥imA
i%
services | Whifk List<ServicePr | ig&iRSZEIBIIE ( BRELSETE
operty> ServicePropertyZEX 3 )
ServicePropertyxe X & :
FEB2 W%/ m] | KB SR
%
service_id | Wi% String IRBARSHYID
propertie | @Ak Object RBIRSHELTIER, BRFREREXEX
s A9 ERIR B TE X o
event_tim | A& String IRBREHMIBUTCRTE (18
e yyyyMMddTHHmMmssZ ) , #0:
20161219T114920Z,
& _ FIREIRA T ZS M S HIRL R
AT, MR ERAYELAESRIEE.
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3010.html

IREEAN
L

SASRRAS 1.0

SIR3

BB

{
"services": [{
"service_id": "Connectivity",
"properties": {
"dailyActivityTime": 57
L
"event_time": "20151212T121212Z"
b
{
"service_id": "Battery",
"properties": {
"batteryLevel": 80
L
"event_time": "20151212T121212Z"
}
1
}

2-98 53Rl

@ MQTTH- 174

Il Extras Help
m Subscribe  Scripts  Broker Status  Log

$oc/devices/{device_id}/sys/properties/repart

{
"services": [{
"service_id": "Connectivity",
“properties": |
"dailyActivityTime": 57
)
“event_time": "20131212T1212127
I
{
"service_id": "Battery”,
"properties": {
“batteryLevel™: 80
¥
“event_time": "20151212T1212127
H

1
}

g

Disconnect

@y Qs1

Qo052

Retained L

BE “Publish” , AILIEMIEAMES EEHREEE M LREIE.

2-99 HiREE

2 omx®  mEew RN

B LIREIR

Q R

dailyActivityTime

ActivityTime

57
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IREEAN

BAELHE 2 IRBEAN
)
iy
R EIRER sEmEmE © c

Q TR E] e e e e

.

2.8 EF BearPi-HM_Nano F&#x#1 OpenHarmony3.0 XJ
1 1oTDA

R EENBETFOpenHarmony 3.0K#ZANI0TDA, LABearPi-HM_NanoFF A&k /9
%1, {EBhuaweicloud_iot_link SDKXHEL I =BT ERIEERIRIE.

BUIRSRY
o EIEMERATERKS., FiEMeIRITMRETHEM -
o CEHFERBEANERS. RITEWHOGEEANRS, B2F “‘SEEHE” EHE
ZARSS .
EHIAE
BearPi-HM_NanoFF&#R. E53_IA1Y E#ER, Type-CHUEZ. PC,
PUFIRE
BERELUEREFIDES RS EE T H<S1TH R, HFBearPi-HM_NanoEHi=t A
J9HI3861, EIIEEIMEITEELZEHI3861XTNIAE,
(RERL
£ LEHIZSC 1 FFATRISEINE” HIZEEgec_riscv32E AT, RFUEINEIE FEigec_riscv32is
&, BNesE LI ELIHE R LW,
ik Il
FERIBERKA, THEEERIK, EMBEFFERE,
=M

SR EREEHEHE, REENSHE “n” , PEREANR “eIEFmT .
$H2 RENERTESSH, ARRE ‘WA, TR
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https://reg.huaweicloud.com/registerui/intl/register.html#/register
https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home

IREEAN

BIEEH 2 IREEN
HEEEE
FREZRE | FEEmEHtIENFRABEANRETE T . NEAEEEM
8] REFET, MOSEMENERTE. LMY REREZE, 15
LRI RIR=E,
FERREFR R E. FmITMEERRETEEH—t, KEABIZ64,
AT, 8. #HF. UKk ?#().&%@!-FFZHFE5 .
IIPYE S EEMQTT,
HIEE #EFEISON .
FriEfTl ISRIBSCPRIERIERE .
R IBRIBESCPRIERIERE
SREE
F=ERID EdlProductlD, BFH—RE— 1 "m. NRETISH, &%
FmIDIRENZEHE; NRFEFTISH, FoIDEYEMES
Sl miEHFEanEIkSE.
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https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0006.html

IREEAN

B{ESCHE 2 IREBEN
2-100 BIEFH-MQTT
>
Bl
WSSEFEESE, SranEa=risEaE

THIEER MQTT v

FOEER JSON v

S EERTE o=} BENER

SREE E==IProductiD | ZiEEE

=RID

miE

i

-

FrA = miRE
S
S

RS

WEFTER M, BE ‘B #HAFRRE
EremiFls “REEN H, B EEEIX4BearPi_Agriculture.zip,
AR

1. EF@RRD, BEMNAY R, BANFRFER. SJLUEE~RID
B, SRR, | BBIR. MERETE. IMCEEREEFRERER.

2. FmelEpInfE, SaLiBE ‘IR BERABERm. B mE, & m TR
RE, REBIDHEEEFRRSRES, BIEREE.

s

« FmBR. IREE

FE1 IHDRFENRS, PEEEEFISGHANREENESHS.
$H2 EEMSHISERE “ RE > MEIRE" , BHALA “EheE” , RIBWTRKE
528/, BF “‘HE” .
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/BearPi_Agriculture.zip
https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
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2-101 BRigEZEM-MQTT

PGS

FmEE=E @ v

il

3

ErEr=S Test_1 v

BENEE Test_1

BED @

REAEERE O S oeEE

=5 &

HAER &

SYEWR 158H

FRBEZE=E | EREEMENERTE.

P& SR BN R. WigE, BEtIE .

IREIRREG Blnode_id, HEMIZFAIIMEI, MACHbBLtE Serial No; &iRBE

LiReE, EEEEXNFNH, KEMIEANTFR, RRiFFE.
HF. TR (1) EER () B9ES.

REBBR BNdevice_name, ATEEN -
WEINESER | %R ‘887
2%4H REBZH, JEEN, NMESYEMNESSBNER .
SALRRA 1.0 RN © EARHERAREREAT 1M
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2-102 1R F-EAMEFRLIN

IR CIEREIN

FEmSELMEEER.

i
i

[ ]

HiFifEe, SRAESEFERNATNL, EESE, El it - S5
BIEHITESR,

1
B
[ww)

@
1
£t}
-IIII

m)

o =Tk, EELUERIOT Device SDKISIRERAETRS
BB SDKEF

AR
1. EEMAINGE, BZEREFREIDINER, BTRERAFEINIL.

2. AEPERK, REBUEERREMHNER, TELKEIEMREERES.
3. AFPYEREFIERFABERNRE . MRRERSSHE, BERERME.

.

Huaweicloud _iotlink SDK {£FH

FB1 TZJRFS: oh3.0_hwcloud_iotlink-master.zip,

T2 B EARBEREENEIOpenHarmony B3R B FAYsrc->third_partyE =, 1ttt
EEFTEME0penHarmonyFIHuaweicloud_iotlink SDKHEREIEEH=7 EEE(FH
OpenHarmonyRJZ&E3Z {4, INCISONFOImbedtls,

ZE3 EOpenHarmony 3.0/&Rf%device\bearpi\bearpi_hm_nano\app\BUILD.gnsFA00TF
K58, RIE#RE TERREE AT REdemolIiEE,

"//third_party/hwcloud_iotlink/demos/mqtt_tiny_v5_agriculture_demo:mqtt_tiny_v5_agriculture_demo",
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https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0065.html#section1
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0065.html#section2
https://obs-pipeline.obs.cn-north-4.myhuaweicloud.com/sdkDeploy/quickStart/oh3.0_hwcloud_iotlink-master.zip

IREEAN
L

2-103 demo B9

< BUILD.gn

import("//build/1i

ite component(“app”) {
features = |[|

(AR

nent.gni™)

FEF2HERAMQITEE ARAIdemo, HiTAizdemoRIBUILD.gn 4, BAUNET7RIR, H
PARISE S TR IRIEHFIWIfitERAIES S, BRIEEMQTTRHEL WA — LS i,

glcison, mqatthEX. osallBXLANECERE N, CRIGRRRIFIZHATHERMmFE

hwcloud_iotlinkEE, #RiFRSIRIBISEIREHENZ I MPTUEZRIFELIN CUF-ITHRIE .

2-104 AR 4mIFS 14

HE = BUILD.gn

IR

ITWORKSPACE
> grpc

< demos
> hello_world...
~ mqtt_ti

> include " T
- (#mgTt_tiny

£ BUILD.gn sources

mgtt_v5.

= BUILD.gn

test_mainc M

app_demo_... M
.mik

~ hweloud_iotli...

£ BUILD.gn
iot_config.h
iot_link_con... M
link_main.c
link_main.h

2 inc

2 link_log

agriculture

agriculture_demg

iot_configh T3 (]

SRR 1.0
(2022-08-30)
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2-105 demo A9ZEREE

TIotMainTaskEntry|
link main task entry():

( ) osal task create inTask ,CloudMainTaskEntr
( ) osal task create askEntr nsorTaskEntry,

‘TotMainTaskEntry);

(MR

B8 AXIFFRIMQT TR EE N = I — L 2 AR dtsHOZE S, NOEREL
loTMainTaskEntry () sps3455iEAlink_main_task_entry () E#H, SEifa{FosalfZELAR EithET
EHIET .

A ER
(1) MRFENHE EAFBRIEE CHIREELEMES, wifimKSIIRZDLL
NBECERImEMINREIDINIREER, TRUORENZIF2 4GERRIwifi

(2) JHEtiHECEEREHARE “287 1Y “BAERT REEAMQTTHHNY I
i.IJ:o

(3) HwiFFER, PDAIDELSRMGBLTHAR, XEF—NAE.
(4) BRfE, LTI FRIRRESETE R, RERBB.

(5) ERLIEETFOpenHarmony3.0iRA, EREMRAIZZIEIEIBRBUILD.gnX
45| A\BYOpenHarmonyBEiB &R .

.
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https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home

IREEAN
L

IREERANES

RIERRIRESFERRE (BXERFTERERX,
ER) , FORRBERZEAIUEEHEENS.

EFTAuULERMELRNERER, BTl TaS TAFREEHIRSE, BiF
WNTEN0-12,

BRI RIS TR B A EMED

2-107 &F LIREIE-MQTT

T
R RS THE =i R BEHT SRR iR FigdE o B
prErm Test_1
R
=
B ke
-~ .
aiaiEy s
B QTTH
IRBIEE BEELBEE c
Q| msEsE: a
BasicData
LightControl
luminance
30
i R 1 1]
%] SN E3 S A L\ A A S
2-108 LIRS T
RS REENE
L g X WSS
e BeTR
FuFBiEMRE loTFEE BRI
mELE LR
El omE somK s
S L L] Steettight
= treetLight’, “command_name’
CH_LIGHT: "ON" }, "send._strategy’ ae
editely”, "ex o) powm SWITCH_LIGHT
© BEER 0000 P
SWITCH_LIGI on
{seniceld: StreetLght, data: (ight_inensity32."lght_satus™0}) © mmniz
002000
EEEE () 2880 EERE

SRR 1.0
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2-109 H&EER

clients <1> :

mac_idx mac addr state lease tries rto
0 201131081a50 10 0 1 4
DEBUG] [3690] [hub_step] hub_step:ente

[ [

[DEBUG] [3690] [dmp_c
[DEBUG] [3700] [dmp_c
[DEBUG] [3710] [dmp_connect] oc_mqtt_conne
passwd:

[DEBUG] [3720] [dt1s_
[DEBUG] [3730] [dtls_:
[DEBUG] [3730] [dtls_:

onnect] oc_mgtt_co
ect] oc_mgtt_co

setting up the SSL structure
_new] set SSL structure succeed
kehand] connecting to se:

ver

-
SL/TLS handshake

[
[
[
[3930] [dtls_
[
[
[
[DEBUG] [

1
[DEBUG] kehand] performing the S
[DEBUG] [4370] [dtls_: kehand] handshake suc
[DEBUG] [4470] [dmp_c:
[DEBUG]

1

4480] [dm ices/6399432cf5ceb911701e1£63_anomaly_detection00lbzm/sys/commands/#

ess
432cf5ceb911701el1£63_anomaly detection00lbzm/sys/messa

99432c£5ceb911701e1£63_anomaly_detection00lbzm/sys/properties/set/#

3 99432c£5ceb911701e1£63_anomaly_detection001lbzm/sys/properties/get/#
gtt_subscribe
tt_subscribe
qtt_subscribs

99432c£5ceb911701e1£63_anomaly_detection00lbzm/sys/shadow/get/response/#

[DEBUG] [10070] [dmp_:
[DEBUG] [11090] [dmp__
[DEBUG] [11090] [hub_:
ret = 0

oc_mqtt_profile_connect succed!

/devices/6399432cf5ceb911701e1£63_anomaly detection00lbzm/sys/events/down
:success

2.9 EF Jmeter TEHIT MQTT €N

=iiAH
MEEMEMEARIARE, SRYBEMZEESNESHEARE ., KSIRBEBEANNIREES
BXME T BISY AR FEIRSZEETR TR AL . 10TE2MIERNT, I3
BHTHREMEEEANEE ., AXNBaERIMeter T EXFFERIMQTTHMNYIE
NBEN# T IEREEN .
ARG =T
Mitims:
o BHNAMERENELZ, WIEFSKEEIRENE,
o BHUSFEMARI00GEE LR, WIFEAHELIEEEN,
MRS :
o ENBEIFFES: EATEFZIENRSSU2 (17i8%ELEL. 100TPSEELETT) »
o [ENHATHL: JmeterBiTHIE, IUEUIT:

£ 2-11 [ENHATHL

%@J% AUERTR | vCPUs R
2]

BRIt | s6xlarge.2 | 4vCPUs 8GiB
HHIs6

AR

BAImeterfUTHRZEEEIISTIREREL, INRFEEINESHSHELRBHILUERER
=HICPTSERSS, FEZBImeterfUTH, LUBEIESNHAER,
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https://support.huaweicloud.com/intl/zh-cn/productdesc-cpts/cpts_productdesc_0001.html
https://support.huaweicloud.com/intl/zh-cn/productdesc-cpts/cpts_productdesc_0001.html

IREEAN
L

AR

HUHAES

PSSR

gz

o EEFMEAKSHTBENR, REMTREEMRETAIEMR .

o CEFFEBRBEARS . KABNGOIRFIBAIRS, ©&F" WSLLF)", WL “SU2
(1 8&EZL . 100TPSEELFTT) 7

o ImeterfliTHlZEKIavalz TR, hlAlavaEN, TEHSRIRAZRE avazlT
78

o  THEHZIEIMeter UMeter R{FEMH5.1.1 U ERAE) o
e TEmqtt-jmeter IHEE, FREIEHEME T/ MeterZZBRA “lib/ext” BF T,

£ meter T A S TMQTTHMIGAITIEREENRIEXTRIZIN T :
B~ R. SIE— I MQTTHMYAY /M.

HEEIRE . RBMESANGINEM BB T HEREXANRE .
SAULHH . SAEZEIZRIBT IoTHRENIKATIK T .
AHEE . ARIE S AR RIS FERIMEREEN .

BEENGR . FloT¥ES LiRENEEMIEENERES ST,
----45R

EXEEEHE, BEANSI: ‘TR7 , BEREANN “eIEFm” .
RIERERTESSH, AERE ‘HE” .

X 2-12 S¥6RA

EXMER

PRERIFEE | FaBsSHtIZr T mARERARRE=E T .. WFEFREERM
] RFE=E T, MOEEARIRIRTE . INFEXGNAVRRE=E, 5
SRl RIRZE .

FEmER BEN. FFE. HF. T (L)  &FF (-) FFES

e EEMQTT,

RS #EFRISON

PR Tk I5RIE mRERFRTIIES .

17
IREER FERFEMEN~mEE, SEMXEKREXRE, THEEBRAR
&%l&gg
SRS o

SRS

SRR 1.0
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mEES

masRREEE

EIEARE

BEERURARE RS F—
Bé#HD BEs =3 B PR fiik A IEERESNEE...
Test_package_3 bin vio IoTDA Test_1 V0.3
Test
Test

10 S8m 3
semumes
(1 588

BIEFRIESAS, AILUESRSIMRE (RS101) , EROFREUREEZIFIRIRAE
BEE., MIRENMARBRBEEFRRA, WEAZAREIFRERRIREA R

$IR8 ESZCERINEILIEESIIRFEREIZES, BEFEIUEBEIARESFR.
EESFEREAT LM ERSLE (—XRZ100MEE ) S MELEEERTPRNREF
%, WEAILWESIK (—X&EB100MRE ) HBPEHXXWANREH R . BE ‘250
i1 JUENZHEA RIS FREEMANREA K.
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B/ rhnp LAz £
RIELEE REEE
3-12 {ESBi¥H5-Test_upgrade_1
*
H3HBiEE
=ETEE
TEER Test_upgrade_1 s HiTH
LT EET EEzr i BT
pay=:al=]] 2024/0112 10:35:59 GMT+08:00 ERE SRR | EFERE (9%
EEE (B 304k fEfE @) 30%
HATIFE EiEFHRE
FHEEESE 8 FEEN Hik
1 0 1
23ER FrEtE Ql|lc
P S FHifdER B
® HiT= Test_1_Test MQTT_1 QueryingVersion Esl
0 v | ==x n
-

ArSSSLI

B FEAMQITHXEIIZFEAFTS, FEESEEREN,

$£E2 AMQTT.ATEEES FTEETopic, MQTT.HXEKZITFERSH FANE GRS
PAN
< o
Topic
T47: $oc/devices/{device_id}/sys/events/down
SEIRBE
B2EFEE T RIRIRAEEER
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3-13 {Ji@*0

@ MQTTx - 1.7

Publish | Subscribe  Scripts  Broker Status  Log
1 B

$oc/devices/6079042873515302c161d82_1123321/sys/events/down

Dump Messages ~ Mute

Topics Collector (0}

HIR3 SEIIMQTT. A IR E AR A

Topic

Disconnect

$oc/devices/6079042873515a02c16ffd82_1123321/sys/events/down

11-05-2021 09:43:10.34990179

{"object_dev 042873515202c16Ffd82_112332
vice_id":"$of "26210511T014316Z" , "par

=
BiGh o

L47: $oc/devices/{device_id}/sys/events/up

SRR

525198 HIRRE R

Gl

Topic: $oc/devices/{device_id}/sys/events/up

#Egat: |

"object_device_id": "{object_device_id}",

"services": [{
"service_id": "$ota",

"event_type": "version_report",

"event_time": "20151212T121212Z",

"paras": {
"sw_version": "v1.0",
"fw_version": "v1.0"

}

3
}

Payload decoded by

Plain Text Decoder

es”: [{"event_type”: "version_guery”,"ser

SRR 1.0 WRIERE © LEARITERARERAF
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3-14 HRIRAS

@ MQTTA-1.7.1 - o x

Publish  Subscribe  Scripts  Broker Status  Log

R4 HRFERASE, BIUSRSEREITFETRIOAREN, BIEEWT:
Topic
L47: $oc/devices/{device_id}/sys/events/down
SR
EEEFETRAREN
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3-15 FRERAERIER]

@

File Extras Help

Publish | Subseribe  Scripts Broker Status Log

Soc/devices/6426953997baci7a56438fae_ota0615/sys/eventsi2

Dump Messages Mute

$oc/devices/642695a997bacf7a56438fae_ota0615/sys/events/down

-2023 15: 54413329

object_device id":"642695a997bacf7a56438fae_otad615™,"
", "service_id":"$ota","event_time":"20230818T070!
18943 /iodm/dev/v2.0/upgradefile/applica
6438fae_otab6l5/packages/644611

Collector (0)

Payload decoded by | Plain Text Decoder

55%5 iﬁ%qﬁé”ﬂg&\@%uﬁa E@ﬁHttpiE;ﬁTﬁﬂ-g&@IO
RRERERCUrlESRE,

3-16 THHAKE

Bl EES: C\windows\system32\cmd.exe — u] e

ANl

curl -X GET -H "Authorization:Bearer "https://100.93.28.202:8943/iodm/dev/v2.0/
upgradefile/applications/ddecccc223574aee9466fe8f7e16a205/devices/
6079042873515a02¢16ffd82_123456789/packages/4f201f38c281ca5d40794a3f" -v -k
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A EE

. J"‘T‘htthﬁ}ng‘R BEL (header ) FEZMINNAuthorizationfSE., E{E “Bearer
{access_token}” , E{access_token} HWEIRIHAIEEIFHIaccess_token,
Bearerfl{access_token}Z[Bl5— /"KL,

e W% event_typefsfirmware_upgrade_v2. software_upgrade_v2, MTEEFKTFEIRX
B ERNAEEETERL . BRRAIT:

GET https://***** obs.cn-north-4.myhuaweicloud.com:443/test.bin?

AccessKeyld=DX5G7 Witk

TI6 R LIRARMKE
Topic
47: $oc/devices/{device_id}/sys/events/up

SHIRH
B2 ER T HIRARIRE
Bl
Topic: $oc/devices/{device_id}/sys/events/up
HiEE:
{ "object_device_id": "{object_device_id}",
"services": [{

"service_id": "$ota",
"event_type": "upgrade_progress_report",
"event_time": "20151212T1212127",
"paras": {
"result_code": 0,
"progress": 50,
"version": "V1.0",
"description": "upgrade processing"
}
H

N TFERR LIRFARHEES50%, AILAEFEEERRIARKEEHS0%,
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BIELE 3 IREEE
3-17 E3RFAFHE 50%
& MQTTH - 1.7 — [m] s

File | Extras Help

Publish. Subscribe

Scripts

Broker Status  Log

Publish

3-18 {E551%f5-Test_upgrade_1-FHRiHE

QoS0 Qos1 Qos2 Retained

X
=58
=TEE
FEER Test_upgrade_1 o HiTH
HiFEE ITEAT rEE EliER
Frisadia 2024/01/12 10:35:50 GMT+08:00 vt S0 | EREE (54 0
zoErgEnEiE @ 0sE FigedsgnnE @ 0%
HUTIEEE EiFRE
FHigE = FHRRELIE @ FHEEHE EHi
1 0 0 1
em=n HE= B FERs v || mmaEED Ql
[] #s &0 FHBHEE B
[] @ miF=s Test_1_Test_MQTT_1 downloading progress is 50% il FIE
BEH: < n >
TBT THFR
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3IRREE

FIRAFHE100%, BHBIMRAAFRIIBIFMRA, ATAEESEBRIFAHRTHK -
3-19 EIRFAFHE 100%

@ maTTf- 171 - ] x

Publish | Subscribe  Scripts  Broker Status  Log

3-20 REHFHR-BEIHFHR

REMAE T emmesn © ¥ | GEREE

—0 )
ERaEE FARES
BEEFR REFR
FRES
ESEHID © #wS < ESxR FHamiE < BE
2] EEFER 00
----£EE

3.4 IREEHEN TOPIC T L=

7=

BixSE

fEEloTRImK ENUEARRIEIN, I EEMBXNEIGIRSSST &, BAHRAMIZHER
AEEMSFESOR . S, LARYEAMNFERAIRERETE ERBRGTE,
e EEIR IR, FATARERS R EIER AN FS .

BRI RRIRFENEEMQTTER, ST TER.
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BRIELR

SiRbcEFA

#ptopic: faircondition/data/up

payload: { “temperature™ 26.0 } g
loTig# BEMQTT Broker e
aed

#lfrtopic: /aircondition/cmd

payload: { "switch™ "off" }

ETFMQITHMY A ETEEF M TSRS EX AT

V=577 E{STopic #3ZPayload
"B LIREYE /aircondition/data/up { "temperature": 26.0 }
RSB imIEHIES /aircondition/cmd { "switch": "off" }

RELEWKERAKR, LAYPEMFEESRHINITERAER, BRENFAAXZREN
topicklpayloadiR4&=, FMATLMRIEIEIRERENTIEMNES

Jzfatopic: faircondition/data/up

payload: { “temperature™ 26.0 } E=i]
loTigsE BEMQTT Broker s MRS
s
$lirtopic: faircondition/cmd

payload: { “switch™ "off" }
TRENEIEENEE AT

2RENEREA =R FEE
REMEAT, RS,

Efntopic: faircondition/data/up

3 ARSSEENAMQPIEEEER
=R
ANARESEEIREES FAROE
{E=topic FEEE.

HINIS|ZE +AMQPIEE

EMHEE TR RUFHARSS =5

payload: { “temperature™ 26.0 }
loTiz&E LRSS i8EtopicE

H#=latopic: /faircondition/emd
payload: { “switch™ "off" }

g EFR FRE= MR OTER:
o IRBMEMERNERZ LN YA FESRIEAR

o EEMNSIZE, EREHIEREIINARSE. AMQPIEEHSEARE=1=

IRS3 ™ am o

o NVAMRSHERIRERE TAREOEEEpiIcFAIER .

EEHERESm. RENBERELSR, BEIRRLEFTA.

2. MWiRFRHTISHE, BENRERTL.

3. WRSURETIW SR, SSMEWIREHIEN T AIZFEIES, B2 WIRSIRT

Y28

£ IHEREEANRSS, BE “MRMERT BEANRSENEHS

£ER2

Bl m.

SR 1.0
(2022-08-30)

WRIERE © EARITERARERAF

141


https://www.huaweicloud.com/intl/zh-cn/product/iotda.html

IREFEAN
EfESLE

EEREEMSA=RY “Fm” .

2. BEEMRY “EIErm” , SIEFERRERT R, B52HE, BE

=R

E o

EXER

FmEFR | BENX, Waircondition

PMNEERY | &R “MQTT”

#yEtgzl | %&IF “JSON”

PREiTI | &

REER | RIELMRERES, @1 “aircondition” .

£I|3 ERE.

1. EREMSHERN 8% > MEIRE > RETM , SEREALEAEN “Ehe

=27
=]

o

3-21 Big &M -aircondition

g "
FEER=A () M
FREr=& aircondition v
MQTTRRISEREIAITEFEST S opic, ESCITEtopichlz=
BETAE () 12345678
BED B5af802e5b6d3c2d690a7138_12345678
BEER
BEEE
BENESE () X 50918
BH | eeeeeens ©
BAE | eeseeen ©
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SHBIR yLol:lz

FrIEr=&a IR E2F 6N R,

hea =Nl Blnode_id, ESMIZEHIIMEI. MACHELEE;Serial No; &8
BELIRE, EEBEXNFEMNSH, HRENFEEHFHE/Y .

REBIR BHEN -

BEINEER | RIBEWSEMERBAIEESR, ERNABAES. AL

“Z5R” B AM.
4R REBZH, BEEHEIRIRENEH,

BER&SHE, BE “HE” .

TR IBEEIRERIN .

ERAMSA=RY “MN > iRk ™ , BERNEANAY “ UM .
SETHRESSHE, BE “SIENN” .

e 6] S¥HE

MM ZFR BRI ZFR

HN R SHZFNBIHEA o

HIEKIR R REIERT . REBIB LR, REEEGRtopici]
payload#{T ER, #EXMFESRNMERRE HERIEHITAIE,

RSB EEHIERIRS, Bshltiitas.

REZTE LR N R R AR A RRETE.

EREEABrNE, 2E YRNT , ERENRESSETREERSHE,

BE “HNT .

287 SR

KRB ERHIERABR, AL “AMQPHEEEERTI” Jofil,
iHERATY B RET , EERERNI,

- HREHEWN, BIREEES, BIIRIREEXBE
MEFPETH—, KES8-128, REEREAEFE. I\E
FE. HFEEEHFE (W0_-) o

- EEEMRRESEG, 2EESAIIAMEY “HkR” B
E.]-o
i%A3

EEITRRIBATIAR RIFHIRR o

4. STERERIPMINENE, BE ‘B’

R

SRR A ZEAMQPIEERT!
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IREFEAN
EfESLE 3IREEE

IRBIRFTA

SRR AR, TEHTIRERISZHR. TBIOREFARMEDSERENTT
&, ABHGLIMQTTHAS], NMEmrEERm=T, REUINMIEREDLEIIER
T, EHIRFEEIZMQITERE., HIE LR, 5REEE.

£ IREEVEMFESEIIMQTTIER.
1. SETREEENSH.

Profile Mame | Device_Transfer

Profile Type  MQTT Broker - S\

MQTT Broker Profile Settings

Broker Address | 015f5b39b2.iot-mgtts.cn-north-4. myhuaweicloud

BEI

Broker Port | 3833

Client ID | 3f343efc 039d94 Generate
General SSL/TLS Proxy LWT
ser Name | 5852 733355
Password
Revert m oK Apply
2% wik/al | ¥R
i%
Broker Wik LRI TYEMFESHMQTTIMURNILELL, EE&E IAbX
Address BY,
Broker WAIZE 8883,
Port
Client ID | AJi% ERIREEBRIAYClient ID,
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IREEAN
EfESLE 3 IREEIE

e WHE/F] | SHEEE

User whide EELRIFMLBIEMANREID, RABIEHEE
Name FYRYIREZ I DRI mIDEIE . EREERH=, REN

User NameS#H T A AtaT LUE RIS &ZEO, 18
T2 % DEHUEEIEEHIAIUser NameS U BIRIT—
.,

Passwor | Wik INZEISE . Passwordf9{E (A

d “HMACSHA256” EXLIRTEIZ %A, XdsecretififT
INZEHIE.

secret 9L EATESIR[EIRYsecret .

2. SETREE “SSUTLS” INES#, AREE “Apply” .

B Edit Connection Profiles [m] x
local mosquitto Profile Name | iot
Profle Type  MQTT Broker - ' MQTE
MQTT Broker Profile Settings

Broker Address  {JeialaleleTee)

Broker Port | 8383

ClientID | aBff Generat
General  User Credentials m Proxy LWT
Enable SSLITLS v/ e Protocol  TLSv1.2
CA signed server certificate
® CAcel :ﬂ:a:'u.iio
CA Certificate File | Dr\certificate\certificate\java\ DigiCertGlobalRootCA crt.pem -

CA certificate keystore
Self signed certificates

Self signed certificates in keystores

(5]
+ - Revert | Cancel JECTS Apply
2% wik/a] | SR
ik
Enable DSV %R “Enable SSL/TLS”
SSL/TLS
CA D%V HHEEBSERTmEIREAICAIER
certificate
file

T2 EBREYBHFENESENERER, RERHEEERIAYtopicilpayloadi&t EIREIE. ¥
AR A IHXEIFRATRE X ftopic, H—iRER “IBHEE” HIERFEEEE L
RIS R AR = NAREENNEMTIRSE,
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IREEJXZ)\

Ex{E3LH 3IRBETE
[ 3-22 8% E%
BEFIE O HEEE 0 HESF 0 HEER HASFNSSEEE TS
=501
¥E BESE BEIFRE

— [m} x

Di t “o
sircondition/data/up - S w50 @EEP 2 Retzined alv

“temperature': 24

FI3 IRIETRAIAtopia# TiTE, BEWNARS R TRIES .

ARSSImFFA

@ MQTTf - 1.7.1

m Extras Help
A -
- Disconnect

Publish m Scripts  Broker Status  Log

faircondition/config/down
faircondition/config/down o«

Dump Messages DLl Unsubscribe ]

-

AR ImE T S A, SCHHEKGR B HURF N AIEHIIES . AL UavafiilAsal,
ET}KI&IX =3] iﬁEﬂ]T&} %HE <o

o SEHRSESEWISEEIR
RSB EEBEITAMQPE FiniZ B R, 1¥HiBIES WAMQPE FimiE NI,
Java SDKIEANTHI, &EZIRIHSAMQPIREEEEOSEREEE LIREH .
AMQPE iz EIRSE SRS, body=FERET&E FIRAYERIAtopickpayload.,
{

"resource": "device.message",

SRR 1.0
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"event": "report",
"event_time": "20201114T034403Z",
"notify_data": {
"header": {
"app_id": "QAksSBSBBQpWYtEKC3LrrOboNkOa",
"device_id": "5fae45e358115902ce609882_20201113",
"node_id": "20201113",
"product_id": "5fae45e358115902ce609882",
"gateway_id": "5fae45e358115902ce609882_20201113"
1
"body": {
"topic": "/aircondition/data/up",
"content": {
"temperature™: 26.0
}
}
}
}

JAVAR U RBEEBIATT :

package com.huawei.iot.amgp.jms;

import org.apache.qgpid.jms.JmsConnection;

import org.apache.gpid.jms.JmsConnectionFactory;

import org.apache.gpid.jms.JmsConnectionListener;

import org.apache.qgpid.jms.message.JmsinboundMessageDispatch;
import org.apache.qgpid.jms.transports.TransportOptions;

import org.apache.qgpid.jms.transports.TransportSupport;

import javax.jms.*;

import javax.naming.Context;

import javax.naming.InitialContext;

import java.net.URI;

import java.util. Hashtable;

import java.util.concurrent.ExecutorService;
import java.util.concurrent.LinkedBlockingQueue;
import java.util.concurrent.ThreadPoolExecutor;
import java.util.concurrent.TimeUnit;

public class HwlotAmgpJavaClientDemo{
/1B ERE Y, SHETLWRRISIFS(EERE, aLIREMELSHIRAE,
private final static ExecutorService executorService = new
ThreadPoolExecutor(Runtime.getRuntime().availableProcessors(),
Runtime.getRuntime().availableProcessors() * 2, 60,
TimeUnit.SECONDS, new LinkedBlockingQueue<>(5000));

public static void main(String[] args) throws Exception{
[EREEIHENEE,
String accessKey = "${yourAccessKey}";
long timeStamp = System.currentTimeMillis();
//UserNamefB375i%, ISR AMQPE PRI,

String userName = "accessKey=" + accessKey + "|timestamp=" + timeStamp;

[EREEIHENT .
String password = "${yourAccessCode}";
[/4ZERqpid-jmsHIASE,, HFIERZURL.

String connectionUrl = "amqps://${UUCID}.iot-amgps.cn-north-4.myhuaweicloud.com:5671?

amgp.vhost=default&amgp.idleTimeout=8000&amgp.sasiMechanisms=PLAIN";
Hashtable<String, String> hashtable = new Hashtable<>();
hashtable.put("connectionfactory.HwConnectionURL", connectionUrl);
[INFIZ, BILAERBAIABAG DefaultQueue
String queueName = "${yourQueue}";
hashtable.put("queue.HwQueueName", queueName);
hashtable.put(Context.INITIAL_CONTEXT_FACTORY,
"org.apache.gpid.jms.jndiJmslInitialContextFactory");
Context context = new InitialContext(hashtable);

JmsConnectionFactory cf = (JmsConnectionFactory) context.lookup("HwConnectionURL");

[[E—A §ERER] 8UE2 2 queue, SRTEIqueue. HWQueueNameFIFRCXIRiAT
Destination queue = (Destination) context.lookup("HwQueueName");

B ERSS iR
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TransportOptions to = new TransportOptions(); to.setTrustAll(true);
cf.setSslContext(TransportSupport.createJdkSslContext(to));

/] BlEiERE

Connection connection = cf.createConnection(userName, password);

((JmsConnection) connection).addConnectionListener(myJmsConnectionListener);

// BlIEE Session

// Session.CLIENT_ACKNOWLEDGE: W Zig8fR, EEF AR message.acknowledge().

// Session.AUTO_ACKNOWLEDGE: SDKEZIACK (#%E) o

Session session = connection.createSession(false, Session. AUTO_ACKNOWLEDGE);

connection.start();

// Bl5& Receiver Link

MessageConsumer consumer = session.createConsumer(queue);

[ IBE BB E

// 1, EhHEIE (#5 ) , S88receiveMessage(consumer)

/] 2, FhNs0f, £B8consumer.setMessagelistener(messagelistener), RSB iR E SRR Z A
i, {BEEEIESINHIEREREE P NEMERSZ(EN

receiveMessage(consumer);

// consumer.setMessageListener(messageListener);

}

private static void receiveMessage(MessageConsumer consumer) throws JMSException{
while (true){
try{
/| BN EIBWEIESR, fafRreceiveMessagetREI RIS HFEATIZIE.
Message message = consumer.receive(); processMessage(message);
} catch (Exception e) {
System.out.println("receiveMessage hand an exception: " + e.getMessage());
e.printStackTrace();
}
}

}

private static MessageListener messageListener = new MessageListener(){
@Override
public void onMessage(Message message){
try {
/| B E B EIRER, fAfRonMessageriE IS HEHEMIZIE,
/] MR SLIBFERHS T KBAE(F TR, AIRE=NISDKKEIHRERIEREIE
executorService.submit(() -> processMessage(message));
} catch (Exception e){
System.out.println("submit task occurs exception: " + e.getMessage());
e.printStackTrace();
}
}
i

*k

* X BRI R H R RRI R S32E .
*/

private static void processMessage(Message message) {
try {
String body = message.getBody(String.class); String content = new String(body);
System.out.println("receive an message, the content is " + content);
} catch (Exception e){
System.out.println("processMessage occurs error: " + e.getMessage());
e.printStackTrace();
}
}

private static JmsConnectionListener myJmsConnectionListener = new JmsConnectionListener(){
/**
* TR IR .
*/
@Override
public void onConnectionEstablished (URI remoteURI){
System.out.println("onConnectionEstablished, remoteUri:" + remoteURI);

}
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* EHERAENANZ G, REBEELEM.

*/

@Override

public void onConnectionFailure(Throwable error){
System.out.println("onConnectionFailure, " + error.getMessage());

}

* TR,

*/

@Override

public void onConnectioninterrupted (URI remoteURI){
System.out.println("onConnectioninterrupted, remoteUri:" + remoteURI);

}

* ERFITEN BMEEL,

*/

@Override

public void onConnectionRestored (URI remoteURI){
System.out.println("onConnectionRestored, remoteUri:" + remoteURI);

}

@Override
public void onlnboundMessage(JmsinboundMessageDispatch envelope){
System.out.println("onlnboundMessage, " + envelope);

}

@Override
public void onSessionClosed(Session session, Throwable cause){
System.out.println("onSessionClosed, session=" + session + ", cause =" + cause);

}

@Override
public void onConsumerClosed(MessageConsumer consumer, Throwable cause){
System.out.println("MessageConsumer, consumer=" + consumer + ", cause =" + cause);

}

@Override
public void onProducerClosed(MessageProducer producer, Throwable cause){
System.out.println("MessageProducer, producer=" + producer + ", cause =" + cause);

}

ArSSERSS R FARERIIES
RSFBEBSFAER TREOTAIZFES, BREEETREEHR.
TRIZEHEXESERA:

B W | K uE il

%/
AJi%k

X-Auth- WA | String | Header | FAFToken, BiZAAIAMARSS $£EX
Token IAMFFToken$Z [5REY, #ZR[E]

RIMBALE S “X-Subject-
Token” Fh 2B EIRENAIAEF
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message | #4i% | String | Body REWTEBER, =FE, BfER
wENATNRELIE.
topic_full_ | BJi% | String( | Body Egig&Etopic,
name 128)
OB
POST https://{Endpoint}/v5/iot/{project_id}/devices/{device_id}/messages
Content-Type: application/json
X-Auth-Token; ***rixix
Instance-|d: **xtr
{
"message": "{\"switch\":\"off\"}",
"topic_full_name": "/aircondition/cmd"
}
JAVARZ IS AEGIEN T -
public class DeviceMessage {
public static void main(String[] args) throws KeyManagementException,
NoSuchAlgorithmException, IOException {
String token = Authentication.getToken();
Map<String, String> headers = new HashMap<String, String>();
headers.put("Content-Type", "application/json");
headers.put("X-Auth-Token", token);
Message message = new Message();
message.setMessage("{\"switch\" :\"off\"}");
message.setTopic_full_name("/aircondition/cmd");
String projectld = "11111";
String deviceld = "5fae45e358115902ce609882_20201113";
String url = "https://iotda.cn-north-4.myhuaweicloud.com/v5/iot/%s/devices/%s/messages";
url = String.format(url, projectld, deviceld);
HttpUtils httpUtils = new HttpUtils();
httpUtils.initClient();
StreamClosedHttpResponse httpResponse = httpUtils.doPost(url, headers,
JsonUtils.Obj2String(message));
System.out.println (httpResponse.getContent());
}
}
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2. TFHEHUEEZEAIMQT T, IJRFEE T RIS
a. %&IF “Subscribe” L.

b. HNITHEES T A SHITopic=$oc/devices/{device_id}/sys/commands/#
( Hp 5LB3FANEEIDFEF—H. )

c.  EBiE “Subscribe” %H, TRHFEDSTAITIA,

5-12 Gl MQTT 1Ji5

9Puh»llg -l Scripts Broker Status  Log 9

$oc/devices/5ecies30d4152802c5a7dfac_33667 7 sysish -

3. {IREELESIRNOMQTT.X, EiREMH,
a. i%EIE “Publish” ™F,

b. HWAEM LIRAYTopic: “$oc/devices/{device_ |d}/sys/properties/report(E
H{deviceld} SLER1IRENAVIR &I DIRIF—Eo

c. E¥R1%E “gaslevel” KF6RIEM .
fﬂﬂ-

"services": [{
"service_id": "gaslevel",
"properties": {

"gaslevel": 45
}
}
1
}

d. B “Publish” %0 FIREME-

5-13 MQTT 4 LR

Subscribe Scripts  Broker Status  Log
o b | $oc/devices/Secddlced32d2c03b55cbabd_11223344536  ~ |m

"services": [{
“service_id": "gaslevel”,
“properties": {

"gaslevel™43

13 ]
}

1

}
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SMEAMES EREE, RS LEFEEARN DHEHREZEE, REAXHMY
SRR EENGIEENFISE.
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BEAER

PR BHEMX, WMQTT_Device,
et &R “MQTT” .
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FEfT RIELIRE R TIES .
IREEER

$I|3 BEXH, REVEmiEE SR
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SeILLEE PR miERETHEE, EREETHE. TeH G S rETmiER
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FriEr=ma MQTT_Device v
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BEER gateway_1
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bR S 1. B “RNIEET ;
2. &R “RBIREHE
3. EERSTRARR HUE'JI“':' “MQTT_Device” , &8 “£3hg
&7, MRIRESEE ‘TR ;
4. “REIFEAHK” ®&EFE 5987
WATENE 1. B “iRNEiE” ;
2. ohiEZEBNER “ FIREE” |
3 ‘SR E CEER  SCEEGAISE (08 8
e, “SEIM WA ‘MIXRETE" , “iilj\]n’é“” A
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[
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- | @ | mreeE 23
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1T o EMNH “HMY” , EEEWIEENHRLAIHRTELELL ;

o HEMNA “EE" , MANRWIEEBEMAIFISHE.
FENMNIZSN LR, 80 ZiREIES11T, RBES101T.

R

ACE N I EHEIEIRSS

TN RIEHEIERS P AEESEMUMEZTHNAN, SRERNRSHERM LK
FEE, M IOIRESHTIEH LEHHEIEE.

B BREATEHZMG, HANAEHEERS .

$|2 BE “VAMER" HANBCEEERSENS . SERTBNBIEHEERS, B
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