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Qos2, AIZE{ERMRH,

$I3 R

IRBHMKEBRANDENFEENEARENFESEILERE, NTTEEEEMNX5FEES

HITKEK, AREFBIENRSER, BREIMKIEEZNIEMNIES %E&%@?ﬁ%&

}zﬂz‘%ﬂ ﬁ%\ f%lD*Dﬁ%HIEE%E’J ha/R"F LA BZRSEEREMAI, aEFEs
BIRE I~El:

l2141§ YRGB IEL

$4 1Ti%Topic

TR topicAUIR B 7 BetE I broker R ThRIXFiZtopichUiER , X TFFEMEtopicAIS
ZTopiciENX. -

ki, NRpkINITETopic, EREMAT=ERIFMER:
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iﬁ%}z)\
AESNi5H 2 IREEN

a2} MQTT Device Access Simulator — [m] X
(] SSL Comnection [ Enable Backoff Recomnect QoS 0 v Disconnect
Server Address | Device ID Device Secret
Topic to Subscribe $oc/devices, +/sys/commands/# Subseribe
Loz Clear Loz

2024-05-06 11:38:05 = try to connect to server
2024-05-06 11:38:05 - connect to mqtt server success, deviceld is

Topic to Publish $oc/devices, /sys/properties/report

{ SE!’VIU!S [‘{ properti as N

| {"alarm”:1, "temperature” 92 670784, “humidi ty”: 78. 37673, "smokeConcentration”:19. 87906}, "service_id": “smokeDetector”, “svent_time” null}]}

Publish

S5 &fnTopic

:,EZ‘ETopucE}a gEEpEFES LIRECHBMEER, FANRSEERISFREZAN

EREIEE LI Y EiRTopic. B EIRINAE.

WANZE FRAYISON message, _tiBluminance/E1430, AfTopic/s, DemoREE
AT

a2 MQTT Device Access Simulator — [m] X
) SSL Conmection () Enable Backoff Reconnect QoS 0 v Disconnect
|
Server Address Device ID Device Secret ki |
Topic to Subscribe $oc/devices; /sys/commands/# Subseribe
Log Clear Loz

2024-05-06 11:19:27 = mqtt server is disconnected
2024-05-06 11:19:27 = try to connect to server
2024-05-06 11:19:27 - connect to mqtt server success, deviceld is

2024-05-06 11:27:02 - publizh message topic = $oc/devices, /sys/properties/report
2024-05-06 11:27:02 - publish messazeld 8b3242db-Ba5d~425d-b383-d793b081£34, topic:
$oc/devices/| Fsys/properties/report, pavload: {"services” - [ {“service_id”: “BasicData”,

“properties”: |
“luminance”: 30

,
“event_time” : null

} is published success

Topic to Publish $oc/devices, Ssys/properties/report

{ servu:es [ { service_id": “BasicData”, “properties”: {
“luminance”: 3

.
“event_time” : null

Publish

IR LIREMARINETR “IREFIE" TEEER LRINVEN:
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B=IESCHE 2 IREBEN
2-15 BF HIREIE-MQTT
< R
- (e @)
6 W TE®GS

RIS R a MR <aIIIRE, EMQTTEMESSMFAINIT T Topic/s, RAILATE
EHARFFBEPNZREHTEL WL TR, TAENE, AMQTTAIEIFRE

BUEIFETRAIRERBS .

BN FEIiEFAT, TRSEBZALightControl: switch, SE{ENONRIAFS .

2-16 L T A-BEHBLTA

10TDASS /| ZESE | BEiFE

< w® @

=t aspE

=EER =RIETEE

HEFE  ®STEO

0 UREEFEERENTHSTE, NSRS NEERT

BFRE TR mrecssrmsnsisss.

(=78

HERE =EnE FiRE TR

T&Ra&e
© ErecEyTEE. SEREENDANTAESEN. EUSANRSEREY. THRES O

o
value e

' w =
-t GE L]
) o

B TARMINE, DemoREERINT:

A

SRR 1.0
(2024-10-22)

WRIERE © LEARITERARERAF

23


https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home

REEN
BAELHE

LAz 452
2 IBBEA
8;) MQTT Device Access Simulator a X
() SSL Connection () Enable Backoff Reconnect QoS 0 Discormect
Server Address Device ID Device Secret

Topic to Subseribe $oc/devices/ /sys/commands/# Subscribe
Log Clear Loz
2024-05-06 11:30:56 = publish message topic = $oc/devices/ Jays/properties/report

2024-05-06 11:30:56 = publish messageld 69b4Zh78-efcd~deedBeTeSacSc2e0fTed topic:

$oc/deviges) pavload: {"services” : [ {“service_id": "BasicData”,

prupertles HE|

“luminance”: 30
Neventitlmz : nall
1 b1iched 20240506 11:31.18 — ived ig {”
{"value”:"ON"}, “service_id": "LightControl”, Tawiteh]

= Yesponse message MEZ Fesponse_nane’: COMMAND_RESPONSE”, “paras”: {"result”:
2024-05-06 11:31:16 - publish messageId £2L1137v‘2298‘4n49 D29~ £4884cd3dE7a, topic:

$oc/devices, sys/uummmds[respmse/request 1d=2£003b74-92d1 4639-bEG4-e540acf1bboe, payload:
{"result_code”: 0, “response_name”: "COMMAND_RESPONSE®, "paras”: ["result”:

cummanrl nane”:

“success”}}
success ]} is published success

Topic to Publish $oc/devices, /sys/properties/report

{"services” : [ ["service_id”: "BasicData”, “properties”: {
uminance”: 30

g'umt_tim“ null

Publish
4t
"“—I:li

BT AL

REBANENES, RIUMQTTIRE h:)\%ﬁ%ﬂ"é? =, BNIZESEARTERMQITIZ
FRBYEMEEFRZEOS¥EEZE

&8 gl__yﬁﬂ_dﬁ' BANIRSS, I2EFREMAAESNAMNESLIRE, FHiE
)\%Efﬂ FE =) 1¢Hﬁggljjﬁbo

2.2 HF NB-loT /NEERFF A B ZERAT

RIHEE

BERIEHMERCER LEE—IF, BEBTIKEESTLONLRPEERE.
9.?’%%%&5?3&1@%3&%%@?1 BX. BIHRARERREEFILAERZA
TR RIRNE, EHEHEERCNNR.

FEizxEs, FMNETFEN—URFETETES (VS codeTBIoTlinkiE ) , MRS
(NRERFFREM) . FA (loTDAEIENTS ) | iRFlintaE—KE SRk THRR
BRG], wEARTOHIE R, TIEZRITONF ERERRE, Bt
loTDAIZHIE, FHEIoTDAEHISImizi=HILEDXTFFRAIINEE o
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FARRE
o TEF: /REIRBearPi-loTHAREM (BANBK. NBIRH. BHEIEKTINEEIEIR,
USBEIRESE ) -
e X{4: VScode, loT Linkififth. A= ( EFEIREEARS ) . win7RkLLEAR
RHI6ARHRIER S ( A3ZLAwindows 10 64-bitRFER )
g 7Y
BERITRAINHEmER RN TEFR.
BRI EHET A LIZ=ssi
WEBear-PITEEH BER
=EVScode ENFERER
2285 oT Link
RiE R
ZAsEERANRIRE AT LLEILWM2MENY (NB| ) S¥BMFEEHTRE, N
BTl AEFERENEMTN, BALSRENTESDS.
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IN\REIRFF AR

FRIREDBFEMNAEFGLFETRANEE , ZRREBBEHIEREE. BEEA. ©F
PABARERFERL . PISIIFERAY EBiE, NBERAAIR B RBIESRIORER
T, MR T IEIRERSET BIRUAN T EHRBEEAYT Bk, BIEEERE
IBESIEAND, EREBEEAEEIENB-0T, WIifillR4GE, T H2ISENEIEE
%, ZHFERNE T —MEESTMI2L431 B EYER TSR, BIMCU., BIER
FEANRELINLIteOSIRER S, HIRtTESHIRn=EIBAEN .

ATETFRBL, WENER, ZFRRIRE T 2.1hRARIST-Link, EEBELEIR
B, 1 FELAREMNSROFINEE . FRIRPIERE—RDH#ERJ9240 * 24089LCD
B, HEEERTERMERSHFEUNAIAT. LIDERTHEEESH.

FaRiA LAREE—REAX, BEKEALMAT-PCGR, BiIHEMmAYEOEF,
RIEATIESEINBERE . AMAT-MCUELL, BIIMCULIZATIES SBEHRARTT
REH, BREIERSEMERIBERARER =ik,
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2-17 /NEEIRFFARIR

“ L
" E i E‘earpf

JoEEEEE ST-LINK2.1, TS, EREsEl RArFE RESETHE NB-loTH &R

[EUERESES
1. ENBEIEAZINB-I0TH RIRAISIMEHE, FRIE-RIBHR-RAGROEBINEN,
NER2FF R -

2. BBUERERLURNB-IoT BIRIBAZIFAIRL, iF8%E5M, ARAUSBE
iE%E&EEiEFEW'—S%B&EE‘EE%o ETFAETR, HRIESS, REFR
RIEFE AT o

2-18 FEfHiEs

Z3E 1oT Link Studio 14
loT Link Studio@&t 3T 1o THIEAMimMIFFZRYIDERIR, B THRIFE. R, BHilE—
ﬁﬁg;—‘ﬁiﬁsﬁﬁ, 5 C. G+, ICRESMARES, IHERE. SEH T8N
.
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S£IR2

LAwin10861, SREXEERRIRSECE: AizfTEOR@Apc, RERE “‘Bit” , &5
RGE, RARSRERHZRIRFRERE.

2-19 SRENRFECE

2P HE W WE  EE Pl
— BEEEXTENNEREE
BRI . -
Windows 5%
[ Q Windows 10 %kkE
A ainr © 2018 Microsoft Corporation. REFFEFL
pviz:] .
Jlivcekig =%
E} BE > i) AHEE: Intel(R) Core(TM) i5-8600 CPU @ 3.10GHz 3.10 GHz
REMR EEEHATERAM): 16.0 GB (15.8 GB A1)
o - e, 64 (RIEES. BT 164 HIER
- EEAGEEER 2 =
pe - SEPEERS ’ = e RETIRT I R R
5 NTHE BRI
- EEEHESE
HEE. SAIEERE
= -]
HENE: DESKTOP-KDEV708
F eaiRlEIEREE HENes DESKTOP-KDEV708.china.huawei.com
5 BTSRRI e
m = china.huawei.com
Windows BiE

Windows EB0E & Microsoft SHFRIERR

=8 ID: 00330-55539-93602-AA0EM

Ba X8, RIBSENESES, TEIUACAYVisual Studio CodeHZE, (AXIA
windows 10 64-bitZE % Visual Studio Code A, 1F FE1.490RAK, EthRAAZiEF
loT Link ) o

2-20 % Visual Studio Code

Visual Studio Code  Docs API FAQ Leam A Search Docs

Updates

Blog

Learn. Connect. Code. Join us on May 25-27 at Microsoft Build!

UPDATES IN THIS UPDATE

August 2020 (version 1.49)

Update 1.49.1: The update addresses these issues.

April 2021

March 2021
Update 1.49.2: The update addresses these issues.

February 2021

Update 1.49.3: The update addresses these issues.

January 2021
! Downloads: \Nindow;-'stem ARM | Mac: 64 bit | Linux: snap deb rpm tarball
November

October 2020 . . - .
October 2020 Welcome to the August 2020 release of Visual Studio Code. There are a number of updates in this version

that we hope you will like, some of the key highlights include:

September 2020

August 2020 Format modified text - Limit formatting to just the code you've changed.

. Change casing on Search and Replace - Change text casing during global Search and Replace.
July 2020 Source Control repositories view - Display pending changes per repository.
June 2020 Filter Debug Console output - Quickly filter and find debugging output.

Improved JS debugger Auto Attach - "Smart” Auto Attach to Node.js scripts or test runners.

May 2020

! TypeScript optional chaining refactoring - Convert multiple checks to a concise optional chain.
April 2020 JSDoc @deprecated tag support - IntelliSense clearly shows APIs marked as deprecated.
March 2020 Notebook UX updates - Cell Status bar contributions, enhanced notebook diff editor.

February 2020 If you'd like to read these release notes online, go to Updates on code.visualstudio.com.

3¥: Visual Studio CodeARTIFEEREMacE %,

ZEMING, ¥JFVSCode N ARG, 3 loT Link #Z10T Link,
£

BEREEECE .

loT Link Studio EVXIZoIET S BN\ ME T EHRIAISDKE AR gecikEiiAg , 1Sk

BHIMET . RESRPBAEXHIEN, MOFSF. ZRTHEERVSCodefHif
TR

RERER
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HIEHMEEEREERIE, 15EVSCodeER, i&}:%E"F%--&%—Fiﬁﬁﬁf?{’cﬁﬁﬁ%%% ,
fEProxy Support FHEIEE “on” ,

TS (BRUITEHSDKERgeclkEIMELY, BFNTESDKE, HMEIC\Users\${AFP&}
\.iotlink\sdk B R T, 3{4ZEXHI0T_LINK, ME=E, EFHITFVSCodeBlT, HFE
B TE:

-

ECE loT link Studio T2

1 BFHVSCodelREBLEZAY “Home” ,
e Home: &EIloT LinkTHE;
e Serial: MAATIESHEFAIRIRE;
e Build: FmFRAEMLEE (ZBIEATN) ;
e Download: 1BFRIFEMHABRREIMCU (LB3ETR) .

S BRERXNRIETIENMR, mELFEPRE “loT LnkigE” , KEITRRE, HGCCIAR
BRIXHAEFE, BETHER.

() %88
INAEIRSTM32431 FERmIE T EHERA Jawin32.zip,

$I3 ERLFEPRE ‘O 10T T2 , BATRESR, TREAR, FEEFAIRIE
HEEFRE TSR

o TiERWR: BENX, WQuickStart,

o TEHR: nLMERAIEZENENOARERER, BLIGERAEIMIEME, W0
D:\.

o MHFTE: LanEHtademoRIEEISTM32L431_BearPIFE A4S, HER
STM32L431_BearPl,

o THITRE: ARAIF, FHAIABEZRKIT M, BEFoc streetlight_template, &
NkeRAYdemotFFIFNTEIZHI B E X AIF- BB AILES, ik EIREIE . MREFE
EERSENRSEMTES, BIEEIMAYoc_smoke_template demo#Efi,

T4 BE ‘BT, BATK.

R

RIFFHIRFAD

BT RHEAIdemotFHIh EEEIFAEARYEAMTESRIHEER, BRLIEEmM=R
(KBEFBEMETER ) , FRIEVNERFARIRMCU, TTEFARTE.

£ BEVSCodeRFBTEIZR “Build” , FERGRFTM. FEINE, REET ‘R
FERIN .
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Run Terminal Help

Hight_template.c X

Yapp_cndrep

6PI0_Pin)

10T Link Output

mkdir -p build,
mkdir -p build,
mkdir -p buil

c/1ink_string.o build/iot_link/link_misc/link_random.o build/iot_link/link_misc/link_ring buffer.o build/iot_link/link_log/link_log.o

ouTuNE
> TIMELINE
® 6/ 0 B Build O Rebuild D Download ) Serail @ Home

T2 ﬁﬁﬁgsfﬂzﬁéﬁ, BREIRFF A SEINERE, ARG EAENFIREIAM “AT-
MCUE" .

H$IR3 BEVSCodeRABTEIZR “Download” , FERFREFIRRTH . KRG, FEE
™ KRREIN o

tight templa

intensit,
Japp_light_int:

3_5C1_Data;

1_callback( GPI0_Pin)

0_Pin)

10T Link Output

ramming Fi
fy Started **

ouTuNE
TIMELINE
®6A0 [ Buid O Rebuild D Download (] Serail @ Home. O Ln1Coll Spacesid UTF8 CRLF C &

(0 588
MBETEREY, TeEFERSERNSHSHENTEROBE, BEE2UREST-LinkIEaD
SERDIERIN, MERIREIHRZEE, NSEXE RHFFLREEST-LinkIR5
B4 (ofik ) ZEEST-LinkIRzf .

1. BHIESTEM, TEST-Linkdkzh, IEstlink_winusb_install.bat3 {47 EmN%
%, (AZLAWindows10-64bit ST-Link 2.0.15341)
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IREEAN
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21BN
MName Size Packed Type
amd64 =
x86 =
[85 dpinst_amd64.exe 680,440 242,269 RIFERER
[#5] dpinst_xB6.exe 552,328 231,230 WEERE
E readme.txt 301 250 SrEEAE
>J stlink_bridge_winusb.inf 2,853 1,093 =&EE
+2] stlink_dbg winush.inf 4373 1,347 =2EE
L] stlink VCP.inf 2,467 B71_EEEE
2] stlink_winusb_install.bat 412 259 Windows HI&EEI
=4 stlinkbridgewinusb_x64.cat 11,004 5890 =2EF
=4 stlinkbridgewinusb_xB6.cat 11,004 5892 Z=£BFE
=4 stlinkdbgwinusb_x64.cat 10,997 5801 =2EF
=4 stlinkdbgwinusb_xB6.cat 10,998 5892 ==BE
=4 stlinkvep_x64.cat 0,248 5474 Z=£BE
=4 stlinkvep_x86.cat 9,247 5470 =2BF

T S ATLERERE R SR AN exe LRI TREE,

2. fIAPCRBEESRAIEEMNNAIREIESREMIT. & FEFR, RIPRIZRE

}ﬁljj o

v & B0 (CoM I LPT)
ﬁ Intel(R) Active Management Technolagy - SOL (COM4)
| @ STMicroelectronics STLink Virtual COM Port (COM3;) |
¥ B
B HE
O t=ih==
i
MEFE s
i ZEsE
I wiaE
v | FE. TSR
i Realtek(R) Audio
I+ =FRR) ETEET
i sfFEibEHaE
§ ERSTREEHE
v § ERSOEEE
§ 5T-Link Debug

e

{ER AT I8 EMIRAE SR

loT LinkfESHIBXMFEIEZER, AEBATIESREEMRASRiRIEEEE
B, REFRME. ATLL “NEERFARR” A6, NENUERATIESENEEE
HERDR, INREXELE, BB LIRTAINE.

1. MR RRMBNEESEE (HRENERK ) , FFEFAIRG LAIEN
FFRBIEEIAT-PCIEL

2. BEVSCodeEREfTEZHY “Serial” o
[ Build <* Rebuild <& Download [2] Sersil &t Home

3. EERPEENROS, BIFRIREN600, RERE I .
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#9600

Bz | 8

v
~
v
~
v
~

N
7 1
N

3

4. BN “AT+CGATT?” , REHE “&RX” , HRE “+CGATT:1” , RRMESH
BT (MPERLINRNB-IoTEXMIER ) , iX[E “+CGATT:0” RIRMLEHIE LK
( FERWARNB-I0TEAMERE ) , IBEESIMRERBALER, BXRIZER
REMBIRS.

= Serial Monitor X

TR OMIPEEC

(1 588

ERATIECRNISEIRABER, BERUTXIKEIAT-MCUR, IUBSMEHAINTTA
&, BREIEREMERTBERAREITA,

PCEHEFERSBMEBIEE, ATESCESHRRIKESHIE; MCUBRITRIR
BT LR EIRHISIMIEELS, SEHINB-1oTE(E .

5. “AT+CSQ<CR>” 5L ATREMLKESEENSIMRER. BN “AT
+CSQ<CR>" , Mgt “KRIX” , RE] “+CSQ™##” . HepW{E 10 F 31
208, BEBXRPESHESMEF, ##0IR0% B 0 5 99 ZiE. HRERYE
AERXNEE, NaEXZE SIM REERIERREE.

E AXNFIEF NEBATIES, AT RNEANNERE. BSATES, B
S /\ERBERRIES, #TEN.
IEHI SRR
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STERA 10 IR © R ERABIRAT 32
(2024-10-22)



BEEAN
BT

2 IREEN

Bl m

]
AR

o2y

o G m: AMENTES EMEFE - mANMYEEE, HiES. B3
R, OIREFERE, WAKNBEIRBE R TANFE, TR atIRE TR~
ARo

o EMTmiER: FrmiEilEAREIAIRERENRINM, LJ;JJSONE’J%ET;I’E)ZTWLQ
BFRIEERREE. J:?Eéﬂli‘E%DTthnnvEfJ HERS . X miEs, BITEMEXTE
SME—NREIMRER, (FFaERZREX ISR =y IteAk, 3]
BBEEHAL, TR, KEEE. SRR,

o IREEEMIA: RESGGCEMMENTESER, S —HEIEILISONMETUR
B0 . BRiRE ERA THEIEUERD ) SONSIUM N AEIRS S “FHik” |
KN FERRS3 =5 T 1TAYSONS T e S imhd 0 it FItg sl ER L Limigss (UE) “IE
BT . BERITNMIERIRETEHS, EBRNFEFRRESESE, 109
BX & ﬂ%iiﬁ@%%ﬂﬂkﬂjﬁﬁﬁéﬁﬁ BRI BEERBNEE T RS S .

o EMIRE: HIMEREEBITEMEMBENTA .

H—XBEEEERE NI IR ENESTI— "R BRTIRELAE, 5= @
ZRIR B EYEEMBE NP =ERNTRER .. FmiEE ( Product Model) )
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Visual Studio Code  Docs Updates Blog APl Exdensions FAQ Leamn P Search Docs

Learn. Connect. Code. Join us on May 25-27 at Microsoft Build!

August 2020 (version 1.49)

April 2021
Update 1.49.1: The update addresses these issues.
March 2021
Update 1.49.2: The update addresses these issues.
February 2021

Update 1.49.3: The update addresses these issues.

Downloads: Windowystem ARM | Mac: 64 bit | Linux: snap deb rpm tarball

2020
Octeber 2020 Welcome to the August 2020 release of Visual Studio Code. There are a number of updates in this version
September 2020 that we hope you will like, some of the key highlights include:
August 2020 ® Format modified text - Limit formatting to just the code you've changed
® Change casing on Search and Replace - Change text casing during global Search and Replace.
July 2020
July 2020 ® Source Control repositories view - Display pending changes per repository.
June 2020 e Filter Debug Console output - Quickly filter and find debugging output. 3
® Improved JS debugger Auto Attach - "Smart” Auto Attach to Node.js scripts or test runners. S A
® TypeScript optional chaining refactoring - Convert multiple checks to a concise optional chain. W F
April 2020 ® JSDoc @deprecated tag support - IntelliSense clearly shows APIs marked as deprecated. o
March 2020 * Notebook UX updates - Cell Status bar contributions, enhanced notebook diff editor. -
o
February 2020 If you'd like to read these release notes online, go to Updates on code.visualstudio.com
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EEEEE T0 RS WA
| EHRGH A
5.11 H_l{%%&i‘j

5.12 ¥E#ERITH

REURERENGER
ERERNRSEH R EEANFERFBIEER
SE DTS ERNRS, REEEERSHNEHE
H$IR2 EE%IE?E%J aEANZHE, PEAMSHERN ‘257 , BE ‘“THENMEE - &
ANER” BEEANES, CRGSHHO.
2-68 B SREUENER

[
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3= ﬁz)\
RIEHE 2 IREEAN

(AR

ISR ZEANRE, BIEcmdapSHERHIT “ping 13727 SREUPHELE, FRIPHENEE
AFE. BTFIPHUIARERE, SFEGIPHILHSR AR ER.

s

BlE~m

SR SREHEHE, BREOLA, BEXLFRREAN. BEENSHE ‘@7, B
TREAMA “elE~=m” .

2-69 -G~ m

BERD O

$H2 RENERTESSH, ARBE “HBE” .

HAER

PRERIFEE | * "*EZ:}JJ—ﬁJ?@UEE’Jf‘E:UEI BEMARRZE T . NFBPEEEMD

8] FFETET, THOSFFABRIRIREZE . INAXNNARR=E, 15
%QUE%‘-\‘?}?E‘EQ

FE AR BEX. FFE. #F. T (1) « &6 () BFFES

eSS EEMQTT,

IR #EFEISON
PR Tk ISHRIESEPRIS TR o

Boa= A ISIRYESLPR B IER
ShEE
~aalD EmlProductlD, FAFH—FE— 1" m. NRETILSE, &%

FmIDIREZSEHIE,;, NRAETLSH, FRIDEYENFES
S mERFEEDERE.
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IREEAN
L 2 IREEN

2-70 CIEEF&R-MQTT

gliE~m

x FEEESE O v
MECIEFTEETE, SoESei=msEazE
* FoARRTR
LR 3 MaTT -
x BEET (D JSON v
SRR =i
*EEHEE ()
EHREE ~ EelProductlD | £iEEE
| =RID
FamEt
01128 4
(= )
551

FRF miEs
S REENER, 2E ‘R #HAFRRE.
$H2 EEmiFEs ‘EAMERT NHE, RE ‘BENER” , REFRRRS.
T3 FEARSSZEE! “ Connectivity” o

1. 1 “iNINBRSS” U@, ES “PR$BID” . “ERSBHEY M “IRSHA” , B
“E%E” o
“BRSZID” : Connectivity

“BRSIEEL  EINAIIRSSIDRF—H
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L 2 IREEN

“BRS3HEA” : Connectivity

2-71 #NARSS-Connectivity

RINARSS
* BRZ=ID Connectivity
REER Connectivity Q)

W
0
i
B

Connectivity

121128 4
Y -
.

2. f£ “Connectivity” FITHREEBETRE “NMIENT" , BSHEXERRE, BE ‘18

- “BMEZIR” : dailyActivityTime
- “HUESREYY : int (EH)
- “IpEPR” ¢ EnE
- “BUBBE” : 0~65535
2
- AR
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L 2iR%&

2-72 i EH-dailyActivity Time

FEEE

+ BiEET dailyActivity Time

B

0128 =
* RS inkEERY) -
s [ s Y AS
~EEEE 0 [ 89535
B

N -~
\B= )

H$IR4A FIBIRSSRE “Battery” o

1. & “BEXMER" TBRE “NINRST , ES “RSIDT . “IRSSEEL R “IRSS

A", BE “HE” .
“PRS3ID” : Battery
‘BRS¢ EINFNRRSS IDIRIF—
“PRSSHEAR” : Battery
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E{ESLEE 2 IRFEN
2-73 i~INBRSS-Battery
i INERSS
* fRE1D Battery
IS Baftery Q,
fREiEE Battery
71128 4
2. 71& “Battery” WTFHEERBTRE “FEL" , EEEXERERE, 2F ‘i
~E
- “BHEIR” : batteryLevel
- “HBUEEREYY ¢ oint (EEY)
- “ipIEMXR” - Al
- “BYEsEE” : 0-100
_ 14 5{% ”» : 1
_ [14 %1&” : %
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L 2 IREEN

2-74 FHiZEth-batteryLevel (Battery)

FEREE

* EEET batteryLevel

EfEfEE

* EIESER | in(SER) 7
e | E ﬂ BE
* REEE 0
£ 1
%

By

e —
| 'H |
\_BE )

R

Ei&igeE CAER
£ EEMSHSER “2% > RFIER™ , HA “REFCALER” 1T, BERRT(E,
BE “LEERT .
$I2 EREAXNEEDR, BE NG , AERE ‘HE” o

2-75 i8% CAIMEH- HEIFH

EEIER

* CAIEE (@) rootCA_pem (3.56KB X Ii I )
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IREFEAN

B{ESCRe 2 IREEN
(AR
o IRFCAEPRIRE BiRtlt, AUNRTBTHMERINES, BRIENERIERIES, &
NEHREZEME .

o CANEBEE—IHABEHE, mixAME, XEIEPREZATIIERSFAVES; BE CA
IEBRYTH QAR EIRX IR, DIARIRETLIESEREERI0TES,

R

s{EgsE CA FENRER

AZLAWiIndowsIRERGI, 114BiEid0penss| TESIVEENRERRIA L, ERABESR S

PEMZRASAEAYIES .
ENSEEEIAENXE, FHFFHITLEEOpenSSLTE,
LBBRBMIE{Tcmdir$TEO.,
H117cd c:\openssl\bin (15 HopenssISLFRZREIRIZ ) , #HNopensslapS il
&,

4. PITUATaSERZET .

openssl genrsa -out rootCA.key 2048

5. BPUTLAT &<, (EREBXYFRIFABEIRER CAIER.

openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out rootCA.pem
RFRREHNNTER, ESHALUBEN ..

- Country Name (2 letter code) [AU]: EZ, #1CN,

- State or Province Name (full name) []: &%, #WGD,

- Locality Name (for example, city) [1:3gs, #0SZ.

- Organization Name (for example, company) []: £8%H, Huawei,

- Organizational Unit Name (for example, section) [1: BZREa{y;, #MloT,

- Common Name (e.g. server FQDN or YOUR name) []: 2%R, &0l
zhangsan,

- Email Address [1:fBfEbYE, 201234567@163.com,
fEopenssIZEBRAIbINHEFT T, IKEVERAICAIER (rootCA.pem ) .

FEIEIES

MR EENDENIES, HERIEPREETA “REIE" , EFELEWIBES,
KIERRIEIAEIZCAILES

2-76 i85 CAMEP-FKRGIFEH

REIES

RIS FEBID EBHEE EBEERES TEBERER £

IFIEBRRIZRECAIEBINAIFAHEIER, BSE WM MM EFIERIEBES
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3= ﬁz)\
RIEHE 2 IREEAN

LB REEIBEBAYICIES

=] 2-77 185 CAMER-IGIEIES

RIS

BECAIEH EEH

©

iEBID ERHEE EBeRA TEHEREE B

2-78 &% CA UEPH-FKENESIERS

L ERIEER
BEE
« BIRES Ty .( Eis j

$E2 AT T ap S IR ERIIBIEBERE R .

openssl genrsa -out verificationCert.key 2048

I3 NTUNTHSATAEERWIBIEREIZCSR ( Certificate Signing Request )

openssl req -new -key verificationCert.key -out verificationCert.csr

EFRREHMAUNTEE, Common NamelE S AKAHIFBRIEIES, EtsHBE
X,

e Country Name (2 letter code) [AU]: EZ, 0CN,
e State or Province Name (full name) [I: &1, %WGD,
e Locality Name (for example, city) []:45/5, #0SZ,
e Organization Name (for example, company) []1: £HZH, #NHuawei,
e Organizational Unit Name (for example, section) []: £B#ZH83{7, &loT,
e Common Name (e.g. server FQDN or YOUR name) []: I&IEEBRIISIERS, 5
SELRIRE .
e Email Address []:mBFaHBIE, %01234567@163.com.,
e Password[]: Z88, #11234321,
e Optional Company Name[]: AEI&FR, fHuawei,
TBA AT TS {FERCSREZEFABZHIIBITER,

openssl x509 -req -in verificationCert.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
verificationCert.pem -days 500 -sha256

FopenssIZZE B FAIbINIEFELT, SKENERAIIGIETEH ( verificationCert.pem ) o
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3= ﬁz)\
RIESXHE 2 IREBEAN

S5 ERWALER, Bk T AR ‘ HERIBER” .

=] 2-79 1% CA IFB-IEIEER

RIS

BECAIEH BEIE

iEBID ERHEE EBeRA TEHEREE B

H$IR6 ERHEANEES, BE MG , AERE “HE” o

=] 2-80 1855 CAUEP-_HERIFIES

LHEEIEES
Bl ®

+ EREE verificatio t oem (3 56KE y ' T ™
= verificationCert pem (3.56KE L ARSI )

EEBARIERE, ERREETH “ENIE” , RBPEHBIZCAILESR,

FRE X.509 iFH
EFMMX.509R B a1, BEEMZENTRECAVIIEE LZBIX.509EFH
(MARY::|

X SOSE-BHCATIIE ., ERECATMEERIERIES, EaLlESHERECABIRES.
HIVEX.509iFMLES
1. LIEERSMETcmdd<SITEO, HifTcd c\openssi\bin (i5&#&HopenssIZE
R ) , HNopensslasSHLE .
2. PUTUI T aSEREAXT .

openssl genrsa -out deviceCert.key 2048

3. WITUI TS HIREIEBEIZECSR ( Certificate Signing Request )

openssl req -new -key deviceCert.key -out deviceCert.csr
AFGIRTEMANTES, ESHILBEENY..

Country Name (2 letter code) [AU]: Ez, #ICN,
State or Province Name (full name) []: &%, #0GD.
Locality Name (for example, city) [1:35m3, #0SZ,
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IREEAN
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2 IREEN

- Organization Name (for example, company) []: £HZH, #Huawei,

- Organizational Unit Name (for example, section) []:

¢RL0EA(, floT,

- Common Name (e.g. server FQDN or YOUR name) []: 2%R, a0

zhangsan,

- Email Address []:HBfaEIE, 201234567@163.com,

- Password[]: 83, 01234321,

- Optional Company Name[]: AB&FR, NHuawei,

4. HITUAT S ERCSREIBIREBIER,

openssl X509 -req -in deviceCert.csr -CA rootCA.pem -CAkey rootCA key -CAcreateserial -out

deviceCert.pem -days 500 -sha256

fFopenss|Z B FAIDINNEEX T, SKEVERANZEIES ( deviceCert.pem ) o

AR X.509 IEBIAIERSIS

SR HAREFENERS, REEEEHSHENREENZHG .

SE2 EEMSHEEE “ 8& > MERE” , B RS’ , KBUTRISESSH
E! $3-2l “E%IFE” °
2-81 154 X.509 8%
- >, X
BigEiTh
* FESEZEE @ :
# FTErmm .
* BEHRE @
wHED (2
BEER
02,048 »
BENEEE @ &=
(=& )
SHEWR iR
RS | SRS RRIEREE.,
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IREEAN

IELEK 2 IRBEN
SHBR izl
FriEr-an g B ERF Mo
wmigE, BELIEm.
RENREG Binode_id, EEMISZAIIMElI. MACHIEESerial No; HiREE
g, HEEENFEMSH, HEXFEHHFHE
BB BNdevice_name, AIEEN -
REINIESEE | X5091EH: Z&EFEAX S0 EPRIIESD .
157474 L IERINIEEEL” EIR “X509iFE " IHES, ENREMfE
IS EIEBIIMAIEL, TEOpenSSLit{Topenssl x509 -
fingerprint -sha256 -in deviceCert.pemmp S o] &, iF: EE
EEMRES.
[|r<: " intaF7:91166¢
TR
RS
SEFEFEENIEOXY, FAMQTT.XTEEEEMEAMIES EiEMANESE .
FIE1 TEMQTT.fix ( BAROMUIRERS, NRIIHRERS, BEULTH
MQTT.fx) , EMQTT.XTH,
(RARY:
o LEBIIRMQITHXTE, alfaFitit T,
o MQTTfx 1.7.0%|BARASI A $HIERR ( Topic ) RMIEFFIEIEIER, IS5EARIRAGH T,
2 iFaiXE, ESFMEEEERANIEEID ( Deviceld ) #1248 ( DeviceSecret ) , 4hk
iE#E(=ZE (Clientld. Username. Password ) .
(1 % H8
DeviceSecretfElltiH= FAIEIES, 4112345678,
2-82 3KEY Clientld
\I:!uayvfe‘:icloud IoTDA Mqtt Clientld Generator! )
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IREEAN

S ENisS 2 IBFIEN
2H Wikl | KB SR
C1jvid
Clientld | & | String(2 | —#Hl—=Bg&FclientldBH4ANEBHERL: REFID. 8
56) BEMINAZRE BRBEZRE . [HEag, BT
Xk 7 DR
o FHFID: IBIRFEFEMRINEMELERAIE—E
FinR, BERIZEFmIDFIRFEIINodeldiE
ERERT “_7 Ik,
o IRBBPIRRAEE: EEEH0, TKREID,
o BIEEF/AER: KEI1FT, HpisiF2MmaEa:
“0” £FEHMACSHA256 R IREGATIEIE o
“1”7 £EHMACSHA256R3ERTE1E .
o MEEL: FMREEEFAAIUTCRTE, &
YYYYMMDDHH, %0UTC A4&2018/7/24
17:56:20 N RZ&7~/92018072417,
Userna | @ik String(2 | i8%ID,
me 56)
IRFBIIMQTTHMYAJconnectiBRHITEMN, XFiEi&EclientldBIZN BB EE2EBLR
BiEHE, FalElconnecttBER, SHINRKERISICEERIIEBRES X,
FREM T BERAIclientldt&T, EOAFRRIGATEIEL: 1=5FID_0_0_RJiE&Ek.
o HEH “HMACSHA256” RIGRTEIEA Y, SERKEERBESFENERE
5, BHMEBEARIER.
o HEH “HMACSHA256” AREGATEIE AT, ENEEHUINHTEE, BFR
KRICH B2 ER, (XFIELEEIER.
connectiBEENEMAT, FESIREEIR, HEMKTFMQTTHEE,
TE3 ITHAMQTT.IXKYE, BE “I8E” Eir.
2-83 88
& MOTTH-171 - .
T HE.|p,
Subscribe  Scripts Broker Status  Log
I
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IREEAN

L 2 IREEN

$£i4 15 “ Connection Profile” (8XEE..
2-84 “General ” FJLAMERTERKAMER

Profile Mame | local mosquitto

N
Profile Type  MQTT Broker l i\.\}‘

MQTT Broker Profile Settings

Broker Address | a1 50:42eae o0 oG G CeC oL

Broker Port | 8883

S

Client 1D | & 1o adaCeZa e laZo 2 e Sa P ta Do Do el Pl Sa 20T 0ol | Generats

BEEED UserCredentials  SSL/TLS  Proxy  LWT

Connection Timeout | 30

Keep Alive Interval | 50

Clean Session +'

Auto Reconnect
Max Inflight | 10

MQTT Version + Use Default

Clear Publish History

Clear Subscription History

Revert m OK Apphy

SHBIR 1588

Broker Address ESMREBIENIRSIEG IR AN SF it , titbht
PEFZRER . FREBITIHZIBANRES, ESIPHEE, £
MBS E2hFRENE

Broker Port 738883,

Cliend ID 1&&cliendID, E&&25h3KEY,

4185 B$; “User Credentials” IS “User Name”
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IREEAN

E{ESLEE 2 IZFEAN
2-85 IHEIRE ID
Profile Mame | local mosquitto
Profile Type  MQTT Broker v i\\; %
Broker Address | gegeaegeieae oo T e D e Ce e D e el
Broker Port | 8883
Generate
General BULEEOCLHEERE SSL/TLS  Proxy LWT
User Mame Illlllllllllllllllllll:l:
Password
Revert w oK Apply
SHEM 1588
User Name BNgEID, BEE243KEL,
Password {FEAX S0 EFHINERATEES,
HE6 BE “SSL/TLS” EeEENSH, RERE “Apply” o IEBEFF “SSLTLS” , @ik
“ Self signed certificates” , BCEHEXIEPARE.
MAghRAS 1.0 RS © ARITTERARBIRAE] 99
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IREEAN
L 2 IREEN

2-86 IHE “SSL/TLS” 1HXS#

Profile Name | |ocal mosguitto

Profile Type  MQTT Broker o i\ =
MQTT Broker Profile Settings
Broker Address | Jeeoe e e e e e e e e e e e e e e e e e e
Broker Port | 3833
Client ID :I:I:I:l:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I:I Generate
General User Credentials BRRIEAIES Proxy LWT
Enable S5L/TLS o Protocol TLSw1.2 -

CA signed server certificate
CA certificate file
CA certificate keystore

® Self signed certificates e

CA File
Client Certificate File

Client Key File

oC 0

Client Key Password
PEM Formatted ' o

Self signed certificates in keystores

Revert m oK Apply

(iR
CA FileIXIRAICAIER o TEFFIREUES ( MNEpemtEATES ) , REVEBBIRIEFETH
TRIRENE T &k

Client Certificate FilegiZ&ANEEIUEF ( deviceCert.pem) o
Client Key File9i%#&H9FAE ( deviceCert.key ) o

$,T BE “Connect” , REENNING, EMENEEATLUBIIRELTELIRS,

2-87 1RBIIFRRBELX

<8 o izEm R & T o
RS smosom2 emmos | emeus QeRmE @=sER & ovss
R
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IREEAN
L 2 IREEN

L iREE
SEREEE HREOAY, EAVMQITHKIERYERTS HRMIE.

REABEMQITEE LIRHIE, SERL%GIExETtopic, ERiBERtopickgzL:
“$oc/devices/{device_id}/sys/properties/report” , EHrh “device_id” BYE, FiI8FH
EAEINEIREIRY “device_id” (B,

£ ESEOMNE, AELL “ $oc/devices/{device_id}/sys/properties/report” Jfl, &0l
“$oc/devices/5e4e2e92ac-164aefa8fouquani/sys/properties/report” o
2-88 {EEEOMbHE
@ MOTTH- 174

File Extras Help

‘ Disconnect
m Subscribe  Scripts Broker Status  Log

$oc/devices/ JedeZ et monmntn e e tetatata e e e ettt S T Publis

"eanare 14" "Temnarafire™

£E2 HE CIRAIEIE.

BRESH
FEBH whg/e] | 2B S¥imA
i%
services | Whifk List<ServicePr | ig&iRSZEIBIIE ( BRELSETE
operty> ServicePropertyZEX 3 )
ServicePropertyxe X & :
FB2 whisE/m] | 2RBY SR
%
service_id | Wi% String IRBARSHYID
propertie | @Ak Object RBIRSHELTIER, BRFREREXEX
s A9 ERIR B TE X o
event_tim | A& String IRBREHMIBUTCRTE (18
e yyyyMMddTHHmMmssZ ) , #0:
20161219T114920Z,
& _ FIREIRA T ZS M S HIRL R
AT, MR ERAYELAESRIEE.
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IREEAN

BAELHE 2 IBBEA
ERREI
{
"services": [{
"service_id": "Connectivity",
"properties™: {
"dailyActivityTime": 57
%,
"event_time": "20151212T71212122"
%
{
"service_id": "Battery",
"properties": {
"batteryLevel": 80
%,
"event_time": "20151212T1212122"
}
]
}
2-89 153K
& MQTTH - 1.7 — m} X

[FIEM Extras Help

i Disconnect ao
m Subscribe  Scripts  Broker Status  Log

¥ $oc/devices/[{device_id}/sys/properties/report - W Qi Qos1 Qos2 Retained v
f
"services": [{
"service_id": "Connectivity”,
“properties": |
"dailyActivityTime": 57
)
"event_time": "20151212T1212127°
I
{
"service_id": "Battery”,
"properties": {
“batteryLevel™: 80
1
“event_time": "20131212T1212127
H

1
}

H$I®3 BE “Publish” , AJLIEMIEANES LERIREEE M LREUE

2-90 BE LiREMH-batteryLevel

IOTOARE) | BEETE | RS

< I— I e b ®

(o) (@

.

SRR 1.0
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2.7 27 BearPi-HM_Nano F4&#x#1 OpenHarmony3.0 X3

% 1oTDA

HIRRSR

FEHIAE

BAHIAR

Bl m

AXEENBETFOpenHarmony 3.0K#ZANI0TDA, LABearPi-HM_NanoFF A&k /9
%1, {#Ahuaweicloud_iot_link SDKRFEL A =HIBA M SHIEIETIZ .

o EFEMEARELNKS. REMTREEMTREAHER .
o EFEREENRS . RFBNILDRERANRS, B “BEESE” FFE

ZBRSS -
BearPi-HM_NanoFF&#R. E53_IA1Y EER, Type-CHUEZ. PC,

BERELUEREFIDES RS EETFHS1TH R, HEFBearPi-HM_NanoEHi=t A
J9HI3861, EIIEEIMEITEELEHI3861XTNIRE

MR

£ RHEHI3861 FFAMRIFEING” RIZIgce riscv328 AT, SRXBRINERE THigcc_riscv324R
18, BNATEEHIIFEL RN FHEERREW

FEAEERA, THEETERIK, FMEFRERE,

R SREMEEHEG, SEENSHEE ‘Tm” , PEREANR “SIEFR” .
£R2 RENERTESSH, AERE ‘LN , THEmAIRIE,

EXER
PIERRT | FaEmEHtIZINRABERANZTREZE T . WFEREEEMD
] BFE=E T, MOGEARIRIRETE . NEXSNAVEFE=E, 5

SRl RIRZE .

FEmER ArFmisd. FmAMEEERRTEEH 1t KEAREIZ64,
RAVFHX. F. #HF. LUK _?7#().8%@!-FFFFRIES .

e EEMQTT,
FHiER #EIRISON
FriEfTk ISIRYESLPR B IER

SRR 1.0
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IREEJXZ)\

IELEK 2 IREBEN
wERRE IBIRIECIR BRI .
IS =
P enlD EflProductlD, BBFHE—IRR—1 =M. MRIETLSE, Fa%
FmIDIREZSEE; NRAETLSE, ﬁ‘nnlDT_%E%ﬂ"m
S RiEHFEa N EIkE.
2-91 GIEF=5&-MQTT
= >
gl
* FFEEE=E & e
NESEFFATEE=E, SraidSm=aiFEaE
* FRER
MR (3) MQTT v
= #EES (@ JSON v
* BEER (3
EEEE ~ E&ProductlD | EiEEE
! :z:'ﬁ':":] ( E \
FREE
0128
(= )
s
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L 2 IREEN

A Tl i
ST HEEOTR, 8F ‘BE BAFRRE.
SW RS CEAMER WHE, HiELEEEYTBearPi Agriculture zip,

2-92 HEFRIER-MQTT

| v e RS 0 0 ®mEm

EEFR  EEER TopcER

R

AR

1. FEF@flRp, BEMNAY R, BENF@FER. SJLUEE~@ID. FmBiR. REE
B R, T BRMR. IERRTE. hEEEEF~nERER.

2. FmelEpInfE, SRLiEE ‘IR MERABER M. MR mE, & m R mR
RE, REBIDHEEEFRRSRET, BIEREE.

R
&
W SHTBREBNRS, SHEBESHAENSERASHE.

$E2 AAENSHEIRR “ 2E > IERE , B “IMRE” , RBINTRSIESSH
&, BE “HE” .
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https://iot-developer.obs.cn-north-4.myhuaweicloud.com:443/BearPi_Agriculture.zip
https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home

IREEAN

E={ESCHE 2 IRBEN
2-93 Big&iEM-MQTT
2
BIgEIEM
* FEEE=E O v
* FifErm Test_1 "
MOTTERN =S AT RT &St opic, EEC{THtopicF = 3
* EEFIS Test 1
=ED
012,048 #
o R X.509iFH
SHEMR izl
FrERETE | EBREEAEINRIETE,
FriEr=m RS EEN M. W8, BtlEr=m.
REIRREE Blnode_id, EERIZFAIIMEI. MACHEE;Serial No; &iZHEE
LR, HEAEXNF/HEH, KENIEMNZER, RRiF=FE.
HFE. TUZE () EES (-) BAES.
REBIR BNdevice_name, AIEENX -
REINESRE | %I ‘%887
=48 REZFH, JEEN, NMESYEMESSEmER.
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EfESLE

2 IFIEAN
2-94 15 - ML
b4
O isSeIERI

EFEaaELMEEEE.

HEiEe, THTSSRENAATL, (SR, SRS - SEEE
BIEETER,

R

AR
1. REEMAINGE, BZEREFRBIDNER, BTFREEANTFAINILE.

2. AFPERRK, RGBT EERREMHNER, TELKEIEMRENERIZER.
3. BFAERESIRMBSABERNIRE . MRRERSISHE, SZRIEE,

-

Huaweicloud _iotlink SDK {5
1 TZJRI3: oh3.0_hwcloud_iotlink-master.zip,

$I2 B AR EEE N EIOpenHarmonyi B3R B R Fa9src->third_partyBZRH, Itkab
FEFERIZE0penHarmonyFlHuaweicloud_iotlink SDKIERIE &N =FEEZ(FH
OpenHarmonyR9ZES {4, a0CISONFImbedtls,

&3 7E£OpenHarmony 3.0iEf3device\bearpi\bearpi_hm_nano\app\BUILD.gnAFRINEI T
18, RE4EEFFERRERRRFdemonliEsE

"//third_party/hwcloud_iotlink/demos/mqtt_tiny_v5_agriculture_demo:mqtt_tiny_v5_agriculture_demo",
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https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0065.html#section1
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0065.html#section2
https://obs-pipeline.obs.cn-north-4.myhuaweicloud.com/sdkDeploy/quickStart/oh3.0_hwcloud_iotlink-master.zip

IREEAN
L 2 IREEN

2-95 demo BYIESE

< BUILD.gn

import("//build/1i nent.gni™)

ite component(“app”) {
features = |[|

(MR

T EF2HFEBMQTTIHEE A =HIdemo, HiiNiZdemoRIBUILD.gnX {4, EAINE7Fr=, E
PAXEE SFFERIEEFIWIfilE R ES, BRIGEIEMQTTIHERL IR —LEEE i,
Wcson, mqattiEk. osaltlBXLARECEENM, CRIEFRRRFZGNEERF
hwcloud_iotlinkE, fRiEITSIZIRIEERERENZ RN ERNELN CUE R TRIE .

2-96 IBYRIFEH

= =+ (' BUILD.gn ..\app M LD nqtt.tiny.v5_agriculture_demo M \ iot configh T3 [

I aREE
ITWORKSPACE
> grpc

~ demos
> hello_world...
~ mqtt_ti

> include " T c
(&matt _tiny v5_ agriculture

£ BUILD.gn sources

matt_v5, agriculture

= BUILD.gn

test_mainc M

app_demo_... M
.mik

~ hweloud_iotli...

£ BUILD.gn
iot_config.h
iot_link_con... M
link_main.c
link_main.h

2 inc

2 link_log
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2-97 demo HYFEREE

TIotMainTaskEntry|
link main task entry():

( ) osal task create inTask ,CloudMainTaskEntr
( ) osal task create askEntr nsorTaskEntry,

‘TotMainTaskEntry);

(MARY::|
B8 AXIFFRIMQT TR EE N = I — L 2 AR dtsHOEE S, NOREL
loTMainTaskEntry () sps3455iEAlink_main_task_entry () E#H, SEifa{FosalfZELAR EithET
EHIET .

B4 RESH,

A ER

(1) MRFENHE EAFBRIEE CHIREELEMES, wifimKSIIRZDLL
N BCHZmIMINREIDINREENR, EREUIRENF2 4GHRAwifi .

(2) MEEHERCAEIREFIERE ‘2587 ) “BAER REEAMQTTINUE
i.IJ:o

(3) HwiFFER, PDAIDELSRMGBLTHAR, XEF—NAE.

(4) BRfE, LTI FRIRRESETE R, RERBB.

(5) ERLIEETFOpenHarmony3.0iRA, EREMRAIZZIEIEIBRBUILD.gnX
45| A\BYOpenHarmonyBEiB &R .

s
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https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home

IREEN
50 2 IREEN

REEANFS

KBRRIREFEERRE (BXERRTERRX, EXRRITTaREaENED
ER), BXRE EEZEELAIE-%XB‘&‘@?SEO

EFTAuULERMELRNERER, BTl TaS TAFREEHIRSE, BiF

FEABSER

BasicData

LightControl

R RIS EEERE
Lt SERSR X EEAAEREET

FRIFBiEEE oTEE R

MERER, FERS

=l =l - mEm

QR 2024/07/06 16:05:04 GMT+08:00 WSEL 2024/07/06 16:05:05 GMT+08:00 BE StreetLigth v
124 Sbody(ES: { "senvice_id" "Streetligt”, “command_name” 0100014F4E
S\'\’\TCH LIGTH", "paras™: { "SWITCH_LIGTH": "ON"}, "send_strategy" w8 SWITCH_LIGTH v
“immediately’, "expire_time": 0} BRI 2024107106 16:04:23 GMT+08:00
AAAADDDD
© BUBENR 2024/07/06 16:04:24.813 GMT+08:00 SWITCH_LI ON v
{serviceld: StreetLigth, data: {"light_intenaity":32,light_status".0}} © BARRGE  2024/07/06 16:04:23 GMT+08:00
002000 Em=E (1) | 280

& 2-101 HEER

clients <1> :

mac_idx mac addr state lease tries rto
0 201131081a50 10 0

[DEBUG] [3690] [hub_step] hub_step:enter

[DEBUG] [3690] [dmp_connect] oc_mgtt_connect:server: port:

[DEBUG] [3700] [dmp_connect] oc_mgtt_connect:client_id:«

[DEBUG] [3710] [dmp_connect] oc_mqgtt_connect:user: .

passwd:

[DEBUG] [3720] [dtls_ssl_new] setting up the SSL structure

[DEBUG] [3730] [dtls_ssl_new] set SSL structure succeed

[DEBUG] [3730] [dtls_shakehand] connecting to server

[DEBUG] [3930] [dt1s_shakehand] performing the SSL/TLS handshake

[DEBUG] [4370] [dt1s_shakehand] handshake succeed

[DEBUG] [4470] [dmp_connect] oc_mqgtt_connect:recode:0 :SUCCESS

[DEBUG] [4470] [dmp_subscribe] oc_mgtt_subscribe:start

[DEBUG] [4480] [dmp_subscribe] oc_mgtt_default_subscribe:topic:$oc/devices/ /sys/commands/#
[DEBUG] [5590] [dmp_subscribe] oc_mgtt_default_subscrib :success

[DEBUG] [5590] [dmp_subscribe] oc_mqtt_subscribe:topic:$oc/devices/ /sys/messages/down

[DEBUG] [6680] [dmp_subscribe]
[DEBUG] [6680] [dmp_subscribe]
[DEBUG] [7810] [dmp_subscribe]
[DEBUG] [7810] [dmp_subscribe]
[DEBUG] [8940] [dmp_subscribe]
[DEBUG] [8940] [dmp_subscribe]

oc_mgtt_subscribe:retcode:0:success
oc_mgtt_subscribe:topic:$oc/devices/
oc_mqtt_subscribe:retcode:0:success
oc_mgtt_subscribe:topic:$oc/devices/
oc_mgtt_subscribe:retcode:0:success
oc_mgtt_subscribe:topic:$oc/devices/

[DEBUG] [10070] [dmp_subscribe] oc_mqtt_subscribe:retcode:0:success

[DEBUG] [10070] [dmp_subscribe] oc_mqtt_subscribe:topic:$oc/devices,
[DEBUG] [11090] [dmp_subscribe] oc_mqtt_subscribe:retcode

:success

[DEBUG] [11090] [hub_step] hub_step:ok exit

ret =0

oc_mqtt_profile_connect succed!

/sys/properties/set/#
'sys/properties/get/#
/sys/shadow/get/response/#

/sys/events/down

SRR 1.0
(2024-10-22)
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2.8 EF Jmeter TEHIT MQTT tE8EN

17 =iEE

BITES

HURAES

A SSiniE

MEEVEANRARNARE, SHPRMIREERMESHER . KERSEANIREE

XSRS . BISHHXAR FEIRSZIMIETH R TIRA . 10TZRAIRENRT, T
BHTHREXESANEE , AN EINTERIMeter TEXSFRRIMQT TN Z

NBEFIEATIEREEN o

AIGEHEARRGR S =T

Mifdins:

o BN MERENNELZ, WIIFEKEEIREN.

o BHUSSFEMNARI00GEE LR, WIFEAHELIEEEN,

IR :

o [ENBEWRFEE: EAZRBIENRSESU2 (1H8FEL. 100TPSEHELFTT)
o [ENHATHL: ImeterfiTHIE, MBI

2 2-11 ENHITH

i@]?& AERTR | vCPUs RE

BRIt | s6xlarge.2 | 4vCPUs 8GiB
HEs6

(MR

Baimeter{THRSRIISHIRERL, NRFERIESABITELREHAILUERER
=HICPTSERSS, FAPEZEImeterfifiTHl, LUBEIENIXAIERK,

o EiFMEAKSHABRENLT ., KRB TMIRERIEM.
o CEFFEIRSBEARS. XTENIHOIKEFBARS, EF " WLLA)", WL “Su2
(1FiR%B1ELZL . 100TPSEELFTT) 7

o ImeterfliTHlZ % lavaiz{TINE , ihlaJavaEM, THFFSEBIHAZE)avaiaiT
Tz,

o  TEHFHZLEIMeter JMeter RifER5.1.1KZLAEARA) .
o  THEmgtt-jmeter FHHEE, FHIEHEHRETIMeterZZEB R “lib/ext” BR T

{ER)meter TEMFEHTMQTTHMYHTHREENRIEFRIZN T :

SRR 1.0
(2024-10-22)
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https://support.huaweicloud.com/intl/zh-cn/productdesc-cpts/cpts_productdesc_0001.html
https://support.huaweicloud.com/intl/zh-cn/productdesc-cpts/cpts_productdesc_0001.html
https://reg.huaweicloud.com/registerui/intl/register.html#/register
https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://www.oracle.com/java/technologies/javase-downloads.html
https://jmeter.apache.org/
https://github.com/emqx/mqtt-jmeter/releases

IREEAN

RIELEE 2IREEA
TE1 IEFR. QIE—TMQTTHMNYAIF M.
2 HWEFMESE. RAMESANANEM BBTF ML E.
£]3 SANILITR . SASEEIZATFoTHaEXAYIK TR .
WA REEEN. RIEVSIIS LRI FERIMREE .
S5 BEEENER. FloTFE LREGEMBENERESEFATUHA,
----45R
B~ m
£ EIEPEHE, PHEENSHE ‘R, BEREANN “EER” .
]2 RIERERTESSH, AERE ‘HE” .
* 2-12 S¥UHEA
EARER
FEREE | FeBmEHhtIZN~ R ARERARRE=E T .. EAEEEMM
i8] RETET, MOEEMENERETE . WEXNAIRIETE, 15
FelEBR=E.
FEmER BENX. XIFFE. HF. T (1) ( EFF (-) BFE/FES.
e Sl HEHEMQTT,
#Etgl JEERISON,
FRiEiTdl ISIRIESCPREIRIERE .
IREFRE ISIRIESCPREIRIERE .
BREE
F=EID EfIProductlD, AFHE—IRE—1m. NIRBEFTWSH, Fa8
FRIDIZREAZSHE, MRAFETHESH, F=RIDEMEMES
I RERFEENERE.
----4ER
HEF A&

S} HARFENRS, BE ‘EEEHE EANREENEFIS
TE2 EAMNSHEIER “i8E > FIEIRE" , HA “#EIH L, BE ‘H#tEFE
m” o

$I|3 THHES “‘MEIREEHER , JUSRUTRHTSHES. #6535,

SRR 1.0
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https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0006.html
https://www.huaweicloud.com/intl/zh-cn/product/iotda.html
https://obs-pipeline.obs.myhuaweicloud.com/jmeter/BatchCreateDevices_Template.xlsx

IREEAN
L

xR 2-13 SHHA

BHA SHIHEA

node_id RENR, MR AT LURBIER AU TIES, W
10001, 10002, 10003

product_id F&ID, Bl mAtEMRRIFGmID,

app_id HiE=E, REAXSEREEERETIE

device_name REER, AJLAEnode_id—%,

secret REEH, Ml EEEE—1 %8,

$RA 7 “MEIMREEO” BE NI CESIFIMEEMMRR, BE

&7 SIS,

2-102 1ZF-HSFHRE

S EhEE

* EEER

4 BatchCreateDevices_Templa... (16.02KE )4 [

batchstreetdevice

i i j.

EREHTCHEREESIHEEAE, HB B NIRSEISER. NERSESESR, BHEMHSTHE

S LS EMAITRINGE, REFEFZEIDINZESR.
----45R
SN
11 FTEHBTFIMeterliagNLt 1% o
2 T IMeter, i&FE “Open” SATEHATUILITE
183 1f IMeterEMISZEERHEE “User Defined Variables” , £ “User Defined
Variables” YHEEFEEIATER.
& 2-14 #4508
2HZ S5
server MQTTIMY RS imiteilt . SRENG NS EIREUZ ML
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https://support.huaweicloud.com/intl/zh-cn/usermanual-iothub/iot_01_0006.html
https://obs-pipeline.obs.myhuaweicloud.com/jmeter/MQTT_Jmeter.jmx
https://support.huaweicloud.com/intl/zh-cn/devg-iothub/iot_02_1004.html#section0

IREFEAN

BIESCHE 2 IREBEN
2H3Z SHHAA
port MQTTHMYIRO, EHE/98883,
productld FFrlD, SUEFmATERRIF=&RID,
password MQTTIEZZE . NFER “HMACSHA256” EiALARTEE

FZEITsecretiH TINZEAYE . secretitEFAME&EET
EERZE ., LB TESKEUINZEEE.

timeStamp HxtpasswordiH{TIIZEAIRTIEIEL . RFEAEN0
YYYYMMDDHH,

2-103 &)

e

A EN
$£'1 7£ IMeter £MXHEBEFHEE “Thread Group” , BLE “Number of Threads” 73

1000§) (—MEREMR—MREEL, BiEN10000RNRESFEREFRF1 B MRS
') o

2-104 FE&EigE

£ 7 IMeter MR R “Thread Group” BR T3 "Delay between sampler"
EE “Thread Delay(in milliseconds)” 79100000 ( &8 100 &H—IKHEHE ) -

SMASRRAS 1.0 AR © AR BRABIRAS 14
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https://iot-tool.obs-website.cn-north-4.myhuaweicloud.com/

IREFEAN
L 2 IREEN

£183 tEmeter TEREZEa I (FH8) &8, Bhasiht,

£184 1£ IMeter £MSEBRFEE “Summary Report” , BJLAEZE “Connect” .
"Publish Message"H9&MtE . AILUETEZE “Number of Threads” #0 “Thread
Delay(in milliseconds) ” FiEZ)meterZHIEITE .

2-107 £EEMIL

A

85 IMeteriliXiHIEIXIEERES, TLUENIKIHEI SRS A=RICodeArts PerfTestk
5, 1T EHELLHEEESIEHIMERETNL -

-
BEENER
. BREBENG, GENSHE US> IR SETANGT
E /j_‘ o

2-108 ZritlR-BEFRIHRE

<0 v oEm®

HeitiR

BEEBIS O E10) L@ eEEe O

esgEE O L 0@ eEELEE O L 0@

o2= 9T o mE (%) =EE %)

2. §§H§§E, OERNAIEZEEIREH G, BERGE >mIRSEE >1EXR>10TDA
g5,
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https://support.huaweicloud.com/intl/zh-cn/productdesc-cpts/cpts_productdesc_0001.html
https://support.huaweicloud.com/intl/zh-cn/productdesc-cpts/cpts_productdesc_0001.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home
https://console-intl.huaweicloud.com/aom/#/aom/ams/cloudMonitoring

e
ik 2 BEIEN
R1E=

2-109 &=EIEIR

EnE
B O mam
5
NBEE L8
aEeR
MQITEtE 128
MQTTES EiE Q] 2
AMQPESEE
MQITHE ERSH Qf
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IREEJXZ)\

L 3IREEE

TR

REEIE

3.1 MEREXFHINETZRRE

RIHEE
BEEREHRS, FMEeTREREH, BMILIARSREARARE, F=ELBFF
&, BaNZEOARERT. feﬂ}z)\ IEXNEEE, BRALATEN BllsEe &k

ANEFHBRERETF, BMENEEETRETF MABHERETE ., RKE!
EXREEHNEXE, BRATPEE.

ERSE mITA
$B SHINRERNIRS, Pk AMER HARERNEHIA . EREHLH, BHE

BIRE#EN
SE2 EFAMNSHI=R “Fm” , ARREPEEREF mEN SRR .
$]3 BEANR ‘SR , IBERTE m 2HiE, BE ‘BT’
EHMER

FRRAR B EMX, fMaircondition
PhINERY | R “MQTT
gl | 1EF “JSON”

FRrgiT Ll BEX

&*i

'LX

S|4 T meIERINGE, BEMNAFmENTRIFERE.
$|S EENMEERNH, BE ‘BENEER” , SETER, Th-miEEEE.
IRS3 &R
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https://www.huaweicloud.com/intl/zh-cn/product/iotda.html

IREEAN

RAESLE 3 IREBERE
BRSS ARS3ID: temperature
ARS5EE: FENFNIARSS IDREF—E
B BHZFR: temperature

HUEERY: int
AR AE. A5
KE: 1

$I6 HA “RF > REIM” WA, BE EFHRE” , SETRESSH.

3-1 BiREEM-MQTT

PGS X
* FEEE -
# FilErm Test >
MOTTEEFEEEENATRF afStopic. ESCITRpic?l= O
* BERRE @ Test_1
BEID
BEEER
sEEs

012,048 4

smimE © -

' N
[ B ) FE
\"E'j

SHEWR ol
PRErm EEREL RS R3P eI m.

REBIRRA Blnode_id, BB RIRFZAIIMEl. MACHEtakSerial No; &SEE
LR, EEEENFHHR, HEXFEEIEFHEE.

IRERN BEMX.
IREFINIERE | &F ‘&R .
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IREEAN
L 3IREEE

SHEWR ol
1R IREER, JEEN, MESYBENEESBEERK.

s

BCEIRER

FRFRRLLEEAEN BB AR SR & FIIEEORERESF, WallERE
BAERISRBERETF. WELERESENEFISRERET F 0.

$E EREHE, BREAMSHEN “8E7  SELRIREIMINREHENIIEETE
IRERIFERE.

T2 kF “REYF RE, BE ‘BHEET .
B3 EEEEOTMARS BN NAVEIEE ., tMZE “temperature” BIEM(E25,

3-2 BeEiIRES
BEEE

0 WrEARAS IS HELE, FEEEE.

BB Bt HREE
temperature temperature 25
.
IIFR(E
Bit—:
IERLMERAMQTT.HXERIZEIGIE .
1. (FRAMQTT.IMEHRIERTHE, HiEZIMEMES. REFEZBESETEHA
MQTTHNYAIEINE E 8T .
2. E$F “Subscribe” TIE, MINITRIZER, FHItopic=$oc/devices/{device_id}/sys/
shadow/get/response/#, E{device_id}SLBLRANKFIDIRIF—, BE
“Subscribe” 1%§H,
O .
Publish m Scripts Broker Status Log
$oc/devices/ v lsysish =
MAHERRAS 1.0 RN © L ARITERAGRAS 119
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_0072.html
https://console-intl.huaweicloud.com/iotdm/#/dm-portal/home

BREEAN
BAELE

3. 1&#FE “Publish” TE, MINBEKIRER. FHITopic=$oc/devices/{device_id}/sys/
shadow/get/request_id={request_id},

4. BWA—FIREURERFRIBER, BE “Publish” 125,

~f:
{

"object_device_id"; "rririrriaki
"service_id": temperature"

}

Wubscribe Scripts Broker Status Log
ﬂ $oc/devices/ /sys/sh

'y
L

"object_device_id":
"service_id™ "temperature"

et

5. & “Subscribe” ¥, BEIFETRAIKREHFEIE.
Publish m Scripts  Broker Status  Log

Soc/devices/ Isysish ~ c v
Soc/devices!! 72 )
DumpMessages  Mute  (UEEEEDY) | o0

/response/request_id=001 1
QoS0

QoS0

opics Collector (0) San

$oc/devices/ /sys/shadow/get/response/request_id=001
Soc/d s

) 14:38:37.52717346

ol o 20200525T0b 8151
n ime”: 20299525‘{8615912
B

Bk

,U\EILM%FHEEEIE BARSHEMIELREEANES, RESWEIFETRANZ
F, ENERENTURIREE.

3.2 FABEENX Topic EEZEATH

=15AA

Ez’ES&TOPicIJJ EETMQITIMUREIEANTBNFEENGS, IHREHELHR. F
BEHET AN TopicHTEENX . RIETopicRE, MNAMRSLHMABRNSSIZIEAE,

E%iﬁﬁﬁ:r" N AMFIZEMNZE, RELEREFMERPENEE LIRS GSTA
i]ﬁlo

Zpl;n_ﬂﬁUEF', R FARRSS 2REIR & LIR Topic hERIRERIEUE, FIMESFREKA=E
=i

SRR 1.0
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https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3016.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3017.html
https://support.huaweicloud.com/intl/zh-cn/api-iothub/iot_06_v5_3017.html

IREFEAN

L 3IREE

RIS

EEEMENRSHTEL N, BRTSELHKSEM.
o EFEIREENRS.

o EEEEIEHISCIEMQTITHMIERR M. IR mIRE., FERE. SUIE~
m FFRFmEEFNERSNERREET, BEEE~ . FL~miE
B, EMRMRETEtEEhRE .

ERISSTAZamERE., BNRIEET, BEEEEEN.
FEBEN Topic

EURREMTIES £ FI%EE Y Topic,
MQTT igZEE LR

1. IPEREEANRSS, S “SZEMER” ENREENZHIG . ERERILA), B
HEFIRRHEN.

2. ERE “RE > EIRET , HEMINANRE, BE FET BEAREFER.

3.

% “HRIRER” &, BE ‘EaERIRE” IRERIHRIREERIFREREEN
4. SEMQITIRERERN, LIMQTTHENREAA, EHIIRE EIREE X TopicH
£

s Ye)

&
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POST ~ https:/fiotda.cn-north-4.myhuaweicloud.com/v5/iot/{{project_id}}/devices/{{device_id}}/messages
2) Body @

form-data sw-www-form-urlencoded  '® raw binary  JSON (application/json)

1~ {

2 "name" : "command”,

3 "message” : "{'airConditioner':’'start’,'mode’:'cold’'}",

4 “"topic" : “"temperature
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2 "device_id": "ima

3~ "messages”: [

4~ {
"message id

6 "nama" ccmmand

7 "message": "l'air*Ecndi:ior'er" tistart’,
“topic™: Wy,
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application/json

‘mode’:"cold"}",
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File Extras Help

Disconnect
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1 [

Isys/events/down

Dump Messages ~ Mute

Topics Collector (0) $oc/devices/

09:43:10.34990179

Isys/events/down

{*object_device_id": -, "services":[{"event_type":"version_query","ser
vice_id":"$ota”,"event_time":"20210511T014310Z", "paras” :null}1}

Payload decoded by | Plain Text Decoder

BIEMQTT.ix EIRREERASE .
Topic

47: $oc/devices/{device_id}/sys/events/up

SR
525198 HIRIE R
]l

Topic: $oc/devices/{device_id}/sys/events/up
HuEwL: {
"object_device_id": "{object_device_id}",
"services": [{
"service_id": "$ota",
"event_type": "version_report",
"event_time": "20151212T121212Z",
"paras": {
"sw_version": "v1.0",
"fw_version": "v1.0"
}
3
}
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$oc/devices/ i/sys/events! 2

Mute  (Unsubseribe

Topics Collector (0) $oc/devices; _ 'sys/events/down

15:06:58.54418329 [ Qoso ]

f"object_device id":" ", "services":[{"event_type":"fir

mware_upgrade”,"service_id" ota”, "event_time":"20230818T070658Z", paras”:{"version”

£"V3.23","url":"htips:/, :8943/iodm/dev/v2.0/upgradefile/applications/.
i/devices, " /packages/

","custom_info":"12121212"}}1}

Payload decoded by = Plain Text Decoder

SES REWEIARENE, TETHtpIER TEARE.
RRENMERACUrlErSE .

3-16 THHARE

BN SES: C\windows\system32\cmd.exe

]l

curl -X GET -H "Authorization:Bearer

"https://**.** ** **:8943/iodm/dev/v2.0/
upgradefile/applications/ /devices/ /packages/ /- _y -k
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e W% event_typefsfirmware_upgrade_v2. software_upgrade_v2, MTEEFKTFEIRX
B ERNAEEETERL . BRRAIT:

GET https://***** obs.cn-north-4.myhuaweicloud.com:443/test.bin?

AccessKeyld=DX5G7 Witk

TI6 2T LIRARMKE
Topic
47: $oc/devices/{device_id}/sys/events/up

SHIRH
B2 ER T HIRARIRE
Bl
Topic: $oc/devices/{device_id}/sys/events/up
HiEE:
{ "object_device_id": "{object_device_id}",
"services": [{

"service_id": "$ota",
"event_type": "upgrade_progress_report",
"event_time": "20151212T1212127",
"paras": {
"result_code": 0,
"progress": 50,
"version": "V1.0",
"description": "upgrade processing"
}
H
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