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BT T4k VPN & IEF

BEn=

HTHETRTEBEI AMIBEIEFE, JLUERBEREL (DC) SVPNIZEELES
=VPC, AEEIVPCRIGT RAEVPURHIAEREAIBEIERIEF, NMEEL T
B RELE B RESEZIEF,

&R TS =R

ME DS EIEN AR, EELEESIEF. SWR. OBSIE(S, ELEEITAMIERER
BRT, AILASE@IZVPNE EZ ( DC ) 58 ARVPCGERE, AEEIIVPCEIFT =R
5%, 1EVPCEENSTEAIMIGIAIIEF. SWRFIOBS, BE{f&EREA=MNE -1

SIEREEEBECE=RIFET S, PRAMNT=1.

o ief-placement: BFIRETSRIMEFIFHRK.

o ief-edgeaccess: BFUSTREIEFREBL=BRE
o ief-telemetry: W& = EEREINEEHIRE.

SSWRIEIZEEENE—MRIET S, SOBSIEEEELZEOBSHIDNSH M LiET &
( OBSHESE I Zi5in, EE@IIDNSIHSEITOBSHIMELEABEHTE] )
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https://support.huaweicloud.com/intl/zh-cn/dc/index.html
https://support.huaweicloud.com/intl/zh-cn/vpn/index.html
https://support.huaweicloud.com/intl/zh-cn/vpcep/index.html
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SWR OBs DNS

ey
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ief-placement ief-edgeaccess ief-telemetry SWR OBS DN
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IDC

BAESER
$E EEAS EOERVPC,
BIEVPCHITSAIES AR A E TR .
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H$182 (FRDCELVPNIEREVPC,
BINEER LB NI T iEE,

e VPN: https://support.huaweicloud.com/intl/zh-cn/qs-vpn/zh-
cn_topic_0133627788.html

e DC: https://support.huaweicloud.com/intl/zh-cn/qs-dc/zh-
cn_topic_0145790541.html

T3 OIRBIEFERIRT R, (RIS RELESIERER,

HEBR=RixTa, H3llief-placement. ief-edgeaccessillief-telemetry, B
REIERLBANT .
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https://support.huaweicloud.com/intl/zh-cn/usermanual-vpc/zh-cn_topic_0013935842.html
https://support.huaweicloud.com/intl/zh-cn/qs-vpn/zh-cn_topic_0133627788.html
https://support.huaweicloud.com/intl/zh-cn/qs-vpn/zh-cn_topic_0133627788.html
https://support.huaweicloud.com/intl/zh-cn/qs-dc/zh-cn_topic_0145790541.html
https://support.huaweicloud.com/intl/zh-cn/qs-dc/zh-cn_topic_0145790541.html
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BRVPCEPIEHIS, BEALAN “BXLHEDR .
2. ERIEFRZRET SMEWAER, NTEFR.

1-2 GlEE IEF RigT S

i v

FREEERZERETEE, HiEE

* PR3 TiRE REEIRS
* SRR
B AREE
@ ief-telemetry.myhuaweicloud.com huawei
ief-edgeaccess.myhuaweicloud.com huawei
ief-placement.myhuaweicloud.com huawei
repo.myhuaweicloud.com huawei
com.myhuaweicloud.cn-north-1.dis huawei

5 - EEH13 ¢ 1 2 2 >

LR ief-telemetry myhuaweicloud.com

AR trEAamEs @

* ERE= wpc-02(192.168.2.0/24) *| C
* F 7 subnet-02(192.168.2.0/24) v | C EEFM
* TRIP BahnE FrnE

3. B “MEIME” , MIAGELIREERE ‘B , T,
$B4 QIESWRRIRT =, 5057 SaEI8 MSWRAIENSEER

Sl LS 0IRIEFRET SiEE .

1-3 Bl SWR &iFH S

Bl ¥

* iR iR @
* IRiRRS
=t e
com.myhuaweicloud.cn-north-1.cloudartifact huawei
com.myhuaweicloud.cn-north-1.api huawei
com.myhuaweicloud.cn-north-1.console huawei
eorn.myhuaweicloud.en-north-1.obs-internet huawei
(®  swren-north-1.myhuaweicloud.com huawei
5 v | mEmna a8 2 3 3

LEIE: swren-north-1.myhuaweicloud.com

£S5 BIEDNSHIOBSRIGTIR, IS5 RAEISIEIEOBS,
B75%52i5IE0BS,
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https://console-intl.huaweicloud.com/vpc/#/vpcep/vpceps
https://support.huaweicloud.com/intl/zh-cn/usermanual-vpcep/vpcep_03_0300.html

Sk Sae)

B{ESCRe B &4k VPN &R IEF
L6 L[N RiRINhostsELE .
EIEFAISWRAIL TR T s IPHELE, T4 PHbhE, ECERNOST =AY “/etc/hosts” 3L
4,
Ev4éﬂ%mwﬁwmmt
AR | BERE |
saweicloud.com [ BUERE 2020/09/16 11:33:23 GMT+08:00
?T?¥ “/etc/hosts” 304, EXHREIMAMNTEE, FEHEIEFFISWRNIHZHEM
RimTo mAYIPHBLIE
A
lttmPiii’,ijtﬂ]i;%%ﬁﬁ%@?)ﬁé‘éﬁﬁ'%%ﬂ%&, IPibiit s FESREIRREIRIMIE, REIXE
M EZAEE, BEfESIigEit.
192.168.2.20 ief2-placement.cn-north-1.myhuaweicloud.com
192.168.2.142 ief2-edgeaccess.cn-north-1.myhuaweicloud.com
192.168.2.106 ief2-telemetry.cn-north-1.myhuaweicloud.com
192.168.2.118 swr.cn-north-1.myhuaweicloud.com
ST EMHNELET S, BEASRES NS =il

te &bt

.

MR

fHhRief-edgeaccessE EIRAIMBILE, IBEIEFRFIS ‘2R THEHEE, =IEANFEZAEYERD
Jgedgeaccessizi{ .

Xig BAFR 153

#edb-dbsm— | ief- ief2-placement.cn-north-1.myhuaweicloud.com
placement
ief- ief2-edgeaccess.cn-north-1.myhuaweicloud.com
edgeaccess

ief-telemetry | ief2-telemetry.cn-north-1.myhuaweicloud.com

SWr swr.cn-north-1.myhuaweicloud.com

#edb-1b= | ief- ief2-placement.cn-north-4.myhuaweicloud.com
placement
ief- ief2-edgeaccess.cn-north-4.myhuaweicloud.com
edgeaccess
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https://support.huaweicloud.com/intl/zh-cn/usermanual-ief/ief_01_0003.html

BrenzFEa
S

1 B3 &4k VPN 1&E#E IEF

X i 2R i
ief-telemetry | ief2-telemetry.cn-north-4.myhuaweicloud.com
SWr swr.cn-north-4.myhuaweicloud.com

fra-rom | ief- ief-placement.cn-south-1.myhuaweicloud.com
placement
ief- ief-edgeaccess.cn-south-1.myhuaweicloud.com
edgeaccess
ief-telemetry | ief-telemetry.cn-south-1.myhuaweicloud.com
SWr swr.cn-south-1.myhuaweicloud.com

IR big— | ief- ief-placement.cn-east-3.myhuaweicloud.com
placement
ief- ief-edgeaccess.cn-east-3.myhuaweicloud.com
edgeaccess
ief-telemetry | ief-telemetry.cn-east-3.myhuaweicloud.com
SWr swr.cn-east-3.myhuaweicloud.com

HIR- L5 | ief- ief2-placement.cn-east-2.myhuaweicloud.com
placement
ief- ief2-edgeaccess.cn-east-2.myhuaweicloud.com
edgeaccess

ief-telemetry

ief2-telemetry.cn-east-2.myhuaweicloud.com

SWr

swr.cn-east-2.myhuaweicloud.com
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2 FERFE C 15 EFE%ERZ MQTT Broker

BFn=

BRIFLR
gz

MQTTR2—Fk /AT FELRYHEINY, BESTEIEAIERER FRIITIZIRE LUK AR
SUERERIIBR IR,

AN B—FFREIICGES EEclipse Paho C Client LibraryiZEiZ{EHBIEFAIREMQTT
Broker,

EE—ALinuxtlad, TEIRED.
git clone https://github.com/eclipse/paho.mqtt.c.git
oy B #EEhttps://github.com/eclipse/paho.mqtt.cRE F&izip&, AGHEE.

eclipse / paho.mqtt.c

<> Code Issues 49 Pull requests 18 Actions Projects Wiki Security Insights

¥ master » ¥ 3branches © 17 tags Go to file Add file =

[ Clone ®

HTTPS SSH GitHub CLI

.github attic | 0

) Open with GitHub Desktop

ez| B) Download ZIP

TERFKRTE,
UbuntuRFHATIN &<,

apt-get install build-essential gcc make cmake cmake-gui cmake-curses-gui
apt-get install fakeroot fakeroot devscripts dh-make Llsb-release

apt-get install libssl-dev

apt-get install ninja-build

CentOSEFHITUI R ar< o

yum install build-essential gcc make cmake cmake-gui cmake-curses-gui
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https://zh.wikipedia.org/wiki/MQTT
https://github.com/eclipse/paho.mqtt.c

BeLhEEE
=IELEK 2 (ERFR CIESEERE MQTT Broker

yum install fakeroot fakeroot devscripts dh-make lsb-release
yum install openssl-devel
yum install ninja-build
$E3 EURBIEFAD.
EIERBAY “src/samples/ paho_cs_pub.c” 32, 1EANGNTT .

ssl_opts.enableServerCertAuth =0;

ss1l _opts.CApath = opts.capath;
ssl opts.keyStore = opts.cert;
Bs1 opts.trustStore = opts.cafile;
ssl opts.privateKey = opts.key;

ssl opts.privateKeyPassword = opts.keypass;
ssl opts.enabledCipherSuites = opts.ciphers;
ssl opts.enableServerCertAuth = ;

conn opts.ssl = &ssl opts;

#£ “src/samples/paho_cs_sub.c” ARSI TIT .

ssl opts.CApath = opts.capath;
ssl opts.keyStore = opts.cert;
ssl opts.trustStore = opts.cafile;
ssl opts.privateKey = opts.key;

ssl opts.privateKeyPassword = opts.keypass;
ssl opts.enabledCipherSuites = opts.ciphers;
Bs1 opts.enableServerCertAuth = ;

conn opts.ssl = &ssl opts;

T4 mERGER.
mkdir /tmp/build.paho
cd /tmp/build.paho

cmake -GNinja -DPAHO_BUILD_STATIC=TRUE -DPAHO_BUILD_SHARED=FALSE
-DPAHO_WITH_SSL=TRUE -DPAHO_BUILD_SAMPLES=TRUE {paho.mqtt.cH=}

ninja package

Hrh {paho.mqtt.cHR} Apaho.mqtt.cERBEAENBER, a0 “/root/work/
paho.mqgtt.c” .

TS HANREFZEER, BREBEMNTHEIHE “paho_cs_pub” #0 “paho_cs_sub”
EOENEDSE,

cd /tmp/build.paho/src/samples/

(base) root@cci-clustermanager-xsw:/tmp/build.paho/src/samples# 1s

(makéiin;tall.cmake
HI6 THUSETRIES

1. BRIEFEHEG, EEMRE “B8RRE > 15HhR" , FaNSEHLISETRE
R, HEANDSTRIFRR. &R B &, S8& “NNER” .
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B 2-1 FImEP

I{Ti_}l ief-node

=T
-2
f@
s IR N Es i1
[OF=enss iE?
= eIERAE |

2. TERHRIBEOFBMANLEBRSIR, 2F “AE” .
3. RBTFHFHES, BUELSETR, HEE.

ST/ BITRARER.
LA fiEEEEEtopic R, BE “paho_cs_pub” GiES,

(basej root@cci-clustermanager-xsw:/tmp/build.paho/src/samples# ./paho_c_pub
Eclipse Paho MQTT C publisher

Library information:

Product name: Eclipse Paho Asynchronous MQTT C Client Library

Version: 1.3.8

Build level: 2021-01-20T14:05:217

OpenSSL version: OpenSSL 1.1.01 10 Sep 2019

OpenSSL flags: compiler: gcc -DDSO_DLFCN -DHAVE DLFCN_H -DNDEBUG -DOPENSSL_THREADS -DOPENSSL_NO_STATIC_ENGI
BN_ASM_MONT -DOPENSSL_BN_ASM MONTS5 -DOPENSSL_BN_ASM_GF2m -DSHA1_ASM -DSHA256_ASM -DSHA512_ ASM -DRC4_ASM -DM|
H_ASM -DECP_NISTZ256_ASM -DPADLOCK_ASM -DPOLY1305_ASM -DOPENSSLDIR="\"/usr/local/ss1\"" -DENGINESDIR="\"/us
OpenSSL build timestamp: built on: reproducible build, date unspecified

OpenSSL platform: platform: linux-x86_64

OpenSSL directory: OPENSSLDIR: "/usr/local/ssl"

Usage: paho_c_pub [topicname] [-t topic] [-c connection] [-h host] [-p port]

[-q qos] [-i clientid] [-u username] [-P password] [-k keepalive_timeout]

[-V MQTT-version] [--quiet] [--trace trace-level]

[-r] [-n] [-m message] [-f filename]

[--maxdatalen len] [--message-expiry seconds] [--user-property name value]
[--will-topic topic] [--will-payload message] [--will-qos qos] [--will-retain]
[--cafile filename] [--capath dirname] [--cert filename] [--key filename]
[--keypass string] [--ciphers string] [--insecure]

(--topic) : MQTT topic to publish to
(--connection) : connection string, overrides host/port e.g wss://hostname:port/ws. Use this option
rather than host/port to connect with TLS and/or web sockets. No default.
(--host) : host to connect to. Default is localhost.
(--port) : network port to connect to. Default is 1883.
(--qos) : MQTT QoS to publish with (@, 1 or 2). Default is 0.
(--MQTTversion) : MQTT version (31, 311, or 5). Default is 311.
--quiet : do not print error messages.
--trace : print internal trace (“"error", "min", "max" or “"protocol").

yZii=l= N

./paho_cs_pub -c ssl://127.0.0.1:8883 -q 0 -m "xxx" -t "aaa" --cert /root/
mqtt_cert/xOEMIsYVpw_private_cert.crt --key /root/mqtt_cert/
xOEMIsYVpw_private_cert.key
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BEGHZES
IELEK 2 (ERFR CIESFEERE MQTT Broker

XZapSEHEMQTT Broker$Z A “aaa” H'JTOPIC7i1£7l7~]1’§7] “xxx” BUIER, HA
“127.0.0.1:8883” JiBZTI=AEMQTT BrokerfJtbilt, “/root/mqtt_cert/
xOEMIsYVpw_private_cert.crt” #1 “/root/mqtt_cert/
xOEMIsYVpw_private_cert.key” J9iB&GT5 il .

TR
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