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RIEHE 1 &BZ MySQL

=fE MySQL

(VAN
MySQL B—MFREXREHIEESERS ., SEMFZRBEIEE—HE, MySQL 1
EFETERITSERAIES . BRI LMEREHTEIDES (BERA SQL) &
M. 1BE. ISHIFIEAEUE . ASEZLAMYSQL 8.0.420RA S, MNMBU{EIEHCE L
FEPEMYSQL,
HEEITE
o HRWMAECSH, HoEAMIPETRMELAMIP (EIP)
o LHIZEBEPANFEMNERE22. 3306ixmH,
BIESH
B AN yumBRIELE, TTSEHCENREPOEALE Sik(LEEHTyumBENRE .
BMES R

£B]1 ZERMySQLIRSS IRFIZ= Fif o
1. HITIA T % EMYSQLARSS im A% i -

dnf install -y mysgl-server mysql-common mysql

2. WIFUTHSEEMYSQLANRAS

mysql -V

WMRREMITRIUER, RrL=IN:

mysql Ver 8.0.42 for Linux on x86_64 (Source distribution)
B2 FEMySQL,

1. EBEFUTHSRBEMYSQLIRS:
systemctl start mysqld

2. WITUTHLBEBERERS:

systemctl status mysqld
WNRERactive (running) WERRBIKI -
AR
MREBEmysqldiREAFNBRER, WEEHTU TGRS,
systemctl enable mysqld
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ZBE MySQL

PUTLAT S, XIMySQLH TR EAE:

mysql_secure_installation

RENAZZNRTER, BENERRE:

Securing the MySQL server deployment.
Connecting to MySQL using a blank password.

VALIDATE PASSWORD COMPONENT can be used to test passwords

and improve security. It checks the strength of password

and allows the users to set only those passwords which are

secure enough. Would you like to setup VALIDATE PASSWORD component?

Press y|Y for Yes, any other key for No: Y // EFSEZMLAM, EIEY
There are three levels of password validation policy:

LOW Length >=8
MEDIUM Length >= 8, numeric, mixed case, and special characters
STRONG Length >= 8, numeric, mixed case, special characters and dictionary file

Please enter 0 = LOW, 1 = MEDIUM and 2 = STRONG: 2 // iEi¥ZHREHE, Bk
Please set the password for root here.

New password: // 1R#E EEEERIZ DR E IR B0
Re-enter new password: // EFINZG

Estimated strength of the password: 100

Do you wish to continue with the password provided?(Press y|Y for Yes, any other key for No) : y
By default, a MySQL installation has an anonymous user,

allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for

testing, and to make the installation go a bit smoother.

You should remove them before moving into a production

environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) :y // REHREZER, #Eilky
Success.

Normally, root should only be allowed to connect from
'localhost'. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) :y // 2&ZE1ErootMkFITiEss
, Bty
Success.

By default, MySQL comes with a database named 'test' that
anyone can access. This is also intended only for testing,
and should be removed before moving into a production
environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) :y // 2&MIERNIHEL
B, Eiky

- Dropping test database...

Success.

- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : y // EREIHINENIRE, FiX
ity
Success.
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RIEELEE EZRE MySQL

All done!
TE3 ERREEERE.
1. BITLA T an ST EIE R

mysql -uroot -p

SRIEHIN iR Aroot B BRI
2. WAUTEDeIENXKSFIZ:

create user 'test'@'%' identified by 'xxxxxx';
ErARoooxx JIRT NG o

3. BMAUTEDNtestik SEANEUREFTERIR:
grant all privileges on *.* to 'test'@'%";

4. WALUITNESR J¥E$R|3E

flush privileges;

5. PUTUAMEDRLEIER:

exit

6. ER—ARSHELHIITLUTHRSRRMYSQLEFig:

dnf install -y mysgl-common mysql

7. S—BERZSBEHANUTHGSHTITEERE:
mysql -h <MySql server IP> -utest -p

sk {ERINavicat, VSCodelfiiftTImIZiER .
R

A EE

AERMIREAWAICELXERE XA ERBEMYSQLIRH, BAiAirR[733306,
B, L EXFER. SREXEENXBFULR, WSHEEZEFER.
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H

4 Docker

i
pi

2 3= Docker

&
Docker@—iAFHERIN BA=E51Z, BEAuEEt. o Blt. <&Mo EEY
FMP ., ARETENAREFNKRBI TR — ) IRENaEP, S RERHE
Linuxt/l28 £, SCIMESRUEE. SEHSENBRER . AEENBUIEHCEIRS
g2hZ&3EDocker
HEEITE
;&%_fﬁ\ ECS;E{;IJ o
BIESG
BN yumBERELE, aISEHCERREPOFE B SH 23 TyumBHIECE .
RMEL TR

B LEDockerikfs,
1. BATLA TS &%EDocker:
dnf install docker

$E2 IiFDocker2 A LRI,

1. BT T a2 /aaDockerfRSS :

systemctl start docker

2. BITUTHSE, MEERDockerhiaA, NFERDocker&ZEmIh, MEUNE
2-1:

docker -v

2-1 t&2 Docker EBLE/MIN

[root@localhost ~]# docker -v
Docker version 18.09.0, build 472bb7b

[root@localhost ~]# |

e
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H

2 &% Docker

pi

A EE

EiRExEZERdockerifkA918.09.0, MNRFBEZEESIRAAIDocker, 155E
DockerSiEiHiT&R%

Docker B9{EH

1. EIEDockersHPiHiz,

B TFIPHE:
systemctl start docker
(EIESFIPHE:
systemctl stop docker

BRTIFHE:

systemctl restart docker

2. EIEEEG (LngindR& 61, BIRAIESFAHIRER X Hnginx_latest.tar ) o

SAKRMSRS:
docker load -i <nginx_latest.tar3{4ER1Z>
(SRS :

# %5 nginx BIEIFREM latest (B2 v
docker tag nginx:latest nginx:v1

BECHERER:

docker images

MIBRERER

docker rmi nginx:v1

3. BEAS.

BohFH NSRS :
# BT TR SERISRE ID NEGOIESFSRHHEN, HPERIDAEDdocker imagesiz<$FREL
docker run -it <#Z{&ID> /bin/bash

IRHESES:
exit

EanAEmass:

docker run -itd <$&{&ID>

BEEMBIETHAES:

docker ps

HANEBIETHERE, HPA=RIDn@EIdocker psapSIREN:
docker exec -it <&g&ID> /bin/bash

BREMEESR, HEhAsRIDa @ ddocker psan$iREL:
docker commit <FZEID> [<BERZ>[<IirE>]]

fan:

docker commit 135****9f757 nginx:v1

N5k 01 (2025-10-09)
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7.0 h .
HE%E FTP ifim
iy
FTP ( File Transfer Protocol, SZ{HEHIHY ) B—MIETTENZ BT MEEmI
AIREINY . EXRAEFIR-IRSEMY, RITARNEERSELLE. T&. S
2. BikR. EEXHIIBRENESE, FIPERMMERIEDR
o EER (Active) : IRSBBEMEEZFIHIVE N K EREE.
o ENEI (Passive) : EBFIRENEERSSEZFMNGO, ERFHKERSIE
ZHIMEIFER
FTPSZIFLA FRO= NIRRT ¢
1. EZINE
-  LTHEBPEME, EHFanonymousdiftpER .
- BERTAARERETE, fIIFRREESRIL.
- MR, RegpazZiRAR (4 /pub) , BEERIE.
2. AEREFIALE
- (ERLInuxEFPRIAAERER .
-  BEATANZREEZESERFRURIRESREER.
- FAFPAMEBEEIERET /etc/passwdFl/etc/shadow, SIRFETRARF, B
B—ERIRIEN .
3. EHEPIAE
- FARPAREINZRZAR, MUBRYKSHIEE. BRERES—AIBEEKS
(gnvsftpd ) BEATIHIEHES) .
Bih5gdbmay libdb3EIIAIE
- BRE, WRUBEES, TMRBRRFREF.
vsftpd ( very secure FTP daemon ) 2Linux FRI—FUIN5ERIR . 22 ZRFTPIRSS
T . RYENBIMTEHCE EZEFEcEvsftpd, EZREEAMAEFINIEFRENE
FIAER#E.
EETE

o HERMEBECSHI, HOBLAMIPEEEEAMIP (EIP) . —&1ENIRS IR, —
B1ERZE ik,
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o RBBRZEHAMAZERNERIT21IKRA

BIEFG
B yumBENELE, TS EHCERIREPOBRLE S iEHTyumBRIELE .

223 vsftpd Hft

BB BT RS TR sftpd:
dnf install vsftpd

£ T TS BahvsftpdiRSS:
systemctl start vsftpd

$E|3 PITIN T HSEBRSIES:

systemctl status vsftpd

tNE ERactive (running) NERBEAL, =EINE3-1,

3-1 vsftpd RZSRAHI

[root@hce2 ~]# systemctl status vsftpd
e vsftpd.service - Vsftpd ftp daemon
Loaded: loaded (/usr/lib/systemd/system/vsftpd.service; disabled; vendor preset: disabled)
Active: active (running) since Tue 2023-18-1@ 15:55:11 CST; 1s ago
Process: 21033 ExecStart=/usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf (code=exited, status=@/SUCCESS)

Main PID: 21834 (vsftpd)
Tasks: (limit: 198730)
Memory: 488.8K
CGroup: /system.slice/vsftpd.service
'— 21834 fusr/sbin/vsftpd /etc/vsftpd/vsftpd.conf

AR

MRFERvsfpdiREAFNBRE, WREBHITUTHS:
systemctl enable vsftpd

R

ACE FTP BRSS2EARMAFIAES

L1 AFTPERSSIANINARF
1. BT TS AFTPERSEIE— 1R

adduser ftpuser

2. BUTINRan<aftp IR ERS:

passwd ftpuser
£ BLBEvsftpdiRSE .

1. HATU TS AFTPIRSEIZERANSY (IRIBENAZTEZENER) -
mkdir -p /data/f
touch /ga/ta/lEtp//Eggt.txt

2. PTATa<R LiABRIAEERENHAR:

chown -R ftpuser:ftpuser /data/ftp/

3. ¥TFF “/etc/vsftpd/vsftpd.conf” 304, LEIINTSEHITEE:
# Y50fIPv4 sockets,
listen=YES
# R EEE R EISIIPve
listen_ipv6=NO
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3B FTP fS

4.

HEZEEXHNRERIITIISE, B “pasv_address” 288 “HESTIE”
A I PEE M ZRIIP (EIP) :

# WEAAFREREREER.

local_root=/data/ftp

#EAFPEIRFHEEER.

chroot_local_user=YES

#FFEEEMETC .

pasv_enable=YES

pasv_address=<FTPR53 88,3 M| Pitbiit>

# ERRFREFBEEMER

chroot_list_enable=NO

allow_writeable_chroot=YES

# W% chroot_list_enableBtERYES, NWHFBEEIZIEIN; ZEEN—INE, SESHLERFPALIGaEf
BHX

# chroot_list_file=/etc/vsftpd/chroot_list

#WERMERT, FERNKOEE, EtinOEERET—BYRSISEER, BlFiRSHEFTP
IRSEBIIZE M.

# AERNROEENRIME, LtHEIH25000, BIRIESEFRMERIES .

pasv_min_port=5000

# AERANROEENRAE, tEH25010, BIRESRMERIES

pasv_max_port=5010
MARLY:
PR ERMERAISH, HEthSHRISEIMERIT,

A EE
Tt EE B &chroot_list_enable, &#PFEESGIZE “/etc/vsftpd/chroot_list” {4,

HATAN TS ERvsftpdiRSS :

systemctl restart vsftpd

I3 Wik,

1.

N

w

4.

IS

PITAN TS B Bvsftpd IRSSFHERRNRO:

netstat -natp | grep vsftpd

EUAER FATERNROR21.

AZ2BRE, N\BEEF21im0, LAREEIH/ etc/vsftpd/vsftpd.confrrE&#]
pasv_min_portflpasv_max_portZ [BJR9FF xR, Wttab3185000~5010i% o
AEEFRHUTIA T iSRRI tpE Fi:

dnf install -y ftp

AEFRHUTLA TGRS

ftp <FTPERSSZEAMIIPiBIL>

ERIETRBMAKSIIZER .

BRINE, 1T “Is7 S EaLAERtest.txt ] FRRECEKI -
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L

3B FTP ifS

& 3-2 8IEpB)

[root@localhost ~]# ftp 90.101.69.202
Connected to 90.101.69.202 (90.101.69.202).
220 (vsFTPd 3.0.3)

Name (90.101.69.202:root): ftpuser

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 1s

227 Entering Passive Mode (90,101,69,202,19,143).

150 Here comes the directory listing.

-rwW-r--r-- 1 1001 1001 0 Jun 11 11:31 test.txt
226 Directory send OK.

ftp>

R

AoE FTP BRS523 AR FPIAIES T
LR

$IR2

Bl EMAFPIKSHEAshellER:

useradd vsftpd -s /bin/false
X2EMBEFMERS, AT AORARR, BREERRS.
B GDBMEHERE

gdbmtool /etc/vsftpd/login.pag store ftpuser 123456
o ftpuser: EIAFRBERA

o 123456: RBIERL,

e login.pag: MKPZEIBIFAESIH -

BLE PAM &R, #RiE/etc/pam.d/vsftpd3Zit, MIREBERABSHBAUTRHE:

auth required pam_userdb.so db=/etc/vsftpd/login
account required pam_userdb.so db=/etc/vsftpd/login

(D)8
db=/etc/vsftpd/login=EfrighYRlogin.pag, THET EZ.

IREvsftpdECE X4, 4wiE/etc/vsftpd/vsftpd.confXXi, LRS!

guest_enable=YES

guest_username=vsftpd

user_config_dir=/etc/vsftpd/user_conf

#FFIEHEEET .

pasv_enable=YES

pasv_address=<FTPRRS328, M| PitiIE>

# ERTAFPBEEAEER

chroot_list_enable=NO

allow_writeable_chroot=YES
#%EE%EKT,ﬂﬁ%%ﬁﬂﬁﬁ,EWE%D%EEEE—E%EE%%EW,ﬁ%?ﬁ%ﬁﬁﬁ%%%
%g ‘ﬁ' T*o

# nfERNIROTEENRIVME, HHEIRE5000, SRIESIRERIER .
pasv_min_port=5000

# nfERNIROTEENGRAE, HEIHRE5010, SRIESIRERIER.

pasv_max_port=5010

SIS EBEEMRFIBENR.,
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3B FTP ifS

BIZAFRERERR:

mkdir -p /etc/vsftpd/user_conf

7 /etc/vsftpd/user_conf/ftpuserS{HEB AU THEA:
# RFEIRME (L&, B, M)

write_enable=YES

# RFAMERZAF (SIEEIRF ) B3 FTP RS
local_enable=YES

# AP RUEE 4/ B RA(ER R RIS

local_umask=077

# ER P RIE4/ B RITAI RIS

anon_umask=022

#iIREEMAFRRAEEREREREER, RAARRELDZEZREFER
local_root=/home/vsftpd/ftp

# SIFEZ AP L&

anon_upload_enable=YES

# RIFEZRAFIZER

anon_mkdir_write_enable=YES

# IFEZRFHITHMNSIRE, WkResE sG-S

anon_other_write_enable=yes
() #BA

fvsftpeh, IR 2AET A AFMRGISIIL, (EERREHIGRETESBFEETS
X, BEHEKHMERAFPEXIEIREASERE,

SIR6 ERFFTPIRERHEN:
mkdir -p /home/vsftpd/ftp/pub
chmod 777 /home/vsftpd/ftp/pub

$I87 ERvsftpdiRSS:

systemctl restart vsftpd

$I88 IS,

1.

PATI T anSE B vsftpdBRSS PR{EMBARYIRO :

netstat -natp | grep vsftpd

EUABR TATERRNROZE21 .

AL2EARE, NBERF21iROF5000~50106%
EEFIRPITU TGS R tpE Pl :

dnf install -y ftp

AEFEHUTLA TGRS

ftp <FTPERSSZRAMIPithIE>

BRI RBAKSTIZER .

BRENE, 1T 57 i EaLAERtest. txtSUFRRECERI -
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3-3 IUETRAI

[root@localhost ~]# 0.101.69.202

Connected to 90.101.69.202 (90.101.69.202).

220 (vsFTPd 3.0.3)

Name (90.101.69.202:root): ftpuser

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 1s

227 Entering Passive Mode (90,101,69,202,19,143).
150 Here comes the directory listing.

-rw-r--r-- 1 1001 1001 0 Jun 11 11:31 test.txt
226 Directory send OK.

ftp> i

-

M HkRAS 01 (2025-10-09) WA © EARTERABIRAE 11
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BRESCE 4 $232 SFTP

SFTP

5
=

SFTP ( Secure File Transfer Protocol ) @—fAFZLiA0). (ERilEE A EFIs]
BEERIMSIINY, BEBIISSHIMIETT, BesZiFSSHERENZEFIBDIRIEINEE,
REFEN B AIFEHCE_ LEFESFTPIRSS -

HEETLIE
o EE—QECSEA, FOMARIPHERHEARIP (EIP)

o  ZRAPATEMRNEMIT22iKO

BRIELR

1. BT T < BlIEsftp4a:
groupadd sftp
2. TGS, BIE— AR, RAFRERSFTPIRSS:
useradd -g sftp -s /bin/false usftp
3. BT TS ALLRTRAPRESE:
passwd usftp
4. PUTINTFap< AsftpAFELIZhomeHR:
mkdir -p /data/sftp/usftp
5. PATITESERusftp AR ERITHIBER:
usermod -d /data/sftp/usftp usftp
6. FIFF/etc/ssh/sshd_configiZf4, HEILITSHHITECE:

# ¥ EISubsystemPe EINE R HLA T ECE
Subsystem sftp internal-sftp

# TEXHRERNI RS :

Match user usftp # ICEgusftpFAF

AllowTcpForwarding no # A4 & TCPHMY

X11Forwarding no # RAFHIT X11 Ex

# {FAchrooti S AR B FI5EE!/data/sftp/%u, %uftERAFSZ
ChrootDirectory /data/sftp/usftp

ForceCommand internal-sftp # s&&lIH14TREBsftp

BeE A EHRITIA T ar S ERsshdiRSS
systemctl restart sshd

7. HEMTSS, SRt

touch /data/sftp/usftp/test.txt
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BRESCE 4 $£32 SFTP

8. I TS REBRINR:
chown -R root:sftp /data/sftp/usftp
chmod 755 /data/sftp/usftp

9. ESM—ENEEL, BMAUTHSIERE LIRSFTPARSS:
sftp usftp@<SFTPRRSZZAMIP>

10. MAZBEHITIsEHSESE NN ]G :
sftp> Is
test.txt

STRERA 01 (2025-10-09) IR © ERRBRABRAT 13
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RIESHK 5 PostgreSQL ZpE

PostgreSQL ZpE

(VAN
PostgreSQLE— MR . BERENEIBERS, IFZMSQLINEE, SIFEIMNE.
FEiIF. MASEUNRAFPEEXEIELEERY . eHf—2Ee TSQUES, =
7Lt R TEREBMIINEE . BEERTEEN. ML, HIESEF NS
FiEFME, HIFER “‘RAeHNTFREIEE" . KBIENBUUEHCE 23S
ZPostgreSQL,
EEITE
o HEBRMABECSEA], HoEAMIPIEEMEAMIP (EIP) . —BERET=, B
—BEINT =,
o ZRRPAFMEHEBEMFF5432imM,
T
sARixOBFaRRO, BFERIEMIFRSIIZ 2.
BB
B AHyumBENELE, TS EHCERIREPOBRIE S EHTyumBRIELE .
BRMEER

$£B1 FEEPostgreSQLET &,
1. PITU TSR ERS IR BPURFIHEXAA:

dnf install -y postgresqgl postgresql-contrib postgresql-server
2. PUTUI T an SHEAEERE
postgresql-setup --initdb --unit postgresql
3. MRXPUTUI Fan L BaIIRBSHEBRSIKE:
systemctl start postgresql
systemctl status postgresql

IR ERactive (running) NIFRIRSBEIEIN .
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RIESXHE 5 PostgreSQL ZpE

MERTY:):
MRFZIEPostgreSQLIRSSIRENFNBREH, NEREHITUTH S,
systemctl enable postgresql
4. WIFLATaSE Fpostgresiks:
su - postgres
5 PITLAT™ETHApsqlEin:
psql
6. WMAUTEQDCEWKS, HEEEDTINER:
CREATE ROLE replica login replication ENCRYPTED PASSWORD 'Xxxxxx';
HrkSAreplica, XR(loginFlreplication) AERIMFMHIIR, =5
XXXXXX o

7. BAUTEAERRENKS:

SELECT usename FROM pg_user;

INRR[ELERINES- 1P, MRRIKFEIZRII

5-1 KPR

postgres=# SELECT usename FROM pg_user;
usename

postgres
replica
(2 rows)

8. BWAUTEAEELIZEIINIR:

SELECT rolname FROM pg_roles;

INRIREIERINES-2F 7, NRRIREZERLII

5-2 IREIEZMIN

postgres=# SELECT rolname FROM pg_roles;
rolname

pg_monitor
pg_read_all_settings
pg_read_all stats
pg_stat_scan_tables

pg_read_server_files
pg_write server files
pg_execute server program
pg_signal_ backend
postgres

replica

(10 rows)

STRERA 01 (2025-10-09) IR © ERRBRABRAT 15
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L

5 PostgreSQL ZfE

10.

11.

12.

13.

#Lﬁl«l"l’lﬁ@ B psqlé&is:
?)’CL TUATEDIRE postgresFIF:

exit

4mig “/var/lib/pgsql/data/pg_hba.conf” X{4EeEreplicaFBFREHZE:

#ZIPv4 local connections&B%y, HIATEE:

host all all <M\T5 RYIPVARI EZ> md5
host replication  replica <M\T5 HRYIPVARI EZ> md5

BESHENNT RIPVANREEEN IR NS .

#w48 “/var/lib/pgsql/data/postgresgl.conf” X, FHEINTSE, HiTEE:
listen_addresses = *'  #MSIFAYPIRY IP ik

max_connections = 100 #E&KiERZEL, MEERI max_connections AREATFEER

wal_level = hot_standby #BERMEED

synchronous_commit = on #?FEIEEE?EU

max_wal_senders = 32 RARIHEHSE

wal_sender_timeout = 60s #umE%JEEULEJi@%ﬂEE'JLETE]“lEﬂ

BEEHTUTGRSERRS:

systemctl restart postgresql

2 BeEPostgreSQLMNTT =,

1.

2.

3.

4.

PITUUT M T RRERS IR . = FimRfIERA M :

dnf install -y postgresql postgresqgl-contrib postgresql-server

PITUT L EMNT REIZEHER:

pg_basebackup -D /var/lib/pgsql/data -h <=EZIP> -p 5432 -U replica -X stream -P -R
BARSHENNT:

-D: IEEFMHER

-h: $EEFEERY IP HEltaFENZ

-p: BEEFIKRAS.

-U: IEERTIEEEENARE.

-X: IEEWALMMHERIGE, tibstreamFRimEsl.

-P: BETRHERER

-R: R =Bz)SreplicationfIEEER -

IR B RANES-3F7R, NFRREHEIN-

5-3 &AL

Password:

24436/24436 kB (1e0%), 1/1 tablespace

teAt, &1 “/var/lib/pgsql/data” BHRZRstandby.signal3Z{4, FHE
postgresql.auto.confSUHBERIB N EEZER,
WITLA T B ERATERIF A

chown -R postgres.postgres /var/lib/pgsqgl/data

BEHITU TR SERRS:

systemctl restart postgresql

FI}3 WIERERENI.

1.

ENTRRITU TSR SRIENT R B i &I

sudo -u postgres psql -c "SELECT pg_is_in recovery()

N5k 01 (2025-10-09)
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MRBTINES-4F7R, RTEATRECERI .

5-4 N5 RECE RN
pPg _1s_1n_recovery

2. EEPRPITA TSR T RIER:
sudo -u postgres psql -x -c "SELECT * FROM pg_stat_replication" -d postgres

NRERINES-5P7, MRRECERI

5-5 EcE R

-[ RECORD 1 ]----
pid

usesysid

usename
application_name
client_addr
client_hostname
client_port

backend_start 2023-10-11 11:12:25.566176+08

backend_xmin

state streaming

sent_1lsn 0/7000148

write lsn 0/7000148

flush_1sn 0/7000148

replay lsn ©/7000148

write_lag

flush_lag

replay lag

sync_priority )

sync_state async

reply_time 2023-10-11 10:43:33.056944+08
TR
A ER

I EZE . SERBXEENATML, WSIMNGEHZEER,

STRERA 01 (2025-10-09) RS © ERmI BRABRAT 17
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IELK 6 Redis —+=ZMNEPE

Redis —EZ NERE

=¥l
Redis ( Remote Dictionary Server ) R—/MERGESHRENFE. EFRE. 9%
. ANEFARRENTFREEIEE . Redis 2— 1 INEEEENFHERSR, EHEFSH
=, BEETF. SIEFE. HiTE. SiNohE. B8l 280N E, FEREEK
X2 . AMENBUAEHCE L ZEEBERedis,
HEFTE
o HESEMAECS, HHmMAMIPIERIEAMIP (EIP) ; HAP—E&{EHRedis £
=, —afFaNT =,
o TEREANZEEBSHIF637%KM .
ikl
6379imORF=iind, ENERRIEHIFRI LT G,
BIESM
B AHlyumiERIECE, ATSEHCERIREPOIRELE SH 4L TyumiRRIECE o
BRIELR

B LERedisBIENECE
1. AMBECS ENBIMAITIN FarS % iRedis:
dnf install redis
2. HERSECS EHRIMITU TS BaiRS:
systemctl start redis
(11 588
NRFERRedisIRZFRENFANBE R, WEEHITUTHS:
systemctl enable redis

3. BTN Fan<EBRSIRE:

systemctl status redis

M H%kRAS 01 (2025-10-09) WA © EARTERABIRAE 18
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IELEK 6 Redis —+ZMNEPE

AR ERactive (running), NFRRIRS BRI

4. HEEDR, WiE “/etc/redis.conf” X4, HEINTEIEHETRE:
bind <t &EIP> # BEEXHSIP
requirepass ***+ # BLED

5. ENTR, w8 “/etc/redis.conf” i, HEUNTEMHITERE:
bind <MF5sRIP> # EENT=IP
requirepass **** # FCEZRS
slaveof <EFHIP> <EFsaport>
masterauth <E¥52%F3>

6. FEMAECSLORIMITH Fa<SERRS:

systemctl restart redis
&2 Wik,

1. EEPRHALLTGSEREReds:
redis-cli -h <EF&IP>
auth <Zf3>

2. ARBALUTHSEELRESR, =OUIT:
127.0.0.1:6379> info replication
# Replication
role:master
connected_slaves:1
slaveO:ip=x.x.x.x,port=6379,state=online,offset=4382,lag=0
master_replid:5d68ccf7722f461cc5f004c7e96fd7c506990508
master_replid2:0000000000000000000000000000000000000000
master_repl_offset:4382
second_repl_offset:-1
repl_backlog_active:1
repl_backlog_size:1048576
repl_backlog_first_byte_offset:1
repl_backlog_histlen:4382
127.0.0.1:6379>

-

A EE
LA EZRRERCE LN RedisEREZRENATNINER, WSINMRISERER.

STRERA 01 (2025-10-09) IR © ERRBRABRAT 19
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IELEK 7 Tomcat

H.

A

i
p{

Tomcat 3%

5
=

Tomcat@— 1M RER, FRURLEAIWeb FARSE RS, RApachefEEESINEFRY
—MMzZOIRE, 2—AEERRITAOweb RS EE . ABFENBUEEHCE L 4EE
ZTomcat,

EETIE

o HEFE—BECS, HHBECAMIPEEEMEAMIP (EIP)
o LZERPEANFBERF8080i%KO

RIE R
ESRATyumBIEE, FTSEHCERREPOIRELE S5 TyumBHIRLE ,
BRIESER

£ BHRE,

1. HITUA TSR &Rlava:
dnf install java-1.8.0-openjdk

2. PUTUI T apLRIERBRRMIN:
java -version

3. WITAI TSR &ETomcat:
dnf install tomcat

TomcatEtL2ERl “/usr/share/tomcat” B,
B2 BEETE.

1. 7£ “Jusr/lib/jvm/” BRTEKjavaigi®, NEZERNFEXH “java-1.8.0-
openjdk-xxx” (Er “xxx” HEKRAS ) , WATLAEEjavalijrel&E)
“Jusr/lib/jvm/java-1.8.0-openjdk-xxx/jre” o

2. YwiE “/etc/profile” BEEWIET S, MIBUNTHS, HF “JAVA HOME” 2#FE
ERIESBEBR2.1HEjreldRiHTiHF
JAVA_HOME={jre}&1%}
PATH=$PATH:$JAVA_HOME/bin
CLASSPATH=.:$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib/tools.jar
export JAVA_HOME CLASSPATH PATH

M HkRAS 01 (2025-10-09) WA © EARTERABIRAE 20
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L

7 Tomcat

i
R

H.

A

PATUA T ap SRS IR MR TR !

source /etc/profile

&2z “/usr/share/tomcat/conf/serverxml” {5, ¥UELATRHE:

<?xml version="1.0" encoding="UTF-8"?> <Server port="8006" shutdown="SHUTDOWN"> <Listener
className="org.apache.catalina.core.JreMemoryLeakPreventionListener"/> <Listener
className="org.apache.catalina.mbeans.GlobalResourcesLifecycleListener"/> <Listener
className="org.apache.catalina.core.ThreadLocalLeakPreventionListener"/> <Listener
className="org.apache.catalina.core.AprLifecycleListener"/> <GlobalNamingResources> <Resource
name="UserDatabase" auth="Container" type="org.apache.catalina.UserDatabase"
description="User database that can be updated and saved"
factory="org.apache.catalina.users.MemoryUserDatabaseFactory" pathname="conf/tomcat-
users.xml"/> </GlobalNamingResources> <Service name="Catalina"> <Connector port="8080"
protocol="HTTP/1.1" connectionTimeout="20000" redirectPort="8443" maxThreads="1000"
minSpareThreads="20" acceptCount="1000" maxHttpHeaderSize="65536" debug="0"
disableUploadTimeout="true" useBodyEncodingForURI="true" enableLookups="false"
URIEncoding="UTF-8"/> <Engine name="Catalina" defaultHost="localhost"> <Realm
className="org.apache.catalina.realm.LockOutRealm"> <Realm
className="org.apache.catalina.realm.UserDatabaseRealm" resourceName="UserDatabase"/> </
Realm> <Host name="localhost" appBase="/data/wwwroot/default" unpack WARs="true"
autoDeploy="true"> <Context path="" docBase="/data/wwwroot/default" debug="0"
reloadable="false" crossContext="true"/> <Valve
className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt" pattern="%h %l %u %t %s %b" /> </Host> </Engine> </
Service> </Server>

FREHEL, RIEEE, BEX HIAEE,
HITLAT e Sl LiREL B Fappbasefldocbasel E NFIE F:

mkdir -p /data/wwwroot/default

AERTLUU TS LIRBERAERFIRE Stomcat:

chown -R tomcat.tomcat /data/wwwroot/

¥ “/usr/share/tomcat/bin/setenv.sh” 324, WAL TRSEEIVMAE
.

JAVA_OPTS='-Djava.security.egd=file:/dev/./urandom -server -Xms256m -Xmx496m -
Dfile.encoding=UTF-8'

HITA T e izaTomcatRss:

systemctl start tomcat

BT TS EE Tomcat RBZIRES:

systemctl status tomcat

WNERF/Ractive (running) NIRRIRS BRI

W

$E3 WiFTomcatZEE2 BRI -

1.

2.

WATLAT <, iR oamE :

echo Tomcat test > /data/wwwroot/default/index.jsp

SRIRTEN S 284 A\ http://<TomcatBRS3 A M IP>:8080i#1T15(a), MR ERUNE7-1

NE 7Sk

B 7-1 2RI
¢ 5 C ATEs | EEEEEE

Tomcat test

e
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RRfESE 7 Tomcat &5
A\ E=
LA LBXEEMNATUE, WEHMREERER.
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L

H.

A

8 Kafka

i
R

Kafka 3%

5
=

HEETIE

RIE SR
BRIEL R

Katkag—MABEEL. FFAN. IKETN R, SRl EiEtEES Mt S
mERRGIEREYE, RASHINEERMSITENG, £ATKE. RIVEEE
. E/BERRADT . LRSS ZANAE. SHENBINPEHCELR
FEPEKafka,

o HEFE—AECS, HoEAMIPEEEMELAMIP (EIP)
o  HRENAMEHIFI092iH

B IlyumFERIEE, JESEZHCERNREPOIRACE SIXIHRIEHI TyumiBERIACE -

Zickafka®is .
PATLA T SRR

dnf install kafka
TR, KafkastiZaEEl/opt/kafkaBR .
RS,
1. #mi8 “/opt/kafka/config/server.properties” 37, FHEINTEHEHITIER:

listeners=PLAINTEXT://<PIMIP>:9092
advertised.listeners=PLAINTEXT://<Z3®1P>:9092

2. #iE “/lib/systemd/system/zookeeperservice” 3, FHEMAUTRS:
[Unit]
Description=Zookeeper service
After=network.target

[Service]

Type=simple
Environment="PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"

User=root

Group=root

ExecStart=/opt/kafka/bin/zookeeper-server-start.sh /opt/kafka/config/zookeeper.properties
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L

H.

A

8 Kafka

i
#

H$IR3 Wk

ExecStop=/opt/kafka/bin/zookeeper-server-stop.sh
Restart=on-failure
SuccessExitStatus=143

[Install]
WantedBy=multi-user.target

FhEE “/lib/systemd/system/kafka.service” &, FHMAUTRAS:
[Unit]

Description=Apache Kafka server (broker)

After=network.target zookeeper.service

[Service]

Type=simple
Environment="PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"
User=root

Group=root

ExecStart=/opt/kafka/bin/kafka-server-start.sh /opt/kafka/config/server.properties
ExecStop=/opt/kafka/bin/kafka-server-stop.sh

Restart=on-failure

SuccessExitStatus=143

[Install]
WantedBy=multi-user.target

HORIMALAT a8, BnKafkaflZookeeperfRSs:
systemctl daemon-reload

systemctl start zookeeper

systemctl start kafka

o

FERALA T < el Topic:
/opt/kafka/bin/kafka-topics.sh --create --zookeeper localhost:2181 --replication-factor 1 --partitions
1 --topic test

(ERLA T < EENIZ elEZAYTopic:

/opt/kafka/bin/kafka-topics.sh --list --zookeeper localhost:2181
WRFEIESE, Nimttest,

-

A

=3

PAEBXEENATUR, WSIRSHEEZRER.
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B{ESCHE 9 Gnome EHELEHE

Gnhome BT

(VAN
GNOME 22— HERAFRXGHARNEREEIAE, BhLlinux FIEMSEUNix 2B1E
AFIRMH— N INRE=E . BMEER. RERFHNBFRRE . AEEENBUNEEHCELE
ZEGnome B LKA
HEEITE
HEE—BRECSEM,
BB SR4
AN yumBRIELE, TTSEHCENREPOERLE SR HTyUMBENERS .
BETR

LB ZEGnomeRMH.,
AT TSR EGnome £E:
dnf install gnome-initial-setup gnome-terminal
2 BEARNEFNEAEE.
1. BT THSEERARmEERKIANSE:

systemctl set-default graphical.target

2. ZEWTHTaGLER:

reboot

R

M HkRAS 01 (2025-10-09) WA © EARTERABIRAE 25


https://support.huaweicloud.com/intl/zh-cn/usermanual-hce/hce_repo.html

Huawei Cloud EulerOS

S

10 Apache &%

1 O Apache ¥

5
=

HEETIE

RIS

BEP R

gz

Apache HTTP Server ( {&#fApache ) 2ApachefXEEESHI— M FEMTARSSEE,

AJUERZSHIRER S iz T, ATHEEFS . TeamE Z2ER, 2&RT
AIWebfRSB 2tz —, EIRBRNFHEIESZIFFastCGl, 23FSSL. Ry Perl b 1B1E
RE, REFENBUDIEHCEFEEEApache,

o EE—HBECS, HHEAMIPSEEIEAMIP (EIP) .
o  ZREANSRERFA0MH .

B IlyumBEREE, JE&EZHCERNREPOIRACE SIXIRIEH TyumiBERYACE -

L Apacheits,

1. BITUI T apS R &ApachefRSS:
dnf install httpd httpd-devel

HIT=E, ApachelRSBECEN(HFIZRA: “/etc/httpd/conf/httpd.conf” ,
2. BITUUATHSEEApachefRAS:

httpd -v

mEASRAIIT:

[root@localhost system]# httpd -v
Server version: Apache/2.4.51 (Unix)
Server built: Feb 9 2022 09:00:41

3. HITU TS < BnhApachefRss:
systemctl start httpd

INRiH Eractive (running), NFRREBNAIN.
(1 #88
HIEBGApachelRSZRB AT ERH, NEBRRHITUTHS:

systemctl enable httpd
systemctl daemon-reload
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B={ESCHE 10 Apache %3

=2 IOk,
1. BATIA T < el Tam:
echo test > /var/www/html/index.html
2. 1EXEEEEPADtp://<AMIP>, WMRERIE10-1, NFRREZBKIN:
10-1 EPERLIH

- C A T2 | i

test

-
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E=IELE 11 gperf J@iEsz5 IPV6
. 44
I I gperf fRiF3Z§5 IPV6
&7
BRIHCE 2.0/ fdqgperfiR4730.4.9, AZH5IPV6, MIREEFAIPV6, FEMEXIRE
0.4 1M KLA LR,
REFENBUTFEHCE 2.0_ETEkgperf 0.4.11ERBH4wIE
HEETE
EF—BECSA, HOEAMIPEERIELRMIP (EIP) .
BESH
ExMAYYyumBERELE, TS EHCENREPOIFE ESHGFZEH I TyumRHIECE -
BMELR
£ PUTLATa< THigperf 0.4.1 RIS 4
waget https://github.com/linux-rdma/qgperf/archive/refs/tags/v0.4.11.tar.gz
HE2 HITLUA T IS RIE R a4
tar -xf gperf-0.4.11.tar.gz
fREESEIBRqperf-0.4.11,
T3 PUTLA T IS L2 KR:
dnf install gcc make automake
FWA HAqperf-04.11BR, HRXPUTLATap S T5mIF:
:?gffor;i%.sh
./configure
make
SIS WIFmFEER:

RFERN_iHEIEqperf-0.4.11/srtcBRE T, HAIZBZRiEH1T./qperf --version,
FREEUITER, FRETIN:
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11-1 =170

[root@localhost src]# ./gperf --version

gperf ©.4.11
root@localhost srcl#

(RAELY:
HCE3.0Faqperf90.4.11, Ak EiR(EIER
L6 (k) BrhgperfZ/usr/binBRT, FHiiEqperfind,
fEqperf-0.4.11/src BER THITLA T2
cp qgperf Jusr/bin/

chmod 755 /usr/bin/gperf
gperf --version

.
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ERIESLRE 12 W-=APRTEBtx

| P

W< A% 2 — A AR IERERIIE AR, BRI LUSMN-EREIERCIB(ES S ECRSE
E’\JCPEl;’fZ'DJ:, MNTHES MEEHIRNIERERIEILE . AN BUNTEHCE LELE
W< R E0Z o

5
=

HEETE
EEE—AECSER, FAMARIPHEIMEARIP (EIP) .

BB SR
iBffitAirgbalanceh 9 IRES EXiA, BIMNMRELSEBINT:
B LA TmSE irgbalancePETIYEIRS 2R XA:

systemctl status irgbalance

YR ERActive: inactive, NTFEIRR, NFRRIRSXA:

[root@."':ﬂ“::: ~]# systemctl status irgbalance
0 irgbalance.service - irgbalance daemon

Loaded: loaded (/usr/lib/systemd/system/irqgbalance.service; disabled; vendor preset: enabled)
Active: inactive (dead)
Docs: man:irgbalance(1)
https:f‘github.com/Irqbalanceiirqbalanca

[root@localhost ~]#
T2 WNMRERActive: active, NFRRIRSLTFZTIRZE, FEWITLA TS XHAirgbalance
FRRTISERRSS

systemctl stop irgbalance

$|3 (Tik ) MRFEEAFANEE, WHRITLAT LKA XAirgbalancerh i ARSS :

systemctl disable irgbalance

-

BRFLRR

B PATIUAT R LSEEM-RINGIE, SEIFERIM-RIG, RIS RIS —NEA
F0i0 L AR -

ethtool -l eth0
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(AR
ethOAMR%, IBRIESEIREREITE R, LATERLLeth02#4],

[root@L;:rThﬂzt ~1# ethtool -1 eth©
Channel parameters for ethO:
Pre-set maximums:
n/a
. n/a
Other: n/a

Combined: 2
Current hardware settings:
n/a
n/a
n/a
. 2
[root@localhost ~]# §

I HiTIscpuBFHRICPUNEL, AHIFANCPURD:

[root@la ¢ ~]# lscpu
Architecture: x86_64
CPU op-mode(s): 32-bit, 64-bit
Address sizes: 46 bits physical, 48 bits virtual
Byte Order: Little Endian
CPU(s): 4
On-line CPU(s) list: 0-3
Vendor 1D: Genuinelntel

FE3 PTLAT R SEE SN -RIASIXI N T

cat /proc/interrupts | grep virtioO | awk '{print $1 $(NF)}'

ABFhethOREIRBA ERNPEI SO RIR255027, HiRmEERNPESHRIZE26
n28:

[root@localhost ~]# cat /proc/interrupts | grep virtio® | awk '{print $1 $(NF)}'
24:virtio0-config

25:virtio0@-input.0

26:virtiof0-output.@

27:virtio@-input.1

28:virtioB-output.l

[root@localhost ~1# |}

(MR

RHOvirtioAIXI R X R eI LUBIR LA T s S TES:
ethtool -i ethO | grep bus-info | awk -F "bus-info:" '{print $2}' | xargs -I {} ls /sys/bus/pci/drivers/virtio-
pC|/{} | grep virtio
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T4 PELUTHSEEIRN-~RERR:
cat /proc/irq/{25,26,27,28}/smp_affinity_list

ARf5I5r25,26,27,28 S RIS EFECPU3 L :

TS FrhgieM-<Ak:
PITLA T @S5 ethORY BRI R 2 B4 EFICPUOFOCPUT :

echo 0 > /proc/irg/25/smp_affinity_list
echo 1 > /proc/irq/27/smp_affinity_list

WITLA T oS5 eth0BY IR R T BI4PEZRICPU2FICPU3:

echo 2 > /proc/irq/26/smp_affinity_list
echo 3 > /proc/irq/28/smp_affinity_list

H£IR6 INIEM-RHBTEIEZ S RIN:
HITIA T e S EE M- RRETEEERR

cat /proc/irq/{25,26,27,28}/smp_affinity_list

ERCRERIREEIRHE

.
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