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HCE BR{E3LE 1 EBE MySQL
kv3
ah= MySQL
(VAN
MySQL 2—MFRXREHIBEEESER S, SHWXREHIEE—E, MySQL B3
EEFEERTISARAIES . BRAULMERSEEESES (BERA SQL) &
M. BE. =HAESEIE. KEEENBUTEHCE 2.0 EZEEPEMYSQL,
HEETE
o HR—BECSSH, HOEAMIPTEEMEAMIP (EIP)
o SLHIZEBPIAFEMNERE22. 3306ixK,
IRMEZ R
TE1 TEMySQLIRSZImAIZ Fim .

1. PUTLAT IS LEMySQLIRSS I E Fifs o
dnf install mysql-server mysqgl-common mysql -y
2. WIFUTHSEEMYSQLANNRAS .
mysql -V
MBRREINTRUMES., TRLEMI.
mysqgl Ver 8.0.37 for Linux on x86_64 (Source distribution)

$I82 EEMySQL,

1. BTUT®HS, BaiFEMySqiRS&RERAFIBREE.
systemctl start mysqld
2. PUTLUATEHRSEERSRKE.

systemctl status mysqld

WNERERactive (running) NERRBEIRLIT .
(1 #i88
WMREBEmysqldigEAFNEREN, WEEMTUNTHS.

systemctl enable mysqld
3. WIFLUATEGS, XYMySQUETRERE.
mysql_secure_installation
BEMAZTZNRTER, BENEIAS.

Securing the MySQL server deployment.
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HCE Ex{£5CH ZFE MySQL

Connecting to MySQL using a blank password.

VALIDATE PASSWORD COMPONENT can be used to test passwords

and improve security. It checks the strength of password

and allows the users to set only those passwords which are

secure enough. Would you like to setup VALIDATE PASSWORD component?

Press y|Y for Yes, any other key for No: Y // EFiSBEEMEAE
There are three levels of password validation policy:

LOW Length >=8
MEDIUM Length >= 8, numeric, mixed case, and special characters
STRONG Length >= 8, numeric, mixed case, special characters and dictionary file

Please enter 0 = LOW, 1 = MEDIUM and 2 = STRONG: 2 // &EFEELLEE
Please set the password for root here.

New password:
Re-enter new password:

Estimated strength of the password: 100

Do you wish to continue with the password provided?(Press y|Y for Yes, any other key for No) : y
By default, a MySQL installation has an anonymous user,

allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for

testing, and to make the installation go a bit smoother.

You should remove them before moving into a production

environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) :y // 2&HIREZRER
Success.

Normally, root should only be allowed to connect from
'localhost'. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) :y // REZItrootikFPITiEE S
Success.

By default, MySQL comes with a database named 'test' that
anyone can access. This is also intended only for testing,
and should be removed before moving into a production
environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) :y // S&MIERNIXEL
1R

- Dropping test database...

Success.

- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) :y // EBEHIMNFHARE
Success.

All done!
$IE3 TIREEEIRE.
1. PUTLATaSTEMYSQL serverimZEEEURE .

mysql -uroot -p

AEEAN LR Broot AP RERNZE .
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ZBE MySQL

2. WAUTNEGIENKXKSIIZS,
create user 'test'@'%' identified by 'test™**;
HrftestAKS, test™*** XM ZHT

3. BWALUTEGStestkSHEANEIREFTEIR .
grant all privileges on *.* to 'test@'%";

4. WALITESRIFR .
flush privileges;

5. BTLATE@IRHEIREE.
exit

6. EB—AIRSE LZREMySql clientFMAL TSI TITIEERE
mysql -h <MySql server IP> -utest -p
s {#ANavicat. VSCodelff i TImizERE

-

A EE
LAEXTER . NRBXEENATUL, WSIMEEERGER
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2 3= Docker

(VAN
Docker@—AA RIS |8, BEEnBEE. Iy B, sl EEY
FMHE ., FRESENEREFIKBHI TSR — N BEnNEesEs, BREAHEILinux
M2 EFHLIENME, SLMESHEEE. SENSENEER . AENBNOE
HCE 2.0fRS5 28R & 3=Docker.,

EEITE
;&%_/El\ ECS;E@IJ o

BMEER

1 T Dockerfi4

1. BITATds$ %I =Docker,
dnf install docker

2. WITLAT < BEaDockerfRSS .
systemctl start docker

12 IFDocker@BREMIN .
1. #TLA T asizThello-worldi&iR .

docker run hello-world

2. MRETREMLUATAR, REEEMI.
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4 Docker

W

HCE B{E3CEE 2

[root@secure ™ 1# docker run helloworld

Unable to find image 'helloworld:latest' locally

docker: Error response from daemon: pull access denied for helloworld, reposito
See 'docker run —-help'.

[rootBsecure ™ 1# docker run hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library-shello-world

719385e32844: Pull complete

Digest: shaZ56:88ecBacaadecl99d3b7eafl 735861 4518c25f 9d34f 58ceJabdf 68429c5af 48e8d
Status: Dowmloaded newer image for hello-world:latest

Hello from Docker?t
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:

. The Docker client cowntacted the Docker daemon.

. The Docker daemon pulled the "hello-world” image from the Docker Hub.
(amdb4)

. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
S docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https:-shub.docker.com~

For more examples and ideas, visit:
https:--sdocs.docker.com/get-started-

I3 Dockerfi9fER

1. EIEDockersFiFiiE,
- BITTFIPHE
systemctl start docker
- {ELESFPHEE
systemctl stop docker
-  EETIFiHE
systemctl restart docker

2. EHEER.
- 2URE
docker tag hello-world:latest hello-world:v1

- BEEHEERR

docker images

- EBIRBRESR
docker rmi -f hello-world:v1
3. EBiERss
- HASES
docker run -it Imageld /bin/bash
- 1BHEES
exit
- HEANERETHEESR

coon

docker exec -it <&22ID> /bin/bash
- BEsEMES
docker commit <AgEID> [<BERZ>[<irE>]]

Eban:
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docker commit 135****9f757 hello-world:v1

A ES

iR iEZERdockerikA~/918.09.0, MNRFBELZEESIRAAIDocker, HFESE
dockerX#EHITRE,

e

SASRRAS 01 (2024-12-06) WRIERE © LEARITERARERAF 6


https://docs.docker.com/engine/install/binaries/#install-daemon-and-client-binaries-on-linux

HCE BR{E3CH 3B FTP ifS

1R FTP 4t S

i
e

5
=

vsftpd ( very secure FTP daemon ) 2Linux FEI—=UN 55 R . 22 ZHIFTPIRSS
B, AHEENBUEEHCE 2.0 L ZEHECEvsftpd,

HEETE
o EE—QECSEA, FAMARIPHERHEARIP (EIP)

o ZRAPALEMUERT2 RO

BEPR
B LRvsftpdiHFFHF B,
1. BT FasS &R vsftpd,
dnf install vsftpd
2. BTN e EalvsftpdiRSS o

systemctl start vsftpd

3. BUTHIFa<ERRSINE

systemctl status vsftpd

YN ERactive (running) NIFRRBENAETI, RN TE,

[root@@hce2 ~]# systemctl status vsftpd
e vsftpd.service - Vsftpd ftp daemon
Loaded: loaded (/usr/lib/systemd/system/vsftpd.service; disabled; vendor preset: disabled)

Active: active (running) since Tue 2023-10-10 15:55:11 CST; 1s ago
Process: 21033 ExecStart=/usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf (code=exited, status=8/SUCCESS)
Main PID: 21034 (vsftpd)
Tasks: 1 (limit: 198738)
Memory: 488.8K
CGroup: /system.slice/vsftpd.service
— 21834 /usr/sbin/vsftpd /etc/vsftpd/vsftpd.conf

AR
NRFEBvsfpdiRBAFNEBERH, WEEBRITUTHS.
systemctl enable vsftpd
S22 AFTPERS RN
1. BUTINIT S RFTPIRS BIEZE— AR,

adduser ftp
2. BT T ESSAftpAPIREREE.
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HCE BR{E3CH 3B FTP ifS

passwd ftp
£33 BLEvsftpdiRSE .

1. BT TS AFTPIRSEEBRINXG (IRBMNAZEEXRER) -
mkdir -p /data/ftp/
touch /data/ftp/test.txt

2. BT TFar LR BRAABERENFHAF

chown -R ftp:ftp /data/ftp/
3. FTFF “/etc/vsftpd/vsftpd.conf” 34, HEINTSEHITACE.

# YSIFIPv4 sockets,

listen=YES

# IRIEEEEEEREEIIIPV6
listen_ipv6=YES

# EEREXHIIRERINTISE:

# WEABAFREREREER.

local_root=/data/ftp/hce

#EAFPEIRHEEER.

chroot_local_user=YES

#FFEEEIETC .

pasv_enable=YES

pasv_address=<FTPR53 882\ M| Pitbiit>

chroot_list_enable=NO # 2B AIFEFIAOEMBER

# W% chroot_list_enableBtERYES, NWFBEEIZIEIR; ZEEN— NN, SESHLERFPALIGEf
BHF

# chroot_list_file=/etc/vsftpd/chroot_list

#RERMERT, FERNKOEE, EtinOEERET—BYRSSEER, BUFIRSHIEFTP
RSB ZE M.

# {ERANROEEN&RIVME

pasv_min_port=<port number>

# nlERNIR OSBRI AE.

pasv_max_port=<port number>
AR
bR EIRENAVSE, EthSEHRIFROMERIT,

A EE
Tt Ea B &chroot_list_enable, &#PFEESGIZE “/etc/vsftpd/chroot_list” {4,

4. FITATaSERvstpdiRSS o

systemctl restart vsftpd
T4 Wik,
1. WITUTaSESRvsitpdIRSFERRNIRO

netstat -natp | grep vsftpd
EOAER FATERNRORE21.
2. AELR2ARE, \HEKFF21iFEOF_ EREERIS000~501080

3. fEwindowsX {4 EIREE I ftp://<FTPRIRSSEE AMIP>21i5EIFTPERSS , MIAEE
BERINTE.
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o > Internet > b e

testixt

A E=

MERIBFILATHER, TEME “/etc/vsftpd/vsftpd.conf” SZHFFRELZIN
allow_writeable_chroot=YESECLE, AEBERvsitpdiRs .

500 OOPS: vsftpd: refusing to run with writable root inside chroot()

.
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4 232 SFTP

SFTP

5
=

SFTP ( Secure File Transfer Protocol ) 2—MBFZLiAE. EHNEE A4S
BEIROMEINY, SEBIISSHIMUETT, 88 sZIFSSHRENZEHBMIIEINEE
REFENBAMTEHCE 2.0 EEPESFTPIRSS .

HEETE

BRIFPRR

HEE—AECSER, HOEAMIPSEEIEAMIP (EIP) .

ZERAMANG RN ERIT22iK

$IB1 ECESFTPIRSS .

1.

2.

HATAN T~ < ElEsftpE.
groupadd sftp

HATAN TS, CIE— 1R, APERSFTPIRSS .
useradd -g sftp -s /bin/false usftp

WITIN TSN LR PIRERE

passwd usftp

WITIN T as S AsftpFALIEhomeB R,
mkdir -p /data/sftp/usftp

PATAN T SERusftp P ENIHBE R

usermod -d /data/sftp/usftp usftp

FIFF/etc/ssh/sshd_configiZi4, HEIATSHHITAE.
Subsystem sftp internal-sftp

# EXHRERIIN TR E :

Match user usftp # ItEgusftpFAF

AllowTcpForwarding no # AR 74 & TCPHMY

X11Forwarding no # RAFHIT X11 Ex

# {EMchrooti FIFR B RI8ER/data/sftp/%u, %uftERFE
ChrootDirectory /data/sftp/

ForceCommand internal-sftp # 3&&IH{TRIZBsftp

PATEI R a<, SUEMNSIE .
touch /data/sftp/usftp/test.txt
RRATIN TR EBFRIR .
chown -R usftp:sftp /data/sftp/usftp
chmod 755 /data/sftp/usftp
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2 Kk,
1. ESHM—ENEELE, MALITSSERE EIRSFTPRSS .
sftp usftp@<SFTPARSZZAMIP>

2. WAZREHTIsGSEFTNENM, BRI TE,
sftp> s
test.txt

R
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5 PostgreSQL ZfE

PostgreSQL ZpE

5
=

EETIE

PostgreSQLE— 1 FHEH . BERENHIBERS, NSQLAARREINEERMSIEF, W
M. FEIE. BASETNIARRBFENXAIEEIFINEE. BH—2EE TSQLES,
e T — LRt REUE TEREMIINEE. EEERTB. WL, tIE=SEins
TR ARSI, #HUREN ‘REHANFFREEE" . ABEENBUIEHCE 2.0 £
ZaRERZEPostgreSQL,

o HERMABECSILAI, HoBCAMIPTEEMEARIP (EIP)
o LRERPAFEEBEMFS432imM,

EgEPostgreSQLET =,
1. BTN T HSLERS . ZRIRNEXAE:

dnf install postgresql postgresgl-contrib postgresql-server

2. PUTIN T an S EER:

postgresql-setup --initdb --unit postgresql

3. HRXPUTUI T e S BREIIRSHBEERSIRE:
systemctl start postgresql
systemctl status postgresql

WNERERactive (running) NIFRRIRS BN .
(AL
WNRFEEIEPostgreSQLIRSZS REAFNBE RGN, NEEHTLUTHRS,

systemctl enable postgresql
systemctl daemon-reload

4. PITLATasSERpostgresiks
su-postgres

5 BT T™ETHApsqlim,
psql

6. WALUTEDRIEKS, HEEZEFNR.

CREATE ROLE replica login replication ENCRYPTED PASSWORD 'replicationxxx!";
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HeikSAreplica, 1R (loginFlreplication) AZEFRFHEZHIR, Zi5H
replicationxxx!,

7. BWAUTEOEBRRIENKS.

SELECT usename FROM pg_user;

IR ISR T E N 2= EURE AT -

postgres=# SELECT usename FROM pg user;
usename

postgres
replica
(2 rows)

8. BWAUTEAEELIZIINIR.

SELECT rolname FROM pg_roles;
IREIEERZEIN T EIN R .

postgres=# SELECT rolname FROM pg_roles;
rolname

pg_monitor
pg_read_all settings
pg_read_all_stats
pg_stat_scan_tables

pg_read_server_files

pg write server files
pg_execute_server_program
pg_signal_backend
postgres

replica

(18 rows)

9. PTANEDREpsq&if.
\q
R

10. YT A T™MEDIRE postgresFF .

exit
11. #x4§ “/var/lib/pgsql/data/pg_hba.conf” X{4EeEreplicaFBRHARE.,
#ZIPv4 local connectionsZfsy, FIMUATER:

host all all <MTI=RYIPVARIES> md5
host replication  replica <MT3 =RYIPVARIES> md5

KBECHENN T RIPVANREEEN IR NAE

12. w48 “/var/lib/pgsql/data/postgresgl.conf” 324, EWWITSE, HITAE:
listen_addresses = ' #MIFRIPIRY IP ik
max_connections = 100 #JAKIEREE, MERI max_connections WRE X FEZEH]
wal_level = hot_standby #fEEH&EER
synchronous_commit = on #FEREEH!
max_wal_senders = 32  #FEERAHIHIZEHSE
wal_sender_timeout = 60s #iE I EA RIXEIBATEATATE

13. BEFITUTHSERRS .

systemctl restart postgresql
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£ FEEPostgreSQLMTI S,
1. PUTUATHSENT RLERS IR B imfIEREH .

dnf install postgresqgl postgresql-contrib postgresql-server

2. PUTUATHSEMNT REIESEHBER:
pg_basebackup -D /var/lib/pgsqgl/data -h <FEZEIP> -p 5432 -U replica -X stream -P -R
Hop-XFRUstream BB SFAENWALY Y, -PERETHE, -hFRREEN
IPMER, -pRTEERO, -URTEERIMKS, -RERESreplicationfVEcE
==
MRBTRUTEEMRIEE, NRTRSMHKEI.

Password:

24436/24436 kB (1e0%), 1/1 tablespace

LAY, &7 “/var/lib/pgsql/data” BR4ERstandby.signal3Zfs, HiE
postgresql.auto.confX{FEENENEEERES .
3. PUTLAT BN ERFAERIAFA.
chown -R postgres.postgres /var/lib/pgsqgl/data
4. BEWTUTHSERRS.
systemctl start postgresql

I3 WIEREEEM.

1. EMTRTUTHRIERSETAN TR,
sudo -u postgres psql -c "SELECT pg_is_in_recovery()"

MREFER, WRREZINTR, FHUTE.

PE 1S _1n_recovery

2. EEDRPITAN TSR T RIER.
sudo -u postgres psql -x -c "SELECT * FROM pg_stat_replication" -d postgres

MRBREX N TERER, NRRECERD.
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-[ RECORD 1 ]----

pid

usesysid

usename replica
application_name | walreceiver
client_addr ; i
client_hostname

client_port

backend_start 2023-10-11 11:12:25.566176+08

backend_xmin

state streaming

sent_1lsn 0/7000148

write lsn 0/7000148

flush_1sn 0/7000148

replay lsn 0/7000148

write_lag

flush_lag

replay lag

sync_priority )

sync_state async

reply_time 2023-10-11 10:43:33.056944+08
TR
A ER

I EZE. SRBXEENXNATUL, WSIMNEHEEER
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6 Redis —+=ZMNEPE

Redis —EZ NERE

5
=

Redis ( Remote Dictionary Server ) B—/MERAGESHRENFFE. EFTHE. 9%

VN
=
Y4t

HEETIE

BEP R

S| RE
1.

2.

GRS A ERIREEEEIEE . Redis E—NNREEENFER S, ERTFSH
, BIREE. SiEFiE. HHTE. SHohSE. B8l ZRINA, FEREERK
X2, REFENBUTEHCE 2.0 EZEEEBERedis,

ERWARECS, HoEAMIPEEEIELAMIP (EIP) ; Hf—&{ERedis £
=, —&B1EANT SR,

ZEENSEEERFF637%K 0

Redisik {4 R ELE -
AEMAECS LD AIMITUI T ap< & 2&Redis,
dnf install redis -y
AERABECS ER BT Fan < /EaARSS o

systemctl start redis
() #BA
NRFERBRedisIRZFIRENFANBER), WEEHTU TGRS,

systemctl enable redis

HITIN TS BEERSIRS

systemctl status redis

YR T ractive (running), NFRRIRSBEIAHIN.

EEDR, fiE “/etc/redis.conf” &, HEMNTEMEHITEE.
bind 0.0.0.0 # RIEEEXNHXIMNIP, XEXFHEEIP
requirepass ***= # FlEZF0

FENT=, miE “/etc/redis.conf” 304, HWEIMITEMHITEE
bind 0.0.0.0 # IRIESEUMAIMIP, XBEXIERIP

requirepass # IeEERY

slaveof <EFHIP> <EFSport>

masterauth <FT5 =%63>

AERBECS LD AT Fap L ERIRS -

systemctl restart redis
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L2 Wik,
1. EETRBALLT<EZReds,

redis-cli
auth <ZZf8>

2. AEWMALTHSEELTRER, MRUT.
127.0.0.1:6379> info replication
# Replication
role:master
connected_slaves:1
slaveO:ip=x.x.x.x,port=6379,state=online,offset=4382,lag=0
master_replid:5d68ccf7722f461cc5f004c7e96fd7¢506990508
master_replid2:0000000000000000000000000000000000000000
master_repl_offset:4382
second_repl_offset:-1
repl_backlog_active:1
repl_backlog_size:1048576
repl_backlog_first_byte_offset:1
repl_backlog_histlen:4382
127.0.0.1:6379>

R

A E=
A EZEEFRE AN RedisER B SN AT NiiETR, WSIMEHERER.
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i
#

Tomcat 3%

=

Tomcat@— 122, FARERIBIOWebN RS EE, RApachefMFEEESIMBEHRY
—NMzZOIRE, B—FEESRITAIWeb N FAIRSSEE . AHIENBUNIEHCE 2.0 L%
ZF=Tomcat,

HEEITE
o HEFE—BECS, HHBEAMIPEEEMEAMIP (EIP)

o TERHAANFEERF8080iKM

REL R
FE HRE.
1. BT TS &EElava,
dnf install java-1.8.0-openjdk
2. PUTUI T HSIERBREMI.
java -version

3. BT TFaS&&ETomcat,
dnf install tomcat

Tomcat&iEL2ES “/usr/share/tomcat” B,
T2 EEY.

1. 4R48 “/etc/profile” BEBINMETE, FIEMTHA.
JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.342.b07-0.hce2.x86_64/jre
PATH=$PATH:$JAVA_HOME/bin
CLASSPATH=.:$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib/tools.jar
export JAVA_HOME CLASSPATH PATH

2. PUTLATHRSHE LRARIEES,
source /etc/profile

3. BZ “/usr/share/tomcat/conf/serverxml” {4, ¥EMELATHS,
<?xml version="1.0" encoding="UTF-8"?> <Server port="8006" shutdown="SHUTDOWN"> <Listener
className="org.apache.catalina.core.JreMemoryLeakPreventionListener"/> <Listener
className="org.apache.catalina.mbeans.GlobalResourcesLifecycleListener"/> <Listener
className="org.apache.catalina.core.ThreadLocalLeakPreventionListener"/> <Listener
className="org.apache.catalina.core.AprLifecycleListener"/> <GlobalNamingResources> <Resource
name="UserDatabase" auth="Container" type="org.apache.catalina.UserDatabase"
description="User database that can be updated and saved"
factory="org.apache.catalina.users.MemoryUserDatabaseFactory" pathname="conf/tomcat-
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7 Tomcat &

=
*

users.xml"/> </GlobalNamingResources> <Service name="Catalina"> <Connector port="8080"
protocol="HTTP/1.1" connectionTimeout="20000" redirectPort="8443" maxThreads="1000"
minSpareThreads="20" acceptCount="1000" maxHttpHeaderSize="65536" debug="0"
disableUploadTimeout="true" useBodyEncodingForURI="true" enableLookups="false"
URIEncoding="UTF-8"/> <Engine name="Catalina" defaultHost="localhost"> <Realm
className="org.apache.catalina.realm.LockOutRealm"> <Realm
className="org.apache.catalina.realm.UserDatabaseRealm" resourceName="UserDatabase"/> </
Realm> <Host name="localhost" appBase="/data/wwwroot/default" unpack WARs="true"
autoDeploy="true"> <Context path="" docBase="/data/wwwroot/default" debug="0"
reloadable="false" crossContext="true"/> <Valve
className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt" pattern="%h %l %u %t %s %b" /> </Host> </Engine> </
Service> </Server>

FEFHEL, IRIESE, BEN LIREE.,
HITLAT eS8l LiRE B Fhappbasefldocbasel E NFIE R .

mkdir -p /data/wwwroot/default

REPATIA T a8 Lix B RATEAFIRE Itomcat,

chown -R tomcat.tomcat /data/wwwroot/

#mi2 “/usr/share/tomcat/bin/setenv.sh” X4, BWALLTABEREIVMAES
#.,

JAVA_OPTS='-Djava.security.egd=file:/dev/./urandom -server -Xms256m -Xmx496m -
Dfile.encoding=UTF-8'

WITLA T as S iaaiTomcatikss

systemctl start tomcat

PITU TS EETomcatl RBIARE.

systemctl status tomcat

WNEREractive (running) NIFRRIREZBEIKIN .

H$I3 BﬁiIETomcatﬁ?”zéxE:'z%:EJZﬂJ o

#LG'L\J\THD < W I)\thJ\E o

echo Tomcat test > /data/wwwroot/default/index jsp

RBTENLEES A http://<TomcatiRSZAMIP>:8080i# 17150, AIRERINTEN

LRI o

€ 0 C A== | e

Tomcat test

et

A ER
PAEBXEENATUR, WSINSHEEZRER.
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H.

bl

Kafka

#

8 T3 Kafka

5
=

HEETIE

BRIFPRR

Kafka2—MABEEL . FAN. TKESNE, SSRt8iEtBES NS
mUERIRGIEREY, KBS HIUBERERMSITRNEG, ERETKE. RLEIEE

. EX/BERESEST. LIRSS E ZaNA .,
AREFENBAMTTEHCE 2.0 EZ2EEREKafka,

o HEF—HECS, HHPBEAMIPEEEMEAMIP (EIP)
o  HFRPEANABERFF092ix0

Lickafka®kid .

PATIA T SRR

dnf install kafka

WITHERE, KafkamtEZLaEEl/opt/kafkaBR.
PHECE

1. %wi8 “/opt/kafka/config/serverproperties” {4, HEIITEIEHITIEN

listeners=PLAINTEXT://<HIMIP>:9092
advertised.listeners=PLAINTEXT://<Z3®1P>:9092

2. #iE “/lib/systemd/system/zookeeper.service” &, FHIMALUTHE,
[Unit]
Description=Zookeeper service
After=network.target

[Service]

Type=simple
Environment="PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"

User=root

Group=root

ExecStart=/opt/kafka/bin/zookeeper-server-start.sh /opt/kafka/config/zookeeper.properties
ExecStop=/opt/kafka/bin/zookeeper-server-stop.sh

Restart=on-failure

SuccessExitStatus=143
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[Install]
WantedBy=multi-user.target

3. ¥R “/lib/systemd/system/kafka.service” 3%, HHEAUTRS.
[Unit]
Description=Apache Kafka server (broker)
After=network.target zookeeper.service

[Service]

Type=simple
Environment="PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"
User=root

Group=root

ExecStart=/opt/kafka/bin/kafka-server-start.sh /opt/kafka/config/server.properties
ExecStop=/opt/kafka/bin/kafka-server-stop.sh

Restart=on-failure

SuccessExitStatus=143

[Install]
WantedBy=multi-user.target

4. FXEmALUTE<S, BaiKafkaflZookeeperfigss .

systemctl daemon-reload
systemctl start zookeeper
systemctl start kafka

$IE3 IGF,
1. {FARL TS EIETopic,

/opt/kafka/bin/kafka-topics.sh --create --zookeeper localhost:2181 --replication-factor 1 --partitions
1 --topic test

2. (ERALITaSERNIZ IZERITopic,

/opt/kafka/bin/kafka-topics.sh --list --zookeeper localhost:2181
WRFEIESE, Nimttest,

et

A ER
PAEBXEENATUR, WSIRSEEZRER.
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Gnhome BT

5
=

GnomeE—MEENE, BHBIRES ZELnux, B2 XEHSHIBSDEFB T IF
Gnome ., AREFENBUNITEHCE 2.0 EZEGnome BV RE -
HEETE

EZ—EAECSENL.

BRELPR
£ ZIRGnomeRH
WITIN i S ZRGnome = H .
dnf install gnome-initial-setup gnome-terminal
£ BENRNEFNEAEBE.
1. WIFUTHSEERARmRE RS,

systemctl set-default graphical.target

2. ZEPITTHTER.

reboot

e
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1 O Apache ¥

Apache HTTP Server ( f&#RApache ) 2ApachefHEESH— N FHEMARSSEE,

O LEARSHIRER ZFiziT, BTHEEFES . REUBmE iZER, 2RRT
HIWebfRSS a8z —, EIBINF M EIESIFFastCGl, ZHFSSL. SEpfPerlfbIEIE
e, REBEENBUIEHCE 2.0FEpE Apache,

5
=

HEETLME
o EE—AECS, FOMARMIPHEBEARIP (EIP) .

o  ZREANSZRIEKF0IHK .

BMELR
T LIApacheilf4,

1. HITAN T asd%&axApachelRSS .
dnf install httpd httpd-devel

WITRE, ApachefRBECENIHIRIZA: “/etc/httpd/conf/httpd.conf”

2. WTLATHSEEApachelfk A S,
httpd -v
BHEASRT.

[root@localhost system]# httpd -v
Server version: Apache/2.4.51 (Unix)
Server built: Feb 9 2022 09:00:41

3. BT TS asNApachelRSS .

systemctl start httpd
W E/Ractive (running), NFRREBERNKIN.
AR

MREEApachelRFIRENFINER, WFEFRPATIUTHS
systemctl enable httpd
systemctl daemon-reload

F$EE2 Gk,
1. BTLA T < elEUiSemE .

echo test > /var/www/html/index.html
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2. TEREETMAhtp://<ARIP>, MREFUTE, NERBEHD.
€ C A FEs | HNlhaldidd

test

R
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11 %62 Django RS

1 1 a2 Django IRSS

5
=

Django2— N FFHEAIWebR FAHEZR, {FHPythoniESHE, TEZHETIEEWebInH,

AHBFENBINTFEHCE 2.0F{FERANginx+uWSGIESZEDjangoli B .

HEETIE

HEBZ—RECS, FHoEAMIPEEEMELAMIP (EIP)

LZRENFEEFF80. 8001. 8002,

SR LIRNginxikSS .

—_

N

w

HATIA T a < Nginx.

dnf install nginx

PATLA T e L /EaINginxiRSS o
systemctl start nginx

PUTLA T e SEENGINERSZIRES .

systemctl status nginx

IR Fractive (running), NIERENHKIN.

TE2 LZRUWSGIIRS .

—_

N

PUTLA T ap S LEABXAIKE -
dnf install python3-devel gcc
HITLA T ap L & 2=UWSGl,
pip install uwsgi

PATUA TS SEBUWSGIIRAS

uwsgi --version

“RiBhello.py>Xf4, HMAUTARS,

def application(env, reply):
reply('200 ok',[('Content-Type','text/html')])
return [b"Hello!"]

HATLA T an L BEIUWSGIARSS
uwsgi --http :8001 --wsgi-file hello.py

FENBEEEPIMARILLL:  http://<2AKIP>:8001418] LiAIRSS, MRMNTE.
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11 %32 Django RS

< O A s | el 8001

Hello!

T3 LEEDjangoifiE

1.

2.

HATLA e % %EDjango,

pip install Django

PATLA T s SR HIRE .

python -m django startproject django_project

HAMBBR, fwiEAcENFdjango_project/settings.py, #Z!
ALLOWED_HOSTS/ZMHEM I TE

ALLOWED_HOSTS = ["*"]

HATEI T as</aahdjangolRS5 .

python manage.py runserver 0.0.0.0:8002

B EEPim A RLthttp://<AMIP>:8002i518) LRSS, MR,

django View release notes for Django 4.2

The install worked successfully! Congratulations!

You are seeing this page because DEBUG=True is in your
settings file and you have not configured any URLs.

£ BEWNR,

1.

#RiBdjango_project/settings.py 324,
a. EMHFLEmALLTEDS|NosEE,

import os

b. ABREXHRERNLATSE

STATIC_ROOT = os.path.join(BASE_DIR, "static/")

¢  BRTLUTwWERBRFSH.

sudo python manage.py collectstatic
PATLAURREEIIN T .

[root@hce2 django_project]# sudo python manage.py collectstatic

125 static files copied to '/root/django_project/static'.

RS E BRiSZ— M staticcZ 43, IMBLEEWT .

[root@hce2 django_project]# s
db.sqglite3 django_project manage.py static
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2. #gig/etc/nginx/nginx.conf3Zf4, BLEnginx.
a. ?ﬁf:”httpﬁ'ﬁ; %ﬁi%l«\/l-lszéqro

upstream django {
server 127.0.0.1:8001;
}

b. #HE|httpRAJserver/@tE, FSEUEMRLATEM
server {
listen 80;
server_name django_project;

charset utf-8;

location /static {
autoindex on;
alias /root/django_project/static;

}

location / {
uwsgi_pass 127.0.0.1:8001;
include uwsgi_params;
include /etc/nginx/uwsgi_params;
uwsgi_param UWSGI_SCRIPT iCourse.wsgi;
uwsgi_param UWSGI_CHDIR /iCourse;
index index.html index.htm;
client_max_body_size 35m;
index index.html index.htm;

-

AR
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http {
log_format main ‘$remote_addr - $remote_user [$time_local] "$request” '
'$status $body bytes_sent "$http_referer" '
""$http_user_agent" "$http_x_forwarded for"';

access_log /var/log/nginx/access.log main;

sendfile on;
tcp_nopush on;
tcp_nodelay on;
keepalive_timeout 65;
types_hash_max_size 4096;

include /etc/nginx/mime.types;
default_type application/octet-stream;

# Load modular configuration files from the /etc/nginx/conf.d directory.
# See http://nginx.org/en/docs/ngx_core_module.html#include

# for more information.

include /etc/nginx/conf.d/*.conf;

upstream django {
server 127.0.0.1:8001;
}

server {
listen - H
server_name django_project;

charset utf-8;
location /static {
autoindex on;
alias /root/django_project/static;

}

location / I
uwsgi pass 127.0.0.1:8001;
include uwsgi_params;
include /etc/nginx/uwsgi_params;
uwsgi_param UWSGI_SCRIPT iCourse.wsgi;
uwsgi_param UWSGI_CHDIR /iCourse;
index index.html index.htm;
client_max_body_size 35m;
index index.html index.htm;

3. EIMEBZRHRuwsgi_config.inisZit, FHMAUTHE,
[uwsgi]
socket = 127.0.0.1:8001 #1t4bA98001 1% O T EFInginxBe & X4 TE M AYuwsgi_passiim[—2
chdir = /root/django_project/ #8FEIMEHBR, AnBIJ3/root/django_project/, 1RIBEINE{E
wsgi-file = django_project/wsgi.py #35xEDjango's wsgi file3Z{4, RIEIMBEHR
processes = 4 #ExAT{EHIE
threads = 2 #8 T{EiHi2processes S EFFRHILTIE NI
vacuum = true #IERHATEENEER
buffer-size = 65536 #IZ B TFuwsgiBEITRIREIEFX K/ 964k, BRIAR4k

A EE
LRSS, BHEREXGTPRIRE.

$£I®5 IEiF,
1. BT TS ERBNgInX,

systemctl restart nginx

2. FEIRBEEFRWMTLAT®S, BoiuWsaGl,

uwsgi --ini uwsgi_config.ini

3. TENSSERAVHBIM=IR N http://<2RIP>, i5E#EXDjangolE, MRM T,
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django View release notes for Django 4.2

The install worked successfully! Congratulations!

You are seeing this page because DEBUG=True is in your
settings file and you have not configured any URLs.

e

A ER
DAL EBXEENATURNER, WSHREEZRER,
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1 2 EZ&Z% Inmp

Inmp3R{ER—NFBLinux ShelllmERIAT LA ElinuxiRS3 285 I FH %5
LNMP(Nginx/MySQL/PHP) . LNMPA(Nginx/MySQL/PHP/Apache). LAMP(Apache/
MySQL/PHP) 4 F=IR1ERIShelliZfF o

AREFENBUNTEHCE 2.0 ERE Inmpikis,

5
=

HEETE
EEE—AECSER, FAMRARIPIEIMEARIP (EIP) .

= 1=
BRIES R
B PITUTHS, THEilnmp2.0, FEEHAER.
wget http://soft.vpser.net/lnmp/lnmp2.0.tar.gz -O Inmp2.0.tar.gz && tar zxf Inmp2.0.tar.gz && cd Inmp2.0

B2 PTLATaSESRmain.sh &,

vim include/main.sh

TEGet_Dist Name&Zehizsnn— 1 elifFIkr o

elif grep -Eqi "Huawei Cloud EulerOS" /etc/issue || grep -Eq "Huawei Cloud EulerOS" /etc/*-release; then
DISTRO="HCE'
PM='yum'

e || grep "Huawei Cloud Eulero

DISTRO="unknow"
fi
Get 05 Bit]

hl
I

I3 HITLATSSENinit.sh3X 4.
vim include/init.sh
fEInstall_Freetype R #ATifF BRIl TS .

echo "${HCE_Version}" | grep -Eqi "A2\.[0-9]" ||

Install Freetype()

i
U

if |echo "${HCE_Vers

Download Fil

Echo Blue "[+]
Tar_Cd ${Freetype_
.fconfigure
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12 FEE %% Inmp

T4 PELUATHRSHREZE.
./install.sh lnmp

SHINTREIE, WL,

Checking

Clean Web Server src directory...

LNMP V2.8 for HCE Linux Server,

Lnmp status manage: Lnmp {start|stoplreload|r

phpMyAdmin: http://IP/phpmyadmin/

phpinfo: http://IP/phpinfo.php
Prober: http://IP/p.php

Add VirtualHost: Lnmp vhost add

Default directory: /home/wwwroot/default

https://lnmp.org

nginx (pid 24453
php-fpm is runing!

SUCCESS! MySQL running (245151)
State Recv-Q Send-Q Local Addres
LISTEN © 511
LISTEN 511
LISTEN 128
LISTEN 158
LISTEN 128
Install Lnmp takes 25 minutes.

4
=A

:Port Peer Ad
:80

:88

:22

- 3306

122

s

Written by Licess

:PortProce
- &

S

5
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1 3 qperf 4wi¥3Z24F IPV6

(VAN
BaiHCE 2.05hfdqperfhR490.4.9, AZiFIPV6, MNRB(FEAIPV6, EEMTXIKE
0.4.11 R LA ERRAFHITHR o
REFENBAMIEHCE 2.0 E & gperf 0.4.1 1 REIBHRIZE
EEITE
B —BECSEAI, HOEAMIPTEEIEAMIP (EIP)
BETR

£ TR < Tkgperf 0.4.11RA33 4
waget https://github.com/linux-rdma/qgperf/archive/refs/tags/v0.4.11.tar.gz
TE2 WITLAT R SREIE TE3U4 .

tar -xf v0.4.11.tar.gz
fRIEE1SEIBRqperf-0.4.11,
FE3 PUTIAT LR

dnf install gcc make automake

SB,A HAqperf-0411BR, HFRPITUATHSEITRHIZE,
./cleanup
./autogen.sh

./configure
make

£S5 WNIERIFER.

RFERN_iHEEqperf-0.4.11/srkceBR T, HANIZBREH1T./qperf -version,
BREERCUNITEIR, FrRmIEMIN:
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[root@localhost src]# ./gperf --version

gperf ©.4.11
root@localhost srcl#

.
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