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Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

Commercial support is available at nginx.com.

Thank you for using nginx.
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Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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4 {£ ELB Hh#2E HTTPS e AMELUEF I SE
ZelE

NS
—RRAIHTTPSII Z17 = RITARSB B MHOAIE, FItREZRCERSEZANEREIAT, FLb
Kl sS, FEXBEEWNHFHSHEEMOAILE, LIABRISHEZSM.
RS, BRTECERSSRAVEBZIN, AEEREEFIRANIER, LASSTLEENIGAIIN
A AMETDRE o
AEDBUBZZIEB A, NMBUTEEZHTTPSENAILE., (EEERZIIPEELRS
b2, ELMEP{%HE&E:E'%IEHE LI . SESEEAMANEAN DA BIIES .
}EEHEUIL*EE

4-1 B2 & HTTPS W WEhAIHEERIE

STH—: {#H OpenSSL I{E CAIEH

. BRIAFE—ELTEGopenssITERILInuxtZE .
2. SIETEERHHENZER.

mkdir ca
cd ca
3.  gIJECAIEPMopenssIELE X {4ca_cert.conf, ABUT:
c[iirs?:?ng;uished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]
(6] = ELB

4. BIECAIEPFATEM fFcakey,

openssl genrsa -out ca.key 2048
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B 4-2 4ERf, CA TERBFASASTIE

BIZCAIEFRHIcsrERI Hca.csro
openssl req -out ca.csr -key ca.key -new -config ./ca_cert.conf
BB EZRICAIEPca.crt,

openssl x509 -req -in ca.csr -out ca.crt -shal -days 5000 -signkey ca.key

4-3 EEER CAIEH

)3 cal# openssl

BT (FH CAIFBEAIRSSEBIES

RAPATLANRCAZRARIERHEBEZRIES, XBELIBERIERAEIRIENTe)
ARSI o

1.
2.

BREEMCAIEBRIIRSSSE
BIZSCATRRIBR, HFHNZER.

mkdir server

cd server

B RSSEFUEBHJopenssIBL & X {4 server_cert.conf, AFIT:
[req]

distinguished_name = req_distinguished_name

prompt =no

[ req_distinguished_name ]
= ELB
CN = www.test.com

AR
CNFERALURIERRLIBRSS SEXINAYIEAZ . IPibiE,
BUEEBRSSEUEBFASA S e serverkey .
openssl genrsa -out server.key 2048
BUERARSS I B A csrE R {Hserver.csr o
openssl req -out server.csr -key server.key -new -config ./server_cert.conf
ERCAIEB X RS eIl Bserver.crt,

openssl x509 -req -in server.csr -out server.crt -shal -CAcreateserial -days
5000 -CA ../ca/ca.crt -CAkey ../ca/ca.key
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El 4-4 ZTRRSZRIED

TE=: #fH CAIEBEREFIRIES
. BRIERCATEBIESSE.
2. BIRSCATPRMER, HEAZER.

mkdir client

cd client
3. tlEEFIEIEBHopenssIBLE X4 client_cert.conf, RNEIT:
[req]
distinguished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]
=ELB
CN = www.test.com

(1 5288
CNF A LMRIER SR AN R A . IPHbht .
4. GIEEPIRIEBFASAN fHclient.key,

openssl genrsa -out client.key 2048

4-5 Bl EFPiRIEBFATAS

5. BIEEPIHIEPBHIcsHERclient.csr,

openssl req -out client.csr -key client.key -new -config ./client_cert.conf

& 4-6 BIEEE P IFIES csr X4

[roote lient]# openssl reg -out client.csr -key client.key -new -config ,/client cert.conf

6. {FRACAILEBEEAZEFimiEHclient.crt,

openssl x509 -req -in client.csr -out client.crt -sha1 -CAcreateserial -days
5000 -CA ../ca/ca.crt -CAkey ../ca/ca.key

4-7 EREFIRIED

STRERRA 01 (2024-11-12) IR © ERRBRABRAT 29



S PR I
IELEK 4 £ ELB HECE HTTPS WRBAIELURH S Z 2%

7. EBEPIRIEBERE RS IREINp1 248 .
openssl pkcs12 -export -clcerts -in client.crt -inkey client.key -out
client.p12

(1] %83
ZaSHITIEEMASEER, BFRAFICEZER, EIEBSANKSRINERER,

SRIN: _CEIRSEIEHE ELB ZHIE
1. BRORSERHARE.
2. B SEREE > ARES

3. ECUEBIEBRmE, EPBEENEE “IRSBSEIEP” , EIHERIEEMIIRSZIER
server.crtbA N FhfAserverkeyfINBEHZFIRT AKX, B “HBE” &l

AR

SHIRNBHES RGN, BRFRFIHRE.
ARy

RS FIEBFIFAARETRSHF EfEpemt&zt.

SEA: b CAIEBE ELB ZHI&
ST BRAIIGEHARE.
$W2 pF EHEE > ERIER” .

£3 ECLIRIEBRE, IEPRIER “CAIEE” , EHELSE—: FERHOpenSSLEIECA
IEREIENEFHCAEBca.crthiIABEHEIEBRSXY, BE “HBE” &H.

AR
SFIRNBHBEREAIRTANR, BRFREFRE.
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4-8 Bl#E CAIEPH

BIRIED

1
Li'l!
|
1

(&) Bos= O
B
(1 %88
CAIFBAB R #F FfEpemiE.
----4ER

BT FIE HTTPS Y B AESIfSe
1. BRAEIEEHARE.

2. ERINMSORERNE, PHXSERNERE “HTTPS” , “SSLERHTAT” i “WEiA
", FEERSFRIEBMCAIERRE N E IR INIAYARSS FIEBFICAIE
P RAIFEFR o
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4-9 AN HTTPS YIRS FHERE A ATE
< | ihnErraE

Q==urs (2) EEEEsESE

BRETHY EFESTESENERRES BEE. MESIEEETCP. UDP; tEXITEEZEHTTP. HTTPS

TCP ubeP HTTP HTTPS

* CAES
* BEHED v | Q =BiEs
FrESNI ®
HiEEsl FiEFTEIPIAE v | ®

BEEFEP @

RS EEE

LEL: SABZFImIERHIGIE
pULE Y wh
1. NSRS NZEFIHIEPS (Llnternet Explorer 11913288 )
a. BERIGIERBMNLinuxtZESHEER, BlaiEmE A client.p1 2iEB 4,
b. Eds “IRE > Interneti®IN” , tiRF “NE" W,
c. BFE YR, AERE ‘SN, EAclient.p12iEEXE,
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4-10 L% client.p12 iEH

| =1 == B RE =B BF =R

S
EENEEERAGES.
12 SSL () SEB(O) EHEE)
oo
=5 =3
B o FEEHN: <> v
) A EA DEESEAIN SEEORISTAIN SEENSEE FSEENSRE
BRI,
= f:j e mas BIrEE  =TER
k= Flwww.glp.com ELB 2034/6/4 <F=

2. SH(E)... fHE(R) =)

UERAITEEERY

<FrE -
=&V

FHIC)

2. EEIIE
NSRRI, RSRSSHIEBEEEL, T, EEEFIRES, A
fE=iELH, AILUES B, ME12 EERGEMLE.

4-11 IEFEiHEIMuG

e & https:/ BaERE | 10:1120/ > i

@ Lt 110

hello world

Curl TEARTIAENIIEIE
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SEANEFIRIESR
BEFmIERclient.crtilZ FimfAA X fHFclient keyiE MEIFHEZR, WMEZR/home/
client_cert,

M3 IE

fEshellR@E, BMAUTSGS, BMAERIGEBBUFNZE Al ARG
151828 R9I PHELEFN NS O 28u% 1 (LA T Ahttps: /XXX XXX XXX XXX XXX =, LASE
BRIPHELEFNIR 9 HE) o

curl -k --cert /home/client_cert/client.crt --key /home/client_cert/client.key https://
XX XXX XXX XXX XXX/ -1

SNRETLAIERERISIRNAD, QE4-1215BRIRIERT .

4-12 IEFfIm R RSB

[192.168.10.216  test]#curl -k --cert client.crt --key client.key https://192.168.10.16:4500 -T

, 26-5ep-20 10:11:19 GMT
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E[EZE HTTPS LA
e SEEE

3

R FRim=

HTTPSEINZEIEE MY, ¥etts, NREEERIIDSETLTSERE, JLUE
S REHIERNHTTPEEMINGE, BEFIRHIHTTPIAEEE@MZEHTTPSIGEELB,

A EE

o EAHTTPAREINY R ZIFGETAIHEAD A ZEEM, FFLAUSE THTTPEEE@E
HTTPS/S, POSTHIEMA XM NGETH %, XEEFisSeea91T, mmiE
ELBIEMHY ., MR EESLMPAGETAIHEADSZLSMNOIBEAR, BINEEER
HTTPSA N TA51E

o HTTPEEMZEHTTPSEIEFTERIHTTPIEREPISIELSHTTPSIAIT SR E AHTTPSIS
K, (BHTTPSIBEREIETHT TP & XA EiHIRSZ 220,

o HTTPUSIRSEEE@EHTTPSIAINSE, HTTPSISIFSeFrEBtMEinIRSZ 22 F A AEE
TP, BNESFRHTTPSIERAE .

o REOIFELBIAI, ASTEIGLINS=EIELBA, BNEIE, B NAIEMERR
Hioese,

o BEBIEMBECSELAI, ECSE5ERIERIELBELAIEFE—IVPC, B—5
ECS_clientBB{EEFifA&IZHTTPIER, 55 _&8ECS_server B{EIRSS 2RuRRAMES
Ko BINRE, BESIBWE=RSEEE.

o (GEAELBMIEBEEEHACIRIRS I BATARHTTPSISITES . BIRRIE,
EESMEIRIES.
BAERE

5-1 E2& HTTPS EEAZE HTTPS MIFSIRERE
, RN R
BIZHTTPS 1788 HTTPSUsIREe HTTPS
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SE—: GIFE HTTPS YSIf3E
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* g0 443 REEEN
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FFESNI
sl SIFFFEIPESE v
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BiimtMY | HTTPS ERinSaEIEEIFesEETRE D RIEEN
MY o

BlimiRO | 443 ERinSHEIERIFsREIRE D AIEREN
iw M o

SSLiEHT | BREIAILE ZRiRZIRSSRIRIAIES R, ASCEGHTIR

B SERIRIAILE .

REZEE | IEIFECIEAIR | IRESIEPBAHETSSUEF NS, BEERERE

B SEEIEH PIGIERIINZYE NN EETIEE .

FESNI | EARFE HTTPSHMY YA E & T LUEIRFFIRSNI, LA
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6. IEIRISECS servermINEIFOIEMEIHIRSS SR, FRRERSHRISIASE
BRI,
7. B Tt WARSE” B, BF 9957, SRHTTPSIAITEMIE.
LB RNINEE@ZE HTTPS 5128
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2.

3.
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BlimtMY | HTTP ZRinSAHIEBIrESE I RED KIEEN
713
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% o
BEM = BEMATEHTTPRIFARERAZIHTTPS
50T, LASEBIHTTPIMYGRHIBKEEHTTPS,
BTEEE | ZEFELE—: 6 | EEEEQZENHTTPSIEITES.
EHTTPSSIFSS
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6. R ‘BREE" SHRERNAE, BE ‘T2 REERDERE .
EiE R EiniRSSERE, ERSERISRIARE, 8F “T—F: iFE

oo’

inRSSEE”

8. IEIRIGECS_serveriMINBIFH I IRIRSSSEE, FREEEEHFRISEASH
REART,

9. BE “T—%: WMINEE™ 5, Bd ‘1B , THRHTTPIEIRRAYEIE,

10. EEREERRTE, BEREAMA “EZH/N" , BAHEIHTTPSIFEEAEA SR
" mE,

1. Bif “IRINEARE” iRNNEEEREE.

% 5-4 EEMZE HTTPS Bt &

2% BcEiRA
of’F R ‘EEmEETEE .
LAl R EEEEMENHTTPSIEITEEAIER

12. BRRIEANTRE, B “RF .

5-5 RINEEM[MZE HTTPS Mg
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e HTTPHIREEHEEERE, SIREI301IREEE,

= IGNFEEMZE HTTPS

ITFEEFECS_clientsLf, #1Tcurl -H "Accept-Language: zh-CN,zh" "http://ELBAIFA
RIIPIBIE: 80" AR MIHECS_clientSEBi5IAELBRIHTTPIER EEREBEE MM

WNTFER, INEKENATIE301, FRIBIODELBAIHTTPIERFEEEDZEHTTPSEIT
2.

5-6 IRIUFETEMZE HTTPS Mifse

= l#curl -H “"Accepte-Language: zh-CN,zh" 'http://

=html=
<head=<title=301 Moved Permanently</title=</head=

=

er=<h1=301 Moved Permanently</hl=</center=
</body>
=/html=
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