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Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

Commercial support is available at nginx.com.

Thank you for using nginx.
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Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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4-1 B2 & HTTPS W WEhAIHEERIE

SH—: {#H OpenSSL I{E CAIEH

. BRIAFE—ELTEGopenssITERILInuxtZE .
2. SIETEERHHENZER.

mkdir ca
cd ca
3.  gIJECAIEPMopenssIELE X {4ca_cert.conf, ABUT:
c[iirs?:?ng;uished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]
(6] = ELB

4. BIECAIEPFATEM fFcakey,

openssl genrsa -out ca.key 2048
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B 4-2 4ERf CA TEBFASASCIE

BIZCAIEFRHIcsrERI Hca.csro
openssl req -out ca.csr -key ca.key -new -config ./ca_cert.conf
BB EZRICAIEPca.crt,

openssl x509 -req -in ca.csr -out ca.crt -shal -days 5000 -signkey ca.key

4-3 EEER CAIEH

)3 cal# openssl

£~ (FH CAIFBEAIRSSHBIES

RAPATLANRCAZRARIERHEBEZRIES, XBELIBERIERAEIRIENTe)
ARSI o

1.
2.

BREEMCAIEBRIIRSSSE
BIZSCATRRIBR, HFHNZER.

mkdir server

cd server

B RSSEFUEBHJopenssIBL & X {4 server_cert.conf, AFIT:
[req]

distinguished_name = req_distinguished_name

prompt =no

[ req_distinguished_name ]
= ELB
CN = www.test.com

AR
CNFERALURIERRLIBRSS SEXINAYIEAZ . IPibiE,
BUEEBRSSEUEBFASA S e serverkey .
openssl genrsa -out server.key 2048
BUERARSS I B A csrE R {Hserver.csr o
openssl req -out server.csr -key server.key -new -config ./server_cert.conf
ERCAIEB X RS eIl Bserver.crt,

openssl x509 -req -in server.csr -out server.crt -shal -CAcreateserial -days
5000 -CA ../ca/ca.crt -CAkey ../ca/ca.key
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3. tlEEFIEIEBHopenssIBLE X4 client_cert.conf, RNEIT:
[req]
distinguished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]
=ELB
CN = www.test.com

(1 5288
CNF A LMRIER SR AN R A . IPHbht .
4. GIEEPIRIEBFASAN fHclient.key,

openssl genrsa -out client.key 2048

4-5 Bl EFPiRIEBFATAS

5. BIEEPIHIEPBHIcsHERclient.csr,

openssl req -out client.csr -key client.key -new -config ./client_cert.conf

& 4-6 BIEEE P IFIES csr X4

[roote lient]# openssl reg -out client.csr -key client.key -new -config ,/client cert.conf

6. fFRACAIEBREZEFimIEFclient.crt,
openssl x509 -req -in client.csr -out client.crt -sha1 -CAcreateserial -days
5000 -CA ../ca/ca.crt -CAkey ../ca/ca.key
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openssl pkcs12 -export -clcerts -in client.crt -inkey client.key -out
client.p12
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4-10 L% client.p12 iEH

| =1 == B RE =B BF =R

S
EENEEERAGES.
12 SSL () SEB(O) EHEE)
oo
=5 =3
B o FEEHN: <> v
) A EA DEESEAIN SEEORISTAIN SEENSEE FSEENSRE
BRI,
= f:j e mas BIrEE  =TER
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@ Lt 110

hello world

Curl TEARTIAENIIEIE
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SEANEFIRIESR
BEFmIERclient.crtilZ FimfAA X fHFclient keyiE MEIFHEZR, WMEZR/home/
client_cert,

M3 IE

fEshellR@E, BMAUTSGS, BMAERIGEBBUFNZE Al ARG
151828 R9I PHELEFN NS O 28u% 1 (LA T Ahttps: /XXX XXX XXX XXX XXX =, LASE
BRIPHELEFNIR 9 HE) o

curl -k --cert /home/client_cert/client.crt --key /home/client_cert/client.key https://
XX XXX XXX XXX XXX/ -1

SNRETLAIERERISIRNAD, QE4-1215BRIRIERT .

4-12 IEFfIm R RSB

[192.168.10.216  test]#curl -k --cert client.crt --key client.key https://192.168.10.16:4500 -T

, 26-5ep-20 10:11:19 GMT
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