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- ACCESS_KEY: £ Ak SAccess Key

- SECRET_ACCESS_KEY: #£ 9= Secret Access Key

- PROJECT_ID: #ARBRIMBID, E&NENE/RME -

- KMS_ENDPOINT: 82 =KMSIRSS LRI imibIE, 155 R&IRTH.

- NEARIakFIskEEB IR ERANLZENE, BNEREXHHER

BEERENFN, EHNEE, BRLL.

- ABILLakFIskiRFEMR R EPRTMBHIGIENS], ETARAIRTESS

EAMIMERIREIRIETTSHUAWEICLOUD _SDK_AKF
HUAWEICLOUD_SDK_SK,

DN AHES A4

RS

- FARPEERR: EAREHIERENERID,

- BENEUESE: FirstPlainFile.jpg,

- BHAENEUEN S SecondEncryptFile.jpg.

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.kms.v1.KmsClient;

import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequest;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequestBody;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyResponse;
import com.huaweicloud.sdk.kms.vl.model.DecryptDatakeyRequest;
import com.huaweicloud.sdk.kms.v1.model.DecryptDatakeyRequestBody;

import javax.crypto.Cipher;

import javax.crypto.spec. GCMParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import java.io.BufferedIinputStream;
import java.io.BufferedOutputStream;
import java.io.File;

import java.io.FileInputStream;

import java.io.FileOutputStream;
import java.io.|OException;

import java.nio.file.Files;

import java.security.SecureRandom;

*k

* (FFEUERA ( DEK ) TN
* MsFassertiBix, iSEVM_OPTIONSHIEN-ea

*

public class FileStreamEncryptionExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID = "<ProjectID>";
private static final String KMS_ENDPOINT = "<KmsEndpoint>";

* AESEIERXIRIR:

* - AES_KEY_BIT_LENGTH: AES256%$ALUIFIKE

* - AES_KEY_BYTE_LENGTH: AES256Z AT IKE

* - AES_ALG: AES25680%, A EEFERGCM, E7EHERIPKCS5Padding
* - AES_FLAG: AESEi%HRIR

* - GCM_TAG_LENGTH: GCM TAGKE

* - GCM_IV_LENGTH: GCM #JiamSKE

*/

private static final String AES_KEY_BIT_LENGTH = "256";

private static final String AES_KEY_BYTE_LENGTH = "32";
private static final String AES_ALG = "AES/GCM/PKCS5Padding";
private static final String AES_FLAG = "AES";

private static final int GCM_TAG_LENGTH = 16;

private static final int GCM_IV_LENGTH = 12;

MA4RARAS 08 (2024-03-28)
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public static void main(final String[] args) {
|| BRI H S ENEB L &55ID
final String keyld = args[0];

encryptFile(keyld);
}

*k

* S I EUR R SN AR 2 S-S5

* @param keyld FBFPEZZ4HID
*/
static void encryptFile(String keyld) {
[/ 1 EBREERTRIAEEE
final BasicCredentials auth = new
BasicCredentials().withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

/] 248EESDK, ENMIEEE RKMSIHaZ&Lig bt
final KmsClient kmsClient =
KmsClient.newBuilder().withCredential(auth).withEndpoint(KMS_ENDPOINT).build();

/] 3EERCIBEIEZRERER
final CreateDatakeyRequest createDatakeyRequest = new CreateDatakeyRequest()
.withBody(new
CreateDatakeyRequestBody().withKeyld(keyld).withDatakeyLength(AES_KEY_BIT_LENGTH));

/] ARV EIREESH
final CreateDatakeyResponse createDatakeyResponse =
kmsClient.createDatakey(createDatakeyRequest);

[ 5 W CIRREUIRZHER

[ B ESA S Key dBWRFEAME, H{ERZHIRITIRENAX & H

[ BESCESATECIREZBNER, (FRaIREE 618 HIBA k%A byte#iE
final String cipherText = createDatakeyResponse.getCipherText();

final byte[] plainKey = hexToBytes(createDatakeyResponse.getPlainText());

/] 6. BN
// inFile IR 4
// outEncryptFile HIZRSHISZIE

final File inFile = new File(" FirstPlainFile.jpg");
final File outEncryptFile = new File("SecondEncryptFile.jpg");

/] 7 {ERBAESELFHITINZERT, nILACIEEYIs @S

final byte[] iv = new byte[GCM_IV_LENGTH];

final SecureRandom secureRandom = new SecureRandom();
secureRandom.nextBytes(iv);

/] 83ISHFHITING , FHIFENZFHIS
doFileFinal(Cipher.ENCRYPT_MODE, inFile, outEncryptFile, plainKey, iv);

}

* WA TINRRE

* @param cipherMode NZ&E=, AIEE(E/9Cipher.ENCRYPT_MODED &
Cipher.DECRYPT_MODE

* @param infile ORI

* @param outFile  NNFRZEAISIA

* @param keyPlain BASZZ4A

* @param iv st =

*/

static void doFileFinal(int cipherMode, File infile, File outFile, byte[] keyPlain, byte[] iv) {

try (BufferedinputStream bis = new BufferedInputStream(new FilelnputStream(infile));
BufferedOutputStream bos = new BufferedOutputStream(new

MA4RARAS 08 (2024-03-28)
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FileOutputStream(outFile))) {
final byte[] bytln = new byte[(int) infile.length()];
final int fileLength = bis.read(bytIn);

assert fileLength > 0;

final SecretKeySpec secretKeySpec = new SecretKeySpec(keyPlain, AES_FLAG);

final Cipher cipher = Cipher.getinstance(AES_ALG);
final GCMParameterSpec gcmParameterSpec = new
GCMParameterSpec(GCM_TAG_LENGTH * Byte.SIZE, iv);

cipher.init(cipherMode, secretkKeySpec, gcmParameterSpec);
final byte[] bytOut = cipher.doFinal(bytln);
bos.write(bytOut);

} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

}

1. EESEMANEER.

ACCESS_KEY: £ 55 Access Key
SECRET_ACCESS_KEY: £ Ak=Secret Access Key
PROJECT_ID: A =B=IMBID, 52 EA=FRIME .

KMS_ENDPOINT: f£A=KMSHIRSZ A0 imttbtE, S E&

INERRIakFIskEEB IR ERANLZE XK, ElMEﬁEESZ#FESZ%%

BLEPENEFN, ERINERE, HIREE.

RNRBILAakFISKIRFENB L EFRLMEHIIEAM, BTAROIRNIEE

EARMIERIEERIETEHUAWEICLOUD_SDK_AKZ
HUAWEICLOUD_SDK_SK,

2. RRERINE
MRS

FREZEH: LAREHECIRESAID,
BRI EIREI 4. SecondEncryptFile.jpg.
INZEEBRENEYESUY: ThirdDecryptFile.jpg.

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.kms.v1.KmsClient;

import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequest;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequestBody;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyResponse;
import com.huaweicloud.sdk.kms.vl.model.DecryptDatakeyRequest;
import com.huaweicloud.sdk.kms.vl.model.DecryptDatakeyRequestBody;

import javax.crypto.Cipher;

import javax.crypto.spec. GCMParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import java.io.BufferedInputStream;
import java.io.BufferedOutputStream;
import java.io.File;

import java.io.FileInputStream;

import java.io.FileOutputStream;
import java.io.|OException;

import java.nio.file.Files;

import java.security.SecureRandom;

*k

* (FFEUERMA ( DEK ) T XXEmnm=
* MsFassertiBix, iSEVM_OPTIONSHIEN-ea

MA4RARAS 08 (2024-03-28)
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*

public class FileStreamEncryptionExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String PROJECT_ID = "<ProjectID>";

private static final String KMS_ENDPOINT = "<KmsEndpoint>";

/**

* AESELERRITIR:

* - AES_KEY_BIT_LENGTH: AES256Z5ALVHIKE

* - AES_KEY_BYTE_LENGTH: AES256F5A=TKE

* - AES_ALG: AES2568%, AfIDEIEERGCM, H7afFERPKCS5Padding
* - AES_FLAG: AESEE#RiR

* - GCM_TAG_LENGTH: GCM TAGKE

* - GCM_IV_LENGTH: GCM IS E

*/

private static final String AES_KEY_BIT_LENGTH = "256";

private static final String AES_KEY_BYTE_LENGTH = "32";
private static final String AES_ALG = "AES/GCM/PKCS5Padding";
private static final String AES_FLAG = "AES";

private static final int GCM_TAG_LENGTH = 16;

private static final int GCM_IV_LENGTH = 12;

public static void main(final String[] args) {
|| B A3 & CIEH fE - 245ID
final String keyld = args[0];
/] BREEUIEZERT, R SRR
final String cipherText = args[1];

decryptFile(keyld, cipherText);
}

*k

* (S FIEUR R SH N AR 2 S-S5

* @param keyld FBFPEZ4HID
* @param cipherText Z X HIEZH
*/
static void decryptFile(String keyld, String cipherText) {
[/ 1 EBBEERTRIAMEEE
final BasicCredentials auth = new
BasicCredentials().withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

/] 240984€SDK, FENMEEERKMSIHaZLim bt
final KmsClient kmsClient =
KmsClient.newBuilder().withCredential(auth).withEndpoint(KMS_ENDPOINT).build();

/] 3 EEFINZERI S

// inFile RENNZERTSZ 14

// outEncryptFile HIZRSHISZIE

// outDecryptFile I1ZSBBZNI L

final File inFile = new File(" FirstPlainFile.jpg");

final File outEncryptFile = new File("SecondEncryptFile.jpg");
final File outDecryptFile = new File(" ThirdDecryptFile.jpg");

/] A{EFBAESEILHTREZRT, YIIREERESMERRIT—, WM S,
final byte[] iv = new byte[GCM_IV_LENGTH];

/] 5ARSEREEIERSANER, HEFcipherTexth Bl EIRZBIHROAIZB AR .
final DecryptDatakeyRequest decryptDatakeyRequest = new DecryptDatakeyRequest()
.withBody(new DecryptDatakeyRequestBody()
.withKeyld(keyld).withCipherText(cipherText).withDatakeyCipherLength (AES_KEY
_BYTE_LENGTH));

/] 6. FEEEUEESE, FIHRERY1 61BN B PiRRk by te#R
final byte[] decryptDataKey =
hexToBytes(kmsClient.decryptDatakey(decryptDatakeyRequest).getDataKey());

SASRRZS 08 (2024-03-28) WRIERE © HERRARBIRAT 9
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/17 3HATHES, FPERER RIS
/] ARV RGP EIRAIRIIAE =
doFileFinal(Cipher.DECRYPT_MODE, outEncryptFile, outDecryptFile, decryptDataKey, iv);

/] 8 EE3F R4 FN NN fE AR A4
assert getFileSha256Sum (inFile).equals(getFileSha256Sum (outDecryptFile));

}

* W TINRRE

* @param cipherMode INZ&ET, BJi%(EICipher.ENCRYPT_MODEELZE

Cipher.DECRYPT_MODE

* @param infile  fFINEZERII

* @param outFile  NNFRZEAISIA

* @param keyPlain BASZZ4A

* @param iv WaEE

*/

static void doFileFinal(int cipherMode, File infile, File outFile, byte[] keyPlain, byte[] iv) {

try (BufferedinputStream bis = new BufferedIinputStream(new FilelnputStream(infile));
BufferedOutputStream bos = new BufferedOutputStream(new

FileOutputStream(outFile))) {

final byte[] bytln = new byte[(int) infile.length()];
final int fileLength = bis.read(bytIn);

assert fileLength > 0;
final SecretKeySpec secretKeySpec = new SecretKeySpec(keyPlain, AES_FLAG);

final Cipher cipher = Cipher.getinstance(AES_ALG);
final GCMParameterSpec gcmParameterSpec = new

GCMParameterSpec(GCM_TAG_LENGTH * Byte.SIZE, iv);

cipher.init(cipherMode, secretkKeySpec, gcmParameterSpec);
final byte[] bytOut = cipher.doFinal(bytln);
bos.write(bytOut);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());
}
}

*k

* TN R R by te 1 4H

* @param hexString +73it I F R
* @return byte#{¢H
*/
static byte[] hexToBytes(String hexString) {
final int stringLength = hexString.length();
assert stringLength > 0;
final byte[] result = new byte[stringLength / 2];
intj=0;
for (inti =0; i < stringLength; i += 2) {
result[j++] = (byte) Integer.parselnt(hexString.substring(i, i + 2), 16);

return result;

}

* S EHSHA256HHE

* @param file {4

* @return SHA2561HE

*/

static String getFileSha256Sum(File file) {
int length;
MessageDigest sha256;
byte[] buffer = new byte[1024];

MA4RARAS 08 (2024-03-28)
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S 1 ZREE

try {
sha256 = MessageDigest.getinstance("SHA-256");

} catch (NoSuchAlgorithmException e) {
throw new RuntimeException(e.getMessage());

}

try (FilelnputStream inputStream = new FilelnputStream(file)) {
while ((length = inputStream.read(buffer)) !=-1) {

sha256.update(buffer, 0, length);

}
return new BiglInteger(1, sha256.digest()).toString(16);

} catch (IOException e) {
throw new RuntimeException(e.getMessage());

}

}
}

1.2 =ERS5{ER KMS NNEZEUE

1.2.1 #hik

oIRSZESKMSERE, BRJFEREMNBERRSHIEN, EEFE—PKMSERRIARE
=5, AR ERSERINAREERNBESEEEXERRSNIEIE.

A LUER R RS Bali@Id KMSIZRIBIAZESE, BT LUEREEBIIKMSEITeIE s
SANNEEXER, FHF2IRMANERSAEXERNXE .
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HIEINZIRSS

E{ESCHE 1 BIPETE
Z 1-1 ({EH KMS INZEN=IRSYIE
£t BRS% n=z5 =05 AR
& s =PRSS ESECS MR IRSF R RINEESIR R G IIEF =
RN,
o TEOIEEMRARSSEENT, EANRIEFEM
BER, MRS ENERAEZSEE
QEHDE‘I}J%‘E, mnERRSHEGIFRT—
o 7EGIEEMRIRSZ AT, BHATLARSAR
INEYEREHITING
BIBIRSZIMS IMSERSSIm N2
=iE STRFEIRSSOBS OBSHRSS iR II%
=HEAFEEVS EVSERSSimbNeE
=IERRDVBS ~ERENEENIRSZFPENNAER
( REE2HIER ) CIBELSD, N
=EENSHEIESAIIERS NER .
=hRS5EEH 1D CSBS =RFBFEEDEENNIRSZE TREREE
SIE—HMELSED, =IRBFESHTE
&R, SEFEREEBZDD. IIE=
EENSHERESLINZEL R EFR
HIEZE =HIBEMYSQL RDSEURENZ
=HIEFEPostgre SQL
=HUEZESQL Server
MR EIRSSDDS DDSEUREEINE
[RIBN4R

ERIRRSEFEINERA, BSABKMSEORINERRSEER. BRFSER
CHIRPEENR, LHZRSEREAFENERT, ERRFEENBFREER

XIEHREHATINE
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HIEINEARSS
L 1 ZREE

1-6 LR ARG (EA KMS NERIE

ER=RSS

_____________________________

DS ¢ mwmEnzss

A B EEEINE = A

NIRRT
1. APEZEEKMSHEIE—BRFREEA,
2. HEREIRSEBKMSH “create-datakey” #ZOBIRHIEINZZZE ., 82—
NHIEIRINZZ AT — N EX IR INZEZE
mEg
VRN A 2 Bis TR P £ 2R NN E I EUE NN 25 A S pRY
3. R ERSFEREPXIEIEINZEZERINZRA G, BRI
4. {E?ﬂEﬂﬁ%ﬂ%ﬁf&E’\J%SUEDD’&’?%T‘%H*D”&’?SZSZ1¢—Iﬁﬁﬁﬁéﬂﬁiw?’?ﬁ%iﬁﬁﬁﬁﬂﬁ%
(MERY:

RPEEEATIRS THEYE, LARRSZEIKMSIEERI AR EZ R E L AEIRINE
EEE%E gﬁﬁﬁ%’%@%‘éuEI’\JHHXEG%&?EDD%@%H%%@%Z‘Y%&?E, RIS RRE ERIBES AR
eHEEAFTE

1.2.2 ECS IRSSimINZS

=
KMSSZHFSECSUHT—RINE, 3MRIRS SR E RIS IR IR ISR I .

o ERIESEMRIRSS A, TUREFENZTRE, BUECRSHNOERESENTT
BINERE, MELXSHEEEE—H.
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HIEINZIRSS
L 1 ZREE

o TECIEBMERIRSSERE, EBAILSRINAEEREITINE .
BRINZES IIMSIRSSIRINE o
IR INZ1ES WEVSIRSS AN .

1.2.3 OBS R3S imN=:

B

SISERRSIRNEINREE, ELEXNRE, MRSERSIRINZREXEFE. &£
THIIEXNRE, FEENSTERSIREE NN, BRESE.

KMSIEZ EFRIEHZEREIR (HSM ) (RIFPEARERIEE, #ENERNCIZMEIEM
BER . CRIERPNASEIEHSMZSh, BREAHEE ., KMSYZRRIPTEIRIE
HTniaiEE R ASRE, RHFAEERNERCR, RENEMSIMEER,

BB RN SALUBIT KM SR A AR SO T IR RIS . (B BIEKM S
SR (REBRKMSIREIBNAEES ) , HEHEORS HETSETERLE
BHTIRSS RN
{ERRSIRINIES N X (288 )
SB1 FEOBSEEHIAPIRT, BHARELNE, HA “HS" TE.
S| EEMSHE, Bk TR .
SW3 Pik CLENS , FOE  HENR WFE.
STA BE I, RS LSO, B TR

L5 ERSIRINZETT, EFE “SSE-KMS” , EFHRNSFHETIRERINZIBREBENE
1A, FBE “EE7, WEN-7RTR.
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HIEINZIRSS
L 1 ZIREE

1-7 0% _EEXR

x
FEWS wmascemm e
@ rieve (2) SRES (T
O tEEmsFeEREn | rEREETATREE. «
i
FHiEwg
P R, SR
(RERETE0THTEE LS, SN REST568)
BEEDE

) BRI, SOERSe, NREERAKMSIIEES, STasEaaliiENESE. EFE

meEEEm e

SENER KMS-93ce v | C 2lEKMSEHA

ZRE: BENXERER, SAPEMRINEZRSFeIZNER, TEATINER
IPHUE . OBSSIRMH—1E7 “obs/default” BIBHAZESE, AP OTLUSRERZOAR
HINE _ LENSR, BaILAEE HIENE RS NmelZEE N ERIIE LEXNR.

AR
FE(ERISSE-KMSRH B HEIRAESE R HH . MRFBIEFESMANEREZR, (CTFEFEI-5=
R=E—XIEER.
H$|6 WRELEMING, AIEMRIIRPEETRIIMNEZIRTS
(1 588

o WRAIMBARSAITLUER
o (FRAPIFARTLMER, MRBIFESHINZNRAETR.

R

ERMRSSIRINZ ST L& (API)

P aILUBIZEROBS APIEO, ERRBIHINIZESSE-KMSH T ( SSE-KMSH 2
?Eoss%ﬁ»mKMS#;%&E’J@%HEEHE%WH@ ) BB, FEESE ( WREFHEIRS
APISE )
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HIEINZIRSS
L

1 SR

1.2.4 EVS RSZimINZ

B

HERTUSEREENFHREREENHIEHTINER, EVSARIZHINZETIEE, &
ARSI 2R =B R HTINEG . INZE=IER(FERRZAREIEINZRSS (DEW, Data
Encryption Workshop ) IEIZ4AETE ( KMS, Key Management Service ) THAEIR
i, TEEETEEIHIPZIHEEEMRE, T2@E,

HENZEHIEIERINE . REZRNEERBTIRG, BESSLIMSIRSRINE

B AP B RERRIEEINE

o ZLEMWR (#BE “Security Administrator” iR ) BTLAEEHSEVSiAIT)
KMS, fERINZINEE.

o TBAF (38\ “Security Administrator” R ) {ERINZINEERT, RIBZEZE
BRREANEXESERERE—MEREINZFHNER, (BT
- 2, iZEEAFPRAIXIESERBERE—MERINZEINEEN, FABER
Z2EESHEITENR, AEBEFERINZEINEE.
- B, IXESEEANECEFERERITINZEINEE, ZEERF IR
E(FRINEINGE
JWF—PMEPAMS, B XEARELZEEERHINEINEVSIAIEKMS, iZXigER
RO B A P AR LAE (S R INZEThAL

MRISHXFEAFESNRE, WEBNIRE TEHREELZEEERMTRIURE.

=EEINERER

INZB=ERERAKMSIREEE, SBEATZHRFARERA (CMK, Customer

Master Key):

o  BUAEEIH: HEVSEIIKMSERICIERNZE, BIRA “evs/default” ,
BANEZBSARNSIFEZER.. 1HRIMIBRERIE

o MAFEZH: HEAFPBCOENZER, EULIEECENZEANEFHEIERN,
BiNESEIEZEA,

(ERRPEERNERER, MRMAFRERENTER. IHHRRGRERE, BES
HmEEATEE, EEMEKTLERE, BREEIER1-2,
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HIEINZIRSS
S 1 ZIREE

& 1-2 AR EEEAA BB RERAIFN

BAPE®E | WNBEREENRE | RESE

BOIRES

ZH o WMENMEZ=EEN | BEBEPEZEHE, BRGNS,

— MERERRS (oo
1THXIIBR S8 M= RERA? ECEMIRAREEE, BiAiEs LEGERER

AL ER, 8 | R

S Zf%fggt—ﬁﬂuft S IE IR AT EIRE .
o HBEEINZEAIE
8BS, BEEE
ERRERES

Mo

A

FRREZRANEER, NRAERFHZENER, BRETERERKFPRERE, W
RAOBF/BRRYER, BRIIERE, LBERINEEEATRESESHE, B
R X ELERE .

{EF KMS IIZ==tEs (268 )
SE EEVSERISHIE, BF WA .
S EE B B
1. EF CEET, I NE DEE.

1-8 BHEZ

7

£

Al

H=2 @ SCsl (@) s (@

= Bl

i

2. GIEHFIT,
A% “INZE” , WMRYFIHRBIEVSIHEKMS, NS “BIEEE” WHEIE,
B ‘27, BINEVSIHIEKMS, JiSiEINE, EVSRILFKENKMSZEEE PR NNA#
B,
(0 #88
MR GRS IEAIIIAT, EEIENEVSIHTKMS ., MREEIEAAHE, NI

$§§20 WRBIRARE, FEBEREE “Security Administrator” I REIIBFIEIN, REHB
BIEE,

3. RENESH.
ik “MNE” , MREETN, S NERE” MWIEE.
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HIEINZIRSS
L 1 ZREE

& 1-9 nZgaE

m=issE

KMS-1834 > | C

e9dd4036-a76e-4fbb-b3f8-0b3b11fe3d334

TRSHEBPOITR, G “BHER TRIBSEEEEMRNEA.
AT S A T

- BRAEESA: ARINIEINEVSIBEKMS, RASCUEIKIATESE “evs/
default”

-  FBRPEER: ECANERERCIEER, BRESIEIERER.
$I]3 REFAERR, RESEENEMENER .. FRSHIHBES INWIRERE .

-

M KMS INZ=f@E& (API)
PR LUBITAREVS APIZOWMINZ#LE, i£EESE ( =EEAPIZE ),

1.2.5 IMS PRSZimINER
ARPAIUARBENZESREEFIAE SRR, BREGEIEZSE.

FYREM
o FPERRENERS.
o IEBETELSARMBER.
o IIEHETELAHEIN BB,

. iﬂlg%z_:ﬂﬁ%%ﬁﬂg,%éﬁﬁem'%, BAERZRSRCIZIABREEENE

o  TEEENINZFRGERNER.
o MERBEMIIZRANERINESHEWMIRE, ZIRETEER.
o  WTFIMERGEIZAGRIERIRS S, ERGEZRENNERE, BHEZBRSR

EE—.
{£F KMS INFEFARHRE (68 )

EU%M%’T‘%{%&%J‘EJ‘&J‘?JI]%?S’E'TEEHE%%%@UE?Jl]%‘f‘%@%ﬂﬁiﬂl‘ﬁ%ﬁ%ﬁ#ﬁﬂ@ﬂIH’E‘
=R
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HIEINZIRSS
L 1 ZIREE

o EUINNEEMRIRS IR CIZINERR

APPSR RIRSHREZIEIRGN, MRZTRFF[ORRECINZE, BA
ER=IRS R EIZIFABIRGERINEZRN .. REINZERINERAEXRS
RIHERRIZER.

o EIIIMMRENHEIRINERK

FF{EROBSIHHE LIEERIIMNBREN HEIZIMERGIIRESR, JUEEMRES
RS AiEKMS I SE ARG INE o

AR LRGSR, aILAERE “KMSINZE” , ERKMSIRHAYZARINE L1&
RIS, 20E1-10FR.

a. HEIMSEEEHG, BE “CIBFABERE .
b.  “BIEHX" EE “‘RREFRBK” .

c CIEEEGRT B REH .

d. @ik “KMSInE” .

1-10 IMS RSB iRINZR

W KMS iz (3)
EEER ims/default v | (O EETEE=
=ZHID da2f3e30-1fe6-40cl-bbdb-0fd0eb19921d

FRBMEEPANTR, BOLIEE “ERER THAEEEFEERE
o ERLUREERRIERNT:

" BRAEZSA: KMSAERIMS (Image Management Service, IMS ) Y
AP eIE—NBIAEEA “ims/default” ,

" FAREER: MEEENERsERCEER, BRESIeEER.
e. RIEREER, EEHMER. FASHRBESNEMER.

fiEF KMS INZEFARRE (API)
FFPEATIEITEMIMS APHECAIRIIEEHE, EHEBESE (BERSAPISE) .

1.2.6 RDS HIEEEINZ

ikl
K RBHIRIESTFEMYSQL. PostgreSQL3 %,
HERINEAEE, B OlRSIREAR SR, WERSERSHINER
ggﬁﬁﬁomPFﬁmgwgw,ﬁﬁ%@t%ﬁ&ﬁ%ﬁﬁ%ﬁmz,ﬁﬁmﬁ
AF.

HRFM

o LHFIERHAFEBIR—BMIALERSFINEN=XEEHIEEREXERIKMS
Administratorf iR . BURFINSEBEN ( ZT—BMIAERS PSR ) B9 “u0
ISEEAPEHEN? " EX,
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HIEINZIRSS
L 1 ZIREE

o WNMRAFPZFZREAEENERNE LEMR, WEELBIHEINZRSIEE
B EREIENERS IZERFFES NEIEER.

o LEIBIEAING, FRMEREENERTE, BREELER. FRAENRFMHER
3 LR NEIEASWINE .

o ARXFBHIFEELGICEMING, B2ERTMIREEERNER, B
SERSAITR, MELERE.

o IREHMENNZRISLA, i SHNHETERASERRINZEREITINE.

{EF KMS INZEHIRREFSEA (=68 )

FRPEET X RKBIEIERE ( Relational Database Service, RDS ) WSEHUIREZESLHIRT,
BILUEIR “HEINE" , ([FERKMSIRERZARINZEIRELGIIWE, E2(E815
2 I MySQLILHI . MSLPostgreSQLSLH

1-11 RDS BRSBIHINE

=SESFE | KMS1834 v | C =mmms

{EF KMS INZEHRRESLSI (API)

B UTILUERROS APECBENEHISEED), WSS (XRmaE
APIBE ) ,

1.2.7 DDS #UiEEINZ

B
SEANERERE, BFeZIUERESTEIYT SWEN, BENESERSIRIIZN
%}EJ’E’T—?’Fﬁ%O RRPTHRINEMNRE, FENENSTERSREZE AN, BRHES
AR,

ZREM

o EEIFE—BMINERSHINEAN T ALEIEERSFRIEXHAIKMS
AdministratorffR . SPRIFNNFGEBES W ( Z—BMINIERSEFIER ) BY “40
AISEAPEHEN? " EX,

o WRAFFEFARENZANS LENSR, WBEELEIHIEINZRSCIES
$H. [ERHIENZIRSCIZZPIEESS NEIEEA,

o SLHIBIEMING, FAAEBENEIRT, BLEENZEE. FRIENREER
S IR M EIERSWINE

o R NHHUBERSLAICIZEMING, BOZERSMIFREEERIZR, SN
SENHIEEARATR, #ELERE.

o EIFHENNEAILA, Fii SHEETERASERRENEZERRHITINE
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HIEINZIRSS
L 1 ZREE

{5 KMS INZERELA (=HE )
FREEIE M EEEREMRSS ( Document Database Service, DDS ) WISE#(#EE=SLA|

B, AILAESE “#ENE" , (ERKMSIRMIRBERNELIRELOIN#HE, E2E
RIES LA

1-12 DDS BRS5imNNZ

=HETR KMS-1834 Y| C =

{EF KMS INZEERRESLSI (API)

AP LAETEADDS APHEOMENMBELIRRESES], FIEESE ( EEIEER
BAPIZE ) ,

1.3 {EAINZR SDK HITAM I NNERRR

XHNE, EESIEEEENNAMERETING, EETERFINEIEN .
INZSDK ( Encryption SDK ) @— 1MNEFIRZRSE, et 7 3UERIMNEEE . KRN
mEFIEE, SERNEPTITNAEFIOINEE, MARXOEENEMREE
RISCINERE, AR RBEAINEE RO TENLIS SSRGS .
AR
BEFEFLE: FEEE.

RLFZSR
RABI ¢ B S HIREIS HTTPSIEREIKMSIRSS M TRIP I S A B A
B, BREINESE.

RRTI=

INEZ SDKIEE 47 3 B S INEZ R IR TI0E o

RN @IS KMSEE R ROEURZSATESDKAERIETT, REFHRDBRIIBE 4 THRHE
EEEMEEREHEEITINRE, RIETXEINZRREMEFESME.

PFARBIE, SDKHATIIZIEIEF, BNHDRIZNFIRNGES, BINEZ5EIH
X EBHT T —ERMZEFIINGRE, EESHENHRINEE
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HIEINEARSS

BETH 1 IR
BAERE

projectld
SRE{ERRYregionfS 2

endpoint

> -l
- -

FPREINNZESDK, FERX

HonfEE RN

BIET R

$I1 FREYAK/SK:
e ACCESS_KEY: #£9Mk2Access Key, FRENATUIES MIRENAK/SK
e SECRET_ACCESS_KEY: #£MkSSecret Access Key, IREXVATiEZ WIREL
AK/SK,
o IANEAMakiIskEESEINEPERANZENK, BNEREXHFHENET
EPENEFN, FRANEE, BREE.
o KRB aKFIsSKIRFEMEZEPRILMEHIIEAA, BITAROIBHBELER
HIME IS B IEZTEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
$£2 FKElregiontBX(EE..
1. SREEEREHS.
2. BArBmhZEALAMERE, T NMSIERPEE “BIEIE .
3. ¥%EY “InEID” (PROJECT_ID)F1 “IIB” (REGION),

1-13 3XEXINE 1D FIIRE

AR SN Q

IFEID (= HE 4= FERE =

P1fBasbt snnorth-1 A

uuuuuuuuuuuuuuu 371700 snenortn4 wAER
1068bc1030 sn-north2 i
58184200078 sn-noring s

9m9a260: '9%a4daf4s snnorts s e
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HIEINZIRSS
L 1 ZREE

4. BETEAEN —
12 RE,

5. 3RENHBiIRegionFEE(FRAIEZHID (KEYID ) ,

, EE “RE5EM > HENERS” , BAEN “BRE

1-14 3REXEZ4A ID

BIED (= s SRSEREE SRHEKE = 2UEH g
KMS-edb0
R i = AES 256 R ) DO
80e2980-719b-409c-28c5-2a211493692 == ENCRYPT_DECRYPT EE cetault R e
Kt RSA_4096

R - =HER DEW 27 W HEREER

beT7i739-161c-4844-81ce-actf5cedcbod ENCRYPT_DECRYPT

6. ¥RENHBIRegionFTE(FEAAIZIFT S (ENDPOINT ) o

£ixTim (Endpoint ) ENEFBAPIRIIERIIE, FRIRSAEXEFRILIRT R
g, SRR IZETS R EaERSHNELHR TR,

1-15 SREVRIRTI =

e

HURMZIRS DEW

ST (Endpoint)

it cn- kms. myhuaweicloud.com HTTPS
i cn- kms. myhuaweicloud.com HTTPS
it cn- kms. myhuaweicloud.com HTTPS
£ 3 cn- kms. nyhuaweicloud.com HTTPS
£ 3 cn- kms. nyhuaweicloud.com HTTPS
Lo cn- kms. .myhuaweicloud.com HTTPS
Lo cn- kmms. .myhuaweicloud.com HTTPS
eSS sa-| kms. nyhuaweicloud.com HTTPS
eSS la-r ks, myhuaweicloud.com HTTPS

SI|3 HINRE .

public class KmsEncryptFileExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String PROJECT_ID = "<projectld>";

private static final String REGION = "<region>";

private static final String KEYID = "<keyld>";

public static final String ENDPOINT = "<endpoint>";

public static void main(String[] args) throws IOException {

/] RSB

String encryptFilelnPutPath = args[0];

/] INEEES SRR

String encryptFileOutPutPath = args[1];

/] BB ERE

String decryptFileOutPutPath = args[2];

/] iz £ R

Map<String, String> encryptContextMap = new HashMap<>();

encryptContextMap.put("encryption", "context");

encryptContextMap.put("simple", "test");

encryptContextMap.put("caching", "encrypt");

/] FSEINERE

HuaweiConfig config = HuaweiConfig.builder().buildSk(SECRET_ACCESS_KEY)
.buildAk (ACCESS_KEY)
.buildKmsConfig(Collections.singletonList(new KMSConfig(REGION, KEYID, PROJECT_ID,

ENDPOINT)))

.buildCryptoAlgorithm(CryptoAlgorithm.AES_256_GCM_NOPADDING)
.build();

HuaweiCrypto huaweiCrypto = new HuaweiCrypto(config);
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HIEINZIRSS
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/] REZERIR
huaweiCrypto.withKeyring(new
KmsKeyringFactory().getKeyring(KeyringTypeEnum.KMS_MULTI_REGION.getType()));

/1 DS
encryptFile(encryptContextMap, huaweiCrypto, encryptFileInPutPath, encryptFileOutPutPath);
/] BEESUS
decryptFile(huaweiCrypto, encryptFileOutPutPath, decryptFileOutPutPath);
}

private static void encryptFile(Map<String, String> encryptContextMap, HuaweiCrypto huaweiCrypto,
String encryptFileInPutPath, String encryptFileOutPutPath) throws IOException {
// fileInputStream ANZE /& STAXS RIAYEINTR
FileInputStream filelnputStream = new FilelnputStream(encryptFileInPutPath);
// fileOutputStream JESZ{4X RIAYIL 7R
FileOutputStream fileOutputStream = new FileOutputStream(encryptFileOutPutPath);

/] Dz

huaweiCrypto.encrypt(filelnputStream, fileOutputStream, encryptContextMap);
fileInputStream.close();

fileOutputStream.close();

}

private static void decryptFile(HuaweiCrypto huaweiCrypto, String decryptFilelnPutPath, String
decryptFileOutPutPath) throws IOException {
[/ in ESTERS RIASEINGTR
FileInputStream filelnputStream = new FilelnputStream(decryptFilelnPutPath);
/] out INERESXSRLAYERI IR
FileOutputStream fileOutputStream = new FileOutputStream(decryptFileOutPutPath);
/] =
huaweiCrypto.decrypt(filelnputStream, fileOutputStream);
fileInputStream.close();
fileOutputStream.close();
}
}

et

1.4 & Region BRINEZR

IVAZZh 7y
HERegionINRZE L IRSMEIERS, TABXIEIBRHTINRERE, BRULAEE
ZIABIEIRSS ( Key Management Service, KMS ) SEIfERegionBRINMRES, {RIE
FEArhlT

RRTDER

i—“lg}’ll\iigﬁ\RegionE’\JKMSHE%H:.'IJ'EESZB%, REZPIRHPEFE— ] HEIRegionBIE]
SSRINAREE

¥ERegionZ A T HF AL M RegionRIEZAN—MNUBINE , ERMHE—IIEUE
BN, EERRERE, JIAMERINZSIEIIERNERR, Wy LERAERE
A, IREERTRRFEES IS MINEZRAHERIIBIRREER.

AR
BEEFEFRLE: ¥ESE.
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HIEINEARSS

BETH 1 IR
BAERE

IRENAK, SK

EREE FHfregioniSE projectld

HEETINESDK, SN

fFhnggEEl

BIFPRR

I FREXAK/SK:
e  ACCESS_KEY: £ AMKSAccess Key, SREUGIEZS WIRENAK/SK,

e SECRET_ACCESS_KEY: £ 9k SSecret Access Key, FKEXNGTiES WIREY
AK/SK,

o INEARakFIskEESEMCEFABRANZENE, BINELRENEFHENEST
ERENEFN, FHNRE, BiRZE,

o  KRBILLakFISkIFEEIME T EFRELMBMHIGIERA, BITAREAEHERERS
ISR B IS EHUAWEICLOUD _SDK_AKFIHUAWEICLOUD_SDK_SK,

T2 KElregionfBXEE

1. EREEEHS.

2. BAWREEIEALAHARZ, T NYIERPEE “BIEE

3. ¥XEY “IIEID” (PROJECT_ID)FN “IGE” (REGION),

& 1-16 FREXINE ID FIINE

TR Q

IFEID (= HE 4= FERE =

P1fBasbt snnorth-1 A
555555555555555 37170 n-north-4. Bl

10680c1036 sn-nortn2 e

58184200078 sn-noring s

09M9dn260¢ '9%a4da46 cnenorthes s

, B ‘R25EM > BENERS” , BUAHEA “EHE

STRGHRA 08 (2024-03-28) IRRUTE © ERRABIRAD 25


https://support.huaweicloud.com/intl/zh-cn/iam_faq/iam_01_0618.html
https://support.huaweicloud.com/intl/zh-cn/iam_faq/iam_01_0618.html
https://support.huaweicloud.com/intl/zh-cn/iam_faq/iam_01_0618.html
https://auth-intl.huaweicloud.com

HIEINZIRSS
L 1 ZREE

5. 3KREXHmiRegionFE(FREAIERHID (KEYID) ,

1-17 3REVEZZ4A ID

BEID = ®E AR EBHTERE (= SWIFE RE

S-edbo AES 256

[ w————— g sHER fa =8 B HEDAE
80a2980-719b-400c-28c5. 32214932692 ENCRYPT_DECRYPT L cetault

s ftte

RSA_4096 - R R
= =meE %@ me | SEEAE
bc77f739-161c-4844-81ce-ac15c8dchIc ENCRYPT_DECRYPT REE pE o

£33 [ERERINEE .

public class KmsEncryptionExample {
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID_1 = "<projectld1>";
private static final String REGION_1 = "<region1>";
private static final String KEYID_1 = "<keyld1>";

public static final String PROJECT_ID_2 = "<projectld2>";
public static final String REGION_2 = "<region2>";
public static final String KEYID_2 = "<keyld2>";

/| WEMZERIEE
private static final String PLAIN_TEXT = "Hello World!";

public static void main(String[] args) {
/] E=5RYIZ
List<KMSConfig> kmsConfigList = new ArrayList<>();
kmsConfigList.add(new KMSConfig(REGION_1, KEYID_1, PROJECT_ID_1));
kmsConfigList.add(new KMSConfig(REGION_2, KEYID_2, PROJECT_ID_2));
/] FSRINEERER
HuaweiConfig multiConfig = HuaweiConfig.builder().buildSk(SECRET_ACCESS_KEY)
buildAk(ACCESS_KEY)
.buildkmsConfig(kmsConfigList)
.buildCryptoAlgorithm(CryptoAlgorithm.AES_256_GCM_NOPADDING)
.build();
[ EREERIA
KMSKeyring keyring = new
KmsKeyringFactory().getKeyring(KeyringTypeEnum.KMS_MULTI_REGION.getType());
HuaweiCrypto huaweiCrypto = new HuaweiCrypto(multiConfig).withKeyring(keyring);
/] Iz £
Map<String, String> encryptContextMap = new HashMap<>();
encryptContextMap.put("key", "value");
encryptContextMap.put("context", "encrypt");
// N
CryptoResult<byte[]> encryptResult = huaweiCrypto.encrypt(new EncryptRequest(encryptContextMap,
PLAIN_TEXT.getBytes(StandardCharsets.UTF_8)));
/] 8=
CryptoResult<byte[]> decryptResult = huaweiCrypto.decrypt(encryptResult.getResult());
Assert.assertEquals(PLAIN_TEXT, new String(decryptResult.getResult()));
}
}

-

1.5 SNMaI{EEA KMS X33 {175 B2 IR IF

R FRizm=

SEREXH (HN: BR. BFREJEFEEMNSE ) FEAEHSEFEIIRE
T, APULMERKMSH XX HRER1TEE, BXERNTERTE/RERT
BT, BRYGEEhNEFEIETREREN.
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RARZEEEKMSHEIE— 1 RFREER.

P EXEIREE, BRKMSH “sign” BEOMBEZEHRHTESE . BPEIRENS
BER . BRESBERMER I DS H—RIEHNEFE. EIREUNE BRRE
FR7Ro

1-18 XZRE

| | | |
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i i i i
| | | |
| | | |
| | | |
| | | |
| | \ | |
i i i i
| x, mEmm | P | |
| 4D I . G » | |
| | g, | |
| | T, S | |
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o | e |
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RPFEEEANMERT, ST, BRI REES

RAREFHTENHNREE, EREZEFAKMSHY “verify” EOXHEFITINE . B
PIREINSER . MREEFIRE, WRAAAREEN . WERIZNE KERIER
o
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.1 19 _LuLUIL*EE
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| | Lil"’@*A" % | |
| | s | |
| | g, | |
| | C | |
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I | I ¢ I
| s | | merms |
- _ L __ _

BIET R
1 FKEYAK/SK:
e  ACCESS_KEY: #£MkSAccess Key, FKEXVAIES IIKENAK/SK .

e SECRET_ACCESS_KEY: feAMKkSSecret Access Key, KBV iEZS WIKEL
AK/SK,

o AIERRIakFIskEEEEBHPERANEZEXE, BNERENHHERNREE

SPENFN, ERINEE, BELE.

o ARPIAakFIskiRFEMEZSPRILMBHIGIEASG], BITATRBIRNERER

WIMEPIREINETEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

T2 RElregiontBXER:
o EREEIEHSE
T3 (FRKMSII X #HITEZHIOE

public class FileStreamSignVerifyExample {

* BRAIEES:

* - ACCESS_KEY: f£ =Mk =Access Key

* - SECRET_ACCESS_KEY: #£ 5= MKkESecret Access Key, BURMSE, BN IFE

* - IAM_ENDPOINT: 82 A=IAMBRSS A Im & imHbhE, ¥ B LR T R

* - KMS_REGION_ID: £/5Z=KMS3ZH5AYithe, 115 I KM St K MS 37 grithiag

* - KMS_ENDPOINT: 8 A=KMSHRSS a1 imibE 1 5 T 42 it it e um it

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String IAM_ENDPOINT = "https://<lamEndpoint>";

private static final String KMS_REGION_ID = "<Regionld>";

private static final String KMS_ENDPOINT = "https://<KmsEndpoint>";

public static void main(String[] args) {
/] FBREESRID,FEEEZARAIRE & SIGN_VERIFYRIZEA
final String keyld = args[0];
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HIEINZIRSS

RIESHK 1 BREE
signAndVerifyFile(keyld);
}

*k

* fERKMSI R TEZ NS

* @param keyld AP EZ4HID

*/

static void signAndVerifyFile(String keyld) {

/] 1 EBBREAZNAMEHER

final BasicCredentials auth = new BasicCredentials()
.withlamEndpoint(IAM_ENDPOINT).withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY);

/] 23088 SDK, ENIMIEEERKMSIHaLimmE
final KmsClient kmsClient = KmsClient.newBuilder()
.withRegion(new Region(KMS_REGION_ID, KMS_ENDPOINT)).withCredential(auth).build();

/] 3. EBFEZRIG

// inFile fS&EZHIH

final File inFile = new File("FirstSignFile.iso");

final String fileSha256Sum = getFileSha256Sum(inFile);

/| ATERE, SERERPRE, BESENSZEE
final SignRequest signRequest = new SignRequest().withBody(
new
SignRequestBody().withKeyld (keyld).withSigningAlgorithm (SignRequestBody.SigningAlgorithmEnum.RSASSA
_PSS_SHA_256)
.withMessageType(SignRequestBody.MessageTypeEnum.DIGEST).withMessage(fileSha256Su

m));

final SignResponse signResponse = kmsClient.sign(signRequest);

// 5 3GIEEE
final ValidateSignatureRequest validateSignatureRequest = new ValidateSignatureRequest().withBody(
new
VerifyRequestBody().withKeyld (keyld).withMessage(fileSha256Sum).withSignature(signResponse.getSignatur
e())
.withSigningAlgorithm(VerifyRequestBody.SigningAlgorithmEnum.RSASSA_PSS_SHA_256)
.withMessageType(VerifyRequestBody.MessageTypeEnum.DIGEST));
final ValidateSignatureResponse validateSignatureResponse =
kmsClient.validateSignature(validateSignatureRequest);

/] 6 HEIHHEREER

assert validateSignatureResponse.getSignatureValid().equalsignoreCase("true");

}

* B HSHA2561HE

* @param file 34
* @return SHA256HZE, Base64t&T,
*/
static String getFileSha256Sum(File file) {
int length;
MessageDigest sha256;
byte[] buffer = new byte[1024];
try {
sha256 = MessageDigest.getinstance("SHA-256");
} catch (NoSuchAlgorithmException e) {
throw new RuntimeException(e.getMessage());
}
try (FilelnputStream inputStream = new FilelnputStream(file)) {
while ((length = inputStream.read(buffer)) !=-1) {
sha256.update(buffer, 0, length);
}
return Base64.getEncoder().encodeToString(sha256.digest());
} catch (IOException e) {
throw new RuntimeException(e.getMessage());
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L 2 FEEE

RS

gL="

2.1 WMalfE IR E IR AR S A R R AR D RO BRI S

CEREDONAREFIEETR, BESRARREERLOESR. EHEERERE
Y, E0RT EIBIRVEIELASN, BREBHT —LEMRF, SXFERE LN EE
N e FLUMERFRENRE . MREESITNBEFE—FRE, mEEIERES—
1, Wiz AREFREEERERE R

FtERA EENEHZEEESNEREETIE+H X,
R ERETERSS ( Cloud Secret Management Service, CSMS ) AILAESENEIAA

AT RS

o %ﬂgﬁ%ﬁm%,ﬁﬁﬁﬂ@ﬁﬁﬁﬁ%%%%ﬁﬁ%mm,E%HE&%F
YL,

o FHXISESHIRNL: HEHTATRRNSXEREREN, SHISFAEZER
M9,

o RUBRDMSOKEANSR, HHBRENER.
o EREEFHMARSEE. ERNAUGHISEXNIKSED, BalliEiElsH
BEFAEE, SEETRT: MIRESR. IPHIAROE,
(EREREEREIEE
TSOREN BT SR, FEBIAPIERERREREICHISIRE.

REAEERFEINKSREKMS AdministratorgiZ KMS CMKFullAccesstNfR, 115
TUDEWHIRETE,

SZH%hRAN 08 (2024-03-28) WRIERE © HERRARBIRAT 31


https://support.huaweicloud.com/intl/zh-cn/productdesc-dew/dew_01_0018.html

HIEINZIRSS
S

2 RS

2-1 EREFAE

\ @ @ @
> — L
€)
EHR EiREERS E=HNEER iR
iR :

B CEAFEERREEERS P EREHSSEAPIEIZ— N ERE, BREFHEEIEREE
KER (flan: HiEELE, w0, B3 ) .

$R2 SIERNRRERLIDEERER,

=
o

EREERSSEZERLE MeIZNEREFMHEIR

FI3 FREESERSOURABEEREN, BREEPREFNEREBIEEEIEAPIZ RG]
BN BRERFH

SH4 NAREFRDEIREENEREXER, ERXERZERERNTEERE.

CUEFEIEZEIYER API
R LORFLATAPI, BIIAPIBIZERRFEXASHEEREXERER.
APIZTR kA
B ENE BIEINER, HFESEREFAER
AIRIERRAS
HiaEE BRIEEERINER

BT APl EOCIZFIRENEaERE

1.

BEFEIAIEER

ACCESS_KEY: £ 9Mk=Access Key

SECRET_ACCESS_KEY: f2 k= Secret Access Key

PROJECT_ID: EA=BRIMBID, B2 REI=BRME .
CSMS_ENDPOINT: 2R CSMSHRSS AR IR, 1ESNEIRTIR

INERBRYakFIskERSEIRNIEHAERANZENGE, BNERENGTHER
BLEPENFN, ERINRE, BREE.

- RRFILAakFIskRFERMEZEFRELMEMHIIEASI, BEITAREIRIESE
EAMRIERZERETEHUAWEICLOUD_SDK_AK#I
HUAWEICLOUD_SDK_SK,
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HIEINZIRSS
AL

2 RS

2. BIEMEAREEER:
EEZFR: secretName
ZIRE: secretString
‘EIERRAME: LATEST_SECRET
EYEIRAS: versionld

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.csms.v1.CsmsClient;

import com.huaweicloud.sdk.csms.vl.model.CreateSecretRequest;

import com.huaweicloud.sdk.csms.v1.model.CreateSecretRequestBody;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretResponse;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.v1.model.ShowSecretVersionResponse;

public class CsmsCreateSecretExample {

* BERAIEHER.:

* - ACCESS_KEY: £ 9kSAccess Key

* - SECRET_ACCESS_KEY: #£ 9Kk SSecret Access Key

* - PROJECT_ID: #A=B=IRBID i#1E W https://support.huaweicloud.com/intl/zh-cn/productdesc-iam/
iam_01_0023.html

* - CSMS_ENDPOINT: £ 8= CSMSERSSIFIa&imtttt 1£15 W https://support.huaweicloud.com/intl/zh-cn/
api-dew/dew_02_0052.html

@ % ;ﬁiﬁgﬂﬁakmskaﬁ—%ﬂﬁﬁﬂEFﬁﬁchﬂil?i%MBﬁ, BNARE S ENMEREREEM, (FHEHE
g\, E § o

* - ARBILAakFIskiRFERBEZ EFREMSMHIGIEM, ETARARIESEAMFEFRERETSE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID = "<ProjectID>";

private static final String CSMS_ENDPOINT = "<CsmsEndpoint>";

/| FBRE A ERRHIRAF BN A
private static final String LATEST_SECRET = "latest";

public static void main(String[] args) {
String secretName = args[0];
String secretString = args[1];

/] B EE

createSecret(secretName, secretString);

/] B EERAE “latest” EMRANE “VI"EIGZFCIZEERNS
ShowsSecretVersionResponse latestVersion = showSecretVersion(secretName, LATEST_SECRET);
ShowSecretVersionResponse firstVersion = showSecretVersion(secretName, "v1");

assert latestVersion.equals(firstVersion);
assert latestVersion.getVersion().getSecretString().equalsignoreCase(secretString);

}

* Bl
* @param secretName
* @param secretString
*/
private static void createSecret(String secretName, String secretString) {
CreateSecretRequest secret = new CreateSecretRequest().withBody/(
new CreateSecretRequestBody().withName(secretName).withSecretString(secretString));

CsmsClient csmsClient = getCsmsClient();
CreateSecretResponse createdSecret = csmsClient.createSecret(secret);

System.out.printf("Created secret success, secret detail:%s", createdSecret);

}
/**
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* IR SRR dE SRR AFE S
* @param secretName
* @param versionld
* @return
*/
private static ShowSecretVersionResponse showSecretVersion(String secretName, String versionld) {
ShowSecretVersionRequest showSecretVersionRequest = new
ShowSecretVersionRequest().withSecretName(secretName)
.withVersionld(versionld);

CsmsClient csmsClient = getCsmsClient();
ShowSecretVersionResponse version = csmsClient.showSecretVersion(showSecretVersionRequest);

System.out.printf("Query secret success. version id:%s",
version.getVersion().getVersionMetadata().getld());

return version;

}

/**

* SRENCSMSBRSS = P

* @return

*/

private static CsmsClient getCsmsClient() {

BasicCredentials auth = new BasicCredentials()

.withAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

return CsmsClient.newBuilder().withCredential(auth).withEndpoint(CSMS_ENDPOINT).build();
}
}

{sE A R TR RS E EE Mk S 025D
1. SREVEIESIERSHICSMS SDKAMKERARE
0T

<dependency>

<groupld>mysql</groupld>
<artifactld>mysql-connector-java</artifactld>
<version>XXX</version>

</dependency>

<dependency>
<groupld>com.google.code.gson</groupld>
<artifactld>gson</artifactld>
<version>2.8.9</version>

</dependency>

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-csms</artifactld>
<version>3.0.79</version>

</dependency>

2. EVHIERFEHEH BRI SEG:
TEULEBIN T

import com.google.gson.Gson;

import com.google.gson.JsonObject;

import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionResponse;

import java.sql.Connection;
import java.sql.DriverManager;
import java.sql.SQLException;

[ BT ERERIREUEEAIEIEER SO
public static Connection getMySQLConnectionBySecret(String secretName, String jdbcUrl) throws
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ClassNotFoundException, SQLException{

Class.forName(MYSQL_JDBC_DRIVER);

ShowSecretVersionResponse latestVersionValue = getCsmsClient().showSecretVersion(new
ShowSecretVersionRequest().withSecretName (secretName).withVersionld("latest"));

String secretString = latestVersionValue.getVersion().getSecretString();

JsonObject jsonObject = new Gson().fromJson(secretString, JsonObject.class);

return DriverManager.getConnection(jdbcUrl, jsonObject.get("username").getAsString(),
jsonObject.get("password").getAsString());

}

2.2 WM E IR EIEARSS R AK&SK it B a)eR

Rz iz

Rz R

EIREEE, IEREEERS ( Cloud Secret Management Service, CSMS) , 2—
e, O, BRSHANEERERS . BPSNBEFEIRREERS, €
. KR, B ﬂﬂJB?‘*?E BN SRR G RSN R —S1E, R0
RIEFiERIBBE X A B F 0 S MV EURE B EE LA RN PRI TR AV S IXBE o

FRENAERE, BOInEhERS I LEAK&SKITER o

BIEFH—BHIANIERS (Identity and Access Management, IAM ) Xd28t-=ARSSSE
(Elastic Cloud Server, ECS) BIZHEIRENIGAT A B ZEARIRIPAK&SK,

THIR IR BT B 25 Ak A SEIEFNIRAT EIE, ABRF KA MR, 15]!1!]}33):'
B, IGRhAaEERABRIBEERFINES, el Es. Flit,
PAIECSEAIEFIAMZESE, (FECSSLBIRAIN FBFE R ol LAE A IGATAK&SK
+SecurityTokenigalCSMS, AEERFIGITHTZEE, BXEEIESIREL, BaTld
BETNFEEENEN.

SZH%hRAN 08 (2024-03-28) WRIERE © HERRARBIRAT 35



HIEINEARSS
L 2 FEEE

BFERAE

2-2 ECS HBRERIE
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— EREECSEEMIR
BISECSERSEIE T =t b o
— EEEtAERTE
f_é—' EﬂﬁECS%EEﬂ#iEEi
= HERECSTpImIES
Eﬂiﬁﬁﬂa‘ﬁﬂ EAAPIEREIEEIAY

AK&SK+securitytoken

IGE EERIEICSMS

£TRIR
B RIS SHHIBECSHRURMIAMAIF A BEHECS AR B ESE .

RMES TR
ZB1 IAMEBIZEECSEIT.
1. BREEREHS.

2. Eaﬁﬁﬁ&@ﬂ — , %R ‘EES5UE > Ki—SMIAERS” , BAHAN ‘H
? R,

3. EEMNSHNS, &F ‘", #A ‘i M.
BEALAN “SIEEE .

5. TEEUER “CIBFIE XEED, HEWNSH. SHRPINER QIRERSEHR
AR
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=ARSS R “IMRIRSSEE ECS BEERSEE BMS” &
FLEAE) EERIEEATE), AR kR . “—X7 . “‘BENX .
iR (ol ) EEHIEER.

6. BE “F—F7 , HA ‘I @,
7. BERNEALA “EKRE  NMREFEHERIRISRERILLER,
a. £ “HERE NEERESH, SHIFEUR FERESERBER.
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2-4 FhiEREE

& 2-2 FERBE SRR

SHET S
SRR R
EWREST | B2 TIWRE" .
RIS = R IR R
" =R ®R CRIESEEIRSCSMS”
. R EEREESAR,
. BEEREE () ¢ EEBINATEEE.
o ¥ERRE: BHNFENER.
izl
ALUEER “BIEEERARIEE” hiFENEE, B
CHRINEIREAR” IMARTLUARREESRIR.
o FEEE: BAREEE,
SR (THE) B SRR, R
G EEMY, BSAME.
SRR (T ) BNEBERA .

8. NEITRERM. AERKEE, BF ‘T 2£7 .
9. LLF;R*R/B.Tj_*a $$ “Eﬁ'—h‘” o

- PFERE: #5, IAMAFEULURENRERIKSHIERIR, Sikkl
e XEMEMERRSER,

- EBEtWRBRE: #iE, BPRESRERCEEIINEFRIFIR.
-  BEXERERE: #E, AFPRENRERCEXEREFRIEIR.

F EEIE (JIECS_TO_CSMS) Mt FECSILHI

o YNSRECSLBIRENE, BSEEHENELRENRRSH. ELR= SREET,
‘EIET IEEREIENEFE (MECS_TO_CSMS)

o UNERECSLAIBEIRE, iSRIBITRE:
a. BEREEM —
227 R,

’ jﬁ; -L-l-g > g%t’tﬁﬂﬁﬂ Gl ECS 7 ’ #)\ ¢ gEHEEHEJ’J
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b. EREFEEBEEFITAIECSEHINY “ZR” , HA “‘EXER” RE.
¢ E ‘EEERT H, BE ‘G—?iﬁ%éﬁ ( {NECS_TO_CSMS) .
2-5 iEREIT

EEER

B3 IZTTEECSLI ERIN FFE A RN ZE TGRS EIERYAPI, BIBT3R1ERATF1HECSMSAY
IRATAK&SK+SecrityToken,

1. FRENIGATAK&SK(Security Key BRET ), FIEE2S NTEIEIREL

- URI
/openstack/latest/securitykey
- HiE
5 GET 53K
- IREHIERS:
{
"credential":{
"access": "LDHZK30XXXXXXXXXXXXV",
"secret":"gyqcdzVXXXXOMXXKXXXXXXXXXXXMIE",
"securitytoken": "EL9FI2C65qXXXXXXXXXXXXXXXXXXXXXnkcaoV",
"expires_at": "2022-07-14T12:09:24.147000Z"
}
}
(MR

" EENREIEIEF “access” . “secret” . “securitytoken” FFiAECSMS.,

" ECSEAERBEHEIGITIEILE, NAHREXHBENIRIEERZE. BY.
2. {EAIGRATAK&SK+SecurityTokeniF@lCSMS.,
- EFKIBBERRANT, #FEEELEREERS.
- EEREMIALER:

®  ACCESS_KEY: #£AMKSAccess Key, SREVGRIEZS IIRENAK/SK,

®  SECRET_ACCESS_KEY: 9k SSecret Access Key, KBNS 523X
BYAK/SK,

= ANERRakFIskEESEIBHERANZEX, BESE3REAI
Afaccess. secret. securitytokenToHH{TAMEZ E; EFERIES, B
FEIEOAREISEICSMSENA,

KRB aKFISKIRFEERBET EFREMBPIIE AR, =TARREIE]
BAEEAIAEDISEIFETEHUAWEICLOUD_SDK_AKHI
HUAWEICLOUD_SDK_SK,
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.csms.v1.region.CsmsRegion;

import com.huaweicloud.sdk.csms.v1.*;

import com.huaweicloud.sdk.csms.vl.model.*;

public class ListSecretsSolution {

public static void main(String[] args) {

* BREAEEE:

* - ACCESS_KEY: £ ANk SAccess Key

* - SECRET_ACCESS_KEY: %A MK S Secret Access Key

* - PROJECT_ID: #£A=B=IRBID 1#{E W https://support.huaweicloud.com/intl/zh-cn/
productdesc-iam/iam_01_0023.html

* - CSMS_ENDPOINT: £ =CSMSRSSAaRumtbit 1% Whttps://support.huaweicloud.com/
intl/zh-cn/api-dew/dew_02_0052.html

* - INERakIIskBERSRIRIEFERANZENE, ENEREXHHENEETEFENF
W, [ERIRE, BEREE.

* - KRBl akFIskiRFEIMEZEFREIMBMIIERG, ETARGRESLEAMREFEE
IMETZEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

String securitytoken = "<YOUR SecurityToken>";

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk)
.withSecurityToken(securitytoken);

CsmsClient client = CsmsClient.newBuilder()
.withCredential(auth)
.withRegion(CsmsRegion.valueOf("cn-north-1"))
build();

ListSecretsRequest request = new ListSecretsRequest();

try {

ListSecretsResponse response = client.listSecrets(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.getMessage();

} catch (RequestTimeoutException e) {
e.getMessage();

} catch (ServiceResponseException e) {
e.getMessage();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}

}
}

et

2.3 WIEREREERS B R EED

AN EIMTES R TIERINEREIERSS, SHIEMRERREEN, LUBE
RARZ2EMIEREN. 58 UINREHENERIIER,
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ERRERR
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(CSMS)

AEIREAIN T

EfERIEE, SRhEINMASH.

2. RHTIEREWEISNE, REMRRIBIIER, SREERRNERGT
7, BEESERENRBENIRAIEANEREF.

3. NERRRFEHREITIEBAPI/SDKIKENRITERIRA .

EREERSZIERABRZEREN, BEEPFREFNEREIEREEAPIZEH
REZEINBERERF,

5. NARFRINEISREENEREIANER, CRHMEBEREFNR (8iEE. kR
BHRE) , EREDREN, EEERFEDRYBERNSIETIAE.

o [XiFE FEEREERS (CSMS) o
o XiFE FZHREHTIERRSS (FunctionGraph) ,

EREEEHNE

B ETEANY —
&=,

FEEMSH=EE ‘27 , #AEERE.

BE “SIEEZET , A ‘CIEERT TmE, WE SIBEER, BE52H, S8R
ARYNzR CIBREFESEABATR.

, R “EIEERE > F—BMAERS” , #A ‘AR R
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SR/ BE “TF7 , RBEVSFTRERETCEE.

2-9 IRFERCEE

o @ cEmIERER
@ == o, ZEESL TSRS R. EETERMEEE, METER. TROARECHNEEREFAENEIEESR
EEEEEAR

SIS ik IR, STAERNI.
R

ellfE S
$B BREWRHE

£ER2 EEEBiEE@UE’\J —, & UE > RETERT , #A “BEITERT FRE.
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$B3 SEREA LA “SIERET , HEACRRHNE, WNE IRREAR, E5S
#, SHRPNR EXMERSHEENT.

2-10 BEEERH

HEEs

HTTPES
T AETARI BS. EGEEBEFEmAREIHIT.

[£5:7

Q
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EHER

tate- ity-pas: d
THATE. HF. FUSATNE, LU STEFE, UFSHaraR. KERSH60I T
sRen @

RolateSecurityP: d C &lE=
AAERERTIERSSARENERS, 20: NRR RS MS. DISEfRE, NSS: EfEEfh, NERSRERAIEAEES, NFEEsEres
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FIEBIR R RTR.

A IRE MREEFEEWINE, EEFERIDREAIEILIR
HENAT
ZID%"*;EJ:FLJLLIHE EHIBBRARE R “BA IR
B” , aBEEIhiZEH. MﬁﬁLmﬂﬁE,%%
%&Dﬁﬁiﬁﬁ:\ﬂkﬁﬁ [ENBKS

1=17HF EEARBERHANES, HaisIFEMAPython#T
ACET=
588

{z4EAPython 3.6, 3.9, 3.10kRA.

$R4 BE “QERET , EARERERE.

, AEMSH=EE “MREE” . BF “MINNEERE" , &%
BRESFINETE, SHHBENE SAE %%ﬁﬁﬂ%ﬁﬁj-o, MERERS i3

SIS BE “RET R

Z—”

MA4RRAS 08 (2024-03-28)

WRIERE © HERRARBIRAT 44


https://support.huaweicloud.com/intl/zh-cn/usermanual-em/em_am_0008.html

HIEINZIRSS
L

2 RS

xR 2-5 NETERE

8% EcEiREA Bl
region IME&R, tbindbm=U3dRz: cn-north-4, 8% | cn-north-4
NEALAAFE, & MIERIEEREIE,
Binj&&regionE8..
secret_name | fFFCHRYEIRER. rds-
=12 functionGraph-
TIRAITR IR EIRIRE. BAESIEIRER. rotate

secret_conte
nt

EENEREERAS, FRHEE, tu:
{"password":"password_placeholder"}E
password_placeholdera 5ifs, HREMITES
¥password_placeholder& i N RIR EH
B, FREERENANSEERENERT.
i8R
HERBEIRNEPEFEESN MM, SERSERD
FRORFITEIL,

{"password":"p
assword_place
holder"}

password_le
ngth

FHOKE, oJifeEs-128, 2iAA16,

16

password_fo
rmat

Zo&0, HZIFUM, oIk, BRIAJ92:

1. BE¥FN=FE;

2. ’;ﬂ.’z\éﬁz? FEMEFKRFR (~@#%N-_=
+?) ;

3. REEHF;

4. RBEFH,

$I6e S ‘K" 1, AEREESOPFINTERRERY, ThERE “HE7 .

# -*- coding:utf-8 -*

import json
import secrets
import string
import requests
import inspect

def handler (event, context):
global secret_content
global password_length
global password_format
global kms_endpoint

global region

global secret_name

global headers

region = context.getUserData('region')

secret_name = context.getUserData('secret_name')

password_length = 16 if context.getUserData('password_length') is None else
int(context.getUserData('password_length'))

password_format = 2 if context.getUserData('password_format') is None else
int(context.getUserData('password_format'))

secret_content = context.getUserData('secret_content')

headers = {

'Content-Type': 'application/json’,
'x-Auth-Token'": context.getToken()

}
try:
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new_content = replace_old_content(secret_content)
# check region, if pass, return kms endpoint
kms_endpoint = check_region(region)
return update(context, new_content)

except Exception as e:
print("ERROR: %s" % e)
return 'FAILED'

# replace "password_placeholder" in secret_content by new password
def replace_old_content(content):
while content.find("password_placeholder") !=-1:
password = generate_password()
while password.find("password_placeholder") !=-1:
password = generate_password()
content = content.replace("password_placeholder", password, 1)
return content

def generate_password():
special_chars = "~1@#%A*-_=+?"
# password format(default is 2):
# 1.support letters and digits; 2.support letters, digits and special chars(~!@#%/\*-_=+7?);
# 3.only support digits; 4.only support letters
format_mapping = {
1: string.ascii_letters + string.digits,
2: string.ascii_letters + string.digits + special_chars,
3: string.digits,
4: string.ascii_letters
}
if password_length < 8 or password_length > 128:
raise Exception("invalid password_length: %s, the password length range must be between 8-128." %
password_length)
try:
support_chars = format_mapping[password_format]
password = ".join([secrets.choice(support_chars) for _ in range(password_length)])
return password
except:
raise Exception("invalid password_format: %s." % password_format)

def check_region(region):

endpoint_mapping = {
'cn-north-1": 'cn-north-1.myhuaweicloud.com’,
'cn-north-2": 'cn-north-2.myhuaweicloud.com’,
'cn-north-4": 'cn-north-4.myhuaweicloud.com’,
'cn-north-7": 'cn-north-7.myhuaweicloud.com’,
'cn-north-9': 'cn-north-9.myhuaweicloud.com’,
'cn-east-2" 'cn-east-2.myhuaweicloud.com’,
'cn-east-3" 'cn-east-3.myhuaweicloud.com’,
'cn-south-1": 'cn-south-1.myhuaweicloud.com’,
'cn-south-2": 'cn-south-2.myhuaweicloud.com’,
'cn-southwest-2": 'cn-southwest-2.myhuaweicloud.com’,
'ap-southeast-1": 'ap-southeast-1.myhuaweicloud.com’,
'ap-southeast-2": 'ap-southeast-2.myhuaweicloud.com’,
'ap-southeast-3'": 'ap-southeast-3.myhuaweicloud.com’,
'af-south-1": 'af-south-1.myhuaweicloud.com’,
'la-north-2": 'la-north-2.myhuaweicloud.com’,
'la-south-2": 'la-south-2.myhuaweicloud.com’,
'na-mexico-1": 'na-mexico-1.myhuaweicloud.com’,
'sa-brazil-1": 'sa-brazil-1.myhuaweicloud.com'

}

try:
endpoint = endpoint_mapping[region]
kms_endpoint = '%s.%s' % (‘kms', endpoint)
return kms_endpoint

except:
raise Exception("invalid region: %s" % region)

def check_csms_resp(resp):
if resp.status_code in (200, 201, 204):
return
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caller_function_name = inspect.stack() [1].function

json_resp = json.loads(resp.text)

if 'error_msg' in json_resp:
error_message = 'function:%s , reason: %s' % (

caller_function_name, json_resp['error_msg'])

raise Exception(error_message)

error_message = 'function:%s , reason: %s' % (
caller_function_name, resp.text)

raise Exception(error_message)

def update(context, new_content):
project_id = context.getProjectID()
url = 'https://%s/v1/%s/secrets/%s/versions' % (kms_endpoint, project_id, secret_name)
payload = {'secret_string': new_content}
payload = json.dumps(payload)
resp = requests.post(url, headers=headers, data=payload)
check_csms_resp(resp)
return 'SUCCESS'

e
i
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EERKE
S| EREEEHE

S| BEREAN —,
H.
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SIS BERRESWR, EANEREFERE, NIEEEREIARANUARDEREIEFEE .

®&E “R25EM > PWENERS ™ , FAHEN “HREE" R

2-11 BEEEREER

- R
waEn

s KD T Er P e

SYSCURRENT

£6 HEIRRAXE, BE ‘EERREE" , HUEEINEINIREER.

SZH%hRAN 08 (2024-03-28) WRIERE © HERRARBIRAT 47


https://support.huaweicloud.com/intl/zh-cn/usermanual-functiongraph/functiongraph_01_0302.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-functiongraph/functiongraph_01_0207.html
https://auth-intl.huaweicloud.com

HIEINZIRSS
L 2 FEEE

2-12 BEEEREE
EEREE

V2

LLE
’“I

R
fli

ZiEEIE AT
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.

2.4 gMaieIRElR

2.4.1 #hR

CINSHSRT AR, TRARIPIERES (fIg0: SEEHD., S8, IS,
SS;T;H APIZIAE ) RUMEENPE R 1B, EHRtCHERSIBINFRIRIPAIAIER
7

LRRPCRM T R EIRR AR

o HRPEIERR

o AP EERR

ERILARIEEE CRISERRER, Y NACHRREELIE— SR ERENZ £ M

R
| EERETEEEREHATAPIEONE RS, EREENE.
2 MAERETAREREROAPIEERIRE, WEERARSHERE,
MR
3. ENEESEISETIEEEILE,
2.4.2 HR PR HRCRER
BT

BREPERCERIE— N ERPEF— P FRRFIER.
XEREMIERIRRER, ERTASHEEFERTS.
fan:
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o NIIEIERE. RRCRITSMREIERFER, RERIFTERERITERE.

o INEARFAFEIE—AFKFRIIRS, GIRILABFHpMEIHFARFE. RS
BEATTAFRESEEEENEDN, ERFPLELIZEMBRNERRFS.

o RIEFZCIENIAF, MAIGRIAF.

o UREHZNBAERBHAR, MARINAREFURESANEREEERSSIG
RER, XMRBNBRAFEELRAFZNES.

ZREM

RELEERIFERIIWSREKMS AdministratoraggZ KMS CMKFullAccesstfR, i¥1E
WDEWHREIE,

IeiRTiRAY API
ERILUBRALATAPI, AT ERISIR .

APIBR yiolilz

BIEEIERA SUEEFRRVEIRIRA o

EHEERANSEREE BEiRIEEEERAE 2 0MRAAHIEA
NEYEE,

Bk SR I BB

1. BEEA=EHE, SIE—NER, 1FEReIREE.

2. HESEMIANEER.
- ACCESS_KEY: % Ak SAccess Key
- SECRET_ACCESS_KEY: #£ M= Secret Access Key
- PROJECT_ID: %A=BHFMEBID, EE2NERN=RERME .
- CSMS_ENDPOINT: £29=xCSMSIRSSIHnZiHHBIE, 152 NEIRT R
- ANEBMakFIskEESEBHERANZENKE, BINERENXHFHEL

BTEPENGFN, FRNERE, BREE.

- ARFIL akFIsKRFER ST S hRELMBHIGIE AR, 1T AREIRNEE
EAMIERISBEIRETEHUAWEICLOUD_SDK_AKFA
HUAWEICLOUD_SDK_SK,

3. HTRARERRER,
IR
- SREEN LAREHatIZIERERR.
-  BEARE: EAREFaIENERERRMEEE.
- SERAd: EhREHatl@ERERITEREREID.
- EIEhRA: LATEST_VERSION

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.csms.v1.CsmsClient;

import com.huaweicloud.sdk.csms.v1l.model.CreateSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretVersionRequestBody;
import com.huaweicloud.sdk.csms.v1l.model.CreateSecretVersionResponse;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionRequest;
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import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionResponse;

public class CsmsSingleAccountExample {
* BREAEEE:
* - ACCESS_KEY: #£ 9Tk S Access Key
* - SECRET_ACCESS_KEY: %A S Secret Access Key
* - PROJECT_ID: #£A=B=IRBID 1#{E W https://support.huaweicloud.com/intl/zh-cn/
productdesc-iam/iam_01_0023.html
* - CSMS_ENDPOINT: £ =CSMSRSSAaRumtbit 1¥# 1% Whttps://support.huaweicloud.com/
intl/zh-cn/api-dew/dew_02_0052.html
* - INERakIskBERSRIRIBFERANZENK, ENEREGHHEREETEFENF
8, [ERIERE, BEREE.
* - KRBl akFIskiRFEIMEE SR REIMBMHIIERG, ETARGRESLEAMREFEE
ETEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
*/
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String PROJECT_ID = "<ProjectID>";
private static final String CSMS_ENDPOINT = "<CsmsEndpoint>";
/| RS ERRFMRAFEIRA
private static final String LATEST_VERSION = "latest";
public static void main(String[] args) {
String secretName = args[0];
String secretString = args[1];
singleAccountRotation(secretName, secretString);

}

*k

* ERCHE- IR SRR

* @param secretName EIEZIR
* @param secretString EIEAE
*/
private static void singleAccountRotation(String secretName, String secretString) {
[ BFIRERIT SR IR SRR
createNewSecretVersion(secretName, secretString);
/] BT EERA “latest” EHRIRIRANENRE
ShowSecretVersionResponse secretResponseByLatest =
showSecretVersionDetail(secretName, LATEST_VERSION);
assert secretResponseByLatest.getVersion().getSecretString().equals(secretString);

}

/**

* B EHERA

* fﬁﬁﬂﬁ%ﬁﬁmﬁﬁﬁgﬁﬁiﬁuﬁﬁHﬁZE, FEFBRIAESYSCURRENTHR AR IB 6 Z BiFr EUEE
HIRR

* @param secretName EIEZIR
* @param secretString $EIEAE
* @return
*/
private static CreateSecretVersionResponse createNewSecretVersion(String secretName,
String secretString) {
CsmsClient csmsClient = getCsmsClient();

CreateSecretVersionRequest createSecretVersionRequest = new
CreateSecretVersionRequest()
.withSecretName (secretName)
.withBody(new CreateSecretVersionRequestBody().withSecretString(secretString));

CreateSecretVersionResponse secretVersion =
csmsClient.createSecretVersion(createSecretVersionRequest);

System.out.printf("Created new version success, version id:%s",
secretVersion.getVersionMetadata().getld());
return secretVersion;
}
/**
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* IS ERAER

* @param secretName EEERGHR
* @param versionld ZifERRANId
* @return
*/
private static ShowSecretVersionResponse showSecretVersionDetail(String secretName, String
versionld) {
ShowSecretVersionRequest showSecretVersionRequest = new
ShowSecretVersionRequest().withSecretName(secretName)
.withVersionld(versionld);
CsmsClient csmsClient = getCsmsClient();
ShowSecretVersionResponse secretDetail =
csmsClient.showSecretVersion(showSecretVersionRequest);
System.out.printf("Query latest version success. version id:%s",
secretDetail.getVersion().getVersionMetadata().getld());
return secretDetail;
}

*k

* $RENCSMSERSZ &= it

* @return
*/
private static CsmsClient getCsmsClient() {
BasicCredentials auth = new BasicCredentials()
.withAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

return
CsmsClient.newBuilder().withCredential(auth).withEndpoint(CSMS_ENDPOINT).build();
}
}
2.4.3 WP EIECHRTRRS
&

WRAFRRRIERIEE— N RREFERR IR RMRENER .

plan: SNAREFEERITSTREN, MRSERRERAFKER, BBABEENRF
“Z‘?EIDEB;E%}EP\JEE’\JHEEP%Hjimiﬁfﬂﬁﬁﬁﬁ%%lﬁ’ﬂ'%) , XIFE RN
EIRFCHATRER o

FBEEE—PKRSHIUNAIMInBIPRBIFEFHERuser1 . user2 AFPRIKS RS, Bt

FEIE—NERAIEH R Fuser FIKS 5243, icguserl/passwordl, BITHIEE

EhRAV28JiZ2user2, FHEFRFuUser2BIKSZH3, icHuser2/password2, {&fluserl

NZEfE, BaEEMBERERIRAV3, i huserl/password3, ELUNTEEECIEEIEHTAY
EREIRAVIET, NAREFSHEFERANENERRAVAEEE ., —BERIRAVIE

B, WIaStIREFnS, LUENBEFRFERERRAVIREUSE .

LYRFEM

REAEERFENKSAEKMS AdministratoragiZ KMS CMKFullAccesstNR, 115
TUDEWHREIE,

IR THRAY API
EEILUBRALA AP, EAETERISIR .
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RIS 2 EiREE
APIZR jizkil3
B ERERA BUEEFTRYERARA
HREERESERE EAEEEREMRARE BARARIEA
XERE.
B ERRAIRES B ERIRAIRE,
BHRERRAIRES BITEEN ERR AR SIFCHRA S

XU S AR AR A

1. BY

hniEEe, EREERKSIE—EE, FELERRE.

2. HEFEMIALEEE.

ACCESS_KEY: £2 55 Access Key

SECRET_ACCESS_KEY: £ 95 Secret Access Key

PROJECT_ID: HEA=BRIRBID, BE2NENEFRINE .
CSMS_ENDPOINT: 2R CSMSHRSS AR IHREIE, 1ESNEIRTIR
INERRYakiIskBEZRSEIRBHERANZEXE, BNEREXHHER
BTERENEFN, [FRNEER, BIFEE.

BB ISKIRFERNEZ =R BHICIEAR, BT ARREIRNEST
EARIAERIZEIMETEHUAWEICLOUD_SDK_AKFH
HUAWEICLOUD SDK_SK,

3. TR ERRHE.
EMLED -

EREEM: EAREHERNERZR.

FREAE: LH=EHaIENEERRREIE.
FHERARI: EHREHEEIEEERBITERERID,
EYEARAN: LATEST_VERSION

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.csms.v1.CsmsClient;

import com.huaweicloud.sdk.csms.v1l.model.CreateSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretVersionRequestBody;
import com.huaweicloud.sdk.csms.v1l.model.CreateSecretVersionResponse;
import com.huaweicloud.sdk.csms.v1l.model.ListSecretStageRequest;

import com.huaweicloud.sdk.csms.v1l.model.ListSecretStageResponse;

import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionResponse;
import com.huaweicloud.sdk.csms.vl.model.UpdateSecretStageRequest;
import com.huaweicloud.sdk.csms.v1l.model.UpdateSecretStageRequestBody;

import java.util.Collections;
import java.util.List;

public class CsmsDualAccountExample {

* BERAEER:

* - ACCESS_KEY: 95 Access Key

* - SECRET_ACCESS_KEY: #£ 5k SSecret Access Key

* - PROJECT_ID: #A=F=IRAID i#1EWhttps://support.huaweicloud.com/intl/zh-cn/
productdesc-iam/iam_01_0023.html

* - CSMS_ENDPOINT: A= CSMSERSS I Ia&imtttit 115 Whttps://support.huaweicloud.com/
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intl/zh-cn/api-dew/dew_02_0052.html

* - INERakIIskBERSRIRIBFERANZENK, ENEREHHENEETEFENF
W, (ERI®BE, BERLE;

* - ARBILAakFIskiRFEREZ S PREMSMIGIERM, ETARABIESEAMIFEFIRE
T BT EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID = "<ProjectID>";

private static final String CSMS_ENDPOINT = "<CsmsEndpoint>";

/| RS ERRFMRAIFEIRA

private static final String LATEST_VERSION = "latest";

private static final String HW_CURRENT_STAGE = "SYSCURRENT";
private static final String HW_PENDING_STAGE = "HW_PENDING";

public static void main(String[] args) {
String secretName = args[0];
String secretString = args[1];

dualAccountRotation(secretName, secretString);

}

* R UK SRR

* @param secretName

* @param secretString

*/

private static void dualAccountRotation(String secretName, String secretString) {
[/ BIEETS B E XMRAKSHIFRAERE, BRUERENSRSANKSERS,
CreateSecretVersionResponse newSecretVersion =

createNewSecretVersionWithStage(secretName,
secretString, Collections.singletonList(HW_PENDING_STAGE));

String versionld = newSecretVersion.getVersionMetadata().getld();

/] BIEFIEE pending 2 EHIEX

ListSecretStageResponse listSecretStageResponse = showSecretStage(secretName,
HW_PENDING_STAGE);

assert listSecretStageResponse.getStage().getVersionld().equals(versionld);

/| EEHRSANKSERLG, RSEFRAEBIRAIRSEFH/SYSCURRENT, ZE1IHHE
BINEMETERS S, EXiAE S atestifd,
updateSecretStage(secretName, versionld, HW_CURRENT_STAGE);

// LERTIEIS "atest " MRAVKEEARITMRAEE, STRNIKSERERE.
ShowSecretVersionResponse secretResponse = showVersionDetail (secretName,
LATEST_VERSION);

assert secretResponse.getVersion().getSecretString().equals(secretString);

}
/**
* B EHRERA

*ERBRE YRS S RINERRA, BFEASIESYSCURRENTHRAIRSISEF AR A ENE

* @param secretName

* @param newSecretVersionText

* @param stagelList

* @return

*/

private static CreateSecretVersionResponse createNewSecretVersionWithStage(String

secretName,
String newSecretVersionText,
List<String> stagelList) {
CsmsClient csmsClient = getCsmsClient();

[ R E R IR SRR

CreateSecretVersionRequest createSecretVersionRequest = new
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CreateSecretVersionRequest()
.withSecretName (secretName)
.withBody(new CreateSecretVersionRequestBody()
.withSecretString(newSecretVersionText)
.withVersionStages(stageList));

CreateSecretVersionResponse secretVersion =
csmsClient.createSecretVersion(createSecretVersionRequest);

System.out.printf("Created new version success, version id: %s",
secretVersion.getVersionMetadata().getld());

return secretVersion;

}

* RN SIERISE R A

* @param secretName

* @param versionld

* @param newStageName

*/

private static void updateSecretStage(String secretName, String versionld, String
newStageName) {

UpdateSecretStageRequest updateSecretStageRequest = new
UpdateSecretStageRequest().withSecretName(secretName)
.withStageName(newStageName).withBody(new

UpdateSecretStageRequestBody ().withVersionld(versionld));

CsmsClient csmsClient = getCsmsClient();
csmsClient.updateSecretStage(updateSecretStageRequest);

System.out.printf("Version stage update success. version id:%s, new stage name:%s",
versionld, newStageName);
}
Kk
* BiEERA TR
* @param secretName
* @param versionld
* @return
*/
private static ShowSecretVersionResponse showVersionDetail(String secretName, String
versionld) {
ShowSecretVersionRequest showSecretVersionRequest = new
ShowSecretVersionRequest().withSecretName(secretName)
.withVersionld(versionld);

CsmsClient csmsClient = getCsmsClient();
ShowSecretVersionResponse secretDetail =
csmsClient.showSecretVersion(showSecretVersionRequest);

System.out.printf("Query latest version success. version id:%s",
secretDetail.getVersion().getVersionMetadata().getld());
return secretDetail;

}

* BIEERAIREFE
* @param secretName
* @param stageName
* @return
*/
private static ListSecretStageResponse showSecretStage(String secretName, String
stageName) {
ShowSecretStageRequest showSecretStageRequest = new ShowSecretStageRequest()
.withSecretName(secretName).withStageName(stageName);
CsmsClient csmsClient = getCsmsClient();
return csmsClient.showSecretStage (showSecretStageRequest);
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S {ETNis 2 EIEEIE
}
/**
; FRENCSMSHRSS 2 i
* @return
pt{ivate static CsmsClient getCsmsClient() {
BasicCredentials auth = new BasicCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);
Csmsgleiteur:trfnewBuilder().withCredential(auth).withEndpoint(CSMS_ENDPOINT).build();
}
}
2.4.4 @R T ERCE: |1AM EiE
N F%E
AN ABERARBTIERENR, BT EREERSCEIAMEIE (Access Key and
Secret Key ) o
LRF M
o (NZHEHREIAMFKS, FXHIAMEKSICEHE
o FREMNMAMTKS TELFEFE—AHEIL.
o [XigE FEFEIREERSS (CSMS) ,
BREL TR
BIEESE
TH1 BREEEE
@ sxemphazs el rEREGHHE.
$£B3 BERALLHHN — , &R ‘BES54E > F—SHIAERS” , BAK—BHIA
IEARSSFRH
T4 EEMSHERE ‘St , EAZRNHE. 2R EaLARE ‘AIEFRE”

HENBIEEIERE,

FOEERFRE, REZRER, WE BRI, SHERSIE SIEETESH
IRARF
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3.1 EEIBEUE RS AT DEW IRSBiER IR TEIR
RS

%f@féiﬁ}ﬂAPIEﬁ, WENREIERRER., ASIRA X EREMIRE AR SRR T
Hit.
R FJRIE
ARSI BNELEHEIRIIN ((AIPRAEIR ) B, MRS SEFENEEY
58, {ERISMIBRISIE, AILUERHMERZEHER.
YR

SRIKS TERTINENER, B8 “KE” B8 “BR” .

BEURE ARG
1. BESEMAEEE:
- ACCESS_KEY: #£AMkSAccess Key, KRB IES WIKENAK/SK,
- SECRET_ACCESS_KEY: f£9MkSSecret Access Key, SRERATIEES WIKEY
AK/SK,
- PROJECT_ID: B=IREID, FKENARIEE WIRBIREID,
- I;MS_ENDPOINT: HLREKMSIRSSIHIELInHEIE, SRENSIES &R TS

- ANEBRakFIskEESERBHERANLZENK, BINEREXHFHER
IBTERENGFN, FRNERE, BREE.

- ARBILAakFIskiRFEREZEFRRIIMEMHIIERGI, BITARBEIENES
EAMIERIRERETEHUAWEICLOUD_SDK_AKZH[
HUAWEICLOUD_SDK_SK,

2. IEEUREHED
import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.exception.ClientRequestException;
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import com.huaweicloud.sdk.kms.v2.model.EncryptDataRequest;
import com.huaweicloud.sdk.kms.v2.model.EncryptDataRequestBody;
import com.huaweicloud.sdk.kms.v2.KmsClient;

public class KmsEncryptExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String KMS_ENDPOINT = "xxxx";

private static final String KEY_ID = "xxxx";

private static final String PROJECT_ID = "xxxx";

private static KmsClient KmsClientInit() {
ICredential auth = new BasicCredentials()
.withAk(ACCESS_KEY)
.withSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);
return KmsClient.newBuilder()
.withCredential(auth)
.withEndpoint(KMS_ENDPOINT)
.build();
}

public static long getWaitTime(int retryCount) {

long initialDelay = 200L;

return (long) (Math.pow(2, retryCount) * initialDelay);
}

public static void encryptData(KmsClient client, String plaintext) {
EncryptDataRequest request = new EncryptDataRequest().withBody(
new EncryptDataRequestBody()
.withKeyld(KEY_ID)
.withPlainText(plaintext));
client.encryptData(request);

}

public static void main(String[] args) {
int maxRetryTimes = 6;
String plaintext = "plaintext";
String errorMsg = "The throttling threshold has been reached";

KmsClient client = KmsClientlnit();
for (inti = 0; i < maxRetryTimes; i++) {
try {
encryptData(client, plaintext);
return;
} catch (ClientRequestException e) {
if (e.getErrorMsg().contains(errorMsg)) {
try {
Thread.sleep(getWaitTime(i));
} catch (InterruptedException ex) {
throw new RuntimeException(ex);
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