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ACCESS_KEY: £ 9MkSAccess Key

SECRET_ACCESS_KEY: £k =Secret Access Key

PROJECT_ID: £ A=B=IRBID, B2 WEN=BRA .
KMS_ENDPOINT: £28=KMSHRSSHIa12R iK1 .
INERBRakFIskEESEIBHERANZE NG, ENEREHFHER
BREPENEFN, FRNEE, BIRLE.

ARBILAakFIskRFEME L EPRLMBMIIENF, BITARBEIFNESS
EARMIEIR BT EHUAWEICLOUD_SDK_AK#]
HUAWEICLOUD_SDK_SK.

3. NIEAHSIH
LRS-

FRPEEA: LA=EHEatIgn=aID,
BB FirstPlainFile.jpg.
AR SEIR 4 SecondEncryptFile.jpg.

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.kms.v1.KmsClient;

import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequest;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequestBody;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyResponse;
import com.huaweicloud.sdk.kms.vl.model.DecryptDatakeyRequest;
import com.huaweicloud.sdk.kms.v1.model.DecryptDatakeyRequestBody;

import javax.crypto.Cipher;

import javax.crypto.spec. GCMParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import java.io.BufferedIinputStream;
import java.io.BufferedOutputStream;
import java.io.File;

import java.io.FileInputStream;

import java.io.FileOutputStream;
import java.io.|OException;

import java.nio.file.Files;

import java.security.SecureRandom;

*k

* (FFEUERA ( DEK ) TN
* MsFassertiBix, iSEVM_OPTIONSHIEN-ea

*

public class FileStreamEncryptionExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String PROJECT_ID = "<ProjectID>";

private static final String KMS_ENDPOINT = "<KmsEndpoint>";

* AESEIERXIRIR:

* - AES_KEY_BIT_LENGTH: AES256%$ALUIFIKE

* - AES_KEY_BYTE_LENGTH: AES256Z AT IKE

* - AES_ALG: AES25680%, A EEFERGCM, E7EHERIPKCS5Padding
* - AES_FLAG: AESEi%HRIR

* - GCM_TAG_LENGTH: GCM TAGKE

* - GCM_IV_LENGTH: GCM #JiamSKE

*/

private static final String AES_KEY_BIT_LENGTH = "256";

private static final String AES_KEY_BYTE_LENGTH = "32";
private static final String AES_ALG = "AES/GCM/PKCS5Padding";
private static final String AES_FLAG = "AES";

private static final int GCM_TAG_LENGTH = 16;

private static final int GCM_IV_LENGTH = 12;
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public static void main(final String[] args) {
|| BRI H S ENEB L &55ID
final String keyld = args[0];

encryptFile(keyld);
}

*k

* S I EUR R SN AR 2 S-S5

* @param keyld FBFPEZZ4HID
*/
static void encryptFile(String keyld) {
[/ 1 EBREERTRIAEEE
final BasicCredentials auth = new
BasicCredentials().withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

/] 248EESDK, ENMIEEE RKMSIHaZ&Lig bt
final KmsClient kmsClient =
KmsClient.newBuilder().withCredential(auth).withEndpoint(KMS_ENDPOINT).build();

/] 3EERCIBEIEZRERER
final CreateDatakeyRequest createDatakeyRequest = new CreateDatakeyRequest()
.withBody(new
CreateDatakeyRequestBody().withKeyld(keyld).withDatakeyLength(AES_KEY_BIT_LENGTH));

/] ARV EIREESH
final CreateDatakeyResponse createDatakeyResponse =
kmsClient.createDatakey(createDatakeyRequest);

[ 5 W CIRREUIRZHER

[ B ESA S Key dBWRFEAME, H{ERZHIRITIRENAX & H

[ BESCESATECIREZBNER, (FRaIREE 618 HIBA k%A byte#iE
final String cipherText = createDatakeyResponse.getCipherText();

final byte[] plainKey = hexToBytes(createDatakeyResponse.getPlainText());

/] 6. BN
// inFile IR 4
// outEncryptFile HIZRSHISZIE

final File inFile = new File(" FirstPlainFile.jpg");
final File outEncryptFile = new File("SecondEncryptFile.jpg");

/] 7 {ERBAESELFHITINZERT, nILACIEEYIs @S

final byte[] iv = new byte[GCM_IV_LENGTH];

final SecureRandom secureRandom = new SecureRandom();
secureRandom.nextBytes(iv);

/] 83ISHFHITING , FHIFENZFHIS
doFileFinal(Cipher.ENCRYPT_MODE, inFile, outEncryptFile, plainKey, iv);

}

* WA TINRRE

* @param cipherMode NZ&E=, AIEE(E/9Cipher.ENCRYPT_MODED &
Cipher.DECRYPT_MODE

* @param infile ORI

* @param outFile  NNFRZEAISIA

* @param keyPlain BASZZ4A

* @param iv st =

*/

static void doFileFinal(int cipherMode, File infile, File outFile, byte[] keyPlain, byte[] iv) {

try (BufferedinputStream bis = new BufferedInputStream(new FilelnputStream(infile));
BufferedOutputStream bos = new BufferedOutputStream(new

MAERRAS 10 (2025-07-17)
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FileOutputStream(outFile))) {
final byte[] bytln = new byte[(int) infile.length()];
final int fileLength = bis.read(bytIn);

assert fileLength > 0;

final SecretKeySpec secretKeySpec = new SecretKeySpec(keyPlain, AES_FLAG);

final Cipher cipher = Cipher.getinstance(AES_ALG);
final GCMParameterSpec gcmParameterSpec = new
GCMParameterSpec(GCM_TAG_LENGTH * Byte.SIZE, iv);

cipher.init(cipherMode, secretkKeySpec, gcmParameterSpec);
final byte[] bytOut = cipher.doFinal(bytln);
bos.write(bytOut);

} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

}

1. EESEMANEER.

ACCESS_KEY: £ 55 Access Key
SECRET_ACCESS_KEY: £ Ak=Secret Access Key
PROJECT_ID: A =B=IMBID, 52 EA=FRIME .

KMS_ENDPOINT: f£A=KMSHIRSZ A0 imttblE, EHS &

INERRIakFIskEEB IR ERANLZE XK, ElMEﬁEESZ#FESZ%%

BLEPENEFN, ERINERE, HIREE.

RNRBILAakFISKIRFENB L EFRLMEHIIEAM, BTAROIRNIEE

EARMIERIEERIETEHUAWEICLOUD_SDK_AKZ
HUAWEICLOUD_SDK_SK,

2. RRERINE
MRS

FREZEH: LAREHECIRESAID,
BRI EIREI 4. SecondEncryptFile.jpg.
INZEEBRENEYESUY: ThirdDecryptFile.jpg.

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.kms.v1.KmsClient;

import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequest;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyRequestBody;
import com.huaweicloud.sdk.kms.vl.model.CreateDatakeyResponse;
import com.huaweicloud.sdk.kms.vl.model.DecryptDatakeyRequest;
import com.huaweicloud.sdk.kms.vl.model.DecryptDatakeyRequestBody;

import javax.crypto.Cipher;

import javax.crypto.spec. GCMParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import java.io.BufferedInputStream;
import java.io.BufferedOutputStream;
import java.io.File;

import java.io.FileInputStream;

import java.io.FileOutputStream;
import java.io.|OException;

import java.nio.file.Files;

import java.security.SecureRandom;

*k

* (FFEUERMA ( DEK ) T XXEmnm=
* MsFassertiBix, iSEVM_OPTIONSHIEN-ea
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*

public class FileStreamEncryptionExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String PROJECT_ID = "<ProjectID>";

private static final String KMS_ENDPOINT = "<KmsEndpoint>";

/**

* AESELERRITIR:

* - AES_KEY_BIT_LENGTH: AES256Z5ALVHIKE

* - AES_KEY_BYTE_LENGTH: AES256F5A=TKE

* - AES_ALG: AES2568%, AfIDEIEERGCM, H7afFERPKCS5Padding
* - AES_FLAG: AESEE#RiR

* - GCM_TAG_LENGTH: GCM TAGKE

* - GCM_IV_LENGTH: GCM IS E

*/

private static final String AES_KEY_BIT_LENGTH = "256";

private static final String AES_KEY_BYTE_LENGTH = "32";
private static final String AES_ALG = "AES/GCM/PKCS5Padding";
private static final String AES_FLAG = "AES";

private static final int GCM_TAG_LENGTH = 16;

private static final int GCM_IV_LENGTH = 12;

public static void main(final String[] args) {
|| B A3 & CIEH B 245ID
final String keyld = args[0];
/] BREEUIEZERT, R SRR
final String cipherText = args[1];

decryptFile(keyld, cipherText);
}

*k

* (S FIEUR R SH N AR 2 S-S5

* @param keyld FBFPEZ4HID
* @param cipherText Z X HIEZH
*/
static void decryptFile(String keyld, String cipherText) {
[/ 1 EBBEERTRIAMEEE
final BasicCredentials auth = new
BasicCredentials().withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

/] 240984€SDK, FENMEEERKMSIHaZLim bt
final KmsClient kmsClient =
KmsClient.newBuilder().withCredential(auth).withEndpoint(KMS_ENDPOINT).build();

/] 3 EEFINZERI S

// inFile RENNZERTSZ 14

// outEncryptFile HIZRSHISZIE

// outDecryptFile I1ZSBBZNI L

final File inFile = new File(" FirstPlainFile.jpg");

final File outEncryptFile = new File("SecondEncryptFile.jpg");
final File outDecryptFile = new File(" ThirdDecryptFile.jpg");

/] A{EFBAESEILHTREZRT, YIIREERESMERRIT—, WM S,
final byte[] iv = new byte[GCM_IV_LENGTH];

/] 5ARSEREEIERSANER, HEFcipherTexth Bl EIRZBIHROAIZB AR .
final DecryptDatakeyRequest decryptDatakeyRequest = new DecryptDatakeyRequest()
.withBody(new DecryptDatakeyRequestBody()
.withKeyld(keyld).withCipherText(cipherText).withDatakeyCipherLength (AES_KEY
_BYTE_LENGTH));

/] 6. FEEEUEESE, FIHRERY1 61BN B PiRRk by te#R
final byte[] decryptDataKey =
hexToBytes(kmsClient.decryptDatakey(decryptDatakeyRequest).getDataKey());

MAERRAS 10 (2025-07-17)
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/17 3HATHES, FPERER RIS
/] ARV RGP EIRAIRIIAE =
doFileFinal(Cipher.DECRYPT_MODE, outEncryptFile, outDecryptFile, decryptDataKey, iv);

/] 8 EE3F R4 FN NN fE AR A4
assert getFileSha256Sum (inFile).equals(getFileSha256Sum (outDecryptFile));

}

* W TINRRE

* @param cipherMode INZE#&EL, AJE(E/9CipherENCRYPT_MODESZ
Cipher.DECRYPT_MODE

* @param infile  fFINEZERII

* @param outFile  NNFRZEAISIA

* @param keyPlain BASZZ4A

* @param iv st =

*/

static void doFileFinal(int cipherMode, File infile, File outFile, byte[] keyPlain, byte[] iv) {

try (BufferedinputStream bis = new BufferedIinputStream(new FilelnputStream(infile));
BufferedOutputStream bos = new BufferedOutputStream(new
FileOutputStream(outFile))) {
final byte[] bytln = new byte[(int) infile.length()];
final int fileLength = bis.read(bytIn);

assert fileLength > 0;

final SecretKeySpec secretKeySpec = new SecretKeySpec(keyPlain, AES_FLAG);
final Cipher cipher = Cipher.getinstance(AES_ALG);
final GCMParameterSpec gcmParameterSpec = new
GCMParameterSpec(GCM_TAG_LENGTH * Byte.SIZE, iv);

cipher.init(cipherMode, secretkKeySpec, gcmParameterSpec);
final byte[] bytOut = cipher.doFinal(bytln);
bos.write(bytOut);

} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

}

*k

* TN R R by te 1 4H

* @param hexString +73it I F R
* @return byte#{¢H
*/
static byte[] hexToBytes(String hexString) {
final int stringLength = hexString.length();
assert stringLength > 0;
final byte[] result = new byte[stringLength / 2];
intj=0;
for (inti =0; i < stringLength; i += 2) {
result[j++] = (byte) Integer.parselnt(hexString.substring(i, i + 2), 16);

return result;

}

* S EHSHA256HHE

* @param file {4

* @return SHA2561HE

*/

static String getFileSha256Sum(File file) {
int length;
MessageDigest sha256;
byte[] buffer = new byte[1024];
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try {

sha256 = MessageDigest.getinstance("SHA-256");
} catch (NoSuchAlgorithmException e) {

throw new RuntimeException(e.getMessage());

}

try (FilelnputStream inputStream = new FilelnputStream(file)) {
while ((length = inputStream.read(buffer)) !=-1) {

sha256.update(buffer, 0, length);

}
return new BiglInteger(1, sha256.digest()).toString(16);

} catch (IOException e) {
throw new RuntimeException(e.getMessage());

}

}
}
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SRS ERSIRNET, EEEFINELSR, ERETHE, & FORISEEPEERIAER
SEEENER, WE1-18F.
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@ =us

0 LEEEEFEERER, HERNERTETESA.

hEER

LiEnEs

.

BEEE @ szmomzEs
FRESHIERS, HEREERS TEES

AR

o FHEOBSHENZERE, LENRITRIAFRHEBIIINELRE .

A ERUEEEHEE, SR AR S, NEEERSS MRk, ETRSEEE

e AR R, BRI
(BREETH001TEE HE, B REiT5GE)

MSIIEER., ElaEiasRiiaNER.

o WNRFBELNELRE, FEFIXHE “WRBRIINELE" &N, RIBERFERIERESSE-

KMSE,SSE-OBSINZ A= .
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FEER =oscemariesr

Q s
O LEREEFEERER. LERTREFEFEER. X
FhEER
Lt ERERER s, R LR B s, SR ERES MR, ERRSRE
=l
R ETEEER, 8 EE
(RBEHF100304EE L, SuREidscn)
B
SWAERER.  EEE O

MEEEEE
SENEE

AT
(REELY:

RFFEOBSHMNEE LIENRIFEEF A ERS IR .
£I6 MR LERINGE, AIEMNRIIFRFEEIRAIINEIRTE.
(1 588

o MREIMNBASA A LUER
o (ERAFHZARTLME, MRBIFSSHINZNRAETE.

s

HBXIRE

PRI LUETEAOBS AP, ERRSSIRINESSE-KMST5EL ( SSE-KMST5EE
%O{iﬂ%ﬁgﬁKMS?;E'Eﬁi\E’\J%T%HiEﬁHE%ﬁ#‘EHH%T ) EEXH, FIEESE (WRFHERS
API= °

1.2.6 RDS &BEEINZE

k)

X RBEIEEST EMySQL. PostgreSQL3 &,
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HIEINZIRSS
L 1 ZREE

SERANEINEERE, BFEZREIEESIAIFIT SHEN, MEMIRSERS RN
%}?‘%Eﬁﬁ%o RPTHINEMNRE, FENENSTERSREENE], BRHEES
2]l

ZREM

o LEIERAFEBESR—SMIAMERSRINEN TR REEEEREXIEAIKMS
AdministratortfR . MPRFINTTEBSL ( F—BMIAIERSAFER ) B9 ‘U0
EERAPEFER? 7 815,

o WNMRAFPFZEAEENERNELEMNR, UEELBIHEINZRSIEE
A, EREENERSCIERRIFEES NEIEEN,

o LAIBIEMING, FHEREENERS, BEXREENER. FRENSREFMER
5 LB HEIEASWINE .

o ARXFEBHIFEELAICEMING, B2ERIMREEERNER, Bl
SERSAITRH, MELERE.

o EIFHENNEAILA, Fii SHEETERASERRENEZERRHITINE

{5F8 KMS INZEREESLAI (=68 )
FPEEEXREHIERE ( Relational Database Service, RDS ) WLEURESLAIRT,
ATLASERE “HAEBINE" , (ERKMSIEMNZHERINZEIEELAIN#@E, ESEE8
SEEMySQLILHI. WSEPostgreSQLILH ,
1-20 RDS RSB imINEE

=SEETR | KMS-1834 | C

1
i
[}
1
ko)
il

{EF KMS INZEEHRRESLSI (API)

PP EALLIRRDS AP RIBREA, #EESS (XREBIER
APIZE) ,

1.2.7 DDS #UEENNZ

=y
SEABIEALE, AP AREIREIARY SWAEN, MASIERERSHMEN
%}%Eﬁﬁ%o PP THRINERIRE, FiEMEYREERSHERENEY, BIRHA
AP

FRFM

o CBEIS—SMIANERS AN IEEIERERS FREXERIKMS
AdministratortfR . MPRFINTTEBSL ( F—BMIAERSAFER ) 89 ‘U0
IEERAPEFER? 7 &1,

o WNMRAFPFZEAEENERNE LEMR, WEELBITHEINZRSEE
B EREENERS CIZERIFFETS NEIEER,
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HIEINZIRSS
EfESLE 1 ZAEE

o LEIBIEAING, FRMEREENERTE, BREELER. FRAENRFMER
3 LR HEIERASWINE .

o AR NSEIEERSSEOICIZMING, B2 MIREEERRIZR, &N
SSHEUEERTR, MELERE.

o EIFMBNINZAISLA, i FHMETERASEREINZEZRHITING

5/ KMS INZEIRZELH (RS )
P EEI X EEZERSS ( Document Database Service, DDS ) WISLE(EEESLA)

B, AJLAREE “HENE" , ERKMSIREREERINEZELIRELFINHE, B2
RIS ISLSLB

1-21 DDS fRSSimNN%E

meEaEFn | KMS-1834 | =

{5 KMS INEZEERRRSESI (API)

Pt LUEITEAADDS APIEOMSEANZHUREELS], 1F15152%E ( SHEEIEER
EAPIBE ) ,

1.3 (EFINE SDK HTAM S HINEE

XHNE, EESEEEENNAMERETING, EETERFINEIEN
IN#ESDK ( Encryption SDK ) @— MNEFIRZAEEE, 1Mt 7RIS KRN
BEERE, SEREPEITNRERZOINEE, MARXOEEINZES
RYSCINERE, AR RBEAINEE RO IR ISSHIREINEE .
AR
BEZFEIFNE: FEEE.

RIFRimSR
SRR R S REIT HTTPSIEREIKMSIRSS TR I ST A B ML
B, BEEINESE.

RRTI=

INEZ SDKIET 47 3 RS INZ R IR TI0E

HUENNEEIS KMSE R AVEUEZSATESDKAERIETT, RFEHDRIIBE 4 THRHE
R MEEEHEEITINE, RIETXEINZRZEEFERSME.

SF A, SOKFUTINEISIEF, BN ERZNEIAEYD, BENEEZE5EE
UG FERBAT F—ERSUHSEFINNGERE , EEFMENGHRIINEE
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HIEINEARSS

BETH 1 IR
BAERE

projectld
SRE{ERRYregionfS 2

endpoint

> -l
- -

FPREINNZESDK, FERX

HonfEE RN

BRIFT R

$I1 FREYAK/SK:
e ACCESS_KEY: #£9Mk2Access Key, FRENATUIES MIKENAK/SK
e SECRET_ACCESS_KEY: f£ kS Secret Access Key, IREXVATiEZ WIREL
AK/SK,
o IANEAMakiIskEESEINEPERANZENK, BNEREXHFHENET
EPENEFN, FRANEE, BREE.
o KRB aKFIsSKIRFEMEZEPRILMEHIIEAA, BITAROIBHBELER
HIME IS B IEZTEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
$£2 FKElregiontBX(EE..
1. SREEEREHS.
2. BArBmhZEALAMERE, T NMSIERPEE “BIEIE .
3. ¥%EY “InEID” (PROJECT_ID)F1 “IIB” (REGION),

1-22 3REXINE 1D FIIRE

AR SN Q

IFEID (= HE 4= FERE =

P1fBasbt snnorth-1 A

uuuuuuuuuuuuuuu 371700 snenortn4 wAER
1068bc1030 sn-north2 i
58184200078 sn-noring s

9m9a260: '9%a4daf4s snnorts s e
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L
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=]

b

4. BHEEEAN

EE” RE.

5. 3REXHBiIRegionFEE(FRAIEZHID (KEYID) ,

1-23 FREVEZZ4A ID

BIED |= s SRR SRR 1= PUHE
AES_256 o i
== ENCRYPT_DECRYPT =ASE default
KMS-f4Te
— RSA_4096 - e

beT71739-161c-4844-81ce-acti5c8dcbod ENCRYPT_DECRYPT

6. FRENEIRegionEE(FAAIKRIKTIS (ENDPOINT) o

1-24 FREVEIRTI =
=2
HORNFIRSS DEW

XiEHR Zgmia (Endpoint)

k- cn- kms. myhuaweicloud.com HTTPS

it on- kms. myhuaweicloud.com HTTPS
it o kms. myhuaweicloud.com HTTPS
ot - kms. nyhuaweicloud.com HTTPS
3 - kms. nyhuaweicloud.com HTTPS
g o kms. myhuaweicloud.com HTTPS
g - kms. myhuaweicloud.com HTTPS
= sa-| kms. nyhuaweicloud.com HTTPS
e la-r kms. myhuaweicloud.com HTTPS

SI3 NHINEE.

public class KmsEncryptFileExample {

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String PROJECT_ID = "<projectld>";

private static final String REGION = "<region>";

private static final String KEYID = "<keyld>";

public static final String ENDPOINT = "<endpoint>";

public static void main(String[] args) throws IOException {

/] TESAHFERIR

String encryptFilelnPutPath = args[0];

/] INEEE SRR

String encryptFileOutPutPath = args[1];

/] BRI

String decryptFileOutPutPath = args[2];

/] Iz £ R

Map<String, String> encryptContextMap = new HashMap<>();
encryptContextMap.put("encryption", "context");
encryptContextMap.put("simple", "test");

encryptContextMap.put("caching", "encrypt");

/] FSEINERE

HuaweiConfig config = HuaweiConfig.builder().buildSk(SECRET_ACCESS_KEY)
.buildAk(ACCESS_KEY)

.buildKmsConfig(Collections.singletonList(new KMSConfig(REGION, KEYID, PROJECT_ID,

ENDPOINT)))
.buildCryptoAlgorithm(CryptoAlgorithm.AES_256_GCM_NOPADDING)
.build();
HuaweiCrypto huaweiCrypto = new HuaweiCrypto(config);
/] REZRA
huaweiCrypto.withKeyring(new
KmsKeyringFactory().getKeyring (KeyringTypeEnum.KMS_MULTI_REGION.getType()));

, 1EF ‘RESEM > BIEINERSS DEW” , BOANEN “E48
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1 ZAETE

/1 DS
encryptFile(encryptContextMap, huaweiCrypto, encryptFileInPutPath, encryptFileOutPutPath);
/] B
decryptFile(huaweiCrypto, encryptFileOutPutPath, decryptFileOutPutPath);
}

private static void encryptFile(Map<String, String> encryptContextMap, HuaweiCrypto huaweiCrypto,
String encryptFilelnPutPath, String encryptFileOutPutPath) throws IOException {
// fileInputStream ANZE /& STAXT RIAYEIN TR
FileInputStream filelnputStream = new FilelnputStream(encryptFileInPutPath);
// fileOutputStream JESZ{4X RZAYIE TR
FileOutputStream fileOutputStream = new FileOutputStream(encryptFileOutPutPath);
/] Dz
huaweiCrypto.encrypt(filelnputStream, fileOutputStream, encryptContextMap);
fileInputStream.close();
fileOutputStream.close();

}

private static void decryptFile(HuaweiCrypto huaweiCrypto, String decryptFilelnPutPath, String
decryptFileOutPutPath) throws |IOException {
[/ in ESUERS RIASEINGTR
FileInputStream filelnputStream = new FilelnputStream(decryptFilelnPutPath);
/1 out MRS RLAYRI LR
FileOutputStream fileOutputStream = new FileOutputStream(decryptFileOutPutPath);
/] =
huaweiCrypto.decrypt(filelnputStream, fileOutputStream);
fileInputStream.close();
fileOutputStream.close();
}
}

et

1.4 & Region R INEZR

SR

BRTSZ

HERegionINRE L IRSMEIERS, TABXIEIBRHTIIRERE, BRULAES
ZIABIEIRSS ( Key Management Service, KMS ) SEIfERegionBRINMRES, {RIE
FEArhiT

%%;ﬁiﬁzgﬁ\RegionE’\JKMSHE%H:.'IJ'EESZB%, REZPUAPEFE—1 I HEIIRegionBIR]
SSRUINRERR .

FERegionZ A 5 EHT{EAZ " RegionAIEZAN— M EIEINE , LRME—RIEIER
X, BEERNERNR, TTLUERNZLERERNERE, BaLUERRERER
w, SR ERRTRRFES— 1SS M INEZRARPERNTRNBRERER,

AR
BEFEFRLE: FESE.
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T FREXAK/SK:
e  ACCESS_KEY: £ AMKSAccess Key, SREUGIEZS WIKENAK/SK,

e SECRET_ACCESS_KEY: £ 9k SSecret Access Key, FKEXNGTiES WIREY
AK/SK,

o INEARakFIskEESEMCEFABRANZENE, BINELRENEFHENEST
ERENEFN, FHNRE, BiRZE,

o  KRBILLakFISkIFEEIME T EFRELMBMHIGIERA, BITAREAEHERERS
ISR B IS EHUAWEICLOUD _SDK_AKFIHUAWEICLOUD_SDK_SK,

T2 KElregionfBXEE

1. EREEREHS.

2. BAWREEIEALAHARZ, T NYIERPEE “BIEE

3. ¥XEY “IIEID” (PROJECT_ID)FN “IGE” (REGION),

[ 1-25 FREXIE ID FIIE

TR Q

IFEID (= HE 4= FERE =

P1fBasbt snnorth-1 A
555555555555555 37170 n-north-4. Bl

10680c1036 sn-nortn2 e

58184200078 sn-noring s

09M9dn260¢ '9%a4da46 cnenorthes s
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HIEINZIRSS
L 1 ZREE

5. 3KREXHmiRegionFE(FREAIERHID (KEYID) ,

1-26 FREVEZZ4A ID

BEID = ®E AR EBHTERE (= SWIFE RE

S-edbo AES 256

[ w————— g sHER fa =8 B HEDAE
80a2980-719b-400c-28c5. 32214932692 ENCRYPT_DECRYPT L cetault

s ftte

RSA_4096 - R R
= =meE %@ me | SEEAE
bc77f739-161c-4844-81ce-ac15c8dchIc ENCRYPT_DECRYPT REE pE o

£33 [ERERINGEE .

public class KmsEncryptionExample {
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID_1 = "<projectld1>";
private static final String REGION_1 = "<region1>";
private static final String KEYID_1 = "<keyld1>";

public static final String PROJECT_ID_2 = "<projectld2>";
public static final String REGION_2 = "<region2>";
public static final String KEYID_2 = "<keyld2>";

/| WEMZERIEE
private static final String PLAIN_TEXT = "Hello World!";

public static void main(String[] args) {
/] E=5RYIZ
List<KMSConfig> kmsConfigList = new ArrayList<>();
kmsConfigList.add(new KMSConfig(REGION_1, KEYID_1, PROJECT_ID_1));
kmsConfigList.add(new KMSConfig(REGION_2, KEYID_2, PROJECT_ID_2));
/] FSRINEERER
HuaweiConfig multiConfig = HuaweiConfig.builder().buildSk(SECRET_ACCESS_KEY)
buildAk(ACCESS_KEY)
.buildkmsConfig(kmsConfigList)
.buildCryptoAlgorithm(CryptoAlgorithm.AES_256_GCM_NOPADDING)
.build();
[ EREERIA
KMSKeyring keyring = new
KmsKeyringFactory().getKeyring(KeyringTypeEnum.KMS_MULTI_REGION.getType());
HuaweiCrypto huaweiCrypto = new HuaweiCrypto(multiConfig).withKeyring(keyring);
/] Iz £
Map<String, String> encryptContextMap = new HashMap<>();
encryptContextMap.put("key", "value");
encryptContextMap.put("context", "encrypt");
// N
CryptoResult<byte[]> encryptResult = huaweiCrypto.encrypt(new EncryptRequest(encryptContextMap,
PLAIN_TEXT.getBytes(StandardCharsets.UTF_8)));
/] 8=
CryptoResult<byte[]> decryptResult = huaweiCrypto.decrypt(encryptResult.getResult());
Assert.assertEquals(PLAIN_TEXT, new String(decryptResult.getResult()));
}
}

-

1.5 SNMaIfEEA KMS X33 {1752 IR IF

R FRizm=

SEREXH (HN: BR. BFREJEFEEMNSE ) FEAEHSEFEIIRE
T, APULMERKMSH XX HRER1TEE, BXERNTERTE/RERT
BT, BRYGEEhNEFEIETREREN.
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BRTSZ

RARZEEEKMSHEIE— 1 RFREER.
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FR7Ro
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PIREINSER , MREEFIRE, WRAXAAREEN . WERIZNE KSR
o
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£ FREVAK/SK:

ACCESS_KEY: £k SAccess Key, IXEXS IS WIKENAK/SK,

SECRET_ACCESS_KEY: #£ Mk SSecret Access Key, FREXATiEZS IIREL
AK/SK,

INERRIakFIskEZRSRIRIBHERANLZENE, BNEREHHENEE

SPENEFN, ERINEE, BIRLE.

RplLlakFIskiRFENZZEFREILMBHIGIE P, IBTAREIRIERESR

MBI EIRETEHUAWEICLOUD _SDK_AKFIHUAWEICLOUD _SDK_SK,

T2 (FRKMSII X EHITEZHIGE

public class FileStreamSignVerifyExample {

* BRAIEES:

* - ACCESS_KEY: fe =Mk =Access Key

* - SECRET_ACCESS_KEY: #£ =S Secret Access Key, BIRMSE, BINZENIFE

* - IAM_ENDPOINT: £ ARIAMARSS 548 ittt 115 4R T

* - KMS_REGION_ID: #J5Z=KMS3ZH5RY e, 115 I KM St K MS 37 #grithiag

* - KMS_ENDPOINT: £ A=KMSHRSS a1 imibE 1 5 T 42 um it e um it

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String IAM_ENDPOINT = "https://<lamEndpoint>";

private static final String KMS_REGION_ID = "<Regionld>";

private static final String KMS_ENDPOINT = "https://<KmsEndpoint>";

public static void main(String[] args) {
/] FBREESR 1D, FEEFEZIARAIRE & SIGN_VERIFYRIZEA
final String keyld = args[0];

signAndVerifyFile (keyld);
}

/**
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* fEFKMSYI SR TEZ NS

* @param keyld FAFEZ4HID

*/

static void signAndVerifyFile(String keyld) {

/] 1 EBBREARANAMEHER

final BasicCredentials auth = new BasicCredentials()
.withlamEndpoint(IAM_ENDPOINT).withAk (ACCESS_KEY).withSk(SECRET_ACCESS_KEY);

/] 240981ESDK, FENINEEERKMSIHa#Limibit
final KmsClient kmsClient = KmsClient.newBuilder()
.withRegion(new Region(KMS_REGION_ID, KMS_ENDPOINT)).withCredential(auth).build();

/] 3. EBFEZRIG

// inFile fS&EZHIH

final File inFile = new File("FirstSignFile.iso");

final String fileSha256Sum = getFileSha256Sum(inFile);

/| ATERE, SERERPRE, BESENSZEE
final SignRequest signRequest = new SignRequest().withBody(
new
SignRequestBody().withKeyld (keyld).withSigningAlgorithm (SignRequestBody.SigningAlgorithmEnum.RSASSA
_PSS_SHA_256)
.withMessageType(SignRequestBody.MessageTypeEnum.DIGEST).withMessage(fileSha256Su
m));

final SignResponse signResponse = kmsClient.sign(signRequest);

// 5 3GIEEE
final ValidateSignatureRequest validateSignatureRequest = new ValidateSignatureRequest().withBody(
new
VerifyRequestBody().withKeyld (keyld).withMessage (fileSha256Sum).withSignature(signResponse.getSignatur
e())
.withSigningAlgorithm(VerifyRequestBody.SigningAlgorithmEnum.RSASSA_PSS_SHA_256)
.withMessageType(VerifyRequestBody.MessageTypeEnum.DIGEST));
final ValidateSignatureResponse validateSignatureResponse =
kmsClient.validateSignature(validateSignatureRequest);

/] 6 HEIHHEREER

assert validateSignatureResponse.getSignatureValid().equalsignoreCase("true");

}

* B HSHA2561HE

* @param file 34
* @return SHA256HE, Base64t&,
*/
static String getFileSha256Sum(File file) {
int length;
MessageDigest sha256;
byte[] buffer = new byte[1024];
try {
sha256 = MessageDigest.getinstance("SHA-256");
} catch (NoSuchAlgorithmException e) {
throw new RuntimeException(e.getMessage());

try (FilelnputStream inputStream = new FilelnputStream(file)) {
while ((length = inputStream.read(buffer)) !=-1) {
sha256.update(buffer, 0, length);
}
return Base64.getEncoder().encodeToString(sha256.digest());
} catch (IOException e) {
throw new RuntimeException(e.getMessage());
}
}

M HERAS 10 (2025-07-17) WA © EARTERABIRAE 37



HIRIEIRS
EyniTs | B

-

M HERAS 10 (2025-07-17) WA © EARTERABIRAE 38



HIEINZIRSS
L 2 FEEE

RS

gL="

2.1 WMalfE A R E IR AR S5 A R R AR D RO BRI S

CEREDONAREFIEETR, BESRARREERLOESR. EHEERERE
Y, E0RT EIBIRVEIELASN, BREBHT —LEMRF, SXFERE LN EE
N e FLUMERFRENRE . MREESITNBEFE—FRE, mEEIERES—
1, Wiz AREFREEERERE R

FtERA EENEHZEEESNEREETIE+H X,
R ERETERSS ( Cloud Secret Management Service, CSMS ) AILAESENEIAA

AT RS

o %ﬂgﬁ%ﬁm%,ﬁﬁﬁﬂ@ﬁﬁﬁﬁ%%%%ﬁﬁ%mm,E%HE&%F
YL,

o FHXISESHIRNL: HEHTATRRNSXEREREN, SHISFAEZER
M9,

o RUBRDMSOKEANSR, HHBRENER.
o EREEFHMARSEE. ERNAUGHISEXNIKSED, BalliEiElsH
BEFAEE, SEETRT: MIRESR. IPHIAROE,
(EREREEREIEE
TSOREN BT SR, FEBIAPIERERREREICHISIRE.

REAEERFEINKSREKMS AdministratorgiZ KMS CMKFullAccesstNfR, 115
TUDEWHRETE,
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2-1 EREFAE

\ @ @ @
> 5 L
€)
EHR EiREERS E=HNEER iR
iR :

B HEAFEEREEERS P EREHSSEAPIEIE— N ERE, BREFHEEIEREE
KER (flan: HiEELE, w0, B3 ) .

$R2 SIERNRRERLIDEERER,

=
o

EREERSSEZERLE MeIZNEREFMHEIR

$I3 FRESERSOURABEEREN, BEEPREFNEREBIEEEIEAPIZ RG]
BN BRERFH

SB4 NAREFRDEIBREENERBEXER, ERXERZERERNTEERE.

CUEFEIEFZEIYER API
R LORFLATAPI, BIIAPIBIZERRFEXASHEEREXERER.
APIZTR kA
BN BIEINER, HFESEREFAER
AIRIERRAS
HiaEE BRIEEERINER

BT APl EOCIRFIRENEaERE

1.

BEFEIAIEER

ACCESS_KEY: £ 9Mk=Access Key

SECRET_ACCESS_KEY: f2 k= Secret Access Key
PROJECT_ID: 2 A=BRIRBID, E2NEN=FRIME .
CSMS_ENDPOINT: #£8Z=CSMSERSZ DR imitblit .

INERBRYakFIskERSEIRNIEHAERANZENGE, BXERENHHER
BLEPENFN, ERINRE, BRER.

- ARBILAaKFIskRFENMEZR S PRIMBMIGIEAH, BITAREIRNES
ERMIEPIR BT EHUAWEICLOUD_SDK_AKF
HUAWEICLOUD_SDK_SK.
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SIEEIIERERER:
EREZFR: secretName
EYE(E: secretString
E{RARANE: LATEST_SECRET
1ZIBIRA: versionld

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.csms.v1.CsmsClient;

import com.huaweicloud.sdk.csms.v1.model.CreateSecretRequest;

import com.huaweicloud.sdk.csms.vl.model.CreateSecretRequestBody;
import com.huaweicloud.sdk.csms.v1.model.CreateSecretResponse;
import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionResponse;

public class CsmsCreateSecretExample {

* ERAIEER:

* - ACCESS_KEY: #£9MKSAccess Key

* - SECRET_ACCESS_KEY: ££AMKSSecret Access Key

* - PROJECT_ID: #3=B=IRBID iF1E W https://support.huaweicloud.com/intl/zh-cn/productdesc-
iam/iam_01_0023.html

* - CSMS_ENDPOINT: 49 Z=CSMSERSS 1A a4&imttiit 1315 W https://support.huaweicloud.com/
intl/zh-cn/api-dew/dew_02_0052.html

* - INEARakFIskEESEIRIBHPERANLZENE, BNERENHRENETSENEFY, &
R, HRELE.

* - AL akFIskiRFEIMEZERRIMEMIIENF], ETARIRIEREAMIMETISERE
TEHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID = "<ProjectID>";

private static final String CSMS_ENDPOINT = "<CsmsEndpoint>";

/| BRE R ERERARAIFBEIRRAd
private static final String LATEST_SECRET = "latest";

public static void main(String[] args) {
String secretName = args[0];
String secretString = args[1];

/] BB ENE

createSecret(secretName, secretString);

/] BT EEMRAE “latest” HEIRAME “vI"EIGEFCIENEERS
ShowSecretVersionResponse latestVersion = showSecretVersion(secretName, LATEST_SECRET);
ShowSecretVersionResponse firstVersion = showSecretVersion(secretName, "v1");

assert latestVersion.equals(firstVersion);
assert latestVersion.getVersion().getSecretString().equalslgnoreCase(secretString);

}

* Bl ESR
* @param secretName
* @param secretString
*/
private static void createSecret(String secretName, String secretString) {
CreateSecretRequest secret = new CreateSecretRequest().withBody/(
new CreateSecretRequestBody().withName(secretName).withSecretString(secretString));

CsmsClient csmsClient = getCsmsClient();
CreateSecretResponse createdSecret = csmsClient.createSecret(secret);

System.out.printf("Created secret success, secret detail:%s", createdSecret);

}
/**
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* IR ERIRAIdE SRR AIFE S
* @param secretName
* @param versionld
* @return
*/
private static ShowSecretVersionResponse showSecretVersion(String secretName, String versionld) {
ShowSecretVersionRequest showSecretVersionRequest = new
ShowSecretVersionRequest().withSecretName (secretName)
.withVersionld(versionld);

CsmsClient csmsClient = getCsmsClient();
ShowSecretVersionResponse version = csmsClient.showSecretVersion(showSecretVersionRequest);

System.out.printf("Query secret success. version id:%s",
version.getVersion().getVersionMetadata().getld());

return version;

}

/**

* SRENCSMSPRSS 2= P

* @return

*/

private static CsmsClient getCsmsClient() {

BasicCredentials auth = new BasicCredentials()

.withAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);

return CsmsClient.newBuilder().withCredential(auth).withEndpoint(CSMS_ENDPOINT).build();
}
}

{sE A R FRTE iR ENE R EE Mk S 025D
1. FREVEIESIERSHAICSMS SDKAMKERFRE
0T

<dependency>

<groupld>mysql</groupld>
<artifactld>mysql-connector-java</artifactld>
<version>XXX</version>

</dependency>

<dependency>
<groupld>com.google.code.gson</groupld>
<artifactld>gson</artifactld>
<version>2.8.9</version>

</dependency>

<dependency>
<groupld>com.huaweicloud.sdk</groupld>
<artifactld>huaweicloud-sdk-csms</artifactld>
<version>3.0.79</version>

</dependency>

2. EVHIERFEHEH BIREKSES:
TEULEBIN T

import com.google.gson.Gson;

import com.google.gson.JsonObject;

import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionResponse;

import java.sql.Connection;
import java.sql.DriverManager;
import java.sql.SQLException;

[ BT ERERIREUEEAIEIEER SO
public static Connection getMySQLConnectionBySecret(String secretName, String jdbcUrl) throws
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ClassNotFoundException, SQLException{

Class.forName(MYSQL_JDBC_DRIVER);

ShowSecretVersionResponse latestVersionValue = getCsmsClient().showSecretVersion(new
ShowSecretVersionRequest().withSecretName (secretName).withVersionld("latest"));

String secretString = latestVersionValue.getVersion().getSecretString();

JsonObject jsonObject = new Gson().fromJson(secretString, JsonObject.class);

return DriverManager.getConnection(jdbcUrl, jsonObject.get("username").getAsString(),
jsonObject.get("password").getAsString());

}

2.2 WM E IR EIEARSS R AK&SK ittt B a)eR

Rz

Rz R

EIEEHE, I=EREETERS ( Cloud Secret Management Service, CSMS ) , 2—
fhZe, OJE. BREZENERETERS . AR NBREFETEREERS, €
. R, B HRER, BNSSHNSEESIEN2ESRPNG—S18, B0
RIEFiERIBBE X A B F 0 S MV EURE B EE LA RN PRI TR AV S IXBE o

FRENAERE, BOInEhERS I LEAK&SKITER o

BIH—BMIAIERSS (1AM ) 58 =ARSSE (ECS) BLEERIE, LUABNIGRTISIEE
8, MiMfRIFAccess Key ( AK ) FISecret Key ( SK) B9% £,

VIR EIER BRI AT 42 sk A SEIEFNIGRTEIE, #EETFRAMIBIREIE, HlanBF
ZMNE, IGEhAREEERAEMHIEERFNIES, et Es. A, &0
PAIECSEAIEFIAMZESE, (FECSSLBIRAIN FBFE R ol LAE A IGATAK&SK
+SecurityTokenigalCSMS, AEERFIGITHTZEE, BXEEIESIREL, BaTld
BETNFEEENEN.
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2-2 ECS HBRERIE

s
— EREECSEEMIR
BISECSERSEIE T =t b o
— EEEtAERTE
f_é—' EﬂﬁECS%EEﬂ#iEEi
= HERECSTpImIES
Eﬂiﬁﬁﬂa‘ﬁﬂ EAAPIEREIEEIAY

AK&SK+securitytoken

IGE EERIEICSMS

£TRIR
B RIS SHHIBECSHRURMIAMAIF A BEHECS AR B ESE .

RMES TR
ZEB1 IAMEBIZEECSEIT.
1. BREEREHS.

2. Eaﬁﬁﬁ&@ﬂ — , %R ‘EES5UE > Ki—SMIAERS” , BAHAN ‘H
? R,

3. EEMNSHNS, &F ‘", #A ‘i M.
BEALAN “SIEEE .

5. TEEUER “CIBFIE XEED, HEWNSH. SHRPINER IRERSEHR
AR
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2-3 BJiEEE
* ZELEFR ECS_TO_CSMS
+ EEfTEEE EEES
HEESREENEEIREEEME A =S
(@) =ERE
IR SAERNERFIRE e RS,
* RS ECS BMS W
# FSEEEE R, -
Tk Sa W E=TEE
0/255
. 7 g )
S2hE |\\ B __,-'I

& 2-1 CUEEIESERA

BB

SHIRA

TR

EEREMEEETR. XA “ECS_TO_CSMS” A6,

eSS

&E “mhRS .

RS

R “ECS BMS”

FSEEAYa)

prici =S 53U TR briv =l 7 NN SN = 1= VA

faig

(FiE ) HEEEEER

6. 5 “SeRk” , FERMERERE “ZEMERY , B I mE.
7. BEREALA “HERE  NREFEFERIREBIBILLER
a. ff “HERE NEEESH, SHIFFUNR FERESERBET.
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2-4 FhiEREE

®
<]

& 2-2 FERIESERA

SHATR SR

REREZFR BINRERZ TR
REEEESN | &R “IUIARE” .

sEmg R ss
RERE e p o
. SRS PHE EESERSCSMS” LR “HUEhe
ARSSKMS”
A3
° {HRQ;’Z%HDCSMSHE%WBEHB‘, Hata SEUROEAKMSK
o

O FTEZENIRSZFREE, STAPAREBASERAEE
5, BE IR ATBIRINEMRSAIRIEAE .

" BRE ERERNEER.

" EEAE () - BESENAEE.
o BEEE: SHITEEEE.
i5AA
BJLAERE “BERRREEE” HOSENERE, B
CRINRIRERER” MARILLAERERER,
o FEEE: SHIUFEER.
" EREME () B CRNEEE , RS
. EH, BSEMOE

SRR (BJiE ) BNSREEEIR .

8. BE “T—¥7 , hERRERR, AIXERE, 2% ‘T2
9. EEFENCEELE, BEE “ERR .
- FERR: #NE, AMARTULURENIRERKSHAERIR, SiEEl
2. XENEMERRSER,
-  EERIHBRR: #INE, BRRESIREREEE IR PIIEIR,
- BEXERASRE: #E, AFPRENRERCEXEREFRIRIR.
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2-5 EIFIESCEE

< | B

@i@iﬁﬂﬁ

o EERNMEGER Kk

o EeREITENEEAR, ERTERIMEEN, TSR TRIARECHIRGE SRS ENETEEsE

IEEEIUEER =

© mamE

EXECUREAS, JEIH B0 SERARETsE, FECUNEARNEDRES, BAMESSETAT

10. B “HaE” , INMEELIREEE ‘=R .
$IB2 EEIE (GECS_TO_CSMS) Mt FECSILHI

o UNSRECSILAIREIE, BEBENELEMHZIRSZBIZSRECEN “TIT” EFH
ZEMIZEIE (WECS_TO_CSMS)

o UNERECSLAIBEIRE, iSRmBITRE:
a. BEREEM —
DD ” ﬁﬁo

b. PBFEERBEFITAIECSSTEIN “SR” , HA ‘BEAEE” RE.

, 1B “HE > BIERIRSSER ECS” , BN “RERMRS

¢ & ‘“EEERT H, B Z, WEIREIE (WECS_TO CSMS)

2-6 EFREFIE

= DEW

i

PR3 IT(TEECSEA LRI A2 A SR ENZEAEIGRTEIERYAPI, BIRI3X1S AT hIRICSMSAY
IEBTAK&SK+SecrityToken,,

1. FRBUIGATAK&SK (Security Key BRET), 11552 NoHIEKE

- URI

http://xx.xx.xx.xx/openstack/latest/securitykey

(1] %88
TR PSR T AR AR SS9 PvABIE X xx. xx xxZE & i A SCRR ] R itbiE .

- HiE

YiF GET 53k
-  IREIHIEARA:

{

"credential":{
"access": "LDHZK30XXXXXXXXXXXXV",
"secret":"gyqcdzVXXXXXXXXXXXXXXXXXXXXXXXML6",
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"securitytoken": "EI9FI2C65gXXXXXXXXXXXXXXXXXXXXXnkcaoV",
"expires_at": "2022-07-14T12:09:24.147000Z"
}

AR

B EENREIHIEFRY “access” . “secret” . “securitytoken” FAFiHECSMS,
TEARMFE,

" ECSRAEGBEmHIEIRETEIE, NAHREXHBENIRITEERZE. BY.
2. {fMIEAETak. skFOSecurityTokenifaCSMS,

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.csms.v1.region.CsmsRegion;

import com.huaweicloud.sdk.csms.v1.*;

import com.huaweicloud.sdk.csms.v1.model.*;

public class ListSecretsSolution {
public static void main(String[] args) {

String ak = "<access>";

String sk = "<secret>";

String securitytoken = "<securitytoken>";

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk)
.withSecurityToken(securitytoken);

CsmsClient client = CsmsClient.newBuilder()
.withCredential(auth)
.withRegion(CsmsRegion.valueOf("cn-north-1"))
.build();

ListSecretsRequest request = new ListSecretsRequest();

try {

ListSecretsResponse response = client.listSecrets(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.getMessage();

} catch (RequestTimeoutException e) {
e.getMessage();

} catch (ServiceResponseException e) {
e.getMessage();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}

}
}

.

2.3 WMo EAEEEERS Bt R 2%

AN EIIES R TIERFEREEIERSS, CTHHERFIEEZEEE, LIHRE
RRZEGMNERER. T8, UNREBHRIIER,
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LYRFAMF

BIEESE

2-7 WIEEILRIE

SN /\\
— N,

ERRERR

DB

EEEERERES = A
(CSMS)

AEIREAIN T

EfERIEE, SRhEINMASH.

2. RHTIEREWEISNE, REMRRIBIIER, SREERRNERGT
7, BEESERENRBENIRAIEANEREF.

3. NERRRFEHREITIEBAPI/SDKIKENRITERIRA .

EREERSZIERABRZEREN, BEEPFREFNEREIEREEAPIZEH
REZEINBERERF,

5. NARFRINEISREENEREIANER, CRHMEBEREFNR (8iEE. kR
BHRE) , EREDREN, EEERFEDRYBERNSIETIAE.

o [XiFE FEEREERS (CSMS) o
o XiFE FZHREHTIERRSS (FunctionGraph) ,

EREEENE

B ETEANY —
&=,

FEEMSH=EE ‘27 , #AEERE.

BE “SEEZET , A ‘CIEERT TmE, WE SIBEER, B52H, S8R
ARYNzR CIBREFESEAIBATR.

, R “EIEERE > F—BMAERS” , #A ‘AR R
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+ =S FunctionGraph o
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P EENEIEEE
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* 2-3 SIBREIESHIRA
2% BcEAH
FIEBIR ATEEN .
FiERE ®E “mIRS S
=iRSS %% “FunctionGraph” ,
SNl HEREERGSRE . MRMEZKATENT, &
FERE KR
fk BEN .

SIS B ‘SRt , HEERSEE ZEMER , A ‘BT TmE.
$IB6 AGEEERIRETIERI “CSMS FullAccess” . “KMS CMKFullAccess” R o

2-9 IGEFRIIR

Q@

FB7 B5F “T—F7 , REISF2RFELCEE.
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V) EEE @ wE=iEvER

0 == %, SEESITENTESE, EETERMGER, TETER TRITE
EREEER

fraEE

EECUREESR

S BF R, EITORRI.
TR

BIEERIC R AL
ST SREWSHE

£ER2 %EEﬁEE@UE’\J —, &F “UE > BEITERT , #A “BEIERT FRE.
$B3 SERNEA LA “SIERET , HEACRRHNE, WNE IRREAR, E5S
#, SHRPNR EXMERSHEENT.

2-11 GIERR L

B8

B @

B

°
FREEEHE AARAGE. SRSk, = EFERTEE. SR
< 8

< BEER

rotate-security-password
AEEFE. &7 MEAFAE L0 SFERE, UFSIETER, KEFSI0FE

zrem @

RotateSecurityPassword v | CaE=

B SR L ER=AE

SRS
CSMS FullAccess  KMS CMKFullAccess C EEHE

BREIEESN, RotateSecurityPassword FREJHIRSERS. SETLAE 1AM BRl&ISineE

‘ Python 3.6 v | =ErynonEmFEEE

#5Node js. PythonfIPHP
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% 2-4 EXNEESHEER
28 [T ==l
Xig EIRREEREAIXI .
InH EIRREEPEAIRE .
ERELZFR BHENREZR,
FIEZIR TR CIREFEHIEITI R,
tWInE MELHEFESWINE, EIFFERINREAIE IR
EEIEIS
MNRERFFBEEWINE, EHEHKARER “IWIR
B’ , OEETIZE2H. nEFECWIRE, 525
EiaratmBE/slESks
=1Thd EIRARRERIANES, HURIIFHEAPythoni# (T
CRSECE -
5488
Nz #FERPython 3.6, 3.9, 3.10kRAN,

$R4 BE “QERET , EARERERE.

$I¥5 BE RE" ¥, EENSHERE ‘RBTE” . B ‘PINNESE” |, £
%EE%G?%HDWEQE, SHIRBINE EMERSHE SR, mII=RERT “F
*" .

xR 2-5 MIRTERE

2 [ify=abeli)z] il
region INE&#R, tbi0dt=Pusdrz: cn-north-4, BB cn-north-4
RNEGLRBAFE, & MIEREERNEIE,
BiaJ&E&region(SE.,
secret_name | fFEERYEIRRTR rds-
=13 functionGraph-
FIRRIACIR EIRIRE, rotate

secret_conte
nt

EENERERRS, FRMEE, ti:
{"password":"password_placeholder"}&
password_placeholder A 5{fF, REPITES
$&password_placeholderZiR HERN L LZ
1B, FESRENNSEERENERETP,
]
HEREIRNBPEFEES N SMMET, SERSER
FROREITER,

{"password":"p
assword_place
holder"}

password_le
ngth

ZEKE, nhEeEs-128, BiAN16,

16
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SH HoEiEA BNl

password_fo | ZEBAEI(, HSZIFMOM, Ik, BAR2: 2
rmat 1. 8 8=+,

2. 1;2@2‘51?2 FREIWFHERT (~@#%N*-_=

+?)

3. REE#=F;
4. RBEFH,

ZR6e BE ‘K7 TE, AEFEEOPFNNTEZDCERE, THRERE “‘&fF7 .
# -*- coding:utf-8 -*-
import json
import secrets
import string
import requests
import inspect

def handler (event, context):
global secret_content
global password_length
global password_format
global kms_endpoint
global region
global secret_name
global headers
region = context.getUserData('region')
secret_name = context.getUserData('secret_name')
password_length = 16 if context.getUserData('password_length') is None else
int(context.getUserData('password_length'))
password_format = 2 if context.getUserData('password_format') is None else
int(context.getUserData('password_format'))
secret_content = context.getUserData('secret_content')
headers = {
'Content-Type': 'application/json’,
'x-Auth-Token': context.getToken()
}
try:
new_content = replace_old_content(secret_content)
# check region, if pass, return kms endpoint
kms_endpoint = check_region(region)
return update(context, new_content)
except Exception as e:
print("ERROR: %s" % e)
return 'FAILED'

# replace "password_placeholder" in secret_content by new password
def replace_old_content(content):
while content.find("password_placeholder") != -1:
password = generate_password()
while password.find("password_placeholder") != -1:
password = generate_password()
content = content.replace("password_placeholder", password, 1)
return content

def generate_password():
special_chars = "~1@#%AN*-_=+?"
# password format(default is 2):
# 1.support letters and digits; 2.support letters, digits and special chars(~!@#%A\*-_=+?);
# 3.only support digits; 4.only support letters
format_mapping = {
1: string.ascii_letters + string.digits,
2: string.ascii_letters + string.digits + special_chars,
3: string.digits,
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4: string.ascii_letters
}
if password_length < 8 or password_length > 128:
raise Exception("invalid password_length: %s, the password length range must be between 8-128." %
password_length)
try:
support_chars = format_mapping[password_format]
password = ".join([secrets.choice(support_chars) for _ in range(password_length)])
return password
except:
raise Exception("invalid password_format: %s." % password_format)

def check_region(region):
endpoint_mapping = {
‘cn-north-1": 'cn-north-1.myhuaweicloud.com’,
'cn-north-2": 'cn-north-2.myhuaweicloud.com’,
‘cn-north-4": 'cn-north-4.myhuaweicloud.com’,
'cn-north-7": 'cn-north-7.myhuaweicloud.com’,
'cn-north-9': 'cn-north-9.myhuaweicloud.com’,
'cn-east-2" 'cn-east-2.myhuaweicloud.com’,
'cn-east-3" 'cn-east-3.myhuaweicloud.com’,
'cn-south-1": 'cn-south-1.myhuaweicloud.com’,
'cn-south-2": 'cn-south-2.myhuaweicloud.com’,
'cn-southwest-2": 'cn-southwest-2.myhuaweicloud.com’,
'ap-southeast-1": 'ap-southeast-1.myhuaweicloud.com’,
'ap-southeast-2": 'ap-southeast-2.myhuaweicloud.com’,
'ap-southeast-3'": 'ap-southeast-3.myhuaweicloud.com’,
‘af-south-1": 'af-south-1.myhuaweicloud.com’,
'la-north-2": 'la-north-2.myhuaweicloud.com’,
'la-south-2": 'la-south-2.myhuaweicloud.com’,
'na-mexico-1": 'na-mexico-1.myhuaweicloud.com’,
'sa-brazil-1": 'sa-brazil-1.myhuaweicloud.com'
}
try:
endpoint = endpoint_mapping[region]
kms_endpoint = '%s.%s' % (‘kms', endpoint)
return kms_endpoint
except:
raise Exception("invalid region: %s" % region)

def check_csms_resp(resp):

if resp.status_code in (200, 201, 204):
return

caller_function_name = inspect.stack() [1].function

json_resp = json.loads(resp.text)

if 'error_msg' in json_resp:
error_message = 'function:%s , reason: %s' % (

caller_function_name, json_resp['error_msg'])

raise Exception(error_message)

error_message = 'function:%s , reason: %s' % (
caller_function_name, resp.text)

raise Exception(error_message)

def update(context, new_content):
project_id = context.getProjectID()
url = 'https://%s/v1/%s/secrets/%s/versions' % (kms_endpoint, project_id, secret_name)
payload = {'secret_string': new_content}
payload = json.dumps(payload)
resp = requests.post(url, headers=headers, data=payload)
check_csms_resp(resp)
return 'SUCCESS'

-

i
X OENRHTIERETEALL, BAEESRELRER.
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2.4.1 bR

TINRKIEAREHERE, SEARPIEEER (Fla0: E2ED. S, IEB.
SS;@%H\ APIZERE ) RUMERNIStHSIEN, ERICIRERESIBMARIFIIEXIER
ﬁ | o

LRT PR T I EIRC IR

o HRPREEIR

o WAFREEIR

BRI LURIES B CRISERRER, IBEN AV SRR LIE— SRS EEIIR 2.

R
. BEABIEREEEEHATAPIEOFIEEIERA, FHERERS,
2. NAREREBETRRESRESESENAPEREGHEERA, SHsEMRAIRSIERE, L
DEIREECHE
3. TEHESEBIITE2LNERELRE .
2.4.2 PP EIRCHATRAR
AN
BRPERECHREE— N ERPEF— AR RENER.
X REMAERCIRREE, ERTASHEEERTS.
fn:
o IFOEIEE., SR ASHIBREIREER, RIREFNEEERIFEE.
o IHARIFHEFEIE—IHEPKFIORS, FIMNLABFRRMEUHENARRPE . RS
BEATFEFIRESELEENEN, BEEFPLTEEEMARSERAFSE.
o RIBEZECIZAR, MAIGEERF.
o UUXBANMAZEHNAR, MARIINARRURESINEESIERS DR
REWL, XMERNBERPAZSEENARIFEN .
LREG
REAEERFENKSHEKMS AdministratorggZ KMS CMKFullAccesstN R, 115
TUDEWBRETE,
BIREIRAY API
G LURARLLTAPI, EAM TREIRCHE,
APIZTR 588
BIEEIERA CIEHFHY SRR
EREREREASEREE BEiEERERALE 2 R AAHIER
NERE.
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HIEINZIRSS
EfESLE

2 RS

Bk SRR B
1. BEEAEEHE, SIE—NMER, FERAREE.
2. 1B /&%EEHW@EE@ o

ACCESS_KEY: £ Ak=Access Key

SECRET_ACCESS_KEY: £k =Secret Access Key
PROJECT_ID: EA=BRIMBID, BEWEI=R=ME .
CSMS_ENDPOINT: £ =CSMSHRSS A a8 im L

INERBRYakFIskERSEIRNIEPERANZENGE, BNERENHHENR
BRERENFN, ERNESE, BREE.

KRB akFIskiFEERBE LT EFRKLMEMHIIEAEI, BITAREIETEE
AR ERISERETEHUAWEICLOUD_SDK_AKZ
HUAWEICLOUD_SDK_SK,

3. HITREPEREKRGE,
RIS

TREM: LAREHaCIZIERERR.

FEAS: EAREFGCIENERERRMFRERE.
FRERAId: EhREHatIRERERITERERED.
EYERRA: LATEST_VERSION

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.csms.v1.CsmsClient;

import com.huaweicloud.sdk.csms.v1.model.CreateSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretVersionRequestBody;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretVersionResponse;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionResponse;

public class CsmsSingleAccountExample {
* BRAIEES:
* - ACCESS_KEY: 95 Access Key
* - SECRET_ACCESS_KEY: #£ 5k SSecret Access Key
- PROJECT_ID: 22 A=B=INEID #E W https://support.huaweicloud.com/intl/zh-cn/
productdesc-iam/iam_01_0023.html
* - CSMS_ENDPOINT: A= CSMSERSSIIa&imtttit 115 Whttps://support.huaweicloud.com/
intl/zh-cn/api-dew/dew_02_0052.html
* - INERHakFIskE RSB HPERANZENE, BNERBENHRENETEFENE
B, {EFRRRE, RRLE.
* - KnBlLAakFIskiRFEMEZSPRIMEH U NG, ETARGRIESEAMRERIRE
BT EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
*/
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String PROJECT_ID = "<ProjectID>";
private static final String CSMS_ENDPOINT = "<CsmsEndpoint>";
/] FRE R EEREHTRAFERIR A
private static final String LATEST_VERSION = "latest";
public static void main(String[] args) {
String secretName = args[0];
String secretString = args[1];
singleAccountRotation(secretName, secretString);

}

* iRk HR- ISR RR )

* @param secretName EIEZIR
* @param secretString EIEAS
*/
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private static void singleAccountRotation(String secretName, String secretString) {
[ BFIREEIT SR IR SRR
createNewSecretVersion(secretName, secretString);
/] BTERRA “latest” EAZIRIFRAEIE
ShowSecretVersionResponse secretResponseByLatest =
showSecretVersionDetail(secretName, LATEST_VERSION);
assert secretResponseByLatest.getVersion().getSecretString().equals(secretString);

}

* B EHERA

* fﬁﬁﬁzﬂﬁ%’ﬁﬁﬂﬂﬁﬁﬁﬁﬁﬁiﬁuﬁﬁﬁﬁzﬁ, FEFBIAESYSCURRENTHR AR IB 6 BT EUEE
HIRR

* @param secretName EIEZFR
* @param secretString EIEAE
* @return
*/
private static CreateSecretVersionResponse createNewSecretVersion(String secretName,
String secretString) {
CsmsClient csmsClient = getCsmsClient();

CreateSecretVersionRequest createSecretVersionRequest = new
CreateSecretVersionRequest()
.withSecretName (secretName)
.withBody(new CreateSecretVersionRequestBody/().withSecretString(secretString));

CreateSecretVersionResponse secretVersion =
csmsClient.createSecretVersion(createSecretVersionRequest);

System.out.printf("Created new version success, version id:%s",
secretVersion.getVersionMetadata().getld());
return secretVersion;

}
/**
* IS ERAER

* @param secretName EiFEIRZFR
* @param versionld ZifERMRANId
* @return
*/
private static ShowSecretVersionResponse showSecretVersionDetail(String secretName, String
versionld) {
ShowSecretVersionRequest showSecretVersionRequest = new
ShowSecretVersionRequest().withSecretName(secretName)
.withVersionld(versionld);
CsmsClient csmsClient = getCsmsClient();
ShowSecretVersionResponse secretDetail =
csmsClient.showSecretVersion(showSecretVersionRequest);
System.out.printf("Query latest version success. version id:%s",
secretDetail.getVersion().getVersionMetadata().getld());
return secretDetail;
}
/**
* SRENCSMSERSS Z P

* @return
*/
private static CsmsClient getCsmsClient() {
BasicCredentials auth = new BasicCredentials()
.withAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);
return
CsmsClient.newBuilder().withCredential(auth).withEndpoint(CSMS_ENDPOINT).build();
}
}
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2.4.3 AP EIER IR RS

&
WHAFRRRIEEIEE— N SIEPEMRN AP MR FIER
flan: SN REFEEFRSS AN, IREFRREAFRE, BBAREENRF
ERHEHEREASHEREFSEIAENALXMAER, XEEMEEERNER
EIRECHATRER
BEEE— KRS HIUNAIMInBINPRBIFEEFHERuser1 . user2 HFPRIKS RS, Bt
EREE— N ERECEHFFuser WIKS 5213, icHuserl/password1, BITHIERE
EiRAV26i2user2, FHFRFuser2BIMKS%S, icHuser2/password2, {&&user1
WL fE, BEEEMYERIRAV3, igHuserl/password3, ELINTEEECIEEIZEIRAY
ERIRAVIET, NAEFSAEFERANENERRAVAEEE . —BEREIRAVIE
B, ISR EFNRS, LUENBEFRFERERIRAVIREUSE .

£9sR &4
BEEEEREREIKSRAEKMS AdministratorgZKMS CMKFullAccessi¥fR, i¥15
TUDEWHPRETE

eI EIERY API
EaILUARLA AP, FEARMIAIT SRR,
APIZTR 5488
BIEESIERA SIEFAY SRR .
EREERA S EREE BB EEIEMRARYE 20 A a9

NEYEE.

B ERERAIRE BHFTERANRAIRTE
EREERAIRE B EERIRANIR SRR S

N SRR IRl
1. EIEATENE, EREERAKSE— MR, FERIRERE.
2. IEEEEMINEEE.

ACCESS_KEY: £ 9= Access Key

SECRET_ACCESS_KEY: f2 k= Secret Access Key

PROJECT_ID: A =BRIREID, BEE2NEN=F=INE .
CSMS_ENDPOINT: £ =CSMSERSE IR imb1E .
INERBakFIskBEEERRBHAERANLZEXEG, BNERENHHERR
BTERENGEN, FRNER, BiRTE,

ARBILAakIskRFEMER EPREEMBM NG, BITARBEIFNSSS
EARMIMEIR BRIEEEHUAWEICLOUD_SDK_AK#]
HUAWEICLOUD_SDK_SK.
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3. BHTWARERERIR,
EMCED
- BEREE LAREHatIZIERERR.
- ZREARTE: EhnEHatENERTRTRE.
- SERAd: EhREHatl@ERERITERERED.
-  EIEhRA: LATEST_VERSION

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.csms.v1.CsmsClient;

import com.huaweicloud.sdk.csms.vl.model.CreateSecretVersionRequest;
import com.huaweicloud.sdk.csms.vl.model.CreateSecretVersionRequestBody;
import com.huaweicloud.sdk.csms.v1l.model.CreateSecretVersionResponse;
import com.huaweicloud.sdk.csms.vl.model.ListSecretStageRequest;

import com.huaweicloud.sdk.csms.v1l.model.ListSecretStageResponse;

import com.huaweicloud.sdk.csms.vl.model.ShowSecretVersionRequest;
import com.huaweicloud.sdk.csms.v1l.model.ShowSecretVersionResponse;
import com.huaweicloud.sdk.csms.v1l.model.UpdateSecretStageRequest;
import com.huaweicloud.sdk.csms.vl.model.UpdateSecretStageRequestBody;

import java.util.Collections;
import java.util.List;

public class CsmsDualAccountExample {

/**

* BRAIEES:

* - ACCESS_KEY: 95 Access Key

* - SECRET_ACCESS_KEY: #£ 5k SSecret Access Key

* - PROJECT_ID: #A=F=IRAID i#1EWhttps://support.huaweicloud.com/intl/zh-cn/
productdesc-iam/iam_01_0023.html

* - CSMS_ENDPOINT: A= CSMSERSS I Ia&imtttit 115 Whttps://support.huaweicloud.com/
intl/zh-cn/api-dew/dew_02_0052.html

* - INER#akFIskE RSB HPERANZENE, BNERBENHRENETEFENEF
B, EFRNEE, RIRRE;

* - Bl akFIsk iR FAEIMEL SPRIMERIUE B, ETARPIRIESEARIMEFIRE
BT EHUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String PROJECT_ID = "<ProjectID>";

private static final String CSMS_ENDPOINT = "<CsmsEndpoint>";

/| BBRE A ERRHIRAFBIMRAId

private static final String LATEST_VERSION = "latest";

private static final String HW_CURRENT_STAGE = "SYSCURRENT";
private static final String HW_PENDING_STAGE = "HW_PENDING";

public static void main(String[] args) {
String secretName = args[0];
String secretString = args[1];

dualAccountRotation(secretName, secretString);

}

* ERIR- UK SRR 6

* @param secretName

* @param secretString

*/

private static void dualAccountRotation(String secretName, String secretString) {
/] BIETSEEMIRAIRSHIFIRAEE, BUNERENS HRSANIKSER,
CreateSecretVersionResponse newSecretVersion =

createNewSecretVersionWithStage(secretName,
secretString, Collections.singletonList(HW_PENDING_STAGE));

String versionld = newSecretVersion.getVersionMetadata().getld();

/] EHREIIE Epending EEBMIEN
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ListSecretStageResponse listSecretStageResponse = showSecretStage(secretName,
HW_PENDING_STAGE);
assert listSecretStageResponse.getStage().getVersionld().equals(versionld);

/| EEFRSANKSERLE, FSEHRAERAVIRAIASERASYSCURRENT, ZHiIlBAYE
BINEMETERS S, EXiAE S atestifd,
updateSecretStage(secretName, versionld, HW_CURRENT_STAGE);

/[ RS latest" iR ANRKEEARFIRAZERE, TN KSERLHE
ShowSecretVersionResponse secretResponse = showVersionDetail (secretName,
LATEST_VERSION);

assert secretResponse.getVersion().getSecretString().equals(secretString);

}

* BRI
*ERBRE YRS S NRIERRA, BFEASIESYSCURRENTHRAIRSISEFAR A ENRE

* @param secretName

* @param newSecretVersionText

* @param stagelList

* @return

*/

private static CreateSecretVersionResponse createNewSecretVersionWithStage(String

secretName,
String newSecretVersionText,
List<String> stagelList) {
CsmsClient csmsClient = getCsmsClient();

/] B ERITE R RS RS
CreateSecretVersionRequest createSecretVersionRequest = new
CreateSecretVersionRequest()
.withSecretName (secretName)
.withBody(new CreateSecretVersionRequestBody()
.withSecretString(newSecretVersionText)
.withVersionStages(stageList));

CreateSecretVersionResponse secretVersion =
csmsClient.createSecretVersion(createSecretVersionRequest);

System.out.printf("Created new version success, version id: %s",
secretVersion.getVersionMetadata().getld());

return secretVersion;

}

* BRRNBRARSIERISE SR A

* @param secretName

* @param versionld

* @param newStageName

*/

private static void updateSecretStage(String secretName, String versionld, String
newStageName) {

UpdateSecretStageRequest updateSecretStageRequest = new
UpdateSecretStageRequest().withSecretName(secretName)
.withStageName(newStageName).withBody(new

UpdateSecretStageRequestBody().withVersionld(versionld));

CsmsClient csmsClient = getCsmsClient();

csmsClient.updateSecretStage(updateSecretStageRequest);

System.out.printf("Version stage update success. version id:%s, new stage name:%s",
versionld, newStageName);

}
/**
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* BiEERA TR

* @param secretName

* @param versionld

* @return

*/

private static ShowSecretVersionResponse showVersionDetail(String secretName, String
versionld) {

ShowSecretVersionRequest showSecretVersionRequest = new
ShowSecretVersionRequest().withSecretName(secretName)
.withVersionld(versionld);

CsmsClient csmsClient = getCsmsClient();
ShowSecretVersionResponse secretDetail =
csmsClient.showSecretVersion(showSecretVersionRequest);

System.out.printf("Query latest version success. version id:%s",
secretDetail.getVersion().getVersionMetadata().getld());
return secretDetail;

}

* BIEERAREFE
* @param secretName
* @param stageName
* @return
*/
private static ListSecretStageResponse showSecretStage(String secretName, String
stageName) {
ShowSecretStageRequest showSecretStageRequest = new ShowSecretStageRequest()
.withSecretName (secretName).withStageName(stageName);
CsmsClient csmsClient = getCsmsClient();
return csmsClient.showSecretStage(showSecretStageRequest);

}

*k

* $RENCSMSERSZ &= it

* @return
*/
private static CsmsClient getCsmsClient() {
BasicCredentials auth = new BasicCredentials()
.withAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withProjectld(PROJECT_ID);
return
CsmsClient.newBuilder().withCredential(auth).withEndpoint(CSMS_ENDPOINT).build();
}
}

2.4.4 BIFRHTIEREE 1AM FiE
Rz

AXNMBERARYTIERENR, BIEREEERSEEIAMEIE (Access Key and
Secret Key ) o

LIREFM
o (IFHHIAMFKS, FIFIAMEKRSHEE,
o FREMNAMFRS FELEEGFE—HEIL.
o [XigE FEFEIEREERSS (CSMS) ,
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https://support.huaweicloud.com/intl/zh-cn/usermanual-functiongraph/functiongraph_01_0302.html
https://auth-intl.huaweicloud.com
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- ACCESS_KEY: #e3MkEAccess Key, KBNS TiES IIKENAK/SK .

- SECRET_ACCESS_KEY: f£9MkSSecret Access Key, SRERATIEES WIKEY
AK/SK,

- PROJECT_ID: Bm=IREID, KENAGRiEE WIREUIREID,

- KMS_ENDPOINT: #23=KMSHRSS ThIal 4L imitbilt .
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https://support.huaweicloud.com/intl/zh-cn/iam_faq/iam_01_0618.html
https://support.huaweicloud.com/intl/zh-cn/iam_faq/iam_01_0618.html
https://support.huaweicloud.com/intl/zh-cn/iam_faq/iam_01_0618.html
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_17_0002.html
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EAMIMERISEIRETSEHUAWEICLOUD_SDK_AK#A
HUAWEICLOUD_SDK_SK,

2. 1EEUREHAED
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.exception.ClientRequestException;
import com.huaweicloud.sdk.kms.v2.model.EncryptDataRequest;
import com.huaweicloud.sdk.kms.v2.model.EncryptDataRequestBody;
import com.huaweicloud.sdk.kms.v2.KmsClient;

public class KmsEncryptExample {
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String KMS_ENDPOINT = "xxxx";
private static final String KEY_ID = "xxxx";

private static final String PROJECT_ID = "xxxx";

private static KmsClient KmsClientlnit() {
ICredential auth = new BasicCredentials()
withAk(ACCESS_KEY)
WithSk(SECRET_ACCESS_KEY)
.withProjectld (PROJECT_ID);
return KmsClient.newBuilder()
.withCredential(auth)
.withEndpoint(KMS_ENDPOINT)
.build();
}

public static long getWaitTime(int retryCount) {

long initialDelay = 200L;

return (long) (Math.pow(2, retryCount) * initialDelay);
}

public static void encryptData(KmsClient client, String plaintext) {
EncryptDataRequest request = new EncryptDataRequest().withBody(
new EncryptDataRequestBody()
.withKeyld(KEY_ID)
.withPlainText(plaintext));
client.encryptData(request);
}

public static void main(String[] args) {
int maxRetryTimes = 6;
String plaintext = "plaintext";
String errorMsg = "The throttling threshold has been reached";

KmsClient client = KmsClientInit();
for (inti = 0; i < maxRetryTimes; i++) {
try {
encryptData(client, plaintext);
return;
} catch (ClientRequestException e) {
if (e.getErrorMsg().contains(errorMsg)) {
try {
Thread.sleep(getWaitTime(i));
} catch (InterruptedException ex) {
throw new RuntimeException(ex);
}
}
}
}
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https://support.huaweicloud.com/intl/zh-cn/productdesc-dew/dew_01_0197.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0161.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0094.html
https://support.huaweicloud.com/intl/zh-cn/iam_faq/iam_01_0213.html
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https://support.huaweicloud.com/intl/zh-cn/productdesc-dew/dew_01_0197.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0135.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0135.html
https://support.huaweicloud.com/intl/zh-cn/bestpractice-dew/dew_06_0036.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_0327.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-dew/dew_01_2006.html
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