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K Open Distro
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Please login to Kibana

If you have forgotten your username or
password, please ask your system
administrator

& | hdmin ]

3. BRANGE, EKibanaR{ERE, EFE “Security” , HAXIMRTE,

& 2-13 Security TUE

K Security &)

Help us improve the Elastic Stack

@ To learn about how usage data helps us manage and improve our products and services, see our Privacy Statement. To stop collection, disable usage data here.
.
sl
= 2" Open Distro
™ oo for Elasticsearch
= -
Permissions and Roles
@
e}
Role Mappings Roles Action Groups Tenants
&
®

Authentication Backends

a

Internal User
Database

4. {TESecurityTdiE, 1E#FE “Authentication Backends” > “Internal Users
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Help us improve the Elastic Stack

®

To learn about how usage data helps us manage and improve our products and services, see our Privacy Statement. To stop collection, disable usage data here.

i [ Dismiss |
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Y @ Internal Users Database
M
Search. £ Back
o Username 1 Open Distro Security Roles Backend Roles
& admin
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& @Current user
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Username:

Password

Repeat password

Open Distro Security Roles

No Open Distro security roles found

+ Add role

Backend Roles

No backend roles found
+ Add backend role

User attributes

No user attributes found

+ Add attribute

FRFeIEMINGE, ALAESIRPERIFEIZIAER.
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® Open Distro Security Roles

Search... n £ Back

Open Distro Security Role T Cluster permissions Index patterns Tenant patterns
alerting_crud_alerts .opendistro-alerting-ale...
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alerting_full_access .opendistro-alerting-ale...

@reserved .opendistro-alerting-co-.
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@reserved

all_access * *

areserved

kibana_read_only

areserved

. 1EOpen Distro Security RolesT@, B# “+” iFNARKNIR,
3. fEOverniewlEHIRERESZ,
2-17 Overview TQH

Overview Cluster Permissions Index Permissions Tenant Permissions

Role name:

Members

Users:
No mapped users found.

Backend Roles:
No mapped backend roles found.

Hosts:
No mapped hosts found.

Save Role Definition Cancel

4. 1£ “Cluster Permissions” TUEIR B CSSEEFNIE .

Ba:
Ba:
Bac:
Bac:
Bas
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2-18 Cluster Permissions TQH]

Overview Cluster Permissions Index Permissions Tenant Permissions

Open Distro Security Role:

Cluster-wide permissions
Permissions: Action Groups [JShow Advanced

No Action Groups found.

+ Add Action Group
EEVCGIEI R il Cancel

5. £ “Index Permissions” TR, B “Add index permissions” €EZ5 TR

2-19 Index Permissions TQ[HE

QOverview Cluster Permissions Index Permissions Tenant Permissions

Open Distro Security Role:

No index permissions configured. Add index permissions

Save Role Definition [ESERTE]

- Index patterns: ECENFTEBIRENRAIRSIETR, FIa0, R5|RIREIRA

my_store,
- Permissions: Action GroupstRIEFBEEFBRINIRIRE . AIa0, RIENPRIERE
Search,

6. 1E “Tenant Permissions” MENZERENIE,
wETHE, BIUERIRENAE,

TE3 AERAFMET, KERoleflUserdlzE
1. 7 “Security” Fi%#E “Role Mappings” , i A\Role MappingsiRi .
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2-20 Role Mappings TRH
@ Role Mappings
Search... n € Back

Open Distro Security Role T Users Backend Roles Hosts
all_access admin B ‘E|
ki!zf:sae:j;rver kibanaserver
kibana_user kibanauser E ‘E'
logstash logstash BE -
manage_snapshots snapshotrestore (= | & [N
own_index B =)
readall readall E‘E|

2. fERole MappingsTii, g

2-21 FINAFMAERET

Role:

Users

Backend roles

Hosts

3. pIsERE, BE “Submit”

“+

1) iy =) s

4. FEEBEZMKE, AILAEKibana#TIIEREEM

TR

tlE—A"EA Kibana i5at R EF

ST
testAYFF .

T2 AEHFMET, $SRoleflUserdBE,

+ Add User

+ Add Backend Role

+ Add Host

SE0ERPHEEENARFHIERKIbanatERAF (User) , BIE—MEREH

1. £ “Security” Fi%k#E “Role Mappings” , # ARole MappingsiH
2. fERole MappingsTii, B “kibana_user” BEEZFR,
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2-22 kibana_user At

Role: kibana_user | <» Show JsON

Users

No user mappings found.

Backend roles

kibanauser ‘ o]

+ Add Backend Role

Hosts

No host mappings found.

+ Add Host

kibana_userfaaBA kibana*Z5 |B9MR, KibanaRm_EmiE{EAYDashboardslA
Kindex_pattern&B2{RF2.kibana*EB @AY, IStestFllPF0kibana_usertEiRsT,
BIRE X testFHF BB T kibanaf IR

3. BF ‘47 NIBFIAGMET,
. T “Users” X1z, EiF6IEEAYtestFAF,
5 N=BkE, BE “Submit”
BLESeRfE, tifttestAAR, HTRIRIGIERTEX -

e

SRR EEERS| index* ISR

SE
SER2
$]3
$&4A

HeliEmtestAA AT LAAEIKIbana, FBEALAEAKibanaflindex_pattern.
Discover. Dashboards&iXR, (BERXHAEKEtestFHPREEZNEERY.kibana,
test FHRRAIARBEE R private tenantfflglobal tenant==[EJRYEHE, ANRFRILHEAE
Aitenant=siE], IEFREEroledE X EthAYtenantiX R

£ “Security” HiE#E “Roles” .

£ “Open Distro Security Roles” THE, & “+” iFMNAERKIR,

£ “Overview” %, REMBSZRole1,

£ “Index Permissions” TR%, Bd; “Add index permissions” 12825 {1
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2-23 iRENR

Index Permissions Tenant Permissions

Open Distro Security Role: Rolet
‘. Add index permissions ‘
* Index patterns: index* _
‘ Delete index permissions ‘
Index patterns: @
index* |E|
Permissions: Action Groups Show Advanced
No Action Groups found.
Permissions: Single Permissions
indices:data/read* ~ |E|
indices:admin/mappings/fields/get* ~ |E|

e  “Index patterns” : #iAindex*,

e  “Permissions: Action Groups” : JEEXINAINIR, WNREBEET, ATLUERE
read, WNRBEBEN, oJLUEREwrite, BRI NAIEREKRaction, AJLAS
ZkibanaRmEAIpermissiont&IR A, Llreadafill, i%EiFindices:data/read* F
indices:admin/mappings/fields/get*{XfR , indices:data/read* & &indices:data/
read/ FEREHIREE, Ltilindices:data/read/get. indices:data/read/mget.
indices:data/read/search&s,

LIS RETHE, BIIEIIZERNAERolel,
$U86 7ESecuritydi%kiE “Role Mappings” o
17 7£ “Role Mappings” THE, B “+” iHNNAFtestFIfA&ERole1 BRET .
L8 NMERkE, B “Submit”
BeESeRifa, testAPRIAIABIndex*iYreadiXfR
R
£5 test = admin WSHY index_pattern, Dashboards &{ZE

—RIBERT, FEAPABSHATESEZEindex_patternfIB RS & BT W E KR FAE
IS TEIRETE, kiY, —REHadminlkS# Tindex_patternfllZFH B &8
dashboardFIRFEFEE, AEBBEXLEEHZ={test B,
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eI LB TR E:
1. {#FHadminlkP1EGlobal TenantsrgliEindex_patternfDashboards,

2. Global TenantPFrERVEFETLAEIZAE, (E2WRERIEE, XMERIRIER
=, JLUERLAT XM

a. fE£ “Security” FiERE “Tenants” . LladminfkFEZLAERI IR ERY
Tenant, Lkfltest_tenant,

2-24 g5 Tenants

® Tenants
Search... n < Back
Tenants 1 Description
admin_tenant Demo tenant for admin user m‘ o] |
global_tenant Global tenant m
Breserves d
test_tenant m‘ o] |

b. YIREIRIRER Jtest_tenant,

2-25 {JJ#a test_tenant

Tenants

(s} (® admin
Select Tenant
Active tenant: test_tenant
Name Permissions
Global read/write Show Dashboards Show Visualizations
Private read/write Show Dashboards Show Visualizations
admin_tenant read/write Show Dashboards Show Visualizations
read/write

test_tenant

c. fEtest_tenant FEIZAERIJFEERYindex_pattern, Dashboards,

£ “Security” HikiE “Roles” , BdstestlBF I ERole1, fETenant
PermissionsTA& > fictest_tenantz&Rolel,

RERTREItest B, testBATiATtest_tenantFEAA .
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3.1 I EME

CSSERSSHIER B REMATENRESZEEIETR . BEESTILHRESZ EIRIEYE
%Z%Q%EggﬁréﬁESEUL*E?SZ_:ESZI‘EHE’\J%Z}EE%o AJLURIESCIRERSIS, IRG1E
YERIEIRRHR.

EEER
TRSIRRENER, TBHRLEER, FEEENUTHRIIBSE.

o EimfIElasticsearchBIERAITFE
ElasticsearchEEB$EURIR B SM AT LUERE, Flan{ERLogstash. CDM,
OBSEINERE . ESM. EBEREFIHEFSEHITEIRTE.

- Logstash: CSSfEfttLogstash, BILASERYARIEHEEFESEUERIERS, EAT
LUBITEUREYERAIINT . BENEERILISE(FER=RSSLogstasheEi T
ERHURE.

- (DM: EAERBREHMNZTBETEH, LUAR=RSEIOEEHTEEE .
BEREaT L S EElasticsearchBETFREEI =2 IRSE .

- HIP5IKE: ElasticsearchiZ2 B REREN, TLUE—ERINEIESD
FIOBS, ESR— N ERHIREZURE, STAERFEIRIEIEIEFE . CSS Elasticsearch
SR 2 BRI IRET LS E(FERE D SIRETHEREIRE (RimACSS
Elasticsearch ) ; B#EElasticsearchEEEfa H{th58 =75 ElasticsearchEERF 1R
1FFBEICSS ElasticsearchEERHARIERI LAS E(F RN SIkE T EE R
(B AE=7Elasticsearch ) ,

o RinJKafka/MQRISEEFIER
o RIRNEURRFRISEEITR

T HE

CSSIRSB ISR A RTEC AR EIRE .. Reindex APl Logstash+ESMFNETFE
ERRLOIBEE, SHERMFAEESNES-1,

Hep, ETHIREELRIEIRHRLEPEAIRE, BEREETENTEM3NS
. PIETHRRRZIRSE, EEERLEHIARRE, EMEERE,
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SIERRSS

BESCEE 3 iFREEERY
% 3-1 I H R
TEAEE | FEBHR T ERE iTeteae
B 5k | EEEIESSMYANIEE | ¢ HEVIRESIRA>EF | HUBRTRIERD]
=] =&, Qﬁzﬁssg : 5%7(‘ ESHRZS = gig%
IRIRESERHHITEIR . TE=F |
o, misaEEsTEE | ° %@gfi&ﬁﬁfﬂ; B,
TAE%GEO
o 7f' ﬁh E%IIEH
*, EFELEHRB
HITRDERE.,
Reindex | FcBCEIRIRESSBARYRES | o HSIEFE It EIES,
AP BfS, #AIEEdReindex “_source” {BARS#FslicingF
APIHITEIREITRS . o FLiEiEEKIEST KEE,
IIEE, HELEE
FrEHITAPL,
Logstash | SEERIBECSEIEHELE o H5|FHE XISHHERS,
+ESM I\_ogstash, RIEBENEE “ source” iEslicingFE &R
EE. o FumegEs |F-
IEE, BELEE
A== =)
Logstash,
BETHIE | ZE28EXRALogstashit | T FEIFgER
BEIZRY | 8, [EEHIREEERESE Logstash, iag
FEREE | iR BmES . FeERZEIT
B,
3.2 ;B9 Elasticsearch
3.2.1 {EF=BRS Logstash £ E T EREEIE

LogstashxziF 2 EFRINEETR, BXNTRERELEITR, FERNEEILRIEE

I8 . AETNBUMIFERCSSIRSHILogstashE ST B ERFEIR

B SCIBRIBLIRIRHIFNES TIFERISS AT EE TIF. BARSRINTATR:

o him—:
o EIE—:
o IE=:
o LIEPY:
o ZEH:

£9RABRSY

tl#ELogstashEERE
SR EE

BiELogstash =i FBITS

LEF®
BflLogstashE=RE

e LogstashhRAZJ5R:
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HEETIE

CSS 37#%5.5.1, 6.3.2, 654, 7.1.1, 7.6.2, 71028 MK, FBEERSFRE
KhRA—Eo

TR ESEEREZS5 X, 6.x %R logstashfRAN5.6.16, IFTRESKRANZE7.X i%&iElogstash
hR4<7.10.0,

SRR IERIENERS|, (ENERE SSHEHENBRSERET R,
5| RIVINF 100G LAERERAES ARBRIROARS], BHAHTIE,

BIEERSEEML
a. BIEIEREMN, BT ERRERIITEIE.

i BUEBECSEEMINL, EMNFEZCIRInuERS, MRIEF2V4G,

i. M EWIALRERF I B ERHRITERE Y, HiTdsScurl http:// {ip}:
{port}e] LUMIHLEER .

IPRIRERFFIERISERHHME, iRORIAR0200, YNRAE92001EFH
SR hrim O o

AR

WTRHERTIER 2R
curl http://10.234.73.128:9200

"name" : "voc_es_cluster_new-ess-esn-1-1",
"cluster_name" : "voc_es_cluster_new",
"cluster_uuid" : "1VbP7-39QNOx_R-lIXKKtA",
"version" : {

"number" : "6.5.4",

"build_flavor" : "default",

"build_type" : "tar",

"build_hash" : "d2ef93d",

"build_date" : "2018-12-17T21:17:40.758843Z",

"build_snapshot" : false,

"lucene_version" : "7.5.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
h?
"Tagline" : "You Know, for Search"

}

S TR

FELTEMBERZRLAEITE S T LABXMFIRT . WNSRATLABX W Bz (E Fyumil
pipZIRBIT . BEREFTE FMAREGIIEMI ERITRRGS .

& 3-2 EETEMRG

bS] =[N IREN B
Python2 | EERFHITERH TEthE, hRANiEEpython 2.7.18,
o

winscp Linux H{ERIAR, BEES | FTEWinscp,
XiHEm IR,

FEELRETNT:
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a.

b.

C.
d.

H1Tyum install python2Z%Epython2,
[root@ecs opt]# yum install python2

H4Tyum install python-pipZZEpip.
[root@ecs opt]# yum install python-pip

H47pip install pyyamlZZEyaml{kifi .
H4Tpip install requests&ZErequestsikifi .

BERELRUT:

a.

b.

C.

TEipython2Z %6, TEitbithttps://www.python.org/downloads/
release/python-2718/, iEFRFID T HZREE,
3-1 & python2 Z%6

Files

Version Operating System Description MD5 Sum File Size GPG

Source release 38c84292658ed4456157195f1cIbcbel 17539408 SIG

Source release fd6ccBec0a78c44036f825e739f36e5a 12854736 SIG

mMacOs 64-bit installer Mac 0S X for 05X 10.9 and later ce98eeb7bdf806685adc265ec 1444463 24889285  SIG

bug information files Windows 20b111ccfe8d06d2fe8c77679a86113d 25178278 SIG
Windows debug information files for 64-bit binaries Windows bb0897ea20fda343e5179d413d4a4aTc 26005670 SIG

Ip file Windows b3b753dffe1c7930243c1c40ec3aT2bl 6322188 SIG
MS! installer Windows for AMD64/EME4T/x64 a425c758d38f8e28b56f4724b499239a 20598784 SI

5%86 MS| installer Windows db6ad9195b3086¢6b4cefb9493d738d2 19632128 SIG

{#Ewinscp T B F{&EpythonZE B E|optBR T, ZEpython,
# #REpython/E46E

[root@ecs-52bc opt]# tar -xvf Python-2.7.18.tgz
Python-2.7.18/Modules/zlib/crc32.c

Python-2.7.18/Modules/zlib/gzlib.c

Python-2.7.18/Modules/zlib/inffast.c

Python-2.7.18/Modules/zlib/example.c

Python-2.7.18/Modules/python.c

Python-2.7.18/Modules/nismodule.c

Python-2.7.18/Modules/Setup.config.in

# FRESHRIENER

[root@ecs-52bc opt]# cd Python-2.7.18

# BN HEERRRR

[root@ecs-52bc Python-2.7.18]# ./configure --prefix=/usr/local/python2

checking for build directories... checking for --with-computed-gotos... no value specified
checking whether gcc -pthread supports computed gotos... yes
done

checking for ensurepip... no

configure: creating ./config.status

config.status: creating Makefile.pre

config.status: creating Modules/Setup.config

config.status: creating Misc/python.pc

config.status: creating Modules/ld_so_aix

config.status: creating pyconfig.h

creating Modules/Setup

creating Modules/Setup.local

creating Makefile

# YmiEpython

[root@ecs-52bc Python-2.7.18]# make

# Z&epython

[root@ecs-52bc Python-2.7.18]# make install

RISTHASE, KBpythonZiRER
# KB pythonfRzs

[root@ecs-52bc Python-2.7.18]# python --version
Python 2.7.5

# KBpiphRA
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[root@ecs-52bc Python-2.7.18]# pip --version
pip 7.1.2 from /usr/lib/python2.7/site-packages/pip-7.1.2-py2.7.egg (python 2.7)
[root@ecs-52bc Python-2.7.18]#

o ESFHITHIAR

a.

vi migrateConfig.yamUEINECE 14
es_cluster_new:
# EEBF 2R
clustername: es_cluster_new
# RImESEERF L, AN_Ehttp://,
src_ip: http://x.x.x.x:9200
# SBEHEREEEEER""
src_username: ""
src_password: ""
# BRIRESEERFBIE, N Ehttp://
dest_ip: http://x.x.x.x:9200
# SEHEREEEEER""
dest_username: ""
dest_password: ""
# AABAENX, BElilJSfalse, migrateMapping.pyfs§F
# 2R RGBS mappingitiibAYZES|
# R Epktrue, WRSIETEAIMappingHIZES IFREXEIFHE B iR CIEE
# WRiIgEpkfalse, NMSEURIRERHFAERS!, BrE (kibana, *)

# HEBRS|IFRS TEAYImappingItEL, 1R EZEI{FERmappingfivaluetE BRVIRAYZES [BR

# MNRICECAE], WEAIRIREIRAIZRSIZTR
only_mapping: false
# BEIEBRIRS|, keyHRIKAIZRSIBF, values BRIHAIERSIZF
mapping:
test_index_1: test_index_1

# AJLAARTEN, Bhikfalse, checkindices.py{#F
#1RENfalseRtERATEIERS IFIAEHE, BB Mtrue RELREFSIHE,

only_compare_index: false

BB {4i5AR

=1 5B

clustername BRI, BN,

src_ip REEfRIORYiptll, REZER—
ht, HOZRARE9200, WNERERFAYSEIAYR
429200, ALFRIECE RO,

src_username BERFRONARE, IRAFEREN

src_password TRERHRIOAIER, MNRABEREN"",

dest_ip BfrERHAIDAiptbit, REEER— N
it, wOAZRIAR9200, WNSRERFAYIAEIRYER
OARE9200, LALFRAYECEin/9iE,

dest_username BirERHBIONERE, IRAFTEREN

dest_password BfrEEHRIONER, NRARFERERN

#47vi python migrateTemplate.pyds<, SHILATHIAZIS ARSI

EFBRIAS
# -*- coding:UTF-8 -*-
import sys
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import yaml
import requests
import json
import os

def printDividingLine():
print("< >")

def loadConfig(argv):
if argv is None or len(argv) != 2:
config_yaml = "migrateConfig.yaml"
else:
config_yaml = argv[1]
config_file = open(config_yaml)
# config = yaml.load(config_file, Loader=yaml.FullLoader)
return yaml.load(config_file)

def put_tempalte_to_target(url, template, cluster, template_name, dest_auth=None):
headers = {'Content-Type": 'application/json'}
create_resp = requests.put(url, headers=headers, data=json.dumps(template),
auth=dest_auth, verify=False)
if not os.path.exists("templateLogs"):
os.makedirs("templateLogs")
if create_resp.status_code != 200:
print(
"create template " + url + " failed with response: " + str(
create_resp) + ", source template is " + template_name)
print(create_resp.text)
filename = "templateLogs/" + str(cluster) + "#" + template_name
with open(filename + ".json", "w") as f:
json.dump(template, f)
return False
else:
return True

def main(argv):
requests.packages.urllib3.disable_warnings()
print("begin to migration template!")
config = loadConfig(argv)
src_clusters = config.keys()
print("process cluster name:")
for name in src_clusters:
print(name)
print("cluster total number:" + str(src_clusters.__len__()))

for name, value in config.items():

printDividingLine()
source_user = value["src_username"]
source_passwd = value["src_password"]
source_auth = None
if source_user !="":

source_auth = (source_user, source_passwd)
dest_user = value["dest_username"]
dest_passwd = value["dest_password"]
dest_auth = None
if dest_user !="":

dest_auth = (dest_user, dest_passwd)

print("start to process cluster name: " + name)
source_url = value["src_ip"] + "/_template"

response = requests.get(source_url, auth=source_auth, verify=False)
if response.status_code != 200:
print("*** get all template failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
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continue
all_template = response.json()
migrate_itemplate = []

for template in all_template.keys():
if template.startswith(".") or template == "logstash":
continue
if "index_patterns" in all_template[template]:
for t in all_template[template]["index_patterns"]:
# if "kibana" in template:
if t.startswith("."):
continue

migrate_itemplate.append(template)

for template in migrate_itemplate:
dest_index_url = value["dest_ip"] + "/_template/" + template
result = put_tempalte_to_target(dest_index_url, all_template[template], name,
template, dest_auth)
if result is True:
print(‘[success] delete success, cluster: %-10s, template %-10s ' % (str(name),

str(template)))
else:
print(‘[failure] delete failure, cluster: %-10s, template %-10s ' % (str(name),
str(template)))
if _name__ =='_main_"

main(sys.argv)

c. $47vi migrateMapping.pyan<, SHILATIAEIS RS | EEHGIEEH
=,
# -*- coding:UTF-8 -*-
import sys
import yaml
import requests
import re
import json
import os

def printDividingLine():
print("< >")

def loadConfig(argv):
if argv is None or len(argv) != 2:
config_yaml = "migrateConfig.yaml"
else:
config_yaml = argv[1]
config_file = open(config_yaml)
# config = yaml.load(config_file, Loader=yaml.FullLoader)
return yaml.load(config_file)

def get_cluster_version(url, auth=None):
response = requests.get(url, auth=auth)
if response.status_code != 200:
print("*** get ElasticSearch message failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
return False
cluster = response.json()
version = cluster["version"]["number"]

return True

def process_mapping(index_mapping, dest_index):
# remove unnecessary keys
del index_mapping["settings"]["index"]["provided_name"]
del index_mapping["settings"]["index"]["uuid"]
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del index_mapping["settings"]["index"]["creation_date"]
del index_mapping["settings"]["index"]["version"]

if "lifecycle" in index_mapping["settings"]["index"]:
del index_mapping["settings"]["index"]["lifecycle"]

# check alias
aliases = index_mapping["aliases"]
for alias in list(aliases.keys()):
if alias == dest_index:
print(
"source index " + dest_index + " alias " + alias + " is the same as dest_index name,
will remove this alias.")
del index_mapping["aliases"][alias]
# if index_mapping["settings"]["index"].has_key("lifecycle"):
if "lifecycle" in index_mapping["settings"]["index"]:
lifecycle = index_mapping["settings"]["index"]["lifecycle"]
opendistro = {"opendistro": {"index_state_management":
{"policy_id": lifecycle["name"],
"rollover_alias": lifecycle["rollover_alias"]1}}}
index_mapping["settings"].update(opendistro)
# index_mapping["settings"]["opendistro"]["index_state_management"]["rollover_alias"] =
lifecycle["rollover_alias"]
del index_mapping["settings"]["index"]["lifecycle"]

# replace synonyms_path
if "analysis" in index_mapping["settings"]["index"]:
analysis = index_mapping["settings"]["index"]["analysis"]
if "filter" in analysis:
filter = analysis["filter"]
if "my_synonym_filter" in filter:
my_synonym_filter = filter["my_synonym_filter"]
if "synonyms_path" in my_synonym_filter:
index_mapping["settings"]["index"]["analysis"]["filter"]["my_synonym_filter"][
"synonyms_path"] = "/rds/datastore/elasticsearch/v7.10.2/package/
elasticsearch-7.10.2/plugins/analysis-dynamic-synonym/config/synonyms.txt"
return index_mapping

def getAlias(source, source_auth):
# get all indices
response = requests.get(source + "/_alias", auth=source_auth)
if response.status_code != 200:
print("*** get all index failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
exit()

all_index = response.json()
system_index = []
create_index = []
for index in list(all_index.keys()):
if (index.startswith(".")):
system_index.append(index)
else:
create_index.append(index)

return system_index, create_index

def put_mapping_to_target(url, mapping, cluster, source_index, dest_auth=None):
headers = {'Content-Type": 'application/json'}
create_resp = requests.put(url, headers=headers, data=json.dumps(mapping),
auth=dest_auth, verify=False)
if not os.path.exists("mappingLogs"):
os.makedirs("mappingLogs")
if create_resp.status_code != 200:
print(
"create index " + url + " failed with response: " + str(create_resp) +
", source index is " + str(source_index))

MAERRAS 02 (2024-04-18)

WRIERE © HERRARBIRAT 29



SIERRS
L

3 iFF RS

print(create_resp.text)
filename = "mappinglLogs/" + str(cluster) + "#" + str(source_index)
with open(filename + ".json", "w") as f:
json.dump(mapping, f)
return False
else:

return True

def main(argv):
requests.packages.urllib3.disable_warnings()
print("begin to migrate index mapping!")
config = loadConfig(argv)
src_clusters = config.keys()

print("begin to process cluster name :")
for name in src_clusters:
print(name)
print("cluster count:" + str(src_clusters.__len__()))

for name, value in config.items():

printDividingLine()
source = value["src_ip"]
source_user = value["src_username"]
source_passwd = value["src_password"]
source_auth = None
if source_user !="":

source_auth = (source_user, source_passwd)
dest = value["dest_ip"]
dest_user = value["dest_username"]
dest_passwd = value["dest_password"]
dest_auth = None
if dest_user !="":

dest_auth = (dest_user, dest_passwd)

print("start to process cluster: " + name)
# only deal with mapping list
if 'only_mapping' in value and value["only_mapping"]:
for source_index, dest_index in value["mapping"].iteritems():
print("start to process source index" + source_index + ", target index: " + dest_index)
source_url = source + "/" + source_index
response = requests.get(source_url, auth=source_auth)
if response.status_code != 200:
print("*** get ElasticSearch message failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
continue
mapping = response.json()
index_mapping = process_mapping(mapping[source_index], dest_index)
dest_url = dest + "/" + dest_index
result = put_mapping_to_target(dest_url, index_mapping, name, source_index,
dest_auth)
if result is False:
print("cluster name:" + name + ", " + source_index + ":failure")
continue
print("cluster name:" + name + ", " + source_index + ":success")
else:
# get all indices
system_index, create_index = getAlias(source, source_auth)
success_index = 0
for index in create_index:
source_url = source + "/" + index
index_response = requests.get(source_url, auth=source_auth)
if index_response.status_code != 200:
print("*** get ElasticSearch message failed. resp statusCode:" + str(
index_response.status_code) + " response is " + index_response.text)
continue
mapping = index_response.json()

dest_index = index
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if 'mapping' in value:
if index in value["mapping"].keys():
dest_index = value["mapping"][index]
index_mapping = process_mapping(mapping[index], dest_index)

dest_url = dest + "/" + dest_index
result = put_mapping_to_target(dest_url, index_mapping, name, index, dest_auth)
if result is False:
print("[failure]: migrate mapping cluster name: " + name + ", " + index)
continue
print("[success]: migrate mapping cluster name: " + name + ", " + index)
success_index = success_index + 1
print("create index mapping success total: " + str(success_index))

if _name__=='_main_"
main(sys.argv)

#47vi checkindices.pydss, EFILATHIARZISHAERZERS IEIRIILLHIA
-*- coding:UTF-8 -*-

import sys

import yaml

import requests

import re

import json

import os

def printDividingLine():
print("< >")

def get_cluster_version(url, auth=None):
response = requests.get(url, auth=auth)
if response.status_code != 200:
print("*** get ElasticSearch message failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
return False
cluster = response.json()
version = cluster["version"]["number"]
return True

# get all indices
def get_indices(url, source_auth):
response = requests.get(url + "/_alias", auth=source_auth)
if response.status_code != 200:
print("*** get all index failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
exit()
all_index = response.json()
system_index = []
create_index =[]
for index in list(all_index.keys()):
if (index.startswith(".")):
system_index.append(index)
else:
create_index.append(index)
return create_index

def get_mapping(url, _auth, index):

source_url = url + "/" + index

index_response = requests.get(source_url, auth=_auth)

if index_response.status_code != 200:
print("*** get ElasticSearch message failed. resp statusCode:" + str(

index_response.status_code) + " response is " + index_response.text)

return "[failure] --- index is not exist in destination es. ---"

mapping = index_response.json()

return mapping
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def get_index_total(url, index, es_auth):

stats_url = url + "/" + index + "/_stats"
index_response = requests.get(stats_url, auth=es_auth, verify=False)
if index_response.status_code != 200:
print("*** get ElasticSearch stats message failed. resp statusCode:" + str(
index_response.status_code) + " response is " + index_response.text)
return O
return index_response.json()

def get_indices_stats(url, es_auth):

endpoint = url + "/_cat/indices"

indicesResult = requests.get(endpoint, es_auth)

indicesList = indicesResult.split("\n")

indexList = []

for indices in indicesList:
indexList.append(indices.split()[2])

return indexList

def loadConfig(argv):

if argv is None or len(argv) != 2:
config_yaml = "migrateConfig.yaml"
else:
config_yaml = argv[1]
config_file = open(config_yaml)
# python3
# return yaml.load(config_file, Loader=yaml.FullLoader)
return yaml.load(config_file)

def main(argv):

requests.packages.urllib3.disable_warnings()
print("begin to migrate index mapping!")
config = loadConfig(argv)

src_clusters = config.keys()

print("begin to process cluster name :")
for name in src_clusters:
print(name)
print("cluster count:" + str(src_clusters.__len__()))

for name, value in config.items():

printDividingLine()
source = value["src_ip"]
source_user = value["src_username"]
source_passwd = value["src_password"]
source_auth = None
if source_user !="":

source_auth = (source_user, source_passwd)
dest = value["dest_ip"]
dest_user = value["dest_username"]
dest_passwd = value["dest_password"]
dest_auth = None
if dest_user !'="":

dest_auth = (dest_user, dest_passwd)
cluster_name = name
if "clustername" in value:

cluster_name = value["clustername"]

print("start to process cluster : " + cluster_name)
# get all indices

all_source_index = get_indices(source, source_auth)
all_dest_index = get_indices(dest, dest_auth)

if not os.path.exists("mappingLogs"):
os.makedirs("mappingLogs")
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filename = "mappingLogs/" + str(cluster_name) + "#indices_stats"

with open(filename + ".json", "w") as f:
json.dump("cluster name: " + cluster_name, f)

fwrite("\n")
json.dump("source indices: ", f)
fwrite("\n")
json.dump(all_source_index, f, indent=4)
fwrite("\n")
json.dump("destination indices : ", f)
fwrite("\n")
json.dump(all_dest_index, f, indent=4)
fwrite("\n")
print("source indices total  : " + str(all_source_index.__len__()))

print("destination index total : " + str(all_dest_index.__len__()))

filename_src = "mappinglLogs/" + str(cluster_name) + "#indices_source_mapping"
filename_dest = "mappinglLogs/" + str(cluster_name) + "#indices_dest_mapping"
with open(filename_src + ".json", "a") as f_src:
json.dump("cluster name: " + cluster_name, f_src)
f_src.write("\n")
with open(filename_dest + ".json", "a") as f_dest:
json.dump("cluster name: " + cluster_name, f_dest)
f_dest.write("\n")
for index in all_source_index:
mapping = get_mapping(source, source_auth, index)
with open(filename + ".json", "a") as f_src:
json.dump(" ", f_src)
f_src.write("\n")
json.dump(mapping, f_src, indent=4)
f_src.write("\n")
with open(filename_src + ".json", "a") as f_src:
json.dump(" ", f_src)
f_src.write("\n")
json.dump(mapping, f_src, indent=4)
f_src.write("\n")

mapping = get_mapping(dest, dest_auth, index)

with open(filename + ".json", "a") as f_dest:
json.dump(" ", f_dest)
f_dest.write("\n")
json.dump(mapping, f_dest, indent=4)
f_dest.write("\n")

with open(filename_dest + ".json", "a") as f_src:
json.dump(" ", f_src)
f_src.write("\n")
json.dump(mapping, f_src, indent=4)
f_src.write("\n")

print("source indices write file success, file: " + filename_src)
print("destination indices write file success, file: " + filename_dest)

if "only_compare_index" in value and value["only_compare_index"]:
print("[success] only compare mapping, not compare index count.")
continue

for index in all_source_index:
index_total = get_index_total(value["src_ip"], index, source_auth)
src_total = index_total["_all"]["primaries"]["docs"]["count"]
src_size = int(index_total["_all"]["primaries"]["store"]["size_in_bytes"]) / 1024 / 1024
dest_index = get_index_total(value["dest_ip"], index, dest_auth)
if dest_index is 0:
print(‘[failure] not found, index: %-20s, source total: %-10s size %6sM'
% (str(index), str(src_total), src_size))
continue
dest_total = dest_index["_all"]["primaries"]["docs"]["count"]
if src_total != dest_total:
print(‘[failure] not consistent, '
'index: %-20s, source total: %-10s size %6sM destination total: %-10s '
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% (str(index), str(src_total), src_size, str(dest_total)))
continue

print(‘[success] compare index total equal : index : %-20s, total: %-20s '
% (str(index), str(dest_total)))

if _name__=='_main_"
main(sys.argv)
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(MARY::|

o ESHIEEMLogstash, flliElogstashiRSZBEZM, BIARKREIE, FAFAIBEEHE
NASEERM LogstashTh &2 .

o FILIETERRIZRSITELSZS M LogstashEERF DRI B E R RIRIERIES

. BRAERRSEEEHS
2. £ “RUS7 BE “SRFEIE” TUAE, %R “Logstash” , BiALogsashZEBIEERFE
Iiﬁﬁo

3 COIREEE , A “ORSERE WAL
LR CMERE A CAAR
5. IREMBEASE, KR EERG T CHEBIRAT , FRA RS .

% 3-3 EXS AR

2% 5i8H
SeRfeny %1% “Logstash” .
EERFRRA LE173$55.6.16. 7.10.0,

PR ESEEREZ5.x, 6.x EiFlogstashfRA5.6.16, ITRIESAR
ARE7.X i%Flogstashik4<7.10.0,

ERERR BEMRIERFZIR, AHMARNFREENA ~329FF, R
BEEEHF. FE. hRIEMTHL, BURLIFE:L.

3-2 EXNEREE
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EIRCIEERTEENFN, aEAVPCIRSEEVPCTEL!
ERFMZFRFAID
ZeH ZEAR—MNMEELINE, AE—VPCREGHEEEZE
(RIPERFHER SRS E=IRSS=IEMREREE ., BE
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BIREREZEEN “HOEE/ICMPZEEL” K “Any” SEE &SRO
920089i%[1SEE .

3-4 iR E LIS

EREE v | Q =EEiEs
SRR T RS, TR S TR

F ~ | Q
BT FRESESEMEEEN, LUESEMEEE, LISSNESs
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LR EIBA M SAVER, SRR S HIAl RS

9. BFE ‘T SREE’ , SREEUVEERINEENEEN . HWHEFHREFE
NBCERIA .
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10. B “F—%: WAEE™ , WA\aERE “SIENCIE” FFintlEEEs.

1. 8 “IRMEERIIR" , REUGHIER “SEEIE" THE, SeIZNERREN
EERTIERT, BERNEH ‘D7 , IERINREEIRSSETN ‘T
B>

B rEERHEENY

IiELogstashFREERE . BEFRERFHIEREM .

1. 7Elogstash&EEFEENH, PEHELHE—: BlELogstashEERFHEIEAIERFZIR,
HNEBNEANMEERE. ®F “‘BEPL” , #ANEERORHE; EEEE
THERERHSETIR ‘BEDL , BAEREDRORE.

AREFORE, ®F “EEEut” .
ENTREEHN B AVEERY I PHBt S B FNIROS, BE “Wid” .

%

3-5 =@M
EE R

N
%
Ii

: E2E Logstash £E1FEFS

1. 7Elogstash®EEFEEN M, PEHELHE—: BlEELogstashEERFHEIEAIERFZIR,
HNEHNEARNEERE. &% ‘BRETC” , EERPEERERHEEIN
“BeEFL” , HABERORHE.

2. $EE§1{F% “BIEE” , HANCIERECENATRE, IEIRERHENR, (BNESERHTR
=1 o

(1 88
HEIZEFERIIm N ESERFIIFR T Bhttps.

- IEERERHEMNR: UCAEBIEMElasticsearchZEBUERE S N HIEZ! Elasticsearchz:
BY, EEBHEIRIERRE “elasticsearch” , BEHIE(EFIRY “NAB” . EFAEH
ERRLEREINEREERE .

- [BHEENH: ‘SR EEEREZR, fliles-es-all; “BEXHERE
IHEESERHTREE X, BEEXHRAWNT.

input{
elasticsearch{
# IREEEHAIDHIHER
hosts => ["xx.xx.xx.xx:9200", "XX.XX.xX.xx:9200"]
# REEHRDNNE AR, &8 userfllpassword A iE
# user => "css_logstash"
# password => "kt
# SIEBRIZRSIER
index => "* 202102"
docinfo => true
slices => 3
size => 3000
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# T8Ps—LElogstashiBINKY=FER

filter {
mutate {

remove_field => ["@metadata", "@version"]

}
}

output{

elasticsearch{
# BfrEERSAIattHER
hosts => ["XX.XX.XX.XX:9200","XX.XX.xX.xx:9200"]
# BfREEHBANAR & RS, &Guserfllpassword ~E
# user => "css_logstash"
# password => "k
index => "%{[@metadata][_index]}"
document_type => "%{[@metadata][_type]}"
document_id => "%{[@metadata][_id]}"

}
}

EREIAIECENT:

& 3-5 SR ECEIZ 2GR A

=1 otz
input | hosts TREERFRYIAIIMBIE, WNRERFEZ MBI RIE
PRIES, FRESEAF
user ERHHONERS, IRSERP3IER
PR el
password SEEHRIORERE, NRRERAFAZEMBLIRER
#EFE
index FELSIBNRIRERSIEE, FERESE,
HLMERBEFZE, index*
docinfo EREMERS N, ©iHtrue
slices B E1Z2 I LUERY) B as E X EiaARRE
5, BREEFAERE., EE2-8K
size BEREEREIIRKGHE
outpu | hosts = CSSERHAITbIE, MNREHFSNT
t =, BPIES, [FRESREAF
user EEHHNNERE, NRSERPILITUER #
PR 3l
password ERHFIORIERS, WMRSEEBULINER # 18
1=
index B2 BRI ZERS [BFR, ST BB, u:

logstash-%{+yyyy.MM.dd}

document_ty
pe

(£ Binim MR SRR R IT—2

document_id

ZR5(|HRIAEID, ENSRIRRET—H, NFE
Bn%Erk, fER # X
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SN £EIT%

gz
£IR2
I3
£R4

g

56
SBT
I8

{EAputtyZEFERF TIEPRRRILInuxEHL .
H47python migrateTemplate.py T8 %5 |[1&ER .
#1T python migrateMapping.pyi¥f$%5| .

ffLogstash&ER+EERNH, BHETE—: BliEELogstashEBFPEIFEAIERFBIR, HA
EBENEAREERHE. ®BF ‘BEHRO” , EEERTERERHRENN ‘BEES
07, HNEEFORE,

%T%*/FE%E AtELogstashEEFTREFSHAAEIENIEREN M, BEE LA “I5

RIEREETR, EEEEEaLogstashiRBZ 2 ZIFHAIFREEIE .
FREE ‘7, WaLIEEE NEEREmEREN 4.

HIEIR SO EHIE—EE, [FRputtyZRlinuxELWL, HiTpython
checkindices.py JSLLEURLER o

e

SR FF Logstash £E&¥

ERATEBEEE, FMllogstash&Ess,

1. EXR=ERRSEEEHS.

2. BBy “EEBYEIE” > “Logstash” , A LogstashZERIRVERESIRAE, 1ERREIE
AOEREEERE “1R(E” FhEaTE “EE>HIRR”

3. TERERIIAETIES, BXBANEEMPRAIEREZIR, Bt “BE” <R
AR o

3.2.2 {EF=BRSS Logstash e E TS EEBEEIE

ZYSRABR !

Logstash>ZiF £ ETBIEEITE, BIRIREREETR, FEIBIISEGRIESE
. ABETNBAEERCSSHLogstashiGEFFEERFHIRE, IBEXTBEERS |G
[B&tnS, ATRAIEEHIE

BSCIBRIBLIRIRHIFER TIFERISS AT ES TIF. BARSRINTATR:

o $PB—: fliELogstash&Ef

o XET: WNFERHERM

o SBE=: EElogstashiZEiFH(TS
o FRM: BEIFE

o HXBR: BiflLogstash&gf

e LogstashhRALIR:

CSS 7#%5.5.1, 6.3.2, 654, 7.1.1, 7.6.2, 71028 MK, FREHREFE
KhRA—E
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I ESEEREE5.X, 6.x 1%&#ElogstashfRA85.6.16, IFTMESARAE7.X i%&#Elogstash
hR2<7.10.0,

o ERIIRIEFRIHENRS|, EZXERSISEHREENBREERTFA—E,
o  RS|IXRIVNF100GHLUERERAES FARBIRDFRS], BRI,

HEETE
o CIERITBEHML.
a. BIEBTERENN, BT EBRERTAR.

i BUEBECSEMNL, EMIFEZECIEInuERS, MBIEFE2V4G,

i. MESEWIANRERF I B ERHRIEER Y, i TdsScurl http://{ip}:
{port}a LUMIKLER

IPERERFFNERISERRH ML, iRORIARE0200, YIRAE92001EFH
SR hrim O o

AR

WTFREIERTFIER 2R,
curl http://10.234.73.128:9200
{

"name" : "voc_es_cluster_new-ess-esn-1-1",
"cluster_name" : "voc_es_cluster_new",
"cluster_uuid" : "1VbP7-39QNOx_R-IXKKtA",
"version" : {

"number" : "6.5.4",

"build_flavor" : "default",

"build_type" : "tar",

"build_hash" : "d2ef93d",

"build_date" : "2018-12-17T21:17:40.758843Z",

"build_snapshot" : false,

"lucene_version" : "7.5.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"

}

"Tagline" : "You Know, for Search"
}

o EFETHENG
AL REMB LTRSS T LM FIRT . WNSRATLABX M EiE(EFHyumil
pipZIRAIA] . BEALRERE FMAREEIEMI ERITRRSS .
RS RUAT:

a. H4Tyum install python2Z%Epython2,,
[root@ecs opt]# yum install python2

b. #4Tyum install python-pipZZ=pip.
[root@ecs opt]# yum install python-pip
c.  Hf73pip install pyyamlZaEyaml{Kii .

d.  #17pip install requestsZirequestsikiii
BHRLRESRUT:

a. TFEpython2ZiEf, TEitithttps://www.python.org/downloads/
release/python-2718/, iERFID FHZRE,
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3-6 & python2 %6

Files

Version Operating System  Description MD5 Sum File Size GPG

Source release 38084292658ed4456157195f1c9bcbel 17539408 SIG

Gzipped source tarball

Source release fd6ccBec0a78c44036f825€739f36e5a 12854736 SIG

macO$ 64-bit installer Mac 05X for 05X 10.9 and later ce98eeb7bdf806685adc265ec 1444463 24889285  SIG
bug information files Windows 20b111ccfe8d06d2fe8cT7679286113d 25178278 SI

ws debug information files for 64-bit binaries Windows bb0897ea20fda343e5179d413d4a4aTc 26005670 SIG

Ip file Windows b3b753dffe1c7930243c1c40ec3aT2bl 6322188 SIG

MS! installer Windows for AMDE4/EME4T/x64 2425c758d388e28b56f4724b499239a 20598784 siG

Window: MS| installer Windows db6ad9195b3086c6b4cefb9493d738d2 19632128 SIG

-—‘-,{:t

{ERAwinscp THE _F&pythonZZEGEoptBFE T,
# fREpython/E466

[root@ecs-52bc opt]# tar -xvf Python-2.7.18.tgz
Python-2.7.18/Modules/zlib/crc32.c
Python-2.7.18/Modules/zlib/gzlib.c
Python-2.7.18/Modules/zlib/inffast.c
Python-2.7.18/Modules/zlib/example.c
Python-2.7.18/Modules/python.c
Python-2.7.18/Modules/nismodule.c

Python -2.7.18/Modules/Setup.config.in

Z=python,

# BESHHENER

[root@ecs-52bc opt]# cd Python-2.7.18

# BN HEERERR

[root@ecs 52bc Python-2.7.18]# ./configure --prefix=/usr/local/python2

checkmg for build directories... checking for --with-computed-gotos...
checking whether gcc -pthread supports computed gotos... yes
done

checking for ensurepip... no

configure: creating ./config.status

config.status: creating Makefile.pre

config.status: creating Modules/Setup.config

config.status: creating Misc/python.pc

config.status: creating Modules/ld_so_aix

config.status: creating pyconfig.h

creating Modules/Setup

creating Modules/Setup.local

creating Makefile

# #miEpython

[root@ecs-52bc Python-2.7.18]# make

# Zdpython

[root@ecs-52bc Python-2.7.18]# make install

LU, BB pythonZRER,

# tuBEpythonhR A

[root@ecs-52bc Python-2.7.18]# python --version

Python 2.7.5

# HBpiphR A

[root@ecs-52bc Python-2.7.18]# pip --version

pip 7.1.2 from /usr/lib/python2.7/site-packages/pip-7.1.2-py2.7.egg (python 2.7)
[root@ecs-52bc Python-2.7.18]#

no value specified

o ESHITHIAN

a.

vi migrateConfig.yamUEHN&c &4,
es_cluster_new:
# EEBFEIR

clustername: es_cluster_new

# TRUGESEERfHENE, AN_Ehttp://,

src_ip: http://x.x.x.x:9200

# SBHAREEEEER""

src_username: ""

src_password: ""

# BIROURESEREtE, A0 Ehttp://
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dest_ip: http://x.x.x.x:9200
# RERAPEEERER"
dest_username: ""
dest_password: ""
# ABAREN, BKilFfalse, migrateMapping.pyfEFa
# RERBIBIXAN P mappingtbit AR5 |
# MNRiIBERLtrue, WRLE FEAIMappingHIZE [FREXEIFHE B MR EE
# Rz Epkfalse, MESERIRERIVEFIERS|, Brx ( kibana, *)
# FEBRS|IZRS TEAImappingtEe, INRITEEIERmMappingfdvaluefErn BRYIHRAIZERS IZFR
# ANRIEAZR, NERRIRRIAHZERS|ZTR
only_mapping: false
# BIEERIRS], key MRHNES|IEF, value SBHIRIVES|IEF
mapping:
test_index_1: test_index_1

# BILARTEN,, BRikfalse, checkindices.pyfsiFa
# 1gEHfalseS U RFTENERS IFIMEHE, REStrue RLERESIHE,

only_compare_index: false

BoE {4 AR

EE 15BH

clustername SERERIR, & RR,

src_ip IREERHAIAYIpHEiE, REEER—
ft, IwOBAIAR9200, GNEREREAYIG DAY
HA4529200, LASLPRAYECE RO,

src_username RERHROARSE, IRAFEREN

src_password RERHRINERS, IRAFEREN"",

dest_ip BfrEEEHA Dipitbilt, REBER— Mt
Ht, IwOBAIAR9200, GNERERAIHITAYIG
7429200, LASCIRAYECEIROE,

dest_username BirEERONARE, RAFERERN

dest_password BirEEHRDNERS, RARFEREN

#47vi checkindices.pydss, EFILATHIARZISHAERZERS IEIRIILLRIA
# -*- coding:UTF-8 -*-

import sys

import yaml

import requests

import re

import json

import os

def printDividingLine():
print("< >")

def get_cluster_version(url, auth=None):
response = requests.get(url, auth=auth)
if response.status_code != 200:
print("*** get ElasticSearch message failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
return False
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cluster = response.json()
version = cluster["version"]["number"]
return True

# get all indices
def get_indices(url, source_auth):
response = requests.get(url + "/_alias", auth=source_auth)
if response.status_code != 200:
print("*** get all index failed. resp statusCode:" + str(
response.status_code) + " response is " + response.text)
exit()
all_index = response.json()
system_index = []
create_index = []
for index in list(all_index.keys()):
if (index.startswith(".")):
system_index.append(index)
else:
create_index.append(index)
return create_index

def get_mapping(url, _auth, index):

source_url = url + "/" + index

index_response = requests.get(source_url, auth=_auth)

if index_response.status_code != 200:
print("*** get ElasticSearch message failed. resp statusCode:" + str(

index_response.status_code) + " response is " + index_response.text)

return "[failure] --- index is not exist in destination es. ---"

mapping = index_response.json()

return mapping

def get_index_total(url, index, es_auth):

stats_url = url + "/" + index + "/_stats"

index_response = requests.get(stats_url, auth=es_auth, verify=False)

if index_response.status_code != 200:
print("*** get ElasticSearch stats message failed. resp statusCode:" + str(

index_response.status_code) + " response is " + index_response.text)

return O

return index_response.json()

def get_indices_stats(url, es_auth):
endpoint = url + "/_cat/indices"
indicesResult = requests.get(endpoint, es_auth)
indicesList = indicesResult.split("\n")
indexList = []
for indices in indicesList:
indexList.append(indices.split()[2])
return indexList

def loadConfig(argv):
if argv is None or len(argv) != 2:
config_yaml = "migrateConfig.yaml"
else:
config_yaml = argv[1]
config_file = open(config_yaml)
# python3
# return yaml.load(config_file, Loader=yaml.FullLoader)
return yaml.load(config_file)

def main(argv):
requests.packages.urllib3.disable_warnings()
print("begin to migrate index mapping!")
config = loadConfig(argv)
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src_clusters = config.keys()

print("begin to process cluster name :")
for name in src_clusters:

print(name)

print("cluster count:" + str(src_clusters.__len__()))

for name, value in config.items():

printDividingLine()
source = value["src_ip"]
source_user = value["src_username"]
source_passwd = value["src_password"]
source_auth = None
if source_user !="":

source_auth = (source_user, source_passwd)
dest = value["dest_ip"]
dest_user = value["dest_username"]
dest_passwd = value["dest_password"]
dest_auth = None
if dest_user !="":

dest_auth = (dest_user, dest_passwd)
cluster_name = name
if "clustername" in value:

cluster_name = value["clustername"]

print("start to process cluster : " + cluster_name)
# get all indices

all_source_index = get_indices(source, source_auth)
all_dest_index = get_indices(dest, dest_auth)

if not os.path.exists("mappingLogs"):
os.makedirs("mappingLogs")
filename = "mappinglLogs/" + str(cluster_name) + "#indices_stats"
with open(filename + ".json", "w") as f:
json.dump("cluster name: " + cluster_name, f)
fwrite("\n")
json.dump("source indices: ", f)
fwrite("\n")
json.dump(all_source_index, f, indent=4)
fwrite("\n")
json.dump("destination indices : ", f)
fwrite("\n")
json.dump(all_dest_index, f, indent=4)
fwrite("\n")

print("source indices total  : " + str(all_source_index.__len__()))
print("destination index total : " + str(all_dest_index.__len__()))

filename_src = "mappinglLogs/" + str(cluster_name) + "#indices_source_mapping"
filename_dest = "mappingLogs/" + str(cluster_name) + "#indices_dest_mapping"
with open(filename_src + ".json", "a") as f_src:
json.dump("cluster name: " + cluster_name, f_src)
f_src.write("\n")
with open(filename_dest + ".json", "a") as f_dest:
json.dump("cluster name: " + cluster_name, f_dest)
f_dest.write("\n")
for index in all_source_index:
mapping = get_mapping(source, source_auth, index)
with open(filename + ".json", "a") as f_src:
json.dump(" ", f_src)
f_src.write("\n")
json.dump(mapping, f_src, indent=4)
f_src.write("\n")
with open(filename_src + ".json", "a") as f_src:
json.dump(" ", f_src)
f_src.write("\n")
json.dump(mapping, f_src, indent=4)
f_src.write("\n")
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mapping = get_mapping(dest dest_auth, index)
with open(filename + ".json", "a") as f_dest:
json.dump(" ", f_dest)

f_dest.write("\n")
json.dump(mapping, f_dest, indent=4)
f_dest.write("\n")

with open(filename_dest + ".json", "a") as f_src:
json.dump(" ", f_src)
f_src.write("\n")
json.dump(mapping, f_src, indent=4)
f_src.write("\n")

print("source indices write file success, file: " + filename_src)
print("destination indices write file success, file: " + filename_dest)

if "only_compare_index" in value and value["only_compare_index"]:
print("[success] only compare mapping, not compare index count.")
continue

for index in all_source_index:
index_total = get_index_total(value["src_ip"], index, source_auth)
src_total = index_total["_all"]["primaries"]["docs"]["count"]
src_size = int(index_total["_all"]["primaries"]["store"]["size_in_bytes"]) / 1024 / 1024
dest_index = get_index_total(value["dest_ip"], index, dest_auth)
if dest_index is 0:
print(‘[failure] not found, index: %-20s, source total: %-10s size %6sM'
% (str(index), str(src_total), src_size))
continue
dest_total = dest_index["_all"]["primaries"]["docs"]["count"]
if src_total != dest_total:
print(‘[failure] not consistent, '
'index: %-20s, source total: %-10s size %6sM destination total: %-10s '
% (str(index), str(src_total), src_size, str(dest_total)))
continue
print(‘[success] compare index total equal : index : %-20s, total: %-20s '
% (str(index), str(dest_total)))

if _name__=='_main__
main(sys.argv)

SE—: Bl Logstash &8¢
(1 %88

o IFRBEIE(FLogstash, BlElogstashiRBSHEZER, RIAZEZWEE, BPIFBEEHE
RATFER LogstashT5 &2 o

o TLETFEBNERSIAECIESZ LogstashEEE D BIELE AR RRINTRB(ES .

ERTHRESEEEHS
2. YR akE “HERIEIET Um, 5B “Logstash” , #ALogsashZEBUEEREE
EEJ\EO

3. B "RUEERYT , HA “RIEEEYT mE.
peici= e T[S A U] 5 s
5. IEEEMENER, EF “HEREE M “SRRART , FA EREIR .

%= 3-6 EASHIRA
2% 15iER
EERYEAY 1#E#E “Logstash” ,
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BIELE 3 TR EERS
2% L)z
SRR LEIHE5.6.16. 7.10.0,

JFRESEEREZ5.x, 6.x EiFlogstashfRA5.6.16, ITRIESAR
RE7 X i%&#Rlogstashik4<7.10.0,

EERFRR BEMXRIERFETR, AMARNFAREENA ~329F, R
BEESHF. FE. PHLHITHZL, BURAFET:L

3-7 EXEERE

=it Elasticsearch Logstash OpenSearch

S s v

6. IBEERNENMSEXSHY,. “BTREE™ REN 17 . "I &F
“8U16G” , HASHURIFIIAME.

3-8 IRE NI

el 4 1
SeE B EIEEACE e R
&&= 0 VCPUs | wtF IRFHEEE
TR
TaEEEE GB

7. RESEFNEWINE, FIFROMERIE,
8. BE “T—¥, RNERE" , REEHIINMEEE.

& 3-7 2H0REA

2% 1588
EIFAER VPCHNEIMFAE =, BEBITBESNEITMEEE, Btk

2. [BENNEIRE,
ISR CRERFEENVPC, BE: “BEEIFAEE #HA
VPCIRSZEE S LIZERIVPCEFRFID, INRZCHBVPC, T
SIE—1NRIVPC,
it}
ILEAMEEIRAIVPCA B S MER (CIDR) , BMERRSTECIZER
. FHEMVPCEIABAMES (CIDR)
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ERIESER 3 LR
e 1588
T B FRRMSEMMERER . JLARZRIMERIR,
LIRS ML E

RO ERFRENTN, AHAVPCIRSEERVPCTEE!
E2RIFMZFRFID

Z2H LZEER—MEELNSH, AE—VPCHEGHERZE
RIFERFAEE SIS RIRS R REINITRE . Bk
‘BEREE AITHRREEFR.

5B
BHREEER “IwOEE/ICMPERL” J9 “Any” SEEREIKO
920089iR B -

3-9 18 EMEIIE

EURES v | Q ==swnaz
SRS TIPS, LRSS TR,

77 v|a
BTSSR, ASREER, SRR

z2E v | Q ===es
e e b e M S e S e e

9. BFE ‘T SREE’ , SREENEERINEENEEN . WHEFHREFE
TANBCERIA .

10. 8&F “T—£: WARE” , WATHESRE “ZANGIE” Fiatl@EeErt.

1. 8 “IRMOERIIR" , REUGHIEE “EHEIE" THE, SeIZNERREN
RIS, BERNEH “Algd” , IERINEREEIRSSEN “F
7

ST ISIFERNE NG
§uilFLogstashfMEEEEE . BEItnEEEH IIEEM .
1. 7Elogstash®ERFEENH, PEHELBE—: elEELogstashEEBFHEIEAIERFZR,

HENEFRIENMSERNE, &F “‘REPL” , EANEREPRORE, EERS
THERERHRETIN “BEEHRC” , BEARERORHE,

2. HEEEFORN@E, E&F “EEElx” .
B NIRERFA B RVSEEFRYIPHEIE SIS 2 AR S, Bd “WiK” .

\

3-10 iE@E M
EEIE TN
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= FEIE Logstash IEEITE(ESE

1. fElLogstash&ERfEIERH, BFHLHE—: ClELogstash&EEFFEIEAVERIRTR,
EANEHNEANESERT, &1F ‘BRETL” , EEERTBERERHEETIN
“BeEHC” , HAEEFRORE,

2. BEALEA “QIE” , HANBEEXHRE, BIRERHEIR, (BIKESERLTE
BLE 15,

HRIZRGIEARIF N ESERHIR TS https.

- IEIEREERHEMNR: ILAEBIEMElasticsearchSEBUEERE S N HIEZI Elasticsearch2
B, EEBHEIRIEIE “elasticsearch” , BHRIRESTINY “MA” . EFAR
EMACEIZNECEER.

- BREENXH: “‘BR7 ESREBIR, flfles-es-inc; “‘BEXHEARNR
IHEESERITRRENH, BREXHRAIWNT,
input{
elasticsearch{

hosts => ["xx.xx.xx.xx:9200"]

user => "css_logstash"

password => 'kkkikn

index =>"* 202102"

query => '{"query":{"bool":{"should":[{"range"{"postsDate":{"from":"2021-05-25
00:00:00"}}1}133

docinfo => true

size => 1000

#scroll => "5m"

}
}

filter {
mutate {
remove_field => ["@timestamp", "@version"]
}
}

output{
elasticsearch{

hosts => ["Xx.xx.xx.xx:9200","xX.XX.XX.xX:9200"]
user => "admin"
password => 'kkkikn
index => "%{[@metadata][_index]}"
document_type => "%{[@metadata] [_type]}"
document_id => "%{[@metadata] [_id]}"

}
#stdout { codec => rubydebug { metadata => true }}
}
=EEXNERENT:
% 3-8 LR EIZS0R A
[T =1 148
hosts D AESRERFIBIRERFAVInEbIE, RS
ZMpATRBEDINES.
user EEHHORERE, IREERFALIERFRE
password %f;iﬁ@ﬁ’ﬂ%ﬁ%, WMREERFZEBUIER#E
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index FERINIBIRSIER, —MREXHRZF—
R EIFE .
query IBEHIEIIRAIINR, —fesiydIsiER), FERR

7. EehpostsDate Al EHRFEI=FER

{"query":{"bool":{"should":[{"range":{"postsDate":
{"from":"2021-05-25 00:00:00"}}}1}}}

b e & 21F782021-05-25 2 [EHIEIINEUIE, T2
XIBEIERSREPFRERULLIREE, WRA
AL NIBER AT EE . thitan<SHFEIERR

IEERILE .
scroll YHRiREIESII K, I THLtlogstashBiFEY, |

LAERscroll X SRERE R . BOAD"1m" . [E)fRRT
EREXRK, GURIBESEREE,

(MERTY:
AR IFIEEEBRERERR, BRETRSINTEHIESREXHERGS.

SHIY: METH
S ERputty B R THERBRAILInuXERIH -
$W2 fELogstashERFEITME, HHESE—: BI@LogstashEBI-PORIVERESTR, A
SERMEREERE. B “RETD , NEEROEETFERMEIIN ‘RET
&7, HNEERORE,

$H3 EFELSE=" EiBLogstashiEFB(ESHATCIZEEN M, BEAELAN ‘B
1) I

$R4 RIERERT, &F ‘27 BfilogstashiRBZ 2 ZIFFHIRITBEE .
LIS WAL EE TEEZIRHRIEE XS .

HIR6 BT TEACELHIE—HE, FEAputtyERlinuxEL, #iTpython
checkindices.py SFLELEURLEER .

-

TR B Logstash &8
ERHTRESEEE, BhLogstashEEEE,

1. BRTERRSEEEHS

2. Bk “EERFESTR” > “Logstash” , #ALogstashZEBURYEERESIR KM, ErEiE
AOIEREEERE “1R(E” FhEaTE “EE>HIRR”

3. Tijé‘itljﬁgﬁﬁi)\%a_ﬁfliﬂlﬂ, BIBATERPRRISERFETR, BE “TE” SThERt
R
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3.2.3 (FABMDSRETBEREIE (RiwA CSS Elasticsearch )

A

ERBETH

HIRRSR

BRIELR

CSSARS3AYElasticsearchEEEE Z [BIRYEIEIERS , ATLABE &0 S5IkE SERFRIRINAESL
.

ERm=:
o BRI BRRARIEREIETREIShRARIERFT
o BRI BRITEHNRSIEESHEI— &P,

KREFEISTIGElasticsearch&ERE “Es-17 13585 “Es-2” Jofil, NBa{aEREERFRER
IHRESLIERIR N 5IRE -

BT REAFER IR R FRERF A B IR =Nk ZE S [shard ML, 1EF81d7E
ﬁa\b%{ﬁmﬁziu WEMER, ZHOMBENBRRERIRE, WEMEBFEHBENEERR
Eo TS IH<AIFHALIT:
o YZFEg|shard MK TFTTH AT

ST (5)=(800G +40MB+EEETT 5 N+800G+40MB+H HIEET S5 xE 5|44
o  UEG[shardMNEUVNTFT =N EE

B (5) = (800G +40MB+FAERE R T shard 11 +800G+40MB + H HIEEEE 3| shard 150 x & 3| -4

[MARY:E

THMAARRETERRET (AIRTSURREEAOMB/sEH ) AR, STREBEHSE
SFIME . BFEFREZMN,

o BERYimERF (Es-2) MiFRERF (Es-1) TIRRES. BN STHREERT
ERFERS .

o TIABERIIREERE (Es-2) FRinEERE (Es-1) FEE—RegionR,

o HHABRIRERE (Es-2) MMRAKRTFEFRinERE (Es-1) AURRA.

o ABRIRERE (Es-2) MNP RHATRHER (Es-1) NP =E—E,

o TINBMIRERE (Es-2) NP RBATET RinEEE (Es-1) AshardBIAREL.
o TRINBRVIREERE (Es-2) AUCPU. MEMAIDiskELE K FETFIFiHEER (Es-1) o

1. ERTRRRSEEEHE.

2. 7£ “SEE¥ETE > Elasticsearch” TE, PHIRIREEFSIR “Es-17 HNEREER
1_‘-EHEO

3. HEEMSHEIEE “SRFRIRT , FTHERIREAX, RERBIEMEKE.
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& 3-9 ERFIRIBEMECE

2 1588

OBS## R B RFIREBRYOBSHA .

BINIEE | EEHRIBEEOBSIAPAIFHESR . AILMRITBOAME,

IAMZIE | EHRIAMZEIT, 1BICSSIRSHInIa 4P FIEEOBSHEURE.

IAMZIEFEEER “2BKRS" b “WHEFHERKRS” EN
“OBS Administrator” R,

4. TR EMEER, & “QIERET , EEETTRSHEERE, BE BT B
hFahelEIRER.

% 3-10 SIEEREBIEE

24 588
RERETR | BEXREBEMR, JLURFEROAME.
] EEREHITEMIRSIBR. R5IBMAEES=BNAEF

, BRBEEE"\<|>/HF%FN, SIRIIZEERENESHE
Fo MRTES, NBOAZOERFMERS|. S5ER 7 T
Eﬂligfﬂl, BIan: index*, FREMNBMEIREindexHIFIBER
5|R9EHE .

IRERHEIA | FEIARERER.

FEREBEEIRD, 3 “RIBRE” 8 ‘TR HRREBEIERIN.

5. REBGUEERLINGG, AREBEIESIR, BHREBIREIN “IRE” , BREKESH
BHIEREEERNRERE “Es-2” .

= 3-11 IkEREAYECE

2% il
25| BEFJ|HTIENRS|IBN. WRAES, WRRIKEFREH

R5|EHE. STHER 7 EERB1PRS], tbillindex, FRRIKE
REBPZ RIS RindexdIFIERS .

R5| BRI | K |ZTROCEHIN . “ZH5|ZREE” 71 “ K5 | JFRBE
i =Eae X7 VREEEASEN ., BEEEXHSE, nIXIREEFIT
B EIRS IHITED SR

RS |BIE | KoIBHREGI NN, KE “Ro|ZHRBRER” 28T, “&K
gzl S| BFREHER” SHFNZSH VAR ET8EE

EHAE “restored_index_$1” T REMBIKRERIZES | ZFRBIEAN

L “restored_” .
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BR{ESCRE 3 T EERY
24 Pkl
S EER NS RIBAIERIIGER, ARAIERE “Es-27 .
Al
NSRBI P EAIRIR R R RG], WIREME, BIIRE
BRIEE RS BR S R

EREREIESIRD, 5 “ESIRE” TE) “REMIN IRRRIRER
“Es-17 RIKHERLINIES R B RVIRERT “Es-2” o

3.2.4 (FHBDSRETBERHIE (R A =7 Elasticsearch )

BHEESEIE AN TESZ BN EIRIT IS = KA ESEIL A ESZ [BIEIE TR, aIlA

SEASIRERES.
BUiRSRE
o ([FHSMERER, BMIAIIT2S:
-  BRRESHRAZRIRESHRA
- BYIRESHYEEE T > RIGESHYIREE T = EAY—F
o FBINEWEFRTIFEEHIERL, FELHIETHEBHITHRD
o CSSERS3HECIIFBAYimElasticsearch&EEE,
\J:_F*gblb*i
HiRimeBRESTFE=FRMES, BMiRaCSSIRSZAVESERIRT, ERHTRRIZUE
3-11F =,
B 3-11 (FH&mh SkETBHNERLTERE
BMELR

LB, BRElasticsearchFiENE=FRE =, BIE— I IFSMNIIEZFECRE, IS
FRITEZHIFNOSSIRS BB Rpatent-esbak, EBEZRBH=HACOSIRSBIE
H=patent-esbak,

$IB2 EEESNFE=FKMElasticsearchhEIZIREBENCE, ATFFMESRIBHIE,
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54N, 7EElasticsearch/dglE— “my_backup” BIBMHEE, XEEIFHEEEZEOSS,

PUT _snapshot/my_backup

{

# FHECEERE,

type """ 0ss",

"settings": {

# SB1PREFECENRMIEIEES o

"endpoint": "http://oss-xxx.xxx.com"

# FHEC NI FIDFIZERS. LAlﬁﬁHE'Jakﬂ]skEﬁEH IRIBhSE PN FREESERANLZENEG, EINER
EXHHENBETETENGFH, FRANBE, BiRTE; NRFIakilskirRFEREEERAE, BTAREIE
ua;’r'a?‘ MBS EIMET Eakfllsko

"access_key_id": "ak",

"secret_access_key": "sk",

# B CIZFE C ERbucket &R

"bucket": "patent-esbak",

# ERITFIRIESUGAEFEINEE o

"compress": false,

. q:# BEE LS H T LRFIREBEIRIVD A/ . & EEMNRIBHIEBEXNE, HEHNSEo R LIEEI=FE
$ o

"chunk_size": "1g",

# CERRIBMNE, AZRER.

"base_path": "snapshot/"

}

}

HBEHFE=KiHElasticsearchBIERER,
o AFRBZES|CIEIRER
ffian, sUE—NEA “snapshot_ 17 AIHRER,
PUT _snapshot/my_backup/snapshot_T?wait_for_completion=true
o JIEREERSICIERER
ffian, SUE—NEA “snapshot_test” RIHRER, ZIREBEEERSI
“patent_analyse” 1 “patent” ,
PUT _snapshot/my_backup/snapshot _test

"indices": "patent_analyse,patent"

}
EESHIREBCIEHE
o HITUI T aRSHLUEEMMAEREER

GET _snapshot/my_backup/_all

o HITUI TS HILIEEIEERE “snapshot_1” HIEE:

GET _snapshot/my_backup/snapshot 1

R REBEIEMN i TR R RF MRS OBSH .

XJ‘%{T‘ EEFEARSS (OMS ) XIFZMAIRSEHEIRIINRFMEIRSSZ0BSH, BiX
F2 NS RRSHIBHE.

FECSSHRZ5HYE asticsearchEEBF P EIE— MFE G EEXELZEIOBS, AFIREBENFE=
& ElasticsearchBIREEHUE .

l1;I§,|JJlll], FEEREPEE— “my_backup_all” BIFECE, KB E—LHIETR BRI
JOBS,

PUT _snapshot/my_backup_all/
{
"type" : "ObS",
"settings" : {
# OBSRYPIMIIE)IE .
"endpoint" : "obs.xxx.xxx.com",
"region” : "xxx",
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L 3 FREEEEE

# iHIEOBSRIFFZFIE . INEARYakFlskiERADRIAAD Pl E A FEE B RANR 2 X, BN
BXHRENETTESPEXNEN, FHRRE, BiRes; NnFllakilskiREFEMERET M, BTAREIRE
B MIME R B IME T Eakflsko

"secret_key": "sk",
# OBSHINEZFR, 1 E—1FBBRIRAIOBSIERAFRIT—H.
"bucket" : "esbak",
"compress" : "false",
"chunk_size" : "1g",
#i¥3= “snapshot” [EEL&E/ .
"base_path" : "snapshot",
"max_restore_bytes_per_sec": "100mb",
"max_snapshot_bytes_per_sec": "100mb"
}
}

TB,T TECSSERSSHYElasticsearchEERF IR S TRIBEIIE
1. EERAEREER.

GET _snapshot
2. IRERER,

- g;ﬁi—'&ﬁﬁﬂgﬁﬁﬁ?\%lo FIANRERZ ) “snapshot_1” BIREBRIPFE S|
SE
POST _snapshot/my_backup_all/snapshot_1/_restore?wait_for_completion=true

- RERE—IREIEHDES], BIE0E9 “snapshot 17 RYRERBHRKRETE “.7
A i NEC] 8

POST _snapshot/my_backup/snapshot_1/_restore

|||||

- REE—REFAUEERS|, HEGR. HIANTERZA “snapshot_ 1”7 BYRER
b, $8ZFE5| “index 1”7 WEH “restored_index 1” , “index 2” &N
“restored_index 2”7 .

POST /_snapshot/my_backup/snapshot_1/_restore

# RIREFES| “index_1” # “index_2” , ZBEHEEFRIEMES],
"indices": "index_1,index_2"

# BERIEEIREIZRS|, 2RI BHBEESRILAVEIRITE .
"rename_pattern": "index_(.+)",

# BB BEREINERSI.

"rename_replacement": "restored_index_$1"

}
$R8 BERBIKEER.
o EEMARBAIKEER:

GET /_recovery/
o TEIEEXRSINIRIBIRELE: GET {index_name}/_recovery

GET {index_name}/_recovery

R

3.3 jRim Y Kafka/MQ

Tz
EZIOT. #iE. B, tXFHIESEZRIT, BESSINEEHEHE (kafka,
MQZ ) IHmEHTHIIEED, ABEAIFlink/Logstash T Bl ZEiEFIHTHUETR
QME, REEHIESANIIEERS|E, WIMEHIERIRS

X FiXpiRimEkafka/MQRYEERE, SLRHTRRMIZANE3-12F 7,
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3-12 i3 Kafka/MQ RISEEHITREIIE

e

' BIEE Kafka/MQ

|
|
' Mesy/sRE w2 SA !
|

) FEEERS

D W Logstash/ESM
Hh= HE SN
> Kafka/MQ Flink/Logstash Elasticsearch

ZiTRh EERRIESENERLEFRIINS.

o EESE: —BERNESERRIEIERIT—EE, MITUENE.
o BN WMAYRRESXEFIRRIESHITIEMI SR

BRIESER
SE TSR, fkafka/MQIRHIEIHELA, ITHISELIE.

FI2 FEHRERSL . EALogstashE T BIGRIRESERF ISR T RICSSEREF , NRME
FHLogstashi#t1T8iEIFR, rIllSE(EHLogstashi TR EEFEUR

T3 BEHERY . FEEMNERLTAEHRREEESE, MBESHHRERINES
4, FHAHEEAIE EZRRNEEEN, MmORSERSET.

(1 i8R

XTATmS, RIRESEFTRIMEAFATRER, MAUNSEFELNERSHNSR, FIREH
ERLME, MOFERESHE—RIYE (FIEI3KRE7X ) , AREEEIE,

R

3.4 Rim A EERE

A

[EJ9Elasticsearch3ziF £ X ZFIAd HocEi), PRI EERNXRBIHIRRE (0
%a%ssDB for MySQLEE ) B9%hFE, LURABURENSISZREENFIEFH &ARIAd Hoc
EiFRE.

T XMRREEIEERSERE, SRR RIEES-13MTR.
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E| 3-13 [Rin N EIEEFRISERHTRZIRIE

_____________________________________________________________________________

IR A REGEIES EERET .
o EUEASME: HCSSHNBERRSRES, BIEEILSEIERE,
o EMMET: WYEIRSIEFIRIIESTH TS ERE.
FEES

BITHIEEHIBRSS ( DRS ) ATLASLINGaussDB for MySQLE % REVEERE 2 @RISR
FREMEE, STIFNEIREEREIES RS =S

#3-129DRSERSB S IFHREUR TR ECSSIRZBIIEMFIES. .

£ 3-12 HUERLES

TREUREESSRY Eﬁ/ﬁ%ﬁzﬁ)ﬁ%‘é EEER FERHE
it
RDS for MySQL | CSS/ES SEHIESHIE | BMySQLEIZFICSS/ES
EiB7
o INihEZE CSS/ES SEHEEHIE | EMySQLREIZZFICSS/ES
MySQLEHzE EE3
B
e ECSHZE
MySQLER
B
GaussDB(for CSS/ES SEHESHIE | ¥§GaussDB(for MySQL)[E
MySQL) EE3 $£HCSS/ES
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NGRS

4.1 HSEME

ElasticsearchEERF SIS ZSIEZ SN, RIBISFERNREES I LUABTIEFEENS
o FNICSSEIRSBABMMARLZ2EXAIERE (IFR2EXNIERE. Z2ERX+HTTPHD
WHIEERE . ZeIE+HTTPSHMYAIEERY ) , FARIBEFIHRIISIFERBESES-1.

o CSSIEtTAI¥M{kAYKibanaFCerebroRmA T iatx. (EFERE, 1ECSSIRSB IS
&, gLiEE NS Elasticsearch&&#9KibanafCerebro,

o HhEFimtbnl LENFEHElasticsearch&EEE, WCurld<1T. JavaZFim.
PythonZFinER/R, TFake(FERHadoopiRtNE FinLMES RN
ElasticsearchE 2t THYJavaZ Fis, &3ERest High Level Client. Rest Low
Level ClientfITransport Client, FEIX{ERXIMNElasticsearch&EBfhRARYavaZ
i, BNCIEEFEFRS R,

& 4-1 FRAEFIRENERIIFER

B ERSENHIER | ZEEL+HTTPIMNY | ZLEX+HTTPSHD
eSS IHIEREE
Kibana St R RVERFENST, RERANERIERKibanaldFHE )

NARBZNZERHITZEINE, BANEENEEBS I RESID
Elasticsearch£Ef

Cerebro LT B AIERIE 1T, TeERIIERIE R CerebroltEEH
NARBNZERHITZEINE, BANEEEEBS I RESID
Elasticsearch£&Ef

Curl M eBENIEREI IS, BAGSEES, BRiE2iEd Curl
ISITIENEERE,
Java ( Rest ISMLEEEREYIF, BADSEE, BfEsliEd

High Level Rest High Level ClientiZ N5EE¥
Client)
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SIERRSS

E={ESCHE 4 IENERE
E i ELLBXNERE | KEEX+HTTPINY | REEX+HTTPSHP
RosEE: g SR

Java ( Rest LT eBAERE T, BAGSEES, BfEsiED

Low Level Rest Low Level ClientiZE NEEEE,

Client)

Java AT RSB | 1328 ASHF

(Transport | ££8%, BEfAESE

Client) i@ Transport Client
N2

Java (Spring | 3L eELIVEREF, BAGSEE, BREsEd

Boot ) Spring BootiZz N&EEE

Python LT eBAERE T, BAGSEES, BfEsiET
PythoniZ NEEE% .

ES-Hadoop ML RV EREERSZIE, BAGSEES, BINESEBIES-
Hadoop3E#HiveiZE5Elasticsearch#iE .

4.2 iS50 Elasticsearch EEEf

CSSHRSSCI#2RYElasticsearchEER¥ B KibanaflCerebrozH{t, iF—#E+THKibanafd
Cerebro, tRiEifTElasticsearch&ERf, HHRE(FACUrldn$1T. JavaZFi%. Python
EFimEipaElasticsearchEEBF o] LIS EENEEY

BT Kibana i858
1. ER=ERRSEEIRTE,

2. £ ‘SR NHEEREETIRIERE, B “IRE” FdAY “Kibana” HA
KibanaZERFMH-

- IFReEICR0ERE: BEEHAKibanal@FRE .

- ZERANER: FEAESIRTEBMARFRZMER, BE “Log In” HA
KibanalZ{ERE . FFPEEiIAmadmin, ZECIRERISENEERE
650

3. EFMING, TEKibanaREHEITHEXIE(ESGElasticsearchEE%,

BT Cerebro i5a)EERE
1. ERZ=EZRRSSEEHES.

2. £ "SR TEEEEESRIERE, B “BMET JIhe “EE >

Cerebro” A\ CerebroZBRUH .

- ELLetERVEERE: BdCerebroB RUEAVEEFZFREN T A Cerebrot®(E
KA,

- ZRERXREEE: BFCerebroBRUEMERZIR, BHMNRPZIE,
BT “Authenticate” #\CerebroiR{ERME . APREIABadmin, Zi5)
CUEERITRENEE R,

3. EFRMING, nlfECerebroREHITHEXIR(EILIIElasticsearchEEEE,
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L 4 FENEEE

4.3 BT Curl 5 SITIENEERF

Y CSSERF M =RSSEEECSTERI—VPCART, TEULECSHEILUEIZ Curldp S EIFiGIE)
Elasticsearch&28%, Itt75x2 AT aidREIElasticsearchAViZEiztE, HEEGIOERIE
P2 FElasticserach SR LRIERE o

EEIIE
o  CSSERfHMTFRIRKTS.
o ELEBEHHENTERAIECS:
-  ECSHIVPCHEESCSSEEER—VPCH, BIRIEMEER.
-  ECSHIZBFEMCSSERNZ 2AER,

MREARRE, BIENECSREHFETBECSTEANENIN, IFEERE
ZRERNALE . EXURFESNEEREEMN .

ECSHYEFFIEES IRt = ARSS=RECSHURIES .

BRIEL R
1. FRENEEEFRIAMIabit . I5IaIEEEFRY, FREMARMGERt .
a. E=ERESESERIE, BEENSHERY “SEEE7
b. TEERIEIRYIERNME, EFEEEHNNNERE, RKEFHCR “HWMIAaits
nt” , —fRE “<host>:<port>” B “<host>:<port>,<host>:<port>" ¥,
WMREHRE— TR, WMYXERIANT PR OS, a0
“10.62.179.32:9200” ; MREMEZ NP, LEREFIET SAYIPHELE
MiwO=, HE “10.62.179.32:9200,10.62.179.33:9200” ,
2. TEECSHHITUN T A<, hio&Est, EENLEERNAE, HiamSthRE.
- Fz=etEz(rVEEERE
curl "http://<host>:<port>"

- REEX+HTTPHMYAYEEERE

curl -u <user>:<password> "http://<host>:<port>"

- RetE+HTTPSHMYAYEEERS

curl -u <user>:<password> -k "https://<host>:<port>"

F4-2 TEIRP

TEZ 15i8A

<host> SEPET AP, SEREESITRET, SFES
ANPHEtE, ATLUEEEA— MR,

<port> SR RINBERRAS, —#&799200,

<user> hiREENAERE.

<password> FIP &3 NV .

BRI :
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SIERRS
S

4 FENEERE

curl "http://10.62.176.32:9200"

REIEERWT:

HTTP/1.1 200 OK
content-type: application/json; charset=UTF-8
content-length: 513

{
"name" : "xxx-1",
"cluster_name" : "xxx",
"cluster_uuid" : "xxx_uuid",
"version" : {
"number" : "7.10.2",
"build_flavor" : "oss",
"build_type" : "tar",
"build_hash" : "unknown",
"build_date" : "unknown",
"build_snapshot" : true,
"lucene_version" : "8.7.0",
"minimum_wire_compatibility_version" : "6.7.0",
"minimum_index_compatibility_version" : "6.0.0-beta1"
by
"tagline" : "You Know, for Search"

}
(11 %88
B9 <, 52 M ElasticsearchBEA X,

4.4 81T Java ENEEE

4.4.1 i&id Rest High Level Client #EN\&EEf

EEE

ElasticsearchE 312 TSDK ( Rest ngh level Client ) BHTUIEREEEEE, Rest Client®
FimXJElasticsearchBIAPIRIT T35, AR REEMEXI NAYEERI R XS ESERHHTT
iBiE), Rest ClientR9i£M{FERIES %EHS‘C% https://www.elastic.co/guide/en/
elasticsearch/client/java-api-client/master/index.html

KX 4R@iIRest High level Clientiz[a]CSSEEREAYECE 5B . Rest High level Client
NS 2o YA

e EdRest High Level ClientiEFREER: EHTIERSEICAIEERE

e j&JRest High Level ClientiEZZ 258 (MEAZRIEE ) | BRATREER
+HTTPHMY VSRS . LB +HTTPSHMYAIEEE ( ZESIES )

e iEdRest High Level ClientiEZZ 258 (FREZSIER) : EATZEER
+HTTPSHMYAYEERS

#2iYRest High Level ClientfhRAFElasticsearchBIARAMEIF—3, FIINIEZEH T

ESEEEFRRAE7.6.2, NI{FEFIAYRest High Level ClientZ iR AN E7.6.2., R
13(5FAtBLL ElasticsearchE2B£8E S iR ANAYJava Rest High Level Clmntﬁ?‘ FELEIEK
RFESMEE, BAILMER “RestHighLevelClient.getLowLevelClient() ” AR EE*
HYLow Level Client, SEMEENHIElasticsearchiEs RHA -
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SIERRS
L

4 FENEERE

HEETIE

[ ] CSSEE$L$TﬁH4kIu\ )
o HARIEITIavaUiBRIARSS 28 S CSSERFRIME R RIEAY .

o THIAIRSZEELEEIDKI.S, JDK1.8EM FEkitbit: http://www.oracle.com/
technetwork/java/javase/downloads/jdk8-downloads-2133151.html,

e S| ANavafkii,
Hrh 7.6 2)9Elasticsearch JavaZ PigRIRAS ,
- MaveniFR5|A:

<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>elasticsearch-rest-high-level-client</artifactld>
<version>7.6.2</version>

</dependency>

<dependency>
<groupld>org.elasticsearch</groupld>
<artifactld>elasticsearch</artifactld>
<version>7.6.2</version>

</dependency>

- GradleA=3IA:

compile group: 'org.elasticsearch.client', name: 'elasticsearch-rest-high-level-client', version: ' 7.6.2

i#@id Rest High Level Client &g LS8

BEidRest High Level ClientiEiE ke 58f, HElltestR5|2RBFE. ERAEIN
T:

import org.apache.http.HttpHost;

import org.elasticsearch.client.RequestOptions;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.client.RestHighLevelClient;
import org.elasticsearch.client.indices.GetindexRequest;

import java.io.lOException;
import java.util Arrays;
import java.util.List;

/**

* Rest Hive Level iEiE R S5R

public class Main {

public static void main(String[] args) throws IOException {

List<String> host = Arrays.asList( "x.x.x.x", "xxx.x");
RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, 9200, "http"));
final RestHighLevelClient client = new RestHighLevelClient(builder);
GetlndexRequest indexRequest = new GetlndexRequest("test");
boolean exists = client.indices().exists(indexRequest, RequestOptions.DEFAULT);
System.out.println(exists);
client.close();

}

/**
* constructHttpHostsER#E G5 hostEERF 5 HipFlER .
*/
public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);
}

Hh, hostHERFZNTRRYIPHELLTIZR , HEFESNIPHBLIERY, @A “,” B,
tesﬁ]ﬁﬂﬂfl?%l%%’?o
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iBid Rest High Level Client iEELZ 2R ( AMERAZSIES )

ZIpRIEATIERER2MERE: REBE+HTTPIMNIAVERE . B +HTTPSHMNYAIEE
B (ZBRGES ) .

(e EANLIE

import org.apache.http.HttpHost;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;

import org.apache.http.client.CredentialsProvider;

import org.apache.http.impl.client.BasicCredentialsProvider;

import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;

import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.action.admin.cluster.health.ClusterHealthRequest;
import org.elasticsearch.action.admin.cluster.health.ClusterHealthResponse;
import org.elasticsearch.client.RequestOptions;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.client.RestHighLevelClient;

import org.elasticsearch.client.indices.GetlndexRequest;

import org.elasticsearch.common.Nullable;

import java.io.|OException;

import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util.Arrays;

import java.util.List;

import java.util.Objects;

import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;

*k

* Rest High LeveliEZZ 2R ( AMERIED )

*

public class Main {
* BIEEFIRAYE, E X createlR#ATEIEE iR,
*/
public static RestHighLevelClient create(List<String> host, int port, String protocol, int connectTimeout,
int connectionRequestTimeout, int socketTimeout, String username, String password) throws |OException{
final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new UsernamePasswordCredentials(username,
password));
SSLContext sc = null;
try {
sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new NullHostNameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig -> requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
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.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback(httpClientConfigCallback);
final RestHighLevelClient client = new RestHighLevelClient(builder);
logger.info("es rest client build success {} ", client);

ClusterHealthRequest request = new ClusterHealthRequest();

ClusterHealthResponse response = client.cluster().health(request, RequestOptions.DEFAULT);
logger.info("es rest client health response {} ", response);

return client;

}

/**

* constructHttpHostsERE & hostEEB¥ T mipdlZR o

*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);

}

*k

* trustAllCertsZRSIEPECE -
*/
public static TrustManager([] trustAllCerts = new TrustManager(] {
new X509TrustManager() {
@Override
public void checkClientTrusted(X509Certificate[] chain, String authType) throws CertificateException

}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedlssuers() {
return null;
}
}
Y

private static final Logger logger = LogManager.getLogger(Main.class);

static class SecuredHttpClientConfigCallback implements RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;
* The {@link SSLIOSessionStrategy} for all requests to enable SSL / TLS encryption.
*/
private final SSLIOSessionStrategy sslStrategy;
/**
* Create a new {@link SecuredHttpClientConfigCallback}.

* @param credentialsProvider The credential provider, if a username/password have been supplied

* @param sslStrategy The SSL strategy, if SSL / TLS have been supplied

* @throws NullPointerException if {@code sslStrategy} is {@code null}

*/

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

/**

* Get the {@link CredentialsProvider} that will be added to the HTTP client.

* @return Can be {@code null}.

*/

@Nullable

CredentialsProvider getCredentialsProvider() {
return credentialsProvider;
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}
/**
* Get the {@link SSLIOSessionStrategy} that will be added to the HTTP client.

* @return Never {@code null}.

*/

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

*k

* Sets the {@linkplain HttpAsyncClientBuilder#setDefaultCredentialsProvider(CredentialsProvider)
credential provider},

* @param httpClientBuilder The client to configure.

* @return Always {@code httpClientBuilder}.

*/

@Override

public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder httpClientBuilder) {
// enable SSL / TLS
httpClientBuilder.setSSLStrategy (sslStrategy);
// enable user authentication
if (credentialsProvider != null) {

httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

}
return httpClientBuilder;

}

}

public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;

}
}
/**
*mainEREESEWT, ER_ EEHcreate REBIRE iR, Bif “test” REIREFE.
*/

public static void main(String[] args) throws IOException {
RestHighLevelClient client = create(Arrays.asList( “x.x.x.x", "x.x.x.x"), 9200, "https", 1000, 1000, 1000,
"username"; "password");
GetIlndexRequest indexRequest = new GetlndexRequest("test");
boolean exists = client.indices().exists(indexRequest, RequestOptions.DEFAULT);
System.out.println(exists);

client.close();

& 4-3 REPRIEZ SRR

2¥ )%
host ESERENT A (BFE MM ClientTis )

RYIPHBLLSIZR, SEESIPHBLERS,
A “,” R

port ESEEEHRNERERO, BOAR “9200” .

protocol EENMY, “http” =& “https” , 1R
EERFLIFERES

connectTimeout socketiEEHERTATIE]

connectionRequestTimeout socketiEZIEKABATHTE] o

socketTimeout socketiEKiBATATIE] o
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username BIOERNERA .
password R &I RIS

iBid Rest High Level Client iEEL LR ((FRARLSIFH)

ZASiEA T EREE IR iEEL SR +HTTPSHMYAYEEERE

1. FREVZLUEP ( CloudSearchService.cer) o

a.

an o

2. R IFHE ( CloudSearchService.cer ) o

ERTERRSERS

R “EERFEIRT HAERIIR

BRI N EERFRIATR,

4-1 TEIEPH

EEEE

HNERHEAREERHE.
£ “BEXMERT WmE, BE “HTTPSIAE” [FEAY “THIER” .

vpC-

subnet

default

flF

HE| MG

192

B TEZ IR HERIEFimtlas

t, fEFkeytool TENG “.cer” iEHEi%m)avar] LUEENAY “ jks” EBHEL.
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- FELinuxERFH, FITINTaSEIRIES.

keytool -import -alias newname -keystore ./truststore.jks -file ./CloudSearchService.cer

- fEWindowsRSH, FITII T as<HEIRIES .

keytool -import -alias newname -keystore .\truststore.jks -file .\CloudSearchService.cer

Hrh, newnameRH R BEMANERER,

ZasHITIE, SIEIREIERER, FWAER. BREFZER, FEENE
H=ER.

3. BENEEE, LRI
import org.apache.http.HttpHost;
import org.apache.http.auth.AuthScope;
import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.client.CredentialsProvider;
import org.apache.http.conn.ssl. NoopHostnameVerifier;
import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.apache.logging.log4j.LogManager;
import org.apache.logging.log4j.Logger;
import org.elasticsearch.action.admin.cluster.health.ClusterHealthRequest;
import org.elasticsearch.action.admin.cluster.health.ClusterHealthResponse;
import org.elasticsearch.client.RequestOptions;
import org.elasticsearch.client.RestClient;
import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.client.RestHighLevelClient;
import org.elasticsearch.client.indices.GetIndexRequest;
import org.elasticsearch.common.Nullable;

import java.io.File;

import java.io.FileInputStream;

import java.io.|OException;

import java.io.InputStream;

import java.security.KeyStore;

import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert. X509Certificate;
import java.util.Arrays;

import java.util.List;

import java.util.Objects;

import javax.net.ssl.SSLContext;

import javax.net.ssl.TrustManager;

import javax.net.ssl.TrustManagerFactory;
import javax.net.ssl.X509TrustManager;

/**
* Rest Hive LeveliEigZ &R (FERttpsiEF )
public class Main {
public static RestHighLevelClient create(List<String> Aost, int port, String protocol, int
connectTimeout, int connectionRequestTimeout, int socketTimeout, String username, String password,
String cerFilePath,
String cerPassword) throws |OException {

final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager(cerFilePath, cerPassword)};
sc = SSLContext.getInstance("SSL", "SunJSSE");
/[BETLAMERSSLContext sslContext = SSLContext.getInstance("TLSv1.2");
sc.init(null, tm, new SecureRandom());
} catch (Exception e) {
e.printStackTrace();
}
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SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NoopHostnameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestHighLevelClient client = new RestHighLevelClient(builder);
logger.info("es rest client build success {} ", client);

ClusterHealthRequest request = new ClusterHealthRequest();

ClusterHealthResponse response = client.cluster().health(request, RequestOptions.DEFAULT);
logger.info("es rest client health response {} ", response);

return client;

}

/**

* constructHttpHostsERE & hostEE B 15 mipFIZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);
}

/**
* SecuredHttpClientConfigCallbackZEE X o
*/
static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;

private final SSLIOSessionStrategy sslStrategy;

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

@Nullable
CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

@Override
public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder
httpClientBuilder) {
httpClientBuilder.setSSLStrategy(ssiStrategy);
if (credentialsProvider != null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

}
return httpClientBuilder;
}

}
private static final Logger logger = LogManager.getLogger(Main.class);

public static class MyX509TrustManager implements X509TrustManager {
X509TrustManager sunJSSEX509TrustManager;
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MyX509TrustManager(String cerFilePath, String cerPassword) throws Exception {
File file = new File(cerFilePath);
if (Mfile.isFile()) {
throw new Exception("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "..");
InputStream in = new FilelnputStream(file);
KeyStore ks = KeyStore.getInstance("JKS");
ks.load(in, cerPassword.toCharArray());
TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509", "SunJSSE");
tmf.init(ks);
TrustManager[] tms = tmf.getTrustManagers();
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tm;
return;
}
}
throw new Exception("Couldn't initialize");

}

@Override
public void checkClientTrusted(X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedlssuers() {
return new X509Certificate[0];
}
}

*k

* mainREFSEWT, B LERcreate R EIBRE i, Hifl “test” R5|2EF L,

*/

public static void main(String[] args) throws IOException {
RestHighLevelClient client = create(Arrays.asList( oxoocoxxxx”, "sxx.xoxx.xxx.xxx"), 9200,

"https", 1000, 1000, 1000, "username", " password', " cerFilePath", " cerPassword");

GetlndexRequest indexRequest = new GetIndexRequest(" test");
boolean exists = client.indices().exists(indexRequest, RequestOptions.DEFAULT);
System.out.println(exists);
client.close();

& 4-4 REPRISEIRA

2H iR
host ESERIZNT A (ZE M ClientTs

=) BYIPHBLEZIER , HEFEES/IPHBLE
BF, #EA “,” BB,

port ESEEBfHNEE IR, BIAZ

“ 9200 ” o
protocol EEENY, IAMES “https” o
connectTimeout socketiEREERTATIE] -
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connectionRequestTimeout socketiE SR BATATIE
socketTimeout socketiEKitBATHTIE] o
username LSRR E.
password FBR&XINRYZRS
cerFilePath IEPERE.
cerPassword IERZERE,

4.4.2 j@d Rest Low Level Client $ZENEEEF

EEE

HEETIF

High Level Client27ELow Level ClientEit_ E#1TE3<AY, WRHigh Level Clientsh
897557 (flah.search, .bulk ) FEEHERERATSR, SFERBMEQM, TLULEFR
{EMLow Level Client/ss,, EZE0JLAER “HighLevelClient.getLowLevelClient() ”
FHXEREEFLELow Level Client, {FMLow Level Client &iXiEKRITHBEE S ENIEK
&, FERLEARE, soFEBElasticsearchZiFA0iERE, FITNGET.
POST. DELETE. HEAD%:,

AR 4BiE I Rest Low Level Clientif[alCSSEEE¥RIECE AR, Rest Low Level Client
BANEREMA, AN AIEEEIZERest Client ( BJRest Low Level
Client ) F0i@id B2 High Level ClientF8i@FgetLowLevelClient()3XkEXLow Level
Client,

e jEidRest Low Level ClientiEiZIEL &R EHATFIELSERIERE
e jEidRest Low Level ClientiEEZ L& ( FMEAZSIER ) | EBRATZ2ES
+HTTPHMYAYEERE . LetERX+HTTPSHMYAVEERE ( ZREIES )

e iEdRest Low Level ClientiEEZ &8 (ERZ2IIE ) | EBFTZEER
+HTTPSHMYAYEERS

72X Rest Low Level Clientf9hRASFNElasticsearchfORRANFIE—2, FIRNEZIATHIES
EBIRAR7.6.2, M{EAAIRest Low Level ClientZE FiRhRARINEE7.6.2,

o CSSEEHMLTHRIRE.
o HARIEITIavaUiBRIARSS 2 S CSSERFRIME R RIEAY .

o TMAIRSERELEIDK1.8, IDK1.8EM FEML: http://www.oracle.com/
technetwork/java/javase/downloads/jdk8-downloads-2133151.html,

e @iIMavenH 3| NapachehRAs, (KRB BILA7.6.2hRA 961
Hrh 7.6 2/9Elasticsearch JavaZ FikHIMRAS

<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>elasticsearch-rest-client</artifactld>
<version>7.6.2</version>

</dependency>

<dependency>
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<groupld>org.elasticsearch</groupld>

<artifactld>elasticsearch</artifactld>

<version>7.6.2</version>
</dependency>

i&@id Rest Low Level Client iEZIELZ SR

B—: EiZtIZERest Low Level Client

import org.apache.http.HttpHost;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;
import org.elasticsearch.client.RestClientBuilder;

import java.io.|OException;
import java.util. Arrays;
import java.util.List;

public class Main {

public static void main(String[] args) throws IOException {
List<String> host = Arrays.asList (" XXX XXX.XXX.XXX", "XXX.XXX.XXX.XXX");
RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, 9200, "http"));
/**
* flJ#ZRest Low Level Client,
!
RestClient lowLevelClient = builder.build();
* Bif] “test” HS|IRBFME. HE5|IFEMIRE200, REEATIRE404,
*/
Request request = new Request("HEAD", " /test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();

}

/**

* constructHttpHostsERE & Rhost&ERE T mipFlF& o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);
}
}

X Z: €lI#&High Level ClientFEi§HgetLowLevelClient()3kEXLow Level

Client

import org.apache.http.HttpHost;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;
import org.elasticsearch.client.RestHighLevelClient;

import java.io.lOException;
import java.util. Arrays;
import java.util.List;

public class Main {

public static void main(String[] args) throws IOException {
List<String> host = Arrays.asList ("XXX.XXXXXXXXX", "XXX.XXX.XXX.XXX"");
RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, 9200, "http"));
final RestHighLevelClient restHighLevelClient = new RestHighLevelClient(builder);

* BlJZHigh Level ClientFBifAHgetLowLevelClient()$kEXLow Level Client, BlclientfIZ{X FEX
—fFRBEEER.

final RestClient lowLevelClient = restHighLevelClient.getLowLevelClient();
/**
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* Eif) “test” HI|IREFE. HBE5|IFEMNRE200, RFEATIRE404,
*/

Request request = new Request("HEAD", " /test");

Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();

}

/**

* constructHttpHostsERE &R hostEE B T5 mipFIZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> Aost, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);
}
}

Hth, hosthEBLSATAIPIBIIEIRE, MEESMPILT, chiam “, B
testhEIIZRE | EHR.

BT Rest Low Level Client & ELR &R ( FMERAZSIER)

o AI—: EHiExtlERest Low Level Client

import org.apache.http.HttpHost;

import org.apache.http.HttpResponse;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.client.CredentialsProvider;

import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.impl.client.DefaultConnectionKeepAliveStrategy;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.apache.http.protocol.HttpContext;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.common.Nullable;

import java.io.lOException;

import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import java.util.concurrent.TimeUnit;

import javax.net.ssl.HostnameVerifier;

import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;import javax.net.ssl.X509TrustManager;

public class Main {

* QIR FIRAYZE, X createlRiE AT EIRE iR
i
public static RestClient create(List<String> host, int port, String protocol, int connectTimeout, int

connectionRequestTimeout, int socketTimeout, String username, String password) throws
I0Exception {

final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();

credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));

SSLContext sc = null;

try {
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sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();
}
SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NullHostNameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestClient client = builder.build();
logger.info("es rest client build success {} ", client);
return client;

}

/**

* constructHttpHostsERE &R hostEE B T5 mipFlZ&R o

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);

}

/**

* trustAllCertsZRSIEBECE o
*/

public static TrustManager([] trustAllCerts = new TrustManager(] {
new X509TrustManager() {
@Override
public void checkClientTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedIssuers() {
return null;
}
}
%

/**

* CustomConnectionKeepAliveStrategy BREIg EiEZAYFIEATE, EENXTKSRERNBERFAEE
BRAEITR.

*/

public static class CustomConnectionKeepAliveStrategy extends
DefaultConnectionKeepAliveStrategy {

public static final CustomConnectionKeepAliveStrategy INSTANCE = new

CustomConnectionKeepAliveStrategy();

private CustomConnectionKeepAliveStrategy() {
super();

/**

* fxAkeep alivef9aT1a] ( £¢h )

* XEBEIAR10955, TLURIELIRERISE . JLAMEZ iR S2IRSATIME_WAITHITCPERE
¥, MRXZE, AILUEKIHE.

*/
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private final long MAX_KEEP_ALIVE_MINUTES = 10;

@Override
public long getKeepAliveDuration(HttpResponse response, HttpContext context) {

long keepAliveDuration = super.getKeepAliveDuration(response, context);
// <0 J97cBREAkeepalive
/] ST IREAE IR — 1 EAIARIRT ()
if (keepAliveDuration < 0) {
return TimeUnit. MINUTES.toMillis(MAX_KEEP_ALIVE_MINUTES);

return keepAliveDuration;

}
}

private static final Logger logger = LogManager.getLogger(Main.class);

static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;

/**
* The {@link SSLIOSessionStrategy} for all requests to enable SSL / TLS encryption.
*/

private final SSLIOSessionStrategy sslStrategy;

/**

* Create a new {@link SecuredHttpClientConfigCallback}.

* @param credentialsProvider The credential provider, if a username/password have been
supplied
* @param sslStrategy The SSL strategy, if SSL / TLS have been supplied
* @throws NullPointerException if {@code sslStrategy} is {@code null}

*/

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

/**
* Get the {@link CredentialsProvider} that will be added to the HTTP client.

* @return Can be {@code null}.

*/

@Nullable

CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}
/**
* Get the {@link SSLIOSessionStrategy} that will be added to the HTTP client.

* @return Never {@code null}.

*/

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

*k

* Sets the {@linkplain
HttpAsyncClientBuilder#setDefaultCredentialsProvider(CredentialsProvider) credential provider},

* @param httpClientBuilder The client to configure.
* @return Always {@code httpClientBuilder}.
*/
@Override
public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder
httpClientBuilder) {
// enable SSL / TLS
httpClientBuilder.setSSLStrategy(ssiStrategy);
// enable user authentication

if (credentialsProvider !'= null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);
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return httpClientBuilder;
}
}

public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}
}

*k

* mainRESEU T, BHcreateRLIiERest Low Level ClientZ i, &if] “test” &3 |2EF T
*/
public static void main(String[] args) throws IOException {
RestClient lowLevelClient = create(Arrays.asList( “xoo.oooocxxx”, oxxoxxxxx.xxx"), 9200, "http",
1000, 1000, 1000, "username", " password");
Request request = new Request("HEAD", "/test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();
}
}

B —: ElIEHigh Level ClientEiEHgetLowLevelClient()3XElLow Level

Client

import org.apache.http.HttpHost;

import org.apache.http.HttpResponse;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;
import org.apache.http.client.CredentialsProvider;

import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.impl.client.DefaultConnectionKeepAliveStrategy;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.apache.http.protocol.HttpContext;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.common.Nullable;

import java.io.lOException;

import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import java.util.concurrent.TimeUnit;

import javax.net.ssl.HostnameVerifier;

import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;import javax.net.ssl.X509TrustManager;

import org.elasticsearch.client.RestHighLevelClient;

public class Main13 {

k%
* B FIRAIZE, BN createlRE AT IR EFif
*
/
public static RestHighLevelClient create(List<String> Aost, int port, String protocol, int
connectTimeout, int connectionRequestTimeout, int socketTimeout, String username, String
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password) throws |OException {

final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();
}
SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NullHostNameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestHighLevelClient client = new RestHighLevelClient(builder);
logger.info("es rest client build success {} ", client);
return client;

}

/**

* constructHttpHostsERE & hostEE B T5 mipFIZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);
}

*k

* trustAllCerts ZRSIEPECE o
*/
public static TrustManager([] trustAllCerts = new TrustManager(] {
new X509TrustManager() {
@Override
public void checkClientTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

@Override
public void checkServerTrusted(X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedIssuers() {
return null;
}
}
%

/**

* CustomConnectionKeepAliveStrategy BREIS EiEZAYFIEATE, EEMNXTKSRERNBRFAEE
BRSNS

*/

public static class CustomConnectionKeepAliveStrategy extends
DefaultConnectionKeepAliveStrategy {

public static final CustomConnectionKeepAliveStrategy INSTANCE = new

CustomConnectionKeepAliveStrategy();

private CustomConnectionKeepAliveStrategy() {
super();
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}

/**
* fxAkeep alivef9aT1a] ( £¢h )
*XEBEIAR1055, TLURIELIRERIZE . JLAMERE s S2IRSATIME_WAITHITCPERE

#H, MEKRZ, FLUEKIE.

}

*/
private final long MAX_KEEP_ALIVE_MINUTES = 10;

@Override
public long getKeepAliveDuration(HttpResponse response, HttpContext context) {
long keepAliveDuration = super.getKeepAliveDuration(response, context);
/] <0 JFBRERkeepalive
/] ST IREAE IR — N EATARIRT ()
if (keepAliveDuration < 0) {
return TimeUnit. MINUTES.toMillis(MAX_KEEP_ALIVE_MINUTES);
}

return keepAliveDuration;

}

private static final Logger logger = LogManager.getLogger(Main.class);

static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {

@Nullable

private final CredentialsProvider credentialsProvider;

* The {@link SSLIOSessionStrategy} for all requests to enable SSL / TLS encryption.
pt{ivate final SSLIOSessionStrategy sslStrategy;

/* Create a new {@link SecuredHttpClientConfigCallback}.

* @param credentialsProvider The credential provider, if a username/password have been

supplied

Htt

* @param sslStrategy The SSL strategy, if SSL / TLS have been supplied

* @throws NullPointerException if {@code sslStrategy} is {@code null}

*/

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}
/**
* Get the {@link CredentialsProvider} that will be added to the HTTP client.

* @return Can be {@code null}.

@Nullable

CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}
/**
* Get the {@link SSLIOSessionStrategy} that will be added to the HTTP client.

* @return Never {@code null}.
SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;
}
/**
* Sets the {@linkplain
pAsyncClientBuilder#setDefaultCredentialsProvider(CredentialsProvider) credential provider},

* @param httpClientBuilder The client to configure.
* @return Always {@code httpClientBuilder}.

*/

@Override
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public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder
httpClientBuilder) {
// enable SSL / TLS
httpClientBuilder.setSSLStrategy(ssiStrategy);
// enable user authentication
if (credentialsProvider != null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

}
return httpClientBuilder;

}

}

public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}
}

*k

* mainRSEWNT, EHcreate®E{BIEZEHigh Level ClientFiEHgetLowLevelClient()5XEXLow
Level Client, 32 “test” &H5|E2EHFE.
*/
public static void main(String[] args) throws IOException {
RestHighLevelClient client = create(Arrays.asList( xoxoocoxxxx”, "sxxxoxx.xxx.xxx"), 9200,
"http", 1000, 1000, 1000, "username", " password");
RestClient lowLevelClient = client.getLowLevelClient();
Request request = new Request("HEAD", "test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();

& 4-5 REPRIZERA

2 Hi

host ESEEFEN TR (HE I ClientT5= )
AIIPIBILEIZR, HIFESIPHLEES,
B “,” R

port ESEERHRNERERO, EOAR “9200” .

protocol EREMY, “http” 3E “https” , 1B
EEINERES.,

connectTimeout socketiZERZABATATE .

connectionRequestTimeout socketiEZIEKABATHTE] .

socketTimeout socketiEREBATHSE o

username hREEFNARE.

password FFR&XMAYERS

BT Rest Low Level Client iEZEL£EEf ((FHRARSIES)

o AI—: EHixtlERest Low Level Client

import org.apache.http.HttpHost;
import org.apache.http.auth.AuthScope;
import org.apache.http.auth.UsernamePasswordCredentials;
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import org.apache.http.client.CredentialsProvider;

import org.apache.http.conn.ssl. NoopHostnameVerifier;
import org.apache.http.impl.client.BasicCredentialsProvider;
import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;
import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;
import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.client.Request;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.common.Nullable;

import java.io.File;

import java.io.FileInputStream;

import java.io.lOException;

import java.io.InputStream;

import java.security.KeyStore;

import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import javax.net.ssl.SSLContext;import javax.net.ssl. TrustManager;
import javax.net.ssl. TrustManagerFactory;
import javax.net.ssl.X509TrustManager;

public class Main13 {

private static final Logger logger = LogManager.getLogger(Main.class);

* BIBE RIS, EM createlRBIATOIERFif o
*/
public static RestClient create(List<String> host, int port, String protocol, int connectTimeout, int
connectionRequestTimeout, int socketTimeout, String username, String password, String cerFilePath,
String cerPassword) throws |IOException {
final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager(cerFilePath, cerPassword)};
sc = SSLContext.getInstance("SSL", "SunJSSE");
//HE A LA{$EFESSLContext sslContext = SSLContext.getinstance("TLSv1.2");
sc.init(null, tm, new SecureRandomy());
} catch (Exception e) {
e.printStackTrace();
}

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NoopHostnameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestClient client = builder.build();
logger.info("es rest client build success {} ", client);
return client;

}
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/**

* constructHttpHostsERE & hostEE B T5 mipFlZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {

return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);}

static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {

@Nullable
private final CredentialsProvider credentialsProvider;

private final SSLIOSessionStrategy sslStrategy;

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

@Nullable
CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

@Override
public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder

httpClientBuilder) {

httpClientBuilder.setSSLStrategy(ssiStrategy);
if (credentialsProvider != null) {
httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);
}
return httpClientBuilder;
i3

public static class MyX509TrustManager implements X509TrustManager {

X509TrustManager sunJSSEX509TrustManager;

MyX509TrustManager(String cerFilePath, String cerPassword) throws Exception {
File file = new File(cerFilePath);
if (Mfile.isFile()) {
throw new Exception("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "..");
InputStream in = new FilelnputStream(file);
KeyStore ks = KeyStore.getinstance("JKS");
ks.load(in, cerPassword.toCharArray());
TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509", "SunJSSE");
tmf.init(ks);
TrustManager[] tms = tmf.getTrustManagers();
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tm;
return;
}
}
throw new Exception("Couldn't initialize");

}

@Override
public void checkClientTrusted (X509Certificate[] chain, String authType) throws

CertificateException {

}

@Override
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public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedlssuers() {
return new X509Certificate[0];

}
}
/**
*mainBHSEWT, AR create&ELEIZRest Low Level Client, Zif] “test” &5 |2EBFE.
*/

public static void main(String[] args) throws IOException {
RestClient lowLevelClient = create(Arrays.asList( .o ooxxx”, "soxxxox.xxx.xxx"), 9200,
"https", 1000, 1000, 1000, "username", " password", " cerFilePath", " cerPassword");
Request request = new Request("HEAD", "test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();

}
}
e FI_: tlIEHigh Level ClientEiEHgetLowLevelClient()3KElLow Level
Client

import org.apache.http.HttpHost;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.UsernamePasswordCredentials;

import org.apache.http.client.CredentialsProvider;

import org.apache.http.conn.ssl. NoopHostnameVerifier;

import org.apache.http.impl.client.BasicCredentialsProvider;

import org.apache.http.impl.nio.client.HttpAsyncClientBuilder;

import org.apache.http.nio.conn.ssl.SSLIOSessionStrategy;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4j.Logger;

import org.elasticsearch.action.admin.cluster.health.ClusterHealthRequest;
import org.elasticsearch.action.admin.cluster.health.ClusterHealthResponse;
import org.elasticsearch.client.Request;

import org.elasticsearch.client.RequestOptions;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.client.RestClientBuilder;

import org.elasticsearch.client.RestHighLevelClient;

import org.elasticsearch.common.Nullable;

import java.io.File;

import java.io.FileInputStream;

import java.io.lOException;

import java.io.InputStream;

import java.security.KeyStore;

import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import java.util. Arrays;

import java.util.List;

import java.util.Objects;

import javax.net.ssl.SSLContext;import javax.net.ssl.TrustManager;
import javax.net.ssl.TrustManagerFactory;
import javax.net.ssl.X509TrustManager;

public class Main {

private static final Logger logger = LogManager.getLogger(Main.class);

*k

* QIR FIRAYZE, EX createlRE AT EIERE i .
*/

public static RestHighLevelClient create(List<String> Aost, int port, String protocol, int
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connectTimeout, int connectionRequestTimeout, int socketTimeout, String username, String password,

String cerFilePath, String cerPassword) throws IOException {
final CredentialsProvider credentialsProvider = new BasicCredentialsProvider();
credentialsProvider.setCredentials(AuthScope.ANY, new
UsernamePasswordCredentials(username, password));
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager(cerFilePath, cerPassword)};
sc = SSLContext.getInstance("SSL", "SunJSSE");
//BETLA{ERISSLContext sslContext = SSLContext.getlnstance ("TLSv1.2");
sc.init(null, tm, new SecureRandom());
} catch (Exception e) {
e.printStackTrace();
}

SSLIOSessionStrategy sessionStrategy = new SSLIOSessionStrategy(sc, new
NoopHostnameVerifier());
SecuredHttpClientConfigCallback httpClientConfigCallback = new
SecuredHttpClientConfigCallback(sessionStrategy,
credentialsProvider);

RestClientBuilder builder = RestClient.builder(constructHttpHosts(host, port, protocol))
.setRequestConfigCallback(requestConfig ->
requestConfig.setConnectTimeout(connectTimeout)
.setConnectionRequestTimeout(connectionRequestTimeout)
.setSocketTimeout(socketTimeout))
.setHttpClientConfigCallback (httpClientConfigCallback);
final RestHighLevelClient client = new RestHighLevelClient(builder);
logger.info("es rest client build success {} ", client);

ClusterHealthRequest request = new ClusterHealthRequest();

ClusterHealthResponse response = client.cluster().health(request, RequestOptions.DEFAULT);
logger.info("es rest client health response {} ", response);

return client;

}

/**

* constructHttpHostsERE & hostEE B T5 mipFlZ&R o
*/

public static HttpHost[] constructHttpHosts(List<String> host, int port, String protocol) {
return host.stream().map(p -> new HttpHost(p, port, protocol)).toArray(HttpHost[]::new);}

static class SecuredHttpClientConfigCallback implements
RestClientBuilder.HttpClientConfigCallback {
@Nullable
private final CredentialsProvider credentialsProvider;

private final SSLIOSessionStrategy sslStrategy;

SecuredHttpClientConfigCallback(final SSLIOSessionStrategy sslStrategy,
@Nullable final CredentialsProvider credentialsProvider) {
this.sslStrategy = Objects.requireNonNull(sslStrategy);
this.credentialsProvider = credentialsProvider;

}

@Nullable
CredentialsProvider getCredentialsProvider() {
return credentialsProvider;

}

SSLIOSessionStrategy getSSLStrategy() {
return sslStrategy;

}

@Override
public HttpAsyncClientBuilder customizeHttpClient(final HttpAsyncClientBuilder
httpClientBuilder) {
httpClientBuilder.setSSLStrategy(ssiStrategy);
if (credentialsProvider !'= null) {

SRR 02 (2024-04-18) WRIERE © HERRARBIRAT

80



SIERRS
L 4 FENEEE

httpClientBuilder.setDefaultCredentialsProvider(credentialsProvider);

}
return httpClientBuilder;
1

public static class MyX509TrustManager implements X509TrustManager {
X509TrustManager sunJSSEX509TrustManager;

MyX509TrustManager(String cerFilePath, String cerPassword) throws Exception {
File file = new File(cerFilePath);
if (Mfile.isFile()) {
throw new Exception("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "..");
InputStream in = new FilelnputStream(file);
KeyStore ks = KeyStore.getinstance("JKS");
ks.load(in, cerPassword.toCharArray());
TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509", "SunJSSE");
tmf.init(ks);
TrustManager[] tms = tmf.getTrustManagers();
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tm;
return;
}
}
throw new Exception("Couldn't initialize");

}

@Override
public void checkClientTrusted(X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
public X509Certificate[] getAcceptedlssuers() {
return new X509Certificate[0];
}
}

/**
* mainBEHSEWT, EcreateEREEI#ZHigh Level ClientEiEAgetLowLevelClient()$kEXLow
Level Client, F&if “test” H3|IE2BFE-
*/
public static void main(String[] args) throws IOException {
RestHighLevelClient client = create(Arrays.asList( xox.oocoxcxxx”, "sxx.xxx.xxx.xxx"), 9200,
"https", 1000, 1000, 1000, "username", " password', " cerFilePath", " cerPassword");
RestClient lowLevelClient = client.getLowLevelClient();
Request request = new Request("HEAD", "test");
Response response = lowLevelClient.performRequest(request);
System.out.println(response.getStatusLine().getStatusCode());
lowLevelClient.close();
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% 4-6 REPISELRAB

2% ik

host ESEREZ N TR (& MIZClientTH = )
RIIPHENEZIZR, HFES N IPHELEAT, A
R “,” BF

port ESEERFAERZ IR, AR “92007

protocol G, IAMES “https” .

connectTimeout

socketiEZBATATIE]

connectionRequestTimeout

socketiEiEIE K BATATE] .

socketTimeout

socketisKEERTHTIE] o

username THIRERRIAFE.
password R &I NRYZERS
cerFilePath IEBIRER.
cerPassword IERED.

4.4.3 i&id Transport Client 3N\ &8

EEEM

HEETE

o  CSSERHGTOIFIRE.
iRz T)IavatiBRYARSZ 2 S5 CSSERFIINE 2 HIEBAY -
HIARSS 2R E L 2EIDK1.8, JIDK1.8EM F&ittbit: http://www.oracle.com/

AXANEREI Transport Clientif@CSSIRFZIEZ 2 EREAIECEIHE . NRELZEER
ROEEEE, ZiNiBidRest High Level ClientifigJElasticsearch&E%,

#2iXTransport Clientf9hRAFNElasticsearchAURRAMRIF—EL, BIUNEEHIQIRIESERS
IRAE7.6.2, N{EAATransport ClientZ FimhRAZRINEE7.6.2,

technetwork/java/javase/downloads/jdk8-downloads-2133151.html,

o S| Navafkifi:

Hrh 7.6 2J9Elasticsearch JavaZ PigRIRAS ,

<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>transport</artifactld>
<version>7.6.2</version>

</dependency>

<dependency>
<groupld>org.elasticsearch</groupld>
<artifactld>elasticsearch</artifactld>
<version>7.6.2</version>

</dependency>

MAERRAS 02 (2024-04-18)

WRINERE © HEHIAREIR

AT 82


http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html

SIERRSS
L 4 FENEEE

BIFSR

LA 4BTransport ClientiZE#EElasticsearchEE ¥ H &1 testz® 5 | 2 B FEAMTHITA .

import org.elasticsearch.action.ActionFuture;

import org.elasticsearch.action.admin.indices.exists.indices.IndicesExistsRequest;
import org.elasticsearch.action.admin.indices.exists.indices.IndicesExistsResponse;
import org.elasticsearch.client.transport.TransportClient;

import org.elasticsearch.common.settings.Settings;

import org.elasticsearch.common.transport.TransportAddress;

import org.elasticsearch.transport.client.PreBuiltTransportClient;

import java.net.InetAddress;
import java.net.UnknownHostException;
import java.util.concurrent.ExecutionException;

public class Main {
public static void main(String[] args) throws ExecutionException, InterruptedException,
UnknownHostException {

String cluster_name = "xxx";

String host1 = "x.x.x.x";

String host2 = "y.y.y.y";

Settings settings = Settings.builder()

.put("client.transport.sniff",false)
.put("cluster.name", cluster_name)
.build();

TransportClient client = new PreBuiltTransportClient(settings)
.addTransportAddress(new TransportAddress(InetAddress.getByName(host1), 9300))
.addTransportAddress(new TransportAddress(InetAddress.getByName (host2), 9300));

IndicesExistsRequest indicesExistsRequest = new IndicesExistsRequest("test");

ActionFuture<IndicesExistsResponse> exists = client.admin().indices().exists(indicesExistsRequest);

System.out.println(exists.get().isExists());

}
}

Hrh, cluster name)9EESI3FR; hostl. hostZHEEF T =IPHBiE, TliEIIGET
_cat/nodesapSEE T =AYIPHBIE

4.4.4 @2 Spring Boot IENEEE

R A 4RIBIISpring BootiBIBICSSEERFRIBCE MR, Spring BootZ NERFB3M A

I

o B dSpring BootiE AHTTPER: EATIFR & lRVERf. & (+HTTPHR
NS

o fEFSpring BootiE AHTTPSER ( NMEMAZ I ) | BRTREER+HTTPS
X AVEERF

e (FEFSpring BootIEAHTTPSEEE (EHZRLIES ) | EBRFZEEX+HTTPSH
NS

(1 #5868

Spring BootfIENMERAIBES W E X : https://docs.spring.io/spring-boot/docs/
current/reference/htmlsingle/,

pEI=E AN

e #iMElasticsearch Rest High Level Clientf9iRZAsF0ElasticsearchAIARANRIT—
], BIANEESERYElasticsearchEEREIRANZE7.10.2, NI{EFIAYELasticsearch Rest
High Level ClientZFimhRAEINH:27.10.2,

o  AETLA2.55RASpring Boot I 48Spring BootE NEEB#HI AL, XTRIAY
spring data elasticsearchhRAE4.2.x,
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HEETIE

o CSSERHLTRIANE.
o HFRIEITIavaUiBRIBRSS 28 S CSSERFRIME R RIEAY.

o TRINRSZERELIEEIDKI.S, JDKI.SEM FEkitil: http://www.oracle.com/
technetwork/java/javase/downloads/jdk8-downloads-2133151.html,

o Blf#ESpringBootInH
o 5| Navafk#f,
Erh 7 70.2/9Elasticsearch JavaZPiRHIMRAS .

Maven7Z = 5IAN:
<parent>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-parent</artifactld>
<version>2.5.5</version>
</parent>
<dependencies>
<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-web</artifactld>
</dependency>
<dependency>
<groupld>org.springframework.boot</groupld>
<artifactld>spring-boot-starter-data-elasticsearch</artifactld>
</dependency>
<dependency>
<groupld>org.elasticsearch.client</groupld>
<artifactld>elasticsearch-rest-high-level-client</artifactld>
<version>7.70.2</version>
</dependency>
</dependencies>

iEZ Spring Boot N\ HTTP &&f
ZisEA T EE SR ER S L SR +HTTPIMYAYEEEE
BB {4:

elasticsearch.url=host7:9200, host2:9200
/AR E LA AR B THT.
elasticsearch.username=username
elasticsearch.password=password

& 4-7 2HRB

S8 3%
host Elasticsearch&E£T5 =AY IPHEdE
username BRI RA
password FRP&XNAYES .
BeEHS:
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(1] 588
o comxxxAIMBEBS, fflillcom.company.project,

e com.xxx.repository SBEBZR, Eidextends
org.springframework.data.elasticsearch.repository.ElasticsearchRepositoryi#{T7E{RE N -

package com.xxx.configuration;

import org.elasticsearch.client.RestHighLevelClient;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.ComponentScan;

import org.springframework.context.annotation.Configuration;

import org.springframework.data.elasticsearch.client.ClientConfiguration;

import org.springframework.data.elasticsearch.client.RestClients;

import org.springframework.data.elasticsearch.config.AbstractElasticsearchConfiguration;
import org.springframework.data.elasticsearch.repository.config.EnableElasticsearchRepositories;

@Configuration

@EnableElasticsearchRepositories(basePackages = "com.xxx.repository")
@ComponentScan(basePackages = "com.xxx")

public class Config extends AbstractElasticsearchConfiguration {

@Value("${elasticsearch.url}")
public String elasticsearchUrl;

[HEREEHTAREN TR IS
@Value("${elasticsearch.username}")
public String elasticsearchUsername;

@Value("${elasticsearch.password}")

public String elasticsearchPassword;

@Override

@Bean

public RestHighLevelClient elasticsearchClient() {

final ClientConfiguration clientConfiguration = ClientConfiguration.builder()

.connectedTo(elasticsearchUrl)
JAER SRR ABEE “ .withBasicAuth” .
.withBasicAuth(elasticsearchUsername, elasticsearchPassword)
build();

return RestClients.create(clientConfiguration).rest();
}
}

{#5F9 Spring Boot 3\ HTTPS &8 ( AERAZRDIFH )
ZASEATAMERLSIEBERELZ SRR +HTTPSHMYAYEEERE
BB {:

elasticsearch.url=Aost7:9200, host29200
elasticsearch.username=username
elasticsearch.password=password

& 4-8 SHURA

28 )%

host ElasticsearchE8$75 maAYIPItEIL
username ThIREERFRIAFE.

password FF&XMAYERS
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o comxxxAMBEZR, flilcom.company.project,

e com.xxx.repository SGEEZR, Bidextends
org.springframework.data.elasticsearch.repository.ElasticsearchRepositoryi#H{TE{KE N -

package com.xxx.configuration;
import org.elasticsearch.client.RestHighLevelClient;
import org.springframework.beans.factory.annotation.Value;
import org.springframework.context.annotation.Bean;
import org.springframework.context.annotation.ComponentScan;
import org.springframework.context.annotation.Configuration;
import org.springframework.data.elasticsearch.client.ClientConfiguration;
import org.springframework.data.elasticsearch.client.RestClients;
import org.springframework.data.elasticsearch.config.AbstractElasticsearchConfiguration;
import org.springframework.data.elasticsearch.repository.config.EnableElasticsearchRepositories;
import java.security.KeyManagementException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;
import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;
import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.SSLContext;
import javax.net.ssl.SSLSession;
import javax.net.ssl.TrustManager;
import javax.net.ssl.X509TrustManager;
@Configuration
@EnableElasticsearchRepositories(basePackages = "com.xxx.repository")
@ComponentScan(basePackages = "com.xxx")
public class Config extends AbstractElasticsearchConfiguration {
@Value("${elasticsearch.url}")
public String elasticsearchUrl;
@Value("${elasticsearch.username}")
public String elasticsearchUsername;
@Value("${elasticsearch.password}")
public String elasticsearchPassword;
@Override
@Bean
public RestHighLevelClient elasticsearchClient() {
SSLContext sc = null;
try {
sc = SSLContext.getInstance("SSL");
sc.init(null, trustAllCerts, new SecureRandom());
} catch (KeyManagementException | NoSuchAlgorithmException e) {
e.printStackTrace();

final ClientConfiguration clientConfiguration = ClientConfiguration.builder()
.connectedTo(elasticsearchUrl)
.usingSsl(sc, new NullHostNameVerifier())
.withBasicAuth(elasticsearchUsername, elasticsearchPassword)
.build();

return RestClients.create(clientConfiguration).rest();

public static TrustManager([] trustAllCerts = new TrustManager[] {
new X509TrustManager() {
@Override
public void checkClientTrusted (X509Certificate[] chain, String authType) throws CertificateException

}

@Override

public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {

}

@Override
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public X509Certificate[] getAcceptedlssuers() {
return null;
}
) }
p'ublic static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}
}
}
{#F3 Spring Boot #X\ HTTPS &8 (ERARSIEH )
Zn =BT ARSI BiEEL SR +HTTPSHMYAYEERE
1. FREXZLLIEB ( CloudSearchService.cer) o
a. BER=ERRFENS.
b. EIE “EERIEIR HANEEIIER,
c. BPEMNERRIZR, EAEHEXNEERH.
d. # “BEXMER RE, B2F “HTTPSIHE” FHEAY “THIER” .
4-2 TEIEPH
EEEE
DI
ATFAX
ERE= VpC-
T subnet
| dws Eho=a o]
BEEL [EF
=T E=
IS default
N sl HE
HTTPSi1 FE | FEIES
ARGl PvALitE 192
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e 2P ( CloudSearchService.cer ) o ¥ FEHAIZ IR HEEIZ i1z
L, {ERkeytool TEYE “.cer” iEHEEIRAIavar] LUEERAY “ jks” IEPRE,
- FELinuxESZH, HTUNTaSEImER,

keytool -import -alias newname -keystore ./truststore.jks -file ./CloudSearchService.cer

- fEWindowsR%ZH, T THmSEIRIER,

keytool -import -alias newname -keystore .\truststore.jks -file .\CloudSearchService.cer
Hrh, newname2H R BEMXAITERER.
ZapSITE, SIRTEEIEPRERE, HAEE. BREZEDL, FEENE
B,

application.propertiest & {4
elasticsearch.url=host7:9200, host2:9200
elasticsearch.username=username
elasticsearch.password=password

& 4-9 SRR

e 1A
host Elasticsearch&E8$T5 2 AYIPHELE .
username HIRERAFE.
password FBFREMAYZERS
BoEHS:
(MEEY::

e comxxxANIMBHBEZR, flilcom.company.project,

e com.xxx.repository SEEEZ, @EiJdextends
org.springframework.data.elasticsearch.repository.ElasticsearchRepositoryift{TEIA
EX o

package com.xxx.configuration;

import org.elasticsearch.client.RestHighLevelClient;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.ComponentScan;

import org.springframework.context.annotation.Configuration;

import org.springframework.data.elasticsearch.client.ClientConfiguration;

import org.springframework.data.elasticsearch.client.RestClients;

import org.springframework.data.elasticsearch.config.AbstractElasticsearchConfiguration;

import org.springframework.data.elasticsearch.repository.config.EnableElasticsearchRepositories;

import java.io.File;

import java.io.FileInputStream;

import java.io.InputStream;

import java.security.KeyStore;

import java.security.SecureRandom;

import java.security.cert.CertificateException;

import java.security.cert.X509Certificate;

import javax.net.ssl.HostnameVerifier;

import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManager;

import javax.net.ssl.TrustManagerFactory;

import javax.net.ssl.X509TrustManager;

@Configuration

@EnableElasticsearchRepositories(basePackages = "com.xxx.repository")

@ComponentScan(basePackages = "com.xxx")

public class Config extends AbstractElasticsearchConfiguration {
@Value("${elasticsearch.url}")
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public String elasticsearchUrl;
@Value("${elasticsearch.username}")
public String elasticsearchUsername;
@Value("${elasticsearch.password}")
public String elasticsearchPassword;
@Override
@Bean
public RestHighLevelClient elasticsearchClient() {
SSLContext sc = null;
try {
TrustManager[] tm = {new MyX509TrustManager(cerFilePath, cerPassword)};
sc = SSLContext.getInstance("SSL", "SunJSSE");
sc.init(null, tm, new SecureRandom());
} catch (Exception e) {
e.printStackTrace();

final ClientConfiguration clientConfiguration = ClientConfiguration.builder()
.connectedTo(elasticsearchUrl)
.usingSsl(sc, new NullHostNameVerifier())
.withBasicAuth(elasticsearchUsername, elasticsearchPassword)
.build();
return RestClients.create(clientConfiguration).rest();
}
public static class MyX509TrustManager implements X509TrustManager {
X509TrustManager sunJSSEX509TrustManager;
MyX509TrustManager(String cerFilePath, String cerPassword) throws Exception {
File file = new File(cerFilePath);
if (Mfile.isFile()) {
throw new Exception("Wrong Certification Path");
}
System.out.println("Loading KeyStore " + file + "..");
InputStream in = new FilelnputStream(file);
KeyStore ks = KeyStore.getinstance("JKS");
ks.load(in, cerPassword.toCharArray());
TrustManagerFactory tmf = TrustManagerFactory.getinstance("SunX509", "SunJSSE");
tmf.init(ks);
TrustManager[] tms = tmf.getTrustManagers();
for (TrustManager tm : tms) {
if (tm instanceof X509TrustManager) {
sunJSSEX509TrustManager = (X509TrustManager) tm;
return;
}
}
throw new Exception("Couldn't initialize");
}
@Override
public void checkClientTrusted (X509Certificate[] chain, String authType) throws
CertificateException {
}
@Override
public void checkServerTrusted (X509Certificate[] chain, String authType) throws
CertificateException {
}
@Override
public X509Certificate[] getAcceptedlssuers() {
return new X509Certificate[0];
}
}

public static class NullHostNameVerifier implements HostnameVerifier {
@Override
public boolean verify(String arg0, SSLSession arg1) {
return true;
}
}
}

Hrh, cerfilePathil]cerPasswordie S Bl ksIEBRIERMISEREZRE,
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4.5 jE1d Python ENEEE

AN EEI PythoniESHIBICSSEERFIECEIR A -

HEET(E
o CSSERMMTAIRMRE.
o HHRIEITPythonRIBAIIRSS 2 SCSSERIMIMA R EIEAY .

BRFLRR

1. Z¥Elasticsearch PythonZ i, f#EiXFElasticsearchAIrRARIF—EL, FIINFE

BEiFORIEREMRAR7.6.2, MZE%E7.6/JElasticsearch PythonZ i,
pip install Elasticsearch==7.6

2. BliElasticsearchEFinHEEREFERS| “test” , IRIBEMHLZSERSEXY
RZASRBUCED

- ex2f&ER0EEF

from elasticsearch import Elasticsearch
class ElasticFactory(object):

def __init__(self, host list, port. str, username: str, password: str):
self.port = port
self.host = host
self.username = username
self.password = password

def create(self) -> Elasticsearch:
addrs =[]
for host in self.host:
addr = {'host": host, 'port": self.port}
addrs.append(addr)

if self.username and self.password:

elasticsearch = Elasticsearch(addrs, http_auth=(self.username, self.password))
else:

elasticsearch = Elasticsearch(addrs)
return elasticsearch

es = ElasticFactory (["xxx.xxx.xxx.xxx"], "9200", None, None).create()
print(es.indices.exists(index="test'))

- ReEX+HTTPHMYAYEERS

from elasticsearch import Elasticsearch
class ElasticFactory(object):

def __init__(self, host list, port. str, username: str, password. str):
self.port = port
self.host = host
self.username = username
self.password = password

def create(self) -> Elasticsearch:
addrs =[]
for host in self.host:
addr = {'host": host, 'port": self.port}
addrs.append(addr)

if self.username and self.password:
elasticsearch = Elasticsearch(addrs, http_auth=(self.username, self.password))
else:
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elasticsearch = Elasticsearch(addrs)
return elasticsearch
es = ElasticFactory (["xxx.xxx.xxx.xxx"], "9200", "username", "
print(es.indices.exists(index="'test'))

- REEI+HTTPSHMYAIERS
from elasticsearch import Elasticsearch
import ssl

password").create()

class ElasticFactory(object):

def __init__(self, host list, port. str, username: str, password: str):
self.port = port
self.host = host
self.username = username
self.password = password

def create(self) -> Elasticsearch:
context = ssl._create_unverified_context()

addrs =[]

for host in self.host:
addr = {'host": host, 'port": self.port}
addrs.append(addr)

if self.username and self.password:
elasticsearch = Elasticsearch(addrs, http_auth=(self.username, self.password),
scheme="https", ssl_context=context)
else:
elasticsearch = Elasticsearch(addrs)
return elasticsearch

es = ElasticFactory (["xxx.xxx.xxx.xxx"], "9200", "username", " password").create()
print(es.indices.exists(index="'test'))

R 4-10 REPRYZE A
2% ik

host ESERZNT = (E&E Iz ClientTs
=) BYIPHELESIZR, HFEZSNIPHELIL
Hj) EFIIEj}EH “:” Bma:Fo

port ESEEEFRYERARO, 1S “92007 .
username HEEENARE.
password FFRBIINAIZRS

3. JBiZElasticsearchZFinGIEERE RS,
mappings = {
"settings": {
"index": {
"number_of_shards": number_of_shards,
"number_of_replicas": 1,
h
by
"mappings": {
properties
}
}

result = es.indices.create(index=index, body=mappings)

4. J@idElasticsearchZFimaEif F—EEIERIZERS]
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body = {
"query": {
"match": {

"ETE EERE
}
}
}

result = es.search(index=index, body=body)

4.6 jE1d ES-Hadoop SEH Hive 1S Elasticsearch #iE

Elasticsearch-Hadoop (ES-Hadoop) &% HadoopiBERVEIREEFLIRENN T
$15ElasticsearchSLAE RN DI INEEE S E—HC . BREBILIEHRIE RN T BBAEUE,
FitfEFEHadoopESE AP EIF AR TIE,

ARIEIFMRSRIES-Hadoop S CSSEERHERAE ARG, (RulliEcEE M UFEEFR

ESERFIN . MNBFE, BollsEARANEEMIRSPERElasticsearch, BliER
E(RIFZE s 5ElasticsearchEEBEMZZIEE o

HEEITE
o  CSSEENFAIAIRES.
o TARERIRSCSSERIIMEZEEIE .
o TAIRCSSEERIAIMRSERIER— X1 . ATHEKX . EIFAB=IFM,
4-3 CSS £ IIXIFEER
BELEEE
DR
[=1)35E3
RIS = VpC-
% subnet
=2 dws Bt
BRMEZ R

1. IRENEERFAOPIMIGImItEdl . 15IRIEERERT, FEMANARIGEMBLE,
a. HA=ERESEEEHE, RLEMNSHZRY “S8E1E .
b. ESEEIEIREYIERINE, EIFFEIHNNERE, KEFHSRE “ANIFatE
Ht” , —HRE2 “<host>i<port>” T, “<host>:<port><host>:<port>” ¥z,

WMREHRE—Ta, WMXERIANT P IROS, a0
“10.62.179.32:9200” ; WIREHBEZI TR, HWEERRFABT RAYIPiHEE
MiwOS, F0 “10.62.179.32:9200,10.62.179.33:9200” ,
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2. BRMRSEHDTS, BELBRESNEREHTR.
AMRSEH TR LB curlmSiENEZEEE, FEMERMRSEMRNEIN TR
EBREEECSSEEE
- EetEI(a0sER
curl -X GET http://<host>:<port>

- R +HTTPHMYAYEERE

curl -X GET http://<host>:<port> -u <user>:<password>

- RetEI+HTTPSHMYAYEEERE

curl -X GET https://<host>:<port> -u <user>:<password> -ik

% 4-11 TEiHA

TEZ 5iRA

<host> SERPET AP, SEBFEESITRE, 2FES
ANPHEtE, ATLUEEEA— MR,

<port> SR RRIAEIEIROS, —#&799200,

<user> hiREENERE.

<password> FIP &3 NV .

4. T#ES-Hadoopfilib®, FHiEEzipEIKEY “elasticsearch-hadoop-x.x.xjar” X
o IRAFESCSSERFRA—E, BIGNCSSERERT.6.20RA, NEINTE

elasticsearch-hadoop-7.6.2.zip,

5. T&Ekhttpclient{kiitcommons-httpclient:commons-httpclient-3.1.jar, E
3 TARAES, BNFAPRERERISE.

6. LTREMRSEFin, NRELLEALUBNTIZERE, ALEBEENLEEF IR
(3xRZERAE) -

7. BRMRSERR, & TFHAIES-HadoopFihttpclientljarikifie_EEZEIMRSE
i o

8. FEMRSEFiwBIZEHDFSEZR, 18ES-Hadoop libEFhttpclientikiftE _HERZHE
=4
hadoop fs -mkdir /tmp/hadoop-es

hadoop fs -put elasticsearch-hadoop-x.x.x.jar /tmp/hadoop-es
hadoop fs -put commons-httpclient-3.1.jar /tmp/hadoop-es

9. MMRSEFImERTIHiveEFin, BARIEBSSIERHiveE iR,

10. fEHiveZE s, #NINIES-Hadoop lib&FIhttpclientkFiEl . Zan< R HAIRIE
BR.
HiAbeelineskhive EAFIFITRE, HITHFa<:

add jar hdfs:///tmp/hadoop-es/commons-httpclient-3.1.jar;
add jar hdfs:///tmp/hadoop-es/elasticsearch-hadoop-x.x.x.jar;

11. fEHiveZPFifk, BlZEHivestE.
- IEReErvERE

CREATE EXTERNAL table IF NOT EXISTS student(
id BIGINT,
name STRING,
addr STRING

STORED BY 'org.elasticsearch.hadoop.hive.EsStorageHandler'
TBLPROPERTIES(
'es.nodes' = " xxx.xxx.xxx.xxx.9200,
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‘es.port’ ='9200',

'es.net.ssl' = 'false’,
'es.nodes.wan.only' = 'false’,
'es.nodes.discovery'='false’,
'es.input.use.sliced.partitions'="'false’,
'es.resource' = 'student/ doc

)
LR +HTTPIMY AYEERE

CREATE EXTERNAL table IF NOT EXISTS student(
id BIGINT,
name STRING,
addr STRING

STORED BY 'org.elasticsearch.hadoop.hive.EsStorageHandler'
TBLPROPERTIES(
'es.nodes' = "xxx.xxx.xxx.xxx.9200,
'es.port' ='9200',
'es.net.ssl' = 'false’,
'es.nodes.wan.only' = 'false’,
'es.nodes.discovery'='false',
'es.input.use.sliced.partitions'='false’,
'es.nodes.client.only'="true’',
'es.resource' = 'student/ doc,
'es.net.http.auth.user' = 'username,
'es.net.http.auth.pass' = 'password

)
LB +HTTPSHMYAVEERE
i FENZRLIUEB “CloudSearchService.cer”
1) ER=ERRSBENE.
2) IER CERIETR HNERNE.
3) BENNEENER, EAEKHENSERH.
4) £ “BENMSE” W@, BF “HTTPSIFE” EEA “TFHIER” .
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4-4 THIEH

BEEEE

bR

Al A

SIS VpC-

T4 subnet

e o dws Ei=EE
SZEE =5

EETH =

yfea | ]S default

AT =

HiE| MU

192

e 2l ( CloudSearchService.cer ) . B TEHNLZEIEP LERZE
Fimieg L, EfRkeytool TR “.cer” IEPiLHapk)avanT LASEEAY

“ JkS ” 'IIE:BPHZ:_EEO

o fELinuxERZH, HITU TS HEIRER,

keytool -import -alias newname -keystore ./truststore.jks -file ./
CloudSearchService.cer

o  EWindowsREFH, HATIN Fap<SHEHRES .

keytool -import -alias newname -keystore .\truststore.jks -
file .\CloudSearchService.cer

Hrh, newnameRH R BENXAIEREIR,

ZmSHITE, SIETSEIIPREN, FWASE. BREFZEE, 5
SIRNERIRFER,

18 “jks” MRS EEIMRSERNEN T =AERIRE, W “/tmp”
BJLAMEAscpan ST E . FEiY, EffsiRommBFRERRIEEZ
XiE, RENRITUSEN TGS

chown -R omm truststore.jks

iv. BlIEHivesrER,
CREATE EXTERNAL table IF NOT EXISTS student(
id BIGINT,
name STRING,
addr STRING
)
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STORED BY 'org.elasticsearch.hadoop.hive.EsStorageHandler'

TBLPROPERTIES(
'es.nodes' = 'https.//xxx.xxx.xxx.xxx:9200,
'es.port' ='9200',
'es.net.ssl' = 'true’,
'es.net.ssl.truststore.location' = 'cerFilePath,
'es.net.ssl.truststore.pass' = 'cerPassword,
'es.nodes.wan.only' = 'false’,
'es.nodes.discovery'='false’,
'es.nodes.client.only'="true’',
'es.input.use.sliced.partitions'='false’,
'es.resource' = 'student/ _doc,
'es.net.http.auth.user' = 'username,
'es.net.http.auth.pass' = 'password

2 4-12 ES-Hadoop 258
S5 MIAE 1k

es.nodes localhost CSSEEEfAY Aottt , BTLAEERED)
EXREEE “AMIGEEIE”

es.port 9200 SpEIROS, —R&R
14 9200 ” o

es.nodes.wan.only false EEHTTRIRR.

px=ymm)
BERTREI.

ali

es.nodes.discovery true

[
es.input.use.sliced.partit | true EE{FEAslicenX
1ons o true: {#F,

o false: A~{EH,

WA
wEHtrue, TTRESSHES|ITEINE
MEZAIRTEIBE T, BivSimimtd
HEEHIRTEZRAATE, BIRE
Hfalse, LIRESEHE,

es.resource NA IBEEIEERIndexfOtype,

es.net.http.auth.user NA nREENARE, REERT
ZeEX AT EREIE.

es.net.http.auth.pass NA FARFEmSNm=ELS, REEH
TR T EERE I E,

es.net.ssl false EEBESSL, BREREERER
SIEREE,

es.net.ssl.truststore.loca | NA “jks” IEBIHRIIEEZ, a0
tion “file:///tmp/truststore.jks” ,

es.nodes.client.only false EAEE VI AIClientTI =AYIP
tbtit45es.nodes ( BNEIZER
ElasticsearchEEEEITES “IBA
Clientt=” ) . WIRZE, VUFE
BizER “true” , BN
A ZldataTi =
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12.

13.

14.

15.

e

BINME

ik

es.net.ssl.truststore.pass

NA

“ jks” IEBIHAIERT

EZES-Hadoopf EIRiEES

iEE+4i\/e%§§}:]ﬁﬁ%; ?ﬂi«hxéngﬁgo

RESEERA.

INSERT INTO TABLE student VALUES (1, "Lucy", "address1"), (2, "Lily", "address2");

1EE+4i\/e%§§}::§ﬁ%; ;;L?ifi%iiEUo

select * from student;

BRERNT:

| student.id | student.name | student.addr |
[ 1 | Lucy | address1 |

| 2 | Lily | address2 |

2 rows selected (0.116 seconds)

BRCSSITHIG, £ “SREE" I, PEERHR(FY “Kibana” , BF

Kibana%imE .

#HAKibanafi§ “Dev Tools” REHITEIEHRS, EETAER,

GET /student/_search
4-5 kibana ZifER
Console

History Settings Help

1 GET /student/ search|

-
"took" : 7,
"timed out" : false,
~ " shards" : {
"total” : 1,
"successful™ : 1,
"skipped" : @,
"failed"” : @
}s
- "hits" @ {
v "total" : {
“"value" : 2,
"relation” : "eq"
}s
"max_score” : 1.0,
- "hits" : [
N {
" index" : "student",
" type" : " doc”,
" id" @ "MtYg7YQBbGCiY36NWG1t
"_score” : 1.0,
v " source"” : {
"id” i1,
"name” : "Lucy",
"addr” : "address1"
}
}s
N {
" _index" : "student",
"_type" : "_doc”,
"_id" : "M9Yg7YQBbGCjY36NWG1t
" score" : 1.0,
33~ " source” : {
"id” i o2,
"name” : "Lily",
"addr” : "address2"
}
}
1
}
}

2

2
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4.7 B Go E)\%ﬁ
ZKSZ{I\?I:IJJE 1|:| mlElﬂCSSEE$EIJEEEl%Hﬂ o
EETE
[ ] CSSEEf:ﬂL:_F_JﬁH»V(:u o
o RIZITGoIBRIARSSEE S CSSERHIME R TERY
o THAIRSECZEGo, GoEM TEL: https://go.dev/dl/,
R EL 2R
ERAFR e R, ROMLIBIT:
package main
import (
"github.com/elastic/go-elasticsearch/v7"
lllogll
)
func main() {
cfg := elasticsearch.Config{
Addresses: []string{
"http://HOST:9200/",
By
}
es, _ = elasticsearch.NewClient(cfg)
log.Println(es.Info())
}
TR
o ERESRHAEBhttpsHIZEERE, TROIMNT:
package main
import (
"github.com/elastic/go-elasticsearch/v7"
|llogll
)
func main() {
cfg := elasticsearch.Config{
Addresses: []string{
"http://HOST:9200/",
Ljsername: "USERNAME",
Password: "PASSWORD",
}
es, _ := elasticsearch.NewClient(cfg)
log.Println(es.Info())
}
o EEFABhttpsLEEER:, NMERIEH, REUTHEUNT:
package main
import (
"crypto/tls"
"github.com/elastic/go-elasticsearch/v7"
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|llogll
"net/http"
)

func main() {
cfg := elasticsearch.Config{
Addresses: []string{
"https://HOST:9200/",
Username: "USERNAME",
Password: "PASSWORD",
Transport: &http.Transport{
TLSClientConfig: &tls.Config{
InsecureSkipVerify: true,
%
By
}

es, _ = elasticsearch.NewClient(cfg)
log.Println(es.Info())
}

o EEFEhttpsHIZEERF, (EAIEH, REUTBNT:

package main

import (
"crypto/tls"
"crypto/x509"
"flag"
"github.com/elastic/go-elasticsearch/v7"
"io/ioutil"
|llog|l
"net"
"net/http"
"time"

)

func main() {
insecure := flag.Bool("insecure-ssl", false, "Accept/Ignore all server SSL certificates")
flag.Parse()

// Get the SystemCertPool, continue with an empty pool on error
rootCAs, _ := x509.SystemCertPool()
if rootCAs == nil {
rootCAs = x509.NewCertPool()
}

// Read in the cert file
certs, err := ioutil.ReadFile("/tmp/CloudSearchService.cer")
if err !=nil {
log.Fatalf("Failed to append %q to RootCAs: %v", "xxx", err)
}

// Append our cert to the system pool
if ok := rootCAs.AppendCertsFromPEM (certs); 'ok {
log.Println("No certs appended, using system certs only")

}

config := elasticsearch.Config{

Addresses: []string{
"https://HOST:9200/",

I

Username: "USERNAME",

Password: "PASSWORD",

Transport: &http.Transport{
MaxldleConnsPerHost: 10,
ResponseHeaderTimeout: time.Second,
DialContext: (&net.Dialer{

Timeout: 30 * time.Second,
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KeepAlive: 30 * time.Second,
}).DialContext,
TLSClientConfig: &tls.Config{

InsecureSkipVerify: *insecure,

RootCAs: rootCAs,

L
1
}
es, _ := elasticsearch.NewClient(config)
log.Println(elasticsearch.Version)
log.Println(es.Info())

BT

IRIBEERELANE L FIER IR IS E A RIEsTest. g IEHEREI— M RIMIE R, T
BRITUTSRS:

go env -w GO111MODULE=0n
go env -w GOPROXY=https://repo.huaweicloud.com/repository/goproxy/
go env -w GONOSUMDB=*

go mod init test
go mod tidy
go run EsTest.go
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5 ISR ERE

5.1 ENMEEEIUIL

CSSEERFE(EFRI, BNSERICHITERFRIBAMRENM, ETIRSEFNEAML
e, IEFHERE.

HIEBNRE

5-1 HEBANRE

Elasticsearchf8f

Node1 Node2 Node3

Kl EN EN kN A N

LM ERigEElasticsearch P B NEHERS, BRI

1. ZEFin@Nodel KIXEHIEBNK, LtAINodel AMET =,

2. T ENodeRIEHIEH_IDISEIEIRAZIS E2, EhEREWEEATINode3, F
WITEIRE,

3. HESLRBEABINE, BEEKEEEINode2BIAS F L. HEIASANRKID
[&, Node3iEmET =IRES A, AT REEFimRES NI

ElasticsearchRIEBEBNRS|IH— P B NN B (shard)BEL, BN RFEE2E1MEK
(Segment) , —Segment&2—MEHEERSI
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SPNE- R

5-2 Elasticsearch B9ZZ5 |4H5Y,

Index/Table |

shard shard shard i

|

|

!

: .
| 1
! Segment o Segment Segment o Segment Segment o Segment |
! ]
| I

___________________________________________________________________________________

B3 R\ ElasticsearchlY, XEESASFEANENX P, ARERIFTITERAMZE S
XRlFEISegmentd . RIFrsAZEHrefresh_intervalSizH, BOAB1RRIF—IXR,

5-3 X#4HEN Elasticsearch BIRZE

! shard
| Translog
. . I
indexing !
Documents I
1
1
1
1
1
1
1

In Memory refresh Segment

Buffer (in-memory)

ETFElasticsearchBIEIRENRIED T, BLAR/UMIEEERILEZE.

& 5-1 EAMREMIL
FF | 5% TS5

=1

1 | ERASSDEsY | (ERSSDERILAKIERFAEIEE N SmergelRFRUEE, XM
FiREREdEC | BICSSHRSS, BI%REE “BRIOR” f7if, LEBRIORE

= Mo
2 | RFBulk APl | ZFIERAMEHIENSEASGR, BXUEBNIEIREINE
1~10MBZjd],

3 | BEfLAER_id | iRRAEIEE_IdRIBASR, HEEANSLMAE—REDR
E, HMIEIEEA LR, M TFAFTEEL_ide Rz
=, ENERRBIERRY_Id.

4 | IRESERN | SREENRENERFETRIEH, BoRIXNMNEEE

PEE 50GBLAA .
5 | xA&EIAKR HIEBASEOEIENT, EEREBANXAIRRIR, 52
BEARHEBHEEIAR.

Elasticsearch 7 xR A XARI ARSI T :

PUT {index}/_settings

"number_of_replicas": 0

}
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A EMi5S 5 {iICEEREIERE
F | B E FZEi5AR
=
6 |EERSIN | BEESAE, TLUSESIIRIFSEZR “refresh_interval”

[RIFFARER WEABRKNESEZFZEN “-17 (RFRARFR) , B
2 ERIFIREIRESE N\ HEEE

Elasticsearch 7.xhRAH, EEFHASEIRE 15U T:
PUT {index}/_settings

"refresh_interval": " 755"

}

7 | RUBAE | ARNRARE, TLLENEFSNSIEHSENNFIAIA
BHSEN |, BIERE RS I RIA S 42000 R .
BAZUR /N Elasticsearch 7.xkRZAH, TLUEKIN T EE N SHIMB G

1¢: thread_pool.write.size, thread_pool.write.queue_size;

8 |IREGEN |IEEEHTEFERIVZER, BhlkElasticsearchEAINEFERIBN
FERSERY FgkeywordFltextfYHEZEE!, EINAVENHIEE ., HP
keyword B FXHEialE R, text BB FE2IEE,

MFAFRERSIFER, EiX “index” iREH “false”

Elasticsearch 7.xirA=, E=FE& “field1” B HAEZES|
<A
PUT {index}
{
"mappings": {
"properties": {
"field1"{

"index": false
}
}
}
}

9 | ffiftshardty | ElasticsearchERARBETF#HERT= A/ \dILoad balanceik
1ETERES B, 2=, TEHREEHT ST aL, et dishardfE
BTREDEAINEM, HEEXEER, FJLUBTRER
SIR5IRIZ%L “routing.allocation.total_shards_per_node” &=
RS D FESZST RN MIER. WS ETLIERS|ERPE
B, BelMENEBRS|AIsettingER o

1B EBEES|KsettingfIa ST :

PUT {index}/_settings

"index": {
"routing.allocation.total_shards_per_node": 2
}
}

5.2 EiEERELL

CSSEERHE(E MR, BXSERHITERFNIERMENK, ETIRSEHNEIMN
e, REFHERRE.
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HiETEERE

5-4 HIEEWRE

Elasticsearch&g#

Node1 Node?2 Node3
[ ] N EX

LM EFigEElasticsearch RIXEEERAT, EERIENT:

1. ZEPig@Nodel KXEIFIEK, IttATNodel AtMET =,

2. TENodeRIEEEBEKRNRSILUNRESFSH, #iToRiEE; REBIEKE
%ZINode1. Node2. Node3,

3. BEPEDIHTEISES; A0 REEKINE, BEEERICEEEINodel, A
EHEATEaEFimREEDER .,

JTFFENEGER, BEETS EBATHTEIESND R, STF51M 9 BEINES#HT

Hif; ERENMYER, BEENMEHZ N Segment A TEI,

5-5 Elasticsearch B9Z5 |4HA

Index/Table

shard shard shard

___________________________________________________________________________________

EifERELL
HF ElasticsearchfUEUREITRIRNHT, BIATIUFMERERILTE
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& 5-2 EFiRHEEfL

F | esE FH iR

=

1 | 8T _routing | FEEUENERTEErouting(d, BHIERBIIEMEIENSF,
HMMERET | i@ Zouting BB RERFIEMEIEN S, AR
WD RE | BXRSINED R, #miEAEREEANEIIEE.

Elasticsearch 7.xiRA, EBHRSUT:
o ig5xErouting{EIENEIE

PUT /{index}/_doc/1?routing=user1

{

"title": "This is a document"

}
o RiEroutingEEEIDEIE

GET /{index}/_doc/1?routing=user1

2 | EHindex HEKEIEND R, SFMNEHESegments, @3 {HEH
sortingi&/* | index sorting, AJLAFSSCREIEIS. sEHIFEIOERALER
MERFE | Klk(early-terminate) .

Segments# | Elasticsearch 7.xERAT, REIGSIIT:

/B EENE(FERFRdateTEE S,
PUT {index}
{

"settings": {

"index": {
"sort.field": "date",
"sort.order": "desc"

}

%
"mappings": {

"properties": {
"date": {

"type": "date"
}
}
}

3 | #&hiquery HfilterERKERANITHY, SBidbitsetRBHEHRIZGER, X
cacheigHE | T— 1 ERUBIEIERAT, SeJLASRZEIEINGEE, LAL
FahaE | R EEEE,

&S g Nquery cacheAILABIT IS R S BB, $EE
NEEFSH “indices.queries.cachesize” IRERNBEAHIE. B
MIRMEBEENSHEE, BEXSHEER—CcEERER FS
A

4 | 1280 ST EHREMENRIERS|, aJLAERR Tforcemerge, 1&/0\
Forcemerge | A9Segments&FH AKAISegments, FIGHRCH “deleted” Hk
, BNEE | SHRSIMEMER, BAEERE,

FFERY . Elasticsearch 7.xhA7, ECEREIIOT:

Segments%[ /BRI ECEZ S [forcemergefSsegmentsHE7/9101,

POST /{index}/_forcemerge?max_num_segments=10
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SIERRS
L 6 EIER5|Ean/EH

6 BERS|Em

i
&

6.1 % s AIRISCI BaNREZR5|

S ERA

MTFESEFRFIEE, EEEERAIESEEN, Ro|lskEA, BTEmREE
IEREHISEIRRIEIFNRS|, FRBHERERSIMER, SLMBMRDERS,

AREFBESEEEBEHIRE, JR5IIA/NATNTBEERSISIZET 1R, BaliR
HNERMFRRS|; BRSICETRE, XABERIDS;, SRK5I8E30XKE, MFRZRS.

BIRENEKS|, HEXAFE24TBREIE, &S558 “log-alias” , HEWEE
Elasticsearch/rRYLBARS S FEIFIR . Eiflt, iE@fiatestskiEs|; SN,
IBERES .

6-1 log-alias FUHLAAZZS

BH#: 2022.6.2 BH#i: 2022.6.3 BH#i: 2022.6.4

I I 7
f Y Y 1

test-2022.6.2-000001 Itesx—zozz,a.z—oooooz test-2022.6 z—oooooaltest—zozz,6.3—000004 tesx—zozz.aa—ooooosllest—zozz,5.4—000006|test—2022.6.4—ooooo7‘ ------

178 178 178 1TB 178 178 178
( J
i | i
log-alias

AR
3 IR RIS RIS, HRRREaRERAM.
HURESRAF

[ ] CSS$E¥57L‘:_FE_”EH>V<?§ o
o EEEfARZANJIElasticsearch 7.6.28% LAk,
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BRIEL R

ERTHRESEEEHE.

EAMSHE, ©F ‘S SR , # \Elasticsearch&EE£513R A -
FEERSSIRIES, BRHERHEESINY “Kibana” EFKibanallH.
FEKibanafyZEMIS A %R “Dev Tools” , HANGBSHITRE.
tliERollover&4asEEAZREE “rollover_workflow” o

RESEN: BERBIPAINATTBELERS CIZEBT 1KY, Ba# TiRs); S5
7RG, XFEERIAR; JR5IEE30XE, MFRZERSI.

PUT _opendistro/_ism/policies/rollover_workflow
{
"policy": {
"description": "rollover test",
"default_state": "hot",
"states": [

s N =

"actions": [

"rollover": {
"min_size": " 7tb",
"min_index_age": " 7d"
}
}
1
"transitions": [
{
"state_name": "warm",
"conditions": {
"min_index_age": " 7d"
}
}
1
B
{

"actions": [
{
"replica_count": {
"number_of_replicas": 0
}
}
1
"transitions": [
{
"state_name": "delete",
"conditions": {
"min_index_age": "30d"
}
}
1
B
{

"actions": [

"delete": {}

S asEHARIS ISR, MITH TS LIERRISFS:
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GET _opendistro/_ism/policies/rollover_workflow
6. HERS|HEIR “template_test” .

BIREN: FEAFRE “test” FFLHYZRS|EnhXEX _ERollover&apEHASREE
“rollover_workflow” , FHRolloverAi{EEF “log_alias” fERBIEZ .

PUT _template/template_test
{
"index_patterns": "test”",
"settings": {
"number_of_replicas": 1,
"number_of_shards": 1,
"opendistro.index_state_management.policy_id": " rollover_workflow",
"index.opendistro.index_state_management.rollover_alias": "log_alias"
%
"mappings": {
"properties": {
"name": {

}
}
}
}

& 6-1 SRR

S8 il
number_of_shards Rl R
number_of_replicas F3 | REIARE
gpendistro.index_state_ma nagement.policy_i e [EHARYR AR
index.opendistro.index_state_management.r | rolloverf9Z5|51:3
ollover_alias

SR5|RIReIETHE, TBE TanLSEIERIFSE:

GET _template/template_test

7. $iE—1ES|, 5 “aliases” , FHELE “is_write_index” J “true” . i%ZZHE3|
SBINAESIEIR “template_test” , FHEIRS|HERNEESEapEEIRES
“rollover_workflow” t83<EX, SLHIHZRS|AIA/INAZE)1TBEZERS|QIEEBIZ1X
E;f,%ﬁliﬂi&ﬁiﬁiﬂ; HREIETXRE, XAFIRRIAR, HRS5I0E30KG, bk
ZZ&5|,

AR5 |2 <test-{now/d}-000001>HIURLEZTD, HAERIBIALHS b L4RAYRS
&, FlanXkXBEE “2022.6.02”7 , QIEEHRMNRS|IZHRS
“test-2022.06.02-000001”
PUT %3Ctest-%7Bnow%2Fd%7D-000001%3E
{
"aliases": {
"log_alias": {
"is_write_index": true
}
}
}

8. (EMRIE “log_alias” BEANHHE, BEABT “log_alias” tf&iERIRE— 1R
51,

POST log_alias/_bulk
{"index":{}}

SASRRAS 02 (2024-04-18) WA © LR ABIRAE] 108



SIERRSS
EfESLE

6 EERS5|EanEH

{"name":"name1"}

{"index":{}}

{"name":"name2"}

{"index":{}}

{"name":"name3"}

{"index":{}}

{"name":"name4"}

{"index":{}}

{"name":"name5"}

{"index":{}}

{"name":"name6"}

EGEUE, WASIEREXLIRNES].

- AERS|BIBE—XKEEE "test"FFLAIES|:
GET _cat/indices/ test*?s=i
EEBRTERELERINERS|, ITFR:

green open test-<HEF>-000001 r8ab5NX6T30x_hoGUanogQ 1 1 6 0 416b 208b
green open test-<HHF>-000002 sfwkVgy8RSSEW7W-xYjM2Q 1 1 0 0 209b 209b

Hrh, “test-<HER>-000001" H70UEAIZES|, “test-<HEE>-000002" f
RoERRIES| .
- BEPIE “log_alias” KEXHIZRS|IER:

GET _cat/aliases/log_alias?v

EERR FEERZIEERS RS

alias  index filter routing.index routing.search is_write_index
log_alias test-<HEA>-000001 - - - false
log_alias test-<HEA>-000002 - - - true

6.2 EFER AL BIFERE S S

HEEE

HUIRSR

BIETR

CSSiFFRENE, AR |IAGRIOBSHKEHESEIRRIFERA . AN EINTER
R EHEMEE, EEENNOENRERE|, THEENE.

AEFBISECEEmEMARNE, SLURS|1ECIEIRG, Baikss, BiEHEI#EFI0BS
h; SRSIETXRE, MFRZES.

ok N =

CSSEERH TR AR
EERBEhR AN IElasticsearch 7.6.28% LA E o

ERZERRS SRS

EEMNSHEE, ®F ‘SRS , #AElasticsearch8EEE5R U@
FEERFIRTNEY, BIEEHRIESINY “Kibana” EFKibanallH.
EKibanafIZEMISARFIERE “Dev Tools” , HAGBSHITRE.

Bl A AR ERASERE “hot_warm_policy” .

RIEEN: BFR5|60E3XE, BohARFREERS|IAPHSHIREMEEIOBS; K5I8l
#E7XfRE, MkRzE=Rsl.
PUT _opendistro/_ism/policies/hot_warm_policy

{
"policy": {
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"description": "hot warm delete workflow",
"error_notification": null,
"default_state": "hot",

"states": [
{
"name": "hot",
"actions": [1,
"transitions": [
{

"state_name": "warm",
"conditions": {
"min_index_age": "3d"

}
}
1
b
{
"name": "warm",
"actions": [
{
"freeze_low_cost": {}
}
1

n

transitions": [
{
"state_name": "delete",
"conditions": {
"min_index_age": " 7d"

}
}
1
b
{
"name": "delete",
"actions": [
{
"delete": {}
}
1,
"transitions": []
}
1
}

}
6. FEEZES|ENR “template_hot_ warm” ,

BIRENX : FEERIFRA “data” FLRIZRSISBENKEX L anEHIZRES

“hot_warm_policy” .

PUT _template/template_hot_warm
{
"index_patterns": "data*",
"settings": {
"number_of_replicas": 5,
"number_of_shards": 1,
"opendistro.index_state_management.policy_id": "hot_warm_policy"
%
"mappings": {
"properties": {
"name": {
"type": "text"
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2 6-2 SH(HAA

S8 1528
number_of_shards Rl R
number_of_replicas Fo| D REIARE
gpendistro.index_state_ma nagement.policy i | £EapEHRRIRIS S

7. E—/1EB| “data-2022-06-06" , ZES|EENAES|ER
“template_hot warm” , FHEITHS [RIRAELE SRR
“hot_warm_policy” 18XEX, SCINZR5|ECIEIREGRE, 7XEMER.
POST data-2022-06-06/_bulk
{"index":{}}

{"name":"name1"}
{"index":{}}
{"name":"name2"}
{"index":{}}
{"name":"name3"}
{"index":{}}
{"name":"name4"}
{"index":{}}
{"name":"name5"}
{"index":{}}

{"name":"name6"}
8. TR, MINMIERESXINEMNEFESE.
- ERSIBIE=XEEEFRENRS:

GET _cat/freeze_indices?s=i&v

EEER T2ERIRUBBIRS | EEBIFRE:

health status index uuid pri rep docs.count docs.deleted store.size
pri.store.size

green open data-2022-06-06 x8ab5NX6T30x_xoGUanogQ 1 1 6 0
7.6kb 3.8kb

- ERSIBE7RE, EERSIBR, ERBRF7XURBNERSISEHMER.
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Sz 3]

7.1 {5 CSS INEFIEERE IS T

HRZE
X RBIEEERE (FIAIMySQL. GaussDB for MySQLE ) SIRF2HEZFNAd HocEif
geh, Etb=i5ElasticsearchfEAXRBIEIRZERAFE, LAIRHEIREN S IEZEEE
HINEH LA HocEigaE
KEFENA, MENEMySQLEIRETIHIERILEIIEZRIRSSCSS, @IiTCSSSTME
EENEXIERSA HocEaD R INE, HREEEWNET7-1F75R.
7-1 CSS IIREFUBENE AN H R
BRI HIREF#EEIMYSQL,
. B HUEEHIIRSEZDRSIEMYSQLRIEIESERTEIEFICSS,
3. BEECSSHITEXKERSHIEEAN.
BUIRSRE

o CRIEIFLSERBICSSERFIMYSQLEIERE, BREER—IVPCSLLEN.,
o  MySQLEIEEFELBFRSHEIE. AELUNTREWFINEIESE] .
a. MySQLFBIZ—FEERE:

CREATE TABLE ‘student’ (
“dsc” varchar(100) COLLATE utf8mb4_general_ci DEFAULT NULL,
‘age’ smallint unsigned DEFAULT NULL,
‘name’ varchar(32) COLLATE utf8mb4_general_ci NOT NULL,
‘id” int unsigned NOT NULL,
PRIMARY KEY ('id")
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COLLATE=utf8mb4_general_ci;

b. MySQLEEAN3INFEERIVIAEIE:
INSERT INTO student (id,name,age,dsc)
VALUES
("1','Jack Ma Yun','50','Jack Ma Yun is a Chinese business magnate, investor and philanthropist.'),
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('2','will smith','22','also known by his stage name the Fresh Prince, is an American actor, rapper,
and producer.'),
('3','James Francis Cameron','68','the director of avatar');

o CSSERFESRERSICIE, SMySQLAZRIEIIN .
AEERFRIRSIRBIAN T :

PUT student

{

"settings": {
"number_of_replicas": 0,
"number_of_shards": 3
%

"mappings": {
"properties": {

"id": {
"type": "keyword"
}

"type": "short"
type lllll ShOrt"

"type": "text"
}

}
}

Hrgdnumber_of_shards5number_of_replicastRiBE A SiF 2 HTHE

BIFERR

$B1 EIDRSIEMYSQLEWESLRT R RICSS . BMNEELBIES IIEMYSQLEZE!
CSS/ES.

EREXRMF, R7-1PNRSESEESHFEEENES.

F 7-1 EAEESSENRA

BB SHBWR EESHE S
B > FPsE | “RIEE” WEE “VPCRL” o
ISR

CREUREESLA)” | EIRFEERIZEAIRDS for MySQLELA,
BpTEfE A P S EEERIMYSQL .

“FISELOIFET | BERSTOMENTR, ENRNIE

e ” JZESLB LA Re CSSEEREFRTE F MR —3 o
BENBIRZE>B | “VPC” 1 “F EEFNCSSERF —HRIVPCEFM o
REER "

“IPttbhitakiEssz " | EHSCSSERFRIIPHBNE, FKEXNASiES N
IRENCSSEERFRYIPHELE

‘BIEEERFR” | EHSCSSERFRIEERKFE (admin )
M “BIEEZE” | F1EE.
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SIERRS

ERIESEH 7 SCREZEf)
BoEER SHEWR RSt E Y
“INEEIES” ERCSSERNZ IR, WRAKEH

“SSLLehEE” , WARIERE, KBS
RIES IKENCSSER IR IR .
BERLE CrmiERE” prici 7 N = 3T R

“FIEITRER” | K@ik ‘EEEREHE” , BABEmE

FECSSERFPBIE T SMySQLARZRIERY
RZRIZRS ],

‘EEHR BEiE “RBES” , BESCSSIIRATE
REEIARES .
1583

BB type BB ES RS | F—HE, #6
2 “_doc” , MBA—EBEKX.

HEMT - BE ‘27,

BaIREESE, FFHES “KE” N ‘28027 T “IBERE" , RRHUER
NSRRI
$E2 WIERIEERIREZIRE.
1. =EHEERSKIE,
fECSSHIKibanafFfTAI T ap<, IAEBEIERESRIZPEICSS,

GET student/_search
2. FIREAFEE, RIESERASRILEICSS,
flgn, JRimEAN “id” B ‘47 B9FREURE.

INSERT INTO student (id,name,age,dsc)

VALUES

('4','Bill Gates','50','Gates Il is an American business magnate, software developer, investor, author,
and philanthropist.")

fECSSHIKibanafRfTAI T ap<, HIANTEIR R SR EICSS,

GET student/_search
3. RinEHEE, WIFEEEESRLEMEICSS,
fBian, &Hr “id” B “47 XEEIEN “age” FEE, M “507 BBk “557 .

UPDATE student set age='55"' WHERE id=4;
FECSSHIKibanaF HUTUI T ar <, TRINEUERSRILZEREICSS,
GET student/_search
4. RIGMEREIE, WIECSSERNEIRRTRSHIE.
Bign, MipR “id” 9 “4” BOBUE,

DELETE FROM student WHERE id=4;

FECSSRIKibanafF HUUTUI T Er<, FRIACSSENEIER EWEILMIPR

GET student/_search
F|3 WIFEUIRERNE NGRS .
fFlan, 7ECSSEIf “dsc” HEE “avatar” HIEIE.

GET student/_search
{
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"query": {
"match": {
"dsc": "avatar"
}
}

}
$R4 WIFEUIREERIAD HocEIfIRESD o
Bigan, TECSSEIRFIHATF40aIphilanthropist,

GET student/_search
{
"query": {
"bool": {
"must": [
{
"match": {
"dsc": "philanthropist"
}
b
{
"range": {
"age": {
"gte": 40

SIS WIEEIREFRIRLT D 1TEES
Blan, FECSSHETFIE ARIFR D

GET student/_search
{
"size": 0,
"query": {
"match_all": {}
}

"aggs": {
"age_count": {
"terms": {
"field": "age",
"size": 10
}
}
}
}

TR

Hith#{E
o ZRENCSSEEELRYIPHbLIL
a. A=ERESEEEHE, RBEEMSHE ‘S8R

b. EERIESIREYIERTE, EIFFEIHNNNERE, T MGt FIFKENCSS
SERERIPHBIE, —ARRE “<host>:<port>” T}
“<host>:<port>,<host>:<port>" =,

MRERBFRE—TR, WENERINTSAYIPHNFIROS, Fign

“10.62.179.32:9200” ; WIREHBEZI TR, HWEERRFABTRAIPiHEE
MixOS, FE0 “10.62.179.32:9200,10.62.179.33:9200” ,
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o IRENCSSERFIZ SIS
a. ERTERRSEHE.
IR EERFEIRT HNERIR,
BEXNEFNER, EANEHENMSERNHE.
£ “BAMER W@, BE “HTTPSIHE” FEM “TEIER” .

an o

7-2 FEIEB

BEEER
Bz
)35
EfEE vpc-
ol subnet
S| dws =Rl
REEL =55
E=aas B8
= ImE default
i 8=
HTTPSiFial B | M
FIRgGIa)IPvALithE 192

7.2 [#F9 CSS ERG—OEZEFA

{EFACSSIEEMNR—HEEEF AR LIS, s—ith. HEEEAS, iLEEKE)
. BEF, RARSEERR,

ELKB ( Elasticsearch. Logstash. Kibana. Beats) {2t 7T —BEREHSBREE,
EEERN—FEERSE . BB

SASRRAS 02 (2024-04-18) WA © LR ABIRAE] 116



=IRRRSS
ER{ESCEE 7 SLREEp)

. 7-3 éﬁ_Elu\EIESFZE_I\$E§g

e Beats2—RENHALTRESE, BiEFilebeat. MetricbeatEs,
° Logstashﬁﬁ:ﬁ HEHTHHESTRME, STIFSHEIRRSETLMES .

e Elasticsearch2 MRS HIUIEERS|EE, 1BMHIEE. oiF. FHREIEEEED
B8, CSSHIEZEARSSAILALIEEElasticsearch&EERE,

e Kibana2— "/t THE, AJLIETFKibanaitiTWeba#l{tEif), FHHIIEBIE
o

ARZELACSS. Filebeat, Logstash%l]KlbanajjﬁJ BE—R—ATEEYS. FH
Filebeat>REEECSHIIAE, &iXZLogstashHITEIELIE, BFMEREICSSH, &IE]
iJKibana# T HERIAI MK EIEDS D1

ELKBRZHZAMEHIRAFZRILEISS N https://www.elastic.co/support/
matrix#matrix_compatibility .

fﬁd

BRI

o DOBRIFIFRSERAICSSHERE.

o DHETECSEIW, FHRET lavatfiz.
BIESER

FB1 EHEHBEEFilebeat,

1. T#Filebeat, KRANGEINEFE7.6.2, TEbE: https://www.elastic.co/
downloads/past-releases#filebeat-oss

2. FEcEFilebeatfIEEH “filebeatyml” ,

fian, K& “/root/” BFETFLL “log” EEMENHE, BEXH
“filebeat.yml” FRIARFINT:
filebeat.inputs:
- type: log
enabled: true
# RENBTHER,
paths:
- [root/*.log

filebeat.config.modules:
path: ${path.config}/modules.d/*.yml
reload.enabled: false
# LogstashAghosts{S &
output.logstash:
hosts: ["192.168.0.126:5044"]

processors:

T2 EEHEELogstash,
(RERLY:
RTIKEBEMLAIMEE, LogstashRIIVMEBHGEINELE FECS/dockerdh ITER—,

1. T#Logstash, ARANGEINGEIR7.6.2, Takitbiit: https://www.elastic.co/
downloads/past-releases#logstash-oss
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2. fffRLogstash 5SCSSERERINEHIE .
3. FEgELogstashAECE N {H “logstash-sample.conf” o

ECEN1E “logstash-sample.conf” FRIATUT:

input {
beats {
port => 5044
}

}
# WEIRROEI SEEUER,
filter {
grok {
match => {
"message" => "\[%{GREEDYDATA:timemaybe}\] \[%{WORD:level}\] %{GREEDYDATA:content}'
}
}
mutate {
remove_field => ["@version","tags","source","input","prospector","beat"]

}

}
# CSSEERHER
output {
elasticsearch {
hosts => ["http://192.168.0.4:9200"]
index => "%{[@metadata][beat]}-%{+YYYY.MM.dd}"
#user => "xxx"
#password => "xxx"
}
}

AR

Logstashfy “filter” #H{THELECERT, BILAMEENGrok Debugger ( http://
grokdebug.herokuapp.com/ ) ,

$123 EKibana L a@IT APIBL B CSSEERHIZR S 18R o
Flan, BIE—ERSIENR, BEERSIBHMARE3IDE. 08I, H3|FEXT

@timestamp. content, host.name. level. log.file.path. message. timemaybeZ&
=R
%EXO

PUT _template/filebeat
{

"index_patterns": ["filebeat*"],

"settings": {

# EXDFE
"number_of_shards": 3,
# EMEIARE
"number_of_replicas": 0,
"refresh_interval": "5s"

I
# EMFER.
"mappings": {

"properties": {
"@timestamp": {
": "date"
}

"content": {

%
"host": {
"properties": {
"name": {
"type": "text"

}
}

”’level": {
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%
"log": {
"properties": {
"file": {
"properties": {
"path": {
"type": "text"

}
}
}
}

b
"message": {

"timemaybe": {
"type": "date",
"format": "yyyy-MM-dd HH:mm:ss||epoch_millis||EEE MMM dd HH:mm:ss zzz yyyy"
}
}
}
}

$IB4 TEECS SN EIE
WITINT @S, ERNIKEURE, FHISEUESE “/root/tmp.log” H:
bash -c 'while true; do echo [$(date)] [info] this is the test message; sleep 1; done;' >> /root/tmp.log &
4 AR SR BN T -
[Thu Feb 13 14:01:16 CST 2020] [info] this is the test message

£S5 HITIFas<, Ealilogstash,

nohup ./bin/logstash -f /opt/pht/logstash-6.8.6/logstash-sample.conf &

L6 WMITUI TS, BifFilebeat,
[filebeat

£R7 ‘IKibanaitTEIFHFIERE

. HENCSSEEfHIKibanaTiHE -
2. 1%IFE “Discover” HTEIBS O, HMURIRRINT:

7-4 Discover R4

R
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7.3 {88FH Elasticsearch £E£E8tHENIFH &I

BT ElasticsearchEERE AT LAXS PLECHISCAEHITIE D « ANNMBEUMTHITEENXIEDE

HIRRSR

BRIEL R

1o

BEMTFHERERME.

BEMFHIRTED S, RERSSHSIRNINFHIHERER .

29 = LEED * (FFER * BXEF )

- [EISS: RIEEWERIS, RBNEIC1S, BNWiE0s, BSoZF R
ILECES o

- FTER NCEIRVEIE R B FEREVFTFRANE, —RIBSPEEIRRNITS .

- BWREF BEXAIFITLLS.

REFTRITERZ S, RRESHSIRNINFHSIEEER.

29 = UESD * (R * D)

- [ESES: REERERITD, ABEEIC1S, GUICs, 55 ZFMENA
ULl 5

- TR NIEECIRRYEHE A PEREVFFRAYE, —RISRSEEIRRNTS .

- ENSE: BEX—MFTEREE, SHTERATEER, RE—MEEX
A DE; SFPFRNTETEER, RES—1TBEEXEN D 8
TiXF A A LB R E PR TS RAISIN .

BEERERRSSEETI G tIZ FElasticsearch&EEf, BEEHET IR,

ok N =

AR

AR REMIER FElasticsearch 7. xR LA ERRAHIEERE
ERZHRESSEREHE,

EEMSHE, &F “EESE" , #ElasticsearchEE£5I3R A .
EERFYIRITEP, PHEEHEIESIRY “Kibana” ERKibanalld .,
EKibanaf9ZEMISARHIERE “Dev Tools” , HABSHITRE .
BIERS|, HISEBENMEIRENHIESXE,

a0, HURESHHE “tvjson” ARSI,

{

"tv":[

"name": "tv1", "description": "USB, DisplayPort", "vote": 0.98 }
"name": "tv2", "description": "USB, HDMI", "vote": 0.99 }

"name": "tv3", "description": "USB", "vote": 0.5 }

"name": "tv4", "description": "USB, HDMI, DisplayPort", "vote": 0.7 }

B e e WS e

AILITIN R an<, SIS “mall” , FHEEETE N METRE X HHERE,
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PUT /mall?pretty
{
"mappings": {
"properties": {
"name": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword"
}
}
by
"description": {
"type": "text",
"fields": {
"keyword": {
"type": "keyword"

}

by

"vote": {
"type": "float"

}

}
}
}

6. SAIUE.
HATINTRER<S, 1§ “tvjson” MXHFRIBIESAE “mall” F5(|H,

POST /mall/_bulk’pretty
{"index": {"_id": "1"}}
{"name": "tv1", descrlptlon """ USB, DisplayPort", "vote": 0.98 }

{"index": {"_id": "2"}}

{ "name": "tv2 descrlptlon """ USB, HDMI", "vote": 0.99 }

{"index": {"_id": "3"}}

{ "name": "tv3 descrlptlon """ USB", "vote": 0.5 }

{"index": {"_id": "4"}}

{"name": "tv4 "description": "USB, HDMI, DisplayPort", "vote": 0.7 }

7. BEXFOERHE. 951553 7 E3FTFRIEFTRER S

1F"“FHF' BEEFFUSBIEEC. HDMIZO. DisplayPortiZAIEEMAL, FiRiEF
FFERTEEMBEUNNERD, RESSHSERAIIRFHESISER

- FAEMFTRITERS

So9E AN “new_score = query_score * (vote * factor)” , HITHIYAR
LU

GET /mall/_doc/_search?pretty

"query":{
"function_score":{
"query":{
"bool"{
"should":[
{"match": {"description": "USB"}},
{"match": {"description": "HDMI"}},
{"match": {"description": "DisplayPort"}}
1
}
h?
"field_value_factor":{
"field":"vote",
"factor":1
%
"boost_mode":
"max_boost":10
}
}
}

nn

multiply",
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REERN TR, ZRERESHSIRNINFASIEIER.
{

"took" : 4,
"timed_out" : false,
"_shards" : {
"total" : 1,
"successful" : 1,
"skipped" : 0,
"failed" : 0
B
"hits" : {
"total" : {
"value" : 4,
"relation" : "eq"
L
"max_score" : 0.8388366,
"hits" : [
"_index" : "mall",
"_type" : "_doc",
"id" . 4",
"_score" : 0.8388366,
"_source" : {

"name" : "tv4",
"description" : "USB, HDMI, DisplayPort",
"vote" : 0.7
}
1
{
"_index" : "mall",
"_type" : "_doc",
"id" o 2n,
"_score" : 0.7428025,
"_source" : {
"name" : "tv2",
"description" : "USB, HDMI",
"vote" : 0.99
}
1
{
"_index" : "mall",
"_type" : "_doc",
"idt e,
"_score" : 0.7352994,
"_source" : {
"name" : "tv1",
"description" : "USB, DisplayPort",
"vote" : 0.98
}
1
{
"_index" : "mall",
"_type" : "_doc",
"id" 3",
"_score" : 0.03592815,
"_source" : {
"name" : "tv3",
"description" : "USB",
"vote" : 0.5
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S2oEANA “new_score = query_score * inline” , ARHIFIZEHILF
TERFEH0.8, Hvote>0.80F, inlineBYEN1; évoteSO.SEj‘, inlineBY{E S
0.5, FiTE<SUT:

GET /mall/_doc/_search?pretty

"query":{
"function_score":{
"query":{
"bool"{

"should":[
{"match":{"description":"USB"}},
{"match":{"description":"HDMI"}},
{"match":{"description":"DisplayPort"}}

1

}
h?
"script_score": {
"script™: {

"params": {
"threshold": 0.8

by

"inline": "if (doc[\"vote\"].value > params.threshold) {return 1;} return 0.5;"

}
h?
"boost_mode":"multiply",
"max_boost":10

}
}
}
REERNTER, RRESHSEMENINFHSIEEER .,
{
"took" : 4,
"timed_out" : false,
"_shards" : {
"total" : 1,
"successful" : 1,
"skipped" : 0,
"failed" : 0
B
"hits" : {
"total" : {
"value" : 4,
"relation" : "eq"
L
"max_score" : 0.75030553,
"hits" : [
"_index" : "mall",
"_type" : "_doc",
"id" e,
"_score" : 0.75030553,
"_source" : {
"name" : "tv1",
"description" : "USB, DisplayPort",
"vote" : 0.98
}
1
{
"_index" : "mall",
"_type" : "_doc",
"id" o 2n,
"_score" : 0.75030553,
"_source" : {

"name" : "tv2",
"description" : "USB, HDMI",
"vote" : 0.99

SASRRAS 02 (2024-04-18) WA © LR ABIRAE] 123



=IRRARSS
L

7 SEREEp)

L
{
"_index" : "mall",
"_type" : "_doc",
"id":"4",
"_score" : 0.599169,
" _source" : {
"name" : "tv4",
"description" : "USB, HDMI, DisplayPort",
"vote" : 0.7
}
T
{
"_index" : "mall",
"_type" : "_doc",
" id" 3",
"_score" : 0.03592815,
" _source" : {
"name" : "tv3",
"description" : "USB",
"vote" : 0.5
}
}
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