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Repo

B=NE

CodeArts Repoll BIXBRENRAZIFAMZEIERE, ROEFAMBEZRIEIEEFESE
RepoifiBAIRIESEE, HIRHALETEAMBIEEF S ECEEIRepokIHIZ

AeE1H1a CodeArts Repo B9 SSH 2348

SER2

BT EITRSGitLabBIAZ G EICodeArts Repofil, REELRGIt BashZ ik, 3
Bt A siH9SSHASBECE RCodeArts Repo, EAIRIELEAIT:

IZ17Git Bash, SEiGBEARMEEESEMIISSHEA

ANRIFBIERSAEE, 1BTEGIt BashHHITUI T a<:
cat ~/.ssh/id_rsa.pub

UNSRIEIRED25521985%, 1B1EGIt BashdhifTaN &<

cat ~/.ssh/id_ed25519.pub

o UNREER “No such file or directory” , IHBBZIXEITENIZERMITSSHEA,
IBHEITEER2

o YNFIREILAssh-rsagkssh-ed25519FkB9F &, RBBRIX AT ENEEEMT
SSHER, WMRBEAEREMIERBEEZEMEIZERS, NREEMEMER,
IBEMNEER2E THAT,

ERSSHETR ., IRIEERSATIR, EGit BashEpZARIa ST

ssh-keygen -t rsa -b 4096 -C your_email@example.com

Heh, -t rsaRRERRIERSAZERIZE, -b 409624 KE (IZKERIRSAZAE R
Z&H) , -Cyour_email@example.comZFERTEERAIATEEFIRINERE, HER
BN ZRITHI IR

ANERIEIRED255198%, EGit BashhEMZANIRSUT:
ssh-keygen -t ed25519 -b 521 -C your_email@example.com

Hrh, -t ed25519F%REMAIEED255192L81%%48, -b 521 28AKE (iZKEN
ED25519%$AF AL LM ) , -C your_email@example.comZFEREEREAIAE
ILGER, BEIRLXANZAAIEIR
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WMNERZPNSSRE, BiERE, ZHSIIAFEER)~/ ssh/id_rsagg#&~/.ssh/
id_ed25519 812 T, XIRHBINEBI4 S~/ ssh/id_rsa.pubdE~/.ssh/
id_ed25519.pub,

I3 SHISSHRPRIEIINR . BIRIBERMRIERSR, EEBEMATITES, KESSHAAEH!
ERAVEIIR
e Windows:
clip < ~/.ssh/id_rsa.pub
e Mac:
pbcopy < ~/.ssh/id_rsa.pub
e Linux (xclip required):
xclip -sel clip < ~/.ssh/id_rsa.pub
WA SRIFHNRepolIIICETIRR, BEA LARIR, EF “PARE” > ‘KBt
B > “SSHER” , HABESSHEIARNE .
AT LATERepofIAI B EESIERR, BEa LA “REFKMISSHESR” , HAECESSH
ZIARMHE
$E5 £ R PABHMEBRE— SR, BEELEIREFIRISSHAAMIGEH “5

$A” R, BEHER, BHERE “HHASKRENT, BE ZENRE], TRIEISEE
B, REEBIRENI.

.

BT GitLab AR EEEI CodeArts Repo

gz
£ER2

£SR3

+R4

HAPythonE M &% %EPython3,
ERGitLabHikEprivate_token, £ “FAFIRE" B, 1®F “BAShE” > “NNsk

7 .

BEBEEAMERSSHARFHELEZIGitLabf1CodeArts Repo, HFECEZEICodeArts
Repor] &EFiEifalCodeArts RepofISSHZNEA .

IEHIRENIAMFF Token (BEFZERD) 0, BIIKSHIFBFERBIRENAEF Token, 2%
RIES S, SRLERORERARE, 2EA0 “Ekrpl” , EEFsHE, 8
& IR, BIREEIRIAF TokenEHIFREFEIA

FASKENEIHIFI P TokenBic & “config.json” {4, EHH, source_host_url 2 AMAY
GitLabpyizOttbiik, repo_api_prefixi2CodeArts Repo HJopenAPIbiE

{
"source_host_url": "http://{source_host}/api/v4/projects?simple=true",
"private_token": "GitLab_t3kEXfYprivate_token",
"repo_api_prefix": "https://${open_api}",
"x_auth_token": "FAFToken"
}

BRCodeArtsizgla, 2£0, ®IEXE, PF “SIEMER" .

fECodeArtsEHREE “FHEMB” , 1®F “Scrum” . MRERHFER “BIRKBIN
B” , WEE “Scrum” , SIRINEFIBHREEIIREID,

FA3XEXRIINE IDECE “planjson” X4, WNTFAIRAIFRSE MBS CHIEREE, &
O LURIERE#TECE . abHg1/92/93FBAKE, MNRSEIRIERES!
&, RIEZEESBER,

["path_with_namespace", "IRBID", "g1/g2/g3/BirxCEZ1"],
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["path_with_namespace", "IRBID", "g1/g2/g3/BirEZ2"]

AR
o IBHERILIEIEIH NCodeArts Repol IR, B “HECE" SAITHAE, EF “HEAS
ZH”

o

o REEENZEZTEUXNNSER. HF. TUEAFL, 88 XNEEE. HFE. Bi
%, TH&. EXTs, BFREELLgit. .atomE.ERE.

H$I89 TEAMPythonizHlE, BliEmigrate_to_repo.py3Zff,

#!/usr/bin/python
-*- coding: UTF-8 -*-
import json
import logging
import os
import subprocess
import time
import urllib.parse
import urllib.request
from logging import handlers

# FERZCERESHNT
SKIP_SAME_NAME_REPO = True

STATUS_OK = 200

STATUS_CREATED = 201
STATUS_INTERNAL_SERVER_ERROR = 500
STATUS_NOT_FOUND = 404
HTTP_METHOD_POST = "POST"

CODE_UTF8 = 'utf-8'
FILE_SOURCE_REPO_INFO = 'source_repos.json'
FILE_TARGET_REPO_INFO = 'target_repos.json'
FILE_CONFIG = 'config.json'

FILE_PLAN = 'plan.json'

FILE_LOG = 'migrate.log'

X_AUTH_TOKEN = 'x-auth-token'

class Logger(object):
def __init__(self, filename):

format_str = logging.Formatter('%(asctime)s - %(pathname)s|[line:%(lineno)d] - %(levelname)s: %
(message)s')

self.logger = logging.getLogger(filename)

self.logger.setLevel(logging.INFO)

sh = logging.StreamHandler()

sh.setFormatter(format_str)

th = handlers.TimedRotatingFileHandler (filename=filename, when='D', backupCount=3,
encoding=CODE_UTF8)

th.setFormatter(format_str)

self.logger.addHandler(sh)

self.logger.addHandler(th)

log = Logger(FILE_LOG)

def make_request(url, data={}, headers={}, method='GET'"):
headers["Content-Type"] = 'application/json’
headers['Accept-Charset'] = CODE_UTF8
params = json.dumps(data)
params = bytes(params, 'utf8')
try:
import ssl
ssl._create_default_https_context = ssl._create_unverified_context
request = urllib.request.Request(url, data=params, headers=headers, method=method)
r = urllib.request.urlopen(request)
if r.status !'= STATUS_OK and r.status != STATUS_CREATED:
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log.logger.error('request error: ' + str(r.status))
return r.status, ""
except urllib.request.HTTPError as e:
log.logger.error('request with code: ' + str(e.code))
msg = str(e.read().decode(CODE_UTF8))
log.logger.error('request error: ' + msg)
return STATUS_INTERNAL_SERVER_ERROR, msg
content = r.read().decode(CODE_UTF8)
return STATUS_OK, content

def read_migrate_plan():
log.logger.info('read_migrate_plan start')
with open(FILE_PLAN, 'r') as f:
migrate_plans = json.load(f)
plans =[]
for m_plan in migrate_plans:
if len(m_plan) != 3:
log.logger.error("line format not match \"source_path_with_namespace\",\"project_id
\",\"target_namespace\"")
return STATUS_INTERNAL_SERVER_ERROR, []
namespace = m_plan[2].split("/")
if len(namespace) < 1 or len(namespace) > 4:
log.logger.error("group level support 0 to 3")
return STATUS_INTERNAL_SERVER_ERROR, []
| = len(namespace)
plan = {
"path_with_namespace": m_plan[0],
"project_id": m_plan[1],
"groups": namespace[0:l - 1],
"repo_name": namespacell - 1]
}
plans.append(plan)
return STATUS_OK, plans

def get_repo_by_plan(namespace, repos):
if namespace not in repos:
log.logger.info("%s not found in gitlab, skip" % namespace)
return STATUS_NOT_FOUND, {}

repo = repos[namespace]
return STATUS_OK, repo

def repo_info_from_source(config):
if os.path.exists(FILE_SOURCE_REPO_INFO):
log.logger.info('get_repos skip: %s already exist' % FILE_SOURCE_REPO_INFO)
return STATUS_OK

log.logger.info('get_repos start')

headers = {'"PRIVATE-TOKEN": config['private_token']}
url = config['source_host_url']

per_page = 100

page =1

data = {}

while True:
url_with_page = "%s&page=%s&per_page=%s" % (url, page, per_page)
status, content = make_request(url_with_page, headers=headers)
if status != STATUS_OK:
return status
repos = json.loads(content)
for repo in repos:
namespace = repo['path_with_namespace']
repo_info = {'"name": repo['name'], 'id" repo['id'], 'path_with_namespace': namespace,
'ssh_url": repo(['ssh_url_to_repo']}
data[namespace] = repo_info
if len(repos) < per_page:
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break
page = page + 1

with open(FILE_SOURCE_REPO_INFO, 'w') as f:

json.dump(data, f, indent=4)
log.logger.info('get_repos end with %s' % len(data))
return STATUS_OK

def get_repo_dir(repo):
return "repo_%s" % repo['id']

def exec_cmd(cmd, ssh_url, dir_name):
log.logger.info("will exec %s %s" % (cmd, ssh_url))
pr = subprocess.Popen(cmd + " " + ssh_url, cwd=dir_name, shell=True, stdout=subprocess.PIPE,
stderr=subprocess.PIPE)
(out, error) = prcommunicate()
log.logger.info("stdout of %s is:%s" % (cmd, str(out)))
log.logger.info("stderr of %s is:%s" % (cmd, str(error)))
if "Error" in str(error) or "err" in str(error) or "failed" in str(error):
log.logger.error("%s failed" % cmd)
return STATUS_INTERNAL_SERVER_ERROR
return STATUS_OK

def clone_from_source(config, plans):

log.logger.info('clone_repos start')

with open(FILE_SOURCE_REPO_INFQO, 'r') as f:
repos = json.load(f)

for plan in plans:
status, repo = get_repo_by_plan(plan["path_with_namespace"], repos)
if status == STATUS_NOT_FOUND:

return status

name = repo["name"]
dir_name = get_repo_dir(repo)
folder = os.path.exists(dir_name)
if folder:
log.logger.info("skip clone " + name)
continue
os.makedirs(dir_name)
status = exec_cmd("git clone --mirror", repo['ssh_url'], dir_name)
if status != STATUS_OK:
return status
log.logger.info('clone_repos end')
return STATUS_OK

def get_groups(config, project_id):
log.logger.info('get_groups start')
headers = {X_AUTH_TOKEN: config['x_auth_token']}
api_prefix = config['repo_api_prefix']
limit = 100
offset =0
data = {}
while True:
url_with_page = "%s/v4/%s/manageable-groups?offset=%s&limit=%s" % (api_prefix, project_id, offset,
limit)
status, content = make_request(url_with_page, headers=headers)
if status != STATUS_OK:
return status, dict()
rows = json.loads(content)
for row in rows:
full_name = row['full_name']
data[full_name] = row
if len(rows) < limit:
break
offset = offset + len(rows)
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log.logger.info('get_groups end with %s' % len(data))
return STATUS_OK, data

def create_group(config, project_id, name, parent, has_parent):
log.logger.info('create_group start')
headers = {X_AUTH_TOKEN: config['x_auth_token']}
api_prefix = config['repo_api_prefix']
data ={
'name'; name,
'visibility": 'private’,
'description": "'
}
if has_parent:
data['parent_id'] = parent['id']

url = "%s/v4/%s/groups" % (api_prefix, project_id)
status, content = make_request(url, data=data, headers=headers, method='"POST'")
if status != STATUS_OK:
log.logger.error('create_group error: %s', str(status))
return status
return STATUS_OK

# IEEIBELIECE
def create_repo(config, project_id, name, parent, has_parent):
log.logger.info('create_repo start')
headers = {X_AUTH_TOKEN: config['x_auth_token']}
api_prefix = config['repo_api_prefix']
data ={
'name': name,
'project_uuid": project_id,
'enable_readme': 0
}
if has_parent:
data['group_id'] = parent['id']
url = "%s/v1/repositories" % api_prefix
status, content = make_request(url, data=data, headers=headers, method='"POST'")
if "RE GRS CHBA" in content:
log.logger.info("repo %s already exist. %s" % (name, content))
log.logger.info("skip same name repo %s: %s" % (name, SKIP_SAME_NAME_REPO))
return check_repo_conflict(config, project_id, parent, name)
elif status != STATUS_OK:
log.logger.error('create_repo error: %s', str(status))
return status, ""
response = json.loads(content)
repo_uuid = response["result"]["repository_uuid"]

# QRS
for retry in range(1, 4):
status, ssh_url = get_repo_detail(config, repo_uuid)
if status != STATUS_OK:
if retry == 3:
return status,
time.sleep(retry * 2)
continue
break

nn

return STATUS_OK, ssh_url

def check_repo_conflict(config, project_id, group, name):
if not SKIP_SAME_NAME_REPO:
return STATUS_INTERNAL_SERVER_ERROR, ""

log.logger.info('check_repo_conflict start')

headers = {X_AUTH_TOKEN: config['x_auth_token']}

api_prefix = config['repo_api_prefix']

url_with_page = "%s/v2/projects/%s/repositories?search=%s" % (api_prefix, project_id, name)
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status, content = make_request(url_with_page, headers=headers)
if status != STATUS_OK:
return status, ""
rows = json.loads(content)
for row in rows["result"]["repositories"]:
if "full_name" in group and "group_name" in row:
g = group["full_name"].replace(" ", "")
if row["group_name"].endswith(g):
return STATUS_OK, row["ssh_url"]
elif "full_name" not in group and name == row['repository_name']:
# S BRIBENGS
return STATUS_OK, row["ssh_url"]

log.logger.info('check_repo_conflict end, failed to find: %s' % name)
return STATUS_INTERNAL_SERVER_ERROR, ""

def get_repo_detail(config, repo_uuid):
log.logger.info('get_repo_detail start')
headers = {X_AUTH_TOKEN: config['x_auth_token']}
api_prefix = config['repo_api_prefix']
url_with_page = "%s/v2/repositories/%s" % (api_prefix, repo_uuid)
status, content = make_request(url_with_page, headers=headers)
if status != STATUS_OK:
return status, ""
rows = json.loads(content)
log.logger.info('get_repo_detail end')
return STATUS_OK, rows["result"]["ssh_url"]

def process_plan(config, plan):
# IREVIE TRYZBERGIE
project_id = plan["project_id"]
status, group_dict = get_groups(config, project_id)
if status != STATUS_OK:
return status, ""
group =""
last_group = {}
has_group = False
for g in plan["groups"]:
# WEBRREE, IRFEURET—E
if group =="":
group =" %s" % g
else:
group = "%s / %s" % (group, g)
if group in group_dict:
last_group = group_dict[group]
has_group = True
continue
# TEENERE, HEH
status = create_group(config, project_id, g, last_group, has_group)
if status != STATUS_OK:
return status, ""
status, group_dict = get_groups(config, project_id)
if status != STATUS_OK:
return status, ""
last_group = group_dict[group]
has_group = True

status, ssh_url = create_repo(config, project_id, plan["repo_name"], last_group, has_group)
if status != STATUS_OK:
return status, ""

return status, ssh_url
def create_group_and_repos(config, plans):

if os.path.exists(FILE_TARGET_REPO_INFO):
log.logger.info('create_group_and_repos skip: %s already exist' % FILE_TARGET_REPO_INFO)
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return STATUS_OK

log.logger.info('create_group_and_repos start')
with open(FILE_SOURCE_REPO_INFQO, 'r') as f:
repos = json.load(f)
target_repo_info = {}
for plan in plans:
status, ssh_url = process_plan(config, plan)
if status != STATUS_OK:
return status

status, repo = get_repo_by_plan(plan["path_with_namespace"], repos)
if status == STATUS_NOT_FOUND:

return
repo['codehub_sshUrl'] = ssh_url
target_repo_info[repo['path_with_namespace']] = repo

with open(FILE_TARGET_REPO_INFO, 'w') as f:
json.dump(target_repo_info, f, indent=4)
log.logger.info('create_group_and_repos end')

return STATUS_OK

def push_to_target(config, plans):
log.logger.info('push_repos start')
with open(FILE_TARGET_REPO_INFO, 'r') as f:
repos = json.load(f)
for r in repos:
repo = repos[r]
name = repo["name"]
dir_name = get_repo_dir(repo)

status = exec_cmd("git config remote.origin.url", repo['codehub_sshUrl'], dir_name + "/" + name +
”.git”)
if status != STATUS_OK:
log.logger.error("%s git config failed" % name)
return

status = exec_cmd("git push --mirror -f", "", dir_name + "/" + name + ".git")
if status != STATUS_OK:
log.logger.error("%s git push failed" % name)
return
log.logger.info('push_repos end')

def main():
with open(FILE_CONFIG, 'r') as f:
config = json.load(f)
# read plan
status, plans = read_migrate_plan()
if status != STATUS_OK:
return
# FRENBEEgitlabBEFIE, ERHEHEIFILE_SOURCE_REPO_INFOIZ {4
if repo_info_from_source(config) != STATUS_OK:
return
# cloneGEZEIZA S
status = clone_from_source(config, plans)
if status != STATUS_OK:
return

#ABEOCECE, FCREEIZIFILE_ SOURCE_REPO_INFOH
if create_group_and_repos(config, plans) != STATUS_OK:
return

# HEIXRH{ERssh X, iEHERIECodeArts RepofRSSELEssh key
push_to_target(config, plans)
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if _name__=='_main_"
main()

$B10 HITWN TS, BalAHTAAEERIIETE.

python migrate_to_repo.py

.
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BRNE
CodeArts RepoIlBSBERENRATITSNANENENCE, ROEPXMLIEEHE
RepoiFBRIRIRHF R, HEULHRHIETB AL T EIRepolIHIZ
BIEES
LB HEAPythonER FEFHZLEEPython3,
82 FiRBIAMBFToken(fEAEE) O, BEMKSRIBFEBIRENAFToken, £
RIEERZE, SaEZEONESRE, 2560 “Skrfl” , BE5FsHE, 2
& L7, BIREEIRIEP TokenEHIFHRFRIAM
FIE3 FIREEIRIA P TokenEt & “config.json” {4, Ee, repo_api_prefixi@CodeArts
Repo HYopenAPIttsit, “”
{
"repo_api_prefix": "https://${open_api}",
"x_auth_token": "FHFPToken"
}
$BA BRCodeArtsifla, BEY, WIEXY, BF ZAER” .
$E5 fECodeArtsEHIRPT “FEIE" , &EEFE “Scrum” , MRERHER “EBELBIN
B” , MEE “Scrum” , SIEINBEBEFREZHIREID,
$I¥6 FIREVIINB IDECE “planjson” 5. W TFEIRFAIFRTIRNMUBCIERER, &

AJLARIERERITICE . LHaAYg1/g2RAMBAERIR, TIUSEHAHTEIE. E1
By “INBID” 1 “INB&MR/g1/92/BfFBER1" ERepoRMEAIZRENS .

SRR 01 (2024-12-13) WRINERE © ARITERARBIRAE 11


https://www.python.org/
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
https://console-intl.huaweicloud.com/devcloud

HEtE
L 3 I EB A EES A CodeArts Repo

PN v ————————]
t/6ebebd c92f06f{codehub/77934]

[ RED

DesER o RB NAREK0 Qi B XBTIIR o et S U8 &AHR SBE

D 009MBze o 3
w/:odehub/proje(t*ﬁsEede:57ca44ddbeb2b:28(92fU6f*:odehub/7793478/home?ref=master
El CLOUD Console ¢ ® Homepage ¥ Workspace B Board @ Services B8 Mirror
Homepage | Scrum1 / Repo /| Scrum1 / group / group / 0923 1528 create |/ File

§'7 0923 1528 create

B o pository ID: 7793478
, EHome < Code I} MergeRequests 0  (: Reviews B Associated Workltems 7 Repository Statistics = Activities & Members £ Settings
[5 0.09 MB Files < 3 Commits ¥ 1Branches © 0Tags ;1 Comparison

[
["IRE&TR/91/92/BrBER1", "INEID", "INE&TR/g1/92/BinGESZ1"],
["IE&TR/g1/g2/BirEER2", "INEID", "INE&TR/g1/92/BtrEE&2"]

]
(MERITY::
o HIBHERICIEEIH NCodeArts RepoB R, S “HECE" BHITHIE, &R “HEin
g7,

o MBEENBFHEUXNNEGFE. HF. ULk, IJBSXKNEFE. HF. H¥l
%, TRI%. BXAR, BF8EkLgit. atomI LR,

TET HIN— N EEXHrepo_list.json,

Heh, “local_dir” BRIEAMENEFRORBXEHER BIrCERRRE, ELEES
WRE—NZENGItE, HEFEESmigrate_to_repo.pyEE—HKEF . W TERT
7, local_repo1#local_repo2Fr=E _HERNARGItES, BI “local_dir” 0
“local_dir” B9{E B “local_repo1” #0 "local_repo2",

A

ratetorepopy  planjon

rfigison repo lstjson

ITCRRAIF, g1/g2RURBERE, XMNINEIdRILASEME IDIREVS T 3R
B, BRIELIRERIES
[

{
id™: " RIRBRYId",
"namespace":"INB &#R/g1/92/BinCEZ",
"local_dir": "GitERIAHEERR1"

L

{
id™: " RIRBRYId",
"namespace": "INE&#R/g1/92/BirBEZ2",
"local_dir": "GitERIAHEERR2"

}

]

LIRS TEAMPythoniZFHIE, BlIEmigrate_to_repo.py3Zi4,

#!/usr/bin/python

# -*- coding: UTF-8 -*-
import json

import logging

import os
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import subprocess

import time

import urllib.parse

import urllib.request

import argparse

from logging import handlers

# FEESCEREEHE
SKIP_SAME_NAME_REPO = True

STATUS_OK = 200

STATUS_CREATED = 201
STATUS_INTERNAL_SERVER_ERROR = 500
STATUS_NOT_FOUND = 404
HTTP_METHOD_POST = "POST"

CODE_UTF8 = 'utf-8'

FILE_SOURCE_REPO_INFO = 'source_repos.json'
FILE_SOURCE_REPO_INFO_TXT = 'source_repos.txt'
FILE_TARGET_REPO_INFO = 'target_repos.json'
FILE_CONFIG = 'config.json'

FILE_PLAN = 'plan.json'

FILE_LOG = 'migrate.log'

FILE_REPO_LIST = 'repo_list.json'

X_AUTH_TOKEN = 'x-auth-token'

LOG_FORMAT = '%(asctime)s - %(pathname)s|[line:%(lineno)d] - %(levelname)s: %(message)s'

class Logger(object):
def __init__(self, filename):

format_str = logging.Formatter(LOG_FORMAT)

self.logger = logging.getLogger(filename)

self.logger.setLevel(logging.INFO)

sh = logging.StreamHandler()

sh.setFormatter(format_str)

th = handlers.TimedRotatingFileHandler(
filename=filename,
when='D',
backupCount=3,
encoding=CODE_UTF8

th.setFormatter(format_str)

self.logger.addHandler(sh)

self.logger.addHandler(th)
log = Logger(FILE_LOG)

def make_request(url, data={}, headers={}, method='GET"):
headers["Content-Type"] = 'application/json’
headers['Accept-Charset'] = CODE_UTF8
params = json.dumps(data)
params = bytes(params, 'utf8')
try:
import ssl
ssl._create_default_https_context = ssl._create_unverified_context
request = urllib.request.Request(
url,
data=parames,
headers=headers,
method=method
)
r = urllib.request.urlopen(request)
if r.status !'= STATUS_OK and r.status != STATUS_CREATED:
log.logger.error('request error: ' + str(r.status))
return r.status, ""
except urllib.request.HTTPError as e:
log.logger.error('request with code: ' + str(e.code))
msg = str(e.read().decode(CODE_UTF8))
log.logger.error('request error: ' + msg)
return STATUS_INTERNAL_SERVER_ERROR, msg

MHGRRAS 01 (2024-12-13) WA © EARTERABIRAE 13
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except Exception as e:

log.logger.info("request failed, e is %s", e)

return STATUS_INTERNAL_SERVER_ERROR, "request failed"
content = r.read().decode(CODE_UTF8)
return STATUS_OK, content

def read_migrate_plan():
log.logger.info('read_migrate_plan start')
try:
with open(FILE_PLAN, 'r') as f:
migrate_plans = json.load(f)
except Exception as e:
log.logger.info("load plan.json, e is %s", e)
return STATUS_INTERNAL_SERVER_ERROR, []
plans =[]
for m_plan in migrate_plans:
if len(m_plan) != 3:
log.logger.error(
"please check plan.json file"
)
return STATUS_INTERNAL_SERVER_ERROR, []
namespace = m_plan[2].split("/")
namespace_len = len(namespace)
if namespace_len < 1 or namespace_len > 4:
log.logger.error("group level support 0 to 3")
return STATUS_INTERNAL_SERVER_ERROR, []
plan = {
"path_with_namespace": m_plan[0],
"project_id": m_plan[1],
"groups": namespace[0:namespace_len - 1],
"repo_name": namespace[namespace_len - 1]
}
plans.append(plan)
return STATUS_OK, plans

def get_repo_by_plan(namespace, repos):
if namespace not in repos:
log.logger.info("%s not found in gitlab, skip" % namespace)
return STATUS_NOT_FOUND, {}
repo = repos[namespace]
return STATUS_OK, repo

def repo_info_from_source(source_host_url, private_token, protocol):
log.logger.info('get repos by api start')
headers = {'"PRIVATE-TOKEN": private_token}
url = source_host_url
per_page = 100
page =1
data = {}
while True:
url_with_page = "%s&page=%s&per_page=%s" % (url, page, per_page)
status, content = make_request(url_with_page, headers=headers)
if status != STATUS_OK:
return status
repos = json.loads(content)
for repo in repos:
namespace = repo['path_with_namespace']
repo_info = {
'id": repo['id'],
'name': repo['name'],
'path_with_namespace': namespace

}
if protocol == "ssh":

repo_info["clone_url"] = repo["ssh_url_to_repo"]
else:

repo_info["clone_url"] = repo["http_url_to_repo"]
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data[namespace] = repo_info
if len(repos) < per_page:
break
page = page + 1
try:
with open(FILE_SOURCE_REPO_INFO, 'w') as f:
json.dump(data, f, indent=4)
except Exception as e:
log.logger.info("load source_repos.json, e is %s", e)
return STATUS_INTERNAL_SERVER_ERROR
log.logger.info('get_repos end with %s' % len(data))
return STATUS_OK

def repo_info_from_file():
log.logger.info('get repos by file start')
data = {}
try:
with open(FILE_REPO_LIST, 'r') as f:
repos = json.load(f)
except Exception as e:
log.logger.info("load repo_list.json, e is %s", e)
return STATUS_INTERNAL_SERVER_ERROR
for index, repo in enumerate(repos):
if repo.get("id") is None:
log.logger.error("line format not match id")
if repo.get("namespace") is None:
log.logger.error("line format not match namespace")
return STATUS_INTERNAL_SERVER_ERROR
if repo.get("local_dir") is None:
log.logger.error("line format not match local_dir ")
return STATUS_INTERNAL_SERVER_ERROR
if not os.path.exists(repo.get("local_dir")):
log.logger.warning("local dir %s non-existent" % repo.get("local_dir"))
continue
namespace = repo.get("namespace")
repo_info = {
'id": repo.get("id"),
'name': namespace.split("/")[-1],
'path_with_namespace': namespace,
'clone_url": "",
'local_dir': repo.get("local_dir")
}
data[namespace] = repo_info
try:
with open(FILE_SOURCE_REPO_INFO, 'w') as f:
json.dump(data, f, indent=4)
except Exception as e:
log.logger.info("load source_repos.json, e is %s", e)
return STATUS_INTERNAL_SERVER_ERROR
log.logger.info('get_repos end with %s' % len(data))
return STATUS_OK

def get_repo_dir(repo):
return "repo_%s" % repo['id']

def exec_cmd(cmd, ssh_url, dir_name):

log.logger.info("will exec %s %s" % (cmd, ssh_url))
pr = subprocess.Popen(

cmd + " " + ssh_url,

cwd=dir_name,

shell=True,

stdout=subprocess.PIPE,

stderr=subprocess.PIPE
)
(out, error) = prcommunicate()
log.logger.info("stdout of %s is:%s" % (cmd, str(out)))
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log.logger.info("stderr of %s is:%s" % (cmd, str(error)))

if "Error" in str(error) or "err" in str(error) or "failed" in str(error):
log.logger.error("%s failed" % cmd)
return STATUS_INTERNAL_SERVER_ERROR

return STATUS_OK

def clone_from_source(plans):
log.logger.info('clone_repos start')
with open(FILE_SOURCE_REPO_INFQO, 'r') as f:
repos = json.load(f)
for plan in plans:
status, repo = get_repo_by_plan(plan["path_with_namespace"], repos)
if status == STATUS_NOT_FOUND:
return status
name = repo["name"]
dir_name = get_repo_dir(repo)
folder = os.path.exists(dir_name)
if folder:
log.logger.info("skip clone " + name)
continue
os.makedirs(dir_name)
status = exec_cmd("git clone --mirror", repo['clone_url'], dir_name)
if status != STATUS_OK:
return status
log.logger.info('clone_repos end')
return STATUS_OK

def get_groups(config, project_id):
log.logger.info('get_groups start')
headers = {X_AUTH_TOKEN: config['x_auth_token']}
api_prefix = config['repo_api_prefix']
limit = 100
offset =0
data = {}
while True:
url_with_page = "%s/v4/%s/manageable-groups?offset=%s&limit=%s" % (
api_prefix,
project_id,
offset,
limit
)
status, content = make_request(url_with_page, headers=headers)
print(url_with_page, status, content)
if status != STATUS_OK:
return status, dict()
rows = json.loads(content)
for row in rows:
full_name = row['full_name']
data[full_name] = row
if len(rows) < limit:
break
offset = offset + len(rows)
log.logger.info('get_groups end with %s' % len(data))
return STATUS_OK, data

def create_group(config, project_id, name, parent, has_parent):
log.logger.info('create_group start')
headers = {X_AUTH_TOKEN: config['x_auth_token']}
api_prefix = config['repo_api_prefix']
data ={
'name'; name,
'visibility": 'private’,
'description": "'
}
if has_parent:
data['parent_id'] = parent['id']
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url = "%s/v4/%s/groups" % (api_prefix, project_id)
status, content = make_request(

url,

data=data,

headers=headers,

method='POST'

)

if status != STATUS_OK:
log.logger.error('create_group error: %s', str(status))
return status

return STATUS_OK

# IEEIBELIECE
def create_repo(config, project_id, name, parent, has_parent):
log.logger.info('create_repo start')
headers = {X_AUTH_TOKEN: config['x_auth_token']}
api_prefix = config['repo_api_prefix']
data ={
'name'; name,
'project_uuid": project_id,
'enable_readme': 0
}
if has_parent:
data['group_id'] = parent['id']
url = "%s/v1/repositories" % api_prefix
status, content = make_request(
url,
data=data,
headers=headers,
method='POST'

)
if "RZ GRS HBA" in content:
log.logger.info("repo %s already exist. %s" % (name, content))
log.logger.info("skip same name repo %s: %s" % (
name,
SKIP_SAME_NAME_REPO
)
)
return check_repo_conflict(config, project_id, parent, name)
elif status != STATUS_OK:
log.logger.error('create_repo error: %s', str(status))
return status, ""
response = json.loads(content)
repo_uuid = response["result"]["repository_uuid"]
# BRGNS
for retry in range(1, 4):
status, ssh_url = get_repo_detail(config, repo_uuid)
if status != STATUS_OK:
if retry == 3:
return status,
time.sleep(retry * 2)
continue
break
return STATUS_OK, ssh_url

n

def check_repo_conflict(config, project_id, group, name):
if not SKIP_SAME_NAME_REPO:
return STATUS_INTERNAL_SERVER_ERROR, ""
log.logger.info('check_repo_conflict start')
headers = {X_AUTH_TOKEN: config['x_auth_token']}
api_prefix = config['repo_api_prefix']
url_with_page = "%s/v2/projects/%s/repositories?search=%s" % (
api_prefix,
project_id,
name
)

status, content = make_request(url_with_page, headers=headers)
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if status != STATUS_OK:
return status, ""
rows = json.loads(content)
for row in rows["result"]["repositories"]:
if "full_name" in group and "group_name" in row:
g = group["full_name"].replace(" ", "")
if row["group_name"].endswith(g):
return STATUS_OK, row["ssh_url"]
elif "full_name" not in group and name == row['repository_name']:
# S BRIBENGS
return STATUS_OK, row["ssh_url"]
log.logger.info('check_repo_conflict end, failed to find: %s' % name)
return STATUS_INTERNAL_SERVER_ERROR, ""

def get_repo_detail(config, repo_uuid):
log.logger.info('get_repo_detail start')
headers = {X_AUTH_TOKEN: config['x_auth_token']}
api_prefix = config['repo_api_prefix']
url_with_page = "%s/v2/repositories/%s" % (api_prefix, repo_uuid)
status, content = make_request(url_with_page, headers=headers)
if status != STATUS_OK:
return status, ""
rows = json.loads(content)
log.logger.info('get_repo_detail end')
return STATUS_OK, rows["result"]["ssh_url"]

def process_plan(config, plan):
# JRENIRE TRYLALRT IR
project_id = plan["project_id"]
status, group_dict = get_groups(config, project_id)
if status != STATUS_OK:
return status, ""
group = ""
last_group = {}
has_group = False
for g in plan["groups"]:
# HBEBRMCBE, MRGFEUKRET—E
if group =="":
group =" %s" % g
else:
group = "%s / %s" % (group, g)
if group in group_dict:
last_group = group_dict[group]
has_group = True
continue
# AEFENEIE, FEHR
status = create_group(config, project_id, g, last_group, has_group)
if status != STATUS_OK:
return status, ""
status, group_dict = get_groups(config, project_id)
if status != STATUS_OK:
return status, ""
last_group = group_dict[group]
has_group = True
status, ssh_url = create_repo(
config,
project_id,
plan["repo_name"],
last_group,
has_group
)
if status != STATUS_OK:
return status, ""
return status, ssh_url

def create_group_and_repos(config, plans):
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if os.path.exists(FILE_TARGET_REPO_INFO):
log.logger.info(

'%s skip: %s already exist' % (
"create_group_and_repos",
FILE_TARGET_REPO_INFO

)

)
return STATUS_OK
log.logger.info('create_group_and_repos start')
with open(FILE_SOURCE_REPO_INFQO, 'r') as f:
repos = json.load(f)
target_repo_info = {}
for plan in plans:
status, ssh_url = process_plan(config, plan)
if status != STATUS_OK:
return status
status, repo = get_repo_by_plan(plan["path_with_namespace"], repos)
if status == STATUS_NOT_FOUND:
return
repo['codehub_sshUrl'] = ssh_url
target_repo_info[repo['path_with_namespace']] = repo
with open(FILE_TARGET_REPO_INFO, 'w') as f:
json.dump(target_repo_info, f, indent=4)
log.logger.info('create_group_and_repos end')
return STATUS_OK

def push_to_target():
log.logger.info('push_repos start')
with open(FILE_TARGET_REPO_INFO, 'r') as f:
repos = json.load(f)
for r in repos:
repo = repos[r]
name = repo["name"]
dir_name = get_repo_dir(repo)
status = exec_cmd(
"git config remote.origin.url",
repo['codehub_sshUrl'],
dir_name + "/" + name + ".git"

)
if status != STATUS_OK:
log.logger.error("%s git config failed" % name)
return
status = exec_cmd("git push --mirror -f", "", dir_name + "/" + name + ".git")
if status != STATUS_OK:
log.logger.error("%s git push failed" % name)
return
log.logger.info('push_repos end')

def push_to_target_with_local():
log.logger.info('push_repos start')
with open(FILE_TARGET_REPO_INFO, 'r') as f:
repos = json.load(f)
for r in repos:
repo = repos[r]
dir_name = repo["local_dir"]
status = exec_cmd(
"git config remote.origin.url",
repo['codehub_sshUrl'],
dir_name
)
if status != STATUS_OK:
log.logger.error("%s git config failed" % dir_name)
return
status = exec_cmd("git push --all -f", "", dir_name)
if status != STATUS_OK:
log.logger.error("%s git push failed" % dir_name)
return
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log.logger.info('push_repos end')

def get_args_from_command_line(args_list):
# B ST EH
parser = argparse.ArgumentParser()
parser.add_argument(
-p',
'--protocol’,
dest="protocol’,
default="SSH",
choices=['SSH', 'HTTP', "ssh", "http"],
required=False,
help="'protocol specified for clone or push'
)
parser.add_argument(
_m 0
'--mode',
dest="mode’,
default="FILE",
choices=['FILE', "file"],
required=False,
help="import mode'
)

return parser.parse_args(args_list)

1 '

if _name__=='_main_"
if not os.path.exists(FILE_CONFIG):
log.logger.info("config.json must be present")
exit(1)
if not os.path.exists(FILE_PLAN):
log.logger.info("plan.json must be present")
exit(1)

# IRENMRET, B EE{EEFInamespace

status, plans = read_migrate_plan()

if status != STATUS_OK:
log.logger.info("load plan.json failed")
exit(1)

# DNEECE S 14

try:
with open(FILE_CONFIG, 'r') as f:

config = json.load(f)

except Exception as e:
log.logger.info("load config.json, e is %s", e)
exit(1)

if config.get("repo_api_prefix") is None:
log.logger.error("config.json not match repo_api_prefix")
exit(1)

if config.get("x_auth_token") is None:
log.logger.error("config.json not match x_auth_token")
exit(1)

args = get_args_from_command_line(None)
protocol = args.protocol
mode = args.mode

if mode.lower() == "api":
log.logger.error("not allow mode is api")
exit(1)

if config.get("source_host_url") is None:
log.logger.error("config.json not match source_host_url")
exit(1)

if config.get("private_token") is None:
log.logger.error("config.json not match private_token")
exit(1)

if repo_info_from_source(
config["source_host_url"],
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config["private_token"],
protocol.lower()
) != STATUS_OK:
exit(1)
try:
# cloneBEZRI AN
status = clone_from_source(plans)
if status != STATUS_OK:
exit(1)
except Exception as e:
log.logger.info("clone_from_source fail, e is %s", e)

exit(1)
else:
if repo_info_from_file() != STATUS_OK:
exit(1)
try:
if create_group_and_repos(config, plans) != STATUS_OK:
exit(1)

except Exception as e:
log.logger.info("create_group_and_repos fail, e is %s", e)
exit(1)

try:
if mode.lower() == "api":
push_to_target()
else:
push_to_target_with_local()
except Exception as e:
log.logger.info("push_to_target fail, e is %s", e)
exit(1)

R

BcEiAIa) CodeArts Repo A9 SSH 234
S JE(TGit Bash, SeiEAME R EMITSSHEA,
HIEBHEIERSAREE, TBTEGit BashhHTUI THS:

cat ~/.ssh/id_rsa.pub

INRIAFFED2552198%, 1BEGIt BashFHITIN T ar<:

cat ~/.ssh/id_ed25519.pub

o HNRER “No such file or directory” , HBBERX ST ENSERMIISSHESH,
BYREINT PIR2

o  HNRIR[ELAssh-rsaglssh-ed25519FLIF R, HIARXSITE S
SSHZ$R, WNREFERERERNZRIERENTEIEES, MREEFERZH,
BENEE2[E T

B2 ERSSHER ., INREFERSAEE, TEGit BashERZRRIGSIT:

ssh-keygen -t rsa -b 4096 -C your_email@example.com

Heh, -t rsaRRERRIZERSAERIZSE, -b 4096 2F4AKE (IZIKERIRSAZAER
Z2M ) , -Cyour_email@example.comZFEREEMAINAEHRINGERE, HER
FIXNZEITHIARIE .

SNSRIEIEED2551985%, 7EGit BashEREANH S T:

ssh-keygen -t ed25519 -b 521 -C your_email@example.com

Heh, -t ed25519%REMAIRZED25519K8I%48, -b 521 2FAKE (IZKERN
ED25519% A EZ £ ) , -C your email@example.com%ETriﬁJZE'J’\%HS'I{-T-EP
ILERE, BEIRE J?(A&.%S(]‘Eflﬁﬁ
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WMNERZPNSSRE, BiERE, ZHSIIAFEER)~/ ssh/id_rsagg#&~/.ssh/
id_ed25519 812 T, XIRHBINEBI4 S~/ ssh/id_rsa.pubdE~/.ssh/
id_ed25519.pub,

I3 SHISSHAIPEIEIIR . BIRIBEIRIER S, IEFENAIIHITSRS, KSSHAEEH!
EIRAVEIIIR
e Windows:
clip < ~/.ssh/id_rsa.pub
e Mac:
pbcopy < ~/.ssh/id_rsa.pub
e Linux (xclip required):
xclip -sel clip < ~/.ssh/id_rsa.pub
£IA SRFHENRepolIIBCETIRR, BEA EARIR, EF “PARE” > “RigiE
B” > “SSHER” , HAEESSHZIARNME .
AT LATERepofIAI G SRR, BEa LA “IREFKAISSHESR” , HAECESSH
Z5AUE .
W5 E ‘D7 PABRIIRERRE—ER, BRELEIPEFIRISSHAHMILE “&
7”&, BHRER, BERE ‘EHCREM, BF ZANRE], TRIE3SEEED
BEE” , BREHRERIN.
.
FHattETR

gz

HITU TGS, BEENASH.

python migrate_to_repo.py -h

usage: migrate_to_repo.py [-h] [-p {SSH,HTTP;ssh,http}]
[-m {API,FILE,api,file}]

optional arguments:
-h, --help show this help message and exit
-p {SSH,HTTRssh,http}, --protocol {SSH,HTTP,ssh,http}
protocol specified for clone or push
-m {API,FILE,api,file}, --mode {API,FILE,api,file}

import mode
# SR
# -p ¥, ERARSSHEMY, mIIEISSH/ssh/HTTP/http
R
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