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EfESLE

1 SSLUFPEXRIELE

SREXHRIMKS T SSLIEBRIN FIRZ AR BIan T :

import json
import requests
import datetime
import time

def getCertHeaders(context):
return {
'Content-Type': 'application/json’,
'region': context.getUserData("region"),
'X-Language': 'en-us',
'X-Auth-Token': context.getToken()
}

def isValidCert(cert):
# TODO HFAIRIESIHZEE X LU

certDomain = cert.get('domain')

# FIT R B EXI R B RV ZIE D
if (certDomain != 'XXXX'):
return False

# LU LRI E A B B A RERF B & FF S ERATIES

currentTime = time.localtime()

currentTimeStr = str(currentTime[0]) + ', + str(currentTime[1]) +

+ str(currentTime[2])

certTime = datetime.datetime.strptime(cert.get(‘expire_time'), '%Y-%m-%d %H:%M:%S.%f")

# SREVEBE &AL E

certTimeStr = str(certTime.year - int(cert.get('validity_period')/12)) +',' + str(certTime.month) +',' +

str(certTime.day - 1)
return currentTimeStr == certTimeStr

def getCertList(context):
preUrl = 'https://' + context.getUserData("endpoint")
url = preUrl + '/v3/scm/certificates?

order_status=ISSUED&content=&sort_key=certUpdateTime&sort_dir=DESC&limit=&enterprise_project_id="'

certHeaders = getCertHeaders(context)

rep = requests.get(url, headers = certHeaders)
totalCount = json.loads(rep.text).get('total_count')
discuss = int(totalCount/10)
reminder = totalCount-discuss*10
rep = [l
for i in range(discuss):
tempUrl = url + '&offset="+ str(10*i)
tempRep = requests.get(tempUrl, headers = certHeaders)
for cert in json.loads(tempRep.text).get('certificates'):
if(isValidCert(cert)):
rep.append(cert)
if reminder > 0O:
tempUrl = url + '&offset=" + str(totalCount-reminder)
tempRep = requests.get(tempUrl, headers = certHeaders)
for cert in json.loads(tempRep.text).get('certificates'):
if(isValidCert(cert)):
rep.append(cert)
return json.dumps(rep)

def exportCert(context, certld):
preUrl = 'https://' + context.getUserData("endpoint")
url = '/v3/scm/certificates/'+ certld + '/export'

rep = requests.post(preUrl + url, headers = getCertHeaders(context))

os.makedirs("/tmp/" + certld)

entireCertificate = json.loads(rep.text).get('entire_certificate')
entireCertFileName = '/tmp/' + certld + '/certificate.pem’
certFile = open(entireCertFileName,'w")
certFile.write(entireCertificate)

privateKey = json.loads(rep.text).get('private_key')
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IEPEIERSS
L

1 SSLUFPEXRIELE

privateKeyFileName = '/tmp/' + certld + '/privateKey.key'
keyFile = open(privateKeyFileName,'w")
keyFile.write(privateKey)

def handler (event, context):

# TODO ZFETUSESEESREEA UG

totalRep = getCertList(context)

certlList = json.loads(totalRep)

certldList = []

for cert in certList:
exportCert(context, cert.get("id"))
certldList.append(cert.get("id"))

for cert in certList:
deploy("****** 22, 'root', ", '/tmp', '/tmp', certldList)

ERESSUIERRIEMEARSS RS ( Nginx ) BIRFBRERACHRRAIAN T :

import os
import paramiko
import time

def isExists(path, function):
path = path.replace("\\","/")
try:
function(path)
except Exception as error:
return False
else:
return True

def copy(ssh, sftp, local, remote):
if isExists(remote, function=sftp.chdir):
filename = os.path.basename(os.path.normpath(local))
remote = os.path.join(remote, filename).replace("\\","/")
if os.path.isdir(local):
isExists(remote, function=sftp.mkdir)
for file in os.listdir(local):
localfile = os.path.join(local, file).replace("\\","/")
copy(ssh=ssh, sftp=sftp, local=localfile, remote=remote)
if os.path.isfile(local):
try:
ssh.exec_command("rm -rf %s"%(remote))
sftp.put(local,remote)
except Exception as error:
print('put:', local, "==>",remote, 'FAILED")
else:
print('put:', local, "==>",remote, 'success')

def deploy(ip, port, username, password, local, remote, certldList):
transport = paramiko.Transport((ip,port))
transport.connect(username=username, password=password)
ssh = paramiko.SSHClient()
ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())
ssh._transport = transport
ftp_client = paramiko.SFTPClient.from_transport(transport)

for certld in certldList:
copy(ssh=ssh, sftp=ftp_client, local=local +'/' + certld, remote=remote)

# BHRIERMEERS Anginx.conf3s {4
cmd="/usr/local/nginx/sbin/nginx -s reload"
stdin,stdout,stderr = ssh.exec_command(cmd)
ssh.close()
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INSIERYEIR, BPABCARSZERIXRINE FABCAREXREMT. FRFABECA
KET, IAVBCALESETERIIREREN, Nk AECARSHNIIEEEIE .
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2.2.3 A CA &4 EHIETE

Bl CA

s CA

ZHECA

[SF CA

IR CA

FABCAD IIRCASNECA, ETLUSEISEZCIEIFATCARE, Heh, IRCARBE
ZiFP, TEZECE. NECABTFCA, BIERIEELLIEERCA, AL, BIEFAE
CARY, BLUUT=MER:

o BUEIMRCA, ﬁU@EEIJJFE', IEBA “EE” RS, RCANEERAREENHFE
Z. BRIEB. TRCARL, PTAFERIER. REIEBURSRIERHBEIIR,
iii_ﬁEZEMo
o BIEMRECA, HEEME, @ULEEI)JFE', NEBCAR “BEGE" K&, HERAS
AIASIRCA—H, EEIFHRER, BEALIBEXNECAZBRIE.

o BIEMNECA, BARIZANHE, QUEEJZI}JE, NEBCAAH “FEiE” K&, ZIRETF
NEBCATAE@INEE, REMERHLUERER, ZIKESIFZ AR

[MARY:E

IECANBRZMATES, HEEATENCARGEIMIMNZIR, LUEXSI, MROOT CA
GO. ROOT CA G1,

B “FRAE” ISHINE CA,%LE (EEAIEEFER. NBCA—ERNE, BHnitE,
BEEEE “FEET K&

ERMACARKIERRIINGE, (BREBEBEIERBMERIEE BT IRAIINGE. ,\ﬁ
‘ERNE” IRSRITAVECASZES “ZR” B, ZHE, ABCARSH ‘BER’

BE, EIHCAREEARY, SNEEA, AMERIEBMEPSABEIES R, mEH
FCAKRE R . REBHIEPIINGE, RIEH. |BEBTHELRER, [BEBATIES
T1F,

BT “‘BERT IKESHFABCAEH, VFE LI RIEPRIINEE. BA “EZA” 19%A
BCAIG, FABCAREER “BE”

IFABCAHUTHIPRIRIE . £TFFAECANEEE, NBRIRRME, PCARSIIAERE
TRIFAACA, HWHITHIFRREE, ERIREEARRE.

o “EBERA M ‘SUH WS RIS, AEAISEERIRREIEAZ7~30
X, FEMPREIEZEIZAT, CART “IHRIMBR” K& &F “IHRIMER” KSR
CA, TIEE “BUEMIRR” #24F, BCARESR “EEA” 5 ‘B’ K& (Hkk
AIRPRE ) o —BRTHRESE, CASHRERMESHITIR, BATKRES.

o ISR M ‘EmE WS (URHZEMRER, BI—BHITHIRMRIE, ZIRE
THICABHSZIEMMER, BAAKRE.

o ‘BHE WS FSHIRRME, EREMR, FROGEER, ARBHIT
llESESY
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EXHMIRR CA

Bid CA

CA iTHAZME

A ER

FECABCK MRS, ERATEIERELERT “‘RiE” BF, HS5HFCATHETA

BIEBRBEENT “S” #(F, B EBEMEIBHIEIIR, HEIRRF

o HUTHHIFRRIERY, BHIEMAAGCARBNEMFER, HIrEREsSHBEER
PKHREREAET A,

o HITHIPRIE(ERI, EFBCAIACABER, NEE FIEREENERERTH

"Ei%',J?i?’)fﬁﬁﬁé%ﬁﬁ”%EF'H%EM%E?U%EP%@ (BRNECA, NNIZEERBE, RS
ﬁﬂﬂl |Z/ N o

BT “IHRIMRR” ARSRIFABCA, IRERERITRIFRZBPRTS

A EE

HiT “BUEMIER” #B(FE, PCARRSSESAMMIFABCALT “IHRIMRR” IRESHAERZE
A, BEIERME!

MBI BEAREERMHERENNECA. BIEEINMNECA, BEEXEMEI
gE, %%iéﬁ'ﬁﬁo EHRXCABRTIERmIEYIREE, NWaEERRESIRFES
HRiEER.

A ES

o BHCABRTSRITH, FEREF!

o RIGUEFEBRTHERHIBIIR, HAUGIEEEREAIEBEEHBHE, &,
BrRRE S MIERIERHITEE, FREREXK.

o INBCAHMIEE, ESHFCAXKRIMBIERIHSABHREE (REHEILESM
$HYIERFET ) , BEESFABCARIFTEIEBEAITRIGERIS S LM .

SIWECASTENH, FAEHMESSBIECAREEN "3 .

224 FBmiEIREE

PCARRSEZ S, WHIEBFEHFIZE ( Certificate Revocation List, CRL ) BISEIBELITY
%R

o (XEBIEIABCAN, BRTIERHIEIIREE, MEILEBEASEMMIEIIR.
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k|

HRCAKRSHCRLEY, #BEINERFAaWEHBIEIIERS, BRERITER
B, iEBaEiBERIE, BIFEELERE., BERHEPERNEBR, BSY
BFCRLEE.,

YRR AFIECRLE A ZEHAFENIIOBSHE R, FAAFEENEEHbIE,
BRCRLEER, AHBICRLERIFIERIESHEFNOBSHIEEX, ARTEY
%17k ( Object Storage Service, OBS) , XNEFNAIOBSHEHRERENIS
FE—BE#HBHE, BATBkE.

LFREREHIER, BARHEE (BAHECRLF) .

LHIEBERIHE, PCAIRSSEIODIHIISESHCRL ( HERXCAFACRLAET) ,
HEFMHOBSHEH , HEAMCRLEM, SER150HE, BRXEIRERK.

HRMHFCRLASEIMES TR, EFABCASHMIREETHA. OBSHEHMIFIRE:

ISRUEEGH, ERMESIBIITEM .
AECRLBXEIR, BAECAKRBIETIFIER, WREITTEREE ( ATsEiE
IR30DHESR ) , ASERFFIICRL, BREAZIF7~30K,

EENAREERE, IHEEEREIRELNFRHEEEER,
PCABRSZHEMAHIBHEER N “UNSPECIFIED” , BHEEENSERES N INE

RHEEAR NS Y.
£ 2-5 BEREENENX
BiHEA YIRIRFC 5280FR/EHHE] | &N
RIETERTE

UNSPECIFIED 0 REINRIEERER
&, REOAE

KEY_COMPROMISE 1 IEBZEMELTEE

CERTIFICATE_AUTHORI |2 BERIBERLE, FECAE

TY_COMPROMISE $ArFLIEE

AFFILIATION_CHANGE | 3 WEP Ay ERSEMS

D BEE&mNE

SUPERSEDED 4 IEBEHREUL

CESSATION_OF OPERA | 5 IFP R A IRIERHRISE

TION KelzlhizE

CERTIFICATE_HOLD 6 IEBHBIARNER AT
W, BRAgeeEN

PRIVILEGE_WITHDRAW | 9 EBABENEIRESY

N HHYEME

ATTRIBUTE_AUTHORIT | 10 BIFRIEBEHEVER]

Y_COMPROMISE BEESINRE
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AR

PCARRS X T mEIEMNG R SEMNEFEER, BRLIBE BHIERIEBEIEIRFC
5280w MR HIE AR KA -

2.2.5 fA5 CA i

o FABCAIH: ZIEERAFAICARRENSITHARICARIITRE .
o FNBCAEEEFRREGENECAEIA,

BYERT K, BRI A R RN BHEAIERE, SRR TIECAR
B, 1ERISEFHE,

o TARCARSIIHARY, NTHRIEWFSHIFBIR, TERFINLITTABCANNIRTS

=o

BRIFE R

SR EIIIBACA, ERNEMAIACA, FBEERIECAZRRIER, BEHCARLINES,
RHEERNERER BCAR K HISEIEE, HEERXNNAISTR L.

A

o S|HCAERSERkRI, WS RFNISFEINEER. [HCA,

o HBEMENECAR, REFHERIICASIHCABEAMRECARR—1, WIS TH=
THEMEQRE, BIRINMEER. IHCA,

o SEMAYEIRCARS, CAEIRFTIART, FBEIGHIMRCATMER ST RAVZE(ER
IERFIERS, FaRIEREERINEBREE.

S IPEBNBIR TSNS, SIREBSMBERME, SEHCA.
e
(REELY:
o MXSERNEIFABCARIRL R, IRFIEREEITMMINER, FroRASBEREER; MRIRA
BER TR SFABCARIRS R, Akl SaiRK, INERTARRE. ERIEAERES
BEREBRIEHANRE

o HCAEEMAZIRLE, MIESHMLENRBIARASME, SIROOT CA GO----->ROOT CA G1,
B EEFAB CARIRERIE, JTHETIHCARBUEIRE!

2.3 PCA (I8~ B {ESCiEe

2.3.1 BESMH
IBEREMIAEEE
e ACCESS_KEY: #EH=MKSAccess Key
e SECRET_ACCESS_KEY: =M= Secret Access Key
e DOMAIN_ID: F£EARMSID, FEESNEATKSERTS
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e CCM_ENDPOINT: #HZ=CCMIRSE (PCABFCCM TRIBRSE ) himLinT =, i¥F
Bie2 &g miuiA

(i8R

o HZASDK, RUF—RISDKERSIN. WITAMKIEL FERRISVERLENZRAPI, ha%E
AN BRFEIE.

o PCARRSSZ—SDKHbHE TLSDKEIT) ,
o ARG —SDKEFIESESNERTHEEavaiiEA A TES (Java SDK) ,

2.3.2 A CA E1BiB~E

2.3.2.1 BJE CA
BIEFAE CAIB XS HIE 5SS W AIRCAS K65 .

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.CreateCertificateAuthorityRequest;
import com.huaweicloud.sdk.ccm.v1l.model.CreateCertificateAuthorityRequestBody;
import com.huaweicloud.sdk.ccm.v1l.model.CreateCertificateAuthorityResponse;
import com.huaweicloud.sdk.ccm.v1.model.CrlConfiguration;

import com.huaweicloud.sdk.ccm.v1l.model.DistinguishedName;

import com.huaweicloud.sdk.ccm.v1l.model.Validity;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

*k

* Bl CA

public class CreateCertificateAuthorityExample {
* BRAIEES:
- ACCESS_KEY: He 9 =Mk =Access Key
- SECRET_ACCESS_KEY: #£ =M= Secret Access Key
- DOMAIN_ID: #£A=IKSID
- CCM_ENDPOINT: #£3Z=CCMARSS (PCAEFCCM FHIRBRSS) thial & im itk
* INIEEBRYakFNskiEREMCID PN FEFERALT SN, BNERENHHIMEEEPEFN, F
RS, RIRREE;
* AonflakflskiRFEMEZSEF G, ETARAENSEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
*/
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String DOMAIN_ID = "<DomainID>";
private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
[/ 1 ESHREARIBAMEER, PCAHLBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 418516SDK, ZENIMIHEE R CCMARSS AT IR 2R imihit

final CcmClient ccmClient = CemClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/3. IEERSH

[ (1) BECIEAICAIEFRZERROOT (HRCA) . SUBORDINATE ( ECA)
String CAType = "ROOT";

| (2) CAZSREX

String keyAlgorithm = "RSA2048";

| (3) EBRFEE

String signatureAlgorithm = "SHA512";
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* (4) CABREIEN

* - type: BJ/E)2EEY, Bi%k: "YEAR". "MONTH", ” DAY “. "HOUR"
* - value: XIRZAY(E

*/

Validity validity = new Validity();
validity.setType("YEAR");
validity.setValue(20);

* (5) EMCARE—IRAUEE

* - organization: B41ZHR

* - organizationalUnit: ZB| &R

* - country: RS, {WRFHANFH, WIFE-CN

* - state: BHZR

* - locality: IEHER

* - commonName: CAZFR (CN )

*/

DistinguishedName subjectinfo = new DistinguishedName();
subjectinfo.setOrganization("your organization");
subjectinfo.setOrganizationalUnit("your organizational unit");
subjectinfo.setCountry("CN");

subjectinfo.setState("your state");
subjectinfo.setLocality("your locality");
subjectinfo.setCommonName("your CA name");

/*

* (6) RHESIEREEER

* - enabled: EEEFACRLELE

* - obsBucketName: OBSHEEZ#R, AT A&#HCRL, EEEIEZ!
* - criName: IEPBRIHTIRIEE, AMENBTEGABICA IDIEAXHE
* - validDays: I miHSI R E LR

*/

CrlConfiguration crlConfiguration = new CrlConfiguration();
crlConfiguration.setEnabled(false);
crlConfiguration.setObsBucketName("your OBS buck name");
crlConfiguration.setCrilName("your CRL file name");
crlConfiguration.setValidDays(7);

/1 (7) EREEREIERE

CreateCertificateAuthorityRequestBody requestBody = new CreateCertificateAuthorityRequestBody();
requestBody.setType(CAType);

requestBody.setKeyAlgorithm (keyAlgorithm);
requestBody.setSignatureAlgorithm(signatureAlgorithm);

requestBody.setValidity (validity);

requestBody.setDistinguishedName(subjectinfo);

requestBody.setCrlConfiguration(crlConfiguration);

/] 4. ¥BEERE
CreateCertificateAuthorityRequest request = new
CreateCertificateAuthorityRequest().withBody(requestBody);

/I 5. FHEREIER

CreateCertificateAuthorityResponse response;

try {
response = ccmClient.createCertificateAuthority (request);

} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

/] 6. SRERGIZZRLINAICARYID
String cald = response.getCald();

System.out.println(cald);
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2.3.2.2 fHfg CA

ﬁ;ﬁ RERET . ‘BEmtE” . “BERT T ‘BTH” IKERITAB CATHITIHIBRR

‘RIS 5 ‘EmtE” IWSHIRAVECABSWERMIR, “‘EZEA” M ‘B’ K
SHOFAVECARBEIREITRIMIBR (ZERMIFR) o

HEXSHIFIBESIMPRCASEIRA

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.DeleteCertificateAuthorityRequest;
import com.huaweicloud.sdk.ccm.v1l.model.DeleteCertificateAuthorityResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

/**
HHIBRCA
(1) REFHE. EmH. EXRMESHIRE FRICARTHITHIBREIE

(2) FHESERBRTHFAGCASSHERN, EXRMESIPRE TREERETLIM (ERME)

*
*
*
*

public class DeleteCertificateAuthorityExample {
/**
* BRAIEES:
- ACCESS_KEY: #e 9 =MKk=Access Key
- SECRET_ACCESS_KEY: #£ =S Secret Access Key
- DOMAIN_ID: #£A=IKSID
- CCM_ENDPOINT: #37=CCMBRSE (PCABFCCM RHIMBRSS ) 5 ia 4R ittt
* INIEEBRYakFNskiEREMCID PN FEFERALT SN, BNERENHHIMNEEEPEFN, F
RS, RIREE;
* AonflakflskiRFEMEZEF L, ETARAENSEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
*/
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String DOMAIN_ID = "<DomainID>";
private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
[ 1 EEHREARRIANEESR, PCARHEERS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.withSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 ¥1851ESDK, ZENINMIHEE R CCMARSS AT IR 22 imitiE

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. MIEERSE

[ (1) BEMBRAICAIEBRIID

String cald = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";
[ (2) BEIERMIFRAORTE . iF: ZSHString

String pendingDays = "7";

/] 4. FEERE

DeleteCertificateAuthorityRequest request = new DeleteCertificateAuthorityRequest()
.withCald(cald)
.withPendingDays(pendingDays);

/] 5+ FHEKEIEK
DeleteCertificateAuthorityResponse response;
try {
response = ccmClient.deleteCertificateAuthority (request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}
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/] 6. SREVMRGES MBRERINGE, BMMAZ, REIRKESIE204
System.out.println(response.getHttpStatusCode());
}

2323 #FHCA
ZAMECA, ZARSTATRTERILES, (BaREIERHEABHIIR.
HEXSHIFIBBESNERCASEIRA

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.DisableCertificateAuthorityRequest;
import com.huaweicloud.sdk.ccm.v1l.model.DisableCertificateAuthorityResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

*k

*ZHECA, ERARS TAATATERIES, BrREIERNERmHHEIIR
*/

public class DisableCertificateAuthorityExample {

/**

* BRAIEES:

* - ACCESS_KEY: f£ =Mk =Access Key

* - SECRET_ACCESS_KEY: #£ 5= ifkSSecret Access Key

* - DOMAIN_ID: #£A5=KSID

* - CCM_ENDPOINT: #£J5=CCMBRS3 (PCABTCCM FRYARSS ) iiml & ithtik

* INIEEBRYakFNskiEREMCID PN FEFERALT SN, BNERENHHIMNETEPEFN, F
RS, RIRREE;

* AonflakflskiRFEMEZEF G, ETARAENEEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] . ESHREARIBAMEER, PCAHLZBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 280%ASDK, ENINEEE R CCMBRSS B E)22inmttE

final CcmClient ccmClient = CemClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. {IEIERSE
/] BEZABICAIEBHID
String cald = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";

/] 4. FEERE
DisableCertificateAuthorityRequest request = new DisableCertificateAuthorityRequest()
.withCald(cald);

/1 5. FHIaREEIER
DisableCertificateAuthorityResponse response;
try {
response = ccmClient.disableCertificateAuthority(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

/] 6. IRENMALES ARG, TMNAZ, REAPRESE/204
System.out.println(response.getHttpStatusCode());
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}
2.3.24 [ CA

BRETABCA, ¥ “ESER” IKEHNCABH, CARSES “‘BHE™ K&,
HEXSHIFIBBESNEACASEIRE

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1.model.EnableCertificateAuthorityRequest;
import com.huaweicloud.sdk.ccm.v1l.model.EnableCertificateAuthorityResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

ok

* [BFCA, BERIRESTRICABRMIERTE */
public class EnableCertificateAuthorityExample {

* RS AIHER

* - ACCESS_KEY: £ =MKSAccess Key

* - SECRET_ACCESS_KEY: £ =Mk SSecret Access Key

* - DOMAIN_ID: #£A=MKSID

* - CCM_ENDPOINT: 45 CCMARSS (PCARE T CCM T RIRARSS ) 3104 in bk

* INIEfERRYakFlskiRREIIBHE AN AR FERAZE NG, ZNERENNHHINETEPENEFM, &
FRRSRRE, BIRESE;

* RRflakFlskiREFERRTESAM, BITARRIEEERMETIRERETE
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY =System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] 1V ESIBREATHPANLES, PCAHLERS
final GlobalCredentials auth = new GlobalCredentials()
WithAK(ACCESS_KEY)
WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/1 230884SDK, ENIMEEE R CCMBRSS B9 B8 inmitE

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/1 3. HEERSH
/] FERBIICARIID
String cald = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";

/] 4. HEIEIERA
EnableCertificateAuthorityRequest request = new EnableCertificateAuthorityRequest()
.withCald(cald);

/] 5. FHEKEIER
EnableCertificateAuthorityResponse response;
try {
response = ccmClient.enableCertificateAuthority(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

/] 6. REVMALEE BAKRINE, TIMNAZE, RERVREE/9204
System.out.println(response.getHttpStatusCode());
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2.3.2.5 & CAER
SHFAECAIEH, BRIEHESIERE.
(10 488
RIEPAEERIER, HiFHiEAnull,
XS HEEES NS H CATHSEGHEA.

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1.model.ExportCertificateAuthorityCertificateRequest;
import com.huaweicloud.sdk.ccm.v1.model.ExportCertificateAuthorityCertificateResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

* SHCAIEE, SEIEBASIEHE. RIEBAEEZRIESE, HiERjEAanul
*/

public class ExportCertificateAuthorityExample {

/**

* BRAIEES:

* - ACCESS_KEY: fe =Mk =Access Key

* - SECRET_ACCESS_KEY: f£3=MSSecret Access Key

* - DOMAIN_ID: #£8=KSID

* - CCM_ENDPOINT: #£J5=CCMBRS3 (PCABTCCM FRYARSS ) iiml & ithtit

* INIEEBRYakFskiEREMCID PN FEFERALT SN, BNERENHHIMNETEPEFN, F
RS, RIREE;

* AonflakflskiRFEMEZEF G, ETARAENSEEA RS RERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] ESHREATIBMEER, PCAHLZBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 30%A4SDK, ENINEEE R CCMBRSS B E)2& inmttE

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. {IEIERSE
/| BEESHHICAIEREHIID
String cald = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";

/] 4. FEERE
ExportCertificateAuthorityCertificateRequest request = new
ExportCertificateAuthorityCertificateRequest()
.withCald(cald);

/1 5. FIaREIER
ExportCertificateAuthorityCertificateResponse response;
try {
response = ccmClient.exportCertificateAuthorityCertificate(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());
}

// 6 REXMALHE

/1 (1) SREIEFE, pemi&zy

String caCertificate = response.getCertificate();
/1 (2) SREGIEHSE, pemigzl

String caCertificateChain = response.getCertificateChain();
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System.out.println(response);

}

2.3.2.6 BGEIER CA
BGEFATS CARSITHRIMNES , 45 “IHRIMIER” IRZSAIRATS CATRE SIS RIEVIATS .
XS HIEEES ETHEIMERCASSEREA .

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.RestoreCertificateAuthorityRequest;
import com.huaweicloud.sdk.ccm.v1l.model.RestoreCertificateAuthorityResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

*k

* BGHCARIHTRIMIPR, A5 RIMPRIAS FRICAIRE N EERIRES
*/

public class RestoreCertificateAuthorityExample {

/**

* BRAIEES:

* - ACCESS_KEY: f£ =Mk =Access Key

* - SECRET_ACCESS_KEY: #£5=MSSecret Access Key

* - DOMAIN_ID: #£ 8 =KSID

* - CCM_ENDPOINT: #£J5=CCMBRS3 (PCABTCCM FRYRARSS ) iiml & il

* INIEEBRYakFNskiEREMCID P IAN FEFERALT SN, BNERENHHIMNETEPENFN, F
FRREE, RIRRE;

* AonflakflskiRFERMEZSEF G, ETARAENEEEA ERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
[/ 1 ESHREARIBMEER, PCAHLBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 80%E4SDK, ENINEEE R CCMBRSS B E)2&inttiE

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. {IEIERSE
/] BERERNCAIEBIID
String cald = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";

/] 4. FEERE
RestoreCertificateAuthorityRequest request = new RestoreCertificateAuthorityRequest()
.withCald(cald);

/1 5. FHIaRERIER
RestoreCertificateAuthorityResponse response;
try {
response = ccmClient.restoreCertificateAuthority(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

/1 6. IREURRGHS BUETRIMBRARINGE, TIMRAS, RERIKESIEI9204
System.out.println(response.getHttpStatusCode());

M HkRA 06 (2023-03-30) WA © EARTERABIRAE 40


https://support.huaweicloud.com/intl/zh-cn/api-ccm/RestoreCertificateAuthority.html

SIEBEERSS
L 2 FABIEBEXRIESE

2.3.2.7 3XEX CA i¥15
SRENFAE CAIE BB S B BTS2 EEICAIL B S HIHA .

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1.model.ShowCertificateAuthorityRequest;
import com.huaweicloud.sdk.ccm.v1.model.ShowCertificateAuthorityResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

* SRENCAIF i lS
*/

public class ShowCertificateAuthorityExample {

/**

* BRI NIHER:

* - ACCESS_KEY: #13= S Access Key

* - SECRET_ACCESS_KEY: #19= WS Secret Access Key

* - DOMAIN_ID: #6=MKSID

* - CCM_ENDPOINT: #£5Z=CCMBRSS (PCAB T CCM FRIMARSS ) 5 a4Ris bk

* INIEHE R akflskiEREMLIB PR AN FREFERAZENG, BINEREXHHIMNETSPENFR, &
FARSRRER, HRIRZE;

* ARflakFlskiREFERRTEP M, BTARIEISEERTETRERETSE
HUAWEICLOUD_SDK_AKF1HUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
[/ 1 ERBAERZAPANEEE, PCAHEBERS
final GlobalCredentials auth = new GlobalCredentials()
withAk(ACCESS_KEY)
WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 20884SDK, ENIMIEERE R CCMBRSS A5 a1£&inttHE

final CcmClient ccemClient = CemClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. MIEIERSH
/| EEEERICAIEFRRIID
String cald = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";

/] 4. KFEERIE
ShowCertificateAuthorityRequest request = new ShowCertificateAuthorityRequest()
.withCald(cald);

/] 5. FHAEREIER
ShowCertificateAuthorityResponse response;
try {
response = ccmClient.showCertificateAuthority(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}
/6. FTENRRLHR
[/ FRBUEBIRES, HERBIMHEIERE, RIFEXIMAIGetter REFRENEIET

String caStatus = response.getStatus();

System.out.println(response);
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BESTE 2 FAVEIE BB ST
2.3.2.8 &if] CA EiEn

EiICAER SRR S ¥ BES N EBCAE S EURA .

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.Resources;

import com.huaweicloud.sdk.ccm.v1l.model.ShowCertificateAuthorityQuotaRequest;
import com.huaweicloud.sdk.ccm.v1l.model.ShowCertificateAuthorityQuotaResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import java.util.List;

*k

* BFICAIFPELER

*

public class ShowCertificateAuthorityQuotaExample {

* BERAIEER:

* - ACCESS_KEY: fe =Mk SAccess Key

* - SECRET_ACCESS_KEY: #£5=MSSecret Access Key

* - DOMAIN_ID: #£3=KSID

* - CCM_ENDPOINT: #£J5=CCMBRS3 (PCABTCCM FRIRARSS ) iiml & il

* INIHERRYakFskEREMCB P RN FREFEERAZENE, BINEEREEXHIIMNETEFENFR, £
RS, RIRREE;

* RonflakflskiRFERMEZSEF G, ETARAENSEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] 1 ESHREARABAMEER, PCAHLZBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 80%64ESDK, ENINEEE KR CCMBRSS B B2 inmttE

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. FIEERE
ShowcCertificateAuthorityQuotaRequest request = new ShowCertificateAuthorityQuotaRequest();

/] 4. FHEKEIEK
ShowcCertificateAuthorityQuotaResponse response;

try {

response = ccmClient.showCertificateAuthorityQuota(request);
} catch (Exception e) {

throw new RuntimeException(e.getMessage());
}

/1 5+ SRENECEERS)

List<Resources> quotas = response.getQuotas().getResources();
/] BEEE 8

int caQuota = quotas.get(0).getQuota();

/] EfEFRIECER

int used = quotas.get(0).getUsed();

System.out.println(response);

}

2.3.3 FABIEBEEAERHA
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L 2 FABIEBIEXRIESE

2.3.3.1 BiFiEH
EREENGIH, BEMELT “BEE" RSHFAGCA.
XS HIEEES NEETBSS0HE .

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1.model.CertDistinguishedName;
import com.huaweicloud.sdk.ccm.v1l.model.CreateCertificateRequest;
import com.huaweicloud.sdk.ccm.vl.model.CreateCertificateRequestBody;
import com.huaweicloud.sdk.ccm.v1l.model.CreateCertificateResponse;
import com.huaweicloud.sdk.ccm.v1l.model.ExtendedKeyUsage;

import com.huaweicloud.sdk.ccm.v1l.model.SubjectAlternativeName;
import com.huaweicloud.sdk.ccm.v1l.model.Validity;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import java.util.ArrayList;
import java.util.List;

*k

* BEIWEIES, FERBLTRHIEASHITARCA
*/

public class createCertificateExample {

* BRAIEES:

* - ACCESS_KEY: fe =Mk =Access Key

* - SECRET_ACCESS_KEY: #£5=MSSecret Access Key

* - DOMAIN_ID: #£A8=KSID

* - CCM_ENDPOINT: £25=CCMBRSS (PCARTFCCM T RIRARSS) ihinl4Limitb it

* INIEEBRYakFNskiEREMCID PN FEFERALT SN, BNERENHHIMNETEPEFN, F
RS, RIRLE;

* AonflakflskiRFEMEZSEF G, ETARAENEEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainlID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] ESHREARABMEER, PCAHLBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 30%ASDK, ENINEEE R CCMBRSS B E)2& inttE

final CcmClient ccmClient = CemClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. HIEIERSH

/I (1) BFERIEBRICANID, ZCARELTFHIEIRZ (ACTIVED )
String issuerld = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";

/] (2) MEPBEPEE

String keyAlgorithm = "RSA2048";

/] (3) EZMIRBEE

String signatureAlgorithm = "SHA512";

* (4) IEPBEYEIENX
* - type: BF/E)2ERY, Ti%k: "YEAR". "MONTH", ” DAY “. "HOUR"
* - value: JMAYE

Validity validity = new Validity();

validity.setType("MONTH");
validity.setValue(2);

/*
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SIEBEERSS
EfESLE 2 FABIEBEXRIESE

* (5) EXCAEBHEE—IRRAER

* - organization: B41ZHR

* - organizationalUnit: ZB| &R

* - country: EIRBEE, {RFENFR, WFE-CN

* - state: BTHEMR

* - locality: IEHEER

* - commonName: CAZFR (CN)

*/

CertDistinguishedName subjectinfo = new CertDistinguishedName();
subjectinfo.setOrganization("your organization");
subjectinfo.setOrganizationalUnit("your organizational unit");
subjectinfo.setCountry("CN");

subjectinfo.setState("your state");
subjectinfo.setLocality("your locality");
subjectinfo.setCommonName("your dns");

*

* (6) ZARAE, RSB BIEBEE R T keyAgreementSdigitalSignature, JETEE(E
* - digitalSignature : #{F%%;

* - nonRepudiation : Z<ATHE#H;

* - keyEncipherment : BT INZZHEIE;

* - dataEncipherment : FBFINZEHE;

* - keyAgreement : BB ;

* - keyCertSign : &&IIEH;

* - cRLSign : £&BHIIE;

* - encipherOnly : {XBAFINZ;

* - decipherOnly : {NFBFfE=,

List<String> keyUsages = new ArrayList<>();
keyUsages.add("digitalSignature");
keyUsages.add("keyAgreement");

*

* (7) EABAZHR BATIEDNS, IP. URISEMAIL, JaTskE(E

* SubjectAlternativeName:

* type: ZEHY
* value: XIRHE
*/

List<SubjectAlternativeName> subjectAlternativeName = new ArrayList<>();
/] a. #INFZFADNS

SubjectAlternativeName alterNameDNS = new SubjectAlternativeName();
alterNameDNS.setType("DNS");
alterNameDNS.setValue("*.example.com");
subjectAlternativeName.add(alterNameDNS);

/] b, RINZRIP

SubjectAlternativeName alterNamelP = new SubjectAlternativeName();
alterNamelP.setType("IP");

alterNamelP.setValue("127.0.0.1");
subjectAlternativeName.add(alterNamelP);

// b. #Hhig&Aemail

SubjectAlternativeName alterNameEmail = new SubjectAlternativeName();
alterNameEmail.setType("EMAIL");
alterNameEmail.setValue("myEmail@gqg.com");
subjectAlternativeName.add(alterNameEmail);

ExtendedKeyUsage extendedKeyUsage = new ExtendedKeyUsage();
extendedKeyUsage.setClientAuth(true);
extendedKeyUsage.setServerAuth(true);

/I (8) IERIFESBIERE

/] EEMRIEMELISR, B&EE: https://support.huaweicloud.com/api-ccm/CreateCertificate.html
CreateCertificateRequestBody requestBody = new CreateCertificateRequestBody();
requestBody.setlssuerld(issuerld);

requestBody.setKeyAlgorithm (keyAlgorithm);
requestBody.setSignatureAlgorithm(signatureAlgorithm);

requestBody.setValidity (validity);

requestBody.setDistinguishedName(subjectinfo);

requestBody.setKeyUsages(keyUsages);
requestBody.setSubjectAlternativeNames(subjectAlternativeName);
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requestBody.setExtendedKeyUsage (extendedKeyUsage);

/] 4. ¥EERE
CreateCertificateRequest request = new CreateCertificateRequest()
.withBody(requestBody);

/1 5. FFIaREEIER
CreateCertificateResponse response;
try {
response = ccmClient.createCertificate(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

/] 6. SREVMRLES
String certld = response.getCertificateld();
System.out.println(certld);

2.3.3.2 HHESIER
RIBSFAGIES, BAsIEME, RZiTLImis.
XS HIEEES USTB S50 .

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.vl.model.DeleteCertificateRequest;
import com.huaweicloud.sdk.ccm.vl.model.DeleteCertificateResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

*k

* BBRIES, 1SSIZEIMBR, SZiFHRIMPR
*/

public class DeleteCertificateExample {

/**

* BRAIEES:

* - ACCESS_KEY: f£ =Mk =Access Key

* - SECRET_ACCESS_KEY: #£5=MSSecret Access Key

* - DOMAIN_ID: #£8=KSID

* - CCM_ENDPOINT: #£J5=CCMBRS3 (PCABTCCM FRIARSS ) iiml & il

* INIEEBRYakFNskiEREMCID P IAN FEFERALT SN, BNERENHHIMETEPEFH, F
RS, RIRRE;

* AonflakflskiRFEMEZEF G, ETARAENEEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] VESHREATIBMEER, PCAHLZBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 30%ASDK, ENINEEE R CCMBRSS B B2 in itk

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/1 3. HIEIERSH
/I (1) BERBREIFAGIERAIID
String certld = "5554a381-af92-4336-a943-811396¢87616";
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[ 4. KSIEERIK

DeleteCertificateRequest request = new DeleteCertificateRequest().withCertificateld(certld);

/1 5. FHaREEIER
DeleteCertificateResponse response;
try {
response = ccmClient.deleteCertificate(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

// 6. IREXMRLES MBRELING, TMNAS, RERMIKZFEH204
System.out.println(response.getHttpStatusCode());

2.3.3.3 SHirH
SHIEITFE, OSIBASTRE, THRIEERERSEITMERIGTS.
XS HEEES NSRS EGHE .

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.ExportCertificateRequest;
import com.huaweicloud.sdk.ccm.v1.model.ExportCertificateRequestBody;
import com.huaweicloud.sdk.ccm.v1l.model.ExportCertificateResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

*k

* SEFAEIES, 8SEBFSIERE. AREEGERSEIMEIANES

*

public class ExportCertificateExample {

* BRAIEES:

* - ACCESS_KEY: fe =Mk =Access Key

* - SECRET_ACCESS_KEY: #£5=MSSecret Access Key

* - DOMAIN_ID: #£8=KSID

* - CCM_ENDPOINT: #£J5=CCMBRS3 (PCABTCCM FRYARSS ) iiml & il

* INIEEBRYakFNskiEREMCID PN FEFERALT SN, BNERENHHIMETEPEFN, F
RS, RIREE;

* AonflakflskiRFEMEZEF HE, ETARAENEEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainlID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] ESHREARABMEER, PCAHLBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 80%E4SDK, ENINEEE R CCMBRSS B E)2& in ik

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3, 1DEBREY
/I (1) EESHMLIRSTREROID
String certld = "5554a381-af92-4336-a943-811396¢87616";

*

(2) EXSHER ( SDKIGZIFIFESE T )
- isCompressed: 2&E4E, KB AString, Tik(Etrue. false, SDK{XZ#Ffalse
- type: EI&bZEC, SDKIARBRHZISIATR
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APACHE : apachelRS32SIEEFFFIL S

NGINX : nginxiRSSERIEFF(ERLLL 24

OTHER : FHPEMIBIUES, RIS,
ExportCertificateRequestBody requestBody = new ExportCertificateRequestBody();
requestBody.setType("NGINX");
requestBody.setlsCompressed("false");

/] 4. KFEFERIK

ExportCertificateRequest request = new ExportCertificateRequest()
.withCertificateld(certld)
.withBody(requestBody);

/1 5. FHIaREEIER
ExportCertificateResponse response;
try {
response = ccmClient.exportCertificate(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

/] 6. RENMALHS

/1 (1) SREGIEBIR, pemisz(

String certificate = response.getCertificate();

/] (2) SREGIERSE, pemi&z(

String certificateChain = response.getCertificateChain();
System.out.println(response);

2.3.3.4 BEIrE
BN EITBRXSHIEEEE MR EBSK6HA,

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.RevokeCertificateRequest;
import com.huaweicloud.sdk.ccm.v1l.model.RevokeCertificateRequestBody;
import com.huaweicloud.sdk.ccm.v1l.model.RevokeCertificateResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

* BIHAAEIES
*/

public class RevokeCertificateExample {

* BRAIEES:

* - ACCESS_KEY: f£ =Mk =Access Key

* - SECRET_ACCESS_KEY: #£5=MSSecret Access Key

* - DOMAIN_ID: #£A5=KSID

* - CCM_ENDPOINT: £25=CCMBRSS (PCARTFCCM T RIRARSS) ihinl4Limitb it

* INIEEBRYakFNskiEREMCID PN FEFERALT SN, BNERENHHIMETEPENFH, F
RS, RIREE;

* AonflakflskiRFEMEZSEF G, ETARAENSEEA ERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainlID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] 1 ESHREATABAMEER, PCAHLZBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/1 2 FHEHSDK, FENAIHEE R CCMARSSATAIEIER imithiE
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final CcmClient ccmClient = CemClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. ¥EEREH
/I (1) FEBBLIRLAIESEAIID
String certld = "5554a381-af92-4336-a943-811396c87616";

/] (2) EERERE (2E, BSEAPINEERAWNSE ) , RN EAEERREADEIIERS
// BRIME: UNSPECIFIED

RevokeCertificateRequestBody requestBody = new RevokeCertificateRequestBody();
requestBody.setReason("UNSPECIFIED");

/] 4. KFEFERIK

RevokeCertificateRequest request = new RevokeCertificateRequest()
.withCertificateld(certld)
.withBody(requestBody);

/1 5. FHaREEIER
RevokeCertificateResponse response;
try {
response = ccmClient.revokeCertificate(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

/] 6. SRENMRGES, BEKRINE, BMNARZ, RERKESEH204
System.out.println(response.getHttpStatusCode());

2.4 1MV AN SHTIAIHARE

R FRip=

BH=AR

DA sRABALATTLAIES IFRBEIEIRS ( Cloud Certificate Manager, CCM ) 12HA9FA
BIFBEMEIRSS ( Private Certificate Authority, PCA ) 8B CREMNCARKXIFR,
TMERSELINESEEEZFAGITER.

AN ENAEIEBEERRSHIFIAEIEREIREATIEBRRIERE.

AR AT ENCARRAARIR B ZPKIF R .
EEEPKIAREY, FERFEERZDSRREINRITTEND, IMERLERE:

CAERBIESE

CARXRAET OIS HMNECARIEIRENEERRKE, URFIEQTEENE
CARYEE], EIRTEZIMIERERH<E

TEUNCARRIRTT, BRIFCANEIE, PCARZS SRSt EECALN, R
RICAEHEX BB RFAE CARREZILT

IEBRYECHE

IERENER B EH TR RIS, BeRIEBTESEI ST,
|RIERE AT IR IDIEBAIGCHR

IFBEMEANIERE TIE PRI ER, SENEREEREIRERREZEE
Eiﬁ?zmwﬁmﬁwiﬁ%ﬁa@ﬁm, X FPCAEYERR ERSEPCAIEEEY
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SIEBEERSS
L 2 FABIEBERRIESE

o IEPRHERE
SEP LAt RN ERRELERETBRERN, FEBEBHE. EEeE

CA)EI:T, ;‘%EFEEE# miFFIZR, EINEESISIEIRIERRThEERIERE
EWBiH.

LR—: CIEFABIR CAZME CA

HRCATINBCAE BT LA T RIFOIE, SIZFABCAIFRIRFRIBIESIEIZFABCA
R EREWEHE.

SW2 BETREELHN — , 2 “B25A0 > TIEPEERS" , FHEENSHISE
2 “NBIEHEE > IECA” ENAECAEERE.

T3 EAIECATIRA LR, B “BIFECAY , HABECARE.,
T4 EEINECAEE.
1. EEEMNMSE.

BHE=EE
e ® #HCA SIRICA, ETEIFICATIREN
HIECA gy mcs, ETEsancAESncmmseEs
e REAZ04E -
SEEEEE SHAZSE -
=7 10 y F -

BIEEFE: 2032M11/08 14:42:28 GMT+08:00

2. ECEREIEBHE—IREEZIR ( Distinguished Name, DN) (58,
MEBIE—RRSEM (DN)

CAZFR (CN) PCATEST ROOT G0

ERiEE CN
om Guangdong o henzhe
LEER (0) i Technologies Co , Ltd E|IEF (0U)
N Ry
3. EEIBAHEER.
iFHmERE
OBSER @ ST EERS T TEI08SE,
BECALES
OBZE admin » | SEEFeI0BSE
CRLERH] 15 =

$|S BFE “TF7 , ENWAEERE.
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BiETE 2 FAER AR REE
S|6 IAMSELRIMETIRE, Bk WA , SHORAECARIE.
-
BT (EFRERFATR CA BEMNE CA

NECAEIZRREHITAE, LATFRIBIEIRIFLAREIAAE CARLERERCALSIIRIMNE
CAZf, fERRSMEBFAR CARLEMBCARYIREL S S MAIEFABCA,

SR EREEEHE.
S8 BERELA LA — , R ‘X580 > IEPEERS” , FELNSHLE
E “FAEIEBERE > FABCA” HATABCABIERE,

$|3 EEMERITAENECARRTEITRY “IR(F” %I, B “BUE" , REMNAEELHEIECA
FATIE, WNER-6F, EHERMECAEXER.

AR
ft%?iﬁ%’fﬁﬁiﬁi‘l‘EQCAE)}’E@E*’@&G&% , FRICAEHINBERKEREFS NFAGCARREHE
"

2-6 NEFFAE CA

CAFEITEEEE (@) PEAFFRECA FETLECA

CAEEE Test_root (bATe4a17-0f50-4821-ba35-a0z=d1a4 ~ | BiEEFE 20321108 15:26:12 GMT+08:00
ChgE A

Came biTe4a17-0fsc-4621-badd-a0zediesd4ed

SEEERT SHAZSG

=ERE = - | BEEFE:  2024M11/08 15:32:04 GMT+08:00

EEEEQ ]

jislari=] defzult

£ AESHEEERE, BE BE .
R

: CIEFATIES

BIEABIEBEXREF AR IAES N EERATIES

SR ERETHE.

£H2 PENEA LTSGR = , BF ‘RE5EM > ZIEBEERS , AELNSHIEIE
# “AEIEBERE > AEIER EANABIEREERE.

$E3 EBIERIIRNELRA, BE ‘BiSIER" , #AHBEBRE.

£R4 EERBIEBIIEXER.
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2-7 HIBIEB-REERMN G
RTINS soEmme

[ et =1
EHETR (CN futhentication
=HiEeE v TERT SEuERc EEET  SESTEST | SEUETR ERESAMEneEE
TR RSAZD4E -
BEpEREE SHAZ5E -
THEAEL digitalSignature nonRepudiation -
EEREESAE ESBSHSE wrES BT -

EIEERAItName{EE

=7 i

1 IP address -
[+ I
HEEECA
CA&ETR (TN) Test_subordinate (31c0085-535c-45f3-afel-3f2.. -
FEESTE: 202301108 15:52:24 GMT+08:00

S HIBmCA
CAdEs 31c60865-535c-4513-af=0-33 1524 59cT
= 1 b =3 -

F|S WASRURNEEIRE, BE “BE” .

BigRINGE, EFRKROEFAGIERRE, EREA LA “ BiEIEBox
7, MEBBFARIEBERIBRIN .

-

LB (TR CA

FELRINAIEHZR], FERELRIGIEFERIGRCAINAE Finsi RS 2225 ERIR
IEBETHEH .

o HMEIIE
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LRSI LHRIE PIRINEBEHEY ( BB _EKEBD A FAIRIE ARG
IWIEP ) , ATFEESEFIHREERSIHEE, TEERSIHEBIIRECAIIANEE
FinZ{EEHMRIER A NEE
o N[IINIE
LIRS IHSE IR E BRGNS HNERE, EENGENHRIRCAIIAZIBESH
SEERRIERRATAEH
BIABIRCAIE R THEAM, FMRMEESNEHFABCAIRR, K18 “RCAZH
_certificate pem ” tECAMEB 44

RIERERRMERAEELI TSI, BRCAIMAZEERIEBANEH:
[MERTY::
LUSIEFRCA “PCA TEST ROOT GO” JHfil,

o Windows&%:

a. JEBRCAIEREEERE “.pem” B “oat” , WEHIEBE, RCAIESRE
BERZBEBAZET
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b.
C.

2-8 1R CARZ(EE
ah iIE:E

S HEEE IHEE

g EBEE
It CA REREBFRERE. SRREE, ERREBEENSE
ERIRIEB RIS ERE.

HAzes: PCA TEST ROOT GO

s PCA TEST ROOT GO

BWERN 202271175 F 2042/11/5

=R i

f
it
i
=

m
[t

"E

BF ‘RIS , RIEERHREREREFRHUE, 8% “T—27 .

e BPTEIEREMEMATSIEME (P) 7, Bd "R, EF “ZEE

AOMRIEBIUARYIAE” , BE “HE” , WE FHERIEBAR.
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2-9 THEHRIES

I
I BFEERFIENEANA,

Windows B[LASFIEESERFRE, (FEFLUSEREE—ME.

ORBIHER, SAESIHEREQ)

(@ EFERTEEERATAIERC)
HEE \

EE(R)...
BESERTEERO.
..... n
""" M 5N || B
(] STEEREE) L
&z i

d 8F ‘T2, BREE “BE’ , SBERERT “WindowsiSEE%iAE
RCAIEBMARIFFBIER” , 8B8F ‘&7 .

e. WEHRCAIERXH, HIRCAIBEEETRACSHEZIRCALES, TR
RCANIAZEEAMRIEB A TIERIN .
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2-10 {F1EE CA
s | EB x

. FEEE IEEE

-} IEBEE

EMEBEE AT

* FTE Ml
- FTE R FERFERE

jir=i-H PCA TEST ROOT GO

PCA TEST ROOT GO

i

BREERAN 2022/11/5 2| 2042/11/5

=ZEEH0.. Bl EREAS)

wf

il
1l
m

(%3

"E

o Linux&%

AREIRABILINUIRERGEF, IRCAIEBFHIRRLURRIES ZA—H, FEER
TESERRBEREITIRIE . LATRIELLCentOS 6IRZARILINUXR G /6 :

a.
b.

YERCAIERHEFHIZ “/home/” BBIET,

LIRSBEER LA “ca-certificates” BT, FARUMITHSRE “ca-
certificates” .

yum install ca-certificates

{FRI T e SISIRCAIEBEHIEI “/etc/pki/ca-trust/source/anchors/” &2
o

cp /home/root.crt /etc/pki/ca-trust/source/anchors/

FERI T i SEIRCAIE B RIIEMRIEBEEUSEF .

update-ca-trust extract

FRNTHSEERCAIEBERERNKINER, EFZFFMRCAIER(E
BERTRRCANMNZEEAMRERIRANAIALL, WME FRINEIFRCAIETFT

o
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view /etc/pki/tls/certs/ca-bundle.crt

2-11 FRI0AYR CAES

(1] %88
HopensslRAITERAT, ATRESHECETLZEN, AI=iH{FEAyum update openssl -y <
E#fropensslhR A

e mMacOSEHR

a. FIFmackIEEGE, &iF AR .
MAZEERE ‘AR .

C. %ﬁﬁﬁﬁﬂ’\ﬁECAﬁE:ﬁI#E)\%ﬁE’:L% &, IWEHENATRCAIEB R BRAH
RFEE

d. EPIRCAEBMNM, BERFARIEE ‘ExEN” .

e. EF “SEERALERE” , &F “REEE" , BF XA .

f.  BAEBBEEERCAEBEEEM.

g. £ “{ARER” TREERCALP, EBEREEEERTIRCAINAZEEIIR

IEB AR TR o

LTEA: LRIABIES
EEZPIRRENEITR (LEWindows RS EIEHE 41 )
T EIEEEHE.
S$E2 BEmEA LB E, R ‘2561 > mEPEERS” , HELCNSHEE
1 ‘FABEIERERE > FABIER” $ALGITEEEERE.
$I3 EEIPEBRETH “BIE” 3, B “TH , BATHEBRE.
HBA WIBEBTEHER R “1S” , BE “THIER
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BETHAIEREEF S “client_iiszip” , BIERE,
FASAZERI S “keystorePass.txt” o

SHIERX M “serverpfx” , IRIBEFERIGSIEFTIPEFREAUE, £H ‘T2 .
BIABESANERXHSE, B “T—%7
BINMFASAZRD G “keystorePass.txt” HFRENAYZRRS, B “T—2£7 .

e “HRRBRNERMATIIEME (P) 7, BdE “WR” , &% “PA7 , 8FE
E” WNE FERABEIEBHR.

FRIBIFRIH “server.pfx”

2-12 IFHEFAEIED

i
IEFRFRERFIENRERE.

Windows AILASFIEEEEFE,. (MuaLUSEREE— &,

O RBEHEE, STESEHEEU)
@ sArEaERER FAEEC) |
EBEE: \

| o |
e

EEEERNEEEC).

7] Active Dirdtory FAFTI%
O EEEE
-] TEERES

N Blig

[ ETEEEEs) \

gE T’ , B%
R

RS BREETES
TR B A B AR SEIR R ASSLEBESIRIEER, SIRIRIRS s
NN ESE R :

o TETomcat EZEESSUIEH: IRERAIEBBES N ETomcatfR5388 EZR%ESSLIE
B,
o TENginX EZZESSLIEH: IRERAEBBES NENginxIRSS88 2 EESSLIEE

e TfApache EZZESSLIEH: BIFRAIFHERZSNEApachelRF5 a8 EZ3ESSLIE
B

o TEISLEZRIEESSUIEH: BIERHEEBS WIEISIRSEE L2 AESSLITEE.

“Sepk” , BIBEERSES “SARINT , IERBRIEMI.
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