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IEPEIERSS
EfESLE

2 SSLFPIEXRAELE

SREXHRIMKS T SSLIEBRIN FIRZ AR BIan T :

import json
import requests
import datetime
import time

def getCertHeaders(context):
return {
'Content-Type': 'application/json’,
'region': context.getUserData("region"),
'X-Language': 'en-us',
'X-Auth-Token': context.getToken()
}

def isValidCert(cert):
# TODO HFAIRIESIHZEE X LU

certDomain = cert.get('domain')

# FIT R B EXI R B RV ZIE D
if (certDomain != 'XXXX'):
return False

# LA Eflisi e R E AR B fFE EKAGES
currentTime = time.localtime()
currentTimeStr = str(currentTime[0]) + ', + str(currentTime[1]) +',' + str(currentTime[2])

certTime = datetime.datetime.strptime(cert.get(‘expire_time'), '%Y-%m-%d %H:%M:%S.%f")

# IRENEPEAATE

certTimeStr = str(certTime.year - int(cert.get('validity_period')/12)) +',' + str(certTime.month) +',' +
str(certTime.day - 1)

return currentTimeStr == certTimeStr

def getCertList(context):
preUrl = 'https://' + context.getUserData("endpoint")
url = preUrl + '/v3/scm/certificates?

order_status=ISSUED&content=&sort_key=certUpdateTime&sort_dir=DESC&limit=&enterprise_project_id="'

certHeaders = getCertHeaders(context)

rep = requests.get(url, headers = certHeaders)
totalCount = json.loads(rep.text).get('total_count')
discuss = int(totalCount/10)
reminder = totalCount-discuss*10
rep = [l
for i in range(discuss):
tempUrl = url + '&offset="+ str(10*i)
tempRep = requests.get(tempUrl, headers = certHeaders)
for cert in json.loads(tempRep.text).get('certificates'):
if(isValidCert(cert)):
rep.append(cert)
if reminder > 0O:
tempUrl = url + '&offset=" + str(totalCount-reminder)
tempRep = requests.get(tempUrl, headers = certHeaders)
for cert in json.loads(tempRep.text).get('certificates'):
if(isValidCert(cert)):
rep.append(cert)
return json.dumps(rep)

def exportCert(context, certld):
preUrl = 'https://' + context.getUserData("endpoint")
url = '/v3/scm/certificates/'+ certld + '/export'
rep = requests.post(preUrl + url, headers = getCertHeaders(context))
os.makedirs("/tmp/" + certld)
entireCertificate = json.loads(rep.text).get('entire_certificate')
entireCertFileName = '/tmp/' + certld + '/certificate.pem’
certFile = open(entireCertFileName,'w")
certFile.write(entireCertificate)
privateKey = json.loads(rep.text).get('private_key')
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IEBEIERS
IEELEK 2 SSLIFPIEXERIELE

privateKeyFileName = '/tmp/' + certld + '/privateKey.key'
keyFile = open(privateKeyFileName,'w")
keyFile.write(privateKey)

def handler (event, context):

# TODO ZFETUSESEESREEA UG

totalRep = getCertList(context)

certlList = json.loads(totalRep)

certldList = []

for cert in certList:
exportCert(context, cert.get("id"))
certldList.append(cert.get("id"))

for cert in certList:
deploy("****** 22, 'root', ", '/tmp', '/tmp', certldList)

ERESSUIERRIEMEARSS RS ( Nginx ) BIRFBRERACHRRAIAN T :

import os
import paramiko
import time

def isExists(path, function):
path = path.replace("\\","/")
try:
function(path)
except Exception as error:
return False
else:
return True

def copy(ssh, sftp, local, remote):
if isExists(remote, function=sftp.chdir):
filename = os.path.basename(os.path.normpath(local))
remote = os.path.join(remote, filename).replace("\\","/")
if os.path.isdir(local):
isExists(remote, function=sftp.mkdir)
for file in os.listdir(local):
localfile = os.path.join(local, file).replace("\\","/")
copy(ssh=ssh, sftp=sftp, local=localfile, remote=remote)
if os.path.isfile(local):
try:
ssh.exec_command("rm -rf %s"%(remote))
sftp.put(local,remote)
except Exception as error:
print('put:', local, "==>",remote, 'FAILED")
else:
print('put:', local, "==>",remote, 'success')

def deploy(ip, port, username, password, local, remote, certldList):
transport = paramiko.Transport((ip,port))
transport.connect(username=username, password=password)
ssh = paramiko.SSHClient()
ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())
ssh._transport = transport
ftp_client = paramiko.SFTPClient.from_transport(transport)

for certld in certldList:
copy(ssh=ssh, sftp=ftp_client, local=local +'/' + certld, remote=remote)

# BHRIERMEERS Anginx.conf3s {4
cmd="/usr/local/nginx/sbin/nginx -s reload"
stdin,stdout,stderr = ssh.exec_command(cmd)
ssh.close()
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ZHECA

[SF CA
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FABCAD IIRCASNECA, ETLUSEISEZCIEIFATCARE, Heh, IRCARBE
ZiFP, TEZECE. NECABTFCA, BIERIEELLIEERCA, AL, BIEFAE
CARY, BLUUT=MER:

o BUEIMRCA, ﬁU@EEIJJFE', IEBA “EE” RS, RCANEERAREENHFE
Z. BRIEB. TRCARL, PTAFERIER. REIEBURSRIERHBEIIR,
iii_ﬁEZEMo
o BIEMRECA, HEEME, @ULEEI)JFE', NEBCAR “BEGE" K&, HERAS
AIASIRCA—H, EEIFHRER, BEALIBEXNECAZBRIE.

o BIEMNECA, BARIZANHE, QUEEJZI}JE, NEBCAAH “FEiE” K&, ZIRETF
NEBCATAE@INEE, REMERHLUERER, ZIKESIFZ AR

[MARY:E

IECANBRZMATES, HEEATENCARGEIMIMNZIR, LUEXSI, MROOT CA
GO. ROOT CA G1,

B “FRAE” ISHINE CA,%LE (EEAIEEFER. NBCA—ERNE, BHnitE,
BEEEE “FEET K&

ERMACARKIERRIINGE, (BREBEBEIERBMERIEE BT IRAIINGE. ,\ﬁ
‘ERNE” IRSRITAVECASZES “ZR” B, ZHE, ABCARSH ‘BER’

BE, EIHCAREEARY, SNEEA, AMERIEBMEPSABEIES R, mEH
FCAKRE R . REBHIEPIINGE, RIEH. |BEBTHELRER, [BEBATIES
T1F,

BT “‘BERT IKESHFABCAEH, VFE LI RIEPRIINEE. BA “EZA” 19%A
BCAIG, FABCAREER “BE”

IFABCAHUTHIPRIRIE . £TFFAECANEEE, NBRIRRME, PCARSIIAERE
TRIFAACA, HWHITHIFRREE, ERIREEARRE.

o “EBERA M ‘SUH WS RIS, AEAISEERIRREIEAZ7~30
X, FEMPREIEZEIZAT, CART “IHRIMBR” K& &F “IHRIMER” KSR
CA, TIEE “BUEMIRR” #24F, BCARESR “EEA” 5 ‘B’ K& (Hkk
AIRPRE ) o —BRTHRESE, CASHRERMESHITIR, BATKRES.

o ISR M ‘EmE WS (URHZEMRER, BI—BHITHIRMRIE, ZIRE
THICABHSZIEMMER, BAAKRE.

o ‘BHE WS FSHIRRME, EREMR, FROGEER, ARBHIT
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FECABCK MRS, ERATEIERELERT “‘RiE” BF, HS5HFCATHETA

BIEBRBEENT “S” #(F, B EBEMEIBHIEIIR, HEIRRF

o HUTHHIFRRIERY, BHIEMAAGCARBNEMFER, HIrEREsSHBEER
PKHREREAET A,

o HITHIPRIE(ERI, EFBCAIACABER, NEE FIEREENERERTH

"Ei%',J?i?’)fﬁﬁﬁé%ﬁﬁ”%EF'H%EM%E?U%EP%@ (BRNECA, NNIZEERBE, RS
ﬁﬂﬂl |Z/ N o

BT “IHRIMRR” ARSRIFABCA, IRERERITRIFRZBPRTS

A EE

HiT “BUEMIER” #B(FE, PCARRSSESAMMIFABCALT “IHRIMRR” IRESHAERZE
A, BEIERME!

MBI BEAREERMHERENNECA. BIEEINMNECA, BEEXEMEI
gE, %%iéﬁ'ﬁﬁo EHRXCABRTIERmIEYIREE, NWaEERRESIRFES
HRiEER.

A ES

o BHCABRTSRITH, FEREF!

o RIGUEFEBRTHERHIBIIR, HAUGIEEEREAIEBEEHBHE, &,
BrRRE S MIERIERHITEE, FREREXK.

o INBCAHMIEE, ESHFCAXKRIMBIERIHSABHREE (REHEILESM
$HYIERFET ) , BEESFABCARIFTEIEBEAITRIGERIS S LM .

SIWECASTENH, FAEHMESSBIECAREEN "3 .

3.24 FBmiESIREE

PCARREZH, IHFBARiEFIZE ( Certificate Revocation List, CRL) BIEEBLITY
%R

o (XEBIEIABCAN, BRTIERHIEIIREE, MEILEBEASEMMIEIIR.
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HRCAKRSHCRLEY, #BEINERFAaWEHBIEIIERS, BRERITER
B, iEBaEiBERIE, BIFEELERE., BERHEPERNEBR, BSY
BFCRLEE.,

YRR AFIECRLE A ZEHAFENIIOBSHE R, FAAFEENEEHbIE,
BRCRLEER, AHBICRLERIFIERIESHEFNOBSHIEEX, ARTEY
%17k ( Object Storage Service, OBS) , XNEFNAIOBSHEHRERENIS
FE—BE#HBHE, BATBkE.

LFREREHIER, BARHEE (BAHECRLF) .

LHIEBERIHE, PCAIRSSEIODIHIISESHCRL ( HERXCAFACRLAET) ,
HEFMHOBSHEH , HEAMCRLEM, SER150HE, BRXEIRERK.

HRMHFCRLASEIMES TR, EFABCASHMIREETHA. OBSHEHMIFIRE:

ISRUEEGH, ERMESIBIITEM .
AECRLBXEIR, BAECAKRBIETIFIER, WREITTEREE ( ATsEiE
IR30DHESR ) , ASERFFIICRL, BREAZIF7~30K,

EENAREERE, IHEEEREIRELNFRHEEEER,
PCABRSZHEMAHIBHEER N “UNSPECIFIED” , BHEEENSERES N INE

RHEEAR NS Y.
% 3-5 BIEREENE X
BiHEA YIRIRFC 5280FR/EHHE] | &N
RIETERTE

UNSPECIFIED 0 REINRIEERER
&, REOAE

KEY_COMPROMISE 1 IEBZEMELTEE

CERTIFICATE_AUTHORI |2 BERIBERLE, FECAE

TY_COMPROMISE $ArFLIEE

AFFILIATION_CHANGE | 3 WEP Ay ERSEMS

D BEE&mNE

SUPERSEDED 4 IEBEHREUL

CESSATION_OF OPERA | 5 IFP R A IRIERHRISE

TION KelzlhizE

CERTIFICATE_HOLD 6 IEBHBIARNER AT
W, BRAgeeEN

PRIVILEGE_WITHDRAW | 9 EBABENEIRESY

N HHYEME

ATTRIBUTE_AUTHORIT | 10 BIFRIEBEHEVER]

Y_COMPROMISE BEESINRE
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PCARRS X T mEIEMNG R SEMNEFEER, BRLIBE BHIERIEBEIEIRFC
5280w MR HIE AR KA -

3.2.5 fAG CA &g

o FABCAIH: ZIEERAFAICARRENSITHARICARIITRE .
o FNBCAEEEFRREGENECAEIA,

BYERT K, BRI A R RN BHEAIERE, SRR TIECAR
B, 1ERISEFHE,

o TARCARSIIHARY, NTHRIEWFSHIFBIR, TERFINLITTABCANNIRTS

=o

BRIFE R

SR EIIIBACA, ERNEMAIACA, FBEERIECAZRRIER, BEHCARLINES,
RHEERNERER BCAR K HISEIEE, HEERXNNAISTR L.

A

o S|HCAERSERkRI, WS RFNISFEINEER. [HCA,

o HBEMENECAR, REFHERIICASIHCABEAMRECARR—1, WIS TH=
THEMEQRE, BIRINMEER. IHCA,

o SEMAYEIRCARS, CAEIRFTIART, FBEIGHIMRCATMER ST RAVZE(ER
IERFIERS, FaRIEREERINEBREE.

S IPEBNBIR TSNS, SIREBSMBERME, SEHCA.
e
(REELY:
o MXSERNEIFABCARIRL R, IRFIEREEITMMINER, FroRASBEREER; MRIRA
BER TR SFABCARIRS R, Akl SaiRK, INERTARRE. ERIEAERES
BEREBRIEHANRE

o HCAEEMAZIRLE, MIESHMLENRBIARASME, SIROOT CA GO----->ROOT CA G1,
B EEFAB CARIRERIE, JTHETIHCARBUEIRE!

3.3 PCA (B~ HIE{ESCiEe

3.3.1 RS
IBEREMIAEEE
e ACCESS_KEY: #EH=MKSAccess Key
e SECRET_ACCESS_KEY: =M= Secret Access Key
e DOMAIN_ID: F£EARMSID, FEESNEATKSERTS
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e CCM_ ENDPOINT' ERECCMARSS (PCABFCCM TNRIRBRSS ) hiaRinTo =, ¥
HE2 I RiET =uiiA

AR

o HRSDK, RMF—AISOKERSI. BERINKEE FERSNERERATAPI, hlatk
tlﬁr_ﬁﬁ\ AI}E*D@;EO

o PCAIRSZH—SDKitt SDKER
o FERHRFE—SDKERIESIESNEITFHEEavaiE AT EE (Java SDK) ,

3.3.2 A CA E1BLB~A

3.3.2.1 63 CA
B FFRILAEIEE10001NCA,
SUIEEFAB CAIEX S HIFIBES W EIZRCASEUIRA,

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.CreateCertificateAuthorityRequest;
import com.huaweicloud.sdk.ccm.v1l.model.CreateCertificateAuthorityRequestBody;
import com.huaweicloud.sdk.ccm.v1l.model.CreateCertificateAuthorityResponse;
import com.huaweicloud.sdk.ccm.v1.model.CrlConfiguration;

import com.huaweicloud.sdk.ccm.v1l.model.DistinguishedName;

import com.huaweicloud.sdk.ccm.v1l.model.Validity;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

*k

* BlECA

public class CreateCertificateAuthorityExample {
* BRAIEES:
- ACCESS_KEY: He 9=k =Access Key
- SECRET_ACCESS_KEY: #£ =M= Secret Access Key
- DOMAIN_ID: #A=MSID
- CCM_ENDPOINT: #A3Z=CCMPRSS (PCABFCCMTHIRMARSS) 5 a1 & ittt
»)\u‘tﬁmE’JakﬁnskﬁEF:Jﬁﬁ%EF':EHBSU‘ EFERALZENK, BNERENHFIMNEESESPEFH, F
RS, RIRLE;
* AonflakflskiRFERMEZEF G, ETARAENELEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
*/
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String DOMAIN_ID = "<DomainlID>";
private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
[/ 1 ESHREARABAMEER, PCAHLBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 41851ESDK, ZENIMIHEE R CCMARSSAYIAIRI 22 imitiE

final CcmClient ccmClient = CemClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. MIEIERSE

[ (1) BERIEMCAIERZEELROOT (4#8CA) . SUBORDINATE ( M/ECA)
String CAType = "ROOT";

| (2) CAESREX

String keyAlgorithm = "RSA2048";
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/I (3) EZEFEE
String signatureAlgorithm = "SHA512";

* (4) CABREEEN

* - type: BJ/E)ZEEY, Ai%: "YEAR". "MONTH". "DAY". "HOUR"
* - value: XIRZA9(E

*/

Validity validity = new Validity();
validity.setType("YEAR");
validity.setValue(20);

* (5) EMCARE—IRIUEE

* - organization: £B41ZHR

* - organizationalUnit: ZB| &R

* - country: RGBS, {WRFHANFH, WIFE-CN

* - state: BHZR

* - locality: IEHER

* - commonName: CAZFR (CN )

*/

DistinguishedName subjectInfo = new DistinguishedName();
subjectinfo.setOrganization("your organization");
subjectinfo.setOrganizationalUnit("your organizational unit");
subjectinfo.setCountry("CN");

subjectinfo.setState("your state");
subjectinfo.setLocality("your locality");
subjectinfo.setCommonName("your CA name");

/*

* (6) RHESIEREEER

* - enabled: EEEFACRLELE

* - obsBucketName: OBSIEEZ#R, AT A&#HCRL, EECEIEZ!
* - criName: IEPBRIHTIRIEE, AMENBTEGABICA IDIEAXHE
* - validDays: I miHS IR E LR

*/

CrlConfiguration crlConfiguration = new CrlConfiguration();
crlConfiguration.setEnabled(false);
crlConfiguration.setObsBucketName("your OBS buck name");
crlConfiguration.setCrilName("your CRL file name");
crlConfiguration.setValidDays(7);

/1 (7) ERGEEIERE

CreateCertificateAuthorityRequestBody requestBody = new CreateCertificateAuthorityRequestBody();
requestBody.setType(CAType);

requestBody.setKeyAlgorithm (keyAlgorithm);
requestBody.setSignatureAlgorithm(signatureAlgorithm);

requestBody.setValidity (validity);

requestBody.setDistinguishedName(subjectinfo);

requestBody.setCrlConfiguration(crlConfiguration);

[ 4. KSIEERIK

CreateCertificateAuthorityRequest request = new

CreateCertificateAuthorityRequest().withBody(requestBody);

/I 5. FHEREIER

CreateCertificateAuthorityResponse response;

try {
response = ccmClient.createCertificateAuthority (request);

} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

/] 6. SRERGIZERLIIAICARYID
String cald = response.getCald();

System.out.println(cald);
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}
3.3.2.2 fiflB& CA
ﬁ;ﬁ RERET . ‘BEmtE” . ‘BRI ‘BT’ IKERITAB CATHITIHIBRR

‘FENET 5 ‘EmtE” IWSHIRAECABSWERMIR, “‘BEZEMA” M ‘BT’ K
SHFAECARBEREIT MR (ZEEMER ) o

BXSEHFHESIMERCASEIRA .

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.vl.model.DeleteCertificateAuthorityRequest;
import com.huaweicloud.sdk.ccm.v1l.model.DeleteCertificateAuthorityResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

/**
HHIBRCA
(1) REFHE. EmH. EXRMEHIRE FRICARTHITHIBREIE

(2) FHESERBERTHFAGCASSHERN, EXRMESIPRETREERETLIME (ERME)

*
*
*
*

public class DeleteCertificateAuthorityExample {
/**
* BRAIEES:
- ACCESS_KEY: #e A=Kk =SAccess Key
- SECRET_ACCESS_KEY: #£ A =MSSecret Access Key
- DOMAIN_ID: #£A=IKSID
- CCM_ENDPOINT: #£3=CCMARSS (PCAIEFCCMTRIMARSS ) ih a4tk
»)\u‘tﬁﬁﬁE’Jakﬁnskﬁﬁfﬂﬁﬁ%ﬂP:}ZHﬂYT‘ EFERALZENK, BNERENHFIMNEESPEFH, F
RS, RIREE;
* AonflakflskiRFEMEZSEF G, ETARAENEEEAERERRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
*/
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String DOMAIN_ID = "<DomainID>";
private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
[/ 1 ESHREARIBAMEER, PCAHLBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 ¥18516SDK, ZENIMIHEE R CCMARSSATIAIRI 22 imitiE

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. MIEERSE

[ (1) BEMBRAICAIEBARIID

String cald = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";
[ (2) BEIERMIFRAIRTE . iF: ZSHAString

String pendingDays = "7";

/] 4. FIEFERE

DeleteCertificateAuthorityRequest request = new DeleteCertificateAuthorityRequest()
.withCald(cald)
.withPendingDays(pendingDays);

/] 5+ FHEKEIEK
DeleteCertificateAuthorityResponse response;
try {
response = ccmClient.deleteCertificateAuthority (request);
} catch (Exception e) {
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throw new RuntimeException(e.getMessage());

}

/] 6. FKEURRGHZ MERERING, TIMNAE, RERVAZEFEI5204
System.out.println(response.getHttpStatusCode());
}

3323 EZMAHCA

BREMECA, ZEERETATRTERIS, (EaRHEHERBMERBEIIR
BXSHFHESNERACASEIRA .

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.DisableCertificateAuthorityRequest;
import com.huaweicloud.sdk.ccm.v1l.model.DisableCertificateAuthorityResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

*k

*ZHECA, EARS TAAATERIES, ErREIERERmHHEIIE

*

public class DisableCertificateAuthorityExample {
* BRAIEES:
- ACCESS_KEY: He 9 =Mk =Access Key
- SECRET_ACCESS_KEY: #£ =M= Secret Access Key
- DOMAIN_ID: #£A=IKSID
- CCM_ENDPOINT: #£3Z=CCMBRSS (PCAEFCCM FHIHBRSS) thial & im bt
* INIEEBRYakFNskiEREMCID PN FEFERALT SN, BNERENHHIMNEEEPEFN, F
RS, RIREE;
* AonflakflskiRFEMEZEF HE, ETARAENEEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
*/
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
private static final String DOMAIN_ID = "<DomainID>";
private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] . ESHREARABAMEER, PCAHLBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/1 2 418516SDK, ZENIMIHERE R CCMARSS AT IR imitit

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. ¥IEERSE
/] BEZABICAIEBHID
String cald = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";

/] 4. FEFERIE
DisableCertificateAuthorityRequest request = new DisableCertificateAuthorityRequest()
.withCald(cald);

/1 5. FHIaREEIER
DisableCertificateAuthorityResponse response;
try {
response = ccmClient.disableCertificateAuthority(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}
[/ 6. FREUBNGHR ZERRING, BMNAR, RERPAEIE/H204
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BAELE 3 FABIEBAXRIEEE
} System.out.println (response.getHttpStatusCode());
}
3.3.24 FHHCA

BRETABCA, ¥ “ESER” IKENCABH, CARKSES “‘BAE™ K&,
HEXSHIFIBESNERECASEIRA

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.EnableCertificateAuthorityRequest;
import com.huaweicloud.sdk.ccm.v1l.model.EnableCertificateAuthorityResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

*k

* BRCA, BERRKETHCABRNMIEIRE */
public class EnableCertificateAuthorityExample {

* BRAIEES:

* - ACCESS_KEY: f£ =Mk =Access Key

* - SECRET_ACCESS_KEY: #£5=MSSecret Access Key

* - DOMAIN_ID: #£8=KSID

* - CCM_ENDPOINT: £25=CCMBRSS (PCARTFCCM T RIRARSS) ihial 4L imitb it

* INIEEBRYakFNskiEREMCID PN FEFERALT SN, BNERENHHIMNETEPEFN, F
FRTfER, RIRELS;

* AonflakflskiRFERMEZSEF G, ETARAENEEEAERERRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY =System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainlID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
[/ ESHREARIPAMEER, PCAHLZBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 80%A4SDK, ENINEEE R CCMBRSS B E)2&inm ik

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. {GEIERSE
/] FEBFRCARID
String cald = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";

/] 4. FEFERE
EnableCertificateAuthorityRequest request = new EnableCertificateAuthorityRequest()
.withCald(cald);

/1 5. FHIaREIER
EnableCertificateAuthorityResponse response;
try {
response = ccmClient.enableCertificateAuthority(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());
}

/] 6. RENMALEE, BAERKRINE, TMNAZ, REAPRESE/H204
System.out.println(response.getHttpStatusCode());
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3.3.2.5 & CAIES
SHFAECAIEH, BRIEHESIERE.
(10 488
RIEPAEERIER, HiFHiEAnull,
XS HEEES NS H CATHSEGHEA.

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1.model.ExportCertificateAuthorityCertificateRequest;
import com.huaweicloud.sdk.ccm.v1.model.ExportCertificateAuthorityCertificateResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

* SHCAIEE, SEIEBASIEHE. RIEBAEEZRIESE, HiERjEAanul
*/

public class ExportCertificateAuthorityExample {

/**

* BRAIEES:

* - ACCESS_KEY: fe =Mk =Access Key

* - SECRET_ACCESS_KEY: f£3=MSSecret Access Key

* - DOMAIN_ID: #£8=KSID

* - CCM_ENDPOINT: #£J5=CCMBRS3 (PCABTCCM FRYARSS ) iiml & ithtit

* INIEEBRYakFskiEREMCID PN FEFERALT SN, BNERENHHIMNETEPEFN, F
RS, RIREE;

* AonflakflskiRFEMEZEF G, ETARAENSEEA RS RERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] ESHREATIBMEER, PCAHLZBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 30%A4SDK, ENINEEE R CCMBRSS B E)2& inmttE

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. {IEIERSE
/| BEESHHICAIEREHIID
String cald = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";

/] 4. FEERE
ExportCertificateAuthorityCertificateRequest request = new
ExportCertificateAuthorityCertificateRequest()
.withCald(cald);

/1 5. FIaREIER
ExportCertificateAuthorityCertificateResponse response;
try {
response = ccmClient.exportCertificateAuthorityCertificate(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());
}

// 6 REXMALHE

/1 (1) SREIEFE, pemi&zy

String caCertificate = response.getCertificate();
/1 (2) SREGIEHSE, pemigzl

String caCertificateChain = response.getCertificateChain();

HSERAS 07 (2024-12-17) WRINERE © ARITERARBIRAE 39


https://support.huaweicloud.com/intl/zh-cn/api-ccm/ExportCertificateAuthorityCertificate.html

SIEBEERSS
S 3 FABIEBIEXRIESE

System.out.println(response);

}

3.3.2.6 BEMER CA
BGEFATS CARSITHRIMNES , 45 “IHRIMIER” IRZSAIRATS CATRE SIS RIEVIATS .
XS HIEEES ETHEIMERCASSEREA .

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.RestoreCertificateAuthorityRequest;
import com.huaweicloud.sdk.ccm.v1l.model.RestoreCertificateAuthorityResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

*k

* BGHCARIHTRIMIPR, A5 RIMPRIAS FRICAIRE N EERIRES
*/

public class RestoreCertificateAuthorityExample {

/**

* BRAIEES:

* - ACCESS_KEY: f£ =Mk =Access Key

* - SECRET_ACCESS_KEY: #£5=MSSecret Access Key

* - DOMAIN_ID: #£ 8 =KSID

* - CCM_ENDPOINT: #£J5=CCMBRS3 (PCABTCCM FRYRARSS ) iiml & il

* INIEEBRYakFNskiEREMCID P IAN FEFERALT SN, BNERENHHIMNETEPENFN, F
FRREE, RIRRE;

* AonflakflskiRFERMEZSEF G, ETARAENEEEA ERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
[/ 1 ESHREARIBMEER, PCAHLBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 80%E4SDK, ENINEEE R CCMBRSS B E)2&inttiE

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. {IEIERSE
/] BERERNCAIEBIID
String cald = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";

/] 4. FEERE
RestoreCertificateAuthorityRequest request = new RestoreCertificateAuthorityRequest()
.withCald(cald);

/1 5. FHIaRERIER
RestoreCertificateAuthorityResponse response;
try {
response = ccmClient.restoreCertificateAuthority(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

/1 6. IREURRGHS BUETRIMBRARINGE, TIMRAS, RERIKESIEI9204
System.out.println(response.getHttpStatusCode());
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3.3.2.7 3XEX CA i¥15
SREVFAE CAIETRS, EIEFAECAGIR. SH I8, XEIRSZEE,
XS IEE S E I CAIE B S50,

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.ShowCertificateAuthorityRequest;
import com.huaweicloud.sdk.ccm.v1l.model.ShowCertificateAuthorityResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

* FRENCAIEBI¥E
*/

public class ShowCertificateAuthorityExample {

/**

* BRAIEES:

* - ACCESS_KEY: fe =Mk =Access Key

* - SECRET_ACCESS_KEY: #£5=MSSecret Access Key

* - DOMAIN_ID: #£3=KSID

* - CCM_ENDPOINT: #£J5=CCMBRS3 (PCABTCCM FRYRARSS ) iiml & ithtik

* INIEEBRYakFNskiEREMCID P IAN FEFERALT SN, BNERENHHIMNETEPEFN, F
RS, RIREE;

* AonflakflskiRFEMEZEF G, ETARAENEEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] ESHREARIBAMEER, PCAHLBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 80%A4SDK, ENINEEE R CCMBRSS B E)2& inmttE

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. {IEIERSE
/] EEEHAICAIEBHIID
String cald = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";

/] 4. FEERE
ShowcCertificateAuthorityRequest request = new ShowCertificateAuthorityRequest()
.withCald(cald);

/1 5. FHIaRERIER
ShowcCertificateAuthorityResponse response;
try {
response = ccmClient.showCertificateAuthority(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}
// 6. FTEDIMALHE
[/ FREUEBIRE, HERBIHERZREL, RIEEXINAIGetterdREFREXEIRT

String caStatus = response.getStatus();

System.out.println(response);
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IEPEIERSS

BESTE 3 AAEIE IS ESE
}
3.3.2.8 &if) CA &R

BEECAR ARSI EERAICAECEEL -
BXSHFFESNEACAERSEIRNA

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.Resources;

import com.huaweicloud.sdk.ccm.v1l.model.ShowCertificateAuthorityQuotaRequest;
import com.huaweicloud.sdk.ccm.v1l.model.ShowCertificateAuthorityQuotaResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import java.util.List;

*k

* EFCAIEPBECER

*

public class ShowCertificateAuthorityQuotaExample {

* BRAIEES:

* - ACCESS_KEY: f£ =Mk =Access Key

* - SECRET_ACCESS_KEY: f£5=MSSecret Access Key

* - DOMAIN_ID: #£A5=KSID

* - CCM_ENDPOINT: £25=CCMBRSS (PCARTFCCM T RIRARSS) ihial4Limitb it

* INIEEBRYakFNskiEREMCID PN FEFERALT SN, BNERENHHIMNETEPEFN, F
RS, RIREE;

* AonflakflskiRFEMEZEF G, ETARAENEEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] VESHREARIBMEER, PCAHLBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 80%A4SDK, ENINEEE R CCMBRSS B B)2& inmttE

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. FIEERIE
ShowcCertificateAuthorityQuotaRequest request = new ShowCertificateAuthorityQuotaRequest();

/] 4. FHEKEIEK
ShowcCertificateAuthorityQuotaResponse response;

try {

response = ccmClient.showCertificateAuthorityQuota(request);
} catch (Exception e) {

throw new RuntimeException(e.getMessage());
}

/1 5+ SRENECEERS)

List<Resources> quotas = response.getQuotas().getResources();
/] BLEm =2

int caQuota = quotas.get(0).getQuota();

/] EfEFRIECER

int used = quotas.get(0).getUsed();

System.out.println(response);
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}

3.3.3 AR EEAETHA

3.3.3.1 ERiSIEH
EREEIGITE, EBRELT “‘CEE" REIABCA,
XS HIEBES NEETBSS0H0E.

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.CertDistinguishedName;
import com.huaweicloud.sdk.ccm.v1l.model.CreateCertificateRequest;
import com.huaweicloud.sdk.ccm.vl.model.CreateCertificateRequestBody;
import com.huaweicloud.sdk.ccm.v1l.model.CreateCertificateResponse;
import com.huaweicloud.sdk.ccm.v1l.model.ExtendedKeyUsage;

import com.huaweicloud.sdk.ccm.v1l.model.SubjectAlternativeName;
import com.huaweicloud.sdk.ccm.vl.model.Validity;

import com.huaweicloud.sdk.core.auth.GlobalCredentials;

import java.util.ArrayList;
import java.util.List;

*k

* BEIWEIES, FERBLTRIEASHITARCA
*/

public class createCertificateExample {

* BRAIEES:

* - ACCESS_KEY: fe =Mk =Access Key

* - SECRET_ACCESS_KEY: #£5=MSSecret Access Key

* - DOMAIN_ID: #£8=KSID

* - CCM_ENDPOINT: £25=CCMBRSS (PCAIRTFCCM T RIRARSS) ihinl4Limitb it

* INIEEBRYakFNskiEREMCID PN FEFERALT SN, BNERENHHIMNEEEPEFN, F
RS, RIREE;

* AonflakflskiRFEMEZEF HE, ETARAENEEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
[ . ESHREARIBAMEER, PCAHLBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 30%A4SDK, ENINEEE R CCMBRSS B E)2& inttE

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. HIEIERSH

/I (1) BFERIEBAICARID, ZCAFELTHIFIRZ (ACTIVED )
String issuerld = "3a02c7f6-d8f5-497e-9f60-18dfd3eeb4e6";

/] (2) MEPEPEE

String keyAlgorithm = "RSA2048";

/] (3) EZMIREBEE

String signatureAlgorithm = "SHA512";

*

*(4) EBEMEAEN
* - type: RY[AIZEEY, @iE: "YEAR". "MONTH", "DAY", "HOUR"
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* - value: XIRZA9(E
*/

Validity validity = new Validity();
validity.setType("MONTH");
validity.setValue(2);

* (5) EXCAIEBHIE—IRRER

* - organization: £B41ZHR

* - organizationalUnit: ZB| &R

* - country: RGBS, {WRFHEANFH, WIFE-CN

* - state: BHZR

* - locality: IEHER

* - commonName: CAZFR (CN )

¥/

CertDistinguishedName subjectinfo = new CertDistinguishedName();
subjectinfo.setOrganization("your organization");
subjectinfo.setOrganizationalUnit("your organizational unit");
subjectinfo.setCountry("CN");

subjectinfo.setState("your state");
subjectinfo.setLocality("your locality");
subjectinfo.setCommonName("your dns");

* (6) Z4ARAE, IRBBIIBEERME T keyAgreementSdigitalSignature, JATEE(E
* - digitalSignature : #{F%%;

* - nonRepudiation : AT HE#H;

* - keyEncipherment : Z{B T INZZREIRE;
* - dataEncipherment : FBFINZEGE;

* - keyAgreement : B¢ ;

* - keyCertSign : &&IIEH;

* - cRLSign : £ & BHIIE;

* - encipherOnly : {XAFINZ;

* - decipherOnly : {NFBTfE=,

*/

List<String> keyUsages = new ArrayList<>();
keyUsages.add("digitalSignature");
keyUsages.add("keyAgreement");

/*
* (7) EABAZIR BAtIEDNS, IP. URISEMAIL, JaTskE(E

* SubjectAlternativeName:

* type: ZEHY
* value: YIRHE
*/

List<SubjectAlternativeName> subjectAlternativeName = new ArrayList<>();
/] a. #INFZFADNS

SubjectAlternativeName alterNameDNS = new SubjectAlternativeName();
alterNameDNS.setType("DNS");
alterNameDNS.setValue("*.example.com");
subjectAlternativeName.add(alterNameDNS);

// b, RINZRAIP

SubjectAlternativeName alterNamelP = new SubjectAlternativeName();
alterNamelP.setType("IP");

alterNamelP.setValue("127.0.0.1");
subjectAlternativeName.add(alterNamelP);

// b, #I0&Aemail

SubjectAlternativeName alterNameEmail = new SubjectAlternativeName();
alterNameEmail.setType("EMAIL");
alterNameEmail.setValue("myEmail@gqg.com");
subjectAlternativeName.add(alterNameEmail);

ExtendedKeyUsage extendedKeyUsage = new ExtendedKeyUsage();
extendedKeyUsage.setClientAuth(true);
extendedKeyUsage.setServerAuth(true);

/] (8) iERIESBIERE
/] BEMRIBMELER, B&E: https://support.huaweicloud.com/api-ccm/CreateCertificate.html
CreateCertificateRequestBody requestBody = new CreateCertificateRequestBody();
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requestBody.setlssuerld(issuerld);

requestBody.setKeyAlgorithm (keyAlgorithm);
requestBody.setSignatureAlgorithm(signatureAlgorithm);
requestBody.setValidity (validity);
requestBody.setDistinguishedName(subjectinfo);
requestBody.setKeyUsages(keyUsages);
requestBody.setSubjectAlternativeNames(subjectAlternativeName);
requestBody.setExtendedKeyUsage (extendedKeyUsage);

/] 4. ¥EERE
CreateCertificateRequest request = new CreateCertificateRequest()
.withBody(requestBody);

/1 5. FFIa&REEIER
CreateCertificateResponse response;
try {
response = ccmClient.createCertificate(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

// 6. SREVMRLES
String certld = response.getCertificateld();
System.out.println(certld);

3.3.3.2 HIESIER
RIBSFAGIES, BASIEME, RZiTLIms.
XS HIEEES UESTBS 505 .

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.DeleteCertificateRequest;
import com.huaweicloud.sdk.ccm.v1l.model.DeleteCertificateResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

*k

* BBRIES, 1SSIZBIMBR, SZiFiHRIMPR
*/

public class DeleteCertificateExample {

* BRAIEES:

* - ACCESS_KEY: f£ =M= Access Key

* - SECRET_ACCESS_KEY: #£5=MSSecret Access Key

* - DOMAIN_ID: #£A5=KSID

* - CCM_ENDPOINT: £25=CCMBRSS (PCARTFCCM T RIRARSS) ihinl4&imitb it

* INIEEBRYakFNskiEREMCID PN FEFERALT SN, BNERENHHIMNETEPEFN, F
RS, RIRREE;

* AonflakflskiRFEMEZEF G, ETARAENEEEA ERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainlID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] VESHREARIBMEER, PCAHLZBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

[ 2 FEHSDK, ENAIHEE R CCMARSSATAIEIER i ithiE

final CcmClient ccmClient = CcmClient.newBuilder()
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.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. ¥IEERSE
/1 (1) BERBREIFAGIERAIID
String certld = "5554a381-af92-4336-a943-811396c87616";

[ 4. ¥SIEERIK

DeleteCertificateRequest request = new DeleteCertificateRequest().withCertificateld(certld);

/1 5. FHaREEIER
DeleteCertificateResponse response;
try {
response = ccmClient.deleteCertificate(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

// 6. IREXMMRLES MBREING, TMNAS, RERIAZSFEH204
System.out.println(response.getHttpStatusCode());

3.3.3.3 BHirH
SHIEITFH, OSIBEASTRE, THRIEERERSEITMEIGTS.
XS HEEES NSRS EGHE .

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.ExportCertificateRequest;
import com.huaweicloud.sdk.ccm.v1.model.ExportCertificateRequestBody;
import com.huaweicloud.sdk.ccm.v1.model.ExportCertificateResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

*k

* SEFAEIES, 8SIEBFSIERE. AREREGERSEIMEIANES
*/

public class ExportCertificateExample {

/**

* BRAIEES:

* - ACCESS_KEY: fe =Mk =Access Key

* - SECRET_ACCESS_KEY: #£3=MSSecret Access Key

* - DOMAIN_ID: #£8=KSID

* - CCM_ENDPOINT: #£J5=CCMBRS3 (PCABTCCM FRIREARSS ) iiml & il

* INIEEBRYakFNskiEREMCID PN FEFERALT SN, BNERENHHIMNEEEPENFN, F
RS, RIREE;

* AonflakflskiRFEMEZEF LG, ETARAENEEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,

*/

private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");

private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");

private static final String DOMAIN_ID = "<DomainlID>";

private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] VESHREARIBMEER, PCAHLZBRS
final GlobalCredentials auth = new GlobalCredentials()
WithAk(ACCESS_KEY)
.WithSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 2 80%A4SDK, ENINEEE R CCMBRSS B E)2&in ik

final CcmClient ccmClient = CcmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. {IEIERSE
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/] (1) FESHRILIHLAIESEAIID
String certld = "5554a381-af92-4336-a943-811396c87616";

*

(2) EXSHHER ( SDKIGZHFIEEFE T )
- isCompressed: 2&/E45, ZEBString, mliE(Etrue. false, SDK{XziFfalse
- type: SHFZR, SDKARBRHIFIATRL
APACHE : apachefR$3 s8I EFAIL S 4;
NGINX : nginxBRS5 2 (ERLL S
OTHER : FHPEMIBIUIED, RIS,
*/
ExportCertificateRequestBody requestBody = new ExportCertificateRequestBody();
requestBody.setType("NGINX");
requestBody.setlsCompressed("false");

/] 4. KFEFERIK

ExportCertificateRequest request = new ExportCertificateRequest()
.withCertificateld(certld)
.withBody(requestBody);

/1 5. FFIaREEIER
ExportCertificateResponse response;
try {
response = ccmClient.exportCertificate(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

/] 6. REVMELHS

/1 (1) SREGIEBIR, pemisz(

String certificate = response.getCertificate();

/] (2) SREGIER$E, pemi&z(

String certificateChain = response.getCertificateChain();
System.out.println(response);

3.3.3.4 BHIEP
BHITRE, BERLIBRAENCR, SIEMECANIESE, BEEIRS, SEER

{’E o
mIFFAEIEREXSHIFHFEES WRHIEBS R

import com.huaweicloud.sdk.ccm.v1.CcmClient;

import com.huaweicloud.sdk.ccm.v1l.model.RevokeCertificateRequest;
import com.huaweicloud.sdk.ccm.v1l.model.RevokeCertificateRequestBody;
import com.huaweicloud.sdk.ccm.v1l.model.RevokeCertificateResponse;
import com.huaweicloud.sdk.core.auth.GlobalCredentials;

* BIHAAEIES
*/

public class RevokeCertificateExample {
* BRAIEES:
* - ACCESS_KEY: f£ =Mk =Access Key
* - SECRET_ACCESS_KEY: #£5=MSSecret Access Key
* - DOMAIN_ID: #£A5=KSID
* - CCM_ENDPOINT: #£J5=CCMBRS3 (PCABTCCM RRIARSS ) iiml & il

* INIEHERRakfNskiEmEI ISP FHEFERAZENE, ENERENHHIMNEREPENFN, £

RS, RIREE;
* AonflakflskiRFEMEZEF HE, ETARAENEEEAERETRERETS
HUAWEICLOUD_SDK_AKFIHUAWEICLOUD_SDK_SK,
*/
private static final String ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_AK");
private static final String SECRET_ACCESS_KEY = System.getenv("HUAWEICLOUD_SDK_SK");
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private static final String DOMAIN_ID = "<DomainID>";
private static final String CCM_ENDPOINT = "<CcmEndpoint>";

public static void main(String[] args) {
/] VL ESBRLATHPAMEER, PCAHLBERS
final GlobalCredentials auth = new GlobalCredentials()
.withAk(ACCESS_KEY)
.withSk(SECRET_ACCESS_KEY)
.withDomainld(DOMAIN_ID);

/] 230%84ESDK, {ENIMIHER R CCMBRSS A1A & iniHE

final CcmClient ccmClient = CecmClient.newBuilder()
.withCredential(auth)
.withEndpoint(CCM_ENDPOINT).build();

/] 3. MEEREH
/I (1) FEBBLIRLAIESEAIID
String certld = "5554a381-af92-4336-a943-811396c87616";

/] (2) EERERRE (2E, BSEAPINEEANNSE ) , WHHNREAEERREADEIIERS
/] BRIME: UNSPECIFIED

RevokeCertificateRequestBody requestBody = new RevokeCertificateRequestBody();
requestBody.setReason("UNSPECIFIED");

/] 4. KFEFERIK

RevokeCertificateRequest request = new RevokeCertificateRequest()
.withCertificateld(certld)
.withBody(requestBody);

/1 5. FHIaREEIER
RevokeCertificateResponse response;
try {
response = ccmClient.revokeCertificate(request);
} catch (Exception e) {
throw new RuntimeException(e.getMessage());

}

// 6. IRENMRLEE, BEMINGE, TMNAS, RERIKZSFEH204
System.out.println(response.getHttpStatusCode());
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view /etc/pki/tls/certs/ca-bundle.crt

3-11 FARI0AYR CAES

(1] %88
HopensslRAITERAT, ATRESHECETLZEN, AI=iH{FEAyum update openssl -y <
E#fropensslhR A

e mMacOSEHR

a. FIFmackIEEGE, &iF AR .
MAZEERE ‘AR .

C. %ﬁﬁﬁﬁﬂ’\ﬁECAﬁE:ﬁI#E)\%ﬁE’:L% &, IWEHENATRCAIEB R BRAH
RFEE

d. EPIRCAEBMNM, BERFARIEE ‘ExEN” .

e. EF “SEERALERE” , &F “REEE" , BF XA .

f.  BAEBBEEERCAEBEEEM.

g. £ “{ARER” TREERCALP, EBEREEEERTIRCAINAZEEIIR

IEB AR TR o

LTEA: LRIABIES
EEZPIRRENEITR (LEWindows RS EIEHE 41 )
T EIEEEHE.
S$E2 BEmEA LB E, R ‘2561 > mEPEERS” , HELCNSHEE
1 ‘FABEIERERE > FABIER” $ALGITEEEERE.
$I3 EEIPEBRETH “BIE” 3, B “TH , BATHEBRE.
HBA WIBEBTEHER R “1S” , BE “THIER

HSERAS 07 (2024-12-17) WRINERE © ARITERARBIRAE 56


https://auth-intl.huaweicloud.com

IEPEIERSS

L

3 FABIEBEXRIESE

S0

BETHAIEREEF S “client_iiszip” , BIERE,
FASAZERI S “keystorePass.txt” o

SHIERX M “serverpfx” , IRIBEFERIGSIEFTIPEFREAUE, £H ‘T2 .
BIABESANERXHSE, B “T—%7
BINMFASAZRD G “keystorePass.txt” HFRENAYZRRS, B “T—2£7 .

e “HRRBRNERMATIIEME (P) 7, BdE “WR” , &% “PA7 , 8FE
E” WNE FERABEIEBHR.

FRIBIFRIH “server.pfx”

3-12 IFHEFABIED

i
IEFRFRERFIENRERE.

Windows AILASFIEEEEFE,. (MuaLUSEREE— &,

O RBEHEE, STESEHEEU)
@ sArEaERER FAEEC) |
EBEE: \

| o |
e

EEEERNEEEC).

7] Active Dirdtory FAFTI%
O EEEE
-] TEERES

N Blig

[ ETEEEEs) \

gE T’ , B%
R

RS BREETES
TR B A B AR SEIR R ASSLEBESIRIEER, SIRIRIRS s
NN ESE R :

o TETomcat EZEESSUIEH: IRERAIEBBES N ETomcatfR5388 EZR%ESSLIE
B,
o TENginX EZZESSLIEH: IRERAEBBES NENginxIRSS88 2 EESSLIEE

e TfApache EZZESSLIEH: BIFRAIFHERZSNEApachelRF5 a8 EZ3ESSLIE
B

o TEISLEZRIEESSUIEH: BIERHEEBS WIEISIRSEE L2 AESSLITEE.

“Sepk” , BIBEERSES “SARINT , IERBRIEMI.

N5k 07 (2024-12-17)

WRIERE © LEARITERARERAF 57


https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0081.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0081.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0082.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0083.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0083.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0084.html

SIEBEERSS
L 3 FABIEBEXRIESE

o TEWeblogic FZRESSLIER: BIERFIFIFIESIEWeblogichR5S 88 L &4=SSL
iEH.
o  TEResin ERIESSLER: BIEROIFES N EResinjRFS 8T ELIESSLIER .

MHRAS 07 (2024-12-17) WA © EARTERABIRAE 58


https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0125.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0125.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-ccm/ccm_01_0070.html

	目  录
	1 CCM最佳实践汇总
	2 SSL证书相关最佳实践
	2.1 在华为云/阿里云进行DNS解析
	2.2 网站启用HTTPS加密
	2.3 一键部署SSL证书至云上
	2.3.1 场景说明
	2.3.2 一键部署SSL证书至CDN
	2.3.3 一键部署SSL证书至WAF
	2.3.4 一键部署SSL证书至ELB

	2.4 使用函数工作流自动获取并更新ECS服务器证书

	3 私有证书相关最佳实践
	3.1 私有证书管理最佳实践
	3.1.1 私有证书生命周期管理
	3.1.2 私有证书状态
	3.1.3 私有证书轮换

	3.2 私有CA管理最佳实践
	3.2.1 私有CA层次结构设计
	3.2.2 私有CA状态
	3.2.3 私有CA生命周期管理
	3.2.4 证书吊销列表管理
	3.2.5 私有CA轮换

	3.3 PCA代码示例最佳实践
	3.3.1 前提条件
	3.3.2 私有CA管理代码示例
	3.3.2.1 创建CA
	3.3.2.2 删除CA
	3.3.2.3 禁用CA
	3.3.2.4 启用CA
	3.3.2.5 导出CA证书
	3.3.2.6 取消删除CA
	3.3.2.7 获取CA详情
	3.3.2.8 查询CA配额

	3.3.3 私有证书管理代码示例
	3.3.3.1 申请证书
	3.3.3.2 删除证书
	3.3.3.3 导出证书
	3.3.3.4 吊销证书


	3.4 企业内网身份认证体系建立


