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£ “APlia1T” MEF, BE “KhRA” , BOAEE “RELEASE” MR, B
&£ ‘BT’ . KA FANENSEERRAGRID, FITTI—%,

S84 FRAPI,

1.

HPEIMIINSZ o

FAPISHEHIFEREESE “HEEE” 1T, AT LS ER, BS
KXEZiHE110000%, FLAFPEESEIRIEZKIATDERAIAPI,

B “4BEMNMIER T , PECSIEMFNANIES . $EiESERRIEES NS
EBET.

SHIAPIFJURLEIN S 2 TER o

£ “APliz1T” U@, EFJAPIFIURL, 3TFFNISSEE, TEMBHE=EIANAPIFURLIETT
Ba, EREIZEAPIRNESHIRINIERRAEI, FRBREMI.

2-3 4%l URL ;=451

APl cce test

ID: 08260a6107414662805affeddb52a1ck

https://cce.test.com/ [

‘%thg ST BT “SACCELFRE" RIS TR MCCE TR ERSSHY
BB o

-

(Hik ) EoE TAFREIRESCMRE R

RERGRRSEMRIEZ—, SABTRBRESENE, FPERENBIRAES]
SEFTRAES L. REBEABARIEZFTIUZRSZRIERSEZEMFETUE, WRRA
FFETEE, MWAEJLURAINARTARASEARE GLL, BUNBRASEAIRESEL, BER
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FIRAIRSSINEIRINZN100, |BARAIRSINERDEO, STRMIBRRAZIFThRAIRSSHY

5.

2-4 RERDTEE

ﬁQ\ M @ @ ?;\&)«—— APIG ﬂ&—— APIG /0%//@
P 5&\-@ @ 100%\-@ @ @
mm@ mmﬁg@ r&mﬂa@
p

N
y\vﬁ*@ @ o, /‘J .
%" APIG APIG W’@ @ @
@

LS | BCCETRRAHAREPodIREAIRE iR EC B LR E R, SLIMFEIRES
DifEFServiceSCMERAIRE R HBNER AT, HERPLIRINEERYIRE 455
iE, #HMERESISSRSRTIR,

T GERAFENVIRRARZIV2RARIEIHE, RIEARSFHRAISIEFRET IR, Bl
RERGZELERENVIRNIEBEIV2IRA .

B FRITEREIHRE “Poding” , HappESEEIZTERFEappE—H. BS
FESEEIBNITFRE.

ELE “SREE > IS5 PIgE “Podirg” , Itk
“app=deployment-demo” , “version=v2” ., MREZBIESAYAMLEIET
&, ALEyamlhiin “Podires”
T2 FAEPodiFEE N “version=v1” BIIRSZEEDHAIINE,
TEAPIR LI H SRV EMN S A= L5 15%FEL6
EEMSA=ikE “APIETE > APISRER” .
£ ‘LEHBE” I8, ERotIBENAEBESR.
£ “‘BiniRSeEtl” X, BE “dwmiE7
B “NEDE” B “1007 , HEeE “BE” .
NERSERINREEANNE ., LT, £ RSEPISHEAZIRSRESAE
“server_group_v1” H9sEHlip L,
FIE3 BIEEPodiFEE S “version=v2” BIIRSZFRDEFRENEDE .
1. 7 “IEiniRSestui” X, Bd “eIERSESA”

vk LN =

& 2-10 RSB HAERE

2 [=yizkil

REZ 22D ERIR AMES S “server_group_v2” .

NEHEC HAMES S “17

[FimpRSS iR HAMES ) “807

R LA IR POdAREE “version=v2”
2. BE ‘g’ .
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LA R ERIRSS R

BT RIH R R RIFT SRR S e300ttt , fAEEEIS BN TR Z TAISCHEIIPis
W HENSRINE EiRiRS G . W0TERR, RIEIRE “app=deployment-
demo” , “version=v2” g BRIILECEI SR TIEREFAILAip, BIEIRIRSSZEHE
1|

2-5 BEN LA TAERERISES] ip

CCET{FmEER

AR ENE S BRI “server_group_v1” 4HAIELHIF9100/101 ( BRSZ B8 ENE/BR
FROEWNEZH) , PECEI “server_group_v2” HSLERIELEIFI1/101 ( BRSZEEH4E
*2%/5&%%%53‘25&52*!]) , BENEBPIERMS RE “server_group_v2” HHAIFH
WRAS_E

2-6 BENEAO LARIEEE

ESRERE

sorver_group_v2 1 @ PostEEversionE AR RS

PodtiEversionEvIiESEE version=y1 %

SRS WIEMFMETREAMEIV2ARFEEEITRE
ERILABTIIERAINRER BT AT, MNRFETHAERITEREe. BN, it
Y =Ziz L8

FR6 FLFEARMRAIRS RO EINELRE.

ZEE N “server_group_v1” SHAIINEE, 1EK “server_group_v2” HAINNE, E
SEE5~5B6, HE “server_group_vl” SHERINES “07
“server_group_v2” $4ERINES “1007 ,

EsENERE

version=y1

version=12

D)

WE, FBRIEKRELR, PERIRSEEDE “server_group_v1” BILEHIE0, BRSSES
3¢H “server_group_v2” B9LLBII100%, BliEKIGEEBEAEIIRSEEDHE
“server_group_v2” £, 5EREM “version=v1” BIT{Efa% “deployment-demo”
“version=v2” BIT{EfRE; “deployment-demo2” Z|@RtJHE, FHMSEIl T A tEM
VURAZIVIRARIRER . (R BXREARNRENESELLHTETRESHE

2)
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7 MBRPodimEE g “version=v1” BYRRSSEERiRD tHserver_group_vi,

MEREIRESISE “version= v2” RIRRSEEInDENFIRRSS N £, Hit,
VIR AETERRSS 28 fa im0 4BMIRR o

1. HAAPIRMXIEHGRIAEBEFERE, £ “GiRiRSS=[biE” KIgZE MV
K iGimpkss Rty R PAIIPHILIFERS o

2. AERE ‘EiniRSSERtti” KSAMAY “BiR™ , kR “version=v1” BIBRSS

=) =Ny a kA=
{REBPodiFE S “version=v2” BURRSSEERiRDE “server_group_v2” 93¢H,
----45%R

2.2 {8 APIG EZRAMA b EEPR.ORIRSEEN

N FzS
APIRXHEimARSZ B 3EXEBHE:

o EIRIRSZEBEEMMET (LITEIRVPC) &, {CZFFARIILSIE .

AITEAPIMKEBIZEVPCIEE, FAVPCEE, FIEBAPINXSEIFAB=RIMLZEE
=z

o [ERIKSZHMELELMMETR, BIAJLAEZET AMIEIHEE .
o SiRiRSEIEBERMEEFC, BRREELS2AMMEIERSAE.

WNRIGEREZIRAPINK, AJARMMEIREFOEZ—FRSAPIMX ( Fi4BERILE
ATRVPC) ZEEL,

AT EiRARSEFBENEIRER OGS, NMAERAPINXHRAPIRISEES

R

[ 2-7 (SIS SEEEE P A IR SN TSR AP| %
ERE RS EEE Ehre

Z :vpc
|
e '
— L |
o=@ =
|
|

BO Sl SRREx

EB=ZE%LS API K
FIE1 BIEVPC, MNEEBVPC, BIBLIILERE,
BiAREESE ( BUFABZ= VPC) .
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EZIRAPIRKFEZHE1NVPC, BAMEIER OSVPCZEREIRE LS, APINX
BIRnGa A R ORIBRSS -
o FENAPIRIKAL TN FMER

o —FRREEFEFTEAMEEROENPVPCHIME, TR ERIRIR, BiNERY]
jz]FEEUE—VPCEP, B R AEVPCH R EFERATTRBIOAEIEH O RAIRL ALY
19

2-8 Bl VPC Rfil&%

BEREE
53 Q ~
EFF wpcl
IPvaRIER 192 %8 - - /| 18 v | @
O . EEERS 10000824 EE | 17216001224 552 | 192.168.0.0116-24 EE

« BEFIEETVPC, FEVPCSHVPC. RBVPCSE NEERLTEERSH, SEANERRNETE, SITEEREE, SSREANEI
ATE defaul v ][a] @ weewns o
v EEESFTE

TSR

FHhEE 1
TRER subnet-3ale
AR BIFAX1 (center) B2 (center) X3 (center) TTEX4 (center) @
FRIPv4FEER : 0 /28~ | TIPS 251

THEESAR, TRRRETHE. BteRen, BEsS7RIEY  ABRUTHRR,
FRIPEFREEFTE) FEIPG @
HESRmE il @

T2 BIEEZRRAPIRX,
BARESEWLEEZIRAPIFXET
T3 WELE=ELL,
WL —KIEEAEIRESR ORI A APINE (FIBENEIAE R ) InE%, 1B1%
AT REIR R AT :
1. TOEAPIEEREN
BIME—SEEAEIER O SERNTNEERFEE . BIEEEFE “—uh(iE
N, ARGEREIIRE,
NREEHEFOREITYIEEE, TJEEFER.,
2. BUEEHIRX
R K TR EXE ZARAPIM X4 ERIVPC
EIEIRVPCERRT, BERINEZRAPIMNEEHERIMER, FRAFEEAIHD
HIVPCFMN . AITEEZRRAPIMFIZHI A EIEMERIES .
3. BIEE#uEO
EIUEOSIEEESENNX (ST VPCHIME ) XE4iE, T@8mEsE
ZhRAPIRI S ETTEVPCAIMILZE o
IERImiR N X Sizis N ES BB E S A EUE /OB FFRAPIEZE ARl 70
FM, FlaniEAttEEORIAPLERBBIE Ahttp://192.168.0.25:80/{UR/}, iz
IR EFNimim BRI E 192.168.0.25FFERIFMER SR,
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4. ECEARHIRE

SNRAEIRP ORI FMAELU T =NAFMERA, ERAFRE N hIREA:
10.0.0.0/8-24. 172.16.0.0/12-24, 192.168.0.0/16-24,

£ INFRRIER

BEIE—aEHBRIECS, BRESEZMAPIMXERIVPC, FMEZEH, RERH
FIRFOEEEBECS, NSEZhRAPIMXIAEER

S| EEREESAPIRE, AGEAESIRAPIREITHAP.,
R

(EFIE =Ry APl RIEFFRL API

KRR O SEZhRAPIMKRIMESERRS, ErLAESERAPIRKIIFERIE,
B{fi52% ( APINXEFIERE ) -

TR, APIRNEIRARSS HIHES ARt EIRF ORIAPIE AL .

2.3 (£ APIG TZ/REE VPC FARSinARSS

2.3.1 5/ APIG EZE/REE VPC AEinARSS 7o =ik

R FRim=

L RiRIRSSSEFTERIVPCS BIFE L HIFEIRAIVPCA FARRIIASAT, XTI
IRSBECE, IASEIEEVPCRIHE? A LAElastic Load Balance ( S8MERAEIIMEELB ) /9
B, HHAIMITIEAPIR X =TI ELBERAIARSS o

B R
2-9 APl WX VPC AR IHIRS
vPC2
VPC1 _— +
3 ECS
APIFIZE
O gz = O O
) frerl API 3
[ ELB ECS
@ API
----------- ©
ECS
BERNB

FHENRARIE S IFREITRIEECE, THENRBIWSMESH, BREEKER
FRimARSS Lo
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HRSRH

VPC1. VPC2. APIGELAIRGVPCNER R EEES , X TAPIGELBIVPCHEX, 153
%%2'130

2.3.2 (M APIG EEREE VPC ARG IRRSS RiRAMX]

% 2-11 FRMK

&R HE (1)
VPC 2
APIEZRRSLA 1
ELB 1
ECS 1

2.3.3 {5 APIG EZIREE VPC A EiniRSZRIERE
T

gEVPC

ellfE2=nl

BUEETRME R IDE

i SNEE

EIEAPI

BIEECS

£R

1. glEvVPC
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BUEEFNVPC, VPC1TAAPIMXAFTEVPC, VPC2ASEiHM ABFRTEVPC,
2. BlUEESCHI

FEVPC1 L BIZEAPIZ=RREEH
3. BlEsRMREISE

FEVPC2 Bl A EtDE
4. GIENEER

BUERVPC PeeringdtEiEZ, ¥TBVPC1FIVPC2,

5. BCEKH

HEAPIEZRLH LA ERE, EoEIPAMEELBFREVPC2MES .
6. BIZEAPI

BUEAPI, FiRiRSHELIECEELBAIIP,
7. BUEECS

ERVPC2IEVPC, HEH EEPERIHMNAIRSS, tlI#&Elastic Cloud Server ( i
Bk ) -

8. AiXAPI
ISR ELBREERLIN -

2.3.4 {5 APIG EE=REE VPC FHEimIRSS SCREE 1B

8l VPC
SB BINEERHE
S| EEMSHZER “RIMES > HIOVPC .

£R|3 7 ‘EWAEZRT ME, BE CIREIFAER , BEER2-127/15R2-13RE(E
2. BRRFESE ( BB RS AFER ) P19 “SIZEIMMNERFN” &

=+
TIo

EHiisg

[E5-7 ~

= VPCH

IPvafIE: 192 188 | - - [l v | ®

0 . BiUEHERSE 10000824 B2 | 172160012-24 ¥EZ | 192168001624 #HE
. HESHESTVPC, HEVPCSEIVPC. HEVPCEZTHETLREECH, SEaNEmnaNEEE, SIFTEEREE, SNSRI
AR default v | Q| @ sErWEE O

v SEESEE)

TGS 1
THER subnet-df38
AEE FIEE2 (center) TTFHE3 (center) CIEX4 (center) @
FRIPvRR . o 24 ~ | EIFEIPER: 251

FRAESRE, FRARTCHEN, BheErs, B8 SSTEl . ABRuTFRRES,
FRIPvERER(TTE) FEIPve D
ES =aE g L @
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E2- 12 BEEERE
2% BoEiRAA
X5 EEEFRTERIX I
BiR VPC1 ( APIRISEERFEVPC )
A IRE EIRFREAIRLINE , HabiEE “default” .
B BIEEIFAB =RIRRT BIE— N EOA TR
2 2-13 VPC WEZHKI
VPC1 APIGSEIZ4VPC | VPC2
10.X 172.31.0.0/16 A BESVPCIFIAPIGELBIRFZVPCES .
172.X 192.168.0.0/16
192.X 172.31.0.0/16
$WA BE TEPRIE7
S| BBELEI~LE4, CIE “VPC2 (FmRAFRTEVPC) 7 .
BUEESLHA
HIR1 HNAPIFIEHIS
T2 TAMSHISIEE “IEISE”

% 2-14 LHUER

BE “WEshl” .

2 [Ry=ainlil:

THERER ERRSLAIRIT2RETC, IRbIEE “IREITE”

X1 EELPITERNXEE, BS5VPC1IEIXIE .,

ATAX RSB TAX, thabER “TRx1”

SEIZFR SLBIREIR, BIEMXIEEN

SIS ERLPINBENNE, THICIRSIUSATER, Lthabik
‘Bl .

BIE:2 7R RIS A STIEXTSEAIH TP RORTBIES , BIERWSE
BORIRTIEER, RISEOARE “22:00:00---02:00:00”
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BT 2 FFRLAPI
2H B EiRAE
A IRE EELFIFREEWIRE , RIFBAIRE “default” .
e EEERIRMNEIFARZ= “VPC1” F1FM.
L2 B ‘SRR, fIERedE, BWIRNBEE
“default” /5, BIETEIE.
R EELAIRERER .

£E]4 BE “THWX”

£S5 MBWATIRE, FIEAFPFIRFABSRRIGEHESAE . FHael@sedl, Rl
EROIEHE

TR

Bl ELB
SR IREIMEEEHIE .
S22 EAENSHEIRR “SRERindE > RE9EsR" .
$IR3 B “WSORMEREYET .
TH4 RERHIYERER. BNMEESET (RIERYERFIERE ) PIREIYERS

To

x 2-15 PR EIYESH

8% EcEiiAA

SEffi2EEY RS BIRTHIIS2EEL,

T2l IR BRIAERR “1RdmiteER”

X5 ERLPIFRENXE, BS5VPC2E—XIE .

aTAX CEHRSLBIFRERIRT X, thabisER “aTRx1”

B IEERMREIIENETR, RIENIBEN .

AIRE ERLEIFT BRI IRE, taBAEE “default”

HAE IS SR BUBRINIESR “ BEIEMS” , MISBAAERE “ I
FREY” 0 “RIL8EL”

£EEEY HEABRIAIESE “IPVAFARY” o

FRr/EVPC FRERIFAE =, EEECIZNEIFAT R “VPC2” |

BUlwF M TR,

S$|S BE “UAIWEL” .
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£|6 MWNMSRERE, BE “RBR7 .

S|T NINLEITES .

SHEOOEPMRARIIENRIR, & "W TEPeE “RNEfR" .
FCEMITERETR. Ainth IR0, 8E “T—27 .

B EEmRSZRAZIR. FiRtMFIDECRIERE, B8E ‘T2 .
NERARSS R, BE “T—27 .

BE B . TEMRARERNER.

vk N =

2-10 HNGITEEFE, EERTREREENEHRRSRAERES

EAER

ARSI (AWEHAR) O

-

BUEERS TSR
SB EREEHANENSHEER  EIRES > WESEE
$E2 BE URNSEER  REVSEE.

\

\

X 2-16 WEEERE

o Ao EiRAA

Xig HEEX, BS5VPCIRIXIE
SRR EEEERNEIR, RIBMXBEN.
ik VPC BeIEZNEIFAER “VPC1”

M IERLERIA “ HEIKF” o

XTI E EFEBmMmA .

XV PC ERIEZNEMFAER “VPC2”

$|3 BE “HBE” .
SR4A ERERSE AN, EANSEHEFERE.
H$|S E “XKEKBHRT TEHHEE RINEHAT .

1. EREPESEHEES.

M HRAN 02 (2025-03-11) WA © EARTTERABIRAE 21



AP| 3
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& 2-17 KiFfIxSiRaEHER
2% 1588
PN iz
REAFAB = BeIENEIFAER “VPC1”
fiEl=EEs VPCTHIEREZR .
Sl zjj:ELBii’%ﬁﬁ, “‘BAER mEHH ‘RSt
PRz aE
BB = EEIEMERIFAER “VPC27 ,
BER VPC2HIEEHIZR .
BRYHbhE BAPIRXEZIRELFIMENE, “BEAXMER” REH
f9 “HBFARIIP” Hbiit,
2. BE ‘MR
BoERH
LB IREIAPIRKIZEFIS
TE2 EANSHIZSIEE ‘OISR .
£33 BEEEAPINXEZRELAINERE “BEEEHE” o
T4 7 BB X, B EXC BREEH, BEIPACIEELBAITEVPC2HIMES .
$E5 BE “RE
BIZE API

ST TAPINXIEFISRIZMSHIZER “APIEHE > APIFIR” , B “GIEAPI > S

API”

o

£B|2 BREAREESE, 2E ‘T£7

& 2-18 HliwACE

S8 [ abeliz]
APIZZFR IHSAPIZFR,
FrigsmH ZRIA “DEFAULT”
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A&

o BXRIFE: EOIAMAGI, MAbER “GET”
o ERMMY: EERAPHERIMY, LLALIEE “HTTPS”

o FiEF: APIDAECIERE, RFENDEENDE—TK
UK ARYEIREE, WEREEEREZS LSS
1000/K o

o IR EOBEKEER,

APIMEFRBERINAMIEAPIER, M= EHIEIRIGN o
FOABIMXIERA “default”

ERfESLE
£
URL
ZESIE)v
ZEINIE

EEAPRNIES T, HANEE “TTNE” o (FTINER
fg{,ﬁff)ééﬁ%ﬂﬁ, PrERFSAIEE, RMEFESLPRISS
H

$|]3 RERIKER

&, 8&F “T—£7 .

% 2-19 HTTP/HTTPS XBIE N [FiiRS

28

BcEiRe

s

WiE “AMER” AREELAERRS .

URL

o BERTE: EOFAA, LAERE “GET”
o ERMMY: EEMMNUSEERY, HALEE “HTTP”
o [GimpRSSHNL: HSEIZEELBRIARSS ML .

o IZ: [FiRARSSHIEER.

FRA EXREERGE, BF T .

.

el ECS

£E1 HEARIRS=E

=HlE .

$H|2 BE “WLBMERRSER o
$I|3 EitfcER, B2E ‘T2 WKREE™ .

% 2-20 HitfeE

24

BcEiiAA

iHEEE0

wE “EFEITET

EEEM RS REIEX Y, BS5VPCQE—Xi,

et R RS BRI X .
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BT 2 FFHi AP
2% EcEiREA
CPUZEH A “x861TE”
A IR SSHIR, RS
BR IRIBAL SR, EIRBR
EFABE = EEEIRNEIER “VPC2” ,
ESTRES EEEENEIIAE=AIFN.
L2 EEEEREHIPEEIENZ2E.,
SN RYIP rict: S N L
=ARSZ BN ESHMRRSEEETR.
BREIE BERTIRSESFEIE, LEBIA “ZB7 .
BFR& ZRA “root”
A HEERTRSENEI.
G A IR IR .
IR LEabiksRE “default” .
LTR4 EEYERE, 2F ‘WL
iz API

ERERHIERIEITRIFES, BE ‘BE/MNERRSER -
£ ‘RS REF, HIRRSES-
ENEZIRSEGIFRT “APIETE > APIFIZR” NH, FEELBEAPIPTETIRE ‘B2 >

I o

EHEERSH, 8F “Bd” .
IWEBER “200” RREXMAN. BN, BEEEREEDLE,

-

2.4 (FFH APIG E=hRSCHL gRPC IRFBZHVERHE &
2.4.1 {#F3 APIG E=HRLH gRPC IREBIIIE LA B =R

R iz

gRPCRERPC (232 ) B9—Fr, RFEENEAPIHIRequestFResponse, FIT
HIgRPCIEZERAATLATERL . ERIEREUFAER(Eprotobuf ( protocol buffers ) {EaE
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OFMXIES (Interface Definition Language, 485IDL ) , ERSEREEHEIHRIER
. 2{FHprotobuf,

L AP ERAGRPCIRSSHT, ATLUBITAPIMEEIZEAPI, SEIgRPCIRSSHVIRHEEA o
YR SRE

BFGRPCSINNAIAIR, gRPCEBIMAPIRHGA, Sk, 1B,
2.4.2 {F3 APIG EEhLH gRPC ARSSHIES S AR EiRAE

FHA
.

LA
1. GUEAPI
BUFRgRPCEEIRIAPI, BIEIRHMYIIAGRPCS,
2. RFAPI
1S gRPCERIIAPILZHEIIAS £
3. ISiF
{FFgRPCE FimlitgRPCARS T FAtE, MNRIRSBInIEFERENGR, NZERGRPC
ARSSATA .

2.4.3 (£ APIG Z=hRSCH gRPC FRSEB VIS G A SCiE TR
B2

o EPRinSIRFBIRIIIgRPCEE,
o  RSBimEEN proto3ft, BNTEprotoSZiEriE X APIRIRequestFIResponse, proto
NIRRT E N EREIFNIRSSEORS Y, BEEJRPCHER, BET
Protobufif S, ATHERHIENEEIIRELR, AR inIRSinZEE(E
NEE.
eIz API
S BFAPIMXIEFHERE.
TE2 RIBELPR S EA NS L5 ERELAl,
TE,3 EEMSHIZIER “APIBIE > APIFIR”

M #%hRA 02 (2025-03-11) AR © AR BRABIRAS 25



AP| [
EBIESCH

2 FFELAPI

%5 API

$124 B “BIFEAPI > BIFEGRPC API” . BEB¥MIES, 52 EIZEGRPC API,
5 RIETRSHIRE, BBRRER. BEExkRE, B “T—=%7 .

& 2-21 AliwACE

28 FoE ke

APIZFR ESAPIZR,

P54 APIFRfE534H, BN “DEFAULT” ,

URL o iEXRFE: EOEABN, BIA “POST”

o IEKRIMY: FEIRAPHERIMY, BN “GRPCS” ,

o FiHZ: APIDECIER, EFADEBDE—I KW
N RRYEIRE R, tRdiERER&Z LA
10000% .

o IRIZ: EOBEKKR, AMES “/
helloworld.Greeter” , iE3RIERIESE proto3{4,
helloworld 584, Greeterfg53%3.,

P K N[ Kz APIR X REER N IEAPHER, MIF-ERYEIRIAR o
FOABIMXIERA “default”
PUECE AR “BIERITED”
ZEINIE ERAPUAIES T, HANER “TIAE” o (TTIAIEE
fg{,ﬁa%z&%m, FrERPgAAE, NMEFELIRISS
==

£R6e RETERSHIRE, RERIKER. kKE=KE, BE ‘T~ .

& 2-22 FinkcE

SH BecEiRAA
GEEIE ®&E “NMERT ABBENYERRS
URL o BXRIFE: EOFEMAHBIN, BIA “POST”

o ERMMY: EEMMNYEERY, BUA “GRPCS”
o [EimfRSSHL: BEEEiRARSS LN wO .
o IBRR: FIRARSSAVIRE. HAMES “/7

-

£ “APIETT” TUH, EEEOIEMIAPI, BF “RBRIRE" .
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2 FFELAPI

SIE

(MEETY:
£ “APIz{T” TWET, APINURLAERARGEURIMNY, XEREZF
gRPCIERRAY, BEANISZEHSENA

APl sgTh

Aecbabaie 701 Icfcata

I 2799 abc adtdaT dabcafafon 3ea 3bhal ey

L2 EEAPINAHINE, FHESRHIRAE,
SW3 B “BE” , APIRTRING, RHIRIEE CANTERNSHEE.

R

FEREONETERABSLIZNAP, EEZFIRERSEIZMNAPI,

‘G Untitled Request

(&) 2c759feScads 11 Greeter | SayHello

Status code: 0 OK Time: 248 ms

B1 BESAPIFRESERNERIEE .
$IE2 S ANIRSIRAprotosi4,
AL A9 protoSZAEEN T

syntax = "proto3";

package helloworld;

// The greeting service definition.

service Greeter {

// Sends a greeting

rpc SayHello (HelloRequest) returns (HelloReply) {}
}

// The request message containing the user's name.
message HelloRequest {

string name = 1;

}

// The response message containing the greetings
message HelloReply {

string message = 1;

e helloworld: 83
o Greeter: R3S

s
124

B3 o HKRIX
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SayHello: 7%
HelloRequest: i&3R{A
HelloReply: NmRZ{A

I3 SEprotoX4TE “message” XigHIEESAPIAYRequest,
{
"name": "world"
}
S84 B “Invoke” &iZEK.

IS5 7E “Response” XiFHiR[EIAPIEIResponse, EIAEIBETR “0 OK” , FRARM

I

2.5 (A APIG E=hRECH WebSocket fRFZRVEE A&

N FZS
APIRE373FWebSocket API, EEIEIIZFICIZEHTTP API—&{, WebSocket2—FhE
WILIEENY, BYERENTCPERE E, AIFEEFIRMIRSSEZEH TN EERS.
WebSocketfJig1+H SERRHTTPHMYAESER A IR B S ENAE . B 2 NAF:E
BIEIR. & . ST SIREREFT=.

LRE5RT
e WebSocket APIFRZIFAPIGIZ4 & REFAIEIXINEE
e  WebSocket APIZAPIERTHSEIAIPRSE, IR ZFIWebSocketiEiE= RAYEEID T

Ao ERYBATEYE, FFEIREping/pongfRiE, NEESEBECIRIFT -

BUIRSR{E
HEE— EMping/pongfRiEAIWebSockethRSZ i

BMEER

£ BRAPIMXEHIESRE.

S22 RIELIR S ELNSHE L7 %R
TE3 TEMSHIZEE “APIEIE > APIFIER” .
$A B “GIEAPI > BIEAPI” , EERIMER.

% 2-23 HliwAcE

2H [Tl
APIZFR IHEAPIZTR, fla0 “API01” |
FriEsnR APIFRfE4H, LLERbEAA “DEFAULT”
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URL o BXRIFE: EOAMAGI, MAbER “GET”

o ERUMY: EFEAPHERIY, LALEGIA “HTTPS” |
XIMwssHMY o WNRIESE “HTTP” |, XFMIwsHK o

o FiEF: APIDAECIEME, RFENDEBNDE—IK
MK AERYEIREE, WElEEERES LA

1000/K o
o IER: BEOBEKRKR. WAMES “/hello” .
Pog ) APIRIKARBERLINALIEAPIER , N ~ERYEIRIDA o 1Lt
REBRIA “default” ,
ZEINIE BEEAPRANIES T, HHALERE “TINE” o ( TIAIEE
ngﬁfi)éﬂ‘ﬁﬂﬁﬁ, PrERFSAEE, RMEFESLPRIVSS
H

$W|5 BF ‘T2, REERER.

* 2-24 [FinkcE

e BoE e

[RimARSS 2 LeabiksE “HTTP&HTTPS”

REBE BEE “AMER” REBESIEEIRRS

URL o BKAE: BOAMAAI, %R “GET” ,

o BERIMN: HEFRMNER, MNREBiIRIRS EwsIMNE
B, LAMERE “HTTP” ; WIREIwRIRSS 2wssiMyE
B, UEabiERE “HTTPS” o

o TimARSSHEE: HHAMESWebSocket/FimpR S it K i
Ho

o IR1Z: FIRIRSAIEE. WAES “/7
[FiwiEET (ms) AR RimiBAIAYE), (EEKTFping/pong/UBETE], I

a0, ping/pong/C:BkATEIF920s, BRAFBRTATEAILLISEX
87 (20000ms, 60000ms] .

TI;6 RinEEERETME, Bl ‘Bl .
FIR7 APIBIETRE, £ “APIz{T” MEH, B “AGHERA” , KHAPL,
FIR8 (FEREOMIX T RIEREAPI,

ASLEE @IS IPIEFIDEFAULTSH TRIAPI, N “wss://IPHEtt/hello” A&i%iEKEIE] o
Hrh, IPHBHERAPIGIESIS “SLESE” a9 IPHBLE
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iscannect

"action":"connect”,

R

2.6 £ APIG EZ/REEH http Fl https BEhEEM

2.6.1 {85F9 APIG E=/RSEH http F| https BaiEE @S =HhHA

ISR

APIRX3ZHFhttpEE@E I httpsIiEe . ZFEFRIAPIRAhttpiMAIEAY, HFhttpig
BEHLZESINEL2RE, TJLUERAPINXHEEQINESEAPIH S L EMIhttps
tima, ERFRESEERhtpiY .

HRSRE!

AFNEE2EMRE, JIEGETEIEHEADG ZREER A RESHEIEEL, EIULAPIEKRT
iFPREANGETEHEAD

2.6.2 {3 APIG E=HRSCH http ) https BEhEEMHRERIE

Fran

!

I

!
253

1. FREEG

FEEE[@INEEAYAPIRIRTImIERIMY LIS “HTTPS” 8 “HTTP&HTTPS” .
2. ISFEED

MIFEEQNRERRE .
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2.6.3 (£ APIG E=hRSCH http El https BRIEEMSLIES R

HIR SR

FEEEMD
£E
SER2
SE3
g2

o CE0IEEAPI, APIEIRECERNERIMXAUERFE “HTTPS” 8% “HTTP&HTTPS”
e APIEET,
o APIFR/EAPIDHESPEM A FISSLIEH

APIRSEEIRERSPEHZFSSLER, 520 ( APINERAPIERE ) .

EFRAPIMKIZHISTRH .,
EENSHZIERE “APIEIE > APISAH” .
BENAZIR, HAAPIFFESEREERE.,

i ‘pEER" RER “GREE" Kif, HFIESHEAIRTIE, & “‘iFhttp to
httpsBEhEER " FIFBEERINEE.

R

WIFEERREEN

SER1

S£IR2

BT 28R AhttpstMYRFAPI

1. FENSSSRAGbItRE TN “https://APHEREEE” BREI%E.
2. TEREE biRF12,

3. £ ‘ML REPIKSIBETR “200” FREBRKIN.

eF R g nE RIA  Lighth AdBlock
X @@ Y Q OE=xEs Oepdy SemmaEn ~ & 1 L
C Q@ = O &t O BEMERM 23 Fech/XHR J5 Css EK IR T X8 W Wasm 8 Mt O #SME cooke O RESNER O $SHER
O ERARBRT O mEpss
) BREu | ERAREE
h X Bk RS MU 29 W
I BRI ttpsy/suf 111

BT N SEEE R A httpE AP,

1. FENSSEEROMEE= RN “ http://APHERESE IREI%E .
2. TR FRF12,

3. 1 ‘MK REPRSHBER “301” RREEEHKIN.

H EE =8 7F AR L d
x @@ T Q #EE% O RAET CeRTRE v R A L
C @ us Est O BESEME 23 FechdHR U5 C5S B ML TE XS WS Wam BS R O STIZEE Cookie () REGMER O SRR
FEABERT wERsE

0 ST Lo ]
e X Gk B8 W

Y - 72

Baa

s
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2.7 (M APIG EEIREIA B G iniRSSHIE A
2.7.1 R APIG TEMEEIIARIRiRiRSSHIERS =i

Rz

APIMKSZIFEN S RE& G, BISARRIRIESEM, BAPIERELEIARAIGR
fRS3H, BLIHEARERGR. flah T XoEBERSEHER, JIUENX—
™ “RigERT , BIERRRBEESMESE, AEEHRERR DEEBRIERR

5o

RBEE “RESH-AIRAMESE” 1), HrAFTETIRE “‘RASH-A

IRAIESE” RIS MPEAPIERE R EIEEREIRIRS T

2R SRE!

( APPIAIESRIAMIAGE ) o

RIS EIRRT, HIEN— 1A, NI — 1 REEIRIIAPIERK,
RS R EIBIARIAPI R o

‘RASH-BWALESE” RIS “FOHE™ ISFHHE. BY. H/RE
=MERIRYE.

—MAPIRZE X5 RE& R -

2.7.2 {($F APIG EZIREEIIA R RiRiRSRIE R ERE

—_

3.

i

BCEAPIBIYN

ACEAPIfSYN

A API

e

ECEAPIFIE

FEAPIIBNmR EREERZEIMES A “BEMIAILE" SifERNEIAILE ( APP
INEBRIAMIAGE ) , FHERIEENBEENIANENSR, RgE, UEECIZEBE
BVEINTIR

ELEAPISi

FEAPINEImR EREMIKIESIR, RIESENERERREE “RaEsH-aiin
INESE” , HRESHER., £EEE., £IHES, HPSHITNEEEE
S B E MAERHIREEF context=FE8 FRIRET— .

iEiAPI
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IEIAPI, MR ESEINEREIERINNRIE GG

2.7.3 (£ APIG EZhREEMAR FiRIRSZAVEA LR B

BIRSR(
1. BUREEMNERM, MBEFCIREIRESE TR, FRERSIIEEIE
FEikEcontextxE, FERPBSEEN . HPREMNERZISFHFE, B
/R BEIZHEEXRE, BENNN ‘RASH-AWATISE RIEFMHOSH
BIRASHHE
B 2-11 BESOAERE
dedicatedgateway-yictdw W
index.py
1 # -*- coding:utf-8 -*-
2 import json
3 def handler (event, context):
4 resp = {
5 "statusCode": 288,
"body": json.dumps({
"status": "allow"”,
8 "context": {
2] "test": "1237,
1@ "authstatusl": False,
11 "authstatus2": True,
12 "num": 1eel
13 1
14 s
15 "headers": {
16 "Content-Type": "application/json”
17 3
18 3
19 print(resp)
28 return json.dumps(resp)
2. ELIERRBEENXINE. NRAKEIE, BESEAEANEET LI,
ACE APl iR

FIR1 ERAPIMKIEHIERE.

S RIS ELM S L7 5 RL6
SE3 EEMSHIZERE “APISHE > APIZIER” .
A B “GUEEAPI > BIEEAPIY |, EEERIKER.

& 2-25 HliwhAcE

2 Ao EiRAE
APIZFR BSAPIZFR,
FriEsna APIFRfE#H, LLERbEMA “DEFAULT”
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28 EEiRAE
URL o BXFGE: EHOPABR, A “GET” .
o BEKIMN: HEIFAPHERIMY, BAIA “HTTPS” .
o FiE: APIDHCIEE, RFAADEBHDE—T A
B R EISE R, RSB ER&ERZ LA
1000)% o
o IRZR: EMIBKIZER., HAMES “/12347
P EIwv APIRREER DAL IEAPIESK , MiF~4EAYERIDRY o
FOABIMXIERA “default”
ZEINIE EEAPUAIEST, HANER “BENXINLE”
BEMIAIE EEEHRSE AP ECIZENBEE AL,
EcE APl [FiRk

£ pimRETMRE, BE ‘T—#7 , #EANFIRKRERE,
B “EINER BEImIRSERELN “Mock” 2£8), MockiREIZRIES “EIAGE

)

fi o

s wx ORETERmEEEE.

x 2-26 BLERIEEIR

2H [Tr=einlil:

[EiRERES 2R IBEERiRRERE IR

[EimpRS5 258 IEAbIERE “Mock”

MockiR[E]45 HAMES “HREEEIR -

RESSIH o FMXRIE: &R “RASY-BIHANESE

o SHETR: ESHIHERHCELIEBRTE MIANERFIREA
FcontextEER A “authstatus1” ,

o RMREL: KR “HBF7

o XMHE: ESFHRFEELIZEBEXINEREREAH
context==EZ FHY “False” .

H$|3 BE "SRk’ STRBIEAPL,

.
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RTHENER, FLRERIEERITRIRRSERIERE “Mock” , FHRIEEMockix[d]
2R, NRRERIRINRIRRSERE EM, TR NGttt B RING
e,

ZB1 £ “APlizfT” mERED B , BAiXEelEYAPI,
REERFER “200 OK” , FRRAPIEAREIN, FEIREHESFE ‘KGR =
¥, ®RREHRIEEIRAIITE R4 INICE R Fim B E M IAERELIR EARFH]
context=ERPRYEEXS, APLEBFEIEIHMIN. BN, EZEIRIBETLIE,

23 AR
16 1

150b23F1c1des0afb74aldcc7alds

£E2 £ “APIE{T” NmE, $E “RE” , HAAPIRERE.
B3 B2F “T—27 , EANAPINGERKERHE, EXERMIRBEIRIVREESHER

“True”
A B “TRL . STREAPIRYYREE
$I85 BEXIEIKAPI,

FTF IR IR BRYSRIE SinAI S ERISHEIR A ILECE A iR B & SOAER EUR A H
context=FER FRYESRERXS, R, TiXEIRIREEXIAESEILECEIAPIRIZRES
[Gim, UWATAPIRIMMRZERER “200 OK” , (BRIREHEA “ENEiR~ , FRUES
BERNZEAPINEAGR. B, BEERRBETLE,

ER e
1 1
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A
API I\UE

3.1 {£F FunctionGraph RSZSCHI APIG BIEENIAIE

R i

FEAPIIZEINIESE, APIMKIRMIAMINIE. APPINIESES T, IR HRIEFR
API, BERFAPIMXESIFRAFERBCHPAMEST (LATNERBENXIALE) , LUEE
pritREI B SESEE.

APIMX sz FHI B E XONERZ AR TIERRSZ LM, ARERMTERFEIES
ESONIERE, APIMXKIERIZEE, SEMBESMIANE, THELABasia MEAfl, MME
IMIER R EARSS LM B ESOAILE
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BFERAE

Hia

S B ESMIMEEREL

BIEBREMOAIE

BIEBESOAIEAPI

RERI=E

BRET R imE &

R

1. wmEBENXIAIERE

BUEE—NREWERN BB CEAIERS .
2. BIEBENIAIE

FEAPIGHEIE— M EENIAIE, BEREIRSZIENAPIG,
3. BIEEBESIAENAPI

BIE— P EESMIANESHIAPI,
4. ZEEIRLN

AT ILAPIERZE R AR E IR E R context PIIFER, EE(EHK MR,
5. MESRIRSE

RINEFSH, BREREA context{EE1ER G
6. ISIE

AP, MEREEINREIREAIcontextiZE .

W5 B E X IAIEREL
ERYTERIEHARERY, BEANENAERSERESIEERTRIRBEE
MINIERIEREL

RIETRSHIRE, AR TERTELIE— R,
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3 APITAIE

x 3-1 BHEREE

SH BecEiRAA

EEBIES A “BlE=ERE .

BRESEE BN “SBHRE

X1 SAPIMXERXE .

InH LERTAIKFBOAN—MRE, X IEHRRRE,

FARPRE IR X1gERIER (T ﬁf, « FERIRFIMES
&R ) , LARGAIRB EBALHITRN, PRI
ShiZREMFE AR, B\ EREOR.

ERELZFR IRIEKI BN B,

®IIRE EWIRB RIMBRIARM, $XIEWVREREERRERISD
AFNEE, 2IBERE. LEBKIA “default” ,

FIEBIR BRPZEIERMTERZHOEMNTRSS . LAEE “FK
FERIEAIEE" .

IZ1THS %&#%EPython 3.6,

REBIETRE, HAREFER. £ ‘i3 &, BUTKBEFZElindex.pyd (40
RIGFERZREZRMX, #E?&{ﬁﬂﬁ%authorlzer_context_support_num_bool‘-t—_r
4, BBAcontextdrfYvaluefI3EEIAT LA AbooleansEB i number3EY )

# -*- coding:utf-8 -*-
import json
def handler(event, context):
#ATRRMHEELEFS, WREIRFE,
if event["headers"]["authorization"]=='Basic dXN****cmQ="
return {
'statusCode': 200,
'body": json.dumps({
"status":"allow",
"context":{
"user_name":"user1"
}
b
}
else:
return {
'statusCode': 200,
'body": json.dumps({
"status":"deny",
"context":{

"code": "1001",
"message":"incorrect username or password",
"authorizer_success": "false"

}
b
}

BB ESOGAIE

FEAPIRSEEEIEH “APISRS > EIESGAIE” M, SIRZEIESGATE, SEBEE “5i
i, TGS F— ORRAOEH
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BIEEEEMIAE

* TAIEEFR Authorizer_khmm

o il 1 1=

# Bt =

* BEAELEIE BiTirAiEE W LATEST W
* EFEE) @ 0
* g @

SaE=E 3 SHNE EHE B

@ EINSH=EE
2& =Z=body
BrEeE @

it
i
I
+

02 048 =

0 I=: ArfESvETrEaAEE, EhEEEE.

BB EXIAIERY API

TEAPIRIKIZHIERY “APIZIR” TUE, CIZAPI, BUASIRISSIEIZAPI, 55 "Z%

;)%ﬂE” 1B “BREMANLE" , FEFE E—2elEINBENXIAIE, ﬁﬁ;’%ﬁkz}:, Zi
API,

IRE IR
AP BIZEIAEES, UEELSRNT:

{"error_msg":"Incorrect authentication information: frontend

authorizer","error_code":"APIG.0305","request_id":"36e42b3019077c2b720b6fc847733ce9"}

AT ILAPIERZE R R R EFIREIRI contextFIIFEL (IR EFERIIREZRME,

13 I
#E;Hﬁ]ﬁi‘—_rauthorlzer context_support_num_bool4&tt, HBAcontextdfivaluey
FAITTLAAbooleanzEBlagnumbertEY ) , FEERMXNNAIENR . FEAPIFRTES4H
B, “HEER" TWE T XN " X, mIEEESGMEXMIINNES, &

IIRARSAIN 9401, EEEEIRSD ( 5IFZEEAbooleanzBisnumber3$ELaY,
TEAFENMNEIS ) :

{ 'code":"$context.authorizer.frontend.code","message":"$context.authorizer.frontend.message",
"authorizer_success": "$context.authorizer.frontend.authorizer_success"}
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1Bz, ERAPHENBIRADAILEER, RENAZEE/9401, REIERNT:

{"code":"1001","message":"incorrect username or password","authorizer_success": "false"}

BRES RIS E
IMSAEE, RERERIcontext(ZR, ALUMERIER, RESLWT:

JRIBAPI, EfRIRERSNE, RIIRGSH, SHEEARIRANESH, RRSHSBR
HBEESONERE P contextFRIFE, FRinSHEMAUEEFTEZENEFIRIERN

Py Ao
SHBINE,
| mumm [
B
wemE ® i @
o e

EREREH RSB

zzzzz

GIE

IR TRZE, FEHERINAEESEEBAP, aILIEEIEIRFTEN T X-User-
Namesk, EARFIBHEAEcontextfJuser_name=FERAIAFSZ
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POST http://c6300fb67474472da333165f27007dd2. muy fapi/echo Params
Body (14) Status: 200 OK
Raw

hbjgbiflinjbdggehcddcbnedddomop
b57474472da333165727007dd2

deflate
dows NT 10.0; Win64; x64) ApplewebkKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.89 Safari/s37.36

.218.69

b 6cd4fdfeas4dbs457097a1
via: proxy A
accept-language: zh-CM,zh;q=0.9

3.2 {£FH APIG B9 APP IAUEFNE E X IAUESCER API BONEEIA
UuE

R FRizm=

WEINIEERFRIEW S HEREEXAPRAIESRES, BESAPPIMIE/IAMIAIE, MisE
HMAPIRIEINIES T, REBAPINZ M . ALAAPIRIGINIEERBAPPINIEFR B E X
INEEGIH=RAM, BERRBBINTelZERNEINERIAPI,

BEMRE
FEAPIMKIRHINLZSINEEN T, AFRARBWSEX, RIELMBENIANILE, RIE
APIRYZE4,

R SRE
APIW?&Q%E’\J BESOMEHKETFRE TERIRSS, CSIZBENXINIERT, FELOIER

o
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BIERE

BIEBESGAILE

BIEAPI

HEAPI

1. GUEEERE
B ENXMIBIHEREL, FRRERSHAZBENXIAILE,
2. SIEBETENIAIE
SIERRESOAIE, RKBENEER “Biin” , REMEILERE E—SCIEARE
3. tlEAPI
TR EPFHNLZEINEEFEAPPIAE, HaAiE “IFNEIAILE" , EEE—20
ERIBEESXIAIE,
4. CUEERE

EEFAPPINIERIAPI, FEFEAPIMKPEIE—NMEIE, £ EIEIDINZEERT
( Key. Secret) ,

5. 4FEAPI

eIV EIRYIEAPIS, ARILMERAPPINIEERAPI,
6. IiE

ERAPI, WIFNEINEEEEERI.

SLHES R
SE SIREPTIEREHE, £ 287 TE, £ QRRH" .
1. RETE, ESRMERE, BE RRN .
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2% BB AT

EEES A “BIE=ERE .

BREIZEEY N “HBHRE

X1z SAPIRAERE X1
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def handler(event, context):
testParameter = context.getUserData('test');
userToken = context.getUserData('token');

if event["headers"].get("token") == userToken and event["queryStringParameters"].get("test") ==
testParameter:

resp = {

'statusCode": 200,

'body": json.dumps({
"status":"allow",
"context":{

"user":"auth success"

}
b))
}

else:
resp = {
'statusCode': 401,
'body": json.dumps({
"status":"deny",
b

}

return json.dumps(resp)
4. EENSSHHBIINAE, AEHE.
a. HETAEFIEE “BENASEE HiE. BUTREBRERNKSEE. U
%it%#ﬁ?l%%lﬁ'—ﬁﬁiﬁﬁﬁqﬂE’ﬂ%%dﬁ%‘%%ﬁ%—ﬁo

"headers": {
"token": "Basic dXNIcjE6cGFzc3dvemQ="
}I

"queryStringParameters": {
"test": "user@123"
}
}

BB

[OF:l=snl ot RECEIESE

=R (20)

‘token": "Basic dXMlcjE6cGFzc3dvemQ="

(=) S

b. BIENAEMTMGE, BF “N
o
==
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3. &fAPI,
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