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EINERMLE
AP| &% 1 {EHEFIREIE

1 {EEFERIIRIE

WEFARINERML (Virtual Private Network, LATFEFRVPN) . VPNAFIEITEH
FIFFIEIAFAE = ( Virtual Private Cloud, LATREF#RVPC) ZEE—&ZEINZERN
NMBERFE, BHABRT, EEUFAES= (VPC) FHEERIRS BT ESHEFN
HIEPOFFAERMBIHITES . NREEZEVPCHIEML RS RBIEIES OHFAE
W&, AILAUSAVPNIDEE. VPNIRSZBILRAZVPNIIZIRAZVPN,, iR
VPNEFEEIARIBNE .. HiEFOSENT= ENEZ ERELE. A%, aiEm
EURUINZEEBE,;, RIEASZVPNEFEEHNDIARESERTT LMK 2 aiEER
2. If. SEMEtRIINZEEBE.

ERTLAERASASIRMERVAPIRI VPN TIERIRE, e, &8, Wik, EfF. X
RO AR EIS S WAPIESS o

TRAVPNIRSSAIAPIZRD, BIRIREZE RS THEVPNIRSIEXRS, FREEEER
( B ERMEFmME ) B “FRNE” 815,

map):
EBIVPNS S HRFIG A ARFRET= R, A REFRIEALIRVPN .
& FRisER

VPNARSZHEM TREST ( Representational State Transfer ) XIA&API, SZiHEIEIS
HTTPSIEKIAR, AEAEES WAEEREAPI,

&5 = (Endpoint )

it (Endpoint ) BIERAPIRIERXMIE, RERSARKIFEHILiHT RAR.

2R SRE!

TRECIZRIVPNRRRIMESECAE AR, MREEEERSEM. ¥ Kfef, BIX
52 NEIERMENETRET 4 .

EFARIRHIES IMEFAPIRIRHE
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https://support.huaweicloud.com/intl/zh-cn/productdesc-vpn/vpn_01_0031.html
https://support.huaweicloud.com/intl/zh-cn/vpn_faq/vpn_faq_00184.html

FEILE M4
AP &%

1 RIS

K=

FREMEKS, KSYEMAENEER=RZEGZEAAIENE, BIld

SERPENE. DEAPNIRE ., BTFIKSEMEER, ATHEKSZE, &

WEAEERERAKSHITHESELE, BNEKS FEIZBFRHERZAR

HITEEEETIE,

R

AKSEIAMPEIE, BEESHEENR (WEBINIAEERE) . =RSEA

AR—RBEHAFHITHESETLE.

FOIIEREHS, &£ ‘RS > BEIE" TEEKSIDIIIAMBERID, BEE

ERAPIRENSREF, BREATKS. ARPMNEBEER.

X1 ( Region)

MHIBAIEFIMEASIEAEL D, E—RegionAHZ#MHIHE . HFE. WK

FE. VPCIZE ., sBMEAMIP, BEREAHIRS .

Region73 0@ ARegionF1ZE/ERegionFfH

- @FRegionfEEMEAHEFREEA=IRSSHIRegiON,

- EERegionfE RiAFE—X Sk R EMFERFREWSRSHIERH
Region,

ATAKX (AZ, Availability Zone )

— NI RAXE— NSRS MEEIEFRONES, BIRZANAKE, AZRZiE

BEItE. Mg, FESEXFEND MRS IMER . — 1 RegionF NS PMAZEBIIE

RYCHEE, LiBEBFREBAZIES B RFEK.

InH

KIFBIAI N —PIRE , XPREHRSGME, AXEEVEXIGENER (it

BERR. FEEENNERER) , UEOARB ARAHTEN, APaILUGEE

KSHPIZXIFRIFFERIE. NREFEHITEMBMAIRIZS], aTLATEX 2

INSIEFRIEFINE, AEFREFEIRRE, ARUFIE RHTE

N, FEAPNEEHHFEFREFHER, HERIREINIREHIE IS,

1-1 B fRE&EE

ImEA | =]:]
GHA1 IREA2 HEB1 IREB.2
EiEA EifB

TRILIERESS, £ “kS > ZRELE" TEEWRAID.
I IRE

IR RINERIFRM, FHIEWVARIRE ENFRETOHEMEE, 2248
B . EWIMBHAIUEESMXERNER, BIMEPHREREAILUENTE.
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KFEWIRE IDRISREVR BWIRBFHERIFMES, B0 ( U EERFE
)
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FEILE M4
AP &%

2 AP| KEiS

API 855

R ERAMBRAINENS IR, SEOMNARIEIES IABRRERFIHZAIR .

% 2-1 VPN O350

S A
BN | SWEAZVPN | S ANZVPNRIERIGIE . BiE. B, HRIURESE
Z=VPN | fI3% I A=VPNR X X EZO
API|
PO T ES FimPIRIEIE . &8, B, BRSEO,
VPNZERE VPNIEZRICIEE . 8. 5. MiksSEO.,
VPNiERZSEE | VPNIEEEERENCZE. =8, MikkSEO.,
BIEN | BIEAZVPN | LRI NZVPNRIEHEE., . LiEAZVPNRIXET]
ZVPN | R BXIEELURZRIREAMNSEEEEYRNEDSE
AP 0.
IRSS i IREZiIRAIEIE. &8, BASHERIRES, URE
FimCAIEBRSAN .. &if. EXFmpREREO,
HBAFEE VPNARFRIEIE. &8, 18K, MR, EXEBINEE
Z, LURVPNEFAECE. &8, 182, Wik, &
INVPNAERFZIE. MIFRERNVPNEFFIEIGHAVPNA
0,
VAlEE VPNifaSRESHICIEE . 8. (ESFNMIfsEO .,
AR, | VPNEZER BoanEImiEO .
sz
D o . RIRSEO.
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FEILE M4
APl &%

3 tN{a)iE A API

3 Y{aniAFE API

3.1 HiEIEK

ATNLBREST APIEREVAERL, FLUEBIAMIRSHISIRRCIZEIAMERKIRBIN{E
EAHAPI, 1ZAPIZREYEFB9Token, Tokenal LA AAEMMAPIFTLER

IB3XKURI

1BERURIHAN TSR 4E R :
{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

REBRURIBEEIBSKERLS, EXSHESHIERTERCMNBERIERHRIRE
BEE, FrLAELLSRIHE

& 3-1 URI 92501588

2%

ik

URI-
scheme

FRRATEEIBERAINY, SRIFTEAPIIRABHTTPSHINY

Endpoint

IEERERESTIRS ImmHIBRSS 2B HIP, FRERS AR XIHAT
Endpoint4~[E,
BIANIAMBRSS £ “HE-&F#E” XiZAIEndpoint)y “iam.ap-

southeast-1.myhuaweicloud.com” ,

resource
-path

RIRIE, BIAPIEOEER . MEIRAPIBYURIBEERIRER, #ia0 “IREXF
FToken” APIfJresource-pathg “/v3/auth/tokens” ,

query-
string

BHSH, SARDS, HASEMPHEEHSH ., SHEHIESE
BH—A 27, RN CSHE-SHEYE’ , HII “Aimit=10” , %
REFIBIT 0R AR,

BIANEFEEZCRIAMBR, BFIAMAZBERS, WERE—XI%AYENdpoint ( EbaN
“thE-FE " XigAYEndpoint: “iam.ap-southeast-1.myhuaweicloud.com” ) ,

N5k 01 (2024-07-18)
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https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_08_0015.html

REHAE FAES
API &% 3 SN{aIEAE API

HESHERLIZEIAMAFIIURIERS K EIresource-path ( /v3.0/0S-USER/users ) , ##
R TR,

https://iam.ap-southeast-1.myhuaweicloud.com/v3.0/OS-USER/users

3-1 URI REE]

| http5|:ﬁ| iam.ap-southeast-1 .myhuaweicloud.cnm| Mv3.0/05-USERfusers

| T I

URl-scheme Endpoint resource-path

[MARY:E

RHEEEE, E81EKRAPIBJURIERS, Réftiresource-pathifsy, FHBBERAEZEE—IE.
XE2FEHURI-schemeEBEHTTPS, FfﬁEndpomtT_ﬂ—AEiI&’fEﬂ FRLAE &R X SR

=]
ERGE
HTTPIEKiE (tFRARIESENE ) , EERERS ERSRTAEERNIRIE,
E3-2HTTP A%
Bix i8R
GET BXRIRSHRREIEERIR -
PUT BKRRSREFEERIR .
POST BKRIRSS ST IE R RS THE AR
DELETE BXRIRSHRMIRMEERIR, WHEREREF
HEAD BKIRSS R RIRLER .
PATCH BKRRS R ENRFRIEBOAS .

ér?’_ FREAFENRHE, PATCHAR S EBIE— ISR

AEEREZIAMARPNURIERS, BEILIERIEIERSGER “POST” , MHEIEK
Yk

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*******xxxxkkik  SignedHeaders=content-type;host;x-sdk-date,
S ig n a tu re:****************

BRIEEL

BEAMERLFE:, AHEERIURIFIHTTPSIEARERIFEL . HIANE X EESAREEANE
kL “Content-Type” , B RENEEE,

FHANAHIBEKERAFRIESIAHEBRHER L.
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https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_08_0015.html
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_08_0015.html

FEE FAMIES

3 UNalE RS AP

& 3-3 RHEKIERL

ARHE—AFEIA
WSO,
15K R INETE
EIVHSISES
(Headers ) 85
B9 “X-Subject-
Token” BYEEDA
Token{&,

B iR =%k i

Host 1B KAIARSS 2E(E B code.test.com
ﬁELféﬁEE%AF{"EE% {EFAAK/SKIA | or
hostnazrﬁe[?port]\ %Ejﬁ?‘ﬁﬁ"z‘ code.test.com:443
™ ey ° o
I O ERE AR AR
ABIRE, httpsAY
FiNimO /9443,

Content-Type | HEMFRIEE (88 |2 application/json
) . EEAFEE
FEOAE
application/json,

BHEERSE
BEOFEI TR
BH.

Content- iBXKbodyikE, B2 | & 3495

Length fiZ/3Byte,

X-Project-Id projectid, INB% | & €9993f 7+ *rrkxrixh3a34
=, IBSEIRIIN NBEELERELS 0f9c0f4
BIDETREIRE =%

TS o AK/SKIATERS
RYEEOIS
K, HEZ
projectiz=¥
FHAK/SKIAILE
U OIEK,
NiZFEg W,
%,

X-Auth-Token | FAFToken, B i AN Token~fl 5
FAFTokentB3h 2@ | fEMTokenih | o
FB3KENFIF TokeniZ | IEANZ=ERY | MIIPAgYJKoZlhveNAQcCo
ARMBRIE, Z#E | &, ..ggg1BBIINPXsidG9rZ
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https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html

FEILE M4
AP &%

3 WN{a)iE A API

(MEETY:
APIEIRTSZIFEREAK/SKIAIE, AK/SKINIEERSDKIHERHITE S, ERidiELBiEERFR
fNAuthorization ( SZIAIEHSE. ) FIX-Sdk-Date (i5RkA&1XRIATE ) 53Kk,
AK/SKINIERSIEMIR RIS S IIAESSAE “ AK/SKIAE”

MFEERGBIAMAREO, EHAK/SKAVAILER, HLEELEERIN TR
o

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=*******xxkxkikik  SignedHeaders=content-type;host;x-sdk-date,

S ig n a tu re:****************

BREEE (/%)

IZERS AN, IBREHEARBEE SRS (ZJSONEKXML ) &1, 5iEKiERLH
Content-TypeXdhz, (EEMRIBEREELZINMINS . BinRiEBHRFHSESIFH
X, M FEFmAUTE-84R .

BNMEONBKEEFRRAARE, BHAEREMNMEOMEEGSREEN (&I
BY{RARZ=) , GET. DELETEEMEEBRZEOMAEZEEZHENR, HEAERASTEER
BEMKZEOME.

MFEERUBIAMARED, SJLMZOMNBSRED BRIMENIBRSHRSH
7B FERAIIANGRIERIN TR, IMENFREZRELAMEERS.

e accountid AIAMBRFIERNKSID,
e usernameNEQIZENIAMABRE .

e emailIIAMBEFEIHRFE .
o FemmmkC NI AMAFRIE R,

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3.0/OS-USER/users

Content-Type: application/json

X-Sdk-Date: 20240416T095341Z

Authorization: SDK-HMAC-SHA256 Access=****++xisiiiik GjgnedHeaders=content-type;host;x-sdk-date,
Sig natu re:****************

{
"user": {
"domain_id": "accountid",
"name": "username”,
"password" "**********"l
"email": "email",
"description": "IAM User Description"
}
}

FXERILXMEREENASHESFTLT, BELUERcurl, PostmansiEES
SRIBEARREEREEAP, X FIREEF TokentE [, REIRINMFSE S LA
“x-subject-token” #hEEEIRENEIFFToken, BT TokenZf5, EFEATLIA(EF
TokenTAIEEAFEAMBAPI,

3.2 TAIEEERR

BAZEOBUTHEMIAELSDR, LSRR P —FHITIAESER,

e Tokeni\iE: @I Tokem AIERREIERK .

e AK/SKIAIE: JBITAK (Access Key ID ) /SK ( Secret Access Key ) INZHERIEK .
HEZEBAK/SKAILE, HZE2 M TokentNIEES -

SASRRZS 01 (2024-07-18) WRIERE © HERRARBIRAT 8


https://support.huaweicloud.com/intl/zh-cn/api-vpc/vpc_api00_0010.html#vpc_api00_0010
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_08_0015.html
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_08_0015.html
https://curl.haxx.se/
https://www.getpostman.com/

REHAE R4S
API &% 3 SNfaEAE API

TokeniAiE
(MARIY:
TokenB9BEMER 924/\0F, EEFERE— N Token$NAT, TLASEFITEK, BEMEER.,

TokenfEH BHLRZHHAERSHE (R8T ) IR, BBTokenfiURIBEEMIUR.
TokenIAIERLZTERFAAPIRYEEIG Token INFIBERIBEELH, NMBISHIANIE, 3K
SHREAPIRIINPR . TokenwliEid ifE FAZREX A F TokenfZ [3REN

SIRSEFERMESELN: MERRSNERRRS
o MBERIRFFEZIREINE LKA Token, LtATiERbodyHauth.scopeAIEEST

project,
o LEERBEEHFNEBERIToken, WATERbodysauth.scopeIBUES
domain,

AR ENE ARMEAPIEERB RN Token, BNEHMREEFTokeniZORT, &K
bodyHRauth.scopeIBMEFZ EikiEproject, TR

{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username”,
"password'"; "tk
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": "XXXXXXXX"
}
}
}
}
$REXToken/S, FABHEMEORN, SEEEMBEKREELFIRM “X-Auth-Token”
H{EBN g Token, ffliNToken{E “ABCDEF)....” , MARZEORNE “X-Auth-Token:

ABCDEF)....” INENEKRIEELENET, WA,
POST https://iam.cn-north-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)....
AK/SKIAIE

(MARIY:

AK/SKEZINEA RN HEEAANE12MBLAR, 12MBLA ERYiEKIS{EATokeniAiE o

AK/SKINIEFL2(ERAK/SKIERFHITE R, TIEKIPEEREERIZIBERL, MM
BIZBDIAIE .

o AK (Access Key ID) : i5iaZ$8ID, STABIHIOZHAXEKNE—IRRRT,; B
$PIDFIFAB LR SA—e(FER, XHERHITIIEEE
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FEILE M4
API &%

3 WN{a)iE A API

3.3 iR[E1%

e SK (Secret Access Key ) : FABIEIOZESH. SihRZESEIDEE[ER, MEKAT
NZEER, nREIET, FHLEEREIER.

{ERAK/SKIANIERT, 1EAJLIETERZFIAFERAK/SKHIERHITES, BAILUERE]
AIZASDKIIBRHITE R . 1FHARIERTTIEFSDKERTXEZS WAPIZZIE™ .

AR
HEZSDKRUIRMHERINEE, SIRSZIZMAISOKAE, ERIEER.

RS
IEREELGE, SRR, EPEEIEE. AR LFERA.

INEBR—EHNDEISEIEFAED, WEBRR TIERBNAPATE, TEAMREH
SIRBES RSB

MFEEREIBIAMARED, NRARRBRENAZSEA “2017 , MFRRFEKRKEI.
IRz E S Sk

SNIEKERL, WREHBHEEEL, a1 “Content-type” o
NMFEEREBIAMARED, REME1FRIESL.

3-2 EERGE IAM BFIGR;EE Sk

"¥X-Frame-Options": "SAMEORIGIN",

"X-IAM-ETag-id": "25562365938-daf6+12821974cb@07338acllfceacia”,
"Transfer-Encoding”: "chunked",

"Strict-Transport-Security™: "max-age=31536688; includeSubdomains;”,
"Server": "api-gateway",

"¥X-Request-Id": "af2053f2bcce7a42325a6%931% 6c32a2",
"¥-Content-Type-Options”: "nosniff”,

“"Connection”: “kesp-alive"”,

"¥-Download-Options": "noopen”,

"X-X55-Protection™: "1; mode=block;",

"X-IAM-Trace-Id": "token_ W _null af2953f2bcch7ad2325a6831%e603232",
"Date": "Tue, 21 May 2824 89:83:48 GMT",

"Content-Type": "application/json; charset=utfs”

NaRzESA (aIik )

ZER DAl IMANGERREE SRR (ISONERXML ) iRE]l, SiiRzES sk
Content-TypeXJiz, (EiEFRBALESLZIMIRE

MTFEEREBIAMAREN, REWNTERAE. NREER, XERERESHA
BHo
{

"user": {
"id": "c131886aec...",
"name": "IAMUser",
"description": "IAM User Description",
"areacode": "",

ASkRAS 01 (2024
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https://support.huaweicloud.com/intl/zh-cn/devg-apisign/api-sign-provide.html
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_08_0015.html
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FEILE M4
AP &%

3 tN{a)iE A API

neonn

"phone": "",
"email": "***@***.com",
"status": null,
"enabled": true,
"pwd_status": false,
"access_mode": "default",
"is_domain_owner": false,
"xuser_id": "",
"xuser_type": "",
"password_expires_at": null,
"create_time": "2024-05-21T09:03:41.000000",
"domain_id": "d78cbacl.......... ",
"xdomain_id": "30086000........
"xdomain_type": "",
"default_project_id": null
}
}

H I ==

SFEOEALER, SREEHREBRISREERE, ExWAIBody A EzlaI TR

o
{

"error_msg": "Request body is invalid.",
"error_code": "IAM.0011"

}
Heh, error_codeXRiBIRIG, error_msgXRRiaimimidd

=

RS

kR 01 (2024-07-18) WRIERE © HERRARBIRAT
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FEILE M4
AP &%

4 API

API

4.1 itsS ANZ= VPN API

4.1.1 i AN = VPN %

4.1.1.1 €3 VPN Rix<

ThEEN4R
BIEBVPNRIX . HRIXSZIFOIRIZRITZERIVPNIIK
BREE
15& 3 W(aERAPI,
URI
POST /v5/{project_id}/vpn-gateways
& 4-1 SE0REA
BiR St =aY | R
%
project_id String b~ IREID, aILABIdIREIER B IDFREVRE
ID,
BEXRIHR
o BKSY

SZH%RRAN 01 (2024-07-18) WRIERE © HERRARBIRAT 12



FEE FAMIES

APl &%& 4 API
& 4-2iE5KkS8H
B Sl =AY | it
1%
vpn_gateway | CreateVgwR | 2 VPNRZITR o
equestBody
Content
object
% 4-3 CreateVgwRequestBodyContent
B Sl =AY | it
name String & o INAGINEAR: VPNMIERZFR,
o EUETBE: 1-641FRF, I
?\ %Y?\ I:Pj (\u4e00 -
\uofa5) . _ (X&) . - (%!
%).. (=)o
o BUAME: TENSBENEMEINA
vpngw-***RyZFR, FI4aN:
vpngw-a45b,
network_typ | String B o INACIHAA: VPNMIXMILESER, 2

AN
e M ( public ) SREIAIVPNRYEIEISL
EIPSXIuRMSCERIE; FAM
( private ) ZERIAIVPNRIFKIEIS
VPCAIRIFA M| P 5 X% 00 K RIE

e HUESBE: public, private,
o ZAIAME: public,

iy
[

attachment_ | String INREIRAE: XEEL,
type o BUESEE: vpc, er,
o ENIME: vpc,

iy

er_id String o INEEIRAA: VPN EFMEREAYERSE

BIRIID,

o #93R: 36fZUUID,
Lattachment_typeBic & /9" er"§F
EHS, dUARE,

er_idflvpc_idREERRT AR,

SZH%RRAN 01 (2024-07-18) WRIERE © HERRARBIRAT 13



FEILE M4
APl &%

4 API

B

ik

vpc_id

o IfEEIHER:

- Hattachment_typeSgvpchd,
vpc_id2VPNMFXEXAIISS
VPCRYIID,

- Hattachment_typeJgerfid,
vpc_id:2VPNRIEAIIEAVPCHY
ID, WRAIBEILAERIESVPCH
ID,

e #J3R: 36fUUID,
Lattachment_typefic & /9" vpc"BT
WIE; Yattachment_typefcE A
"er"FfR]ANES, ZHvpc_idill
access_vpc_idEBESHT,
access_vpc_idER .

vpc_idFer_id R EERIATAZ .

LB EIfVPCEIREEVPCHY
ID,

local_subnet
S

Array of
String

iy

o MALHEA: ABFRMESLEFR,
ZFNEBEIVPNSE FAET
R TEE .
FIVPNREBSIES50 M T
W, SBAFRASRE):
192.168.52.0/24

o #JR: attachment_typefeE N
"vpc"BAE, BNUAIE,

connect_sub
net

String

iy

o INAEIREA: VPNRX{ERBRIVPCF
IX_X“DO

e #9%R: 36fUUID,
Yattachment_typefe&9"vpc" At
WIE; Hattachment_typefcE S
"er" IR AES, X
connect_subnet#[]
access_subnet_id#FESAY,
access_subnet_id4E3 .

Lattachment_typegerfid, Fk
FREEGEM21TRHIP,
Lattachment_typeJavpchd, %
Baccess_subnet_id5
connect_subnettg@, NIFMEE
ERELANZTHIP;, NRAE,

NFEEZED21MZHIP,

MAERRAS 01 (2024-07-18)
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FEE FAMIES

APl &%& 4 API
&R ESi] =AY | ik
o
bgp_asn Long & o IUBEINAEA: VPNRIAIBGPEIIAL

L=
o EUETGE: 1-4294967295,
o ZIAHE: 64512,

MAERRAS 01 (2024-07-18)
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FEILE M4
AP &% 4 AP

BR S B | iR

flavor String B | e DIAEHBA: VPNRIXHHISER,
LIRA B EIEESE VPNIZHI At
#2VPNMX TR HEAYSpecificationik
Im,

o BUESEE:
- Basic
- Professional1
- Professional2
- Professional1-NonFixedIP

- Professional2-NonFixedIP

- GM
REMIASSEEINENE, BaEh
RVPNARESHIXE

- #ib-B=8%H—: Basic.
Professionall .
Professional2. GM

- fEFE-I~N: Basic.
Professional1. Professional2

- #4b-1b%=PY: Basic.
Professional1. Professional2

- fEZ5- F¥E—: Basic.
Professionall. Professional2

- POrg-2=2PH—: Basic.
Professional1. Professional2

- hE-F#: Professionall.
Professional2

- TK-2%: Professionall.
Professional2

- APXK-§hniE: Professionall.
Professional2

- MER-FEDMA: Professionall.
Professional2

- BR-ER4EHK: Professionall.

Professional2

- HZR-fgfnFLEL-OP5:
Professional1. Professional2
- FiE-EPhEiE
Professional1. Professional2
- THE-FHMEHR:
Professionall. Professional2
o Z9%R: Hnetwork_typefJprivate
A AREEESBasic; 4

SZH%RRAN 01 (2024-07-18) WRIERE © HERRARBIRAT 16
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FEE FAMIES

APl &% 4 API
2R S 2EY | gk
i%
attachment_type Herfd REEES
Basic,
o ZXIAME: Professionall,

availability_z | Array of & o IfJAEIRAR: ZPEVPNMZRIATA
one_ids String X, AERTEIHVPNRKIEER]

X, MNRFEREENBXILUE
S EIEVPNRX TR &EFA AKX
§U§O

o £J5R: HFVPNRIXAIAXIREF
MR ERT R XSRS 21
RENAETAXEHES14; IREIX
A AXBARERIEZ

Iheeies: I IRBID,

e #9%R: 36{ZUUIDILE"0",

o FANE: "0, XRXEFRET
defaulti®NIRE .

eip1 CreateRequ o IHREINBE: ILEVPNMXERE

estEip object BIE—EIP, EHREXMXET
FEIP,

e #JZR: network_typegpublicAd w4
%, AprivatelAEFEEE,

eip2 CreateRequ o INEEIRAE: SUEVPNRXEREHH

estEip object REZANEIP, FEBERXNMEXER
=EIP,

e #9%R: network_typeApublicATi4
&, AprivatelIREBERIES,

access_vpc_i | String o INAEEIRAE: VPNRE(ERARIEAN
d VPCID,
e #£JR: 36{ZUUID,

o ZUAE: BEvpc idFERFHERIE.
BILUBITEIfVPCEIFREEVPCHY
ID,

N
[ ]

enterprise_pr | String
oject_id

iy

iy

iy
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FEE FAMIES

APl &% 4 API
2R it} =AY | i
ik
access_subn | String B o IPBEIHAR: VPNRIZERAVEAN
et_id VPCHHJFMID,

e #J%R: 36fUUID,

Hattachment_typefgerfd, FM
FEEFE/D2IMTRIP,
Lattachment_typegvpcht, a0
Baccess_subnet_id5
connect_subnettBE, MFMFE
EE5EPANTRHIP; NRAE,
MEEZE/D2MNTFHIP,

o EA\{E: [Elconnect_subnet==EZFT

HAYE.

ha_mode String B o INASIHAR: MIFEHIHARES,
"active-active"E =g, "active-
standby"®R~EF

o BYETSE: active-active, active-

standby,

o EAE: active-active,
access_privat | String B o IHAEIRAR: FARIZEEIVPNI AT
e_ip_1 ANFARIIPT, $5TEipBUFEFARIRY X

hgE, MK EP, XE
MBS A EipT .
o EVESEHE: EANFNMEARAIRIS
Ecipo
o A%: FESENIp2ERNIEE, &
BESEANIP2EE,
access_privat | String ES o IfEEIRAA: FARISSEIVPNIO AT
e_ip_2 NFARIIP2, $EXEipBIEEFARIR
FHRE, F&MXETAFp, WE
M%Ej%E‘E”DZO
o EYUETEBH: BAFNMENBIAS
Ecipo
o AR: ESEANpIEMEE, &
BESIEANPIES.,
tags Array of B o INEEIRER: IR&EFHIE,
VpnResourc o EH: BEZEE04
eTag objects - - °

SZH%RRAN 01 (2024-07-18) WRIERE © HERRARBIRAT 18



FEILE M4
AP &% 4 AP

2R 4-4 CreateRequestEip

B RE B | R

id String o IfAEIRER: EIPRYID,

e HBUEBE: 36fUUID,

o #JR: H(FFHEAEIPFHES, H
FEIZEIPRIARIE, FREESHE
e UAYEIPRYID; FEEEERE
REEHIEIPHIID,

oJLUBS B a2 1 PSR EEEIP

BIID,

iy

o INEEINAE: EIPRYZEEY,

o EUEEE: 0-3671F,
B EEHISEIPE6type=FEZHIEN
BB, MNEIIN =I5 _bgp
R, FNUAEIFZER,

o R: LICIZEEIPIZSITEEIR
5, BUFRE,
BRI EERIBEIPZER3Htype
FERAVLR,

type String

iy

charge_mod | String o INEEIRAR: EIPRYTESITERE.

e ERElrETdETm R

o EUEEHE:
bandwidth: &G+,
traffic: IZR=EITE,

o #TR: LFHCIEEEIPIHSIEEIR
5, 5NFRIE,

e EA\{E: bandwidth,

bandwidth_si | Integer IhBEIRAA: EIPEIRE = AN, B

ze fii: Mbit/s. B regiongEigigtt
RUEIPER RN EEAE, EIPAEKT
BZIRTEIPARSS, RILAMERT R
KIESKP TRIEIPRIR KRS 5.

o EUESEE: 1-1000, E{AEUHES
SEBENMIRSOIFREIPER

o HR: HICIEEIPIHSINTEE
5, 5NFRIE,
flavorgBasicly, BUEARBEAT
100; flavorgProfessionall1fd,
BUBEARAEAT300; flavorfy
Professional2fd, BMEARREATF
1000; flavor’AGMAY, BYUEAEE
XF500,

N
[ ]
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FEILE M4
AP &%

4 API

B

5]

yu

bandwidth_n
ame

String

THEEIRER: EIPAYSEER,
EUEEE: 1-641MNFRF, 258
F. BXFHE. 3 (\ube00 -
\u9fas). _(TRILK). -(hXIXK). .
(=)o

95%R: HERCIEEIPI=ITEER
5, 5NAIE,

EOANE: SFCZEIPIASAT, &
It F RS BaEMIEN
vpngw-bandwidth-***JEIPH
ZR, flEn: vpngw-bandwidth-
elfa,

& 4-5 VpnResourceTag

B

i

key

INgeisieA: FREEHIEE .

BUESBE: 1-1281FFF, T
F. BYFH. . ERFE.
#HiE. =K, LURUTERF: =
+-@,

value

String

el

THREIREA: AREERIE.

EVESEE: 0-2557NF%F, i
F. BNFH., b, mFIE.
#HiE. =88, LIRUTER: =
+'@o

BRI

a. {FRAEBEIPEIEXEXVPCAIVPNRIZK,

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {

"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,

"local_subnets": [

"192.168.0.0/24", "192.168.1.0/24"

1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1 o {

"id": "cff40e5e-demo-a8df-va86-7366077bf097"
b

"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

N5k 01 (2024-07-18)
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FEILE M4
AP &%

4 API

WAGER

b. #EEEIPEIZERERERAIVPNIIX o

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"name": "vpngw-1234",
"attachment_type": "er",
"er_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"vpc_id": "584a238f-demo-a8df-va86-edca746f6277",
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,
"flavor": "Professional2",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip1": {
“type": "5_bgp",
"charge_mode": "bandwidth",
"bandwidth_size": 1000,
"bandwidth_name": "vpngw-bandwidth-1391"
h?
"eip2": {
“type": "5_bgp",
"charge_mode": "bandwidth",
"bandwidth_size": 1000,
"bandwidth_name": "vpngw-bandwidth-1392"
}
}
}

c. GIEFARMIELXVPCAIVPNRIXK ,

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{
"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",

"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"

1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",

"network_type": "private"

EE=S5'
IREPYAZERS A 201: successful operation,

5= 4-6 AL Body S¥5IF

=T it )%
vpn_gateway | ResponseVpn | VPNRIZIIHR,
Gateway
object
request_id String iBKID,
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FEILE M4
APl &%

4 API

= 4-7 ResponseVpnGateway

B E-Sit) fA
id String o INAEINBA: VPNRIEID,
e #&x(: 36{ZUUID,
name String o INEEIRAE: VPNMXEFR, FNENSH
AR
o EUEEE: 1-641MFFF, BIFH=F. &
N=Z8. #3Z(\u4e00 - \udfas). (T
X%%) . -(FxIZE) o
network_type | String o INAEIRAE: VPNRIFEMLZLERY
e HUESEE!: public, private,
e ZHAE: public,
attachment_ty | String o INREINEE: XEfEZL,
pe o EVESEE: vpc, er.
certificate_id String e IhEEIRAR: UEBID,
o 1&={: 36{ZUUID,
er_id String VPNRIKFTIERZRIERSLBIAYID . (X
attachment_typegerfFiR[E],
vpc_id String Hattachment_typeJavpchdt, vpc_idE

VPN KEXAYSSVPCAIID,
Yattachment_typeJgerld, FiRE|LF
E& ., aJLA@idaccess_vpc_idFEREEFVPN
MEAJEEAVPCHIID,

local_subnets

Array of String

KimFM . RinFRE= LEFM, 1ZMNEE
=EEEVPNSHPIMEZHITER. 2
MEERET I 192.168.52.0/24, ¥
attachment_typeJgvpcidiR[a],

connect_subne | String VPN B {ERIOVPCHEI—1FMID,
t
bgp_asn Long VPN XHIBGPEBIERS o

MAERRAS 01 (2024-07-18)
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FEE FAMIES

AP| & 4 API
2R it ik
flavor String o INELiAA: VPNMIKRIIIAESEEY , LR

A EEIESZVPNIZHI A EIZVPNK
X REMYSpecificationi&IR .

o EUEEH:
v300: ExA%EATH5300Mbps, ZEUE
BERER, BINAREBFREMSIT, &2
WAEFERIZEE,
vlg: AL 1Gbps, ZEMEEE
EF, BINARBEREMSS, BINA
E(FERZEE.
Basic: sz K& A& 55100Mbps,
Professionall: mXiEE T

300Mbps.
Professional1-NonFixedIP: fXKiEA
= EE300Mbps.

Professional2: g K%tk mes1Gbps,
Professional2-NonFixedIP: KA

e 1Gbps,
GM: R K% AT 5500Mbps
connection_nu | Integer VPN X TEIERAVPNIEREZL .
mber
used_connecti | Integer VPNRX T HEIEEERRIVPNIEEE
on_number
used_connecti | Integer VPNRX T HBIEEERAIVPNIEZAD
on_group #H. FA—BFRRIXA\HIREERZER—
MEZHE, VPNRXEOASZIF101N 2 25RY
VPNiERZH .
enterprise_proj | String o INEEHER: TRMITBEID,
ect_ld ° %Et: 361ﬁUUIDﬁ%"O"o
access_vpc_id | String o IHREIEAE: VPNRIE(FERRYIEAVPC
ID,
o HZ: 36{:7UUID,
access_subnet_ | String o INBEEIHER: VPNMX(ERAIZEAVPCH
id HIFRID,
o #&=: 36fZUUID,
ha_mode String o INAEINAR: MIERIHARETL, "active-
active"&RXWE, "active-standby"Z&
RER,
o EYESEE: active-active, active-
standby,

o EXIME: active-active,
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FEE FAMIES

APl &% 4 API
B -3t fA
policy_templat | PolicyTemplat | IEEITEIPIEA VPN XM KAISREIEIRED
e e object &, RBENIEIIEEEIPENVPNRIKAT
&[],
tags Array of RS,
VpnResourceT
ag objects
& 4-8 VpnResourceTag
R it )%
key String o INALIRAR: IREHIE.
o EUEBHE: 1-1280FFF, IS8T
BYFE, P BMFE. EiE T
$§7 L\/L&Ly\—lzifg _-::+'@o
value String o INESHAA: FREAYE.
o EUESEBME: 0-2557FFF, XiFH=.
RYFHE, P, ARFE. FE. T
1%’ D}\&D)\T?fg _-::+'@o

& 4-9 PolicyTemplate

B St )%
ike_policy IkePolicy ike SREEITH o
object
ipsec_policy IpsecPolicy ipsec SREEXISR
object
2 4-10 lkePolicy
R it iR
encryption_alg | String o INAEIRAA: INZEEX,
orithm

e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

MAERRAS 01 (2024-07-18)
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FEE AL

APl &% 4 API
E= i) fR
dh_group String o IfEEIRAR: M EREAIEEFERIDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INAEIHAR: INIEEE,

—algorithm o EVESBE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FTRSANERFRERD, Hizx4&

ds

ZEERBRIEIKE SASEIEH
o HVESTE: 60-604800, Hfi: .

& 4-11 IpsecPolicy

ds

E= it HhR

authentication | String o INAEIHAR: INIFEE,

—algorithm o EUESERE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INEEIRAE: NIEEE.

orithm o EYESBHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INALIRAA: PFSEEFRYDHZSHEA

o HUESEE: groupl4, groupl5,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INBGIRAR: FRRECEIPSeCERZEEIAIGE

BLAREAEENEEZEREEA,
o EYESBE]: 30-604800, EAfii: .

o N@RzAFAHI

a. {FRBEBEEIPEIEXEXVPCAIVPNR ALY o
{

"vpn_gateway": {
"id": "134f9fb1-demo-a8df-va86-2040a5c13325",

"name": "vpngw-9f24",

"vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",

"local_subnets": ["192.168.0.0/24"],

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,

Professionall1",
"connection_number": 200,
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FEIE M4
AP &%

4 API

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "0",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",

"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

"ha_mode": "active-active"
1
"request_id": "7b37532a-d6e4-46b9-98dc-9169ec2ca58f"
}

b.  HEEIPEIEEREXERAIVPNRIKAINDA o
{

"vpn_gateway": {

"id": "80ac167b-demo-a8df-va86-a9a2a23223b8",

"name": "vpngw-1234",

"network_type": "public",

"attachment_type": "er",

"er_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",

"bgp_asn": 65533,

"flavor": "Professional2",

"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "0",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",

"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

"ha_mode": "active-active"
I
"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"
}

c. CUEEFARIEELVPCHIVPNRISERIIRRL
{
"vpn_gateway": {
"id": "80ac167b-demo-a8df-va86-a9a2a23223b8",
"name": "vpngw-1234",
"network_type": "private",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 65533,
"flavor": "Professional2",
"connection_number": 200,
"used_connection_number": 0O,
"used_connection_group": 0,
"enterprise_project_id": "0",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
I
"request_id": "cd71cade-bfbd-410b-b672-4bfe46cfc311"

T

4.1.1.2 &if VPN RJ%

ThRENA

HRIEVPNRIXID, EiSHEERIVPNRIX
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FEE AL

APl &%& 4 API
BRBE
1523 WMTEAHBAPI,
URI
GET /v5/{project_id}/vpn-gateways/{vgw_id}
x 4-12 2HuREE
AR 3] =EY | kb
ik
project_id String = INEID, aJLABIIIREINE IDZRERE
ID,
vgw_id String = VPNMZXID,
BKEHR
BREH
o
BRERI
GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
pzER

)RS5

IREMAZIS A 200: G

2= 4-13 AN Body S#51%

B it ik
vpn_gateway ResponseVpn | vpn_gatewayXds .
Gateway
object
request_id String BKID,
7% 4-14 ResponseVpnGateway
B it ik
id String o INBEIHAR: VPNMIXID,
e &=: 36{ZUUID,
MAEhRAS 01 (2024-07-18) WRIXERE © LR ARBIRAT 27



FEILE M4
AP &%

4 API

B

%

name

INAEIRAR: VPNRIXZIR, FEREE
R o

EUESEE: 1-641MFF,
X=FE. 3 (\u4e00 - \u9fa5) . _
(FRIZ) « - (hRIZE) « . (=) o

T &

network_type

String

TNREIRAE: VPNRIKRILEEE!
EYESBE: public, private,
ZHAME: public,

status

String

IHEEBIAA: VPNRIEIRTS .

EYESEE:
PENDING_CREATE: ¢,

PENDING_UPDATE: E#iH.,
PENDING_DELETE: &,
ACTIVE: IE%E.

FAULT: B3,

FREEZED: &4,

attachment_ty
pe

String

IngeiRee: XEME,
BYESEE: vpc, er,

certificate_id

String

IhBEsER: EBID,
¥=: 36fZUUID,

er_id

String

VPN FrEIZRIERSEFIRYID . (X
attachment_typeAerfdiR[E],

vpc_id

String

VPN X KEXAIWSSVPCHYID . X
attachment_typegvpchdiR[a],

local_subnets

Array of String

KimFM . RigFRE= LEFMN, 1ZMNEE
=EEIVPNSHPINEZHITEB. 2
ANRIERETRGI: 192.168.52.0/24, {4
attachment_typegvpcifiR[E],

connect_subne
t

String

VPN {E FBRYVPCHAY— N FMID

bgp_asn

Long

VPNRIZHIBGPESIHRE -

NH5hRZA 01 (2024-07-18)
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FEE FAMIES

4 API
B S %
flavor String o INAEIRAR: VPNRIXAIRIIESEE

o HUEEE:
Basic: ExKiE AT 5 100Mbps.,

Professionall: Atk
300Mbps.

Professional1-NonFixedIP: g XiEA
= 300M bps.

Professional2: g KiEA& T 1Gbps,
Professional2-NonFixedIP: fg A%k
s 1Gbps,

GM: EKEEATZ=500Mbps,

availability_zo
ne_ids

Array of String

EREVPNRXHIRTEX , HisE T AX
AINRE];, HKRIEETHXAS, 7EVPNRK
FKHPRSSACTIVERR[E]

connection_nu | Integer VPNRX FRISAVPNIEZEL .

mber

used_connecti | Integer VPNRIX T HEIS 2 ERAIVPNIEREE

on_number

used_connecti | Integer VPNRX T HEIEEERAVPNIERZAD

on_group . EB—BFRIXANHRSIERZEAR—
MEREH . VPNRIKEAIASZ 10122509
VPNiERZH

enterprise_proj | String o IfBEIHAR: WIRAID,

ect_id

o &= 36 UUID, GIEITAMENIR[D]
"0", FrRABRBEFdefault®WIRE .
E 0" HARELFEMNEWIREID,

eip1 ResponseEip | YUEVPNRIXFRNMEARIE—NEIP, &
object EXVPNRXFRREEIP, FEVPNRIZEAIR
SAACTIVERHR[E],
eip2 ResponseEip | BUEVPNRIXFRRERBRIEZNEIP, &
object EUVPNRXFRREFEIP, FEVPNRZAIR
SHAACTIVERHR[E]
created_at String o BIFERTE., TEVPNMIEAPRZSSIACTIVE
AfiR[E
o UTCHJIEIEZN: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o HE—IREIYE. FEVPNRIXAVRES
BACTIVERTIR[E] ,
o UTCRIEMEZ: Jyyy-MM-
ddTHH:mm:ssZ,
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FEILE M4
AP &%

4 API

B

%

access_vpc_id

o INAEIHAR: VPNREERRYEEAVPC
ID,

o 1&3: 36{ZUUID,

access_subnet_
id

String

o INALER: VPNRIERAIRAVPCTH
BFRID.

o #z{: 36{7UUID,

access_private_

ip_1

String

FARIZEBIVPN I KAEANFARIIP, VPN
{(EFIZFAMIPSXiRMIXEiE . BEERIK
FRERRIE— M FARIMEIE, FEFRTE
FAMIIBALL

A~ 192.168.52.9, {XZnetwork_type
AprivatelFiR[E]

access_private_

ip_2

String

FARIZEBIVPN I KAEANFARIIP, VPN
{(EFIZFAM PSSR KEIE . BLERIK
FRERRIBE "N FARMEIE, FERTE
FARIIBALL

~fF: 192.168.52.9, {XZnetwork_type
HprivatelHiR[E]

certificate_id

String

o INEEIRAE: VPNMIE(FERAIVPNRISEIE
HID, {X7EflavorIGMEHRE,

o #&z(: 36{ZUUID

ha_mode

String

o IHASIRAA: MIEAIHARET, "active-
active"FRINGE, "active-standby"F
T~ESH,

o EWESGHE: active-active, active-
standby,

e ZXIME: active-active,

policy_templat
e

PolicyTemplat
e object

JEEIREIP#E VPN X/ K AU SR IS IR BT
B, REEIEIIEEZEIPEAVPNRI AT
R[5,

supported_flav
ors

Array of String

P K AT FHECERY B AR o

tags Array of FEFIE.
VpnResourceT
ag objects
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2% 4-15 ResponseEip

2R i) ik
id String o INALINAR: EIPHYID,

o 18 36{ZUUID, SfERABIAEIIR
HFRE"0",

ip_version Integer o IPAEIHAR: EIPARZA,
o HUBEEE: 4,
ip_billing_info | String o INEGIRAR: EIPROITER(EE. BF/88
EIPASIREITRER, 1ZFITZRHIEIP
FiR[E
o HBI:
order_id:product_id:region_id:project_i
d, &:
CS22*+**xxxx| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a************c006c7e484a
ao
type String o INRGIRAR: EIPRYZEEY,
o EUEBE: TIEEEBEIPE6Ttypes
ERVBESEE .
ip_address String o INAEIRER: EIPRYLMIIPVALHLLE

o 18I\: ipvAEBUHtbuE, FIan:
88 *rx 11

charge_mode | String o INEEIRER: EIPITSRITEER . KRS
TTEREIRERITE.
o HUESEE:

bandwidth: &HE1tE.
traffic: &nR=1t#,

bandwidth_id | String o INBEHAR: EIPRIHEEEID,
o FT: 36{UUID,
bandwidth_siz | Integer o INEEIRBA: EIPRYRSEEA/N, ERf:
e Mbit/s, B regionfEIZIRHAYEIPERA

wmAE, EIPRmRAT SRR TEIPIR

%5, EL‘MEEHI%EE%M&F‘ THIEIPRY
BT o

o EUESEME: 1-1000, E{REUEIESE#
AR BUFREIPEFL

bandwidth_na | String o IPBEIHAR: EIPAYHEEZFR.

me o BUESEHE: 1-641MFERF, TIFH=F. &
X=F8. $3Z(\ude00 - \u9fas). _(F
XK. -(BRIEL) . (=),
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APl &%& 4 API
2R =i A
bandwidth_bill | String o INEEIRER: EIPIYmERITRERE . B85/
ing_info BREPHREASREGEITREER, &

FiHEMVEIPHRAIRE],

B
order_id:product_id:region_id:project_i
d, un:

CS22***xrkkk| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*******++**006c7e484a
a o

& 4-16 PolicyTemplate

B it fiik
ike_policy IkePolicy ike SREENISR
object
ipsec_policy IpsecPolicy ipsec SREEITHR
object
= 4-17 lkePolicy
=1 it #iR
encryption_alg | String o INAEIRAR: INZEEX,
orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o IfEEIRAR: M EREAIEEFERIDH
H,

o HUESBE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INASIHAR: INFESE,
—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,
lifetime_secon | Integer o INECIER: FRSAHEZEEE, Iiz4E
ds FEHBBRYEIKE SASEENEH .
o HYESEE: 60-604800, Efi: &b,
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2% 4-18 IpsecPolicy

B i) ik

authentication | String o INEGIHER: TAUEEE,

—algorithm o EVEEE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INREIGRE: INZREX,

orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INREWBA: PFS{EFBRYDHESRAH .

o HUESBE: groupl4, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INECIER: FRECEIPSeciEZEEIAIRE
ds BLAREAEENSEFRER,

o HUESBE: 30-604800, Efi: &,

2R 4-19 VpnResourceTag

2R E-Jid] 3%
key String o INAEIRAR: FREHIRE.
o HUESEHE: 1-1287MFFF, TIFH=.
BVNFH, v, BFE. @5 T
B, URIATER: _=+@,
value String o INEEIREE: FREERYE.
o BUESBE: 0-25571FF, XiFH=F.
BYFH, fX. AfFE. FiE. T
*gy L\J\&D)\-lt?fg _-::+'@o

LI vz =2

a. BEIEAMIERIKEXERAIVPNMIXK
{

"vpn_gateway": {

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-5bd6",

"status": "ACTIVE",

"attachment_type": "er",

"er_id": "c62fad0d-demo-a8df-va86-e06c4c351bof",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,

"enterprise_project_id": "0",
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}
}

"eip1": {
"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 251",
"charge_mode": "bandwidth",
"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-10c3"
L
"eip2": {
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-18bd"
L
"created_at": "2022-11-28T02:22:27.24Z",
"updated_at": "2022-11-28T02:22:27.247",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

"request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"

b. EGFAMZERIXEXVPCAIVPNRIX .
{

"vpn_gateway": {

3

n

}

"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",

"name": "vpngw-5bd6",

"network_type": "private",

"status": "ACTIVE",

"attachment_type": "vpc",

"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.0.0/24"],

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,

"used_connection_number": 0,

"used_connection_group": 0,

"enterprise_project_id": "0",

"created_at": "2022-11-28T02:22:27.24Z",

"updated_at": "2022-11-28T02:22:27.247",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_private_ip_1": "192.168.146.45",
"access_private_ip_2": "192.168.146.77",

"ha_mode": "active-active"

request_id": "28b795f8-d431-4f1e-93ab-1c401a82b799"

c. EAAMERIXELVPCHIFEEIEIPIEAVPNRIX o
{

"vpn_gateway":{

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",
"network_type":"public",
"status":"ACTIVE",
"attachment_type":"vpc",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",
"local_subnets":[

"192.168.0.0/24"
1,
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"connect_subnet":"fd75bf7b-demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,
"flavor":"Professional1-NonFixedIP",
"availability_zone_ids":[
"cn-north-7¢"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
"eip1"{
"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 251",
"charge_mode":"bandwidth",
"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-10c3"
I
"eip2"{
"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"
I
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b

"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}
L
"created_at":"2022-11-28T02:22:27.24Z",
"updated_at":"2022-11-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"
1
"request_id":"28b795f8-d431-4f1e-93ab-1c401a82b799"

}

NG
ESM7.2 K5,

4.1.1.3 &ifJ VPN %513

TRENA
EVPNRIXSIZ.
BTG

15203 W{aERAPI,
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URI
GET /v5/{project_id}/vpn-gateways
Z 4-20 230508
B S =Ry | A
i%
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
ID,
& 4-21 15K Query SHFI%
B il =R |k
%
enterprise_pr | Array B EWIRBEID,
oject_id
IBKEHR
o ERESH
Tco
o IEKIEAI
a. HAMBVPNRX,
GET https://{Endpoint}/v5/{project_id}/vpn-gateways
b. #R#Eenterprise_project_idZifJVPNIE ,
GET https://{Endpoint}/v5/{project_id}/vpn-gateways?
enterprise_project_id={enterprise_project_id}
N RzHR

o NS
IREMAZSAS S 200: EiFIREI .

2 4-22 IR Body 2#%5I1Z%

E= E-Sit) ik
vpn_gateways | Array of FESEIS
ResponseVpnGat
eway objects
request_id String BKID,
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= 4-23 ResponseVpnGateway

B

RE

%3

id

String

e INALSIHAA: VPNRXID,
o &= 36{UUID,

name

String

o INBEEIRAA: VPNRXEZIR, FENEH
ENERL o

o EUESEE: 1-641MFETF, TIFH=F. &=
XFE. 3 (\u4e00 - \u9fa5) . _
(TRIZ) « - (FRIZE) . . (=) o

network_type

String

o INAEIRAA: VPNRIKMILEEEE,
e BUESEE: public, private,
e ZXIAME: public,

status

String

o INAGIHAR: VPNRIFIRZ,

o BUESEHE:
PENDING_CREATE: @lgrh,

PENDING_UPDATE: &E#h,
PENDING_DELETE: &,
ACTIVE: IFE,

FAULT: BE,

FREEZED: &4,

attachment_ty
pe

String

o INEEWRE: XEXIRI(,
o EUESEE: vpc, er.

certificate_id

String

o IfBEIRAA: WEPID,
o &=: 36{ZUUID,

er_id

String

VPNRIKFTIEIZRIERTHIAIID . X
attachment_typeJgerfdiR[a],

vpc_id

String

{¥Hattachment_type AvpcHtiR[E], 2
VPN KEXALIS3VPCRIID

local_subnets

Array of String

KimFo . KinFME LEFR, ZMEE
FEBIVPNSHEFMUIMZHTEE, 2
ARG 192.168.52.0/24,, X4
attachment_typegvpchdiR[aE],

connect_subne
t

String

VPNRIXPT{EFBRIVPCHEY—FMID,

bgp_asn

Long

VPNRIXHIBGPEEIHRE .
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B S %
flavor String o INAEIRAR: VPNRIXAIRIIESEE

o HUEEE:
Basic: ExKiE AT 5 100Mbps.,

Professionall: Atk
300Mbps.

Professional1-NonFixedIP: g XiEA
= 300M bps.

Professional2: g KiEA& T 1Gbps,

Professional2-NonFixedIP: g XiEA
s 1Gbps,

GM: EAEEEEE500Mbps,

availability_zo
ne_ids

Array of String

EREVPNRXHIRTEX , HisE T AX
AINRE];, HKRIEETHXAS, 7EVPNRK
FKHPRSSACTIVERR[E]

connection_nu | Integer VPNRX FRISAVPNIEZEL .

mber

used_connecti | Integer VPNRIX T HEIS 2 ERAIVPNIEREE

on_number

used_connecti | Integer VPNRX T HEIEEERAVPNIERZAD

on_group . EB—BFRIXANHRSIERZEAR—
MEREH . VPNRIKEAIASZ 10122509
VPNiERZH

enterprise_proj | String o IfBEIHAR: WIRAID,

ect_id

o &= 36 UUID, GIEITAMENIR[D]
"0", FrRABRBEFdefault®WIRE .
E 0" HARELFEMNEWIREID,

eip1 ResponseEip | VPNRIX(ERAISE—EIP, TEVPNRIXKAY
object IREAACTIVERHIR[E],
eip2 ResponseEip | VPNRIX{ERRISEZEIP, EVPNRIXAY
object IREHAACTIVERTIR[E],
created_at String o BUEERTIE, FEVPNIIFAPIRZSSIACTIVE
ATiR[E,
o UTCHJIEIEZN: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o EfE—IREHHATE. TEVPNRIXAPIRTE

FACTIVERTIR[E]

o UTCHYENER: yyyy-MM-
ddTHH:mm:ssZ,

NH5hRZA 01 (2024-07-18)
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access_vpc_id | String o IfEEIRAA: VPNMIEERAJEAVPC
IDo
o 1&=(: 36fZUUID,
access_subnet_ | String o INELIHEA: VPNMX(ERAJIZEAVPCH
id B9FMID
o 1&z\: 36fUUID,
access_private_ | String FARISEELVPNRIKEIEENFARIIP, VPNRIX
ip_T1 (ERIZFARIPSXJim M K EEIE . WEMK
FRERNE— N FARIMBIE, FEFRTRE
FARIHELILE .
A~ 192.168.52.9, {XZnetwork_type
HprivatefFiR[E],
access_private_ | String FAPISEEIVPN I AIFZNFARIIP, VPNRIZE
ip_2 FERIZFAMIPS iR EZE . SGERIK
FRERNET ARSI, FEFRRE
FARIIELIE .
~f5l: 192.168.52.9, {XZnetwork_type
AprivatefFiR[E] .
ha_mode String o IHAEIRAA: MIEAIHARET, "active-
active"FRRWE, "active-standby"ZE
T~EE.
o HYESBE: active-active, active-
standby,
e PFINE: active-active,
policy_templat | PolicyTemplat | JFEIREIPIEAVPNIIKAIRIRIRIRACE, R
e e object BEAUE FIEEIEIPEEA VPN EAHRE

supported_flav
ors

Array of String

KR FHECERY BRI o

tags Array of REHIER,
VpnResourceT
ag objects
& 4-24 ResponseEip
B it 1)
id String o IfREIHAR: EIPEIID,
o 183: 36fIUUID, H{EARIAEBIIR
HEHRE"0",
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B

St

%

ip_version

Integer

INREIRAE: EIPKRAN,
BEEE: 4,

ip_billing_info

String

IngeAER: EIPRNITER(EE .. B5/88
EIPZSIREITHER, RHEITEAIEIP
Z:i}g.@()

1B
order_id:product_id:region_id:project_i
d, n:

CS22%**xxxx%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a*********+**c)06c7e484a
Ao

type

String

IhEEIsAR: EIPAYZEEY,

EETSE: AEEHHEEIPR6 S types
ERERESE

ip_address

String

INREIRAA: EIPAIZSMIPvALTEILE,

H&IV: ipvASEBEithnt ., FI4n:
88.** ** 11,

charge_mode

String

IIRENEA: EIPRWEEIT R, iRE
TR LR

EESEE:
bandwidth: &HE1T2E,

traffic: IRmEITEE,

bandwidth_id

String

INEEIRAE: EIPRYEEID,
&= 36{ZUUID,

bandwidth_siz
e

Integer

INgEIRBE: EIPRYRZER/N, BB{i:
Mbit/s. B regionBefZiRHAYEIPERK
A, EIPRISRKHZRTEIPAR
55, LA T ERIESKS TRIEIPEY
BRAHR.

BYESEE: 1-1000, E{REUEIESZH
A MRS CIREIPER

bandwidth_na
me

String

INEEIHEE: EIPHIEEEETR,

EUEBE: 1-641MF5F, iFHF. =
XFHE., A3 (\u4e00 - \udfas). (T
Ree) . -(FRIZ). .(5=).
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2R it ik
bandwidth_bill | String o IfEEIRAA: EIPAYRRITR(EE . 85/
ing_info BHEEPERASREGEEITRER, &

FIHERVEIPHRAIRE]

B
order_id:product_id:region_id:project_i
d, @n:

(CS22***+xkkx| BIV:003017-******-0--0:br-
iaas-
0din1:0605768a******+*++**c)06c7e484a
a o

& 4-25 PolicyTemplate

B it fiik
ike_policy IkePolicy ike SREENISR
object
ipsec_policy IpsecPolicy ipsec SREEITHR
object
= 4-26 lkePolicy
=1 it #iR
encryption_alg | String o INAEIRAR: INZEEX,
orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o IfEEIRAR: M EREAIEEFERIDH
H,

o HUESBE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INASIHAR: INFESE,

—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INECIER: FRSAHEZEEE, Iiz4E

ds FEHBBRYEIKE SASEENEH .

o HYESEE: 60-604800, Efi: &b,
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R 4-27 |psecPolicy

B i) ik

authentication | String IheEehe: TIFEEX,

~algorithm AWESEE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String IHEEIRAE: INEEsk,

orithm BUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String ThREBA: PFSEFRYDHERSRA
HUESEE: group14, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer INEeiRBE: FRBCE|PSecEIZE AYME

ds BLAREAEENSEFRER,
EVESEE: 30-604800, Eafy: &b,

2R 4-28 VpnResourceTag

BiR E-Jid] 3%

key String THEEieA: tREERTRE
EUESEE: 1-12810FFF, TiFE=.
BYFHE, X, fmARFE. #E. T
B, URIATER: _=+@,

value String IneeiRBe: FRESRYES
BYESEE: 0-2551=FfF, ZiFH=.
BYFH, fX. AfFE. FiE. T
*gy L\J\&D)\-lt?fg _-::+'@o

LI vz =2

a. EEPTEVPNRIKAIIMAL .

{

"vpn_gateways": [{

"id": "8e1d0686-demo-a8df-va86-91f32fa1dfc8",
"name": "vpngw-1af3",

|||||

|||||

"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
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n

n

used_connection_group": 0,
enterprise_project_id": "0",

"eip1": {

}

n

"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
"ip_version": 4,

"type": "5_bgp",

"ip_address": "88.** *** 111",

"charge_mode": "bandwidth",

"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,

"bandwidth_name": "vpngw-bandwidth-13a3"

eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"

%,
"created_at": "2022-11-28T02:36:16.834Z",

n

updated_at": "2022-11-28T702:36:16.834Z",

"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",

n

h o
"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-2be4",

"network_type": "public",

"status": "ACTIVE",

"attachment_type": "er",

"er_id": "c62fad0d-demo-a8df-va86-e06c4c351bof",
"bgp_asn": 64512,

"flavor": "Professional1",

"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,

"enterprise_project_id": "0",

"eip1": {

A

ha_mode": "active-active"

"id": "0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version": 4,

"type": "5_bgp",

"ip_address": "88.*** *** 251",

"charge_mode": "bandwidth",

"bandwidth_id": "e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size": 300,

"bandwidth_name": "vpngw-bandwidth-10c3"

I
"eip2": {
"id": "7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-18bd",
}

"created_at": "2022-11-28T02:22:27.24Z",

"updated_at": "2022-11-28T02:22:27.24Z",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",
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"network_type":"public",

"status":"ACTIVE",

"attachment_type":"vpc",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",
"local_subnets":[

"192.168.0.0/24"

1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,
"flavor":"Professional1-NonFixedIP",
"availability_zone_ids":[
"cn-north-7¢"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"ha_mode":"active-standby",
"eip1"{

"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 251",

"charge_mode":"bandwidth",

"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-10c3"

L
"eip2"{

"id":"7b46b62f-demo-a8df-va86-6b8e44312416",

"ip_version":4,

"type":"5_bgp",

"ip_address":"88.*** *** 102",

"charge_mode":"bandwidth",

"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",

"bandwidth_size":300,

"bandwidth_name":"vpngw-bandwidth-18bd"

L
"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b

"ipsec_policy":{

"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128",
"pfs":"group20",
"lifetime_seconds":3600

}

L
"created_at":"2022-11-28T02:22:27.24Z",
"updated_at":"2022-11-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"
1
"request_id": "de1b6caf-d024-4dac-850e-645af40c84f3"
}

b. #R#Eenterprise_project_idEifVPNMZHINGR o
{

"vpn_gateways": [{
"id": "8e1d0686-demo-a8df-va86-91f32fa1dfc8",
"name": "vpngw-1af3",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"local_subnets": ["192.168.15.0/24"],
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"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,

"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"eip1": {
"id": "8ff5d6b5-demo-a8df-va86-b9d598033153",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.** *** 111",
"charge_mode": "bandwidth",
"bandwidth_id": "aa62f8f2-demo-a8df-va86-b05b2b999715",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-13a3"
L
"eip2": {
"id": "08e7e927-demo-a8df-va86-26a6394021eb",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 199",
"charge_mode": "bandwidth",
"bandwidth_id": "887d61f7-demo-a8df-va86-38ee8232e27c¢",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1afb"
L
"created_at": "2022-11-28T02:36:16.834Z",
"updated_at": "2022-11-28T02:36:16.834Z",
"access_vpc_id": "91a74241-demo-a8df-va86-9b5f98c66c8c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
h o
"id": "66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name": "vpngw-2be4",
"network_type": "private",
"status": "ACTIVE",
"attachment_type": "er",
"er_id": "c62fad0d-demo-a8df-va86-e06c4c351b9of",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "7354dda9-demo-a8df-va86-a6b08fb92043",
"access_private_ip_1": "192.168.4.7",
"access_private_ip_2": "192.168.4.99",
"created_at": "2022-11-28T02:22:27.24Z",
"updated_at": "2022-11-28T02:22:27.247",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"
1At
"id":"66ddeacb-demo-a8df-va86-9a414b5bd7d5",
"name":"vpngw-5bd6",
"network_type":"public",
"status":"ACTIVE",
"attachment_type":"vpc",
"vpc_id":"c62fad0d-demo-a8df-va86-e06c4c351b9f",
"local_subnets":[
"192.168.0.0/24"
1
"connect_subnet":"fd75bf7b--demo-a8df-va86-db13f03e299a",
"bgp_asn":64512,
"flavor":"Professional1-NonFixedIP",
"availability_zone_ids":[
"cn-north-7¢"
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}

1

"connection_number":200,

"used_connection_number":0,

"used_connection_group":0,

"enterprise_project_id":"0",

"ha_mode":"active-standby",

"eip1"{
"id":"0f6d1415-demo-a8df-va86-edb2ee97c9cc",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 251",
"charge_mode":"bandwidth",
"bandwidth_id":"e93767cc-demo-a8df-va86-bac2987f90a4",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-10c3"

I

"eip2"{
"id":"7b46b62f-demo-a8df-va86-6b8e44312416",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"bde3557e-demo-a8df-va86-629a3754ae07",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-18bd"

I

"policy_template":{

"ike_policy":{
"encryption_algorithm":"aes-128",
"dh_group":"group20",
"authentication_algorithm":"sha2-256",
"lifetime_seconds":86400

b

"ipsec_policy":{

"authentication_algorithm":"sha2-256",

"encryption_algorithm":"aes-128",

"pfs":"group20",

"lifetime_seconds":3600

}
L
"created_at":"2022-11-28T02:22:27.24Z",
"updated_at":"2022-11-28T02:22:27.24Z",
"access_vpc_id":"4d03fe2d--demo-a8df-va86-6def96440f2b",
"access_subnet_id":"fd75bf7b--demo-a8df-va86-e-db13f03e299a"
1
"request_id": "bfa819a1-e824-4799-8e72-21a35dad97c9"

B2N7.2 K&,

4.1.1.4 E3 VPN RI%

TORENA

HRIEVPNRIXID, BEFEERIVPNMK

AR

15203 AMEERAPI,
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URI
PUT /v5/{project_id}/vpn-gateways/{vgw_id}
& 4-29 SHURA
BR i) =AY | 5HA
i%&
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
ID,
vgw_id String = VPNRISELAIID
BXRIER
o IERSH
& 4-30 EREY
B Sl =AY | it
1%
vpn_gateway | UpdatevVgw | = vpn_gatewayXi&R .
RequestBod
yContent
object

% 4-31 UpdateVgwRequestBodyContent

AR

xKE

=EY

ik

name

String

oy |

IHASHAR: VPNRIXZIR,
EUESEE: 1-640FFF, 5
F. BYFE., X (\ude0O -
\uofa5) . _ (X&) . - (hkl
%)..(8).

local_subnet
S

Array of
String

N

IREIRAR: ANimFh . AinF 2
= EFR, ZMNERFEEIVPNS
APMMESHITERE. BB
Bl 192.168.52.0/24,

#95: Yattachment_typefe&E N
"vpc"BTAIEES, BUARE, 81
VPN K ERZES 50 Aim 7/
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BR S B | iR

eip_id_1 String o INEEINBE: BXAYEIPAIID, FR
SEEFHIEIP/EANGE VPN X (F
FAR9ZE—NEIPEL EF VPN XA
FEIP, 4BEIRAYEIPHIARSCHELD
1HEBRIEIP, BILUBIT B
2P IPERGBVPN Y (s FIAYEIP

e ZY%R: 36fIUUID, X
network_typefit & IpublicAIATiE
5, SUFE,

o INEEIRAE: BYHIEIPAIID, FR
HETEFTAYEIPEORGEVPN R X
FARYEE — A EIPELEZVPNIZKAY
£ZEIP, HPEFRIEIPHIRA IS CRRST
IHREYEIP, LB ERE
A PIPEREBVPN Y = {EFIAYEIP

o #Z9%R: 36{UUID,
network_typeBic & 9publicAIaIiE
5, 5NAIE,

policy_templ | PolicyTempl o INEEIRRA: SRESIENR.

ate ate object o 4E: REYVPNRIZAIIIES
Professional1-NonFixedIPg}

Professional2-NonFixed|PAJ{s&
B, BFEHRMIAIRISIENR -

iy

eip_id_2 String

iy

& 4-32 PolicyTemplate

B St fiik
ike_policy IkePolicy ike ZREEXTR o
object
ipsec_policy IpsecPolicy ipsec SREEXTSR .
object
R 4-33 lkePolicy
B St iR
encryption_alg | String o INBEINAE: NIZFEE,

orithm o HUESEME: aes-256-gcm-16, aes-128-

gcm-16, aes-256, aes-192,
aes-128,
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E= i) fR
dh_group String o IfEEIRAR: M EREAIEEFERIDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INAEIHAR: INIEEE,

—algorithm o EUESERE!: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FTARSANEEREERR, Hiz&E

ds 1ZEEBIBATFEIKE SASEmNEH.

o EVESTE: 60-604800, Zafi: &b,

2% 4-34 IpsecPolicy

E= it HhR

authentication | String o IhEGIRER: TAUEEE,

—algorithm o EUESERE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o IfEEIRER: NIZEEX.

orithm o EYESBHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INREIRAE: PFS{EFERYDHERAH.

o HUESEE: groupl4, groupl5,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INBGIRAR: FRRECEIPSeCERZEEIAIGE
ds BLAREAEENSEZFE.

o HUESBE: 30-604800, Efii: &b,

(ERER]
a. EHFEEIPEAMX,

PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

{
"vpn_gateway": {
"name": "vpngw-4321",
"local_subnets": [
"192.168.0.0/24"

1
"eip_id_1": "f1469b4a-demo-a8df-va86-bb7de91cf493",

}
}
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b. FEFFIEEEIPEAN VPN L REEIENR o

PUT https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}
{

"vpn_gateway":{
"policy_template":{

"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm™:"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400

Ui

"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm™:"aes-128-gcm-16",
"pfs":"disable",

"lifetime_seconds":3600
}
}
}
}

I AzHR
o NS
IR[EPMRZRS I 200: successful operation,

= 4-35 IR Body #5713

B St ik

vpn_gateway ResponseVpn | vpn_gatewayXd& .
Gateway
object

request_id String BKID,

3 4-36 ResponseVpnGateway

2R i U
id String o INBEIHAR: VPNMXID,
e 8= 36{UUID,
name String o INASIHEA: VPNMIXZIR, FENER
ENERL o

o HUETBE: 1-641MFRF, BIFH=E. &
MFE. X (\ude00 - \udfa5). _(TF
¥E) . -(FHlzk) .

network_type | String o INAEIRAE: VPNREMILESERY,

o EYESEE: public, private,

o EAE: public,

attachment_ty | String o INAEIRAR: XEXET.
pe o BUEEE: vpc, er,
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B it fiiA
certificate_id String o IfgtiRER: UFBID,
e 1&z: 36fIUUID,
er_id String VPN X EmZERZRIERSEAIAIID . X
attachment_typeAerfdiR[E] .
vpc_id String e Hattachment_typeAvpcHd, vpc_id2E

VPNRIZFKELAIN S VPCHIID

e Hattachment_typeerlT, vpc_id2
VPNRIKAIEAVPCHIID

local_subnets

Array of String

KimFM . RigFRE= LEFMN, 1ZMNEE
=EEIVPNSHEPMINZHTEB. 2
MNIERREICRME: 192.168.52.0/24 . {4
attachment_type9vpcidiR[E],

connect_subne | String VPN EH{ERRIVPCHAI—NFMID,
t

bgp_asn Long VPNRIXHIBGPEIGHERS -

flavor String o INELIHER: VPNMZAIINARZERY:

o HUEEE:
Basic: Ex K& AT 5a100Mbps,

Professionall: Akt Ekm
300Mbps,

Professional1-NonFixedIP: g XKEEA
HE5300Mbps.

Professional2: gz KiEA& o 1Gbps,

Professional2-NonFixedIP: g Xi&A
HEe1Gbps,

GM: FAREKRHEE500Mbps.

availability_zo
ne_ids

Array of String

ZREVPNMXHIT AKX . HisETHHEX
AR E]; HKRIEETHXAS, VPN
FHPRSAACTIVERHR[E] ,

connection_nu | Integer VPNRIX FRIERAVPNIZEZE .

mber

used_connecti | Integer VPNRX T HEIEEERAIVPNIEZEE
on_number

used_connecti | Integer VPNRX T HEIE & ERAIVPNIEZA N

on_group

., F—RAFRMXA\=RIRSEEZEE—
PNiEREE . VPNRIKERASZ 101N R ZER
VPNiZE#EAH,

NH5hRZA 01 (2024-07-18)

WRIERE © HERRARBIRAT

51




FEILE M4
APl &%

4 API

B

St

%

enterprise_proj
ect_id

String

o IfEEIREA: WIRBID,

o : 36fUUID, BIERIAENIRE]
"o" y %iﬁiﬁ%?de'faultﬁéﬂlﬁg o
E "O"HAREXLFENEWIRAID,

eip1

ResponseEip
object

WGEVPNR KRR (FERIE—EIP, &
VPNRXZERREEIP, FEVPNRIXAPIRZE S
ACTIVERFIR[E],

eip2

ResponseEip
object

WGEVPNR KR RFERIIEZEIP, &
VPNRXERREFEIP, FEVPNRIXAPIRE S
ACTIVERFIR[E],

created_at

String

o BUEERTE, EVPNRIKAMRZSIACTIVE
AiR[E],

o UTCHIEMEN: yyyy-MM-
ddTHH:-mm:ssZ,

updated_at

String

o ERE—IXEHATE., TEVPNRIXAPIAZS
JIACTIVERHR[E]

o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm:ssZ,

access_vpc_id

String

o INRERAR: VPNRIXfERAIZEAVPC
ID,

e F&I{: 36{:UUID,

access_subnet_
id

String

o IfREIRAA: VPNRIX{ERAUEAVPCH
AYFMID,

o 1&z0: 36{ZUUID,

access_private_

ip_1

String

FARIZEEIVPN I AYEENFARIIP, VPNRIE
(ERIZFAMIPSITimMN FEEIE , SUEM X
FRERANE—FAMMELE, ERFRE
FAMIHBLE

~fF: 192.168.52.9, {XZnetwork_type
HprivatelHiR[E]

access_private_

ip_2

String

FARISEEIVPN I KATEENFARIIP, VPNRIZK
{EFIZFAMIPS iR KEIE . BEERIK
FRAERNE - NFAMMIE, FERTE
FAMIIBLL

af5l: 192.168.52.9, {¥Znetwork_type
Fprivatef R[],

ha_mode

String

o INESUIAR: PEAIHARETL, "active-
active"E&RXNE, "active-standby"Z&
~ESH.

o HUESGE: active-active, active-
standby,
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policy_templat | PolicyTemplat | JEEEIPIEAVPNRIXHISKISIERACE, R
e e object BEIUE FIEEIEIPEEA VPN KATRE
tags Array of mEFIE.
VpnResourceT
ag objects

2% 4-37 ResponseEip

R

St

ik

id

String

o IfgEiRAA: EIPRIID,

o 8=: 36fZUUID, H{EABIALEIIR
HE$iRE"0",

ip_version

Integer

e INECEIAR: EIPRRZAS,
o EUESEHE: 4,

ip_billing_info

String

o INEEIAER: EIPRUTER(EE. B8F/8H
EIPASIRENTRER, 1REITZRAYEIP
Z:i}g.EO

o BT :
order_id:product_id:region_id:project_
d, u0:

CS22%**=xxx%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a***********c006c7e484
ao

a

type

String

o INEEIRBH: EIPAYEEY,

o BUECE!: RIEEHIBEIPR6 type=

ERAYEMESEE

ip_address

String

o INBEIHAR: EIPHILNMIIPVALHEIL,

o F8TU: ipvASEEUthL, fIgN:
88.** ** 11,

charge_mode

String

o INEEIAA: EIPRYHEEIHEE. HRE

TR LR

o EVEBHE:
bandwidth: &HE1T2E,

traffic: IRmEITEE,

bandwidth_id

String

o IhAEEIRAR: EIPRYTESEEID,
e I&=: 36{;IUUID,
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2R 281 i)
bandwidth_siz | Integer e INEEIRAA: EIPAYTER R/, Bf:
e Mbit/s. B regionBEISIZHHIEIPER A
A E, EIPRISRATEESZIRTEIPAR
55, ALMERTERIESKP TAIEIPHY
BRAT R
o EYEEE!: 1-1000, E{AEVEESE#H
MRS iR eipEHl
bandwidth_na | String o INAEEIHEE: EIPAUEEESSEIR,
me o EUETEE: 1-641METF, TIFH =, &
NZFE. B3 (\ude00 - \udfas). (T~
Xg) . -(PRIZK) . ().
bandwidth_bill | String o INALHAEA: EIPRUREITER(EE., B8/
ing_info BREPFEASREFRITREER, 1%

EEREIPT B AIRE

o FE:
order_id:product_id:region_id:project_i
d, u:
CS22****xxx%| |BIV:00301-******-0--0:br-
iaas-
0din1:0605768a********++**c0)06c7e484a
Ao

2% 4-38 PolicyTemplate

=T it ik
ike_policy IkePolicy ikeZREEXTIER o
object
ipsec_policy IpsecPolicy ipsecEREEITSR .
object
& 4-39 lkePolicy
B -3t fiik
encryption_alg | String o INECHAA: MNZEEE.
orithm o EVESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
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E= i) fR
dh_group String o IfEEIRAR: M EREAIEEFERIDH
H,

o HUESBE: group14, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INAEIHAR: INIEEE,

—algorithm o EVESBE: sha2-512, sha2-384,
sha2-256,

lifetime_secon | Integer o INEEIHER: FTRSANERFRERD, Hizx4&

ds

ZEERBRIEIKE SASEIEH
EVESEE: 60-604800, B{i: #,

2= 4-40 IpsecPolicy

ds

=T it ik

authentication | String o INBEIHAR: INIEEE,

_algorithm o EYESBE: sha2-512, sha2-384,
sha2-256,

encryption_alg | String o INEEIRER: MIZE X,

orithm o HUBESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o INEEIAA: PFSEFRIDHERSAL

o HYESBE: groupl4, groupls,

group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INEEIRAEA: FRBCEIPSeciERIEIIAYRE

BLAREREENEFEEA.
EYESBE: 30-604800, Eafi: ¥,

% 4-41 VpnResourceTag

2R i g
key String o INBEUIRE: AREHIHE
o EUESTE: 1-1281FF, M=,
BYFH, X, fmAlFE. #iE. T
1(%7 L\)\&I’\)\—I:$fg: _-::+'@o
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B 281 A
value String o INEtIHER: ISHIE,

o EUESBE: 0-2551FFF, T,
HNFH, P, ARFIE. @iE. T
1%; D)\&D)\T?fg _-::+'@o

o A£G
a. BEFHEEIPEAVPNMEAIN@AT .
{

"vpn_gateway": {

}

n

}

n

"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-4321",
"attachment_type": "vpc",
"network_type": "public",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24"
]

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {
"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version™: 4,
“type": "5_bgp",
"ip_address": "88.****** 102",
"charge_mode": "bandwidth",
"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"
h?
"eip2": {
"id": "6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version™: 4,
“type": "5_bgp",
"ip_address": "88.****** 188",
"charge_mode": "bandwidth",
"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
h?
created_at": "2022-09-15T08:56:09.386Z",
"updated_at": "2022-09-15T11:13:13.677Z",
"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"

b.  EHAFEIEIPEAVPNRMXAIIDAL o
{

n

vpn_gateway":{
"id":"620d99b8-demo-a8df-va86-200b868f2d7d",

e,

"name":"vpngw-4321",

"attachment_type":"vpc",

"network_type":"public",
"vpc_id":"cb4a631d-demo-a8df-va86-ca3fa348c36c¢",

"local_subnets":[

N5k 01 (2024-07-18)
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"192.168.0.0/24"
1
"connect_subnet":"f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn":64512,
"flavor":"Professional1",
"availability_zone_ids":[
"cn-south-1f",
"cn-south-1e"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"eip1"{
"id":"f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1391"
I
"eip2"{
"id":"6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 188",
"charge_mode":"bandwidth",
"bandwidth_id":"d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1392"
L
"created_at":"2022-09-15T08:56:09.386Z",
"updated_at":"2022-09-15T11:13:13.677Z",
"access_vpc_id":"0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id":"f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode":"active-active",
"policy_template":{
"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400
b
"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"pfs":"disable",
"lifetime_seconds":3600
}
}
1
"request_id":"33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
}

c. VPNRZEHR “QliEh” , EfHEM.
{
"error_code":"VPN.0003",
"error_msg":"resource (type=GATEWAY, ID=ff9bdca6-demo-a8df-va86-e4bcclea52bc) is not
ready, currently CREATING",
"request_id": "abafe41c-7744-41af-bf3d-4452872af799"

}
AT
BEEMT.2 KW,
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4.1.1.5 (B HHE

JIREN4A

IERIANG, LRINSHHELRIERNX
ARG

ESMATARBAP .
URI

POST /v5/{project_id}/vpn-gateways/{vgw_id}/update-specification

* 4-42 SHIHA
B i) 2EY | %A
i%
project_id String 2 IRBID, vILABId3kENRE IDFRENRE
ID,
vgw_id String = VPNRIXESLHBIID
BEXREE
o EKRESH
& 4-43 15R5Y
E= i) BEY | ik
i%
vpn_gateway | Updatevgws | 2 vpn_gatewayXJ5

pecificationR
equestBodyC
ontent
object

% 4-44 UpdateVgwSpecificationRequestBodyContent

B S =/ | mA
i
flavor String 2 o INRERR: FIFEHIVPNRIEIAE

o EYESEHE: Basic,
Professional1, Professional2,
Professional1-NonFixedIP,
Professional2-NonFixedIP,
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o BRI
POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/update-specification
{
"vpn_gateway": {
"flavor": "Basic"
}
}
IRALHER

o IHRIBH

IR[EYRZERZ S 200: successful operation,

2 4-45 IR Body 2%%1%
=T it A
vpn_gateway ResponseVpn | vpn_gatewayX4& .
Gateway
object
request_id String B3XKID,
R 4-46 ResponseVpnGateway
B St faik
id String o INAEIRAR: VPNMIXID,
e 1&z{: 36fIUUID,
name String o INEEIRBH: VPNMXEFR, NENSH
ERK
o BUEEE: 1-641FFF, BiEHF. &=
M, $13(\ude00 - \udfas). _(TF
%) . - ()
network_type | String o INREIRAR: VPNMIFEMIZEHER
e HUESEE: public, private,
e EHAME: public,
attachment_ty | String o INAEIHAE: XEfET,
pe e HUESEBHE: vpc, er,
certificate_id String o INBEIHER: WEEID.
e 1&=: 36{iZUUID,
er_id String VPN MK PZEIZHIERSEFIRIID . {2

attachment_typeJgerfdiR[a],
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B it fiiA
vpc_id String e Hattachment_typeAvpchd, vpc_id@E

VPN X KBRS VPCAYID

e Mattachment_typegerfd, vpc_idE
VPNRIXAHEAVPCRIID

local_subnets

Array of String

KimFM . RigFRE= LEFMW, 1ZMNEE
FEELZVPNSHPUIMNSEHITEE., B
NERHET R 192.168.52.0/24 ., N
attachment_type AvpcAHiR[E] .

connect_subne | String VPNRIXFr{ERRIVPCHAI— N FMID,
t

bgp_asn Long VPN XHIBGPE SRS .

flavor String o INBEIREA: VPNRIKAIFIIGSEEY:

o HUETE:
Basic: Ex K& AT 5a100Mbps,

Professionall: B Akitk s
300Mbps.

Professional1-NonFixedIP: ] Kitk
HEE300Mbps.

Professional2: gz KiEA& s 1Gbps,

Professional2-NonFixedIP: g XKEEA
B Ee1Gbps,

GM: EAEEKHEE500Mbps.

availability_zo
ne_ids

Array of String

ZFEVPNRXHIAT X ., HiIsE T TAKX
AYMR[E]; HARIEEATHKXAS, TEVPNR
AR HACTIVERHR[E]

ect_id

connection_nu | Integer VPN RIS ARVPNIZEREE] .

mber

used_connecti | Integer VPNRX T HEIEEERAIVPNIEZEE

on_number

used_connecti | Integer VPNRIX T HeIE&FERIVPNEZE N

on_group #H. A—RAFPMNX\=RIRSERERR—
MERZE . VPNRIKERIASZH 10 R 25RY
VPNiEEZH

enterprise_proj | String e INEEHAR: BMMIREBID,

o &3\ 36{UUID., GIERAFENIR[E]
"0", ¥rRFRETdefaulteWIRE .
I "0"HAREXLEFENSWIRAID,

eip1

ResponseEip
object

WGEVPNR KRR (FERIIE—EIP, &
VPNFEZEREEIP, EVPNRIEAPARZ S
ACTIVERTIR[E],
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B it fiiA
eip2 ResponseEip | BUEVPNRIXFRRNMEBRIEZNEIP, E£&F
object VPNRXZFRREEIP, FEVPNRXAIIRZS S
ACTIVERHIR[E],
created_at String o BUEERTIE, FEVPNIIFAPIRZSSIACTIVE
AfiR[E
o UTCHJIEIEIN: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o HE—IREMIYE. FEVPNRIXAVRZS
JACTIVERHIR[E]
o UTCRYEIEIN: yny-MM-
ddTHH:mm:ssZ,
access_vpc_id | String e INBEIRAA: VPNREERAYEAVPC
ID,
o ’T{: 36{UUID,
access_subnet_ | String e INEEIHAR: VPNMIX{ERAYEAVPCH
id BIFMID,
o ’Z{: 36{:ZUUID,
access_private_ | String FAPISEEIVPN I ZAIIZNFARIIP, VPNRISE
ip_1 BRI FARIPSXTimM XiEIE . SEEMK
FRERRE— M FAMBIE, FEFRRE
FAMIHBAE
Ml 192.168.52.9, {XZnetwork_type
FprivatefFix[a],
access_private_ | String FAPISEEIVPN I ZAIIZNFARIIP, VPNRISE
ip_2 {ERIZFAMIPEXJURPKEIE . BEMK
FRERNEZNFANMIE, FERRE
FAMIHBLIE
~fF: 192.168.52.9, {XZnetwork_type
HprivatelFiR[E]
ha_mode String o INREIHAR: MIFEAIHARET, "active-

active"FR=XE, "active-standby"FE
TEF.

o HEVESGHE: active-active, active-
standby .

policy_templat

PolicyTemplat

IEEIEIPEAVPNRIKAVRIBIERECE, R

e e object BEMEAIEEEIPEA VPN KR E] .
tags Array of REHIER,
VpnResourceT
ag objects
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% 4-47 ResponseEip

B

RE

%3

id

String

e IfBEIRAR: EIPHIID,

o 18z 36 UUID, X{EAEIATIIR
BARH&E]"0",

ip_version

Integer

o INACIHAEA: EIPRRZAS,
o EVEEH: 4,

ip_billing_info

String

o INEEWEA: EIPRITER(ERE. 85F/88
EIPASIREITRER, 1ZFEITZEHIEIP
RiR[E],

o 1&T:
order_id:product_id:region_id:project_i
d, &n:

CS22x+*xxxx| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*********+**c006c7e484a
Ao

type

String

o INEEIRBE: EIPAYZEEY,

o EVEEE: AEERBEIPE6Ttypes
ERHERESEE

ip_address

String

o INREEWAA: EIPEYLKIIPVALBIL,

o IBIU: ipvASEEUiBLL, HIgN:
88,4 x5 11,

charge_mode

String

o TEENEE: EPMIBEIUEIER., BRE
HEREEEIT .

o EVEBHE:
bandwidth: &5,

traffic: &RE1tE.

bandwidth_id

String

e INAEIRAA: EIPAYEEEID,
e I&=: 36fIUUID,

bandwidth_siz
e

Integer

e INEEHER: EIPAURER AR/, BAf:
Mbit/s. B regionBEIBIRIEAIEIPERK
wmAE, EIPRIERKHESZRTEIPER
%, AILMER T ERESIKP TRIEIPAY
BRATR .

o EVEBHE: 1-1000, E{AEEIESZ#
AR iR eipEHL

bandwidth_na
me

String

o INBEIHAR: EIPAYHZEZIR.

o EUESEHE: 1-641MFERF, IFH=F. =
XF8. 3 (\ude00 - \udfas). _(F
XK. -(FRIE) . (=),
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2R it ik
bandwidth_bill | String o IfEEIRAA: EIPAYRRITR(EE . 85/
ing_info BHEEPERASREGEEITRER, &

FIHERVEIPHRAIRE]

B
order_id:product_id:region_id:project_i
d, @n:

(CS22***+xkkx| BIV:003017-******-0--0:br-
iaas-
0din1:0605768a******+*++**c)06c7e484a
a o

% 4-48 PolicyTemplate

B it fiik
ike_policy IkePolicy ike REEITR o
object
ipsec_policy IpsecPolicy ipsecTREEXTSR .
object
< 4-49 lkePolicy
=1 it #iR
encryption_alg | String o INAEIRAR: INZEEX,
orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,
dh_group String o IfEEIRAR: M EREAIEEFERIDH
H,

o HUESBE: groupl4, groupls,
group16, group19, group20,
group21, disable,

authentication | String o INASIHAR: INFESE,
—algorithm o EUESBE: sha2-512, sha2-384,
sha2-256,
lifetime_secon | Integer o INECIER: FRSAHEZEEE, Iiz4E
ds FEHBBRYEIKE SASEENEH .
o HYESEE: 60-604800, Efi: &b,
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FEILE M4
AP &%

4 API

2% 4-50 IpsecPolicy

B it ik

authentication | String o INBEIHAR: INIEFEE,

~algorithm o EVEBHE: sha2-512, sha2-384,
Sha2—256°

encryption_alg | String o INREEWEH: MEBEIX.

orithm e HEUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128,

pfs String o IfAGIREA: PFS{ERIAYDHEAA.

o EYESEE: group14, groupls,
group16, group19, group20,
group21, disable,

lifetime_secon | Integer o INBEEIHAR: FRECEIPSeciEiEETHIME
ds BLAR B AEENEFREER.

o HYESBE: 30-604800, Bfi: 7,

2R 4-51 VpnResourceTag

EZ4 i) ik
key String o IJREHHR: IREERVER.
o EUESBE: 1-12870FF, XiFH=F.
WYFHE, fX. AFE. #EiE. T
1(%7 L\)\&I’\)\—I:$?—g: _-::+'@o
value String o INEEIHAR: FREAIE.
o HUESEE: 0-2551M=FF, iFH=F.
WYFE, BX. AFE. #EiE. T
¥, URIUTER: _=+-@,

LI )iz ==

a. EHEEIPEANVPNR AL o
{

"vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-4321",

"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c”,
"local_subnets": [
"192.168.0.0/24"

]

164512,
Professionall1",

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
nbg p_asn"

"availability_zone_ids": ["cn-south-1f", "cn-south-1e"],
"connection_number": 200,
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I
"eip2": {

"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1": {

"id": "f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version": 4,

"type": "5_bgp",

"ip_address": "88.*** *** 102",

"charge_mode": "bandwidth",

"bandwidth_id": "cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size": 300,

"bandwidth_name": "vpngw-bandwidth-1391"

"id": "6ad8e297-demo-a8df-va86-da0f885cch98",
"ip_version": 4,

"type": "5_bgp",

"ip_address": "88.*** *** 188",

"charge_mode": "bandwidth",

"bandwidth_id": "d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size": 300,

"bandwidth_name": "vpngw-bandwidth-1392"

i

"created_at": "2022-09-15T08:56:09.386Z",

}

n

}

"updated_at": "2022-09-15T11:13:13.677Z",

"access_vpc_id": "0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode": "active-active"

request_id": "33a2b77a-65f9-4fa0-90bd-4bd42038eb41"

b. EHAFEIEIPEAVPNRMXAIIDAL .
{

"vpn_gateway":{

"id":"620d99b8-demo-a8df-va86-200b868f2d7d",
"name":"vpngw-4321",

(N1}

"attachment_type":"vpc",
"network_type":"public",
"vpc_id":"cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets":[
"192.168.0.0/24"
1
"connect_subnet":"f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn":64512,
"flavor":"Professional1",
"availability_zone_ids":[
"cn-south-1f",
"cn-south-1e"
1
"connection_number":200,
"used_connection_number":0,
"used_connection_group":0,
"enterprise_project_id":"0",
"eip1"{
"id":"f1469b4a-demo-a8df-va86-bb7de91cf493",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 102",
"charge_mode":"bandwidth",
"bandwidth_id":"cff40e5e-demo-a8df-va86-7366077bf097",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1391"
h?
"eip2"{
"id":"6ad8e297-demo-a8df-va86-da0f885ccb98",
"ip_version":4,
"type":"5_bgp",
"ip_address":"88.*** *** 188",
"charge_mode":"bandwidth",
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"bandwidth_id":"d290f1ee-demo-a8df-va86-d701748f0851",
"bandwidth_size":300,
"bandwidth_name":"vpngw-bandwidth-1392"
L
"created_at":"2022-09-15T08:56:09.386Z",
"updated_at":"2022-09-15T11:13:13.677Z",
"access_vpc_id":"0cf79a3f-demo-a8df-va86-d7ace626b0fa",
"access_subnet_id":"f5741286-demo-a8df-va86-2c82bd9ee114",
"ha_mode":"active-active",
"policy_template":{
"ike_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"dh_group":"group21",
"lifetime_seconds":86400
b
"ipsec_policy":{
"authentication_algorithm":"sha2-256",
"encryption_algorithm":"aes-128-gcm-16",
"pfs":"disable",
"lifetime_seconds":3600
}
}
1
"request_id":"33a2b77a-65f9-4fa0-90bd-4bd42038eb41"
}

c. VPNIRZEH ‘G’ , BEIHEM.
{

"error_code":"VPN.0003",

"error_msg":"resource (type=GATEWAY, ID=ff9bdca6-demo-a8df-va86-e4bcclea52bc) is not
ready, currently CREATING",

"request_id": "abafe41c-7744-41af-bf3d-4452872af799"

}
RS
B2 7.2 R,
4.1.1.6 fIFR VPN <
ThREN 4B

HRIEVPNIIKID, MIFRFEERIVPNIIX . EIZFEITZERIVPNMXEEE 7 EF/BREIP,
MRS FRTEHEF/ R REIP, BNARBERER.

BRBE
1523 WaEHBAPI,

URI
DELETE /v5/{project_id}/vpn-gateways/{vgw_id}
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& 4-52 SE0RT

B R =5y | %A
%
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID.
vgw_id String = VPNRIFKSLAIID

iEKiHE

o EREA

DELETE https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}

MRS
o IARIBH

IREMAZSAD S 204: BIBRARIN o

o [lERZHFER

VPNIRZE “BlEs” , MIBREM.

{

"error_code":"VPN.0003",

"error_msg":"resource (type=GATEWAY, ID=ff9bdca6-demo-a8df-va86-e4bcclea52bc) is not ready,
currently CREATING",
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfa9b234ac"

}

N

1B5507.2 K&8,

4.1.1.7 &i VPN MXEATHEX

INEENA

EiFVPNMXET X .
BRABE

15203 UN{EEAREAPI,
URI

GET /v5/{project_id}/vpn-gateways/availability-zones
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APl &% 4 API
& 4-53 SEUREA
B S =5Y | %A
%
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
BKREE

o IBERBH
o
o EREAH

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/availability-zones

NaRzHR
o NS

IREMRZERS A 200: successful operation,

% 4-54 QR Body 2%(31%&

&1 s ik
availability_zo | AvailabilityZo | sfFX%IZE.
nes nes object
request_id String B3KID,
& 4-55 AvailabilityZones
B St fEiA
basic VpnGatewayA | Basicfxiiig o
vailabilityZon
es object
professionall VpnGatewayA | Professionall it
vailabilityZon
es object
Professional1- | VpnGatewayA | Professionall-NonFixedIPRJ&iAE o
NonFixedIP vailabilityZon
es object
professional2 | VpnGatewayA | Professional2 it o
vailabilityZon
es object

N5k 01 (2024-07-18)
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B i) fR
Professional2- | VpnGatewayA | Professional2-NonFixed|PRJ A o
NonFixedIP vailabilityZon
es object
gm VpnGatewayA | GMPFZIRAE .
vailabilityZon
es object
PA_E A& RYSEPR AT B Bl 2% VPNIZHI & 832 VPN X I EAYSpecification
IR
& 4-56 VpnGatewayAvailabilityZones
2R i) Rk
vpc Array of String | FEVPCERMNABXFIE.
er Array of String | FEXERERWAAXIIE.
LI )z =20
{
"availability_zones": {
"basic": {
"vpc": ["cn-south-1f"],
"er": []
h
"professional1": {
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]
h
"professional2": {
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]
h
"Professional1-NonFixedIP": {
"vpc”: ],
"er": []
"’ProfessionalZ-NonFixed|P": {
"vpc™: 1,
"er": []
h
"gm": {
"vpc": ["cn-south-1f", "cn-south-1e", "cn-south-1c"],
"er": ["cn-south-1f"]
) }
"'request_id": "b60309ab-812c-4269-9de4-fb9a65e6db16"
}
RS

1B5507.2 K&8,
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AP &% 4 AP

4.1.1.8 & VPN R&IEH

TIRENR
EEE M X _EEIEBFFAH
ERREE
523 WMTERAPI,
URI
POST /v5/{project_id}/vpn-gateways/{vgw_id}/certificate
& 4-57 2HU5A
BFR S =RY | R
i%&
project_id String = IEID, BJLABIIIREVIN R IDFREIRE
ID,
vgw_id String = EZEIRXID,
BERIHE

R 4-58 CreateVpnGatewayCertificateRequestBody

2R i) =B/ | EA
i
certificate CreateVpnG | 2 VPN IEBITER .

atewayCertif
icateReques
tBodyConte
nt object
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& 4-59 CreateVpnGatewayCertificateRequestBodyContent

B RE

=AY

ik

oy | §f

name String

INEEIRAE: VPNRIFEBEZIR,
EUESEE: 3-631FF. i
F. BXFE. $F3Z(\ub4e00 -
\uofa5). _(TXlZ). -(klLk). .
(EXAR) .

ZOME: TENSBiERIEIS
vpngw-***J9ZFR, FIE0: cert-
a45b,

certificate String

i

INREIRER: BRIEH,
EVESEE: 1-40961MNF5 .
IR EZRIECAIES

private_key | String

i

NRERAR: EEEBRIEFHMA.

EVESGE: 1-40961MNF5 .
521t B9 AALES

certificate_ch
ain

String

i

INaeiiee: CAIEBAS.,

EESSE: 1-81921MF5,
WIREEZRICAIER,

enc_certificat
e

String

i

ThREiRBA: INEES.

EVESSE: 1-409610NF .
IR EZRIIECAIES

enc_private_
key

String

ali

IRERER: EZEINZIERFAH .

BESGE: 1-409610NF .
SmzEiEBa9 $A0TES .

o EREH

POST https://{Endpoint}/v5/{project_id}/vpn-gateways

{

"certificate": {

"private_key": "----- BEGIN EC PRIVATE KEY-----#i END EC PRIVATE KEY----- "
"enc_certificate": "----- BEGIN CERTIFICATE----- PR o END CERTIFICATE----- i

N RzH R
o NS
IR[EMRZSRS ST 201: successful operation,
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& 4-60 I Body S¥%I%
B - St R
certificate VpnGatewayC | VPNRIKIEHEITR
ertificateConf
ig object

request_id String BXKID,
% 4-61 VpnGatewayCertificateConfig
B E- St 1k
id String o INBEIRAR: VPNMERID,

e 1&x(: 36fZUUID,
name String o INAEIHAE: VPNRIFEIEREZR.

o BUEEE: 3-631FfF. IFHF. &

W=, 37 (\ude00 - \u9fas). (T
¥iZe) . -(hllL) .

vgw_id String o INASER: VPNRISID.

e 1&=: 36{ZUUID,
issuer String o INALHAR: EREZIIPMEE.

o EUETEE: 1-2567=F,
signature_algo | String o INEEIHAR: EEERIUEPEZE L,
rithm o EVESEE: 1-641MF7.
certificate_seri | String o IfEGIHIR: EXREZIEPFIIZ,
al_number o EUEBE: 1-640FH.
certificate_subj | String o INAEINAE: SZIFBEHEE.
ect o EVETBE: 1-2561FF,
certificate_expi | String o INEEIHAA: EZEEZIULPITHARTE,
re_time
certificate_chai | String o INELIHER: CAIFBERESIS,
n_serial_numb o EEOE: 1-641FH
certificate_chai | String o INAEIHAR: CAIFH(EFERZE,
n_subject o EVESEE: 1-2561MF%.
certificate_chai | String o INBEIRER: CAIEEITHARTIE,

n_expire_time

MAERRAS 01 (2024-07-18)
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B 281 fR
enc_certificate | String o INRGIRAR: EZEMZBLERFIIS,
serial_number N -
- - o EUEEE: 1-641MFF.
enc_certificate | String o INEGIRER: HMNZTERERAE.
~subject o HUEBE: 1-256137F.
enc_certificate | String o INEEIHAR: EZNIZIEHITHEERTE],
_expire_time
created_at String o INEGIHER: GliEATE,
o IRZAEA
{
"certificate": {
"id": "73f072d8-demo-a8df-va86-2a755d95636f",
"name": "cert-dce7",
"vgw_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",
"signature_algorithm": "SM3WITHSM2",
"certificate_serial_number": "16548506527294397241",
"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"certificate_expire_time": "2024-02-20T15:41:39+08:00",
"certificate_chain_serial_number": "12369133709000538078",
"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA
- 01",
"certificate_chain_expire_time": "2039-07-11720:31:33+08:00",
"enc_certificate_serial_number": "16548506527294397242",
"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"enc_certificate_expire_time": "2024-02-20T15:43:26+08:00",
"created_at": "2023-03-30T10:47:16.657+08:00"
}
}
RS
152007.2 K&
4.1.1.9 &if] VPN RISEIEBi¥E
ab /Ay D
INRENA
RIEVPNRXID, ZEiGVPNMXESANAGER,
ARGEE
1523 AMElERAPI,
URI
GET /v5/{project_id}/vpn-gateways/{vgw_id}/certificate
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APl &%& 4 API
* 4-62 SR
BR Sl R
project_id String InHid,
vgw_id String VPNRIZSEHIID
iﬁ*;ﬁl§\

o IBERBH
o
o EREAH

GET https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/certificate

A
o IMESH
IREHAZSHH 200: AR

% 4-63 NI Body S#5IF&

E= it (i35
certificate VpnGatewayC | iFHIR,
ertificate

object
request_id String BXKID,

% 4-64 VpnGatewayCertificate

B i) A

id String o INAEUAA: VPNRISESERID,
o 1&=: 36{ZUUID,

name String o INBEIRER: VPNRIKIFHEEIR,

o HUESEHE!: 3-631FF. iFH=. &
XFH. #3(\u4e00 - \udfas). _(F
REk) . -(FRIZK). (EXTR),

project_id String e INBEIRAA: FHFRIIMBID,
o EUEEE: 1-647MFFs
vgw_id String o IPAEIHAR: VPNRIXID,

o #&={: 36/ZUUID,

SRS 01 (2024-07-18) IS © ERRAGIRAT 7
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APl &%& 4 API
2R =i A
status String o INAEIRAR: MIFEIEHIRES.,
o HEYESEME: BOUND, FAULT,
BINDING,
issuer String o INEEIHER: EEEZIEPMAS .
o HUESBE: 1-25671NFHF,
signature_algo | String o INREEIREA: EBREBIEREERE.
rithm o EUESHE: 1-640NFF,
certificate_seri | String o INEEIREE: EESRIEBFIIS,
alnumber o EUEEE: 1-641MFF,
certificate_subj | String o INBEIRER: BRZUEBFERE.
ect o HUESHE: 1-25670%F,
certificate_expi | String o INESEH: E=ZEZIEHTEARYE,
re_time
certificate_chai | String o IPECIER: CAIFBFIIS .
n_serial_numb o EUEBE: 1-6415F,
certificate_chai | String o INREUGRE: CAIFH(ERE,
n_subject o EVESEE: 1-2567=4F,
certificate_chai | String o INBEIRER: CAIEHITHARTE,
n_expire_time
enc_certificate | String o INEEIHAER: EENNZIEBRFIIS.
_serial_number o EVEBE: 1-641M=75.
enc_certificate | String o INREINAA: INZHEB(ERE.
_subject o EUEBE: 1-2567F%,
enc_certificate | String o INgEiIREH: EEMNZEIERISHARE.
_expire_time
created_at String o INAEINAA: BUiEATE.
updated_at String o INAERAR: EIRATIE.
o R4
{
"certificate":
{

"id": "18b81966-demo-a8df-va86-51db2ae6cfbd”,

"name": "cert-ces-test",

"project_id": "06057689f680d5762f7fc008c77b8891",

"vgw_id": "b1e94931-demo-a8df-va86-ec906c458ba7",

"status™: "BOUND",

"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",

"signature_algorithm": "SM3WITHSM2",
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T

ab
IHEEN B

ARTIE

URI

"certificate_serial_number": "16548506527294397241",

"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"certificate_expire_time": "2023-03-21T07:41:39Z",

"certificate_chain_serial_number": "12369133709000538078",

"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root

CA-01",

}

"certificate_chain_expire_time": "2023-03-21T01:31:33Z",

"enc_certificate_serial_number": "16548506527294397242",

"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"enc_certificate_expire_time": "2023-03-21T07:43:26Z",

"created_at": "2023-03-14T07:48:13.705Z",

"updated_at": "2023-03-14T07:48:13.887Z"

i5207.2 K&

4.1.1.10 E# VPN RIKIEH

BEFTEFEERVPNMXFERRNES, SFEBRIR. ERIEH. KZFAH. =
IEH. INEFASBFICAIEHHE

iB203

{aEFEAPI,

PUT /v5/{project_id}/vpn-gateways/{vgw_id}/certificate/{certificate_id}

& 4-65 153K path 2#FIFE

2R -] £
project_id String InHID,
vgw_id String VPNPRIEEEAIID
certificate_id String VPNREUERID,
BKRHE
o BEKRBH
M H4hRAS 01 (2024-07-18) RN © LARABIRAE 76
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& 4-66 UpdateVpnGatewayCertificateRequestBody

2T St = | #iR
%
certificate Updatevpn | 2 VPNRIFIEBITR o
GatewayCer
tificateRequ
estBodyCon

tent object

& 4-67 UpdateVpnGatewayCertificateRequestBodyContent

=T il E.’:‘M\ fEiA
name String B o IHREIHBE: VPNRIFIERZFR,
o HUESEE: 3-631MFfF. iFH

?\ %j?ﬂ\ EF'Y(\U4€OO -
\udfa5). _(TXlZk). (k). .
(FEXAR) o

certificate String & o INELIHEE: EEESZIIBHEA,W
RAEMERBBFRAILARE,

o HUEEE: 1-40967MF%.
private_key | String & o INREEIREA: EEEZIEBFAH,

RAEMEBBFRATLARE,

o EUESBE: 1-409671NFFF,
certificate_ch | String “® o INREIHAR: CAIEBAZE, MNER
ain EINERZRALUNE,

o EUESBE: 1-81920FFF,
enc_certificat | String B o INELHAEE: EIEMNERIBRE, W
e RAEMEBBFRAILARME,

o EUESBE: 1-409670FTF
enc_private_ | String B o INEEIHAR: EZEMZEPRFALE, W
key RAEFNEBEFRATLUAAME

o EVESBE: 1-409670FTF
TBEKRIER

POST https://{Endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}/certificate/{certificate_id}

{

"certificate": {

"private_key": "
"enc_certificate

|||||

NH5hRZA 01 (2024-07-18)
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API &% 4 API
}
}
RLES
o IRIESEL
IREYAZSAS/9200: successful operation,
= 4-68 N Body 2#5%
B i) Rk
certificate VpnGatewayC | VPNRIFIFHITSR
ertificateConf
ig object

request_id String BKid,
& 4-69 VpnGatewayCertificateConfig
B E-Sit) R
id String o INAEEHAEA: VPNRIEIEBID,

o 1&=(: 36/ZUUID,
name String o IAEEIREA: VPNRIKIEBETR,

o EUESEHE: 3-631FEfF. IFH=F. =

X, H3Z(\u4e00 - \udfa5). _(F
X) . -(FxlZk) .

vgw_id String o INEEIHER: VPNMXID,

o #&x(: 36fZUUID,
issuer String o INEEINER: EEEZIEPMAS .

o EUEEE: 1-2567FF%F,
signature_algo | String o INREIRAA: EEREZIULPEZE X,
rithm o HUEBE: 1-641FH,
certificate_seri | String o INEEINER: EERERZIERFIIS,
al_number o EUETEE: 1-641NEH.
certificate_subj | String o INELIHEE: EESZIIPFERE.
ect o BUEEE: 1-2567FH.
certificate_expi | String o EXREZIIPITHIATE],
re_time
certificate_chai | String o INBGIHAR: EZECALEPBFEIIS,

n_serial_numb
er

EUEEE: 1-641F .

MAERRAS 01 (2024-07-18)
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AP| &%& 4 API
2R 281 i)
certificate_chai | String o INALIHAR: EZRCAIFBFERE.
n_subject o EVESEE: 1-2567=2,
certificate_chai | String o INBEIRER: EZCAIFBIZHARYE,
n_expire_time
enc_certificate | String o INEEINER: EEIEIERFIIS.
_serial_number o EVETSE: 1-641=75.
enc_certificate | String o INEEIRER: EEMNEIERFERE.
~subject o EUEGE: 125605
enc_certificate | String o INEEIRBE: EZENNZEIEHITHARTE,
_expire_time
created_at String o INEGIRAR: GUZEARTE,
o NaRzt£4l
{
"certificate": {
"id": "73f072d8-demo-a8df-va86-2a755d95636f",
"name": "cert-dce7",
"vgw_id": "c7f1d3e3-0476-4a71-95a7-3ce8cbb969de",
"issuer": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA - 01",
"signature_algorithm": "SM3WITHSM2",
"certificate_serial_number": "16548506527294397241",

"certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",

"certificate_expire_time": "2024-02-20T15:41:39+08:00",
"certificate_chain_serial_number": "12369133709000538078",

"certificate_chain_subject": "C=CN,ST=Beijing,L=HaiDian,0=GMCert.org,CN=GMCert GM Root CA

-01",
"certificate_chain_expire_time": "2039-07-11720:31:33+08:00",
"enc_certificate_serial_number": "16548506527294397242",
"enc_certificate_subject": "C=CN,ST=beijing,L=beijing,0=huawei,OU=vpn,CN=hwcloud-vpn",
"enc_certificate_expire_time": "2024-02-20T15:43:26+08:00",
"created_at": "2023-03-30T10:47:16.657+08:00"

}
}
RS

BE&7.2 &1L,

4.1.2 ¥umpo L

4.1.2.1 BIEXTimRIS<

IRENT R
QUEFEF I TS VPN RIS ARIERITHA R .
BRTSE

152 AMaERAPI,
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APl &%& 4 API
URI
POST /v5/{project_id}/customer-gateways
= 4-70 205
2R i) =AY | %A
i%&
project_id String g2 IRHID, ®JLAEISRENIRE IDIKENRE
ID,
BXRIER
BRSH
& 471 BREY
B Sl =AY | i
1%
customer_ga | CreateCgwR | 2 customer_gatewayX3& .
teway equestBody
Content
object

& 4-72 CreateCgwRequestBodyContent

B il ZEA/Y | ik
1%
name String B o INEEIRER: XFimMXZFR, FIEAT
SBIERE I cgw-+ 95
FRo fBIEN: cgw-21a3,
o EVESBE: 1-641MNFFF, i
F. BXFE, X (\ude00 -
\UgfaS) A ( —szué%) N T ( ':F'jzu
Z)..(=),
id_type String ) o INAGIHAR: XJumMIXFRIRSEEY,
o BUEEE:
- ipe
- fgdn,
o EIAME: ip.
i5hRAS 01 (2024-07-18) RIS © LA ARBIRAE] 80
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B i) 2EY | gk
i%
id_value String = o INEEIRAE: XFimMKARR(E,
o HUESBE: 1-1281M=FF. 4
id_typeNiphd, MIEEmD+itHl
IPvattitit (%0192.168.45.7) ; 24
id_typesafqdnid, MIEEX/NE
F. HFHIFHRGS, FiFU
THHFRG: & <o >0 [V ]\
=L ? .
bgp_asn Long & o INEEIEA: XHimMXHIBGPRIAE
HwS.
o EHYESEE: 1-4294967295,
o Z9%R: Hid_typeRipldeliEE, &
WAIE,
ca_certificate | CaCertificat | & o INBEIHAR: IUHMIECAIER, €l
eRequest FEEZ RIS im R KA LR .
object
tags Array of S o INREEIREA: 1REIIR.
VpnResourc o AE: EEEE0,
eTag object - -
R 4-73 CaCertificateRequest
B i) =AY | A
pri
id String B o INEEAER: IEBID,
e #&x(: 36fZUUID,
content String B o INASINAR: YiRMECAIEHA
Bo
o EUESEE: 1-81921FF,
2 4-74 VpnResourceTag
2R i) =B/ | EA
i
key String = o IhgEiREA: IREAIHE,

o EUESEE: 1-1281FRF, i
F. WNFE, h. ARFiE.
#iE. =88, LUIRUTER: =
+_@o
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APl &% 4 API
B E- St =AW | it
i%
value String = o INRGIHER: HYE,
o EUESBE: 0-25570FFF, XM
F. HBENFE, P BRFE.
. =18, LIRLITFER: =
+'@o
BRI
POST https://{Endpoint}/v5/{project_id}/vpn/customer-gateways
{
"customer_gateway": {
name": "cgw-2abf",
id_type": "ip",
id_value": "10.** == 21",
"bgp_asn": 65000,
"ca_certificate": {
"content"; ek
}
}
}
N AzHR
IS4

IR[EMRZEAS S 201:

BRI

2= 4-75 IR Body 2#5%

R it 7%
customer_gate | ResponseCusto customer_gatewayXJ& .
way merGateway

object
request_id String iBEKid,
& 4-76 ResponseCustomerGateway
=T it f#iA
id String o INREIHAE: XTuHRIEARIID,

o 1&=: 36fUUID,

name String o INEEIRER: XimMXEFR, FENSH

R

BESEE: 1-647MF5,
XFH. #3(\u4e00 - \udfas). _(F
X&) . -(PRIZ) .

BEHF. &
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E= i) 1k
id_type String o INREUIRE: XTUmMIFEFRRZEE,
o HUESEE:

- ipo

- fqdn,
id_value String X it PO KRR
bgp_asn Long iR XAIBGPE GRS . (XXid_type

HipAFiR[E .

ca_certificate

CaCertificate
object

XimI KCAIEBER o (NI imMIKEEE
CAIEBATIRE] .

created_at String o BIFEATIE,
o UTCRYEIFETV: yyyy-MM-
ddTHH:mm.ss.S552,
updated_at String o Efe—IXEHATE,
o UTCRIEIFETV: yyyy-MM-
ddTHH:mm.ss.S552,
tags Array of mEFIFE.
VpnResourceT
ag objects
& 4-77 CaCertificate
EZ i) ik
id String IUERID,
serial_number | String WEBFIS,
signature_algo | String TEE2BZX.
rithm
issuer String UEBMAEE .
subject String IERERE
expire_time String UEBIS HARTIE]
is_updatable boolean EEREEINEBAE.

N5k 01 (2024-07-18)
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2% 4-78 VpnResourceTag
2R il A
key String o INEEIRER: IRTEAVHEE.
o HUESBE: 1-1281M=FFF, TIFH=F.
RNFHE. B, ARFE. @iE. T
#:ZH l’\/{&l:)\—l_?f% _-::+'@o
value String o INEEIRAH: TREAYES
o EUESBE: 0-2551MF, IHHEF.
BYFE., FX. ARFE. G5 T
1B, URLITFZER: _=+@,
o IR
{
"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-2abf",
"id_type": "ip",
"ld valuen |l10***.***-21|l’
"bgp_asn": 65000,
"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
1
"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
I
"request_id": "7e0383bf-a7fb-461b-a926-baa8a795bf1a"
}
RS
1B207.2 K&,
N, Ll
4.1.2.2 BEifRJuRRX
ab /Ay n
INREN4R

URI

RIEXSIRMXID, EIEHEEAIXIRMX

52 WAMaE AP

GET /v5/{project_id}/customer-gateways/{customer_gateway_id}
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FEE FAMIES

APl &% 4 API
% 4-79 250588
B E-3it) =EY | #A
i
project_id String 2 IRBEID, aILABId3kEIR B IDZKEVRE
ID,
customer_gat | String = XJuwMIKID 6
eway_id
BRER
o EKRESH
To
o BRI
GET https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}
IRLHR

o IMNZSE

IREMAZSREA 200: EiFIR .

% 4-80 IR Body 2%%71%&

=T il IR
customer_gate | ResponseCusto | customer_gatewayXd&,
way merGateway

object
request_id String B3Kid,
& 4-81 ResponseCustomerGateway
B -3t i)
id String o IfAEIRER: XFimMFRIID,

e 1&z{: 36fIUUID,

name String o INEEIRER: XimMXEFIR, FENSH

R o

o HUESEE: 1-641NFRF, S =, &=
XFE. 3 (\u4e00 - \u9fa5) . _
(FRIZ) « - (PRIZL) . . (=)o

NH5hRZA 01 (2024-07-18)
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E= i) 1k
id_type String o INREUIRE: XTUmMIFEFRRZEE,
o HUESEE:

- ipo

- fqdn,
id_value String X it PO KRR
bgp_asn Long iR XAIBGPE GRS . (XXid_type

HipAFiR[E .

ca_certificate

CaCertificate
object

XimI KCAIEBER o (NI imMIKEEE
CAIEBATIRE] .

created_at String o BIFEATIE,
o UTCRYEIRETV: yyyy-MM-
ddTHH:mm:ssZ,
updated_at String o Efe—IXEHATE,
o UTCRIEIFEZV: yyyy-MM-
ddTHH:mm:ssZ,
tags Array of mEFIFE.
VpnResourceT
ag objects
& 4-82 CaCertificate
B i) fER
id String IUERID,
serial_number | String WEBFIS,
signature_algo | String TEE2BZX.
rithm
issuer String UEBMAEE .
subject String IERERE
expire_time String UEBIS HARTIE]
is_updatable boolean EEREEINEBAE.
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AP &% 4 AP

2% 4-83 VpnResourceTag

&R 3] 115

key String o INREEIREA: 1RZHIE.

o EUESEHE: 1-1281=FF, IFH=F.
HBNFE, P BARFE. @i T
#:ZH D/{&LXT??-% _-::+'@o

value String o INEEIRAR: FREHIE.

o HEVETEE: 0-2551MFF, SiE¥=.
BYFH., 2. BFE. EiE. T
1, URUTER: _=+-@,

o N@RAEAHI
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",
"name": "cgw-ba08",

"id_type": "ip",
"ld Valuen |l10***.***-21|l’

"bgp_asn": 65000,

"ca_certificate": {
"serial_number": "14257156674311863338",
"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true

1

"created_at": "2021-12-21T16:49:28.108+08:00",

"updated_at": "2021-12-21T16:49:28.108+08:00"

I
"request_id": "8111d315-5024-45c9-8ee3-5ef676edb0d1"

}

R
BEBM7.2 REB.

4.1.2.3 EiFxJimlxFIE
m‘a\ /\QJJ

BT RRIFFIE
VE)zzmbrs

B2 AERAPI,

URI

GET /v5/{project_id}/customer-gateways
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APl &% 4 API
* 4-84 2B
2R ERY =R/Y | WA
ik
project_id String 2 IREID, aILABIdIREIERE IDFRENRE
ID,
#* 4-85 53K Query 2#%1%
2R i) =EY | #A
i
limit Integer E o INEEIREE: D RAEINERIRERIC
RH=E,
o EYETBME: 0-200,
e ELIAE: 200,
marker String B o INEEIRAE: EEARAYEIAIRICHL,
N AEEE R, EEFT—IH
markera] LARIE_E—RaRAY
page_infold& FfInext_markeri&
5,
o ZTR: WRSlimit—Ee(FEA,
BRER
BRESH
o
TERAEH

WAGEHER

GET https://{Endpoint}/v5/{project_id}/custome

M Ry 228
IREMAZSISF 200: G

% 4-86 I Body S2#7%&

r-gateways?limit={limit}&marker={marker}

BR ESid]

ik

customer_gate | Array of

customer_gateway3f&R,

ways ResponseCust
omerGateway
objects
total_count Long AR T IRRN X EE .
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APl &%

HipHHR[E .

4 API
B i) fR
page_info Pagelnfo PRIEE.
object
request_id String BXKid,
& 4-87 ResponseCustomerGateway
B i) fEiR
id String o INEEINAA: XTumPEAJID,
o 1&=\: 36fZUUID,
name String o INEEIRER: XFimMXEFIR, FENSH
AR
o BUEEHE: 1-641FFF, TIFHF. &=
EFE, 13 (\ude00 - \udfa5) | _
(TRIEE) « - (FRIE) . . (=)
id_type String o INBEIHAE: XTURMIFKARIAZEEY,
o EYEEHE:
- ipo
- fqdn,
id_value String SFimMATFRIR(E o
bgp_asn Long XHimMIKHIBGPEIBERS . (X=id_type

ca_certificate

CaCertificate

XimP K CAIEBIER o X3 im M XGEE

object CAIEBHTIR[E]
created_at String o BIFEEATE,
o UTCHIIENEZN: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o E—IREHATE.
o UTCEYEIREZN: yyyy-MM-
ddTHH:mm:ssZ,
tags Array of REEFIE,
VpnResourceT
ag objects
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FEILE M4
AP &% 4 AP

2% 4-88 CaCertificate

B St f#id

id String UEBID,
serial_number | String EBFIS,
signature_algo | String BREL,

rithm

issuer String UERAE .

subject String IEPRFERE
expire_time String UEBIS HARTIE]
is_updatable boolean EREEEIEBHE

R 4-89 VpnResourceTag

BR xE fiiju
key String o INREIRAR: FREATHE.

o EUEEHE: 1-1281M=FF, IFHF.
BNFE, P, BRFE. @5 =
*gy LJ&D/{-F?fg _-::+'@o

value String o INEEIREE: REHIE.

o HUESBE: 0-2551MVFfF, =,
WNFE, B, AFE. EiE. &
B, URIUTES: _=+@,

/.

& 4-90 Pagelnfo

E=2 St R

next_marker String T—mHImarker, {EXE—RE NN
RE— 1T RIRAIEIZERTE

current_count | Integer LEFRPREHE ., HNTFEFBEKRE
ANBlimitNIFR RRE—R

LI v =271
{

"customer_gateways": [{
"id": "e67d6e27-demo-a8df-va86-be9a0f0168e9",

"bgp_asn": 65588,
"ca_certificate": {

"signature_algorithm": "SM3WITHSM2",
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APl &% 4 API
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
1
"created_at": "2022-11-28T07:36:24.923Z",
"updated_at": "2022-11-28T07:36:24.9237"
ho
"id": "312067bb-demo-a8df-va86-09dc941bbffc",
"name": "cgw-21a3",
"id_type": "fqdn",
"id_value": ||123*~k~k*~k*456n'
"ca_certificate": null,
"created_at": "2022-11-28T06:25:01.937Z",
"updated_at": "2022-11-28T06:25:01.937Z"
1,
"total_count": 2,
"page_info": {
"next_marker": "2022-11-28T06:25:01.937Z2",
"current_count™: 2
h
"request_id": "82a108d9-0929-42e9-adb7-e146c04c587c"
}
R
1B207.2 R&8,
Ll
4.1.2.4 BHFXSRMX
ab /Ay P
INREN A
IRIBXSIRMIXID, BEFIEERIT MK . SZIFEMBMAEIRIER, ENEHMSHFE
BREIEXTIRMIK o
ARBE
152 ILAaliE AP,
URI

PUT /v5/{project_id}/customer-gateways/{customer_gateway_id}

*& 4-91 SEURB

B E-Sit) =AY |k
i%
project_id String 2 IRBID, mILABId3RENIR B IDFAEVRE
ID,
customer_gat | String = FimMIXID 6
eway_id
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APl &% 4 API
BXREE
o IERSH
= 4-92 ERSH
R it =AY | f#k
1%
customer_ga | UpdateCgw | =2 customer_gateway 4R o
teway RequestBod
yContent
object
R 4-93 UpdateCgwRequestBodyContent
R it =AY | f#ik
1%
name String B o INEEIHEE: MIXZR,
o HUESEHE: 1-641MFFRF, IFH
F. BmXFH, EF'S‘C*( \u4e00 -
%).. (=)o
ca_certificat | CaCertificat | & o IHAEINAA: IJuHMECAIEH,
e eRequest
object
& 4-94 CaCertificateRequest
B it =R | ik
i%
id String B o IDREEEA: IEBID.
e #&x(: 36fZUUID,
content String & o INAEIHER: XFimMIECAIERH
Bo
o EUESBE: 1-81921MF%Fs
o IEKIFAI

PUT https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

{

"customer_gateway": {

"ca_certificate": {
'lcontent“:"******"
}
}
}
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FEILE M4
APl &%

4 API

N Rz

) VE=25

IREPAZSIES 200: BHALIN

2= 4-95 IR Body S#5%

B it 1A
customer_gate | ResponseCust | customer_gatewayIJ&,
way omerGateway
object
request_id String B3Kid,

Z= 4-96 ResponseCustomerGateway

B

xE

%S

id

String

o INEERAA: XJumbIXAYID
o #&z(: 36{;UUID,

name

String

o INEEIRER: XimMXZFR, FENSH
NERL o

o EVEBE: 1-641MZFF,
XF8. H3(\ude00 - \udfas). _(F
X&) -(PRIZk) .

BREHF. &

id_type

String

o INAEIRAR: XJumMIKARIRSEE,
o HUBETE:

- ipo

- fqdn,

id_value

String

X X ARR(E -

bgp_asn

Long

FimMXHIBGPEIAERS . {XHid_type
79|pﬁjﬁlil o

created_at

String

o BlEAYE,

o UTCHYEIEZN: yyyy-MM-
ddTHH:mm:ss.SS52,

updated_at

String

o HREIXEHAE,

o UTCHYEIEZ: Jyyy-MM-
ddTHH:mm:ss.SS52,

ca_certificate

CaCertificate
object

XumI KCAIEBER o (XNEXSimMKGEE
CAIEBATIRE] .
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B 281 fR
tags Array of FrREgE
VpnResourceT
ag objects

& 4-97 CaCertificate

2R i) ik

id String UEBID,

serial_number | String EBFIS,

signature_algo | String BREL,

rithm

issuer String UEPAE .

subject String UEPRERE

expire_time String UEBId HARTIE]

is_updatable boolean EEEEEIEBHEE

2% 4-98 VpnResourceTag

B i) 1

key String o INREIRAR: FREATHE.

o EVESTE: 1-1281FF, M=,

BXFE., FX. ARFE. G5 T
1B, URLIFZER: _=+-@,

value String o INEEREE: REHIE.

o EUESEE: 0-2551MFFF, iFH=.

RNFHE. B, ARFE. @i T
1B, URLAIFZER: _=+@,

LI v =271
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

"bgp_asn": 65533,
"ca_certificate": {

"signature_algorithm": "SM3WITHSM2",
"issuer": "C=CN,0=a0002,CN=XXX",
"subject": "C=CN,0=a0002,CN=XXX",
"expire_time": "2024-05-22T07:34:227",
"is_updatable": true
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APl &% 4 API
1
"created_at": "2021-12-21T16:49:28.108Z",
"updated_at": "2021-12-21T716:49:28.108Z"
h
"request_id": "96718f4a-f57a-4e1f-8d05-7d5e903c8d90"
}
RS

&b
hRENR

ARZSE

URI
IEKiEHR

NaRzHR

i5207.2 K7&88.

4.1.2.5 BRI Sz

RIEXSIRMXID, MIPREERITIRMX .

52 UalEABAPI,

DELETE /v5/{project_id}/customer-gateways/{customer_gateway_id}

& 4-99 2HRA
2R Ry =RY | i
i
project_id String g2 IREID, aILAEISAENIRE IDIREURE
ID,
customer_gat | String = FiwmMIXID 6

eway_id

o IERBH
o
o BRI

DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

o NS

IREMAZSIS A 204: MIBRELII

o [ERZHFAR

Ximkik EEBEBVPNIERE, MIFREM

DELETE https://{Endpoint}/v5/{project_id}/customer-gateways/{customer_gateway_id}

"error_code": "VPN.0001",

"error_msg": "invalid request: customer gateway 575c¢1722-demo-a8df-va86-dd7f41876332 has
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connection",
"request_id": "c923ac44-1890-48d5-a004-5be6432cf361"
}
RS
1?%%72 )Ile:\ﬁg °
4.1.3 VPN &

4.1.3.1 GlE VPN &z

ab
IHEeN4A

ARSI

URI

IBERHEE

BIEZRVPNIERE, EZEVPNMXSITimMX

52 IAaVERRAPI

o

POST /v5/{project_id}/vpn-connection

3 4-100 S%(i5A

BR it =5Y | %R
i%
project_id String = IREID, BJLABIIIRENIN R IDFREIRE
ID,
o iEKRSH
& 4-101 iERSH
=1 St BEY | R
1%
vpn_connecti | CreateVpnC | 2 vpn_connection{3% .
on onnectionR
equestBody
Content
object
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FEILE M4
AP &%

4 API

2% 4-102 CreateVpnConnectionRequestBodyContent

B

RE

=AY

ik

name

String

oy | §f

o INBEIREE: VPNIEIEZZFR, AERT
SBmEMEIL Avpn-a97
FRo #%0: vpn-13be,

o EVESBHE: 1-647MFF, HiFH
F. BYFHE. $3Z (\ude0O -
\uofa5) . _ (FXIZ) . - (hkl
%)..(8H),

vgw_id

String

ali

e INEEIRAA: VPNMXID,

o #JTE: 36{IUUID, XVPNRIXAY
flavorBic & HIGMHET, VPN
MESNTVPNRIEIEH,

B LUBIT EIGVPNRFIFREEVPN

MIXHIID .

vgw_ip

String

i

o INEEIAR:

- HVPNMXKHInetwork_typefic
EpublichF, vgw_ip/aVPN
MXEIPRYID

- VPN XKHInetwork_typefic
B gprivateld, vgw_ip/gVPN
W) X AE IRV AN FARIIP

o #%R: 36fzUUIDEY =St

IPvatttit (40192.168.45.7 ) .

A LABISEifVPNRIXEE VPN
FFrfsE FBHYEIPAYIDTIZ NFARIIP

style

String

iy

o INEEIHER: EEHER .
o HUESEHE:
policy: ZREEIRT
static: EFSERHE .
bgp: bgpERHIE -
policy-template: SRESIEARIER .
o BRIME: static,

cgw_id

String

ali

o INACIHER: XFumMIEID,

o #JTE: 36{UUID, HVPNRIXAY
flavorBeEHNGMAT, XK
MEENIXTFiERMFIES
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FEILE M4
AP &%

4 API
2R it} ZEA/Y | ik
ik
peer_subnets | Array of B o INRSINAR: XimFM o
String o ZJR:

- VPNRIXRIXEAER JerFfH
style=FE& JapolicygibgpRtA
1, HittiaSwiE,

- EHOMERZVPCTREMEE, &
BEVERRSURFM, tban
100.64.0.0/10, 214.0.0.0/8,

- B VPNEERSES50MNT
=l o

address

tunnel_local_ | String

oy

IheeiRRA: IREER FECETEVPN

W% EAgtunneliZ Ot . B140:

169.254.76.1/30,

49k

- BI16(IR169.254, ABE(E
F3169.254.195.xxX o

- BIBKEXIE30, WIF]
tunnel_peer_addressfEE—1
30ER5EE .

- RIESMEARRIETLIBIL

tunnel_peer_
address

iy

String

INEEIRAR: MR TECETRR

MK _EB9tunneliEObiE . {31

W: 169.254.76.2/30,

295k

- BI6AIR169.254, ABElE
FH169.254.195.XxX o

- BREKEXIE30, ©F
tunnel_local_addresstEE—1
30¥ERSEE -

- NIESRMERARRIETLIbBIE

enable_nga

N

Boolean

IHEEAR: FAIENQARE
EUESBE: true, false,
ZRINE: false,

Y45k HstylestaticAHES, &
MAE,
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2R S 2/ | ik
ik
psk String & o INACIHAER: FRHEZ=Z4A.
VPN EHIflavorBit B IGM
BY, WFEBRABES, SNWIE,
e JTR: 8-1281=FFF, HEEEAK
EFxH. NEFH. HFFH§RE
F(~@#$%N()-_+={ }../) HED
BE =R =5,
policy_rules | Array of S o INEEWBA: RESEICAISRRSHIN
PolicyRule 48,
objects o WH: BEES), Nstyledy
policyA1EE .
ikepolicy IkePolicy & ikeZREENTR o
object
ipsecpolicy IpsecPolicy | & ipsecCRAENISR o
object
ha_role String “® o INREIHAR: WUEHEELVPNMETE!
EEETIAE, FRELVPNRISE
TEUEREERY, 'master®RREiE
1, 'slave'®REER
o ZEA{E: master,
o 29%R: WEEVPNMIKTEZEEIP
o2& EFARI MBS AUIEIZ IR
'master', TEFEIP28E FFAMIHE
HE2§E 37 AYERZ /IR slave ',
tags Array of & o INEEIRER: FR&EHIE,
VpnResourc o Y4FE: ESEE04,
eTag object - -
2% 4-103 PolicyRule
2R S =2/Y | mA
i
rule_index Integer = o INBEINAR: #MNID, BFXHOEE
BOSRREARNINRRE . ZINAIE,
o HYEBHE: 0-50,
o #%R: FEeSHEfMPolicyRule FHY
rule_indextB[E,
ResponseVpnConnection4fJ
rule_indexAlgESiZBEARRE, EAN
vpniRSZEIEZ N destinationik ik
AErule,
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AP &%

4 API

B

ik

source

o INREIRAR: TRHBIEMIER o
o #R: FEES5HEfPolicyRule AT

sourcetBE

destination

Array of
String

iy

o INEEIBA: BRIEHEMIES .
=M S = Eawa K
192.168.52.0/24,

o #AJ%R: G PolicyRulefzZIEE50
/N

"o

% 4-104 IkePolicy

R

ik

ike_version

o INAGIHAR: IKERRAS,

o BUESEHE:
VPN EHYflavorEe & FIGMAT,
EEBE AV,
Hittip=TEUESBE AV, v2,
o FINME:
HVPNRIEHflavorBic B FIGMAT,
EFINMESVT;
Hig=T, BRIAEAV2,

phase1_nego
tiation_mod
e

String

iy

o INEEIRBH: WHEER.

o EUETEHE:
HVPN®IXAIflavorBit & HGMAT,
BUESBEAmain,

HittisS TEEEE amain,
aggressive,

main: EEX, hEEEREM
= o

aggressive: F¥ERiEI(, WHHEFHUER
BibERINERS

e ZKIAE: main,

o ZR: IKERRAAVIFHES, Hv2
ET.I-Z:LE\-O
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FEILE M4
AP &%

4 API

B

Ja

authenticati
on_algorith
m

INEEIAR: INESEIE,

BESEHE:
HVPNMXHflavorEE IGMAT,
EYBESBREAsm3,

Hitttin = TNEUYBEERE Asha2-512,
sha2-384, sha2-256, shal,
md5.

Hreh, shalflmdsZ MK, B
Irgmo

EOANME:
LVPNRIZHIflavorBic B IGMAT,
EAEASM3,

Hibia=T, BKIAMESIsha2-256,

encryption_a
lgorithm

iy

String

Ingei<ie: INEEE,

EESEE:

VPN EHYflavorBic B I GMAT,
EYESBEAsm4,
Hitnin=TEUESERE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

Hep, 3desZ2MRIR, iBEA.

EHANE:
HVPNRIEHflavorBic & FIGMAT,
EHAEIsm4;

Htzp=T, BAEITaes-128,

dh_group

oy

String

TNRERER: SR ERE A H(ER
AIDHEH.

VPN XIflavorE & AGMAT,
ZFRAEES.

EUESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

Hrh, groupl, group2,
group5, groupl4ZeHEIE, 15
1B

ZAME: groupl5,
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APl &% 4 API
B i) BEY | A
%
authenticati | String B o INREIRAR: iketDFERTAGIAIES

on_method %o

o BUECH:
pre-share: FAHZ=%$A,
digital-envelope-v2: EZEH=F(E
i,

e ZKINE: pre-share,

lifetime_seco | Integer o INBEIRER: T RSAHEEZEHD, &

nds ZEFEERERIRIKE SASEIE
%ﬁo

o HUESEE: 60-604800, BA{i:
o

o ZRIAHE: 86400,

INEeiRBE: ARimID3ERY,
HVPNRIEHflavorBic B JIGMAT,
ZFRBRARES,

o BUESEHE:

oy

N
[ ]

local_id_type | String

o ENUAME: ipo

INEEIHER: AikID,
LVPNMFERflavorEe B HGMAT,
ZFBARES,

o ATR: AIKE2S51FRF, HEe
AXNEFE . HFFUSHTSHE
B, AZBFUATESGRER: &.
<> VIV B ?, XD
KNS, Hlocal_id_typeJafqdnhd
iﬁg , BEMImR&ERpeer_id

o INEEIRAR: XJimIDEEY,
VPN X flavorEeE I GMAT,
ZFERARES,
o EYESEH:
- ipo
- fqdn,
e ZKIME: ipo

iy
[ ]

local_id String

N

peer_id_type | String
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B

i)

peer_id

e INEEIHAR: XJimID,
LVPNMFEAflavorE & HGMAT,
ZFBRARES,

o AR: AKE2SSNER, HEE
AXNEFE . HFFSHATSHE
B, ASIFUATERER: &.
<> VIV B ?, KD
KNG, Hpeer_id_typeSsfqdniT
BE, EEMMdimg&Eilocal_id
—.

dpd

Dpd object

SHFRFFRAIIR

2% 4-105 Dpd

B

sa

R

timeout

Integer

o INEGIHEE: WEARFEINIRNE
eI

o EVESEE: 2-60, EAfi: #,

o IIAE: 15,

interval

Integer

iy

o INEBIRER: WEAFEIEN=RAT
E1]8

o EYESEE: 10-3600, BAfi: #,

e EHME: 30,

msg

String

iy

o INEEIHEA: XHFEARTFEFQNIRIAE
o

o BUESEE:
seg-hash-notify: }#§EDPDIRXH
A9 TE IR E 2hash-notify
seg-notify-hash: }§EDPDIRNH
RETIREZnotify-hash

o ZRANE: seg-hash-notify,
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2% 4-106 IpsecPolicy

B

RE

R

authenticati
on_algorith
m

String

INeEiAR: INEEL,
BESEE:
HVPNRIEHflavorBic B IGM
it, BYESEEIsm3,
Hitnim=TNEUESCEA
sha2-512, sha2-384,
sha2-256, shal, md5,

Hrh, shalfimdsZ MK, 15
Irgmo

ZONME:
VPN X flavorEi & IGM
Bd, BRIMESISM3,

Hia=T, RAES
sha2-256,

encryption_a
lgorithm

oy

String

IheeiReA: INZEEE.
EYESCH:
LVPNRIFERflavorBit B IGM
it, BYESEEIsm4,

Hitins TEUESEE Jaes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

Hep, 3desZ2MRIR, 1BEA.

ZOAE:
LVPNRIEHIflavorBie & HGM
BY, BRIAMESsmM4,

Hta=T, BOMEJIaes-128,

pfs

N

String

Ihgei<Be: PFS{EEAIDHESALA
LHVPNRXEAYflavorE EHGM
B, ZFBRAHEES.

BYESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable,

Hrh, groupl1, group2,
group5, groupl4ZeHRIE, 15
1B,

ZXIAME: groupi5,
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B

5]

ik

transform_pr
otocol

String

IHEEIAR: EimtMd o
BESEE:

esp: IERZEIMN
ZUME: esps

lifetime_seco
nds

Integer

N

INEEAR: FROCEIPSeEZE
SHIBRELARY B A EEREFRE
HHO

EVESGE: 30-604800, Bafi:
*d\o

ZRINE: 3600,

encapsulatio
n_mode

String

oy

Ihaeihe: IREIEER .
EVESEE:

tunnel: BFERT,
ZRINE: tunnel,

%= 4-107 VpnResourceTag

iR

S

ik

key

String

INEEIAR: AR,

EEEE: 1-1281M2F, M
F. BYFE., B, FmAFE.
BE. K, URUTERS: =
+_@o

value

String

i

INEEIAR: FRERE,

EVESBE: 0-2551MNFfF, iEH
F. BYFE., B, FEHFE.
BB, K, URUTERS: =
+_@o

o EREAH

a. CIEEFSIMENEE.

POST https://{Endpoint}/v5/{project_id}/vpn-connection

{

"vpn_connection": {

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",

"peer_subnets": [
"192.168.44.0/24"

1
"psk": "abcdrrrr

N5k 01 (2024-07-18)
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BIERIERINERE

POST https://{Endpoint}/v5/{project_id}/vpn-connection

"vpn_connection": {

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "policy",

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"

"psk": "abcd****",

"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [

"192.168.0.0/24"

1

1

BliEbgpERHRENER
POST https://{Endpoint}/v5/{project_id}/vpn-connection

"vpn_connection": {

"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0ebObde",
"style": "bgp",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [

"192.168.44.0/24"
]

"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"psk": "abcd****",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seq-notify-hash"
}
%
"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",
"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"
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IAzHR
o RS
IR[EPMRZERS ST 201: successful operation,

= 4-108 IR Body 2#5I%

2R il R
vpn_connectio | ResponseVpn | vpn_connection{4%,
n Connection
object
request_id String BXKID,
% 4-109 ResponseVpnConnection
2R -] wR
id String o INAEIHAER: VPNIEEEID,
o #&x(: 36fZUUID,
name String o INEGIRAR: VPNIERERZR, FENESH
NERL o
o EUEEHE: 1-641FFF, TIHHF. =
R, 37 (\ude00 - \udfas). (T
X%%) . -(PRIZ) .
vgw_id String e IfEEIRAA: VPNMZXID,
o 1&=(: 36fZUUID,
vgw_ip String o IfEEIRAA: VPNMIZEEIPHIIDEIENFA
MJIP,
o 183(: 36fZUUIDEL Rt idtHIPvAttitit
(4N192.168.45.7 ) .
style String o INEEINHAE: EEHER,
o EUESEH:
POLICY: ZKE8IER .
STATIC: B#SEEEHIER .
BGP: bgpIHIER .
cgw_id String o INAEIHRR: XFuHERIEID,
o 1&z\: 36fIUUID,
peer_subnets | Array of String | 3fimFM ., ZVPNMFERIXEEIERFF
Bistyle=E& 9BGPaiPOLICYRIAIRE] .
tunnel_local_a | String IEHBER FEEEVPNRX _EAYtunneliE
ddress ik, (X styleISTATICELBGPRTEX -
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E= i) ik
tunnel_peer_a | String BEER FEREEAPURE _EAJtunnel
ddress EOMNE, {N2styleISTATICEBGPRTHE
o
enable_nga Boolean o INEEBA: FFENQAIGIN ., {XZstylesy
STATICEHIR[E],
o EUESEE: true, false,
policy_rules Array of RESRICAISKREINILE . (X HstyleSs
PolicyRule POLICYRTIR [EISEFRAYSRAEHIMILH .
objects
ikepolicy IkePolicy ikeZREENTR o
object
ipsecpolicy IpsecPolicy ipsecREEITSR o
object
created_at String o BIERTE,
o UTCHYEIEZN: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o Efe—IREHATE,
o UTCHIEMEZN: Jyyy-MM-
ddTHH:mm.ssZ,
enterprise_proj | String o IfBEIHAR: WIRBID,
ect id o #zt: 36IUUID, Svgw idFFFRR
VPNREAIE AV IRE ID—3,
ha_role String o INELIHER: FHRAELVPNIE TNRYIERE
BF, 'master®REiERE, 'slave' TRE
ERE . WERL THEREha_role#f2
'master’,
e ZHAE: master,
tags Array of mEFIE.
VpnResourceT
ag objects
& 4-110 PolicyRule
E= i) ik
rule_index Integer o IfgtiRER: #MNID,
o HUETE: 0-50,
source String TRHEERIES .
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E= i) 1k
destination Array of String | BIRIHELEER . BN ERAS TR :
192.168.52.0/24, B PolicyRulegzZiR
E1501
= 4-111 IkePolicy
B il fR
ike_version String o INAEHRA: IKEARAS,
o BUETBHE: v1,v2,
phase1_negoti | String o INRSHRA: thigEz=t. (NYIKERRA VI
ation_mode AfiR[E],
o EYEEHE:
main: FEH, IEEEZEHS.
aggressive: EyEsiE=(, WAESHUEBND
[ElpAES=
authentication | String o IHEEWHER: TAUFELE,
_algorithm o EWENEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,
encryption_alg | String o INEEUHER: IN&EE,
orithm o HYESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
dh_group String o INEEIRER: FE—ERZIPIE(FERIRIDH
28, ZVPNMEflavoriGMBYTAIRE .,
o HUESEE!: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,
authentication | String o INEEIHAER: ikethEBIHSIAIETSE
-method o EVEHE:
pre-share: FRHZ=Z5H,
digital-envelope-v2: EZ#HFEET,
lifetime_secon | Integer o INBEIHER: T RSAWNAEZEERR, HJix4&t

ds

ZEHBABAY S IKE SASBIET .
EYESEE: 60-604800, Eafi: #,
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B

St

%

local_id_type

String

o INBEIMEA: ASIHIDEE, BHVPNFI
flavor AGMAEYAIR[E]

o EUEEH:
- ipo
- fqdn,

local_id

String

AiID, Hlocal_id_typeHiphtiREIVPNIE
HEFRERERIMEIP; Zlocal_id_typeafqdn
AHR B2 E VPN a4 iR
ID,

BVPNRFEflavorAGMBTARIR[E] o

peer_id_type

String

o INREIRAR: XJimIDIERY, LVPNRIRE
flavor AGMAFASIR[E] o

o BUEBHE:
- ipo
- fqdn,

peer_id

String

HHID, Lpeer_id_typegiphtiR[EIRdim R
ERIP; Ypeer_id_typeafqdnAtHiRElBlEE
o EFTVPNIEZRTIEERIXTIRID -
LVPNMIXflavorAGMATAIR[E] o

dpd

Dpd object

MFHAFELTITR o

% 4-112 Dpd

B

St

ik

timeout

Integer

o INEEIRAR: MWERFEENIRIEEE

bR

o BUESEEl: 2-60, Bfi: #,

interval

Integer

o INEEIHAR: XIFMARTF TSN HATIE,
o EVESGHE: 10-3600, Bafi: &b,

msg

String

o INREWBEA: MFRFFCNRIER .
o HUBETE:
seq-hash-notify: 5xEDPDIRIZHFRIZ:
fFlRE2hash-notify
seq-notify-hash: F§EDPDIRSIHRIE;
fAlREZnotify-hash,
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& 4-113 IpsecPolicy

B

sE

fik

authentication
_algorithm

String

o INEEIHAER: INIEEX.
o EYETBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg
orithm

String

o INEEIRER: IMNEEX.

o HUESEE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs

String

o INEEIAA: PFS{EFRYDHEREHEAE, X
VPN XflavorAGMBFARIER[E]

e EBY&ESBE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot
ocol

String

o INEEIHAA: EithN.
o EVEEBHE:
esp: FEZEMN.

lifetime_secon
ds

Integer

o IfREIRAR: FRECEIPSecEEREIAIME
BLARSE S E R FEHA

o EVESGHE: 30-604800, Eafii: .

encapsulation_
mode

String

o INEEINAR: IRFIEMET
o EVESCHE:
tunnel: BEEET .

& 4-114 VpnResourceTag

B it ik
key String o INREIRAR: IREAIE.
o EUETBE: 1-1281FERF, IFH=F.
BXFHE. P2, ARFE. FE. T
18, URUTER: _=+@,
value String o INEEIHAR: FREAYE.
o EUESEE: 0-2550FfF, FH=.
BXFE., P, ARFE. 5. T
1B, URLIFZER: _=+@,

LI vz =2

a. BIEEFSIEMEINEZAIIA .

{

"vpn_connection": {

N5k 01 (2024-07-18)
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"id": "98c5af8a-6ee2-4482-99a2-ae2280a6f4c3",
"name": "vpn-b2cb",

"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
L
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"
1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
b. BUERISEIVERZAINIL o
{
"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-799d",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
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"local_id": "10.** ** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"

1
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}

c. GliEbgprEARETERZRINMEL .
{
"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "BGP",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"dh_group": "group16",
"authentication_method": "pre-share",
"lifetime_seconds": 172800,
"local_id_type": "fqdn",
"local_id": "123***",
"peer_id_type": "fqdn",
"peer_id": "456***",
"dpd": {
"timeout": 30,
"interval": 60,
"msg": "seqg-notify-hash"
}
h?

"ipsecpolicy": {
"authentication_algorithm": "sha2-512",
"encryption_algorithm": "aes-256",
"pfs": "group16",

"transform_protocol": "esp",
"lifetime_seconds": 7200,
"encapsulation_mode": "tunnel"

h?

"created_at": "2022-11-26T13:41:34.626Z",

"updated_at": "2022-11-26T13:41:34.626Z",

"enterprise_project_id": "0",

"ha_role":"master"

I
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

}
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T
BEN7.2 KA.
4.1.3.2 &iff VPN &
ThREN4B

RIEERZID, BIIISERIVPNIEZIISE,
BRBEE

152 AT EBAPI,
URI

GET /v5/{project_id}/vpn-connection/{vpn_connection_id}

% 4-115 SR

B it =5 | %
iE
project_id String 2 IREID, BLABIIIRENIRE IDFREIRE
ID,
vpn_connectio | String 2 VPNIEZID,
n_id

ERIHE
o IBERBH
o
o BEKIER
GET https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}
Rz S
o MRS
IREYAZSAS S 200: successful operations,

%% 4-116 i Body S#%5I%&

B St fiA
vpn_connectio | ResponseVpn | vpn_connectionX$%R
n Connection
object
request_id String BKID,
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% 4-117 ResponseVpnConnection

B

RE

ik

id

String

e INAEIRAR: VPNIEEID,
o #&=: 36fZUUID,

name

String

e INEEIRER: VPNIEEZIR, FERNEH
BERL o

o HUESEHE: 1-641MFF, TiFH=. &
XFE. 3 (\u4e00 - \u9fa5) . _
(TFRIZ) « - (FRIZE) . . (=),

status

String

o INBEIHAE: VPNIERDIRE,

o EUESEHE:
ERROR: 5,
ACTIVE: IEF%,
DOWN: FRi&E#E,
PENDING_CREATE: @I,
PENDING_UPDATE: &,
PENDING_DELETE: fif&eh,
FREEZED: &&5H,
UNKNOWN: &1,

vgw_id

String

o INEEIRAA: VPNRIXID,
e 1&t: 36fIUUID,

vgw_ip

String

o INELiAA: VPNMIEEIPAIIDERIEANFA
RIP

o &I : 361ZUUIDE S TidEIPvAith
it (40192.168.45.7 ) o

style

String

o INEEGIRAR: EEE,
o EYESEE:
POLICY: SRE&HET .
STATIC: BSERHER -
BGP: bgpigHER .
POLICY-TEMPLATE: SRS ERIEE

cgw_id

String

o INEEIRAA: MFimMIXID,
o #&z: 36fZUUID,

peer_subnets

Array of String

XM . ZVPNRIKAIKE R IERFF
Bistyle=E&9BGPEPOLICYRIAIRE ,

ddress

tunnel_local_a | String

BHE FEEEVPNMF _EitunneliE
Ottt , {XZ&style ASTATICE,BGPRSE
o

N5k 01 (2024-07-18)

IRIERE © LA/ ARBIRAE 115



FEE FAMIES

APl &% 4 API
B i) fiR
tunnel_peer_a | String BEEN FEREEAFPMIRE _EAVtunnel
ddress EOfNE, {(NHstyleISTATICEBGPRIA
o
enable_nga Boolean o IfEEIRAA: FFENQAIGIN, {NZstyle)y
STATICHHR[E],
o EUESEME: true, false,
policy_rules Array of RISIETCASRREIINILH . (X Hstyless
PolicyRule POLICYRHR[EISERRAIZRAERINIZE o
objects
ikepolicy IkePolicy ikeZREENTR o
object
ipsecpolicy IpsecPolicy ipsecTREERTR .
object
created_at String o BliERTE],
o UTCHYEMER: yyyy-MM-
ddTHH:mm.ssZ,
updated_at String o fe—I/XEFATE,
o UTCHIEWE: yyyy-MM-
ddTHH:mm.ssZ,
enterprise_proj | String o IpBEIHAR: ™WIRAID,
ect id o 1&zL: 36fIUUID. Svgw_idFTkRA
VPNRIZKAIEIIRE ID—E .
connection_mo | String o IPREAA: VPNIEZELTEEID, (XZVPN
nitor_id EE TR TR GERRE],
e #&x(: 36{ZUUID,
ha_role String o INEEIREE: FHBEXVPNRIK THIER
BY, 'master'®&RFEiERE, 'slave'TRE
&R . WEER TRIEREha_role#f2
'master’,
o EHAE: master
tags Array of mEFIER
VpnResourceT
ag objects
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2% 4-118 PolicyRule

E= St (i35
rule_index Integer o IfgGIRER: #MMID,
o EYESBHE: 0-50,
source String TRHEERIES .
destination Array of String | BRIEIEMER . BENRIERAS T4
192.168.52.0/24 , &/ PolicyRulefgzZiR
E]501
2 4-119 IkePolicy
2 it (i35
ike_version String o INAEURA: IKERRAS,
o EUBETEHE: v1,v2,
phasel_negoti | String o INEEIRBA: WHRER. {NHIKERRAIVI
ation_mode AfiR[E]
o EUETHE:
main: F&E, hEdELZeMS.
aggressive: EFEIET, WHEREEND
BRINES.
authentication | String o INAEIHAR: INIEEE,
—algorithm o EUESBHE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,
encryption_alg | String o INEEER: MNZE&EX.
orithm o BVESEEl: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
dh_group String o INEEIREA: SE—PERZEIAIEFERIDH
4, HVPNRIXflavorAGMATAIRE,
o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,
authentication | String o INREHAER: iketESATHGIAIES %
_method ° HWE?E

pre-share: FRHZZH,
digital-envelope-v2: EZ#F(=.
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B 281 fR
lifetime_secon | Integer o INBEIHER: FTRSANAEZEEERR, X4
ds 1ZEHRBRI S IKE SASBEEhEH .
o HVESEEl: 60-604800, Efi: b,
local_id_type String o INECIHER: ZAiRIDZERY, LVPNRIK
flavor AGMAETAIR[E] ,
o EYEEHE:
- ipo
- fqdn,
local_id String AIRID, Hlocal id_typegipAhR[EIVPNIE

HEFRERERIMEIP; Zlocal_id_typesafqdn
AHR[EI B e ST VPNEERHE BRI AR
IDo

LVPNRXflavor AGMATARIR[E
peer_id_type String o INBEIHAR: XTimIDERY, VPNRIE
flavor AGMBFAIR[E]
o EUESEH:
- ipo
- fqdn,
peer_id String HiHID ., Hpeer_id_type IipAtiREIXt i

FRIP; Ypeer_id_typeSafqdnAtiR[ElBlEE
S EHTVPNIEIZRTEERIRTIKID

LVPNMEflavorIGMATAIR[E] .

dpd Dpd object SHERFEICNUITR o
%5 4-120 Dpd
B it} R
timeout Integer o INREIREA: MWFEARFHEICNIREEE
b o
o HUESBE: 2-60, B{u: ®,
interval Integer o INEEINAR: XIEMAF BN HATIE,
o EVEBE: 10-3600, 2{7: .
msg String o INEEWER: XHFAFEICNUIRIAER .
o EUESEH:
seq-hash-notify: $8EDPDIRIZFAIE;
fFliEFERhash-notify
seg-notify-hash: }§EDPDIRSIFRIE;
fFlREEnotify-hash,
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& 4-121 IpsecPolicy

B it 1A

authentication | String o INBEIHER: TAIFEE,

-algorithm o EUEBE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INEGIRER: MNZEX,

orithm o HUESEME: aes-256-gcm-16, aes-128-

gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs String o INEEIRBH: PFS{ERIRYDHERSAAHE, X
VPN *Eflavor IGMBETAFIR[E] .

o HYESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INRGIHER: &Y,
ocol o EUEEE:

esp: FERZEIMNN.
lifetime_secon | Integer o INECIHER: FTRAECEIPSecEZEE AR
ds BUAREAEENSEFEER,

o EVESTEl: 30-604800, &fy: b,

encapsulation_ | String o INBEIHAR: IRCEEER .,
mode o EUEEE:

tunnel: BEREET .

& 4-122 VpnResourceTag

BR KH ik

key String o INBEIRER: REHIEE.

o EVESBE: 1-1281MF%F, FH=E.
BVFH. P, BFE. §E. =
B, URIUTES: _=+@,

V.

value String o INEEHAA: FREBAYE.

o EUESBE: 0-2551FFF, .
BNFE, P BMFE. &g =
1%’ DX&LXT??& _-:=+'@o

LI v =271
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
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"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.0.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.0.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.****** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
1
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
1
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role":"master"

B
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"

}

NG
B207.2 K& .

4.1.3.3 &if) VPN iEE5%

LIRENR

EVPNEETIZ.
EASE

52 MAMTERAPL,
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URI

GET /v5/{project_id}/vpn-connection

% 4-123 S5

B i) =5Y | %A
i%
project_id String 2 IREID, aILABIdIREIERE IDFRERE
ID,
& 4-124 155K Query 28I
B -5t =EY | A
i%
vgw_ip String & VPNRZXEIPRIIDEIZANFARIP
vgw_id String H VPNRIXID
enterprise_pr | Array B ®IIREID,
oject_id
limit Integer & o INEEIRER: S REIWAITERIRERTC
RYE,
o HYESEBE: 0-200,
o ZAE: 200,
marker String & o INREEIRER: EAAATEEIRINCH,
A= AEEIE—R. EFTF—IH
markera] LURYE - —DUIm Ay
page_infoXy&HHnext_markerig
5,
o ZUR: WRSlimit—Ee(FER,.

EXHE
o IBRSH
To
o IBKRIEFH
a. HEifEfBVPNIEE,
GET https://{Endpoint}/v5/{project_id}/vpn-connection

b. EEVgW_ipEigVPNIEE,
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_ip={vgw_ip}&limit={limit}&marker={marker}

c. BEVPNMXSEAIEIEVPNERE.
GET https://{Endpoint}/v5/{project_id}/vpn-connection?
vgw_id={vgw_id}&limit={limit}&marker={marker}
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AREHER
o IARIBH

IREMRZERS S 200: successful operation,

%= 4-125 AL Body 2#5%

B E-Jid] A
vpn_connectio | Array of vpn_connection{J& .
ns ResponseVpn
Connection
objects
page_info Pagelnfo PRIEE.
object
request_id String BKID,
total_count Long R TERRE,
2R 4-126 ResponseVpnConnection
2R E-Sid] iR
id String o INBEIRER: VPNIEEID,
o I&=: 36fZUUID,
name String e INEEIHAR: VPNIEEZR, FENER
BN o
o EUEBE: 1-641MFFF, TIFHF. &=
XFHE., 3 (\u4e00 - \udfa5) . _
(TRIE) « - (FRIL) . . (=)
status String o INBEIHER: VPNIEEIRZ,
o EYETHE:
ERROR: 8B,
ACTIVE: IEE.
DOWN: K&z,
PENDING_CREATE: @,
PENDING_UPDATE: ZE#in,
PENDING_DELETE: g,
FREEZED: &&EH,
UNKNOWN: %1,
vgw_id String o IfEGIRER: VPNRIEKID,
e 1T : 36{iIUUID,
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B

%

vgw_ip

o IfEEIRAA: VPNRMIZEEIPHIIDEIENFA
MIP,

o 1&: 36{IUUIDTE S HidtEIPvait
ft (40192.168.45.7 ) .

style

String

o INEEUIRE: EEHET,
o EUETH:
POLICY: ZREgE=
STATIC: A SERAIER .
BGP: bgpiEHItE .
POLICY-TEMPLATE: SRREIEIRIER .

cgw_id

String

o INREIRAR: XHmMIKID.
o 1&x: 36ZUUID,

peer_subnets

Array of String

XFim . HVPNRIKAIKEMETLIERFF
Bistyle=E& 9BGPEEPOLICYRIAIRE] .

tunnel_local_a | String BHER TEREAEVPNM X _EitunneliE
ddress Fitbiit, {XHstyleASTATICEBGPRSE
o
tunnel_peer_a | String RN TR ETERFPMIZE _EAYtunnel
ddress EOHE, (N23styleISTATICELBGPRSH
o
enable_nga Boolean o INEEWBA: FFENQAKGN ., {XZstylesy
STATICHHR[E],
o BUESEE: true, false,
policy_rules Array of RISEURISREEINIZAE . (X Zistyley
PolicyRule POLICYRYIR [BISEFRAVSRBEHNIZE o
objects
ikepolicy IkePolicy ike REEITR o
object
ipsecpolicy IpsecPolicy ipseCREEITR .
object
created_at String o GlEATE],
o UTCEIEMEZC: Jyyy-MM-
ddTHH:mm:ssZ,
updated_at String o mfE—IXEFATE,

o UTCHYIEHEZL: yyyy-MM-
ddTHH:-mm:ssZ,
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enterprise_proj | String o IHBEGIHAR: WIRAID,
ect_id

o 1B 36fIUUID, Svgw_idFTHRiR
VPNMIZHIBWIRE ID—H,

connection_mo | String o INAGIRAR: VPNEEIEIZID, {XHVPN
nitor _id EE TR TR EERE,

o 1&z\: 36fUUID,
ha_role String o INEEIRAE: FH/IEIXVPNRIX TAVERE

BY, 'masterRR~EiERE, 'slave' XTRE
EE . WEEIL TREREha_role#l2

'master’,
e EAME: master,
tags Array of FREYIE
VpnResourceT
ag objects
R 4-127 PolicyRule
B it 1A
rule_index Integer o INBEIHER: #NID,
o BY&ETGHE: 0-50,
source String TR RIES o

destination Array of String | BRIMBIEMER . BB NMIERHREC~M:
192.168.52.0/24 , B PolicyRuleizZiR

B1501
R 4-128 IkePolicy
B it ik
ike_version String o INAEEINAR: IKERRAS,
o EYEEHE: v1,v2,
phase1_negoti | String o INRGIRER: WHEIER. (NHIKERRA VI
ation_mode FiRE ,
o EYEEBHE:
- main: FiR, hELEREE
= o
- aggressive: ByEEiE=l, tHESHRERA
IDERINES
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authentication | String o IfACIRER: IAIFEX,
—algorithm o EYESEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,
encryption_alg | String o INREIHAR: INFEL,
orithm o EUEBHE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,
dh_group String o INEEIRER: FE—EREIPIA(FERIRIDH
2H, ZVPNMEflavorIGMBTAFIRE,
o HUESEE: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21,
authentication | String o INEEIHAR: ikethESRTHDIAIETSE
_method o EVETHE:
pre-share: FHZZ%H,
digital-envelope-v2: EZEFET.
lifetime_secon | Integer o INEEIRER: EFRSANEZFEER, Iiz4E
ds FRIHAERTFFIKE SASENER .
o HVESEEl: 60-604800, Efy: b,
local_id_type | String o INEEBA: ZAimIDEE!, HVPNRX
flavor AGMAETAIR[E] ,
o EUETGHE:
_ ipo
- fqdn,
local_id String AIRID, Hlocal_id_typegipAHiR[EIVPNIE
FEFRERRIMEIP; Zlocal_id_typesafqdn
AR Bl GlER s BB TV PNIEIZRT IS BRI AR
ID,
VPN EflavorAGMAY RIR([E] ,
peer_id_type String o INAEIRAR: XHRIDERL, HVPNRE
flavor AGMBEFAIR[E]
o EUETHE:
- ipo
- fqdn,
peer_id String HRID, Hpeer_id_typegiphtiR[EIRdim R

FBIP; Ypeer_id_typeafqdnAtiR[ElBlEE
B HTVPNIEERH S ERIFTERID o
LVPNREflavorIGMATAIR[D] o
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E= i) 1k
dpd Dpd object MEARFECNUITR o
%= 4-129 Dpd
B St R
timeout Integer o INEEWEA: XHFEARFEIQNIRIEEE
b o
o EUESEHE: 2-60, Bfu: #,
interval Integer o INEEWEA: XIFAFEICN=HADE,
o HEYESEE: 10-3600, Efy: .
msg String o INEEWAA: MWFEARFFICNURIER .
o HUESEE:
seg-hash-notify: }5EDPDIRX HAYE;
fAlliREZhash-notify
seq-notify-hash: 8EDPDIRIZPRIE;
Tl Enotify-hash,

= 4-130 IpsecPolicy

2R i) R
authentication | String o INAGIHAR: INFEE,
_algorithm

o EYETGHE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INEEER: MNEE&EX.

orithm e HUESEME: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs String o INEEIEBA: PFS{EFBRYDHESRHE, =
VPN xflavor AGMBT AR [E]

o HYESEE!: groupl, group2,
group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INBEIHAR: (BN .
ocol o EVEEE:

esp: IPRZEMMN.
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lifetime_secon | Integer o IfEEIRAA: FRBCEIPSeciEiZEEIAIRE
ds B EAEERNSEFEER,
o EWESBE: 30-604800, Eafii: b,
encapsulation_ | String o INBEIHAR: IRCEEER .,
mode o EUETE:
tunnel: FRBIER .

2% 4-131 VpnResourceTag

BR xE ik
key String o IJREHHR: IREERVEE.
o HUBESEE: 1-1281FFF, ISHF.
BYFE, P, BEHFE. g5 T
18, URLITRZFR: _=+-@,
value String o IJREHER: TREERIE.
o EUESBE: 0-2550FFF, ISHF.
BYFE, X, BFE. #@E =
18, URLITEFR: _=+-@,

& 4-132 Pagelnfo

B St R

next_marker String T—m8Imarker, EA E—RE@ITLA
BRE— 1 RIEREIERE,

current_count | Integer L RPERHE ., S/NTFEIBEKRE
ABIlimitNFRRE&E—R.

LI )iz =2

a. EiAFEVPNIERERINELT .
{

"vpn_connections": [{

"id": "228a68f0-demo-a8df-va86-a9919a3ea3de",

"vgw_id": "ba90819b-demo-a8df-va86-3a01622856a5",
"vgw_ip": "3ea3b006-demo-a8df-va86-ae180ae07885",
"style": "STATIC",
"cgw_id": "537d9c26-demo-a8df-va86-99364a410f00",
"peer_subnets": [

"192.168.1.0/24"
1

"tunnel_peer_address": "169.254.149.1/30",
"enable_nga": true,
"ikepolicy": {

N5k 01 (2024-07-18)
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"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.1.1.216",
"peer_id_type": "ip",
"peer_id": "10.0.1.67",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
By
"created_at": "2022-12-11T13:59:59.633Z",
"updated_at": "2022-12-11T13:59:59.633Z",
"enterprise_project_id": "0"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [{
"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.88.201.167",
"peer_id_type": "ip",
"peer_id": "10.111.222.21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
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"created_at": "2022-12-09T07:24:27.674Z",
"updated_at": "2022-12-09T07:24:27.674Z",
"enterprise_project_id": "0",
"ha_role":"master"
}
1,
"page_info": {
"next_marker": "2022-12-09T07:24:27.674Z",
"current_count": 2
1
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 2
}
b. 1EEVgW_ipEifVPNIEZRINDRL
{
"vpn_connections": [
{
"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",
"name": "vpn-2acd",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "STATIC",
"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",
"peer_subnets": [
"192.168.44.0/24"
1
"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
B
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
b
"created_at": "2022-12-11T14:24:25.115Z",
"updated_at": "2022-12-11T14:24:25.115Z",
"enterprise_project_id": "0"
)
{
"id": "ad4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",
"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
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"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [

"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.88.201.167",
"peer_id_type": "ip",
"peer_id": "10.111.222.21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
by
"created_at": "2022-12-11T13:59:59.633Z",
"updated_at": "2022-12-11T13:59:59.633Z",
"enterprise_project_id": "0",
"ha_role":"master"

}

1,

"page_info": {
"next_marker": "2022-12-11T13:59:59.633Z",
"current_count": 2

}

"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",
"total_count": 12

}
C. IEEVPNMKSEFIEFIEVPNEZAIEDL .
{

"vpn_connections": [

"id": "8fa335dd-demo-a8df-va86-78bb55a8bb04",
"name": "vpn-2acd",
"status": "DOWN",
"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "STATIC",
"cgw_id": "eba04567-demo-a8df-va86-5b0352f89af0",
"peer_subnets": [

"192.168.44.0/24"
1

"tunnel_local_address": "169.254.58.225/30",
"tunnel_peer_address": "169.254.58.226/30",
"enable_nga": false,

"ikepolicy": {

"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
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"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.*** *** 167",
"peer_id_type": "ip",
"peer_id": "10.}** *** Q"
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seg-hash-notify"
}
b
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
By
"created_at": "2022-12-11T14:24:25.115Z",
"updated_at": "2022-12-11T14:24:25.115Z",
"enterprise_project_id": "0",
"ha_role":"master"

"id": "a4df33ca-demo-a8df-va86-410a7dd6973f",
"name": "vpn-15ea",

"status": "DOWN",

"vgw_id": "02217fb1-demo-a8df-va86-806ea291a8f2",
"vgw_ip": "f5acac2c-demo-a8df-va86-72b819a5f525",
"style": "POLICY",

"cgw_id": "10a4496f-demo-a8df-va86-7510f4b2af33",
"tunnel_local_address": "169.254.77.169/30",
"tunnel_peer_address": "169.254.77.170/30",
"policy_rules": [

"rule_index": 1,
"source": "10.0.0.0/24",
"destination": [
"192.168.44.0/24"
1
}
1
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 3600,
"local_id_type": "ip",
"local_id": "88.88.201.167",
"peer_id_type": "ip",
"peer_id": "10.111.222.21",
"dpd": {
"interval": 30,
"timeout": 15,
"msg": "seg-hash-notify"
}
by
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm™: "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
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"created_at": "2022-12-11T13:59:59.633Z",

"updated_at": "2022-12-11T713:59:59.633Z",
"enterprise_project_id": "0"
"ha_role":"master"

}

],
page info": {
"next_marker": "2022-12-11T13:59:59.633Z",

"current_count": 2

1
"request_id": "1d94a4e8-fdc2-7bfd-943e-19bfadb234ac",

"total_count": 12

}
N
BEM7.2 KA,
4.1.3.4 BT VPN &E&
ThEEN A

RIBEZID, BEFEEAIVPNEZENSE

AR
B2 AT REMAPI,

URI

PUT /v5/{project_id}/vpn-connection/{vpn_connection_id}

& 4-133 S2#05xHA
2R R =/Y | A

ik
project_id String g2 IRHID, aILAEISAENIRE IDFREVIRE
ID,
vpn_connectio | String 2 VPNiEREID,
n_id
BXKHEHE
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% 4-134 EKksH

B RE B | R

vpn_connecti | UpdateVpn vpn_connection{J& ,
on Connection
RequestBod
yContent

object

Z& 4-135 UpdateVpnConnectionRequestBodyContent

E= it =AY | R
1%
name String & o IHREINBE: VPNIERESZIR,

o EVESBHE: 1-647MZFF, HiEH
F. BYFHE. $3 (\ude0O -
\uofas) . _ (FXIZ) . - (%l
%)..(H).

cgw_id String B o INEEIRAE: XFimMIXID,
e #£J5R: 36{ZUUID,
peer_subnets | Array of & o INEERAR: XFiHFM.

Stl’ing ° QI‘JEE

VPN XAIXERED HerF Estyle
FE&Apolicydibgpit~iE, Eith
=0 =

R MEZTEVPCTREBMER, ABE(E
FxFuimFM, EEaN100.64.0.0/10,
214.0.0.0/8,

B VPNIEERSIES501 Y imF
[

tunnel_local_ | String o INEEiAER: IRAEIL TNECETEVPN
address M _FA9tunneliEO et , BI40:
169.254.76.1/30,
o #JTR:
BI161 42 169.254, ARE(HFT
169.254.195.xXX o
RO KEMNIRE30, W0
tunnel_peer_addressfE[E—>30
BIEE .
RNIEE W EEHRAYEH L

N
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E= i) BEY | ik
i%
tunnel_peer_ | String B o INEEIHEH: HEAEX TEREEETAR
address Mi%EE _ERYtunneliEOitbit . 41
%N0: 169.254.76.1/30,
o ZJR:
HI16AI4R169.254, AAE(FEA
169.254.195.xxX
B RKEMINE30, WIFI
tunnel_local_addressfE[E— 30
BISEE.
NIES W ERHRRYEAMELE
psk String & o INEEWBEA: TRHZEGA. ikehlRA
HV2EY, RIERZFEAER.
VPN FEHIflavorIGMAT, psk
RZHFEH
o ZUR: 8-1281"FfF, REeaxX
5x8. I\EFE. HFNEHF
FF(~@#3%N()-_+={ },./; ) BED
BEUMFRHF= M,
policy_rules | Array of & o INEEIAR: REEICAISRREHINY
PolicyRule .,
objects o WF: BSES5P, [Xstyled
policyAHES
A LUBISEVPNIEEEEVPNIEE
AOstyle,
ikepolicy UpdatelkeP | & ikeZREENTR o
olicy object
ipsecpolicy Updatelpsec | & ipseCCREEITR .
Policy object

MAERRAS 01 (2024-07-18)
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2% 4-136 PolicyRule

B

RE

ik

rule_index

Integer

o INEEIHER: MWD, AFXDEE
AISRES AN . SBINAIE,

o EYESEHE: 0-50,

o #AJTR: ABLSHEAEPolicyRule FHY
rule_indextB[E,
ResponseVpnConnection/fJ
rule_indexAlgESiZBEARRE, EAN
vpniRSZ B Z N destinationik ik
7Flarul.eo

source

String

iy

o INAEEIHER: JRHBHUERIES .
o #SR: A BESHAEPolicyRule FRY

sourcef8E .

destination

Array of
String

N

o INEEIHEE: BRIMBUIMIES
B MRS :
192.168.52.0/24,

o #%R: &M PolicyRulefzZIES50
/N

"o

%= 4-137 UpdatelkePolicy

B

xE

ik

ike_version

String

o INAGIHAR: IKERRAS,
o EUESEHE:

- HVPNMERIflavorBc B IGM
B4, BUESEE VI,

- HiaS FEEEE VT,
V2,
o ENIAE:

- HVPNMEEflavorBit B IGM
Bt, BRIAMESVI,

- EJ&%%W:, Ej{iA{E?ﬂVZo
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B

i

w®

phase1_nego
tiation_mod
e

Ihaeisien: g,
EUESEE:
LVPNMFERflavorEe & AGM
Ff, BUYESEEImain,

Hitiizm= FEUYESEE Imain,
aggressive,

main: FEX, MEEERSME
= o

aggressive: FFERIET, MHEFHRIE
BibERINES

2R ikehlRA V2T RBELLF
B¢, IKERRASIVIETERL .

authenticati
on_algorith
m

String

N

ThEERBA: INEEE. 1EB0ZFR
g—ﬁﬁg%%ﬁ}ﬁ—ﬁﬁﬁ%{%)ﬁi
BESEHE:

- LVPNRIZRIflavorBii B HGM
AY, BUESEE9sm3,

- Hittp=TFEECEN
sha2-512, sha2-384,
sha2-256, shal, md5,

Hrh, shalfimdsZ MBI, 5
’LE\'% o

encryption_a
lgorithm

String

N

INEEIRAR: &L, BX¥UZFER
Q%E%SATJ}FE-?—B)’TEQ%%EE
EESEE:
HVPNRIEHflavorBic B FIGM
BY, BUYESEBEIsm4,

Hithizm = FEUESEE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

Hep, 3desz2MRIR, HIEMA.

N5k 01 (2024-07-18)
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2R it} ZEA/Y | ik
i
dh_group String B o INEEIHAR: F—MERZHAIER

HIDHAE . (E%FREFEF
E—MERENEER.
LVPNREAYflavorE B HGM
B, ZFRIEEEL.

e HYESEME: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

Hrh, groupl1, group2,
group5, groupl4ZeHRIE, 15

1B
lifetime_seco | Integer ® o INEEINER: FTRSAHNEFEERE,
nds HiZEFREEBERISIKE SASBh
i, BizFRERESIE—
MEEHXEER.
o HUESBE: 60-604800, Effy:
.
local_id_type | String = o INBEIHER: AimIDZERE!
LVPNMXHIflavorEL & IGM
B, ZFERILEES.
o BUEEE:
- ipo
- fqdn,
local_id String & o IPELER: AigID,
VPN XAYflavorBE B AGM
Bf, ZFBEEEL .
o 4R BAKESSFH, D8
AANSZE, MFisESa
B, AZIFLATESHRER: &
<> LIV B ?, B
KNS, Hlocal_id_typeJafqdnhd
BHE, SEimkERIpeer_id
_ﬂo
peer_id_type | String B o INBEIRAA: XimIDZERY,

VPN EHflavorfe & IGM
BY, 1Z=FEREEEN,

o HUESEE:
- ipo
- fgdn,
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BR S B | iR

e INBEEIHAR: XTimID,
LVPNMXHIflavorEL & IGM
BY, 1ZFERILEER,

o AR: AKE2SSNER, REE
AXNEZEE. HFFFHGSA
B, ASZIFUUATESRER: &.
<> VIV BB ?, KD
KNG, Hpeer_id_typefsfqdniT
BE, EEMdimg&Eilocal id
—.

MNERFECNITR

peer_id String

dpd UpdateDpd
object

oy

% 4-138 UpdateDpd
B -3l

B | iR

timeout Integer o INEEIRER: WEARFEENIRNE
EIER

o EUESEE: 2-60, B{y: ®, FE
ATERIAA15,

interval Integer A o INEBIRER: WEARFEIEN=HET
i&].

o EWESBE: 10-3600, Eafi: b,
A ERTERIAS30,

o INEEIRER: XWHEAFEIENIRSAE
o

o EUEEHE:

seq-hash-notify: }EEDPDIRXZH
&R Zhash-notify .

seg-notify-hash: 15EDPDIRI
REEIRF2notify-hash,

2KiAS3seg-hash-notify,

A

iy

msg String
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2R i =AY | R
yoi
authenticati | String e o INBEEIRAR: IAIEESEX, SHATFD
on_algorith MD5ZE£MRIE, 1BER. 18X
m ZFREEESEME _MRENE
¥,
o EUESEHE:
LVPNRXHIflavorEt & HGM
B4, BUESEEIsm3,
Hinip=TEUESCEA
sha2-512, sha2-384,
sha2-256, shal, md5,
encryption_a | String & o INEEIHER: INZE&E%L, 3DESEE

lgorithm MR, BEA. BXZFERES
EENE —MEREBUEER .

o HUESEHE:
HVPNRIEHflavorBic B IGM
Bt, BUESEE9sm4.,

Hithizm = FEVESEE Haes-256-
gcm-16, aes-128-gcm-16,
aes-256, aes-192, aes-128,
3des,

o INAEEIREA: PFSEEFIRIDHZESHA
VPN XAYflavorEe & AGM
B, ZFBRAER, TiElEl.

e HYESBHE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21, disable, BXIAS
group15,

Hrh, groupl, group2,
group5, groupl4&Z£MERIE, 15
B,

transform_pr | String o INREIHER: By,

otocol o EUEEHE:

esp: HERELZEMN.
ZXiNHesp.

lifetime_seco | Integer o INEEIRAA: FRECEIPSeciEZE
nds STAIBRE LAY B A E IR E R E

H, ERzFREFEZSDE M
BRENEES .

o HYESEE: 30-604800, H{i:
b, ZXIA793600,

iy

pfs String

N

oy
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BR S B | iR

n_mode o EVESEHE:
tunnel: FFEIEI,

BXiAAtunnel,

encapsulatio | String B o INEEIRER: IRIGIRER,

o EREA
a. EHFIiRFR o

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"peer_subnets": [
"192.168.1.0/24"
1
}
}

b. FEFRESHIN
PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"policy_rules": [{
"rule_index": 1,

"destination": [
"192.168.1.0/24"
1
3
}
}

c. LA,

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"ikepolicy": {
"lifetime_seconds": 3600
I
"ipsecpolicy": {
"lifetime_seconds": 3600
}
}
}

d. BEINEESMR.

PUT https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"vpn_connection": {
"name": "vpn_connection_name"
}
}

IAzHR
o NS
IREYAZSAZ ST 200: successful operations,
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= 4-140 O Body 2#5I%

2R i iR
vpn_connectio | ResponseVpn | vpn_connectionIJ&,
n Connection
object
request_id String BXKID,
%% 4-141 ResponseVpnConnection
2R i i
id String o INAEIHAR: VPNEREEID,
o #&3\: 36{UUID,
name String o INEEIRER: VPNIEEZIR, FENER
AR o
o BUEBEEHE: 1-641FFF, TIFHF. =
YFE. $3Z(\ude00 - \udfas). _(F
¥zk) . -(FRLk) .
vgw_id String e IHALIRAA: VPNRID,
o #&%(: 36{;ZUUID,
vgw_ip String o IHREINBE: VPNRIEEIPEYIDEHEANFA
WP,
o 18z : 36 UUIDEL S IPv4it
it (%0192.168.45.7) ,
style String o INEEIAER: EFEX .
o EYEEHE:
POLICY: SRB&tET(,
STATIC: B3 5EEHETC,
BGP: bgpiEHtE .
POLICY-TEMPLATE: $ER&iERIET ,
cgw_id String o INAEENBER: XHiHMIFEID,

e #z{: 36{;ZUUID,

peer_subnets

Array of String

XJimFR . ZHVPNRIKRIKEIE R SIERFF
Bistyle=EZ /9BGPakPOLICYRIAIRE] .

ddress

tunnel_local_a | String BHER TEREEVPNM X _EftunneliE

ddress Oibilk . {XHstyleISTATICELBGPRIHE
o

tunnel_peer_a | String RS FTEEEAPMIEZE EAYtunnel

EOMNE, (VZstyle ASTATICELBGPRTH
B

NH5hRZA 01 (2024-07-18)

WRIERE © HERRARBIRAT

141



FEE FAMIES

APl &% 4 API
E= it 1k
enable_nqga Boolean o INEEWEA: FFENQAIGIN ., {XZistylesy
STATICHHIR[E],
o EUESEE: true, false,
policy_rules Array of RESIRCAISREEHINIEE . (X Hstyley
PolicyRule POLICYRTIR [EISEFRAYSRREHIMILE o
objects
ikepolicy IkePolicy ikeZREENIR o
object
ipsecpolicy IpsecPolicy ipsecEREEXTSR .
object
created_at String o BIERTE,
o UTCHIEMEZ: Jyyyy-MM-
ddTHH:mm:ssZ,
updated_at String o H5—IXEFFATE,
o UTCRIEMEZ: Jyyy-MM-
ddTHH:mm:ssZ,
enterprise_proj | String o IfBEIRER: RWIREID,
ect_id o #&3t: 36fZUUID, Svgw_idFftFiR
VPNRIZKAIRIIRE ID— .
connection_mo | String o INAEIRAR: VPNIEZEMIZID, {X2VPN
nitor_id EEE T e AT SRR E
e #&x(: 36fZUUID,
ha_role String o INEEIHBE: FHEEXNVPNRIX TRIER:
BF, 'master®REIERE, 'slave' BRE
ER ., WEERIL THEREha_role#f2
'master’,
e ZHAE: master,
tags Array of ]|
VpnResourceT
ag objects
eip_id String o INBEIRER: VPNRIEEIPHIIDEHENFA
MIIP o
o &3 36fIUUIDI S idt i IPvAlts
Ht (40192.168.45.7)
x ZFRERER, BNARRERS
M1, BNARFERIZFER.
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B S %
type String o INREIRAR: &EEE,

o HUBESEE:
POLICY: SRESHE .

ROUTE: ERHIER -

F ZFRERKRR, BIAREHRS
Y78, BINAEFERIZFE.
route_mode String o INBEIHERE: BRAE,

o HEUESEE:
static: EHSERHRET .

bgp: bgpiEHIE .
F: ZFRERER, BINARBRS
21, BINAERFERIZFE

2% 4-142 PolicyRule

B xE iR

rule_index Integer o IfgtiRER: #MMID,
o EYESBE: 0-50,

source String TRIBHERES

destination Array of String | BRIMEIEER . BENRIERAS TR
192.168.52.0/24 , & PolicyRulefizZiR

E]501
% 4-143 IkePolicy
B St 1205
ike_version String o IfEGIRER: IKERRAS .
o EUESEE: V1, v2,
phasel_negoti | String o INREIREA: IHEIER. (NSIKERRA oV
ation_mode AfR[E],

o EUETHE:
main: F&E, hEdELZeMS.
aggressive: FFEEIET, HEFHRIERBMD
BRINES.

authentication | String o INAEHAR: INIEEE,

—algorithm o EVESEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,
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B

%

encryption_alg
orithm

o INEEWEH: MNEEZX

o HYESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

dh_group

String

o IfREIRAA: SE—PEREIARA(ERAIDH
6, LHVPNMXflavorIGMETFRIREL,
e HYESEE: groupl, group2,
group5, group14, group15,
group16, group19, group20,
group21,

authentication
_method

String

o INEEWLRA: ikelMRSEIATINIETSIE .

o HEUESEHE:
pre-share: FAHEZZR$H,

digital-envelope-v2: EZEFET.

lifetime_secon
ds

Integer

o INAGIRAR: FRSAMEEREE, x4t
ZEHBBAY S IKE SASBIET .

o HYESGHE: 60-604800, Ffi: #b.

local_id_type

String

o INAEIRER: ANIRIDZER!, HVPNRE
flavor AGMAFASIR[E] o

o HYESEE:
- ipo
- fqdn,

local_id

String

AimID, Hlocal_id_typeSipAtiR[EIVPNIE
HEFRERARIMEIP; Zlocal_id_typesafqdn
AR e E VP NIEIERHE B4R
ID,

LVPNR ¥ flavorIGMATAIRE

peer_id_type

String

o INEEWIRA: XJURIDZERL, VPNRIX
flavor AGMAETAIR[E],
o BUESEE:
- ipo
- any,
- fqdn,

peer_id

String

HHID, Lpeer_id_typegiphAtiR[EIRdim R
ERIP; Ypeer_id_typeafqdnAtHiR[ElBlEE
S EFTVPNIEZITEEIXTIKID; =
peer_id_typesanyBIANIR[E],
LVPNMXflavor IGMRTARIRE] .

dpd

Dpd object

MFATFECTIIR o
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% 4-144 Dpd
E= i) 1k
timeout Integer o INREIRER: MFARFHEICNIREEE
fRo
o HUESBE: 2-60, H{u: ®b.
interval Integer o INEGIRAR: XWEHEMEEENZHETE,
o HUESEEl: 10-3600, 2fi: #,
msg String o INEEWEA: XHFARFFCNURIER .
o HUETE:
seq-hash-notify: }§EDPDIRSIHRIE;
fAlREFShash-notify
seg-notify-hash: }§EDPDIRX FAYE:
fFlREEnotify-hash,

% 4-145 IpsecPolicy

ds

B it fiA

authentication | String o IfEGIRER: TAUEEE,

—algorithm o EVEEE: sha2-512, sha2-384,
sha2-256, shal, md5, sm3,

encryption_alg | String o INEEIRAR: MMZT&X,

orithm o EUESBE: aes-256-gcm-16, aes-128-
gcm-16, aes-256, aes-192,
aes-128, 3des, sm4,

pfs String INgEAA: PFS{ERIRYDHZREHEA

o HYESEE: groupl, group2,

group5, groupl14, group15,
group16, group19, group20,
group21, disable,

transform_prot | String o INEGIRER: (&MY,

ocol . EUEEE:
esp: FERZEIN.

lifetime_secon | Integer o INEEWBA: FRACEIPSeciERIEIIAYME

BLAREAEENEFEER,
o EYESEE: 30-604800, Eafi: .
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encapsulation_ | String o INBEIHAR: I|CIEER .,
mode o HETE:
tunnel: BEEEI.
2% 4-146 VpnResourceTag
B i) ik
key String o IJREHHR: TREERVEE.
o HUESBE: 1-12870FFF, iF#=.
BNFHE, P, AFE. @i T
1&, URUTFR: _=+-@,
value String o INREWRAEA: HRFAVE,
o EUESEE: 0-2550FFF, ZiF=F.
RNFE, P, BANRFE. @iE. =
1%, URUTFER: _=+@,

o N@RAEAHI

a. EFVPNIEERIER .
{

"vpn_connection": {

"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "POLICY",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.1.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"policy_rules": [{

"rule_index": 1,

"source": "10.0.0.0/24",

"destination": [

"192.168.1.0/24"
1

1,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.*** *** 134",
"peer_id_type": "ip",
"peer_id": "88.*** *** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
}

n

ipsecpolicy": {

N5k 01 (2024-07-18)

WRIERE © HERRARBIRAT

146



FEILE M4
AP &%

4 API
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
h?
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
"ha_role": "master"
L
"request_id": "f91082d4-6d49-479c-ad1d-4e552a9f5cae"
}
b. HiEm=TFEHEM.
{
"error_code": "VPN.0001",
"error_msg": "invalid request: ILLEGAL not allowed update vpnConnection",
"request_id": "8c833634-4560-7897-7740-a7462f5bcbd4"
}
RS
1B5SM7.2 K&,
4.1.3.5 fR VPN &z
Theen4a
RIEIERZID, MIBREEMVPNIERE.
ERGE
iES AMEIEAPI,
URI
DELETE /v5/{project_id}/vpn-connection/{vpn_connection_id}
& 4-147 2¥05BA
B xR =hY | %A
i%
project_id String ~ IREID, mJLABIdIRENIRE IDFRERE
ID,
vpn_connectio | String = VPNE#EID,
n_id
BKRHEE
o BEXKSH
Tco
o IEKIFAI
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DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

I Rz 2
o IHRBE
SREMAZSED S 204: BIBEREIA
o IHRCHEDI
IREF R THIBREM

DELETE https://{Endpoint}/v5/{project_id}/vpn-connection/{vpn_connection_id}

{
"error_code":"VPN.0001",
"error_msg":"invalid request: ILLEGAL not allowed delete vpnConnection",
"request_id":"76b771cb-3b2a-151a-5bed-fdf5df12ff82"

}

T

=3
=]

W

7.2 R73E&83.
.

4.1.4 VPN iEiEais

4.1.4.1 6IE VPN &gl

ThEEN R
BUEBVPNIERZIGIE . EREEERMXZENRERCE, HIERAEYTLEEVPNKN
x. BRI AZIXENIRY , Sttt ERIERNESR, BAFENVPNIERERR
=o
BRERE
52 AEEARBAPI,
URI
POST /v5/{project_id}/connection-monitors
& 4-148 =#45HA
2R i) =By | %A
ik
project_id String 2 IREID, mILAEIZRENIRE IDFREIRE
ID,
=R =15

o IBRBY
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% 4-149 &K%

B i) 2EY | itk
i
connection_ | CreateConn | & connection_monitor¥dsR .
monitor ectionMonit
orRequestB
odyContent
object

% 4-150 CreateConnectionMonitorRequestBodyContent

B S} =EY | A
1%
vpn_connecti | String 2 VPNIiERZE S IEIT M AIVPNIESEID
on_id AILABS BV PNERESIESEVPN
EEID,

o EREH

POST https://{Endpoint}/v5/{project_id}/connection-monitors

{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"

}
}

)AL
LI )V
EMAZERS ST 201: successful operation.

= 4-151 IR Body 2#5I%

E= E-Sit) ik
connection_mo | ConnectionM | connection_monitor{d&,
nitor onitorinfo
object
request_id String BKID,

2 4-152 ConnectionMonitorinfo

AR i iR
id String o IfACIRER: VPNIERZEMSIZID,

o 1&=L: 36{ZUUID,
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B it iR
vpn_connectio | String o INAEGIHAR: VPNIEEISIEITRAIVPNIE
n_id ZID,
e 1&=: 36{iZUUID,
type String o INEEIAR: MefmagRY
o HUESEEl: gateway,
source_ip String VPNEZ SI=HO R,
destination_ip | String VPNEZ ISR B RIHBHE
proto_type String o INEEWAA: nqalEMRIMMIEEEL,
o HUESEE: icmp.
LIz =247
{
"connection_monitor":{
"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32",
"proto_type":"icmp"
%
"request_id": "bd37d16d-387c-41ab-a180-01b649f73590"
}
RE&G
BE2M7.2 K&

4.1.4.2 &) VPN &

ThEeN A

B

IRIBEVPNIEZ ISIZAYID, &85

ARTIE

L\
520

URI

RANMTEFAPI .

TEAYVPNIEEISE

GET /v5/{project_id}/connection-monitors/{connection_monitor_id}

3 4-153 SR

B R =5Y | %A
%
project_id String 2 IREID, aILABIdIREIER B IDFRERE
ID,
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B i) 2/Y | A
i%
connection_m | String = VPNEZIEIERIID .
onitor_id

ISRiHE
o BERSBH
T
o IBERER

GET https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}

I Sz .
o NS
IEHk/L;\ﬁE.'JjJ 200: E]EJEEI}JO

% 4-154 QL Body 2#3I%&

B i) RER
connection_mo | ConnectionM | connection_monitor{J4&R
nitor onitorinfo
object
request_id String BXKID,

2£ 4-155 ConnectionMonitorInfo

E= it R
id String o IfAEIRER: VPNIEZIRID
o #&x(: 36fZUUID,
status String o INAEIHAR: VPNIERZISENRES,
o HEUETE:
ACTIVE: IF%E,

PENDING_CREATE: ¢lz&,
PENDING_DELETE: ffipgh,

vpn_connectio | String o INREWAA: VPNIERZEIEIEXINATVPNIZE
n_id D,

o #&z(: 36fZUUID,
type String o INREIRAR: HmimSEEL,

o EUETEE: gateway,
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E= i) fR
source_ip String VPNIEEZ IS=RYE L .
destination_ip | String VPNiEZ G B RItEE .
proto_type String o INREIHBA: nqafEAARIHMNEEEY,
o EYEBHE: icmp,
o IR
{
"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": " gateway",
"source_ip": "88.***.***.60",
"destination_ip": "88.*** *** 32"
"proto_type": "icmp"
by
"request_id": "6d212bc0-ecb1-457b-977b-5e815fce658d"
}
RS
BE2M7.2 WEL,

4.1.4.3 &if) VPN EZ5155%

URI

EiFVPNIE

A
52l

EREEIESIR

RAMITERRAPI .

GET /v5/{project_id}/connection-monitors

& 4-156 ST

BR it =AY | 15HA
%
project_id String 2 IREID, aILABIdIREIR B IDFRENRE
ID,
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= 4-157 153K Query S#151%
2R 5] =R/Y | #R
i
vpn_connecti | String B VPNIE#ZId,
on_id
enterprise_pr | Array B EWIRBEID,
oject_id
BKEE
o BEXRSH
To
o BRI
a. BEEFEVPNEREKEE,
GET https://{Endpoint}/v5/{project_id}/connection-monitors
b. #R#Evpn_connection_id&ifVPNIEZIIZ,
GET https://{Endpoint}/v5/{project_id}/connection-monitors?
vpn_connection_id={vpn_connection_id}
IAzER
o IS
IREMAZSAS D 200: EiGRLIN
% 4-158 WL Body 2#%I%&
B - Jid] A
connection_mo | Array of connection_monitor{d&R .
nitors ConnectionM
onitorinfo
objects
request_id String BEKID,
2£ 4-159 ConnectionMonitorInfo
B E-Jid] i)
id String o IDBEIRAA: VPNGEREISINID,
o T : 36{ZUUID,
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B i) fR
status String e INEEIRAR: VPNIEZSEIIRE,
o EUESEH:
ACTIVE: IEE.,

PENDING_CREATE: @lz&*rh,
PENDING_DELETE: &,

vpn_connectio | String o INRGIRAR: VPNIEREISIEIIMAIVPNIE
n_id #ZID,
e &= 36{ZUUID,
type String o INREEWIRH: HEImSREY,
o HUESEEl: gateway,
source_ip String VPNIEZ IS IEA0 Rt
destination_ip | String VPNiEZISIER BRIt .
proto_type String o INEEWBA: nqafEFERIMMNEEEL,

o EYESEBHE: icmp,

LI )iz =2
a. El’]ﬁEEVPN R MR o

"connection_monitors":[
{

"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.****** 60",
"destination_ip":"88.*** *** 32",
"proto_type":"icmp"

"id":"85t53318-demo-a8df-va86-zq9312525f6t",
"status":"ACTIVE",
"vpn_connection_id":"cae286f2-demo-a8df-va86-e22416ca1220",
"type":"gateway",
"source_ip":"89.7** ** 21",
"destination_ip":"88.*** *** 12",
"proto_type":"icmp"
}
1,
"request_id": "531f8b2c-ec55-45d8-90a3-ede922f7d63c"
}

b. $E§Evpn connection_id&iAVPNERZ MIEAINER

"connection_monitors":[
{

"id":"76f64229-demo-a8df-va86-3907e2815b6d",
"status":"ACTIVE",
"vpn_connection_id":"2342adf2-demo-a8df-va86-12agq511s0917",
"type":"gateway",
"source_ip":"88.***.*** 60",
"destination_ip":"88.****** 32",

"proto_type":"icmp"
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1,
"request_id": "05ab9b58-9b4c-4cee-8113-4b0f325f1dfc"

K&

TORES TR

HRIEVPNIEZEIZAIID, MIFREERIVPNIERIT .
ERZSE

B2 MANTERAPI .

URI

DELETE /v5/{project_id}/connection-monitors/{connection_monitor_id}

3 4-160 S5 A

2R et =B | 5
ik
project_id String g2 IREID, "ILAEISAENIRE IDIREVIRE
IDo
connection_m | String = VPNIEZWSIZERIID,
onitor_id

AXHE
o ERBH
o
o IEREER

DELETE https://{Endpoint}/v5/{project_id}/connection-monitors/{connection_monitor_id}
IAzER
o IRIESEL
REHAZSES S 204: MIBRALIN

LI )iz =2
o

RS
BEEM7.2 RSB,
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4.2 ZigA\z= VPN API
4.2.1 Kig \z= VPN [k

4.2.1.1 &ifj P2C VPN M3

INEEN4A
RIEP2C VPNIXID, EIFEERIVPNRIX
ARBE
1523 WMTEEBAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
% 4-161 &Fux A
B 5] 2Rw | JA
ik
project_id String = IREID, aJLABIdIkEI B IDFRERE
ID,
p2c_vgw._id String = P2C VPNRESLHIID
BKEHR
o BFKBH
o
o BRI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}
pzER

o [NLNZSE
REMAZSIS /Y 200: G
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= 4-162 IR Body 2#5I%&

B

RE

%3

p2c_vpn_gate
way

p2c_vpn_gate
way

vpn_gatewayXJs

object
request_id String BE3KID
R 4-163 p2c_vpn_gateway
B it R
id String o INBEIRER: P2C VPNRIXID
o #&=: 36{UUID
name String o INAEIREA: P2C VPNRXZTR, AiERT
=Bm&ER
o BUETGHE: 1-641MFFF, IFHF. &
XFE, 3 (\u4e00 - \udfa5) . _
(TXI%%) « - (FRl%k)
status String e INBEIRAA: P2C VPNMIEIRZE
o HUEEE:
PENDING_CREATE: gl
PENDING_UPDATE: &
PENDING_DELETE: fif&eh
ACTIVE: IF%¥
FAULT: &%
FROZEN: %%
vpc_id String P2C VPN®IXPTiZERERIVPCAIID
connect_subne | String P2C VPN XFH{ERAIVPCFMID
t
flavor String o INAZINAA: P2C VPNRIEHIHIHESEAY
o BUESEEL
Professional1: A1
availability_zo | Array of AJAX%IZ%E
ne_ids strings

eip

ResponseEipl
nfo

object

WX GBERIEIPSE
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BR i)

1)

max_connectio | Integer
n_number

o IJRERER: REBXIFEIIELZEF iR
EFREL
o HYESBE: 1~500

current_connec | Integer
tion_number

SRNEIERE FimiEEE

enterprise_proj | String

AW IREID

P

ect_id

tags Array of ey
VpnResourceT
ag
objects

order_id String 1JEID

admin_state_u | Boolean o INESHAR: HEERS

o BUESCHE:
true: FRIGRE

false: &%

frozen_effect Integer

o INREIRAR: &K=
o HUEEHE:

0: RIFKL

1: EREETIHIER

2: REATIHIBR

created_at String

o IJREULAA: EUEEAYIE)

o UTCHYENEZ: Jyyy-MM-
ddTHH:-mm:ssZ

updated_at String

o IJRENAR: ERIE—IREFHRAIIE

o UTCHIEIETC: yyyy-MM-
ddTHH:mm:.ssZ

& 4-164 ResponseEipInfo

B i)

ik

id String

e INBEIRER: EIPAYID
o #&z{: 36fIUUID

ip_version Integer

o INREIHER: EIPRRAS
o EVESEHE: 4

N5k 01 (2024-07-18)
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B

1)

ip_billing_info

o INEEIREE: EIPRTER(ERE . BF/8H
EIPASIRENTRES., 1&HEITZRAYEIP
TR

o HI:
order_id:product_id:region_id:project_i
d, un:

CS22***xrkkk| BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*******++**006c7e484a
a

type

String

o INELIRAA: EIPRYZEEY

o HUESEHE: AIEFERIBEIPR6FtypeF
ERHIBUESTE

ip_address

String

o INREIRER: EIPHYZAMIIPVALHELE

o 1Bz ipv4ZEBUitbhik, fIan:
887511

charge_mode

String

o IJRENER: EIPRIRESITEIRI, WRE
PEAEVE G

o BUESEBHE:
bandwidth: &5t

traffic: IR=EiLT2R

bandwidth_id

String

o INALIHAR: EIPRYTSEEID
o #&z{: 36fIUUID

bandwidth_siz
e

Integer

o INBEIRER: EIPRYTEER A/, BA(L:
Mbit/s, B regionBEiBIZHAYEIPRAK
wmAE, EIPRIRATHEZIRTEIPIR
%, JLMER T ERIESKP TEIEIPEY
BRAT

o HEYESEE!: 1-1000, E{FEUEIESEM
MRS BUZREIPEHRL

bandwidth_na
me

String

o IPALIHAR: EIPAYEEEZFR

o EUEBE: 1-641FFRF, IFH=F. &
N=Z8. #3Z(\u4e00 - \udfas). (T
X&) -(FRIZk) . (=)
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B KB 1)

bandwidth_bill | String o INEEIRAE: EIPRHEITRER. B8/

ing_info BREPHEASREGEITREER, &
FEHEEIPRT R[]

o HI:
order_id:product_id:region_id:project_i
d, an:

CS22***xrkkk| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*******++**006c7e484a
a

share_type String o INREILAR: HEEHZREY

o HYESEHE:

PER: JHZHE

2% 4-165 VpnResourceTag
E=2 St R

key String o INREIREA: 1RSI,

o EUESEBHE: 1-1281=FfF, HEEIE
MFE. HF. =EIO_=-+@, B8R
TREBBTHE, ABebAsys_Fk.

value String o INEGIHER: InESHIE,

o EUESBE: 0-2551FfF, HHERIE
*LP$E\ %ﬁ?\ /'_‘IQT\g*D_-:/:'F'@o

LI v =271
{

"p2c_vpn_gateway": {
"id": "6d526e5f-a0c6-44b6-a785-000000000000",
"name": "p2c-vpngw-0000",
"status": "ACTIVE",
"vpc_id": "05b9d7de-9acd-4a05-b497-1a3c75afaala",
"connect_subnet": "1948ce22-ddc5-4fb6-87b8-dfccO9b176b51",
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip": {
"id": "fObac06a-88a7-4d37-8e2e-c37691ee4ba2",
"ip_version": 4,
"ip_billing_info": "CS******** )\WWT1 O:Q FF[******+ixxx* 5078 cn-
south-1:47190474**++kxrikxkixg8781092d16¢",

"type": "5_youxuanbgp",

"ip_address": "215.255.4.120",

"charge_mode": "bandwidth",

"bandwidth_id": "3456471c-9dac-40f6-8344-daca14fbd81e",

"bandwidth_size": 20,

"bandwidth_name": "p2c-vpngw-bandwidth-bd61",
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"bandwidth_billing_info": "CS*******<*)WT1Q:0FF[***********+*5078:cn-
south-1:47190474*****xxkxkkxg8781092d16¢",
"share_type": "PER"

1
"max_connection_number": 10,
"current_connection_number": 0,
"enterprise_project_id": "0",
"tags™: [1,

"order_id"; "CS***rRrRR ) WT1QO",
"admin_state_up": true,
"frozen_effect": 0,

"updated_at": "2024-06-14T710:24:12.147Z"

h
"request_id": "2ddd2f6107a8164ce6f6268bd991e57c"
}

RED
BEMT.2 KA.
4.2.1.2 25if P2C VPN [RI2£%513k

IheeN4R

BAP2C VPNRIXFZE
BRBEE

15203 UN{ETEEAPI,
URI

GET /v5/{project_id}/p2c-vpn-gateways

%+ 4-166 Sy A

B it BEY |k
%
project_id String 2 IREID, aILABIIIREER B IDFRENRE
ID

iEKRiHR
o IBRSH
o
o iEREAHI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways
N Bz
LI V=S 54
IREMAZAS S 200: EiFIRLI .
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= 4-167 UK Body 2#5I%&

B - St ik
p2c_vpn_gate | Array of NESEISIES
ways p2c_vpn_gate
way objects
request_id string 1B3KID
< 4-168 p2c_vpn_gateway
B E- St ik
id String e INEEIHAE: P2C VPNRIXID
o 1&={: 36{ZUUID
name String o INREIRER: P2C VPNRFEZFR, AERT
=B&Rk
o EUESEE: 1-641FfF, IFHF. &
X, A3 (\ude00 - \udfa5) | _
(TRIZ) . - (kg )
status String o INBEIRAA: P2C VPNRIEIRZES
o BUEEE:
PENDING_CREATE: gl
PENDING_UPDATE: E#fith
PENDING_DELETE: ffiB&Re
ACTIVE: IEE
FAULT: &5
FROZEN: F&45
vpc_id String P2C VPNRIKFTZERZAIVPCAIID
connect_subne | String P2C VPN ZFR{ERBIVPCFMID
t
flavor String o INBEIRER: P2C VPNRIEAIHIAZSEEY
o EUETHE:
Professional1: Z&lEI1
availability_zo | Array of XY
ne_ids strings
eip ResponseEipl | PX4BERIEIPEE
nfo
object
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BR i)

1)

max_connectio | Integer
n_number

o IJRERER: REBXIFEIIELZEF iR
EFREL
o HYESBE: 1~500

current_connec | Integer
tion_number

SRNEIERE FimiEEE

enterprise_proj | String

AW IREID

P

ect_id
tags Array of RIS
VpnResourceT
ag
objects
order_id String 1TERID
admin_state_u | Boolean o INEEIRAE: HERE

o BUEEE:
true: FR&RES

false: &RZS

frozen_effect Integer

o IfREIRAR: KSR

o HYESBHE:
0: RFES

D RESETIIRR
20 REAAIMIRR

created_at String

o INEEULAA: CUEERE

o UTCHIIEWER: yyyy-MM-
ddTHH:mm:ssZ

updated_at String

o INREIRAR: RE—IXEFHTIE

o UTCHIEIER: yyyy-MM-
ddTHH:mm:ssZ

2R 4-169 ResponseEipInfo

B St

fik

id String

e IpAEIRAR: EIPAYID
o 1&3: 36fZUUID

ip_version Integer

o INAEIRAR: EIPRRA
o HUEEHE: 4
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B

1)

ip_billing_info

o INEEIREE: EIPRTER(ERE . BF/8H
EIPASIRENTRES., 1&HEITZRAYEIP
TR

o HI:
order_id:product_id:region_id:project_i
d, un:

CS22***xrkkk| BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*******++**006c7e484a
a

type

String

o INELIRAA: EIPRYZEEY

o HUESEHE: AIEFERIBEIPR6FtypeF
ERHIBUESTE

ip_address

String

o IPAEIHAR: EIPAYLNMIPVALELILE

o 1Bz ipv4ZEBUitbhik, fIan:
887511

charge_mode

String

o IJRENER: EIPRIRESITEIRI, WRE
PEAEVE G

o BUESEBHE:
bandwidth: &5t

traffic: IR=EiLT2R

bandwidth_id

String

o INALIHAR: EIPRYTSEEID
o #&z{: 36fIUUID

bandwidth_siz
e

Integer

o INBEIRER: EIPRYTEER A/, BA(L:
Mbit/s, B regionBEiBIZHAYEIPRAK
wmAE, EIPRIRATHEZIRTEIPIR
%, JLMER T ERIESKP TEIEIPEY
BRAT

o HEYESEE!: 1-1000, E{FEUEIESEM
MRS BUZREIPEHRL

bandwidth_na
me

String

o IPALIHAR: EIPAYEEEZFR

o EUEBE: 1-641FFRF, IFH=F. &
N=Z8. #3Z(\u4e00 - \udfas). (T
X&) -(FRIZk) . (=)
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B KB 1)

bandwidth_bill | String o INEEIRAE: EIPRHEITRER. B8/

ing_info BREPHEASREGEITREER, &
FEHEEIPRT R[]

o HI:
order_id:product_id:region_id:project_i
d, an:

CS22***xrkkk| |BIV:00307-******-0--0:br-
iaas-
0din1:0605768a*******++**006c7e484a
a

share_type String o INREILAR: HEEHZREY

o HYESEHE:

PER: JHZHE

%< 4-170 VpnResourceTag
R it )53

key String o INREIREA: RZHIRE.

o EUESEHE: 1-1281=FF, IHERIE
*¢I$\ %ﬁ?\ 7:51%*[]_-::4-_@5 'fE%)%
TEEBBEM, Treld sys_Fk,

value String o INREEIRER: 1REAYE.

o EUESEE: 0-25510FFF, IFEEIE
*LP$5\ %ﬁ?\ §$§$D_-:/:+_@o

LI v =271
{

"p2c_vpn_gateways": [
{

"id": "6d526e5f-a0c6-44b6-a785-7e0ef7c9eb76",
"name": "p2c-vpngw-0001",
"status": "ACTIVE",
"vpc_id": "05b9d7de-9acd-4a05-b497-1a3c75afaala",
"connect_subnet": "1948ce22-ddc5-4fb6-87b8-dfccO9b176b51",
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"

1,
"eip": {
"id": "fObac06a-88a7-4d37-8e2e-c37691eed4ba2",
"ip_version": 4,
"ip_billing_info™: "CS********JWT1 O:QF "+ 5078:cn-
south-1:47190474*++++++98781092d16¢",
"type": "5_youxuanbgp",
"ip_address": "215.255.4.120",
"charge_mode": "bandwidth",
"bandwidth_id": "3456471c-9dac-40f6-8344-daca14fbd81e",
"bandwidth_size": 20,
"bandwidth_name": "p2c-vpngw-bandwidth-bd61",
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"bandwidth_billing_info": "CS********* J\WWT1Q:OF F[******+kx:x**5078:cn-
south-1:47190474*****xxkxkkxg8781092d16¢",
"share_type": "PER"
L
"max_connection_number": 10,
"current_connection_number": 0,
"enterprise_project_id": "0",
"tags": [1,
"order_id": "CS2406141822JWT10",
"admin_state_up": true,
"frozen_effect": 0,
"created_at": "2024-06-14T10:24:12.147Z",
"updated_at": "2024-06-14T10:24:12.1472"

"id": "10d176c7-aed8-4766-9180-a47e536c64d0",
"name": "p2c-vpngw-0002",
"status": "ACTIVE",
"vpc_id": "01ffa178-9be5-4457-ba5b-874c01cfc872",
"connect_subnet": "be0d53dd-55a1-4e73-9002-54297e1a4c43",
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f",
"cn-south-1e"
1
"eip": {
"id": "106a269c-c8c1-425e-9f92-f6abcb4dc7b1",
"ip_version": 4,
"ip_billing_info": null,
"type": "5_bgp",
"ip_address": "10.83.51.162",
"charge_mode": "bandwidth",
"bandwidth_id": "beeababf-57aa-469e-8fc8-e6f01554711c",
"bandwidth_size": 20,
"bandwidth_name": "p2c-vpngw-bandwidth-4455",
"bandwidth_billing_info": null,
"share_type": "PER"
L
"max_connection_number": 10,
"current_connection_number": 0,
"enterprise_project_id": "0",
"tags": [1,
"order_id": "CS*rrEPNTIO",
"admin_state_up": true,
"frozen_effect": 0,
"created_at": "2024-06-14T10:01:39.654Z",
"updated_at": "2024-06-15T01:59:40.392"
}
1
"request_id": "6a88ffb594cdb382ac2c321bc6cbbel13"
}

RS
BEBI7.2 RS

4.2.1.3 {2 P2C VPN <

ThRE 4R
HRIBP2C VPNRIXID, 1EBHERERIP2C VPNRIX
BRSE

15203 AeEARAPI,
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URI
PUT /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}

F 4-171 SR

BiR St =aY | e
i%
project_id String 2 IREID, BLABIIIRENIRE IDFREIRE
ID
p2c_vgw._id String = P2C VPN ESLAIID
IBXREE
o BKRSY
R 4172 15RKSH
=1 Sl =AY | ik
%
p2c_vpn_gat | UpdateP2cV | 2 p2c_vpn_gatewayXJ®R
eway gwRequestB
odyContent
object

R 4-173 UpdateP2cVgwRequestBodyContent

2R ESid] Wi R
name String B e INAEINAR: P2C VPNRFEZFR
o HUESBE: 1-640MFFG, ¥
F. BEXFE. 53 (\ude0O -
\uofa5) . _ (X ) . - (hkl
%)
eip_id String B o IfgeiREe: BYHIEIPAIID, F

HEFBIEIPIE LI A= AY
EIP, 4BETAYEIPRIARSCHRYRIE
[FREHIEIP, RILUBITEFREEA
P31 PAEZEVPN ) {5 FHAYEIP

o #Z9%R: 36{;ZUUID

o BRI

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}

{
"p2c_vpn_gateway": {
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"name": "p2c-vpngw-0003",
"eip_id": "d9d85143-e1e1-427a-9994-d8b8fd9ebe3f"
}
}
NALHES
o NS
IREMRZSFS A 200: successful operation,
& 4-174 IR7 Body 2#51I%
B St fEiR
p2c_vpn_gateway ResponseP2cvVgw P2C VPNRJ%
object
request_id String iB3KID
R 4-175 ResponseP2cVgw
=T it )%
id String o INASAA: P2C VPN
RIXID
o 1&={: 36{ZUUID
LIz =247
{
"p2c_vpn_gateway": {
"id": "10d176c7-aed8-4766-9180-a47e536c64d0"
b
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
I NENE

i5207.2 K7&88.

4.2.1.4 &if] P2C VPN RMXRTHRX

LIRENTR

EiP2C VPNEXA AKX .
AR5

ESM3 ATEMAPI
URI

GET /v5/{project_id}/p2c-vpn-gateways/availability-zones
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& 4-176 20 H8
B il BEEY | #id
%
project_id String = IREID, BILABIIIREVIRE IDFREURE
ID
& 4-177 153K Query 2HF1IF%
BR il BEEY | #d
%
flavor String & o INBEIHAE: P2C VPNRIEAIHIIEERY

o EVESCHE:
Professionall: B

ISRiHE
o BERBH
o
o EREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/availability-zones?flavor=Professional1

lAzHR
o NS
IR[EYRZERZ S 200: successful operation,

= 4-178 IR Body 2#5I%

E= E-Sit) ik
availability_zo | Array of AJEX%IZE
nes strings

request_id String iB&Kid

o N@RAEAHI
{

"availability_zones": [
"cn-south-1f",
"cn-south-1e"

1;
"request_id": "c63d850876bcddbdfbd11776cce57914"
}

RS
BEBM7.2 RSB,
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4.2.1.5 &if) P2C VPN MXIER(EE53E

ThEEN 4R
HRIEP2C VPNMXID, BEMiEESIE.
ERGE
5203 WMTERAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections
* 4-179 SH1KA
B it =AY | #ER
%
project_id String b~ IRBEID, aILABIdIkEIR R IDFREVRE
ID
p2c_vgw_id | String = P2C VPN ESLHIID
7 4-180 153K Query ZHFIE
BiR it =AY |k
i%
limit Integer & P REINERIREIIICREE
offset Integer & DREENREBE
IBKIHR
o BKRSY
To
o EKIES
1A ADREEEREIZR.
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections
2D NEIIERETIER,
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/connections?limit=10&offset=0
N AZiE S

o NS
IREMAZSIS /Y 200: G
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% 4-181 I Body S2#%I%

BR it A
connections Array of EREE

Connection

objects
total_count Long EE S
request_id String 1B3KID
2% 4-182 Connection
ZR it A
connection_id String o INAGINER: &EREEID

o #&=: 36{ZUUID
client_virtual_ip | String = FimiEZ it BchI =L Pl
client_ip String = FimiEZA A M| Pt
client_user_nam | String ZRigFAPAIR
e
inbound_packet | Long N RS
s
outbound_pack | Long ] EE S
ets
inbound_bytes | Long ANRZTEL
outbound_bytes | Long HRFTE
connection_esta | String o INBEIRAR: EFImEREAVESIATE
blished_time o UTCHIIEWEZN: yyyy-MM-ddTHH:mm:ssZ
timestamp String o INREULRA: EEEREEEAITAIRT R
o UTCRHEIER: yyyy-MM-ddTHH:mm:ssZ

o [IBRNZRA
{

"connections": [

{

"connection_id": "10293371-114e-4d2a-878e-c6a616d0ec0e",
"client_virtual_ip": "36.%**** 149",
"client_ip": "100.***** 100",

"inbound_packets": 13,
"outbound_packets": 24,
"inbound_bytes": 4185,
"outbound_bytes": 10480,
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"timestamp": "2024-06-17T02:58:48Z2"

"connection_id": 6ade9de6 b19e-4b87-874d-f4880be317c1",
"client_ V|rtual _ip": "36. 5 2 145",
"client_ip": "100.****** 100",
"client_user_name": " 1111",
"inbound_packets": 13,
"outbound_packets": 38,
"inbound_bytes": 4185,
"outbound_bytes": 15804,
"connection_established_time": "2024-06-17T02:58:12.413Z",
"timestamp": "2024-06-17T02:58:48Z"
}
1

"total_count": 2,
"request_id": "6844f73ab1dd713d369b88904a935bd6"

}

R&G
B % 7.2 )Ikluxﬁgo

4.2.2 IrS5in

4.2.2.1 €I VPN fRS3i%

TIRENA

BIEBVPNERSS I
ARG

BESM3 GTRFAPL.
URI

POST /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers

3 4-183 S#(iKA

BFR R =AY | Et
ik
project_id String = IREID, AJLABIIIRENIR E IDFREIRE
ID
p2c_vgw_id String = P2C VPN LD
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% 4-184 53K Header 2513

2R &Ry =AY | ER
iE
X-Client- String = o INAEIHAE: EZEMirD
Token o 1&3: 36(UUID
iﬁ*;ﬁl§\
o EXRSH
= 4-185 HRBH
B it} =AY | A
i
vpn_server CreateServe | 2 BB IRSSIRIEKITSR
rRequest
object

%% 4-186 CreateServerRequest

B it Wik | R
tunnel_proto | String B o INEEINBE: REEIMNER,
col o BYEHE

SSL: SSLimY
o FIAE: SSL
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2R S WA A
client_cidr String = o INREEINAR: EFIRMNER ., ZFimiE
SOEERT, SMZMEDE— N E
APt

o 1B "H oS /AR S,
f5140192.168.1.0/24
o #JTR:

- EPunMEABERI M XFTE
\;PC%J@)\E%EE%EEPE’\JE%EET?E
Pukrs

- EPiRMN XA AIRSS in
Kim I ERFIZRAI M ERTFIE RS

- EPumRERbhEthRgI Pt AL
%%k?@?&%jc@%ﬁﬂ’m

- EPiUnMNERAREFERLL TS
MEZ: 0.0.0.0/8, 127.0.0.0/8,
224.0.0.0/4, 240.0.0.0/4,

169.254.0.0/16
local_subnet | Array of = o INEEIHEA: KNimMERSIFR. KinF
s strings MR LFMN, ZFNEEEI

VPNS =i FRETEE

o &R "moTiHl/EIE L,
51%010.10.1.0/24

o #TR:
- ELFNKREME, BAGR
ZHIFES 20 MES

- KinMERABeERLA T 454N
E%: 0.0.0.0/8, 127.0.0.0/8,
224.0.0.0/4, 240.0.0.0/4

client_auth_t | String o INAEIRAR: EFURIAIUESEE

yPe o HUETBHE:
CERT: iEHIAIIE
LOCAL_PASSWORD: O<SHAIE
(ZAtt)

e EfA\{E: LOCAL_PASSWORD

oy

server_certifi | server_certif | & RSFBumIER, BEREMYSEELESSLAY
cate icate WE, RIS EEANES,
object ANRSA3072/4096,
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2R St} Whisk A
client_ca_cer | Array of & o INBEIRAR: EFIRCAIFESIE,
tificates client_ca_ce BF=EFimiEBHEHTIALE
rtlflcate o #E:
objects - BREMHICERIESSL, BEPi
INIESERV IEINIERS AR
- ERFIRIAIESERIESIALE
B, &0 HE1AREPIRCAIE
B, ESFEEI10R8E iR
CAIEH
ssl_options ssl_options | & SSLEFE MY AYRNIEBCEIR ., FEE
object INERIZSSLAT, B
2% 4-187 server_certificate
B i) WA iR
id String = e INEEBA: IEPID, ACCM(=IE
PEEIRS) FE _EEBRIER
ID,
& 4-188 client_ca_certificate
2R St} WhisE R
name String B o IFREIR, FNERSENER
o EUESBHE: 1-641MZFF. HiSH
F. BYXFHE. B3 (\ude00 -
content String = o INEEIRER: IEPAE, HEFFEMRE
ZIREXANES, W
RSA3072/4096
o BI:
----- BEGIN CERTIFICATE-----
----- END CERTIFICATE-----
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& 4-189 ssl_options

& s i |k
protocol String B o INEEIRER: X
o HUEEE:
- TCP

o EAME: TCP

port Integer a o INEERAA: IwOS
o HUEEE:
- 443
- 1194
o ENIAME: 443
encryption_a | String & o INAEWBR: IMNZESE
lgorithm o EYESEHED:
- AES-128-GCM
- AES-256-GCM
e ZIME: AES-128-GCM
is_compresse | Boolean & o INBEIRER: 2RESE

d o EUEBE:

- true
- false

e ENE: false

o IBKRIEFH
1.ERIEBINES B VPNIRSS ik

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
{

"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",
"local_subnets": [

"10.16.0.0/24",
"10.16.1.0/24"

1,
"client_auth_type": "CERT",
"server_certificate": {

llid'l: |lscs~k~k~k~k~k~k**~k3922l|
b

"client_ca_certificates": [
{
"name": "client_ca_8sux3d",
"content": "----- BEGIN CERTIFICATE----- kkokdekck_ - END CERTIFICATE----- "
}
1,
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
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}
}
}
2 FEAOSINER B2 VPNIRSS iR
{
"vpn_server": {
"tunnel_protocol": "SSL",
"client_cidr": "172.16.0.1/24",
"local_subnets": [
"10.16.0.0/24",
"10.16.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"server_certificate": {
"id": "scs1716171403922"
b
"ss|_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false
}
}
}
IRRLHR
e
IREPMAZERS A 201: successful operation,
2 4-190 iKY Body S#%I1%
B ikl R
vpn_server vpn_server VPNESS i
object
request_id String 1B3KID
2 4-191 vpn_server
B E-Sit) HER
id String o INAEIHER: VPNBRSZIR ID
o #&=: 36fZUUID
o IR
{
"vpn_server": {
"id": "2407a20d-0bf7-4530-ba9a-7ffaOcedfa3b"
I
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
K&
1BEN7.2 K&,
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4.2.2.2 EFRXT VPN BRSSiR

INgeN4A
TR#EP2C VPNMXID, HifJVPNARSS R o
BRI
1523 WTEABAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
£ 4-192 &2FuEA
B i) BEY | #k
i%
project_id String = IREID, aILABIIIkEIE IDZRERE
ID,
p2c_vgw._id String = P2C VPNRESLHIID
iﬁ*;ﬁl§\
o EKREH
To
o BRI
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/{p2c_vgw_id}/vpn-servers
AR S

o NS
IREMAZISF 200: G

%% 4-193 Il Body S#5I%&

EZ it ik
vpn_servers Array of RS im5ZE
ShowServerR
esponse
objects
request_id String iB&Kid
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= 4-194 ShowsServerResponse

L

2R 5] R
id String o IBREINAE: VPNARZZIE ID
o 1&z: 36{iIUUID
p2c_vgw_id String o IAREIHER: P2C VPNRIXID
e #&=t: 36fUUID
client_cidr String o INEEIREE: EFIRME . EFIREMIE
1ZRY, SMZMERDEC— 1 EEAIPHELE
o &I "moHHHl/AEIE g, flan
192.168.1.0/24
local_subnets Array of o INEGIHBR: ANimMEZHE
strings o HEE: "S- AERE S, BN
10.10.1.0/24
client_auth_typ | String o INREIER: EFURIAIESEE
€ o EUEEH:
CERT: EHIAUE
LOCAL_PASSWORD: MAZIAIE ( &
ih )
tunnel_protoco | String o INEEIRAE: FRERMNYSEEL,

BESEHE
SSL: SSLtMNY

server_certifica | server_certific | fRSEiwiEH
te ate object
client_ca_certif | Array of ERiRCAIERIIER, BFNEFimIEHiH
icates QueryClientC | FIAIE
aCertificateBo
dy objects
ssl_options ssl_options SSLEZE MY AY AT IEE B IR
object
status String o INREEIHER: IRBIRIAES
o HUETBHE:
PENDING_CREATE: ¢l
PENDING_UPDATE: E¥ih
ACTIVE: IF%E
FAULT: B&
FROZEN: %&&5
created_at String o INAEEIHAR: GUEEATE

UTCRIIEIER: yyy-MM-
ddTHH:mm:ssZ
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2R =i ik
updated_at String o INEEIRER: ER/SEFTHTE
o UTCHIIEWER: yyyy-MM-
ddTHH:mm:ssZ

2% 4-195 server_certificate

R it ik
id String IEBID, ACCM(ZIEREERS)FE L
BUEBANIERID , BUEBECCMAEMIRR
&, %IDAT
name String P43, ACCM(ZIFPEERS)FEL
FZIEBANIERE
issuer String o INREIHER: IFBMAE.
o HUETBHE: 1-2561FfF.
subject String o INAEEWIRE: EBEFEAE.
o EUEBHE: 1-2561FfF,
serial_number | String o INEEIHER: WEBFIIE,
o BUEEE: 1-641MF o
expiration_tim | String o IhREIGAE: FHAAGIE
€ o UTCHIEHSZC: yyyy-MM-
ddTHH:mm:ssZ
signature_algo | String o INECIHAR: IEBEREX,
rithm o HUEBE: 1-641F,

2 4-196 QueryClientCaCertificateBody

B it ik
id String o INEEHER: UEHID

o &: 36/ZUUID
name String o INEEiLAER: IFBER.

o EUESEHE: 1-641MFERF. TIFH=F. &
X=F8, $3Z(\ude00 - \u9fas). _(F
X%) . -(PRlZk)

issuer String o INEEIHER: IEBMEE.

o HUEEE: 1-2561FF.
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BR i)

1)

subject String

IHEGIRAE: IFBERE.
EVETEE: 1-25610FF .

serial_number | String

INRELIEA: CAIFBFIIS,
BETEE: 1-641MF5 .

expiration_tim | String
e

ThEEAe : IERE/HARTE)

UTCRSEIRE=: ywyyy-MM-
ddTHH:-mm:ssZ

signature_algo | String
rithm

INREiIRER: IFBEZEE,
BESBE: 1-641MN=EF,

created_at String

ToREwRR: EUEEATE]

UTCRSEIEZC: Jyyy-MM-
ddTHH:mm:ssZ

updated_at String

INREIRAR: ERfEEHEIE

UTCREIEZC: yyy-MM-
ddTHH:mm:ssZ

& 4-197 ssl_options

B Sid]

ik

protocol string

THEEIRER: MY
EUEEHE:
- TCP

port integer

IhEGIRAR: IR0
EUETEE:

- 443

- 1194

encryption_alg | string
orithm

IREIRBA: MNEEE
BETE:

- AES-128-GCM
- AES-256-GCM

authentication | string
_algorithm

INREIRAA: INEEE
BEEE:
- SHA256
- SHA384

N5k 01 (2024-07-18)
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FEE FAMIES

AP| &% 4 API
B i) A
is_compressed | boolean o INELIHER: BE&E4E, BING
o EUEBE:
- true
- false
o NaRFFI
{
"vpn_servers": [
{
"id": "2407a20d-0bf7-4530-ba9a-7ffaOcedfa3b",
"p2c_vgw_id": "3b5b64e4-2927-4062-acf6-05b0b842bbfe",
"client_cidr": "1.1.0.0/16",
"local_subnets": [
"192.168.12.0/24",
"192.168.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1716171403922",
"name": "lsh-newcert",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,0OU=root, CN=www.***.com",
"subject": "C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.***.com",
"serial_number": "310325804134830162280305057622726926320418980636",
"expiration_time": "2024-06-19T02:15:26Z",
"signature_algorithm": "SHA256WITHRSA"
L
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
L
"status": "ACTIVE",
"created_at": "2024-06-14T01:14:56.802Z",
"updated_at": "2024-06-14T08:53:22.855Z"
}
1
"request_id": "3378c265585ffb8aac68ec39a2db67a1"
}
RS
1BE2W7.2 KEB,
pYET]
4.2.2.3 {82 VPN RS
ab A LD
IHEENT A
HRIBVPNERSSIHID, IEBUSEHIVPNIESS I
AJ N
ARGEE
523 WMEERAPI,
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URI

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}

& 4-198 S A

B i) =EY | #d
1%
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID
vpn_server_id | String = VPNESS%ID
IEREE
o IERSH

& 4-199 15K SH

B St Wik | R

vpn_server | UpdateServ | & EHVPNIRSB ImIERITR
erRequest
object

& 4-200 UpdateServerRequest

2R il WA T
client_cidr String B o INBEIHAR: EFIRMER., ZEPimiE

SOEEEY, SMNZMNERDE—1E
HAIPHELE

o BT "moHiEH/EE g,
f5140192.168.1.0/24
o #TR:

- EPUnMERARERI M X TE
\;PC?%XME%EE%EF'E’\J%EE??T:E
Pk

- EPRigMNXABEFIAIRS int
Kim M ER =AM ERTFIE TSR

- EPimMERbhEthRgI P
EEATF MR AEZEAI
=

- EPUGMNERAREFERLITE®
MEZ: 0.0.0.0/8, 127.0.0.0/8,

224.0.0.0/4, 240.0.0.0/4,
169.254.0.0/16
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FEE FAMIES

APl &%& 4 API
2R it} WhisE A
local_subnet | Array of B o INEEINRER: AimMERSIFR ., KNingT
s strings MR LFMN, ZFNEEEI
VPNS= T imF Rt TEE,.
o &I "moTHHEI/AERE R,
#4010.10.1.0/24
o #JTR:
- EVHAPRIGMNER, Bl
ZXIFES107MER
- AHBEZRABE(E B LA 45
Eg: 0.0.0.0/8, 127.0.0.0/8,
224.0.0.0/4, 240.0.0.0/4
server_certifi | server_certif | & IRSZIHIES, HFEREEEERN
cate icate object IE$H, #IRSA3072/4096,
ssl_options | ssl_options | & SSLBEIE MY A AT IS AC IR
object
client_auth_t | String ) o INEEIAR: ZEFumIAIESEEY
yPe o HUETBHE:
CERT: iEHIAUME
LOCAL_PASSWORD: O<iAUE
(At )
£ 4-201 server_certificate
2R &Ry Wik iR
id String = IhgeiRAR: IFBID, RCCM(=IEH
E1ERSS) P E HEEBANERID,
2 4-202 ssl_options
B i) WA A
protocol String S o INEEIRAR: tHY
o EUESEHE:
- TCP
o FINME: TCP
XH5hRA 01 (2024-07-18) WRINERE © LA ARBIRAE] 184



FEE FAMIES

APl &% 4 API
E= i) Wik | fEk
port Integer B o IfREIRAA: KOS
o BUETH:
- 443
- 1194
o ZFNIAE: 443
encryption_a | String &G o INRGIHER: INZZES
lgorithm o EUESE:
- AES-128-GCM
- AES-256-GCM
o ERINE: AES-128-GCM
o BRI
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}
{
"vpn_server": {
"client_cidr": "192.168.10.0/24",
"local_subnets": [
"172.16.0.0/24",
"172.16.1.0/24"
1
"server_certificate": {
"id": "scs1717051012106"
by
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM"
"’client_auth_type": "CERT"
}
}
IRLER
o IRIESEL
IREMRZSRS A 200: successful operation,
7= 4-203 N Body S#7l1%
2R E-Sit) R
request_id string iB3kid
o IR
{
"request_id": "c63d850876bcddbdfbd11776cce57914"
}
RSB
1B207.2 R&8,
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FEILE M4
APl &%

4 API

4.2.2.4 S VPN BRS5IRXSRAIE FinEc &
IREN 4R

RIBVPNIRSIRID, SHEMRRERS
BRSE

523 WMEiERAPI,

URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-config/
export
= 4-204 SR
BFR 2t =AY | Ek
ik
project_id String = IRBID, AILAEISIAEINE IDFAEUIRE
ID
vpn_server_id | String = VPNAESS %D
BXHEHE

o IBRBY
o
o EREAH

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-config/

export

NaRZHS
o IARISH
IREWAZSASA 200: EAMY.

% 4-205 IR Body 2#5I%

E= E-Sit) 1
client_config string ERiGtcE

o [IBRN7RA
{

"client_config": "client\ndev tun\nproto tcp\nremote 215.xx.xx.99 443\nresolv-retry infinite\nnobind
\npersist-key\npersist-tun\nremote-cert-tls server\ndata-ciphers AES-128-GCM\nauth SHA256\nverb
3\nauth-user-pass\n<ca>\n----- BEGIN CERTIFICATE----- Hkkk o END CERTIFICATE----- \n</ca>\n\n

\nreneg-sec 0\n# Add a comment character (#) in
is used.\ndisable-dco\n"

}

front of disable-dco when OpenVPN 2.5 or earlier
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APl &% 4 API
RS

1BE07.2 RK&8,
4.2.2.5 EiRFHF A VPN IrSin
INEEN4B

BiGHEF B VPNIRS i
RARBE

152003 WaEAFHEAPI,
URI

GET /v5/{project_id}/vpn-servers

7 4-206 S5

2R 2R =AY | Ed
ik
project_id String b~ IREID, mJLABId3RENIRE IDFRENRE
ID,

BRER

o EKRESH

To
o IEKIEH
GET https://{Endpoint}/v5/{project_id}/vpn-servers

IRALHER

o NS
R[EPAZSRS A

200: EiERLIN.

% 4-207 AR Body 2#51%

B -5t S

vpn_servers Array of EIFVPNBRSS il A XS
ShowServerResponse | &R%IFE
objects

request_id String i5Kid

MAERRAS 01 (2024-07-18)
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FEILE M4
AP &%

4 API

= 4-208 ShowsServerResponse

L

2R 5] R
id String o IBREINAE: VPNARZZIE ID
o 1&z: 36{iIUUID
p2c_vgw_id String o IAREIHER: P2C VPNRIXID
e #&=t: 36fUUID
client_cidr String o INEEIREE: EFIRME . EFIREMIE
1ZRY, SMZMERDEC— 1 EEAIPHELE
o &I "moHHHl/AEIE g, flan
192.168.1.0/24
local_subnets Array of o INEGIHBR: ANimMEZHE
strings o HEE: "S- AERE S, BN
10.10.1.0/24
client_auth_typ | String o INREIER: EFURIAIESEE
€ o EUEEH:
CERT: EHIAUE
LOCAL_PASSWORD: MAZIAIE ( &
ih )
tunnel_protoco | String o INEEIRAE: FRERMNYSEEL,

BESEHE
SSL: SSLtMNY

server_certifica | server_certific | fRSEiwiEH
te ate object
client_ca_certif | Array of ERiRCAIERIIER, BFNEFimIEHiH
icates QueryClientC | FIAIE
aCertificateBo
dy objects
ssl_options ssl_options SSLEZE MY AY AT IEE B IR
object
status String o INREEIHER: IRBIRIAES
o HUETBHE:
PENDING_CREATE: ¢l
PENDING_UPDATE: E¥ih
ACTIVE: IF%E
FAULT: B&
FROZEN: %&&5
created_at String o INAEEIHAR: GUEEATE

UTCRIIEIER: yyy-MM-
ddTHH:mm:ssZ

MAERRAS 01 (2024-07-18)
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FEE FAMIES

APl &% 4 API
2R =i ik
updated_at String o INEEIRER: ER/SEFTHTE
o UTCHIIEWER: yyyy-MM-
ddTHH:mm:ssZ

2% 4-209 server_certificate

R it ik
id String IEBID, ACCM(ZIEREERS)FE L
BUEBANIERID , BUEBECCMAEMIRR
&, %IDAT
name String P43, ACCM(ZIFPEERS)FEL
BUEBANIER B
issuer String o INREIHER: IFBMAE.
o HUETBHE: 1-2561FfF.
subject String o INAEEWIRE: EBEFEAE.
o EUEBHE: 1-2561FfF,
serial_number | String o INEEIHER: WEBFIIE,
o BUEEE: 1-641MF o
expiration_tim | String o IhREIGAE: FHAAGIE
€ o UTCHIEHSZC: yyyy-MM-
ddTHH:mm:ssZ
signature_algo | String o INECIHAR: IEBEREX,
rithm o HUEBE: 1-641F,

& 4-210 QueryClientCaCertificateBody

B it ik
id String o INEEHER: UEHID

o &: 36/ZUUID
name String o INEEiLAER: IFBER.

o EUESEHE: 1-641MFERF. TIFH=F. &
X=F8, $3Z(\ude00 - \u9fas). _(F
X%) . -(PRlZk)

issuer String o INEEIHER: IEBMEE.

o HUEEE: 1-2561FF.
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FEILE M4
APl &%

4 API

BR i)

1)

subject String

IHEGIRAE: IFBERE.
EVETEE: 1-25610FF .

serial_number | String

INRELIEA: CAIFBFIIS,
BETEE: 1-641MF5 .

expiration_tim | String
e

ThEEAe : IERE/HARTE)

UTCRSEIRE=: ywyyy-MM-
ddTHH:-mm:ssZ

signature_algo | String
rithm

INREiIRER: IFBEZEE,
BESBE: 1-641MN=EF,

created_at String

ToREwRR: EUEEATE]

UTCRSEIEZC: Jyyy-MM-
ddTHH:mm:ssZ

updated_at String

INREIRAR: ERfEEHEIE

UTCREIEZC: yyy-MM-
ddTHH:mm:ssZ

& 4-211 ssl_options

B Sid]

ik

protocol string

THEEIRER: MY
EUEEHE:
- TCP

port integer

IhEGIRAR: IR0
EUETEE:

- 443

- 1194

encryption_alg | string
orithm

IREIRBA: MNEEE
BETE:

- AES-128-GCM
- AES-256-GCM

authentication | string
_algorithm

INREIRAA: INEEE
BEEE:
- SHA256
- SHA384

N5k 01 (2024-07-18)

WRIERE © HERRARBIRAT

190



FEILE M4
AP &%

4 API
2R =i g
is_compressed | boolean o INEGIHER: BERE4E, BHAG

o EUEEHE:
- true
- false

- [mRRA
{

"vpn_servers": [

{

"id": "3f7e48ca-cd3c-4ce2-a277-674382ced4ea",
"p2c_vgw_id": "10d176c7-aed8-4766-9180-a47e536c64d0",
"client_cidr": "173.16.1.0/24",
"local_subnets": [
"172.16.0.0/24",
"172.16.1.0/24"
1,
"client_auth_type": "CERT",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1698803781642",
"name": "p2cvpn_test",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.server",
"serial_number": "109258411809374886820602321558250159914",
"expiration_time": "2026-01-22T06:26:18Z",
"signature_algorithm": "SHA256WITHRSA"
B
"client_ca_certificates": [
{
"id": "2f291995-9582-4ce8-a7f4-e1b7742e6e0c",
"name": "client_ca_sdk_test_1",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.test",
"serial_number": "218730615113252363388323617489459159151767515623",
"expiration_time": "2033-10-17T06:21:25Z",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-15T01:59:46.612Z",
"updated_at": "2024-06-15T01:59:46.612Z"

}
1
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
B
"status": "ACTIVE",
"created_at": "2024-06-15T01:59:46.612Z",
"updated_at": "2024-06-15T02:01:16.606Z"

"id": "3840e9ea-84be-4ff9-ad26-817829ba16ed",
"p2c_vgw_id": "30dfb9cd-eeb0-4937-a7a5-4bc08184090b",
"client_cidr": "173.17.0.0/24",
"local_subnets": [

"172.16.0.0/24",

"172.16.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
"server_certificate": {

N5k 01 (2024-07-18)
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"id": "scs1698803781642",
"name": "p2cvpn_test",
"issuer": "CN=p2cvpn.test",
"subject": "CN=p2cvpn.server",
"serial_number": "109258411809374886820602321558250159914",
"expiration_time": "2026-01-22T06:26:18Z",
"signature_algorithm": "SHA256WITHRSA"
by
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
by
"status": "ACTIVE",
"created_at": "2024-06-15T02:01:19.87Z",
"updated_at": "2024-06-15T02:01:19.87Z2"
}
1

"’request_id": "2b16014544fff455b50ef3f1e62bbe35"
}

RZESED

BEI7.2 &R,
4.2.2.6 RIEZEPix CAUEH
IheEN 4R

IR PR CATER S
WERBE

15203 YMEERAAPI,

URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/client-ca-certificates/check
% 4-212 2FuR A
B i) =AY | EA
i
project_id String 2 IREID, aILABIdIREIER B IDFRERE
ID
IBKER
B RS
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APl &%& 4 API
£ 4-213 i5KE8#
B i) =AY | #R
iE
client_ca_certif| client_ca_cer | & ERFisCAIEPH
icate tificate
object
£ 4-214 client_ca_certificate
BFR i D A
name String B o INAEIRER: IFBEZIR.
o HEUESEE: 1-641FFRF, XIFHF.
§z$\ ¢Y(\U4e00 - \u9fa5) N
_(FXIZ) . -(PXIL%)
content String = o INEEIHER: T PAE

o FE:

o EXREH

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/client-ca-certificates/check

{

"client_ca_certificate": {
"name": "client_ca_8sux3d",

}
}

NaRzHR
o NS

IR[EMAZSRS A 200: successful operation,

% 4-215 IR Body 2#5I%

B St fik
name String o INREIRAR: IEBAR.
o BUESEHE: 1-641FFF, SFHF. &=

N=ZH. #3Z(\u4e00 - \udfas). (T
X&) . -(PRIZk)

NH5hRZA 01 (2024-07-18)
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FEE AL

APl &% 4 API
E= i) fR
issuer String o INREIHER: IFBMAE .
o EUESEE: 1-2561FF.
subject String o IHREIRAR: EBFERE.
o EUESEE: 1-256)FfF.
serial_number | String o INAEINAR: CAIFBFEIIZ.
o HUEBE: 1-641MZFFF,
expiration_tim | String o INEEIHER: UFBZFIERAY(E]
€ o UTCEHEEZ: yyyy-MM-
ddTHH:mm:ssZ
signature_algo | String o INECIHAR: IEBEREX,
rithm o HUEBE: 1-641FH,
I Rz 73451
RSB MR :
{
"name": "client_ca_8sux3d",
issuer": "CN=xxx",
subject": "CN=xxx",
"serial_number": "621079609299744022526309164429940520767604766768",
"expiration_time": "2033-08-05T11:52:34Z",
"signature_algorithm": "SHA256 WITHRSA"
}
RIG A B MR :
{
"error_code": "VPN.0072",
"error_msg": "Certificate client_ca_8sux3d has expired.",
"request_id": "b012532f51675c0ffdcfb2868669bd4e"
}
RSB
1BEW7.2 KEB,
4.2.2.7 H{&ZEPim CA IEH
INEEN4A
HEEFIRCAIES
BRRE
155003 WTEEAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates
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FEE FAMIES

APl &% 4 API
& 4-216 20 A8
B it BEY | @k
%
project_id String 2 IREID, aILABIdIREER B IDFRERE

ID

VPNARSS57ID

el

vpn_server_id String

X 4-217 153k Header 2¥31%&

2R it} =GV | ik
ik
X-Client- String B o INEEIAER: BEMIRR
Token o 8zt: 36TUUID
BKER

o EXRSH

+4-218 BRSY

E=4 it =AY | ER

ik
client_ca_cer | client_ca ce | 2 ERixCAIEH
tificate rtificate
object

2 4-219 client_ca_certificate

B i) WA iR

name String B o IEBER, TEBNER

o EVESBHE: 1-647M=FF, HiFH
F. BYFE. $3Z(\ude0 -
\uofa5). _(TEIZ). (k)
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FEE AL

APl &%& 4 API
2R S Wik | ik
content String = o INEEIRER: IFBRE, HEEEHE
FRREEAER,
RSA3072/4096,
o FET\:

N Rz

khkkkkkkkkkkkkkkhkkkhkkkhkkkhkkkhkkkkkx

kkhkkkkkkkkkkkhkkkhkkkhkkhhkkhkkkhkkhhx

=g =2

=P

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates

{
"client_ca_certificate": {
"name": "client_ca_8sux3d",

}
}

M Rz S48
IREYAZSAZ S 201: successful operations,

% 4-220 K Body 2#5Z%

B it R
client_ca_certif | client_ca_certif| ZPigCAIFEXTHR
icate icate object

request_id String ia3kid

& 4-221 client_ca_certificate

B S5 115

id String o INEEIHER: ZEPIRCAIERID

o #z(: 36{7UUID

- MRzl
{
"client_ca_certificate": {
"id": "4e3a364f-1213-4a37-917e-d494aeada34e"
}

"request_id": "4114fdd9ca33e22936ece75b97d7a363"
}

kR 01 (2024-07-18) WRIERE © HERRARBIRAT
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FEILE M4
AP &% 4 AP

RS
B2I7.2 K5,

4.2.2.8 EHZEFim CA IEH
IHEENA

RIEZFiRCAIERID, BEEFIRCAIETRER.,
BB

15203 UNMEEARAPI,

URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

& 4-222 SR

2R St =EY | #Hik
ik
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
IDo
vpn_server_id | String = VPNESS %D
client_ca_certif | String = Z g CAINEEID
icate_id

IEKIHE
o ERBH
o
o IERIEH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

MALHEE
o IMNSH
IREHAZSHIH 200: TR
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2= 4-223 IR Body 2#5I%&

2R i 3%
client_ca_certif | QueryClientC | FHZEFixCAIEBITINITR
icate aCertificateBo
dy object
request_id string iB3kid

R 4-224 QueryClientCaCertificateBody

B it R

id String o INEEHER: UEHID

o 1&=: 36{1ZUUID

name String o INREIHER: IFBEIR,

o BUEEE: 1-641FFF, IFHF. &
NZF&. Bh32(\ude00 - \udfas). (T
XE%) . -(hxizk)

issuer String o INBEIRER: IEBMEE.

o EUEEE: 1-2567FF,

subject String o INEEIHER: IFBERE.

o EUEBE: 1-2567FF,

serial_number | String o IPELIHER: CAIFBRFEYIS.

o HUESEHE: 1-641MFTF,

expiration_tim | String o INAEEIRE: EBZILARTE

e o UTCRIIEMEZN: yyyy-MM-

ddTHH:mm.ssZ

signature_algo | String o INEEIRAE: IEPEZEE,
rithm o EUEBE: 1-6471MF75,
created_at String o INAEEIHAR: GUEERTE

o UTCRIIEMEZN: yyyy-MM-
ddTHH:mm:ssZ

updated_at String o INEEIRAR: RISEIAYE

o UTCHYEMER: Jyy-MM-
ddTHH:mm:ssZ

- IEpzAEpl
{

"client_ca_certificate": {
"id": "ab80b8f6-6d67-4bdb-ba39-e8dd9419e64e",
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4 API

TN

ab
ThEEN 4R

AR

URI

IEXRHE

}

}

"name": "ca-cert-55f7",
"issuer": "CN=xxx",

"expiration_time": "2033-10-17T06:21:25Z",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-17T02:46:22.327Z",

"request_id": "29d83bb1-5349-4af5-9fa6-672af3daf4d1"

i5207.2 &8

4.2.2.9 X EFin CAIEH

RIEZFiRCAIEBID, BEFISENZEFIRCAIES .

5203 STERAPI,

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

K 4-225 S A8
2R it BEY | @k
i%
project_id String 2 IREID, aILABIIIREER B IDZRERE
ID
vpn_server_id | String = VPNBRS 7D
client_ca_certif | String =8 Z i CAIEEID
icate_id
o EKREH

N5k 01 (2024-07-18)
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EINEBMLE
APl &% 4 AP

% 4-226 {5KkSH

2R i Wik | R
client_ca_cer | client ca ce | 2 ZRimgCAEPBITR
tificate rtificate
object
X 4-227 client_ca_certificate
2R i Wik | #k
name String B o INREIRBR: EPBER.

o EUESTE: 1-641MFF, B
F. BXFH., B3 (\ude00 -
\u9fas). _(TXIL). -(hkliLk)

- IEREA
15
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

{
"client_ca_certificate": {
"name": "client_ca_update"
}
}

NnRLHES
o NS
IREYAZSAZ ST 200: successful operations,

%= 4-228 Il Body S#5I%&

E= E-Sit) R
request_id string iBkid

o [IARNZRA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"
}

T

1B5507.2 K&L,
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FEILE M4
AP &% 4 AP

4.2.2.10 fpFrZ=Fiw CAEH
Ihee 4R
RIBZ P iRCAIEBID, MIFRZEFimCAIER.
WBRBx
5203 WMEiERAPI,
URI

DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

& 4-229 2E5REA
B St =Ry | Ek
i%
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID,
vpn_server_id | String = VPNRRSSiwID
client_ca_certif | String = Z i CAINEEID
icate_id

IERIEHR
o ERSY
o
o IEREEH

DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/client-ca-
certificates/{client_ca_certificate_id}

AT
o MESH
IREHAZSHS Y 204: BBRAETN -
RS

1B5507.2 K&8,

4.2.3 AREE
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FEILE M4
AP &%

4 API

4.2.3.1 Gl VPN R

ab
ThEEN 4B

AR7IE

URI

BERHEE

fEHEEVPNBRSS IR T, BIEZVPNAEF.

5203 WTERAPI,

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users

7 4-230 2%
B it 2Ry | i
i%
project_id String = IREID, BJLABIIIREINE IDFREIRE
ID
vpn_server_id | String = VPNBRSZi%ID
% 4-231 153K Header 2H31F&
B St BRY | ik
1%
X-Client- String B o IfECIRER: EEMIFR
Token o &zt: 36(7UUID
o EKRSH
& 4-232 i5RSH
B St =AY | R
i%
user CreateVpnU | 2 CIEEVPNEHPIERAEXTSR
serRequestB
odyContent
object

N5k 01 (2024-07-18)
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REHAE AR
APl &% 4 API

2% 4-233 CreateVpnUserRequestBodyContent

B St} Wik | R
name String = o INEGIREE: BBFZ
o 1 4~320FFF, HEXF
B, HF. 2. Tk, PRi%E
%
password String = o INAELIREE: FAFZRG
o #TR:
- KEBERSEIRNER
- ELEBLITFERRR2M: X
5x8. INEFE. HF. ¥
BRF R ~@#$%N8H()-_=+\|
({31, <>/? F=HE
- TEESHEFPEE%GEIFNARE
GElE!
description String B o INBEIRER: FAFHEHIA
[ ] *git 0'64/|\$f§7 H?EPSZ\ ﬁ
X #FHTRIZER
user_group_i | String & o INELIHER: FREHPF4ID
d o &zL: 36fTUUID
- IEKE
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users
{
"user": {
"name": "user001",
"password"; "Rk
"description": "FBF#IR1",
"user_group_id": "yWYnJtOR-Q0a7-RAQW-tFXX-QfundEqrR27W"
}
}

lAzLHR
o IS
IR[EPMRZSRS ST 201: successful operation,

= 4-234 387 Body S%15I3%

B E-Sit) R
user user object VPNHRFII%R
request_id String iB3KID
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FEE FAMIES

APl &% 4 API
2% 4-235 user
BR i) iR
id String e INEEIRER: VPNRFID
o H&T(: 36{:ZUUID
o R4
{
"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfcab7d"
1
"request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}
REB

i5207.2 K7&88.

4.2.3.2 &if VPN FHF

INEEN4A
RIEVPNEFIDEEBFER
ARG E
1523 WMTEABAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}
= 4-236 =#4%HA
2FR KR =AY | Ek
ik
project_id String ~ IREID, mJLABId3RENIRE IDFRENRE
IDo
vpn_server_id | String = VPNAES3 %D
user_id String = FHFID
BRER

o IBRBH
96 o
o EREAH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}
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FEE FAMIES

APl &% 4 API
TRALHR
o IRIESEL
IRENURZSRS S 200: EERIN
= 4-237 g Body 2#7%
2R il A
user VpnUser VPNREFX®R
object
request_id String iB3KID
% 4-238 VpnUser
2R il A
id String o LIESHER: FIFID
o 1Bz: 36ZUUID
name String BR&FR
description String =2 =k
user_group_id | String o INECIRAA: FRERAF4EID
o 3. 36{UUID
user_group_na | String FriEFF4EER
me
created_at String o INALNHAR: GUZEATE
o UTCHYEIEZN: yyyy-MM-
ddTHH:mm:ssZ
updated_at String o IfEEIRER: EHTATIE)
o UTCHYEIEZN: yyyy-MM-
ddTHH:mm:ssZ
LI )z =]
{
"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfcab7d",
"name": "user001",
"description": "FIF#EIAR1",
"user_group_id": "yWYnJtOR-Q0a7-R4QW-tFXX-QfundEqrR27W",
user_group_name": "user-group1",
created_at": "2024-06-17T06:53:46.302Z",
"updated_at": "2024-06-17T06:53:46.302Z"
B
"request_id": "926a0edb3bf432943e2399b700173add"
}
M A4hRAS 01 (2024-07-18) RN © LARABIRAE 205



FEE FAMIES

AP| &% 4 API
EINGS
BE207.2 WEL,
4.2.3.3 &ifj VPN FBP%I%
ThEEN 43

RIEVPNARSS i ID, EWAFERIIZE

ARBE
1523 AMTEEAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users
K 4-239 2K EA
B =AYIE | R
project_id e IRBID, mILAEdIREVIRE IDFAEUREB D,
vpn_server_id =2 VPNBRSZ %D
3 4-240 53K Query 5%
B i) 2B/Y | mk
ik
limit Integer B S REFNEBIUREINICRHE
marker String B F—RRE—FKIcENid, AT AEE
F—I, WiRSlimit—Ee(FR.
BKER
o BERESH
To
o EKRIEH
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users
IALHR

o NS
IREMAZSIS /A 200: G
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FEILE M4
AP &%

4 API

2= 4-241 UK Body 2#5I%

=T it ik

users Array of BRIIFER
VpnUser
objects

total_count Integer HBIVPNIRSS K FRIFER 5%

page_info Pagelnfo PREARAIER
object

request_id String 1B3KID

R 4-242 VpnUser

B St ik

id String o IfAEIRAR: AFID

e I=: 36fZUUID
name String FBR&R
description String BFRiEAR

user_group_id | String

o INEEIREE: FRiEAF4HID
o 83(: 36{1ZUUID

user_group_na | String
me

PRERFERR

created_at String o INBEIRAR: BGUZEERTIE]
o UTCRIEIEZN: yyyy-MM-
ddTHH:mm:ssZ
updated_at String o IfREIRER: EEATIE)
o UTCRIIEIETN: Jyy-MM-
ddTHH:mm:ssZ
% 4-243 Pagelnfo
R it ik
next_marker String T—MImarker (B E—XR &GN FiEx

E—RiIRRYBIZERTIE]

current_count Integer

HEIRPRIRE

LI v =271
{

"users": [

N5k 01 (2024-07-18)
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FEILE M4
AP &%

4 API
{
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user001",
"description": "FIF##IR1",
"user_group_id": "yWYnJtOR-Q0a7-R4QW-tFXX-QfundEqrR27W",
"user_group_name": "user-group1",
"created_at": "2024-06-17T06:53:46.302Z",
"updated_at": "2024-06-17T06:53:46.302Z"
i}
{
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user002",
"description": "FIF##IR2",
"user_group_id": "yWYnJtOR-Q0a7-R4QW-tFXX-QfundEqrR27W",
"user_group_name": "user-group1",
"created_at": "2024-06-17T06:53:46.302Z",
"updated_at": "2024-06-17T06:53:46.302Z"
}
1
"total_count": 2,
"page_info": {
"next_marker": null,
"current_count™: 2
h
"request_id": "b04b68fb4d548344e0bc4b34dbd6fee7"
}
RS
1B207.2 K&,
4.2.3.4 {22 VPN HHF
ab 73
INEENER
RIEVPNAFID, {EodsEAF
BEREE
152003 WaEFHAPI,
URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
7= 4-244 SHIHA
B i) BERY |k
i%
project_id String 2 IREID, aILABIIIkEIRE IDFRERE
ID
vpn_server_id | String =2 VPNBRSSi%ID
user_id String = FPRID
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FEILE M4
AP &% 4 AP

IEXRHE

= 4-245 i5REH

B E- Sl Wik | #iR

user UpdateVpnU | 2 BEHFVPNAFIERIIR
serRequestB
odyContent
object

2% 4-246 UpdateVpnUserRequestBodyContent
EH e 2 | fk

%4

description | String B o INREIHRR: FBPHHAR
o 183: 0-64FFF, . & ¥
FEE T
user_group_i | String B o INREINBE: FREFEF4EID

d o #z{: 36{;7UUID

o BRI
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}
{
"user": {

"description": " F##iA-update”,
"user_group_id": "PTnsQAbZ-KOgW-mCzt-C9Sk-rMM3TcNjQ8wY"

)AL
o NS
IREYAZSAS S 200: successful operations

2 4-247 iR Body S#%11%

B Syt fiik

user VpnUser VPNEFII&R
object

request_id String 153KID
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FEE AL

APl &% 4 API
% 4-248 VpnUser
B it ik
id String o INESHEE: FIFID
o 1&z{: 36fZUUID
name String BRZR
description String =2 =k
user_group_id | String o INEEIRBE: FRERF4EID
o 1&={: 36{ZUUID
user_group_na | String FhiEFF4EER
me
created_at String o INREIRAER: GUZERTE]
o UTCHYEWEZN: yyyy-MM-
ddTHH:mm:ssZ
updated_at String o INAEINAA: EEERATIE)
o UTCHYEER: yyyy-MM-
ddTHH:mm.ssZ
- IR
{
"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "1111",
"description": "B {#iR-update”,
"user_group_id": "PTnsQAbZ-KOgW-mCzt-C9Sk-rMM3TcNjQ8wY",
"user_group_name": "user-group2",
"created_at": "2024-06-17T06:53:46.302Z",
updated_at": "2024-06-17T08:45:20.973Z"
L
"request_id": "380562b4bda6dfe116c42e707d8e9110"
}
K&
52W7.2 k&L,
4.2.3.5 #ilpx VPN FBF
ThEeN 4
RIEVPNAFID MIBRIEEAF
ERGE
5203 WMIERAPI,
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FEE FAMIES

APl &% 4 API
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}
3+ 4-249 SHI%BA
BR - i) =RY | i
i%
project_id String 2 IREID, aILABIIIREIER B IDFRERE
ID,
vpn_server_id | String =2 VPNBRSZ %D
user_id String =2 FBPRID
IEXREE

N Rz

I NEE

o IBRBY
96 o
o EREH

DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/

{user_id}

o IHRIBH

IREMAZISH 204: MIBRALTD

1B5E07.2 K&EL,

4.2.3.6 {E3 VPN FIFEG

ab
ThEEN B

ARTIE

URI

(EesisEVPNAFRIZRS

523 W(EERAPI,

PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/

{user_id}/password

N5k 01 (2024-07-18)
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FEE FAMIES

AP| &%& 4 API
2 4-250 Z#u5HEH
2R E 5] =Ry | EA
ik
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID
vpn_server_id | String =2 VPNBRSS %D
user_id String =2 VPNAFRID
BKEHE
o IBEKEH
= 4-251 BRBH
2R i Wik | R
old_passwor | String = FBRIBZ
d
new_passwo | String = o INHESIRAA: FPEHZRG

rd

o #ATR:
- KECEZESEIN2MNZR
- EVPEEUTERSBRI2M: X
BxH., I\BFH. HF. 45
IR ~@#$%N&*()-_=+\|
({31 <>/? F0=H&
- FEESHEPESEIFRIAERA

]G
- HEEARESHEIESXERRIE
RAENE|

o EREAH

PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/{user_id}/

password

{

"new_password": "stringst-new"

}

aALEE
o IARISH

IREYAZSAZ ST 200: successful operations,

N5k 01 (2024-07-18)
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FEIE M4
AP &% 4 AP

% 4-252 nf; Body S2#%I%

B i) R
request_id String BKid

o [IRN7RA
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

}
RSB
B2 07.2 K&8,
4.2.3.7 £& VPN FBFP%Hg
IheeN4A
(EBUEEVPNEFRIZ .
AREE
5203 UMEEARAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/
{user_id}/reset-password
& 4-253 25T
2R i) BEY |k
ik
project_id String =2 IREID, BJLABIIIRENIRE IDFREIRE
ID
vpn_server_id | String = VPNAES3i%ID
user_id String =2 VPNAERID
IBKER
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FEILE M4
AP &%

4 API

% 4-254 EKkSH

E=2 St Wik | fEik
new_passwo | String = o INREIRR: FBPEHZEREL
rd 4 .

o #AJTh:

- KECEZESEI2NER

- ELEIUTFHHR2M: X
5x8. NEFE. HF. &

FRFRE ~1@#$%N&H()-_=+\|
{3 <>/ F0ZEH&.

- TBESAPASEIFRIRARS

GEIC

- FEBRARESRIASRERAIIE

S8R

o BRI

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/users/

{user_id}/reset-password
{

"new_password": "stringst-new"

}

I AzH R
o NS
IREYAZSAZ ST 200: successful operations,

%= 4-255 IR Body SH51I%

B i) fiik
request_id String BKid

o AR
{

"request_id": "c63d850876bcddbdfbd11776cce57914"

}
R&HS
BEM7.2 KRB,
4.2.3.8 tI# VPN BB
ThEE TR

EHEEVPNERSS IR T, BIEVPNRFH,
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FEE FAMIES

APl &%& 4 API
ARBE
1523 WMTEEAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups
% 4-256 SEAA
2R 5] 2Rw | JA
ik
project_id String = IREID, aJLABIdIkEI B IDFRERE
ID
vpn_server_id | String = VPNBRSZ %D
% 4-257 153K Header 2513
BFR il =AY | fk
ik
X-Client- String S o INESHIER: EEMARDA
Token o #&3t: 36(ZUUID
=R =15
o BFKESH
= 4-258 iI5KSH
2R il 2/Y | fmA
ik
user_group | CreateVpnU | 2 EIEZEVPNR PEIERAITSR
serGroupRe
questBodyC
ontent
object
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FEE FAMIES

APl &% 4 API
& 4-259 CreateVpnUserGroupRequestBodyContent
2R il WiE | R
name String = o INRLIRER: FAFHEHZ
o 1&I: 1EI64ANFERF, AIERP
X. XKEF8. NEFE. #HF.
BT ~@#$%N&*()-_=+\|
({3, <>/?
o #JR
- BAFPHEBTEES
description | String & o INRGIRER: FAPAEREA
o 1B: 0RIGANZFRF, AIERAH
X. XEFE. INEFHE. #F.
BSHRFR ~@#$%N&*()-_=+\|
{3, <>/?
- IEREA
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups
{
"user_group": {
"name": "user-group1",
"description": "FHFZH1"
}
}
TALE S
EVE=S5'

IR[EYRZERZ S 201: successful operation,

2= 4-260 K Body 2#5%

E= it fR
user_group user_group FBRPHETIR
object
request_id String iBKid
& 4-261 user_group
B St R
id String o IfBLIRAR: VPNFEBFZHID

o 18&3(: 36fZUUID

NH5hRZA 01 (2024-07-18)
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FEILE M4
AP &% 4 AP

LI vz =2

{
"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaas"
B
"request_id": "94d271493e144135423e7377e40127cf"
}
RS
BE2W7.2 WEL,
4.2.3.9 &ifj VPN P4
IheeENA
RIEVPNERFID,EGREFER.
AEREE
1B& 3 WMaEEAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
% 4-262 S HuHH
2R i) =EY | Wk
1%
project_id String 2 IREID, BILABIIIRENIRE IDFREIRE
ID,
vpn_server_id | String = VPNESS%ID
group_id String = FRFEID
BKER

o EXRSH
o
o BRI

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}

NIRLES
o MRS
IREMAZHS S 200: EiERY.
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FEE LS

APl &%& 4 API
% 4-263 I Body 2#3IFE
B - Jid] ik
user_group VpnUserGrou | VPNAFZERIR
p object
request_id String =R )
& 4-264 VpnUserGroup
2R i )%
id String o INREHEHIA: VPNFEEFEID
o T : 36{:ZUUID
name String FFREEMR
description String FBPFEmA
type String o IfEEIRAR: FAF4AZEEY
o EUESTHE:
Default: EXNARPH
Custom: FBFGIZFEF4A
user_number | Integer BR#sE
created_at String o INEGIRAE: CIZERTE
o UTCHIEIER: yyyy-MM-
ddTHH:mm.ssZ
updated_at String o INALIHAR: EFFATE
o UTCHTEMER: Jyyy-MM-
ddTHH:mm:sssZ
- (RS
{
"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaas",
"name": "user-group1",
"description": "FAF4H1",
"type": "Custom",
"user_number": 0,
"created_at"; "2024-06-17T09:48:27.548Z",
updated_at"; "2024-06-17T09:48:27.548Z"
%
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"
}
REB
1B5207.2 &L,
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FEILE M4
AP &%

4 API

4.2.3.10 &if] VPN FBR%I3E

URI

1% X %l%\

g Rz =

15213 AMITEAAPI,

EisERSSin ~, BPAERYIZE.

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups

7 4-265 SEUAA
AR 3] 2BY | Fk
&
project_id String = INEID, aJLABIIIREINE IDZRERE
ID,
vpn_server_id | String = VPNESZ%ID
7= 4-266 153k Query S¥5I%
B i) =B/ | ER
i%E
limit Integer B P REENERIREIVICRESE
marker String B IF—m&E—FKIeFEMid, A= AEE
F—, WRSlimit—e#ER.

o IBRBH
o
o IEKREA

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups

LI V=S 54

IREMAZISF 200: @RI

N5k 01 (2024-07-18)
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FEILE M4
AP &% 4 AP

2= 4-267 UK Body 2#5I%

B it R

user_groups Array of FPEXIRGIFE
VpnUserGroup objects

total_count Integer B2

page_info Pagelnfo object AREFRER

request_id String iB3KID

%< 4-268 VpnUserGroup

B it fik

id String o IpEEHEIA: VPNEF4EID
o #&z(: 36/LUUID

name String FFHEBFR

description String FFEEA

type String o INREIREA: FIFZEZERY
o BUEEHE:

Default: ERABF4AE
Custom: FHFEIEAEPAE

user_number Integer HRFR#E

created_at String o INASIHAR: QlUZEEATE

o UTCEIIEHEZC: yyyy-MM-
ddTHH:mm:ssZ

updated_at String o INREIRAH: EEATIE

e UTCHYEIER: yyyy-MM-
ddTHH:-mm:ssZ

& 4-269 Pagelnfo

2R i) R
next_marker String T—mAmarker B8 E—REBNHN P Ex
BE—1EIRAICIZRTE)
current_count | Integer HEIPIRPRFEHE
vz

{

"user_groups": [
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FEILE M4
AP &%

4 API

"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",

|||||

"description™: "FHF4H1",

"type": "Custom",
"user_number": 0,

"created_at": "2024-06-17T09:48:27.548Z",
"updated_at": "2024-06-17T09:48:27.548Z"

"id": "0748b24e-cbd3-474e-9546-8586e8f2b5c6",

"description": "Default user group",
"type": "Default",
"user_number": 0,

"created_at": "2024-06-17T03:45:25.879Z",
"updated_at": "2024-06-17T03:45:25.879Z"

}
]

"total_count": 2,

"page_info": {

"next_marker": null,
"current_count": 2

}
}

T

iB207.2 K&

4.2.3.11 13 VPN FIP4E

ThREN 4R

RIEVPNARFZID, (2odsErIAF4A.

AR

523 WMEiERAPI,

"request_id": "1ae5c7648497d3d90824985367da954a"

URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
* 4-270 S#5%EA
BR - i 2B | ik
i%
project_id String 2 IREID, aILABIIIkEIRE IDFRERE
ID
vpn_server_id | String =2 VPNBRSSi%ID
group_id String = FBFHID

N5k 01 (2024-07-18)
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FEE FAMIES

APl &% 4 API
IBREE
o BEKREH
= 4-271 BREY
E= i) Wik | @R
user_group | UpdateVpn |2 BEHVPNAEPEIBKITR
UserGroupR
equestBody
Content
object
< 4-272 UpdateVpnUserGroupRequestBodyContent
E= i) W% | fEid
name String B o INELIRER: HPHZ
o t&I: 1ZI64ANFRF, AIfERF
X. XEFE. INEFHE. #F.
SHRFR ~@#$%N&*()-_=+\|
{3, <>/?
o #JR
- FAPHETEEES
description | String B o INBEIRER: FPBHHA
o 1&I: 0ZIGANFESRF, AIfERTF
X. XKEFH. NEFE. #=F.
BT ~@#$%N&*()-_=+\|
({3, <>/?
- IEKE
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
{

"user_group": {

}
}

)AL
o NS
IREYAZSAS S 200: successful operations
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API &% 4 API
% 4-273 QL Body 2#%IFE
2R il A
user_group VpnUserGrou | VPNAFZERIR
p object
request_id String =R )
2 4-274 VpnUserGroup
B i) A
id String o INAGHEIA: VPNAF4EID
o 3. 36{UUID
name String FFREEMR
description String FBPFEmA
type String o INEEiRBH: FAPAZEE
o BUECHE:
Default: ERARF4AE
Custom: FAFEIEAFA
user_number | Integer BR#sE
created_at String o IHESIHAR: ClUFERTE
o UTCHTEMER: Jyyy-MM-
ddTHH:mm:sssZ
updated_at String o INEEiIRBH: FFAYE
o UTCHTEMER: Jyyy-MM-
ddTHH:mm:ssZ
- MaNzzRpl
{
"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaas",
"name": "user-group1-update",
"description": "FIF2E1-update”,
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",
updated_at": "2024-06-17T09:59:03.318Z"
1
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"
}
RS
1BEW7.2 KEB,
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FEE FAMIES

APl &%& 4 API
4.2.3.12 flifx VPN AP
INRENA
RIEVPNEF4EID MIFRISERF A
ARBIE
15203 UEEAAPI,
URI
DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
& 4-275 S¥45%0A
2FR it =aY | #Hik
ik
project_id String b~ IREID, mILABIdIRENIRE IDFRERE
ID,
vpn_server_id | String = VPNBRSS %D
group_id String = FHRFID
BXKHEHE
o EXRBH
To
o ERIEH
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}
IpzER
o [INS%L
IREYAZSES S 204: WIFRENIN
RSB

B2 7.2 K588,
4.2.3.13 i7h1 VPN FARZI4A

ThREN A

BVPNERFRIIZEEERFEAY.
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APl &% 4 API
ARBE
152003 WaEFHAPI,
URI
POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/add-users
% 4-276 SEIRHA
2R R =Ry | Ek
ik
project_id String g2 IREID, aILAEISAENIRE IDIREVIRE
ID
vpn_server_id | String = VPNAESSI%ID
group_id String 2 VPNHEHF4EID
=R =15
o EXRSH
= 4-277 BREY
B -] =EY | A
i
users Array of = VPNRF3IE&
OpVpnUser
objects
% 4-278 OpVpnUser
2R il =/Y | A
i
id String = o INBEHHIA: VPNERID
e 8= : 36fZUUID
- ARSI

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/add-users

{

"users": [

{
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"

b
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AP &%

4 API

NI RzHE

T

{

"id": "a609eecb-3fa6-4d6d-a8c3-256a12d02b6c"

}
]
}

LI V=S 4

IREYAZSAZ S 201: successful operations,

% 4-279 L Body 2#5IZ%

=1 St #iR
request_id String iB3KID
- IRz
{

"request_id": "63c49a90467d1ee8a111e587eaedacf"

}

i5207.2 &8,

4.2.3.14 fHpRZHPI VPN FBF

TIRENA

ARTIE

URI

VPN NEERF AR,

523 WMTERAPI,

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/remove-users

2 4-280 UK A
B R BEY | ik
7%
project_id String 2 IREID, aILABIdIREIERE IDFRERE

ID

vpn_server_id

String

ali

VPNARSS I D

group_id

String

fali

VPNFFFHID

NH5hRZA 01 (2024-07-18)
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FEE AL

APl £ 4 AP
IERE]S

& 4-281 B3RS

B E- Sl =AY | Er
ik
users Array of = VPNRERF%IZ&
OpVpnUser
objects
2% 4-282 OpVpnUser
B e Sl =AW | R
ik
id String 2 o INAGHEIA: VPNAFID
o 1&={: 36 UUID
- IEREA

POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/

{group_id}/remove-users

{
"users": [
{
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
}
1
}

NnALHS
o NS
IREYAZSAS S 201: successful operations

2= 4-283 N[ Body 2#5%

E= i) %
request_id String 1B3KID
- IRz
{
"request_id": "254ee8ac1d39¢2a0ec6200447b676e18"
}
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FEE FAMIES

APl &% 4 API
RS
BSN7.2 K&
4.2.3.15 Eif4HA VPN AR
TOREN R

RIBVPNAREID EENRAFER

BREE
15203 EERAPI,
URI
GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/users
& 4-284 =#45HA
2R R =Ry | Ek
ik
project_id String g2 IRHID, aILAEIZAENIRE IDFREVIRE
ID,
vpn_server_id | String = VPNESS %D
group_id String = FRFEID
% 4-285 53K Query 2%
2R -] =Ry | A
ik
limit Integer & P REENERIREINICRES
marker String 5 IF—mmE—FKieFEMid, A= AEE
F—R, wRSlimit—EER.
1% Iél%\

o BEKIER
GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/groups/
{group_id}/users
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AP &% 4 AP

N Rz

o R 2%
IREMAZSES S 200: EiERIN.

2 4-286 I Body S#5%

2R il A
users Array of == ISHENOEIIES
VpnUserinGroup
objects
total_count integer PSEy
page_info Pagelnfo object DREFTAIEE
request_id String B3KID

& 4-287 VpnUserInGroup

B St R
id String o TIBLINER: FFID
o INEEIREA: 36fZUUID
name String FFR&#R
description String AR

R 4-288 Pagelnfo

B i) iR
next_marker String T—mA9marker B8 E—REBNHN P Ex
E— 1 EIRAYIEERTE]
current_count | Integer LESERFREHZE
- l@RAER
i "users": [
{

"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user1",
"description": "FHF 1{A"
}
1

"total_count": 1,
"page_info": {
"next_marker": null,
"current_count": 1

b
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AP &%

4 API

T

4.2.4.1 B3 VPN 50 5ERg

&b
ThREN A

AR

URI

EKRiHR

"request_id": "146c67110e52963d5bf62785aede7308"

}

15207.2 K&

4.2.4 155K

EHEEVPNRRSS IR T, BIEZIHIERES

523 W(EERAPI,

POST /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-

policies
% 4-289 S ¥
B it =R | EA
&
project_id String 2 IREID, aILABIdIREIR B IDFRENRE
ID
vpn_server_id | String = VPNAES3i%ID
K 4-290 {53k Header 2#%1F&
2R i) =RY | #R
1E
X-Client- String B o INEEIHAR: EEMIRR
Token o &z 36fZUUID

N5k 01 (2024-07-18)
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FEILE A4
AP &%

4 API

AGER

& 4-291 B3RS

B RE

CreateVpnA | £ BUEEVPNIGE RIS IERATIR
ccessPolicyR
equestBody
Content

object

access_policy

R 4-292 CreateVpnAccessPolicyRequestBodyContent

2R il =R/ | EA
i
name String 2 o INEEEIA: IHDEHES
user_group_i | String = o INASHEIA: VPNEFLEID
d o #&z: 36fUUID
description | String & SR RS A
dest_ip_cidrs | Array of = o IhEEiEIA: BRIIPMERSIZE
strings o I8 "EHHHEEmIER,
$80192.168.1.0/24
o #JTR:
- EVHITNE, 2100
- 1EKREA
POST https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies
{

"access_policy": {
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"description": "V E)EEHE1",
"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
]
}
}

MRS
IR[EIAZSES S 201: successful operation,

N5k 01 (2024-07-18)
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APl &% 4 AP

2= 4-293 IR Body 2#5I%

B St R

access_policy | access_policy | Ha)5REEXTSR
object

request_id String 1B3KID

& 4-294 access_policy

=T it ik

id String o IfREHHIR: THIBIFRARID
e &z: 36fIUUID

o [BRZHFA
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588"
h
"request_id": "1663cd8cacbb3497ebc88877e5a3ad89"
}

T

BEM7.2 K&,
4.2.4.2 &if) VPN 5o 50
IHEENA

TRIEHIEFRRRID, & 1AVPNIG B 5ERE .
BARE

15203 N{EERAPI,

URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

% 4-295 S
B it =AY | Ek
i%E
project_id String 2 IREID, aILABIdIREIRE IDFRENRE
ID,
vpn_server_id | String = VPNAES3i%ID
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APl &% 4 API
B i) 2Ry |k
i%
policy_id String 2 I ERREID

ISKiHE
. BERBH
o
o IERIEH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies/

{policy_id}

It
o MRS

IREMAZISH 200: G

% 4-296 AR Body 2#5%

B E-Sit) R
access_policy VpnAccessPolicy object | VPNiFIESREEITSR
request_id String iB3KID

= 4-297 VpnAccessPolicy

B it fik

id String o INREHEIA: 5EIZRARID
o #&z: 36{ZUUID

name String IHIDEREERFR

user_group_id | String o INBEHHIA: XEXFFZHID
e ’8Z(: 36{ZUUID

user_group_na | String KEXFIFEBFR

me

description String SRS A

dest_ip_cidrs Array of String | o INgEHHIR: BHIIPMERSIZE

o 1830: "R+l IS L, fUan
192.168.1.0/24

N5k 01 (2024-07-18)
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FEE AL

APl &% 4 API
2R it} ik
created_at String o INELIRAR: BUiEATE
o UTCHTEMER: Jyy-MM-
ddTHH:mm:ssZ
updated_at String o INELIRAR: EERATE
o UTCHIEMER: Jyyy-MM-
ddTHH:mm:ssZ

o IIRCAFBI
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",

"description": "i5ITHEEE1",

"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"

I
"created_at": "2024-06-17T13:32:19.57Z",
"updated_at": "2024-06-17T13:32:19.57Z"

b
"request_id": "85657002f01c35576606003cc36114ab"
}

R
BEBM7.2 RSB,

4.2.4.3 &ifj VPN 505853

IheeN4A

BT VPNRSS %D, &1 VPNIS A RS FIZE o
WBRBExE

523 W(EiERAPI,
URI

GET /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies

K 4-298 2% AA
B R BEY |k
%
project_id String 2 IREID, aILABIdIREERE IDFREIRE

IDo

VPNARSS I D

ali

vpn_server_id String
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APl &% 4 API
& 4-299 153K Query SH3I%
B it BEY | R
%
limit Integer & D REFNERIREIICREE
marker String S I—RRE—FKIcENid, A= AEE
F—, MRSlimit—iEeER.

BKRIBR

o ERSH
96 o
o EREH

GET https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-policies

N R =2
o MRS
IREHRAFD S 200: ERY.

2% 4-300 IR Body S2#%I%

B it fiA
access_policies Array of HRIEXT R IZE
VpnAccessPolicy objects
total_count Integer ISt
page_info Pagelnfo object HIREERER
request_id String iB3KID
& 4-301 VpnAccessPolicy
BiR it ik
id String o INAEIEIA: IHITISRAZID
o 1&=(: 36fUUID
name String IHIOZREEZFR
user_group_id | String o INAEHEIR: XEXFF4ID

o #&=: 36{;ZUUID

kR 01 (2024-07-18) WRIERE © HERRARBIRAT
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FEE FAMIES

APl &% 4 API
2R i) R
user_group_na | String KEXFIFBBTR
me
description String SR EE A

dest_ip_cidrs Array of String | o IhgEHHIA: BRIIPMERFIZE

o BI: "mH /MR E, FIan
192.168.1.0/24

created_at String o INAEIRAA: OliEATE
o UTCHHEE=: yyyy-MM-ddTHH:mm:ssZ
updated_at String o INRLIRBE: EHATE

o UTCHYIENEZL: yyyy-MM-ddTHH:mm:ssZ

£ 4-302 Pagelnfo

2R 8 R

next_marker String T—RAmarker B F—XE@RN P RS
— N RIERYCIERTE

current_count Integer LHEIFRFPEREHNE

LI )iz =2
{

"access_policies": [

"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"description": "VHE)EEHE1",
"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
1,
"created_at": "2024-06-17T13:32:19.57Z",

}
1
"total_count": 1,
"page_info": {
"next_marker": null,
"current_count™: 1
b
"request_id": "02b5b35cab4c2963d1d89560f50017b9"
}

T

i5207.2 K&
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FEILE M4
AP &%

4 AP

4.2.4.4 {23 VPN ih0)REE

INEEN4A
IRIBVPNREF4HID, (BedaErIRAFPA.
BRLE
152003 aEFEAPI,
URI
PUT /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}
% 4-303 S
B S 2Ry |t
1%
project_id String = IWEID, aJLABIIIREINE IDZREE
ID
vpn_server_id | String = VPNESS%ID
policy_id String = AIE)ZREEID
BKREE
o IERSH
= 4-304 BREH
2R il Wigk | R
access_policy | UpdateVpn | 2 EEFTAIORISIE RN R
AccessPolicy
RequestBod
yContent
object

2R 4-305 UpdateVpnAccessPolicyRequestBodyContent

B i) Wik | ik

name String 5 0 ERAE B FR
user_group_i | String B o INESHEIA: XEXFIFHID
d o &zL: 36fTUUID

N5k 01 (2024-07-18)
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FEILE M4
AP &% 4 AP

BR i)

description String

\
[
"

& | fEk
Hla) R A
o IfgEiEIA: BRIIPMERSIZ

o 1830 "mod i/ 18I,
540192.168.1.0/24

o #JTR:
- ZLE1TREE, EZ101MMER

oy | O

dest_ip_cidrs | Array of
strings

- ARSI
PUT https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}

{
"access_policy": {
"name": "policy-001-update",
"user_group_id": "efb92c43-c2e9-44c0-b2e5-5b980f0ca90a",
"description": "i5ia)5kEE1-update”,
"dest_ip_cidrs": [
"192.168.12.0/24",
"192.168.1.0/24"
]
}
}

IR S
o NS
IREMRZERS A 200: successful operation,

7% 4-306 I Body S2¥%%&

E=4 i) ik
access_policy VpnAccessPolicy object | VPNiAE]SEEEXTSR
request_id String iB3KID

3% 4-307 VpnAccessPolicy

B -3l ik

id String o INEEHEIA: iHITSRAZID
o 1&={: 36{ZUUID

name String B0 ERBERFR

user_group_id | String o IhBEHEIA: FEXAHFEID
o #&zX: 36{ZUUID
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AP| &% 4 API
E= il fR
user_group_na | String KEXFIF4EBFR
me
description String ThinI SRS A

dest_ip_cidrs Array of String | e INgEHAIA: BRIIPMERSIZE

o HBIC: "R/ RN, fUan
192.168.1.0/24

created_at String o INAEIHAR: BiEEATE
o UTCHIEWER: yyyy-MM-
ddTHH:-mm:ssZ
updated_at String o INRSIGAA: EFHATE
o UTCRIEMEC: yypy-MM-
ddTHH:mm:ssZ
- IeRz7afAl
{

"access_policy": {
"id": "36f3f232-9204-4774-be20-84cc94da8535",
"name": "policy-001-update",
"user_group_id": "efb92c43-c2e9-44c0-b2e5-5b980f0ca90a",
"user_group_name": "FF4HA",
"description": "ii@5kE&1-update”,
"dest_ip_cidrs": [
"192.168.12.0/24",
"192.168.1.0/24"

1
"created_at": "2024-06-14T708:59:45.598Z",

%
"request_id": "2e4cc58a4ea5fe69f62d6d8943b5f99b"
}

I NT

B27.2 K&,
4.2.4.5 HiB& VPN 50 SR
INRENA

FRIEVPNIAI IR D, IERISE S TSRS .
BARBEE

15203 UNMEEARAPI,

URI

DELETE /v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}
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APl &% 4 API
5 4-308 S#5EA
BR Sl =RY | R
i%&
project_id String s IREID, mILABIdIRENIRE IDFRENRE
ID,
vpn_server_id | String = VPNBRSS %D
policy_id String 2 I ERIZID
ERIHE
o IERSH
o
o iEREEAH
DELETE https://{Endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-servers/{vpn_server_id}/access-
policies/{policy_id}
NaALEZ
o MRS
IREMAZSHB S 204: MHIBRAEIH o
/T

i
W
h=
N
N
o
G

B2

4.3 RSB~ HEO

4.3.1 VPN EcZh

4.3.1.1 EHEER

EEPEFEVPNIRSS FRIMESRIRECE, BEVPNRKECET. MimpdXECET. VPN

TEEN 4R

AT
AR5

B2 TAHTARAPI
URI

GET /v5/{project_id}/vpn/quotas
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APl &% 4 API
K 4-309 25 0H
B S =/Y | A
1%
project_id String 2 IREID, mJLABII3RENIRE IDFRENRE
ID,
IBKIHR
BRSH
p
BRI
GET https://{Endpoint}/v5/{project_id}/vpn/quotas
N RziH R
ENE=S5
IREMRZES S 200: EIFRIO
%= 4-310 g Body %1513
B it R
quotas Quotas object | quotasiJ&,
request_id String BKID,
2% 4-311 Quotas
B it 12053
resources Array of resourcesXys
Quotalinfo
objects
2£ 4-312 Quotalnfo
B St fitid
type String o INEEIRER: RIBtypeldEEIBISESRE

AYBECET
o EVEEBHE:

- customer_gateway XJimHRIFE

- vpn_connection 1RVARVPNIZERE

- vpn_gateway 7EMhRVPNMIX .

N5k 01 (2024-07-18)
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APl &% 4 API
B -3t ik
quota Integer Bc&n LR .
used Integer EfERE.
LI )z =207
{
"quotas": {
"resources": [
{
"type": "customer_gateway",
"quota": 100,
"used": 13
%
{
"type": "vpn_connection",
"quota": 5000,
"used": 306
%
{
"type": "vpn_gateway",
"quota": 50,
"used": 23
}
) ]
"'request_id": "9aeb7f73-e1b6-42eb-96ad-b68aef8186e3"
}
N
1%%%72 %lu\ﬁg o
4.3.2 VPN &
4.3.2.1 EigRIFEHIFIZER
TheefN4a
RiEr S EIRRIRLAITIR.
BREE
52 WLANMaiEFAPI .
URI
POST /v5/{project_id}/{resource_type}/resource-instances/filter
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FEE FAMIES

APl &%& 4 API
% 4-313 %0788
2R ESid] =EY | ke
iE
project_id String 2 IREID, aILABIdIREER B IDFRERE
ID,
resource_type | String = o INAEIRAR: RIEZLEI,

o HUESEE: vpn-gateway,
customer-gateway, vpn-
connection, p2c-vpn-gateways,

#*= 4-314 153K Query S¥31%
2R i =AY | EiR
ik
limit Integer & o INEGIHER: BEEICHEEL
o EYESEE: 1-1000,
e ZXIAE: 1000,
offset Integer & o INEEIRER: ES|{UE. MFEoffsetsk
HIEN T —REEHFRESE,
o EUEEHE: &/IMEANO,
o FIAE: O,
IBKEE
o BEXRSH
= 4-315 BRSY
B i) B2EY | A
ik
without_any | Boolean & o INALINAR: 1ZFERtrueRTEIGRT
_tag BEATIRSEIR, L2 \
“tags” FE ., 1ZzFEHfalseniE
RIRHZS AT, \i?(%ﬁﬂfziﬂ )
BREIFFE RIREIL tags",
"matches" &I E
tags Arrayof Tag | & o INEGIRER: RSHIE,
objects o YR: SEES201.

MAERRAS 01 (2024-07-18)
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FEE FAMIES

APl &% 4 API
E= i) BEY | ik
i%
matches Array of & o IHREINEE: HERFE, B8keyFl
Match value, key HZEITEHIFES, T
objects resource_nameZs, value9PLHg
AYE. keyAEEFEE,
£ 4-316 Tag
L= i) =AY | fEik
ri
key String = o INEGIRAR: FREAYE.
o EUETBE: 1-1280=FFF,
values Array of = o INEEWEA: IRFAVETIFR. WR
String valuesH=TFIZE, NZFRZR
any_value, valueZ[ERERYIE
%o
o EUEBE: 0-2557FfF,
o HR: RBIEF20M,

£ 4-317 Match

BAm i) BEY | A
i
key String = o INRCIER: PTHECAYEE,
o HYESBE: resource_name,
value String = o INBEEIRAR: PUECHIE.
o EVESBE: 0-2551MNF%,

o EREH

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/filter
"tags": [{

"values": [
"value1",
"value2"

"values": [
"value1",
"value2"

1

}
1
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APl &% 4 API
"matches": [{
"key": "resource_name",
"value": "resource1"
3,
"without_any_tag": "false"
}
IALEE
=5
IREMAZSAS D 200: EiGRLIN
2 4-318 L Body #1511
2R 281 g
resources Array of REXIRIIZE
Resource objects
total_count Integer SICRE
2% 4-319 Resource
2R i) U
resource_id String RIEID,
resource_detail | object RFEFE. BTV E, BAR=E,
tags Array of &R,
ResourceTag
objects
resource_name | String RIFREBR.
& 4-320 ResourceTag
2R 28 1)
key String RS
value String FRERYE -
o [IRZFF
{
"resources": [{
"resource_id": "134f9fb1-demo-a8df-va86-2040a5c¢13325",
"resource_name": "resouecel",
"tags": [{
"key": "key1
"value": "valuel"
1
3,
"total_count": 1000
}
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APl &%

4 API

N

4.3.2.2 BEE

TOREI TR

ARTIE

URI

1% X El%\

1B5507.2 K&8,

IRSLBIEE

RS TR RIRLAIEE

A
52l

RAMITERAPI .

POST /v5/{project_id}/{resource_type}/resource-instances/count

£ 4-321 SE0KEA

BiR St =EY | %A
i%&
project_id String 2 IREID, BJLABIIIREVIRE IDFREIRE
ID,
resource_type | String = o INEEIRAA: RIRSEE,

o HRE;‘BI: vpn-gateway,
customer-gateway, vpn-
connection, p2c-vpn-gateways.,

% 4-322 EREH

B i =AY | ik
yoir

without_any | Boolean & o INBEEIRAR: Z=FERMtruelIEiGRR

_tag BTSSR, LI20
“tags” FE ., ZFEHfalseniE
KIBHZSHAT, ZFEARER,
BlREIERIRIZ tags",
"matches"&E&MHIDiE .,

tags Array of Tag | & o INBEIRAR: IRSFIE.

objects o I BRES0].
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APl &% 4 API
E= i) BEY | ik
i%
matches Array of & o IHREINEE: HERFE, B8keyFl
Match value, key HZEITEHIFES, T
objects resource_nameZs, value9PLHg
AYE. keyAEEFEE,
% 4-323 Tag
L= i) =AY | fEik
ri
key String = o INEGIRAR: FREAYE.
o EUETBE: 1-1280=FFF,
values Array of = o INEEWEA: IRFAVETIFR. WR
String valuesH=TFIZE, NZFRZR
any_value, valueZ[ERERYIE
%o
o EUEBE: 0-2557FfF,
o HR: RBIEF20M,

£ 4-324 Match

BAm i) BEY | A
i
key String = o INRCIER: PTHECAYEE,
o HYESBE: resource_name,
value String = o INBEEIRAR: PUECHIE.
o EVESBE: 0-2551MNF%,

o BRI

POST https://{Endpoint}/v5/{project_id}/{resource_type}/resource-instances/count
"tags": [{

"values": [
"value1",
"value2"

"values": [
"value1",
"value2"

1

}
1
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4 API

"matches": [{

"key": "resource_name",
"value": "resourcel"

3,

"without_any_tag": "false"

}

NIRLHS
o IARISH

IREPRZSTE S 200: EiERLIN -

2 4-325 lIf; Body S#5%

B it} ik
total_count Integer SIEFEH

LI )V =27]
{

"total_count": 1000

}

AT
ESMT7.2 RS0

4.3.2.3 ERINFRIRE

TIRENR

BRI EIRINIREE .

AR

i5S LAMEE AP,

URI

POST /v5/{project_id}/{resource_type}/{resource_id}/tags/create

%+ 4-326 SEiKA

BFR 3] =ERW | %A
i%&
project_id String = IREID, BJLABIIIRENIN R IDFREIRE
ID,
resource_type | String = o INREINAR: EEZEE,

o BYESEE: vpn-gateway,
customer-gateway, vpn-
connection, p2c-vpn-gateways,

SAhRA 01 (2024-07-18) WRIERE © HERRARBIRAT 248



FEE FAMIES

APl &%& 4 API
2R St 28 | 158
ik
resource_id String 2 ZIEID,
BKER
o EXRSH
+= 4-327 i5Kk8H
2R S =2/Y | A
i
tags Array of = o INEEWEA: 1RIIFER.
ResqurceTa o 4 EZEE0,
g objects
2% 4-328 ResourceTag
B it =aY | R
yvi
key String = o INEEIRER: FRESAYHE,
o EVESBHE: 1-1281M=E, HiFH
F. BmXFHE., B, mERFE.
BE. =, URUTER: =
+-@,
value String B o INASIHAR: FRESHIE.
o HUESBE: 0-2550MF1F, S5
F. BmXFHE., B, mHRFE.
BiE. T, URLUTERS: =
+-@,

o BRI

POST https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/create
{

"tagS": [{
"key": "key1 u’
"value": "valuel1"

1
}

NaRLES
o IARIBH
IREMAATD S 204: FROMFESRET o
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AP &% 4 AP

RS
B2I7.2 K5,

4.3.2.4 HtEMFFFIRIRE

IHEENA

JIEESLHIHL EMIPRIFES
BARBEE

52 AaERBAPI,

URI
POST /v5/{project_id}/{resource_type}/{resource_id}/tags/delete
% 4-329 S ¥u5HH
2R E-3it) =EY | #A
i
project_id String 2 IREID, mILAEIIIRENIE IDIREIE
ID,
resource_type | String = o INREIHAE: JiEEEY,

o HUESEE: vpn-gateway,
customer-gateway, vpn-
connection, p2c-vpn-gateways.,

resource_id String = HIEID,
IBRER
o BFKESH
= 4-330 BRSY
2R i) =EY | A
i
tags Array of = o INEEEA: 1RIIER.
ResqurceTa o 4E: EZEE0,
g objects
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2% 4-331 ResourceTag
B E- Sl

B | R

o INBEIRAR: FRESHIE.
) HSME?E: 1-1281N27F, I8
%\ BXFH., B, mYFE.
BIE. =8, URIUTER: =
+-@.

o INEEIRER: FRESAYE.

o HVESEE: 0-2551MNF1F, iFH
F. BYFE., X, FEHFE.
BE. =%, UKL=/ =
+'@o

key String

oy

value String

o EREH

DELETE https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags/delete
{

"tags": [{
"key": "key1",
"value": "valuel"
1
}
IRGES
o IHRSHK
RENASIE S 204: BIBRRZERLIN
RS

1 % 7.2 )Ile:\ﬁgo

4.3.2.5 EFERIrE

JIREN A

BEIEELAIRIITEER
EA7E

B2 MAHTARAPI
URI

GET /v5/{project_id}/{resource_type}/{resource_id}/tags
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APl &% 4 API
% 4-332 208
BiR -3l BEEBY | #k
%
project_id String = IRBID, aILAEEIRENE IDREIRE
ID,
resource_type | String = o INBEIHER: BTIEERY,

e EYEEE: vpn-gateway,
customer-gateway, vpn-
connection, p2c-vpn-gateways,

resource_id String = ZHIEID,
EXREE

NaRGHR

. EREH
%.
o BRI

GET https://{Endpoint}/v5/{project_id}/{resource_type}/{resource_id}/tags

LI V=S 4

IREMAZSIS /A 200: G

% 4-333 I Body 2#5I%E

B St A
tags Array of RIFIREIIZER
ResourceTag
objects
7% 4-334 ResourceTag
=T it A
key String s e
value String REEYE.
LI )z =207
{
"tags":[
{
"key":"key1 ",
"value":"value1"
}
]
}
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AP &%

4 API

N

o

i%/ )l'_|.l7'2 %lu\ﬁgo

\

4.3.2.6 EFIMBERE

ThREN A

ARTIE

URI
IEKiHE

N Rz

B AEERBEPEERRER TRIFMEIRE .

52 LAMEE AP,

GET /v5/{project_id}/{resource_type}/tags

% 4-335 S5

BR it

1k

=
px—ym]
ik
project_id String = IREID, BJLABITIREVIRE IDFREURE
ID,
resource_type | String = o INREIHER: JESERY,

e HYESEE: vpn-gateway,
customer-gateway, vpn-
connection, p2c-vpn-gateways,

o IBRBY
o
o BRI

GET https://{Endpoint}/v5/{project_id}/{resource_type}/tags

o NS

IREPAZSRE 200: EiFIRL .

%= 4-336 AL Body 2H5%

HH s fik
tags Array of BRIFEIIR.
ResourceTag
objects
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APl &% 4 API
2% 4-337 ResourceTag
E= St (i35
key String InESHISE .
values Array of String | fr&HIE.
o IRAEHB
{
"tags":[
{
"key":"key1",
"values":["value1"]
}
1
}
NN
B2 07.2 K&,
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5 Rz 7=

5.1 =fl—: BIE=AZ VPN RX

e S T
AEDIESHAP@ITEBAPIESIFEILEE AN VPNRXE,
BUiRSR4
o BEIEVPC, EXiBESIEIZEVPC,
o BFEEMYIVPNRXFAENXIGER, FRIEXIGHERAAPIRIEndpoint,
o HIZ(EFEAToken NIES N FEROAIESEANAT, FEEIREVAHEF TokenH A BZE OIS
B “X-Auth-Token” E|NI$3#EOEKRIEESLH ., TokenmAIE, EMRIEIBESEIA
IFEENET .
(REETY:
BT IAMARSSIREXZIB  TokenBEHI 924/, FBEFAR—1TokenZEMNAT, BILASEE Token
ZF, BRmEER.
RS
% 5-1 Bl VPN MXiEKKiESH
S jizlilz] BYEG
vpc_id VPN X FmiZERZAIVPCRY cb4a631d-demo-a8df-va86-
ID. ca3fa348c36¢
local_subnets RimFM o 192.168.0.0/24,192.168.1.0/24
connect_subnet | VPNMXPR{EHEAIVPCHRY | f5741286-demo-a8df-
+MID, vaB86-2c82bd9ee114
eip1.id VPN®IFE(EFERISE—NEIPHY | cff40e5e-demo-a8df-
ID, va86-7366077bf097
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FEE FAMIES

APl &% 5 RzFA)
¥ Lzl EERESI
eip2.id VPNRIF{EFERYE —NEIPRY | d290f1ee-demo-a8df-va86-
ID, d701748f0851
BRIELR

1. BUERXEXVPCRIVPNRIZ,

a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-gateways” ,
project_id AIREID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. fERequest BodyF{EANSEIUT
{

"vpn_gateway": {
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36¢",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1

"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"eip1 0o {

"id": "cff40e5e-demo-a8df-va86-7366077bf097"
}

"’eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851"
}
}
}

d. BEEBEKRMMNER.
" IERpLIOEY, MNMSEENT, idRtEVPNRIKAIID,
{

"vpn_gateway": {
"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": ["192.168.0.0/24", "192.168.1.0/24"],
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"flavor": "Professional1",
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0"
L
"request_id": "4a739f5c-edb7-4122-b31f-b77fb1b94857"
}

2. BAVPNRIXFE,
a. &iX “GET https://{endpoint}/v5/{project_id}/vpn-gateways/{vgw_id}” ,
project_id AIREID,
b. f#ERequest Headerd &N “X-Auth-Token” ,
c. BEEKMNER.
. }%WEJZI}JEU‘, MR SEENT, idFtEVPNRIATIID,

"vpn_gateway": {
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AP &%

5 NG

"id": "620d99b8-demo-a8df-va86-200b868f2d7d",
"name": "vpngw-3caf",
"network_type": "public",
"status": "ACTIVE",
"attachment_type": "vpc",
"vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"local_subnets": [
"192.168.0.0/24", "192.168.1.0/24"
1
"connect_subnet": "f5741286-demo-a8df-va86-2c82bd9ee114",
"access_vpc_id": "cb4a631d-demo-a8df-va86-ca3fa348c36c",
"access_subnet_id": "f5741286-demo-a8df-va86-2c82bd9ee114",
"bgp_asn": 64512,
"flavor": "Professional1",
"availability_zone_ids": [
"cn-south-1f", "cn-south-1e"
1
"used_connection_number": 0,
"used_connection_group": 0,
"enterprise_project_id": "0",
"eip1™: {
"id": "cff40e5e-demo-a8df-va86-7366077bf097",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 8"
"charge_mode": "bandwidth",
"bandwidth_id": "593a1a79-demo-a8df-va86-64ec45fb23f6",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1391"

I
"eip2": {
"id": "d290f1ee-demo-a8df-va86-d701748f0851",
"ip_version": 4,
"type": "5_bgp",
"ip_address": "88.*** *** 6"
"charge_mode": "bandwidth",
"bandwidth_id": "0abb9d55-demo-a8df-va86-b7500ac2a338",
"bandwidth_size": 300,
"bandwidth_name": "vpngw-bandwidth-1392"
}

"created_at": "2022-09-15T08:56:09.386Z",
"updated_at": "2022-09-15T11:13:13.677Z"

L
"request_id": "d099a7dc-ea71-45a6-a75b-dccbfe17d438"
}

5.2 "B BUEEXTuwmMR ST

Brin=

HIRRERG

AELIESHAFETIERBAPIKEIZEXTIHRIX .

HIG(FERETokenI MIES NFERGAIESNAT, FEIRENAHEF TokenF7EE AZ ORTENN
“X-Auth-Token” EVEZEEIEKREELF , TokemAil, BEMIR{EESZIAEEIN
B2,
(] ¥ 88

BT IAMARSSIREREIRI Token B XER24/\0F , FHEEMRE—NTokenZEANAT, AJLASE S Token
&7, BRMEEA.
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FEE FAMIES

RS
3 5-2 QIR KBRS E
S8 Uiz BYEHE5
name X iHRIKZFR o stub-customer-gateway-
id-1
route_mode MR . static
ip X im P Sipittit o 10.12.13.21

BRIETR

1. BIEXURMX

a.

&ix “POST https://{endpoint}/v5/{project_id}/customer-gateways” ,
project_id8IREID,

fERequest Headerdt&f0 “X-Auth-Token” .
fE£Request Body-FIEEASEUN T,
{

"customer_gateway": {
"name": "cgw-3ebf",
"id_type": "ip",
"id_value": "10.%** *** 21"

}

}

BEBEKINLER
" IEKAKIORY, MNSEUNT, idRtERSimMXAYID,
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

llid_typell: "ip"'
"id_value™: "10.** *** 21",
"created_at": "2021-12-21T16:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
%
"request_id": "e55783ba-5cc8-40c1-ad81-12cce6f773d2"
}

2. EENIRMXIERS.

a.

&% “GET https://{endpoint}/v5/{project_id}/customer-gateways/
{customer_gateway_id}” , project_idRIREID,

fERequest Headerd1&Ef0 “X-Auth-Token”

BESKRIIMNER.
" IBKRpLIOEY, MNSEANT, idEtERSimMXAYID,
{

"customer_gateway": {
"id": "03c0aa3d-demo-a8df-va86-9d82473765d4",

"id_type": "ip",

"id_value™: "10.** *** 21",

"created_at": "2021-12-21T716:49:28.108+08:00",
"updated_at": "2021-12-21T16:49:28.108+08:00"
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"request_id": "8cf476c4-c3d4-4516-bfbc-01e2473e549b"
}

5.3 =~fl=: Bl VPN &

RMEG=
AEDIESHEFPETREAPIEEIZEVPNES,
BSR4
o BEEIEVPNRX, BKiESIEIZEVPNRIX,
o BEIENIRMX. BAiES eI wmMX,
o HIZ(EATokenNIES NFTRIAIESENAT, FEEIREVEF TokenH A BZE OIS
B “X-Auth-Token” ENI3#EOEKRIEESLH , TokemAIE, EMRIEIBESEIA
I ET .
(11 %8B
WIS IAMBRSSSRERZIR TokenEXEA 924/ \8F, EBEAR— M TokenERET, LSS
TokenZEfF, BEINEEAMA.
iR ER
% 5-3 B2 VPN EEERXIESH
2% 15488 E{EE5
vgw_id VPNRJXID, b32d91a4-demo-a8df-va86-
e€907174eb11d
vgw_ip VPNPXEIPRIID, Oc464dad-demo-a8df-va86-
c22bb0eb0Obde
cgw_id IFumMIXID . 5247ae10-demo-a8df-va86-
dd36659a7f5d
peer_subnets X+ o 192.168.44.0/24
psk HE=R4H, abcd***
RMET TR

1. EFXKEXVPCRIVPNRMIK, GIEFHSEEBIEIIAIVPNIERS,
a. &iX “POST https://{endpoint}/v5/{project_id}/vpn-connection” ,
project_id AIREID,
b. f#ERequest Headerd1&fN “X-Auth-Token” ,
C. ?:T:Request Body?H{EASHUIT

"vpn_connection": {
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
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d.

"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": [
"192.168.44.0/24"

1,
"pSk": "abcdrrrr"
}
}

BEEKRIMNEER,
= EKEIOAT, IMRSHEANT, dFREVPNIEZRIID,
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0Obde",
"style": "STATIC",
"cgw_id"™: "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {
"ike_version": "v2",
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"dh_group": "group15",
"authentication_method": "pre-share",
"lifetime_seconds": 86400,
"local_id_type": "ip",
"local_id": "10.%**** 134",
"peer_id_type": "ip",
"peer_id": "88.*** ** 164",
"dpd": {
"timeout": 15,
"interval": 30,
"msg": "seq-hash-notify"
}
B
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
B
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
}

"

}

request_id": "f74da97d-aa27-4f62-a87c-a33b5706964b"

2. BEEVPNEELES,

a.

&% “GET https://{endpoint}/v5/{project_id}/vpn-connection/
{vpn_connection_id}” , project_id8IREID,

fERequest Headers1Ef0 “X-Auth-Token” .
BEIEKIMNER.

" IEKRALINEY, MNSEENT, idFtEVPNIEEZRIID,
{

"vpn_connection": {
"id": "98c5af8a-demo-a8df-va86-ae2280a6f4c3",
"name": "vpn-1655",
"status": "DOWN",
"vgw_id": "b32d91a4-demo-a8df-va86-e907174eb11d",
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"vgw_ip": "0c464dad-demo-a8df-va86-c22bb0eb0bde",
"style": "STATIC",
"cgw_id": "5247ae10-demo-a8df-va86-dd36659a7f5d",
"peer_subnets": ["192.168.44.0/24"],
"tunnel_local_address": "169.254.56.225/30",
"tunnel_peer_address": "169.254.56.226/30",
"enable_nga": false,
"ikepolicy": {

"ike_version": "v2",

"authentication_algorithm": "sha2-256",

"encryption_algorithm™: "aes-128",

"dh_group": "group15",

"authentication_method": "pre-share",

"lifetime_seconds": 86400,

"local_id_type": "ip",

"local_id": "10.%** *** 134",

"peer_id_type": "ip",

"peer_id": "88.*** *** 164",

l|dpdll: {
"timeout": 15,
"interval": 30,

"msg": "seg-hash-notify"
}
I
"ipsecpolicy": {
"authentication_algorithm": "sha2-256",
"encryption_algorithm": "aes-128",
"pfs": "group15",
"transform_protocol": "esp",
"lifetime_seconds": 3600,
"encapsulation_mode": "tunnel"
I
"created_at": "2022-11-26T13:41:34.626Z",
"updated_at": "2022-11-26T13:41:34.626Z",
"enterprise_project_id": "0",
L
"request_id": "104c5608-b68b-462c-af17-ead2fb5cceed"

}

5.4 7~BIMY: €IE VPN &z

B’rin=

AETES

HURRSRF

FAFEIdiE FBAPIKEIZVPNIER B1=

o EEEVPNIEE, BAESNEIZEVPNER,

o i

(£ TokenAIEFS TUSEROAIESEARAT, FFRIRENA F TokenH 1A R CIRTIE

AN “X-Auth-Token” EISBENBERIBEELH . TokeniAilE, BEMEIEIESEIA
IEENET .

MARTY::

BILIAMBRSSIRENEIAI Token B HA/924/\Bt , TEEFE—{ TokenZEANET, AILASEIS
TokenZEfF, BERINEIEA
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FEE AL

HEER
& 5-4 G52 VPN EEIIRER XS
2¥ i8R V&6
vpn_connection_id VPNIEZIEIEIIMAYVPN | cae286f2-demo-a8df-
E#EID, va86-e22416ca1220

BRIEL R

1. BUEBVPNZEREISE,

a.

&% “POST https://{endpoint}/v5/{project_id}/connection-monitors” ,
project_id AIRHEID,

fERequest Headerd#&f0 “X-Auth-Token” ,
fERequest BodyHEASHEUIT
{

"connection_monitor": {
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220"
}
}

BEBEKINLER

= {EREINAY, MMNSEINT, idFRVPNEEEIEAID,
{
"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": gateway
"source_ip": "88.****** 60",
"destination_ip": "192.%**, . .0",
"proto_type": "icmp"
h
"request_id": "54af23d8-989e-445d-bb48-0a9da33d7f0f"
}

2. BAVPNEEISEEE.

a.

&% “GET https://{endpoint}/v5/{project_id}/connection-monitors/
{connection_monitor_id}” , project_idAIREID,

fERequest Headerdt&f0 “X-Auth-Token” .

BESRIIMLER.
" EREIORY, MNSEONT, idRRVPNEEEEMID,
{

"connection_monitor": {
"id": "76f64229-demo-a8df-va86-3907e2815b6d",
"status": "ACTIVE",
"vpn_connection_id": "cae286f2-demo-a8df-va86-e22416ca1220",
"type": "gateway",
"source_ip": "88.*** *** 60",
"destination_ip": "192.****** 0",
"proto_type": "icmp"
%
"request_id": "72d05395-0637-4f93-9844-b4979e9d7bdc"
}
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55 R~BlR: GRS

AETIEERAPEITARAPIEEIZEVPNIRSS I

o CERINEIEBFHRRITAZVPNRX
o EARIEPEERSHWIN LERSIHIES, FIEESIEESSLIERFEES

o SfEMFEATokenAIES NFERIAIESEAREY, FREIRENFHF TokenFHH 1A B AIE
A0 “X-Auth-Token” EISSHEIBERIBELH . TokeniAilE, BIARIEIESEIA

BT IAMBRSSIREXE IR Token B XA 924/ N8, FHEERE— TokenANAY, BJLASEHGToken

BRIFZ=R
BIRSMY

BSSLEH.

o BEEMTEIRFAPIRIENdpoint.
IEENET,
(1 588

Z1F, BRMEFEA.

HUEES

VPNERSS IR SFFRFAIEL TV, 3B IEHIAERIOSIAILE,

= 5-5 IEHIAIES I EIE VPN IRSBimIER KBS

8% pizkilz EEHEG

p2¢_vgw_id LIRNZRIEID 595210dc-7998-4ba3-
aeb9-516fbcf7853c

client_cidr = FimER 100.10.1.0/24

local_subnets ARimMERFZR 192.168.0.0/24,192.168.1.0/24

server_certificat
e.id

REZIHIEBID, A=IEPE
BRSSP EYIERID

scs1717051012106

client_ca_certifi
cate.content

ZRRCAIFBAA

& 5-6 OSIMIES TR VPN IRSImIERIESE

2%

il

E{E4EB

p2c_vgw_id

LIRAN=MXKID, AEE
BIEEAIMXID

dea8c4fb-be5c-4d50-be9a-
f9a5f3a9afco

client_cidr

EFimkER

100.10.2.0/24
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FEE FAMIES

APl &% 5 R~
2 5488 EY{EHHI
local_subnets KRimMERFZR 192.168.0.0/24,192.168.1.0/24
server_certificat | IRSZURIERID, ARIEPBE | scs1717051012106
e.id EARSSHRYIEFID
BRIES T
1. BIEVPNIRSSIF o
a. &iX “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/
{p2c_vgw_id}/vpn-servers” , project_idAIREID, {p2c_vgw_id}IEEliE
YRR AN Z=VPNRIXID .
b. fERequest Headerdi&fN “X-Auth-Token” .
c. fTERequest BodyH{EANZS#,

IEFHNELENSEUNT:
{

"vpn_server": {

"client_cidr": "100.10.1.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "CERT",
"server_certificate": {
"id": "scs1717051012106"

I
"client_ca_certificates": [
{
"content" : "----- BEGIN CERTIFICATE----- R
}
1

"ssl_options": {

"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false

}
}
}
ANESTUEANSHAT:
{

"vpn_server": {

"client_cidr": "100.10.2.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"server_certificate": {
"id": "scs1717051012106"
}

"ssl_options": {

"port": 443,
"encryption_algorithm": "AES-128-GCM",
"is_compressed": false

}
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}

}
BEEKIINER,
1BKAEINEY, MASHINT, idABIEEAIVPNARSSIKID .
{

"vpn_server": {

"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9"

h

"request_id": "bf23a5884def9be4576cff33e4dd78d5"
}

2. EEAVPNIRSIE

&% “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/
{p2c_vgw_id}/vpn-servers” , project_id9IREID, {p2c_vgw_id}AEEIE
RILRIR AN =VPNRIZXID,

fERequest HeadershZ0 “X-Auth-Token” o
BEIEKIIMNER,

BRSZi%Astatus}y “PENDING_CREATE” iHBAIE{ESIZES, J9"ACTIVE"iHAR
BUETTR o
IFRIAERIBRSS RN RN 45 R 9 -

a.

{

"vpn_servers": [

{

"id": "b26c9c74-5bb9-4df8-8b98-ecf2051e3482",
"p2c_vgw_id": "595210dc-7998-4ba3-aeb9-516fbcf7853c",
"client_cidr": "100.10.1.0/24",

"local_subnets": [

"192.168.0.0/24",
"192.168.1.0/24"

client_auth_type": "CERT",

"tunnel_protocol": "SSL",
"server_certificate": {

"id": "scs1717051012106",

"name": "test-05304",

"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,0OU=root,CN=www.root.huawei.com",
"subject":

"C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.server.huawei.com",

}

n

"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:467Z",
"signature_algorithm": "SHA256WITHRSA"

b

"client_ca_certificates": [

{
"id": "7e971612-f720-4d31-88b5-fc6280b88e36",

"name": "ca-cert-123e",
"issuer": "C=CN,ST=JS,L=NJ,0=NYS,0U=N10,CN=test.huawei.com",
"subject": "C=CN,ST=JS,L=NJ,0=NYS,0U=N10,CN=testCA.huawei.com",
"serial_number": "1591942200161",
"expiration_time": "2033-11-06T11:39:142",
"signature_algorithm": "SHA256WITHRSA",
"created_at": "2024-06-18T12:19:17.978Z",
"updated_at": "2024-06-18T12:19:17.978Z"
}

1

"ssl_options": {

"protocol": "TCP",

"port": 443,

"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false

status": "ACTIVE",
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"created_at": "2024-06-18T12:19:17.978Z",
"updated_at": "2024-06-18T12:19:17.978Z"
}
1;
"request_id": "68188a14243b1b54d0b45a82d9123b98"
}

O<STAIERIBRSS inl R 45 5R 9 -
{

"vpn_servers": [
{
"id": "0e325fb6-83b9-4004-a343-8b6fc714a5d9",
"p2c_vgw_id": "dea8c4fb-be5c-4d50-be9a-f9a5f3a9afc6",
"client_cidr": "100.10.2.0/24",
"local_subnets": [
"192.168.0.0/24",
"192.168.1.0/24"
1
"client_auth_type": "LOCAL_PASSWORD",
"tunnel_protocol": "SSL",
"server_certificate": {
"id": "scs1717051012106",
"name": "test-05304",
"issuer": "C=CN,ST=beijing,L=haidian,O=lesaas,0OU=root,CN=www.root.huawei.com",
"subject":
"C=CN,ST=beijing,L=haidian,O=server,OU=server,CN=www.server.huawei.com",
"serial_number": "350612543125953290200975245211283057292471206725",
"expiration_time": "2024-06-29T06:39:46Z",
"signature_algorithm": "SHA256WITHRSA"
b
"client_ca_certificates": [],
"ssl_options": {
"protocol": "TCP",
"port": 443,
"encryption_algorithm": "AES-128-GCM",
"authentication_algorithm": "SHA256",
"is_compressed": false
B
"status": "ACTIVE",
"created_at": "2024-06-18T12:21:54.889Z",
"updated_at": "2024-06-18T12:21:54.889Z"
}
1
"request_id": "f8e64d41466085f06383dc59ffb28230"
}

5.6 ;~fl7~: BUEAEPFIRAFAH

BEs=
AEPHIESHAPE T EBAPISEAIZEVPNEFFIARA.,

e
o ERIEZEIRARVPNRIX,
o EEIEVPNRSIR, BIRSIHAVAMESXAOSIANE, EFSIEIERS K.
o IREEMEEIRAAPIRIENdpoint,
o HIE{FRTokenI\IEFNFRIAMESNET, FEIRENE R TokenFHEiEEEORE

AN “X-Auth-Token” FNVSSHEIBERHELF . TokenI\iE, BIARIEESEIA
IEENET
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(1] %88
BT IAMBRSSIRENE A Token & 3HA 924/ \BF, EE(EAR—TokendSiNET, ATLAKEIE
TokenfE?x, BHEAINZREMA.
BFPHIBEFPEBXAPIBTERERE, BEREE—RITEFASRER, NEELISHTE

BEZNBFSERFERE, et RNAZRNEBHBANITER, REH#ER:
VPN.0030, The system is busy, please try later. EEZF—RBITEEEXER.

iR ER
% 5-7 SIEHAFPEIERXESH
¥ 15488 E{EHHI
vpn_server_id VPNARSS%ID 0e325fb6-83b9-4004-
a343-8b6fc714a5d9
& 5-8 SIZAFIEKRXESH
2 548 B{EHHI
vpn_server_id VPNRSSR%ID 0e325fb6-83b9-4004-
a343-8b6fc714a5d9
RMET TR

1. tIZRF4A

a. &iX “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/groups” , project_id9IREID, {vpn_server_id}J9
BEeIEEAIVPNIRSIFID

b. 7ERequest Headerdi&N “X-Auth-Token” ,
c. fERequest BodyF{EANSE,
{

"user_group": {

}
}

d. BEEBRMNER.
" IEKREINRY, MNSEHAT, idAelEZRIBFEID
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"

%,
"request_id": "94d271493e144135423e7377e40127cf"
}

2. EWAPE

a. &iX “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/groups/{group_id}” , project_id8IREID,
{group_id} I ESIZERIFFID,
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b.
C.

fERequest Headerd1Ef0 “X-Auth-Token” .
BEIEKIMNER.
{

"user_group": {
"id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"name": "user-group1",
"description": "FIFZE1",
"type": "Custom",
"user_number": 0,
"created_at": "2024-06-17T09:48:27.548Z",

%
"request_id": "6735d32bb3e35e9154cabaldbc6c2dc6"”
}

3. glEARF

a.

&i%x “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/users” , project_id AIREID, {vpn_server_id}AE
EIEEAIVPNRRSSI®ID o

fERequest HeaderdiEf0 “X-Auth-Token”

#ERequest BodyF{ENSHL,
{

"name": "user001",

"password": "Qwerasdf",

"description": "FAF1",

"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8"

}

BEBEKINER

" IEKREINAT, WNSHAT, id9elERIABFID
{

"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d"
}

"’request_id": "b19ba5a0be8f7b7f664b14596f8f35db"
}

4. HFAF

a.

b.
C.

&% “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/users/{user_id}” , project_id8IRAID.,
{vpn_server_id}IE8IFEAIVPNEESZixID . {user_id}NEBIFZEAIFEFID,

fERequest HeaderdEf0 “X-Auth-Token” .
BEIEKIMNER.
{

"user": {
"id": "41ad472e-d3e4-482b-8f00-7b2c1bfc4b7d",
"name": "user001",
"description": "FBF1",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"created_at": "2024-06-17T06:53:46.302Z",

I
"request_id": "926a0edb3bf432943e2399b700173add"

}
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5.7 ~™BIt: eIEiniaIsRRs

Bria=

AELIESAFETERAPIKREIZILRE

AR

o BERIEZIKARVPNRIXE,

o EEIZEVPNRSSH, BIRSIHIVAESXAOSIAILE, BiF2 LIRS .

o IBEBIHEIEMBAPIRYENdpoint,

o  HE{ERTokem MESXNTTAIAIEENAY, FEEIRENE R TokenFH AR OIRME

AN “X-Auth-Token” FVSSHEIBERHELF . TokenI\iE, BIARIFESEIA
IEENET .

AR

HiEES

BT IAMBRSZIRENZIH  Token G 3EHA 924/ \8F, EEFERRE— N Token AT, TLEIE
TokenEfF, BRIMEIEA

BOREEXAPIETEREERIE, BEREE—RNEA SRR, INREEIERT EHEIE
ZNMAE%EE, TRESHNASNEBHEBAITIEIR, REIfHIR: VPN.0030, The system is
busy, please try later. EEEF—RATEIEEXEAR.

& 5-9 SUEINIIRIBIER KBS

2%

il E{E4B

vpn_server_id VPNRSZim%ID 0e325fb6-83b9-4004-

a343-8b6fc714a5d9

user_group_id | FHF4EID 7625fd92-2e20-4e4d-8c56-6611

0fbfaa8

BIFSR

1. BN

a.

b.
C.

&% “POST https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/access-policies” , project_id8IREID,
{vpn_server_id} A E BIFEAIVPNARSSI®ID -

fERequest Headerd1Ef0 “X-Auth-Token” .
fERequest BodyH{EASHL,
{

"access_policy": {
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"description": "I5iT5RAZ1",
"dest_ip_cidrs": [

N5k 01 (2024-07-18)

IRIERE © LA/ ARBIRAE 269


https://support.huaweicloud.com/intl/zh-cn/api-vpc/vpc_api00_0010.html#vpc_api00_0010
https://support.huaweicloud.com/intl/zh-cn/api-vpc/vpc_api00_0010.html#vpc_api00_0010

REHAE FAES
APl & 5 NP

"172.16.0.0/24",
"172.16.1.0/24"
]
}
}

d. BEEBKRMNER.
" IEKRpLIORY, MNSEUNT, idALIZRIAFEID
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588"

L
"request_id": "1663cd8cacbb3497ebc88877e5a3ad89"
}

2. EEHITKRE
a. &iX “GET https://{endpoint}/v5/{project_id}/p2c-vpn-gateways/vpn-
servers/{vpn_server_id}/access-policies/{policy_id}” , project_idF9IRE
ID, {vpn_server_id}AEBIZEHIVPNIRSSIRID . {policy_id}IEIFEAYIHITIEE
B&ID,

b. fERequest Headerdri&fN “X-Auth-Token” .
c. BEEBKRMNER.
{

"access_policy": {
"id": "4f746482-a575-4e1f-9e80-5f6f69ff8588",
"name": "policy-001",
"user_group_id": "7625fd92-2e20-4e4d-8c56-66f110fbfaa8",
"user_group_name": "user-group1",
"description": "5 5RAE1",
"dest_ip_cidrs": [
"172.16.0.0/24",
"172.16.1.0/24"
1,
"created_at": "2024-06-17T13:32:19.572",

b
"request_id": "85657002f01c35576606003cc36114ab"
}
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6 I PRFIFRANIRN

6.1 BRI AR

NREFEENSAAENVPNE R TRENSIREIE, SalLUERZE—BMIAIER
%% (Identity and Access Management, f&FRIAM ) , MNRER=IKSE CELREEH R
MER, FAEZOREMIZAIAMBR, EalhEARET, A ERVPNIRSHY
HEeIhse,

RIABRT, FHENAMBRKEEUNR, BREFEINABRAE, FERPAER
FREESAE, AaeERPETRIBFRISHENAMIR, X—IEMRITEIN. 1Y
&, BRHALUETEBNIRN RS HTIRE.

PPREIEZINAEHIERE, DHREBHREE. AELURSHNE, EIAMRAMHEAE
—FPARIE A P B9 TARERBEE MAXBRAVHEAL ERANALE . SRESLAAPIZ ORI 1T R
5, RINENEH, ATLUSHEIREMRE. KRMEG, EBHERWIIRE)N
HHIRZEEEER

(AR

WREEARIFSESEIEE MEORRIEIR, 15ERRE.
ISESEREZEOERNIR, NRERKS TRIAMBR&LEAPISXES, ZIAMA
P REERRZIEORFRINIR, &N, APISSSREREK . S MEOPMFEEIIN
R, S&MEZOPINAYRINIUERIN, REAERIERIIBFPHRIR FRIIRETRIMNAY
R, ZRPZREAIIERZEO . flal, ARZERROKEIAVPN MX5ISE, B

ARXNMAMAP#HIE FRIRIER M RE S /IF “vpnivpnGateways:list” AIIENIR, %
EOAsEEBRIN.

RO AIR

RO ERARBINETENER, NREFREAHESENER, SERTULIER
ENREE, FBZEAPAETEENRERHITREAIEES . RIESISIRE
SAPIHERIRL, EAIRTIFHABI0T:

o NUR: AiFiEEEIVRE,

o XIRAPHE: FMECRREMBAIAPEEO,

o FMNIN: HEEHIFAIAction, FEEEMRIEFHIACtionFENZIIN, BJLASE
HREAR IS N AYE PRI BE
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REHAE R4S
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e IAMIKH (Project)/{®MLITE (Enterprise Project): BEMNRIRHISSCEE, SF
IAMIRBE SRR . FECCEMNRRNSZIFIAMIMBFEWINE, FRaREHENIT
SIMAYBREM KRS, ATLATEIAMANE ESIERNN RS Le B ERINHER. 1
RIHFIAMIRE ,, A5 EWIRE, RNNEEEIAMAPEREFPAENFFER, W
RECWEEPEN, WNZBEXKBAER .. XFIAMIMBESHIIRENEX
3, #¥ESEELN: IAMS5HRIEERNXSE,

VPNRIZ 5 B E X RIS RN R :

[ =61 ] VPNRIE, S&VPN MFEZEOITMAVENIR, WMeEliEVPNMX, EiFVPNK
X%, BEEVPNRIXGIE. FHVPNRIX. MIBRVPNRIZESEEO,

AR
V7 RRTHE, X7 BREARZE.

6.2 it Nz VPN EZIR%51Z&
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FEILE M4
AP &%

6 AXPRFAIZANIR

6.2.1 VPN (<

PR

STRZAPIE

IR
(Action)

HREREIHRAR TR

IAM | £2)PIR
InH | B
(Proj | (Enter
ect) | prise
Projec

t)

ellF<S
VPN

POST /v5/
{project_id}/vpn-
gateways

vpn:vpnGat
eways:creat
e

er:instances:lis
t

er:iinstances:g
et

vpc:vpcs:list
vpcvpcs:.get

vpc:subnets:ge
t

vpc:subnets:lis
t

vpc:subnets:cr
eate

vpc:subnets:de
lete

vpc:subNetwo
rkinterfaces:u
pdate
vpc:publiclps:c
reate
vpc:publiclps:d
elete
vpc:publiclps:u
pdate
vpc:publiclps:g
et
vpc:publiclps:li
st

vpc:ports:creat
e

vpc:bandwidt
hs:list

vpc:ports:get

vpcrouteTable
s:update

vpc:routeTable
s:get

v v
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FEILE M4
AP &%

6 AXPRFAIZANIR

PR

EIR
( Action)

STRZAPHEC

AR HRAR

IAM | £2MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

=i
VPNRY

GET /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:get

vpc:publiclps:g
et

vpc:publiclps:li
st

vpc:bandwidt
hs:list

er:instances:lis
t

er:iinstances:g
et

vpc:vpces:list
vpc:vpces:get

vpc:isubnets:ge
t

vpc:subnets:lis
t

v v

=i
VPN
=SIES

GET /V5/
{project_id}/vpn-
gateways

vpn:vpnGat
eways:list

vpc:publiclps:g
et

vpc:publiclps:li
st

vpc:bandwidt
hs:list

er:instances:lis
t

er:instances:g
et

vpc:vpces:list
vpcvpces:.get

vpc:isubnets:ge
t

vpc:subnets:lis
t
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FEILE M4
AP &%

6 AXPRFAIZANIR

PR

STRZAPHEC

EIR
( Action)

AR HRAR

IAM | £2MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

B
VPNRY

PUT /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:upda
te

er:iinstances:lis
t

er:instances:g
et

vpcvpces:list
vpcvpcs:get

vpc:subnets:ge
t

vpc:subnets:lis
t

vpc:isubnets:de
lete

vpc:subNetwo
rkinterfaces:u
pdate
vpc:publiclps:d
elete
vpc:publiclps:u
pdate
vpc:publiclps:g
et
vpc:publiclps:li
st
vpc:bandwidt
hs:list
vpc:ports:get
vpcrouteTable
s:update

vpcrouteTable
s:get

v v
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FEILE M4
AP &%

6 AXPRFAIZANIR

PR

XIRZAPIE]

EIR
( Action)

AR HRAR

IAM | 72MVIR
B | B
(Proj | (Enter
ect) | prise
Projec

t)

i3
VPNRY

DELETE /v5/
{project_id}/vpn-
gateways/{vgw_id}

vpn:vpnGat
eways:delet
e

e er:instances:lis
t

e er:instances:g
et

e vpcvpcs:list
e vpcvpcs:get

e vpcisubnets:ge
t

e vpc:subnets:de
lete

e vpc:subNetwo
rkinterfaces:u
pdate

e vpc:publiclps:d
elete

e vpc:publiclps:u
pdate

e vpc:publiclps:g
et

e vpc:publiclps:li
st

e vpc:bandwidt
hs:list

e vpc:ports:get

e vpcirouteTable
s:update

e vpcirouteTable
s:get

v v

=i
VPN
SBTF
X

GET /v5/
{project_id}/vpn-
gateways/
availability-zones

vpn:vpnGat
ewayAvaila
bilityZone

=]
<7

VPN
ESNS )

POST /v5/
{project_id}/vpn-
gateways/
{vgw_id}/
certificate

vpn:vpnGat
eways:impo
rtCertificate
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FEE FAMIES

AP| & 6 I PRFNFFZAIN
BPR ST APHEC] =R RERRIIAIR IAM | VIR
( Action) e | H
(Proj | (Enter
ect) | prise
Projec
t)
&i8 GET /v5/ vpn:vpnGat | - v v
VPN | {project_id}/vpn- eways:getCe
XiEH | gateways/ rtificate
{vgw_id}/
certificate
B PUT /v5/ vpn:vpnGat | - v v
VPN | {project_id}/vpn- eways:upda
XiIEP | gateways/ teCertificate
{vgw_id}/
certificate/
{certificate_id}
6.2.2 X
BR XIRZAPHZEO I HRBRA IR IAM | &Mk
( Action) mB | ke
(pr| (E
ojec | nter
t) pris
e
Proj
ect
)
BEE%F | POST /v5/{project_id}/ | vpn:custom | - vl X
I®MX | customer-gateways erGateways
Create
B | GET /v5/{project_id}/ vpn:custom | - v X
iwmp% | customer-gateways/ erGateways
e {customer_gateway_id} | :get
&EifRF | GET /v5/{project_id}/ vpn:custom | - v X
imP% | customer-gateways erGateways
IES :list
EHIXT | PUT /v5/{project_id}/ vpn:custom | - v X
i%mp% | customer-gateways/ erGateways
{customer_gateway_id} | :update
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BER | XIRzAPIEN IR IREROFEARIN IAM | £
( Action) mB | 8
(pr| (E
ojec | nter
t) pris
e
Proj
ect
)
fHB&3S | DELETE /v5/ vpn:custom | - v X
imp% | {project_id}/customer- | erGateways
gateways/ :delete
{customer_gateway_id}
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6.2.3 VPN &R

PR XTRZAPIEO AT KRBT IAM | &
( Action) g | A
(Pr|In
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
Bz POST /v5/{project_id}/ vpn:vpnCon | ces:metricData:li | v v
VPNiE | vpn-connection nections:cre | st
% ate ces:currentRegio
nSupportedMetr
ics:list

vpc.vpcs:list
vpcvpces:.get
vpc:subnets:get
vpc:subnets:list

vpc:subNetworkl
nterfaces:update

vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist

vpc:ports:get

vpcrouteTables:
update

vpcrouteTables:
get

&#if GET /v5/{project_id}/ vpn:vpnCon | vpc:publiclps:get | v X

VPNJZE | vpn-connection nections:list vpc:publiclps:list

2 ]IES .
vpc:bandwidths:l
ist

er:iinstances:list
er:instances:get
vpc.vpcs:list
vpcvpces:.get
vpc:subnets:get
vpc:subnets:list
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RER | XIRZAPIEEC AR RERIE AR IAM | 1
( Action) B | A
(Pr| IR
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
=i GET /v5/{project_id}/ vpn:vpnCon | vpc:publiclps:get | v v
VPNiE | vpn-connection/ nections:get | \nc-publiclps:list
IR | {vpn_connection_id} vEc:EandW[i)dths:l
ist

er:instances:list
er:instances:get
vpc:vpces:list
vpcvpces:.get
vpc:subnets:get
vpc:subnets:list

B PUT /v5/{project_id}/ vpn:vpnCon | vpc:vpcs:list v v
VPN%E | vpn-connection/ nections:up

vpc:vpcs:get
b= {vpn_connection_id} date peVPesg
vpc:subnets:get
vpc:subnets:list

vpc:subNetworkl
nterfaces:update

vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist

vpc:ports:get

vpc:routeTables:
update

vpcrouteTables:
get
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APl &% 6 PPRFIIZANIR
BUR | XIRZAPIEN IR HRRRATHZAN IR IAM | &
( Action) mB | A
(Pr|Im
ojec | H
t) (E
nte
rpri
se
Proj
ect
)
lES DELETE /v5/ vpn:vpnCon | ces:metricData:li | v v
VPNZE | {project_id}/vpn- nections:del | st
% connection/ ete ces:currentRegio
{vpn_connection_id} nSupportedMetr

ics:list
vpcvpces:list
vpcvpces:get
vpc:subnets:get

vpc:subNetworkl
nterfaces:update

vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:l
ist

vpc:ports:get

vpc:routeTables:
update

vpcrouteTables:
get
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6.2.4 VPN ZERZIGE

BR XIRAPIHEO IR (AR IAM | &
(Action) mB |k
(Pr|IM
ojec | H
t) (E
nte
rpri
se
Pro
ject
)
El#E%E | POST /v5/{project_id}/ | vpn:connect | - v X
jEsIm | connection-monitors ionMonitors
:Create
EifE | GET /v5/{project_id}/ vpn:connect | - v X
ZW | connection-monitors ionMonitors
IES :list
ME&ZE | DELETE /v5/ vpn:connect | - v X
s | {project_id}/connection- | ionMonitors
monitors/ :delete
{connection_monitor_id
}
&ifiE | GET /v5/{project_id}/ vpn:connect | - v X
#2541 | connection-monitors/ ionMonitors
{connection_monitor_id | :get
}

6.3 LiE A\ = VPN SN IR5IZFE
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APl &% 6 I PRFNFANIN
6.3.1 VPN M=k
BUR XS RZAPHEC] IR BRI RZARTN IAM | f)VIR
( Action) mB (B
(Proj | (Enter
ect) | prise
Projec
t)
1JM8E | POST /v5/ vpn:p2cVpn | vpn:p2cVpnGate |V x
[BERZR | {project_id}/p2c- Gateway:su | way:listAvailabilit
iwAz= | vpn-gateways/ bscribe yZones
VPN | subscribe/ vbevpes:list
x {order_id} pevp
vpc:subnets:get
vpc:bandwidths:li
st
vpc:publiclps:crea
te
vpc:publiclps:dele
te
vpc:publiclps:upd
ate
vpc:publiclps:list
LEE | PUT /v5/ vpn:p2cVpn | - Y x
B8 {project_id}/p2c- Gateway:up
VPN | vpn-gateways/ dateSpecific
K& | update- ation
specification/
{order_id}
B8 | PUT /v5/ vpn:p2cVpn | vpc:publiclps:crea | v x
sz | {project_id}/p2c- Gateway:up | te
VPNRJ | vpn-gateways/ date vpc:publiclps:dele
x {p2c_vgw_id} te
vpc:publiclps:upd
ate
vpc:publiclps:get
vpc:publiclps:list
vpc:bandwidths:li
st
Hif& | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v x
igAz= | {project_id}/p2c- Gateway:ge
VPN | vpn-gateways/ t
Fi¥E | {p2c_vgw_id}
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APl &% 6 I PRFNFANIN
BURE XTRIAPIEN IR BRI IR IAM | fAVIR
( Action) InH | H
(Proj | (Enter
ect) | prise
Projec
t)
HiF®& | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v x
iwANz= | {project_id}/p2c- Gateway:list
VPN | vpn-gateways
Ko
BigEL | GET /v5/ vpn:p2cVpn | vpc:publiclps:get | v x
KA | {project_id}/p2c- Gateway:list
VPNIE | vpn-gateways/ Connections
#EHIER | {p2c_vgw_id}/
connections
6.3.2 fRSSi
PR XIRZAPIEEO =AIm IRERATHZAR I IAM | &
( Action) mB | AW
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
UL | POST /v5/{project_id}/ vpn:p2cVpn | scm:cert:get v X
iRAZ | p2c-vpn-gateways/ Gateway:cr | ¢cmecert:list
VPNAR | {p2c_vgw_id}/vpn-servers | eateServer
s scm:cert:downlo
ad
vpc:publiclps:get
vpcrouteTables:
update
vpc:subnets:get
&if— | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
M™% | vpn-gateways/ Gateway:lis
THIBR | {p2c_vgw_id}/vpn-servers | tServers
Fim(s
2
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APl &% 6 PPRFIIZANIR
BPR STRIAPIEO =R HRERIIZAIR IAM | &
( Action) mE |
(Pr | I®
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
E3iE | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | scm:cert:get v X
TEMX | vpn-gateways/vpn- Gateway:u | ¢cmecert:list
AYARSS | servers/{vpn_server_id} pdateServe
e r scm:cert:downlo
ad
vpc:publiclps:get
vpc:routeTables:
update
vpc:subnets:get
Sihk | POST /v5/{project_id}/ vpn:p2cVpn | - v X
$FimXd | p2c-vpn-gateways/vpn- Gateway:ex
NRYZ | servers/{vpn_server_id}/ | portClientC
Fiw#g | client-config/export onfig
BEE
BI&CA | POST /v5/{project_id}/ vpn:system: | - v X
IFBHY | p2c-vpn-gateways/vpn- | checkClient
&kt | servers/client-ca- CaCertificat
certificates/check e
SAZE | POST /v5/{project_id}/ vpn:p2cVpn | - v X
PiwCA | p2c-vpn-gateways/vpn- Gateway:i
P servers/{vpn_server_id}/ | mportClien
client-ca-certificates tCa
&% | PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
FiwCA | vpn-gateways/vpn- Gateway:u
uEH servers/{vpn_server_id}/ pdateClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
FifZE | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
FiwCA | vpn-gateways/vpn- Gateway:g
et servers/{vpn_server_id}/ | etClientCa
client-ca-certificates/
{client_ca_certificate_id}
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BURE XTRIAPIE IR IRRRATHZAR I IAM | &
(Action) mE |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
fflf%Z | DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
PiwCA | p2c-vpn-gateways/vpn- Gateway:d
uEh servers/{vpn_server_id}/ eleteClient
client-ca-certificates/ Ca
{client_ca_certificate_id}
EigfH | GET /v5/{project_id}/vpn- | vpn:p2cVpn | - v X
FTH | servers Gateway:lis
FrERR tAllServers
Sikfs
=
6.3.3 FHFEE
BER | XIRZAPIEEC] =R ARERAO AR I IAM | &
( Action) me | W
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
Bz POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:create
= servers/{vpn_server_id}/
users
&#if GET /v5/{project_id}/p2¢c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- User:list
P%IZE | servers/{vpn_server_id}/
users
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PSR XTRIAPIE IR IRRRATHZAR I IAM | &
(Action) mB |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
EB PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- User:updat
= servers/{vpn_server_id}/ e
users/{user_id}
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - i X
VPNH | vpn-gateways/vpn- User:.get
= servers/{vpn_server_id}/
users/{user_id}
DilES DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- User:delete
= servers/{vpn_server_id}/
users/{user_id}
E5Y PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- User:updat
%83 | servers/{vpn_server_id}/ | ePassword
users/{user_id}/password
BE POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNA | p2c-vpn-gateways/vpn- User:resetP
%3 | servers/{vpn_server_id}/ | assword
users/{user_id}/reset-
password
elfE:S POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNA | p2c-vpn-gateways/vpn- Gateway:cr
P servers/{vpn_server_id}/ | eateUserGr
groups oup
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNA | vpn-gateways/vpn- Gateway:lis
F4B%| | servers/{vpn_server_id}/ | tUserGroup
*= groups
e PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNH | vpn-gateways/vpn- Gateway:u
J=FiE| servers/{vpn_server_id}/ | pdateUser
groups/{group_id} Group
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APl &% 6 I PRFIZAIN
BER | WRZAPIEO =R IRRROIEARIN IAM | &
( Action) mB | W
(Pr | In
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
#if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - i X
VPNA | vpn-gateways/vpn- Gateway:g
P servers/{vpn_server_id}/ | etUserGrou
groups/{group_id} p
illiE DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- Gateway:d
P4 servers/{vpn_server_id}/ | eleteUserG
groups/{group_id} roup
s on POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNH | p2c-vpn-gateways/vpn- Gateway:a
PZI4R | servers/{vpn_server_id}/ | ddUsers
groups/{group_id}/add-
users
MpReE | POST /v5/{project_id}/ vpn:p2cVpn | - v X
AVPN | p2c-vpn-gateways/vpn- Gateway:re
=)= servers/{vpn_server_id}/ moveUsers
groups/{group_id}/
remove-users
&Eig4H | GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
AVPN | vpn-gateways/vpn- Gateway:lis
=)= servers/{vpn_server_id}/ tUsersInGr
groups/{group_id}/users | oup
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FEE FAMIES

APl &% 6 I PRFIZAIN
6.3.4 15[5RHE
BER | XIRZAPIEEC] =R ARERAOIZAR IR IAM | &
( Action) mE |
(Pr | Im
ojec | B
t) (E
nt
er
pri
se
Pr
oje
ct
)
Bz POST /v5/{project_id}/ vpn:p2cVpn | - v X
VPNiJi | p2c-vpn-gateways/vpn- Gateway:cr
[G)ZERE | servers/{vpn_server_id}/ | eateAccess
access-policies Policy
&#if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNiJ | vpn-gateways/vpn- Gateway:lis
[G)5ERE | servers/{vpn_server_id}/ | tAccessPoli
e access-policies cies
5 PUT /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNij | vpn-gateways/vpn- Gateway:u
[a)5ER& | servers/{vpn_server_id}/ | pdateAcces
access-policies/ sPolicy
{policy_id}
&if GET /v5/{project_id}/p2c- | vpn:p2cVpn | - v X
VPNij | vpn-gateways/vpn- Gateway:g
[a)5ER& | servers/{vpn_server_id}/ | etAccessPol
access-policies/ icy
{policy_id}
il B DELETE /v5/{project_id}/ | vpn:p2cVpn | - v X
VPNiJ | p2c-vpn-gateways/vpn- Gateway:d
[B)5ER& | servers/{vpn_server_id}/ | eleteAccess
access-policies/ Policy
{policy_id}
6.4 fRSF AIIZOTINT IR
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FEE AL

APl &% 6 PPRFIIEZANIR
6.4.1 VPN BEc&m
PR XIRIAPIEO NI HRERAOIEAIR IAM | {&
( Action) mE | W
(Pr | IR
ojec | H
t) (E
nte
rpr
ise
Pro
jec
t)
&if GET /v5/ vpn:quota:li | - v x
VPNEE | {project_id}/vpn/quotas | st
4
6.4.2 VPN =&
BUR XTRIAPIEO 1SRRI KHRRIIEAIR IAM | &
(Action) mB |
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
BIEEZ=R | POST /v5/{project_id}/ vpn:resourc | - v X
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/create | ags:create
Mp&Z= | POST /v5/{project_id}/ vpn:resourc | - v X
JBFRES | {resource_type}/ elnstanceT
{resource_id}/tags/delete | ags:delete
HifR | GET /v5/{project_id}/ vpn:resourc | - v X
JRERY | {resource_type}/tags eTypeTags:l
FREEF ist
=
EifE | POST /v5/{project_id}/ vph:resourc | - v X
B3 | {resource_type}/ elnstances:l
e resource-instances/filter | ist
M A4hRAS 01 (2024-07-18) RN © LARABIRAE 290




FEE FAMIES

API &% 6 I BRFNIANIN
BPR YIRZAPIEO 1=RIR KHRRIIAIR IAM | i&
(Action) mB | Jk
(Pr | I
ojec | H
t) (
En
ter
pri
se
Pr
oje
ct
)
HFE | GET /v5/{project_id}/ vpn:resourc | - v X
JBFRES | {resource_type}/ elnstanceT
SIES {resource_id}/tags ags:list
&HiFE | POST /v5/{project_id}/ vpn:resourc | - i X
B35 | {resource_typel}/ elnstances:
H=E resource-instances/count | count

SASRRAS 01 (2024-07-18) WA © ERFRABIRAE 291



FEE FAMIES

APl &% 7 B3z

7/ s

7.1 3XBIH ID

Brin=

ERBEORRHE, B2 URLPFEREANRBID, PRLFRERNEREID. B TH
FERENS = :

e FARBAPEREXIREID,
o  MNIEHIGKEURAID,

EF API 3REXIRE 1D
IRE DAL A S AR ¢ TRIREFIZRAPISKEY .

SREXINB DAY “GET https://{Endpoint}/v3/projects” , EA{Endpoint}AIAM
NRIRT R, FEOMAEESIES IAMEENET,

ECREIGNT, EAprojects ™RY “id” BPAIREID,
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
I
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}
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FEE FAMIES

APl &% 7 Mg=R
MIEHIEIKEURE 1D
NI SREURE DRI RN T
1. BREBEHA,
2. RIRBEEGLANARE, EIEFETHRIIERFR “FHHEIE”
£ “API'ZIE” WEMBYIFRFEEIREID,
7-1 EEIE ID
| aeis
.
7.2 RS
* 7-1 [EEIR[EE
EEREDB | K3 5488
200 OK GET. PUTHR{EIEEIR[E],
201 Created POSTIREIEEIR[E],
204 No Content DELETE#{EIEEIR[E],
*7-2 BEIROE
R[EE E it 1548
400 Bad Request | ARZZEEFRALLIEIEK,
401 Unauthorized | #i5KAYREZER PR NZER,
403 Forbidden SIHIE R EANA AL,
404 Not Found RS AR HIERAITTE -
405 Method Not | iEKFPIEERISIERF BT
Allowed
406 Not ARSSESE AR R TC A B PR TS o
Acceptable
407 Proxy BARFyRE S ERRIERSS TINIIE, XHEIEK
Authenticatio SHEALEE,
n Required
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FEILE M4
APl &%

7.3 $H1=68

ThREAA

IR[E{AEC

HixigiiAe

7 Mg=R
REIE E Sit) 4B
408 Request BB T RSS2SRV EFRTIE
Timeout
409 Conflict AT, ERTERTHK
500 Internal BRERTH. RERE.
Server Error
501 Not BREKRTH . BRZBASZIFIMBERAIINEE
Implemented
502 Bad Gateway | iEKFK5E. IRSZEEM LTRSS =RILEI—1NTRLRY
MRz
503 Service BXREKTHK . RAGHRE.
Unavailable
504 Gateway I SHERT o
Timeout

APIRRAEREIRIY, SEERENNRE], N\ BEEEXNVPNEERZEO (A81E
OpenStack[R4EEN ) EREIRVERE

{

"code": "VPN.0001",
"message": "invalid request:xxx"

}

HIERAPIRS, WNSRIBR “APIGW” FFLAVEIRD, BSWAPINKHEIRIDH T

¥,
E KEB e BIRER iR SCTRIERE
2y | 400 VPN.0001 | invalid MAS | BEEEATS,
B request:xxx | HAES
&
500 VPN.0002 | server error: | PRS328 | BARI AR,
XXX REREE
=

N5k 01 (2024-07-18)
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https://support.huaweicloud.com/intl/zh-cn/devg-apisign/api-sign-errorcode.html

FEE FAMIES

APl &%& 7 MR
B | KEB | EEB ERER R AMTEIERE
R
403 VPN.0003 | Authenticati | IE4815 | iEME-FIEMBIMARIER
on failed: ia] PR o
XXX
404 VPN.0004 | resource not | FEKX | IBRINZRNIIZREES
found 3 ez B T2 AHsL
FEZER
400 VPN.0030 | The system | RZZE |BHHEEEIR.
is busy, T, 18
please try | FHIFE
later. il
2 | 400 VPN.0070 | The key FP%s | IBEAEEREFEEXK
i algorithm of | R9Z5H | AYIER,
A the 8ixx
= certificate Mo
VP %s is not
N supported.
400 VPN.0071 | The IEP%s | BEASBEEREEXK
signature NEE | B9ER.
algorithm of | &%
the o
certificate
%s is not
supported.
400 VPN.0072 | Certificate | iEH%s | iBSARITEIHIZEFimCA
%s has =50l B,
expired. HA.
400 VPN.0073 | Certificate | iEF%s | iBESNERAIER.
%s has not | iRk
taken effect. | ¥,
400 VPN.0074 | The format |iEH%s | iESNEMRIIESR.
of the A
certificate T o
%s is
invalid.
400 VPN.0075 | The content | iEH%s | iESANIEMRIIER.
of the FRIRES
certificate T o
%s is
invalid.
400 VPN.0076 | Certificate WEHE%s | BESAIERAER,
%sisnota | A~ZECA
CA W,
certificate.
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FEILE M4
AP &% 7 B

B/ RSB | ERB HixEE ik AbiBfERE

R
400 VPN.0077 | Duplicate EH%s | iBHRESHNES.
certificate: gE,
%s.
400 VPN.0078 | Invalid wiEs | IEEANIERImBEYIE.

format of E%sHY
the CRL %s. | H&XTS
o

400 VPN.0079 | Invalid miE% | 1IBEALERESBEYE.
content of | F&%sHY
the CRL %s. | IS

A,
400 VPN.0080 | Invalid date | BiH% | IBESANIERBHEIIE.
of the CRL | F&%sgY
%s. HHEAT
A,
400 VPN.0500 | VPC %s is VPC %s | iBHIAVPCRUIDERIES
not found. K 1Effa,
3,
400 VPN.0501 | Interconnect | BEtFF | iBIAFMNNIDESES

ion subnet M%sk | IEff.
%s is not £57%]] 8

found.
400 VPN.0502 | Interconnect | BEXF | iB5{ERATRHIPTEEHIF
ion subnet M%sZE | W,
%s has HIPA
insufficient Eo
available IP
addresses.
400 VPN.0503 | Interconnect | BEBtF | i5{EREEVPCRIFM .

ion subnet M %sA~
%s does not | EFVPC

belong to %s
the VPC %s.

400 VPN.0504 | The number | iEE# | IBWIASIERNERESE.
of BT

connections | #&ENX
exceeds the | B9RK
upper limit | &z
defined by | #,
the
specification
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FEILE M4
AP &%

7 BIF
B | IKESB | ERB HRER A A IEFETE
R

400 VPN.0505 | Gateway MEE | BRI,
resources BA
are Eo
insufficient.

400 VPN.0506 | The MXIE | 1BEREER.
gateway is | fEGIEE
being f, 15
created, HERE
please try ito
again later.

400 VPN.0507 | The MXIE | iBfEEE.
gateway is | fEE#H
being h, B
updated, HEE
please try o
again later.

400 VPN.0508 | The MXIE | 1BEEEIR.
gateway is | 7EMIRR
being H.
deleted.

404 VPN.0509 | The MEA | IBANMXIIDERES
gateway =, Ff.
does not
exist.

500 VPN.0510 | The IR | IBERREARIT .
gateway SH
status is .
abnormal.

500 VPN.0511 | The mMEx | BHEEEIR.
gateway is | #i,
not ready.

400 VPN.0512 | The mMxE | iBNEESBEEIP,
gateway 4B%E
already has | EIP,
an EIP
bound.

400 VPN.0513 | Insufficient | PXBE | iB5CMIBRAEB{ERRIN
gateway A x, WERIBYT KRXE
quota. Eo TRBEYBCEN

400 VPN.0514 | Two AZs BiEE | 1BEERTTREK.
must be A
specified. X,
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FEILE M4
AP &% 7 B

B/ RSB | ERB BRER ik AbiBfERE

R
400 VPN.0515 | Duplicate BER | BEETRNTAX,
AZs. AKX
BE,
400 VPN.0550 | The EIP EIPE | IBMAASEREIPESS .

bandwidth | #Bid#i
exceeds the | FBENX
upper limit | B9&GX
defined by | #5%,
the
specification

400 VPN.0551 | EIP %s is EIP %s | iBHIAEIPRYIDEREIES
not found. N2 1FH#,
B,
400 VPN.0552 | EIP %s is EIP %s 1B{EFRTFRYEIP,
frozen. R
=,
400 VPN.0553 | EIP %s has EIP %s iB{F AT BHRYEIP,
been bound | B4
to an ESL
instance. Bl
400 VPN.0554 | EIP %s does | EIP %s | i5{EmE=ETs=aEIP,
not have HRFEH
exclusive W=

bandwidth. | 5.

400 VPN.0555 | EIP %s does | EIP %s | i&5{@EE=CMUBIEIP,

not belong | A2+
to a center. | {CMUIEY

EIP,

400 VPN.0556 | EIP type %s | EIPZE TSfEFIEFRAYEIPEEY,
is invalid. ElohsTG

B

400 VPN.0557 | EIPs of the | %s2£8! | i5{EHTTFHRYEIPZEERL,
type %s RUEIPE
have been =E
sold out. B2,

400 VPN.0558 | Incomplete | EIPE# | BHEIANBAKEIPEHES
EIP TR, RO ESE,
parameters.

400 VPN.0559 | EIP EIP2%L | iEHIAEIPAYIDFOEABAY
parameter | #1538, EIPSECAERIHIN -
conflict.
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EIE ML
APl &%& 7 Bi¥F

B/ RSB | ERB HixEE ik AbiBfERE

R
400 VPN.0560 | EIP quota EIPECER | EREH KEIPECENZ M
not enough. | <& REIP,
400 VPN.0561 | EIP quota EIPECER | IBBXRIE ARSI
not found. | 3%
2,
400 VPN.1100 | The server | fRSin | IBWARSIHIER,

certificate WEBAR
cannot be BEX
empty. =,

400 VPN.1101 | At least one | ZEPFE | BRRELE—MERiG
client CA E—p | CAIEE,
certificate is | Z ik

required. CAIE
.
400 VPN.1102 | The number | BRSBin | IBZEMX TEIEZS IR
of servers HEE | SBiwo
exceeds the | #BFR.
upper limit.
400 VPN.1103 | CIDR block | %sMEE | IS NBEIMES .
%s is T o
invalid.
400 VPN.1104 | CIDR block | %sMEE | 15N\ RIERRIMES
%s is Aa]
unavailable. | FH.
400 VPN.1105 | The number | Kixk | {5100 aE/ DRI AR
of local ERRYEL | MER,
subnets =i
exceeds the | R,
upper limit.
400 VPN.1106 | Duplicate Kigh | EMERESRIRIHMES
local ES%sE
subnet: %s. | &,
400 VPN.1107 | The mask EZRim | BRASENE iR
JL

length of I EZRY 2o
the client TN N
CIDR block | B4R
must in the | £
range of 16 | [16,26]
to 26. ZI8,
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FEILE M4
AP &%

7 MgFR
B KESS =g EIRER ik QL IBFETE
R
400 VPN.1108 | The number | EFin | IBHIASIEAIZEFinkk
of IP MEEED o
addresses in | &891ith
the client W=
CIDR block | 7N
is less than | S&i&#E
the number | #(EE
of IP AYitIE
addresses s,
required by
gateway
connections.
400 VPN.1109 | The client ERin | BEMASENEFxKR
CIDR block | MERS | E.
conflicts VPCE&
with the F%s
VPC route =,
%s.
400 VPN.1110 | The status | RSSim | ISIEEIEBEVIRE.
of server AYIE
certificate FHopsyk
%s is =
abnormal. =i
400 VPN.1111 | The number | EFix | IBEATMHELHIEF
of client CA | CAIEH | igCAIEH .
certificates | B9¥(=
exceeds the | #BFR.
upper limit.
400 VPN.1112 | Server RS | BIARSIRIERAIIDE
certificate FPE%s | FIESIEf.
%s is not 2
found. B,
400 VPN.1113 | The serveris | IRSZix | i5lEEREE .
being 1E7E8l
created, #rh,
please try BHE
again later. | Eik,
400 VPN.1114 | The serveris | IRSZixw | i5lEEREE .
being EEE
updated, e,
please try BHE
again later. | Eid,
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FEE FAMIES

APl 2% 7 BIF
B KESE | EiRE HIREE ik QL IBFETE
2

404 VPN.1115 | Client CA EZRim | BAZFimCAIEEAIID
certificate CAIF ERESIEHA,
%s does not | F%sA
exist. ==,

404 VPN.1116 | The server RFim | BRIARSIKEIDEEIE
does not = S1Fffi.
exist. =

500 VPN.1117 | The server | IRS3i% | IBEARIEATIE,
status is 'U(,u =4
abnormal. =

400 VPN.1118 | The local Kigh | ERARIRRIES
CIDR block Exz_ﬁb
cannot be ok
empty.

400 VPN.1119 | The client ZRiE | IBRASENE RN
CIDR block MEES E.
conflicts ANz
with the E&%sH
local CIDR 38,
block %s.

400 VPN.1120 | Client CRL | BEFin | IBIAEFinmiESIEREY
%s not BiEY | IDERGESIER.,
found. F£%sF

=&,

400 VPN.1121 | Gateway IR | MEGiEeipfFEIX
not bind eip. | 4BxEeip

400 VPN.1122 | There are RSim | ElRAERE, BRTIE
users on the | ZFZER | {E.
server. R, &
Delete them | Fcfilfs
firSt. ﬁﬁ):lo

400 VPN.1123 | There are RZim | BlRARER, B#T
user groups | FER | #(F.
on the P4,
server. I=Eami)
Delete them | BRAF
first. 48,
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FEE FAMIES

APl & 7 MR
B | IKESB | ERB HIREE A A IEFETE
2

400 VPN.1124 | There are IRSSU% 1ﬁﬂﬂJ|3$u§@aaH =, B
access FEs | 1TRME,
policies on | [aJ&&
the server. B, 15
Delete them | SCHfIps:
first. IS

=38

400 VPN.1125 | There are ARSS i iaﬂﬂJB?ﬂF'iaﬁCAiE:BE,
client CA FEE 1TIRE
certificates | PIRCA
on the R,
server. i=pawil
Delete them | [8Z=F
first. i CAIE

B,

400 VPN.1300 | The user BRA | EEEAERNAFER
group name | & FRo
already =]
exists.

404 VPN.1301 | The user FFH | iEBAIEREFED,
group does | F~7F
not exist. =,

400 VPN.1302 | The BFFRE | 1EERARENEFER,
username E-J8
already
exists.

404 VPN.1303 | The user BRA | EmAERIAEFID,
does not ==,
exist.

400 VPN.1304 | The user %s | FF%s | BRINZAFREEER
has been Be#s | INRHBFE, NRE
added to BERE | E, BEZARPNEME
another AR | PHEPBIRREERN.
user group. | £,

400 VPN.1305 | The user %s | FiF%s | iBHRIASEBIRAVARIDR2
isnotinthe | REY | B1EHf.
current user | AR
group. 4,

400 VPN.1306 | The number | BFP4H | iBlERAFHEHE, AR
of user HEB | BHETEEIREKXR
groups HEeX | #lo
exceeds the | fR&l
upper limit | 50,

(50).
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FEILE M4
AP &%

7 MR
B | IKESB | EmRB HIREE A A IEFETE
2

400 VPN.1307 | The number | FAFP# | BIRERFPHE, 188
of users =Bl | ENERKEEH.
exceeds the | R,
upper limit.

400 VPN.1308 | The FlRE | BEMENEBRESER
password FER | B
complexity | HEZ
does not eE
meet *o
requirement
S.

400 VPN.1309 | The EBA | BRATEEEFRE%A
password ge5H | PRAIFRIZEE,
cannot be P&k
the FIFRY
username or | AFE
the reverse | f8E,
of the
username.

400 VPN.1310 | The ZiEE | ERmANXEEUNTEEF
password giEE | FHEE: XBFH. /M
contains FFo ExH. HF. HH%F
invalid FF: ~@#$%N&H()-_=+\|
characters. [} “,<>/2F0%48 .

400 VPN.1311 | The new MER | BERRAEBEESH
password TEeS | BEEEE.
cannot be |BZHE
the same as | 1HE.
the old one.

400 VPN.1312 | The old FRFIE | &8 LERRIZEL
password is | ZFRO$E
incorrect. =o

400 VPN.1313 | The user FIFHE | SRR EARYG DR
group has X |5, BHREBFE.
been G
associated B, 5
with an SEibR
access Al
policy. B o
Delete the
access
policy first.

400 VPN.1314 | The TR | BEMPAEERESL
password is | 553 =8,
weak. 5,
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FEILE M4
AP &% 7 B

B/ RSB | ERB HixEE ik AbiBfERE

R
400 VPN.1315 | Duplicate B55F | B7BMAESERNEF.
user 9%s. F%s,
400 VPN.1316 | Operations | BN | IBZDIRIEEOAR A,
on the PET

default user | %%

group are E.
not allowed.

400 VPN.1317 | The BRE | iBWAERNEFRZ.
username is | 4~oJ
unavailable. | FH.

400 VPN.1400 | The number | 5@ | iBIEEIHORIEEE, 15
of access REE | [DRIEREEEBEHEAR
policies Bt | #l.

exceeds the | XPEHI
upper limit | 100,

(100).

400 VPN.1401 | The access HaE | BN ERISDEES
policy does | BER7E | ID,
not exist. ‘.

400 VPN.1402 | The number | BHIN | BZ@AZF101BHIM
of BRI | Ko

destination | E#8
CIDR blocks | BR.
exceeds the
upper limit.

400 VPN.1403 | The BN | BRMABREIBRIMES
destination | ER%s7;
CIDR block | %,

%s is
invalid.

400 VPN.1404 | Duplicate BRI | B2BMAESERNERN
destination | E8%sE | E&.

CIDR block | £,

%s
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FEILE M4
APl &%

8 {21Tic%

8 ZiTicx

& 8-1E21]icH

y-Zi=b

SEHTIAA

2024-07-18

FEREXNARH . XEREEH:
FRUERAZVPNIZIISIER . LIgAZVPNERISIR . IRSS
AHEOFNIGIERSTS

2024-06-30

BIORERAT . XEREEH:
BRI ATZVPNRIX . IRSiR. PSR, HiasKEE. VPNE
. VPNIRZET,

RS XAUEET

2024-04-19

BRRERNA . XEREEH:
(ELZBEEVPNRIXETS, “flavor” SEGHTIEVPNRIKAASAIEIR
1588

2023-12-30

FINREX RS . XHEABEH:

o MIBIREET.

o (EXNBIFEVPNRIX. EFVPNRIX. EFVPNRIXFIFR. BH
VPNRIX. SIENIRRIK. EaXmRX. Eiaxdimkixs
. EETJIRRE. BIEEVPNIER:. EEVPNER:, &iFVPN
EESIER. EFVPNIERET, #iiE “tags” S,

o (EEUZEVPNRIX. EFVPNRIX. EiAVPNRMKFIRST,
HER “master_eip” . “slave_eip” 2%,

o (EXEFHVPNRIXET, Hifk “master_eip_id” .
“slave_eip_id” 2%,

o (EZXXEIBVPNRX. EIFVPNRXIIRET, Mk

“access_private_ips” 2%,

N5k 01 (2024-07-18)

IRIERE © LA/ ARBIRAE 305



FEHLE P4
APl &% 8 {21JicR

y-Zil=) - SEHiRER

2023-09-30 FDRERA . NERNBSEHA:

o [EXEIAVPNRIR . EiVPNRIXRSIZR. EFVPNRIXET,
“flavor” SEFRIFEIEIPEENRIVPNRIKAEATERGEE -

o (EXERAVPNMXATAXET, HNHSFHE
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