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3.1.1.1 MEiEEkK

APENBAPLISRIVAR:, FHLLEFEONneAccessEIBSIEMRAY “HELAEIER” B
FlZOIRBEAEARAP, SREUAEIERE, TR RARAEMEIEZEAPI,

BUtESRE
EEAPIR], BIERAEONeAccessEIRJPHESEFNAPHENAPI, HEKEEER
fEOneAccessE=18| PR E RN BRYEBEEFAYClientld AR ClientSecret, FALAE
FAPIECEI#E X O INEE

53K URI

15KURIBEN T &R 4BR%
{URI-scheme} :// {domain_name} / {resource-path} ? {query-string}

REBRURIBEEBKERLT, EXSHESIIERTEREMNBRERPRIRME
Y, FrLATELLSRIHE o

e URI-scheme: E{RATFERIERAIINY, HEIFAEAPIIKAHTTPSIMNY .

e domain_name: {FHOneAccessiRFZAPIZE(FRBFBIORE, KBS EES
WIRENFE PGS

e resource-path: FRIZEZR, HEIAPIETERER . MEFAPIFIURIELRIKEY, a0
“SREVRIEENE” APIRYresource-pathg “/api/v2/tenant/token” .

e query-string: EGSH, 2AERD, HARE N APIEIEEASH . SASH
BIESRET— “? 7, Xh “SHB=-2HEE" , Hm “limit=10" , ¥R
BEEAREBIT10E5UE
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RIURIERS K Eresource-path ( /api/v2/tenant/token ) , HHEERRUN TR,
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3-1 URI =EE]

httpsl//jabcdefg.nuaweioneaccess.com||/api/v2/tenant/token

T | |

URI-scheme Domain_name resource-path

(AR

HREEHE, EENEFRAPINURIERSD, REaHEresource-path#hsy, FHIFiEKAEZEE—#R,
XZ2EURI-scheme#BREHTTPS, fidomain_namefE@— P LfitBiERE, FrLAEEEIEIX
BB AR

HTTPIEKA L (BFRARIESENE ) , EERRSEERERTAREAURE.

o GET: BKIRFZHRRENEERR

e PUT: EXRBZHREFIEERR-

o POST: EKRIRSZH[INGE RSN TIFIRIRIE

o DELETE: EKIRSZHMFMEERTR, MNMERITIRE.

e HEAD: BKARSZRZTIELER.

e PATCH: EXRESHREHTFENHLNE . SRBFEAFENNRE, PATCHOIRER
EOEE—NRRER

TEIREUAEERAIURIERS , ERIIABRIEIEKRTGEAR “POST” , MEIEKA:

POST https://abcdefg.huaweioneaccess.com/api/v2/tenant/token

BHIMERLTER, MISERURFIHTTPAAFRERIIFER ., BIMIE X B R RIAS
Rk “Content-Type” , EREMNEEE.,

& 3-1 REBEKER

BFR R =5 | =
Wil

Content-Type | HEMARIZER (18 |2 application/json
) o« BABUES
“application/
json” , BEMEYE
RSEEMEOF
i JiHA8,
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%

53

Accept ESMNER, | B application/json
FRPERRIAME
application/json,
BHMEENSTE
E;;W%EIEP%H%
B,

Content- BKbodyi<E,
Length fiI/3Byte,

iy

3495

Authorization | IAMEEYE ., fN5KEX
BREEREO, &
JIBearer
{access_token},

iy

Bearer {access_token}

MFEREGAIEEREREDO, BFAFTEIANE, FTLARARI “Content-Type” BIET, #R0
HESLERIERIN AR

POST https://{domain_name}/api/v2/tenant/token
Content-Type: application/x-www-form-urlencoded

iEREEE (k)

IZER DA, IERIBRREE SRR (JUSONEXML ) &, SiERiEEkH
Content-TypeXJiz, (EEFRIERBRLZINMIAS . EIBKBEMRFIISEIFH
X, WA FFAM/IUTE-84%A3

BMEONBRERRARABTTE, EHTES M EOBFEEFTRERE (HEHHE
SRR ) , GET. DELETEHERE(ERERZENMATERRS, HRAEFATTFER
EEAZEOME.

X FIRBUAEIERED, EalLANEONBEKRISERIMHRINERESHNRSEIRA.
EEEAIMANGRIERN TR, IMENRGFREEIRBLNMEES, HF
UserName/3;F R FBiE S BeRYZRIIERIEID, Password)9i: R B 5 BchvizO
INERIERSE

POST https://{domain_name}/api/v2/tenant/token?grant_type=client_credentials

Content-Type: application/x-www-form-urlencoded

Authorization: Basic
eFFp DzzaNg::

FIXBEAIEXMEREBENABTHERZTET, ZaJLlERcurl. PostmanziBiZYR
BEREBEANALZEKRFHEAPI, MFREGAERZEO, REIIDLAEEARG
“Authorization” FEREEXRINIHIEER. BT HAEEZE, EHeJLUERLE
EIEEREMAPI,

PostManifEB~:
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POST v e R R o m/=piu2 renant/tokenTgrant ype=client credentials

3.1.1.2 jR[EIEER

WSS
BREEUG, SEBEIRN, BEREH. WAERLFIERAE
INEBR—EHNEISEIEFAE, REBRR TIERMAAPRE .
XFEREUAEEREZED, MRBFARREIAEEA “2007 , MFRRERE.

MaRCESE Sk (A )
ARSI FTEE o
RIEREEL, WARFEERSL, 0 “Content-type” .
R FREUADEEED, FREMRES.

NaRGHE A (AT )

ZERD ik, IMAGHEABELISMWIEIC (UIISONSKXML ) IRE]l, SIRNGHE Sk
Content-TypeX3iz, (EEFRIALIHESkZIMINE o

XFERENLRERERED, REITERE.

{
"access_token" : "334 140...",
"token_type" : "Bearer",
"expires_in" : 1719,

"scope" : "all",
"id_token" : "eyJ pYW..."
}
SEOFEALEN, SROERBRERESIRNE, EXINAIBody Sl AT
o
{

"error": "invalid_client",
"error_description": "Bad client credentials"

}

HA, errorRRiBiREE, error_descriptionR R EI=HIAER. .

3.1.2 if5a)ERE
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3.1.2.1 3REUHIEIEHE

ThEEN A

SRENA FARYAPIBIEENR . TokenfIBIERZNIAN30 5, AIESIEIP-IRE-IRSHT
B-APHAIEE B g E T EARTaE N . B TEE, BEiNEER. [FHTokengiis
tRiRToken= T HIE BUEAIRTIE], FHLEVEREAPIRY I 2 TokeniZ ERSEUEBAPIKK .

BE¥IAEToken, AIWEBTokenBH M,

EO4%R
.
URI
POST /api/v2/tenant/token
BRkESH
2 3-2 FormData £#{
2% =AWk SR )
grant_type 2 String AR, EEE:
client_credentials,
client_id = String MNAFRR, SEMNAEE, 2EhY
Clientld,
client_secret | 2 String NAZE, FMNAEE, HEhY
ClientSecret,
I RE&E

WK&G: 200

# 3-3 IR Body 2%

2% SR fi#iA

access_token | String INEERE, BT RARSIEAPI,
token_type String INIEEIEREY , EE(E: Bearer,
expires_in Integer JEARTE] . BB 9%, BAIA1800s,
scope String SREXAYACcess TokentSHUAIESEE
id_token String =RA1a)id_token o

W&G: 400

NSk 01 (2024-12-26)
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NABHHEIRIRSS

APl &%& 3 API
# 3-4 IR Body 2%
¥ SR fEiA
error_code String e =
error_msg String EPEE
(=R GN
SRERENE, tRIENFIEclientidlAR clientsecret3REX#Z [ #54 token,
POST https://{domain_name}/api/v2/tenant/token
Content-Type: application/x-www-form-urlencoded
client_id=ONtQq2igSggfFClyGgzmuXR8ubWEP...&
client_secret=XdqUmJpG19hNEHz3472XsPcwvfe...&
grant_type=client_credentials
iz 7~
KEB: 200
BRI
{
"access_token" : "334*****+14Q",
"token_type" : "Bearer",
"expires_in" : 1719,
"scope" : "all",
"id_token" : "ey Is.ey Yo.EL’ YW"
}
T
K& ik
200 BRI
400 ST
tHI=0
52 WHEIRG .
3.1.3 FAIFEE
3.1.3.1 gIEEAR
TheEN4R
BIEAF.
SCRSRRAS 01 (2024-12-26) IR © AT BRABIRAR 10



N ARBHDEIRIRSS

APl &%& 3 API
EOLR
7
URI
POST /api/v2/tenant/users
=R

% 3-5 153K Header 2%

e EEWI%E SR R

Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,

Authorization | 2 String INIEESE, {E: Bearer

{access_token}, access_token
BT “SREUAEETE Ok
BY,

% 3-6 i53K Body 2#

2H

ERWIE SR

%S

user_name

=
=

String

FRF&, BRE—RR, ElA
uﬁ_o E_I-Eﬁéiifj)j%ﬁy ﬁﬁ):l
KB TR REMEE X e
HEM

password

i1y

String

=D, FE#REEIE MR
o

mobile

i

String

FS, BUAE— JEEE
NFRE, ARXETHARE
MR P EREME

org_code

iy

String

EROMANRD, BSRIF
GIENBARE . J=S AR
E—MEART.

name

iy

String

wZ, ATENRER
user_name, AIEEETFRR
H, APEETHRAFREYENX
P ERE M .

email

iy

String

HRfE . RIEEIE P RE, B
KETRIRFEMEE X PIEws
BE.

N5k 01 (2024-12-26)
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RSP EERIRSS
AP &%

3 API

SH

SHERE

%

employee_id

String

RTid. JESEIFRRAE, B
FRETRIAFEEEX FE
WIREM .

first_name

String

2F, gESENARE, AR
KETRIRAREMEEX e
HE.

middle_name

iy

String

HhigE, AIESEIFRE, B
FERETRIAFEEEX FE
WIREM .

last_name

iy

String

WS, AJESENFARE, AR
RETRIRAREMEE X e
HE.

pwd_must_m
odify

i1y

Boolean

EREREEEERIEKE
.

REE: true

attr_gender

iy

String

5, JESENFARE, AR
KETRIRAFEMEE X PIEws
BE.

KzE:
e unknown: &%
e male: B

o female:

attr_birthday

i1y

String

48, 8LHyyyy-mm-dd, &
EEEIFPRE, APEETH
BRE4E X PIESHEREE

attr_nick_nam
e

iy

String

R, BAIESIEIRRE, B
KETRIRAFEMEE X g
HE.

NSk 01 (2024-12-26)
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N ARBHDEIRIRSS

APl &% 3 API
2H BRWIE SR fHR
attr_identity t | & String UEHEREY,
ype KEE:

e id_card: ERBHIE

e HongKong_Macau_Taiwan
_residence_permit: &E&

FB{EIE

e mainland_travel_permit_f
or_HongKong_Macao: #&
B RREAMIBTIE

e mainland_travel_permit_f
or_Taiwan: &EFEERE
KFHBATIE

e chinese_passport: FE}

e overseas_passport: ;BIMNS

e overseas_driver_license:
BINER

o officer id: EEIE

e foreigner_residence_permi
t: SMNELABEIE

e other: Efth

attr_identity_ | & String IR E==7
number
attr_area & String ExRmE XA,
attr_city 5 String .
attr_manager | & String BEEL%.,
_id
attr_user_type | & String NSt
KA
e regular: IFR
e intern: 33
e dispatch: H&EIRE
e outsourcing: 355545MD
attr_hire date | & String NERAETE], X Ayyyy-MM-
dd.
attr_work_pla | & String TEHBR

ce

SCRSRRZS 01 (2024-12-26) WRINERE © ARITERARBIRAE 13



N ARBHHEIRIRSS

APl &% 3 API
2% BEWI%E SRR ik
user_org_relat | & Array of BPHEOAXRES, §EE, ©
ion_list UserOrgRelat | ZRBEFHLEE.
ionListOptio
n objects
extension & Object BHEXT EBREM.

2 3-7 UserOrgRelationListOption

B8H =AWk SR faR
orgCode = String {HLQ YRS
relationType | 2 String IHExE, B—ARPREFIN
TE, =B ERE.
KEE:
o 0: ¥EFE
e 1: AR
=S
REB\: 201
% 3-8 gLz Body &%
B8¥ SHEE it
user_id String BRid,
RS 400
% 3-9 IRz Body %4
2H SHER iR
error_code String e =
error_msg String BIRIERB -
Bl

tlE— 1R, ARF&zhangsan, F1512345678901, HEFE

zhangsan@example.com,

POST https://{domain_name}/api/v2/tenant/users

SCRSERZS 01 (2024-12-26) WRINERE © ARITERARBIRAE 14



N RSHEERIRSS
AP &%

3 API

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

{

"user_name": "zhangsan",
"paSSWOI‘d" "p******d”,
"org_code": "10000",
"name": "zhangsan",
"mobile": "12345678901",

"email": "zhangsan@example.com",
"employee_id": "123456789",

"pwd_must_modify": false,
"first_name": "F",
"middle_name": "M",
"last_name": "L",

"attr_gender":

"attr_birthday": "1990-02-01",
"attr_nick_name": "zhangsan",
"attr_identity_type": "id_card",
"attr_identity_number": "123456789",

n

male",

"attr_area": "CN",

"attr_city™: "xx
"attr_manager_id": "123456789",

X",

"attr_user_type": "regular",

"attr_hire_date": "2021-04-01",

"attr_work_place": "xxx",
"user_org_relation_list": [

{

"orgCode": "10000",
"relationType": 1

"orgCode": "TestOrg1",

"relationType": 0

"orgCode": "TestOrg2",

"relationType": 0

}
1,
"extension": {
"age": "18"
}
}

N Rz73~A51
REB/: 201
BRI

"user_id" : "20210621095935811-5E16-6B3060..."

}

N

K&

fiEik

201

BRI

400

SHTH.

tHI=0S

B2 WEIRE

NHShRZA 01 (2024-12-26)
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N ARBHDEIRIRSS

APl &% 3 API
3.1.3.2 (& FAF
ThEEN 4B
EAR
EOL%R
7
URI
PUT /api/v2/tenant/users/{user_id}
& 3-10 BBRSH
8% BEWI% SR ik
user_id = String AHRFid,
IERSH
2 3-11 153K Header 2%
2% AWk SRR R
Content-Type | 2 String ZFEAARIES “application/
json;charset=utf8” ,
Authorization | 2 String INIEEYE, {&: Bearer
{access_token}, access_token
Big “SREUAEER" Ok
HY,
% 3-12 153k Body 2#
2% BEwI% SR 1k
user_name a String BFR&, BFRE—RR, @ikl
uﬁ_o
mobile & String FNS, IWAE—,
org_code B String AR .
name & String “"a,
email ES String HRFE
employee_id | & String &Tid,
HShRAS 01 (2024-12-26) RN © LARITBIRABREAT 16



RSP EERIRSS
AP &%

3 API

SH

iy
&
53

SHERE

%

first_name

String

BFo

middle_name

String

HiEE,

last_name

String

HES.

pwd_must_m
odify

M| | X | TN | KD

Boolean

EREREEEERIENE
.

TRE{E: true

attr_gender

iy

String

25118

KEME:

e unknown: &%
e male: B

e female: I

attr_birthday

String

QEE ’ *gft%yyyy-mm—dd o

attr_nick_nam
e

I | DA

String

HEFR o

attr_identity_t
ype

iy

String

UEAFEREY,

e

e id_card: ERBHIE

e HongKong_Macau_Taiwan
_residence_permit: &®E&
B{EIE

e mainland_travel_permit_f
or_HongKong_Macao: #&
fE SR AIhB TIIE

e mainland_travel_permit_f
or_Taiwan: &EER¥kE
KPEBITIE

e chinese_passport: FiEF

e overseas_passport: ;BIMNS
BB

e overseas_driver_license:
BINER

o officer_ id: EEIE

e foreigner_residence_permi
t: SMNEABEIE

e other: Efth

attr_identity_
number

iy

String

IEHSHS,

NSk 01 (2024-12-26)
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N ARBHHEIRIRSS

APl &%& 3 API
2 BRI SR i)
attr_area & String EReE XAIRD
attr_city “® String .
attr_manager | & String BHEL%.
_id
attr_user_type | & String ARZEE,
KA
e regular: IFz
e intern: 3C3
e dispatch: FSEiRIE
e outsourcing: &MY
attr_hire_date | & String NERRTIE], =L Ayyyy-MM-
dd,
attr_work_pla | & String T{EHsS,
ce
user_org_relat | & UserOrgRelat | FHFPHEAXERES . BES, &
ion_list ionListOptio | NBEFHLNEE,
n object
extension &= Object BEXT EREM.
Z 3-13 UserOrgRelationListOption
2% =A% SR R
orgCode = String S AL
relationType | =2 String IFExEK, B—ARPREFIN
3E, RBINMIESRE.
KA
o 0: HFE
e 1: HE
VRS54
R&ES: 200
% 3-14 IR Body &%
2% SR A
user_id String BPRid.
MAghRAS 01 (2024-12-26) IRIERE © EATITERARBIRAT 18



N RSHHEERIRSS
AP &%

3 API

WR&G: 400

2 3-15 UKL Body 2%

2 SRR R
error_code String BIRRS .
error_msg String IESE Y

i5RHl

B AR, FAP®&zhangsan, FH1512345678901, HEf&zhangsan@example.com,

PUT https://{domain_name}/api/v2/tenant/users/{user_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

{
"user_name": "zhangsan",
"org_code": "10000",
"name": "zhangsan",
"mobile": "12345678901",

"email": "zhangsan@example.com",

"employee_id": "123456789",
"pwd_must_modify": false,
"first_name": "F",
"middle_name": "M",
"last_name": "L",
"attr_gender": "male",
"attr_birthday": "1990-02-01",
"attr_nick_name": "zhangsan",
"attr_identity_type": "id_card",

"attr_identity_number": "123456789",

"attr_area": "CN",

n

"attr_city": "xxx",

"attr_manager_id": "123456789",

"attr_user_type": "regular”,
"attr_hire_date": "2021-04-01",
"attr_work_place™: "xxx",
"user_org_relation_list": [

{
"orgCode": "10000",
"relationType": 1
%
{
"orgCode": "TestOrg1",
"relationType": 0
%
{
"orgCode": "TestOrg2",
"relationType": 0
}
1,
"extension": {
"age": "18"
}

}

NSk 01 (2024-12-26)
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NABHHEIRIRSS

APl &% 3 API
M Rz~
K& 200
KA.
i "user_id" : "20210621095935811-5E16-6B3060..."
}
RS
RSB iR
200 BRI
400 SHFE -
e
B2 EIEB.
3.1.3.3 HIERABR
IhEeNA
PBREBF -
e MESEY
.
URI
DELETE /api/v2/tenant/users/{user_id}
% 3-16 EE2¥
B8H =AWk SR ik
user_id = String BRFid,
SCHEhRZAS 01 (2024-12-26) RN © L ARITERAGRAS 20




RN FRSHEERIRSS
AP &%

3 API

IERSH

% 3-17 153K Header 2%

2 =A% SR R
Authorization | 2 String INIEEYE, {&: Bearer
{access_token}, access_token
BT “SREUREEE" EO5K
BY,
il Rz 2%
KL 400
% 3-18 IR Body 2%
2 SR R
error_code String BIRRS .
error_msg String = ESES

iERBI

xR, EFENNuser_idifRiEERF .

DELETE https://{domain_name}/api/v2/tenant/users/{user_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

N Rz~

7
REB
RS it
204 BRI
400 INIEEL
== E3
B2 NEI=RE.

NSk 01 (2024-12-26)
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MRS EIRIRSS

API &% 3 API
3.1.3.4 BHAR
IhEeENA
[EEBBF.
EOLR
7o
URI
PUT /api/v2/tenant/users/{user_id}/enable
x3-19 IR22¥
2¥ BE W% SR ik
user_id = String ARid,
IBREH
K 3-20 153k Header 2%
8% BEWi% SRR fER
Authorization | 2 String INIEEYE, {E: Bearer
{access_token}, access_token
Big “REUBEER O
HY,
R3S
RE&EE: 200
Z 3-21 Wk Body 2#
B8H BHEE R
user_id String BRid,

R7SE5: 400

MAERRAS 01 (2024-12-26)
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RN FRSHHEERIRSS
AP &% 3 AP

& 3-22 [ILZ Body 2%

S8 SR A
error_code String BIRRS .
error_msg String IESE N

BRI
BRRBR, RIEENNuser_idERAF.

PUT https://{domain_name}/api/v2/tenant/users/{user_id}/enable

Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...

i Rz 73~451
KEL: 200

BRI -
i "user_id" : "20210621095935811-5E16-6B3060..."
}
KT
RSB R
200 BRI
400 ST .
S
52 EIRB.
3.1.3.5 ZFHAA
Ihee 4R
ZHEAERF,
EOL%E
7

URI

PUT /api/v2/tenant/users/{user_id}/disable

SCRSRRZS 01 (2024-12-26) WRINERE © ARITERARBIRAE 23




NARBHHEIRIRSS

APl &%& 3 API
% 3-23 IER2H
S8 BRI SHEER ik
user_id = String ARid,
BkSH
2K 3-24 153K Header 2§
28 BRI SHER ik
Authorization | & String NIEESE, {8: Bearer
{access_token}, access_token
B “SREUAAER" EOK
EY,
RS E
R&ES: 200
Z= 3-25 a5 Body 2%
S8 SR R
user_id String HRFid,
REB/: 400
7= 3-26 WY Body &%
2 SR R
error_code String BIRRS .
error_msg String IESE Y

iBERTA

ZHRAR, RIEEARuser_idZEREARF.

PUT https://{domain_name}/api/v2/tenant/users/{user_id}/disable

Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...

MRz~
REFB: 200

NSk 01 (2024-12-26)
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NS SIERS
APl &% 3 API
TBERAIN
i "user_id" : "20210621095935811-5E16-6B3060..."
}
RED
AR HhR
200 BRI .
400 2T
S
B2 ARG
3.1.3.6 (B FARZ15
TheEN 4B
BBPZE,
EO29%R
%

URI

IBREH

PUT /api/v2/tenant/users/{user_id}/change-password

*= 3-27 RS
2¥ BRIk ST fEiA
user_id = String BRFid,
7 3-28 153K Header 2%
¥ ERWIE SR fiEid
> String ZFEARABIEN “application/

Content-Type | =

json;charset=utf8”

25
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N FRBHHEIRIRSS

APl &%

N Rz S4L

iERBI

3 API
28 BBk SRR ik
Authorization | £ String NIEESE, {8: Bearer
{access_token}, access_token
B “SREUAAER" EOK
BY,
% 3-29 {53k Body 2
28 =EWIE SHEER )%
password = String RS,
pwd_must m | & Boolean BRERERHEENEL,
odify Hh&E: true
KEB/: 200
< 3-30 gL Body 2#
S8 SR A
user_id String HPRid,
RSB 400
# 3-31 @R Body 2%
2 SR R
error_code String BIRRS .
error_msg String EIRIFEo

[EAFRFER, RF#EE312345678, BIXRERFIERHNESER.

PUT https://{domain_name}/api/v2/tenant/users/{user_id}/change-password

Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...

{

"password":"12345678",
"pwd_must_modify":false

}

NSk 01 (2024-12-26)
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RSP EERIRSS
AP &%

3 API

N Rz 7~

T

&G 200
IEREAY
{

"user_id" : "20210621095935811-5E16-6B3060..."

}

RS it

200 BRI

400 ST .
52 EIRE.

3.1.3.7 RE[FRZEL A ZED

IhEeN4A
R FZESEAFZE .
EOL4%E
7o
URI
PUT /api/v2/tenant/users/{user_id}/change-password-verify
* 3-32 B2 H
8% BE W% SRR 1k
user_id 2 String FARFid.
IBREH
% 3-33 153Kk Header 2%
8% B SR 1k
Content-Type | @ String ZFEARABIEN “application/
json;charset=utf8” ,
M HGERAS 01 (2024-12-26) WA © EARTERABIRAE 27




MRS EIRIRSS

APlI &%

MR SEL

iERHI

3 API
2% BEWI%E SRR ik
Authorization | 2 String INIEESE, {E: Bearer

{access_token}, access_token
B “SREUAAER" EOK

BY,
% 3-34 153k Body 2%
2¥ =A% SR T
password = String B
old_password | £ String [REZ6G,

WK&G: 200

% 3-35 I Body £#f

2% SR iR
user_id String BRid,
KEME: 400
Z 3-36 (@R Body 2%
28 SR iR
error_code String BIRRS .
error_msg String FAEIE

RISRZDELEFERS.

PUT https://{domain_name}/api/v2/tenant/users/{user_id}/change-password-verify

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

{
"paSSWOI’d":" N******S",
"old_password":"O******4"

}

NSk 01 (2024-12-26)
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NASHEERS

APl &% 3 API
il iz 73~ 451
RERG: 200
15K o
{
"user_id" : "20210621095935811-5E16-6B3060..."
}
'{klu\
RSB ik
200 =4 An
400 ST
e
B2 EIED.
3.1.3.8 {RiEFF id E0AFIFE
INEEN4A
RIERAFIdEISRFFS.
URI
GET /api/v2/tenant/users/{user_id}
% 3-37 Bi2sH
S BRIk SHEER i)
user_id = String ARid,
iBRESH
2 3-38 153k Header 2%
¥ =AWk SHER faR
Authorization | £ String INIEEYE, {&: Bearer

{access token}, access_token
Big “SREUpEER" O
BY,

NSk 01 (2024-12-26)
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MRS EIRIRSS

APl &% 3 API
) E=S
K38 200
% 3-39 AR Body %
2% SR ik
user_id String BRid,
org_id String FIPET/EELR
user_name String BFZ.
name String =N
mobile String FNS.
email String HBFE o
pwd_must_m | Boolean BREREREBHESEL .
odify
pwd_change_ | String CACIEGRIE]
at
created_at String BUEERTIE]
updated_at String EfE—RIEMATE
disabled Boolean =a2E.
grade Integer I8
locked String EOE,.
extension Object BENXT EREM4.
user_org_relat | Array of BRPELAXRES,
ion_Llist UserOrgRelat
ionListResult
objects
2K 3-40 UserOrgRelationListResult
2 S¥R A
org_id String £B40id,
relation_type | String KHERRKE,
K& 400
SHSRRA 01 (2024-12-26) WRIERE © EARITERARERAF 30



NARBHHEIRIRSS

APl &%

3 API

BRI

il iz 73~ 451

T

tHI=E

3 3-41 35 Body £

2% SHRE i

error_code String BIRRS -

error_msg String BiRFB.

EGEFIFES, RIBENuser_id&1BHARIFER.
GET https://{domain_name}/api/v2/tenant/users/{user_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...

WRE&ES: 200
BRI

{
"user_id" : "20220413165737132-3BA0-91FCA2CB7",

"org_id" : "20220117125622909-9346-35755733F",
"user_name" : "zhangsan",
"name" : "zhangsan",
"mobile" : "12345678901",
"email" : "zhangsan@example.com",
"pwd_must_modify" : true,
"pwd_change_at" : "2022-04-14 10:14:01.988",
"created_at" : "2022-04-13 16:57:36.532",
"updated_at" : "2022-04-14 10:14:01.979",
"disabled" : false,
"grade" : 1,
"locked" : false,
"extension" : { },
"user_org_relation_list" : [ {
"org_id" : "20220117125622909-9346-35755733F",
"relation_type" : 1
o
"org_id" : "20220415103506608-AF59-5CC9081B9",
"relation_type" : 0
1
}

EINAE 1k

200 BRI

400 ST .

B2 WEIRE

NSk 01 (2024-12-26)
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N ARBHH EIRIRSS

APl &% 3 API
3.1.3.9 {RIERP2E9AFIFE
IHRENA
IRRPEEERPES,
EOLNE
A
URI

POST /api/v2/tenant/users/user-by-username

IERSH
K 3-42 153K Header 2%
2% BEWIE SRR R
Content-Type | 2 String ZFEAARIES “application/
json;charset=utf8” ,
Authorization | 2 String INIEEYE, {&: Bearer
{access_token}, access_token
g “SREUpEER" O
HY,
% 3-43 153K Body 2#
e B WI%E SR R
user_name = String FBR&Z#R,
D)VES58

WR&B: 200

2 3-44 W7 Body 2#

2 SR fix

user_id String BPRid.

org_id String FAFFREALR,
user_name String FHFR&.

name String 2.

STRERRA 01 (2024-12-26) IR © ERmBRABRAT 32



N ARBHHEIRIRSS

APl &% 3 API
2% SR fEA
mobile String Fis.
email String HRFE
pwd_must_m | Boolean BXERERERBNESEL
odify
pwd_change_ | String EREE AT iE)
at
created_at String BUEERTIE]
updated_at String ERE—RIEMATE .,
disabled Boolean =5Z2H.
grade Integer A{EER.
locked String =AE.
extension Object BEMT EBEM.
user_org_relat | Array of HPHBELEXERES,
ion_list UserOrgRelat
ionListResult
objects
2k 3-45 UserOrgRelationListResult
2% SR A
org_id String £A40id ,
relation_type | String KEED,
RE&M: 400
% 3-46 IR Body 5%
2% SR fHiA
error_code String e =
error_msg String BIRIEB o
(=R &Rl
RIERFEE8AFFIS, FFP®&zhangsan,
POST https://{domain_name}/api/v2/tenant/users/user-by-username
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N FRSHHEERIRSS
APl &%

3 API

MRz~

T

{

"user_name" : "zhangsan"

}

W&E: 200
BRI

{
"user_id" : "20220413165737132-3BA0-91FCA2CB7",
"org_id" : "20220117125622909-9346-35755733F",
"user_name" : "zhangsan",
"name" : "zhangsan",
"mobile" : "12345678901",
"email" : "zhangsan@example.com",
"pwd_must_modify" : true,
"pwd_change_at" : "2022-04-14 10:14:01.988",
"created_at" : "2022-04-13 16:57:36.532",
"updated_at" : "2022-04-14 10:14:01.979",
"disabled" : false,
"grade" : 1,
"locked" : false,
"extension" : { },
"user_org_relation_Llist" : [ {
"org_id" : "20220117125622909-9346-35755733F",
"relation_type" : 1
h o
"org_id" : "20220415103506608-AF59-5CC9081B9",
"relation_type" : 0
1]
}

LN fiik

200 BRI o

400 ST

B NEIRE

3.1.3.10 ZHHAFFIE

TIRENA

BEOLR

FWARYIE,

7%
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N ARBHH EIRIRSS

APl &%& 3 API
URI
GET /api/v2/tenant/users
K 3-47 Query 2%
B8H =Rk SR faR
org_id 2 String HRId, A=HERRMEAF
offset = Integer FILR,
=/IME: 0
limit = Integer BRBILE,
&/JME: 10
mAE: 100
BREH
2K 3-48 153k Header 2%{
2% =AWk SR ik
Authorization | 2 String INIEEYE, {&: Bearer
{access_token}, access_token
B “SREUARER" EOK
EY,
D)VES54
RSB 200
& 3-49 I Body £
2% SRR e
total Long BR2#.
users Array of BRI,
UsersDetails
Result objects
2R 3-50 UsersDetailsResult
2% SR R
user_id String BPRid.

MAERRAS 01 (2024-12-26)
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NS EIRIRSS

APlI &% 3 API
2% SR fEA
org_id String FIFFERE4HE
user_name String BR&.
name String =
mobile String Fis.
email String IS
pwd_must_m | Boolean BRERERENESEL
odify
pwd_change_ | String ZRIEcLRdiE)
at
created_at String BUEERTIE],
updated_at String ERE—RIEXATE
disabled Boolean =52,
grade Integer I8
locked String =AE.
extension Object BEMT EBEM.
user_org_relat | Array of FARPHELNAXRES,
ion_Llist UserOrgRelat
ionListResult
objects

Z 3-51 UserOrgRelationListResult
2% SR fHiA
org_id String £H4Rid,
relation_type | String KERHEE,

KREME: 400

2 3-52 WLy Body 2#
2¥ S fiA
error_code String HEIRRS .
error_msg String Hi=RFRo
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N RSHEERIRSS
AP &% 3 AP

=GNl
EGRAFYE, E9810%EAHAE THRFPSIE.
GET https://{domain_name}/api/v2/tenant/users?org_id=&offset=0&limit=10

Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...

[ viatdl
RE: 200

= N
1%*’521}] )
"total" : 1,
"users" : [ {
"extension" : { },
"user_name" : "zhangsan",

"mobile" : "12345678901",
"created_at" : "2022-03-31 16:46:02.964",
"pwd_must_modify" : false,
"updated_at" : "2022-03-31 16:48:44.073",
"user_id" : "20220331164602949-904C-D475B60AE",
"org_id" : "20220331135144180-0FA5-EE3B69068",
"grade" : 1,
"name" : "zhangsan",
"disabled" : false,
"pwd_change_at" : "2022-03-31 16:47:51.481",
"locked" : false,
"user_org_relation_list" : [ {
"org_id" : "20220331135144180-0FA5-EE3B69068",
"relation_type" : 1
I
"org_id" : "20220415103506608-AF59-5CC9081B9",
"relation_type" : 0

}]
}]
}
N
RS ik
200 BREIN .
400 SHTH,
e
52 EEIRE.

3.1.3.11 AFPENNAKS

ThaeN A

FARFPETNABENE, FENAFEZEBFPSNAINEKS .
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NS EIRIRSS

APl &%& 3 API
EOLR
7o
URI
POST /api/v2/tenant/users/{user_id}/applications/{application_id}/accounts
% 3-53 I¥E2¥
B8¥ =A% SR ik
user_id = String FARFid.
application_id | 2 String NFHid,
IBRESH
% 3-54 53K Header £#{
2% =A%k SR R
Content-Type | 2 String ZFERRBIEA “application/
json;charset=utf8” ,
Authorization | £ String INIEEYE, {&: Bearer
{access_token}, access_token
B “REUBAER" EOK
EY,
% 3-55 153K Body &4
84 =EY%E SHERR RHR
account_nam | & String XTSI A, TERAFeIE
e HNEARSE, RS, AT
HNBEFE.
V254
RSB 200
2 3-56 Iy Body 2#
B8H SHERR U
account_id String N AKSId,
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N ARBHHEIRIRSS

AP| &%& 3 API
K&/ 400
# 3-57 gL Body £
2H SR iR
error_code String EIRRS -
error_msg String HIRIFE
Bl
PSRN ES, M Aapplication_idH8liEE ATest0 1R EKS .
POST https://{domain_name}/api/v2/tenant/users/{user_id}/applications/{application_id}/accounts
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
{
"account_name":"Test01"
}
N Rz7~f1
RZAEG: 200
KN
{
"account_id" : "20210621095931341-4CB3-122995..."
}
RS
RSB (220
200 BRI
400 ST
T
BESIEIRB.
3.1.3.12 HiF9HAFFAEEREIN AKS
INEEN4A
ESAFEENINAKS
EOLYER
7
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N ARBHHEIRIRSS

AP| &% 3 API
URI
GET /api/v2/tenant/users/{user_id}/accounts
% 3-58 EEZ2¥
2% =AWk SR ik
user_id 2 String FARFid.
BRESH
K 3-59 {53k Header £2%f
2% =AWk SR ik
Authorization | £ String INIEEYE, {&: Bearer
{access_token}, access_token
B “IREUpEERE" #O5K
BY,
R3S

R&G: 200

% 3-60 I Body %4

2% SR fik
total Integer B
accounts Array of KBRS FIZE
Accounts
objects
% 3-61 Accounts
2% SR fHiA
id String N FEK=id
application_id | String Rz FBid .
account_nam | String NS A
e
account_type | String R MK =28,
name String N K SEFR

STRERA 01 (2024-12-26) IR © ERR BRABIRAT 20




NARBHHEIRIRSS

APl &% 3 API
2% SRR fik
extension Object HEMT EREM.
RS 400
% 3-62 l[IR7 Body S
2% SR RER
error_code String BIRRS .
error_msg String SAEE N
=]
HARAFPEENRINEKS, ARidAEANRuser_id,
GET https://{domain_name}/api/v2/tenant/users/{user_id}/accounts
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
M Rz~
RS 200
BRI
{
"total" : 1,
"accounts" : [ {
"id" : "20210621095952398-57D5-B75A129DB",
"account_name" : "Test01",
"account_type" : "BASIC_ACCOUNT",
"application_id" : "20210621095843929-CC99-9E7B3BC1F",
"name" : "test",
"extension" : { }
1]
}
RSB
RSB iR
200 =R AR
400 ST
e
ESIEIRB.
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RSP EERIRSS
AP &%

3 API

3.1.4 {HAETE

3.1.4.1 gIE4HR

POST /api/v2/tenant/organizations

LIRENR
el el
O33R
%
URI
IEREH

K 3-63 153K Header 2#f

ol =AWk ST (i35

Content-Type | 2 String ZFERARBIEA “application/
json;charset=utf8” ,

Authorization | £ String INIEEYE, {&: Bearer
{access_token}, access_token
B “IREUBEER" #O3K
B,

3 3-64 153Kk Body &#{

8% =% SR ik

code = String HIAGRRD, AP, #
F. FRIZPRIZ%,
BRAKE: 64

name ! String HOZIR, FMEERTHE—, o
WA, #HF. K. P
%, TRIZH&.
RAKE: 100

parent_id a String QELid, PIRRXARN, THEE
&i; BIEEFAR, FEEE,
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N ARBHH EIRIRSS

AP| &% 3 API
2H Bk SRR fHR
category String {HLQREY,
TRE{H: department: 7]
KEME:
e department: ]
e company: AT
e unit: &
e group: £H
V254
RE&ES: 201
2 3-65 Iy Body 2#
2% SHEE it
org_id String £HLNID,
REB: 400
£k 3-66 gL Body 2#
B8H SHEE iR
error_code String e =
error_msg String SIESE N
=GNl
BUERAR, HLZFEPI], ALREwIZ31000001, RELDRG
20210623103509267-6ABA-201FFC..., ZHZHZEAIER],
POST https://{domain_name}/api/v2/tenant/organizations
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
{
"code": "1000001",
"name": "F&BiJ",
"parent_id": "20210623103509267-6ABA-201FFC...",
"category": "department"
}
I 7~ A5
REB: 201
SCHEhRZAS 01 (2024-12-26) WRINERE © £ ATITERABIRAE 43




NARSHEERS
APl &%& 3 API
BRI
{ "org_id" : "20210623103509267-6ABA-201FFC.."
}
I NEE
K& A
201 BIEERLIN
400 ST
=il
52 IR

3.1.4.2 BXER

IhEEN 4R
(EBUEEHK
EOLR
7
URI
PUT /api/v2/tenant/organizations/{org_id}
* 3-67 BRZSH
2% EEWiI% SR 1k
org_id 2 String £H7Rid,
IERSH
% 3-68 153Kk Header 2%
2% EEWI% SR fEid
Content-Type | @ String ZFEARABIEN “application/

json;charset=utf8”

NSk 01 (2024-12-26)
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MRS EIRIRSS

API &% 3 API
2H BEWI%E SRR fHR
Authorization | 2 String INIEESE, {E: Bearer
{access_token}, access_token
Big “SREUBEER" B0
B,
% 3-69 153k Body ¥
8% BEWi% SRR fER
code & String HRGRES, HRRIBATHTEOA
MNMEK, TTMANPRIZ. H=F.
TRIZAF X%
BRAKE: 64
name & String HIRZIR, HLEFFRATHIBOA
MNMEW, AIMINPE. H=F.
=HE. PRk, TRIZEF&,
BAKE: 100
parent_id & String R4ALRid,
category & String {HLQRAY,
fRE{E: department: 7]
KEME:
e department: B’
e company: AT
e unit: &
e group: fH
)RS
RE&ES: 200
% 3-70 NgL; Body &%
¥ SR iR
org_id String £R401D
K388 400
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N FRBHHEIRIRSS

APl &% 3 API
% 3-71 gL Body &%
e SHRT RhR
error_code String HIRRmS .
error_msg String S EE S
=GNl
EXBRER, BRI HTestOrg, HLRZRMHANGE, RKBLRPHIRELR, HLLH
HEBITo
PUT https://{domain_name}/api/v2/tenant/organizations/{org_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
{
"code": "TestOrg",
"name": "MHKHNAF",
"parent_id": "",
category": "department"
}
I Rz~ 5
R 200
15RKAI0 o
{
"org_id" : "20210623103509267-6ABA-201FFC..."
}
RS
RS R
200 BRI
400 ST
L]
BESIEIRB.
3.1.4.3 fIRREALA
IHEENA
BRI EHL .
EOLIR
7
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N FRSHEERIRSS
AP &% 3 AP

URI

DELETE /api/v2/tenant/organizations/{org_id}

x3-72 ’R125W

2H Rk SHE R
org_id = String ZMFRAILBRID (WNREFEFE

LTEMR ) o

iEREH

% 3-73 153K Header £2#{

2% ra) 2y SR A
Authorization | 2 String INIEESE, {8: Bearer

{access_token}, access_token
B “REUABEER" #0O3K
B,

RS &

RE&EE: 400

2 3-74 uii Body #

28 SR A
error_code String BRI o
error_msg String HRIFE.

=P
fHpReELR, EFANidMIPRISERL
DELETE https://{domain_name}/api/v2/tenant/organizations/{org_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...

il iz 73~f51
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NARBHHEIRIRSS

APl &%& 3 API
RS
RSB 05
204 BRI
400 ST
TES
B2 EIRB.
3.1.4.4 EHALIFIE
INEEN4A
BT ARidEIARIFE.
EOLR
y
URI
GET /api/v2/tenant/organizations/{org_id}
% 3-75 BBRESH
¥ =AWk SHER i)
org_id 2 String £R40id,
=P
2 3-76 153K Header &%
¥ BRWIE SHEER i)
Authorization | 2 String INIEESE, {E: Bearer
{access_token}, access_token
B “SREUAAER EOK
EY,
EVEZS5
RSB 200
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NS EIRIRSS

AP| &% 3 API
% 3-77 IR Body %
8% e et fik
org_id String £H40id ,
org_code String PRRS, 2BRE—.
name String HOZIR, FAEERTHE—.
parent_id String R4H%Rid
category String LRIZETY
RS 400
% 3-78 I Body 2%
2% ST iR
error_code String BIRRS .
error_msg String IESE Y
1=
ERERFE, EFANJEDIEERERIFERE.
GET https://{domain_name}/api/v2/tenant/organizations/{org_id}
Authorization: Bearer 334963fc-1e4a-473b-0096-52a929140...
i 7~
REHB: 200
BRI
{
"org_id" : "20220412142914549-1E50-B49C521A4",
"parent_id" : "20220412105608948-3883-D566C6D94",
"name" : "EAAAE",
"category" : "department”,
}"org_code" : "TestOrg"
KRB
RSB R
200 BRI
400 ST
SiSkRA 01 (2024-12-26) WRINFTE © AR ERABIRAE 49




NASHEERS

APl &%& 3 API
B
B ISR,
3.1.4.5 &EiFHNSIE
IheeN 4R
IS EAN R H THIFARTIE,
EOLE
x
URI

GET /api/v2/tenant/organizations

2 3-79 Query 2%

2% BEWI% ST (i35
all_child & Boolean AR FrEERFHE,
tRE{E: false
limit 2 Integer BRE/DE,
=/IME: 10
B K{E: 100
offset = Integer FILR,
=/IME: 0
org_id . String £A40id, Horg_id=7%,

all child=false, iR[EIFFERAE
N ( Z=ERRIAR ) 5IXRE
B; Horg_id==,
all_child=true, R[EIf&THRH
L5h, BftErEFHEERIIERE
g; Horg_id=orgld,
all_child=true, R[EiZ£HZRLA
FZAL T ErEERFHRTIZE
Horg_id=orgld,
IR[EZHLALL
PR RS

'fl:lu)

all_child=false,
iz BRI T—

N0
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N RSP EERIRSS
AP &% 3 AP

IERSH

& 3-80 153k Header 2#f

8% BE W% SRR ik
Authorization | 2 String INIEESE, {E: Bearer

{access_token}, access_token
BT “SREUHEETE Ok

B,
) E=S
K789 200
Z 3-81 Wk Body #
2% SR f#iA
total Long HIADH,
organizations | Array of HNFIZE,
ResponseOrg
Info objects
2k 3-82 ResponseOrglinfo
2% SR fiA
org_id String ZA40id
org_code String PRRS, 2BE—,
name String RIRZFR, FMEER THE—.
parent_id String R4ARid,
category String LHENREY,

REH: 400

K 3-83 L7 Body 2%

S SRR R
error_code String BIRRS .
error_msg String SIESE Y
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NASHEERS

APl &% 3 API
ISR
IS T R E ARG, J_@m%ﬂaza_,\ar, HithFfia FARRFIRE B AURT1005,

Aim100%0Y, NIREISLFREEIEELER

GET https://{domain_name}/api/v2/tenant/organizations?org_id=&all_child=true&offset=0&Llimit=100

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

i Rz~
RESES: 200
ERA

{

"total" : 2,

"organizations" : [ {
"org_code" : "1000000",
"org_id" : "20210619175242949-6040-CA7ECF...",
"name" : "=ER",
"category" : "department"”,
"parent_id" : null

3
"org_code" : "1000001",
"org_id" : "20210623103509267-6ABA-201FFC...",
"name" : "FEBI 7",
"category "department",
"parent_id" : "20210619175242949-6040-CA7ECF..."

}]
}
REB
REHE it
200 BRI .
400 ST .
e

52 ERB.

3.1.5 NS

3.1.5.1 BN A

IREN R

FR N A
R0

7
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MRS EIRIRSS

AP| &%& 3 API
URI
POST /api/v2/tenant/applications/{application_id}/organizations
% 3-84 IR
B8H =AWk SR R
application_id | 2 String NFHid,
IBREH
% 3-85 {53k Header 2%
8% BRWIE SR fHR
Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,
Authorization | 2 String NIEEIE, {8: Bearer
{access_token}, access_token
BT “REUBEER" #EOK
BY,
% 3-86 153k Body &%
2% =AWk SRR faR
org_code 2 String N FENAD4RAS, AIimANAZESL .
HF. TP RIZL.
BRAKE: 64
name 2 String N BNAEEFR, PIIARZESL .
HF. =K. Pk, TRIZLH
&
BAEKE: 100
parent_id & String SN BRI REE, Bl
N AAFHEFE(ERNAId,
VRS54
REB: 201
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N ARBHH EIRIRSS

APl &%& 3 API
7 3-87 IR Body 2%
2% SHEE iR
org_id String R FNAEId .
RSB/ 400
7 3-88 K Body %4
84 SHRT RhR
error_code String HEIRRS .
error_msg String FEE S
Bl
o FRIZIRYA, YFE%mE5910000, HIERTRASED.
POST https://{domain_name}/api/v2/tenant/applications/{application_id}/organizations
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
{
"org_code":"10000",
"name™:"2&B",
"parent_id": ""
}
o HFIEFHIN, VAYREEH10001, MAEZFRAFEE, XHMEidRA
20210623103520050-C5AF-DD1A97...,
POST https://{domain_name}/api/v2/tenant/applications/{application_id}/organizations
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
{
"org_code":"10001",
name":"FF&H",
"parent_id":"20210623103520050-C5AF-DD1A97..."
}
M Rz73~f51
REB: 201
15K o
{
"org_id" : "20210623103520050-C5AF-DD1A97..."
}
RS
RSB A
201 BRI
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N RSHHEERIRSS
AP &%

3 API

RS A
400 ST
IR
B2 EIRE .
3.1.5.2 &R FEYAE
INEEN4A
(&R FAHNAL
e MESE Y
7
URI
PUT /api/v2/tenant/applications/{application_id}/organizations/{org_id}
% 3-89 IEE2¥
¥ =AWk SHER U
application_id | 2 String NFHid,
org_id = String M#aid,
iBRESH
% 3-90 53Kk Header &%
¥ =AWk SHER i
Content-Type | @ String ZFEARABIEN “application/
json;charset=utf8” ,
Authorization | 2 String INIEESE, {8: Bearer
{access_token}, access_token
Big “REUBEER #OK
BY,
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NABHHEIRIRSS

APl &% 3 API
% 3-91 {53k Body &4
2 =Rk SR A
name B String NMBETR, ATHEARER,
AMAREY. HF. T, &
¥k, TRIZH&,
BAKE: 100
parent_id B String HN#aid,
I RSE
KEES: 200
% 3-92 IR Body 2%
2 SR R
org_id String Rz FB#Aid .
RS 400
% 3-93 I Body %4
S SR R
error_code String BIRRS .
error_msg String IESE Y

iERPI

RIEN FidFTEIdE g, BMRAFFRE, RKiEidJ920201027162527852-

B712-D040F4...,

PUT https://{domain_name}/api/v2/tenant/applications/{application_id}/organizations/{org_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...

{

"name":"FFA&H",

"parent_id":"20201027162527852-B712-D040F4..."

}

N Rz
REHG: 200
BRI

N5k 01 (2024-12-26)
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N RSHHEERIRSS
AP &%

3 API

N

{

"org_id" : "20210623103520050-C5AF-DD1A9770E"

}

3.1.5.3 MIBRS FAYAS

ThREN A

BEOLR

RSB iR
200 BRI
400 ST
B2 EIRB.
B Rz FRATLAE)

7
URI
DELETE /api/v2/tenant/applications/{application_id}/organizations/{org_id}
* 3-94 IR22H
2% BEWI%E SRR R
application_id | 2 String N Hid,
org_id 2 String N FE#NALiId o
IBRSH
2 3-95 53K Header 2%{
B8H = Wi% SR R
Authorization | 2 String INIEEYE, {&: Bearer
{access_token}, access_token
B “IREUBEER" #O3K
BY,
SCRERRA 01 (2024-12-26) IRIFRE © Ehmt BIRARBIRAR 57



NABHHEIRIRSS

APl &% 3 API
) E=S
RESH: 400
7= 3-96 WA Body &%
28 S 115
error_code String HEIRRS .
error_msg String S EES
(=R GN]
TRER FidFIAN AT A BRIE BRI R ARHIAG
DELETE https://{domain_name}/api/v2/tenant/applications/{application_id}/organizations/{org_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...
i 7~
7
RS
R ik
204 =R
400 ST
EIRtg
5 EIRG
3.1.5.4 RN RAYAFIFIS
ThEEN4R
AN ATMEERS.
BEOLR
7
URI
GET /api/v2/tenant/applications/{application_id}/organizations/{org_id}
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N ERSHEERIRSS
APl &%

3 API

% 3-97 BBIZSH

S8 BRI SHEER ik
application_id | 2 String N HHid,
org_id 2 String N FE#NALiId o
=R 25
2 3-98 153k Header 2%
¥ AW SR iR
Authorization | 2 String INIEESYE, {E: Bearer
{access_token}, access_token
B “SREUAAER" EOK
B,
I R&E
REEL: 200
2 3-99 WL Body 2%
S SR R
org_id String N I .
org_code String N PN 4mE5
name String Nz FBHNAEE .
parent_id String HNAgid o
KEME: 400
7= 3-100 NghZ Body %4
28 SR A
error_code String BIRmS .
error_msg String FHESES
=Rl
RIEN ABidF i dEis e MEaERS .
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NABHHEIRIRSS

APl &% 3 API
GET https://{domain_name}/api/v2/tenant/applications/{application_id}/organizations/{org_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
M iz 7~ A5
R&ES: 200
BRI
{
"org_id" : "20210623103520050-C5AF-DD1A97...",
"org_code" : "10000",
"name" : "2&(",
"parent_id" : null
}
RS
RSB ik
200 BRI
400 ST .
S
BESIEIRB.
3.1.5.5 EiGR AME5IZ%
IhEeNa
Bif— "N BEIESORERINES =
EOLR
7
URI
GET /api/v2/tenant/applications/{application_id}/organizations
£ 3-101 BBRBH
85 EEWI%E SHERR R
application_id | 2 String N FHid,
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NS EIRIRSS

AP| &% 3 API
2K 3-102 Query ¥
e B WIE SR R
offset = Integer EJIRs
=/]ME: 0
limit = Integer BREBLF,
=/IME: 10
BX{E: 100
IBRESH
Z 3-103 53K Header 2#
e B WI%E SR R
Authorization | 2 String INIEEYE, {E: Bearer
{access_token}, access_token
B “RBUBIEER" #0O3K
B,
e
RS 200
% 3-104 [ Body S
8% SHEE ik
total Long RIFEHAE 2L
organizations | Array of IR TIE N
ApplicationO
rg objects
2 3-105 ApplicationOrg
2% SR fiik
org_id String Nz FENAEId .
org_code String =L IR ALET TN
name String Nz FBHNAEE .
parent_id String HA3id

MAERRAS 01 (2024-12-26)
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RN FRSHHEERIRSS
AP &%

3 API

R&6G: 400

Z 3-106 i Body %4

2% SR A
error_code String BIRRS .
error_msg String S EE S

BRI

HRIEN FHid 2 NEE N A RIFIAETIRPAIRI1005EUE, WNAH1005%, NRESERR

HERIEUE

GET https://{domain_name}/api/v2/tenant/applications/{application_id}/organizations?offset=0&limit=100

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

N Rz 73~451
KEG: 200
ESRELI .

{

"total" : 1,

"organizations" : [ {
"org_id" : "20210623103520050-C5AF-DD1A97...",
"org_code" : "10000",
"name" : "=23(",
"parent_id" : null

e
"org_id" : "20210619175409400-BFA4-63FA63...",
"org_code" : "10001",

"name" : "FFA&H",
"parent_id" : "20210623103520050-C5AF-DD1A97..."
}]
}
REET
RS e
200 BRI
400 ST
Z) e
B2 ERB.

3.1.6 NAAKSEE
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RSP EERIRSS
AP &%

3 API

3.1.6.1 iGN AKS

TORENA

JIRF RN K SFHIRIN

BOLR

7
URI
POST /api/v2/tenant/applications/{application_id}/accounts/basic-account
& 3-107 IBR8H
2 =A% ST ik
application_id | 2 String NA8id o
BRSH
7 3-108 {53k Header &%
2 BRIk ST faik
Content-Type | @ String ZFEARBIEN “application/
json;charset=utf8” ,
Authorization | 2 String NIEEHE, {E: Bearer
{access_token}, access_token
B “IREUHIEERE" 05K
B
% 3-109 iE3k Body &%
2 =A% ST ik
user_id = String N M-S X BXAVIRI A Fid .
account_nam | & String NEWSE, ATEIANAR
e Ao
name B String N AKSEFR.
org_code &= String N AR .
password S String NSRS
disabled & Boolean NAWSESEZEME, ATEIASA
EEA.
SAhRA 01 (2024-12-26) WRINERE © ARITERARBIRAE 63



N ARBHHEIRIRSS

API &% 3 API
2H BEWI%E SRR fHR
extension B Object BEXT REEY, SEENA
“SISIERL” — “ RN FEKS1E
B BEM.
R &%
&S 201
% 3-110 Az Body S%{
2% SHRT T
account_id String N FEKSId,
RS 400
% 3-111 IBKZ Body &%
8% SHRE R
error_code String HIRRS .
error_msg String Hi=RFR

BRI

BIEIEEN BRIN AR SHREMEERF, WS®&Azhangshan, KSERAzs, X
BXFBFAYuser_id920220331164602949-904C-D475B60AE, RIFAIKS ABAKE.

POST https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts/basic-account

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

{

"account_name":"zhangsan",
"user_id":"20220331164602949-904C-D475B60AE",

"name":"ZS",
norg_codeu:nu’

"password":"",
"disabled":false,

"extension":{}

e Rz 7~

R&mG: 201

53R

NSk 01 (2024-12-26)
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RSP EERIRSS
AP &%

3 API

{

"account_id" : "20210517100458591-6F1C-965A4C..."

}

RS
REB )%
201 BRI
400 ST
e
B2 NEI=RE.
3.1.6.2 EFIMAKS
INRENA
ENAKS
EOL4%R
7

URI

IERSH

PUT /api/v2/tenant/applications/{application_id}/accounts/{account_id}

& 3-112 BE5H
2¥ =A% S ik
application_id | 2 String N FHid,
account_id = String MNAKSId,
% 3-113 153K Header 2%
2 BRI SR 1215
Content-Type | @ String ZFEABIEN “application/

json;charset=utf8” ,

NSk 01 (2024-12-26)
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NASHEIRRS
AP| &%

)%

3 API
2 BRI SR i)
Authorization | £ String NIEESE, {8: Bearer
{access token}, access_token
Big “SREUBEER" B0
BY,
Z 3-114 153K Body 2%
2 A% SR R
account_nam | & String MNAKSHE .
e
name & String ",
org_code B String N FEYE4REE .
password & String =15,
disabled & Boolean 2A8Z2H,
extension B Object BEXT EREY, SEENA
“URER” — “NAKSE
B BEN.
KEB/: 200
2K 3-115 Ui Body 2%
84 SHER fR
account_id String R K =id
RS/ 400
% 3-116 IR Body &%
2 SRR N
error_code String BIRRS .
error_msg String FAEIE

MAERRAS 01 (2024-12-26)
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N ERSHEERIRSS
APl &% 3 API

iBERTA

BRI AW SIdESISENAKSER, NAWKSEATest02, #HEH
Example, Fr/ERFAHIHERE310000, KEHEA.

PUT https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts/{account_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...

{
"account_name": "Test02",
"name":"Example",
"org_code":"10000",
"disabled":false

il iz 73~f51

RE[: 200

EXKIN o
{
"account_id" : "20210515151018087-2F92-6DBCA6..."
}
RZSET
RSB R
200 BRI
400 ST
EIxf3
52 ERE.

3.1.6.3 HIERN FAMKS

ab
ThREN 4R

BIBRR FRIKS o

BOLR

URI

DELETE /api/v2/tenant/applications/{application_id}/accounts/{account_id}

SCHSRRZS 01 (2024-12-26) WRINERE © ARITERARBIRAE 67



N ARBHHEIRIRSS

APl &%& 3 API
% 3-117 BiZsH
28 BRI SRR ik
application_id | 2 String N HHid,
account_id 2 String MNAKSId,.
BkSH
2 3-118 153K Header 2#{
2H ey SR ik
Authorization | 2 String NIEEIE, {E: Bearer
{access_token}, access_token
Bt “SREUBEEE" EOK
BY,
Nl iz 28
KEB/: 400
7= 3-119 g7 Body %4
28 SR A
error_code String BRI o
error_msg String S EES

iERBI

RN FEidFIN R SidFREE N K S .

DELETE https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts/{account_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...

il iz 73~f51

7
REB
RSB R
204 BRI

NSk 01 (2024-12-26)
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NARBHHEIRIRSS

API % 3 API
K& A
400 SHIH
=0
52 SR

3.1.6.4 EHNFAKSFIE

INEEN4A
EANAKSIFE.
EOLR
"
URI
GET /api/v2/tenant/applications/{application_id}/accounts/{account_id}
£ 3-120 I&128#
¥ =AWk SR U
application_id | 2 String NFHid,
account_id = String MAWKSId.
iBRESH
2 3-121 153K Header 2#{
¥ =AWk SR i
Authorization | 2 String INIEEYE, {&: Bearer
{access_token}, access_token
B “IREUpEERE" #O5K
EY,
R &%

WK&G: 200
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NS EIRIRSS

3 API
% 3-122 IR Body S
2¥ SHE A
id String RN FEK=id o
account_nam | String MRS .
e
account_type | String NS 28,
name String =N
disabled Boolean =52,
org_id String N FANAaId .
roles Array of AtEa,
RolesInfo
objects
extension Object BEMT EBEY.
£ 3-123 RolesInfo
2% SR fHiA
role_id String Beid,
role_code String BEfB,
role_name String BEBER,
privileges Array of BIRES .
Privilegelnfo
objects
2K 3-124 Privilegelnfo
2 S fix
privilege_id String PRID,
privilege_code | String PRS-
privilege_nam | String BPRETR
e
resource_item | Array of REZBESR.
S Resourceltem
objects
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NARBHHEIRIRSS

APl &% 3 API
& 3-125 Resourceltem
BH SR R
item_id String £HID,
item_code String ZBRE,
item_name String ZBEBWR,
item_parentid | String R&HID,
REB: 400
7= 3-126 i Body S
2% SHRE R
error_code String BIRRS .
error_msg String TESES
== —
=R N
RIBER FHidFIN K SidE s EN AR SIFE.
GET https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts/{account_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
Ml iz 73~ 451
R7&89: 200
BRI
"id" : "5C00-C91355BCO",
"account_name" : "example01",
Ilnameﬂ : |I7J_<{§|J1|l’
"account_type" : "BASIC_ACCOUNT",
"org_id" : "20201027162527852-B712-D040F4C71",
"disabled" : false,
"extension" : {
"age" : "18"
I
"roles" : [ {
"role_id" : "20220210090626329-AFAE-EB2862B3A",
"role_code" : "admin",
"role_name" : "EIER",
"privileges" : [ {
"privilege_id" : "20220210135202250-92C8-D89EC88C6",
"privilege_code" : "demo_privilege",
"privilege_name" : ";RGIRER",
"resource_items" : [ {
"item_id" : "20201027161283642-R582-7230F4E84",
"item_code" : "demo_item",
"item_name" : "~FIKB",
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RSP EERIRSS
AP &%

3 API

T

URI

"item_parentid" : null

}]
1]
1]
}

RS R

200 BRI .

400 ST
B2 EIRE,

EE— N ARERULIERIKS IR

GET /api/v2/tenant/applications/{application_id}/accounts

+ 3-127 BRBY
e EEWI%E SR R
application_id | 2 String N FHid,
2K 3-128 Query 2#
e EEWI%E SR R
account_type | & String WSHKE, BEEE, SERAK
S (BASIC_ACCOUNT) , #IJL
K=
( ORPHAN_ACCOUNT) , &
HMKS ( PUBLIC_ACCOUNT) ,
SIS
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N ARBHH EIRIRSS

APl &% 3 API
2H BEWI%E SRR fHR
offset = Integer FEILR,
=/ME: 0
limit 2 Integer BREBE,
=/IME: 10
BA{E: 100
IBREH
& 3-129 i53K Header 3#
2¥ BE W% SRR ik
Authorization | 2 String INIEEYE, {&: Bearer
{access_token}, access_token
B “SREUpEERE" #O5K
HY,
R3S
R&ES: 200
2= 3-130 R Body 2%
2% SR iR
total Long Azl S=F st
accounts Array of N9 F3IER
AccountDetai
L objects
ZE 3-131 AccountDetail
B2H SHE iR
id String N FEK=id
account_nam | String MRS .
e
account_type | String NS 28,
name String =
disabled Boolean EEEH,

MAERRAS 01 (2024-12-26)
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NS EIRIRSS

APlI &% 3 API
2% SR fEA
org_id String Nz FENAEId .
roles Array of BeEs.
Rolesinfo
objects
extension Object BENXT ERE4.
% 3-132 RolesInfo
2% SR ik
role_id String fAtid,
role_code String AeEfE,
role_name String BEZIR,
privileges Array of WIRES
Privilegelnfo
objects
2k 3-133 Privilegelnfo
2 SR A
privilege_id String PRID
privilege_code | String BPRAHS
privilege_nam | String PREZFR
e
resource_item | Array of RREEZEES.
S Resourceltem
objects
2 3-134 Resourceltem
2% SR R
item_id String £HID.
item_code String ZBEMRB.
item_name String ZB&R,
item_parentid | String REHID,
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RN FRSHEERIRSS
AP &%

3 API

R&6G: 400

% 3-135 g Body &%

2H SR iR
error_code String BIRRS .
error_msg String EIRIFE o

iERBl

RIENAIdO NEEN A RIS BNAKSIIR, ROEBERVEI100REE, WF

#1005, NR[ESCRREERIER

GET https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts?

account_type=BASIC_ACCOUNT&offset=0&limit=100

Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...

N Mz 73~ 51

RASE5: 200

15K

{
"total" : 1,

"accounts" : [ {

"id" : "20210621095850460-5A8A-03D94B540",
"account_name" : "Test01",

"account_type" : "BASIC_ACCOUNT",

"name" : "Example01",
"disabled" : false,

"org_id" : "20210621095942194-560B-57E3CC...",
"extension" : { }

H
}
IREED
KB | R
200 BRI
400 ST .
tEIRAY

52 EIRB .

NSk 01 (2024-12-26)
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N RSP EERIRSS
AP &%

3 API

3.1.6.6 BAAMAKS
TIREN 4R

FERRAKS .
EOL0R

%
URI

IBREH

RS &

PUT /api/v2/tenant/applications/{application_id}/accounts/{account_id}/enable

% 3-136 BRIZS#

2% BEWI%E SRR ik
application_id | 2 String N Hid,
account_id 2 String N AKSId,.
2 3-137 153K Header 2%{
B8H B WI% SRR ik
Authorization | 2 String INIEESE, {E: Bearer
{access_token}, access_token
Big “FREUBEER" O
HY,
R&ES: 200
2 3-138 i Body 2%
8% SHEE fiik
account_id String NS,

KEB/: 400

NSk 01 (2024-12-26)
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NARBHHEIRIRSS

APl &% 3 API
7= 3-139 lghZ Body %4
S8 SR A
error_code String BIRRS .
error_msg String IESE N
=Rl

RN RidAN AR SidEREENAKS .

PUT https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts/{account_id}/enable

Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...

il iz 73~ 451

WR&E: 200

BXRIN.
{
"account_id" : "20210515151018087-2F92-6DBCA6..."
}
REED
RSB R
200 BRI
400 ST .
S
52 EIRB.
3.1.6.7 ZFRNAKS
ThEEN 4R
ZHEMNAKS,

BOYR

URI

PUT /api/v2/tenant/applications/{application_id}/accounts/{account_id}/disable

NSk 01 (2024-12-26)
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N ARBHHEIRIRSS

APl &% 3 API
&+ 3-140 IERBH
2% =A%k SR RER
application_id | 2 String N HHid,
account_id = String M AMKSId,
IBRESH
& 3-141 153K Header 3#
B8H =Rk SR R
Authorization | £ String INIEEYE, {&: Bearer
{access_token}, access_token
B “IREUBIEER" #O3K
BY,
=S
R&ES: 200
& 3-142 Kz Body %
B2Y e el RR
account_id String N FEKSId,
K& 400
& 3-143 @K Body £#{
e SHRT RhR
error_code String HEIRRS .
error_msg String SEES

iERBI

HRIERN FBidFIN K SidZEREENAKS

PUT https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts/{account_id}/disable

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

NSk 01 (2024-12-26)
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NABHHEIRIRSS

APl &% 3 API
M iz 7~ A5
K& 200
15K -
i "account_id" : "20210515151018087-2F92-6DBCA6..."
}
RS
RSB iR
200 BRI
400 ST
HELE]
BESIEIRB.
3.1.7 A eEE
3.1.7.1 FFIERBANAE
IheeNA
BN BNAEE.
EOLR
7
URI
POST /api/v2/tenant/applications/{application_id}/role
x 3-144 BR1ZBH
B8H B W% SR ik
application_id | 2 String NFHid,
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RN FRSHEERIRSS
AP &% 3 AP

IERSH

Z 3-145 153K Header 2%

e BEWYI% SR HhR
Content-Type | 2 String ZFERABIEA “application/

json;charset=utf8” ,

Authorization | 2 String INIEESE, {E: Bearer
{access_token}, access_token
B “SREUBEERE" #O5K

B,

7= 3-146 153k Body &4{

S =AW SHER U

code 2 String Refsn, NBERE—,
RAKE: 50

name & String BEAMR,
BRAKE: 32

il Rz 228
KEE: 200
% 3-147 IR Body &%§
S SR R
role_id String fateid,
RS 400
& 3-148 gL Body &%
2% SR iR
error_code String BIRRS .
error_msg String FEES
=Rl

RIENAidIEN AlHAeE, AefiEmadminl ABRIRAEIER,
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NABHHEIRIRSS

APl &%& 3 API
POST https://{domain_name}/api/v2/tenant/applications/{application_id}/role
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
{
"code": "admin1",
"name": "EIER1"
}
I 7~ 5
RSB/ 200
fAtaid,
{
"role_id" : "20220420140745089-23E4-DFF0A1900"
}
RS
RS A
200 fAtid,
400 TBREML
xS
B2 WE=RB.
3.1.7.2 B FANIABER
INEEN4A
BN ANHEEES.
URI
PUT /api/v2/tenant/applications/{application_id}/role/{role_id}
% 3-149 [BR38H
2H BE W% SR fHR
role_id = String Beid,
application_id | @ String NZFHid,
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N ARBHHEIRIRSS

APl &% 3 API
BRSH
2 3-150 i53K Header 3#
S BEwik SR ik
Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,
Authorization | 2 String NIEEIE, {8: Bearer
{access_token}, access_token
BT “SREUBEEE" EOK
BY,
% 3-151 153K Body &%
2¥ =AWk SR R
name 2 String N ABMIRERIR

MRz S4L
RSHG: 200

Z 3-152 g Body ¥

B8¥ SHEE g
role_id String ftaid,
KE/: 400
Z 3-153 l[Ii; Body 2%
84 SHRT R
error_code String BIRRS .
error_msg String FEES

5K

RIEN AidFAeidEZNBNAE, EXARRIRAEER2,

PUT https://{domain_name}/api/v2/tenant/applications/{application_id}/role/{role_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

NSk 01 (2024-12-26)
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RN FRSHHEERIRSS
AP &% 3 AP

{
unameu: "%EEEZ"

}

N Rz73~51
REB: 200
15K -
i "role_id" : "20220420140745089-23E4-DFFOA1900"
}
RS
REB ik
200 BRI
400 BREM
BI=g
B2 EIRE .
3.1.7.3 MR FAMIG &
INEENA
MR M E .
URI

DELETE /api/v2/tenant/applications/{application_id}/role/{role_id}

% 3-154 IR1R2¥

8% BE W% SRR ik
role_id = String Aeid,
application_id | @ String NFHid,
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RN FRSHEERIRSS
AP &%

3 API

IERSH

2 3-155 i53K Header 2#

e EEWI%E SR R
Authorization | 2 String INIEEYE, {&: Bearer

{access_token}, access_token
B “REUBEER EOK
BY,

N Rz S4L

RZSES: 400

R 3-156 i Body 2%

2 SR R
error_code String BIRRS .
error_msg String HEE

iERBI

RIEN ARidA A eidiifFEENBNEE .

DELETE https://{domain_name}/api/v2/tenant/applications/{application_id}/role/{role_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

N Rz~

7
REB
RS it
200 BRI
400 BREM
== E3
B2 NEI=RE.

NSk 01 (2024-12-26)
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N FRSHHEERIRSS
AP &%

3 API

3.1.7.4 AN FANIGESIFE

ThEEN A

URI

IERSH

N R SEL

EANANEEFS.

GET /api/v2/tenant/applications/{application_id}/role/{role_id}

% 3-157 IB1R&¥

2% =AU SR ik
application_id | 2 String N HHid,
role_id =2 String Atid,
% 3-158 i53K Header 2%{
S ERYIE SR R
Authorization | 2 String INIEESE, {E: Bearer
{access_token}, access_token
B “IREUHIEERE" BEO5K
B,
R&MB: 200
% 3-159 g Body £#
2 SR R
id String feid
code String fAtacode
name String = =Rz
createdAt String ClEEATE
updatedAt String (EZ=CRlE]

W&G: 400

NSk 01 (2024-12-26)
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N RSHHEERIRSS
AP &% 3 AP

2 3-160 i Body £2%{

8% SHEE fik
error_code String eI E=
error_msg String FEES

1=
IRIENBidfIAeidEmisENANAeFS.
GET https://{domain_name}/api/v2/tenant/applications/{application_id}/role/{role_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

) vzat]l
RE&ES: 200
BRA.

{
"id" : "20220210090626329-AFAE-EB2862B3A",
"code" : "admin",
unameu : "%IEJ'E‘\",
"createdAt" : "2022-02-10 09:06:26.333",
"updatedAt" : "2022-02-10 09:06:26.333"

}
KT
RS it
200 BRI .
400 BREM
ZESE
52 LEIRB.

3.1.7.5 BiENANAESIER

ab
ThEEN 4B

EENANResIE.

URI

GET /api/v2/tenant/applications/{application_id}/role-list
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NABHHEIRIRSS

APl &% 3 API
* 3-161 I822H
84 =AWk SHERR faR
application_id | 2 String N FHid,
2 3-162 Query 2#
B8H =AWk SR R
offset S Integer FILR,
limit = Integer BRBILE,
&=/JME: 10
B&A{E: 100
IBRSH
Z 3-163 53K Header 2#
2% =AWk SR ik
Content-Type | @ String ZFEARABIEN “application/
json;charset=utf8” ,
Authorization | 2 String INIEESE, {8: Bearer
{access_token}, access_token
BT “REUBRER #OK
HY,
)R-
RESHB: 200
% 3-164 Ik Body 2#
2H SRR iR
total Integer S e
offset Integer =Y
limit Integer BRBIOE
roles Array of RAeERES
RolelnfoResu
It objects

MAERRAS 01 (2024-12-26)
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N RSHHEERIRSS
AP &%

3 API

iERpI

N Rz~

2£ 3-165 RolelnfoResult

2% SR fHiA
id String fAtid
code String fAtcode
name String BB
createdAt String BUEERTE)
updatedAt String EcsAdiE)
REM: 400
7 3-166 N Body S
2 SR A
error_code String BIRRS .
error_msg String IESE N

RIENAIdS RERNBNARSIER, ROENERIBI05E, WAHI05E, WikM

SCRREERIER

GET https://{domain_name}/api/v2/tenant/applications/{application_id}/role-list?offset=0&Llimit=10

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

WRERS: 200
BRI

{
"total" : 3,
"offset" : 0,
"limit" : 10,
"roles" : [ {

"id" : "20220415170305200-EF22-C2404E358",

"code" : "role1",
"name" : "role1",

"createdAt" : "2022-04-15 17:03:05.200",

"updatedAt" : null

"id" : "20220415170305223-7193-A01122B37",

"code" : "role2",
"name" : "role2",

"createdAt" : "2022-04-15 17:03:05.223",

"updatedAt" : null

"id" : "20220420144449385-C66D-E8C1D1D79",

"code" : "admin",

NSk 01 (2024-12-26)
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NABHHEIRIRSS

APl &%& 3 API
"name" : "EIER",
"createdAt" : "2022-04-20 14:44:49.385",
"updatedAt" : null
11
}
RS
RSB g
200 BRI
400 TBREML
xS

52 ARG

3.1.7.6 FIENFANIHEGEKRT

ThEEN 4B
BN BNAEKRR .
URI
POST /api/v2/tenant/applications/{application_id}/role-member
+ 3-167 IBRBH
e B WI%E SR R
application_id | @ String N FHid,
iERSH
2 3-168 i53K Header 2#
2% BEWYI% SR R
Content-Type | & String ZFERARBIESA “application/
json;charset=utf8” ,
Authorization | 2 String INIEEYE, {E: Bearer
{access_token}, access_token
Big “SREUpEER" O
HY,
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N RBHHEIRIRSS

APl &%& 3 API
% 3-169 153k Body &%{
¥ =A% SHLR R
role_id = String Atid,
account_lds = Array of MNAKSIdES, mA50%,
strings
Il iz 228
R&HE: 200
7= 3-170 IR Body &%§
2% SR R
success_list Array of FIh%IZE
strings
fail_list Array of e WCIES
strings
R&G: 400
% 3-171 IR Body &%
S SHERR R
error_code String BIRRS .
error_msg String EIRIF B
=Rl
RIEN AidFREN BANIBEKRR, Atid/920220420144449385-C66D-
ESC1D1D79, MAAKSIdES [ "20220415171558023-84A4-ED5C390B8",
"20220414163425614-2FD6-CA9B208BE" ],
POST https://{domain_name}/api/v2/tenant/applications/{application_id}/role-member
{
"role_id" : "20220420144449385-C66D-E8C1D1D79",
"account_lds" : [ "20220415171558023-84A4-ED5C390B8", "20220414163425614-2FD6-CA9B208BE" |
}
N Mz 73~ 51

RS 200

N AKSidII&E
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NABHHEIRIRSS

AP| &% 3 API
{
"success_list" : [ "20220415171558023-84A4-ED5C390B8", "20220414163425614-2FD6-CA9B208BE" ],
"fail_list" : [ ]
}
RS
REEE R
200 NAKSidYIZE.,
400 BREM
S
52 LEIRB.

3.1.7.7 MR FAMIAE K S

IhEeN4A
BRI B SRR .
URI
DELETE /api/v2/tenant/applications/{application_id}/role-member
*3-172 BRBH
24 BEWYIE SRR R
application_id | @ String N FHid,
IBREH
2 3-173 i53K Header ¥
8% EE W% SR R
Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,
Authorization | 2 String INIEESE, {E: Bearer
{access_token}, access_token
Big “SREUAEER" O
HY,
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NARBHHEIRIRSS

APl &%& 3 API
% 3-174 153k Body £4{
2% =Rk SR A
role id =2 String Atid.
account_lds = Array of NAKSIdES, mA505%,
strings
R S &
R7&HE: 200
7= 3-175 iz Body %4
2 SR R
success_list Array of IRAULIES
strings
fail_list Array of ESvellES
strings
RS 400
% 3-176 IR Body &%
SH SR R
error_code String BIRRS .
error_msg String FEES
=Rl
RIER iR BAERR, MBNAEIdH20220420144449385-C66D-
E8C1D1D79, RAMEIdES9["20220415171558023-84A4-ED5C390B8",
"20220414163425614-2FD6-CA9B208BE"] »
DELETE https://{domain_name}/api/v2/tenant/applications/{application_id}/role-member
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
{
"role_id": "20220420144449385-C66D-E8C1D1D79",
"account_lds": [
"20220415171558023-84A4-ED5C390B8",
"20220414163425614-2FD6-CA9B208BE"
1
}
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N ARBHDEIRIRSS

APl &%& 3 API
M Rz~
RS/ 200
NAAWSidyIZ .,
{
"success_list" : [ "20220415171558023-84A4-ED5C390B8", "20220414163425614-2FD6-CA9B208BE" ],
"fail_list" : []
}
RS
RS A
200 N FBKSidFIE.
400 BEREY .
TS
B2 IEIRB.
3.1.7.8 EiANBNIAEKRRSIZE
INRENA
EGNBENHEeRRTIZE.
URI
GET /api/v2/tenant/applications/{application_id}/role-member-list/{role_id}
%E 3-177 BiZSH
2% =A%k SR A
application_id | 2 String N HHid,
role_id =2 String Atid,
BREH
2 3-178 153K Header 2#{
¥ =AWk SR i)
Content-Type | @ String ZFEARABIEN “application/
json;charset=utf8” ,
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N ARBHH EIRIRSS

APl &% 3 API
2% BEWI%E SRR ik
Authorization | 2 String INIEESE, {E: Bearer

{access_token}, access_token
B “SREUAAER" EOK

B,
% 3-179 iE3k Body &%
8% ERWIE SRR faR
offset 2 Integer FEILR,
=/ME: 0
limit 2 Integer BRBILE,
=/IME: 10
BXE: 100
N R E&E
RE&ES: 200
7 3-180 WKL Body &%
¥ SHEE T
total Integer RE
offset Integer EJLI
limit Integer =D DS
role_members | Array of BERREERES
RoleMemberl
nfo objects

2 3-181 RoleMemberinfo

8% SRR fHiR

id String N FAKSid
account_nam | String R FERSA

e

name String Rz A S A FR
org_id String Rz FBHAgid
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N RSP EERIRSS
AP &%

BRI

il iz 73~ 451

3 API
2H SRR iR
disabled Boolean =2
account_type | String Rz AR = 258
extension Object BHEMY EREMY

KEB/: 400

% 3-182 g Body ¥

S8 SHERR A
error_code String HIRRS o
error_msg String EIRFR.

RIENARidIIAeido NEgNANARRRYIR, REIERERET05FEE, WARH

1

GET https://{domain_name}/api/v2/tenant/applications/{application_id}/role-member-list/{role_id}

0%, MREISEFREERER

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

{

}

"offset": "0",
"limit": 9] O",

W&G: 200
BRI

{

"total" : 1,
"offset" : O,
"limit" : 10,
"role_members" : [ {
"id" : "20220210090626329-AFAE-EB2862B3A",
"account_name" : "adminAcc",
"account_type" : "1",
"name" : "EIER",
"org_id" : "20220210135202250-92C8-D89EC88C6",
"disabled" : false,
"extension" : null

]
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N ARBHHEIRIRSS

AP| & 3 API
KD
REEE it
200 BRI
400 BREM
pEis)
52 ERB.

3.2 FHFPEEO
3.2.1 WMaliEH API

3.2.1.1 HiEiEK

HUIRRSR

5K URI

ATNBAPIERIVER, FLUBREOneAccessERELZEOFH “ARIEBER"
7BIEBRANENERAPI, AFREERER, EEFANINISREIAFRsession_token,
A RARREAFERS

BAAPIR], FERENEEREONeAccessEIR| IR FERINNAEREE S
Clientld, FILAERBAPISCEIfEX3EOTh8E,

OneAccessiE>KURIFRIN &R 4B R o
{URI-scheme} :// {domain_name} / {resource-path}

REBKURIBEEFKERLP, (EXRSHESHIEREHERBNEREEHEME

BE, AL EIHR

e URI-scheme: FRRAFTEEIEKRIMNY, HRIFTEAPITIREHTTPSHMNY

e domain_name: {FH0OneAccessiRFZAPIZE(FRBFIAIONE, KBS EES
DERENAFAIEES .

e resource-path: ZFEIZR, EIAPLAAIEER ., MEIRAPIFIURIEEIRIREY, 4140
“FPZZEEZR" APIRresource-pathy “/api/v2/sdk/login”

BN EEHFEVA B OEZ S “abcdefg.huaweioneaccess.com” BISLAIRY
session_token, MIFEERAFIAEESZ “abcdefg.huaweioneaccess.com” , H7EHMH
PEFRBERAIURIEDS HEresource-path ( /api/v2/sdk/login) , FHEEERINTA
o

https://abcdefg.huaweioneaccess.com/api/v2/sdk/login

SCHSRRZS 01 (2024-12-26) WRINERE © ARITERARBIRAE 9%


https://support.huaweicloud.com/intl/zh-cn/usermanual-oneaccess/oneaccess_03_0074.html

RSO EIRRSS
APl &% 3 API

3-2 URI REE

https://abcdefg.huaweioneaccess.comyapi/v2/sdk/login

T | T

URI-scheme Domain_name resource-path

(RARY:
HNEEHE, EENEMKAPIRIURIEES, RésHresource-path3lsy, FiGiBERA EEE—IT,
X2EAIURI-scheme&BZHTTPS, fdomain_namefE@—/NLHIBHER, FrLAESRIISIXE
HOEK.

BXRGE

HTTPiEKGE (BIRAIRESaNE ) , BERRSEEEERMTAERRE,

e GET: BKIRFBFREPEEZR

e PUT: BKIRZBERFIIEERIE

e POST: 53KIRSZZEFIE IR TITIRIRIE

e DELETE: EKIRSZZEMIRIEERIR, WMPRIHRE.

e HEAD: 153KIRSZEERIELED,

e PATCH: i%}?ﬂﬁ%%%%?ﬁﬁi)ﬁﬁﬁﬂﬁmﬁo YEBREAFERRHE, PATCHRJRES
ERBE— SR,

ERFZEBERURIERD, BAILUBRHEIBRGER “POST” , NHEERNA:

POST https://abcdefg.huaweioneaccess.com/api/v2/sdk/login

ERHE L

Eﬁbﬂifx‘%&?ﬂ, NFEERIURIFIHTTPISEFTERRIFER . HIRIFFAgent(ER, A
TRF o

FANBABERERLFRIESN&R3-183,

% 3-183 BAHIBKBEEL

ZR fEiA =8 | =l

Whi%E
X-operating- | JERABGRIERSZIR | 2 Android 10
sys-version o
X-device- RABREEEN. b~ 156aysdna213sc50
fingerprint
X-device-ip BARAIP, B 10.10.10.1
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N RBHH EIRIRSS

APl &% 3 API
ZR ik =28 | =l
WHisk
X-agent FHFAgentiZ 8., =2 Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML, like
Gecko) Version/4.0 Chrome/
80.0.3987.99 Mobile Safari/537.36
X-L EfrMtiESiRE. B zh
X-client-id RNFtRIR, N | 2 DRrYlgauawNOI8myTMoDTPys6ez
FfE2EchY GZxnm
Clientld,
X-tenant-id FEFid, ISVRZFIE “® 08f770f51f80d2f40f38c00cb199fd
FAN 9518 o 20
X-signature BEE=EE, BFH | & D0JeOUuVqU8IxvloxrmewQRk4Au
MTAEPERIKE, GZrtk1RfBxueNKUrNPpgSbXrYnzw
EFBEEOFE,
aI&E BRI
BA, WiEnas
Zsession tokens
2o

MTFAFRRERERED, HMNLERLEIERIN TR,

POST https://abcdefg.huaweioneaccess.com/api/v2/sdk/login

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

IERIERA (Fik)

IEKHEARBEELUEMUEIL (UISONSKXML ) &, EERIFRBERLZINIAN
Bo. AeRKHEREPRNSESIPY, WHRXFFURAUTE-845D

FMEONBRERRRBTE, ATESNEOSHTEGERERMAE (HEHEAE
?22;:-?‘) , GET. DELETEFEERIZOMATEEREF, BRFEFASTTERRIER
AEOME

MFHRZZFREFEL, SLNEONEKRE D BRIFFZINERSHNSEIR
B, BERAIINGRNEKRIN TR, IMHENRMGRFEEREERELIMEES, B
UserName AR, PassWordIZH3,

POST https://abcdefg.huaweioneaccess.com/api/v2/sdk/login

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
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R FRSHHEERIRSS
AP &% 3 AP

(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36
X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{

"user_name": "UserName",
"password": " PassWord'

}

A, XMEKREENARATHER T, EALUFERACcurl. Postmang{BiZRmEILE
FRAXRBEKREBAP, JFHARFZBERED, REIRYIGLE SRS
“session_token” FREREINAVEIE, B T session_tokenZf5, EEtrlLAARIREN
BREEE,

3.2.1.2 iIR[O4R
KEB
EREEIE, BAKEINN, SERAE. MHRHEELFEEME,

ISR —HNTDXEISXAIEFARD, IREBRR T BERIDEAPRTE
MTFAFRSEREREN, NREARRBIRENAZEA “2007 , NRRBERHI.

IRGEESk (Bl )
MSROEKRBEEL, IMNEFEBEEESL, a1 “Content-type” .

IBRERME (RIS )
IIRTH BB SIS (MUSONSIXML) R[], (ERERRIMRTHE L2 MR

Bo
WFARPEEREREO, RENT™EEMR.
{

"session_token" : "bts 2VO0",

"expire" : 604800,
"status" : "SUCCESS"

}
LSEOERLEN, SREEIRBRERESIRE, BHRMAAIBodyAENaI AT
o
{
"error_code": "LOGIN.0002",
"error_msg": "Invalid account name or password. Remaining attempts: 8."
}

s

Hrh, error_codeR/REEIRZEEY, error_msgRRBIREIAEE .

3.2.2 &%EO

3.2.2.1 FRERARSS2ERTIE]

ThRENA

SRENARSS 2=AT1E] .
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MRS EIRIRSS

API &% 3 API
URI
GET /api/v2/sdk/server-date
IBRESH
2K 3-184 i53K Header 2H
B8H =% SR R
X-operating- | 2 String ERBGERERFMRA, Flan:
sys-version Android 10,
X-device- 2 String BARBIREEN, flun:
fingerprint 156aysdna213sc50,
X-device-ip & String AP, #a0: 10.10.10.1,
X-agent 2 String FIFAgentE &, #a0:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
X-L B String BTFERMLESIRE, flin:
zh,
X-client-id 2 String MABRR, MRS ERY
Clientld,
X-tenant-id & String FAPid, ISVRZEBERN A
1H, FER{domain_name}i
B ISViE FBie 3
{common_domain}, &K
Header&#PEEIEEXIMFH
PH9tenant_id, FFiEX-client-id
¥aRkISVIZ FBERAIClient_id o
D)VES58
RZ&D: 200
7= 3-185 i Body %4
e SHRT RhR
timestamp String RS iRATIEE, .
RSB/ 400
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N ARBHHEIRIRSS

APl & 3 API
7= 3-186 Nghi Body %4
S8 SR A
error_code String LI
error_msg String SIESE N
=Rl

IRENBRSS2EATIE) . IEKLECEIRRS RS HAndroid 10, ABBIRSEIELN
156aysdna213sac, EFEAIp/910.10.10.1, RNFARRAEMN RS S ECAICLentld,

GET https://{domain_name}/api/v2/sdk/server-date

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1
X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

N Mz 73~

WK&G: 200

ERIN o
' "timestamp" : "1628496895102"
}
KEE
RS R
200 BKEIN .
400 ST
== ED
52 EIRB.
3.2.2.2 3KEN.N%H

ThRENA

IREVAEE, AT ERARSHEON, MSRMESREITNZERE (BT NRREREN

»iA, BER

_/|\)o
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MRS EIRIRSS

API &% 3 API
URI
GET /api/v2/sdk/public-key
IBRESH
K 3-187 153K Header 2H
B8H =% SR R
X-operating- | 2 String ERBGERERFMRA, Flan:
sys-version Android 10,
X-device- 2 String BARBIREEN, flun:
fingerprint 156aysdna213sc50,
X-device-ip & String AP, #a0: 10.10.10.1,
X-agent 2 String FIFAgentE &, #a0:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
X-L B String BTFERMLESIRE, flin:
zh,
X-client-id 2 String MABRR, MRS ERY
Clientld,
X-tenant-id & String FAPid, ISVRZEBERN A
1H, FER{domain_name}i
B ISViE FBie 3
{common_domain}, &K
Header&#PEEIEEXIMFH
PH9tenant_id, FFiEX-client-id
¥aRkISVIZ FBERAIClient_id o
D)VES58
RZ&D: 200
7= 3-188 g Body %4
e SHRT RhR
public_key String N AA
RE&ES: 400
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MRS EIRIRSS

APl &%

3 API

BRI

e Rz 7~

N

HEIRES

3.2.3 378

2 3-189 i Body 2%

2H SHE iR
error_code String 2=,
error_msg String HIRIFE

SRENINZEANEE . 15Kk ECEERS RS AANdroid 10, EAREIRSEIENCH
156aysdna213sac, JEAFip/910.10.10.1, RFFRIEJ0FEMA AT ECRIClientld,

GET https://{domain_name}/api/v2/sdk/public-key

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

W&G: 200
BRI

"public_key" : "----- BEGIN PUBLIC KEY-----
\nMIIBIjANBgkghkiGOWOBAQEFAAOCAQS8AMIIBCgKCAQEAibkfoOk5yU8ZEt6D5RI6\nmNGGIGKyl1dO237iEUtl
ttf48YUBMrruAvINc68cT5hwHoQdZDAXq6YaK6j+QkmD\nOr/
wl5qULlrgrS5jMsyx80bWMkkIDmnV8WJWVIgmaEu1XJUTOIinOIXHDwQtougP+
\ng6Ai0gQC395QESR5t9WKCGIFMoWuEesCj1K8YUWS3ISBojiz+vCYQSdyOxTOC3uWz\nxds4mDe4qeX+9wSH
+XgFPCu/YpufNz+1iSBtALvpOGORT+zkPpt+0c7zvEpy+pgi\nsx0/
aV5vA65481ZCYZR3gzG4xthVuS00022UGdr5RNy6Sxvolrx09JG2RvhdWsxW\n7wIDAQAB\n----- END PUBLIC
KEY----- "

RESES 1k

200 BRI
400 ST .

B2 IEIRE
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N RSHHEERIRSS
AP &%

3 API

3.2.3.1 ERFN SHESICUED

ThEEN B
FRFHNSTEEIERFM .
URI
POST /api/v2/sdk/register/mobile-verify-code
IBREH
% 3-190 53K Header 2%{
2% BEWI%E SRR ik
Content-Type | 2 String ZFEBARIES “application/
json;charset=utf8” ,
X-operating- | 2 String BRBIRERFMRA, flan:
sys-version Android 10,
X-device- 2 String BRBIREEN, BHlan:
fingerprint 156aysdna213sc50,
X-device-ip & String J@EAIP, fa0: 10.10.10.1,
X-agent = String BARFAgentEE, f5/a0:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
X-L S String BFERMGESIRE, flun:
zh,
X-client-id 2 String MNMABRR, FMNEESERY
Clientld,
X-tenant-id S String fERid, ISVRIFBVERN A
1, EEI¥{domain_name}if
FXISViE &
{common_domain}, &K
Header& ¥R EIEEXTNFE
PHJtenant_id, F4&X-client-id
¥RY ISV P& R AYclient_id .
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N ARBHHEIRIRSS

APl &%& 3 API

7 3-191 iE3Kk Body &%

2¥ AUk SR R

user_name & String |=2) SE

name & String "2,

mobile = String FiN3.

verify_code 2 String BSOS,

email & String HRFE o

pwd & String =8,

head_img S String L&, EEERRurlitbiit,
attr_gender & String %50,

WaE:

e unknown: {R%

e male: B%

o female: Itk
attr_birthday | & String 4 H, =X yyyy-MM-dd,
attr_nick_nam | & String ARFR o
e
first_name & String B=F,
middle_name | & String FEg .
last_name & String M,
extension & Object HEXT EBEM.

IR SEL
R&B: 200
7 3-192 NN Body S
2% SR fik
status String IR[EIGER
ESIER
e SUCCESS: RN
e ACCESS _DENIED: iE#ifia)
expire Integer session_tokenBHE, B, BEBWEIE
Hsession_tokenzxHXticket
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N FRBHHEIRIRSS

APl &% 3 API
28 SR A
session_token | String FBPsession_token, AJ{FAiZtokeniAHERE
FIZEOFKEsso_ticket, E@idsso_ticketB] LAFKEY
BRER.
id_token String AELFE—NIWT Token, B8ETHFEMHE
2, BA2NIBER, FAhcE.

i5RHl

WK&6G: 400

2 3-193 g Body 2%

2 SRR iR
error_code String 2=,
error_msg String IESE Y

FERFNSFREEIERSFEMAR . AP&Hzhangsan, W&R5K=, FHSH
12345678901, %2{ZI0iEE581234, HBFE/912345678901@example.com, ZR3/9
Q3 , HENY BFEREMEN18,

POST https://{domain_name}/api/v2/sdk/register/mobile-verify-code

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{

"mobile": "12345678901",
"verify_code": "1234",

"email": "12345678901@example.com",
"de": "Q******3"'

https://thirdwx.qlogo.cn/mmopen/vi_32/
QOj4ATWGTTIQ8QOTSN3y4cYHLIMC3sv6RCBmeMkxtOog47Zr3v2Afbqc2bmPOWibUIUskX39eJU",

"attr_birthday": "2022-02-17",
"attr_nick_name": "§Kk=",

"extension": {
"age": "18"
}
}
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NS EIRIRSS

APl &% 3 API
M 73~ 51

REB: 200

BRI

{

"status" : "SUCCESS",
"expire" : 43200,
"session_token" : "LGT***r** sqa"

}

REEL
RSB 0%
200 BRI
400 ST
RIS
B2 EIRE .
3.2.4 I8UFRS

3.2.5 EFEH
3.2.6 XK S

3.2.6.1 HXKSEZHEFIS

IhEeN4a

AERIPEENMERIEZER XA ANERN, BTFHRXKSHEFINSIRE.
URI

POST /api/v2/sdk/social/bind
BREH

2% 3-194 153K Header &

2¥ =EWI% SR HEid
Content-Type | @ String ZFEARABIEN “application/

json;charset=utf8” ,
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R FRSHHEERIRSS
APl &%

N Rz S4L

3 AP

2% BEWI%E SRR ik

X-operating- | 2 String ARDIRIERZMRA, BIan:

sys-version Android 10,

X-device- 2 String BARRREEN, Fan:

fingerprint 156aysdna213sc50,

X-device-ip & String iBF7IP, flgn: 10.10.10.1,

X-agent = String FAFAgent(E&8, f5a0:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L B String BTFERMLESIRE, filin:
zh,

X-client-id 2 String MARR, N EESERY
Clientld,

X-state-token | 2 String IEAT<ShE . HINIERECE REIE
BY, BFHXWKS4EFISE
E, BEENIINAY
state_token, #BERKINIREF
Psession_token, #BELMIR
EPSLESH

X-tenant-id S String fEPid, ISVRIFBVERN A
1, EE¥{domain_name}if
FXISViE &
{common_domain}, &K
Header& ¥ HEEISEXINFE
PHJtenant_id, F4EX-client-id
1R ISV R FBiEIRAclient_id

7 3-195 153K Body £%{

2% BEWI% SRR R

mobile 2 String BEWISIEBAIFENS .

verify_code = String EUWEIRYEIIERS .

RE[: 200

MAERRAS 01 (2024-12-26)
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MRS EIRIRSS

APl &%& 3 API
7= 3-196 IR Body &%
¥ SR iR
status String EFRIEREIRE, RBISUCCESSERERMK
I,
session_token | String PP session_token, B{ERiZtokeniERELAE
FiE3RBEYsso_ticket, Bidsso_ticketRJLAFKEN
BRER.
id_token String AELEZE—NWT Token, B8 THRFBHDE
B, BA2ZNIER, HFhCE,
expire Integer session_tokenBXHA, BfIAF, BREINALL
{$f8session_tokenZkEXticket,
RS 400
& 3-197 K Body £#{
S SRR R
error_code String 2=,
error_msg String SAEE
BRI

N Rz~

HRKSERBEFINS . FEFHS12345678901, EWEFIRIIRIERS 123456,

POST https://{domain_name}/api/v2/sdk/social/bind

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac
X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-state-token: eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9...
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"mobile": "12345678901",

"verify_code": "123456"
}

W&E: 200
BRI
{

"session_token" : "bts******2VQ",
"expire" : 604800,

NSk 01 (2024-12-26)
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RN FRSHEERIRSS
APl &% 3 API

"status" : "SUCCESS"
}

KD
RS it
200 BRI
400 ST .
e

iESEIRE .

3.2.6.2 HRXKSEMHIBEFIS

INREN4A
AERIFPEEMNMERIEER BRI ERSEMAT, BT RS EMHAFES
EFNSERE.

URI
POST /api/v2/sdk/social/register-bind

=P

2 3-198 153K Header 2#{

e EE W% SR R

Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8”

X-operating- | 2 String BB IRIERGMRA, BIan:

sys-version Android 10,

X-device- 2 String BRBREEN, Fln:

fingerprint 156aysdna213sc50,

X-device-ip B String AARIP, #la0: 10.10.10.1,

X-agent = String HFAgent(E8, #un:

Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
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NS EIRIRSS

APl &% 3 API
28 BBk SRR ik
X-L B String BTFERMLESIRE, flin:
zh,
X-client-id 2 String MABRR, N EESERY
Clientld,
X-state-token | 2 String IEATShE . XINEREE SE
BY, AFHXKESHMEFISE
18, EZEAXINAY
state_token, #PEFINE[EIE
Fisession_token, #FELMUIR
EEINESH
X-tenant-id & String FEFid, ISVRZ RN
H, HFER{domain_name}i
BISViE ARiEE
{common_domain}, &K
Header&# B EISEXTMNFE
PHJtenant_id, FiEX-client-id
1AR% ISV F3fERAYclient_id o
Z 3-199 i53K Body 2%
S8 =Bk SRR A
mobile = String FEIUERBRIFNS .
verify_code = String FIEIRYIGIERT
il Rz 2%
RSB 200
%= 3-200 IR Body &%
2 SR iR
status String BRNEIRSIRR, IREISUCCESSERINE R
I8,
session_token | String FBRPsession_token, AJ{FMAiZtokeniAHRERE
FiE[3KBEsso_ticket, i@idsso_ticketRJ LAFKEN
BRER.
id_token String AELE—NIWT Token, B8 THFREHE
B, BA2NEER, HFiE,
expire Integer session_tokenBEHA, B AF, BREAAAILL
{§session_token3xEXticket,
X H5hRA 01 (2024-12-26) IRIERE © EATITERARBIRAT 1M




RN FRSHEERIRSS
AP &%

3 API

R&6G: 400

7k 3-201 g Body %4

28 SR A
error_code String LI
error_msg String HiRIFE.

i5RHl

HRESEMHBEFIS . FH1S5/912345678901, WEIRIIIIEFS /123456,

POST https://{domain_name}/api/v2/sdk/social/register-bind

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac
X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh
X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-state-token: eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCJO...

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"mobile": "12345678901",
"verify_code": "123456"

}

N Rz 73~/
REB/: 200
BEREIN
{

"session_token" : "bts******2yQ",
"expire" : 604800,
"status" : "SUCCESS"

}
R

RSB 0%

200 BRI

400 ST
BI=

52 5= .
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RSP EERIRSS
AP &%

3 API

3.2.6.3 SREXAF ESPERIL RIS TIZR

TORENA

IREVFF E4BERIH RIS IR

URI

GET /api/v2/sdk/social

IBREH

2 3-202 153K Header &3

SH

AW

sz:

SHERE

%

X-operating-
sys-version

=
=

String

BRBIRERSIRA, Bla0:
Android 10,

X-device-
fingerprint

ali

String

EREIREREY, Ban:
156aysdna213sc50,

X-device-ip

String

VERAIP, FIg0: 10.10.10.1,

X-agent

fD | O

String

FAFAgentfE8., fIuN:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L

iy

String

BFEmRMCESIRE, Flun:
zh,

X-client-id

i

String

MNAFRR, EMNAEESERY
Clientld,

X-signature

Fali

String

INEEWES
session_token=xxx&timestamp
=xxx&nonce=xxx, H:
session_token ASIFEIE,
timestampZR/R=BIRTE)EL,
nonceX S BIAYBIELAY1 613
#, IS SIRSANIANNZE
HaIRTiaELnTiE AIRENAR 33 25 AT
B OREN, NN~ $ATTERR
ENA$BIZEOSREN

NSk 01 (2024-12-26)
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MRS EIRIRSS

API &% 3 API
2H BRWIE SR fHR
X-tenant-id &= String FEFid, ISVRZAIEREN
1H, F248{domain_name}t
BRISViEB =
{common_domain}, &K
Header&#PEEIEEXIMFH
Fitenant_id, FigX-client-id
RRkISVIZ FBERAIClient_id o
)R-
R&ES: 200
3 3-203 WKL Body &%
2% SHE iR
social Array of HRKSERES.
SocialResult
objects
Z& 3-204 SocialResult
B8H SHERR U
id String REBEERAYId,
userld String HRFid,
socialType String ARNE St
social_uid String #13Zid,
socialNickna String ¥R
me
socialHeadlm | String L%,
age
socialAccount | String A,
Details
createdAt String BRI,
updatedAt String 1E2ATE
REMB: 400
SCHEhRZAS 01 (2024-12-26) WRINERE © £ ATITERABIRAE 114



NARBHHEIRIRSS

APl &%

3

API

iERBI

N Mz 73~ 51

NG

tRI=03

2 3-205 g Body 2%

8% SR fiik
error_code String EI=fE,
error_msg String EPESE

REVARP e RS
GET https://{domain_name}/api/v2/sdk/social

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-signature:D0JeOUuVqU8IxvlOxrmewQRk4AuGZrtk1RfBxueNKUrNPpgSbXrYnzw...

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

WRERS: 200
BRI
{

"social" : [ {
"id" : "20210516130247432-C84E-ESEA8CFE7",
"userld" : "20210515202200788-094F-074FB1341",
"socialType" : "weixin",
"social_uid" : "001GKgGa15HGZA0aOxla1bFktp1GKgG4_social_uid",
"socialNickname" : "zhangsan",
"socialHeadlmage" : "https://thirdwx.glogo.cn/mmopen/vi_32/
QOj4ATWGTFTIQ8QOTSN3y4cYHLIMC3sv6RCBmeMkxtOog47Zr3v2Afbqc2bmPOWibUIUskX39eJUAEbAibXs"
"socialAccountDetails" : "zhangsan”,
"createdAt" : "2021-05-16 13:02:48.513",
"updatedAt" : "2021-05-16 13:02:48.513"
]
}

’

/A fiik

200 BRI
400 ST

B2 WEIRE
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RSP EERIRSS
AP &%

3 API

3.2.6.4 1K SHELD

INREN4A

RS HESD
URI

POST /api/v2/sdk/social/unbind-account
=P

2K 3-206 153K Header 2%

2H ERWIE SHERE

ik

Content-Type | = String

ZFERATIEA “application/
json;charset=utf8” ,

String

ali

X-operating-
sys-version

BRBIRERSRA, Fl0:
Android 10,

i

X-device-
fingerprint

String

BRLIREE, Bn:
156aysdna213sc50,

X-device-ip String

VERAIP, Ig0: 10.10.10.1,

fD | DN

X-agent String

FAFAgentE2., #IaN:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L

i1y

String

BFERMESIRE, fiu0:
zh,

X-client-id String

i

NABfRR, EMNARESERY
Clientld,

String

ali

X-signature

INEZEES
session_token=xxx&timestamp
=xxx&nhonce=xxx, Hf:
session_token IE&IREIE,
timestampZ/~ZHaiRTEEL,
nonceZxR = RIHYBELRY1 61
#, MBIV ARSANEINZ
HBURTIa)E, rT A AR EN PR SS 28RS
IEZO3KREN, N ANARERK
BN $R$EOSREN .
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N RSP EERIRSS
AP &%

MR S4L

BRI

3 API
28 BBk SRR ik
X-tenant-id & String FBFid, ISVRZFBIERN %
15, FER{domain_name}
B ISVIBREg &
{common_domain}, &K
Header&#hEEISEXTNAE
FiStenant_id, FHIEX-client-id
5% ISV FatE R AYclient_id o
% 3-207 53K Body £
S8 =EwIk SRR iR
id 2 String REBmhERId, AETEE
BR4ERN RS YIFRZOR
B,
KE/: 400
% 3-208 [[K Body S%f
28 SR ik
error_code String FETIER
error_msg String FEES

BT HER R SET B s ERRIdERSH K S .

POST https://{domain_name}/api/v2/sdk/social/unbind-account

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac
X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-signature:D0JeOUuVqU8IxvI0xrmewQRk4AuGZrtk1RfBxueNKUrNPpgSbXrYnzw...
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"id": "001GKgGa15HGZA0aOxla1bFktp1GKgG4"

}

NSk 01 (2024-12-26)
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N ARBHDEIRIRSS

APl S 3 API
M 73~ 51
%
N
K& fR
200 BRI o
400 ST
HIx9
B2 EIRE .

3.2.7 BiEEE

3.2.8 X

3.2.8.1 @&

iEREH

TAUE

state_Token IXEFHI=

RFFINSEETRAIER, Bidstate_tokenFKEXVFHS .

GET /api/v2/sdk/mobile-by-token

2K 3-209 153K Header 2#f

8% B W% SR ik

X-operating- | & String AR AIRIERFMRAS, BIan:
sys-version Android 10,

X-device- 2 String RBRBREEN, Fln:
fingerprint 156aysdna213sc50,
X-device-ip & String AP, #a0: 10.10.10.1,

NSk 01 (2024-12-26)
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NABHHEIRIRSS

AP| &%& 3 API

2 BRI SR i)

X-agent = String HAFAgent(S&, #lun:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L o String BTERMUESIRE, HIa:
zh,

X-client-id 2 String NARR, TN EESERY
Clientld,

X-state-token | 2 String BREERSHSE . BRIEBX
EOIREATRAEGST, &
iR[E]iZstate_token,

X-tenant-id & String FAFid, ISVRZ RN A
#, EZE¥{domain_name}if
BRISVIB RS
{common_domain}, &K
Header&¥hHEEIEEXINIE
FE9tenant_id, FHI8X-client-id
Hapk ISV AEIRAYclient_id

RS E
RSB 200
% 3-210 lLZ Body &%

S SR R

mobile String FNs,
RS 400
%= 3-211 iz Body %4

2 SRR R

error_code String LI

error_msg String SIESE Y
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N RSHEERIRSS
AP &% 3 AP

iBERTA

Bidstate TokenZkEXFHS . 153KkLX-state-token)y
eyJhbGciOiJIUzI1NilsInR5cCl6IkpXVCJ9...,

GET https://{domain_name}/api/v2/sdk/mobile-by-token

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-state-token: eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9...

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

e Rz 73~451
KEG: 200

BRI .
{"mobile" 1 "12345678901"
}
KEE
RED iR
200 BRI
400 ST,
BI=0
B2 EIRB .
3.2.8.2 FHISEEWIEB ZIXIAIE
INRENA
EFIREPNRZFE DAL, WEBRAZORIEFNS. BEEIEBIAILE,
URI

POST /api/v2/sdk/mfa/sms
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NABHHEIRIRSS

APl &% 3 API
IBREH
7 3-212 153K Header 2%

8% BE W% SRR 1k

Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,

X-operating- | & String ARG EERZMRA, Flan:

sys-version Android 10,

X-device- = String RARRREEN, Fan:

fingerprint 156aysdna213sc50,

X-device-ip & String iEA75IP, f5lg0: 10.10.10.1,

X-agent = String FHPAgentiSE, Ha0:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L B String BTERMGESIRE, Hia:
zh,

X-client-id 2 String NARR, TN EESERY
Clientld,

X-state-token | 2 String BR&EIRESHSE ., ERExX
EOREATKNEZSM, &
iR[@iZstate_token,

X-tenant-id B String FEPid, ISVR RN e
i, FER{domain_name}ift
IRANYEEh o=
{common_domain}, &K
Header&¥HEEIEEXINFE
PHJtenant_id, FiEX-client-id
RISV ABIERAclient_id o

% 3-213 53K Body &

8% BEWi% SRR ik

mobile 2 String e RN ESIR=

verify_code 2 String FEWEIRYIRIERS
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N ABHHEIRIRSS

APl &% 3 API
V=251
RS 200
% 3-214 ghi Body %4
28 SR A
status String EFZNERSIRR,
e =
e SUCCESS: BRmkIN
e ACCESS_DENIED: {E#iA|a)
session_token | String FBPsession_token, A{FMAiZtokeniAFHBERE
FiE[3KBEsso_ticket, @idsso_ticketRJ LAFKEN
BRER.
id_token String AELE—NWT Token, B8 THRPEHE
2, BA2NIER, FheE.
expire Integer session_tokenBHA, R AF, BREAAAILL
{§F3session_token¥kEXticket,

BRI

W&5G: 400

% 3-215 @i Body &%

2 SR R
error_code String LI
error_msg String IESE

FNSEEIRIEB RIANIE, FH157912345678901, IGiERS /123456,
POST https://{domain_name}/api/v2/sdk/mfa/sms

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-state-token: eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9...

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"mobile": "12345678901",

"verify_code™: "123456"
}
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RSP EERIRSS
AP &% 3 AP

N Rz 7~

&G 200
BRI

{
"status" : "SUCCESS",
"expire" : 43200,
"session_token" : "LGT***+** sqa"

}

AT
7N ik
200 BRI
400 ST
IRt
i5SEIRE.

3.29 PMAGEEE

3.2.10 SSO

3.2.10.1 i& 1T session_token ¥%HY sso_ticket

INRENA
SRENFIFER2RT, SBABAEO3REsso_ticket,
URI
POST /api/v2/tenant/sso/session-token/sso-ticket
BRSH
K 3-216 153K Header 2#
2% =Rk SR iR
Content-Type | 2 String ZFEAARIES “application/

json;charset=utf8” ,

Authorization | 2 String INIEEYE, {&: Bearer
{access_token}, access_token
g “SREUAEER" O
HY,
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N ARBHH EIRIRSS

APl &% 3 API
2H BEWI%E SR fHR
X-tenant-id & String FHPSMERID, SNERAISVIIER
Wre, FEE
{domain_name}f&pk IS Vi@ sl
Z{common_domain}, &K
Header&#PEEIEEXIMFH
FrYtenant_id,
% 3-217 153K Body ¥
B BEuE | SEeem | md
session_token | = String BRINRERSIEtoken,
operating_sys | 2 String AR RIERGMRA, Hlan:
_version Android 10,
device_ip = String BB RSEip, Hun:
10.10.10.1,
device_fingerp | 2 String RBRRRSEEY, B— 1 APE
rint BEOMZSHNERNERE
AFaEREFS—, Fla:
156aysdna213sc50,
agent & String B User-AgentiE 8.,
0: Mozilla/5.0 (Linux;
Android 10; Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
client_id S String N AIENID, SRENF{EER30
RGN ESNEREBPE
2, WEERANELRNER
client_id,
VRS54
R&E3: 200
% 3-218 KL Body &%
e SHRT RhR
expire Integer iSHARTIE), BB{RFD.
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NS EIRIRSS

APl &%& 3 API
2 SR iR
sso_ticket String —rMER, EIAPRERERIsession_token¥k

E—xtih a2 Esso_ticket, ®@idsso_ticketn]
LEREVEFPER .

REB: 400

% 3-219 g Body &%

S SRR g
error_code String B,
error_msg String SIEQE N

5K

BT ERAINEIASRNEAIK***Tufdsession_token3#EYsso_ticket.,

POST https://{domain_name}/api/v2/tenant/sso/session-token/sso-ticket

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{

"session_token": "iJK****+*Ty",
"operating_sys_version": "Android 10",
"device_ip": "10.10.10.1",
"device_fingerprint": "156aysdna213sac",

"agent": "Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36",
"client_id": "9fIHI3Dc9ivToWLVtblrF6SjvOFx47))"

}

MRz~
REFB: 200

IERN AV
"expire" : 9600,
"sso_ticket" : "cd7*****yin"

}

KRB

RSB R
200 =R
400 ST

NSk 01 (2024-12-26)
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N ARBHDEIRIRSS

APl &%

3 API

ZPS

3.2.10.2 5&id sso_ticket SEEYAP(EE

&k
THEEN B

URI

IBRESH

BiTsso_ticket3kREXNFEEFPIEE .

POST /api/v2/tenant/sso/sso-ticket/verify

Z 3-220 153k Header 2%

2 BRI SR i)

Content-Type | 2 String ZFEBARIES “application/
json;charset=utf8” ,

Authorization | 2 String INIEEYE, {E: Bearer
{access_token}, access_token
BT “REUBER EOK
B,

X-tenant-id & String FHPSMERID, GNERAISVISIER
WrgE, FEE
{domain_name}f&pi|SViE@ B
F{common_domain}, &K
Header&¥PEEIEEXIMFH
FHJtenant_id,

7 3-221 i53K Body 2%

2% =Rk SR A

sso_ticket 2 String —RHEIpREE, BIAPESR
[589session_tokenFREX— i iE
HIaEHEsso_ticket, &It
sso_ticketA] LABNAFES. -

operating_sys | 2 String RBABRAIRIERGMRA, Bian:

_version Android 10,

device_ip 2 String BRBREip, fla:
10.10.10.1,
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N ARBHH EIRIRSS

APl &% 3 API
2% BEWI%E SRR ik
device_fingerp | 2 String RARRZREEN, B—1RAPE
rint FREOMMZSHRIERFRER
—, f5an:
156aysdna213sc50,
agent & String B User-AgentiE &,

i: Mozilla/5.0 (Linux;
Android 10; Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

=
REB/: 200

% 3-222 g Body £#

28 S iR

code String LI
message String HEIRA
data data object HBR{ER.

% 3-223 data
2 SHERE R
user UserIinfoData | FHFP{EE.
Result object

2 3-224 UserinfoDataResult

e S ik
userName String BFR&Z.
id String HRFid,
name String =N
mobile String FNS.
email String HB%E
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NS EIRIRSS

APl &%

3 API

i5RHI

N Mz 73~

NN

R7SE5: 400

Z 3-225 i Body %4

2 SR iR
error_code String BIZRE,
error_msg String FAEE

1Bid session_tokeniE¥AYsso_ticketEIHAFPISE, sso_ticket{E gssoTicket-

r5TCBLU140SGxCMVdxeB5HATUJiV,
POST https://{domain_name}/api/v2/tenant/sso/sso-ticket/verify

Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"sso_ticket": "ssoTicket-r5TCBLU140SGxCMVdxeB5HATuJiV",
"operating_sys_version": "Android 10",
"device_ip": "10.10.10.1",
"device_fingerprint": "156aysdna213sac",

"agent": "Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36

(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36"

}

RSE5: 200
BRI -
{

"code" : "0",
"message" : "success",
"data" : {
"user" : {
"name" : "20220330162435",
"mobile" : "12345678901",
"id" : "20220330162436475-7570-D943B4FF3",
"userName" : "20220330162435",
"email" : "20220330162435@example.com”

LN 1k

200 BRI
400 ST .

NSk 01 (2024-12-26)
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RSP EERIRSS
AP &%

3 API

ZPS

3.2.10.3 [ill# session_token

ThEENA

URI

iBREH

5= iEIRE .

[flFrsession_token,

POST /api/v2/tenant/sso/session-token/refresh

K 3-226 153K Header 2%

¥ =AW SHEER i)

Content-Type | @ String ZFEARABIEN “application/
json;charset=utf8”

Authorization | 2 String INIEESE, {8: Bearer
{access_token}, access_token
Bt “SREUBEEE" EOK
BY,

X-tenant-id & String FHFSMERID, FNERBISVEIER
WAKE, FEE
{domain_name}&pk|SV;E FB1
£Z{common_domain}, &K
Header&¥PHEEIEEXINFE
PHYJtenant_id,

7 3-227 153K Body S

S BRI SHEER i)

session_token | 2 String RAFP&RERIsession_token

operating_sys | 2 String RBHIRIERGMRA, BIan:

_version Android 10,

device_ip 2 String R REIREip, Fa0:
10.10.10.1,

device_fingerp | 2 String BERBRSEEN, B—1 PR

rint BEOMZSHNERFRFSR
—, fan:
156aysdna213sc50,

NSk 01 (2024-12-26)
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N ARBHHEIRIRSS

APl &% 3 API
2% mEwI% SR fiEid
agent & String AR User-AgentfS 8., £

0: Mozilla/5.0 (Linux;
Android 10; Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile

Safari/537.36,
Nl iz 22
KEB/: 200
R 3-228 iz Body 2%
2¥ SR R
session_token | String P #aY9session_token, AJ{EMAiZtokeniEFHER
HEFEMFAEsso_ticket, @I sso_ticketn] A
RENFFER
id_token String AR LEZE—NWT Token, @8 7THRFRBME
2, A2 NHER, ZIFhiE.
expire Integer SHARTE), B,

WK&G: 400

% 3-229 Wi Body ¥

28 SR )%
error_code String ZIELE I
error_msg String EpEE

=R N
BRI P ER A INEIREUE Ar5y****LU1Ysession_tokenEBfl#isession_token,

POST https://{domain_name}/api/v2/tenant/sso/session-token/refresh

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{

"session_token": "r5y****** 1",
"operating_sys_version": "Android 10",
"device_ip": "10.10.10.1",
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RSP EERIRSS
AP &% 3 AP

"device_fingerprint": "156aysdna213sac",

"agent": "Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36"
}

il iz 73~ 451

W&G: 200

BRI
{
"session_token" : "lgl******JFH"
}
RS
R ik
200 BRI
400 ST
tHI=0
5EWEIRG

3.2.11 id_token &1

3.2.11.1 i&d session_token 45} id_token

IheeNn4A
1W@idsession_tokendpkid_token, —fgmIEid_tokenBI{ER
URI
POST /api/v2/sdk/session-token/refresh-id-token
IBRESH
2 3-230 {53k Header 2H
8% BE W% SRR R
X-operating- | & String ARG ERERFMA, Flan:
sys-version Android 10,
X-device- 2 String BRB RSN, BHlan:
fingerprint 156aysdna213sc50,
X-device-ip & String @EEAIP, fa0: 10.10.10.1,
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N RSP EERIRSS
AP &%

3 API

SHERE

%

x
)
Q
)
>
~
i

String

FFAgentS2., #Ian:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L

iy

String

BFEMCEEIRE, BHa0:
zh,

X-client-id

i

String

NARR, EMNAESERY
Clientld,

ali

X-signature

String

INZEERE S
session_token=xxx&timestamp
=xxx&nonce=xxx, Hf:
session_token ASIFEIE,
timestampZ/~ZHgiATIEEL,
nonceZxR = RIAYBELRY 1613
#H, MZEHARSANIANZE
HEURTIa) B, rT A AR EN AR S35 28T
B2 OREY, INZE N $ATTERR
BN $B#E CI5REN

X-tenant-id

1y

String

fEPid, ISVRIFBERN A
B, EE¥%{domain_name}if
BISViE@ g2
{common_domain}, &K
Headera#hHEEISEXTNAH
FaStenant_id, Fi&X-client-id
¥aR% ISV FBfERAYclient_id o

RS &

WK&G: 200

Z 3-231 i Body %4

2% SHE

ik

id_token String

AELFE—NIWT Token, BETHFEMHE
2, A2\ EY, ZIFhE.

W&G: 400

SCASRRZS 01 (2024-12-26) WA © EARUERABIRAE 132



MBS HEIERS
APl &% 3 API

2 3-232 @i Body £2%{

84 SHER faR
error_code String FAESIE
error_msg String Hi=RFR
=P Nl
T
M iz 7~ 51
K&/ 200
BRI
{
"id_token" : "eyJrrrrE dhg"
}
RS
RSB A
200 =R
400 ST
xS
B2 EIED.

3.3 MASEO
3.3.1 WalijE A API

3.3.1.1 ¥9i&EBER

APBNBAPISRAAERE, FHLLBRONneAccessETFOAuth2. 089 I EE RO
“$KENAccess Token” J9GIiaBBRN{alEEAPI, ¥xBXAccess Token, Access Tokena]
TFARAEEF{E2API,

HUIRRSR M

EBAPIE], EEFENEEREONeAccessEIR|JPHRERINNBHEREE R
ClientldUAK ClientSecret, BILAJEFBAPISEIIAER$ZOINEE
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https://support.huaweicloud.com/intl/zh-cn/usermanual-oneaccess/oneaccess_03_0074.html

RSO EIRRSS
APl &%

3 API

153K URI

I5RITi%E

OneAccessis>KURIEBEN &R 4HAK o
{URI-scheme} :// {domain_name} / {resource-path} ? {query-string}

REBEKRURIEEEEKRBELY, BRSHESHERIERENEKRBEPEIE

BE, FrLAEL s hRE,

e URI-scheme: FRRATFEMIERAIMNY, ZRIFFAAPIIRAHTTPSIMNY

e domain_name: f§EF0neAccessfRSZAPIFREEARAFIAEENE, KNG EES
IRENF e o

e resource-path: HRIZE, HEIAPIGIEE . MEFAPIRJURIEHRIREY, a0
“SKEVFHFToken” APIfdresource-path)3 “api/v1/oauth2/token” ,

e query-string: EifS¥, Er&ElD, FAREMAPIEIEEASH . EISH
FERET— “? 7, XA ‘SHS-SHEYE” , fi ‘limit=10" , F=R
EARBIT 105 5UE .

BIANEEESRE A FIBEERZ A “abcdefg.huaweioneaccess.com” BYSLHIAccess

Token, MEFAAFAENEEZ “abcdefg.huaweioneaccess.com” , FHIEFREYAccess

TokenfYURIZRS K ZElresource-path ( /api/v1/oauth2/token ) , HHEERFRA TR,

https://abcdefg.huaweioneaccess.com/api/v1/oauth2/token

3-3 URI ~E=E

https |/ /abcdefg.huaweioneaccess.com||/api/v1/oauth2/token

I T T

URI-scheme Domain_name resource-path

(AR

NEEHE, E81ERAPIBIURIERS, Régtiresource-pathifsy, FHBBERAEZSE—IE.
XZEURI-scheme#B2HTTPS, domain_namefER— N LEtBiER, FRLAREEIEIX
A=Y

HTTPiERA L (BFRARIESENE ) , EERIRSEEEERTAREAUEE,

o GET: iBKRIRSGEHIREIEERIE

e PUT: EKRIRSHREFIEERIE

e POST: EKRIRSBFINIE RSN TITIHIRIE

o DELETE: EXKIRFZHMFMEERTR, MNMERITIRE.

e HEAD: 5KIRSEEHIRELER.

e PATCH: BEXRIRSZHREHMEFRIBOAS . SFFEAFERIHE, PATCHOIGES
EOIEE—NRER

TEIREXAccessRIURIERSY, ERILABEIESKRAIEA “POST” , NEIBSKA:

POST https://abcdefg.huaweioneaccess.com/api/v1/oauth2/token
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RN RSP EERIRSS
AP &% 3 AP

IEXRHRL

BEAMERL=FER, MISEAIURIFIHTTPAERERIIFER . HIANE NEEARERIRNE
kL “Content-Type” , IEREREEE,

FRIAHIERIBERLFRIESNER3-233,

K 3-233 NHEKIEESL

2R R 2a | =6
%

Content-Type | HE/KRRIZER (48 |2 application/json
) » BUABYER
“application/
json” , BEMEYE
efEEAEOF
i3,

Accept EZNORZERY,
FRP{ERRAME
application/json,
BHMEENSE
%%?%EIEF%DEE
E o

Content- BXKbodyKE, B
Length S 9Byte,

53

iy

application/json

iy

3495

X3 FIKENAccess TokeniZz[, HFAEEIAIE, FRLARIRID “Content-Type” BIHJ,
NINEESLEHIERA TR

POST https://abcdefg.huaweioneaccess.com/api/v1/oauth2/token
Content-Type: application/json

IERIERA (k)

ZERD R, EREEMBEELIEMMAET (2NISONSKXML ) &H, SiakiEELH
Content-TypeXdhiz, (EEMRIBERBEELZINMING . BiaRiEBHRTPHSEIFH
X, M FEFnmAUTE-84R .

BMEONBRERARARBTE, EHTES M EOMBFEEETRERAE (HEHHE
SRR ) , GET. DELETER{ERERZENMATERDAS, HRARFABTFER
EEAEOME.

X3 FFRENAccess Tokeniz [, EATLAMNIZEORNERIBS EEIFFEHNIEREH NS IR
BE, SEEMIINGRIERIN TR, IENRAFRESRIELNMEES, Hb
domain_nameSFFIBEE SR, ****I\EERERIEKREAVIEIES, Clientld)s
SE R S S EAHEZEIAIEEIEID, ClientSecret)siE M BEH B IIAIEEIE
%8, https://example.conr/3;E/ N FIRTIESAYEIE L .

POST https://abcdefg.huaweioneaccess.com/api/v1/oauth2/token
Content-Type: application/json

code=####4iR,
client_id=Client/d&
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N RSP EERIRSS
AP &% 3 AP

client_secret=ClientSecret&
redirect_uri=https://example.com&
grant_type=authorization_code

FXBERIEXMEREENRABTHESFE T, BLUERMrl. PostmandiEiZxdR
ERBEFELNAXEKRIFERAP, XFIRENEFTokeniEO, R[EIAINGEN;E 2R
“access_token” FLEZEEFRENAIAccess Token, BT TokenZfg, EEiaTLA{ER
TokenI AIEEFIEAMBAPI,

3.3.1.2 iR[O& R

NG
BREELUE, SWEINN, SEIREE. WAERLFERE
INEHEE—BNTDEISHIEFARD, IREBRR T BERIDAAPRE
XFEREUAEEREZED, MRFARREIAERA “2007 , MFRRERE.

MEGEEL (7 )
ZER Ak
MREKEEL, MEREFBEEEL, 0 “Content-type” ,
XFFAccess TokeniEz[, FNRENDRHEk .

aRGHEE (AT )

ZERD ik, MALHEAEELIASEMWEIC (21ISONSXML ) iRE]l, SIHAGEE Sk
Content-TypeX3iz, (EIEFRIAALHELZIMIRE

X F3REXAccess TokeniZz[, IREIMITEER,

{
"access_token" : "334 140...",
"expires_in" : 1719,
"refresh_token'":"42g***rktkiiiiiiiik w24...",
"token_type" : "Bearer",
"scope" : "get_user_info",

}

SEOEALER, SREESREBREREERE, ExWAAIBody A EzlaI TR
o

{

"error": "invalid_client",
"error_description": "Invalid authorization code"

}

Hrh, errorZRiEIRER, error_descriptionFZRBIREAEE

3.3.2 EF CAS BN I AIESERK

3.3.2.1 I\IEE=

ab
THEEN R

FBRFipaERN AR, MABOneAccessKeETCASHIAMEER (EEQA) , A
PRIz NS, APERNBIAEESFRIZEOPOST/api/vl/login/form {&i%S
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https://www.getpostman.com/

R FRSHHEERIRSS
APl &% 3 AP

#: username. password; HAFBMANBRESANIEAINE, AR TEAYMNZA,
OneAccessiSEEMEINE, ErticketE2E{EiEService TicketZEE,

EOLIR
7
URI
GET /api/v1/cas/login
% 3-234 Query 3#
2% BEWI% SR 1k
service 2 String N RS ERAMIE, URLYR
18, wisnACASECEHRIN
FEIAURL—E.
ERSE
7
V=S58
REMB: 302
& 3-235 I Header %]

2% SR 3%

Location String INIEE RN, ExEmibit, 4:
https://example.com?ticket=ST-
eYLKs8FrLCltwRwfm8AiwCxmQS8gAL...

=
ERACASE ERIEOMHTIALE, AEEHERERNEREDbi Ahttps://
example.com,
GET https://{domain_name}/api/v1/cas/login?service=https://example.com

i sz~
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N RSHHEERIRSS
AP &% 3 AP

N

/N R

302 INEERRINHEER, #EmService TicketExEMEserviceltbiit,
f5: https://example.com?ticket=ST-
eYlKs8FrLCltwRwfm8AIwCxmQ8gALNSK

AR

52 iEIRE .

3.3.2.2 IGUFEHE(CAS3.0)

ThEEN 4R
NS, FRBARPEEER.
EOLR
7
URI
GET /api/v1/cas/p3/serviceValidate
2K 3-236 Query 2#
B8H B WI%E SR R
service 2 String N FRIESZZERAIMLE, WIS
FACASECEHRIN AEIFURL—
38
ticket 2 String ZiE, INEERIRENIService
Ticket,
format B String Irz A F{EERIEI0, Bl
XMLFOJSON,
HREE: XML
BREH
7
e
7
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N RSHEERIRSS
AP &% 3 AP

=
BEGCAS3.0EMWIEENE, &85 3IEENABREIEbhttps://example.com&ZIAIEE
SEOFREAAIEZEST-e Y IKsSFrLCltwRWFM8AIWCXmMQSgAL..., {FFIISONNERAS
VRENVAF B ER.

GET https://{domain_name}/api/v1/cas/p3/serviceValidate?service=https://example.com&ticket=ST-
eYIKs8FrLCltwRwWfm8AIiwCxmQ8gAL...&format=JSON

e Rz 73~451
KEB: 200

1B5KREIN -
o A1

<cas:serviceResponse xmlns:cas="http://www.yale.edu/tp/cas">
<cas:authenticationSuccess>
<cas:user>minghui</cas:user>
<cas:attributes>
<cas:authenticationDate>2020-02-11T09:28:14.987Z</cas:authenticationDate>
<cas:longTermAuthenticationRequestTokenUsed>false</
cas:longTermAuthenticationRequestTokenUsed>
<cas:isFromNewLogin>true</cas:isfromNewLogin>
<cas:date>2020-02-03T16:00:00.000Z</cas:date>
<cas:birthday>2020-02-04T16:00:00.000Z</cas:birthday>
<cas:.createAt>2020-01-10T09:01:04.000Z</cas:createAt>
<cas:disabledAt>null</cas:disabledAt>
<cas:disabed>false</cas:disabed>
</cas:attributes>
</cas:authenticationSuccess>
</cas:serviceResponse>

o f3l2
{
"serviceResponse" : {
"authenticationSuccess" : {
"attributes" : {
"date" : "2020-02-03T16:00:00.000Z",
"birthday" : "2020-02-04T16:00:00.000Z",
"createAt" : "2020-01-10T09:01:04.000Z",
"disabed" : false,
"authenticationDate" : "2020-02-11T06:43:30.588Z",
"longTermAuthenticationRequestTokenUsed" : false,
"isfromNewLogin" : true
B
"user" : "minghui"
}
}
}

T

RSB 0%
200 BRI

B2 WEIRE

SASRRAS 01 (2024-12-26) WRINFTE © AR ERABIRAE 139



NARBHHEIRIRSS

APl &%& 3 API
3.3.2.3 HHER
INEEN4A
FHERSE,
EOLYER
.
URI
GET /api/v1/cas/logout
2 3-237 Query 2#
B8H =E W% SR R
service S String THEERLENEE@ME, g
BNREERRT, HREVNRS
Iz FCASECEAIRZ FB[ElEAURL
—
RS
7
RS EL
.
=P ]l
EHCASERSIE, EEMmZINARELAE I Ihttps://example.com,
GET https://{domain_name}/api/v1/cas/logout?service= https://example.com
i Rz 73~ 5
7o
RS
RSB iR
302 WREi#Eservice, EEMEserviceltbtlt, FNEE@EIBEFR.,
=g
B2 EIED.
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N ERSHEERIRSS
AP &% 3 AP

3.3.2.4 IGUFEHE(CAS1.0)

INEEN4A
N FHISIEEEYE
FEOL4E
7o
URI
GET /api/v1/cas/validate
% 3-238 Query #
B8H =AWk SR ik
service = String N AESERAMEE, BRSM
FACASECE RN AEIEURL—
38
ticket 2 String ZiR, INEERIRENIService
Ticket,
IBRESH
7c
) E=2:5
.

BRI

EFCAST.0EOKIEENE, £S89 5IEENBRIEfEhttps://example.com &ZIAIEE
FEOSKEEPAIEZEIEST-e Y IKs8FrLCltwRWFm8AIWCXmQS8gAL..., SKENFEFEIEE

15N O

GET https://{domain_name}/api/v1/cas/validate?service=https://example.com&ticket=ST-
eYIKs8FrLCltwRwWfm8AIwCxmQ8gAL...

I Rz73~ 51
RE/: 200
BRI

{
"application/text" : "yes { HFE}"
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N ABHHEIRIRSS

AP| & 3 API
KD
REEE R
200 BRI .
ZESE
B2 EIRE,

3.3.2.5 IGUFEHE(CAS2.0)

IhEeN4a
N RIS, FRBAPER.
EOLR
7o
URI
GET /api/v1/cas/serviceValidate
2K 3-239 Query 2#
BH = WI% SR R
service 2 String N RIS ERAIMLE, WIS
FACASECEHRIN AEIFURL—
38
ticket 2 String iR, INEERIAENIService
Ticket,
format B String Irz A F{E SR80, BIkiE
XMLFOJSON,
HREE: XML
IBRESH
.
V254
7
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N RSHEERIRSS
AP &%

3 API

iBERTA

N Mz 73~

N

HEIRES

BEIFCAS2.0Z I ENRE, SH o BIEcENAEIEEIEhttps://example.comBIAIEE
SEOFREAAIEZEST-e Y IKSSFrLCltwRWFM8AIWCXmMQSgAL..., {FFIISONNERAS
VIRENVAF B ER.

GET https://{domain_name}/api/v1/cas/serviceValidate?service=https://example.com&ticket=ST-

eYIKs8FrLCltwRwWfm8AIwCxmQ8gAL...&format=JSON

RSEE: 200

IERE AN
o M1

<cas:serviceResponse xmlns:cas="http://www.yale.edu/tp/cas">

<cas:authenticationFailure code="INVALID_TICKET">Ticket ST-
[1HNvKIWa0hhKTapEMdR7CU31iSG2... not recognized</cas:authenticationFailure>
</cas:serviceResponse>

=~ 2
{
"serviceResponse" : {
"authenticationFailure" : {
"code" : "INVALID_TICKET",
"description" : "the ticket provided was not valid, ticket is ST-
[1HnvKIWa0hhKTapEMdR7CU31iSG2..."
}
}
}

LN 1R

200 BRI

[N
B2

WEEIRED .

3.3.3 EF SAML2.0 B9 FIAEEERR

3.3.3.1 IdP-initiated A SEF

ThEEN A

BOLR

AieETFIdP-initiated AU S E R,

p

NHShRZA 01 (2024-12-26)
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N ERSHEERIRSS
AP &% 3 AP

URI
GET /api/v1/saml2/idp/sso

2 3-240 Query 2#{

28 BRIk ST iR
sp v String KZF8Entity 1D,
RS
¥
V=254
7
BRI
AEEETFIdP-initiated AU S E S, entity IDghttps://example.com/sp/
https://{domain_name}/api/v1/saml2/idp/sso?sp=https://example.com/sp/
i 7~
¥
I NEE
K& ik
200 FRFEER, MSPHSHEMIIAIXME.
302 RARPRER, BERFERML,
HIRY
i5E BRI

3.3.3.2 3XEY IdP 5cHHE metadata

TORENA

gH)REQZSAML2.059%{%‘E1¥E%IdPE’\JMetadataSZﬁ:o ( RZ#postmanfEOiER T
EOLR

7
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RN FRSHHEERIRSS
AP &% 3 AP

URI
GET /api/v1/saml2/idp/metadata

B3RS
7
R3S
7o
=P
SREVE T SAML2. 09 E{p iRl dPRYMetadata {4
GET https://{domain_name}/api/v1/saml2/idp/metadata
M Rz~
7c
RS
RS iR
200 BRI
T
B2 EI=ED.

3.3.4 EF OAuth2.0 B9 FIIAIEEERR

3.3.4.1 INIEERIREUGINGG

IREN 4R
FFIBIEERMIA, MAOneAccessRIFNERIER (FEMH) , AFE
gﬁﬁ)ﬂ%’%‘ﬁ%wﬁﬁﬁl}ﬁ, OneAccessi§ B ERBINARIEIIL, FHERENEBcodeS
EOLR
%
URI

GET /api/v1/oauth2/authorize
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N ARBHDEIRIRSS

APl &% 3 API
2 3-241 Query ¥
2% BEWIE SR R
response_type | = String EIEERY, EE(E: code,
client_id = String MNMARR, FMNERE, 728y
Clientld,
scope B String ENCEE , BEEE:
get_user_info,
redirect_uri & String B IS HIEIEARELE, HetkaT
LA AR R RHE S RYEIE i
at, AL R EMRN ARESHY
ElEtbURE S, BINECE N
BrERgENABIARFL .
FREEXuriiE{TURLENcode
%i@o
state S String NAIRSE. ATEFBLE
CSRFIZE, RRINEAEEIREN
A<EFTE, NARERIE
INIEER S BIEIERAIRT R X
. JUEEFENHEF.
iERSH
7
e
K& 302
% 3-242 I Header 2]
BH SRR ik
Location String INIEEREIN, ExEEtbit, 41:

https://example.com?
code=z2D...&state=test

BRI

SRENOAUth2.01ZIXAL . ISIER NE E(Ecode, BLEMNFTMITERMIclientld, FEID
B ERIELAEBLE S https://example.com, BRGEEREE{Eget_user_info,

GET https://{domain_name}/api/v1/oauth2/authorize?

response_type=code&client_id=NzZeWuiJa91dPSRdZQChMazlh13AW...&redirect_uri=https://
example.com&scope=get_user_info&state=test

N5k 01 (2024-12-26)
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N ARBHDEIRIRSS

APl &%& 3 API
M Rz~
7
RS
RS iR
302 BRPXRER, EBEPERNH, AREER, EFENEEEQE
redirect_urifttiit , f5: https://example.com?
code=z2D...&state=test,
e
B2 EREB.

3.3.4.2 3KBY AccessToken

ab
hREN A

BEOLR

URI

$xEVAccess Token, Access Tokena] B FARSKEXFEFEEAPI,

POST /api/v1/oauth2/token

2€ 3-243 FormData &

S8 =AW SRR A

code 2 String BIE, INEERIFEUSIRDE
IR BRSNS .

client_id = String NMAWRR, FMNEE, HEch
Clientld,

client_secret | 2 String MNFAZSE, EMNARE, 9SBEhY
ClientSecret,

grant_type 2 String IEIERE, BEE(E:
authorization_code,
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N ARBHHEIRIRSS

APl &% 3 API
28 BBk SRR ik
redirect_uri & String EhEteE, #ehteT AR N R

FHESRIEERNE, tbeTlAZE
Az ARHESAIENE LAY
B, BEN, WEES5ERANE
EFREUENEEZEOMAS
redirect_urlf®&F—=2K,

V24
RAF: 200

7= 3-244 K7 Body 44

28 SHH

R

access_token String

RINARSS =RIREEE =T N BRYLIEShE

token_type String

HIa$hEREY, EE(E: Bearer,

expires_in Long nESERNERER, LA AR,
scope String EACEE .

refresh_token | String

RIFF<ShE . BOAARERLrefresh_token, INRTE
&, ENAR SANEEE” FiRE “Refresh
TokenBXER” BEMIR(E],

WR&6G: 400

% 3-245 g Body 2%

S8 SR A

error String HNREE,
error_descripti | String EIRtEIA
on

BRI

sREXAccessToken, JS4E{FEMAIZtokensREXFIFER . codefEFINIEE RIREUZINIDEE
MREIRIIERELGZ2D..., client_idFlclient_secret{sFEiE AR BT EEHIClient!dF]
ClientSecret, redirect_urifit& 9 FBRIEIEBIEhttps://example.com, grant_type/d

EE{Bauthorization_code,

POST https://{domain_name}/api/v1/oauth2/token

Content-Type: application/x-www-form-urlencoded

NSk 01 (2024-12-26)
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NARBHHEIRIRSS

APl &% 3 API
code=z2D..&
client_id=NzZeWuiJa91dPSRAZQChMazlh13AW...&
client_secret=NzZeWuiJa91dPSRAZQChMazlh13AW...&
redirect_uri=https://example.com&
grant_type=authorization_code

M iz 7~ A5
REMB: 200
15RKAI0 -

{
"access_token" : "NgM******d3k",
"token_type" : "Bearer",
"expires_in" : "7200",
"scope" : "get_user_info",
"refresh_token" : "42e******y24"

}

RZ&EMG: 400

BKREBIR.

{
"error" : "invalid_grant",
"error_description" : "Invalid authorization code"

}

RS
RSB iR
200 =4 An
400 BKEEIR o
j:t\

T
BESIEIRB.

3.3.4.3 SREVEFER

&)

INEEN4Aa
KEVAPER

EOLIR
7

URI
GET /api/v1/oauth2/userinfo
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N ARBHH EIRIRSS

APl &%& 3 API
BREH
2K 3-246 i53K Header 2
84 =AWk SHERR faR
Authorization | 2 String INIEEYE, {&: Bearer
{access_token},
Accept = String BEWaM s, {E:
application/json,
R3S
RSB 200
R 3-247 i Body 2%
B8H SRR A
id String FBFID
userName String BFR&
name String uZ
email String HliE3=puichil
mobile String FHS
RS 401
7= 3-248 iy Body %4
2% SHEE R
error String BiREE,
error_descripti | String EiIRER
on
=P ANl
HTFaccess_token HHAFEE,
GET https://{domain_name}/api/v1/oauth2/userinfo
Authorization: Bearer b7e1fda8-33ce-432c-9b97-7ff035fac...
Accept: application/json
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N ARBHDEIRIRSS

APl &%

3 API

N Rz 7~

7 NEX

WK&G: 200

5K o
{

"id" : "20201029190841785-CB37-8BD36B...",

"name" : "test",

"userName" : "test",
"mobile" : "12345678901",

"email" : "123@example.com"

}

KEB/: 401

TNIERY
{

"error" : "unauthorized",
"error_description" : "Full authentication is required to access this resource"

}
RSB R
200 BRI
401 TAIESEY

TS EIRB .

3.3.4.4 [ill#h Access Token

TORENA

URI

IBREH

[RI#TAccessToken o

POST /api/v1/oauth2/token

2 3-249 FormData &

2 BE W% SR g
client_id = String RIFEARR, SEMREE, 2B
Clientld,
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N FRBHD EIRIRSS

AP| &% 3 API

2H BRWIE SR fHR

client_secret | 2 String NAZA, EMNARE, Sk
ClientSecret,

refresh_token | & String RIFET<hE, $KEXAccess TokeniZ
AhiR[E],

grant_type = String AR, EEE:
refresh_token,

MR S4L
RED: 200

Z 3-250 lui; Body 2#

24 SHR

R

access_token String

RINARSS =RIROE B =75 N ERLIEShE

token_type String

BIaShEREY, EEE: Bearer,

expires_in Long nESERNEMER, LA AR,
scope String BACEE .
refresh_token | String [RIFF<ShE
RE&E: 400
% 3-251 Kz Body S%{
B8Y SHRTY R
error String HIRET,
error_descripti | String EiREAR

on

i5Rpl

HTFrefresh_tokenf@ll#raccess_token, refresh_tokeni@idiEH3xEXAccessTokeniZORY
MISA{EFREY, client_idFdclient_secret{#FE;F A AT BEcAIClientldFOClientSecret,

grant_type A& E{&Erefresh_token,

POST https://{domain_name}/api/v1/oauth2/token

Content-Type: application/x-www-form-urlencoded

client_id=NzZeWuiJa91dPSRdZQChMazlh13AW...&

client_secret=NzZ******3AW&
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RN RSP EERIRSS
AP &% 3 AP

refresh_token=e8e******7e3&
grant_type=refresh_token

MRz~
REFB: 200
BRI
{

"access_token" : "9bQ******df2",
"token_type" : "Bearer",
"expires_in" : 7200,

"scope" : "get_user_info",
"refresh_token" : "dec******7f1"

}
W&G: 400
IEREIR

{
"error" : "invalid_grant",
"error_description" : "Invalid refresh token"

}
REED
RS R
200 BRI .
400 BREIR .
e
52 EIRB.

3.3.5 E7 OIDC BN FRIAMEEERK

3.3.5.1 INIEERIKEUSIND

INREN4A
FFiAREER N AT, NABONeAccessRiEIENERIEK (BEEQAR ) , AFPH
NARPZERRIAERKING, OneAccessiSEREAEINA, FEHFEMNIEcodesH,

URI

GET /api/v1/oauth2/authorize
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RSP EERIRSS
AP &% 3 AP

2K 3-252 Query 2#

¥ BRIk SHER i)

client_id 2 String NARR, FMMNARE, HEchY
Clientld,

redirect_uri & String [ElEtEE, TR IR

OneAccessiSASRYMIE . Mk
Ao AN AT ES AYEE M
ht, BRI FEMM ERHIESHY
EliEhI RIS .

String BEER, EE(E: code,
String EACEE, ElEE: openid,

String NARSE, aTEFHLE
CSRFIZ:, REINISHUSEIERN
BrsE##wR, MARTKRE
INEIE RS EIEERAIIT R X
%, AL 8EFEHF,

response_type

scope

DN | DN | HO

state

IBREH

V254
R 302

& 3-253 i Header

el SR HR
Location String INIEPERIN, EEmibit, 61:

https://example.com?
code=z2D...&state=test

BRI

SRENOIDCIZANTD ., SR HEIEEcode, BLEMNAEMATERRClientld, FRINE
N EHIELEIE A https://example.com, EAGEENEEEopenid,

GET https://{domain_name}/api/v1/oauth2/authorize?
response_type=code&client_id=cUOL3GsEq1vuOJ5iQrRSu5AyPnKL8...&redirect_uri=https://
example.com&scope=openid&state=test

N Rz 7~
x
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R FRSHHEERIRSS
APl &% 3 AP

N

LN fiik

302 BARPRER, HEAFERTH. AFEER, EniEtEEEQE
redirect_urittitit, f§l: https://example.com?
code=z2D...&state=test,

3.3.5.2 3REX ID Token

INRENA
$KEXID Token,
URI
POST /api/v1/oauth2/token
BRkSH
R 3-254 FormData 2§
2% =A% SHEER R
grant_type 2 String AT, EEE:
authorization_code,
code g String =S, IMIEERERIEREEY
=S .
client_id = String MARR, FMNERE, HEcRY
Clientld,
client_secret |2 String NAZA, EMNARE, Sk
ClientSecret,
redirect_uri = String ElEtbhE, thtaTUAZ A8
FHESRIEEfLE, eTlAEFE
ARz FRRTE S A EE A
Zo
V254

W&G: 200
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N RSHHEERIRSS
AP &% 3 AP

2 3-255 i Body 2%

2% SR fHiA

access_token | String ENRSS 25IREIA5E =T M ARYAIEIShE.,

token_type String oS hRZERY | EE(E: Bearer,

expires_in String BIASRENERER, AR RN,

scope String ERCEE.

refresh_token | String RIETSHE, BRIAARLERrefresh_token, WIRE
E, ERAK ANEEE” FIRE “Refresh
TokenBXHR” FEERIRE

id_token String ID Token,

WK&G: 400

Z 3-256 I Body 2

2% SHRT T

error String NIRRT,
error_descripti | String IR
on

iERBI

EF1SNAZIREND Token, ISR EE(Eauthorization_code, (AN AERTSD
EcAYClientldF0ClientSecret, E|XE@itEtECE 97N FBRTAYEIRE e https://

example.com,
POST https://{domain_name}/api/v1/oauth2/token
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&

code=0yV..&
client_id=cUOL3GsEq1vuOJ5iQrRSu5AyPnKLS...&
client_secret=EFj******TcE&
redirect_uri=https://example.com

I Rz~
K& 200
1ERAEI
o fil 1
{

"access_token" : "ObU****NpD",
"token_type" : "Bearer",
"expires_in" : 7200,
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N ARBHDEIRIRSS

APl &% 3 API
"scope" : "openid",
"id_token" . ueyJ******Njgu
}
o fil2
{
"access_token" : "NgMh******d3k",
"token_type" : "Bearer",
"expires_in" : 7200,
"scope" : "openid",
"refresh_token" : "Swl******gnH",
"id_token" . neyJ******Njgn
}
RS 400
BEREFIR
{
"error" : "invalid_grant",
"error_description" : "Invalid authorization code"
}
R
RSB R
200 BRI
400 BREIR
H :
5=

52 IEIRE .

3.3.5.3 il Access Token

ab
ThEEN 4R

RI#rAccessToken,

URI

POST /api/v1/oauth2/token

IBREH

& 3-257 FormData 2]

2% =Rk SR iR

client_id = String MNMARR, FMNERE, HERY
Clientld,

client_secret | 2 String NAZA, EMNARE, Sk
ClientSecret,

NSk 01 (2024-12-26)
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N ABHHEIRIRSS

AP| &%& 3 API
2H BRWIE SR fHR
refresh_token | & String RIFFShE, $XEXD TokenE[Oe
R[E,
grant_type 2 String AR, EEE:
refresh_token,

=351
KE&S: 200

% 3-258 ljuf Body &%

2% SR fHiA
access_token | String ENRSS ESIREIA5E =T M ARYAIEIShE.,
token_type String oS hRZERY | EE(E: Bearer,
expires_in String HESHEIEREE, LR AL,
scope String ERCEE .
refresh_token | String RIS RE
id_token String ID Token,
K388 400
Z 3-259 ALK Body 2%
2% SR A
error String e it
error_descripti | String iRtk

on

i5RHl

EFrefresh_tokenffl#raccess_token, refresh_tokeni@iZiE FAsAEXIDTokenizZ AN

NA{EIKREX, client_idF0client_secret{sEFiF AN FBRT 53 BECAIClientidFOClientSecret,
grant_type AEE{Erefresh_token,

POST https://{domain_name}/api/v1/oauth2/token

Content-Type: application/x-www-form-urlencoded

client_id=cUOL3GsEq1vuOJ5iQrRSu5AyPnKLS...&
client_secret=EFj****TcE&
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R FRSHHEERIRSS
AP &%

3 API

refresh_token=b462******7ef&
grant_type=refresh_token

g Rz~

W&E: 200
53R

{

"access_token" : "270******6d5",

"token_type" : "Bearer",
"expires_in" : 7200,
"scope" : "openid",

"refresh_token" : "162*****412",

"id_token" : "eyJFrRYTK!

}

WK&G: 400

RS

{

"error" : "invalid_grant",

"error_description" : "Invalid authorization code"

}

T

RESES

1k

200

IERNZAYIS

400

ERIEIR

52 iEIRB .

3.3.5.4 [2z(#EN

ab
ThREN 4R

BRipia&ERNERT, AL EzENTE IRE Access TokenFID Token, [0
OneAccessKEIENERIERK (EE@AR ) , APBANBARPEBIAERINE,
OneAccess¥¥EEMEINA, FHiErAccess Tokenf]ID TokenZ&%{,

URI

GET /api/v1/oauth2/authorize
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MRS EIRIRSS

APl &% 3 API
2 3-260 Query 2
el =AWk SR R
client_id = String NARR, EMMNARE, Sk
Clientld,
redirect_uri 2 String ElEtE, TR AEW
OneAccess Token ( ID Tokenzgg,
Access Token ) B9ttt HblibaT
LA N AR IR S RY[EiE S
b, WeJLARiEMAAIESHY
[EliE RIS o
response_type | & String EAEERY, mNk(E: id_tokendy
id_token token,
e HYid_token{ERY, iR[E]
id_token,
e HYid_token token{@Rd, iX[o]
access_token#[id_token,
scope = String ECEE, EEE: openid,
state S String MNAIRSE. ATEFBLE
CSRFIZE, RINEAEEIREN
Bi=EHETE, NERTeR
INIEERSEEERAIRT R
. JUEEFENHEF.
=P
7
I)VE=S5'8
K& 302
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N ARBHHEIRIRSS

APl &% 3 API
K 3-261 Mgy Header &4
2% SR ik
location String INIEE RN, EREMItbiL, - list text

BRI

MRz~

I NTE

HIR0

herefgtNZEEid_tokenHd, 1R[E]
https://
example.com#id_token=eyJraWQiOi.Jl
NWFINTg1Mzky.NjAONjg...- list text
hereiSiXZEEY fyid_token tokenfd, IR[E]
https://
example.com#access_token=f9dd6b8a-
4b4f-4380-
bf3a-39f8bfbef...&token_type=Bearer&
expires_in=7199&id_token=eyJraWQiOi
JINWFINTg1Mzky.NjAONjg...

ETENZEEEId_token tokeni#H{TRRTLIZAN, LEATIIR &iETsaccess_tokenfll
id_token,
GET https://{domain_name}/api/v1/oauth2/authorize?response_type=id_token

token&client_id=cUOL3GsEq1vuOJ5iQrRSu5AyPnKL8...&redirect_uri=https://
example.com&scope=openid&state=test

BT EIEEENEId_tokeniHITRRZURAN,  IAIIIR = H#E7id_token,

GET https://{domain_name}/api/v1/oauth2/authorize?
response_type=id_token&client_id=cUOL3GsEq1vuOJ5iQrRSu5AyPnKL8...&redirect_uri=https://
example.com&scope=openid&state=test

RESES 1k

302 BRPXRES, EAPERNH. AFREER, B Access Tokenill

ID TokenEE@ZEredirect_urittbiit .

WEEIRE .

3.3.5.5 3XEY OIDC metadata

ab
ThEEN 4R

SRENE FOpenID ConnectfIEHHIZIHREIIdPHIMetadataszit,
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RSP EERIRSS
AP &% 3 AP

BEOLR

URI

GET /api/v1/oauth2/.well-known/openid-configuration

IBRESH
7o
N RrE&E
7o
=P ]l
SREVETFOpenID ConnectfIBn12HESIdPAIMetadataSis.
GET https://{domain_name}/api/v1/oauth2/.well-known/openid-configuration
N Rz73~f51
.
RS
RS g
200 BRI
e
B2 EIRE.

3.3.6.1 £FEH

IheE 4R
FHESIERHES, HAFPBREE=FNERSE, REENBRFAASHISIEI,
ERTEEEEOneAccessAE B RISSOZEE, OneAccesstHERSSOEIEfS, NS EED
BIR Himis ERVEIEEIEURL

EOLNR

p
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NARBHHEIRIRSS

APl &%& 3 API
URI
GET /api/v1/logout
K 3-262 Query #
S8 =AW SR A
redirect_url & String FHEERHENEELNE, [
BEUBEEREA, FEFEHT
URL Encode,
=R 25
y
N RrSE
"
=Rl
OneAccessZ BB HERFEE [@EI N B ElAfbEhttps://example.com,
GET https://{domain_name}/api/v1/logout?redirect_url= https://example.com
I piz =51
"
RS
RSB 0%
302 KANEEQRAFRERRTMHE, WRiEEredirect_url, NHkEE
redirect_urlitbiit,
TS
B2 EIRB.

NSk 01 (2024-12-26)
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R FRSHHEERIRSS
AP &%

4 B3R

4 s

4.1 session token &7

BRIMIE
MEFERHIE: "session_token="+sessionToken+"&timestamp="+timestamp
+"&nonce="+nonce,
Hrh, timestampi=ipiiRSS ==Y a)8L, AJIEFRIRENARSS =AY )@k 15REN,
nonce IRENFiFER, BIREZIEEMERL, AJHZRIATEIERY16EHE.
SREX 2 $ApublicKey, @i iERIREN A FE2O3KREN
BREENRSARANE, BFHIRINIRSA/ECB/
OAEPWithSHA-256AndMGF1Padding, F&ZHIEINZEEEH{TBase644R
TN

Java F A2 CHBELHA

import org.bouncycastle.jce.provider.BouncyCastleProvider;
import org.apache.commons.codec.binary.Base64;

import javax.crypto.Cipher;

import java.nio.charset.Charset;

import java.security.*;

import java.security.spec.InvalidKeySpecException;

import java.security.spec.PKCS8EncodedKeySpec;

import java.security.spec.X509EncodedKeySpec;

import java.util.Date;

public class RSAULils {

public static final Provider provider = new BouncyCastleProvider();
public static final String KEY_ALGORITHM = "RSA";

public static final String BEGIN_PRI_KEY = "----- BEGIN RSA PRIVATE KEY----- "
public static final String END_PRI_KEY = "----- END RSA PRIVATE KEY----- "
public static final String BEGIN_PUB_KEY = "----- BEGIN PUBLIC KEY----- "
public static final String END_PUB_KEY = "----- END PUBLIC KEY----- B

/0N

public static String encrypt(String input, String publicKey) {
/] BBRATAFFL . LERIFRFNRITR
publicKey = publicKey.replaceAll(BEGIN_PUB_KEY, "").replaceAll(END_PUB_KEY, "").replace("\\n", "");
try {
byte[] enStrByte = encrypt(input, getPublicRSAKey(publicKey));
return Base64Utils.encodeToString(enStrByte);
}catch (Exception e){
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throw new RuntimeException("Could not encrypt data ",e);
}
}

private static PublicKey getPublicRSAKey(String key) throws NoSuchAlgorithmException,
InvalidKeySpecException {
X509EncodedKeySpec x509 = new X509EncodedKeySpec(Base64Utils.decodeFromString(key));
KeyFactory kf = KeyFactory.getinstance(KEY_ALGORITHM, provider);
return kf.generatePublic(x509);
}

private static byte[] encrypt(String input, PublicKey publicKey)
throws Exception {
Cipher cipher = Cipher.getinstance("RSA/ECB/OAEPWithSHA-256AndMGF1Padding", provider);
cipher.init(Cipher.ENCRYPT_MODE, publicKey);
byte[] re = cipher.doFinal(input.getBytes("UTF-8"));
return re;

}

| [fEE
public String decrypt(String input, String privateKey) {
privateKey = privateKey.replaceAll(BEGIN_PRI_KEY, "").replaceAll(END_PRI_KEY, "").replace("\\n", "");
try {
byte[] bt = Base64.decodeBase64(input);
byte[] decryptedData = RSAUtils.decrypt(bt, RSAUtils.getPrivateRSAKey(privateKey));
return validateData(decryptedData);
}catch (Exception e){
return e.getMessage();
}
}

private static byte[] decrypt(byte[] encrypted, PrivateKey privateKey)
throws Exception {
Cipher cipher = Cipher.getinstance("RSA/ECB/OAEPWithSHA-256AndMGF1Padding", provider);
cipher.init(Cipher.DECRYPT_MODE, privateKey);
return cipher.doFinal(encrypted);

}

public static PrivateKey getPrivateRSAKey(String key) throws InvalidKeySpecException,
NoSuchAlgorithmException {
PKCS8EncodedKeySpec pkcs8 = new PKCS8EncodedKeySpec(Base64Utils.decodeFromString(key));
KeyFactory kf = KeyFactory.getinstance(KEY_ALGORITHM, provider);
return kf.generatePrivate(pkcs8);

}

private static String validateData(byte[] decryptedData) {
String dataStr = new String(decryptedData, Charset.defaultCharset());
if (dataStr!=null && dataStr.length() > 0){
String[] split = dataStr.split("#");
if (split.length > 1 && split[split.length-1].length() == String.valueOf(new
Date().getTime()).length()) {
try {
if (new Date().getTime() - Long.parseLong(split[split.length-1]) < 5*60*1000L){
return dataStr.substring(0,dataStr.length()-1-split[split.length-1].length());
lelse {
throw new RuntimeException("operate time out");
}
} catch (Exception e) {
throw new RuntimeException("wrong timestamp ", e);
}
Jelse {
return dataStr;
}
}

return null;
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APl &%& 4 fiF

4.2 33 OIDC tiMY =AY id_token H1TIEIE

L1 EFOneAccessSIB| P, & “188 > RSBEE" .
T2 FERSEERE, 4 “0IDC” .
ZI¥3 7£OIDCIE, B “OIDGRE”

4 FREYjwks_uritthiit

SIS ENSERREAjwks_urittbtib, fRIZEIZAIOIDCN FBRRIEZINZ S TURERE R, 10

RS512EX FEIRLIIEARS -

$IE6 (EHIZZATId_tokeni#H{TI8IIE
>3
4.3 t51xh5
RS = LS ) R AIBHETE
400 APP.0001 Application R BB NN AR
does not 5FE
exist.
400 APP.0002 Application ID | R FAIDAEER | IBRREBANSHHIN
required. = BIDFREENT
400 APP.0003 Application KN FEEZEH BRREE R
disabled. — RN
Bid
400 APP_ACCOUN | Application NEKSAE | BREXI RN R
T.0001 account does | 7& SEAFE
not exist.
400 APP_ACCOUN | Application NEKSER | BRI
T.0002 account = A=
already exists.
400 APP_ACCOUN | Unsupported | AZ#FILNA | BICENEAKSSE
T.0003 application k=28 BRI
account.
400 APP_ACCOUN | Unsupported | A3ZiFULNA | iBICENEKS
T.0004 application WSIPREE | [REELERIEH
account
permission.

NHShRZA 01 (2024-12-26)
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APl &% 4 Bz
RSB = H=ER fik e =i
400 APP_ACCOUN | Public RMAAHKS | BRENNNAR
T.0006 account does | R1F{E HKSEEFE
not exist.
400 APP_ACCOUN | Extended NEAKST R | SaExd i Ak
T.0007 attribute does | BHAEFE ST ERUERSHF
not exist. =
400 APP_ACCOUN | The name of | RAAKSER | iIBHEASHHIN
T.0008 the TeEh= AkSEMRFRE
application BAT
account
required.
400 APP_ACCOUN | Application NEAWRSEAR | BREANSHLILN
T.0035 account name | BEAZE ARSAFERES
required. =
400 APP_ACCOUN | Application NEKSEAR | BREASHIIRN
T.0036 account name | FFERIGHN | AKSBEFEREE
invalid. ARG
400 APP_ORG.000 | Application NETWEAARE | BREXT R A
1 organization | £ MESEFERE
does not
exist.
400 APP_ORG.000 | Application RFBHMEARF | BHEENMER
2 organization |8 BB
is not
enabled.
400 APP_ORG.000 | Application RFBE%mES | BRI IR
3 organization | BfFE BiNia%ms
code already
exists.
400 APP_ORG.000 | Parent SRR | IBREXT R
4 application EE JEBFE
organization
does not
exist.
400 APP_ORG.000 | Application RFBHEAEE | B EXNNFER
5 organization | ##{&24 BEHEFE TRIN
cannot be A
modified.
400 APP_ORG.000 | Application SR FBNIAE | BB RS
6 organization | AR | WE2EFRENME
and its parent | gE2E—" =R—ME
must be
different.
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RS ERs ERER fiR A1RtEE
400 APP_ORG.000 | Application RFBHEAEE | B EXI R R
7 organizations | #E#BR BT EREFEF
cannot be AEEE S
deleted.
400 APP_ORG.000 | Application RIFNAO4RES | BB AS IR
8 organization | ABEAT VRIS FERE
code required. BRE
400 APP_ORG.000 | Application RIFNAEBFR | IBREASHIIR
9 organization | AEEAT BIEEIRFRE
name HHAE
required.
400 APP_ORG.001 | Application NFBIERFR | BEiREER TR
0 organization | BFE IS RIR ANAEE
name already R
exists.
400 APP_ORG.001 | Invalid RIFAHAAHRES | BREAS PRI
1 application AREREI | BYRE=ERE
organization | BRFEIRIGHN
code.
400 APP_ORG.001 | Invalid NABHMEER | BREASHIN
2 application THERKRM | BMERzRE
organization | BRFSRIGHIN
name.
400 APP_ROLE.O0 | Application NEBfReAE | BaENNARA
01 role does not | £ EEEFEE
exist.
400 APP_ROLE.00 | Application NEBERF | BHRENNMAER
02 role is not B SHENBRE
enabled.
400 APP_ROLE.O0 | Application NEBfREERF | ERRRFNERILN
03 role already | 7£ ARt
exists.
400 APP_ROLE.O0 | Application NEBRBFRE | 1BREINAKS
04 role is bound | TKE4FE
to accounts.
400 APP_ROLE.O0 | Application NEBERE | BREANSHLNE
05 role code TeEn= RAEREEREAT
required.
400 APP_ROLE.O0 | Application NEBERE | BREANSHLILN
06 role code IEEREN | ARefB=xERE
invalid. il B ARG

MAERRAS 01 (2024-12-26)

WRIERE © LEARITERARERAF

168



N ARBHDEIRIRSS

APl &% 4 B

RSB =i=h m=ER ik AL IBETE

400 APP_ROLE.O0 | Application NEBERIR | BREBEANSHLNE

07 role name RBER=T BEBEEMEAAT
required.

400 APP_ROLE.00 | Application NEBERIR | BREANSHLILN

08 role name AEEREM | BAReRIRFERE
invalid. il BFERIEHN

400 CAPTCHA.000 | Invalid BRI | BREMAINES

2 CAPTCHA LM EfHEFTREA
code.

400 CAPTCHA.000 | CAPTCHA EFISIERERR | B EFRIREAIRES

3 token expired. | @I ShEE | BEIFARIEBEEE
58 22!
400 CAPTCHA.000 | Invalid BRI | AR RERNRE
4 CAPTCHA EESER | EfRIESAHIR(E]
token. LM IS HE—E
400 CAPTCHA.000 | Unsupported | AZiFbAIX | BREELXSEE
5 scenario. = R
400 CAPTCHA.000 | Failed to send | I&iFfgkixXsk | BREWAINED
6 the ® IFrHF SR
verification
code.
400 CAPTCHA.000 | Incorrect KIFBAIERR | B ERARIEIE
7 verification a1
code.

400 COM.0002 System busy. | RRZEIT, 15 | BRKRABER
Please try EEEL
again later.

400 LOGIN.0001 User has been | HFZXER | iBEBIEEL
locked due to | £, FHFE
multiple login | #iE. B
failures. It will | 7£ {0} £F%0
be unlocked | {1} ¥R
in {0} minutes
and {1}
seconds.

400 LOGIN.0002 | Invalid TS, | IBRERARERF
account name | i3, FFRR | SHEBEEIER
or password. | #:{0}

Remaining
attempts: {0}

400 LOGIN.0003 | id_token id_token £ | ISHAEMARIAR
generate SN BB EE1ER
error.
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RS ERs HixlEE iR A1RtEE

400 MOBILE.0002 | Unauthenticat | REZINERIF | BREREBANBFN
ed mobile A= SEBIEH
number.

400 ORG.0001 Organization | {B#RRTFIE BB NERE
does not BFE
exist.

400 ORG.0002 Parent RIMARARTF | BREEXNARAR
organization |7 BAFE
does not
exist.

400 ORG.0010 Organization | fH4R4RASAEE | IBHEHLR RS
code required. | AZ

400 ORG.0011 Organization | fBAZTRAEE | IBRBEANSHRYHE
name R=E NERFERERN
required. =

400 ORG.0012 Organization | {HL4RABERF | EIRRFIMIAYE
code already | #£ LRID
exists.

400 ORG.0014 Invalid RDREATT | BREASHNE
organization | &IEFANY DI FRESR
code. BREEHIN

400 ORG.0015 Invalid RAZBIMATT | BREASHNE
organization | S1REaFINY NEZMRFRERTT
name. =Ll

400 ORG.0016 Organizations | {B4AAREMM | IBHEXINAL T
cannot be 3 EAFETFHRE
deleted. =)=

400 ORG.0017 Organization | RBLESHF] | BRERKARSH
and its parent | fHEAARIFE | FIARARIFESE
must be =]
different.

400 PAGE.0001 Number of BHEAT | BRERASIH
records per BRI =
page is
invalid.

400 PARAM.0001 | Incomplete IRBEEAT | BRERAIZE
device % SEREATE
information.

400 PARAM.0002 | clientld clientldfgen | IBRERMARY
required. = clientld@2&/RE
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RSB =i=h BiREE ik AL IBETE

400 PARAM.0004 | Coordinates | A4RMEEAEE | IBHERINAIAIR
required. A= ERRENZT

400 PARAM.0005 | Token EfAGIERE | S EmANER
required. DSHEAREEN | WIEBSMHShER

= HAE

400 PARAM.0006 | Sender RIEFABER | BEERANLE
required. = BFRART

400 PARAM.0007 | Scenario RXASEAREE | BRREmANAIEX
required. HZE =ERBAT

400 PARAM.0008 | CAPTCHA EFAGIERRRR  | i EmAER
token IEEYSHEAR | RIFERIeEITS
required. BERT EEEAT

400 PARAM.0009 | Verification ISR | BB AAILEIE
code required. | & BEEAE

400 PARAM.0010 | Account WSAREEAT | BREEHRANIKS
required. BHAE

400 PARAM.0011 | WeChat MSENEA | BREmANRE
authorization | ggRz ENBEERT
code required.

400 PARAM.0012 | Alipay ZIERE | BEERANSS
authorization | FRRgRZ ERNEEEAT
code required.

400 PARAM.0013 | State token IEARTShEARE | IS ER ARG
required. A= SHEEEAZT

400 PARAM.0014 | Invalid state | IGETSRETR | iBaERABIIGET
token. SRR

400 PARAM.0017 | PARAM.0017 | #3ZIDFRES | IBIEMARIHLR

= IDREB AT

400 PARAM.0018 | Old password | BZEREAREEA | BRBEASHNER
required. z= ERFERERNT

400 PARAM.0019 | New HEROARER | IBREASHIE
password = EBRFREEANT
required.

400 PARAM.0020 | Old and new | BRZBIFHE | BREHANRE
passwords B4 EE—3 B EEEE—
must be =
different.

400 PARAM.0028 | Old password | REZRBIRIEK | IBEFHHAER
is incorrect. Iy
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400 PARAM.0029 | Invalid list. EGKRNARFT | BEBEASHHE

=Xl BRNEEFER
SRR

400 PARAM.0030 | Signature BEELYEE | BERERSERE
invalid or 1$HA Bid
expired.

400 PARAM.0031 | SSO ticket —RMESHER | BRERAN—R
required. BER=T HEEENT

400 PARAM.0032 | SSO ticket —RESHT | IBERKE—RE
invalid or ek 2T HA ShEEBIR
expired.

400 PWD.0001 Historical AARVFERRD | ARHERRER
passwords D 15, BEMEAE
cannot be 3
used.

400 PWD.0002 Password EREARIHE | BRARIHERA
cannot be the | BAARP&E | PEINEIS, B8
username 5 ARG
spelled
backwards.

400 PWD.0003 Password FRHARF | BEIARIFE
cannot 8% AR & BFR&. F
include 2. FNS. =. WPFERIR. ¥
username, HRFERISR . W | BHS, 5=
mobile 2= AT
number, or
email prefix.

400 PWD.0004 Weak FHERER | ZREXRER, B
password. BEHMAELS

400 PWD.0005 Weak ZEBAEE | ZEIBA5EE,
password. 5 BEMBAEE

400 PWD.0006 Max. {0} FRPHRAFE | BEIRAFEMFE
identical HEEHTRE | EHFaEEIZ{0},
characters in | #i2{0} BERHNED
password.

400 PWD.0007 Password EREKEAN B E{0}~{1}
must be {0} {0}~ 1IZERF | AT, 1BEHE
to {1} NERS
characters.

400 PWD.0008 Password ZIAREAT | BREEHRANER
required. rHAE
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REB EI=E BIRER ik AL IBETE

400 SOCIAL.0001 | Social media | HRZMKSEH | BREHRKSE
account T, BhRE | [EYE, i
already FINSHITHE
bound to
another
account.
Unbind them
first.

400 USER.0001 User does not | FARPARFE BRRENNEFE
exist. BEE

400 USER.0004 User disabled. | S EEABERT | IBEXREER

400 USER.0008 Username BRE%8ER | BEEANSHIE
required. = FEFBREEAT

400 USER.0009 Name UERBEANT | BREBEASHIY
required. BFREEHNT

400 USER.0010 Mobile FNSAEEN | BIRBEASHPFE
number Zs NEFRETNIET
required.

400 USER.0011 Email address | HRFEARBERT | IBISBENSHRIHR
required. fEFREENT

400 USER.0012 First name BFEARBEAT | BRBEASHHZ
required. FFREAHNT

400 USER.0013 Middle name | HRjaIZAAE BEEASHPEgG
required. = BERFEREEAT

400 USER.0014 Last name HWEABEAZT | BRBEASHIY
required. KFEREHIT

400 USER.0015 Nickname RIFAGENZT | IBIRBEANSHHIR
required. FREENT

400 USER.0016 Birth date S HABEAT | BREBEBASHHE
required. HFREEHANT

400 USER.0017 Gender HRAREANT | BIEEASHIM
required. IFBREENT

400 USER.0018 ID type WEHRBIREE | IBRBEANSANIE
required. A= HEREFERERH

2

400 USER.0019 ID number IHESIBAREE | BREANSHANIE

required. A=z HSHEFRERN
=
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400 USER.0020 Country/ ExRmXAR | BREANSFHNE
region BER=T FUMXFEER
required. A
400 USER.0021 City required. | IMHAREAZT | IBREANSHRIN
hFREERT
400 USER.0022 Employee ID | TSABEAT | BREASHFHIT
required. SFREENT
400 USER.0024 Immediate BERELEAREE | BREEaASHHE
supervisor A= BLERFERERN
required. =
400 USER.0026 On-boarding | ANEREJIEIAREE | IBREBEASHRIAN
date required. | BF IR EFEREE N
400 USER.0027 Office TERREMAR | IBIRBEASHIT
location BEAT {EFRTE R 2R
required. h=
400 USER.0028 Extended I REM{0IAR | BlREANSHIY
attribute {0} | BERZ EEH{0}FRER
required. h=
400 USER.0029 Username BREEFEE | BRI rE
already exists. P&
400 USER.0030 Mobile FNSERFE | BiERFIFE
number n=
already exists.
400 USER.0031 Email address | HBfEEFE BRI AYHR
already exists. 8
400 USER.0032 ID number IHESIBERE | EiRRRIIZaNE
already exists. | £ HSB
400 USER.0033 Employee ID | ISEFHE BRI AY T
already exists. =
400 USER.0035 Extended I REREM{0IE | BRI asy
attribute {0} | & REEH{0}
already exists.
400 USER.0036 Invalid BAREAREE | BREANSHHIA
username. RIGHIm PEFEREEEES
[ B IP-FHF-
BREMENX] &
HORZIE A
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RS

=63

HixER

g

AbiBiEkE

400

USER.0037

Invalid name.

HEAFER
oz

IBREANSHRIY
BFREAHE

[ E1BiIP-FF-
AREMEX ] F
AYRIE RN

400

USER.0038

Invalid mobile
number.

FNSAHEE
RELHRNY

IBREASHNF
NEFRESHNS

[ E1BiIP-FPF-
AREMEX ] F
AR AR

400

USER.0039

Invalid email
address.

BB FF AR
oz

BB SRR
BFREETE

[ EEIIF-RF-
RREMENX ] &
AIRE AR

400

USER.0040

Invalid first
name.

BFEAFER
oz

BREASHRIZ
FFREEAHE

[ EEIIF-RF-
RREMENX ] &
AR AR

400

USER.0041

Invalid middle
name.

RIS
RELHRNY

IBIREANSHRYH
BEFRESHE
[ EEIIF-RF-
RAPBHENX ] &
AYREE AN

400

USER.0042

Invalid last
name.

HEECAFFEIR
oz

IBIREANSHRI%
KFrREGNE

[ E1BiIP-FF-
RAPBEHENX ] &
AR AR

400

USER.0043

Invalid
nickname.

PRFRAFF SR
oz

IBIREANSHRIE
MFREEHEE

[ E1BiIP-FF-
RAPBMENX ] &
AR AR

400

USER.0044

Invalid birth
date.

EEHRFER
oz W

IBREASHIE
BFRESHEE

[ E1BiIP-FF-
RAPBMENX ] &
AYRIE AR

400

USER.0045

Invalid
gender.

HEBIAHAR
ALY

BEEANSHPRIE
FREESHTE

[ EEIIF-RPF-
RAFREMEX ] &
AYRE AR
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RS EiRB ERER A Q- 1BiEHE
400 USER.0046 Invalid 1D WHEERIARRT | BREAS ST
type. BRI HRBIFTERERRT
& [ B1E]F-H
P-BRPEMENX ]
ARSI
400 USER.0047 Invalid 1D IHESIEAT | BREASHIE
number. RIS HSIBFREEMT
& [ B1EIF-H
P-FBRPEMENX ]
ARSI
400 USER.0048 Invalid ERtXA | BIEEASFHE
country or FERGMN | RGBXFERER
region. w5 [ S1EIP-A
P-FBRPEMENX ]
RIS
400 USER.0049 Invalid city. WHARFER | IBIREANSTRYE
Loy W] hFRESHS
[ EEIF-FBPF-
BREMENX ] ¢
AOREE ALY
400 USER.0050 Invalid ISAFER | BRREASHIT
employee ID. | I&HANY SFREA™S
[ EEIIP-FBPF-
BREEENX ] F
RORSIE IR
400 USER.0052 Invalid BELEAFT |BRBEASHNE
immediate =Ll BLRFEREEMN
supervisor. & [SEIF-B
FP-BREMENX ]
RIS
400 USER.0053 Invalid user AREBRLRFT | BRREASHHIIA
type. BRIEHY RTINS
& [ S1EIF-H
F-BREMENX ]
FRRIRIEFR N
400 USER.0054 Invalid on- NIRRTEIARRT | IBEBEBASHHA
boarding BRI RAEFERERR
date. & [SEIF-HB
F-BREMENX ]
ARSI
400 USER.0055 Invalid office | T{EFREMEAR | BIRBEASHHT
location. FERIEMN | fEFrE=FERES

7E | SEFP-B
F-RREEENX )
ARSI
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400 USER.0056 Extended VEEM{0}R | iBHEENSFIY
attribute {0} | AN | EEHY{0}ZERES
is invalid. FE [ E1’IP-B
FP-BREMENX ]
ARSI
400 USER.0061 User ID FHRFIDAREER | BEEANSHIIA
required. s FIDFEREEAT
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