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https://support.huaweicloud.com/intl/zh-cn/usermanual-oneaccess/oneaccess_03_0074.html

N FRBHD EIRIRSS

API &%

3 API

IBRT=

IEREISES

BIANEEESREVEFIAEEZ A “abcdefg.huaweioneaccess.com” RUSLHIRGISITE
&2, WHERAFiAEES “abcdefg.huaweioneaccess.com” , FHEFRENAEIESE
RIURIERS K Eresource-path ( /api/v2/tenant/token ) , HHEERRUN TR,

https://abcdefg.huaweioneaccess.com/api/v2/tenant/token

3-1 URI =EE]

httpsl//jabcdefg.nuaweioneaccess.com||/api/v2/tenant/token

T | |

URI-scheme Domain_name resource-path

(AR

HREEHE, EENEFRAPINURIERSD, REaHEresource-path#hsy, FHIFiEKAEZEE—#R,
XZ2EURI-scheme#BREHTTPS, fidomain_namefE@— P LfitBiERE, FrLAEEEIEIX
BB AR

HTTPIEKA L (BFRARIESENE ) , EERRSEERERTAREAURE.

o GET: BKIRFZHRRENEERR

e PUT: EXRBZHREFIEERR-

o POST: EKRIRSZH[INGE RSN TIFIRIRIE

o DELETE: EKIRSZHMFMEERTR, MNMERITIRE.

e HEAD: BKARSZRZTIELER.

e PATCH: EXRESHREHTFENHLNE . SRBFEAFENNRE, PATCHOIRER
EOEE—NRRER

TEIREUAEERAIURIERS , ERIIABRIEIEKRTGEAR “POST” , MEIEKA:

POST https://abcdefg.huaweioneaccess.com/api/v2/tenant/token

BHIMERLTER, MISERURFIHTTPAAFRERIIFER ., BIMIE X B R RIAS
Rk “Content-Type” , EREMNEEE.,

& 3-1 REBEKER

BFR R =5 | =
Wil

Content-Type | HEMARIZER (18 |2 application/json
) o« BABUES
“application/
json” , BEMEYE
RSEEMEOF
i JiHA8,

SASRRAS 01 (2025-11-03) WRIERE © EARITERAREIRAF 6



N RSP EERIRSS
AP &%

3 API

2R fER 2a | =6
%

53

Accept ESMNER, | B application/json
FRPERRIAME
application/json,
BHMEENSTE
E;;W%EIEP%H%
B,

Content- BKbodyi<E,
Length fiI/3Byte,

iy

3495

Authorization | IAMEEYE ., fN5KEX
BREEREO, &
JIBearer
{access_token},

iy

Bearer {access_token}

MFEREGAIEEREREDO, BFAFTEIANE, FTLARARI “Content-Type” BIET, #R0
HESLERIERIN AR

POST https://{domain_name}/api/v2/tenant/token
Content-Type: application/x-www-form-urlencoded

iEREEE (k)

IZER DA, IERIBRREE SRR (JUSONEXML ) &, SiERiEEkH
Content-TypeXJiz, (EEFRIERBRLZINMIAS . EIBKBEMRFIISEIFH
X, WA FFAM/IUTE-84%A3

BMEONBRERRARABTTE, EHTES M EOBFEEFTRERE (HEHHE
SRR ) , GET. DELETEHERE(ERERZENMATERRS, HRAEFATTFER
EEAZEOME.

X FIRBUAEIERED, EalLANEONBEKRISERIMHRINERESHNRSEIRA.
EEEAIMANGRIERN TR, IMENRGFREEIRBLNMEES, HF
UserName/3;F R FBiE S BeRYZRIIERIEID, Password)9i: R B 5 BchvizO
INERIERSE

POST https://{domain_name}/api/v2/tenant/token?grant_type=client_credentials

Content-Type: application/x-www-form-urlencoded

Authorization: Basic
eFFp DzzaNg::

FIXBEAIEXMEREBENABTHERZTET, ZaJLlERcurl. PostmanziBiZYR
BEREBEANALZEKRFHEAPI, MFREGAERZEO, REIIDLAEEARG
“Authorization” FEREEXRINIHIEER. BT HAEEZE, EHeJLUERLE
EIEEREMAPI,

PostManifEB~:

SAERRAS 01 (2025-11-03) WRIERE © EARITERARERAF 7



https://curl.haxx.se/
https://www.getpostman.com/

RSP EERIRSS
AP &% 3 AP

POST v e R R o m/=piu2 renant/tokenTgrant ype=client credentials

3.1.1.2 jR[EIEER

INEX
BREEUE, BRKEIRN, BEREH. MAERLFIERA
INEBR—EHNEISEIEFAE, IEBRR TIERMAAPRE .
SFEREUAEEREED, MREARIREIAERA “2007 , MFRRERE.

MaAGHRSL (T )
S
RROEREEL, MREH RSk, 4 “Content-type”
FREVHIDERED, FRERGES k.

NRGH S (AT )

ZER DAl IMNGERREE SRS (ISONERXML ) iRE], SiRzES sk
Content-TypeX3iz, (EEFRIDALIHSkZIMINE o

XFEREUAEEREZED, RENTESA.

{
"access_token" : "334 140...",

"token_type" : "Bearer",
"expires_in" : 1719,

"scope" : "all",

"id_token" : "eyJ pYW..."
}
SFOEALEN, SROERBREREEIRNE, EXMNAIBody SN AT
o

tokenZXBREIREIE:

o EiRZERinvalid_client:
{

"error": "invalid_client",
"error_description": "Bad client credentials"

}
o iR Ainvalid_token:
{

"error": "invalid_token",
"error_description": "Invalid access token."

}

HA, errorRRiBIREE, error_descriptionR R EI=HIAER. .

SASRRAS 01 (2025-11-03) WRIERE © LEARITERARERAF 8



RSP EERIRSS
AP &% 3 AP

SHEREIREIE:

"error_code": "USER.0033",
"error_msg": "Employee ID already exists."

-~

HA, error_codeXREEIRIE, error_msgR R EIREREE

3.1.2 /AER

3.1.2.1 3kEN50)EE - ShowAuthToken

IhEENA
SRENA FHBYAPIEIOEE . TokenfIBREREAIA D300, AIEEIEIP-IRE-IRSSHEC
B-APTAIEE Eg ST EARTENE N . BINHITER, BHENESEH ., [FHTokengiis
MR Token BT HAE EI2AIATE), BHLEEAREAPIRYE 2 TokeniIEASEUEFHAPILIK
BfikEToken, A FIWEBTokenBE -
EOL49%R
null
URI
POST /api/v2/tenant/token
BRkSH
3£ 3-2 FormData £
S =AW SHEER i
grant_type = String BAEERL, EE(E:
client_credentials,
client_id = String MNARR, FMNERE, 78Ry
Clientld,
client_secret | 2 String MNFAZE, EMNAERE, 9SBEHY
ClientSecret,
)25

RZSES: 200

% 3-3 Ifif Body 2%

2 SR iR
access_token String ISR, BT EREEAPI,

SAERRAS 01 (2025-11-03) WRIERE © EARITERARERAF 9



NS EIRIRSS

APl &% 3 API
2% SRR fR
token_type String INIEEESEE . EE(E: Bearer,
expires_in Integer ISHARYE) . BBAAFP, BAIA1800s,
scope String SKEXAYACcess TokeniERUAESBE
id_token String =RGAIElid_token,
RE&ES: 400
7 3-4 uhZ Body &%
e SR ik
error_code String BIRRS .
error_msg String EIRIFS
=GNl
SREVENR, RIERARIclientid AR clientsecretfREZE %M token
POST https://{domain_name}/api/v2/tenant/token
Content-Type: application/x-www-form-urlencoded
client_id=ONtQq2igSggfFClyGgzmuXR8UbWEP..&
client_secret=XdqUmJpG19hNEHz3472XsPcwvfe...&
grant_type=client_credentials
I pz 7~
RSB 200
BRI
{
"access_token" : "334++140",
"token_type" : "Bearer",
"expires_in" : 1719,
"scope” : "all",
"id_token" : "ey s ey Yo, ELMRRY W
}
NG
R ik
200 BRI
400 ST
M H%RAS 01 (2025-11-03) WA © EARTERABIRAE 10



RSP EERIRSS
AP &%

3 API

tHI=0

3.1.3 FHFREE

3.1.3.1 82 - CreateUser

IeeN4A
BUEBF.
BEOLER
null
URI
POST /api/v2/tenant/users
IBREH

% 3-5 153K Header 2%

2% =A%k SRR (i35

Content-Type | 2 String ZFERARBIES “application/
json;charset=utf8” ,

Authorization | 2 String INIEEYE, {&: Bearer
{access_token}, access_token
B “IREUBEER" #O3K
BY,

% 3-6 15K Body 2%

e BEWYI% SRR R

user_name 2 String AR&, AFRE—RR, EA
W—., AESEIFRE, BF
FETHAFREMEENX PIES
HEM,

password S String 218, FEREEIWENEIE
Ho

mobile 2 String FNS, tIAE—, AJESIE
RRE, BPXETHNAEFRE
MHE X e BEE

SCRERRA 01 (2025-11-03) TG © EhH BRAGRAR 7




NASHEIRRS
AP| &%

3 API

2H BRWIE SR fHR

org_code = String FRMAYARGRED, BESEI
T?EE’\JE?R*HEH FEATRRE
FE—MRLAR

name & String wE, ATEMMREN
user_name, BIEEEJFPR
H, BFEETHEREFEYENX
PlgsERE M.

email & String mifE. IEEEIIFPRE, BR
XETHRFEMEX PIESY
HREM

employee_id | & String =Tid, JESEEIFARE, B
FHEETHRFPEMEX PIEH
WIERBMH

first_name ES String Z2F, AEEEIPRE, AR
XETHREFEMNEX PIES
HEM

middle_name | & String FiEg. IESEIRRE, B
FHEETHRFREMEEX PIEH
WIERBME .

last_name ES String W, OESEIPRE, AR
FETHREFEMYEX PIES
HEM.

pwd_must.m | & Boolean BREREOEEmtENE

odify T

attr_gender S String 45, IEERIFARE, AR
XETHREFEMYEX PIESY
HEM.

attr_birthday | & String 48, B8XHyyyy-mm-dd, 7]
AEENIFR@E, BFEETR
BFREMHE X PEEREY .

attr_nick_nam | & String iR, ESEIFRmE, AR

e XETHREFEYEX PIESY
HEM.

attr_identity t | & String PIEES-Sic

ype

attr_identity_ | & String IS8,

number

attr_area B String ExRsE XA

attr_city = String .

N5k 01 (2025-11-03)
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N RSHHEERIRSS
AP &%

N Rz S4(

3 API
2H BRWIE SR fHR
attr_manager | & String BHEL%.
_id
attr_user_type | & String AREE,
attr_hire_date | & String NERAYE, &=L hyyyy-MM-
dd,
attr_work_pla | & String T e,
ce
user_org_relat | & Array of BRARXRES . AlEE, &
ion_list UserOrgRelat | ZRBEFHMEE.
ionListOptio
n objects
extension & Object HEMXY EREH.
Z 3-7 UserOrgRelationListOption
2H BRWIE SR fHR
orgCode = String {HLQ YRS
relationType | 2 String FAEXE, B—RAFRXREE1T
7E, &BINERE.
RSB 201
2 3-8 I Body S
2¥ SR 1
user_id String FAPRid.
KE&1E: 400
# 3-9 [N Body 2%
8% SRR A
error_code String BIRRS .
error_msg String e

MAERRAS 01 (2025-11-03)
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RN FRSHHEERIRSS
AP &%

3 API

iBERTA

e Rz 73~

BIEE—1AF, FP®&zhangsan, FH1512345678901, HBFE
zhangsan@example.com,

POST https://{domain_name}/api/v2/tenant/users

Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...
{

"user_name": "zhangsan",
"password": "p****rd",
"org_code": "10000",
"name": "zhangsan",
"mobile": "12345678901",
"email": "zhangsan@example.com",
"employee_id": "123456789",
"pwd_must_modify": false,
"first_name": "F",
"middle_name": "M",
"last_name": "L",
"attr_gender": "male",
"attr_birthday": "1990-02-01",
"attr_nick_name": "zhangsan",
"attr_identity_type": "id_card",
"attr_identity_number": "123456789",
"attr_area": "CN",
"attr_city": "xxx",
"attr_manager_id": "123456789",
"attr_user_type": "regular”,
"attr_hire_date": "2021-04-01",
"attr_work_place": "xxx",
"user_org_relation_list": [
{
"orgCode": "10000",
"relationType": 1

"orgCode": "TestOrg1",
"relationType": 0

"orgCode": "TestOrg2",
"relationType": 0
}
1
"extension": {
"age": "18"
}

RSB 201
BRI .

{
}

T

"user_id" : "20210621095935811-5E16-6B3060..."

LN 1R

201

IERNaA

N5k 01 (2025-11-03)
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NABHHEIRIRSS

APl &% 3 API
K& fR
400 SHIH
Hixt
B2 EIRG .

3.1.3.2 {E{FF - UpdateUser

INREN4R
EFF .
EOLR
null
URI
PUT /api/v2/tenant/users/{user_id}
% 3-10 IR1EZ2H
S8 =A%k SHR R
user_id = String ARFid,
BRSH
& 3-11 153K Header 2§
S8 BRI SHEER g
Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,
Authorization | 2 String NIEEIE, {8: Bearer

{access_token}, access_token
Big “REUBRER EOK
BY.

M HRAS 01 (2025-11-03) WA © EARTERABIRAE 15




N RSHHEERIRSS
AP &%

3 API

% 3-12 {53k Body 2%

2% EawI% SR ik
user_name & String BFRE, BRE—IRR, ®IR
ME—o
mobile S String FNS, WAE—,
org_code & String {RNMRET
name & String "2,
email & String HBFE o
employee_id | & String &Tid,
first_name o String E4=20
middle_name | & String ==]1=] =4
last_name &= String WG,
pwd_must.m | & Boolean RERERTEEmHERER
odify TR
attr_gender & String {E 2511
attr_birthday | & String &H, =X yyyy-mm-dd,
attr_nick nam | & String HeFR o
e
attr_identity t | & String A2,
ype
attr_identity_ | & String 4S5,
number
attr_area B String ExRsE XA
attr_city & String b .
atdtr_manager & String BER L%,
i
attr_user_type | & String ARZER,
attr_hire_date | & String étFRHﬁﬁﬂ, B yyyy-MM-
attr_work_pla | & String T{Eitts,
ce
user_org_relat | &§ UserOrgRelat
ion_list ionListOptio
n object
extension & Object BEXT EE4.

MAERRAS 01 (2025-11-03)
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N RSHHEERIRSS
APl &%

3 API

R S &

i5Rpl

£ 3-13 UserOrgRelationListOption

B8H B SR 1k
orgCode = String {HIQYmEG
relationType | 2 String IHEXHR, B—RAFRREF1T
38, mBIMIESE.
R&ES: 200
2 3-14 Wi Body #
B8 SR R
user_id String FBRid,
R&ES: 400
% 3-15 I Body £#{
e SHERR R
error_code String ERmS .
error_msg String =IESES

B HERF, FP®&zhangsan, FH1512345678901, HEf&zhangsan@example.com,

PUT https://{domain_name}/api/v2/tenant/users/{user_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

{

"user_name": "zhangsan",

"name": "zhangsan",

"mobile": "12345678901",

"email": "zhangsan@example.com",
"employee_id": "123456789",
"pwd_must_modify": false,
"first_name": "F",

"middle_name": "M",

"last_name": "L",

"attr_gender": "male",

"attr_identity_type": "id_card",
"attr_identity_number": "123456789",
"attr_area": "CN",

"attr_city™: "xxx",

N5k 01 (2025-11-03)
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N ABHHEIRIRSS

APl &% 3 API
"attr_manager_id": "123456789",
attr_user_type": "regular",
"attr_hire_date": "2021-04-01",
"attr_work_place": "xxx",
"user_org_relation_list": [
{
"orgCode": "10000",
"relationType": 1
L
{
"orgCode": "TestOrg1",
"relationType": 0
L
{
"orgCode": "TestOrg2",
"relationType": 0
}
1,
"extension": {
age™ "18
}
}
I Rz~ 5
RSB 200
BRI
{
"user_id" : "20210621095935811-5E16-6B3060..."
}
RSB
RSB iR
200 BRI
400 ST
=il
BESIEIRE.
3.1.3.3 IR - DeleteUser
IhgeN4a
IFRFF
EOLIR
null
URI
DELETE /api/v2/tenant/users/{user_id}
M H%kRAS 01 (2025-11-03) WA © EARTERABIRAE 18



N ARBHHEIRIRSS

APl &% 3 API
% 3-16 RS
ol BE Ik S¥R )%
user_id ARid,
BXRESEH
% 3-17 153K Header 2%{
28 =ik SR R

RS &

BRI

e Rz 73~ 451

Authorization

NIEEHE, {8: Bearer
{access_token}, access_token
BT “REUBER EOK

B,
RES: 204
KN
K&/ 400
< 3-18 WL Body #
28 SHEKER ik
error_code String HIRmS o
error_msg String HESE

MErAEF, EFENNuser_idifREERF .

DELETE https://{domain_name}/api/v2/tenant/users/{user_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

N5k 01 (2025-11-03)
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N ARBHD EIRIRSS

AP| & 3 API
KD
RSB i)
204 BXKEIN.
400 TAIESR
==
52 EIRB.

3.1.3.4 BSHAPR - EnableUser

INEEN4A
FERAR.
e MESEY
null
URI
PUT /api/v2/tenant/users/{user_id}/enable
% 3-19 BBRES#
¥ =AWk SR i)
user_id 2 String FARFid.
=P
£ 3-20 153K Header &%
¥ BRWIE SR i)
Authorization | 2 String INIEESE, {E: Bearer
{access_token}, access_token
B “IREUBEERE" #O5K
B,
EVEZS5
RSB 200
M HRAS 01 (2025-11-03) WA © EARTERABIRAE 20



NABHHEIRIRSS

APl &%& 3 API
% 3-21 gL Body &%
2H SR )
user_id String AHRFid,
K& 400
< 3-22 Wk Body 2#
e SHERT Rk
error_code String ERmS .
error_msg String HEE
=]
BEBF, RBENSuser_idiFRARBAF.
PUT https://{domain_name}/api/v2/tenant/users/{user_id}/enable
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
I Rz~ 5
RSB 200
BRI
{
"user_id" : "20210621095935811-5E16-6B3060..."
}
RS
RS R
200 BRI
400 SHIH.
SELE]
B2 EI=ED.
3.1.3.5 2P - DisableUser
INEEN4A
ZBBEF.
M H%RAS 01 (2025-11-03) WA © EARTERABIRAE 21



NASHEERS

APl &% 3 API
EOLR
null
URI
PUT /api/v2/tenant/users/{user_id}/disable
% 3-23 BRSH
2H BRIk SR ik
user_id = String ARid,
=P
X 3-24 153K Header &4
8% BRWIE SR fHR
Authorization | 2 String INIEEHE, {E: Bearer
{access token}, access_token
B “IREUpEERE" #O5K
HY,
R3S
REB: 200
2R 3-25 ljufiz Body 2#
B8H SR A
user_id String BRid,
RZG: 400
% 3-26 IR Body 2%
2% SHEER )%
error_code String BIRRS .
error_msg String =IESES
M A%hRAS 01 (2025-11-03) IR © EATITEEARBIREAR 22



NABHHEIRIRSS

APl &%& 3 API
=
ZHEAF, RIBEANRNuser_idZ2HEABAF.
PUT https://{domain_name}/api/v2/tenant/users/{user_id}/disable
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
Nl Rz 73~ 151
RZERG: 200
KN
{
"user_id" : "20210621095935811-5E16-6B3060..."
}
REB
RSB (05
200 BREI0 .
400 ST
e
B2 EIRB.
3.1.3.6 {2 %53 - UpdateUserPwd
INRENA
ENAFZE,
EOA%R
null
URI
PUT /api/v2/tenant/users/{user_id}/change-password
X 3-27 BR3H
2 BRI SR i)
user_id =2 String APFid.
M HRAS 01 (2025-11-03) WA © EARTERABIRAE 23



N RSHHEERIRSS
AP &%

3 API

IERSH

MR S &

BRI

K 3-28 {53k Header £2#f

e EEWIE e 2 et R
Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,
Authorization | 2 String INIEESE, {E: Bearer
{access_token}, access_token
Big “SREUBEER" Ok
HY,
% 3-29 i53K Body ¥
2% BE W% SRR ik
password = String E.
pwd_must.m | & Boolean BRER D n B8,
odify
RE&HS: 200
% 3-30 NI Body £#{
e SHERR R
user_id String HRFid,
REHS: 400
% 3-31 IR Body 2%
B8¥ SHERT R
error_code String ERmS .
error_msg String ZIESES

(ENEFZE, BPEHE812345678, BB RARHIENEL,

PUT https://{domain_name}/api/v2/tenant/users/{user_id}/change-password

N5k 01 (2025-11-03)
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NABHHEIRIRSS

APl &% 3 API
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
{
"password":"12345678",
"pwd_must_modify":false
}
M iz 7~ A5
RSB 200
BRI
{
"user_id" : "20210621095935811-5E16-6B3060..."
}
RS
RSB ik
200 BRI
400 ST .
S
B2 WEIEB.
3.1.3.7 RIEFEZBEN R - UpdateUserPwdWithOldPwd
IhEeNa
R FEEZBE L FAFERS
EOLR
null
URI
PUT /api/v2/tenant/users/{user_id}/change-password-verify
% 3-32 IBE2¥
85 EEWI%E SHERR R
user_id = String FRFid,
M HRAS 01 (2025-11-03) WA © EARTERABIRAE 25



RSP EERIRSS
AP &% 3 AP

IERSH

K 3-33 {53k Header 2%{

B2Y BEWYI% SR HhR
Content-Type | 2 String ZFERABIEA “application/

json;charset=utf8” ,

Authorization | 2 String INIEESE, {E: Bearer
{access_token}, access_token
B “REUBEERE" #O5K

BY,
% 3-34 153k Body 2%
2 AW SR iR
password 2 String HEL.
old_password | 2 String [REHG,
)25
R&RS: 200
# 3-35 @R Body 2%
28 SR ik
user_id String AHRFid,
RZE&ES: 400
2 3-36 L Body 2
28 SRR 3%
error_code String HIRRS -
error_msg String TS

IERTH
U EA T RIS o

PUT https://{domain_name}/api/v2/tenant/users/{user_id}/change-password-verify

M HRAS 01 (2025-11-03) WA © EARTERABIRAE 26



N RSHHEERIRSS
AP &% 3 AP

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

{

"old_password":"O******4"

}

N Rz73~A51
RSB 200

BEREIN
i "user_id" : "20210621095935811-5E16-6B3060..."
}
RS
RS )
200 BKEI0 .
400 ST,
Bi=g
B2 IEIRB.
3.1.3.8 1RIEAF id EGBF#fE - ShowUserByld
INEENA
RIERFIJEIRPERS.
URI

GET /api/v2/tenant/users/{user_id}

% 3-37 BB1RSH

¥ BRI SHEER ik
user_id = String ARid,
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NABHHEIRIRSS

APl &% 3 API
IBRSH
% 3-38 153K Header 2%
2% BEWI% SR fEid
Authorization | & String INIEEYE, {E: Bearer
{access_token}, access_token
B “REUBIEESRE" #OK
B,
VRS54
RSB 200
% 3-39 gL Body 2%
2 ST ik
user_id String ARFid,
org_id String FIPRTEELR .
user_name String BR&.
name String %2,
mobile String FNS.
email String HB#E -
pwd_must_modify | Boolean BEREREEEFNERER.
pwd_change_at String CACIEHGRIE]
created_at String tlZadaE .,
updated_at String ERE—RIEXATE
disabled Boolean =52,
grade Integer Al{E%EHR.
locked String EAHME.
extension Object BEXT BRI,
user_org_relation_ | Array of BRPELNXRES,
list UserOrgRelation
ListResult objects
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N ARBHHEIRIRSS

APl &% 3 API
2K 3-40 UserOrgRelationListResult
2% SRR A
org_id String AAQid,
relation_type String KERFEE,
RS/ 400
# 3-41 IR Body &%
8% SR R
error_code String BIRRS .
error_msg String TEESES
\$ —
=Rl
EAPIEFER, RIEEANuser idE@AFIFER.
GET https://{domain_name}/api/v2/tenant/users/{user_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...
I pz 751
R&ES: 200
15KAI0 -
{
"user_id" : "20220413165737132-3BA0-91FCA2CB7",
"org_id" : "20220117125622909-9346-35755733F",
"user_name" : "zhangsan",
"name" : "zhangsan",
"mobile" : "12345678901",
"email" : "zhangsan@example.com",
"pwd_must_modify" : true,
"pwd_change_at" : "2022-04-14 10:14:01.988",
"created_at" : "2022-04-13 16:57:36.532",
"updated_at" : "2022-04-14 10:14:01.979",
"disabled" : false,
"grade" : 1,
"locked" : false,
"extension" : { },
"user_org_relation_list" : [ {
"org_id" : "20220117125622909-9346-35755733F",
"relation_type" : 1
o
"org_id" : "20220415103506608-AF59-5CC9081B9",
"relation_type" : 0
13
}
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NABHHEIRIRSS

APl &%& 3 API
RS
RS A
200 BRI
400 ST
e
B2 WEIREB.
3.1.3.9 tRIEAPL{&EI9AFFES - ShowUserByUserName
INEEN4A
RIEBERPEEIRFIFERE.
e MESEY
null
URI
POST /api/v2/tenant/users/user-by-username
BREH
K 3-42 {53k Header 2%{
2% =A% SR iR
Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,
Authorization | 2 String INIEESE, {8: Bearer
{access_token}, access_token
‘i “IREUBEERE" #O5K
BY,
% 3-43 {53k Body 2%
2% B SR A
user_name =2 String BR&R,
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RN FRSHEERIRSS
APl &% 3 API

MR SEL

KR&G: 200

R 3-44 g Body #

2% SR )%
user_id String ARFid,
org_id String FIPBTEELR
user_name String BFR&.
name String =N
mobile String FH=,
email String HRFE
pwd_must_modify | Boolean BRERERRSENZE,
pwd_change_at String AT EGR]LE)
created_at String BUEEATE
updated_at String EE—IRIELRTE
disabled Boolean =R
grade Integer AEER.
locked String =AMNE.
extension Object BEXY ERE.
user_org_relation_ | Array of BRFHEEAXERES,
list UserOrgRelation

ListResult objects

£k 3-45 UserOrgRelationListResult

B8H SR ik
org_id String A47id
relation_type String KERFEE

RSB 400

M H%RAS 01 (2025-11-03) WA © EARTERABIRAE 31



NRBHHEIRIRSS

APl &%

3 API

BRI

il iz 73~f51

T

# 3-46 IR Body 2%

24 SHR

ik

error_code String

HIRRS o

error_msg String

EiRIFES.

RIERFR2ERAFEFE, AP®&zhangsan,

POST https://{domain_name}/api/v2/tenant/users/user-by-username

{

"user_name" : "zhangsan"

}

IRE&RS: 200
BRI

{
"user_id" : "20220413165737132-3BA0-91FCA2CB7",
"org_id" : "20220117125622909-9346-35755733F",
"user_name" : "zhangsan",
"name" : "zhangsan",
"mobile" : "12345678901",
"email" : "zhangsan@example.com",
"pwd_must_modify" : true,
"pwd_change_at" : "2022-04-14 10:14:01.988",
"created_at" : "2022-04-13 16:57:36.532",
"updated_at" : "2022-04-14 10:14:01.979",
"disabled" : false,
"grade" : 1,
"locked" : false,
"extension" : { },
"user_org_relation_list" : [ {
"org_id" : "20220117125622909-9346-35755733F",
"relation_type" : 1
Ao
"org_id" : "20220415103506608-AF59-5CC9081B9",
"relation_type" : 0
11
}

/N iR

200 IERN AN

400 ST,

B2 WEIRE .
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NABHHEIRIRSS

APlI &%

3 API

3.1.3.10 &A% - ListUsers

ThRENA

BEOLR

URI

IBREH

R S5

EWAFYIE.

null

GET /api/v2/tenant/users

Z 3-47 Query 2%

B8¥ =AWk SR ik
org_id 2 String HRid, A=HEEFRERF.
offset = Integer EIGUS
limit = Integer BREBILE,
K 3-48 53Kk Header 2#f
2% =A%k SR wR
Authorization | 2 String INIEEYE, {E: Bearer
{access_token}, access_token
Bt “SREUBEEE" ZO5K
HY,
R&ES: 200
2 3-49 [ Body &%
2% SR HR
total Long BRZ2E.
users Array of BR%IZ%.
UsersDetailsResu
It objects

N5k 01 (2025-11-03)
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N FRSHHEERIRSS
AP &% 3 AP

£ 3-50 UsersDetailsResult

2¥ SR ik
user_id String BPRid.
org_id String FBRErEARE
user_name String BR&.
name String "2,
mobile String FiNsS.
email String HRFE o
pwd_must_modify | Boolean BREREEEHENEFER,
pwd_change_at String ERHEATE
created_at String ElFESRIEI
updated_at String RE—RIEXATE,
disabled Boolean =52,
grade Integer AEER,
locked String =AHE.
extension Object BEMT EBE.
user_org_relation_ | Array of BRERXRES,
list UserOrgRelation

ListResult objects

2 3-51 UserOrgRelationListResult

2% SR R
org_id String £H2Rid,
relation_type String KERFEE,

WR&ERS: 400

K 3-52 L7 Body 2%

S SR )%
error_code String BIRRS .
error_msg String AEE N
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N FRSHHEERIRSS
AP &%

3 API

iBERTA

EGRAFYE, E9810%EAHAE THRFPSIE.
GET https://{domain_name}/api/v2/tenant/users?org_id=&offset=0&limit=10

Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...

n)vzast]l
IREES: 200
BRAI.

{
"total" : 1,
"users" : [ {

"extension" : { },

"user_name" :

"zhangsan",

"mobile" : "12345678901",

"created_at" : "2022-03-31 16:46:02.964",

"pwd_must_modify" : false,

"updated_at" : "2022-03-31 16:48:44.073",
"user_id" : "20220331164602949-904C-D475B60AE",
"org_id" : "20220331135144180-0FA5-EE3B69068",

"grade" : 1,

"name" : "zhangsan",
"disabled" : false,

"pwd_change_at" : "2022-03-31 16:47:51.481",

"locked" : false,
"user_org_relation_list" : [ {

"org_id" : "20220331135144180-0FA5-EE3B69068",

"relation_type" : 1

3o

"org_id" : "20220415103506608-AF59-5CC9081B9",

"relation_type" : 0

1]
1]
}

NN

RS

fifik

200

15K

400

SHTN.

TS EIRB.

3.1.3.11 AN AKS - CreateAppAccountForUser

ThaeN A

FARFETNABENE, FENAREZEBPSNAINEKS
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N RSHHEERIRSS
AP &%

3 API

BEOLR

null
URI
POST /api/v2/tenant/users/{user_id}/applications/{application_id}/accounts
% 3-53 IBRSH
B8¥ =A% SR ik
user_id = String FARFid.
application_id | 2 String M FRid,
=P
% 3-54 53K Header £#{
2% =A% SR 1)
Content-Type | 2 String ZFERRBIEA “application/
json;charset=utf8” ,
Authorization | £ String INIEEYE, {&: Bearer
{access_token}, access_token
B “REUBAER" EOK
BY.
% 3-55 153K Body &4
84 =EY%E SHERR RHR
account_nam | & String XTSI A, TERAFeIE
e HNEARSE, RS, AT
HNBEFE.
N RzSE
RSB 200
2 3-56 Iz Body 2
B8H SR A
account_id String R FER=id
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NARBHHEIRIRSS

AP| &%& 3 API
RE&EE: 400
# 3-57 gL Body £
2H SR )%
error_code String BIRmS .
error_msg String EIRFER
Bl
PSRN ES, 7EMAapplication_idH8liEE ATest0 1IN EKS .
POST https://{domain_name}/api/v2/tenant/users/{user_id}/applications/{application_id}/accounts
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
{
"account_name":"Test01"
}
N Rz7~f1
RZSG: 200
15K .
{
"account_id" : "20210621095931341-4CB3-122995..."
}
RS
RSB (220
200 BRI
400 ST
T
BESIEIRB.
3.1.3.12 ERAFREEXBINAMKS - ListAppAccountsByUserld
INEEN4A
ESAFEENINAKS
EOLYER
null
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NABHHEIRIRSS

APl &% 3 API
URI
GET /api/v2/tenant/users/{user_id}/accounts
7 3-58 IR1ZBH
8% =% SRR ik
user_id String FARFid.
BRBH
% 3-59 153K Header 2%
8% BE W% SRR ik
Authorization String IANIEESE, {E: Bearer
{access_token}, access_token
B “IREUBEERE" #O5K
B,
Ve
R&ES: 200
% 3-60 L7 Body &%
8% SRR ik
total Integer BE,
accounts Array of Accounts | NFEKSFIZE,
objects
€ 3-61 Accounts
8% SR R
id String N RAKSid,
application_id String RZAHid
account_name String MNAKSE,
account_type String NS R,
name String VA=EUS=E= 11
extension Object BEMT EEM.
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NARBHHEIRIRSS

APl &%& 3 API
JRZSRS: 400
% 3-62 gL Body &%
2% SHEER A
error_code String BIRRS .
error_msg String HIRIFS
=Pl
ESBFEENINAKS, ARidAEANRuser_id.
GET https://{domain_name}/api/v2/tenant/users/{user_id}/accounts
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
N Rz~
RSB 200
15K o
{
"total" : 1,
"accounts" : [ {
"id" : "20210621095952398-57D5-B75A129DB",
"account_name" : "Test01",
"account_type" : "BASIC_ACCOUNT",
"application_id" : "20210621095843929-CC99-9E7B3BC1F",
"name" : "test",
"extension" : { }
11
}
RS
REB A
200 BRI
400 ST
xS
BSIEIRB.
==
3.1.4 HAREE
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N FRSHHEERIRSS
AP &%

3 API

3.1.4.1 gI#4H4 - CreateOrganization

IhEEN 4R
BUERAR,
EOLR
null
URI
POST /api/v2/tenant/organizations
IBRSH
% 3-63 153K Header 2%
2H BEWI%E SRR fHR
Content-Type | 2 String ZFEBARIES “application/
json;charset=utf8” ,
Authorization | 2 String INIEEYE, {E: Bearer
{access_token}, access_token
B “RBUAEER" #0O3K
HY,
3 3-64 153K Body £#{
2H BE W% SRR fHR
code 2 String HOGRES, AMAPRRI., £
F. FRIZPRIZE,
name = String HOZIR, FMEERTHE—, o
WA, #HF. K. P
Z. TXIZH&.
parent_id & String RHERId, BIERELR, FHE
£ig; BIEFAR, FTEEE.
category & String {HIAZERY
V254

R&RD: 201
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NARBHHEIRIRSS

APl &%& 3 API
Z 3-65 IR Body 2%
2 SR R
org_id String HLAID,
RZ&ES: 400
Z 3-66 K Body 2%
2% SR R
error_code String BIRRmS .
error_msg String HIRFR
Bkl
G4, HIAFFIRI], HA%wA31000001, RBLRT
20210623103509267-6ABA-201FFC..., HLAZERIZRT],
POST https://{domain_name}/api/v2/tenant/organizations
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
{
"code": "1000001",
"name": "F&Bi]",
"parent_id": "20210623103509267-6ABA-201FFC...",
"category": "department"
}
I piz 7~ A5
RSB 201
BIERIN .
{
"org_id" : "20210623103509267-6ABA-201FFC..."
}
REB
RSB 0%
201 BUERRLIN
400 ST
e
B2 IEIRE.
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NABHHEIRIRSS

APlI &%

3 API

3.1.4.2 {EM4H4 - UpdateOrganization

ab
ThEEN 4B

BEOAR

null

URI
PUT /api/v2/tenant/organizations/{org_id}
* 3-67 I¥122¥
2% 2RIk SHER T
org_id 2 String £R40id,
IBRESH
% 3-68 153Kk Header 2%
2% =AWk SR )
Content-Type | 2 String ZFERARBIESA “application/
json;charset=utf8” ,
Authorization | £ String INIEEYE, {E: Bearer
{access_token}, access_token
B “REUBAER" BOK
BY,
% 3-69 i53k Body £
2% 2RIk SHEER T
code & String RIS, HRRIBATHIEIA
MNMEK, TN, H=F.
TRIZAF X%
name & String HIAZTR, HEAFFRATATBOA
MNMEK, TN, HF.
=HE. PRk, TRIZEF&,
parent_id & String RAMid,
category & String LHIAZERY
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NS EIRIRSS

APl &% 3 API
e
R&ES: 200
% 3-70 I Body %
BH SR R
org_id String ALRD,
K& 400
K 3-71 WL Body 2
2% SRR A
error_code String BIRRS .
error_msg String HEIRIFIE.
=
EMBLRER, BRmIBHTestOrg, BLRZRMHNG, KBLRPIRELR, ALK
HEBI T,
PUT https://{domain_name}/api/v2/tenant/organizations/{org_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...
{
"code": "TestOrg",
"name": "WiKHAG",
"parent_id": "'
category": "department"
}
W Szl
RE&ES: 200
BRI
{
"org_id" : "20210623103509267-6ABA-201FFC..."
}
RS
RSB iR
200 BRI
400 ST
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RSP EERIRSS
AP &%

3 API

ZPS

52 iEIRE.

3.1.4.3 fifR¢H4A - DeleteOrganization

INEEN4A
BRI EHL .
EOL%
null
URI
DELETE /api/v2/tenant/organizations/{org_id}
% 3-72 BRESH
84 =AWk SHERR R
org_id 2 String EIpRAYAELId (WNRFEFEH
MTEMBR ) -
IBREH
2K 3-73 153K Header 2%
2% BRIk SR fHR
Authorization | 2 String INIEEYE, {&: Bearer
{access_token}, access_token
g “SREUpEER" Ok
B,
Ve
RSB 204
BRI
R&89: 400
3 3-74 I Body £
2% SHEER A
error_code String BIRRS .
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NASHERIRS
APl &%& 3 API
2H SR )
error_msg String BIRIFEo
=P
fHpReELR, EFANidMIPRISERL
DELETE https://{domain_name}/api/v2/tenant/organizations/{org_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...
N Rz~
.
RS
RSB A
204 BRI
400 ST
=
BESIEIRB.

3.1.4.4 E9ARES - ShowOrganizationByld

ab
THEEN 4B

BIARIdEIERFR.

BEOLR

null

URI
GET /api/v2/tenant/organizations/{org_id}

% 3-75 BBIRSH

S8 BRIk SRR ik
org_id B String ¢A4Qid
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RN FRSHHEERIRSS
AP &% 3 AP

IERSH

% 3-76 153K Header 2%f

8% =% SRR ik
Authorization | 2 String INIEEYE, {&: Bearer

{access_token}, access_token
B “IREUpEERE" #O5K

B,
D)VES54
RSB 200
% 3-77 IR Body %
BH SR R
org_id String A7id
org_code String PRRS, EFE—.
name String ANZFR, FMEERTHE—.
parent_id String RARid,
category String LRINSERY,
RS 400
% 3-78 IR Body %
B8H SR R
error_code String RS .
error_msg String EIRFR

iI=P N ]]
RN, EFANIJEGIEEANIERE.
GET https://{domain_name}/api/v2/tenant/organizations/{org_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...

il iz 73~ 451

WR&RS: 200
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N ARBHDEIRIRSS

APl &% 3 API
BRI
{
"org_id" : "20220412142914549-1E50-B49C521A4",
"parent_id" : "20220412105608948-3B83-D566C6D94",
"name" : "UiHAAF",
"category" : "department"”,
"org_code" : "TestOrg"
}
RS
RSB iR
200 BRI
400 ST
S
ESIEIRB.
3.1.4.5 Eiff£HLA%IZK - ListOrganizations
INEEN4A
BiEEHARE THFERSIZE,
EOLIR
null
URI
GET /api/v2/tenant/organizations
2 3-79 Query 2
85 EEWI%E SHERR R
all_child & Boolean =R ETEBRRTFHE,
limit = Integer BRBILE,
offset = Integer EJIRs
RN © LARITBIRABREAT 47
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N RSHHEERIRSS
AP &%

3 API

SHERE

%

String

£H4Rid,

Horg_id==, all_child=false,
REIFERAER ( x=ERIA
0) JIRERE;

Horg_id=%, all_child=true,
REIBRTIRBLRI, EHittphBEF
HABRER;

Horg_id=orgld,
all_child=true, iR[EiZ£HZRLA
%i%ﬁ?l:l-lzﬁﬁﬁ)%?&¥éﬂé':1ﬂi€
Horg_id=orgld,
all_child=false, iR[EiZZB4ILA
Rz BRI T —RABLFIRE
2

N0

IERSH

2k 3-80 {53k Header 2%{

2%

BRYi%

SHERE

%S

Authorization

=
=

String

NIEEYE, {8: Bearer
{access_token}, access_token
B “IREUpEERE" #O5K
EY,

=
R&HL: 200

% 3-81 I Body £#f

24

S

ik

total

Long

ELRTSE S

organizations

Array of

objects

ResponseOrginfo

HAFIR.
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N ABHAEIRIRSS

APl &%

3 API

IBERTA

N Rz 7~

2k 3-82 ResponseOrglinfo

2% ST ik
org_id String £H4Rid
org_code String HORS, EBHE—,
name String HAEFR, FMEERTHE—,
parent_id String AR,
category String LRI
R 400
% 3-83 L Body %
2% SR faik
error_code String HIRRS .
error_msg String IESE

SR ERAERSIR, IREIRR TRERS, EittfiaFERIIFRESAIEI1005,

Ai# 10050, MR [EISLFRELERYA

GET https://{domain_name}/api/v2/tenant/organizations?org_id=&all_child=true&offset=0&Llimit=100

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

RE/: 200
BRI .

{
"total" : 2,
"organizations" : [ {
"org_code" : "1000000",

"org_id" : "20210619175242949-6040-CA7ECEF...",

"name" : "&=EE",
"category" : "department"”,
"parent_id" : null

3
"org_code" : "1000001",

"org_id" : "20210623103509267-6ABA-201FFC...",

"name" : "FEBIJ",
"category" : "department"”,
"parent_id" : "20210619175242949-6040-CA7ECF..."
]
}
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N RSHHEERIRSS
AP &%

3 API

N

HHIRES

3.1.5 NFEYAETE

3.1.5.1 FIER YIS - CreateAppOrg

WS

fiik

200

15K

400

52 SR .

INEEN4A
TSR FAL
EOL%
null
URI
POST /api/v2/tenant/applications/{application_id}/organizations
% 3-84 IR
2% BRWIE SR fHR
application_id | 2 String N Hid,
IBRESH
K 3-85 {53k Header £2%f
2H BRIk SR fHR
Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,
Authorization | 2 String NIEEIE, {E: Bearer
{access_token}, access_token
BT “REUBRER EOK
BY.
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N ARBHHEIRIRSS

APl &%

3 API

MR 2 &

iBERTA

% 3-86 15k Body 2%

2% =AWk SR ik
org_code 2 String N BNAE%RES, PIIAARZEI .,
HF. TRIZPRIZE,
name = String N BNAEBFR, IR .
HF. THE. PRIk, TR
& o
parent_id B String CUSRN BRI REE, Bl
N BB FHIME BRI,
REB: 201
2k 3-87 Wk Body 2
8% SRR A
org_id String N FAMASId o
RSB 400
7 3-88 Wi Body &%
84 SHERT A
error_code String RS o
error_msg String =IESES

o BRI, HIK9RE37910000, HIAEEFRASH.

POST https://{domain_name}/api/v2/tenant/applications/{application_id}/organizations

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

{
"org_code":"10000",
llnamen:HEan’
"parent_id": ""

}

o FBFHM, MRS F10001, HAEEFTRAFIEE, XHEidH
20210623103520050-C5AF-DD1A97...,

POST https://{domain_name}/api/v2/tenant/applications/{application_id}/organizations

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

N5k 01 (2025-11-03)
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NARBHHEIRIRSS

APl &% 3 API
{
org_code":"10001",
name":"FF&H"
"parent_id":"20210623103520050-C5AF-DD1A97..."
}
M iz 7~ A5
RE&ES: 201
BRI
{
"org_id" : "20210623103520050-C5AF-DD1A97..."
}
RSB
RSB ik
201 BRI
400 ST .
S
B2 WEIREB.
3.1.5.2 2R Y44 - UpdateAppOrg
IhEeN4a
{E R FHNAL
EOLR
null
URI
PUT /api/v2/tenant/applications/{application_id}/organizations/{org_id}
* 3-89 BIESH
e EEWI%E SR R
application_id | 2 String N FHid,
org_id = String H#3id
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RN FRSHHEERIRSS
AP &% 3 AP

IERSH

£ 3-90 153K Header &4

¥ 2ERI% SRR 205
Content-Type | 2 String ZFERABIEA “application/

json;charset=utf8” ,

Authorization | 2 String NIEEIE, {E: Bearer
{access_token}, access_token
B “RBUBEER" #0O3K

B,
% 3-91 153k Body &%
84 =% SR R
name B String NMBETR, ATHEARER,

ARAREN., HF. =K.
Y. TXIZH&.

parent_id & String ZHaid .

i R&E
RE&RS: 200
7 3-92 R Body 2%
2¥ SR R
org_id String Nz FAHNA8id o

WR&S: 400

& 3-93 [ILZ Body 2%

2 SHER )%
error_code String BIRRS .
error_msg String TESES =
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NRBHHEIRIRSS

APl &% 3 API
=GNl
RIEN RidFINAEidESaEE, BRAFERE, KH8id7920201027162527852-
B712-D040F4...,
PUT https://{domain_name}/api/v2/tenant/applications/{application_id}/organizations/{org_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...
{
"name":"FFA&£H",
"parent_id":"20201027162527852-B712-D040F4..."
}
I w7~ A5
K&/ 200
BKEIN o
{
"org_id" : "20210623103520050-C5AF-DD1A9770E"
}
RS
RSB iR
200 BRI
400 ST
T
BESIEIRB.

3.1.5.3 fHIERRZFEY144 - DeleteAppOrg

INEEN4A

Bk Rz FEANAD
EOLR

null
URI

DELETE /api/v2/tenant/applications/{application_id}/organizations/{org_id}

N5k 01 (2025-11-03)

WRIERE © LEARITERARERAF

54



RN RSP EERIRSS
APl &%

3 API

IBREH

RS &

iBERTA

N Rz 7~

% 3-94 IR1ZSH

2 AUk SR R
application_id | 2 String ~ZAid
org_id 2 String NI
7 3-95 153K Header 2
2% =AW SR A
Authorization | 2 String NIEEIE, {E: Bearer
{access_token}, access_token
B “IREUHIEERE" #O5%
B,
R 204
BRI
K&/ 400
% 3-96 AL Body S
2% SR #R
error_code String EIRRS .
error_msg String HEIRFR

HRHE N FRidF AR dIBRFE BRI FAAY

DELETE https://{domain_name}/api/v2/tenant/applications/{application_id}/organizations/{org_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...
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N FRSHHEERIRSS
AP &%

3 API

N

HIR0

K&

fiEik

204

BRI

400

SHEH.

5= iEIRE .

3.1.5.4 EiGRAYIIFS - ShowAppOrgByld

INgeN A
BN ATASFRE .
EOL4E
null
URI
GET /api/v2/tenant/applications/{application_id}/organizations/{org_id}
* 3-97 IB2E2H
8% BE W% SR fHR
application_id | 2 String N HAid,
org_id = String N AHAId o
IBREH
2 3-98 153k Header 2%{
2% BEWI%E SRR R
Authorization | 2 String INIEEYE, {E: Bearer
{access_token}, access_token
Big “SREUBEER" O
HY,
VRS54
RSB 200
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NS EIRIRSS

APl &% 3 API
% 3-99 AR Body S
2% SR ik
org_id String Nz FEHNA48id o
org_code String N PN D4R
name String NS o
parent_id String ZHAgid o
R 400
= 3-100 IR Body %
2¥ SR fiig
error_code String BIRRS .
error_msg String IESES
(=R
IRYER FidFINAGI dEITE B WERNERS
GET https://{domain_name}/api/v2/tenant/applications/{application_id}/organizations/{org_id}
Authorization: Bearer 334963fc-1e4a-473b-0096-52a929140...
i Rz 7~
R 200
BRI .
{
g:gilc%de 2021 %%20%’1 03520050-C5AF-DD1A97...",
oo
}
NG
YL ik
200 BREIN .
400 SHTN.
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N ARBHD EIRIRSS

APl % 3 API
Hi=t
52 IR

3.1.5.5 &AM A% - ListAppOrganizations

INREN A
Eif— "N BEIEAORERINES %
EOAR
null
URI
GET /api/v2/tenant/applications/{application_id}/organizations
x 3-101 RIZBH
2% =A%k SRR R
application_id | 2 String N HHid,
2K 3-102 Query 2#
2% BRIk SR R
offset = Integer FILR,
limit 2 Integer BRBE,
IBRESH
% 3-103 153k Header 2%
2% BRIk SR 0
Authorization | 2 String INIEEYE, {&: Bearer
{access_token}, access_token
B “SREUBEERE" #O5K
EY,
V24

WR&RS: 200
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NS EIRIRSS

APl &% 3 API
& 3-104 Iz Body %
2% SRR A
total Long NS EL
organizations Array of a5z,
ApplicationOrg
objects
2k 3-105 ApplicationOrg
8% SR fR
org_id String N FEHASId o
org_code String vz=GIR AL ER
name String N FBNAEE .
parent_id String LHAgid o
RSB 400
% 3-106 N5z Body S%¢
2% SRR ik
error_code String BIRRmS .
error_msg String =IESES
=2l

HRIEN FHid 3 NEE RN A FRITIAESIRFRIBI005EUE, WNAHH1005%, NIR[ESERR

HERIERE

GET https://{domain_name}/api/v2/tenant/applications/{application_id}/organizations?offset=0&Llimit=100

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

I Rz73~451
RS/ 200
BEREIN

{
"total" : 1,
"organizations" : [ {

"org_id" : "20210623103520050-C5AF-DD1A97...",

"org_code" : "10000",
"name" : uEan,
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3 API

NS EIERS
APl &%
"parent_id" : null
h o
"org_id" : "20210619175409400-BFA4-63FA63...",
"org_code" : "10001",
nnamen . uﬁﬁéﬁnl
"parent_id" : "20210623103520050-C5AF-DD1A97..."
1]
}
RS
RSB iR
200 BRI
400 ST
tl:\
TES
BESIEIRB.

3.1.6 NS EE
3.1.6.1 FIENFAMKS - CreateAppAccount

IIREN R
AR RIR R AR S FHE .

BOLR

null
URI
POST /api/v2/tenant/applications/{application_id}/accounts/basic-account
* 3-107 BRBH
8% B W% SR ik
application_id | 2 String NFHid,

WRIERE © EARITERARERAF
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RN FRSHHEERIRSS
AP &% 3 AP

IERSH

2 3-108 153k Header 2%{

S8 BRI SRR g

Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,

Authorization | 2 String NIEEIE, {E: Bearer

{access_token}, access_token
B “RBUBEER" #0O3K

BY.,
7 3-109 iE3k Body &%
2% =AW SR A
user_id = String Iz K= RBEXBIIEAN B Fid .
account_nam | & String NEAWSE, ATEIANAR
e Ao
name S String N AKSEIR.
org_code & String N %R .
password S String N RS2
disabled S Boolean NAWSEEEEM, ATEIASA
A,
extension S Object BEXY ERYE, TEENA
“WIRIER” — “RAKSE
B’ BENX.
) e
RSB 201
7 3-110 IR Body &%
2% SR ik
account_id String R FEK=id

K& 400
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NABHHEIRIRSS

APl &% 3 API
%= 3-111 IghZ Body %4
S8 SRR )%
error_code String BIRRS .
error_msg String =IESES
BRI

S EN BN A SHXEGEERF, K58 Hzhangshan, IKS&#RAzs, X
BXFFfuser_id}920220331164602949-904C-D475B60AE, MAMEANBEIRES.

POST https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts/basic-account

Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...

{

"account_name":"zhangsan",

"user_id":"20220331164602949-904C-D475B60AE",

"name":"zs",

"Org_COde":"",
npasswordn:nn

"disabled":false,

"extension":{}

N Rz~

RSB 201

BXRIN .
{
"account_id" : "20210517100458591-6F1C-965A4C..."
}
KD
RSB R
201 BRI
400 ST
=63
52 EIRB.

3.1.6.2 EHMNAMKS - UpdateAppAccount

ThRENA

BN AKS .
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NASHEIRIRS
AP| &%

3 API

BEOLR

null

URI
PUT /api/v2/tenant/applications/{application_id}/accounts/{account_id}
& 3-112 BB
¥ BRIk ST fiEid
application_id | @ String NZFHid,
account_id = String MNAWKSId,
BERESH
% 3-113 53K Header 2%
¥ A% ST iR
Content-Type | @ String ZFEARBIEN “application/
json;charset=utf8”
Authorization | 2 String NIEEHE, {E: Bearer
{access token}, access_token
“IREUBIAENR " 5K
Hﬂo
% 3-114 iE3k Body &%
2% Bk SR fiEid
account_nam | & String MNAKSHE
e
name & String "2,
org_code &= String M AV AIYRES o
password & String 2,
disabled S Boolean =52,
extension S Object BEXT ERYE, TEENA
“YIRIERL” — “RAAKSHE
B’ BENX.
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NS EIRIRSS

APl &% 3 API
R3S
R&ES: 200
% 3-115 R Body %
BH SR R
account_id String R FER=id
K& 400
% 3-116 liILZ Body &%
2% SRR A
error_code String BIRRS .
error_msg String HEIRIFIE.
=GNl
IRIEN BidFINAKSIdESGEENEKSER, NAKSE ATest02, &
Example, Fri@RFEHfa4wE5910000, KEHNEH.
PUT https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts/{account_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...
{
"account_name": "Test02",
"name":"Example",
"org_code":"10000",
"disabled":false
}
MRz~
REB: 200
BRI
{
"account_id" : "20210515151018087-2F92-6DBCA6..."
}
RS
RSB iR
200 BRI
400 ST
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RSP EERIRSS
AP &%

3 API

tHI=0

52 iEIRE .

3.1.6.3 MR FAMKS - DeleteAppAccount

INgeENA
HIBRRZ AR S o
EOL%
null
URI
DELETE /api/v2/tenant/applications/{application_id}/accounts/{account_id}
F3-117 BRBY
B8Y BEWwIE SR RhR
application_id | 2 String N FHid,
account_id = String NAKSId,
IBREH
& 3-118 153K Header 2#{
8% BE W% SRR fHR
Authorization | 2 String INIEEHE, {E: Bearer
{access_token}, access_token
Big “SREUBEER" O
HY,
VRS54
REG: 204
153KAI0 o
K& 400
2 3-119 I Body 2#4
2% SRR A
error_code String BIRRmS .
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NABHHEIRIRSS

APl &%& 3 API
2 SRR g
error_msg String BIRIFEo
=Pl
RIE RN AidF 0N K SidERIE E N K S .
DELETE https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts/{account_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
I 7~ A5
7o
RSB
RSB R
204 BRI
400 ST
EIRD
B2 WEIREB.
3.1.6.4 EiANANKSFTE - ShowAppAccountByld
INEEN4A
EANAKSIFB.
FEOA%R
null
URI
GET /api/v2/tenant/applications/{application_id}/accounts/{account_id}
£ 3-120 I8122H
2% =AWk SR )
application_id | 2 String N HHid,
account_id =2 String MEAWSid,
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N RSHHEERIRSS
AP &% 3 AP

IERSH

2 3-121 15K Header &3

8% BE W% SRR 1k
Authorization | 2 String INIEEYE, {&: Bearer

{access_token}, access_token
B “IREUBEERE" #O5K

B,
i R&E
RSB 200
# 3-122 RN Body ¥
2 ST ik
id String NAKSId.
account_name String MNAKSE,
account_type String NS EE
name String "2,
disabled Boolean =aZA.
org_id String NI .
roles Array of ReiER.
RolesInfo objects
extension Object BEMT EEML.
% 3-123 RolesInfo
2 SR ik
role_id String fAttid,
role_code String BERiE,
role_name String BERIR,
privileges Array of WIRES
Privilegelnfo
objects
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N ARBHHEIRIRSS

APl &%& 3 API
2K 3-124 Privilegelnfo
SH SR )%
privilege_id String PRID
privilege_code String RPRHS o
privilege_name String WPRBFR
resource_items Array of REZBESR.
Resourceltem
objects
£ 3-125 Resourceltem
S SRR g
item_id String £HID,
item_code String ZB1HE,
item_name String ZB B,
item_parentid String R&HID,
REM: 400
2 3-126 i Body 2%
2% SR R
error_code String ERmS .
error_msg String HESE
=Rl
IRENBIdA N A SidE e EN K SIES .
GET https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts/{account_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
I piz =451
RZE&ES: 200
BRI
"id" : "5C00-C91355BC0",
"account_name" : "example01",
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N RSHHEERIRSS
AP &% 3 AP

"name" : "~511",
"account_type" : "BASIC_ACCOUNT",
"org_id" : "20201027162527852-B712-D040F4C71",
"disabled" : false,
"extension" : {
"age" : "18"
1
"roles" : [ {
"role_id" : "20220210090626329-AFAE-EB2862B3A",
"role_code" : "admin",
"role_name" : "EIER",
"privileges" : [ {
"privilege_id" : "20220210135202250-92C8-D89EC88C6",
"privilege_code" : "demo_privilege",
"privilege_name" : "GIFFR",
"resource_items" : [ {
"item_id" : "20201027161283642-R582-7230F4E84",
"item_code" : "demo_item",
"item_name" : "~fEIZE",
"item_parentid" : null

}]
3
1
}
REED
RSB R
200 BRI
400 ST
Eixf3
52 LEIRB.

3.1.6.5 EANMFAWKSSIZE - ListAppAccounts
INEEN4A

BN EEEAOREN RS 5
EO4%R

null

URI

GET /api/v2/tenant/applications/{application_id}/accounts

% 3-127 BIZBH

2% ERWIE SR iR
application_id | 2 String M FHid,
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N ARBHDEIRIRSS

APl &% 3 API
2K 3-128 Query 2#
2% =AWk SR faR
account_type | & String WS, BEEE, SERAK
= ( BASIC_ACCOUNT) , #RJL
K=
( ORPHAN_ACCOUNT) , &
kS ( PUBLIC_ACCOUNT),
ESEE =
offset = Integer FEILR,
limit 2 Integer BRBAE,
IBREH
2 3-129 {53k Header 2
B8H =AWk SR faR
Authorization | 2 String INIEEYE, {&: Bearer
{access_token}, access_token
B “REUBEER" EOK
BY,
VRS54
R&ES: 200
2= 3-130 ljLZ Body %]
2% SHEER )%
total Long N RS S &
accounts Array of NN AYHERFSIER,
AccountDetail
objects
& 3-131 AccountDetail
2 SR )%
id String NAKSId.
account_name String MNAKSE .
account_type String NS R,
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NARBHHEIRIRSS

APl &% 3 API
2% SR fiik
name String ®"a,
disabled Boolean =52,
org_id String N FENASId o
roles Array of REeER.
RolesInfo objects
extension Object BEMT EEM.
% 3-132 RolesInfo
2 SR ik
role_id String fAttid,
role_code String Aefis.
role_name String BEER,
privileges Array of PIRES .
Privilegeinfo
objects
2K 3-133 Privilegelnfo
2% SR faik
privilege_id String BPRID
privilege_code String BURAHS
privilege_name String BPRZFR
resource_items Array of REXZBES.
Resourceltem
objects
£ 3-134 Resourceltem
2 ST #k
item_id String 2HBID,
item_code String £BB.
item_name String ZBR&FR,
item_parentid String R&EHID,
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N RSHHEERIRSS
AP &%

3 API

WR&S: 400

%% 3-135 i Body &%

¥ SRR g
error_code String BIRRS .
error_msg String =IESES

iBRTA

RENAIdO NEEN A RIS BNAKSIIR, ROESERNVEI100REE, WF

#1005, NR[ESCRREERIER

GET https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts?

account_type=BASIC_ACCOUNT&offset=0&limit=100

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

I iz 73~5 )
KRG 200
=R AN

{

"total" : 1,

"accounts" : [ {
"id" : "20210621095850460-5A8A-03D94B540",
"account_name" : "Test01",
"account_type" : "BASIC_ACCOUNT",
"name" : "Example01",
"disabled" : false,
"org_id" : "20210621095942194-560B-57E3CC...",
"extension" : { }

1
}
KL
RESHG it
200 BRI .
400 ST
EIxE3
B2 NERB.
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N RSHHEERIRSS
AP &%

3 API

3.1.6.6 FFAMNAMKS - EnableAppAccount

ThREN A

BEOAR

URI

IBREH

RS &

BRMNAKS .

null

PUT /api/v2/tenant/applications/{application_id}/accounts/{account_id}/enable

% 3-136 BRIZS#

2% BEWI%E SRR ik
application_id | 2 String N Hid,
account_id 2 String N AKSId,.
2 3-137 153K Header 2%{
B8H B WI% SRR ik
Authorization | 2 String INIEESE, {E: Bearer
{access_token}, access_token
Big “FREUBEER" O
HY,
R&ES: 200
2 3-138 i Body 2%
8% SRR ik
account_id String N AKSId,

K&\ 400

N5k 01 (2025-11-03)

WRIERE © EARITERARERAF

73



N RBHHEIRIRSS

APl &% 3 API
7= 3-139 IR Body &%
S8 SR ik
error_code String BIRmS .
error_msg String AESE SN
=Rl

RN FRidAN AR SidEREENAKS .

PUT https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts/{account_id}/enable

Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...

i Rz 73~451
KERS: 200

BRI
{
"account_id" : "20210515151018087-2F92-6DBCA6..."
}
REED
RS it
200 BRI
400 ST .
EIxf3
B2 NERB.

3.1.6.7 ZHMNAMKS - DisableAppAccount

ThREN A

ZRANAKS .

BOYR

null

URI

PUT /api/v2/tenant/applications/{application_id}/accounts/{account_id}/disable
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N ARBHHEIRIRSS

APl &% 3 API
& 3-140 BRBH
2% AUk SR iR
application_id | 2 String N HHid,
account_id =2 String MNEAWSid,
1ERESH
& 3-141 153K Header 2%
2% EERwYI% SR ik
Authorization | £ String INIEEYE, {&: Bearer

{access_token}, access_token
B “REUBEER" BOK

BY,
=S
RE&ES: 200
& 3-142 Kz Body %
84 SHERT R
account_id String R FEK=id
REES: 400
2K 3-143 Ui Body 2#f
84 SHERR R
error_code String ERmS .
error_msg String EIRIFS

iERBI

HRIERN FBidFIN K SidZEREENAKS

PUT https://{domain_name}/api/v2/tenant/applications/{application_id}/accounts/{account_id}/disable

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
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NABHHEIRIRSS

APl &% 3 API
M iz 7~ A5
R 200
15K -
i "account_id" : "20210515151018087-2F92-6DBCA6..."
}
RS
RSB ik
200 IERN A
400 SHFE -
HELE]
BESIEIRB.
3.1.7 A eEE
3.1.7.1 BN AMIFAE - CreateAppRole
ThEEN B
BN BNAEE.
EOLR
null
URI
POST /api/v2/tenant/applications/{application_id}/role
* 3-144 BRBH
8% B W% SR ik
application_id | 2 String NFHid,
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NABHHEIRIRSS

APlI &%

3 API

IERSH

VRS54

iBERTA

2 3-145 15K Header &

2% =A% SHEER faR
Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,
Authorization | 2 String INIEESE, {E: Bearer
{access_token}, access_token
B “REUBEERE" #O5K
B,
7 3-146 153k Body &%
2% =AWk SR )
code = String Aefss, NBERE—,
name & String BEAMR,
REB: 200
7= 3-147 iy Body %4
2 SRR i)
role_id String fAteid,
RSB 400
2% 3-148 L7 Body &%
¥ SRR g
error_code String HIRRS -
error_msg String TS

RIEN AidFRSNANAE, AefiBHadminl, BEZFRAEER,

POST https://{domain_name}/api/v2/tenant/applications/{application_id}/role
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N RSHHEERIRSS
AP &% 3 AP

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
{
"code": "admin1",

”name": "%IEE‘I "

}

i td]
RSHG: 200

fAtaid,
' "role_id" : "20220420140745089-23E4-DFF0A1900"
}
7N
RS R
200 fBtEid.
400 IERES
eSS
BESIEIRB.
3.1.7.2 ES N FANIA SR - UpdateAppRole
IHEEN 4R
BN ANHEEES.
URI

PUT /api/v2/tenant/applications/{application_id}/role/{role_id}

% 3-149 BR&H

8% BE W% SRR ik
role_id = String Beid,
application_id | @ String NZFHid,
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MRS EIRIRSS

APl &% 3 API
BRESE
2 3-150 i53K Header 3#
S BEwik SR ik
Content-Type | 2 String ZFERATIEAN “application/
json;charset=utf8” ,
Authorization | 2 String NIEEIE, {8: Bearer
{access_token}, access_token
BT “SREUBEEE" EOK
BY,
% 3-151 153K Body &%
2¥ =AWk SR ik
name 2 String N ABMIRERIR
il fiz 228
K&/ 200
% 3-152 Mgy Body 2H
S8 SRR )%
role_id String Atid,
RE65: 400
Z 3-153 l[Iiz Body 2%
2¥ SR 3%
error_code String RS .
error_msg String =IESES

5K

RIEN AidFAeidZNBNAE, ENARRIRAEER2,

PUT https://{domain_name}/api/v2/tenant/applications/{application_id}/role/{role_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...
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RN FRSHHEERIRSS
AP &% 3 AP

{
unameu: "%EEEZ"

}

N Rz73~51
R&ES: 200
15K o
i "role_id" : "20220420140745089-23E4-DFFOA1900"
}
REB
RSB 0%
200 BKEI0 .
400 HREM
iR
B2 EIRE .
3.1.7.3 HIBRAZ FAMIFSE - DeleteAppRole
INEENA
HBRR FRMIBE .
URI

DELETE /api/v2/tenant/applications/{application_id}/role/{role_id}

% 3-154 IR1R2¥

8% BE W% SRR ik
role_id = String Aeid,
application_id | @ String NFHid,
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N FRSHHEERIRSS
APl &% 3 AP

IERSH

# 3-155 153K Header 2%

8% BE W% SRR ik
Authorization | 2 String INIEESE, {E: Bearer

{access_token}, access_token
BT “SREUHEETE Ok

B,
IR S5

REES: 200

BRI

RE&ES: 400

Z 3-156 Ui Body 2%
e SHERT R
error_code String RS .
error_msg String =IESES

15K~
RN BidfIAeidiicEENBNEE.
DELETE https://{domain_name}/api/v2/tenant/applications/{application_id}/role/{role_id}

Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...

N Mz 73~

¥
RS
RSB )%
200 BRI
400 BREM
St

52 EIRE .
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RN FRSHHEERIRSS
AP &% 3 AP

3.1.7.4 EEMNFBNIAEIFE - ShowAppRoleByld

IEEN4A
EiENBNAEIFS.
URI
GET /api/v2/tenant/applications/{application_id}/role/{role_id}
x 3-157 IRZ&H
2% =E W%k SR R
application_id | 2 String N HHid,
role_id =2 String Atid,
IBREH
Z 3-158 153K Header 2#
84 BEWwIk SHERR RhR
Authorization | 2 String INIEEYE, {E: Bearer
{access_token}, access_token
B “IREUBEER" #O3K
BY,
R3S
R&E3: 200
R 3-159 i Body 2#{
2H SR fER
id String fAeid
code String fBtcode
name String BAERR
createdAt String ClEEATIE
updatedAt String (ECRIE]

WR&ERS: 400
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N ARBHHEIRIRSS

APl &% 3 API
7= 3-160 iz Body %4
2% SRR R
error_code String BIRRS .
error_msg String =IESES
=Pl
RiIENBidiNAedEaiseBlEeiFsE.
GET https://{domain_name}/api/v2/tenant/applications/{application_id}/role/{role_id}
Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
M Rz~
KE&ES: 200
1B5KREI0 o
{
"id" : "20220210090626329-AFAE-EB2862B3A",
"code" : "admin",
"name" : "EIER",
"createdAt" : "2022-02-10 09:06:26.333",
"updatedAt" : "2022-02-10 09:06:26.333"
}
RS
REB A
200 BRI
400 BEREK .
e
B2 WEIED.
3.1.7.5 =i AMIFAESIZE - ListAppRoles
INEENT A
BN ANBEEsIER.
URI
GET /api/v2/tenant/applications/{application_id}/role-list
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NABHHEIRIRSS

APl &%& 3 API
& 3-161 I128H
28 BRIk ST R
application_id | 2 String N FHid,
Z 3-162 Query 3#
¥ BT SR fiEid
offset ) Integer E I US
limit = Integer BREBILE,
RS
% 3-163 {53k Header &%
¥ BRIk ST iR
Content-Type | @ String ZFEARABIEN “application/
json;charset=utf8” ,
Authorization | 2 String NIEEHE, {E: Bearer
{access_token}, access_token
B “IREUHEERE" EO5%
B,
N Rz S4(
REB: 200
7 3-164 QN Body 2%
2% ST )%
total Integer 2%
offset Integer FE/L\
limit Integer BRE /O£
roles Array of REEEES
RolelnfoResult
objects
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NS EIRIRSS

API &%

3 API

iERpI

N Rz~

2£ 3-165 RolelnfoResult

2% SR fiik
id String fAtid
code String fAtcode
name String AEEMR
createdAt String ElFELERE]
updatedAt String (EBERIE]
R 400
7 3-166 N Body S
2 SR fik
error_code String BIRmS .
error_msg String BRIFB o

RIENAIdO RERNBNARSIER, ROENERIBI05E, WAHEI05E, WikE
SERREERIER

GET https://{domain_name}/api/v2/tenant/applications/{application_id}/role-list?offset=0&Llimit=10

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

WRERS: 200
BRI

{

"total" : 3,

"offset" : O,

"limit" : 10,

"roles" : [ {
"id" : "20220415170305200-EF22-C2404E358",
"code" : "role1",
"name" : "role1",
"createdAt" : "2022-04-15 17:03:05.200",
"updatedAt" : null

"id" : "20220415170305223-7193-A01122B37",
"code" : "role2",

"name" : "role2",

"createdAt" : "2022-04-15 17:03:05.223",
"updatedAt" : null

"id" : "20220420144449385-C66D-E8C1D1D79",
"code" : "admin",
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N RSHHEERIRSS
AP &% 3 AP

nnamen . u.':éiiﬁnl
"createdAt" : "2022-04-20 14:44:49.385",
"updatedAt" : null

1
}
RESET
REHE i)
200 BRI .
400 BEREM
=63
52 ERE.

3.1.7.6 FENFANIBERK S - CreateAppRoleMember

ThEEN 4R
BN BNAEKRR .
URI
POST /api/v2/tenant/applications/{application_id}/role-member
+ 3-167 IBRBH
e B WI%E SR R
application_id | @ String N FHid,
iERSH

2 3-168 i53K Header 2#

2% EEWik SR R
Content-Type | & String ZFERARBIESA “application/

json;charset=utf8” ,

Authorization | 2 String INIEEYE, {E: Bearer
{access_token}, access_token
B “IREUpEERE" #O5K
BY,
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N RSP EERIRSS
AP &%

R S &

BRI

g Rz7~51

3 API

& 3-169 i53k Body &%

2% BEWI% SRR R

role_id =2 String Atid,

account_lds = Array of NAKSIdES, mA505,

strings

R&ES: 200
2K 3-170 Ui Body 2#f

e SR Rk

success_list Array of strings RRINFIZE

fail_list Array of strings ESVelIES
RE&ES: 400
2 3-171 IR Body %

8% SR ik

error_code String BIRRS .

error_msg String TS ESES

REN FRidFrEN BB EkR, FA8id/920220420144449385-C66D-
ESC1D1D79, MAMSIdES [ "20220415171558023-84A4-ED5C390B8",
"20220414163425614-2FD6-CA9B208BE" ],

POST https://{domain_name}/api/v2/tenant/applications/{application_id}/role-member

{

"role_id" : "20220420144449385-C66D-E8C1D1D79",
"account_lds" : [ "20220415171558023-84A4-ED5C390B8", "20220414163425614-2FD6-CA9B208BE" ]

}

RSB 200
N AKSidFIZE .
{

"success_list" : [ "20220415171558023-84A4-ED5C390B8", "20220414163425614-2FD6-CA9B208BE" ],
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NABHHEIRIRSS

AP| &% 3 API
"fail_list" : [ ]
}
RS
REEE R
200 NAKSiIdYIZE.,
400 BREM
e
52 EIRB.

3.1.7.7 MR NI EK S - DeleteAppRoleMember

ThEEN B
MR MBS .
URI
DELETE /api/v2/tenant/applications/{application_id}/role-member
+3-172 BRBH
e BEWYIE SRR R
application_id | @ String N FHid,
IBRESH

2 3-173 i53K Header ¥

e BEWYIE SR fhR
Content-Type | 2 String ZFERABIEA “application/

json;charset=utf8” ,

Authorization | 2 String INIEEHE, {E: Bearer
{access_token}, access_token
B “IREUpEERE" #O5K
B,

M HRAS 01 (2025-11-03) WA © EARTERABIRAE 88




R FRSHHEERIRSS
AP &%

3 API

R S5

5K

Ml iz 73~ 451

% 3-174 153k Body £4{

2% BEWI% SRR R
role_id =2 String Atid.
account_lds = Array of NAWKSIdES, &mA50%,
strings

R&ES: 200

2K 3-175 Ui Body 2%
2% SRR R
success_list Array of strings BIn%ZE
fail_list Array of strings e WCIIES

RE&ES: 400

2K 3-176 Ui Body 2%
B2Y SR HhR
error_code String EIRmS .
error_msg String ZIESES

RN FBidRR BB eks, NANAEId20220420144449385-C66D-
ESC1D1D79, MAKEIdESI["20220415171558023-84A4-ED5C390B8",
"20220414163425614-2FD6-CA9B208BE"] .

DELETE https://{domain_name}/api/v2/tenant/applications/{application_id}/role-member
Authorization: Bearer 334963fc-1e4a-473b-9096-522929140...

{
"role_id": "20220420144449385-C66D-E8C1D1D79",
"account_Ids": [
"20220415171558023-84A4-ED5C390B8",
"20220414163425614-2FD6-CA9B208BE"
1
}

WR&RS: 200
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NABHHEIRIRSS

AP| &% 3 API
N AKSidFIE,
{
"success_list" : [ "20220415171558023-84A4-ED5C390B8", "20220414163425614-2FD6-CA9B208BE" ],
"fail_list" : []
}
REB
RSB R
200 NAWKSidFIZE,
400 BIREM
SIS
52 LEIRB.

3.1.7.8 BN AMIAH &M RS - ListAppRoleMembers

ThaEN A

EENANABKRRYIE.

URI

GET /api/v2/tenant/applications/{application_id}/role-member-list/{role_id}

% 3-177 BESH

2% BEWwI% SR fEid
application_id | 2 String N Hid,
role_id = String fBeid,

K 3-178 Query #
e EEWE SR fEiA

=

offset = Integer FILR,
=/ME: 0
limit = Integer BREBILE,
=/ME: 10
BARE: 100
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RN FRSHHEERIRSS
APl &%

3 API

IERSH

2 3-179 153K Header 2#{

2 =A% ST 1k
Content-Type | =2 String ZFERNAEA “application/
json;charset=utf8” ,
Authorization | 2 String INIEESE, {8: Bearer
{access_token}, access_token
‘i “REUBEESRE" #OK
B,
i Rz B4
K388 200
2 3-180 gL Body 2%
2 ST R
total Integer B
offset Integer EJ1LI
limit Integer BRzs/DE£
role_members Array of BERREERES
RoleMemberinfo
objects
% 3-181 RoleMemberlInfo
2% SR ik
id String N FKSId
account_name String N AWKSE
name String N FAMKSZFR
org_id String Nz FEAgid
disabled Boolean m=aE
account_type String N Rk S 28
extension Object BEXT EEM

WR&ERS: 400
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RN FRSHHEERIRSS
AP &%

3 API

2 3-182 g Body £2%{

2H SR 7%
error_code String BIRRmS .
error_msg String HIRIFS

iERBI

RIENAIdAeIdORENNBNSeRRIIE, REISRE5ERE0FEE, WAHK
105, NREISEFREERILER .

GET https://{domain_name}/api/v2/tenant/applications/{application_id}/role-member-list/{role_id}?
offset=0&limit=10

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...

il iz 73~ 451

WR&RS: 200

15KAIT .

{
"total" : 1,
"offset" : O,
"limit" : 10,

"role_members" : [ {
"id" : "20220210090626329-AFAE-EB2862B3A",
"account_name" : "adminAcc",
"account_type" : "1",
"name" : "EIER",

"org_id" : "20220210135202250-92C8-D89EC88CE",

"disabled" : false,
"extension" : null

}]
}
R
RSB ik
200 BRI
400 EREM
e

TS EIRB.

3.2 APz

N5k 01 (2025-11-03)
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RSO EIRRSS
APl &% 3 API

3.2.1 3N{aJ3iAFS API

3.2.1.1 HiEiEkK

ATNBAPIERIVER, FLUBROneAccessERELEOFH “ARBERER"
7BLRBRANETEAPI, AREERER, ERFEARINSIREIFEFRsession_token,
B FRIREVAFERE

ISR
BEEAPIE], EEREVEIEREOneAccessEIE| PP ERINNBEREE+LY
Clientld, FBLAERIAPISCHIAEX#2OINEE
153K URI
OneAccessis>KURIFBEN &R 4HAK o
{URI-scheme} :// {domain_name} / {resource-path}
REFEKURIEBEEEKEELP, BRIBHESHIERIEREMNEKRBEFRMIE
B, AL SRS,
e URI-scheme: FRATEEIESKAMNY, BEIFTBAPIIIRAHTTPSINY
e domain_name: {EfOneAccessiRSSAPIFEZEAAFIAAIEE, KEGIEES
OIREXFFpiaEE
e resource-path: FRIZEZE, HEIAPIGTIRER . MEFAPIFIURIELRIKEY, a0
“HRFRZZEESR" APIRresource-path’y “/api/v2/sdk/login”
BN EEFEVA A EEZ S “abcdefg.huaweioneaccess.com” BISLHIRY
session_token, MIFEERAAFIAEESZ “abcdefg.huaweioneaccess.com” , H7EMH
E‘%'&’T‘ﬁ%ﬁ%ﬂ’ﬂuRIE‘B%&EUresource-path( Japi/v2/sdk/login ) , HHERRRINTET
o
https://abcdefg.huaweioneaccess.com/api/v2/sdk/login
3-2 URI REE
https://abcdefg.huaweioneaccess.comfapi/v2/sdk/login
URI-scheme Domain_name resource-path
(MEREL:
NEEHE, EENEMKAPIFIURIERD, RiEHresource-path#fs, FISIERSGESE—IE,
XZ2EFURI-scheme#ZHTTPS, Mdomain_namefER—LItBERE, FrLAREIERE WEXE
EHE .
BRAE

HTTPIERTSE (tBFRAIRIESENE ) , ERRRSBEEBRAALEARE,
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https://support.huaweicloud.com/intl/zh-cn/usermanual-oneaccess/oneaccess_03_0074.html

RSP EERIRSS
APl &%

3 API

=R IS B8

e GET: BKIREZFREIEEZR .

o PUT: BRIRSHEFMIEER R

e POST: iEKIRSS=RIMIERFEHTIFIRIRIE
BRI RE

e DELETE: 15kKIREZZEMIRIEEHIR,

e HEAD: 5KIRSZ2ERIELER,

e PATCH: BEXRIRSHFIHZF RO AT . BRBEAFERINNE, PATCHAIRES

EEE— I HHIRIR.

ERFREBRERURIERD, BILUBERHEIBRGEA “POST” , NEERA:

POST https://abcdefg.huaweioneaccess.com/api/v2/sdk/login

EAmBRkFER, WFEEAIURIFIHTTPISARTERIIFE . BISNIAFAgentSR, N

— s &
FRRSE,

FANBABERERLFRIESN&R3-183,

& 3-183 BAHIEKEE:L

BiR /1215 =a | =6
X-operating- | BERALRIERSR |2 Android 10
sys-version i N
X-device- ERBGIREEN = 156aysdna213sc50
fingerprint
X-device-ip AREBIP, B 10.10.10.1
X-agent AFAgentiE&., = Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML, like
Gecko) Version/4.0 Chrome/
80.0.3987.99 Mobile Safari/537.36
X-L EFMUIESIRE . & zh
X-client-id NERR, N | 2 DRrYlgauawNOI8myTMoDTPys6ez
5 EcRY GZxnm
Clientld,
X-tenant-id AFid, ISVRIEIRE | & 08f770f51f80d2f40f38c00cb199fd
RN A%E . 20
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N RSP EERIRSS
AP &%

3 API

2R fiiA 28 | =6

X-signature BH2EE, BTH | & D0JeOUuVqU8IxvlOxrmewQRk4Au
KRR ERIRE, GZrtk1RfBxueNKUrNPpgSbXrYnzw
EMBEOFE,
aI&EBAREO
BB, WiErns
Zsession tokens
e=

MTFAFRRERERED, MNLERLEIERIN TR,

POST https://abcdefg.huaweioneaccess.com/api/v2/sdk/login

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

IERIEEA (k)

IBKHEABELUSEMUEIL (UISONZKXML ) &, EERIFRBERLZINIAN
B ARKHEREPHNSESIPY, WHRXFFURAUTE-843

BMEONBRERRRBTE, AFESMEOSFZEGERERMA (HEHEE
?BJ::E) , GET. DELETEERENIEROMATERER, HEREEAANSERRER
AEOME

SMFRHEFRRERERED, SUNZONBEKIBDERNSINERSH RSN
. BEEAIAGEEKRN TR, IMENRAFZREERELAMEES, HEH
UserNameSFBRE, PassWordZH3,

POST https://abcdefg.huaweioneaccess.com/api/v2/sdk/login

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{

"user_name": "UserName",
"password": " PassWord"

}

iy, XMEREFEENRADHES T, EoJLUERACcurl. PostmandiEiZRELESE
BFARXIEREHEAPI, W FHAPEERESRED, RENWLAEERS
“session_token” FLEEZRMINAYEIL, B T session_tokenZ g, &Hin]LARRIKEL
BREES,
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RSP EERIRSS
AP &%

3 API

3.2.1.2 jR[EIER

NN

IBREELGE, BRI, SEREE. MAERFNERIER.
INEBR—EHNEISEIEFAE, IEBRR TIERBAAPRE .
MFRFEEEERED, NMREREREPMAEEA “200”7 , WRFBEREN.

MRGHSk (A )

MMIEKERL, MEREEFEEEHEL, 0 “Content-type” .

NRGHSA (BT )

MRLESAERLAGIIUAETU (FSONSXML ) IR[E], {RERRIBRIESSL 2SI
Bo

MTRFEEREREN, REIITEEE.
{

"session_token" : "bts 2VO0",
"expire" : 604800,
"status" : "SUCCESS"

}

SFOEALEN, SIROERBRERESIRNE, EXMNAYBody#EUaN T
o

{
"error_code": "LOGIN.0002",

"error_msg": "Invalid account name or password. Remaining attempts: 8."

}

Hr, error_codeXREEIRZER!, error_msgFREIREREE

3.2.2 &%1E0O

3.2.2.1 3XENpRSSEERY(E] - ShowServerDate

TheeEN A

SRENBRSS RRRTIE) .

GET /api/v2/sdk/server-date
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MRS EIRIRSS

APl &% 3 API
RS
Z 3-184 153K Header 2%
8% BE W% SRR 1k
X-operating- | 2 String REABRAIRIERGMRA, HIan:
sys-version Android 10,
X-device- = String ARBIREEN, Hlan:
fingerprint 156aysdna213sc50,
X-device-ip & String AP, #%0: 10.10.10.1,
X-agent 2 String FBFAgentZE., flun:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
X-L B String BTERMGESIRE, BIa:
zh,
X-client-id 2 String MARR, N EESEEY
Clientld,
X-tenant-id & String FHPid, ISV RN A
1E, EZ¥%{domain_name}i
BXISViB Rt
{common_domain}, &K
Header&#hHEEISEXTNFE
Fagtenant_id, Fi5X-client-id
RRKISVIZ FBIERAIClient_id o
ID)VE=S5't
R&ES: 200
7= 3-185 iz Body %4
2% SHRT ik
timestamp String IRSSuRATIEE, o
REES: 400
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NARBHH EIRIRSS

API &% 3 APl
7 3-186 IR Body &%
S8 SR ik
error_code String LI
error_msg String AEE N
=Rl

IRENBRSS2EATIE) . 1BERLECEIRRS RS HAndroid 10, ABBIREIELN
156aysdna213sac, @FEAIp/910.10.10.1, KNFARRAEMN RS S ECHICLentld,

GET https://{domain_name}/api/v2/sdk/server-date

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac
X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

e iz 73~ 5]
RSB 200

ERIN o
{
"timestamp" : "1628496895102"
}
KEE
RSB R
200 BKEIN .
400 ST
== ED
52 LEIRB.

3.2.2.2 FKEIN4A - ShowPublicKey

ThRENA

IREVATE, AT ERARSHEON, MSRMESREITNEZERE (BT NRREREN

»iA, BER

_/|\)o
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MRS EIRIRSS

APl &% 3 API
URI
GET /api/v2/sdk/public-key
RS
K 3-187 153K Header 2H
8% =% SR R
X-operating- | 2 String ERBGERERFMRA, Flan:
sys-version Android 10,
X-device- 2 String BARBIREEN, flun:
fingerprint 156aysdna213sc50,
X-device-ip & String AP, #a0: 10.10.10.1,
X-agent 2 String FIFAgentE &, #a0:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
X-L B String BTFERMLESIRE, flin:
zh,
X-client-id 2 String MABRR, MRS ERY
Clientld,
X-tenant-id & String FAFid, ISVRZEBIERN %
1H, FER{domain_name}i
B ISViE FBie 3
{common_domain}, &K
Header&#PEEIEEXIMFH
PH9tenant_id, FFiEX-client-id
¥aRkISVIZ FBERAIClient_id o
D)VES58
R&E3: 200
7= 3-188 g Body %4
e SHERT Rk
public_key String N BRI 5B
R&ES: 400
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NARBHHEIRIRSS

APl &% 3 API

2 3-189 i Body 2%

8% SHKR R
error_code String LI
error_msg String EIRFER

BRI

SRENINZEANEE . 15Kk ECEERS RS AANdroid 10, EREIRSEIENCH
156aysdna213sac, JEFAip/910.10.10.1, NFFREJ0EMA AT ECRIClientld

GET https://{domain_name}/api/v2/sdk/public-key

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

I iz 73~
RSB 200
EREL .

"public_key" : "'----- BEGIN PUBLIC KEY-----

o

\nMIIBIjANBgkghkiGOwWOBAQEFAAOCAQ8AMIIBCgKCAQEAibkfoOk5yUBZEt6D5RI6\nmNGGIGKyl1dO237iEUtL

ttf48YUBMrruAvINc68cT5hwHoQdZDAXq6YaK6j+QkmD\nOr/
wl5qUllrgrS5jMsyx80bWMkkIDmnV8WIJWVIgmaEu1XJUTOinOIXHDwQtougP+

\ng6AI0gQC395QESR5tIWKCGIFMoWuEesCj1K8YUW3ISBojiz+vCYQSdyOXTOC3uWz\nxds4mDedgeX+OwSH

+XgFPCu/YpufNz+1iSBtALvpOGORT+zkPpt+0c7zvEpy+pgi\nsx0/

aV5vA65481ZCYZR3gzG4xthVuS00022UGdr5RNy6Sxvolrx09JG2RvhdWsxW\n7wIDAQAB\n----- END PUBLIC

KEY-----"
}
RS
RS it
200 BRI
400 ST .
EIxf3

B2 IEIRE

3.2.3 I8
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N RSHHEERIRSS
AP &% 3 AP

3.2.3.1 (ERFHNISHIESICIERS M - RegisterByMobile

ThEENT 4R
(ERFH SRS EM .
URI
POST /api/v2/sdk/register/mobile-verify-code
iERSH
%= 3-190 {53k Header &%
28 BEwiE SRR R
Content-Type | @ String ZFERBIEN “application/
json;charset=utf8” ,
X-operating- | 2 String BRBIRERFMRA, flan:
sys-version Android 10,
X-device- 2 String BRBIREEN, BHlan:
fingerprint 156aysdna213sc50,
X-device-ip & String J@EAIP, fa0: 10.10.10.1,
X-agent = String BARFAgentEE, f5/a0:

Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

String BTFERCESIRE, flan:
zh,

String NFRR, SEMNAEECRY
Clientld,

String fERid, ISVRIFBVERN A
1B, EZ¥8{domain_name}ft
B ISViE FBte 3
{common_domain}, &K
Header&¥HEEIEEXINFE
PHJtenant_id, F4&X-client-id
1AR% ISV FBfERAYclient_id o

X-L

1y

X-client-id

Fali

X-tenant-id

i1y
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RN FRSHHEERIRSS
AP &%

3 API

% 3-191 153K Body &#!

2% EEUE SR ik

user_name & String HP&Z,

name & String “"a,

mobile 2 String FNS,

verify_code 2 String (SIQIERS

email & String HRFE o

pwd & String =8,

head_img & String L&, ESurlttbht,

attr_gender & String {2511

attr_birthday | & String £H, &L Ayyyy-MM-dd,

attr_nick_nam | & String ARFR

e

first_ name & String B=,

middle_name | & String FE .

last_name & String MG,

extension & Object HEXT EBREM.

N Rz S4L
RE&B: 200
7 3-192 AN Body S#

2¥ ST ik

status String REIGER,

expire Integer session_tokenBXHA, B{URFY, BY
HAA B] i fsession_token3kEXticket,

session_token String FHPsession_token, BJ{FRHiZtokeniER
BB REO5ARsso_ticket, @i
sso_ticket A LREXFAFER .

id_token String KELEE—NIWT Token, B THEFRS

PER, BUAZNIER, FHEE.

RZSE5: 400

N5k 01 (2025-11-03)
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RSP EERIRSS
APl &% 3 AP

2 3-193 g Body £2%{

S SRR 7%
error_code String B1=fg,
error_msg String HEIRFR

i5RHl

ERFNSFREEIESEMAER . AP&Hzhangsan, W&R5K=, FHSH
12345678901, %2{ZI0IEE591234, HBFE/912345678901@example.com, ZR3H9
Q3 HENY BFEREMEN18,

POST https://{domain_name}/api/v2/sdk/register/mobile-verify-code

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"user_name": "zhangsan",
"name": "sK=",
"mobile": "12345678901",
"verify_code": "1234",
"email": "12345678901@example.com",
"de": "Q******3”’
"head_img": "
https://thirdwx.qlogo.cn/mmopen/vi_32/
QOj4ATWGTTIQ8QOTSN3y4cYHLIMC3sv6RCBmeMkxtOog47Zr3v2Afbqc2bmPOWibUIUskX39eJU",
"attr_gender": "male",
"attr_birthday": "2022-02-17",
"attr_nick_name": "§K=",
"first_name": "zhangsan",
"middle_name": "zhangsan",
"last_name": "zhangsan",
"extension": {
"age": "18"
}
}

e Rz 73~451
KRG 200
BRI

{
"status" : "SUCCESS",

"expire" : 43200,
"session_token" : "LGT******sqa"

}
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N ARBHDEIRIRSS

APl &% 3 API
RS

REB ik

200 BRI

400 ST
EI=g

B2 NEI=RE.

3.2.4 3GUFRY

3.2.4.1 FKENEIRZIEIERS - ShowCaptcha

IhEEN 4R

SRENERZBQIERD
URI

GET /api/v2/sdk/captcha
IBREH

& 3-194 153K Header &%

8% EEBY e el fik

X-operating- | 2 String BRBIRERFMRA, flan:

sys-version Android 10,

X-device- 2 String BRAB RSN, BHlan:

fingerprint 156aysdna213sc50,

X-device-ip & String J@EAIP, fa0: 10.10.10.1,

X-agent = String HARFAgentEE, f5/a0:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L S String BFERMUGESIRE, flun:
zh,
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RSP EERIRSS
AP &% 3 AP

SH ERWIE SHERE %

String RN FBFRR, MR AES Y
Clientld

String FEFid, ISVRFERN 4
1, £ {domain_name}ift
BRISViB S
{common_domain}, &K
Header&# P EEISEXINFH
PHJtenant_id, FiEX-client-id
1Rk ISV FBIERAIClient_id o

X-client-id

i

X-tenant-id

iy

VRS54
RSB 200

% 3-195 i Body %4

2¥ ST ik

captchald String IERBID,

projectCode String B %Y, SpiAZE, EERENull,

captchaOriginalPa | String IGIEREIRIGERE, HRIAHE, EBEER

th [Elnull,

captchaFontType | String RS ARE, HEiAdF, BER
Elnull,

captchaFontSize | String IGIERBFRK/N, BRIATE, BEER
[Elnull,

secretKey String 50, ZEIAEE, EEREull,

originallmageBase | String R4 E Frbase64.,

64

point String B R RIEATR

jigsawlmageBase6 | String BRE Fbase64,

4

wordList String RIENF,

pointList String RUEAAR

pointJson String AR (base6ARABIES ) o

token String BRIERIIEBHIE—IRR

result String RIER
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N RSP EERIRSS
AP &%

3 API

i5Rpl

il iz 73~f51

SH SRR

captchaVerificatio
n

String

R&ES: 400

% 3-196 ljui Body &%

2% SHER faik

ST

EiRIFB.

error_code String

String

error_msg

SRENEIRZBGIERD
GET https://{domain_name}/api/v2/sdk/captcha

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

W&G: 200
BRI

{
"captchald" : null,
"projectCode" : null,
"captchaOriginalPath" : null,
"captchaFontType" : null,
"captchaFontSize" : null,
"secretKey" : "yMX******hmq",
"originallmageBase64" : "iVBORWOKGgoAAAANSUhEUgAAATYAB]/WRVk78AAAAASUVORKS5CYII=",
"point" : null,
"jigsawlmageBase64" : "iVBORWOKGgoAAAANSUhEUgADCAAAAASUVORKSCYII=",
"wordList" : null,
"pointList" : null,
"pointJson" : null,
"token" : "389******fd1",
"result" : false,
"captchaVerification" : null
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N ARBHDEIRIRSS

AP| &% 3 API
KD
REEE R
200 BRI .
400 ST
S
B2 EIRE,

IhEEN4a

R EAZRIERD
URI

POST /api/v2/sdk/captcha/verify
iERSH

K 3-197 i53K Header 2

28 =AWk SRR A

Content-Type | 2 String ZFEAAIES “application/
json;charset=utf8” ,

X-operating- | 2 String REABRAIRIERFMRA, BIan:

sys-version Android 10,

X-device- = String ARB RSN, Hlan:

fingerprint 156aysdna213sc50,

X-device-ip B String @AAFIP, #la0: 10.10.10.1,

X-agent 2 String FBFAgentZE., fun:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L & String RTERCESRE, FIa0:
zh,
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RN RSP EERIRSS
APl &%

N Rz S4L

BRI

3 API
2H BRWIE SR fHR
X-client-id 2 String NARR, TN EESERY
Clientld,
X-tenant-id B String FEFid, ISVRFERN 4
#, EZE¥{domain_name}if
IRANYEh o=
{common_domain}, &K
Header&¥hHEEIEEXINIE
PHJtenant_id, FiEX-client-id
1Rk ISV FBIERAIClient_id o
2 3-198 i53K Body 2%
2% BRIk SR ik
point_json 2 String WIMER, yHIEEES.0.
token 2 String SRENERZGIUERDIR [E]AYtoken
sender = String BiEF (FHNS. lBE) -
REB: 200
7= 3-199 i Body %4
B8H SHR A
captcha_token String ERZ RSB EIT R EIE

K&G: 400

Z 3-200 Mg Body %4

2% SHER 3%
error_code String
error_msg String HEIRIFIE.

KRG ER IS . AR5 E79{"x":237.0,"y":5.0}, token971d*****635, &iXFHFH

5912345678901,
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NS EIRIRSS

APl &% 3 API
POST https://{domain_name}/api/v2/sdk/captcha/verify
X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac
X-device-ip: 10.10.10.1
X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36
X-L: zh
X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21
{
"point_json": "{\"x\":237.0,\"y\":5.0}",
"token": "71d******635",
"sender": "12345678901"

}

M Rz~
RE&ES: 200
BRI
{

"captcha_token" : "71d*****635---{\"x\":237.0,\"y\":5.0}"
}
RSB
RSB R
200 BRI
400 SHEH.
j:t\

e
BESEIRE

3.2.4.3 FKEYEPRXS - ListCountryCodes

&)

IhgeN4a
REZISHIERRX S -

URI
GET /api/v2/sdk/country-codes
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N RSHHEERIRSS
AP &%

3 API

IERSH

2 3-201 153k Header 2%

2%

Wit

=
JT.EK

SHERE

%

X-operating-
sys-version

=
=

String

BRABRERGRA, Flan:
Android 10,

X-device-
fingerprint

ali

String

EREIREREY, Ban:
156aysdna213sc50,

X-device-ip

String

VERAIP, BIg0: 10.10.10.1,

X-agent

fD | O

String

FIFPAgentEE., #Hi4n:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L

iy

String

BFEmRCESIRE, Flun:
zh,

X-client-id

i

String

MNBtFR, EMNAEESECRY
Clientld,

X-tenant-id

iy

String

fARFid, ISVRIFRIERN A%
H, EE¥{domain_name}it
B ISViBRg &
{common_domain}, &K
Header& P HEEI5EXTNFH
Fagtenant_id, Fi&X-client-id
¥apk ISV AiEREclient_id

D)2
RSB 200

% 3-202 lui; Body ¥

e SRR
phoneAreaCodeD | Array of TROIXSFE.
efinitions PhoneAreaCodeD
efinitionsResult
objects
preferredAreaCod | String LR EEIFEENEGERX S
e
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NARBHHEIRIRSS

APl &% 3 API
2£ 3-203 PhoneAreaCodeDefinitionsResult
8% SR #R
areaCode String ERBIEX S,
displayMapping DisplayMapping | i85 ER32MET .
object
countryCode String ERBX AR,
mobileRegex String FHNSHENEN
areaCodeSuffixes | String EfrBRIEXSEE.
£ 3-204 DisplayMapping
e SR ik
zh-TW String RS EA A,
en String T HEA .
zh-CN String AR E AR
KZFS: 400
7 3-205 N[z Body S%(
B8Y SR ik
error_code String LI
error_msg String IESES
=Nl
REHHFNERX S .
GET https://{domain_name}/api/v2/sdk/country-codes
X-operating-sys-version: Android 10
devicedip Joq0n0 T A
X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36
i:zié:t-id: DRrYIqauawNOI8myTMoDTPys6ezGZxnm
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21
N Bz 751
R 200
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RN FRSHHEERIRSS
AP &%

3 API

/TN

BRI
{

"phoneAreaCodeDefinitions" : [ {
"areaCode" : "86",
"displayMapping" : {

"zh-TW" : "chEIKRE",
"en" : "China",
"zh-CN" : "EKE"
3

"countryCode" : "CN",

"mobileRegex" : "A(\\+86){0,1H\\-?1\\d{10}$",
"areaCodeSuffixes" : [ ]
o
"areaCode" : "852",
"displayMapping" : {
"zh-TW" : "hEI&E",
"en" : "Hong Kong",
"zh-CN" : "R &S
3

"countryCode" : "HK",

"mobileRegex" : "A(\\+852){1}\\-?0{0,13}[1,4,5,6,7,8,91 (>:\\d{7}\\d{8}\\d{12})$",
"areaCodeSuffixes" : [ ]
o
"areaCode" : "886",
"displayMapping" : {
"Zh-TW" ;"R
"en" : "Taiwan",
"zh-CN" : "R EIA "
3

"countryCode" : "TW",

"mobileRegex" : "A(\\+886){1}\\-?[6,7,9] (>:\\d{7}\\d{8})$",
"areaCodeSuffixes" : [ ]
o
"areaCode" : "853",
"displayMapping" : {
"zh-TW" : "FREEPFe",
"en" : "Macau",
"zh-CN" : "R 7"
%

"countryCode" : "MO",

"mobileRegex" : "A(\\+853){1}\\-?0{0,13}[1,4,5,6,7,8,91 (2:\\d{7}\\d{8}\\d{12})$",
"areaCodeSuffixes" : [ ]
Ao
"areaCode" : "93",
"displayMapping" : {
"zh-TW" : "FIEF",
"en" : "Afghanistan”,
"zh-CN" : "[I&E;F"
3
"countryCode" : "AF",
"mobileRegex" : "A(\\+93){1H\\-\\d{6,11}",
"areaCodeSuffixes" : [ ]
1
"preferredAreaCode" : "CN"
}

LN fiR

200 IERN AN

400 SHEH.
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N RSHHEERIRSS
AP &%

3 API

ZPS

52 EIRE .

3.2.4.4 RiXfR(SIEUERS - SendSmsVerifyCode

IheeNnA
RIXFEIRIUERS
URI
POST /api/v2/sdk/sms/send
IBRESH
5t 3-206 53K Header 2%{
8% EEWI% SR 1k
Content-Type | @ String ZFEARABIEN “application/
json;charset=utf8” ,
X-operating- | & String BARLIRIERZMRA, BIan:
sys-version Android 10,
X-device- =2 String ARRREEN, Flan:
fingerprint 156aysdna213sc50,
X-device-ip & String @FEFIP, fia0: 10.10.10.1,
X-agent = String HFAgent(S&, #lun:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
X-L B String BFERMUESIRE, flu:
zh,
X-client-id 2 String NARR, TN EESERY
Clientld,
X-tenant-id B String FEFid, ISVRFERN W
#, EZE¥{domain_name}if
BYISViB g 3Z
{common_domain}, &K
Header& P EEISEXINFE
PHJtenant_id, FiEX-client-id
1apY ISV IR A client_id
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RN FRSHHEERIRSS
AP &%

3 API

N Rz S4(

i5RBl

% 3-207 153K Body ¥

¥ BRI SR i)
mobile = String FNS,
type = String RiXin=,
captcha_toke | 2 String BRI IS EBIT Y EIIE
n

K&/ 200

7= 3-208 iy Body &%
S¥ SRR fia
- String

RE&ES: 400

5 3-209 TR Body S
2% SR iR
error_code String BIRE,
error_msg String EIRIFS

RIFIRSIIER, AISEFHS12345678001 BFHEFINES, EFMIERRINED
EIFAT71d™*+635---{"x":237.0,"y":5.0}

POST https://{domain_name}/api/v2/sdk/sms/send

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36

(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{

"mobile": "12345678901",

"captcha_token": "71d****+635---{\"x\":237.0,\"y\":5.0}"

}
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N ARBHDEIRIRSS

AP| &% 3 API
M) Rz 73~451
7
KRG
RSB R
200 BKEIN .
400 ST
Z) e
52 EIRE.

3.2.4.5 &IXHBHIEIERS - SendEmailVerifyCode

ThREN A

ARIXEBAIEIERT

URI

POST /api/v2/sdk/email/send

iBREH

2 3-210 153K Header 2%

e BRIk ST iR

Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,

X-operating- | 2 String RARDRIERFMRA, BIan:

sys-version Android 10,

X-device- = String ARB RSN, Hlan:

fingerprint 156aysdna213sc50,

X-device-ip & String AP, flg0: 10.10.10.1,

X-agent = String HFAgent(E8, #un:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
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NABHHEIRIRSS

APl &% 3 API
28 BBk SRR ik
X-L B String BTFERMLESIRE, flin:
zh,
X-client-id 2 String MABRR, FMMNEESERY
Clientld,
X-tenant-id & String FHFId, ISVRZERERN A
15, #ER{domain_name}
BRISVi@ g2
{common_domain}, &K
Header&#PEEIEEXTNFE
FaYtenant_id, FHIEX-client-id
1A% 1SV FatE R AYclient_id o
% 3-211 153k Body &
S8 vy Ay SR g
email 2 String HRFE o
type = String Rixp=,
captcha_toke | £ String EFZIGUFRBIEIE .
n
VRS54
KE6S: 200
7= 3-212 gii Body %4
2 SR R
- String
RE&ES: 400
% 3-213 IR Body &%
2 SR ik
error_code String B1=fg,
error_msg String AEE SN
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NASHEIRIRS
AP| &%

3 API

iBERTA

il iz 73~f51

W&

tHI=E

ELEB#MIEE%, ¢SIETERRFE1 23@example.comAFHICERIRIE, ERAGIERDRIE
BITEIF/971dd26999e314f9abb0c635336976635---{"x":237.0,"y":5.0},

POST https://{domain_name}/api/v2/sdk/email/send

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"email": "123@example.com"”,
"type": " FORGET_PWD_EMS ",
"captcha_token": "71dd26999e314f9abb0c635336976635---{\"x\":237.0,\"y\":5.0}"

}

REES 1R

200 BRI
400 ST
B2 NE=RE.

3.2.5 EFEH

3.2.5.1 FAPRZ®EiE&EF - LoginByUserNamePwd

ab
hREN A

URI

%P%Eﬁ%g‘i IEEEBMRINSIREIAFRsession_token, FEEREIRAGET—
RINESIR[Estate_token, LBOREILEBIEE .,

POST /api/v2/sdk/login

M #%hRA 01 (2025-11-03) AR © AR BRABIRAS 117



N FRSHHEERIRSS
AP &%

3 API

IERSH

N Rz S4L

% 3-214 153k Header 2%

84 =AWk SHERR faR

Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,

X-operating- | 2 String ARDIRIERZMRA, BIan:

sys-version Android 10,

X-device- = String ARRREEN, Fan:

fingerprint 156aysdna213sc50,

X-device-ip &5 String @AARIP, #g0: 10.10.10.1,

X-agent = String FFAgentZE., flun:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L B String BTFERMLESIRE, filin:
zh,

X-client-id 2 String MARR, MRS ERY
Clientld,

X-tenant-id & String FHPid, ISV AR A
1#, EZ¥%{domain_name}i
BRISViB A3
{common_domain}, &K
Header&#hEEISEXTNFE
Fagtenant_id, Fi5X-client-id
ARkISVRZ FBIERAIClient_id o

% 3-215 153K Body &

2% BEWI% SRR R

user_name = String HRPZ,

password = String =,

K&/ 200

MAERRAS 01 (2025-11-03)
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N RSHEERIRSS
APl &%

3 API

BRI

Ml iz 73~ 451

2 3-216 g Body 2%

2 SR R
status String BRMERSIRR
session_token String PP session_token, BI{#EHiZtokeniE
BB B SEOFAEsso_ticket, @id
sso_ticketA] LISREXFEPEE. -
id_token String ARELEE—NWT Token, @& THRS
MEER, BA2ZNIEER, HFAEE.
expire Integer session_tokenBXHA, B{URF, BH
HAR B LA{#EFEsession_token3xkEY
sso_ticket,
state_token String BREEIRSHSHE,
data String IR[EN5AA
K& 400
& 3-217 IR Body &
2% SR 3%
error_code String ELIE N
error_msg String =IESES

FARE8ERESR. AFPEAtest01, APEERT*6,

POST https://{domain_name}/api/v2/sdk/login

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac
X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh
X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{

"password'"; " ¥ rrG!

}

IR7&8L: 200
BXINPCEC AR [E]session_token,

N5k 01 (2025-11-03)
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RSP EERIRSS
AP &% 3 AP

{
"session_token" : "bts******2VQ",
"expire" : 604800,
"status" : "SUCCESS"

}

7 NEX
K& 1R
200 BIhPLEC A iR [E]session_token,
400 SHTH.
=S
52 EIRMG

3.2.5.2 FHIE(SIRIEAESE R - LoginByMobileVerifyCode

ThEENR
FHEEWIEBER,
URI
POST /api/v2/sdk/login/mobile-verify-code
ERSH
% 3-218 153K Header £
e =A% ST ik
Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,
X-operating- | 2 String RARDIRIERFMRA, BIan:
sys-version Android 10,
X-device- = String ARBREEN, BHlan:
fingerprint 156aysdna213sc50,
X-device-ip B String AARIP, #la0: 10.10.10.1,
X-agent = String HFAgent(E8, #un:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
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NABHHEIRIRSS

AP| &%& 3 API
2 BRI SR i)
X-L B String BTFERMLESIRE, flin:
zh,
X-client-id 2 String MARR, EMABEDERY
Clientld,
X-tenant-id & String FHFId, ISVRZERERN A
15, #ER{domain_name}
B ISViE e
{common_domain}, &K
Header&#PEEIEEXTNFE
FaYtenant_id, FHIEX-client-id
ARE ISV F3fERRYclient_id o
% 3-219 153K Body &
¥ EaWi%E SHR iR
mobile 2 String BIIEIBRIFINS .
verify_code b String FUWEIRVIGIERS
TR S5
REB: 200
& 3-220 lILZ Body &3
2% SR R
status String ERMERSIRR .
session_token String B session_token, BI{#EMHiZtokeniEH
BB B REOFAEss0_ticket, @id
sso_ticketA] LIRENAFER
id_token String KEEE—NIWT Token, B8 THRS
f KIN2NBBER, FTRE.
expire Integer session_tokenEHA, BfAK, BW
HAAeJLA{# Fasession_token3kEX
sso_ticket,
state_token String AR EIRESHSRE,
data String IR[ENAR .
RSB 400
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NRBHHEIRIRSS

APl &%

3 API

i5RHl

il iz 73~ 451

W&

tHI=E

2 3-221 g Body 2%

2% SHER

fik

error_code String

ST

error_msg String

RixIFlB o

FHIEERIEBER . BWIGIERESRIFHS/912345678901, IEiFRS.9232326,

POST https://{domain_name}/api/v2/sdk/login/mobile-verify-code

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac
X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh
X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"mobile": "12345678901",

"verify_code": "232326"
}

W&G: 200
BRI

"status" : "SUCCESS",
"session_token" : "bts******2VQ",
"expire" : 604800

}

REED 1R

200 BRI

400 ST .

52 EIRB.
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N RSHHEERIRSS
AP &%

3 API

3.2.5.3 (SR - LoginByWechat

ThEEN B
MEER
URI
POST /api/v2/sdk/login/wechat
EREH
£ 3-222 155k Header 2%
2% BEWI%E SRR ik
Content-Type | 2 String ZFEBARIES “application/
json;charset=utf8” ,
X-operating- | 2 String BRBIRERFMRA, flan:
sys-version Android 10,
X-device- 2 String BRBIREEN, BHlan:
fingerprint 156aysdna213sc50,
X-device-ip & String J@EAIP, fa0: 10.10.10.1,
X-agent = String BARFAgentEE, f5/a0:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
X-L S String BFERMGESIRE, flun:
zh,
X-client-id 2 String MNMABRR, FMNEESERY
Clientld,
X-tenant-id S String fERid, ISVRIFBVERN A
1, EEI¥{domain_name}if
FXISViE &
{common_domain}, &K
Header& ¥ HEEISEXINFE
PHJtenant_id, F4&X-client-id
¥RY ISV P& R AYclient_id .
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R FRSHHEERIRSS
AP &%

3 API

% 3-223 i53K Body &#

2H R SHE fik
code = NS (apphotcHiS i FARIRd

(RSN B HATIEARED ) -

Vet

K& 200

% 3-224 g Body ¥

84 SHERT R
status String ERMERSIRR .
session_token String FBFsession_token, AJf&EfiZtokeniEFd
BB S REOFAEss0_ticket, @id
sso_ticketa] LREXFFER..
id_token String KEEE—NIWT Token, B8 THRFRS
BER, FA2ZNEBEY, ZHFhcE.
expire Integer session_tokenEHA, BAIAF, BX
HEP I LAfsEFsession_token3kEY
sso_ticket,
state_token String ARPHEIRESHSRE,
data String IR[EN5AA
R&ES: 400
Z 3-225 i Body 2#{
B8H SR R
error_code String =L
error_msg String =IESES

i5RHl

MIEER. MENBRMAYEIRIBIad12sasdsfe3dfdg3sc.

POST https://{domain_name}/api/v2/sdk/login/wechat

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
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AP &% 3 API

(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36
X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{

"code": "ad12sasdsfe3dfdg3sc"
}

e Nz 73~451
REB: 200
ERELI .

{
"status" : "SUCCESS",

"session_token" : "bts******2VQ",
"expire" : 604800

}
RSET

RSB R

200 BRI

400 ST
EIxf3

52 EIRE.

3.2.5.4 Z{JEEF - LoginByAlipay

Thee s
YEER,
URI
POST /api/v3/sdk/login/alipay
BRESH
7= 3-226 153K Header £
2% BEWIE SR R
Content-Type | 2 String ZFERAARIEA “application/
json;charset=utf8” ,
X-operating- | & String RABRAIRIERGMRAS, BIan:
sys-version Android 10,
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N ARBHDEIRIRSS

APl &%& 3 API
2% BEwiE S faiR
X-device- 2 String BARBREEN, flun:
fingerprint 156aysdna213sc50,
X-device-ip B String EAEAIP, #a0: 10.10.10.1,
X-agent = String AFAgentEE, f5/a0:

Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

String BFERMUIESIRE, flan:
zh,

String NFRR, SEMN AR ECRY
Clientld,

String FERid, ISVRFERN A
1, FEE¥{domain_name}if
BISViEB S
{common_domain}, &K
Header&¥PHEEIEEXINFE
PH9tenant_id, F4&X-client-id
#AR% ISV FBfERAYclient_id o

X-L

iy

X-client-id

ali

X-tenant-id

1y

3 3-227 153k Body &

2 BARWI%E SR i)

code 2 String 1S (apphieSzI=MFERY
Eﬂ“ﬂ)iiﬁiﬁ."ﬁﬁ?%ﬁiﬁ’ﬂ?ﬁ&
f5) .

=351
JRASED: 200

R 3-228 i Body 2%

2H SR iR

status String BRMERSIRR

session_token String PP session_token, BI{#EHiZtokeniE
B B RIEOIREsso_ticket, @iT
sso_ticketR] LAISREXFEFPEE. -
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N FRSHHEERIRSS
AP &%

i5RHl

il iz 73~ 451

3 API
2% SR fiik
id_token String KELEE—NIWT Token, BETHEFRS
PEE, BUA2ZNTER, XIS,
expire Integer session_tokenBXHE, BT, B
HAPI AT LAfsE i session_token3kEY
sso_ticket,
state_token String BREEIRSHSHE,
data String IR[ENRAE .
R 400
7 3-229 QN Body S
2% SR ik
error_code String LI
error_msg String =IESES

SIEER., TFRMAENRASHad12sasdsfe3dfdg3sc,

POST https://{domain_name}/api/v2/sdk/login/alipay

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac
X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh
X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"code": "ad12sasdsfe3dfdg3sc”

}

W&G: 200
BRI

{
"status" : "SUCCESS",
"session_token" : "bts******2VQ",
"expire" : 604800

}
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N ARBHDEIRIRSS

APl &% 3 API
RS

REB ik

200 BRI

400 ST

Z) e
B2 NEI=RE.

3.2.6 AWK S

3.2.6.1 AWK ESEFREPEFHS - BindSocialAccount

IhEEN 4R

EERIFPEENAMERIEZER BB AIHNERN, BTFHRXKSHEFINSIRE.
URI

POST /api/v2/sdk/social/bind
IBREH

2 3-230 {53k Header 2

e BRIk ST iR

Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,

X-operating- | 2 String RARDIRIERFMRA, BIan:

sys-version Android 10,

X-device- = String ARBREEN, BHlan:

fingerprint 156aysdna213sc50,

X-device-ip B String AARIP, #la0: 10.10.10.1,

X-agent = String HFAgent(E8, #un:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
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NARBHHEIRIRSS

APl &%& 3 API
2 BRWIE SR i)
X-L B String BTFERMLESIRE, flin:
zh,
X-client-id 2 String MABRR, N EESERY
Clientld,
X-state-token | 2 String IEATShE . XINEREE SE

BY, AFHXKESHMEFISE
&, BEENIIRNAY
state_token, #FERKINIR[EIA
Psession_token, #BELMIR
EEINESH

String fARid, ISVIZFIIERN
1, EEB{domain_name}it
BXISViB R
{common_domain}, &K
Header&¥ P HEEIEEXINIE
PHJtenant_id, FiEX-client-id
YRk ISV FBIERAIClient_id o

X-tenant-id

iy

% 3-231 153K Body £2#

2% A WI% SR fEid
mobile = String FEIUERBRIFNS .
verify_code = String FIEIRYIGIERT

N Rz S4L

WR&RS: 200

R 3-232 @i Body %4

2 SR R

status String EFMERSIRR, IREISUCCESSER
BRI,

session_token String FPsession_token, BJ{FREi1ZtokeniER

BB B RIEOFAEsso_ticket, @iT
sso_ticketATLREVAFER .

id_token String AELEE—NWT Token, & THRS
MER, B 2ZNIBER, RS,
expire Integer session_tokenEHA, BT, BX

BRI AT LA{E A session_token¥kEXticket o
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API &% 3 API
RE&EE: 400
7 3-233 IR Body &%§
28 SR ik
error_code String E1=fE,
error_msg String AESE N
BRI

HRWSERFEFINS . FPEFHIS/912345678901, EUFIRYIQIEISF9123456,

POST https://{domain_name}/api/v2/sdk/social/bind

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac
X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh
X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-state-token: eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCJO...

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"mobile": "12345678901",
"verify_code": "123456"

}

N Rz 73~
RSB 200
BRI
{

"session_token" : "bts******2yQ",
"expire" : 604800,
"status" : "SUCCESS"

}
R

RSB 0%

200 BRI

400 ST
BI=

52 5= .
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RSP EERIRSS
AP &%

3 API

3.2.6.2 3K S EMFHIEFLS - RegisterBindSocialAccount

RENE
AEE)PEEMAERIEER KA P HSIER TG, BT3RS EHEE
EFNSIRE,
URI
POST /api/v2/sdk/social/register-bind
BRESH
2 3-234 153K Header 2%
e EEWI%E SR R
Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,
X-operating- | 2 String ARDIRIERZMRA, BIan:
sys-version Android 10,
X-device- = String ARRREEN, Fan:
fingerprint 156aysdna213sc50,
X-device-ip & String AFRIP, fig0: 10.10.10.1,
X-agent = String FBFAgentZE., flun:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
X-L B String BTFERMLESIRE, filin:
zh,
X-client-id 2 String MARR, MRS ERY
Clientld,
X-state-token | 2 String GBS RE . HINIERECE N40E
BY, BFHRXWKS4EFISE
£, BEEANTINH
state_token, #PERINIREIFAE
Psession_token, #FELMIR
EIXBIER..
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NABHHEIRIRSS

APl &%& 3 API
2 BRWIE SR i)
X-tenant-id &= String FEFid, ISVRZAIEREN
1H, FER{domain_name}
BRISViEB =
{common_domain}, &K
Header&#PEEIEEXIMFH
Fitenant_id, FigX-client-id
RRkISVIZ FBERAIClient_id o
% 3-235 153K Body &
¥ BRWIE SHER i)
mobile = String BRKISIERSRIFNLS .
verify_code = String EWEIRIBGIERS o
VRS54
REB: 200
% 3-236 liILZ Body %]
2 SRR g
status String TRMEIRESIRR, IR[EISUCCESSERR
BRI
session_token String FBFsession_token, AJf&EMiZtokeniEFd
BB B REOFAEss0_ticket, @id
sso_ticketA] LREXFEFER. .
id_token String KEEE—NIWT Token, 88 THRFRS
MEE, BA2ZNNBER, ZFufE.
expire Integer session_tokenEHA, BfIAF, BX

HAR AT LA{EEFasession_tokenixEXticket o

RSB 400

% 3-237 g Body &%

2 SR R
error_code String B1=fD,
error_msg String HIRFR
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N ERSHEERIRSS
AP &%

3 API

=GNl
RS EMHBEFIS . FHLS912345678901, WRIRIIRIIEFSS123456,
POST https://{domain_name}/api/v2/sdk/social/register-bind

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-state-token: eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9...

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"mobile": "12345678901",
"verify_code": "123456"

}

e Rz 73~5 )
KEB: 200
ERAUN
{

"session_token" : "bts******2yQ",
"expire" : 604800,
"status" : "SUCCESS"

}

T

RSES

B
K

200 B5KEIN .

i

W

400 ST -

B2 NEI=RE.
3.2.6.3 SREVAAFP E4FEAIH 3 M-S 5K - ListSocialAccounts
INeEN 4R

SKREVHF EHERITRKSIIZE,
URI

GET /api/v2/sdk/social
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N FRSHHEERIRSS
AP &%

3 API

IERSH

& 3-238 153K Header 2%{

2%

BRI

/T.Ez:

SHERE

ik

X-operating-
sys-version

=
=

String

BRABRERGRA, fFlan:
Android 10,

X-device-
fingerprint

ali

String

EREIREREY, Ban:
156aysdna213sc50,

X-device-ip

String

VERAIP, fBlg0: 10.10.10.1,

X-agent

fD | O

String

FBFAgentES., Ban:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L

iy

String

BFEmRCESIRE, Flun:
zh,

X-client-id

il

String

MNB{FR, EMNAEESECRY
Clientld,

X-signature

i

String

INEEWES
session_token=xxx&timestamp
=xxx&nonce=xxx, Hf:
session_token ASIREIE,
timestampZR~=RIRT[E)EL,
nonceFR S BIAYBIELAY1 613
#, IS IRSANANNZE
XHEIRTiEELnTE AIRENAR S35 25 AT
IE#ZOZREN, I ANERERK
BN $REEOI3REN

X-tenant-id

iy

String

fARid, ISVRIFBERN A
H, EEE{domain_name}z
B ISViE FRte 3
{common_domain}, &K
Header&#hEEI5EXT MR
PHJtenant_id, Fi4EX-client-id
A% ISV FBtE R AYClient_id o

V=251
R&HE: 200
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N ARBHH EIRIRSS

APl &% 3 API
% 3-239 Kz Body %
8% SRR R
social Array of HRWKSERESR-
SocialResult
objects
2 3-240 SocialResult
2% SRR ik
id String ERZNSIvES a7 e
userld String HRFid,
socialType String At it
social_uid String #1x2id,
socialNickname String eFR o
socialHeadlmage | String L&,
socialAccountDeta | String A,
ils
createdAt String BUEEATE
updatedAt String (EREREIN
R&ES: 400
% 3-241 Kz Body %
8% SRR R
error_code String LI
error_msg String HIRIFB o
(=R GNl
KNP E4PERIM RS IR
GET https://{domain_name}/api/v2/sdk/social
X-operating-sys-version: Android 10
device-ip 100000, oA
X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36
i:lc_iié:t—id: DRrYIqauawNOI8myTMoDTPys6ezGZxnm
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RSP EERIRSS
AP &%

3 API

X-signature:D0JeOUuVqU8IxvI0OxrmewQRk4AuGZrtk1RfBxueNKUrNPpgSbXrYnzw...
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

[ iz 73<5)
RED: 200
ERELI .
{

"social" : [{

"id" : "20210516130247432-C84E-ES5EA8CFE7",

"userld" : "20210515202200788-094F-074FB1341",
"socialType" : "weixin",
"social_uid" : "001GKgGa15HGZA0aOxla1bFktp1GKgG4_social_uid",
"socialNickname" : "zhangsan",

"socialHeadlmage" : "https://thirdwx.qlogo.cn/mmopen/vi_32/

QOj4TWGTFTIQ8QOTSN3y4cYHLIMC3sv6RCBmeMkxtOog47Zr3v2Afbqc2bmPOWibUIUskX39eJUAEbAibXs",
"socialAccountDetails" : "zhangsan",
"createdAt" : "2021-05-16 13:02:48.513",
"updatedAt" : "2021-05-16 13:02:48.513"

}]
}
REED
RSB )%
200 BRI
400 ST,
BI=g

52 EIRB .

3.2.6.4 #ATMKSHREYE - UnbindSocialAccount

INEEN4A
RS HEGD
URI
POST /api/v2/sdk/social/unbind-account
B3RS
 3-242 153k Header 2%
2% =AWk SR ik
Content-Type | @ String ZFEARABIEN “application/
json;charset=utf8” ,
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N RSHHEERIRSS
AP &%

3 API

SH

SHERE

%

X-operating-
sys-version

i

String

BRBIRERSIRA, Bla0:
Android 10,

X-device-
fingerprint

ali

String

EREIREREY, Ban:
156aysdna213sc50,

X-device-ip

String

VERAIP, Flg0: 10.10.10.1,

X-agent

fD | O

String

FAFAgentfSS., fIuN:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L

iy

String

BFEmRCESIRE, flun:
zh,

X-client-id

i

String

MNAFRR, EMMNAEESERY
Clientld,

X-signature

Fali

String

INEEWES
session_token=xxx&timestamp
=xxx&nonce=xxx, Hf:
session_token ASIFEIE,
timestampZ/~ZgiRTIEEL,
nonceX S BIAYBIELAY1 613
#, IS SIRSANIANNZE
HaIRTiaEErTiE AIRENAR 33 25 AT
B2 OREN, NN $ATTERR
ENA$BIZO3REN

X-tenant-id

i1y

String

fEPid, ISVRIFBVERN A
1B, EZ¥8{domain_name}ft
B ISViE FBte 3
{common_domain}, &K
Header&¥PHEEIEEXINFE
PHJtenant_id, F4EX-client-id
¥AR% ISV FBfERAYclient_id o

7 3-243 {53k Body £#{

24

i

T

SHER

1)

id

String

REBohERYid, IEdE
FRP4ERIHT RS HIFZE R
Ey o
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RN RSHHEERIRSS
AP &% 3 AP

MR SEL

WR&RS: 200

3 3-244 gL Body &%
2% SR A
- String

RZSFS: 400

3R 3-245 g Body %4

2H SR iR
error_code String LI
error_msg String HEIRIFIE.

iI=P N ]]
B YPEA RN ST B E R RYIdEEBA L AR S .
POST https://{domain_name}/api/v2/sdk/social/unbind-account

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-signature:D0JeOUuVqU8IxvloxrmewQRk4AuGZrtk1RfBxueNKUrNPpgSbXrYnzw...

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"id": "001GKgGa15HGZA0aOxla1bFktp1GKgG4"
}
I Rz 73~451
I
KD
RESHG it
200 BRI
400 ST
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RSP EERIRSS
AP &%

3 API

ZPS

52 iEIRE .

3.2.7 ZEE1E

3.2.7.1 BdaRFHENEERS - SkipForceUpdatePwd

INgeN4A
FARZRERBXEON, NRFGHREHE, FERFISEDNIIECEBRERANE
O, BEEAXILAYstate_token,
URI
GET /api/v2/sdk/pwd/skip-update
IBREH
3% 3-246 53K Header %{
8% BE W% SRR 1k
X-operating- | 2 String RABAIRIERFMRA, BIan:
sys-version Android 10,
X-device- = String ARBREEN, Hlan:
fingerprint 156aysdna213sc50,
X-device-ip & String AP, #%0: 10.10.10.1,
X-agent 2 String FBFAgentZE., fun:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
X-L B String BTERMGESIRE, BIa0:
zh,
X-client-id 2 String MARR, FMNEESERY
Clientld,
X-state-token | 2 String IRAS<ShE, ERZEBERBXE
A, =R HARRERY
state_token,
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NS EIRIRSS

APl &% 3 API
2% BBk SHEER ik
X-tenant-id & FHFid, ISV EVERRN

H, EEJE{domain_name}t
BRISVi@ s =
{common_domain}, &K
Header&#hEEISEXTNAE
Fagtenant_id, Fi&X-client-id
5% ISV FatE R AYclient_id o

RS &

RS 200

R 3-247 g Body 2%

S8 SR ik

status String BERMEIRSIRR,

session_token String FPsession_token, BJ{FMEiZtokeniERE
BB FIEOFAEsso_ticket, E@id
sso_ticketA] LREXVBFEE. -

id_token String KREEE—NIWT Token, 88 7THRS
MMEE, AZNTEY, IFEE,

expire Integer session_tokenBXER, B, B
HAR AT LA{EEsession_tokenixEXticket o

R&S: 400

% 3-248 ui; Body ¥

B8 SR R
error_code String =g,
error_msg String IESES

iERpl

SN TS

GET https://{domain_name}/api/v2/sdk/pwd/skip-update

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

N5k 01 (2025-11-03)

IRIERE © L ATITERAGIRAT 140



RSP EERIRSS
AP &%

3 API

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-state-token: eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9...
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

e Rz 73~/
RSB 200
BRI

{
"status" : "SUCCESS",
"expire" : 43200,

"session_token" : "LGT******sqq"

}
RS
REB |k
200 IERE AN
400 ST
e
BB IR0,

3.2.7.2 ZEiIHAEFNEEER - ForceUpdatePwd

TORENA

RAZERERIBXFZEON, NREZEETHsEZRWIE, HEBPEIREXNZER
FHERAZEO, FSEEAXINAYstate_token,

URI

POST /api/v2/sdk/pwd/update

IERSH

2 3-249 153K Header &

8% BE W% SRR ik

Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,

X-operating- | & String ARG EERZMRA, fHlan:

sys-version Android 10,

X-device- 2 String BRBREEN, fln:

fingerprint 156aysdna213sc50,
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N ARBHDEIRIRSS

APl &% 3 API
2% BRIk SR fiEid
X-device-ip & String @FEFIP, fia0: 10.10.10.1,
X-agent = String FHPAgentiSE, Ha0:

Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

String BFEMRMGESIRE, Hu0:
zh,

String RN FBFRR, FMRN RS ECRY
Clientld,

String IRAT<HE, EARZEBEREXE
O, ZfgPudHiskEid BT RE]
Bystate_token,

String fHFid, ISVRIFSERN 9w
1, EE¥{domain_name}if
BXISViB RS
{common_domain}, &K
Header&¥hHEEI5EXINFE
Fg9tenant_id, FHI8X-client-id
1ARY ISV R FIfERAYclient_id o

X-L

iy

X-client-id

i

ali

X-state-token

X-tenant-id

iy

%k 3-250 153K Body &

8% BE W% SRR ik
old_password | 2 String BFHEZE,
new_passwor | =& String RERFHEE .
d
RS

RSB 200

% 3-251 @i Body 2%
e SR 1235
status String ERMERSIRR .
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RSP EERIRSS
AP &%

BRI

N Mz 73~ 51

3 API
28 SR ik
session_token String PP session_token, BJ{EHiZtokeniEH
BB B SHEOFREss0_ticket, @id
sso_ticketB] LASKEXFE PSR-
id_token String KEEE—IWT Token, BETHFS
MMEE, AZNTEY, IFEE,
expire Integer session_tokenB3H, BAIAT, B
HAR AT LAfsEFEsession_tokenixkEXticket

K&ERS: 400

% 3-252 g Body &%

e SHERR R
error_code String LI
error_msg String =IESES

BT HAsRdE e Z T

POST https://{domain_name}/api/v2/sdk/pwd/update

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac
X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh
X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-state-token: eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9...

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

"Old_paSSWOI’d": " P******du’
"neW_paSSWOrd": 1 PrkkkRx I

}

W&G: 200
BRI

{
"status" : "SUCCESS",
"expire" : 43200,
"session_token" : "LGT******sqa"

}
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N ARBHDEIRIRSS

APl S 3 API
T
K& R
200 BRI o
400 ST .
HiRG
iEEEIRB.

3.2.7.3 BIFHISHKEIZED - GetBackPwdByMobile

ThREN A

AREERNERETICER, FEFBEFISKEERN, FEERAFIS. B
IES . B9 RS EE BRI R A A EO .

URI

POST /api/v2/sdk/pwd/update-by-mobile

IBREH

%t 3-253 i53K Header %{

2% BRIk ST faik

Content-Type | 2 String ZFEBARIES “application/
json;charset=utf8” ,

X-operating- | 2 String BRBIRERFMRA, flan:

sys-version Android 10,

X-device- 2 String BRBREENY, BHlan:

fingerprint 156aysdna213sc50,

X-device-ip & String J@EAIP, fa0: 10.10.10.1,

X-agent = String HRFAgent(EE, #un:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L S String BFERMGESIRE, flun:
zh,
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N RSHEERIRSS
AP &%

N Rz S4L

BRI

3 API
2 BRI SR i)
X-client-id 2 String NARR, TN EESERY
Clientld,
X-tenant-id S String FHFid, ISVRIESRAABNw
#, EZE¥{domain_name}if
BRISViB S
{common_domain}, &K
Header&# P EEISEXINFH
PHJtenant_id, FiEX-client-id
1Rk ISV FBIERAIClient_id o
% 3-254 {55k Body 2
S BRI SHEER iR
mobile 2 String eI ESIR=
verify_code = String FIEIRYIGIERT
password = String R,
REB: 200
7= 3-255 IR Body &%
¥ SHR 3%
- String
REHG: 400
7= 3-256 liILZ Body ¥
2% SR 3%
error_code String
error_msg String HEIRIFIE.

BT FN S EEE ., FH=S912345678901, I8iFFE 123456, FhEfEA

P******d
o
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RN FRSHEERIRSS
AP &%

3 API

POST https://{domain_name}/api/v2/sdk/pwd/update-by-mobile

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36

(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{

"mobile": "12345678901",

"verify_code™: "123456",
"password": "P*rrd"

}
) Vil
7

R

REB ik

200 =494y

400 ST
EIxf3

)‘D

1 =0 %ﬂ‘nﬁqo
3.2.8 Z“AIE

3.2.8.1 i@id state_Token 3KHEYFH1S - ShowMobileByStateToken

IEENER
BTFFNSEETX

URI

GET /api/v2/sdk/mobile-by-token

IBREH

IAIERT,

2 3-257 153K Header &%

idstate_tokensKEXFHI S,

2 Bk SRR R
X-operating- | 2 String ERBGERERZMRA, Flan:
sys-version Android 10,
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N ARBHDEIRIRSS

APl &% 3 API
2H BRWIE SR fHR
X-device- = String BARBREEN, flun:
fingerprint 156aysdna213sc50,
X-device-ip B String EAEAIP, #a0: 10.10.10.1,
X-agent = String AFAgentEE, f5/a0:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
X-L B String BFERMUIESIRE, flan:
zh,
X-client-id 2 String MNMABRR, MM EESERY
Clientld,
X-state-token | 2 String BPRHEIRSHSE, EFREX
EOREAZRXAMESSAT, &
IR[E]iZstate_token,
X-tenant-id B String FEPid, ISVRIFBVERN A
B, FEE¥{domain_name}if
BISViB =
{common_domain}, &K
Header&¥HEEIEEXINFE
PHJtenant_id, F4&X-client-id
Rk ISV FBERAIClient_id o
VRS54
K&E3: 200
7= 3-258 lighZ Body 44
2% SR 1
mobile String FNS.
R&ES: 400
2 3-259 I[N Body 2%
2% SHEER A
error_code String BIRE,
SCHEhRZAS 01 (2025-11-03) RN © L ARITERAGRAS 147



NABHHEIRIRSS

APl &% 3 API
2% SR fR
error_msg String BIRIFEo
=GNl
iBidstate_TokenFKEXFHS . 15KLX-state-token g
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCJ9...,
GET https://{domain_name}/api/v2/sdk/mobile-by-token
X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac
X-device-ip: 10.10.10.1
X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36
X-L: zh
X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-state-token: eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9...
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21
N Rz 73~51
RE&ES: 200
BRI
{
"mobile" : "12345678901"
}
RSB
RS A
200 BRI
400 ST
=
BESIEIRB.
3.2.8.2 FH SRS AL - SecondaryAuthByMobileVerifyCode
ThEeN 4B
EFEEPNRFZTETIXAE, WARXRZEOREFNS . BEIIERSIAILE,
URI
POST /api/v2/sdk/mfa/sms
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N RSHHEERIRSS
AP &%

3 API

IERSH

2 3-260 153k Header 2%

8% BE W% SRR 1k

Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,

X-operating- | & String ARG EERZMRA, Flan:

sys-version Android 10,

X-device- = String RARRREEN, Fan:

fingerprint 156aysdna213sc50,

X-device-ip & String ERAIP, Hg0: 10.10.10.1,

X-agent = String FHPAgentiSE, Ha0:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L B String BTERMGESIRE, Hia:
zh,

X-client-id 2 String NARR, TN EESERY
Clientld,

X-state-token | 2 String BR&EIRESHSE ., ERExX
EOREATKNEZSM, &
iR[@iZstate_token,

X-tenant-id B String FEPid, ISVR RN e
i, FER{domain_name}ift
IRANYEEh o=
{common_domain}, &K
Header&¥HEEIEEXINFE
PHJtenant_id, FiEX-client-id
RISV ABIERAclient_id o

% 3-261 153K Body &#

8% BEWi% SRR ik

mobile 2 String e RN ESIR=

verify_code 2 String FEWEIRYIRIERS

MAERRAS 01 (2025-11-03)
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NS EIRIRSS

APlI &%

3 API

MR SEL

BRI

il iz 73~ 451

R&ERS: 200

% 3-262 g Body 2#

2 SR )%

status String BRMERSIRR

session_token String PP session_token, BJ{#EHiZtokeniE
BB B SHEOFAEsso_ticket, @id
sso_ticketB] LASKEXFEFIE R -

id_token String KREREZ—NIWT Token, 82 THREB
MER, BA2ZNIEER, IFAhE.

expire Integer session_tokenBXHA, B{URF, BY

HAR AT LA{&EFEsession_tokenikEXticket o

WR&6S: 400

R 3-263 i Body £2%{

B8H SR R
error_code String =g,
error_msg String HEIRFS

FHSEEIIER IRIAILE. FH57912345678901, IEiERS9123456,

POST https://{domain_name}/api/v2/sdk/mfa/sms

X-operating-sys-version: Android 10
X-device-fingerprint: 156aysdna213sac
X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh
X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm

X-state-token: eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCJ9...

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21
{
"mobile": "12345678901",

"verify_code": "123456"
}

WE&G: 200
BRI

N5k 01 (2025-11-03)
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RSP EERIRSS
AP &% 3 AP

{
"status" : "SUCCESS",
"expire" : 43200,
"session_token" : "LGT******sqa"

}

RSB
RSB )%
200 BRI
400 ST
e

3.2.9.1 P ASE - ShowUser

TheENB
RRPEREINEEE T AEERARAREO.
URI
GET /api/v2/sdk/profile
BRSH
& 3-264 153K Header 2#
2 BRIk ST iR
X-operating- | 2 String BB IRIERGMRA, HIan:
sys-version Android 10,
X-device- = String ARB RSN, BHlan:
fingerprint 156aysdna213sc50,
X-device-ip & String AP, #%0: 10.10.10.1,
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N RSP EERIRSS
APl &%

3 API

SHERE %

i

String EFPAgent(S8., #i4n:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

X-L

iy

String BATFERCESIRE, fla:
zh,

X-client-id

i

String RN FBFRR, MR AES Y
Clientld,

X-signature

ali

String IEEURE
session_token=xxx&timestamp
=xxx&nonce=xxx, Hf:
session_token ASIFEIE,
timestampZ/~ZHgiATIEEL,
nonceZxR = RIAYBELRY 1613
#H, MZEHARSANIANZE
HEURTIa) B, rT A AR EN AR S35 28T
B2 OREY, INZE N $ATTERR
BN $B#E CI5REN

X-tenant-id

1y

String fEPid, ISVRIFBERN A
B, EE¥%{domain_name}if
BISViE@ g2
{common_domain}, &K
Headera#hHEEISEXTNAH
FaStenant_id, Fi&X-client-id
¥aR% ISV FBfERAYclient_id o

MR S &

R&[: 200

& 3-265 i Body 2%

2 SR fik
user_name String BR&
name String "2
head_img String L& (url)
email String {3
mobile String FN=
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RSP EERIRSS
AP &%

BRI

N Rz 7~ 51

3 API
2% SR fiik
attr_gender String 45, BlikESR:
female: Zt4;
male: 5Bi4;
unknow: {R%}
attr_birthday String 4H., t&Lh:
yyyy-MM-dd
attr_nick_name String eFR
first_name String 2=
middle_name String FhiE&
last_name String YEG
extension String rEEME
K&HS: 400
# 3-266 ML Body 2%
2% SR ik
error_code String BIRE,
error_msg String HIRIFS
7

W&E: 200
BRI
{

QOj4TWGTFTIQ8QOTSn3y4cYHLIMC3sv6RCBmeMkxtOog47Zr3v2Afbqc2bmPOWibUIUskX39eJUAEbAibXs",

"email": "12345678901@example.com” ,
"mobile": "12345678901"
"attr_gender":"male",

"attr_birthday": "2022-02-17",
"attr_nick_name": "§k=",

"extension": {

N5k 01 (2025-11-03)
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"age":"18"
}
}
RSB
RSB 0%
200 BKEIN .
400 ST,
5=
B2 EIRB.

3.2.9.2 B AIEE - UpdateUser

TheEN A

RPERRINEEL T NMERIERNED, AEOFRTIFHELTAER. FIS.

FRAE o

URI

POST /api/v2/sdk/profile/update

iBREH

K 3-267 153K Header 2#

e BRIk ST iR

Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,

X-operating- | 2 String RARDIRIERFMRA, BIan:

sys-version Android 10,

X-device- = String ARBREEN, BHlan:

fingerprint 156aysdna213sc50,

X-device-ip & String AP, Hlg0: 10.10.10.1,

X-agent = String HFAgent(E8, #un:
Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
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2 BRI SR i)

X-L S String BFEmRCESIRE, Flun:
zh,

X-client-id 2 String MABRR, N EESERY
Clientld,

X-signature 2 String NZEYEH
session_token=xxx&timestamp
=xxx&nonce=xxx, EHf:
session_token AE&IEEIE,
timestampZR~ZHgiHdEEL,
nonceZR R RIRTIEIELAY1 61
#, INESNSIRSANANNZE
HEIRTiEEL nT A AIRENAR S5 B8 AT
[E#ZOZREN, I NIARERK
ENAEBIZ3REN

X-tenant-id & String FEFid, ISVRFRE R
1, EZE¥{domain_name}if
BXISVIB RS
{common_domain}, &K
Headers# P HEEI5EXTMNFH
PHJtenant_id, FiEX-client-id
1Rk ISV FBIERAIClient_id o

%= 3-268 153k Body &%

¥ BRI SHER i)

user_name & String BR&.

name & String “"a2,

mobile = String FNS,

verify_code 2 String GIEETNRER

email &= String HBFE -

pwd & String =,

head_img & String L%, BESurlitbit,

attr_gender & String 450,

attr_birthday | & String 4R, & Ayyyy-MM-dd,

attr_nick nam | & String R,

e

first_name &= String ZF,

middle_name | & String ==]1=]E>AN
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2 BRI SR i)
last_name & String HE.
extension &= Object BEMXT ERME.

MR S &

R&R3: 200

2 3-269 i Body 2%
2% SR ik
- String

K&/ 400

3R 3-270 i Body &%

2% SR R
error_code String TEIESIEN
error_msg String =IESES
=Rl
BN ANER.

POST https://{domain_name}/api/v2/sdk/profile/update

X-operating-sys-version: Android 10

X-device-fingerprint: 156aysdna213sac

X-device-ip: 10.10.10.1

X-agent: Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36

X-L: zh

X-client-id: DRrYlgauawNOI8myTMoDTPys6ezGZxnm
X-signature:D0JeOUuVqU8IxvI0xrmewQRk4AuGZrtk1RfBxueNKUrNPpgSbXrYnzw...

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{

"user_name": "zhangsan",

"name": "gk=",

"head_img": "https://thirdwx.glogo.cn/mmopen/vi_32/
QOj4TWGTITIQ8QOTSN3y4cYHLIMC3sv6RCBmeMkxtOog47Zr3v2Afbqc2bmPOWibUIUskX39eJUAEbAIbXs",

"attr_gender": "male",

"attr_birthday": "2022-02-17",

"attr_nick_name": "§k=",

"first_name": "zhangsan",

"middle_name": "zhangsan",

"last_name": "zhangsan",

"extension": {

"age": "18"
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}
}
N Rz73~51
¥
KL
REB R
200 BRI
400 ST
BI=0
B2 EIRB.
3.2.10 SSO

3.2.10.1 j&jd session_token ¥XHY sso_ticket - ShowSSOTicketBySessionToken

ThaEN A

SREVFFEERY, SElRAAEO kEsso_ticket,

URI

POST /api/v2/tenant/sso/session-token/sso-ticket

IBREH

K 3-271 i53K Header 2

2% =A%k SRR ik

Content-Type | 2 String ZFERARBIEA “application/
json;charset=utf8” ,

Authorization | £ String INIEEYE, {E: Bearer

{access_token}, access_token
B “REUBAER" EOK
EY,
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2 BRI SR i)
X-tenant-id & String FHPSMERID, SNERAISVIIER
WAWE, FER
{domain_name}fpi|SViE@ B
HZ{common_domain}, &K
Header&#hEEIEEXTNFE
PHitenant_id,
% 3-272 153K Body &{
2% A% SR R
session_token | &2 String EBERIRENEiEtoken,
operating_sys | 2 String AR RIERGMRA, Hlan:
—version Android 10,
device_ip = String ARG &Sip, Hun:
10.10.10.1,
device_fingerp | 2 String ERBRSEEN, B—1 PR
rint BEOMZSHEESIIESRE
AR ERSFS—, Ba0:
156aysdna213sc50,
agent & String MBS User-AgentS 2, £l
#0: Mozilla/5.0 (Linux;
Android 10; Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
client_id & String RZFBIZIND, SRENAF{ESERTN
RIERERR =N ANAEFE
B, UFEEEANESNERN
client_id,
) E=2:5
RSB 200
7= 3-273 iy Body %4
2% SR i)
expire Integer iJHARTIE), BAfFb,
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RN RSHHEERIRSS
APl &%

BRI

il iz 73~f51

T

3 API
2H SR )
sso_ticket String —XMERE, BYRREREN

session_tokenIKEX—REif0ZERE
sso_ticket, @idsso_ticketa] LASKEX

—
{Elm\o

K&ERS: 400

% 3-274 u K Body &%

2 SR ik
error_code String TEIESIEN
error_msg String =IESES

BEFRRINEIMERNERIK****Tufisession_token$kE¥sso_ticket,

POST https://{domain_name}/api/v2/tenant/sso/session-token/sso-ticket

Authorization: Bearer 334963fc-1e4a-473b-9096-52a2929140...

X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"session_token": "iJK*** Ty,
"operating_sys_version": "Android 10",
"device_ip": "10.10.10.1",
"device_fingerprint": "156aysdna213sac",

(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36",

"client_id": "9fIHI3Dc9ivToWLVtblrF6SjvOFx47))"
}

RS/ 200

BRI
"expire" : 9600,
"sso_ticket" : "cd7****yin"
}
RS R
200 IERd AV
400 ST

N5k 01 (2025-11-03)
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RSP EERIRSS
AP &%

3 API

ZPS

3.2.10.2 i&Bid sso_ticket ZRENFF{SE - ShowUserBySSOTicket

&k
THEENB

URI

IBRESH

BiTsso_ticket3kREXNFEFPEE.

POST /api/v2/tenant/sso/sso-ticket/verify

Z 3-275 153K Header 2%

2 BRI SR i)

Content-Type | 2 String ZFEBARIES “application/
json;charset=utf8” ,

Authorization | 2 String INIEEYE, {E: Bearer
{access_token}, access_token
BT “REUBER EOK
B,

X-tenant-id & String FHPSMERID, GNERAISVISIER
WrgE, FEE
{domain_name}f&pi|SViE@ B
F{common_domain}, &K
Header&¥PEEIEEXIMFH
FHJtenant_id,

7= 3-276 153k Body &%

2% =Rk SR A

sso_ticket 2 String —RHEIpREE, BIAPESR
[589session_tokenFREX— i iE
HIaEHEsso_ticket, &It
sso_ticketA] LABNAFES. -

operating_sys | 2 String RBABRAIRIERGMRA, Bian:

_version Android 10,

device_ip 2 String BRBREip, fla:
10.10.10.1,

N5k 01 (2025-11-03)
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2% BEWI%E SRR ik
device_fingerp | 2 String RARRZREEN, B—1RAPE
rint FEOZSHIER RS
—, f5uan:
156aysdna213sc50,
agent & String B User-AgentiE &,
: Mozilla/5.0 (Linux;
Android 10; Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,
)2
KR&MB: 200
2= 3-277 IR Body %
el SRR fR
code String LI
message String ERfA
data data object BFR{ES.
Z 3-278 data
e SR fhR
user UserinfoDataRes | FHFPEE.
ult object
& 3-279 UserinfoDataResult
e SR HhR
userName String BFR&.
id String BRid,
name String "2,
mobile String FNS.
email String HRFE

MAERRAS 01 (2025-11-03)
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NS EIRIRSS

APlI &%
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i5RHI

N Mz 73~

NN

RZSES: 400

7k 3-280 Mg Body %4

2 SR iR
error_code String BIRE,
error_msg String HEIRIFIE.

1Bid session_tokeniE¥AYsso_ticketEIAHFPISE, sso_ticket{E gssoTicket-

r5TCBLU140SGxCMVdxeB5HATUJiV,
POST https://{domain_name}/api/v2/tenant/sso/sso-ticket/verify

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{
"sso_ticket": "ssoTicket-r5TCBLU140SGxCMVdxeB5HATuJiV",
"operating_sys_version": "Android 10",
"device_ip": "10.10.10.1",
"device_fingerprint": "156aysdna213sac",

"agent": "Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36

(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36"

}

RS 200
BRI o
{

"code" : "0",
"message" : "success",
"data" : {
"user" : {
"name" : "20220330162435",
"mobile" : "12345678901",
"id" : "20220330162436475-7570-D943B4FF3",
"userName" : "20220330162435",
"email" : "20220330162435@example.com"

LN 1k

200 BRI
400 ST .

N5k 01 (2025-11-03)
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RSP EERIRSS
AP &%

3 API

ZPS

3.2.10.3 [flI#r session_token - RefreshSessionToken

ThEEN A

URI

IBREH

[fl#rsession_token,

POST /api/v2/tenant/sso/session-token/refresh

K 3-281 153K Header 2#

2 =A% SR R

Content-Type | 2 String ZFERABIEA “application/
json;charset=utf8” ,

Authorization | 2 String INIEESE, {E: Bearer
{access_token}, access_token
B “SREUAAER" EOK
BY,

X-tenant-id & String FHFSMEBID, SNERFISVEIER
WrwiE, TE2E
{domain_name}pk|SViE i
Z{common_domain}, &K
Header&# P HEEIEEXTMAH
FaYtenant_id,

7 3-282 153K Body &

2 =AWk SR )%

session_token | 2 String AR &EFRERIsession_token,

operating_sys | = String BARLIRIERZMRA, BIa0:

_version Android 10,

device_ip 2 String R RIREip, FIa0:
10.10.10.1,

device_fingerp | 2 String BERBIRSEEN, B— 1 RFPA

rint BEOMZSHERFRFSR
—, fan:
156aysdna213sc50,

N5k 01 (2025-11-03)
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2% mEwI% SR fiEid
agent & String AR User-AgentfS 8., £

0: Mozilla/5.0 (Linux;
Android 10; Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile

Safari/537.36,
e
R 200
% 3-283 I Body %
B8Y SHERT R
session_token String FAF#hsession_token, BJ{ERHiZtoken

RRE S ERIEOIREsso_ticket, &@id
sso_ticketR] LASREXFEFPIEE -

id_token String AELEZE—MNWT Token, 8ETHRS
BER, A2ZNEBEY, HFhcE.,
expire Integer ISHARTIE), B,

K& 400

% 3-284 lui; Body 2#

B8H SR R
error_code String AEIE
error_msg String =IESES

=R N
BRI P ER A INEIREUE Ar5y****LU1Ysession_tokenEBfl#isession_token,

POST https://{domain_name}/api/v2/tenant/sso/session-token/refresh

Authorization: Bearer 334963fc-1e4a-473b-9096-52a929140...
X-tenant-id: 08f770f51f80d2f40f38c00cb199fd21

{

"session_token": "r5y****** 1",
"operating_sys_version": "Android 10",
"device_ip": "10.10.10.1",
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"device_fingerprint": "156aysdna213sac",

"agent": "Mozilla/5.0 (Linux; Android 10; Redmi K30 Build/QKQ1.190825.002; wv) AppleWebKit/537.36
(KHTML, like Gecko) Version/4.0 Chrome/80.0.3987.99 Mobile Safari/537.36"

}

il iz 73~ 451

WR&RS: 200

BRI
{
"session_token" : "lgl******JFH"
}
RS
R ik
200 BRI
400 ST
tHI=0
5EWEIRG

3.2.11 id_token &1

3.2.11.1 i&d session_token 45} id_token - CreateldToken

IheeNn4A
BiTsession_token&EFkid_token, —i&RIETid_tokenAH{EMA,
URI
POST /api/v2/sdk/session-token/refresh-id-token
IBRESH
2K 3-285 {53k Header 2#
8% BE W% SR R
X-operating- | & String ARG ERERFMA, Flan:
sys-version Android 10,
X-device- 2 String BRB RSN, BHlan:
fingerprint 156aysdna213sc50,
X-device-ip & String @EEAIP, fa0: 10.10.10.1,
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2% BE W% SRR ik
X-agent = String HAFAgent(S&, #lun:

Mozilla/5.0 (Linux; Android 10;
Redmi K30 Build/
QKQ1.190825.002; wv)
AppleWebKit/537.36 (KHTML,
like Gecko) Version/4.0
Chrome/80.0.3987.99 Mobile
Safari/537.36,

String BATFERCESIRE, fla:
zh,

String RN FBFRR, MR AES Y
Clientld,

String IEEURE
session_token=xxx&timestamp
=xxx&nonce=xxx, Hf:
session_token ASIFEIE,
timestampZ/~ZHgiATIEEL,
nonceZxR = RIAYBELRY 1613
#H, MZEHARSANIANZE
HEURTIa) B, rT A AR EN AR S35 28T
B2 OREY, INZE N $ATTERR
BN $B#E CI5REN

String fEPid, ISVRIFBERN A
B, EE¥%{domain_name}if
BISViE@ g2
{common_domain}, &K
Headera#hHEEISEXTNAH
FaStenant_id, Fi&X-client-id
¥aR% ISV FBfERAYclient_id o

X-L

iy

X-client-id

i

ali

X-signature

X-tenant-id

1y

RS &

R&RS: 200

7k 3-286 i Body 2%

¥ SR ik
id_token String KEEZE—NIWT Token, BETHRS

PMER, BUAZNIER, FAEE.

WR&RS: 400
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AP &% 3 AP

2 3-287 gi; Body 2%

84 SRR A
error_code String LI
error_msg String ZIESES
=P Nl
p
M iz 7~ 51
K& 200
BRI
{
"id_token" : "eyJrrrrE dhg"
}
RS
RSB A
200 =R
400 ST
xS
BESIEIRB.

3.3 MASEO
3.3.1 WalijE A API

3.3.1.1 ¥9i&EBER

APBNBAPISRAAERE, FHLLBRONneAccessETFOAuth2. 089 FIIAEE RSO
“$KENAccess Token” J9GIiiBBRN{alEBAPI, ¥xBXAccess Token, Access TokenB]
TFARAEREF{E2API,

HUIRRSR M

JEBAPIE], EEFENEEREONeAccessEBIR IR ERINNBHEREE R
ClientldUAK ClientSecret, BILAJEFBAPISEIIER$ZOINEE
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https://support.huaweicloud.com/intl/zh-cn/usermanual-oneaccess/oneaccess_03_0074.html

RSO EIRRSS
APl &%

3 API

153K URI

I5RITi%E

OneAccessis>KURIEBEN &R 4HAK o
{URI-scheme} :// {domain_name} / {resource-path} ? {query-string}

REBEKRURIEEEEKRBELY, BRSHESHERIERENEKRBEPEIE

BE, FrLAEL s hRE,

e URI-scheme: FRRATFEMIERAIMNY, ZRIFFAAPIIRAHTTPSIMNY

e domain_name: f§EF0neAccessfRSZAPIFREEARAFIAEENE, KNG EES
IRENF e o

e resource-path: HRIZE, HEIAPIGIEE . MEFAPIRJURIEHRIREY, a0
“SKEVFHFToken” APIfdresource-path)3 “api/v1/oauth2/token” ,

e query-string: EifS¥, Er&ElD, FAREMAPIEIEEASH . EISH
FERET— “? 7, XA ‘SHS-SHEYE” , fi ‘limit=10" , F=R
EARBIT 105 5UE .

BIANEEESRE A FIBEERZ A “abcdefg.huaweioneaccess.com” BYSLHIAccess

Token, MEFAAFAENEEZ “abcdefg.huaweioneaccess.com” , FHIEFREYAccess

TokenfYURIZRS K ZElresource-path ( /api/v1/oauth2/token ) , HHEERFRA TR,

https://abcdefg.huaweioneaccess.com/api/v1/oauth2/token

3-3 URI ~E=E

https |/ /abcdefg.huaweioneaccess.com||/api/v1/oauth2/token

I T T

URI-scheme Domain_name resource-path

(AR

NEEHE, E81ERAPIBIURIERS, Régtiresource-pathifsy, FHBBERAEZSE—IE.
XZEURI-scheme#B2HTTPS, domain_namefER— N LEtBiER, FRLAREEIEIX
A=Y

HTTPiERA L (BFRARIESENE ) , EERIRSEEEERTAREAUEE,

o GET: iBKRIRSGEHIREIEERIE

e PUT: EKRIRSHREFIEERIE

e POST: EKRIRSBFINIE RSN TITIHIRIE

o DELETE: EXKIRFZHMFMEERTR, MNMERITIRE.

e HEAD: 5KIRSEEHIRELER.

e PATCH: BEXRIRSZHREHMEFRIBOAS . SFFEAFERIHE, PATCHOIGES
EOIEE—NRER

TEIREXAccessRIURIERSY, ERILABEIESKRAIEA “POST” , NEIBSKA:

POST https://abcdefg.huaweioneaccess.com/api/v1/oauth2/token
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IEXRHRL

BEAMERL=FER, MISEAIURIFIHTTPAERERIIFER . HIANE NEEARERIRNE
kL “Content-Type” , IEREREEE,

FRIAHIERIBERLFRIESN%&3-288,

K 3-288 NiLiEKIEESL

2R R 2a | =6
%

Content-Type | HE/KRRIZER (48 |2 application/json
) » BUABYER
“application/
json” , BEMEYE
efEEAEOF
i3,

Accept EZNORZERY,
FRP{ERRAME
application/json,
BHMEENSE
%%?%EIEF%DEE
E o

Content- BXKbodyKE, B
Length S 9Byte,

53

iy

application/json

iy

3495

X3 FIKENAccess TokeniZz[, HFAEEIAIE, FRLARIRID “Content-Type” BIHJ,
NINEESLEHIERA TR

POST https://abcdefg.huaweioneaccess.com/api/v1/oauth2/token
Content-Type: application/json

IERIERA (k)

ZERD R, EREEMBEELIEMMAET (2NISONSKXML ) &H, SiakiEELH
Content-TypeXdhiz, (EEMRIBERBEELZINMING . BiaRiEBHRTPHSEIFH
X, M FEFnmAUTE-84R .

BMEONBRERARARBTE, EHTES M EOMBFEEETRERAE (HEHHE
SRR ) , GET. DELETER{ERERZENMATERDAS, HRARFABTFER
EEAEOME.

X3 FFRENAccess Tokeniz [, EATLAMNIZEORNERIBS EEIFFEHNIEREH NS IR
BE, SEEMIINGRIERIN TR, IENRAFRESRIELNMEES, Hb
domain_nameSFFIBEE SR, ****I\EERERIEKREAVIEIES, Clientld)s
SE R S S EAHEZEIAIEEIEID, ClientSecret)siE M BEH B IIAIEEIE
%8, https://example.conr/3;E/ N FIRTIESAYEIE L .

POST https://abcdefg.huaweioneaccess.com/api/v1/oauth2/token
Content-Type: application/json

code=####4iR,
client_id=Client/d&
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client_secret=ClientSecret&
redirect_uri=https://example.com&
grant_type=authorization_code

FXBERIEXMEREENRABTHESFE T, BLUERMrl. PostmandiEiZxdR
ERBEFELNAXEKRIFERAP, XFIRENEFTokeniEO, R[EIAINGEN;E 2R
“access_token” FLEZEEFRENAIAccess Token, BT TokenZfg, EEiaTLA{ER
TokenI AIEEFIEAMBAPI,

3.3.1.2 iR[O& R

NG
BREELUE, SWEINN, SEIREE. WAERLFERE
INEHEE—BNTDEISHIEFARD, IREBRR T BERIDAAPRE
XFEREUAEEREZED, MRFARREIAERA “2007 , MFRRERE.

MEGEEL (7 )
ZER Ak
MREKEEL, MEREFBEEEL, 0 “Content-type” ,
XFFAccess TokeniEz[, FNRENDRHEk .

aRGHEE (AT )

ZERD ik, MALHEAEELIASEMWEIC (21ISONSXML ) iRE]l, SIHAGEE Sk
Content-TypeX3iz, (EIEFRIAALHELZIMIRE

X F3REXAccess TokeniZz[, IREIMITEER,

{
"access_token" : "334 140...",
"expires_in" : 1719,
"refresh_token'":"42g***rktkiiiiiiiik w24...",
"token_type" : "Bearer",
"scope" : "get_user_info",

}

SEOEALER, SREESREBREREERE, ExWAAIBody A EzlaI TR
o

{

"error": "invalid_client",
"error_description": "Invalid authorization code"

}

Hrh, errorZRiEIRER, error_descriptionFZRBIREAEE

3.3.2 EF CAS BN I AIESERK

3.3.2.1 JAMEER - AuthorizeCASLogin

ab
THEEN R

FBRFipaERN AR, MABOneAccessKeETCASHIAMEER (EEQA) , A
PRIz NS, APERNBIAEESFRIZEOPOST/api/vl/login/form {&i%S
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https://curl.haxx.se/
https://www.getpostman.com/

R FRSHHEERIRSS
APl &% 3 AP

#: username. password; HAFBMANBRPESAIEAINE, BARTEAYNZA,
OneAccessiSEEMEINE, ErticketE2E{EiEService TicketZEE,

EOLIR
null
URI
GET /api/v1/cas/login
< 3-289 Query #
8% BEWI% SR 1k
service 2 String N RS ERAMIE, URLYR
18, wisnACASECEHRIN
FEIAURL—E.
IBRBH
7
V=S58
K&MB: 302
2 3-290 I Header 2]
2% SR R
Location String INIEE RN, ExEmibit, 4:
https://example.com?ticket=ST-
eYLKs8FrLCltwRwfm8AiwCxmQS8gAL...
=
ERACASE ERIEOMHTIALE, AEEHERERNEREDbi Ahttps://
example.com,
GET https://{domain_name}/api/v1/cas/login?service=https://example.com
i sz~
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NS EIRIRSS

APl &%& 3 API
RS
RSB ik
302 INEERINEEER, ERService TicketEaEmEservicetttit
f5: https://example.com?ticket=ST-
eYlKs8FrLCltwRwfm8AiwCxmQ8gALNSK
BIR
B2 EIRB.

INEEN4A
N FRIIEEE, FERENBREMEER.
EO4%R
null
URI
GET /api/v1/cas/p3/serviceValidate
K 3-291 Query ¥
¥ =AWk SHEER R
service 2 String N AESZERAMEIE, BRSM
FBCASECERINFBElEAURL—
£
ticket B String ZiE, INEERIAENAIService
Ticket,
format B String Irz A F{EERIET0, mIskEiE
XMLF1JSON .
=P
"
I RESE
R&EG: 200
5K
y
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N RSHEERIRSS
AP &% 3 AP

iBERTA

EFCAS3.0EOWIEENE, S8 9 5EENBRIAfEhttps://example.com RZIAIEE
FEOFREAAIEEREST-eYIKS8FrLCltwRWFM8AIwWCXmQ8gAL..., {FFISONIEIRAE
VREAFEHEER.

GET https://{domain_name}/api/v1/cas/p3/serviceValidate?service=https://example.com&ticket=ST-
eYIKs8FrLCltwRwWfm8AiwCxmQ8gAL...&format=JSON

Ml iz 73~ 451

RZSES: 200

BRI
o N

<cas:serviceResponse xmlns:cas="http://www.yale.edu/tp/cas">
<cas:authenticationSuccess>
<cas:user>minghui</cas:user>
<cas:attributes>
<cas:authenticationDate>2020-02-11T09:28:14.987Z</cas:authenticationDate>
<cas:longTermAuthenticationRequestTokenUsed>false</
cas:longTermAuthenticationRequestTokenUsed>
<cas:isfromNewLogin>true</cas:isFromNewLogin>
<cas:.date>2020-02-03T16:00:00.000Z</cas:date>
<cas:birthday>2020-02-04T16:00:00.000Z</cas:birthday>
<cas.createAt>2020-01-10T09:01:04.000Z</cas:createAt>
<cas:disabledAt>null</cas:disabledAt>
<cas:disabed>false</cas:disabed>
</cas:attributes>
</cas:authenticationSuccess>
</cas:serviceResponse>

o ffll 2
{

"serviceResponse" : {
"authenticationSuccess" : {
"attributes" : {
"date" : "2020-02-03T16:00:00.000Z",
"birthday" : "2020-02-04T16:00:00.000Z",
"createAt" : "2020-01-10T09:01:04.000Z",
"disabed" : false,
"authenticationDate" : "2020-02-11T06:43:30.588Z",
"longTermAuthenticationRequestTokenUsed" : false,
"isfromNewLogin" : true
}I
"user" : "minghui"
}
}
}

WS

K& ik
200 R

B2 WEIRE
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N FRSHHEERIRSS
AP &%

3 API

3.3.2.3 ;FiEER - CancelCASLogin

INEEN4A
FHERSE,
EOLYER
null
URI
GET /api/v1/cas/logout
2 3-292 Query #
B8H =E W% SR R
service S String THEERLENEE@ME, g
BNREERRT, HREVNRS
Iz FCASECEAIRZ FB[ElEAURL
—
RS
7
RS EL
.
=P ]l
EHCASERSIE, EEMmZINARELAE I Ihttps://example.com,
GET https://{domain_name}/api/v1/cas/logout?service= https://example.com
i Rz 73~ 5
7o
RS
RSB iR
302 WNREiEservice, BEMFservietttllt, BUNEEEEBRRA,
=g
ESIEIRB.
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N FRSHHEERIRSS
AP &%

3 API

3.3.2.4 IEIFEEHE (CAS1.0) - ValidateServiceCAS10

INEEN4A
N FRIGITFEE,
EON%R
null
URI
GET /api/v1/cas/validate
2 3-293 Query #
2% =A% SR R
service = String NRES SRR, MRS
FBCASECERIRFBElAURL—
£
ticket 2 String ZR, INEERIREIService
Ticket,
BkSH
y
RS %
RS 200
2K 3-294 I Body 2%
¥ SRR ik
- String
=R N
EFCAST.0EOWIEENE, £S89 5EENBEIEEhttps://example.com &ZIAIEE
FEOFFEASAIEEREST-eYIKS8FrLCltwRWFM8AIWCXmQSgAL..., SKEXFEFEMH(ES
GET https://{domain_name}/api/v1/cas/validate?service=https://example.com&ticket=ST-
eYIKs8FrLCltwRwWfm8AIwCxmQ8gAL...
I piz 7~ A5

WR&ERS: 200
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N ARBHH EIRIRSS

APl &%& 3 API
15K -
{"application/text" :"yesFHFPZ"
}
RS
RSB 0%
200 BRI
TESTE
B2 WE=EB.
3.3.2.5 ISUFEHE(CAS2.0) - ValidateServiceCAS20
IhEENA
N ARIEENE, FHEABBPER.
EOL%R
null
URI
GET /api/v1/cas/serviceValidate
2K 3-295 Query 2#
2 A% SR )
service 2 String N AESZERAM L, BRSK
FACASECEAAIRN FEFAURL—
£
ticket 2 String ZE, INEERIRERYService
Ticket,
format & String A EFEERIER, ANEE
XMLZFJSON,
IBRESH
7o
I)VE=S5'8
R&ES: 200
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NASHEERS

APl &%

3 API

iERTHI

N Mz 73~

T

Hi=hg

IERAI.

HIFCAS2.0ZAMIEER, S8 9 5EcEMNBREEtEthttps://example.com & IAIEE
FIEOFREAIAIEZEIEST-e Y IKs8FrLCltwRWFM8AIWCXmMQS8gAL..., {FEFIISONImRAE
IARBAREMHER.

GET https://{domain_name}/api/v1/cas/serviceValidate?service=https://example.com&ticket=ST-
eYlKs8FrLCltwRwfm8AiwCxmQ8gAL...&format=JSON

WR&RS: 200

15K
o N

<cas:serviceResponse xmlns:cas="http://www.yale.edu/tp/cas">

<cas:authenticationFailure code="INVALID_TICKET">Ticket ST-
[1HnvKIWa0hhKTapEMdR7CU31iSG2... not recognized</cas:authenticationFailure>
</cas:serviceResponse>

o fj 2
{

"serviceResponse" : {
"authenticationFailure" : {
"code" : "INVALID_TICKET",
"description" : "the ticket provided was not valid, ticket is ST-
[1HnvKIWa0hhKTapEMdR7CU31iSG2..."
}
}
}

LN fiik

200 BRI .

52 EIRB.

3.3.3 EF SAML2.0 B9 FIIAIEEER,

3.3.3.1 IdP-initiated B2 s3& % - IdP-initiatedSSO

ThRENA

ARETFIdP-initiated IR SE R,
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NARBHHEIRIRSS

APl &%& 3 API
EOLR
null
URI
GET /api/v1/saml2/idp/sso
R 3-296 Query #
S BRI SHEER i)
sp = String NZFHEntity 1D,
BRSH
7
RS %
RZERG: 200
BREZEZR, MSPHSEEMIIRIXIE.
7
=R N
AEETIdP-initiatediE B R, entity IDAhttps://example.com/sp/
https://{domain_name}/api/v1/saml2/idp/sso?sp=https://example.com/sp/
il iz 73~ 451
"
REB
RSB A
200 BREER, MSPHS BEMIIAXRS.
302 BRERER, HEERRERMIL,
S
B2 EIRB.
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N RSP EERIRSS
AP &% 3 AP

3.3.3.2 ¥XEX IdP 7o##E metadata - ShowldpMetadata

INEEN4A
SRENE FSAML2 ORI SR RTIdPARYMetadatasl ., ( RziFpostmaniZ[iEsk T
#)
EOL%
null
URI
GET /api/v1/saml2/idp/metadata
BRSH
7
N Rz SE
R7&85: 200
=R AR
"
BRI
SRENETFSAML2.0895 012875 IdPAIMetadatasZfs,
GET https://{domain_name}/api/v1/saml2/idp/metadata
I iz~ 51
"
REB
RSB )%
200 BRI
e
B2 EIRB.

3.3.4 EF OAuth2.0 B9 FIIAIEEERR
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N FRSHHEERIRSS
AP &% 3 AP

3.3.4.1 INIEERIFEUSIES - IssueOAuthAuthCode

INgEN4A
FBFIBRERNAR, NMABONeAccessKEIENERIEK (BEE@AR ) , AFPH
NBRPZEBINIERINE, OneAccessi$EEmEINABEIEMELE, HiETIENiEcodes
o
FEOLE
null
URI
GET /api/v1/oauth2/authorize
2 3-297 Query #
2% BEWI%E SRR fHR
response_type | &= String EAEERY ) EEE: code,
client_id 2 String NARR, FMNARE, HSbchY
Clientld,
scope B String BEICEE , EEE:
get_user_info,
redirect_uri & String RIS EhERBYE, HthkaT
LAZ MR RS EFE b
i, AR ARESHY
ElEt RO, BB N
BrEREENBIARPFL .
EEEEuriiE#{TURLENcode
ﬂiﬁ o
state S String N AR ESE. ATRFHELE
CSRFIZE, RRINHEAEEIERN
BisEETE, MARTRI
INIEE R S EIEEREIXT R X
X, JUEEFENHFE,
IBREH
7
RS

RS/ 302
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RN FRSHHEERIRSS
AP &% 3 AP

K 3-298 Iy Header &4

2% SRR Rk
Location String INIEERIN, ExEmibit, 4I:

https://example.com?
code=z2D...&state=test

(=R G
SREXOAUth2.0151A8 , BN NEIEEcode, ELERNAEMATERMMIclientld, RN
R ELARENIE S https://example.com, 1IERCEEREEEget_user_info,
GET https://{domain_name}/api/v1/oauth2/authorize?
response_type=code&client_id=NzZeWuila91dPSRdZQChMazlh13AW...&redirect_uri=https://
example.com&scope=get_user_info&state=test
N w7345
7
N
R ik
302 BARPARER, WEHAFPERTH;, BFREER, EEERINEEEDE!
redirect_uriftiilt, f5l: https://example.com?
code=z2D...&state=test,
IR0

52 iEIRE .

3.3.4.2 3£BY AccessToken - IssueOAuthAccessToken

IHEENA

$xEVAccess Token, Access Tokena] FBFARRSAEXFREFEEAPI,
EOL%R

null
URI

POST /api/v1/oauth2/token
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MRS EIRIRSS

APl &% 3 API
BRESE
2 3-299 FormData &
S8 BRI SRR g
code 2 String B, INEE RIS E
IR [EIAVEIES .
client_id = String MNMARR, FMNERE, 7By
Clientld,
client_secret | 2 String NFAZSE, SEMNARE, SBEHY
ClientSecret,
grant_type = String AR, EEE:
authorization_code,
redirect_uri & String ELEfbE, #nteTUARFAA A
AHESHIENE RN, tBall2E
ARz FARTE S A9 A A
2. BIEN, WEESERIANE
BRSNS EONAS
redirect_urlf®iF—%,
il Rz 228
RE&ES: 200
7= 3-300 iz Body %4
2 SR iR
access_token String ENIRSS 2SR EIEE =1 N ARYIAIEIS
8
token_type String HIESHERE , EE(E: Bearer,
expires_in Long HIESHERIEREE, LIRS,
scope String EACEE.
refresh_token String RIFFSHE . BRIAR G Frefresh_token,
WNRFBE, ENE SANEERE” #ig
B “Refresh TokenGXER” FLEMIR
B,

K&ERS: 400
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NS EIRIRSS

APlI &%

3 API

iERBI

il iz 73~ 451

T

2 3-301 i Body 2%

2% SRR R
error String FENRLE,
error_description | String B

$REXAccessToken, [5£E{FFEiZtokensKAENFIFERE . codefERIINIEEFIREUSZINADH:
MIREIRYIEIEBZ2D..., client_idFclient_secret{sEFEF AR FBRT 55 ECBYClientIdFN
ClientSecret, redirect_urific& 95 FHRYEIEEIEhttps://example.com, grant_type/d

EE{Eauthorization_code .
POST https://{domain_name}/api/v1/oauth2/token
Content-Type: application/x-www-form-urlencoded

code=z2D..&
client_id=NzZeWuiJa91dPSRdZQChMazlh13AW...&
client_secret=NzZeWuiJa91dPSRAZQChMazlh13AW...&
redirect_uri=https://example.com&
grant_type=authorization_code

W&E: 200
BRI
{

"access_token" : "NgM******d3k",
"token_type" : "Bearer",
"expires_in" : "7200",

"scope" : "get_user_info",
"refresh_token" : "42e******\yw24"

}
R&ERS: 400
IEKRIEIR o

"error" : "invalid_grant",
"error_description" : "Invalid authorization code"

}

KL R
200 BKEIN .
400 BKEIR.

N5k 01 (2025-11-03)
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MRS EIRIRSS

APl &% 3 API
=Ll
BEIEIRB.
3.3.4.3 JREYAHPF{SR - ShowUser
IheeENA
KREVEFER.
EOL4%R
null
URI
GET /api/v1/oauth2/userinfo
BREH
% 3-302 53K Header 2%
B2H BER W% SR fHR
Authorization | 2 String INIEESE, {E: Bearer
{access_token},
Accept 2 String BEWInRRE, (EJ:
application/json,
D)2
REMG: 200
2 3-303 I Body ¥
84 SHERR R
id String FHFID
userName String BFR&
name String =
email String mRFELtLE
mobile String FN=
RE&ES: 401
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NRBHHEIRIRSS

APl &% 3 API
% 3-304 l[ILZ Body &%
2% SHRT ik
error String eIt
error_description | String BRI
=GNl
HTFaccess_token HiFFAFEE.,
GET https://{domain_name}/api/v1/oauth2/userinfo
Authorization: Bearer b7e1fda8-33ce-432c-9b97-7ff035fac...
Accept: application/json
i Rz 735
REHS: 200
BRI
{
"id" : "20201029190841785-CB37-8BD36B...",
"name" : "test",
"userName" : "test",
"mobile" : "12345678901",
"email" : "123@example.com"
}
REES: 401
IANIERML
{
"error" : "unauthorized",
"error_description" : "Full authentication is required to access this resource"
}
RSB
RS R
200 IERN AV
401 PNNES 8
E=
BSIEIRB.
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N RSHHEERIRSS
AP &%

3 API

3.3.4.4 [fl# Access Token - RenewOAuthToken

INREN4A
[RlErAccessToken,
URI
POST /api/v1/oauth2/token
BRESH
Z& 3-305 FormData 2#{
S BRIk SR i)
client_id 2 String NARR, EMNARE, kY
Clientld,
client_secret | 2 String NAZSH, FMNEE, HEchY
ClientSecret,
refresh_token | & String RIET<SHE, $KEXAccess Tokeniz
AiR[E-,
grant_type 2 String AR, EEE:
refresh_token,
V24
K& 200
% 3-306 K Body £%
¥ SRR ik
access_token String ENIRS 2SR OIEE = M AEIES
.
token_type String inial<ShERE , EE(E: Bearer,
expires_in Long HIRSHEAERHEE, LR RS,
scope String EACEE .
refresh_token String RIFF<SHE

R&RS: 400

N5k 01 (2025-11-03)
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NRBHHEIRIRSS

APl &% 3 API
2 3-307 IR Body &%§
e SHERR R
error String FHIRET,
error_description | String IR
=]

il iz 73~ 451

T

HHIRES

HTFrefresh_tokenf@l#raccess_token, refresh_tokeni@idiE 3 AEXAccessTokeniZEZORY
MISA{EFREY, client_idFOclient_secret{sFE;F A AT BEcAIClientldFOClientSecret,

grant_type A& E{Erefresh_token,
POST https://{domain_name}/api/v1/oauth2/token
Content-Type: application/x-www-form-urlencoded

client_id=NzZeWuila91dPSRdZQChMazlh13AW...&
client_secret=NzZ******3AW&
refresh_token=e8e******7e3&
grant_type=refresh_token

IRE&RS: 200
BRI
{

"access_token" : "9b0******df2",
"token_type" : "Bearer",
"expires_in" : 7200,

"scope" : "get_user_info",
"refresh_token" : "dec******7f1"

}
RZERS: 400
BREIR.
{
"error" : "invalid_grant",

"error_description" : "Invalid refresh token"

}

LA fiR

200 BKEIN .
400 BKEIR.

52 SR .
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RSP EERIRSS
AP &% 3 AP

3.3.5 E7F OIDC IS FRTAMESERK

3.3.5.1 AIEERIEEUEIES - I1ssueOIDCAuthCode

INEEN4A
BFipaERMNERS, RAEOneAccessKEIENERIEX (BEE@MA) , BFPH
ANBFEBINERING, OneAccessiGEEMEINA, FER RN IBcodeSE,
URI
GET /api/v1/oauth2/authorize
2k 3-308 Query #
8H BE W% SR R
client_id 2 String NARR, EMMNARE, HSEchY
Clientld,
redirect_uri & String ElEtEE, TR FEEIR
OneAccessiStBRIHEIE , il
LA AR ESRYEE T
ft, tALAREMN ARESHY
ElEBHEAYEE .
response_type | = String BIZERY, EEE: code,
scope B String ECEE, EEE: openid,
state B String NAKESE. ATRFHELE
CSRFIT, RRINIEA/SEIEAN
BEFTE, NARERIE
INIEE RS ENEIERAIRT R
=, L 8EFEHEF,
IBRESH
7
V254

WR&ERS: 302

X 3-309 i Header 23

2% SRR Rk
Location String INIEERIN, ExEaisit, 4i:

https://example.com?
code=z2D...&state=test
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RSP EERIRSS
AP &%

3 API

iERBI

SKENOIDCIZNGD . ISRV N EEEcode, EoEMNAFMATAERRIclientld, REINIE
W ERYEEHBIE g https://example.com, EAGEEAEEEopenid.
GET https://{domain_name}/api/v1/oauth2/authorize?

response_type=code&client_id=cUOL3GsEq1vuOJ5iQrRSu5AyPnKL8...&redirect_uri=https://
example.com&scope=openid&state=test

il iz 73~f5

7
RSB
RSB R
302 BAPRER, MEAFPERH. AFEER, EhiEtEEEQE
redirect_uriftitit, f§l: https://example.com?
code=z2D...&state=test,
=
BESIEIRB.

3.3.5.2 3KEY ID Token - IssuelDToken

INEEN4A
$XEND Token,
URI
POST /api/v1/oauth2/token
BRESH
%% 3-310 FormData £%§
S BRIk SHEER ik
grant_type = String EANCEE, EEE:
authorization_code,
code 2 String BES, INEEREEIERERY
1SS .
client_id 2 String NARR, FMMNARE, Sk
Clientld,
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NABHHEIRIRSS

APl &%& 3 API
2 BRI SR i)
client_secret | 2 String NAZA, EMNARE, Sk
ClientSecret,
redirect_uri g String [EliEietl, HteteT RN A
FHESRYEIERLE, tBRTLAEFE
ARz FARHE S ElE A
Zo
MR S5
RSB 200
7 3-311 iz Body 44
2 SR i)
access_token String EINRSS2HREIGE =5 N ARYGIES
.
token_type String HIaSHERE . EE(E: Bearer,
expires_in String BIRSHERIEREE, LI,
scope String EACEE .
refresh_token String RIS . BOARERLrefresh_token,
WMREFE, ENAR NIERE” Fig
B “Refresh TokenB¥HR” BFEKIR
=,
id_token String ID Token,
RSB 400
7= 3-312 iz Body %4
2 SR i)
error String IR,
error_description | String EIRA
=Rl

ETERIIREND Token,, MRV [E EEauthorization_code, {FERFML AT
EcAYClientidFClientSecret, ExE@ittitEcE oMM FERTAYEIE I https://

example.com,
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N RSHEERIRSS
AP &%

3 API

N Rz~

/T

POST https://{domain_name}/api/v1/oauth2/token
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&

code=0yV...&
client_id=cUOL3GsEq1vuOJ5iQrRSu5AyPnKLS...&
client_secret=EFj******TcE&
redirect_uri=https://example.com

W&E: 200
53R

o fAl1
{

"access_token" : "ObU******NpD",
"token_type" : "Bearer",
"expires_in" : 7200,
"scope" : "openid",
"id_token" : "eyJ******Njg"

}

o ffl2

{
"access_token" : "NgMh******d3k",
"token_type" : "Bearer",
"expires_in" : 7200,
"scope" : "openid",
"refresh_token" : "Swl******anH",
"id_token" : "eyJ******Njg"

}

7 400
BEKRERIR
{

"error" : "invalid_grant",

"error_description" : "Invalid authorization code"

}

LN fiR

200 IERN AN

400 BKEIR.

B2 WEIRE
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N RSHHEERIRSS
AP &% 3 AP

3.3.5.3 Jfl#T Access Token - RenewOIDCToken

INEEN A
[RIFrAccessToken .
URI
POST /api/v1/oauth2/token
=P
% 3-313 FormData £%§
S =AWk SR faR
client_id = String NAFRR, SEMNAERE, 2BEhY
Clientld,
client_secret |2 String NAZA, TMNAR, Sk
ClientSecret,
refresh_token | & String RIFF<ShE, $KEXD TokeniE[Oe
R[E,
grant_type e String AR, EEE:
refresh_token,
R &%

WR&/S: 200

% 3-314 g i Body &#

2¥ SR ik

access_token String E’fiﬁﬁ%%ﬁﬁlﬁléﬁ%’fﬁﬁﬁﬁﬁ gisia$
token_type String HIESHERE , EE(E: Bearer,
expires_in String BIASHENEREE, R AERA,
scope String ERCEE.

refresh_token String RIFTSHE

id_token String ID Token,

WR&ERS: 400
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N RSHHEERIRSS
AP &% 3 AP

2 3-315 @i Body 2%

8% SR 1
error String ENREE,
error_description | String A

i5Rpl

H T refresh_tokenf@l#raccess_token, refresh_tokeni&@idifEH5AEXIDTokenE ORI
NA{BEZREY, client_idFclient_secret{SEFE;F AR AT BoAYIClientidFClientSecret,
grant_type A& E{&Erefresh_token,

POST https://{domain_name}/api/v1/oauth2/token
Content-Type: application/x-www-form-urlencoded

client_id=cUOL3GsEq1vuOJ5iQrRSu5AyPnKLS...&
client_secret=EFj******TcE&
refresh_token=b462******7ef&
grant_type=refresh_token

M Rz~
R&ES: 200
ERA o
{

"access_token" : "270******6d5",
"token_type" : "Bearer",
"expires_in" : 7200,
"scope" : "openid",
"refresh_token" : "162****+412",
"id_token" : "eyJr*YTK"

}

WASE: 400
TEREEIR o
{

"error" : "invalid_grant",
"error_description" : "Invalid authorization code"

}
REED

RSB R

200 BRI

400 BKRER.
e

52 EIRB .
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3.3.5.4 [@xU#%MY - IssueOIDCImplicitAuthCode

INRENA
FBRPipRERNER, MAEIRIIEIIGLIKE Access TokenFID Token, [d
OneAccessEZRISNERIER (BEE@AR ) , ARBANBRPEDMERINE,
OneAccessiSEEMEINA, FHiErmAccess TokenFdID Token&3,
URI
GET /api/v1/oauth2/authorize
2 3-316 Query 2#{
2 =AWk SR )%
client_id = String NANR, FMNARE, HEchY
Clientld,
redirect_uri 2 String BRI, R IR
OneAccess Token ( ID Tokenz
Access Token ) A9t HbuikET
LA ARHESAYEIE
b, welLAEEMA ARTIESHY
ElLE#bHAYEE o
response_type | = String ISEEEY, Bli%(E: id_tokendl
id_token token,
e HYid_token{EHRY, iR[E]
id_token,
e HYid_token token{EAd, iR[D|
access_token#lid_token,
scope = String BRCEE, ExEE: openid,
state S String NAAEE. aTBFRBLE
CSRFIE, REINIRIEEIERN
BsE##wR, MARTKRE
TNIEE KRS EIEE RIS N >
=, L EEFEENHE,
5RESH
7o
D)V

KERG: 302
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K 3-317 ULy Header &4

S SR 3%

location String INEERRTN, EEmmitbit, - list text
hereiZt 2RI Aid_tokenfT, IR[E]
https://

example.com#id_token=eyJraWQiOi.ll
NWFINTg1Mzky.NjAONjg...- list text
herefZtN A Aid_token tokenfd, IR[o]
https://
example.com#access_token=f9dd6b8a-
4b4f-4380-
bf3a-39f8bfbef...&token_type=Bearer&
expires_in=7199&id_token=eyJraWQIiOi
JINWFINTg1Mzky.NjAONjg...

Bkl
o  EHTISHEEEYE NI _token tokeniHITFEIUISIR, AT IIN SHETraccess_token#l]
id_token,

GET https://{domain_name}/api/v1/oauth2/authorize?response_type=id_token
token&client_id=cUOL3GsEq1vuOJ5iQrRSu5AyPnKL8...&redirect_uri=https://
example.com&scope=openid&state=test

o  ETISHEEENENId_tokeniHH TRRTUIEMN, AT £3Eid_token,

GET https://{domain_name}/api/v1/oauth2/authorize?
response_type=id_token&client_id=cUOL3GsEq1vuOJ5iQrRSuSAyPnKLS...&redirect_uri=https://
example.com&scope=openid&state=test

Ml iz 73~ 451

7o
RSB
RSB )%
302 BFRXREZR, WERAPERTA.
HFREER, #EtAccess TokenFID TokenEE@Zredirect_urittlik,
iR

B2 EIRB.
3.3.5.5 FXEY OIDC metadata - ShowOIDCMetadata

TORENA

SRENE FOpenID ConnectfI NIRRT IdPHIMetadataszit,
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BEOLR

null

URI

GET /api/v1/oauth2/.well-known/openid-configuration

IBREH
7o
VRS54
R&ES: 200
BRI
7o
=GNl
SRENEFOpenID ConnecthISHIZ RS IdPAIMetadatasift
GET https://{domain_name}/api/v1/oauth2/.well-known/openid-configuration
I Rz 7~ 51
7
RS
RSB A
200 IERN AN
T
B2 IEIRE.

3.3.6.1 £F/iBH - SingleLogout

ThREN A

FHEHSEREESR, SAFPEREE=FNERSEY, RELNARAASHISIEI,
EIRTSEEEOneAccessAEFLAISSOZEE, OneAccesstHERSSOEIRS, NtassigEED
B Bimfs ERIENEHBIEURL .

M #%hRA 01 (2025-11-03) AR © AR BRABIRAS 196



NARBHHEIRIRSS
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EOLR
null
URI
GET /api/v1/logout
€ 3-318 Query 2#
2 BRWIE SR i)
redirect_url & String FHEBEEREEMBIE, g
BENREERI, FERFEHT
URL Encode,
=P
"
=25
7
=R N
OneAccessZ BIRHERFEEOZIN EREIEIhttps://example.com,
GET https://{domain_name}/api/v1/logout?redirect_url= https://example.com
) aa ]
7
RS
RS A
302 HNEE@EBEFERTHE, MNRfEEredirect_url, WHkiE
redirect_urlitttik
IR
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4 B3R

4 s

4.1 session token &7

BRIMIE
MEFERHIE: "session_token="+sessionToken+"&timestamp="+timestamp
+"&nonce="+nonce,
Hrh, timestampi=ipiiRSS ==Y a)8L, AJIEFRIRENARSS =AY )@k 15REN,
nonce IRENFiFER, BIREZIEEMERL, AJHZRIATEIERY16EHE.
SREX 2 $ApublicKey, @i iERIREN A FE2O3KREN
BREENRSARANE, BFHIRINIRSA/ECB/
OAEPWithSHA-256AndMGF1Padding, F&ZHIEINZEEEH{TBase644R
TN

Java 2 CIBRHA

import org.bouncycastle.jce.provider.BouncyCastleProvider;
import org.apache.commons.codec.binary.Base64;

import javax.crypto.Cipher;

import java.nio.charset.Charset;

import java.security.*;

import java.security.spec.InvalidKeySpecException;

import java.security.spec.PKCS8EncodedKeySpec;

import java.security.spec.X509EncodedKeySpec;

import java.util.Date;

public class RSAULils {

public static final Provider provider = new BouncyCastleProvider();
public static final String KEY_ALGORITHM = "RSA";

public static final String BEGIN_PRI_KEY = "----- BEGIN RSA PRIVATE KEY----- "
public static final String END_PRI_KEY = "----- END RSA PRIVATE KEY----- "
public static final String BEGIN_PUB_KEY = "----- BEGIN PUBLIC KEY----- "
public static final String END_PUB_KEY = "----- END PUBLIC KEY----- B

/0N

public static String encrypt(String input, String publicKey) {
/] BBRATAFFL . LERIFRFNRITR
publicKey = publicKey.replaceAll(BEGIN_PUB_KEY, "").replaceAll(END_PUB_KEY, "").replace("\\n", "");
try {
byte[] enStrByte = encrypt(input, getPublicRSAKey(publicKey));
return Base64Utils.encodeToString(enStrByte);
}catch (Exception e){
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throw new RuntimeException("Could not encrypt data ",e);
}
}

private static PublicKey getPublicRSAKey(String key) throws NoSuchAlgorithmException,
InvalidKeySpecException {
X509EncodedKeySpec x509 = new X509EncodedKeySpec(Base64Utils.decodeFromString(key));
KeyFactory kf = KeyFactory.getinstance(KEY_ALGORITHM, provider);
return kf.generatePublic(x509);
}

private static byte[] encrypt(String input, PublicKey publicKey)
throws Exception {
Cipher cipher = Cipher.getinstance("RSA/ECB/OAEPWithSHA-256AndMGF1Padding", provider);
cipher.init(Cipher.ENCRYPT_MODE, publicKey);
byte[] re = cipher.doFinal(input.getBytes("UTF-8"));
return re;

}

| [fEE
public String decrypt(String input, String privateKey) {
privateKey = privateKey.replaceAll(BEGIN_PRI_KEY, "").replaceAll(END_PRI_KEY, "").replace("\\n", "");
try {
byte[] bt = Base64.decodeBase64(input);
byte[] decryptedData = RSAUtils.decrypt(bt, RSAUtils.getPrivateRSAKey(privateKey));
return validateData(decryptedData);
}catch (Exception e){
return e.getMessage();
}
}

private static byte[] decrypt(byte[] encrypted, PrivateKey privateKey)
throws Exception {
Cipher cipher = Cipher.getinstance("RSA/ECB/OAEPWithSHA-256AndMGF1Padding", provider);
cipher.init(Cipher.DECRYPT_MODE, privateKey);
return cipher.doFinal(encrypted);

}

public static PrivateKey getPrivateRSAKey(String key) throws InvalidKeySpecException,
NoSuchAlgorithmException {
PKCS8EncodedKeySpec pkcs8 = new PKCS8EncodedKeySpec(Base64Utils.decodeFromString(key));
KeyFactory kf = KeyFactory.getinstance(KEY_ALGORITHM, provider);
return kf.generatePrivate(pkcs8);

}

private static String validateData(byte[] decryptedData) {
String dataStr = new String(decryptedData, Charset.defaultCharset());
if (dataStr!=null && dataStr.length() > 0){
String[] split = dataStr.split("#");
if (split.length > 1 && split[split.length-1].length() == String.valueOf(new
Date().getTime()).length()) {
try {
if (new Date().getTime() - Long.parseLong(split[split.length-1]) < 5*60*1000L){
return dataStr.substring(0,dataStr.length()-1-split[split.length-1].length());
lelse {
throw new RuntimeException("operate time out");
}
} catch (Exception e) {
throw new RuntimeException("wrong timestamp ", e);
}
Jelse {
return dataStr;
}
}

return null;
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APl &%& 4 fiF

4.2 33 OIDC tiMY =AY id_token H1TIEIE

L1 EFOneAccessSIB| P, & “188 > RSBEE" .
T2 FERSEERE, 4 “0IDC” .
ZI¥3 7£OIDCIE, B “OIDGRE”

4 FREYjwks_uritthiit

SIS ENSERREAjwks_urittbtib, fRIZEIZAIOIDCN FBRRIEZINZ S TURERE R, 10

RS512EX FEIRLIIEARS -

$IE6 (EHIZZATId_tokeni#H{TI8IIE
>3
4.3 t51xh5
RS = LS ) R AIBHETE
400 APP.0001 Application R BB NN AR
does not 5FE
exist.
400 APP.0002 Application ID | R FAIDAEER | IBRREBANSHHIN
required. = BIDFREENT
400 APP.0003 Application KN FEEZEH BRREE R
disabled. — RN
Bid
400 APP_ACCOUN | Application NEKSAE | BREXI RN R
T.0001 account does | 7& SEAFE
not exist.
400 APP_ACCOUN | Application NEKSER | BRI
T.0002 account = A=
already exists.
400 APP_ACCOUN | Unsupported | AZ#FILNA | BICENEAKSSE
T.0003 application k=28 BRI
account.
400 APP_ACCOUN | Unsupported | A3ZiFULNA | iBICENEKS
T.0004 application WSIPREE | [REELERIEH
account
permission.

N5k 01 (2025-11-03)
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APl &% 4 Bz
RSB = H=ER fik e =i
400 APP_ACCOUN | Public RMAAHKS | BRENNNAR
T.0006 account does | R1F{E HKSEEFE
not exist.
400 APP_ACCOUN | Extended NEAKST R | SaExd i Ak
T.0007 attribute does | BHAEFE ST ERUERSHF
not exist. =
400 APP_ACCOUN | The name of | RAAKSER | iIBHEASHHIN
T.0008 the TeEh= AkSEMRFRE
application BAT
account
required.
400 APP_ACCOUN | Application NEAWRSEAR | BREANSHLILN
T.0035 account name | BEAZE ARSAFERES
required. =
400 APP_ACCOUN | Application NEKSEAR | BREASHIIRN
T.0036 account name | FFERIGHN | AKSBEFEREE
invalid. ARG
400 APP_ORG.000 | Application NETWEAARE | BREXT R A
1 organization | £ MESEFERE
does not
exist.
400 APP_ORG.000 | Application RFBHMEARF | BHEENMER
2 organization |8 BB
is not
enabled.
400 APP_ORG.000 | Application RFBE%mES | BRI IR
3 organization | BfFE BiNia%ms
code already
exists.
400 APP_ORG.000 | Parent SRR | IBREXT R
4 application EE JEBFE
organization
does not
exist.
400 APP_ORG.000 | Application RFBHEAEE | B EXNNFER
5 organization | ##{&24 BEHEFE TRIN
cannot be A
modified.
400 APP_ORG.000 | Application SR FBNIAE | BB RS
6 organization | AR | WE2EFRENME
and its parent | gE2E—" =R—ME
must be
different.
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RS ERs ERER fiR A1RtEE
400 APP_ORG.000 | Application RFBHEAEE | B EXI R R
7 organizations | #E#BR BT EREFEF
cannot be AEEE S
deleted.
400 APP_ORG.000 | Application RIFNAO4RES | BB AS IR
8 organization | ABEAT VRIS FERE
code required. BRE
400 APP_ORG.000 | Application RIFNAEBFR | IBREASHIIR
9 organization | AEEAT BIEEIRFRE
name HHAE
required.
400 APP_ORG.001 | Application NFBIERFR | BEiREER TR
0 organization | BFE IS RIR ANAEE
name already R
exists.
400 APP_ORG.001 | Invalid RIFAHAAHRES | BREAS PRI
1 application AREREI | BYRE=ERE
organization | BRFEIRIGHN
code.
400 APP_ORG.001 | Invalid NABHMEER | BREASHIN
2 application THERKRM | BMERzRE
organization | BRFSRIGHIN
name.
400 APP_ROLE.O0 | Application NEBfReAE | BaENNARA
01 role does not | £ EEEFEE
exist.
400 APP_ROLE.00 | Application NEBERF | BHRENNMAER
02 role is not B SHENBRE
enabled.
400 APP_ROLE.O0 | Application NEBfREERF | ERRRFNERILN
03 role already | 7£ ARt
exists.
400 APP_ROLE.O0 | Application NEBRBFRE | 1BREINAKS
04 role is bound | TKE4FE
to accounts.
400 APP_ROLE.O0 | Application NEBERE | BREANSHLNE
05 role code TeEn= RAEREEREAT
required.
400 APP_ROLE.O0 | Application NEBERE | BREANSHLILN
06 role code IEEREN | ARefB=xERE
invalid. il B ARG
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APl &% 4 B

RSB =i=h m=ER ik AL IBETE

400 APP_ROLE.O0 | Application NEBERIR | BREBEANSHLNE

07 role name RBER=T BEBEEMEAAT
required.

400 APP_ROLE.00 | Application NEBERIR | BREANSHLILN

08 role name AEEREM | BAReRIRFERE
invalid. il BFERIEHN

400 CAPTCHA.000 | Invalid BRI | BREMAINES

2 CAPTCHA LM EfHEFTREA
code.

400 CAPTCHA.000 | CAPTCHA EFISIERERR | B EFRIREAIRES

3 token expired. | @I ShEE | BEIFARIEBEEE
58 22!
400 CAPTCHA.000 | Invalid BRI | AR RERNRE
4 CAPTCHA EESER | EfRIESAHIR(E]
token. LM IS HE—E
400 CAPTCHA.000 | Unsupported | AZiFbAIX | BREELXSEE
5 scenario. = R
400 CAPTCHA.000 | Failed to send | I&iFfgkixXsk | BREWAINED
6 the ® IFrHF SR
verification
code.
400 CAPTCHA.000 | Incorrect KIFBAIERR | B ERARIEIE
7 verification a1
code.

400 COM.0002 System busy. | RRZEIT, 15 | BRKRABER
Please try EEEL
again later.

400 LOGIN.0001 User has been | HFZXER | iBEBIEEL
locked due to | £, FHFE
multiple login | #iE. B
failures. It will | 7£ {0} £F%0
be unlocked | {1} ¥R
in {0} minutes
and {1}
seconds.

400 LOGIN.0002 | Invalid TS, | IBRERARERF
account name | i3, FFRR | SHEBEEIER
or password. | #:{0}

Remaining
attempts: {0}

400 LOGIN.0003 | id_token id_token £ | ISHAEMARIAR
generate SN BB EE1ER
error.
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RS ERs HixlEE iR A1RtEE

400 MOBILE.0002 | Unauthenticat | REZINERIF | BREREBANBFN
ed mobile A= SEBIEH
number.

400 ORG.0001 Organization | {B#RRTFIE BB NERE
does not BFE
exist.

400 ORG.0002 Parent RIMARARTF | BREEXNARAR
organization |7 BAFE
does not
exist.

400 ORG.0010 Organization | fH4R4RASAEE | IBHEHLR RS
code required. | AZ

400 ORG.0011 Organization | fBAZTRAEE | IBRBEANSHRYHE
name R=E NERFERERN
required. =

400 ORG.0012 Organization | {HL4RABERF | EIRRFIMIAYE
code already | #£ LRID
exists.

400 ORG.0014 Invalid RDREATT | BREASHNE
organization | &IEFANY DI FRESR
code. BREEHIN

400 ORG.0015 Invalid RAZBIMATT | BREASHNE
organization | S1REaFINY NEZMRFRERTT
name. =Ll

400 ORG.0016 Organizations | {B4AAREMM | IBHEXINAL T
cannot be 3 EAFETFHRE
deleted. =)=

400 ORG.0017 Organization | RBLESHF] | BRERKARSH
and its parent | fHEAARIFE | FIARARIFESE
must be =]
different.

400 PAGE.0001 Number of BHEAT | BRERASIH
records per BRI =
page is
invalid.

400 PARAM.0001 | Incomplete IRBEEAT | BRERAIZE
device % SEREATE
information.

400 PARAM.0002 | clientld clientldfgen | IBRERMARY
required. = clientld@2&/RE
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RSB =i=h BiREE ik AL IBETE

400 PARAM.0004 | Coordinates | A4RMEEAEE | IBHERINAIAIR
required. A= ERRENZT

400 PARAM.0005 | Token EfAGIERE | S EmANER
required. DSHEAREEN | WIEBSMHShER

= HAE

400 PARAM.0006 | Sender RIEFABER | BEERANLE
required. = BFRART

400 PARAM.0007 | Scenario RXASEAREE | BRREmANAIEX
required. HZE =ERBAT

400 PARAM.0008 | CAPTCHA EFAGIERRRR  | i EmAER
token IEEYSHEAR | RIFERIeEITS
required. BERT EEEAT

400 PARAM.0009 | Verification ISR | BB AAILEIE
code required. | & BEEAE

400 PARAM.0010 | Account WSAREEAT | BREEHRANIKS
required. BHAE

400 PARAM.0011 | WeChat MSENEA | BREmANRE
authorization | ggRz ENBEERT
code required.

400 PARAM.0012 | Alipay ZIERE | BEERANSS
authorization | FRRgRZ ERNEEEAT
code required.

400 PARAM.0013 | State token IEARTShEARE | IS ER ARG
required. A= SHEEEAZT

400 PARAM.0014 | Invalid state | IGETSRETR | iBaERABIIGET
token. SRR

400 PARAM.0017 | PARAM.0017 | #3ZIDFRES | IBIEMARIHLR

= IDREB AT

400 PARAM.0018 | Old password | BZEREAREEA | BRBEASHNER
required. z= ERFERERNT

400 PARAM.0019 | New HEROARER | IBREASHIE
password = EBRFREEANT
required.

400 PARAM.0020 | Old and new | BRZBIFHE | BREHANRE
passwords B4 EE—3 B EEEE—
must be =
different.

400 PARAM.0028 | Old password | REZRBIRIEK | IBEFHHAER
is incorrect. Iy
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RSB e HIREE ik AL IBETE

400 PARAM.0029 | Invalid list. EGKRNARFT | BEBEASHHE

=Xl BRNEEFER
SRR

400 PARAM.0030 | Signature BEELYEE | BERERSERE
invalid or 1$HA Bid
expired.

400 PARAM.0031 | SSO ticket —RMESHER | BRERAN—R
required. BER=T HEEENT

400 PARAM.0032 | SSO ticket —RESHT | IBERKE—RE
invalid or ek 2T HA ShEEBIR
expired.

400 PWD.0001 Historical AARVFERRD | ARHERRER
passwords D 15, BEMEAE
cannot be 3
used.

400 PWD.0002 Password EREARIHE | BRARIHERA
cannot be the | BAARP&E | PEINEIS, B8
username 5 ARG
spelled
backwards.

400 PWD.0003 Password FRHARF | BEIARIFE
cannot 8% AR & BFR&. F
include 2. FNS. =. WPFERIR. ¥
username, HRFERISR . W | BHS, 5=
mobile 2= AT
number, or
email prefix.

400 PWD.0004 Weak FHERER | ZREXRER, B
password. BEHMAELS

400 PWD.0005 Weak ZEBAEE | ZEIBA5EE,
password. 5 BEMBAEE

400 PWD.0006 Max. {0} FRPHRAFE | BEIRAFEMFE
identical HEEHTRE | EHFaEEIZ{0},
characters in | #i2{0} BERHNED
password.

400 PWD.0007 Password EREKEAN B E{0}~{1}
must be {0} {0}~ 1IZERF | AT, 1BEHE
to {1} NERS
characters.

400 PWD.0008 Password ZIAREAT | BREEHRANER
required. rHAE
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REB EI=E BIRER ik AL IBETE

400 SOCIAL.0001 | Social media | HRZMKSEH | BREHRKSE
account T, BhRE | [EYE, i
already FINSHITHE
bound to
another
account.
Unbind them
first.

400 USER.0001 User does not | FARPARFE BRRENNEFE
exist. BEE

400 USER.0004 User disabled. | S EEABERT | IBEXREER

400 USER.0008 Username BRE%8ER | BEEANSHIE
required. = FEFBREEAT

400 USER.0009 Name UERBEANT | BREBEASHIY
required. BFREEHNT

400 USER.0010 Mobile FNSAEEN | BIRBEASHPFE
number Zs NEFRETNIET
required.

400 USER.0011 Email address | HRFEARBERT | IBISBENSHRIHR
required. fEFREENT

400 USER.0012 First name BFEARBEAT | BRBEASHHZ
required. FFREAHNT

400 USER.0013 Middle name | HRjaIZAAE BEEASHPEgG
required. = BERFEREEAT

400 USER.0014 Last name HWEABEAZT | BRBEASHIY
required. KFEREHIT

400 USER.0015 Nickname RIFAGENZT | IBIRBEANSHHIR
required. FREENT

400 USER.0016 Birth date S HABEAT | BREBEBASHHE
required. HFREEHANT

400 USER.0017 Gender HRAREANT | BIEEASHIM
required. IFBREENT

400 USER.0018 ID type WEHRBIREE | IBRBEANSANIE
required. A= HEREFERERH

2

400 USER.0019 ID number IHESIBAREE | BREANSHANIE

required. A=z HSHEFRERN
=
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400 USER.0020 Country/ ExRmXAR | BREANSFHNE
region BER=T FUMXFEER
required. A
400 USER.0021 City required. | IMHAREAZT | IBREANSHRIN
hFREERT
400 USER.0022 Employee ID | TSABEAT | BREASHFHIT
required. SFREENT
400 USER.0024 Immediate BERELEAREE | BREEaASHHE
supervisor A= BLERFERERN
required. =
400 USER.0026 On-boarding | ANEREJIEIAREE | IBREBEASHRIAN
date required. | BF IR EFEREE N
400 USER.0027 Office TERREMAR | IBIRBEASHIT
location BEAT {EFRTE R 2R
required. h=
400 USER.0028 Extended I REM{0IAR | BlREANSHIY
attribute {0} | BERZ EEH{0}FRER
required. h=
400 USER.0029 Username BREEFEE | BRI rE
already exists. P&
400 USER.0030 Mobile FNSERFE | BiERFIFE
number n=
already exists.
400 USER.0031 Email address | HBfEEFE BRI AYHR
already exists. 8
400 USER.0032 ID number IHESIBERE | EiRRRIIZaNE
already exists. | £ HSB
400 USER.0033 Employee ID | ISEFHE BRI AY T
already exists. =
400 USER.0035 Extended I REREM{0IE | BRI asy
attribute {0} | & REEH{0}
already exists.
400 USER.0036 Invalid BAREAREE | BREANSHHIA
username. RIGHIm PEFEREEEES
[ B IP-FHF-
BREMENX] &
HORZIE A
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APl &%

4 B3R

RS

=63

HixER

g

AbiBiEkE

400

USER.0037

Invalid name.

HEAFER
oz

IBREANSHRIY
BFREAHE

[ E1BiIP-FF-
AREMEX ] F
AYRIE RN

400

USER.0038

Invalid mobile
number.

FNSAHEE
RELHRNY

IBREASHNF
NEFRESHNS

[ E1BiIP-FPF-
AREMEX ] F
AR AR

400

USER.0039

Invalid email
address.

BB FF AR
oz

BB SRR
BFREETE

[ EEIIF-RF-
RREMENX ] &
AIRE AR

400

USER.0040

Invalid first
name.

BFEAFER
oz

BREASHRIZ
FFREEAHE

[ EEIIF-RF-
RREMENX ] &
AR AR

400

USER.0041

Invalid middle
name.

RIS
RELHRNY

IBIREANSHRYH
BEFRESHE
[ EEIIF-RF-
RAPBHENX ] &
AYREE AN

400

USER.0042

Invalid last
name.

HEECAFFEIR
oz

IBIREANSHRI%
KFrREGNE

[ E1BiIP-FF-
RAPBEHENX ] &
AR AR

400

USER.0043

Invalid
nickname.

PRFRAFF SR
oz

IBIREANSHRIE
MFREEHEE

[ E1BiIP-FF-
RAPBMENX ] &
AR AR

400

USER.0044

Invalid birth
date.

EEHRFER
oz W

IBREASHIE
BFRESHEE

[ E1BiIP-FF-
RAPBMENX ] &
AYRIE AR

400

USER.0045

Invalid
gender.

HEBIAHAR
ALY

BEEANSHPRIE
FREESHTE

[ EEIIF-RPF-
RAFREMEX ] &
AYRE AR
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API &% 4 Bz
RS EiRB ERER A Q- 1BiEHE
400 USER.0046 Invalid 1D WHEERIARRT | BREAS ST
type. BRI HRBIFTERERRT
& [ B1E]F-H
P-BRPEMENX ]
ARSI
400 USER.0047 Invalid 1D IHESIEAT | BREASHIE
number. RIS HSIBFREEMT
& [ B1EIF-H
P-FBRPEMENX ]
ARSI
400 USER.0048 Invalid ERtXA | BIEEASFHE
country or FERGMN | RGBXFERER
region. w5 [ S1EIP-A
P-FBRPEMENX ]
RIS
400 USER.0049 Invalid city. WHARFER | IBIREANSTRYE
Loy W] hFRESHS
[ EEIF-FBPF-
BREMENX ] ¢
AOREE ALY
400 USER.0050 Invalid ISAFER | BRREASHIT
employee ID. | I&HANY SFREA™S
[ EEIIP-FBPF-
BREEENX ] F
RORSIE IR
400 USER.0052 Invalid BELEAFT |BRBEASHNE
immediate =Ll BLRFEREEMN
supervisor. & [SEIF-B
FP-BREMENX ]
RIS
400 USER.0053 Invalid user AREBRLRFT | BRREASHHIIA
type. BRIEHY RTINS
& [ S1EIF-H
F-BREMENX ]
FRRIRIEFR N
400 USER.0054 Invalid on- NIRRTEIARRT | IBEBEBASHHA
boarding BRI RAEFERERR
date. & [SEIF-HB
F-BREMENX ]
ARSI
400 USER.0055 Invalid office | T{EFREMEAR | BIRBEASHHT
location. FERIEMN | fEFrE=FERES

7E | SEFP-B
F-RREEENX )
ARSI
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