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1 {E FARTHAIEE

1.1 #iR

IERZE—BIANIE ( Identity and Access Management, fEifRIAM ) . IAMEIZ
HARPSMIANE. NRSES. BT HIEFINEERS M EIERSS, IS ST
FIXGE A= ERANAE,, ETLMERIAMEIZIUNEIERF, HEBNREDIFSHIE
XTI RIRRIAGIE

IAMBS T iR EISHISERIES,, FREHAPHREAR, EaLMERASIRHAIAPI
STIAMIBITHEIRIE, WEIERRF . AP EH. KB TokenZ, EIEABIAMAJAPIZ
81, 1BRFREEFTD TRIAMBIEXEES, #HRERIBESN: IAMFERNE.

1.2 A RAA

FZ—BDINERRSIZM TREST ( Representational State Transfer ) XIA&API, SZHHSR
BEHTTPSIERIER, ARG EEE WAUTEREAPI,

B RE—SDINERSIEIRE S HRIZIESHISDKIEEFER, SOKIFERAEESR
https://developer.huaweicloud.com/intl/zh-cn/sdk?IAM ,

1.3 RigH =

ZLim T <ENERAPIRNERItE, FRIRSAFABDKHENERTRAR, ETLAMIX
MABRDRPEEMENEIRT R,

IAMIRIRT iR AR . IAME2BRIRSS, BiE2R—n, TE2BMB+HEE,
IAMERERIAPIERET LA 2 BERSZ AEndpointiBFE; BT 2BXIEs, I TEaHE!
KGRk =IRSZAIAPI/CLIEAE], IAMTEEMX I ( (REBIRSIMIFE XIS ) 2SS
AP|, BIERIELAIRSIRG, BRI XIS TS =iE AP,

% 1-1 IAM IRIET S

X1 2R X1 #ZinT = (Endpoint )

eSS global iam.myhuaweicloud.com
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feib-bm— cn-north-1 iam.cn-
north-1.myhuaweicloud.c
om

fib-tm=— cn-north-2 iam.cn-
north-2.myhuaweicloud.c
om

| | =L cn-north-4 iam.cn-
north-4.myhuaweicloud.c
om

HR-Ei5— cn-east-3 iam.cn-
east-3.myhuaweicloud.co
m

feIR- L8 cn-east-2 iam.cn-
east-2.myhuaweicloud.co
m

EL=G-T M cn-south-1 iam.cn-
south-1.myhuaweicloud.c
om

£5G-5 Y cn-south-2 iam.cn-

south-2.myhuaweicloud.c
om

Farg-=fH— cn-southwest-2 iam.cn-
southwest-2.myhuaweicl
oud.com

HE-FE ap-southeast-1 iam.ap-

southeast-1.myhuaweiclo
ud.com

ap-southeast-2

iam.ap-
southeast-2.myhuaweiclo
ud.com

TP AN

ap-southeast-3

iam.ap-
southeast-3.myhuaweiclo
ud.com

TPXK-FEAmA

ap-southeast-4

iam.ap-
southeast-4.myhuaweiclo
ud.com

IEM-L9ERERE

af-south-1

iam.af-
south-1.myhuaweicloud.c
om
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i =R Xigk #5755 ( Endpoint )

hIE- IS la-south-2 iam.la-
south-2.myhuaweicloud.c
om

K -EBFEAR eu-west-101 iam.myhuaweicloud.eu

R -EE2R eu-west-0 iam.eu-
west-0.myhuaweicloud.c
om

T EH-AHmBER/R tr-west-1 iam.tr-
west-1.myhuaweicloud.c
om

FRZR-fUfmFLEL-OP5 ae-ad-1 iam.ae-
ad-1.myhuaweicloud.co
m

I K-=E-OP6 my-kualalumpur-1 iam.my-
kualalumpur-1.myhuawe
icloud.com

1.4 23R 5RH!

ZEIZRIIAMI M ESERIE AR, NREEETERSEH. 7 KXEcf, BINS

S NLRSIRE

1.5 SHu5EA

{ERIAM APIE RIS ERINIERHI SR MR AMIIREY, WIR1PA7R,

& 1-2 2H0RA

APISEIZTR FHeD | ZBHeENE | EAEHSIRE
MXER R
domain = Account SRENHSZFRFIID
domain_id/fEF | tkSID Account ID
ID
domain_name/f8 | kS Account name
P&
user IAMEFR | IAM user FENAMARZFRFOID
user_id IAMEFR | IAM user ID
ID
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AP &%

1 {EHFIE

1.6 EFHE

APIZEIZFR e | EHEERNE | IMTNESISIREL
X&ATR i
user_name IAMAERF | IAM user
2 name
group P4 User group IRENFEFPLAZFRFOID
group_id FBF4EID | User group ID
group_name FIFP4E% | User group
R name
project InH Project RENIBZFRFOID
project_id ImHID Project ID
project_name IREKFR | Project Name
agency £t Agency IRENEFEZIRFID
agency._id Z1EID Agency ID
agency_name ZIE3ZFR | Agency Name

ERAPIE R E B

=

BERFEREAZIINERS, KSXNERBEINEERZIRSEEREANAIEIN

IR, IJLAEERFZERE. DEAPIRE . AFKSRLSEER, ATHEKS
ZE, BNEAEERFERAKSHTEEERTIE, MmIEtZAPFERMWIIH
THEEEIE,

B

EEE&-?—EIAM FRIZMAR, E=RFBIEBRAR, BEESMEIE ( ZEBf5EE
'I_éhl\ H o

EENEILET, S EEKSIDABRID, BEERABAPINENZES, &85
EZAREIKS. AFRINZEBEEE.

X1 ( Region)

MBI EFNMEATIEEELX S, E— 1 RegionIHZ M +E . HREFHE. IR
=&, VPCRIZE. 3R MIP. $BEFATIRSS . Region NiEHRegionF1EE
Region, EFIRegionfEEE@ARIEFIRHERE=IRSSHIRegion; EfERegioniER
AFEE—RI S RmatFEA PR S IRSZ9E FARegion,
FiEESIXKEMTHERX .,

AKX (AZ, Availability Zone )

AZZ— B MIEEIEF ORIES, BMIIAIXAIKE, AZREE EBISIT
H. ML, FREIFELD RSN ERE, — 1 RegionFRIZSNAZBEIT SIRELT
BiE, LisERRBAZIEESTRAMRSFINEK.

InH
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BR (HERR. FHEIREOMNEER) , LECARBABAHTEN, AP
LUBIEEMKSiZXIGRIMERIR. NREHFEHTEINSMAINRIZS], BTl
AEXEEOARNIIMBFEIZFINE, AEFIREPBLRR, ARUFRB AR
igﬁﬁﬂ, (ESAFXEENISEFRESRRR, EERRINRIZHEING

E o

1-1 B fRE&EE

mEA =
mEA1 THBEAZ mEB1 TIEB.2
BEIEEA, Eigp

o WIRH
IR EERBENHER, XU ARRIREERRENSENSE, 22E0R
B, WRBHAUEE S/ XIGHER, BRESOERETLUENTSL .
?S%f;;)‘ilﬁlﬁ BIDRSREUR: (IR B4FHRNFRER, 521 ( DI STBRSHEF
=] o
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Token &8
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RENIAMAFToken | iZz#EOALARFEISRARE/ZBR975 TUHITIAERIKEUAM
(fEFEZS ) FBFToken,
IRENAMAFToken | iZEOLIRAFEIAMBRAR T ER&FIFI8E, HiEEE
( (EFRZEE+REHL S EHAMFARGIERY , BT FFE/ER5+EIUMFAR S T
MFA ) INIESRIRERIAMFEFtoken
$RENZ$EToken iz OO0 LA FIRENEE S Btoken,
B Token B | ZEOITLIRATFEERRIAIKSHIAMAFtokenfYB
t, sKIAMBFREGH StokenBIB %
haESHEE
=0 154EH
BEIEERIEES | iZEOn LB FEdRERREBGRNA D2 (I6RT
B AK/SK ) Fllsecuritytoken ,
securitytoken
EidtokenRERIGRT | iZdE 0] LA FiEid tokenRIREXIGATAK/SKEN
ThiEEEAT securitytoken
securitytoken
BERKAEIDESA ZEOTUBETFERRAIAMBRRIEX AN, o
IAMAP%E B CRIEXALEESR
BHARBEKABEE | O BTFEERERIAMBFRIFEXABEEH,
A FIAMAREISE CHFBEXAIBIEER.
BiFEEXABDE | ZzEOTUBTEERERIAMBRRIEEXAERER,
i FIAMBFEITIE CREEXABIEZESR
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APl &% 2 API HEE
#0 ol
BEUEEAABINE | ZEOTATFEERENIAMBRRYEEXABEEA,
A IAMA g E SAHEE XA ILITEHR .
WPREERABEE | ZEOUUATFEEIMIRAMBRRYEEXATBAEA,
$H sIAMA PR E SAMEE X AIBIEER o

Xig S
#0 158
EaAXiTIE ZEOTLATFEIXIESIER.
EAXIFFE ZEO L ATFEIXIEERS.

EEE
&0 ol
EFMIRERM TR | ZEO0dUBTESEERE THIRESIE.
B5l%
BEEEIAMARN | ZEOYUBTEERENEEAMBFRIIESIZER,
mBAsx IAMBRFEIIESHmBSIE.
FAIAMAFTLLL | ZEOTUBTFESAMBFRTLUSERNIBESIE .
SIS
BlEIE ZEOTLATFEERCIERE
ESIREER ZEOTLATFEREREMEEREER.
EAMEFIE ZEO L ATFESEEmEFS.
REMERE ZEOT L ATFEERKREEENERS, MEKRESE

& IEE. R

EAMEFESKE | ZEOUTURATFEERESEEMRFESRE.
EEINE R ZEOT L AT EgEENE .

KSEE
&0 ol
FAIAMAFRTLLL | ZEOTUBTFESAMBFRTLUSERKSFER.
BRI SIFE
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ERKSEREER | ZEOUUBTEEOKSHEEESRE, S0EREER
A& BiRERIRAIENRAR R E#EAR
BREEETARSEN | ZEOTUBTREEEIKSEEEERE, SiTER
SRETRER BIEZEREREHIENREAL R EER
EifgtkSEER ZEOY U BATEIRKSHEER.

IAM R &1
=0 A
%j%ﬁﬁi’sﬂmmﬁﬁ)ﬂ ZiEOTBTFEERERIAMARTIE,
%]
EfRIAMARFES ZEOTUBFEEREEAMBRIERS, sKIAMARPES
(=) BEMBFIES. (ATUEEFNS. fpfE)
EEIAMARFFE ZEOTJURTFEERTEAMBRIERS, IAMBRES

HSHREFES. (FAUUEEFNS. HfE )

EHIAMARFFRER | ZEOTUBTFERRERIAMBREIERFA, siIAMEB
P4E FEaBCHERPSA.
SEREOAFAFR | ZEOYUARATFERERESEEFESFREENIAMEBR,
BEMIAMAR
SHEREFIAMAR | ZEOTUBTEERRCZEIAMBR,
€i:z=P
SERGFEIAMABR | zEOTUBTEERRCEIAMBR,
EXIAMBFES iZiEOal LA BFIAMAREXRE CIZE
ERIAMABFER ZiEOTBEFIAMABRERECHBRER.
(=)
SEREXAMAR | ZEOYUATFEERIEXNAMBFEER .
=8 (E=)
Egﬁﬂ%ﬂilAMmP ZiEOBTFEERERAMABRER,
SERBRIAMAR | ZEOTLATEERNRSEIAMABR,
EHIAMARBMFA | ZEOTUBTFEERRERIAMBRPIMFASREEES
HEEDIE =
EAEEIAMERYN | ZEOUUBRTFEEREITEEIAMARIMFASERS
MFASSEER 2, NAMBFREIECHIMFASEEE
FRIAMARFNER | ZEOUUBTFEESTFIEAMBFRHERFERIPIRSIIE,
FRIPREEESIER
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BEEEIAMARY | ZEOJUATEERETEEIAMARINERFRIPREE
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EBRIAMARHNER | ZEOJUATEERENAMARNERFIPRSER.
RIPREER
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EREWIREEEXEREAR | ZEOTBATERWIREEEXEKAFPIIR.
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ETAPAEWIRE I ZEOURTETRRPAEWIRE RN
MpREWIRE BiEXECAR | RO BTREREIRE EREXEXR PR,
AR PR
RERE

#O il

EKSRERIPERE | ZEOYTLRTERRIESIKSIRIERIPRE.

EAKSIEERIPERE | ZEOTLUBTERKSIRIERIPRE .

(B SRS ZEO LU AT EERENIKSEZERE .
B SEREREE ZEO L AT ERKSEEBRE.
(EIKSE KRS ZEOTLU AT EERENKSERREL .
EAKSERERE ZEOLBTFERKS SRR

Fi%

EKSERSHER | ZEOTURTERREMXIKSIERQILITRE

B
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)

IAIEToken,

BT EXERIAUEIREN
Token ( IdP initiated
BR)

LA “Client4ShibbolethldP” BIZAAMEI, 714BIdP initiated
FUIRENERERIAMETokenf9 5% o

BiSpieitrng® ZEOJLURATFEISniRMHEIIE.

BiRSHpRMUEIFE ZEO L ATFE IS HRMHREFE.
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HRIRR MY ZEO L RTEERMBRIMY

&EilMetadatad {4 ZEOTUATFEERE IS HIRMUESAEIAMART
MetadataSZ {4,

&EifKeystoneld ziEOa LA F&igkeystonefIMetadataX 4,

Metadata3 {4

S AMetadata3Zf4 ZEOTL RATFEERS A\ Metadata3 4,

FREVEXERIAIEunscoped | iz OO0 LA FiBIZIdP initiated B9BXFBIAE /S UIREY

token(IdP initiated) unscoped token,

:ﬁﬁﬁ*?BiAiIEscoped ZiEO AR F BT EFRIAIE S kB scoped token,

oken
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AP B% 2 API iR
=0 izl
IRENEXFBIAIE ZiEOA LB F®iZOpenID Connect ID token/5T{FREN
token(OpeniD BXFIAliEtoken
Connect ID token7s
)
IRENEXFRIAIEUnscoped | iZizORLARSF18idOpenlID Connect ID tokenJ5T{3REX
token(OpenID BXFBiAiiEunscoped tokens
Connect ID tokens
)
EEBIHERTLAILE | ZEORTFEERKBEFTLUAEKSSIZER.
]S IES
BENXSHE
=0 1dBA
ﬁﬂﬂ%x’ﬁﬂ%ﬁﬁﬂﬁ ZEOBRTFHFEAREX B REEREE ogintoken,
IRAEEEE
0 58H
HiflKeystone APIRIAR | iz F&ifIKeystone APIRYRRAER
MR
HifKeystone APIEY3.0 | iziEOATFEifKeystone APIFI3.0RAHIER .
IRAER
RSBFLIRTI =
0 1588
HifiRSIIFE ZEOTLIBTFEaRSIxE.
EiIRSSFIE ZEOTLIBTFEaRSFE.
EiIRSEHR ZEOLIAFE SRk FX-Auth-TokenXt N HIBRSS
B=R.
BT R ZEOTLBFEIZIRTRIIE.
BT RFE ZEOTLBFEIZIRTRIFE.
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H—BDINIE
API &% 3 WN{TifE A API

3 Y{aniAFE API

3.1 MIEEK
ATNEEREST APIEKRAYERE, LAEFRIRENIAMAEFToken ( EFZHS ) OHBALN
{TAAAPI, iZAPIZREXFAFRToken, Token2FFHIBIEISHE, EESH SRS
2, TokentJ AR FARBEMAPIET=AN,

153K URI
15 KURIBBUN &R 4HAY o
{URI-scheme}:// {Endpoint} / {resource-path} ? {query-string}

% 3-1 133K URL
2¥ izt
URI-scheme | {EaiEKAIMNY, HREIFTEAPIIIRAHTTPSHMNY .

Endpoint EHRESTIRZInSARS S[IFZ P, FRRSEARDXE,
EndpointA[&), RILAMEFRIHEFIREL . BGIENIAMERSSTE “HhE-
&8 XIFAIEndpointfgiam.ap-
southeast-1.myhuaweicloud.com,

resource- RIREER, BIAPIBOEER . MERAPIBYURIKEERIREY, #ia0 “3KEX
path FFToken” APIfdresource-pathls “/v3/auth/tokens” ,

query-string | EiE2%, Ak, SESHEIEEET— “? 7, R ‘8%
Z=2¥EVE" , Ha0 “limit=10" , XREERFET10REIE.

FIUNEEEIRE “HE-FE” XighIToken, MFEFER “HE-FE™ XiHIEndpoint
(iam.ap-southeast-1.myhuaweicloud.com ) , HEIREUAMFARFToken ( (R
3 ) BIURIEB#kElIresource-path ( /v3/auth/tokens ) , HHERFRIN TR,

https://v3/auth/tokens

https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
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F—EAINE
AP &%

3 tN{a)iE A API

IBKIE

iERiERk

IERIHRIF

(AR

HEEHE, S1MEFAPIURI, RisHresource-pathZfsy, FEERAEZEE—IE. X2
JIURI-scheme#B2HTTPS, MEndpointfER— 1 XigithtBE, FrlAEEe WS XHEED S

HTTPiEKT5iE (BFRGIRESENE ) , EERRSIRETERMTAERAYRE,

o GET: BKIRSBESIROIEERIE

e PUT: iEKIRSZSEFMIEERIE,

o POST: EKRIRSFEFIGZIRTNITIFIRIRIE

e DELETE: EKIRSZS=EMBREERE, MBFRHTRE.

e HEAD: iBKIRSZHHRIFELER

e PATCH: BEXRIRZBEEFHEZBENEPASD . BRBEAFHEAVAHRE, PATCHAIEESR
EOIEE— N FHER

EIREIAMAFToken ( EFBEERS ) HFIURIERSY, ERILIERIEBEKRGIEN

“POST” , MIEBERA:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

BNMIERLFER, AHEERIURIFIHTTPSEFRERIIFER . BIANESGEEIRERIAE
kL “Content-Type” , B RENEEZE,

WTFRLERLFTERNZIERF,

e Content-Type: JEEMFAIZEE (18X ) , ik, EOABUES “application/
json”

e X-Auth-Token: FFToken, mJi%, H{FHTokenAINIERT, HIIEFKIZE
E& . X-Auth-Token2iEFIIRENIAMAI P Token ( EFZES ) EOIREAYIGLN(E,
ZIEOINRE NGk Token, FIERIZIEORN, FHRESAFE.,

AR

NEZAPIRIRTSHERAK/SKINE, AK/SKIMEZEASDKIHERHEITES, 4SS
BahdiEskeidNAuthorization ( ZZ2IAIEEE ) FIX-Sdk-Date (iEKA&IXAIATE] ) iBHK
3L, AK/SKINERFEMEIRBEZS I AK/SKIAIE,

X FIRENIAMAIFToken ( EF%8 ) 0, BFAFEIMIE, FRLARENIN
“Content-Type” BIA], HINBELERIEKRUN TR,

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

B EERBEUSHEUEAL, SiEkEELFContent-typeXdhiz, {EEbRIEK
BELZIMINS . BEKEERPSEIFPN, WHNZERFHAUTF-84R3

BMEONBRERARRBTE, EHTES M EOBFEEERERAE (HERHE
BAJ9% ) , GET. DELETEERMEREBNIEROMATERERE, HEKERKCASTTEER
EEAEOME.
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F—BBINE
AP &%

3 WN{a)iE A API

SHTFIRENAMEIFToken ({EB%E ) &0, EaJUMNEORBEREDERIAENS

RESHNSHIRA, BEEMIINGIEKRN TR, INHENRAFREERIELIR

BIES, HAhusernameSHRPE, ***HHERPNERZNS, domainname/sHR
FriERItkS Bk, WMRIERSKREIKEtoken, usernameflldomainnametEN—34,

XXXXXXXOXXXXXxXxxaprojectfdID, FREVS KiE2 WEINKS . IAMEBRF. In8. A
P4, Xig. ZIBHISFRFAID,

AR

scopeBHEN T TokenfHWERSEE, BYE Iprojectdidomain, REIFEME Iproject, FRIREY
A9Token{XAEifIaligEproject FHYEIR, BYESIdomainly, FRIXEAItokenTTLAIS I TSEIKS
TERBEIR, scopeSHATEMAEA, B8N FKEUAMAFToken ({FRAZG)

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
"paSSWOI’d"Z " *******ﬂ",
"domain": {
"name": "domainname"
}
}
}
h
"scope": {
"project™: {
"id": " XOXXXXXXXXXXXX!
}
}
}
}

FXEBEAIEXNMNEREENABHES LT, EaLlERcurl. PostmansiEiEdR
SRBEHNKXERKABAPI, JJFIREUAMEFToken (AT ) #0, REKY
MAGEESLF “x-subject-token” FRREEIRENHIAIFToken, BT TokenZf5, &5
BILA{EA Tokeni \IE B FBELEAPI

3.2 TAIEEERN

Token AIE

EREOBWTRMIAELT, ETLUEREEP—FHITIAESEN,
e Tokeni\if: @I TokenmAIFBAEIER .
o AK/SKIAIE: iBIFAK (Access Key ID ) /SK ( Secret Access Key)INZZiERIER .

(AR
TokenAYEXHA/I24/N\0S , FEERE—1 Token#EAAT, AJLAEIRESR, BHEINEREA.

TokenfEH BHLRSHHAERSHE (58T ) IR, BBTokenfiUERIBEEMIR.
TokenIAIERLZERFAAPIRYEFEIG Token INFIBXRIEEL, NTTEIRHDIAIE, %15
BRAFAPIRITUR
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BH—BDINIE

API &% 3 WN{TifE A API

Tokenrl BT IFFIIRENIAMAF Token (R0 ) HOREY, BARAARIRSAPIFES

B389 Token, BDEFREVIAMAIFToken ( EFAZHS ) #EORY, iEKkbodyH
auth.scopefJBUEFZ EEEdomain, TR,

{
"auth": {
"identity": {
"methods": [
"password"
]

"password": {
"user": {
"domain": {
"name": "IAMDomain"
B
"name": "IAMUser",
"password": "IAMPassword"
}
}
by
"scope": {
"domain": {
"name": "IJAMDomain"
}
}
}
}

ikEXTokenfS, AIAAEMEON, GFREMBEKRHEELHIEHIM “X-Auth-Token” |

H{EBIFKEEIRToken, Fla0Token{EJ9 “ABCDEF.....” , MIERZEORNE “X-
Auth-Token: ABCDEF)....” INZIEREELENET, WA,

GET https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)....

AK/SK IAE
(1 3388
AK/SKEZINEANZHEEEA AN 2MEARA, 12MEL ER9iEKiS{EE TokenIAIE

AK/SKIMIEFLZERAK/SKIHEREITER , HIFRIPBERETRNEIERL, MM

BTSN

e AK(Access Key ID): i5a)Z$AID, SIAGIHOZEAXEBAIE—IRRRT; 1Ha%ZH

IDFIFARILIRER—eER, MERHITINEES .

e  SK(Secret Access Key): 51502 $BIDESFERANZE, XaKEHTINZEES,

AIFRIRAIETS , FRELEEREIEL .

{EFRAK/SKINIERT, ISR LARTFTERZEAERAK/SKIERIHITER, BAILMEREI]
RIZEE SDKIFBRIHITER . FHRIER T IEMSDKERGEBEESN: APIERIEmM.

ikl
HASDKRIZMHZAINEE, SIRSFIRMAISDKAE, ERINEER.
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F—EBINLE
APl &%

3 tn{a)iE A API

3 IR[EIZEER

T

NaRzER Sk

N Rz 2

BREEUE, SEBEIRN, BEREH. IMAERLFIERAE

ISR —HNEISXAIEFARD, IREBEERTR T IERIMNAYAE, TEIRE
FIRIESINREHE

ST IRENAMAFToken ( EFEERS ) #0, MRBPABIREIATES 2017 , WX
BRI -

MMIERERL, MEREFEEHEL, 1 “Content-type” .

X FIRENAMAIFToken ( EFE%S ) 0O, IREMNEFRAVESL, HF “x-
subject-token” FEEEFREVIFIFToken, BT TokenZfg, EHEILAEHTokeniA
I FEhAPI,

= 3-1 FREVAF Token IRE S L

connection — keep-alive

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEORIGIN

x-iam-trace-id — 218d45ab-d674-4995-af3a-2d0255ba41b5

NaRzE SR E R LASHHETURE], SIOALES Sk Content-typeXIiy, (&EEFRIML
HELZIMIRE

I FIREUAMBIFToken ({EE%R ) #0O, RO TNHEER, NEREEL, XER
BRESBPAS.

{
"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"
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]

"catalog": [

"endpoints": [
{
"region_id": "ap-southeast-1",

SEOEALEN, SIREHEIREBRERES

No
{

"error_msg": "The format of message is erro
"error_code": "AS.0001"
}

rn’

N

i%BA, $ERIMAATIBodyA+&ZVANTER

HrR, error_codeZXRiBIRIG, error msgRREIREIAEE .
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F—BDIAILE
APl &% 4 HRIEN]

4 FSEINE

4.1 ZAER &R

BEihA
W BFBELHSERIBINZE (AK/SK) AR EEBEHITAPIAE, (BRih
BEAEEMEIEN B, MIRESEITESBENZENK .,
AETIESHEFNERAPIRBNA R CRAIDEE, EeE—E @i RIEFRTTMH
EHIERNCHR T E,

BUHRSRIY
KSEERISEEMIAMBRIIGEZERT, FEHESecurity Administratoril R,
IAMA FIZ/EE S ROB I ZA T RAHTRUR -

SMRBER

ERptCIRIAIRER (AK/SK) B, SEBINT:
1. BUERAK/SK;

2. E;@;gﬁﬁﬁAK/SKE’\J@U@Em‘Eﬂ ( SIS TEAK/SKRIRIEERTE] ) FIRTERRTEEREE
Bi0HE,;

3. EHEFRAYAK/SK,

4. MFRFZEFIRAYAK/SK;
WRAEONT:

o SIEKAILEERB

o EHMAKABIDEH
o HEiEiEEKAILINEH
o HIFRIEREXAISIIEH

LTE1: BlIEEXA AK/SK

URI: POST /v3.0/OS-CREDENTIAL/credentials
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APIMHIFIBIEE N IEKANIEEH

BRI
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials
{
"credential": {
"description": "IAMDescription",
"user_id": "07609fb9358010e21f7bc003751..."

}
}

i Mz 73~151)
{

"credential": {

"user_id": "07609fb9358010e21f7bc003751...",
"description": "IAMDescription",

"secret": "TTqAHPbhWorg90zx8DvOMUyzYnOKDppxzHt...",
"status": "active"

}

IR 2: Eif] AK/SK B9EIEERYE) ( SEiTisE AK/SK BIEIZERRTE] )

BEHFFAAK/SKRIEZERTE] .
URI: GET /v3.0/OS-CREDENTIAL/credentials
APIMEIFIEREN: EAMEKARIIEH
- 1EkRRA
1) IAMAFEIEE CABAK/SKRIE!ZERTE .

GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials

2) BB REEIAMBFERBAK/SKAYEIZERE . (FEIRIEFID):076-

GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials?user_id=076...

- IR
{

"credentials": [

{

"user_id": "07609fb9358010e21f7bc0037...",
"description": "",
"status": "active"

"user_id": "07609fb9358010e21f7bc003751...",
"description": "",
"status": "active"
}
1
}

EiFIEEAK/SKAYEZERTE
URI: GET /v3.0/OS-CREDENTIAL/credentials/{access_key}
APIXHEFBEBEEN: EfEEXRALINEH

- Ak
GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}

- [RRA
{

"credential": {

)

NSk 48 (2021-11-15)
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"access": "LOSZM4YRVLKOY9ES...",
"create_time": "2020-01-08T06:26:08.123059Z",
"user_id": "07609fb9358010e21f7bc00375....",
"description": "",
"status": "active"
}
}

S 3: EHAFAY AK/SK
BEHRFRAVAK/SK, BEELE1 SIFEKAAK/SK,

LR 4: HIFRTFEERHAY AK/SK
URI: DELETE /v3.0/OS-CREDENTIAL/credentials/{access_key}
APIMIEIFEREN: MEREEXAGIDEH

o IFRTHI
DELETE https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}

o [IAZRA
ZIEOTREE, IREB/92042R-MPRRLI o

4.2 EWEBEHR FZHPRYBFSAL

\

\

IZSER
HARUEAPEAEE LFESKS, FRBESER OPRAFIEREAGEI
FRMWSHTIRE, FEREEIAPIERERBAL.
AE RSP ITERAPIE RS BB BB,

RIS

KEEESHTEMHSNRIEEEIRA Security AdministratortlfR

SR Nz Y

BTN EZHFPREFBAILE, £BNT:
B MmIRHERE;
FEARBRET ;
ERMYG
B A\ Metadata3{&;
BIER,
S RAEOWT:
o FMBMHIRMHE
o EAfRkSt
o EARMY

s W=
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o B AMetadatad{t
i IS = L e ]

URI: PUT /v3/OS-FEDERATIONY/identity_providers/{id}
APIEFBEEN: GIESOIRMRES

o IERTHI
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{id}

{
"identity_provider":{
"description":"Stores ACME identities.",
"enabled":true

}
}

o [IBR7RA
{

"identity_provider": {

"remote_ids": [],

"enabled": true,

"id": ”ACME”,

"links": {

"self": "https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/ACME",
protocols"

1

"description": "Stores ACME identities."
}

}

ST 2 JEARRREY
URI: PUT /v3/OS-FEDERATION/mappings/{id}
APIMIFEBEE N ARG

o iEKTRHI
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/{id}

{
"mapping":{
"rules":[
"local":[
{
"user":{
"name":"LocalUser"
}
B
{
"group":{
"name":"LocalGroup"
}
}
1
"remote":[
{
"type":"UserName"
B
{
"not_any_of":[
"Contractor",
"Guest"
1y
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"type":"orgPersonType"

o IARIRA
{

"mapping":{
"id":"ACME",
"links":{
"self":"https://iam.myhuaweicloud.com/v3/OS-FEDERATION/mappings/ACME"
}

b
"rules":[

"local":[
{
"user":{
"name":"LocalUser"
}
b
{
"group":{
"name":"LocalGroup"
}
}
1
"remote":[
{
"type":"UserName"
b
{
"not_any_of":[
"Contractor",
"Guest"
1,
"type":"orgPersonType"

PR 31 EAHMY
URI: PUT /v3/OS-FEDERATIONY/identity_providers/{idp_id}/protocols/{protocol_id}
APISHEFIEIBES I EMHMY

o EKRRMI
PUT https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}

"protocol":{
"mapping_id":"ACME"
}
}

o [IBRN7RA
{

"protocol":{
"id":"saml",
"links":{
"identity_provider":"https://iam.myhuaweicloud.com/v3/OS-FEDERATION/identity_providers/
ACME",
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protocols/saml"

"mapping_id":"ACME"
}
}

: B\ metadata 31k

URI: POST /v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}/metadata

APISZKSiFIBIEEN: S A\Metadata3Zft

o IFRTHI
POST https://iam.myhuaweicloud.com/v3-ext/OS-FEDERATION/identity_providers/{idp_id}/protocols/
{protocol_id}/metadata

{
"domain_id":"d78cbac186b744899480f25bd022....",

"metadata":"$metadataContent”,
"xaccount_type":""

}
o IERAI
{

"message":"Import metadata successful"

}

: BRHER
SR ESHEPBIRAIRE . BHERFESE: BHIIRUE.

4.3 33 1AM PRI RSB TZEH1T

%
%
NS

N
%
n

SR

W EARBEEFEN A B LIAMARPRISRERR R TZE®IT, LIAEIAMAERRY
PIRAKBHNERTEE . Fa0: FRIKSHIEITRAFLSMIFMEIAMBRE AN IZE
}75552 RANAMBEENR . WZEFITEEERATHENMCE, FRIIAFREERAPIRS
AETIESHAEFPNOEBAPIARNAIAMARIIINEH I TZEHIT, BaHE—2
B miEF R ERZE®HITTE.

IS as
HITRMIAMARIIRHITZ 2 HITE, FEMHBIAM ReadOnlyAccess ( #E%E ) 3¢
Security AdministratorfipR .

AR

MIAMABFRINRIAITLZ 2T, TERAT:
EWAPAEIR;

. EREBRIRSTPRIBFENR;

3. ERRBRSPIAFERR;
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4. WHEREEUONR, SEAFAPNAMER, #TELHT.
RO

. EHAFESIE

. EWLRRSTFEFENR

o EABRSHHIAFESIR
o EERRTHAFHERESNIAMAR

TE1: EgfPAsIE
URI: GET /v3/groups
APIXHEIFIEIBEES N EgHRFASIZ=

o IERTHI
GET https://iam.myhuaweicloud.com/v3/groups

o MRz
{
"groups":[

"create_time":1536293929624,

"description":"IAMDescription",

"domain_id":"d78cbac186b744899480f25bd022....",

"id":"5b050baea9db472c88cbae67e8d6....",

"links":{
"self":"https://iam.myhuaweicloud.com/v3/groups/5b050baea9db472c88cbae67e8d6...."

1
"name":"IAMGroupA"
I
{
"create_time":1578107542861,
"description":"IAMDescription",
"domain_id":"d78cbac186b744899480f25bd022....",
"id":"07609e7eb200250a3f7dc003cb7a....",
"links":{
"self":"https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a...."
1
"name":"|AMGroupB"
}
1,
"links":{
"self":"https://iam.myhuaweicloud.com/v3/groups"

}
}

LR 2: EEERRSFRIAFPERR

URI: GET /v3/domains/{domain_id}/groups/{group_id}/roles
APIXHIFIEESN: BRLBEIRSHHIAFEHENR

o IERTHI
GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles

o N7l
i "links":{

"self":"https://iam.myhuaweicloud.com/v3/domains/d78cbac186b744899480f25bd022f468/
groups/077d71374b8025173f61c003ealal1ac/roles"

"roles":[

{
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"catalog":"CDN",
"description":"Allow Query Domains",
"description_cn":"EiEHZ A",
"display_name":"CDN Domain Viewer",
"flag":"fine_grained",
"id":"db4259cce0ce47c9903dfdc195¢eb....",
"links":{
"self":"https://iam.myhuaweicloud.com/v3/roles/db4259cceOce47c9903dfdc195eb...."
1
"name":"system_all_11",
"policy":{
"Statement":[

"Action":[
"cdn:configuration:queryDomains",
"cdn:configuration:queryOriginServerinfo",
"cdn:configuration:queryOriginConflnfo",
"cdn:configuration:queryHttpsConf",
"cdn:configuration:queryCacheRule",
"cdn:configuration:queryReferConf",
"cdn:configuration:queryChargeMode",
"cdn:configuration:queryCacheHistoryTask",
"cdn:configuration:querylpAcl",
"cdn:configuration:queryResponseHeaderList"

1y

"Effect":"Allow"

}

]

)
Version":"1.1"

%
"type"-"AX"
}

]
}

LI 3: EWRBRSFRIAFERIR

URI: GET /v3/projects/{project_id}/groups/{group_id}/roles
APIHEIFBIEEN: ERMERSPEIRAFEANE

o IFRTHI
GET https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles

o [IBRN7RA
{

"links":{
"self":"https://iam.myhuaweicloud.com/v3/projects/065a7c¢66da0010992ff7c0031e5a..../groups/
077d71374b8025173f61c003ea0a..../roles"
}

roles":[
{
"catalog":"AOM",
"description":"AOM read only",
"description_cn":" N i ETEIRSS RISEAPR",
"display_name":"AOM Viewer",
"flag":"fine_grained",
"id":"75cfe22af2b3498d82b655fbb39d....",
"links":{
"self":"https://iam.myhuaweicloud.com/v3/roles/75cfe22af2b3498d82b655fbb39d...."
I
"name":"system_all_30",
"policy":{
"Statement":[
{
"Action":[
"aom:*list",
"aom:*.get",
"apm:*:list",
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"apm:*.get"
1
"Effect":"Allow"
}
1
"Version":"1.1"
L
"type;"XA"

L] 4 REFEFHINR, EWAFESR IAM BF, #iTZeHit
URI: GET /v3/groups/{group_id}/users
APIXHE¥IEEEN: EERESRAFAMESNIAMAR

o IERIHI
GET https://iam.myhuaweicloud.com/v3/groups/{group_id}/users

o IBRRA
{

"links":{
"self":"https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a..../users"
"users":[
{
"description":"--",
"domain_id":"d78cbac186b744899480f25bd022....",
"enabled":true,
"id":"07609fb9358010e21f7bc003751c....",
"last_project_id":"065a7c66da0010992ff7c0031e5a....",
"links":{
"self":"https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc003751c...."

"name":"IAMUserA",
"pwd_status":true

"description™:"",

"domain_id":"d78cbac186b744899480f25bd022....",

"enabled":true,

"id":"076837351e80251c1f0fc003afe4....",

"last_project_id":"065a7c66da0010992ff7c0031e5a....",

"links":{
"self":"https://iam.myhuaweicloud.com/v3/users/076837351e80251c1f0fc003afe4....

"name":"IAMUserB",
"pwd_status":true
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API

5.1 Token &18
5.1.1 3%EX IAM F Token ( (%L )

ab
INEEN4a

ZEOT BT @ETAFPE/ZE A UE TAESRSAEIAM BRI Token, TokenZ2 &
FIMALIAMBRRYAIESR, EFEBEFPHNEHN. SIRFEE .. ERIAMUNEM=R
£H9EORY, ATLMFERAZEOIKERIAMAR Tokeni# 7541,

12?;:D_JL11§}5|§§%I:iIEI’JEndeIntﬂ] Lt X1AYENdpointiFH . IAMAJENdpointid
2N MXMBIRTR.

BEOFRSH:

IAMA 3B Token

FIMT SRR S RENKSIERENRIKS
9K S3RE Token

3R IKSIKE Token
FEELRFFAFIREToken

TokenB AR

IREXToken& I jE1E

Ht#EXERAE

e |IAMAFZXEXToken
TAFHREKR, BIRBIERSEIHIBIRE Token,

o FIMrSRIKSRENKSERENTIKS
AR SAZIFEEREIKS Token, HIERBAEAIKSIBES
BRENTHERPR ‘€HKS” &R ‘WS’ ?

=
a
N
g
i
LaLl]ét
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5 API

o HHHKSIKEToken
AR SIHKE tokeniEE MU TEE: SIE—MAMABR, #FZRAPYERIN
R, {FEREIEIAMABR, SREXIAMABFToken,

o HHEIKSIREToken
TAFREK, BIRIRIERSEUHBIAE Token,

o FE=HERHZEFIKEToken

MRBREE=HERZAP, EEERBIHAINBRZFIZE5kEToken, RAES
BRREEIR, BAECANERTE, BY “=ICER” hee, REEhT
KSHB.

o TokenBXHAHAA

TokenfIERER924/\BY . BINGHITERR, BEINZIER., (FHTokenglisif
{RTokenZiTBAHE EI2AYATIE], BALEAREAPIRYZi25hTokeniIER S EUEFAPI
LM, E|FIRENToken, REIWEBTokenBRIE,

SNR{ETokenBHANIAITINTRIE, ZHRITokenmRi<303HPEA
" BER/AFRIAMAR.
" (ERAMARZEE. HEEH,.

" JAMAPRIRAEZM (KSR EBELEFHURRS . RIENNET .
IAMAPHR#IERE )

{ERTokeniAF=ARSZAPIES, IR[E] “The token must be updated” , M

Tokeni3Hf, FEEFimEIREToken,

o FKEXTokenFE ILiazR

AP ERER: FHERANRARRNERESIEN. AR2ZEERER
NIRik:E, BHIESRERE TokenIKSRE LRSS, ELAKSIZITEE
$REXToken, BHTEIAMBFFIRIN, (ERIAMAFIREXToken,

ISBAPEBIENIR: EREAPIET, BiREFBHEARE.
o HWAXZR(F

URI

MRIEH BT ERFRIPHIREEFFIPAMFARIE, 52EFEBIAMAR
Token ( EFEZRE+EEHIMFA ) SXEXIAMEB~Token,

WNREZFREVE B Security AdministratortfRHIToken, 152 W : W{TJFKEY
Security AdministratorffEfJToken,

B PostmanikEX I Token_AliES W : I{afi@id PostmanikEY A
Token,

POST /v3/auth/tokens

2 5-1 Query 2#{

s 25 |sgxm fHtik
it
nocatalog | % | String MBREZSY, EEARARER

FrcataloglE8R . (HUIEEFERFRERIS
R Atrue, FHMEZFEREN
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BH—BDINIE

APl &% 5 API
ERSH
% 5-2 153K Header &%
B8H =E | B8R R
Whi%E
Content-Type | 2 String ZFERABIES “application/
json;charset=utf8” ,

% 5-3 153K Body 2

2% 2E | e R
WA
auth 2 Object INIEHER.
Z 5-4 auth
2% =E | 5HEE R
WA
identity = Object INESE,
scope & Object TokenHY{ERSSEE, BUEAprojectdl
domain, —iE—BPA],
15288

o NREIEscopeigEJ/Idomain, ZToken
ERTEBERIRSS; WNREscopeigEH
project, iZTokeniEBFITFIMBEHRARS -

o MR scopeREFHEE Bprojectil]
domain, §Llproject2#J9itE, FREVE
T B 4ARSSHIToken,

o WNRESscopeE=, EHENEILBEHKIR
EToken, EBIFIREEIESToken(§F

FEBEl.
£ 5-5 auth.identity
2 BE | SHEE )%
methods = Array of R, ZFERASH
strings ["password"] .
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H—BDINIE

APl &% 5 API
2% =E | 5% fiik
Wi
password 2 Object IAMBPZREBIAIEHER .
L)z

o usernamefuser.domain.name® LIER
miEFE “BRAVEIE” hEE, BIRFKE
BEiziE2hl: RRKS. IAMAR. I
BH. AFHE. XiE. SFEH[FRFID,

o IZIEOEM TEIENFIRTIHLERDK
%, RN, BRRAPSERIER, B
B—ERY (EBRAREZAN, 5
B2 WSHERE ) BRBE.

Z 5-6 auth.identity.password

e =S | 5% R
Whif
user 2 Object EEFRE TokenBIAMBF{EE..

£ 5-7 auth.identity.password.user

S¥ = SR fhR
WA
domain = Object IAMAFEFREIKSER ., THEKS5IAM
APRXE.
name = String IAMABPZ,
password = String IAMABFPHIZERE,
48R

o SSWMFIEZRIMNIE, BEEIKEToken
LM

o WREBNENTIKSEAHRNAERKS,
B HEFREK S Token, BINEAED
EIE—NMAMBR, BFZBPYERIN
PR, FKENIAMFEFToken,

o WBREBEE=HRHAAP, HIEEREEIT
INERY P Z2F01%595KEX Token, RSt
a“mT{ﬁﬁ%alseo BEEACHEST@E,
B “ICERS” Thee, REEATKS
T, HiEpassword i \FTiZEHI=
EEO
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£ 5-8 auth.identity.password.user.domain

2% =h | s¥En )%
wWhisk
name 2 String IAMAFERBIKRS AR, SKEGRIES

0 RS, IAMARF. 8. AR
H. Xig. ZFERIRFRAID,

2 5-9 auth.scope
2%

=R | s¥Ey iR

Wik

domain S Object BYEIdomainid, FRIXENAITokend]
LMERTFEBIRS, £BRSAXDIN
Bk X1, 210BSARSS . WNE T H#EIRSS
EFEE, B2ERGMR. domainst
Fidflname, Ti%—BNw], ZiiEE
“domain_id” .

Object BEY{EIprojectht, ZFIRENAITokenmILA
{ERFTINBEXKARSS, (XEEhnlEE
project FAYEIR, WECSERSS . WNFE T H#
IRSBZ1ERSEE, BEERAUR.
projectsz#Fidflname, —i%—E0H],

iy

project

2 5-10 auth.scope.domain

85 2% |syxm ftiik
Wit
id ) String IAMARFFREIKSID, SKEARIES

: IKENHKS. IAMEF. IHH. AF
H, Xig. ZIFEHBIRFID., =
auth.scopei®i® 7 domainfd, FKEVHY
Token®AJLMWERF£BMRSS, idflname
FE jk—,

String IAMAFERBIRS AR, SKEARIES
0 RS, IAMAERF. Ii8. AR
H., Xig. ZIEA[FRMID, H
auth.scopeii®E T domaind, IKENAY
Token®A]LUWERF £33, idfIname
FETE—,

1y

name
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BH—BDINIE

APlI &%

5 API

i5RHl

& 5-11 auth.scope.project

2% w=h | S%ckE i

=0

B String FRIAMBRFFREIKSHIIREID, KBS
XBEN: KIKS. IAMAF. I
B. BFPH. XiE. EFERBFRFID,
Zauth.scopelFE 1 projectds, FREXHY
Token®] LMWERFIRBHKARSS, idF
nameFE_i%—., B XIGHIREIDE
FriAE, HFERESHREXIEER
XNMAIREID

name

iy

String FRIAMAFFREIKSHIIE BR, KB
HEEN: KRS, IAMAR. I
B. BPE. Xig. FFERIBFRFID.
Hauth.scopei®&#E 7 projectht, FREXAY
Tokena] LMERFINB KRS, idF0

nameEE"i%—,

FENAMBERFZA “IAMUser” , IAMEFZER84 “IAMPassword” , FrfEfEFE
73 “IAMDomain” , {ERSEEIAIRE “ap-southeast-1” , BiREIRIML{AHIE
AErcataloglEEHIToken, IAMAFE . FREKSZTUAER@IEHEE “FHa0

SR FEE, BERREGESESR: KBS, IAMEAR. IB. BFA. X

. FERNZFRAID,

POST https://iam.myhuaweicloud.com/v3/auth/tokens?nocatalog=true

"auth": {
"identity": {
"methods": [
"password"
1

"password": {
"user": {
"domain": {
"name": "/AMDomain" /\AMABRFFrEKSSZ
}

"name": "IAMUser", /NAMBRZ
"password": "IAMPassword”  [/IAMBBFZHS
}
}
h
"scope": {
"project": {
"name": "ap-southeast-1" =SB4
}
}
}
}

SREVIAMBRFREZ 7 “IAMUser” , IAMBRZREH “IAMPassword” , FREIKS 3
7 “IAMDomain” , {EFSEBEIAENKSHIToken, IAMAFEZ . FREKS&E]

DESREEFES “BOEIE $&EE, BRI EEER: KEKS. IAMA

FP. mB. AFP4A. K. EHN[FRFID,

POST https://iam.myhuaweicloud.com/v3/auth/tokens

"auth": {
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"identity": {
"methods": [
"password"
1
"password": {
"user": {
"domain": {
"name": "JAMDomain" //IAMBFEREIkS3
%
"name": "IJAMUser", /\AMER&
"password": "JAMPassword”  [/|AMFBFZH3
}
}
1
"scope": {
"domain": {
"name": "JAMDomain" //IAMBFERBIKS 3
}
}
}
}
D)VE=S5't
2 5-12 MU/ Header &%
2% SR R
X-Subject- string &2 EHIToken, /\F32KB,
Token

% 5-13 I Body £%f

e SHRE R
Token Object SKENEIRToken(5 8 o
& 5-14 Token
2% SR fik
catalog Array of REFERER
objects
domain Object sKEXTokenBIIAMBFFTERITKS{EE . NSRIKEX
TokenRHiEsK{AscopeS#iRE Jsdomain, N
RENZFES .
expires_at String TokeniIHARYIE]
588
UTCR/E], &= YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNAYEIBA&TUSHR 1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,

NSk 48 (2021-11-15)
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2% SRR fik
issued_at String Token FA&HHE,
5iRA
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFNAYIEIBME NS ER 1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,
methods Array of $KENTokenB95 = o
strings
project Object $REXTokentIAMAFEKRSRIIMBER . MR
SREXTokenAHiE KA+ scopeSEIZ E Hproject,
IJ IEI]V(%EX o
roles Array of TokenBIRN RIS E -
objects
user Object sxEXTokenfIIAMBFEE .

£k 5-15 Token.catalog

2 SR A
endpoints Array of BiRTIR.
objects
id String ARS3ID,
name String RSB EZFR,
type String ZEOMERS
£ 5-16 Token.catalog.endpoints
2% SR A
id String ZinT=ID,
interface String EOEE, }EE AMEOEZZRT R W, &
73 “public” , FRzEOARFEO.
region String KinpRFEXE.
region_id String KT RPTEXIEID,
url String RimT =mAYURL,

NSk 48 (2021-11-15)
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2 5-17 Token.domain

2% SR fHiA
name String KS&AFRo
id String K=ID,
2k 5-18 Token.project
2% SR ik
domain Object IMBFEKSER.
id String ImBID,
name String IE&AFR,
£ 5-19 Token.project.domain
28 SHERE R
id String KSID,
name String KSER.
% 5-20 Token.roles
2 SR A
name String BPREZFR
id String NPRID, BRAERA0, JEESLANRID,

2% 5-21 Token.user

8% e et ik

name String IAMARF&,

id String IAMARID,

password_exp | String EOHARTE, 7 FRREEAEH.

ires_at 1588
UTCEHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
BEAFORT BR8N & 08 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

domain Object IAMAFERERIKSEE -

NH5hRA 48 (2021-11-15)
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2 5-22 Token.user.domain

¥ SHER A
name String IAMBFFrBIKS & Ro
id String IAMAFFR/EMKSID.

N Rz 7~

RSB F 201 B
CIEERLI

SREVIAMERFRE A “IAMUser” , IAMARPZRS3 “IAMPassword” , FiEIKS3
73 “IAMDomain” , {ERSBEANINE “ap-southeast-1”7 , BiREIRIME{AFIG
AR Rcatalog{EEaIToken,

lapzHeader&# ( FFEXEIAIToken ) :
X-Subject-Token:MllatAYJKoZIhveNAQcCollapTCCGqECAQEXDTALB...

IR Body % :

{

"token": {
"catalog": [],

"issued_at": "2020-01-03T09:05:22.701000Z",
"methods": [
"password"
]I
"project": {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"

%
"id": "aa2d97d7e62c4b7da3ffdfc11551f...",
"name": "ap-southeast-1"

}

n

roles": [
{
llidll: |IOI|,
"name": "te_admin"

llidll: |IOI|,
"name": "op_gated_OBS_file_protocol"

"id": "0",
"name": "op_gated_Video_Campus"
}
]I
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"
%
"id": "7116d09f88fa41908676fdd4b039e...",
"name": "IAMUser",
"password_expires_at": ""
}
}
}

FENAMBREZA “IAMUser” , IANMBRZ1E4 “IAMPassword” , FREIkS%3
7 “IAMDomain” , {EFSEBEIAZEMKSHIToken,
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lafzHeader2# ( FEXEIRToken ) :
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
NiRzBody S48 :

{

"token": {
"catalog": [

"endpoints": [

"id": "33e1cbdd86d34e89a63cf8ad16a5f...",
"interface": "public",

|lregionl|: ll*H’

|lregion_idl|: ll*H’

"url": "https://iam.myhuaweicloud.com/v3.0"

}

1

"id": "100a6a3477f1495286579b819d399...",
"name": "iam",

"type": lliamH

"endpoints": [

{

"id": "29319cf2052d4e94bcf438b55d143...",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://bss.sample.domain.com/v1.0"
}
1
"id": "c6db69fabbd549908adcb861c7e47...",
"name": "bssv1",
"type": "bssv1"
}
1,
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"
1
"expires_at": "2020-01-04T09:08:49.965000Z",
"issued_at": "2020-01-03T09:08:49.965000Z",
"methods": [
"password"
1,
"roles": [
{
"id": "0",
"name": "te_admin"

Ilidll: |l0l|,
"name": "secu_admin"

"id": "0",
"name": "te_agency"
}
1,
"user": {

"domain": {

"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"

I
"id": "7116d09f88fa41908676fdd4b039%e...",
"name": "IAMUser",
"password_expires_at": ""
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KZS1B7 400 A
SHTY . 1BHFEbody R 2B T ajsonEix,
{
"error": {
"code": 400,

"title": "Bad Request"
}
}

RSB S 401 B:

AR

o WREBEF=FREHKHEF, EEERFKBAMINAFRZMZEIREToken, A S
IBREIEIR, BELHCNERRTHE, @Y “IicEB” hEe, REEATMNK
SZEB, FHiEpasswordhBNITNZ BRI,

o MREHRILNRWSEFRNENKS, BRERLHKSZFIZEIREToken,
RASRTERRIR. EENBCEIZ—NAMAR, EFizRAPYERIN
PR, SREXIAMF3IFToken,

{
"er‘l:f:)cl;ge{": 401,
e s e PR s wrons
: }
R[EIE
REHE R
201 BUERRLIN
400 SHTY -
401 INEEM
403 RBIRIENR
404 RILFWEN AR
500 MEBAIRSSERIR -
503 RSB
RS
7

ZEOT LR T EEARE /&0 +EIMFARN S R TIAL, EIAMAFRAERTHNE
FRIFTHEE, FEFREIEHMFAIGIERRENAMAFToken, Token@RFMARLEH
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FRIBIRSHE, AEBPNSH . NREEE .. ARIAMUREMM=IRSHIEOR,
B LAMERAREZOIREXNAI Token# 1 7551 o

iz O LAMER £ B XIFAIEndpointFIE b X iFAYENdpointif@E .. IAMBIEndpointi’
S MXAMBRDR.

EOERSH:

IAMA 3B Token

HIHTHEkS REAKSERENIRIKS
H£)9MS3RE Token

HHIEMSIKE Token
B=HRGAFIREToken

TokenB XA A

SREXToken & Il jE)RX

HEAEXRE

e |IAMHPF3%£EToken
TAFREK, BIRIRIERSEUHBIRE Token,

o FIMrHAIkSRENKSERENTIKS
AR S A STIFEEREK S Token, HEERBAEAKSESN: BAKESR
BREARFERANRE ‘LIRS ER “CREKS” ?

o HEHIKSIkEToken
AR SIRE tokeniESMATEE: SIEE—MAMABR, EFZRAPBEIN
IR, {FRCIZEAIAMAER, RENAMAFToken,

o  HEHRIKSIKEToken
TAFREK, BIRRiERSELEIRE Token,

o FE=HEERGZHEFIXREToken

MRERB=FRFEAF, BEEERKBINERIAREZTIEL R Token, EfR
ﬁa‘%ﬁ% Bix. IBRAENZNERNE, BY “TIcER” I8, REEAR
KSEH,

o TokenBXHAIRAB

- TokenfIBXIEAN24/0\EY . BIGHITER, BRIMNZREAA, ERTokenaliEH
{RTokenZE I HIE E92RYATIE], BALEARAPIRYEFETokeniIRR S EUE AP
L, EFFRENToken, AEIWEBTokenBRIE,

- WIRETokenBHHANHITUNTIRIE, HBITokenFRI<303#h -
= HRipR/A=ERIAMBR,
" EBXRIAMBFZER. HaEHA.

" IAMBFPRREETW (WKSKREBXXBORIRS . RIEANUED .
IAMAB PRI ) -
- {FRTokeniAA=BRSSAPIEY, IR[E “The token must be updated” , N
Tokeni3ff, TEEFimEHIREToken,

e FKEXTokenFE ILiazR

SRR 48 (2021-11-15) IS © ERRABIRAT 7
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BRPELEBRER: BHERANBREIIZNESIER. BRAEBIERER
IBRE, SHEESRERE TokenfIKSEERERKS, LAKSAZIIFEE
$REXToken, 1EFEIAMBRFHIEN, (FERIAMABF3REToken,
SBEAPLIBENIR: EAEAPIE, BRIRCHBRESTE.
o IBXIRME
- WIRFEZEFLEVE B Security AdministratoriffRAIToken, 520 : AN{EFKEY
Security Administratorf¥fEAJToken,
- iBidPostman3kEXAF Token~BiES W : AMTiEIdPostmanikEX AR
Token,
URI
POST /v3/auth/tokens
K 5-23 Query 2%
2% =h | sy iR
Wik
nocatalog =S String WMRIEEZSH, REAMBRFIER
E/rcataloglEE . (HOUIEEFEFFEEE
fEFEAtrue, FEZFERER,
BRESH
2R 5-24 153K Header 2§
2H =AWk 25 | ER
St}
Content-Type | 2 String | IZFERASIEN “application/
json;charset=utf8” ,
% 5-25 {53k Body 2%
S8 =E | SR 3%
Wik
auth 2 Object INIEHER..
2 5-26 auth
S8 =h | SR 3%
Wik
identity 2 Object INIESEL,
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2% =E | 5% fiik
WHik
scope = Object TokenB9fERSSEE, BEYE Aprojectdy
domain, —iE—BPA],
588

o MR scopeizEIdomain, ZToken
ERFLERIRS; MEEFscopeiRER
project, iZTokeniEFITFIMBHRARS -

o MNEEEscopeERTIEEIprojectill
domain, &llproject2#J9itE, KENE
IBA%&MRSS I Token,

o WG scopeBES, BHRNEILBERR

$EHIToken, BNFEREEIESTokenf§
BB,

£ 5-27 auth.identity
2%

=h | SR 3%
Wik

methods 2 Array of IR, 1ZFERARAS [ password”,
strings "totp"].

BYESEE:

e password

e totp

Object BRZBIANLEEE.
izl

o usernamefuser.domain.named LIfER
EEHE “HAEL” hEE, BRIER
BiEESN: KRS, IAMAR., i
B. BFRHE. Xig. ZIEHBFRAID,

o IZIEMIRM T BiEN BT LR
f#, AR, SRERFSERER, B
BRI (BBREEZMN, Bk
B2 KSHERRE ) BiEdtiE.

Object totpIANIEER, (NEZEHFEEMFA

giﬁﬂgﬁfiﬁﬂjﬂlﬁ‘éﬂiﬁﬁéﬁiﬁ—%iﬁ%

ali

password

i

totp

£ 5-28 auth.identity.password

2% =E | sHEE fiik
user = Object EEIKETokenfSIAMARFEE
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2K 5-29 auth.identity.password.user

el 28 | 5% ik
Wik
domain = Object IAMAFFTBIKSER . THRIKS5IAM
BFPRNXE.
name = String IAMARF
password = String IAMABPIERENE,
Lz}
o SWMRIEERIHNIERS, BHRIKENToken
eSS
o MREBRE=FRFKHAF, EZERBKD
INERYF RSB ERSIRE Token, RS
}zeT{ﬁﬁ% iR, BEEARNERNE,
B “SicERE” IEE, REEATIKS
B8, HiEpassword FEIAFNZENZ
g,

£ 5-30 auth.identity.password.user.domain

8% 28 | %R fER
wHik
name 2 String IAMAFERBIKS AR, SKEGRIES

W FEKS. IAMBRF. 8. AR
fH. X, EENSZHRMID,

£ 5-31 auth.identity.totp

2% 28 | 5HEE ik
WhisE
user 2 Object IAMBF{EE., ZIAMABFREFEEREFE

P, FEELUEMMFAGNHITEH ‘L
iE, FE/XAERFRIFTEBFEN: £

TE(RIP
2 5-32 auth.identity.totp.user
¥ BE | oHEE 11053
WhiEE
id 2 String EFBEREHIMFAL RIZERFIPEIAM
%PID o
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2% =E | BHEE fR
WhiE
passcode = String EHAMFALGIIERS, FEMFAR FRFERFAHIR
BNENSEIERS, RENA IS0 T
SRENREHAM FASGIIFES
48R
SPMFIERIEBBINIER, BEEIRENTokensk
8

Z 5-33 auth.scope

2% =E | sHEE faig
WA
domain & Object By domainkt, FRIXEXAITokenn]

LMEBRTE£BIRS, £BRSAXDIN
BakXig, 210BSHRSS . WNFE 7 #EIRSS
EEEE, B2ERSGR. domainst
#Fidfname, TiEk—BNAJ, EIOERE
“domain.id” .

Object EX{EAprojectht, FRIRENAITokenmILA
ERFIMB KRS, (XEERITiEE
project FHYEIR, WIECSARSS . WNFET R
IRSB1EFSEE, BESERFAUR.
projectSziFidfIname, —i%—BNHE],

i1y

project

2 5-34 auth.scope.domain

2% =8 | SR R
WA

id S String IAMAFEREIKSID, SKEARIES
0 FIKS. IAMARF. 8. BF
H. Xig. ZHESBFIRFAID,

name e String IAMBFErEIKS &R, KEGiBES
0: HFEKS. IAMAR., IN8. AR
H. Xig. ZFESBFRFAID,
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2k 5-35 auth.scope.project

s 2% |sgxm ftik
R
id % | string IAMBRFFEIKSHREI, REUSE

S0 FIKE. IAMEF. TiH. B
PE. X, ZEN[FRFID,

String IAMFHF'FE SKSHIIMB &R, KEHIC
E20: FKEWKS. IAMARF. IR8.
FHF'QH\ Xi. FFERIZIRFID,

name

iy

iERPI

o fA1: FREIAMBEFEZA “IAMUser” , &3 “IAMPassword” , FRElKS%3
73 “IAMDomain” , {EFSEEAEMKSAIToken, IAMEFRS. Fﬁfmk?%%j
DEREESE “BEIE f&EE, BEGREGEEESR: KEkS. IAMA
FP. mB. AFP4A. K. EHN[FRFID,

POST https://iam.myhuaweicloud.com/v3/auth/tokens

"auth": {
"identity": {
"methods": [
"password",
"totp"
1
"password": {
"user": {
"name": "/AMUser", /\/AMEBR&
"password": "/AMPassword", /\AMB P Z45
"domain": {
"name": "JAMDomain" /\AMBFErEIKS&
}
}
h?
"totp": {
"user": {
"id": "7116d09f88fa41908676fdd4b039%e...", |/|\AMFEFID
"passcode"; "FEEEEE //FEHAMFALGIERS
}
}
L
"scope": {
"domain": {
"name": "/AMDomain" /\AMBFErEIKS3A
}
}
}
}

o ~F2: SKENIAMERFEZA “IAMUser” , 2834 “IAMPassword” , FRBIKSE
73 “IAMDomain” , {EFSEEININE “ap-southeast-1” , BiR[EIRINERN A
A E7Rcatalog{ZEHRIToken, IAMFHF'% Frl@ mk?%_ﬂﬂ_ REEHE “FH
FIE” hEE, BMREGZBESR: KEUKS. IAMARF. IH. BFR4E. X
. EFERZFRFID,

POST https://iam.myhuaweicloud.com/v3/auth/tokens?nocatalog=true

"auth": {
"identity": {
"methods": [
"password",
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"totp"
1,
"password": {
"user": {
"name": "JAMUser", /\AMER#&
"password": "/AMPassword", //IAMAFZHS
"domain": {
"name": "JAMDomain" //IAMBFBREIKSZ
}
}
h?
"totp": {
"user": {
"id": "7116d09f88fa41908676fdd4b039%e...", |/|\AMFEFID
"passcode"; "HEkEEE [/EEHAMFAISIERS
}
}
L
"scope": {
"project": {
"name": "ap-southeast-1" [/RB AR
}
}
}
}
IN)VE=S5't
2k 5-36 [Ihy Header 2§
2% SR ik
X-Subject-Token string &G Token,

% 5-37 9K Body &%

B8H SHEE fiik
token Object IRENEIAYToken(EE .
2 5-38 token
2% S¥RT R
catalog Array of REZERER.
objects
domain Object SREXTokenfIIAMAFERBHIRSEE . ANRIREN
TokenRHiEsK{AscopeS iR E Jsdomain, N
IRENZFES .
expires_at String TokeniIHBRY(E]
iz kil
UTCHYE], #&=0J9 YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEAFORT @& UE0R 1S0-8601, #N:
2023-06-28T08:56:33.710000Z ,
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28 SR A
mfa_authn_at | String MFALSIERTE] o
WiBA
UTCRTE, &= YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEAFORT E#E &0 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
issued_at String Token T~ A&BJ(8]
B
UTCRT1E], &£ YYYY-MM-DDTHH:mm:ss.sssssSZ,
HERFNRTBIEAE LS8R 1S0-8601, UM:
2023-06-28T08:56:33.710000Z ,
methods Array of $KEXTokenBI 5= o
strings
project Object skEXTokenfIIAMEB FFTEIKSHIRBES . 1R
$REX TokenAtiEsk{AFscopeSEIR & Hproject,
MIRERZFES
roles Array of TokenHIR RIS E -
objects
user Object $KREXTokenfIIAMAF{EE .

£ 5-39 token.catalog

2 S fik

endpoints Array of LR TIR o
objects

id String fR$ZID,

name String RSB BFR

type String ZZORERS

2 5-40 token.catalog.endpoints

2¥ SR R
id String Kim=ID,
interface String EOEE, MAEOEZERE TR . B8
73 “pu bllC” FNzEOARFHEO,
region String KinT RAEXE.
region_id String Zin T RFTEXIHID,
url String AKimT =AJURL,
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2 5-41 token.domain

2% SR fHiA
name String KS&AFRo
id String K=ID,
2 5-42 token.project
2% SR ik
domain Object IMBFEKSER.
id String ImBID,
name String IE&AFR,
£ 5-43 token.project.domain
28 SHERE R
id String KSID,
name String KSER.
% 5-44 token.roles
2 SR A
name String BPREZFR
id String NPRID, BRAERA0, JEESLANRID,

£ 5-45 token.user

8% e et ik

name String IAMARF&,

id String IAMARID,

password_exp | String EOHARTE, 7 FRREEAEH.

ires_at 1588
UTCEHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
BEAFORT BR8N & 08 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

domain Object IAMAFERERIKSEE -
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£ 5-46 token.user.domain

2% SR e
name String IAMBFFrEIKS &R
id String IAMRFFTEIKSID

i Rz 77~
RSB 201 B:
eli=zan

o Al 1: FEUAMBRZA “IAMUser” , 188 “IAMPassword” , FilEKS

#&7 “IAMDomain” , {EREEAEMMKSHIToken,
lupzHeader2# ( F#EXEIToken ) :
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
NaRBody 2% :

{

"token": {
"expires_at": "2020-01-04T09:08:49.965000Z",
"mfa_authn_at": "2020-01-03T09:08:49.965000Z",
"methods": [
"password",
"totp"
1

n

catalog": [

"endpoints": [
{
"id": "33e1cbdd86d34e89a63cf8ad16a5f...",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://iam.myhuaweicloud.com/v3.0"
}
1
"id": "100a6a3477f1495286579b819d399...",
"name": "iam",

"type": "iam"
h?
{
"endpoints": [
{
"id": "29319cf2052d4e94bcf438b55d143...",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://bss.sample.domain.com/v1.0"
}
1
"id": "c6db69fabbd549908adcb861c7e47...",
"name": "bssv1",
"type": "bssv1"
}
1
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IJAMDomain"
I
"roles": [

"id": |l0l|,
"name": "te_admin"
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}

}

Ilidll: |l0l|,
"name": "secu_admin"

"id": "0",
"name": "te_agency"
}
1,
"issued_at": "2020-01-03T09:08:49.965000Z",
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"

I

"id": "7116d09f88fa41908676fdd4b039%e...",
"name": "IAMUser",
"password_expires_at": ""

}

o fil 2: SKENAMARPEZ “IAMUser” , Zf3A4 “IAMPassword” , FREIKS
£ “IAMDomain” , {EFSBEIRIRE “ap-southeast-1” , BiREIHINER A
BEAERcataloglEERIToken,

NN Header2# ($KEXEIfYToken ) :
X-Subject-Token:MllatAYJKoZIhveNAQcCollapTCCGqECAQEXDTALB...
IaRzBody % :

{

"token": {

"expires_at": "2020-01-04T09:05:22.701000Z",
"mfa_authn_at": "2020-01-03T09:05:22.701000Z",

"methods": [
"password",
"totp"
1
"catalog": [],
"roles": [
{
"id": "0",
"name": "te_admin"
h?
{
"id": "0",
"name": "op_gated_OBS_file_protocol"
h?
{
"id": "0",
"name": "op_gated_Video_Campus"
}
1
"project": {
"domain": {
"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"
h?
"id": "aa2d97d7e62c4b7da3ffdfc11551f..",
"name": "ap-southeast-1"
L
"issued_at": "2020-01-03T09:05:22.701000Z",
"user": {
"domain": {

"id": "d78cbac186b744899480f25bd022f...",
"name": "IAMDomain"
h?
"id": "7116d09f88fa41908676fdd4b039%e...",
"name": "IAMUser",
"password_expires_at": ""
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}
}
}

RZF575 400 A
ST
{

"error": {
"code": 400,

"title": "Bad Request"
}
}

REBA 401 B
INIESEI .
o WBEEFE=FRFHEF, BEEFERKIPAINBERZMNZEILEToken, Rfis

IRTREEIR, BEEHCHERNME, BT “TICER” I8, RELH=IK
SEE, FHiEpassword P AINKERIZER

o WREBHNELANRIKSEARAENKS, EIEFERLAKSZFIZIEIRENToken,
REBESIRTERER. B8 IECIE—NAMBR, BRZBRPYERN
fR, $XEVIAMFFToken,

i "error": {
"code": 401,
il SUmauthorizedr Lo N
, }
REE
REE ik
201 BUERRYIN
400 ST -
401 TANIERML
403 IRBIRIERIR
404 REKEENAEFR
500 AEBIRSS IR
503 RSAH .
$HI=0S
7
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5.1.3 XENZE4E Token

ThREN A

Z3Z O LA FIRENZEE 5 0token,

plan: AKSHEBIKSEERCHRLRIR, FLAKSEIEZ T ZEHAEBIKS, TAMK
SHEET, BIKSHWETS . BBABIKSHLAETZiZ5REZEEtoken, BIKS{X
BEfEARiZtokenEFIEAKSHIFIERR, TEEEBCIKSTRIRIER. WRBIKSTHE
’%;%EEM%EFE’\J’%}E, NFEZEIRNE CRIAFtoken . #F1EI55%E: EREMKSE
BRI,

tokenZ2 RSN LERAFRVLIESHE, AEBFRISD . URFHES . HERIAMLUIEE
fh=ARSSAIZE IR, AILAMERANZCISRERATtokeni T4

ZEOn LAMEREBXIFAIEndpointFIE B X idtAYENdpointi@E . IAMBIEndpointi’
s WXNRHE TR,

(AR

o tokenAYERHAJ24/N\E, BWGHITERF, BRMEBA.
o {EMTokenmliEf{R TokenE T HAE BIEAIATE], FHLEEABAPIRIEZHTokenidEASEUERAPIK

g8
URI
POST /v3/auth/tokens
2 5-47 Query 2%
2H =R |2y A
nocatalog | & | String MBISE RS, REHBRAER
ERrcataloglFR . HIIFEFFFHEEE
R Atrue, FEZFERENM.
BREH

2K 5-48 {53k Header 23]

2% 28 | s R
WhiE
Content-Type | @ String ZFEERBIEA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String WEITHBIKSHAIIAMBEFtoken, B
iZtokenEHBAgent OperatortlfR .
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% 5-49 153K Body 2%

S =h | s¥En R
Wik
auth 2 Object INIEHER.
2 5-50 auth
2 =h | sfEs iR
Wik
identity = Object INESE,
scope = Object tokenfY(EREE, FEESFEITHAN
projectakdomain, EESEHPF—EIA,
588

o UG scopeiRE Idomain, ZToken
ERTEEHRIRS; NREscopeiRBEH
project, iZTokeniEFTIMBHRARS -

o WNREiGscopeEFHREHprojectil]
domain, &LAproject2#J9itE, KENE!
B % MRSHToken,

o WRIEBEscopeER, BHENEILBHIR
$Bh9Token, BINEIZFEIRS Token(§
el

Z 5-51 auth.identity
2% = | sEEEm R
Wik
methods = Array of tokend93REN G I, 1ZFERHNB N
strings ["assume_role"],
EEEE:
e assume_role
assume_role | 2 Object assume_rolefl9E R EE,
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2K 5-52 auth.identity.assume_role

2%

g5

SHR

fik

domain_id

GBS
[

String

ZIEHFARKSID, “domain_id” 5
“domain_name” ZE/MEE—1, #iX
1% “domain_id” ,

IS ARLISEIRIKS . IAMAF.
mB. AFP4E. XiEg. EERIRTFRFMID
FRENKS1D o

domain_name

1y

String

ZIEHARKSEFR, “domain_id” 5§
“domain_name” Z/MEE—1, #EiX
1%E$E “domain_id” .
ERILEIAMIZHI S RIB RGP EERHE
FARKSEFR

agency_name

ali

String

IS ACIRRNEERIR, KGNSS
W: IRENHKS. IAMAR. Q. AF
H. X, ZFERIRTRAID,

£ 5-53 auth.scope

SH

B A

xEH

SHERR

1)

domain

A
=

Object

BYEAdomainid, FRIKEXAYTokend]
LMERTE£BIRS, £BRSAXDIN
HekXig, QNOBSIRSS . WNFE 7 #EIRSS
EFEE, BEERSGIR. domainsz
#FidFIname, “iE—B0E], EIEEF
“domain_id” .

project

iy

Object

EY{EAprojectht, FRIRENAITokenmILA
EBFIMBHRARSS, XBEIBIOERE
project FRYIEIR, SNECSPRSS . WFE 77
IRSZ1EFCE, BEEREFHNR.
projectsziFidflname, —i%&—EPA],

2 5-54 auth.scope.domain

2¥ =f | sy R
Whisk
id & String ZREHANKSID, KEVSBESH: 3K
BtkE. IAMBF. IE. AFP4A. X
5. ZIERIZFRFID, idFOname, ik
_EDE.]-O
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2H 28 | ¥R )
Wik
name & String FREHANKS S, KEBESH: K
kS . IAMBF. B. AP4E. X
5. EIEZFRFID, idflname, —i%
—HB0a],
Z 5-55 auth.scope.project
2H 28 | ¥R A
id B String FEHFAIMBMID, KBBRIEESN: &K
mtkS. IAMBF. B, AP4E. X
5. EIELFRFID, idflname, —i%
—H0a],
name & String B AIMBRIZIR, REBGBESL:
RENKS . IAMAR. IE. FPE.
X, ZIEHZFRFID, idFdname, —
1E=—BIE]
=P
o HEEIEHB (KSEHIAMDomainB ) FEIIAMAFB ( BFP&IAMUserB, 153k
SLRRYX-Auth-TokenFEREEIESIAMUserBRYFEFtoken, BiztokenEEHH
Agent OperatorffR ) , IREXZIEHA (HKkSEIAMDomainA ) BIEEIES
HIAMAgency, {EFSEEIAZIEHFANINE “ap-southeast-1” , BiR[EIRIIDR{A
IR E7Rcatalog{EEHtoken,
POST https://iam.myhuaweicloud.com/v3/auth/tokens?nocatalog=true
"auth": {
"identity": {
"methods": [
"assume_role"
1
"assume_role": {
"domain_name": "JAMDomainA", //EFEHIAMBRAFFEIKSZER
"agency_name": "IAMAgency"” //ZEE T IAMAPABIZRIEIEZR
%
"scope": {
"project": {
"name": "ap-southeast-1" [/TRE&FR
}
}
}
}
o HHEIEAB (KSZHIAMDomainB ) REJIAMEFB ( BF&IAMUserB, &K

SLAREYX-Auth-TokenZFBREEEFIAMUserBRYFEFtoken, BiZtokenEEEH
Agent Operatorf¥R ) , IREXZIEHA (KSR AIAMDomainA ) BIEEAIEIES

HIAMAgency, {ERSEEIAZIEHAZE M KSAItoken,
POST https://iam.myhuaweicloud.com/v3/auth/tokens

"auth": {
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"identity": {
"methods": [
"assume_role"
1
"assume_role": {
"domain_name": "/AMDomainA", /B R IAMABRARTEIKS ZR
"agency_name": "JAMAgency” //EIE A IAMB P ARIZEIIEIEZIR
}
%
"scope": {
"domain": {
"name": "JAMDomainA" //EZEHIAMBRARRBIKS &R
}
}
}
}
RS EL

& 5-56 I Header £%f

84 ST Rk
X-Subject-Token string & EHItoken,
£ 5-57 Wiy Body 2
8% SHRE fhR
token Object tokenfSR5IZ.
& 5-58 token
2% SHRE R
methods Array of $KEXtokenBIA = o
strings
expires_at String tokenZHAAYE]
%88

UTCRTE], #&=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFNAYEIBME NS ER 1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,

issued_at String token N A&RH8] o

1588

UTCREE], #&ZL79 YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEAFNRT @& TS0 1S0-8601, 4l:
2023-06-28T08:56:33.710000Z ,

assumed_by | Object WEIE A BIIEXERE .

catalog Array of REFERER

objects
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2H SR iR
domain Object ZIEHAPKSER . ANERIKE tokenATiEIK{KH
scopeS#igE/gdomain, WRENZFE
project Object FZIELANIBER . WNRIKEtokenAHiEKAH
scopeSEigE Aproject, MIRENZFER
roles Array of FttokenfIBRIER -
objects
user Object FIREBAFEIENEIENER.

£ 5-59 token.assumed_by

2% SR iR
user Object WEIEHBHRIAMBFRHAFEER.

2 5-60 token.assumed_by.user

ires_at

28 SHERE fEIA

name String WEIEHBRIAMBFRIARE.

id String HEELBHRIAMARFRAERID,

domain Object HEEIEHBIIKSER..

password_exp | String WERIEHBHRIAMAFREIIHIRYE, 7 FR

EREATHA

Ll
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEFFNRY @SS 88 1S0-8601, 0:
2023-06-28T08:56:33.710000Z .,

2K 5-61 token.assumed_by.user.domain

2 SRR R
name String HEIEHBHIKSETR,
id String WEIEHBRINKSID,
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2 5-62 token.catalog
2 S¥R A
endpoints Array of BT,
objects
id String ARS31D,
name String RSB BFR,
type String ZEOMERS
£ 5-63 token.catalog.endpoints
2¥ SR A
id String ZinT=ID,
interface String eSO }EE MEOFEIZEIGET = W, &
73 “public” , FRIZIEOAAFHZEO,
region String KinpRFEXE.
region_id String Kin T RPTEXIEID,
url String KimT mAJURL,
Z 5-64 token.domain
2% SR A
name String FIELANKSEFR,
id String ZIEBARMKSID,
£k 5-65 token.project
e SR fix
name String ZIEHFANIB &R,
id String FHEHFANIRBID,
domain Object FIEBARIKSER.
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£k 5-66 token.project.domain
¥ SRR iR
name String EIEBARIKSZTR,
id String ZIEBARMKSID,
& 5-67 token.roles
2H# SRR A
name String PRBER,
id String BPRID, BIAERI0, IEESEAFRID,
& 5-68 token.user
2 SRR iR
name String EREFAKSE/EIESR
id String F1EID,
domain Object ZREHANKSER.
& 5-69 token.user.domain
SH SRR iR
id String ZIEBARMKSID,
name String ZIEBARIKSZTR,
) aa ]

RSB S 201 B:
CIEERLI

B BEERIEAB (KS&HIAMDomainB ) FREYIAMAEFB ( BF&IAMUserB,
BERLFRIX-Auth-TokenZEREEIES IAMUserBEYF Ftoken, HiztokenFEEBRH
Agent OperatorffR ) , IKEXZEIEHA (KkSEZAIAMDomainA ) EIZNEEE N

IAMAgency, {EFSEEIAZIEH AR MKSHItoken,

2 BIFEERESB (1KS&8IAMDomainB ) FAJIAMAEFB ( HFP&IAMUserB,
Bk PAIX-Auth-TokenZEREEIESIAMUserBEIFFPtoken, HizZtokenFEEERHF
Agent OperatorffR ) , IREXZEIEHA (1KSEZAIAMDomainA ) SIZINEEE N
IAMAgency, {EFSEEIRZIEHFANIRE “ap-southeast-1” , BiREIRIMA{AFIEF

E7RcatalogfEE28Jtoken,
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o A1
NfZHeader=% :
X-Subject-Token:MllatAYJKoZIhveNAQcCollapTCCGqECAQEXDTALB...
iRz BodyS% :
{
"token": {
"expires_at": "2020-01-05T05:05:17.429000Z",
"methods": [
"assume_role"
1

"catalog": [
"endpoints": [

"id": "33e1cbdd86d34e89a63cf8ad16a5f49f",
"interface": "public",
"region": "*",
"region_id": "*",
"url": "https://iam.myhuaweicloud.com/v3.0"
}
1
"id": "100a6a3477f1495286579b819d399e36",
"name": "iam",
"type": "iam"
}
1
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IAMDomainA"
h
"roles": [
{
"id": "0",
"name": "op_gated_eip_ipv6"

"id": "0",
"name": "op_gated_rds_mcs"
}
1
"issued_at": "2020-01-04T05:05:17.429000Z",
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IAMDomainA"
}
"id": "0760a9e2a60026664f1fc0031f9f205e",
"name": "IAMDomainA/IAMAgency"
L
"assumed_by": {
"user": {
"domain": {
"id": "a2cd82a33fb043dc9304bf72a0f38f00",
"name": "[AMDomainB"
b
"id": "0760a0bdee8026601f44c006524b17a9",
"name": "JAMUserB",
"password_expires_at": ""
}
}
}
}

o 2
lafHeader2%4:
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
NaRzBody S48 :
{

"token": {
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"expires_at": "2020-01-05T06:49:28.094000Z",
"methods": [

"assume_role"
1,
"catalog": [],
"roles": [
{
"id": "0",
"name": "op_gated_eip_ipv6"
L
{
"id": 0",
"name": "op_gated_rds_mcs"
}
1,
"project™: {
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IAMDomainA"
I
"id": "aa2d97d7e62c4b7da3ffdfc11551f878",
"name": "ap-southeast-1"
1
"issued_at": "2020-01-04T06:49:28.094000Z",
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IAMDomainA"
I
"id": "0760a9e2a60026664f1fc0031f9f205e",
"name": "IAMDomainA/IAMAgency"
1
"assumed_by": {
"user": {
"domain": {
"id": "a2cd82a33fb043dc9304bf72a0f38f00",
"name": "[AMDomainB"
by
"id": "0760a0bdee8026601f44c006524b17a9",
"name": "IAMUserB",
"password_expires_at": ""
}
}
}
}
KRB 400 A
{
"error": {
"code": 400,
"message": "The request body is invalid",
"title": "Bad Request"
}
}
KZ&RZ 79 401 AY:
IANIESR ML,
{
"error": {
"code": 401,
"message": "The X-Auth-Token is invalid!",
"title": "Unauthorized"
}
}
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RZ&1B7 403 B
IRERAER .

o TJREEME: #HEITHBHAFBRYAtoken ( BDX-Auth-TokeniEERtoken ) FR/b
Agent OperatortfR, BERIINR

{
"error": {
"code": 403,

"title": "Forbidden"

REE
IR[EHE R
201 BRI
400 ST
401 TNIERML
403 IRERIENR
OJRERE: HEIEHBHRAFBAIAFtoken ( BIX-Auth-TokeniESHY
token ) #/DAgent OperatorffR, EFRIIMNR -
404 RLFWEN AR o
500 MEBARSSHRIR -
503 RSAA .
=
7
5.1.4 38 Token HIBEXHE
TheEN R
ZEOT B TFEERREAKSRIAMBFtokenfIBRE, HAMABFPRIEES
tokenfUBEXME . BIERNEERIEAIKSHIAMAF tokenfIEME, FAERISE ik
SHIAMAFtokenfIBR I . IREIRIEAtokenBER, NIR[E[ZtokenhIIEMIEE
ZEOTLER£BEXIEAIEndpointFIE M XIFAIEndpointiAA . IAMAIEndpointis
20 MRMRRTR.
URI

GET /v3/auth/tokens
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2 5-70 Query 2%

2 27 | sy ik
PR
nocatalog | & | String MBLBZSY, RERARERST

E7Rrcatalogs# . HIIEEFRFEEE
fERENtrue, FHEZFEREM.

BERSH
% 5-71 153K Header 2%§
¥ =R | S#EE 11053
WA
Content-Type | & String ZFERNBIESA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String EERKIAKSHIAMAFAItokendy
BRE: B Security Administratori?
PRAYtoken,
IAMAF1RIEE StokenBIBRME: 1%
IAMEIFPaJtoken ( EFR4FHRIR ) »
X-Subject- = String FIGAItoken,
Token
BRI

AG TokenRIB R4 .

GET https://iam.myhuaweicloud.com/v3/auth/tokens
Ve

2 5-72 O Header &%f

2¥ SR fi#id
X-Subject- string EREAItoken,
Token

K 5-73 L7 Body 2%

B8H e il R
token Object SRENEIRItoken(5 2 o
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2K 5-74 token
el S¥RT iR
catalog Array of REFERER.
objects
domain Object wRIatokenBIAMBFFIERIKSEE . ANR3K
EXtokenBiEsk{AHscope=#ig & /gdomain, T
RENZFE
expires_at String tokeniIHAATE
588
UTCHY1E], #&=0)9 YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNAYEIBA& NS HR 1S0-8601, 4N:
2023-06-28T08:56:33.710000Z ,
issued_at String token A& H(E],
1588
UTCAYIE, A&7 YYYY-MM-DDTHH:mm:ss.555555Z ,
HEAFNRYERIE S 68 1S0-8601, UN:
2023-06-28T08:56:33.710000Z,
methods Array of $RERtokenfI5 = o
strings
project Object R tokenlIAMAFEKSRIIBER .. W
FRixEtokenBiER AR scopeSHIRE N
project, MREIZFE
roles Array of tokenfIBRIZE
objects
user Object sxEXtokenfIIAMBFEE.,

£ 5-75 token.catalog

S SHE )
endpoints Array of BimTo e
objects
id String ARSZ3ID,
name String RSB EIR,
type String Z3EOFEIRSS
£ 5-76 token.catalog.endpoints
2H SHE )
id String Zim T =IDo,
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2H SR iR
interface String BEOEE, fREOEZZinm =i, E
A3 “public” , FRZEOALTFEO.

region String Kin o RFEXE.
region_id String LinT RETEXIHID,
url String T MAYURL,

& 5-77 token.domain
2% SR iR
name String KS&FRo
id String HK=ID,

2k 5-78 token.project
84 e e fER
domain Object IMBFEKSER .
id String mBID,
name String IE&AFR.

£ 5-79 token.project.domain
2H SR iR
id String =D,
name String KS&FRo

2k 5-80 token.roles
84 SHRT faR
name String PRBZFR
id String PRID, EMAERF0, JEELANRID,
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£ 5-81 token.user

2% SR fEA

name String IAMEBFR&

id String IAMEBFID,

password_exp | String FIdEARYE, 7 RRERSAIEH,
ires_at =1

UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFNRY @SN S8 1S0-8601, 0:
2023-06-28T08:56:33.710000Z .,

domain Object IAMARFERBRIRSER .

£ 5-82 token.user.domain

8H SRR iR

name String IAMA R FEREIKRS&FR-

id String IAMBFFTEIKSID, KEVANES N RENMK
i IAMARF. InH. AP4E. Xif. N3
RA0ID o

il Sz 73~
R&EL 7 200 AF:
BRI

N Header&#:
X-Subject-Token:MllatAYJKoZlhveNAQcCollapTCCGqECAQEXDTALB...
MRBodyS %
{
"token": {
"expires_at": "2020-01-04T09:08:49.965000Z",
"methods": [
"password"
]

"catalog": [
{
"endpoints": [
{
"id": "33e1cbdd86d34e89a63cf8ad16a5f49f",

"region": "*",
"region_id": "*",
"url": "https://iam.myhuaweicloud.com/v3.0"
}
1,
"id": "100a6a3477f1495286579b819d399e36",

"name": "iam",
"type": "iam"

b
{

"endpoints": [
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"id": "29319cf2052d4e94bcf438b55d143832",
"interface": "public",

"region"; ",

l|region_id|l: "*”,

"url": "https://bss.sample.domain.com/v1.0"

}

1
"id": "c6db69fabbd549908adcb861c7e47ca4",
"name": "bssv1",
"type": "bssv1"
}
1
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IAMDomain"
h
"roles": [
{
"id": "0",
"name": "te_admin"

"id" "O”,

"name": "secu_admin"

"id": "0",
"name": "te_agency"
}
1
"issued_at": "2020-01-03T09:08:49.965000Z",
"user": {
"domain": {
"id": "d78cbac186b744899480f25bd022f468",
"name": "IJAMDomain"
1
"id": "7116d09f88fa41908676fdd4b039e95b",
"name": "IAMUser",
"password_expires_at": ""
}
}
}

RSB F 404 B:
RILEIERAYZR
{

"error": {
"code": 404,
"message": "X-Subject-Token is invalid in the request",
"title": "Not Found"
}
}

U

REHE ik

200 BERAIN

401 AL .

403 SBIRERIR .

404 REEENAIERR o
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REIE 227
500 AERIRSSHEIR
HI=g
¥

5.2 G0 ETE

5.2.1 BEIEEIRENIEAT 525850 securitytoken

iz O] L AT B R IRENIGRT A 2248 (IRATAK/SK ) Flsecuritytoken,

IRATAK/SKFsecuritytoken@ R A INALSIAM B FRYIGEAEESHE, BYEARIE159
HE24/\FEERIRE, SHIERESHIAE. IIGRTAK/SKFlsecuritytoken B &R
B/AMEEN , YRS, IRTAK/SKFIsecuritytoken®ASREIRMER, BERLPEEHRMN

“x-security-token” FE, ERAEFEESE: FEHIGITAK/SKEES

ZiEOLAMER 2B XIFAYENdpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis

POST /v3.0/OS-CREDENTIAL/securitytokens

IRENM A

S0 WRALHRTIR.
URI
IEREH

2K 5-83 153K Header 2%{

2%

E=R
Wi

2 | s

ik

Content-Type | = String

ZFERIES “application/
json;charset=utf8” ,

X-Auth-Token | 2 String

B Agent OperatortXfRAYtoken

K 5-84 153k Body 2#

8% =E | BHEE ik
WA
auth 2 Object INIEHER..

N5k 48 (2021-11-15)
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H—BDINIE

APl &%& 5 API
& 5-85 auth
2% =h | s¥En R
Wik
identity = Object INESE,
2k 5-86 auth.identity
2 =R | s¥Ey iR
Wik
methods = Array of IR, ZFERASH
strings ["assume_role"],
assume_role | 2 Object assume_rolelNEREE,
policy B Object FAFBEENRIBNEE, AFRHIFREX

FIRIERATAIE A FsecuritytokenfgtR
bR )( LR IEFERHIOBSARSSAIHY

BR) -

MBS IS, WigktihiazEsaF
securitytokenf9f R0 : EFEEBHIN
BRFOpolicy S ¥ PRHIRIINPRIZEE .
é?lAM%E%E’\J’f%EﬁWE%, BaE: %

£k 5-87 auth.identity.assume_role

8% =E | BHEE HER
%551

agency_name | 2 String RIEBR, RGBSR IREUK
S. IAMAR. INB. AFPA. XigH.
FHENZFRFID,

domain_id & String FEHFRIKSID, “domain_id” 5
“domain_name” E/MESE—, #iX
1% “domain_id” .

domain_name | & String FIEFHIKSE., “domain_id” 5
“domain_name” E/MESE—, #iX
%3 “domain_id” .

duration_seco | & Integer AK/SK#Osecuritytokenf9E34EHA, AiEE

nds AR, BUESEE: 1594 ~ 24/M\8T ,
ZIAA1540,

session_user | & Object AN AREE .
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2k 5-88 auth.identity.assume_role.session_user

el = | %R E[::)%
whik
name B String B XM EFE .

ARSERRITAN: KES~642

8, REEAMTEE: ANEE.

=StE . AT (- ) BRE
SEFL.

2 5-89 auth.identity.policy

8% 2 | ¥R )
WA
Version 2 String WIRMRAS, GIEZBENKIEET, %F
BEEN “117
BiRe
1.1: ZKBE. IAMERFTIREAI—FhRR EIEY
BIEES, AILUETRZIERIRSINRIE. BIR
PABGE SRS
Statement = Array of BGEL, WMABEMNREINEARRA
objects &, T8,

£ 5-90 auth.identity.policy.Statement

2H

=a
Wi

SHEE

ik

Action

=
=

Array of
strings

IR, ENRENERRMENIR.
RIS E SRS (APISE )
h “BPRFIIEAIR” B9,

48R

o BB RBBRRXEELRIE, fI:
vpc.ports:create,

o RBBAFREMR, flfllecs. evsFlvpc
%, RBE(NHFNE, REEBTE
ERBERNE, BEXZIFERGFS, X
EDTEEEIRN,

Effect

ali

String

EF. Ba™M: 1F (Alow ) FOiELH
(Deny) , BEXBAlowXBDenyfI#E
BEAAY, BIEDenyft5chIRN,

BESEHE:
e Allow
e Deny

N5k 48 (2021-11-15)
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H—BDINIE

APl &% 5 API
2 =2h | sEEm g
Condition S Map<String,M | BREIZE, TREEZSHEHXSEH, B85

ap<String, Arr | &: BCBEBEEMNEE.
ay<string>>> | jxgg

PUERRGIFAICondition 9l : £2{45E
(obs:prefix ) 1 & ( public) FEEF
( StringEquals ) o

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

1

}

}
Resource & Array of iR, MU0
strings AE

o B H “IRSS A region:domainld: &g
BLBRISE  RRARSISERY S,
BRFS &R, W"obs**bucket:*":
FRFTBRIOBSHE.

e regionZEZ s AAEAIregion,
servicelsE{E Hresource@F XTI

service,
V254
% 5-91 UL Body 2%
2% SR R
credential Object INEERER
2 5-92 credential
8% e el ik
expires_at String AK/SK#securitytokenHJiZ BBATIE] . IN/2E00
UTCRYIEIE .
access String SRENAIAK
secret String FRENAISK o
securitytoken | String securitytokenZIEFTIARYAK . SKESEHTINE
ERYFRFE,
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F—BBINILE
AP &% 5 AP

iBERTA

e 1ES"session_user'2#, EIEIEANANTIWAFER, 88FEATMAIE
BRFP&.

POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens
{

"auth": {
"identity": {
"methods": [
"assume_role"
1

)
"assume_role": {
"domain_name": "IAMDomainA",

"duration_seconds": 3600,
"session_user": {
"name": "SessionUserName"
}
}
}
}
}

o EF"policy"s#, BIAFEENKBNEE, ATIRFEREZEIRIIGET 5225850
securitytokenf9tX PR ( HENIEFRHIOBSIRSZHINIR ) » WRIBEESE, W
@Ei}i [a)Z$AF0securitytokenhIt R EHEEBRINIRFIpolicy SHPRFIAIIR R
;8?;;ttps://iam.myhuaweicloud.com/v3.0/OS—CREDENTIAL/securitytokens

"auth": {
"identity": {
"methods": [
"assume_role"
1

"policy": {
"Version": "1.1",
"Statement": [{
"Effect": "allow",
"Action": [
"obs:object:*"
1
"Resource": ["obs:**:object:*"],
"Condition": {
"StringEquals": {
"obs:prefix": ["public"]
}
}
1
L
"assume_role": {
"domain_name": "IAMDomainA",

"duration_seconds": 3600

}
}
}
}

o RIEF"session_user'#policy=%#8,
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens
{

"auth": {
"identity": {
"methods": [
"assume_role"
1
"assume_role": {
"domain_name": "IAMDomainA",
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"agency_name": "lJAMAgency",
"duration_seconds": 3600
}
}
}
}

i Rz 73~/
REBH 201 B:
BUEBRIN

Fitsession_usertEE 57, RX[EIEREERAY. EIEHS Tsession_user, UTE
securitytoken®h & & T FriEERIsession_user{5 8 .

{
"credential": {
"access": "E6DX0TF2ZREQ4Z...",
"expires_at": "2020-01-08T02:56:19.587000Z",
"secret": "w9ePumOqdfac39ErLDOUdjofYkqort6lw....",
"securitytoken": "gQpjbi1ub3J0aCo..."

L

R[EHE R

201 BRI
400 ST

401 TN

403 IR
500 AEBIRSS IR -

p

ZiE O LA F@id token33XEXIGRTAK/SKFsecuritytoken . IIGETAK/SKE
securitytoken@ RAMAZSIAMARPIGENSIESHE, BRHARTE 150 FE24/\088
EEE, SHIGEEZEHHRE . IGATAK/SKFIsecuritytoken BB RER/IMLRN ,

12&[!71«)\1@55@%I:iLEEI’JEndpomtﬂ] L b XikAIEndpointiEH . IAMBYENdpointii
20 WRILIRP S

(EARTREVEIRYIGRATAK/SKFOsecuritytokenfE R EIEHIAI=ARSS, IGATAK/SKED
securitytokenfiE A/REIRIEER, BRLPFERID “x- securlty -token” FEZ, {EMA
LiRFBESE: (EAIGATAK/SKIHES .
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BH—BDINIE

APlI &%

5 API

URI

iBREH

POST /v3.0/OS-CREDENTIAL/securitytokens

3£ 5-93 {53k Header &4

ol 28 | 5% ik
WHIE
Content-Type | @ String 1Z=FERIE “application/
json;charset=utf8” ,
X-Auth-Token | @ String IAM A Ftokenzl BXF S FHFRYtokensZE
fEtoken,
7= 5-94 153K Body &%
2% 2E | 5T ik
WhisE
auth 2 Object INIEHER.
% 5-95 auth
2% 28 | sfEen R
WhIE
identity = Object INESE,
2K 5-96 auth.identity
e 2E | &HEen R
WhiE
methods 2 Array of INIESE, 1ZFERIEA N[ token"],
strings
token & Object BTG Ia)Z5 AFsecuritytokenf9E
HA,
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SH B | sEEE fiiju
policy & Object FAFEENRIBRIER, FATIRHEERE

FRYIIREHAIE 2B 0securitytokenf94R
i3} )( HE{IE AR HIOBSHRSSHIIN

R )

MNMSRES IS, WiskdiniazEA%0
securitytokenf9f R : [RtokenEBRY
W BRFNpolicy S PRBIAINPRIZEL .
é?lAM%HﬁE’J’f&EﬁDEE, BeE:

£ 5-97 auth.identity.policy

2% = | sEEEn A
W
Version 2 String IR AS, CIZEBENEKIET, %=
EBEER “117 .
WiRE
1.1: KB, IAMERFTIREHI—FhRRI EIEN
B98E, AILUEHREIERIRSHNRIE. BIR
URIEREHEE,
Statement = Array of BEROES, EABENREINERRA
objects B

2K 5-98 auth.identity.policy.Statement

2 =R | sy iR
Action = Array of BRIR, ENERHNEREENR. 2
strings BB E S TIRSE ( APIZE )
h “RPRFNIFAUR” B9,
jialilz]
o BILA: IRBZFRZRIEELIRIE, H:
vpc:ports:create,
o RBBAFMEBIR, flfllecs. evsHlvpc
%, BBRNZIFNE ., BREEFNE
EEEXINE, EXITIFERGS, £
EDHILERENIR.
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BH—BDINIE

APl &% 5 API
2% =E | BHEE fik
Effect 2 String EF . BamM: oiF (Allow ) FNiEHE
(Deny) , BEBAllowXHDenyRI#EY
BAAT, EEDenyfLsERIEN
BETE:
o Allow
e Deny
Condition & Map<String,M | BR&EIFM, THRESHXSH, 52
ap<String,Arr | &: FH¥EX.
ay<String>>> | jmgg
LUSERRGIFAIConditionafl: HiIkSE
( DomainName ) &F
DomainNameExampleRd, ZEMASE
Ao
"Condition": {
"StringEquals": {
"g:DomainName": [
"DomainNameExample'
1
}
}
Resource B Array of HiE, ST
strings =13

o A “IRSSA region:domainld: &R
BRRRE  RREETERGSY,
BERFS*RIFAE . 20"obs**bucket:*":
FTRATERIOBSH . IFIAMZIERER
R=MRSS, B EZRIAMBRIRNERS
WHO=BRSS -

e regionZE sk EIAIEHIregion,
servicehEFE HresourcelBFIT /i
service,

e Hrh, RS, region. domainld, &R
AR BFEE. HE. TRI&.
EFER. 2S4E, KER1ES0ME
7F;, BREFIEAN: BfsS. B
%, BHR&. R5IS. KIES. HiES.
RIESUSMIEEZRFER, KER1EF

1200FERF .
2 5-99 auth.identity.token
2% = | ¥R 1
Wk
id & String Bftoken, &EigkHeaderdaAR{EX-Auth-
Token, MIZUELLSE,
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BH—BDINIE

APl &%

5 API
2% =E | BHEE fR
WHik
duration_seco | & Integer IEATiAIa)Z5$AFsecuritytokenfIE K

nds

HA, BHESELIAFD,
BUYESSHE: 15730 ~ 24/N\BF , BUAS

15938,
D)2
7 5-100 @KL Body %1
2H SRR iR
credential Object INIEEERER
Z& 5-101 credential
B8H SHERR U
expires_at String AK/SK#securitytokenf9iZ HBRT (8] . I ZEA
UTCHYIEIE= .
access String FREXRYAK
secret String FREXRYSK.
securitytoken | String securitytoken2fGFrIRAYAK . SKEEEHITINE
ERIZERE,

BRI

o 1EF"token"S#, B&tokenld ( Bltoken ) FlfEAtiAa2$EF0securitytokenfig
HA o

POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens
{

"auth": {
"identity": {
"methods": [
"token"
1
"token": {
"id": "MIIEIgYJKoZlhvc...",

}
}
}
}

o TIEE “token” &% (iEKLHFEEX-Auth-Token )
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens

"auth": {
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"identity": {
"methods": [
"token"
1
}
}
}

—

o IEE “policy” 2¥ ., BNEFPBENRIENGEER, BT IREFKENEIRIGAT5DZE
FlsecuritytokenfIBUR ( Ha{XUERRHIOBSIRSHINIR ) . MNRIEBILLSE,
MRt a2 5BF0securitytoken IR R A . [Rtoken BRI RFpolicy SHRE
AIRNPRAZEE

POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/securitytokens
{

"auth": {
"identity": {
"methods": [
"token"
1
"policy": {
"Version": "1.1",
"Statement": [

"Effect": "Allow",
"Action": [

"obs:object:GetObject"
1

"Resource": [
"OBS:*:*:object:*"
1

"Condition": {
"StringEquals": {
"g:DomainName": [

" DomainNameExample" [, BRIRFISEHE, RIELRERES
1
}
}
}

1
B
"token": {

"duration_seconds": 900
}

}
}

}

N Rz 73~/
RSB F 201 A
BIERKIN .
{

"credential": {
"access": "NZFAT5VNWEIDGZ4PZ...",
"expires_at": "2020-01-08T03:50:07.574000Z",
"secret": "riEoWsy3qO0BvgwfkolLVgCUvzgpjBBcvdg...",
"securitytoken": "gQpjbi1ub3J0aC00jDA4E;j..."
}
}

SRR 48 (2021-11-15) IS © ERRABIRAT 80



H—BDINIE

APl &% 5 API
REHE
REE ik
201 IR
400 ST,
401 INIESE .
403 RBERIESUR .
500 AEBERSZ IR -
e
7
5.2.3 GlEEXxAIRIa%55H
INRENA

ZEOTUBTFERRSAIAMARRIEXAILOZEE, SIAMARSBCREXKA A
=48,

182248 (Access Key ID/Secret Access Key, fEIfRAK/SK) , BEiBEHFATE

(API{ CLI, SDK) ifafeA=MHIBMHEIE, FRTFEFREHE . RFBIIAKGRE]

BIEARPNSR, EBEISKEHITEZIE, EQHDEK%LLEEJL‘M%{ TERAINZEME
SEMIIERESHIERL . TEflatEnaZBrAEER: BHaEA.

1%;:EITLJJ§H§@%I:HEI’JEndpomt%I] L b XikAIENdpointiEH . IAMBJENdpointiE
S0 WXMREDS.

URI
POST /v3.0/OS-CREDENTIAL/credentials
1BRBH
K 5-102 i53K Header 2
8% BN 8% | R
i)
Content-Type | 2 String | IZFEIE/ “application/
json;charset=utf8”
X-Auth-Token | 2 String | EEERAIAMARFSIE KA IHDZEH

S BN, IAMBRFLA EE’.@ULKRLH
B4R KA Fuser idpFIIRZIIAME
FH9token ( TLEAFFHRINR ) -
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BH—BDIAIE

APl &% 5 API
% 5-103 i53K Body S
B8H =h | sFey A
WA
credential 2 Object INIHER .
& 5-104 credential
2% = | ¥R 1
WA
user_id 2 String FelEipIE=EA (AK/SK) RIIAMAR
ID, JRENAIBESN: KEKS . IAM
BF. E. AP4A. K. i3
FRFAID,
description & String HIEEEEA SR
) E=2:5
3 5-105 WKL Body &%
84 SHER R
credential Object INEERER
& 5-106 credential
¥ SRR iR
create_time String B IEIa)ZSEAYIE]
iRE
UTCESE, &P YYYY-MM-DDTHH:mm:ss.ssssssZ ,
BEAFORT A28 208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
access String BUEEAYAK,
secret String BUFEERISK,
status String BRI
EUESEHE:
e active: S
e inactive: =/
user_id String IAMBERID,
description String ILEERERAER

MAHRARANS 48 (2021-11-15)

WRINERE © HERRAREBIRAT

82



https://www.iso.org/iso-8601-date-and-time-format.html

F—BRINE
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=GNl
BIAMBR KA iBa12%8 ( BFIDA: 07609fb9358010e21f7bc003751¢7¢32 )
POST https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials

"credential": {
"description": "lAMDescription",
"user_id": "07609fb9358010e21f7bc003751c7c32"
}
}

I Rz73~451
RE&TS 201 B:
BUERRIN
{

"credential": {
"access": "P83EVBZJMXCYTMUIL...",
"create_time™: "2020-01-08T06:25:19.014028Z",
"user_id": "07609fb9358010e21f7bc003751...",
"description": "IAMDescription",
"secret": "TTgAHPbhWorg90zx8DvOMUyzYnOKDppxzHt...",
"status": "active"

}
}
K7&1879 400 B
SHTY. (BEZPEHECEAT LR, )
{
"error": {
"message": "akSkNumExceed",
"code": 400,
"title": "Bad Request"
}
}
REE
REE ik
201 BUERRLIN
400 SHTH. (SEEHAHECIAT LR, )
401 TNIESM
403 ILERIENR
500 AEBIRSS tEI= -
e
7
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5.2.4 EHREXALIEEH
INEENE

ZEOUJATEEREEAMARRFREXRAREER, AMBFRESECRIRE
KABIDER

ZiEOLAMERA 2B XIFAYENdpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXHLRIEDSR.

URI
GET /v3.0/OS-CREDENTIAL/credentials
K 5-107 Query #
2H 28 | ¥R A
Whik
user_id = String FEIEIAMABRID,
IBREH
K 5-108 53K Header 2#
B8H = WI% 8% | ik
i)
Content-Type | 2 String | IZFEIE/ “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMAF&EIBE CRIFTE XA LI
iZIAMFFRItoken ( TTEASHBUR )
EERERIAMBFRIFIGXAEEE
B 1B ENIR.
V24
% 5-109 I Body 2%
2% SHE it
credentials Array of INEERERYIE.
objects
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F—EAINIE
AP &%

5 API

£ 5-110 credentials

2% SHE

ik

user_id String

IAMAFRID,

access String

HIFAYAK,

status String

HEERIRE
EUESEHE:

e active: BSH
e inactive: 1=/

create_time String

0 EABIEERYE] o

WA
UTCEHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HERFORT [E#& &0 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

description String

IHREZREIAMER

iERBI

o |IAMAFEAECHMEXALIEEA.
GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials

o EFEEIAFEAMBFRHEXAILDER, (FEANEFIDA:
07609fb9358010e21f7bc003751c... )

GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials?
user_id=07609fb9358010e21f7bc0037....

N Rz
$R7EH 200 B
(=R NZAYS
{

"credentials": [

{

"user_id": "07609fb9358010e21f7bc0037...",

"description™: "",
"status": "active"

"user_id": "07609fb9358010e21f7bc003751...",

"description™: "",
"status": "active"
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BH—BDINIE

APl & 5 API
IREHE

REE ik

200 IERN AV

400 ST

401 TAIERML

403 IREERENIR .

404 REKEENAER

500 REBARSSHEIR

HELE]
%

IhEENa
ZEO L BTFEERERIAMBFRIEEXKABEER, HAMABFRETECIYERE
KAVBIEER
ZEOLERE£BXIFAIEndpointFIE B XIFZAIEndpointiEFE . IAMBJEndpointis
20 WXHLIET R,
URI
GET /v3.0/OS-CREDENTIAL/credentials/{access_key}
= 5-111 IRESH
2% =8 | SR 3%
Wi
access_key = String FEIHHVEEAK,
IBREH
2 5-112 153K Header 2H
2% =E W%k 2% |k
E5ix)
Content-Type | @ String | iZ=FERIED “application/
json;charset=utf8” ,
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BH—BDINIE

APl &% 5 API
28 BBk 2% | Hk
it
X-Auth-Token | 2 String | BEEREEIAMBFIEEXRAIFEE
. B ENmR,
IAMAR&EEBCIEEXABIDER:
URLHaccess_keyFr/EIAMPFHtoken
( THIFHBUR ) -
il fiz &8
7= 5-113 IR Body &%§
2 SR R
credential Object INEERER.
2K 5-114 credential
2¥- SR R
user_id String IAMFFID,
access String HiFHIAK,
status String HIAZEIRES
BESEE:
e active: B
e inactive: =/
create_time String D ESABIERAYE] o
izl
UTCRTE], &=L YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT B2 08 1S0-8601, 4M:
2023-06-28T08:56:33.710000Z ,
last_use_time | String BIaZEARYERAE, WMRFHESEERE, U
R[22 8RB AT E] .
izl
UTCRTE], &= YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFNASE#E 2 ] 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
description String HEEEEAER.
BRI

IAMBFEiIE CAHEEXANIER .

NSk 48 (2021-11-15)
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F—EBINE
AP &%

5 API

GET https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}

N Rz 7~

RZEIBF 200 A
TEKBE o

{

"credential": {

"access": "LOSZM4YRVLKOY9ES...",
"create_time": "2020-01-08T06:26:08.123059Z",
"user_id": "07609fb9358010e21f7bc003751...",
"description™: "",

"status": "active"

}
}
IREHE
REE ik
200 BRI
400 ST .
401 TANIERML
403 IRBIRIERIR
404 REKEENAER
500 MEBIRSS IR
$HI=6
7

1
N
(o))
W
&
(&S
iy
it
>
o)
uig
gj
B
I

ZEOULATEERENAMAREEXARENER, HAMBARENXECRIEE
IKAIBIBEHR o

ZE O LAMEREBXIFAIEndpointFIE B X itHYEndpointi@AE .. IAMBIEndpointi’
S XMABRT .

URI

PUT /v3.0/OS-CREDENTIAL/credentials/{access_key}

SR 48 (2021-11-15) WRIERE © HERRARBIRAT

88



https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/intl/zh-cn/endpoint

F—EBINE
AP &% 5 AP

% 5-115 BEZSH

2 =E | 5% ik
WA
access_key = String FIEKHIEEAK,

IERSH

2 5-116 153K Header 2%

¥ ERWiE ¥ | Ek
St

Content-Type | @ String | iZ=FERIES ¢ application/
json;charset=utf8” ”

X-Auth-Token | 2 String MIE,JF&AM%PH’HEER%E@%
8 B2 R,
IAMFHFW'%EQE CHYEE KA IBIEIER:
URLAPaccess_keyFrXdizZIAMFFRY
token ( TFRAFHAUR ) -

% 5-117 153K Body &#!

2% =8 | %R HR
Wik
credential = Object INIEHEE..

£ 5-118 credential

2% = | %R HR
Wik
status B String BIEZEIRES .
BEEE:
e active: B
e inactive: =/
description & String HIOZAEIAMEE .
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F—EBINE
AP &%

5 API

MR SEL

£ 5-119 g Body 2%

8% SHEE ik
credential Object INIEER
2R 5-120 credential
8% SHE iR
user_id String IAMBEFRID,
access String BRIAK
status String HIAZERES
EVESCH:
e active: ZH
e inactive: =
create_time String DA BIERRYE) o
1588
UTCEHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
BEATORTER8 U208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
description String IHREREIAER.

iERBl

IAMA g B SHEEXABDERRES “FER” -

PUT https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}

"credential": {
"status": "inactive",

"description": "IAMDescription"

}
}

i Rz 73~/
RSB 200 A:
BRI -

"credential": {
"status": "inactive",

"access": "LOSZM4YRVLKOYO...",

"create_time": "2020-01-08T06:26:08.123059Z",
"user_id": "07609fb9358010e21f7bc00375..."

}
}
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BH—BDINIE

APl & > API
IREHE
REE A
200 BRI
400 SHIH.
401 TAIERML
403 IRBIRIEIR
404 RLFEN AR -
500 AEBIRSS IR
E=D
7

URI

ZEOTLU AT EERNRAMBRREEXARRER, AMBAFRRE CRISE
IKAIBIBEH o

1%;:I:I_JU\1§FH£%IZiZEEI’JEndpomt%I] Lt X1AYEndpointiEA . IAMAJEndpointid
s MXNRIHETR.

(1] A8
MIBRRIETIEIRE , NRIEWSSELEM, BERANEER—RLL ERERE, #THREE,

DELETE /v3.0/OS-CREDENTIAL/credentials/{access_key}

+5-121 BRREH
28

B | SHEH 175

"

(& H

FHIRAYIEEAK,

]
2
=
@

access_key
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BH—BDINIE

APl & > API
BRSH
2 5-122 i53K Header 2
2% =AY | s R
ik
Content-Type | 2 String iZ=FERIEA “application/
json;charset=utf8” ” ,
X-Auth-Token | 2 String EERMFRIAMAFRYEEX AL
5. B ENIR,
IAMA IR B SaMEEX AT
URLHraccess_keyFrXIRzZIAMAIFRY
token ( TBAFHAIR ) -
IR S5
7
=Rl
MBRIEEX AIBIEZEA
DELETE https://iam.myhuaweicloud.com/v3.0/OS-CREDENTIAL/credentials/{access_key}
il iz 73~ 451
7
REHE
IR[EHE 0%
204 illEIa A
400 SHFE
401 NIEEY
403 REERIENR
404 RIEERAYERIE
500 AEPIRSHBIR -
iR
7

MAHRARANS 48 (2021-11-15)
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F—EBINE
AP &%

5 API

5.3 X1 EE
3.1 ERXESIE

INgeEN4A
ZEO U BTFEaKSTLALERNXESIZE.
12};&]_]1«1@%@%I:iZEEI’JEndeInt*I] L {thXikAYENdpointiEH . IAMBJEndpointis
S0 WXARETDR
URI
GET /v3/regions
IBRSH
2 5-123 {53K Header ¥
2H 2RIk 8% | R
il
Content-Type | @ String | IZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | & String | IAMEAPHItoken ( TTEAFHAIR ) - a0
%tokenﬁhlxﬁﬂxﬁreglomn L, &S
FERAIR[EIFABregion,
=S
7= 5-124 IR Body &%§
¥ SRR iR
links Object REIEHEZER
regions Array of XigE5251% .
objects
2 5-125 links
2% SHRE R
self String AD LIS E=I RN 1|
previous String BI— B RIR AL
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H—BDINIE

APl &% 5 API
2H SR iR
next String [E— SRR R pE bt .
& 5-126 regions
2H SHEE iR
description String XiFHIAMES
parent_region | String null.
_id
links Object XA R R ER
locales Object Xi% o
id String Xi%ID,
type String Xigze8!,
2 5-127 regions.links
2H SR iR
self String BRRSEEHLE
2K 5-128 regions.locales
2H SHER iR
zh-cn String XiFAIPZEZTR
en-us String XIFAYTESLZFR
pt-br String XiFEEFERTR.
es-us String XA E I FESRR.
es-es String XiAIFRIE B = FR
=GNl
BiIXIFIIE.
GET https://iam.myhuaweicloud.com/v3/regions
i Rz 73~51)
JRZS65J9 200 A
XH4hRA 48 (2021-11-15) WRIXERE © LR ARBIRAT) 94




BH—BDINIE

APl &% 5 API
BRI
{
"regions": [
{
"parent_region_id": null,
"description™: "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/regions/ap-southeast-1"
L
"type": "public",
"id": "ap-southeast-1",
"locales": {
"zh-cn™: " “FRE-FE” ",
"en-us": "ap-southeast-1"
}
b
{
"parent_region_id": null,
"description™: "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/regions/la-south-2"
h
"type": "public",
"id": "la-south-2",
"locales": {
"pt-br": "AL-Santiago",
"zh-cn': "HiSE- RIS,
"en-us": "LA-Santiago",
"es-us": "AL-Santiago de Chile1",
"es-es": "LA-Santiago"
}
}
1
"links": {
"self": "https://iam.myhuaweicloud.com/v3/regions",
"previous": null,
"next": null
}
}
\
R[EE
RENE iR
200 BRI
400 ST
401 TAIERYL
403 IRBEREINR .
404 RIEKEERAER
405 RARFRTEE
413 BERAI K,
500 REBARSS IR
503 RSZATIR.
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H—BDINIE

API 2% 5 API
Hi=fg
7
5.3.2 EXIIFE
ThEE TR

ZEORLUBATFEEIXKEFR.

ZEOTLUERE R XIFAIEndpointFIE tXIEERIENdpointiEE . IAMBJENdpointid
S MRMBRDR.

URI
GET /v3/regions/{region_id}
= 5-129 KRB
2% = ST ik
WA
region_id = String FEHNXEID, JLFREIAXIES]
FREOEREY, EHIaRINAEESI:
REXXIFID
BRESH
# 5-130 153K Header 2#
2% ra) 2y ¥ | Er
il
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMFAFtoken (TCEAFHAUR) o
RS2
& 5-131 Kz Body %
2% SR RR
region Object XiFHEE .
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BH—BDINIE

APl &% 5 API
2K 5-132 region
8% SR A
description String XigHIRMEE
parent_region | String null.
_id
links Object XiFHREEHEES. .
locales Object X .
id String X1gID,
type String Xig2E8,
2R 5-133 region.links
2% SR fik
self String RIRSEREbL
2k 5-134 region.locales
2% SR fiA
zh-cn String XIFAIPIEZTR
en-us String XIS EZFR
pt-br String XiGHEEFIERTR.
es-us String XERIEERRFIERTR.
es-es String XA SRR
(=R GNl
EFEXIYERE.
GET https://iam.myhuaweicloud.com/v3/regions/{region_id}
N Rz 7351
WRZERJ9 200 B:
=R
{
" escrption’: ™
"links": {
"self": "https://iam.myhuaweicloud.com/v3/regions/la-south-2"
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F—EBINE
APl &% 5 AP

h
"type": "publiC”,
"id": "la-south-2",
"locales": {

"zh-cn": "HIE-FHITE",
"en-us": "LA-Santiago",

"es-us": "AL-Santiago de Chile1",
"es-es": "LA-Santiago"

}
}
}
RENE
ER[EHE R
200 BRI
400 ST
401 TANIESETY o
403 IRBERIEINR
404 RLEIENAVER o
405 RARVFRITGIE
413 BRIAFIT K
500 AEBIRSS =
503 ARSZAETA
IS
7

54 INHETE
5.4.1 EEIEESEFTRIMBSIZE

TheeNn4a
ZEOT LR TFEAEERE THIRBSIE.
iz O] LAMERAEBXIFAIEndpointFIE B X atHYEndpointi@ A .. IAMBJEndpointi&
S WXMBHT.

URI

GET /v3/projects
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H—BDINIE

APl &%& 5 API
2K 5-135 Query 2
2% = | %R R
Wik

domain_id B String IMBEWRSID, KENAESN: 3K
kS . IAMBF. IB. AFP4E. X
. EFEHBFRFID,

enabled “® Boolean mMBEAaEHA.

is_domain = Boolean ZFELTEES,

name & String IMB&R, REAGNIES I IREUK
S. IAMARF. InB. AFPA. Xi.
FFERIZFRFOID,

page & Integer S REGNEIENTRE, S8EsIR
1. EESper_pageEIH1FE

parent_id B String MREGECLIENINE, NIttabriE
HEFEXIFZAIIEID
MRETHRRFZANEIE, Wap-
southeast-1, MIttAARIEAMKSID,
SRENINE IDFOMKSID, 550 : IREK
%\ IAMmFI\ IﬁE\ mpéﬂ\ Eﬁ\
FFERIZFRFOID,

per_page & Integer S REGNEBRNEIEN#, BUETE
73[1,5000] . FTESpageFRIFE.

IBREH

2 5-136 153K Header &%

2% 2R WI%E 2% | AR
St
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1HE$HE, EFBFPHSEMD. SIREE
=W
tokenPT AN PRIE S AR »

N5k 48 (2021-11-15)
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BH—BDINIE

APl &% 5 API
) E=S
2 5-137 gi; Body 2%
2¥ e el ik
links Object RREIHZER
projects Array of mMEEBRYIE,
objects
< 5-138 links
2% SR fHiA
self String RIRSEEBAL
previous String Bl — P RIR AL
next String [E— PR IR L .
% 5-139 projects
2% SR ik
is_domain Boolean false.
description String IMBmAER.
links Object MBS REE.
enabled Boolean MBS,
id String ImBID,
parent_id String MREGECLENINE, NitAhREFrEX
RYIREID,
MRTENERRARNEE, Nap-
southeast-1, MILLEMREIKSID,
domain_id String IMEMEKSID,
name String IRB&#R, fNap-southeast-1. MOSE, Hrh
MOSHOBSHEIRR .

2 5-140 projects.links

¥ SR iR
self String AN S EINEN |
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BH—BDIAIE

APl &% 5 API
2H SR iR
previous String B — PR IR
next String [E— B RR L
\i\ —
=Rl
BiOEEEH THBYIE.
GET https://iam.myhuaweicloud.com/v3/projects
I piz =451
K7Z58879 200 AY:
15RKAI0 o
{
"projects": [
"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd022...",
"name": "ap-southeast-1",
"description™: "",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/projects/06f1c15e6f0010672f86c003006c5f17"
|d "06f1c15e6f0010672f86c00300...",
"enabled": true
b
{
"domain_id": "d78cbac186b744899480f25bd...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd0...",
"name": "",
"description™: "",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/projects/065a7c66da0010992ff7c0031e5a..."
L
"id": "065a7c66da0010992ff7c0031e5a...",
"enabled": true
}
1
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/projects"
}
}
\
IR[EHE
IR[EHE A
200 BRI
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BH—BDINIE

APl &% 5 API
IREHE ik
400 SHIH
401 INIEEML
403 IRBEREINR .
404 FRILEIBRAYERR o
500 AEBARSSHEIR -
503 RSB AA .
=0
7

5.4.2 EiffEE IAM RFRYIRBSI=E

INEEN4A
ZEOTUBTFERRERIEEIAMBRINIEYIZE, SIAMAREEECSHIBS!
o
ZiEO LAMERA 2B XIFAYENdpointF lE M X IFAYENdpointiEFE . IAMBYENndpointis
2l MXMLETR.

URI
GET /v3/users/{user_id}/projects
%* 5-141 BI2SH
2H |2E | 5% |k
user_i | 2 | Strin | FEANIAMARID, KEARBESR: FEKS. IAMA
d g F. IRH. AFRH. Xi%. EEHNS[HRMID,

BRESH

2K 5-142 153K Header 2%

2% EEWE | Bk | B

B
Content- | 2 String ZFEERBIEA “application/
Type json;charset=utf8” ,

N5k 48 (2021-11-15)
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BH—BDIAIE

APl &% 5 API
2% BEWIE | BHE |k
g!
X-Auth- | 2 String | IAEISRE, FEEFSMH . RIREEE.
Token HERSIISEIAMARNRESI%: H2 g
AR
IAMERP&EIIESIB%Z: URLHuser_idfrxy
RIIAMBF#Itoken ( TTH4FFHINR ) »
V254
7 5-143 Kz Body %
8% SR ik
links Object RIREZER
projects Array of ImEERIIZE.
objects
& 5-144 links
2% S¥RE R
self String RIRSEREbL
previous String BI— PR IRzl .
next String [E— B RIR AL

£ 5-145 projects

2 SRR iR

is_domain Boolean false.

description String mBEAEE.

links Object IMBERYREYEE

enabled Boolean ImEZ2E9HHA,

id String InHID,

parent_id String WMREWBESCIERIIRE, NIAMREIRTEXE
AIIREID,
MREBERIRRAZNERR, ap-
southeast-1, MIEANREIKSID,

NH5hRA 48 (2021-11-15)
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H—BDINIE

APl &% 5 API
2 SRR iR
domain_id String IMBArEKSID,
name String B &R,

2 5-146 projects.links

2% SR fiA

self String RIRSEREL

previous String BI— SRR R B L
next String [E—4Bi R R AL .

ISRl
BHEEIAMAFRIRESIR.

GET https://iam.myhuaweicloud.com/v3/users/{user_id}/projects

N Sz 73~
R7&HL7 200 AF:
BRI

"projects": [

"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd0...",
"name": "ap-southeast-1",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/projects/06f1cd8ea9800ff02f26c003d93..."

|d "06f1cd8ea9800ff02f26c003d93...",
"enabled": true

"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd0...",
"name": "MOS",
"description": "",
"links": {

"next": null,

"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/projects/babf0605d15b4f9fbcacc6a8ee0f8d84"
I
"id": "babf0605d15b4f9fbcacc6a8ee0f8d84",
"enabled": true
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F—EBINE
AP &% 5 AP

"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/7116d09f88fa41908676fdd4b039e95b/projects"

}

}
REHE

R[EE )%

200 BRI

400 ST

401 INIEE

403 RBERIESUR .

404 REEERNATEE

405 ARFRAE.

413 BEXRIEEK,

500 EY S

503 BRSBAATH,
==

7
5.4.3 &if IAM P LAGIERTRBE SR
IHREN4R

ZEOT L BRFESIAMABRELOGIERNIRESIE .

ZEOTLMEREBEXIFAYEndpointFIE B X igtAYEndpointi@ A . IAMAJEndpointid

20 WMXIRiETHR.
URI

GET /v3/auth/projects
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BH—BDIAIE

APl &%& 5 API
BRSH
3 5-147 53K Header
28 AUk ¥ | R
E- Sl
Content-Type | @ String | IZ=FERIEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMEBFHItoken ( TFE4FHBUR ) -
D)VES54
2% 5-148 UL Body &%
28 SHERE R
links Object RIFEEER
projects Array of mBEEYE.
objects
K 5-149 links
e BHE fHiA
self String RIRSERZRAL
# 5-150 projects
28 SHERE R
is_domain Boolean false.
description String IMEmAEE.,
links Object IMENRREEE.
enabled Boolean ImB2&9HH,
id String ImgID,
parent_id String MREGESLIENINE, NitkahREFFEX
RIIREID,
MEEHNERRARNEINE, ap-
southeast-1, MIEAMR[EIIKSID,
domain_id String IMBFTEMSID,

MAHRARANS 48 (2021-11-15)

WRINERE © HERRAREBIRAT

106




H—BDINIE

APlI &%

5 API

BRI

N Rz 7~

SHRE g

name String B &R,

Z 5-151 projects.links

2%

SHE R

self

String RIRREEbIL

FWIAMARFTLUBIERIIESIE .

GET https://iam.myhuaweicloud.com/v3/auth/projects

RZ&1B7 200 A
TEKBE o

"projects": [

}
1

"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd022...",
"name": "af-south-1",
"description™: "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/projects/06f1cbbaf280106b2f14c00313a9d065"
}

'Id "06f1cbbaf280106b2f14c00313a9...",
"enabled": true

"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "d78cbac186b744899480f25bd022...",
"name": "",
"description™: "",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/projects/065a7c66da0010992ff7c0031e5a5e7d"
}

"id": "065a7c¢66da0010992ff7c0031e5a5e7d",
"enabled": true

"'links": {

"self": "https://iam.myhuaweicloud.com/v3/auth/projects"

}
}
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H—BDINIE

AP| &% 5 AP
R[EHE
R[EE )%
200 =4 an
400 SHFE
401 INIEEL
403 RERIESUR .
404 RIEERAYEIE
405 RrRBsiE.
413 BRI K,
500 EY
503 RSZAAIR .
Zj e
7
5.4.4 GIEINH
IhEENA
ZEOTUBTFEERCIZERE.
ZEOLEREBXIGAIEndpointFIE B XIFHAIEndpointiEFE . IAMBJEndpointis
21 XL DS.
URI
POST /v3/projects
BkSH

2 5-152 153K Header 2#{

2 2RIk S | R
- Sid]

Content-Type | @ String | IZ=FERABIES “application/
json;charset=utf8” ,

X-Auth-Token | 2 String | 1HE$kE, EFEBFPHEMD. BIREE
=
tokenfFT BN PRIES ISR
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BH—BDIAIE

APl &% 5 API
7= 5-153 iE3K Body &%
2% =8 | SR 3%
Wi
project = Object mBER.
2 5-154 project
8% =E | BHEE R
WA
name = String IMBE &R, WRLAFERY"XEID_"FF
%L, KENFET64, HlanXisg “E-
&HFi&” MDA “ap-southeast-17
FEHTCRINB, MEZRMIE “ap-
southeast-1_IAMProject”
parent_id = String XIFXIAIINEID, FlinXis “ PE-&
B X MAIIEID A :
04dd42abe48026ad2fa3c01ad7fa.....,
KREVSINESN: FREUKS .. IAMA
F. IRH. AFRAE. XiF. BN
0D,
domain_id & String InBFEK=ID,
description B String IMBERER, KENFEF255FF,
VRS
% 5-155 KL Body &1
BH SR iR
project Object mBfER.
2 5-156 project
e SHRT RhR
is_domain Boolean false
description String IMEmAMEE.
links Object IMBREREEHE .
enabled Boolean IGI=PEENE ==
id String InHID,
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BH—BDINIE

APl &%& 5 API
2 SRR iR
parent_id String XIiFITRAYIRBID, HlanXis “hE-FE" Xig

SIRAYIRB DA :
04dd42abe48026ad2fa3c01ad7fa.....o

domain_id String IMEmMEKSID,
name String B &R,

2 5-157 project.links

84 e e faR
self String AR LIS eI RN |

5K

BlEE—NE5 “ap-southeast-1_IAMProject” BEHE-FENIE, INBAEKSID
s2d78cbac186b744899480f25bdO0...

POST https://iam.myhuaweicloud.com/v3/projects

"project": {
"name": "ap-southeast-1_IAMProject",
"parent_id": "aa2d97d7e62c4b7da3ffdfc11551f878",
"domain_id": "d78cbac186b744899480f25bd0...",
"description": "IAMDescription"
}
}

i Mz 73~ 51
RZSF8J9 201 B
BIERKIN .

{
"project": {
"is_domain": false,
"description": "IAMDescription",
"links": {

h
"enabled": true,

"id": "07707ab14980265e2f5fc003a021bbc3",
"parent_id": "aa2d97d7e62c4b7da3ffdfc11551f878",
"domain_id": "d78cbac186b744899480f25bd02...",
"name": "ap-southeast-1_IAMProject"
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BH—BDINIE

APl &% 5 API
IR[EE
RENE g
201 BUZRKIN .
400 ST
401 NI S
403 REERENR
409 BRI,
St
.
5.4.5 EIRBEER
IeeEN4A
ZEOY U BTFEERIEXNRBER..
1%;&]_]1«1@}5@%%IZiIEI’JEndpomt%I] { fth Xt A9EndpointiEFE . IAMBYEndpointis
2. WRILIRT=
URI
PATCH /v3/projects/{project_id}
£ 5-158 IR1ZS#
84 = SRR Rk
project_id 2 String FIEXINBID, KEARIBESN: 3K
kS, IAMBF. MB. ARAE. X
8. FERIBRRAID,
IBRESH

Z 5-159 153Kk Header 2%{

2% =AUk ¥ | Er
il
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8”
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BH—BDINIE

AP| &% 5 API
2H BEWI%E 2% | A
i)
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
B,
tokenFT B IRIES ISR .
% 5-160 i5E3k Body &%
2% =8 | 5HEE A
WhiE
project = Object FEEHIMBER.
Z 5-161 project
2H 28 | ¥R R
Whik
name B String IMBE &R, YRLAFERY" XD _"FF
3L, KENFET64, MEMBXIEAR
BEZ, BNEIB&A “ap-
southeast-1_IAMProject” B, $FIRBEF
DgELL “ap-southeast-1_" FFL,
“name” 5"description"&/MEE—
PAN
o
description S String B, KENFEF255FF,
“name” 5"description"&/MEE—
PAN
o
D)VES54
& 5-162 iz Body %
el SR R
project Object ImE{ER.
£ 5-163 project
2% SHRE fEiR
is_domain Boolean false
description String IMBmAER.

MAHRARANS 48 (2021-11-15)
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BH—BDINIE

APl &% 5 API
2% SR fEA
extra Object IMBNEMEE.
links Object IMBERYR RS,
enabled Boolean MBRAHTHA.
id String InHID,
parent_id String XIFXIRAIIREID, FliIXis “HE-FE" Xik
XIAYIRE DA
04dd42abe48026ad2fa3c01ad7fa
domain_id String IMEMREWKSID,
name String B &R,
2 5-164 project.links
2% SR fHA
self String AN S EINEN |
iERpI

il iz 73~ 451

(BXINBIZTRA “ap-southeast-1_IAMNewProject” , #

“IAMDescription” ,

PATCH https://iam.myhuaweicloud.com/v3/projects/{project_id}

"project": {

"name": "ap-southeast-1_IAMNewProject",

"description": "IAMDescription"

}
}

RE&EJ 200 AY:
BRI

{
"project": {

"is_domain": false,

"description": "IAMDescription",

"links": {

b
"extra": {},
"enabled": true,

"id": "07707ab14980265e2f5fc003a021bbc3",
"parent_id": "aa2d97d7e62c4b7da3ffdfc11551f878",
"domain_id": "d78cbac186b744899480f25bd...",
"name": "ap-southeast-1_IAMNewProject"
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BH—BDINIE

APl &% 5 API
IR[EE
REE )
200 BREIN.
400 ST .
401 NI S
403 REERENR
409 BRI,
S
.
5.4.6 SAHBIFHE
IeeEN4A
ZEOTUUBTFEIREIFRE.
iz O LAMERAEBXIFAIEndpointFIE B X itHYEndpointi@ A .. IAMBJEndpointi’
sl XMNRIETR.
URI
GET /v3/projects/{project_id}
#+ 5-165 IRZSH
B8Y = SR Rk
project_id 2 String FEANIEID, REARIBESN: 3K
kS, IAMBF. MB. ARAE. X
is. FFERIBFRFOID,
BRESH

Z 5-166 153Kk Header 2%{

2% BEWI% 2% |k
i)
Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,
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F—EDINE
AP &% 5 AP

SH ERWIE S8 |

ESid)

X-Auth-Token

ali

String | IAMEIFPHItoken ( TE4FHAUR )

N Rz S4L
% 5-167 L Body 2%
2% SR fHiA
project Object mBfER.
2K 5-168 project
2% SR fHiA
is_domain Boolean false.
description String mBEAEE.
links Object B RREEE .
enabled Boolean MBRAATA.
id String InHID,
parent_id String MRTREHSERRIIME , NLttabREFTEX
RIRBID,
MRBTENERERARRNERE, fNap-
southeast-1, MIEANREIKSID,
domain_id String IMEmMEKSID,
name String B &R,
2 5-169 project.links
2% SR fEA
self String AN S EINEN |
previous String Bi— PR IR R .
next String [E— B RR L
(=R N
FRMBFS.
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F—EBINILE
AP &%

5 API

N Rz~

L

GET https://iam.myhuaweicloud.com/v3/projects/{project_id}

HKEBH 200 A:
ERKAIN o

{

"project": {
"is_domain": false,
"description":

b

"links": {

"self": "https://iam.myhuaweicloud.com/v3/projects/2e93d63d8d2249f5a4ac5e2c78586a6e"

"enabled": true,

"id": "2e93d63d8d2249f5a4ac5e2c78586a6e",
"parent_id": "44c0781c83484eb9ad4a5d4d233522cea",
"domain_id": "44c0781c83484eb9a4a5d4d23...",

"name": "MOS"
}
}
IR[EHE R
200 =R
400 ST
401 TAIER ML
403 R BEREINR .
404 REKEENEIR
500 AEBARSS HEIR
7

5.4.7 REMBRKE

URI

ZEOTLUATFEERREMERE. MERSEE: EE. KRS,

1%;:DTLM§FH@%EiIEI’JEndpomt%I] L fth X s AYENdpointiEFE

D XFNEIRT R

PUT /v3-ext/projects/{project_id}

IAMAYEndpointis

N5k 48 (2021-11-15)
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H—BDINIE

APl &% 5 API
£ 5-170 IERSH
2% =E | 5HEE 3%
Whisk
project_id 2 String FRERSHIMEID, RESRiES
W FEKS. IAMARF. IR8. AR
H. Xif. ZFEFIRMID,
IBREH

& 5-171 153K Header 2§

8% mEWI% 8% | #r
St
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IGIEISHE, FEAPHNEMD . NREE
=
tokenPTRAXPRIE S AR »
%= 5-172 iE3K Body &%
e =E | s R
WAI%
project = Object mBER.
Z 5-173 project
8% =E | BHEE R
WA
status 2 String IMEIREER, SHEN

"suspended"gk'"normal",

e status{Eg"suspended"R}, £IEIE
RENFEIRS.

e statusfE3"normal"Bt, £IEINAE
BAEE (BF) K&

BEEE:

e suspended

e normal
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BH—BDINIE

APl &% 5 API
ID)VE=S5't
%
15K~
RBMBRER “FRE” KT,
PUT https://iam.myhuaweicloud.com/v3-ext/projects/{project_id}
"project: {
"status": "suspended"
}}
i Rz 735
7%
REE
REE ik
204 RERI .
400 ST
401 AR
403 IRBRIEIR
404 REKEENAER
500 AEBIRSS IR
503 RS ABTA.
=0
%

URI

ZEOFTL AT EERERMBIFESRES.

ZEOaLUER2BXIFAYENdpointF I E X IFAIENdpointiEFE . IAMAYENndpointis
20 WXL REDS.

GET /v3-ext/projects/{project_id}

N5k 48 (2021-11-15)

WRIERE © HERRARBIRAT

118


https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/intl/zh-cn/endpoint

BH—BDIAIE

APl &% 5 API
£ 5-174 BERBH
2% =E | 5HEE R
WA
project_id 2 String FEANIREID, KENARBESN: 3K
kS, IAMAR. B, AFE. K
fa. FFERIBTRFOID,
IERSE
% 5-175 153K Header 2%
8% BRI 8% | #r
St
Content-Type | =2 String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | #BSecurity Administratori[RAY
token,
ID)VE=S5't
% 5-176 Ik Body 2#
e e et 115
project Object mBER.

£ 5-177 project

2H SHE R

domain_id String INEMEKSID,

is_domain Boolean false.

parent_id String MREWECLIENIRE, NIhREREXKE
RYIREID,

MRTANERFZNEINE, ap-
southeast-1, MLLAMREIIKSID,

name String AR,
description String ImEmAMEE.
id String InHID,
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H—BDINIE

APl &% 5 API
2H SR iR
enabled Boolean INBEE&0H,
status String IMERE.
=P ]l
EIMBFESRE.
GET https://iam.myhuaweicloud.com/v3-ext/projects/{project_id}
M Rz7~f51
K717 200 B
15KAI0 o
{
"project": {
"domain_id": "d78cbac186b744899480f25bd02...",
"is_domain": false,
"parent_id": "aa2d97d7e62c4b7da3ffdfc11551...",
"name": "ap-southeast-1_IAMProject",
"description": "IAMDescription",
"id": "07707ab14980265e2f5fc003a02...",
"enabled": true,
status": "normal"
}
}
R[EE
iR[EHE R
200 BRI
400 ST
401 TAIERTY .
403 R BEREINR .
404 REKEENEIR
500 AEBARSS HEIR
503 RS AETA
e
7
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F—EBINE
AP &%

5 API

5.4.9 EgINRACER

TORENA

ZEOTL R TFESREE.
iZEO LAMERAEBEXIFAIEndpointFIE B X iatHYEndpointi@E .. IAMBJEndpointi’

20 XAERRET R

URI
GET /v3.0/0S-QUOTA/projects/{project_id}
x 5-178 IRR8H
2¥ 2 | ¥R 1
Whik
project_id = String FEIBRIIREID, KREVSRIBESN: 3K
kS . IAMBF. B, AP4E. X
5. ZIENZFRFID
RS
2 5-179 153K Header %]
B8H = | SR R
X-Auth-Token | 2 String BB Security AdministratorifRAY
token, ZKIAMAEFHItoken, (TFE4F
ZRANPR, {BtokenHscopeFEAURLAHAY
project, )
R3S
7= 5-180 ljLZ Body %
2H SHEE it
quotas object KSEEES. o
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BH—BDINIE

APl &% 5 API
& 5-181 quotas
28 ST RER
resources Array of HREE
objects
& 5-182 resources
2 SR fEiA
max Integer Bogex KB
min Integer Fogias/IME -
quota Integer E N[
type String [N
used Integer E{FRAYECET .
(=R
RIS T
GET https://iam.myhuaweicloud.com/v3.0/OS-QUOTA/projects/{project_id}
i Rz 735
REELJ 200 AY:
BRI
{
"quotas" : {
"resources" : [
{
"max" : 50,
"min" : 0,
"quota" : 10,
"type" : "project”,
"used" : 4
}
1
}
}
R8G5 403 F:
IRBERIENR
o TfN
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o A2
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F—EAINIE
AP &% 5 AP

{

"error_msg" : "Policy doesn't allow %(actions)s to be performed.",
"error_code" : "IAM.0003"
}

KB 404 B
FIKEBRIAYER TR
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",

"error_code" : "IAM.0004"
}

RAEBH 500 A:
REP RS EIR .

{

"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"

}
NG
K& A
200 BRI
401 INIEEML
403 IRBEREINR .
404 FRILEIBRAVERR o
500 MEBARSS IR .
e
BESIEIRE.

5.5 IKSEE
5.5.1 &if IAM PR LUARINIKS#iE

ThEEN48
ZEOT U ATFEIIAMBRILUAEKSIFERS.
iZE O] LAMEREBXIFAIEndpointFIE B X iFAYENdpointi@E .. IAMBIEndpointi’
s HXNRHE TR,

URI

GET /v3/auth/domains
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H—BDINIE

APl &% 5 API
RS
7= 5-183 153k Header &%
8% BE W% 2% | #t
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAMFEBFHItoken ( TTE4FHRBUR ) -
D)VE254
% 5-184 Kz Body %
B8H SR ik
domains Array of KSEE51FE.,
objects
links Object RREIHZER

2 5-185 domains

2 SR A

enabled Boolean =EEAKS, true B, false e, BAIA
Htrue,

id String tSID,

name String iS=E=

links Object KSHIRIRIEEEE .

description String KSHEIRMEE .

2 5-186 domains.links

2H SR iR
self String AN S EINEN |

kR 48 (2021-11-15) WRINERE © HERRAREBIRAT
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BH—BDINIE

API &% > API
2% 5-187 links
e SHRT RR
self String CAD LIS eI RN |
=GNl

Ml iz 73~ 451

L

tHI=E

FWIAMARH LGSR SFS .

GET https://iam.myhuaweicloud.com/v3/auth/domains

K& 200 AY:

15K

{

"domains": [

{

"description™: "",
"enabled": true,
"id": "d78cbac186b744899480f25bd022f468",

lmléilf{ "https://iam.myhuaweicloud.com/v3/domains/d78cbac186b744899480f25bd022f468"
1’name": "IAMDomain"
. }
"links": {
"self": "https://iam.myhuaweicloud.com/v3/auth/domains"
, }
REE iR
200 BRI
400 SHEH.
401 INIESTY
403 RBIRIENR
405 RIFRIE A
413 BEREI K,
500 REBARSS IR
503 IRSAA .
7
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F—BBINE
AP &%

5 API

5.5.2 BEKSEISEEREE

INEEN48
ZEOT U BTFEORSEEREREE, E0EREEEERERIBAIENRAR
HimA,
ZEOTLER£BEXIEAIEndpointFIE M XIFAIEndpointiAA . IAMAJEndpointis
21 WXLRIEDSR.
URI
GET /v3/domains/{domain_id}/config/security_compliance
% 5-188 IR1ZBH
2% =f | sy 3%
Wik
domain_id 2 String FEEKSID, KESIBESN: 3K
NS, IAMBRF. MB. ARAE. K
g, EFEHBRRAID,
BRESH
K 5-189 153K Header 2#
2% 2RIk 8% | R
Sy
Content-Type | @ String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | URLFrdomain_idpfrXd R ik SFIAMAF
A9token ( TTHAFHIUR ) o
TR SEL
7= 5-190 Nz Body %
2% SRR it
config Object BeEER.
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F—EBINE
AP &%

5 API

5K

MRz~

)

£ 5-191 config

2H SHE R

security_com | Object ERERIRER.

pliance

2 5-192 config.security_compliance

2% SHH ik

password_reg | String FIDEE RIS IEN FRIATC
ex
password_reg | String FIL R RERAYEIA o

ex_description

EAKSEDRERE.

GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/config/security_compliance

REBJ9 200 A:
BRI
{
"config": {
"security_compliance": {

"password_regex_description": "The password must contain at least two of the following character
types: uppercase letters, lowercase letters, digits, and special characters, and be a length between 6 and 32."

REHE R

200 BRI

400 ST

401 TANIESETY

403 IRBIRIEIR

404 RELFENAIEIR -
405 RRVFRITTIE

NH5hRA 48 (2021-11-15)
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H—BDINIE

AP| & 5 AP
REHE A
413 BERAI K,
500 REPIRSSEEIR
503 RS AH .
TEST
7
5.5.3 IRFMHEAKSZIEEE R
IheeNA
ZEOJU BT RE&EE RS EEREREE, SiRfREEEERERKRIENZR
KR E A
iz O] LAMER 2B XIFAIEndpointFIE B X iFAYEndpointi@E . IAMBIEndpointi’
2N WRIRIRTE.
URI

GET /v3/domains/{domain_id}/config/security_compliance/{option}

% 5-193 BRZSH

2% = | %R R
DV
domain_id 2 String FEIFNIKSID, FKEBIES N 3K

BKS. IAMARF. 8. AP4E. K
f. EFERIRFRFID,

option 2 String ARG . ZFERREN:
password_regexa,
password_regex_description,

password_regex: ZAE5aERIKAIIEN
Fix=; password_regex_description:
AR ERERAYHIA

BEEHE:

e password_regex

e password_regex_description
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F—EBINE
AP &% 5 AP

IERSH

2 5-194 153K Header &

¥ BRIk 24 | #Hr
St}
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | URLAdomain_idprX kS RIAMA R
Htoken ( TTERAFHRIR ) -

) E=S
% 5-195 [ Body S
2% SR fHiA
config Object BLEER.
 5-196 config
2¥ SR fHiA
password_reg | String ZioRERISAIENZFIL . (Hoption
ex password_regexATiR[a])
password_reg | String ZhOsBERRRAYHEIR . (Hoption/y
ex_description password_regex_descriptionAJix[@])
(=R GRl
o EBRFHEEIKSEERERE, optionjipassword_regex,
GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/config/security_compliance/
password_regex
o KBEHEBFTAIKSZIERERME, optionJgpassword_regex_description.
GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/config/security_compliance/
password_regex_description
7~

R 200 A:
BRI
1 optionJgpassword_regex,

M52 optionApassword_regex_description,
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H—BDINIE

APl &%& 5 API
o M1
{
"config": {
"password_regex": "A(?![A-Z]*$) (?![a-z]*$) (! [\\d]*$) (2 [A\W]I*$)\\S{6,32}$"
}
}
o 2
{
"config": {
"password_regex_description": "The password must contain at least two of the following
character types: uppercase letters, lowercase letters, digits, and special characters, and be a length
between 6 and 32."
}
}
R[EE
R[EHE R
200 BRI
400 BTN
401 TAIERYL
403 IZBBRIFIR
404 REZIENAIER -
405 RRVFRITTIE
413 BERIET K
500 WEBARSS HEIR -
FHIREg
7
N, s, = iy
5.5.4 EifKkSEER
ThEE TR
ZEO LU ATEKSERT.
ZEOTLMEREBEXIFEAYEndpointFIE B X igtAYEndpointi@ A . IAMBJEndpointii
2 BRMBRTR
URI

GET /v3.0/0S-QUOTA/domains/{domain_id}
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* 5-197 IBRBH
24 = | SR A
whik
domain_id 2 String FEEKSID, KESIBESN: 3K
BKS. IAMARF., IiH. AF4A. X
g, ZFEHNBRFID
K 5-198 Query #
2% = | ¥R 1
WA
type & String EiRCERRIRE, BUETEEWN T,
o user: |IAMFPECER
e group: FAF4EFCER
o idp: BDIRHRIBCAR
e agency: FHITEER
e policy: BENKIEEEN
e assigment_group_mp: —MEHPH
EFIAMIRE A48 ERINPRECER
e assigment_agency_mp: —/NEIED]
HPERIRECER
e assigment_group_ep: —MNHFER
FEWIRE T4 ERINPRECER
e assigment_user_ep: — M HFETF
IR B T4 ERINPRECER
e mapping: HKSHEFESHIRHLEIR
ST ECEm
IBRESH
7 5-199 153K Header £
¥ 2 | ¥R iR
Whik
X-Auth-Token | 2 String IAMEB P EStoken, ( TEFHIIE. )
RS E
REE )9 200 A:
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% 5-200 ljILZ Body %
8% SHE iR
quotas Object KSEEMS 2o
£ 5-201 quotas
B2H SHE iR
resources Array of BREE.
objects
& 5-202 resources
2% S¥RE R
max Integer EcalER K{E -
min Integer Bc&le/ME.
quota Integer BB,
type String Aoz,
used Integer E{FFERYECER .
HASH 12 ErRa N mapping E{FFEE S
BRETRE, ERRE,
=P N
EiaRSHEEN
GET https://iam.myhuaweicloud.com/v3.0/OS-QUOTA/domains/{domain_id}
I Rz7~ 51

RSB F 200 A:

=R NZAVS

{

"quotas" : {

"resources" : [

{

"max" : 1000,
"min" : 50,
"quota" : 50,
"type" : "user",
"used" : 10

"max" : 300,
"min" : 10,
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"quota" : 20,
"type" : "group",
"used" : 8
T
{
"max" : 20,
"min" : 10,
"quota" : 10,
"type" : "idp",
"used" : 9
T
{
"max" : 300,
"min" : 10,
"quota" : 50,
"type" : "agency",
"used" : 12
T
{
"max" : 300,
"min" : 128,
"quota" : 200,
"type" : "policy",
"used" : 8
T
{
"max" : 500,
"min" : 50,
"quota" : 200,
"type" : "assigment_group_mp",
"used" : 8
T
{
"max" : 500,
"min" : 50,
"quota" : 200,
"type" : "assigment_agency_mp",
"used" : 8
T
{
"max" : 5000,
"min" : 50,
"quota" : 500,
"type" : "assigment_group_ep",
"used" : 8
L
{
"max" : 5000,
"min" : 50,
"quota" : 500,
"type" : "assigment_user_ep",
"used" : 8
T
{
"max" : 100,
"min" : 10,
"quota" : 10,
"type" : "mapping",
"used" : null
}
1
}
}
K78879 400 A
ST
{
"error_msg" : "Request parameter %(key)s is invalid.",
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"error_code" : "IAM.0007"
}
K7Z58879 403 AY:
IBIRIENIR .
o N
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o T2
{
"error_msg" : "Policy doesn't allow % /(actions)s to be performed.",
"error_code" : "IAM.0003"
}
K&E3 79 404 A
RIKEMBRRIER R
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
1A758879 500 AT
AEP RSB BIR -
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
RSB
RSB ik
200 BRI
400 ST
401 INIERML
403 S BEREINR .
404 RILEEN IR
500 AEBARSS tEIR
LSl
B2 ERB.
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AP &%

5 API

5.6.1 SEREIG IAM BR%IE

ThRENA

URI

ZEOUL AT EERERIAMARSIE.

iz O] LAMERAEBXIFAIEndpointFIE B X iatHYEndpointi@E .. IAMBJEndpointi’

20 WXAERT S

GET /v3/users

2 5-203 Query #

2% SHE

B A
EH

Wii%E

Hik

domain_id = String

IAMBFFRIEIRSID, RERGIES
0 RENKS.. IAMABPRF. INH. AR
. X, ZFERIRTRAID,

enabled Boolean

iy

=ABBIAMAR, trueSfFH, falsed
=M, EiAtrue,

name String

IAMAFS,

I | DN

password_exp
ires_at

String

FIIEARYE . ZEANUIRRRIZER
oS RRAYE]

=EWF
password_expires_at={operator}:
{timestamp},

timestampt&z{9: YYYY-MM-

DDTHH:mm:ssZ, 733l
password_expires_at=[t:2016-12-08T22:02:00Z

528H
e operatorBUESEME: lt, lte, gt, gte,
eq, neqe

o lt: THARTENFtimestamp,

o lte: FHARTE/NFETFtimestamp,

e gt: iFHARYEIKFtimestamp,

o gte: IHARYEIATFEFtimestamp,
o eq: ITHARTIEE Ftimestamp,

e neq: WHARYEARFFtimestamp,
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F—EBINE
AP &% 5 AP

IERSH

2 5-204 153K Header &

2% =A%k 2% |k
i)
Content-Type | @ String | IZ=FERIEIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | IAIEICHE, AEAFPHNEMD . XRFE
B,
tokenPT RN PRIE S AR »

VRS54

2K 5-205 NI Body 2%
8% SRR fik
links Object REIEHEZER
users Array of IAMBFR{ER%%.

objects

& 5-206 links
2% SHRT R
self String RIRSEREL
previous String BI—SRiE R R B L
next String [E—4Bi R R AL .

2 5-207 users

2% SR fHiA

name String IAMEBF& .

links Object IAMAFPRYEIRIEHEEE

domain_id String IAMAFFEREIKSID,

enabled Boolean IAMBRPERERBH. trueR~BH, false®RE
F, BhiAJatrue,

id String IAMARID,
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28 SR A
password_exp | String IAMBBPZ 33 HAATE], “null” FRRERAE
ires_at HA,
ol

UTCRTIE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFORT EEE 28 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

description String IAMAF#ERMEE .

pwd_status Boolean IAMBRPZIBIAS, true: EEEXZT,
false: IE&E.,

last_project_id | String IAMRRBH R SRR, EiEHlEa&EHaNImE
ID,

pwd_strength | String IAMBFHIZRE58E , high: ZFEERES; mid:

FIREDRE; low: BIDERERK,

2% 5-208 users.links

8% SHEE fiik
self String RIRSEEAL
previous String BI— AR R Ak HbIE
next String [E—SBiE R Rt .
=]
SIEREIRIAMBRYIZE.
GET https://iam.myhuaweicloud.com/v3/users
(MERY:

B N\EISTE, FTLUSMEBESE, W

GET https://iam.myhuaweicloud.com/v3/users?
domain_id=d78cbac186b744899480f25bd02...&enabled=true

i Mz 73~
K& H 200 BF:

BRI
{
"links": {
"next": null,

"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users"

}

b
"users": [
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)

"domain_id": "d78cbac186b744899480f25bd02...",
"name": "JAMUserA",
"description": "IAMDescriptionA",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/07667db96a00265f1fc0c003a3..."

1
"id": "07667db96a00265f1fc0c003a...",
"enabled": true

"pwd_status": true,
"domain_id": "d78cbac186b744899480f25bd02...",
"last_project_id": "065a7c66da0010992ff7c0031e5a...",

"name": "JAMUserB",
"description": "IAMDescriptionB",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc003751c7...

%,
"id": "07609fb9358010e21f7bc003751¢7...",

"enabled": true

REHE fiik

IERN2A

TN

RERENIR

RKEIENAIRR o

RAVFRITT IR

RIRHSE

IERIFIT K.

ARSSAATA .
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5.6.2 Z5if] IAM BBPi¥E (#E)
IHEENE

ZEOFLUATFEERERAMARFRE, sAMAFREEECSHFS.

iz O LAMEREBXIFAIEndpointFIE B X itHYEndpointi@AE .. IAMBJEndpointi’
S WXMBHT .

URI
GET /v3.0/OS-USER/users/{user_id}
7+ 5-209 BBRBH
S =R | sEm g
WA
user_id 2 String FEEANAMBRID, FKEARIES
W: FEHS. IAMBERF. IH. BF
. Xigr. ZIEHIBFRMID,
IBRESH
2 5-210 153K Header 2]
SH = | SHeeE 3%
Wik
X-Auth-Token | 2 String SERTERIAMARIER: 152 EIR
I,
IAMAF&IBECAYFE: URLHF
user_idFrXIRIIAME P RItoken ( TFH4F
BRIUR ) ©
VRS54
2 5-211 g Body 2%
2 SR A
user Object IAMEBF{EE.
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2 5-212 user
S SR R
enabled Boolean IAMARE2EaEBH. truek <A, falseRxR=E
Fa, BN Btrue,
id String IAMEFID,
domain_id String IAMBREREMSID,
name String IAMAAFZ .
links Object IAMB PR EIRIEHEER .
xuser_id String IAMRPTESMNEBRZHRIID,
xuser_type String IAMBPTESMNBR S HRIZEE,
areacode String IAMARPFISAIESG
email String IAM B FHEFE .
phone String IAMARFENS,
pwd_status Boolean IAMAPZEIBIRES ., true: EE(BHZED,
false: IFE.,
update_time | String |AM BB P& #RTE] o
1588
UTCRTE], #&=L YYYY-MM-DDTHH:mm:ss.sss555Z ,
B EAFNRTEEAS 208 1S0-8601, 0:
2023-06-28T08:56:33.710000Z ,
create_time String IAM A FEIEERTE
15388
UTCHYE, #&=LJ YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNRT IS LS8 1S0-8601, UM:
2023-06-28T08:56:33.710000Z ,
last_login_tim | String IAMARF&EEZRATE,
e 15188
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFORT [E#& &0 1S0-8601, #0:
2023-06-28T08:56:33.710000Z .,
pwd_strength | String IAMAPZE88E . 558 9Low/Medium/Strong/
None, D BIRRZIERER/F/S/To-
is_domain_ow | Boolean IAMBRPE2EAKS
ner
access_mode | String IAMARIBIEER .
o default: BECAIBIENED, fmizihiaflEEES
=2IEIR
e programmatic: #RIEiAIE,
e console: EIBIEFI&AE,
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2H SR iR
description String IAMARFH#EREE..
2 5-213 user.links
B8H BHE R
self String RIR Pt ,
previous String BI— PR IRt .
next String — B RIR L .
\$ —
(=l
BEIAMBFEFERE, 8EE8AMBRRFEINS. IHEEES.
GET https://iam.myhuaweicloud.com/v3.0/OS-USER/users/{user_id}
I Rz~ A5l
KB 9 200 A:
BRI
{
"user" : {
"pwd_strength" : "Strong",
"create_time" : "2020-07-08 02:19:03.0",
"last_login_time" : null,
"areacode" : ""
"enabled" : true
"domain_id" : "086ba757f90089cf0fe5c000dbe7f...",
"xuser_id" : "",
"pwd_status" : false,
"update_time" : null,
"phone" : "-"
|s_doma|n_owner" : false,
"access_mode" : "default",
"name" : "autotest1",
"links" : {
"next" : null,
"previous" : null,
"self" : "https://iam.myhuaweicloud.com/v3.0/OS-USER/users/093f75808b8089ba1f6dc000c7cac..."
3
"id" : "093f75808b8089ba1f6dc000c7cac...",
"xuser_type" : ""
"email" : "
"descrlptlon” : "aaa"
}
}
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REHE
IRENE ik
200 BKEI0.
403 SBEIRENIR
404 RILEIERAYZIR
405 RIFEIE.
500 AEBERSZ IR
BI=0
ESEHEIRN
5.6.3 Z5if] IAM FPEE
INEENA
ZEOTUBTFERRERAMBRIERE, SIAMBAREEIECBRFS.
ZEOTLER£BEXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
20 WRNRFD S
EOL%R
ZEOLEEGIAMBRPHFNS. IMREEHEEE. IEEgLLAMER, B2l =8
IAMARF¥E (#%F) .
URI

GET /v3/users/{user_id}

%k 5-214 BIZESH

8% 2 | %R HER
wHik
user_id = String FEEIAMBRFID, REGiES

W FEKE. IAMERF. ITe. BF
H, Xik. ZERS[FRMID,
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IBRSH
= 5-215 153K Header £
8% BE W% 2% | #t
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | EEREAIAMBFIERS: B2 IEIR
I,
IAMBFR&EIBECHIFIE: URLAH
user_idFTXtRZIAMAIFPEtoken ( BFH4F
SRR ) o
IN)VE=S5'8
% 5-216 [ Body S%
8% BHEE iR
user Object IAMARFER.
% 5-217 user
2% SR R
name String IAMARZ,
links Object IAMBBFRIRREIHEES
domain_id String IAMAPFRIEMKSID,
enabled Boolean IAMARPZREEH. truek~BHA, falseRRiZ
F3, Bi\Jtrue,
id String IAMEFID,

password_exp | String

IAMAFRZRISEARSE), “null” RREBRY

ires_at HA,
Ll
UTCRTE], &= YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEAFORT [ EBAE 28 1S0-8601, #0:
2023-06-28T08:56:33.710000Z
description String IAMBF#EIAMER .
pwd_status Boolean IAMBFPZIBIRES, true: EE(EXET,

false: IFE.
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APl &% 5 API
2% SRR fik
last_project_id | String IAMBFIBERSRI, EHEdleREHEIE
ID,

2% 5-218 user.links

2 S A

self String AR LIS E=IREN 1|

previous String BI— P RIRpE L
next String [E— PR IR L .

IR
BAMBFIES, TEAEWAMBPRFNS. HBESES.

GET https://iam.myhuaweicloud.com/v3/users/{user_id}

)zl
ARAHDHA 200 B:
BERA.
{

"user": {
"pwd_status": true,
"domain_id": "d78cbac186b744899480f25bd02...",
"last_project_id": "065a7c66da0010992ff7c0031e5a5...",
"name": "l[AMUser",
"description": "--",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,

}I
"id": "7116d09f88fa41908676fdd4b039...",
"enabled": true

}
}
RENE
IR[EHE R
200 =R
400 ST
401 TNIESETY
403 RBERIFNR
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REHE R
404 FEFBNAYETR
405 ARFSEE.
413 BRHhsE,
500 AERIRSSHEIR o
503 REARTHA,
e
¥

ZEOTLABATEERERIAMARERFSE, IAMBFRERECHERFSE.

ZiEOLAMERA 2B XIFAYEndpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXL EDS,

GET /v3/users/{user_id}/groups

% 5-219 BRIZS#

B | 2%EE

i

= String

FEENAMBRID, KEAiES
W FEKE. IAMERF. IIe. BF
H, Xi. ZES[FRMID,

ThEe 4R
URI
2H
user_id
iERSH

2 5-220 153K Header 2%

B8H =E W% 2% | #k
-]
Content-Type | 2 String | 1Z=FERNBIEA “application/
json;charset=utf8” ,
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2% mEwI% ig fiik
X-Auth-Token | 2 String | BIEREEIAMARFRERFA: B2R
BN
IAMAF&EgECHERFA: URLE
user_idFrXSRIIAMEFHItoken ( BFE4F
SRR ) o
) EZS
7 5-221 RN Body S
2 SR fiA
groups Array of FPEEEIE
objects
links Object RIREZER
K 5-222 groups
e e et fik
description String FFRERAER
id String FF£HID,
domain_id String FIF4EFREMKSID,
name String FAPHEEBIR,
links Object FIFHEISRRIEHEER
create_time Long FIF4EGIERTE
2 5-223 groups.links
2% SR f#iA
self String R pEEHEL
previous String BI— AR R Ak L
next String [E—SBiE R Rt .
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2% 5-224 links
2% ST R
self String GAD LIS EINEN |
previous String BI— SRR R B HE
next String [E—4BE R R AL .
=P
HGIAMBRFTERFA.
GET https://iam.myhuaweicloud.com/v3/users/{user_id}/groups
I 7~
K583 200 A
15KAI0 -
{
"groups": [
{
"domain_id": "d78cbac186b744899480f25bd0...",
"create_time": 1578107542861,
name": "IAMGroup",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb..."
1
"id": "07609e7eb200250a3f7dc003cb7..."
}
1,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/076837351e80251c1f0fc003afe43.../groups"
}
}
IR[EE
R[EHE R
200 BRI
400 ST
401 TAIERY .
403 RBIRIERIR
404 RIEBNAIRE
405 AFRIBE.
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REHE R
413 TiRHsE,
500 REBIRSZHEIR -
503 BRSBAATH.
EIxf3
¥

INgeEN4A
ZEOTABAFEERguanliyuanZiGBPEASTFREEHIAMAR.,
ZEO LAMEREBEXIFAIEndpointFIE B X idAYEndpointi@E .. IAMBIEndpointi’
2N MXHLRIETS.
URI
GET /v3/groups/{group_id}/users
F+ 5-225 BIZBH
8% =E | BHEE fER
group_id B String FEISNEFAEID, KEAIESN:
REUKS . IAMBRF. INH. BAF4.
Xig. ZFENZBFRFID,
IBREH

2 5-226 153K Header 2#{

8% BEWi% 8% | @k
E-Sit)
Content-Type | @ String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1HE$kE, EFEBFPHEMD. BIREE
=
tokenPT AN PRIE S AR »
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R3S
& 5-227 ImKZ Body &%
B8H SHE iR
links Object FFHEERRYER
users Array of IAMAREE%I%.
objects
K 5-228 links
2H SR iR
self String AN S EINEN |
previous String B — PR IR L
next String [E— B RIR L

2 5-229 users

2% SR ik

name String IAMEARZ .

links Object IAMB PR EIRIEHEER .

domain_id String IAMAFFEREIKSID,

enabled Boolean FARREER. trueRnaA, false®rEH,
N Atrue,

id String IAMEBFID.,

password_exp | String ZROITHRRGE, “null” TREBERIIH

ires_at =1z

UTCHHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HERFORT [E#& &0 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

description String

IAMAFH#EIAMER

pwd_status Boolean

ZRRRE, true: FEENZD, false: IEE,

last_project_id | String

IAMBFIREEAZRI, EEHEREHEINIRN
HID,

pwd_strength | String

IAMAFIZERE58E . high: ZEiBEES; mid:
BROIREGE; low: ZIDEE(K.

extra object IAMARFRIEMEE .
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F—EBINE
APl &% 5 AP

2% 5-230 users.extra

8% SR ik

description string IAMBFEIRMEE .

last_project_id | string IAMAFIRE R FtR, iRt & REHIEIRE
1D,

pwd_status boolean IAMBRFZIEIRE ., true:EE(EKERD, false:IE
38

2 5-231 Users.links

e BHE fEiA

self String RIRSERZAL

previous String BI— B R Ak HbLIE
next String [E—ePE R IRGE AL

(=GN

BEREAAFEMEEIAMAR,

GET https://iam.myhuaweicloud.com/v3/groups/{group_id}/users
M iz 73451

R85 7 200 A:

BRI
"links": {
"next": null,

"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a4e2d/users"
j?
"users": [
{
"pwd_status": true,
"domain_id": "d78cbac186b744899480f25bd...",
"last_project_id": "065a7c¢66da0010992ff7c0031e...",
"name": "JAMUserA",
"description": "--",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc00375..."

"’id": "07609fb9358010e21f7bc003751c7...",

"enabled": true

"pwd_status": true,
"domain_id": "d78cbac186b744899480f25bd022...",
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APl &% 5 API
"last_project_id": "065a7c66da0010992ff7c0031e5a...",
"name": "JAMUserB",
"description": "",
"password_expires_at": null,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/users/076837351e80251c1f0fc003af..."
1
"id": "076837351e80251c1f0fc003afe43...",
"enabled": true
}
1
}
\
R[EE
REHE iR
200 BRI
400 ST
401 NI S
403 IREERENIR
404 RIEBNAIEIE
H 3D
%Ellaiﬁg
7

ZiEO U BATFEERAIZEIAMAR,

iZEOn LAMERAEBEXIFAIEndpointFIE B X igtAYENdpointi@E .. IAMBIEndpointi&
sl HXNRETR.

URI

POST /v3.0/OS-USER/users

iEREH

% 5-232 153k Header 2]

2% =AUk ¥ | Er
il
Content-Type | @ String | iZ=FERNEIES “application/

json;charset=utf8” ,

NSk 48 (2021-11-15)
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F—EBINE
AP &%

5 API
28 BEwiE S8 | ik
s
X-Auth-Token | 2 String

g [E<HE, FEAFRIBD . RFE

C0N 0

tokenPr BN PRIES ISR .

3 5-233 153K Body &

S =R | sEEn g
Wi

user = Object IAMAPREE,

2R 5-234 user

S =28 | sy g

Wik

name 2 String IAMAFZ, KE1~322/d, R8s
WTER: KNEFEF. . #=Fok
BHEA (- ) BRI FS =B
%,

domain_id = String IAMBBFFrERItKSID, KENAiES
n: FEKS. IAMAR., B, BF
H. Xi%. FIERIB[FRFID,

password B String IAMAFPZ1S,

email N String IAMAFHERFE, FRASHBFEER, KEN
FEF 25501,

areacode B String ExfE. UWRSFHSERNEFE.

phone B String IAMBRFS, &8, KENETF
32fii, WREERBREIEFE.

enabled & Boolean EEBRIAMAER, true ABHA, falsed
=/, EikHtrue,

pwd_status ES Boolean IAMAFRBXREREREEENL, RAE
EEHH,
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AP &%

RS %

5 API
2% =h | SR fik
WHisk
xuser_type & String IAMBPTEIMNBRZHRIZEER, KE/NF
%6417, xuser_typedllR1FE, ME
Z5E—FEFRYxaccount_type.
xdomain_typetki&, Sxuser_idERT
F1E . xuser_typeBYEH BN iF
Tenantldp.
i%AE
HNEBRGHE SN TIHERIIMNB R BB R
%, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser_type.
xuser_idESHIE, TEELARIRE, B
WEWEER,
xuser_id S String IAMBPEINBRZFRIID, KENFE
F1281iz, /m5xuser_typeERIFE, {F
FAPIZESNBEDIDIE, EE?EB‘L%IAM
EHIEELELNESR, BHEERFHE
&
%88
SN R G S SN TIHERISMNR B EIER
%, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser_type.
xuser_idESHE, TEAELATIRE, BE
BEWEER,
access_mode | & String IAMABFPIBIEEI.
o default: ENAGIEMER, wIZHEFN
EEEHIEIAE,
e programmatic: RIZIHI
e console: BIEIHIAIAIE,
description & String IAMRPH#EIRMER
2K 5-235 i Body 2%
8% e et fik
user Object IAMAFPEE,
& 5-236 user
B8 e il ik
status Integer IAMBFIREER .
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2% SR fik
pwd_status Boolean IAMBFRBEREREEEEZRB.
xuser_id String IAMBBPESMBERZFRIID,
5iRA
HNEBRFIR SR I EAIIMNB R ETR RS,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. Xuser_type. xuser_id&E2#E, TEE
FLRARAE, BEATVEER,
xuser_type String FAPTEIMNEBRFHRIZEE,
1588
HNEBRFIE SR TITEAIINBE W SRR S,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. XUSer_type. Xuser _dEBHE, TiEE
HLRTIRE, BEEEUEER,
access_mode | String IAMABPIBIEEI.
o default: BOABIOMER, RIEHOFNSIEITH
&iaia,
e programmatic: RIZIHI.
e console: EIEEFIGIHE,
description String IAMABPHEIRMEE .
name String IAMBRZ, KE1~322/8, REEaSIT=
F: jC/J\—'%$\ = BFSEHRFERS ()
BRI F S =&k
phone String IAMABRFFNS, 4#8F, KENFEFF3204L.
VRS ERBRERINZFE.
is_domain_ow | Boolean IAMBFREBAKSESIER,
ner
domain_id String IAMBFEREIKSID,
enabled Boolean EEBRIAMAR., trueNIGA, falseAEH,
KN Strue,
areacode String E=R.
email String IAM P HBFE
create_time String IAMA P EUZERTIE]
Lz
UTCRTE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFNAYEIEME NS ER 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
xdomain_id String EEFANERRD,
xdomain_type | String BEEER,
id String IAMEFID, KEHN32F#,
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BRI

N Mz 73~ 51

2% S fEA
password_exp | String
ires_at =L

FROSEARTE, “null” FREBBAIZTH,
UTCRFE, #&A YYYY-MM-DDTHH:mm:ss.ssssssZ,
BEAFORT A28 208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

SERAE—ZH “IAMUser” FNIAMBRF, BFRIHRFEbIEE
IAMEmail@huawei.com, FH=F820012312345678910, {ERZAIAGITET, AILA
SRR SRR EIEina,

POST https://iam.myhuaweicloud.com/v3.0/OS-USER/users
{

"user": {

"domain_id": "d78cbac186b744899480f25...",
"name": "IAMUser",

"password": "IAMPassword@",
"email": "IAMEmail@huawei.com",
"areacode": "00123",

"phone": "12345678910",
"enabled": true,

"pwd_status": false,

"xuser_type": "",

"xuser_id": "",

"access_mode" : "default",
"description": "IAMDescription"

R&RLH 201 BF:
BUERRIN.

"user": {

"pwd_status": false,

"xuser_id": "",

"xuser_type": "",
"access_mode" : "default",
"description": "IAMDescription",
"name": "l[AMUser",

"phone": "12345678910",
"is_domain_owner": false,
"enabled": true,

"domain_id": "d78cbac186b744899480f25bd...",

"areacode": "00123",

"email": "IAMEmail@huaweiexample.com",
"create_time": "2020-01-06T08:05:16.000000",
"xdomain_id": "",

"xdomain_type": "",

"id": "07664aec578026691f00c003a..."
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BH—BDINIE

AP| &% 5 AP
REHE

R[EE R

201 el

400 ST,

401 NN

403 SEIRENIR

404 RILEIERAYZR

405 ARFRIEE

409 TRz,

413 BRIET K,

500 AEBIRSSHEIR

503 RBARIHA.,
BI=0

H2EEIRB.

5.6.7 EE R LI IAM FIF
INRENA

ZEOTLURATFEERZIAMAR . IAMAFRBEXERINBEIELED.

ZEO LAMERAEBXIFAIEndpointFIE B X idtAYEndpointi@E .. IAMBIEndpointi’
2l HXNRHETR.

BOLR

fﬁﬁﬁlZ}zElﬁUi%IAMﬁﬁF'E]‘ FREMEIAMABFRIFHSIBFMFE, WFERE RS
2, 520 EBRUBIAMAR (#%F) .

URI
POST /v3/users
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F—EBINE
APl &%

5 API

IERSH

2 5-237 153K Header &3

2% BEWI% 24 | #Hr
St}
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | i5IA)<SHE, FABAFSMH . RREE
=
token A RIS S WAZANIN

5t 5-238 153K Body &#!

2H 2 | ¥R fER
Whik
user 2 Object BFRiER.
K 5-239 user
el = | %R HR
WhIE
name 2 String IAMBFRZ, KE1~322/8, R8s
WFFRF: KNEFE. &, #HFk
SR FR (- ) BT =EF
L,
domain_id EN String IAMAFFEREIKSID,
password & String IAMBRPZ1S,
o EARARNEBR/IMKEN(IFF,
fE6-32U Z B IFHF BE N EBK
E.
o EVOEBUUTIUMERPRIRmM: X
BEF8. I\EFE. HFMFHKT
o
o WRHEKRFIREPEERIENE
Ko
enabled & Boolean EEEBIAMER ., true AFFHE, false)s
=M, BilAatrue,
description & String IAMERF#ERMEE,
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MR SEL

% 5-240 g Body &%

2¥ et et R

user Object IAMBF{EE.

K 5-241 user

2 SR A

enabled Boolean EEBRIAMAR, trueAlEH, falseA1EH,

ZiAAtrue,

id String IAMEBFID,

domain_id String IAMAFEREIKSID,

name String IAMAEFZ

links Object IAMABP B EE A,

password_exp | String FRIHEARTE, “null” RREBAIH.

ires_at =12
UTCEHE, & YYYY-MM-DDTHH:mm:ss.ssssssZ ,
BEAFORT[ERE 208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

description String IAMABPHEIRMEE

2 5-242 user.links

2% SHRT R
self String RIESEREbL

5K
EERE—EH “IAMUser” RIFF.

POST https://iam.myhuaweicloud.com/v3/users

"user": {
"name": "l[AMUser",
"domain_id": "d78cbac186b744899480f25bd02...",
"enabled": true,
"password": "IAMPassword@",
"description": "IAMDescription"
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N Rz 7~

RSB F 201 B
BIEZERIN .
{

"user": {
"description": "IAMDescription",
"name": "IAMUser",
"enabled": true,
"links": {

b
"domain_id": "d78cbac186b744899480f25b...",
"id": "076598a17b0010e21fdec003f3a2a..."

}
}
IREHE
REE ik
201 BUERRYLIN
400 ST .
401 IANIERML
403 IRBRIERIR
404 REKEENAIEFR
405 AREFNTEE
409 BRI,
413 BRI K
500 REBARSS IR
503 RSAHE.
$HI=6S
IESEEIRE,
5.6.8 1EX IAM AP35
TheEN 4R

ZEOT L AFIAMAFENRE SRIZER .

ZEOTLER£BEXIEAEndpointFIE M XIFAIEndpointiAA . IAMAIEndpointis
Sl WXNREDS.
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APl &% 5 API
URI
POST /v3/users/{user_id}/password
x 5-243 R1ZBH
B8H = | 3% A
user_id =2 String FIEMEBHIAMABRID, KRENS B
s0: FkE. IAMAR. IIB. B
. Xig. ZFERILBFRFIID,
=P

K 5-244 153K Header &%

2% BE W% 2% | Ek
it

Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,

X-Auth-Token | £ String | URLARuser_idpfrXIRZIAMEE FAtoken
( THHFRIR )

K 5-245 {53K Body 2%

2% = | sEEEn R

Wik
user = Object IAMAFEE.

N5k 48 (2021-11-15)
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AP &%

5 API

2 5-246 user

2H

= SHE ik
Wik

password

String IAMBFHIFT RS

o EZGBABILHR/IMENNIFH,
r@e-szﬁZf@Eﬁ%PEiﬁ)‘@ﬁ%ﬁ

o ZEVEEZUUTHUMFRHAHAIRmM: X
58, NEFE. HFIFHF
o

o FEEBEFHSHMRFE.

. %Zﬁiﬁiﬁ)ﬂﬁﬁ%mtﬁ%m%ﬁ%mﬁg

o MERABES ZRIZIEHERE .

word

original_pass

fali

String IAMBFHIRZERS

N Rz S4L

BRI

IAMAFEECHERIAZZRE “IAMOriginalPassword@” 1820
“IAMNewPassword@” ,

POST https://iam.myhuaweicloud.com/v3/users/{user_id}/password

"user": {

"password": "IAMNewPassword@",

}
N Rz 77451
7

IR[EHE

REHE 1k

204 (EBUAIS

400 SHLK .

401 INEERM

403 ISEERENIR .
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H—BDINIE

APl &%& 5 API
REHE A
404 RRFBMRVETR
405 ARFRIEIE.
413 BEREEK
500 REPIRSSEEIR
503 IRSAHHE.
EiRD
7
5.6.9 {2 IAM FBF{SE (%)
INRENA
ZEOLABFIAMBREXB AR EER.
ZZEOLEREBXIGAIEndpointFIE M XIFAIEndpointiEFE . IAMBIEndpointid
2N WRILIRTE.
URI
PUT /v3.0/OS-USER/users/{user_id}/info
+ 5-247 IBESH
2% =S | sEEEm R
Wik
user_id 2 String FELSERIAMBRFID, FKEVA B
20 FIKE. IAMAF. B, B
P, Xig. ZIEEIBRTRFID,
BRSH
2R 5-248 153K Header 2§
25 =Rk 25 | H#R
it
Content-Type | @ String | iZ=FERHEIES “application/
json;charset=utf8” ,
X-Auth-Token | £ String | URLARuser_idpfrXJRZIAMEB FAYtoken
( TTEAFTHRIR ) -
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BH—BDINIE

APl &% 5 API
7= 5-249 153k Body &
S8 =a | SR )%
14
user = Object IAMAREE,
2 5-250 user
S =R | sEEm )%
email B String IAMBFRIFTERFE, FSHMEEt, KE
INFETF 2551 .
mobile S String IAMBRPRERB+#FNS, FNSH
@z, KE/NFETF32Mii.
il Rz 22
7
=Rl
IAMF P& 8 CHIRBFEHELIES “IAMEmail@huawei.com” , FHSHER
“0852-123456789” ,
PUT https://iam.myhuaweicloud.com/v3.0/OS-USER/users/{user_id}/info
"user": {
"email": "IAMEmail@huawei.com",
"mobile": "0852-123456789"
}
}
Ml iz 73~ 451
7
R[EE
REHE 0%
204 1B RIN -
400 ST,
401 NIEEY
403 REIRENIR
404 RILEIERRYZE

N5k 48 (2021-11-15)
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AP| &% 5 AP
REHE R
405 ARFRREE,
409 BRhsE,
413 BRIRE K,
500 REBIRSZHEIR o
503 REARTHA,
EIxf3
B2EEIRN.

5.6.10 EIER(2X IAM BFER (%)

URI

IERSH

ZEOTLATEERENAMARER -

ZEOTLER£BEXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
S WXNRED=.

PUT /v3.0/OS-USER/users/{user_id}

% 5-251 IRIRS¥

2 =h | sy )%
WA
user_id 2 String FELSERIAMBRFID, FKEVA B

20 FIKE. IAMERF. TIH. B
PE. X, SENS[FRFID,

2 5-252 &K Header &3

24

BE | BEE
Wik

115

Content-Type | @ String ZFERBIEA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String BB Security AdministratoriXfRAY

token,
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F—EDINE
AP &%

5 API

% 5-253 i53K Body &#!

2H

25

SHR

Hik

user

=
=

Object

IAMABFPEE,

2 5-254 user

2H

SHER

Haik

name

String

BUNTFER: KNEFE, =K. #F
FAFHRFR (- ) BRBELAHFHTIE
Fk.

password

iy

String

IAMBF#ZE,

o RHZEANEBR/IM<ENNZFESR,
r@eszmzrﬂiﬁﬁ)ﬂaﬁx@*ﬁgﬁ

o EVGELUTINMEFPAIFF: X
BEx8. INEFH. HFEFEF
o

) ujzééﬁiﬁimﬁpiﬁﬁqﬂ@ﬁgﬁﬂﬁﬂgg

o HMEIBARESHFIZMEHER,

email

i1y

String

IAMBF#HRE, FFSHEEL, KE
INFETF255F 7.

areacode

String

Bz, BRSFISEIEFE.

phone

o | DN

String

IAMBPHENS, GMF, KENTFZ
F32fis. BRSERBRMEE.

enabled

i1y

Boolean

=EBREIAMAR, true AfFH, falses
=8, BtilHtrue,

pwd_status

iy

Boolean

IAMBPRPZIBIRE . true: BEBXZR
fg, false: IFE.

xuser_type

i1y

String

IAMEPTEINBRFHRIZEE, KE/NTF

ZF6417, xuser_typedlRFE, NE

E5E—FfEFFAIxaccount_type.

xdomain_typefkis, ZR5xuser_idERT

EZEN

L)z
INBRGIESEATXHERIINB RV EERR
%t, xaccount_type. xaccount_id.
xdomain_type. xdomain_id. xuser_type.
xuser_idESHIE, TEATEATRE, BE
AtIEERER,
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SH A | SEEE 1)

xuser_id & String IAMABPEINBRFFRIID . KENF

EF128(, WSxuser_typeREIRSTF

£, [FHAPIREIINBEMIDE, BT AT

HEIAMIZHI S E T AL 87, 1BHEER

HEE.

izL ]
SNBRFAESENTIHERIINB R SIER
%, xaccount_type. xaccount_id.

xdomain_type. xdomain_id. xuser_type.
xuser_idESHIE, TEEEARIRE, BE

WEEER,
access_mode | & String IAMARIBEAER .
o default: ECABITMER, wiZHEFN
EEEHEEE,
e programmatic: 4RIZiAIE.,
e console: EEEHIAIAE,
description B String IAMABPHFHEIAMEE .
Ve
7 5-255 WKL Body &%
8% SHEE fiik
user Object IAMAFPEE,
K 5-256 user
e SR 3% S
pwd_status Boolean IAMARPZIBIRE, true: EBEXZD,
false: IEE,
xuser_id String IAMB P EIMNBRSHEIID,
58
HNBRGHIE SN TIHERINB RSB RS,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. xuser_type. xuser_id&ESH&E, TiEfE
HEHRTIRE, BEEEUEERER,
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APl &% 5 API
2% SHEER fiik
xuser_type String IAMA RSN R FHRIRE
5288
HNEBRFHE SEN TR WV EIBREK,
xaccount_type. xaccount_id. xdomain_type.
xdomain_id. Xuser_type, Xuser _dESHE, TEE
HLRARIRE, BEATVEERR,
access_mode | String IAMABRPIBIEEI.
o default: EVADIANERN, wmiEHDIFNEIEET
Bina.
e programmatic: #RFEIHE.
e console: BIEZ4I&IHT.
description String IAMABPRIFHIEIAER .
name String IAMBRF#HBERS, KE1~322/8, Reaa
T=EF: KINEFEH. T, HFIAFHRER (-
_.) BRgEUHFH =B L,
phone String IAMBRF#IFINS, 4#F, KENFETF32
i, HREERBRNEFE.
domain_id String IAMARFERrEIKSID,
enabled Boolean EEBHRIAMAER, trueslZH, false91=H,
2N Strue,
areacode String ESEQER
email String IAMF P FTHBEAE o
id String IAMAFID,
links Object IAMBPRRIRIEHEER..
password_exp | String FHOEHARTE . HER “null” BY, FRE]
ires_at 408
UTCRHE], 8= YYYY-MM-DDTHH:mm:ss.ssssssZ,
BHAFORS a8 X2 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
& 5-257 user.links
2% SHE fiik
self String BRRSEEHL
1=
SERIEKEZ A “IAMUser” BIRBFEHBIEA “IAMEmail@huawei.com” , FHSHBA
“085212345678910” , ZZR3IIAMPassword@ .,
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PUT https://iam.myhuaweicloud.com/v3.0/OS-USER/users/{user_id}

"user": {
"email": "IJAMEmail@huawei.com",
"areacode": "0852",
"phone": "12345678910",
"enabled": true,
"name": "IAMUser",
"password": "lAMPassword@",
"pwd_status": false,
"xuser_type": "",
"xuser_id": "",
"access_mode" : "default",
"description": "IAMDescription"

i Sz 73~
A1 200 A:
EXRIN.
{

"user": {
"description": "IAMDescription",
"areacode": "0852",
"enabled": true,
"pwd_status": false,
"xuser_id": "",
"access_mode" : "default",
"domain_id": "d78cbac186b744899480f25bd0...",
"phone": "12345678910",
"name": "IAMUser",
"links": {

b
"id": "076934ff9f0010cd1f0bc0031019...",

"xuser_type": ",
"email": "IAMEmail@huawei.com"

"self": "https://iam.myhuaweicloud.com/3.0/OS-USER/users/076934ff9f0010cd1f0bc003..."

R[E{E

R[EE 1k

200 BRI

-
B
400 ST .

401 TAIESRY

403 SEIRENIR

404 RILEIERAYZR

405 ARFRIEE.

409 BB

413 BRIRT K,

500 AEBIRSSHEIR

SR 48 (2021-11-15) WRIERE © HERRARBIRAT

168



H—BDINIE

APl &% 5 API
REWE | #k
503 RS AT A,

e
ES RIS,

5.6.11 EIEREXN IAM B (ER

Ihee 4R

ZEOL AT EERENAMARER.

1%;[!7%%%@%Ei:kE’JEndpomtﬂl b X1gtAYENdpointiB A . IAMAJENdpointi’
2N XIRIET =

EOL4%E
ZEOTEELFIS. HFHEFES. NRELFNS. WEEES, BEREO:
EERESIAMARER (EF) .
URI
PATCH /v3/users/{user_id}
% 5-258 IR1ZSH
B8H = SR R
user_id = String FEXEEHIAMBRFID, SRENARIB
20 KBS, IAMEBRP. B, A
P, X BRAISHID.
IBREH

K 5-259 i53K Header 2

8% =E | ¥R ik
M\Jﬁ
Content-Type | 2 String ZFERNEESA “application/
json;charset=utf8”
X-Auth-Token | 2 String 175@ 22, RFEBFPBNSMD. SIREE
tokenﬁﬁﬁ%’fiﬁﬁi%%)"‘dﬁ’fﬂlﬁo
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H—BDINIE

APl &% 5 API
7= 5-260 53k Body &%
el 28 | 5% E[::)%
WHIE
user 2 Object IAMBFEE.
2 5-261 user
2% 2E | e R
WhIsE
domain_id B String IAMAFFEREIKSID,
name & String IAMBR#HRBRFRE, KE1~3228, R
BEEUNTER: KINEFHE. 8.
HEWIFHFR (- ) BReELAEFDL
SHEFEL
password & String IAMBBFPZ1S,
o REFINEBR/IMKERAIFH,
£6-32 ZEFHF EENZBK
E.
o ZEMEEZUUTHUMFR/AHAIRmM: X
B5F8. INEFE. ¥FMEFHF
o
o FEEEEFHSFIMBFE
o WIHEMPIZEPEBRISHE
Ko
o FEMABES HBIZMBER .
enabled & Boolean =ABBIAMAR., true SfFH, falsed
1=F, BiAtrue,
description &S String IAMAF#FHERER
pwd_status & Boolean IAMARFZIDIAS. true:BE(ENE
fig,false:IF&E
V=S5t
K 5-262 I Body 2%
2% SR RER
user Object IAMABFPEE,
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BH—BDINIE

APl &% 5 API
% 5-263 user
B8 ST R
name String IAMAARFS .
domain_id String IAMEFFrEKSID,
enabled Boolean IAMBRZEEBH. truekxRBH, falsekxiZ
Fi, EiAJgtrue,
id String IAMEBFID,
password_exp | String ZROITHRRGE, “null” TREBGRIIH
ires_at 508

UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFNRY E&#E XS 88 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

description String IAMBPIEIRMER.,

pwd_status Boolean IAMBPZRIRE, true: EEEXZ,
false: IE&E,

last_project_id | String :/SM)EHF’JEH:'.%%%ETJ, EEf e RERENIE

extra Object IAMBRFHEMEE

links Object IAM B PR BHEE(E .,

=€ 5-264 user.extra

2% SRR fiik

description String IAMBF#EIRAMER .

pwd_status Boolean IAMAPZEIBIAS, true: EEEHZEL,
false: IE&E.,

last_project_id | String :/SMH%)'—“'iEH:'.%éiEﬁﬁ, it e RERENIE

2 5-265 user.links

84 e e U
self String AP LIS E=IrEN 1|

BRI

SHEREHREZH “IAMUser” BIIAMBFPRIZIEA “IAMPassword@” .
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F—EDINE
AP &%

5 API

N Rz~

U

PATCH https://iam.myhuaweicloud.com/v3/users/{user_id}

"user": {
"domain_id": "d78cbac186b744899480f25bd02...",
"name": "IAMUser",
"password": "lAMPassword@",
"enabled": true,
"pwd_status": false,
"description": "IAMDescription"

RZ&BF 200 A
=B
{

"user": {
"pwd_status": false,
"description": "IAMDescription",
"name": "I[AMUser",
"extra": {
"pwd_status": false,
"description": "IAMDescription",

}

'enabled": true,
"links": {

h
"id": "07609fb9358010e21f7bc003751c7...",
"domain_id": "d78cbac186b744899480f25bd02..."

"self": "https://iam.myhuaweicloud.com/v3/users/07609fb9358010e21f7bc003751c7..."

R[EE fEk

200 BRI

400 ST .

401 TAIESEY

403 SEIRENIR .

404 RILEIERAYZR

405 ARFRIEE.

409 BRHE,

413 BRIRT K,

500 AEBIRSZTRIR o

503 REZAATH,
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BH—BDINIE

APl 2% 5 API
tHI=0
ESEEIRB.
5.6.12 EIERMIER IAM ABF
TheEN A

ZEOT L AT EERMREEAMAR

ZEOTLUERE R XIFAIEndpointFIE tXIgERIENdpointiEE . IAMBJENdpointid
S MRMBRDR.

URI
DELETE /v3/users/{user_id}
% 5-266 IR12SH
¥ =2h | sEm ik
Wik
user_id 2 String FHIBREIIAMEBFID, RENGiES
: FEEKS. IAMEBF. 8. AR
H., Xi%. ZIERILBIRAID,
=P
K 5-267 153K Header 2§
2% =Rk 25 | ER
i
Content-Type | 2 String | IZFERASIEN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | ihiEI<hE, EEBFPHSMD. XREE
S
tokenFTFEINRIES IWIEHIR
RS %L
7o
=l
BIERMBRIAMEBR .

DELETE https://iam.myhuaweicloud.com/v3/users/{user_id}
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BH—BDINIE

APl &% 5 API
i Rz 73~5
7
R [EE
BEHE R
204 RIBRARTN
400 ST
401 TAIERTY .
403 ILERIENR
404 RILEENAVETE o
405 RRVFRITTIE
413 BRAEI K,
500 MEBARSSHRIR -
503 ARSZAATA
EI=tg
IESEEIRE.

5.7 FAPEEIE

5.7.1 E9AFAYIZFE

ab
IREN R

ZEOR L BATFEERERARAEYIR.

ZE O] LAMERE B XIFAIEndpointFIE B X idtAYEndpointi@E .. IAMBIEndpointi&
s HXNRETR.

URI

GET /v3/groups

NSk 48 (2021-11-15)
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BH—BDINIE

APl &% 5 API
K 5-268 Query 2
2% 2E | 5% A
WhiE
domain_id S String FBFREREKSID, KRENAGBESR:
REWKS . IAMARF. B, FAP4E.
Xis. FHERIZFRFID.
name B String BREE, KE1~128ZF&Fzia, KA
XFSN: KRS . IAMAR. I
B. AFRE. Xi. ZHEa938FRFID,
IBREH
& 5-269 153K Header 8#
8% EE W% 8% | ik
i)
Content-Type | 2 String | IZ=FERNBIEA “application/
json;charset=utf8”
X-Auth-Token | 2 String | BIAISHE, FEBFPSH . NRFEE
B,
tokenFT B IRIES ISR .
VRS54
& 5-270 Kz Body S%¢
2% SR iR
groups Array of FFAERIIZE.
objects
links Object RREIHZER

K 5-271 groups

2% SHERE fEiA

description String FIPEIEIAMER .
id String FF4HID,
domain_id String FIF4EFREMSID,
name String BRFRAEE,
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BH—BDINIE

APl &% 5 API
2% SR fik
links Object FFRENERIEHEEE .
create_time Long BPFP4EGIEERTE
2R 5-272 groups.links
2% S¥RT iR
self String AR LIS EIREN 1|
previous String Bi— SRR IR B .
next String [E—4Bi R R L .
2 5-273 links
e SR R
self String R pEEE,
previous String A — SRR IR GE AL
next String [E—eBiE R eI
=GNl
ESRAFHEYIE.
GET https://iam.myhuaweicloud.com/v3/groups
i Rz 735
K&[BH 200 A
BRI
{
"groups": [
"domain_id": "d78cbac186b744899480f25bd02...",
"create_time": 1536293929624,
name": "IAMGroupA",
description": "IAMDescription",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/groups/5b050baea9db472c88cbaeb7..."
I
"id": "5b050baea9db472c88cbaeb..."
%
"domain_id": "d78cbac186b744899480f25...",
"create_time": 1578107542861,
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F—EBINE
AP &%

5 API

"links": {
"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/groups/07609e7eb200250a3f7dc003cb7a4e2d"

%,
"id": "07609e7eb200250a3f7dc003cb..."

}

1,

"links": {
"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/groups"

IR[OHE

R[EHE 1R

200 BRI

400 ST

401 TAIESEY

403 RBERIESUR .

7

ZEOR U ATFEERERAFAEFRS.

ZEOALUERAE B XIERIEndpointFIE it XigtRYEndpointilA . IAMRIEndpointid

%m : ﬁg*ugiﬁ-ﬁln\ o

URI
GET /v3/groups/{group_id}

% 5-274 BIZS¥#

2% =E | BHEE fR
WhisE
group_id 2 String FEISNEFAID, KEBIESN:
REWKS . IAMERF. INB. AF4A.
Xis. ZIEHIFFRFOID,
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H—BDINIE

APl &% 5 API
RS
% 5-275 53K Header 2%
2¥ EEWiE s | Er
i)
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NREE
B,
tokenFT B IRIES ISR .
VRS54
% 5-276 Kz Body %
2% S¥RT fER
group Object HPFPHEIEE,
£ 5-277 group
2% ST R
description String BPAEERAMESE,
id String FF4EID,
domain_id String HBRFEMREKSID,
name String BRFEZ,
links Object FAFRENSERIEHZEE .
create_time Long FBFZAGIZRTE
< 5-278 group.links
8% SR fiik
self String R pEEHEL
previous String BI— AR R Ak L
next String [E—SBiE R Rt .
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F—EBINE
AP &%

5 API

ISR
BIFPEEE.

GET https://iam.myhuaweicloud.com/v3/groups/{group_id}

I Rz 7~ 45
KEBH 200 A:
BRI

{
"group™: {
"domain_id": "d78cbac186b744899480f25bd02...",
"create_time": 1578107542861,
"name": "IAMGroup",
"description™: "",
"links": {
"next": null,
"previous": null,

b
"id": "07609e7eb200250a3f7dc003cb7..."

L

REHE fik

200 BRI

400 ST

401 NESR

403 SBIREBUR

404 REEIENAIRR

7z

ZEOULUBATEERCZERFE.

iz O LAERAEBXIFAIEndpointFIE B X itHYEndpointi@E .. IAMBJEndpointi’

20 WXAERTS.

URI
POST /v3/groups
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BH—BDINIE

APlI &% 5 API
RS
7 5-279 153K Header £
8% BE W% 2% | #t
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | HE1SHE, FAERAPHNEM . NIREE
=
tokenPTFRAXPRIE S AR »
%= 5-280 i53k Body &%
B8H =E | BHEE R
Whik
group 2 Object FREES.
K 5-281 group
el =E | BHEE R
WhIE
description & String BPERMER, KENFETF255F
o
domain_id S String BPHEREKSID, KEBGRES .
RENKS . IAMAIR. B .. AP4E.
Xig. FFERIZIRFOID,
name = String BRAR, KE1~128FFFZid.
N R &E
K 5-282 i Body 2%
2% S¥RT R
group Object FFAER.
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H—BDINIE

APl &% 5 API
2k 5-283 group
2¥ S A
description String FPHEERER.
id String FAF4EID,
domain_id String FF4EmEKSID,
name String BRFR4BE,
links Object FAFRENERIEHEEE
create_time Long FAFZAGIEZATE
2k 5-284 group.links
28 S 15
self String CAD LIS E=IrEN |
(=R GN
BIEEA “IAMGroup” BIFEFEH.
POST https://iam.myhuaweicloud.com/v3/groups
"group": {
"description": "IAMDescription",
"domain_id": "d78cbac186b744899480f25bd0...",
"name": "IAMGroup"
}
}
i Rz 735
K779 201 A
BRI .
{
"group": {
"description": "IAMDescription",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/groups/077a4c7bcd8010d53fb7c003e9d966c2"
}I
"id": "077a4c7bcd8010d53fb7c003e9d966¢2",
"create_time": 1578969208707,
"domain_id": "d78cbac186b744899480f25bd0...",
"name": "IAMGroup"
}
}
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BH—BDINIE

APl &% 5 API
IR[EE
RENE g
201 BUZRKIN .
400 ST
401 NI S
403 REERENR
409 BRI,
S
.
5.7.4 B FHRA
IheeN4A
ZEOTUBATFEEREFAFPAEE.
ZEO LAMERAEBEXIFAIEndpointFIE b X iEtHYEndpointi@ .. IAMBIEndpointi’
s WXMNRETR.
URI
PATCH /v3/groups/{group_id}
% 5-285 R1ZSH
B8Y = SRR Rk
group_id = String FEMAVERAEID, KEBRIESN:
IREWMKS . IAMAR. IN8. AF4A.
Xis. FFERIZIRFID,
BRESH

K 5-286 153K Header 2%{

2% =AUk ¥ | Er
il
Content-Type | @ String | iZ=FERNEIES “application/

json;charset=utf8”
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BH—BDIAIE

APl &% 5 API
2% BEWI%E 2% | R
St
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
B,
tokenFrFBAIRIE S WIFAIR
7 5-287 53K Body 2
8% =E | BHEE fR
WhisE
group = Object FBPAER.
& 5-288 group
e BE | 5% R
D
description & String BFREmAMEER, KENFETF255=F
. nameSdescriptionZE/MES—1,
domain_id & String FBRAEmEIKSID, KEAIESR:
REUES . IAMBRF. INH. BF4.
Xig. ZENZBIRFID,
name & String BAFAEZ, KE1~128F%F, name5
descriptionZ/MEE—1,
N R &E
7 5-289 Az Body %L
2% SR fik
group Object BRAER.
Z 5-290 group
8H SR ik
description String FFHEERER
id String FIF4EID,
domain_id String FF4BREKSID,
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BH—BDIAIE

APl &% 5 API
2% SRR fik
name String BRFR4BaE.
links Object FAFRENSERIEHZEE .
create_time Long FBFZAGIZATE
2 5-291 group.links
8% e et fiik
self String AN S EINEN |
=]
B AFENZFRA “IAMGroup” , EIRMEXA “IAMDescription” ,
PATCH https://iam.myhuaweicloud.com/v3/groups/{group_id}
"group": {
"description": "lAMDescription",
"domain_id": "d78cbac186b744899480f25bd02...",
"name": "IAMGroup"
}
}
I 7~ A5
JRZ&ERLH 200 B
BRI
{
"group": {
"description": "IAMDescription",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/groups/077a4da48a00251f3f9dc0032103400f"
b
"id": "077a4da48a00251f3f9dc0032103400f",
"create_time": 1578969360636,
"domain_id": "d78cbac186b744899480f25bd...",
"name": "IAMGroup"
}
}
IR[EHE
REHE R
200 BRI
400 ST
401 TAIERY .
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APl &%& 5 API
RENE iR
403 RBIRIENR
404 RILEERRIZRR
409 RS,
501 EORBXLM,
T
y
5.7.5 MBrAF4A
INREN4A
ZEOTUBTFEERMERAFA.
ZEOLEREBXIFAIEndpointFIE B XiFZAIEndpointiEFE . IAMBJEndpointis
2l WXHLIETR.
URI
DELETE /v3/groups/{group_id}
% 5-292 BRIEBH
Y BE |egxm @i
group_id 2 String SIBRRYEBF4EID, FRENGNIESN:
REUES . IAMAR. INH. AFP4.
Xig. ZHFEHZFRFID,
BRESH

K 5-293 i53K Header 2

8% mEwI% 2% | R
St}

Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”

X-Auth-Token | 2 String | HEISHE, FAERAPHNSM . NIREE
=
tokenPTFRAXPRIE S WHZAIR »

MAShRAS 48 (2021-11-15) WRIERE © HERRARBIRAT 185



https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/intl/zh-cn/endpoint

BH—BDINIE

APl &% 5 API
ID)VE=S5't
7
=]
R4,
DELETE https://iam.myhuaweicloud.com/v3/groups/{group_id}
i Rz 7351
7
REE
REHE iR
204 FIBRARTH
400 ST
401 TN
403 IERIENR
404 REFIENAVER -
=
7
5.7.6 &iF IAM IR & ERFHYT
TheEEN A
ZEO L BTFEERERIAMBRE2EERPAS.
12};:III_JLM§}EHE%Ei:EE’JEndpomt%D Lt X1®%AYEndpointiFfH . IAMRIEndpointis
S0 WXRETR
URI

HEAD /v3/groups/{group_id}/users/{user_id}

% 5-294 IR1ZSH
2¥ =E | sHEE fid
D57
group_id = String FIPZID, SKENASRBSN: FRENMK
%\ IAMmP \ IﬁE \ mpéﬂ\ Eﬁ\
FHERIZFRFID,
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BH—BDINIE

APl &% 5 AP
2H 28 | ¥R )
user_id = String FEEIAMBRFID, REBERiIES
: FEKS. IAMEBRF. I8, AR
H. Xi&. ZFEHNZFRAID,

B2
2 5-295 53k Header 2%f
¥ AW S | R
e
Content-Type | @ String | IZ=FERRABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | 1HA$kE, EFEBFPHEMD. BIREE
=
tokenFrENRIES ISR,
i R&E
"
=Rl
BiIAMARERETERFPAS,
HEAD https://iam.myhuaweicloud.com/v3/groups/{group_id}/users/{user_id}
I Rz 73~
7o
R[EE
IR[EHE A
204 BN, (ZIAMBRELEFES)
400 ST
401 INIER I .
403 RBIRIERNIR
404 FEBENAEERE. (ZIAMABRARELLBEFES)
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BH—BDINIE

APl 2% 5 API
tHI=0
x
5.7.7 {0 1AM BFEIRFE
TOREI TR

ZEOTL AT EERRINAMARZIRFEA.

ZEOTLUERE R XIFAIEndpointFIE tXIERIENdpointiEAE . IAMBJENdpointid
S MRMBRDR.

URI
PUT /v3/groups/{group_id}/users/{user_id}
xR 5-296 R1ZSH
2 = SHEER )%
Wik
group_id = String FIFEID, SRENANBES I FRENMK
%\ IAMmF‘\ IﬁE\ m)ﬂéﬂ\ Eﬁ\
RFERIZFRFOID,
user_id 2 String FRINAIAMERID, SREUGNIES
: FEKE. IAMARF. IR, BF
H. Xig. ZFEHBRMID,
5RKESH
R 5-297 153K Header 2%
2 ey 25 | #R
S
Content-Type | @ String | iZ=FEREIE “application/
json;charset=utf8”
X-Auth-Token | 2 String | hIDShE, FEBPRIBMD . TIREE
B,
tokenFrEENRIES IS,
V254

p
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BH—BDINIE

APl &% 5 API
(=BG l
AINAMBREIBF4E.
PUT https://iam.myhuaweicloud.com/v3/groups/{group_id}/users/{user_id}
N7~
7
IR[EHE
REE ik
204 ANINRYLEH o
400 ST
401 NS S
403 ISERIENR
404 RIEFIBNAYZFR
=
7
5.7.8 BERAPA+H IAM AR
TheeN4a
ZEO L BT EERERAPEFIAMAER
ZEOLFEREBXIFAIEndpointFIE B XIFZAIEndpointiEFE . IAMBJEndpointis
2l MXNRHETR.
URI

DELETE /v3/groups/{group_id}/users/{user_id}

% 5-298 BRIZS#

2 | RAwiE SR g

grou |2 String FIFAID, SRENASRES I FRENbK

p_id =. IAMARF. I8, BF4A. Xig%.
FFERIFBFRFOID,

user_ | & String FMNFPEFFEIRAIIAMBFID, $XKEX

id BRiESN: RS, IAMBF. IR
B. ARHE. XiE. SES[FRFID,
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H—BDINIE

APl &%& 5 API
BREH
K 5-299 i53K Header 2
¥ 2RIk 8% | R
SR
Content-Type | @ String | IZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1HE$HE, EFEBFPHEMD. BIREE
B,
tokenFT BN PRIES WIEHUIR
I R7SE
7o
=P Nl
BIRAPHEFPIIAMAR
DELETE https://iam.myhuaweicloud.com/v3/groups/{group_id}/users/{user_id}
N Rz 7~
7
R[E)E
REHE (220
204 TEBRALIN o
400 ST,
401 INIER .
403 IRBIRIENR
404 FEFBNAER. (IZAMBRAREL ARG )
e
.

5.8 REE
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APl &% 5 AP

5.8.1 BRI

TORENA

ZiEOR L AT EERIEENRIIER

iZEO LAMERAEBEXIFAIEndpointFIE B X iatHYEndpointi@E .. IAMBJEndpointi’
S WXMBiRT .

URI
GET /v3/roles

2 5-300 Query #

2% S

EH
Wik | R
domaini | & String | tK=ID, REVARBESN: FKEKS. IAMAR. I
d H. BAFA. XiF. ZHERS[RAID,
i5BA
o MREFISH, WREINKS TEEBEENKE,
o WMEFEEMSH, WREFMERFNIR (BERAR
BHRARE) .
permissio | & String | RO RFNRERISE . Hdomain_idSEHZAT

n_type 2 2558
e policy: IREIRFHE
e role: REIRFHE

iy

name

String | RARIPEIMAINREFR. MN=BERRSCCSEERA
FHYBRCCS Userfnamefccs_user,

BB ESdisplay_name, RfEnameZ#,

display_n String | SURBRFREGITIREM . ZBSHALMENITHIETHERS

ame PR ERAIPRZFR o

o BPRZFR: WMESIHECS FullAccess, MIR[E[ZAN
PRIEXEE .

o LM WESIAdmiInistrator, MIR[ELHEHE
ZHFrEERERNR

iy

iy

Integ | HIREFIHIBRITNE, ERERN. FES
er per_pageBRIFEE . EANdomain_idS#¥HEHBEEN
REERT, ATECEREM.

page

iy

Integ | S TAEEIERAVEIE NS, BUEEE[1,300], 2K
er IMEF9300, FEESpage@tFE-

A t&pagefllper_page2#it, BRERZIREI3001MY
PR

per_page
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BH—BDINIE

APl &%& 5 API
S8 2% |s@ |ma
Wi | %8
type & | string | EIRMETMERS . BUEEE:

domain,project,all, typegddomainfd, iR[Eltype=AA
AXBIRR; typefaprojectRT, R[Eltype=AATXARY
WIR; typeJallitiREltypeIAA. AX. XAHRIRR .
i5%EA

e AXFRfEdomainEE R,

o XAFEREprojectEETR.

e AAFERTEdomainFproject RIS,

o XXFRfEdomainFlprojectEHIARE R

String | SRFRIEE R . catalogEfEHAITHACHRAEAIcatalog=
ER(ALUTEIRSHIRES . B BENKE) .

iy

catalog

IBREH

& 5-301 153K Header 2

2H 28 |3% |t

Content- | 2 String | iIZ=FERABIEA “application/json;charset=utf8” ,

Type

X-Auth- | 2 String | HEISHE, AEAFPNSMD . BIREEE.

Token tokenFrFE i RIES ISR
0222

& 5-302 WKz Body &1

2% SHSE | ER

links Object RFIHZER

roles Array of | fR{EE5IE,

objects
total_nu | Integer REWPRAYZEL
mber
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2% 5-303 links
2 SHRE | #R
self String RiEpEE
previous | String F—BERIRERE .
next String T ePIERRREE

2 5-304 roles

B8H SRR | Bk
domain_i | String RFFEMSID,
d
flag String ZS#EHfine_grainedht, IRRIIRARFANERIR
B o
descriptio | String BPRAYPIHEIAME R .
n_cn
catalog String WIRFFEBE R
name String RANEZMAIBPRBEFR . MN=BRIRFSCCSEBAFR
FECCS Userfnamegccs_user,
S TERFRItoken, RIRSBIRIBZETRRFIMBFZ2
HBENRIGE
descriptio | String REAEE .
n
links Object IR EREEZER.
id String PRID,
display_n | String BPREZFR
ame
type String NPRAYE BT,
A8
e AXFRfEdomainEER.
o XAFEREprojectEETR.
o AAFERTEdomainflproject R
o XXFERfEdomainFlproject EHIARER,
o BTEMEIHNERMELXRBENAXEEXA, FEEtEdomainEl
project BEBER (AA) , HEEdomainEHprojectZEAE
=~ (XX) o
policy Object MERRIEHRARE
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28 SRR | ik
updated_t | String W PREHTATE
ime =1 ]
UTCRTE], #&=LH YYYY-MM-DDTHH:mm:ss.ssssssZ, B ERFOAT
A& R 208 1S0-8601, #1: 2023-06-28T08:56:33.710000Z,
created_ti | String PR BUFERTE] o
me izl
UTCESIE, 8= YYYY-MM-DDTHH:mm:ss.ssssssZ, HEAFIAT
[BEHE 208 1S0-8601, #1: 2023-06-28T08:56:33.710000Z

£ 5-305 roles.links

2% S¥ERRE | A

self String GADEILE C2an |
previous | String BI—PEERIRAEE L .
next String [E—eBIER IR pE b

2k 5-306 roles.policy

e SRR | R
Depends | Array of | iZNPRFTKERAIIIR

objects
Statemen | Array of | E8UET, EASURAIEARE.
t objects
Version String WPRRAS .

588
e 1.0: EZFMEBENAE. LIRS HE, IREERARSEX
RABRTFEN.

o 1.1: RI&. IAMEFTIRIHAI—FHBRIZIZINAIEED, AILIAS
REIBMRIRSANRE . BRURIBRENE

2R 5-307 roles.policy.Depends

2% SRR | R

catalog String BIRPRTEER
display_n | String WIRERE
ame
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2k 5-308 roles.policy.Statement

2% SHSEE | ER
Action Array of | IR, IEXRRRIEMRENIR. STIFHENINESE
strings EZ=RSE (APISE ) Fh “SPRFHENIR” E75,
548
o RBUA: IRBZFZRIEBLIRIE, #: vpcports:create,
o REBLHFEREIR, flilecs. evsHlvpc®, RRBZNIF/N
5, ZEEHIRMESEXNNE, EXTIFERMGS®, TR
DY SRR,
o HETEMNRIEAZIEEENKIER, Z=FREN: "Action”
["lam:agencies:.assume"],
Effect String El. BamM: 1F (Allow ) FHEZX (Deny) , BEH
AllowX B DenyfUESUEERY, EIEDenyL5cAIREN
BESEE:
o Allow
e Deny
Condition | Object [REIZSF . TRESIEXSH, 55 EEENSEK
B o
jizL:ld
LUBRGIgp9Condition il : 21452 (obs:prefix ) F1=F1F &R
( public ) &#8% ( StringEquals) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
Resource | Array of HiF, #NEnT:
strings =Tl
o TE*HIRERR: :, #l: "obs::bucket*",
o regionF I B Ol iAEIAregion, servicelRfFER
resource/g FXIMiservice,
o NHiZBENKIAZIEEENKRIET, 1Z=FERZEEINO0Dbject,
{BA: "Resource™ {"uri": ["/iam/agencies/
07805acaba800fdd4fbdcO00b8f888c7c" ]}

2K 5-309 roles.policy.Statement.Condition.operator

Ed SHSEE | ER
attribute | Array of | R4, key IEEERFENNXENGEREM, valuels
strings KEREBIT 100975 54E,

ZSHEEBNEENFRHA,
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ISR
BURTIE .

GET https://iam.myhuaweicloud.com/v3/roles

N Rz 7~

R78575 200 B
BRI -

"roles" : [ {
"domain_id" : null,

"description_cn" : "SEiEIEARSS (VSS ) SIER, HEZRS FHIEENIR",
"catalog" : "VulnScan",
"name" : "wscn_adm",

"description" : "Vulnerability Scan Service administrator of tasks and reports.",
"links" : {

"next" : null,

"previous" : null,

"self" : "https://iam.myhuaweicloud.com/v3/roles/0af84c1502f447fa9c2fa18083fbb87e"
}

"id" : "0af84c1502f447fa9c2fa18083fbb87e",
"display_name" : "VSS Administrator",
"type" : "XA",
"policy" : {
"Version" : "1.0",
"Statement" : [ {
"Action" : [ "WebScan:**" ],
"Effect" : "Allow"

11
"Depends" : [ {
"catalog" : "BASE",
"display_name" : "Server Administrator"

A
"catalog" : "BASE",
"display_name" : "Tenant Guest"

11
}
Ao
"domain_id" : null,
"flag" : "fine_grained",
"description_cn" : "{ARSS5 |ZRFEERIUR",
"catalog" : "CSE",
"name" : "system_all_34",

"description" : "All permissions of CSE service.",
"links" : {

"next" : null,
"previous" : null,

"self" : "https://iam.myhuaweicloud.com/v3/roles/Ob5ead4ebdc64a24a9¢372b2317f7e39"

2

"id" : "Ob5ea44ebdc64a24a9c372b2317f7e39",

"display_name" : "CSE Admin",

"type" : "XA",
"policy" : {

"Version" : "1.1",

"Statement" : [ {

"Action™ : [ eserE! Mecs ! MeysE, "VpC:*:*" ],
"Effect" : "Allow"

1
}
11
"links" : {
"next" : null,
"previous" : null,

"self" : "https://iam.myhuaweicloud.com/v3/roles"
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%
"total_number" : 300
}
R[EHE
R[EHE iR
200 =4 An
400 ST -
401 TAIER I .
403 IRBIRIENR
iR
o
5.8.2 HFAPRIFIE
INRENA
ZEOT U BTFERREINIRIFE.
ZEOTLMEREBEXIGAYEndpointFIE B XigtAYENndpointi@ A . IAMBJEndpointid
21 XRIEDR.
URI
GET /v3/roles/{role_id}
% 5-310 IR12SH
2% = | sEEEm R
Wik
role_id 2 String BPRID, IRENGiBESN: IREUNR
ID,
=P
& 5-311 153K Header 3#
2% =AWk 25 | #R
it
Content-Type | @ String | iZ=FERNEIE “application/
json;charset=utf8” ,
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2 BE W% S | ik
it
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NRFEE
tokenFrEE N PRIES DR o
VRSt
2 5-312 I Body 2%
2% SHER faR
role Object BIRER
Z 5-313 role
2% SHER faR
domain_id String PREFEMSID,
flag String ZBHENfine_grainedid, FRRIAPRARFER

BERIREE .

description_cn | String

I PRAPITERER

catalog String WRFFIER R

name String RENEBZMAINREZTR. =B RIRSCCSE
BAPPRCCS Userfnamegccs_user,
T EFFRtokenh, =IRSBIRIEIZAFRRFIRT
FARPE&EINRIGE .

description String WRIEIA SR

links Object PRI R RHHEER .

id String PRID

display_name | String BPRBFR,

type String BPRAYEMET
588

o AXFERfEdomainEER.

o XAFERfEprojectEETo

o AAFKRTEdomainflproject BT R,

o XXFRTEdomainFproject EHIRE R

o BEMRIEHNETMEXRTEENAXTEXA, 6L
domainZE#project ZEBET (AA) , jz%"?“
domainEFproject BEBARER ( XX ) o
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2% SR fik
policy Object NIRIEAFRRR .
updated_time | String W PREHATE
iRE

UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFORY E#E XS 88 1S0-8601, 0:
2023-06-28T08:56:33.710000Z .,

created_time | String PR EIERATE] .

iRE
UTCRT1E], &£ YYYY-MM-DDTHH:mm:ss.sssssSZ,
HERFORT BB 208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

2% 5-314 role.links

2% SR f#iA

self String R pEEHEL

previous String BI— AR R Ak L
next String [E—SBiE R Rt .

2k 5-315 role.policy

2% SHRE R
Depends Array of ZA PR ERAIAR o
objects
Statement Array of BUET, WIASORIERRS.
objects
Version String WIRMRAS .
Lz
e 1.0: EZMEBENAC. MRS NE, ZEERAY
IRSSIEXABERTFER.
o 1.1: K&, IAMRITIZHA—FheEr EIEINAYEE
1, AILAEHEIRAIRSAVRIE. BRUARIERSE
1 ’:r-d—éﬂ
& 5-316 role.policy.Depends
2% S¥RT iR
catalog String BERFTEER
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2% SRR fik
display_name | String WIRERE o

& 5-317 role.policy.Statement

2% BHR R
Action Array of BRUR, IEXTERIIEMRNSIERIR . STIFHOEIR
strings ME2EE LIRS (APIZE ) fh “IPRFNFTEN
" &F,
ol

o 18NN IRSHTIREEIRIE, f:
vpc:ports:create,

o IRSBNTZTREIR, Hlilecs. evstvpcs, IRSE
NN, BREIIMESERNNG, Bk
B S*, THESIIEEPENIN,

o HEENREAZIEEENHKIEEY, ZFRERN:
"Action": ["lam:agencies:assume"],

Effect String EF . BaFM: iF (Allow ) FNiEHE

(Deny) , BEBAlowXEDenyRUESGETAT,

BEfEDeny{L5EHIEN ,

EEEE:

e Allow

e Deny

Condition Object REIZGF. TRESHEXSH, 5% IEB
EN .
HER
LAUERREIFEIConditionafl: £&4442 (obs:prefix )
=75 ( public ) F#8S ( StringEquals ) o

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

]

}

}
Resource Array of HilE. MU0
strings =1

o TIE *WAER=: ::, #: "obs::bucket:*",

e regionFEX s ATAIaIRYregion, servicessm
Z1EBresource[BF Xt Miservice

o HiZBENRBAZITEEN KRN, 1Z=FER3ER
JI0bject, {EH: "Resource”: {"uri": ["fiam/
agencies/
07805acaba800fdd4fbdc00b81888c7c"[}.
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iBERTA

EERIFB.

GET https://iam.myhuaweicloud.com/v3/roles/{role_id}

Ml iz 73~ 451

R7F5J5 200 B
BRI o
{

"role": {
"domain_id": null,

"description_cn": "iEiEfIARSS (VSS) BER, WEZRS THIFMEXR",

"catalog": "VulnScan",
"name": "wscn_adm",

"description": "Vulnerability Scan Service administrator of tasks and reports.",

"links": {
"next": null,
"previous": null,

"self": "https://iam.myhuaweicloud.com/v3/roles/0af84c1502f447fa9c2fa18083fbb87e"

b
"id": "0af84c1502f447fa9c2fa18083fbb87e",

"display_name": "VSS Administrator",
"type": "XA",
"policy": {

"Version": "1.0",

"Statement": [

{
"Action": [
"WebScan:*:*"

1
"Effect": "Allow"
}

1

n

Depends": [
{
"catalog": "BASE",
"display_name": "Server Administrator"

"catalog": "BASE",
"display_name": "Tenant Guest"

R[EE

R[EE 1k

200 BRI
400 ST .

401 TAIESRY

403 SEIRENIR

404 RILEIERAYZR
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BH—BDINIE

APl &% 5 API
$E2AD
7
5.8.3 HiFfHFENER
THREAME

ZiEO AT EIEERS PRIRINICSR .

1Z}RD__[LJ\1§)EH@%I:HEI’JEndpomtﬂ] L b XikAIENdpointiEH . IAMBJENdpointis
2N HRILIRHR.

URI
GET /v3.0/OS-PERMISSION/role-assignments

2 5-318 Query 2#

2% BEY | SHEER | WA
i%

domain_id 2 String FERKSID, KEHEES: KEHK
S. IAMAF. IiH. AFP4E. Kig. £
HZFRFID

role_id S String HRARID,

subject B String BIEMR, BUESEE: user. group.
agency, Z2#Ssubject.user_id.
subject.group_id. subject.agency_id 2 ggi%k
B

subject.user_i | & String ENBIAMARID, FENAIES N : KB

d KS. IAMARF. TiH. AP4E. Xig. £
FERYZFRFOID

subject.group | & String IENAYRPAEID, SREVAIES I SRENK

_id 5. IAMARF. IB. AF4A. XiE. &%
ZFRFID,

subject.agenc | & String IEINAYEIEID, FKEVARIES I FRENMK

y_id S. IAMAF. IH. BF4. XiE. £t
HZFRFID,
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SHR

g

String

BCEE, BYBESBE: project. domain,
enterprise_project, iZ&#5
scope.project_id. scope.domain_id.
scope.enterprise_projects_id R BEiEiF—
AN

Mo
1588

o INFEELBRSBIFNCR, scopeBUE

domaingf{EEscope.domain_id .

o WMFEEETFARBFNENICE, scopell
{&J9domain, His_inheritedBYE fotrue,

o WFEEETIEANENICRE, scopeBlEN
projectaiE S scope.project_id,

o MFEBFETEWINBIERICE, scopel}
{E9enterprise_projectzf {55
scope.enterprise_project_id

scope.project_
id

i1y

String

RINAIREID, REVSES: IREK
S. IAMAF. 8. BP4E. XiE. &t
AIZFRAID

scope.domain
_id

iy

String

FEIEKSID, RGBS IREUK
. IAMAF. 8. BP4E. XiE. &t
AIZFRAID

scope.enterpri
se_projects_id

iy

String

RNAIEWIREID, SRESNESN:
IRENEVIREID,

is_inherited

iy

Boolean

EEEEETHEMEFENANCE, AL
false, H&#scope=domaing&
scope.domain_idFERTERL. true: &Fif
ETFEMBENNICR. false: EI8E
T2 BRSBFNAICR.

include_group

iy

Boolean

EREAETFIAMBRERFPAREE%C
%=, BiABtrue, HSFsubject=userzl

subject.user_idFERTAR . true: EEE

FIAMEFEIN . IAMBFERERFAER

AR, false: (NEBETFIAMBFENE
iCRo

page

iy

String

DREIINEIRIIRE, TaERNN.
FESper_page@IIEFE.

per_page

i1y

String

S REANERNEIEN S EUETEE R
[‘I :50] ’ ﬁﬁ%g'—ipaQEEEjﬁEo
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IERSH

% 5-319 153K Header 2#

2% =EERY | SHEER | #Hik
i%
X-Auth-Token | 2 String BIAShE, FEEAPNSMD. IREERE.
tokenFF X PRIE S IARANIN .
In)VE=S5't
2= 5-320 [ Body %
2% SR ik
total_num Long REWETIC RV RE
role_assignmen | Array of BENER.
ts RoleAssignm
entBody
objects
2 5-321 role_assignments
BiR it fEiA
user RoleUserAssig | ISNNAHPEE.
nmentld object
role RoleAssignmen | IERGRIREE. .
tld object
group RoleGroupAssi | EINEFAREE.
gnmentld
object
agency RoleAgencyAss | IENEIEEE.
ignmentld
object
scope RoleAssignmen | IZSUERITEE .
tScope object
is_inherited Boolean EAETHEIMEREN,
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2K 5-322 role_assignments.user
2 S iR
id String IAMEBFID,
2 5-323 role_assignments.role
BR E3id) R
id String PRID,
2K 5-324 role_assignments.group
BR St iR
id String FBR4ID,
2 5-325 role_assignments.agency
BN E3ic) iR
id String F#ID,
2R 5-326 role_assignments.scope
BiR St fEiA
project RoleProjectAssi | EFIAMINBEFINAIES..
gnmentld
object
domain RoleDomainAs | EF2BRSZ BB FENNEE.
signmentld
object
enterprise_project | RoleEnterprise | EFHWIRBIBINHIEE.,
ProjectAssignm
entld object
2 5-327 role_assignments.scope.project
BN 3] iR
id String IAMIRHID,
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2K 5-328 role_assignments.scope.domain

B ERY RR
id String 2FRS5ID,

2 5-329 role_assignments.scope.enterprise_project

B it A
id String EWIRBID,
(=R GN
FRHEFPEUER.

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/role-assignments?{domain_id}

I Rz~ 51
RZS1B792000 :
BRI
{
"role_assignments":{
"group":{
"id":"07609e7eb200250a3f7dc003cb7a4e2d"
h
"is_inherited":true,

"role":{
"id":"11e5c42d20cc349a2b9e2f8afd253f50c"

h
"scope":{
"domain":{
"id":"d78cbac186b744899480f25bd022f468"
}
}
B
"total_num":1
}
IR[EE
RENE iR
200 BRI
400 ST
401 NS
403 IREERENIR
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tHI=0

52 iEIRE .

5.8.4 ST RRFFHIAFEDR
J

ThRENR

ZEOTUBTFEERSN2BIRS P B FANR.
ZEOTLER £ B XIEAIEndpointFIE M XIFAIEndpointiAA . IAMAJEndpointis

2 BRMBIRD R

URI
GET /v3/domains/{domain_id}/groups/{group_id}/roles
% 5-330 IRESH
2% =8 | 5HEE A
domain_id 2 String BFEREIKSID, KSR ESN:
REXKS . IAMAR. IB. AF4A.
Xis. FFERIZFRFID.
group_id = String FIFAID, SRENASNES I FRENbK
S. IAMARF. INH. AFA. Xig.
FREMNBFRFID,
IBREH

% 5-331 i&K Header %]

2% BEWI% s |
%)
Content-Type | @ String | iZ=FERRABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String

gl‘lﬂ%\h‘ﬁ, EEAFRBG . UREE

N 0

tokenPfrFEX RIS S AR .

N5k 48 (2021-11-15)

IRAERE © LA/ ARBIRAE 207


https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/intl/zh-cn/endpoint

BH—BDINIE

APl &% 5 API
R3S
3 5-332 WKL Body &%
2¥ SR iz
links Object RRIHZER
roles Array of MIREEYIE.
objects
& 5-333 links
2H SR iR
self String RRHEE
previous String I PEREEE.
next String T EPERREE

2% 5-334 roles

2% SR fiA

domain_id String NPRFTEMSID,

flag String ZBHENfine_grainedid, FRRIAPRARSTERN
=1

description_cn | String BORAIFEINMEE -

catalog String BORFFEE R

name String RERNE2MHIBPREFR. =B RIRSBCCSHE

BRAFMPRCCS Userfnamegccs_user,
EEERPRtokenth, =IRSZIRIEBZZTREHIMT

AR &8 RAE.
description String BURERAMEE
links Object PRV RRHHEER .
id String BRID
display_name | String WPRBFR
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BH—BDIAIE

APl &% 5 API
2% SRR fik
type String WPRAYE BT .
588

o AXFEREdomainEET.

o XAFEREprojectEETo

e AAZER7Edomainilproject IR

o XXFKRTEdomainFlproject EHIAE R

o HEMERNERMEXREEAHAXTEXA, FEEE
domainEfprojectZEBER (AA) , BE
domainZEHproject ZEARE R (XX) &

policy Object BTSN
updated_time | String I PREFATIE]
Lz

UTCRT/E, #&=XA YYYY-MM-DDTHH:mm:ss.sss555Z,
HERFNRTEI#AE U208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z,

created_time | String R GIERTE]

WiBA
UTCASE, &P YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HEAFORT [ EBAE 208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

3£ 5-335 roles.links

2% SR 15205

self String RIRSEREIbL

previous String BI— PR IR bl .
next String [E— PR IR L

2k 5-336 roles.policy

2% SHEE it

Depends Array of ZA BRI ERAIANR o
objects

Statement Array of BENES, mASIRRIERARS.
objects
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BH—BDIAIE

APl &% > API
2 SRR iR
Version String BIRIRAES .
WiBA

o 1.0: REMBNAE. LRSHNE, REBIRA
IRSSEXAEBRTEN.

o 1.1: RE8. IAMEFTHRHAI—FHBRIEIZINAYRE
73, AILUEHREIRARIRSAURIE. RRURIBERE

",
£ 5-337 roles.policy.Depends
2% SRR fEiA
catalog String WRFAER R
display_name | String WIRERE o
2k 5-338 roles.policy.Statement
2¥ S R
Action Array of BIR, 1EXRENERRIENIR . 2018
strings ESEE MRS (APISE ) fb “IURFANFEAR
=
1588
o 18 A: RSBZRIFERELIRE, fi:
vpc.ports:create,
o IRSBNTREIR, Hlilecs. evstlvpcs, IRSE
NZIFNE, BREIMESERING, BKZ
HBEAS*, THRDIILEMENIR,
o HEEMKIEAZTITEEN KIS, ZFBER:
"Action": ["lam:agencies:assume"],
Effect String ER. BEFM: iF (Allow ) FIEL
(Deny) , BEBAllowX B DenyfIERUEGIAT,
BIEDeny{fL5EaIREN .
EUESEHE:
e Allow
e Deny
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BH—BDINIE

APl &%& 5 API
2% SHARTY A
Condition Object REIZE. TRESEXSH, 5% IEB
BN KRS .
iz Ll

LA sRkRfIFfConditionJafl: 24442 (obs:prefix )
F=#FER (public ) FHEE ( StringEquals ) .

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

1

}

}
Resource Array of HilE. ML
strings =1

o TIE *HAER=: ::, #: "obs::bucket*",

e regionFER s ATAIaIRYregion, servicedssm
F1EHresource/gF Xt Riservice,

o HiZBEENKRBAZITEENKRIENT, ZFERER
JIObject, {EF: "Resource” {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b81888c7c"[}.

isK7pl
B LBIRSS FHIRFERR.

GET https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles

i Rz 77~
RAHB 200 B:
R
{

"roles": [
{
"domain_id": null,
"flag": "fine_grained",
"description_cn": "Eif)iFZ=E",
"catalog": "CDN",
"name": "system_all_11",
"description": "Allow Query Domains",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/roles/db4259cce0ce47c9903dfdc195eb453b"

"id": "db4259cce0ce47c9903dfdc195eb453b",
"display_name": "CDN Domain Viewer",
"type"; "AX",
"policy": {

"Version": "1.1",

"Statement": [

"Action": [
"cdn:configuration:queryDomains",
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F—EBINE
AP &% 5 AP

"cdn:configuration:queryOriginServerinfo",
"cdn:configuration:queryOriginConflnfo",
"cdn:configuration:queryHttpsConf",
"cdn:configuration:queryCacheRule",
"cdn:configuration:queryReferConf",
"cdn:configuration:queryChargeMode",
"cdn:configuration:queryCacheHistoryTask",
"cdn:configuration:querylpAcl",
"cdn:configuration:queryResponseHeaderList"

1,
"Effect": "Allow"
}
1
}
}
1,
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/domains/d78cbac186b744899480f25bd022f468/groups/
077d71374b8025173f61c003ealal1ac/roles"
}
}

)

R[EE )%

200 BRI

400 ST,

401 INIEE

403 RBERIESUR -

404 RILEIERAYZIR
TEEL

¥
5.8.5 EFINHIRSSPRIFAF AR
INRENA

ZiEO BT EEREINB RS FRIBFPESER.

iz O LAERAEBEXIFAYEndpointFIE B X iatHYEndpointi@ A .. IAMBIEndpointi&

2N WXILIRT R
URI

GET /v3/projects/{project_id}/groups/{group_id}/roles
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H—BDINIE

AP| &% 5 API
& 5-339 IERESH
B8H = SR R
DV
group_id 2 String FIFPEID, SRENANES I FRENMK
%\ IAMmF‘ N IﬁE N mpéﬂ\ Eﬁ\
FHERZFRFID,
project_id 2 String IREID, JKEAGXBESN: KEKS.
IAMAF. IiH. APE. KiK. &t
HYZFRFID,
IBRESH
2 5-340 153K Header 2#
8% BE W% 8% | ik
i)
Content-Type | 2 String | IZ=FERNBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIEISHE, FEBFPSMH . NRFEE
B,
tokenFT B IRIES ISR .
D)VES54
% 5-341 [[IR7 Body 2%
8% SHE fiik
links Object RRIHZER
roles Array of MREEYIZE.
objects
2 5-342 links
8% SHEE fik
self String RREHEE
previous String I PERREEHE.
next String T EBIERIREE
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F—BBINE
AP &% 5 AP

2% 5-343 roles

2¥ SHE A

domain_id String WBRFEMKSID,

flag String ZBHENfine_grainedid, FRRLAIRARFER
BRIREE .

description_cn | String BPRAIPSHEIAER

catalog String BORFFEERR .

name String EEREZMAIRPRBZTR . N=BRIRFCCSHE

BRAPIPRECCS Userfnamegccs_user,
wEAFBtokend, =IRSBIRIEIZBTRIFIRT

Fﬁ)’—“‘ =aaNRIEE,
description String BURIEAMER o
links Object MR RIHZER
id String BRID
display_name | String BPRBZTR
type String WPRAIEMETC

Lz

o AXFRfEdomainEER.

o XAERTEprojectEER.

o AAFERTEdomainflproject EHER.

o XXFERTEdomainFlprojectEHIFRER.

o BEMERBHNEMERXNRBENAXZEXA, THEE
domainEMproject E#ER (AA) , EETE
domainEfproject BEFARER ( XX ) 0

policy Object NIRRIEAFRRS .
updated_time | String W PREFATE
iRE

UTCHHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HERFORT E#& &0 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

created_time | String PR EIERATE .

ol
UTCHYE, %&£ YYYY-MM-DDTHH:mm:ss.ssssssZ,
HHAFNES a8 288 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,,
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H—BDINIE

5 API

3£ 5-344 roles.links

2 S¥R A

self String GAD LIS EINEN 1|

previous String Bi— SRR IR AL .
next String B4R R R L .

% 5-345 roles.policy

B8H BHEE R
Depends Array of ZA PR ERAIANER o
objects
Statement Array of BEES, WMASPRRIERRS
objects
Version String WRARAS .
588

o 1.0: RFMEMNAE, LIRSHHNE, REEIRAY
IRSSTEXAERTEN.

o 1.1: RE&, IAMEFTIRHAI—FHABRIE1ZINATRE
73, ALUSHREIEAIRSHURE. BRURIERE

L=
2k 5-346 roles.policy.Depends
S SR 15
catalog String BORFFEER R
display_name | String BPREFR

NH5hRA 48 (2021-11-15)
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F—EBINE
AP &% 5 AP

2K 5-347 roles.policy.Statement

2% SRR R
Action Array of BN, ENRREANEREENIR. STIFAIEN
strings MESEZ RS (APISE ) b “IUPRFNIER
I)\ 7 E%o
iBE

o &N IRSBAFREEIRE, fI:
vpc:ports:create,

o IRSBBAFTMBIR, Hlilecs. evstlvpcE, IRSE
NSNS, BRERIMRESEANS, BRS
HFEOATS*, THTIeEMENIR.

o HEENRIENZITEENFKEEN, ZFRERN:

"Action": ["lam:agencies:assume"],

Effect String FF. BamM: 21F (Allow ) FliE4
(Deny) , BEBAllowXHBDenyJiStHUEaAT,
BIEDeny{fL5EaIREN .

BESEHE:

e Allow

e Deny

Condition Object REISEF. TRESIBEXSH, 5% IEH
EN R
1588
LAER R BIF A ConditionJaffl: 4452 ( obs:prefix )
FI=#FER (public) F4B%E ( StringEquals)

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

]

}

}
Resource Array of TR MUENT:
strings iHAE

o TE*MFRER: =, fl: "obs::bucket:*",

o region=FEA*E A ETAIEIAIregion, servicelsiR
FrEBresource BT I Rservice,

o HiZBEENEIENERIEEENKIEHT, 1ZFERHEE
JIO0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b8f888c7c" ]}

ISRl
B E AR S3 F I F PAEAR -

GET https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles
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F—BRINE
AP &% 5 AP

N Rz 7~

RAEBH 200 A:
BRI o

"roles": [
{
"domain_id": null,
"flag": "fine_grained",
"description_cn": "N FIG#EEIRRSS LIZHR",
"catalog": "AOM",
"name": "system_all_30",
"description": "AOM read only",
"links": {
"next": null,
"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/roles/75cfe22af2b3498d82b655fbb39de498"
Iy
"id": "75cfe22af2b3498d82b655fbb39de498",
"display_name": "AOM Viewer",
"type": "XA",
"policy": {
"Version": "1.1",
"Statement": [

{
"Action": [
"aom:*:list",
"aom:*.get",
"apm:*list",
"apm:*.get"
1
"Effect": "Allow"
}
]
}
}
1
"links": {
"next": null,

"previous": null,
"self": "https://iam.myhuaweicloud.com/v3/projects/065a7c66da0010992ff7c0031e5a5e7d/groups/
077d71374b8025173f61c003eala11ac/roles"
}
}

R[EE

R[EHE E1::)%

200 BRI

400 ST

401 TNIESEE

403 IRBEERIFIR

404 RELFEN AR -
=il

7
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F—EBINE
AP &% 5 AP

5.8.6 JAFHEET 2 BIRSZNE

ab
ThEEN 4B

ZEORLUATEERIAFREETFERIRSTIIR. SREAEEBFESN: RHEN
BEO

ﬁhclil_ﬂ«)\ﬁﬁﬁ%%EHE’JEndeInt*D 1 {th X 1 AYEndpointiEFE . IAMBIENndpointis
2l MXMBETR.

URI
PUT /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
% 5-348 IR1ZBH
2% =E | BHEE fR
domain_id 2 String FBRAEREIKSID, KREAGIESL:
REUKS. IAMBRF. INH. BFP4E.
Xig. ZHERNBIRFID,
group_id = String FAR4EID, FKEVASXiESN: FRENK
S. IAMARF. INB. APA. XiH.
FENZTRFID,
role_id = String NPRID, RENAGINIEESN: IKEUR
ID,
54ER
MRBEEGAFAREFER0BSIRENE
ZEM%E“ BORIRIRIEREE A EER
5. XiFRINE, HittaHBER2MEEX
HEE, BN REREFREPA.
IBREH

2 5-349 153K Header &

B8H =% 2% | #k
-]
Content-Type | 2 String | 1Z=FERRBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | KIASHE, AEBPHNSMD . NIRERES
=
tokenPTFRAXPRIES W AIR »
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BH—BDINIE

APl &%& 5 API
) E=S
%
(=R
NAFREZEFEBRSBINR,
PUT https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
N 7~
%
R [EE
R[EHE A
204 RINBLI
400 ST
401 TAIERTY .
403 IZBBRIEIR
404 RIEIENAIERR o
409 RIRIRR
=1
7

5.8.7 IAFAERZTIHEESNE

URI

ZEOFLBATFEERABAFPAETFRERSNR. SUIRMEAEEISZESL: RHEN

BE o

ZEOn LAERAEBXIFAIEndpointFIE B X idtAYEndpointi@E . IAMBIEndpointi’

PUT /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}

20 XIS

NSk 48 (2021-11-15)
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F—EBINE
APl &% 5 AP

% 5-350 RIS

2% =8 | &HEen 3%
Whisk
group_id 2 String FIFAID, SREXNASNES I FRENDK
=. IAMAR. IiH. AF4A. XiF.
FHERIZRRFIID,
project_id 2 String NAPEFENRIIREID, KA RES

I RS, IAMER. IE. AF
H., Xig. ZESBFRAID,

SHRZINE SEPEARIAMBREFE

™. {ERIIAMIRE—.

5488
MR EEAFAPAS TS 0BSIRENE
ENEE, BFEREERERY FRITES
FIREVE A “MOS” WIREID, HREPAE
FiZIRERIOBSEEN RS

String BURID, SRENANIESN: FKEWUR
ID,

i

role_id

IBREH
2 5-351 153K Header 2%{
8% =% 8% | #k
sem
Content-Type | =2 String | iZ=FERARIBIEA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | i5iE1<$RE, EFEEFPHED . BUREE
=W
tokenFrE N RIES ISININ
R3S
7
=]
HEPAEEFIRB RSN
PUT https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
M iz 7~ A5

p
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BH—BDINIE

AP| &% 5 AP
REHE

R[EE R

204 ERRIN .

400 ST,

401 NN

403 SEIRENIR

404 RILEIERAYZR

409 TRz,
BI=0

7

5.8.8 BT HERHEEBIRSZNE
INEENA

ZEOUUATEEREEIRFPHRSHEERRSR.

ZEOTLER£BEXIEAEndpointfIE M XIFAIEndpointiAA . IAMAJEndpointis
S WXMREDR.

URI

HEAD /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}

% 5-352 BIZSH

2% =R | s¥Ey R
WA
domain_id = String FBFREREIKSID, KRENAGBESR:

RENKS . IAMAF. INE. BF4E.
Xig. EFERIRFRFID,

group_id = String FBFEID, SRENASES I FRENMK
S. IAMARF. IRB. AFA. Xig.
FHEHNBFRFID,

role_id 2 String BPRID, IRENASIBESW: TKEUNR
ID,
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F—EBINE
AP &% 5 AP

IERSH

2 5-353 i53K Header 2

8% BER W% 2% | A
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | 1HE$HE, EFEBFPHEMD. BIREE

SN0

tokenPfrFEAX RIS S R .

[ e
7
(=R %N
BOAFARSIHEEBERSNR.
HEAD https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
N Rz 7=
x
REE
IR[EHE )%
204 'K, (BBEENR)
400 BTN
401 TNIERL
403 IZBBRIFIR
404 REKEENEIR
FEIRtg
¥
5.8.9 EIAHFHEEHBIEIRSZNIR
ThEeN 48

ZEOFLUATEERENAFREHRESREERSR,
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F—EAINE
AP &% 5 AP

ZEOTLUERE R XIFAIEndpointFIE tXIERIENdpointiBFE . IAMBJENdpointid
S WMRMBRDR.

URI
HEAD /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
% 5-354 BIZSH
B8H = | S%ER A
group_id 2 String FIFPEID, SRENANES I FRENMK
%\ IAMmP\ IﬁE\ m):léﬂs Eﬁ\
FHENZFRFID,
project_id 2 String IREID, FKENAGXBESN: KRS
IAMARF. INBH. AF4H. Xi%. Ft
RIBRFRFOID,
role_id 2 String BPRID, IRENGiBESN: IREUNR
ID,
B3RS
& 5-355 153k Header 2%{
8% BRWIE 8% | A
sem)
Content-Type | @ String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | HIESHE, FEEAFPNSM . RIREE
B
tokenfTFEINPRIES WAEHIR
VRS54
7
=P ]
BiAFHEAHEIMBRSNR
HEAD https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
I pz 7~ A5

p
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H—BDINIE

APl &% 5 API
REHE

R[EE R

204 B, (BEBEIEENUR)

400 ST,

401 TNIESM

403 RBEIRENIR

404 RILEIERAYZR
BI=0

¥
5.8.10 HiG A ARIFrEIENRYIZR
IheEN4R

ZEOUATEERE TR EMENBRSNRTIZE .
ZEOTLER£BEXIEAIEndpointFIE M XIFAIEndpointiAA . IAMAJEndpointis
S WXMREDS.

URI

GET /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
inherited_to_projects

% 5-356 RIZS#
2%

domain_id

Ui SHERE ik

String K=SID, KEVSXNIBESW: FREX
kS, IAMAR. IIE. AF
$H. Xi. ZHERIBFRFOID,

String FFLID, KA BESN: K
BiKS. IAMEBR. ITH. AF
fH. Xi. ZHERILBFRFNID,

fil

i

i

group_id
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BH—BDIAIE

APl &% 5 API
IBRSH
% 5-357 i53K Header 2%
8% BEVE | SEEE 1k
X-Auth-Token | @ String & Security AdministratoriX
PRAEYtoken,
IR S

HEBA 200 B :

% 5-358 ljui Body 2%

e SR fhR
links object RRIHZER
roles Array of ST EISEIE S
objects
total_number | Integer EEASHFEdomain_idRd, EEIEEX K

ISt

£ 5-359 RoleResult

2% SR fHiA

domain_id String WRFTEMSID,

flag String ZBHENfine_grainedid, FRRLABIRARFERN
BEHIREE .

description_cn | String BURRYPHEIAEE .

catalog String PIRFIEER

name String IR . EHEAFKtokend, =IRZIRIEIZE
RRFIETFA P 2 A B NXRGIE

description String BPRHERMER

links object MR RRIHZER

id String BRID

display_name | String BRI -
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BH—BDIAIE

APl &% 5 API
2% SRR fik
type String WPRAYE BT .
588

o AXFEREdomainEET.

o XAFEREprojectEETo

o AAFERTEdomainfiproject IRz

o XXFKRTEdomainFlproject EHIAE R

o BEMERHBHETMERNRBENAXTEXA, TEE

domainEfprojectZEBER (AA) , BE
domainZEHproject ZEARE R (XX) &

policy object BTSN
updated_time | String I PREFATIE]
Lz

UTCRT/E, #&=XA YYYY-MM-DDTHH:mm:ss.sss555Z,
HERFNRTEI#AE U208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z,

created_time | String R GIERTE]

WiBA
UTCASE, &P YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HEAFORT [ EBAE 208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

% 5-360 Links
2% SR 15205
self String RIRSEREIbL
previous String BI— PR IR bl .
next String [E— PR IR L

2 5-361 RolePolicy

2% SHEE it

Depends Array of ZA BRI ERAIANR o
objects

Statement Array of BENES, mASIRRIERARS.
objects
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BH—BDIAIE

APl &% > API
2 SRR iR
Version String BIRIRAES .
WiBA

o 1.0: REMBNAE. LRSHNE, REBIRA
IRSSEXAEBRTEN.

o 1.1: RE8. IAMEFTHRHAI—FHBRIEIZINAYRE
73, AILUEHREIRARIRSAURIE. RRURIBERE

L=
£ 5-362 PolicyDepends
2% SRR iR
catalog String WRFAER R
display_name | String WIRERE o
2 5-363 PolicyStatement
e e e RhR
Action Array of BIR, 1EXRENERRIENIR . 2018
strings INESEZ RS (APISE ) tb “IUPRFNIEX
I B,
iz Ll
o & RBZEREERE, HI:
vpc:ports:create
o IRSBNTREIR, Hlilecs. evstlvpcs, IRSE
NN, ZREERIIMESEXRNNG, Bk
HBhGS*, THESIIEEPENIN,
o HETEMERIAZITEENERIEN, ZFRERN:
"Action": ["lam:agencies:assume"],
Effect String ER. BEFM: iF (Allow ) FIEL
(Deny ) , BEBAllowXHBDenyAJEHUEDAT,
BIEDeny{fL5EaIREN .
KEME:
e Allow
e Deny
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H—BDINIE

APl &%& 5 API
2% SHARTY A
Condition Object REIZE. TRESEXSH, 5% IEB
BN KRS .
iz Ll

LA sRkRfIFfConditionJafl: 24442 (obs:prefix )
F=#FER (public ) FHEE ( StringEquals ) .

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

1

}

}
Resource Array of HilE. ML
strings =1

o TIE *HAER=: ::, #: "obs::bucket*",

e regionFER s ATAIaIRYregion, servicedssm
F1EHresource/gF Xt Riservice,

o HiZBEENKRBAZITEENKRIENT, ZFERER
JIObject, {EF: "Resource” {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b81888c7c"[}.

isK7pl
B ANFTEREURTIE.

GET https://iam.myhuaweicloud.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
inherited_to_projects

N Rz 7751
RAEB: 200
BRI

"roles" : [ {
"domain_id" : null,
"description_cn" : "IEiEIIEIRSS (VSS) BIER, WEIZRS FTHIFRAIR",
"catalog" : "VulnScan",
"name" : "wscn_adm",
"description" : "Vulnerability Scan Service administrator of tasks and reports.",
"links" : {
"next" : null,
"previous" : null,
"self" : "https://iam.myhuaweicloud.com/v3/roles/0af84c1502f447fa9c2fa18083fbb..."
%
"id" : "0af84c1502f447fa9c2fa18083fbb...",
"display_name" : "VSS Administrator",
"type" : "XA",
"policy" : {
"Version" : "1.0",
"Statement" : [ {
"Action" : [ "WebScan:**" ],
"Effect" : "Allow"
11
"Depends" : [ {
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F—EAINIE
AP &% 5 AP

"catalog" : "BASE",
"display_name" : "Server Administrator"
WA
"catalog" : "BASE",
"display_name" : "Tenant Guest"
1]
}
h o
"domain_id" : null,
"flag" : "fine_grained",
"description_cn" : "S55 |1 ERSZEERIR",
"catalog" : "CSE",
"name" : "system_all_34",
"description" : "All permissions of CSE service.",
"links" : {
"next" : null,
"previous" : null,
"self" : "https://iam.myhuaweicloud.com/v3/roles/Ob5ea44ebdc64a24a9¢372b2317f7..."
L
"id" : "Ob5ea44ebdc64a24a9c372b2317f7...",
"display_name" : "CSE Admin",
"type" : "XA",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Action" : [ "cse:**", "ecs**", "evsi¥*!, "vpct*! ],
"Effect" : "Allow"
1]
}
11
"links" : {
"next" : null,
"previous" : null,
"self" : "https://iam.myhuaweicloud.com/v3/roles"

}
}
RS
REE 5%
200 BB
401 NESR
403 SBEIRERIR .
=g
B2 EIRB.
5.8.11 EiOAFA =R IHEREIMBEENR
INRENA

ZEORUATFEERENAFPHESREMEMBEENR,

ZiEOLAME A2 B XIFAYENdpointF lE L X IFAYENdpointiE . IAMBYENndpointis
21 WXALRIEDSR.
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BH—BDINIE

APl &% 5 API
URI
HEAD /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects
% 5-364 BBRIZSH
ol =AWk SR R
domain_id 2 String BRHEREIKSID, KENAEIE
S0 KIS . IAMAER. I
B. BFRAE. Xig. FENEWR
#0ID,
group_id = String FAR4ID, SRS RiEESN: 3K
BkS. IAMEBRF. IiB. AF
fH. Xi%. ZEHZFRFID,
role_id 2 String BPRID, SRENGIBESM: FKEY
S, IAMBR, IIB. AF
fH. Xi%. ZEHZFRFID,
IBREH
Z 5-365 153K Header 2]
2H BRIk SR ik
X-Auth-Token | 2 String & Security AdministratoriX
PRAYtoken,
VRS54
.
=GNl
BiAFAEEREREFREIMEIEENR.
HEAD https://iam.myhuaweicloud.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
{role_id}/inherited_to_projects
N Rz 7~ A3

MAHRARANS 48 (2021-11-15)
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H—BDINIE

APl &% 5 AP
RS
RSB ik
204 EFRIN,
401 TNIESM
403 SEIRENIR
404 RILEER RIS
5=
B2 ISR
5.8.12 R FARFrEIHE IRSZR
IHEENA
ZEOT U BTFERREMRAFPENFREINERSBUR
ZEOALUEREBXIERIEndpointFNEth XigtRYEndpointilA .. IAMRIEndpointid
20 WMRNKRFEDE.
URI

DELETE /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects

% 5-366 IRIZSH

2% =AWk SR ik

domain_id = String BREFFEIKSID, RENGIE
20: KRS . IAMAR. I
B. APH. XiE. EEHEFR

FID,
group_id = String FAF4EID, KEAXIBEN: K
kS, IAMEPR. Ii8. AF
£H. Xif. FZIERILZFRFNID,
role_id 2 String BPRID, RENHNIESI: IREX

S, IAMAR. ITH. AF
$H. Xif. EEMNZFRFID,
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F—EBINE
AP &% 5 AP

IERSH

K 5-367 153K Header 2#

28 =W SRR fEid
X-Auth-Token | 2 String B Security Administratoril
PRAYtoken,
D)2
7

SRR
B AP AR IR B RS IR o

DELETE https://iam.myhuaweicloud.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
{role_id}/inherited_to_projects

N Rz73~ 451
RESMB: 403

=P Si57 3N
o A1
{

"error_code" : "IAM.0002",
"error_msg" : "You are not authorized to perform the requested action."

}

o fil2
{
"error_code" : "IAM.0003",
"error_msg" : "Policy doesn't allow % (actions)s to be performed."

}
KRG 500
Internal Server Error
{

"error_code" : "IAM.0006",
"error_msg" : "An unexpected error prevented the server from fulfilling your request."

}
RS
IR[EHE R
204 =R
401 TNIESETY
403 TBERAIZIN
404 REEENZIR
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F—EBINE
AP &% 5 AP

REHE fifik

500 AEBARSS HEIR
TES
BESIEIRE
5.8.13 BIRAFPAENZBIRFZNRE
INeEN4A
ZEOTUBATFEERBRAPANEZBIRSNR
iz O LAERAEBXIFAYEndpointFIE b X iatHYEndpointi@ A .. IAMBJEndpointi’
sl WXMNRIETR.
URI
DELETE /v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
% 5-368 IR1ZRSH
2% 2E | e A
domain_id = String FBFEFREIKSID, KREAGIBESR:
REUKS . IAMERF. INH. BAF4.
Xizk. RIEHBZFRFAID,
group_id = String FIFAID, SRENASNES I FRENbK
S. IAMARF. INB. AFPA. Xigk.
FHERFZFRFID,
role_id 2 String BPRID, SRENSIBESW: TREUR
ID,
iERSH

3£ 5-369 153K Header &%

2% BEWI% 2% |k
i)
Content-Type | @ String | iZ=FERNEIEA “application/
json;charset=utf8” ,
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F—EBINIE
AP &% 5 AP

SH ERWIE 28 | i
i)

String | IAA<HE, FEAFRIBM . TURFE
ES

SN 0

X-Auth-Token

ali

tokenfF BN RIES WIS .

In)VE=S5't
7
=
BIRAFHENEFRSINR
DELETE https://iam.myhuaweicloud.com/v3/domains/{domain_id}/groups/{group_id}/roles/{role_id}
i 7~
7
IR[EIE
RENE ik
204 Rk
400 ST
401 TN
403 IERIENR
404 REFIENAIER -
HEI=
7
5.8.14 AR ANIE RSSNIR
ThEEN 4R
ZEOT L BT EE SRR AN RSHIR .
ZEOLEREE EHE’JEnd pointFIEfth X 1sAYEndpointiElFE . IAMAYEndpointis
20 WXNRiET R
URI

DELETE /v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
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BH—BDINIE

APl &% 5 API
% 5-370 IR12BH
B8H = SR R
WA
group_id = String FIFEID, SRENANBES I FRENMK
%\ IAMmP\ IﬁE\ m):léﬂ\ Eﬁ\
FHENZFRFID,
project_id 2 String IREID, FKENAGXESN: KRS
IAMAF. IiBH. AP4E. XiE. £
R9RFRFOID,
role_id 2 String BPRID, SKENAIESN: TKEWUR
ID,
IBREH
2 5-371 153K Header 2%{
2% =AWk 2% | #t
sy
Content-Type | @ String | IZ=FERIBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIASHE, FEBAFPNSM . PEEHE
=
tokenFT BN PRIES ISR
R &%
.
=]
PR AR B IRSZAIR
DELETE https://iam.myhuaweicloud.com/v3/projects/{project_id}/groups/{group_id}/roles/{role_id}
i Rz 735
7o
IR[EIE
IR[EHE A
204 TERRALIN

N5k 48 (2021-11-15)
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APl & > API
REIE )%
400 ST
401 NN S¢S
403 RERIESUR -
404 RILEIERAYZIR
B
¥

5.8.15 IR PAEFEFATEINR RS R

ThREN R

ZEOTBETFEER AAPAERFREMBRSIIR, SIREACESELERS
MFrBIAMIRH .

ZEOn LAMEREBXIFAIEndpointFIE B X iFAYENdpointi@E . IAMBIEndpointi’
sl WXNRIFETR.

URI

PUT /v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/{role_id}/
inherited_to_projects

% 5-372 BIZS#

S =R | sy R
DAV

domain_id 2 String FBPHEREIKSID, KEBERIES .
REWMKS . IAMAR. INB. AF4A.
Xig. ZHFERZFRFID,

group_id 2 String FIFPEID, SRENANBES I FRENMK
S. IAMBRF. InB. AFAE. Xk,
RFERIZFRFOID,

role_id 2 String BPRID, IRENGiBESN: IREUNR
ID,
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BH—BDINIE

APl &% 5 API
IBREH
K 5-373 153K Header 2
2¥ =% 8% | ik
il
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | HIESHE, FEARPHNEM .. SIRFE
=W
tokenfFTFEINPRIES WAEAIN o
R3S
7
=GNl
AFRFAET FETAE BRSUR .
PUT https://iam.myhuaweicloud.com/v3/OS-INHERIT/domains/{domain_id}/groups/{group_id}/roles/
{role_id}/inherited_to_projects
I iz 7~ A5
7
R[EE
REHE ik
204 AR
400 ST
401 NI S
403 IREERENR
404 RIKEBNAIEIE

5.9 HEMNRIZRSIE
5.9.1 EHBE N KRIZSIFE

ZEOUL AT EEREREEMREIIER.
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BH—BDINIE

APl &% 5 API
ZEEOLEREBXIGAIEndpointFIE B XIFAIEndpointiEFE . IAMBIEndpointid
2 MXLRETR.
URI
GET /v3.0/OS-ROLE/roles
K 5-374 Query ¥
2% =8 |2#% | @R
Wik | KB
page & Integ | PINERITEIERIRNE, ERER/NH. TES
er per_page[@iifEE .
per_page | & Integ | HIREARTERAEIENE, BUESEES[1,300]. &
er E5pageEEFE.
IBREH
2 5-375 153K Header 2
2% 25 |3% |k
Wik | 28
Content- | &£ String | iIZ=FERABIEA “application/json;charset=utf8” ,
Type
X-Auth- 2 String | 1HE$hE, EFBFPHSEMD. NRFEE.
Token tokenfFTEINRIES WIEHIR
V254
%% 5-376 i Body 2
2% SHSER | ER
links Object RIFHEER
roles Array of | BENFEIREESIER.,
objects
total_nu | Integer REIEE X KIS EE
mber
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BH—BDINIE

5 API
2 5-377 links
2% SR | R
self String RIS
previous | String BI— BRI pE L
next String [E—eBIER IR EbE

2% 5-378 roles

24 SHSER | BR
domain_i | String BEMKIEEKSID,
d
references | Integer BENXRIEHIS | FREL
updated_t | String ERBETELTNEIR
ime 588
UTCHTE], #&=LH YYYY-MM-DDTHH:mm:ss.ssssssZ, HEBFART
B2 S8 1S0-8601, #0: 2023-06-28T08:56:33.710000Z
created_ti | String BE M KRECIZRTE
me i5AR
UTCRFIE, 8= YYYY-MM-DDTHH:mm:ss.ssssssZ, HEAFNAT
(BB =88 1S0-8601, 40: 2023-06-28T08:56:33.710000Z
descriptio | String BE M RIEHNFIGERER .
n_cn
catalog String BEMKIEREER.
name String SRIVE =N
descriptio | String BE X RIEAMEIAER .
n
links Object BEMRENEEEHEES..
id String BEMEKEEID,
display_n | String BENREBETRZ.
ame
type String BE RN ERMER .
i%AR
[ ] AX @EHE%O
o XA: XIRIRH,
o HENKRBHEMMERNIBENAXEEXA, FetRINELBER
SXEFRINEER (AA) , LEELBRSNXIERINE
EBARLER (XX) o
policy Object BEMREBNERRS.
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BH—BDINIE

5 API

2 5-379 roles.links

el SHSEE | ER
self String iR pHEHL

2k 5-380 roles.policy

S SEEER | R
Version String BRIRAS .
izL:l
o 1.0: ZAMEBENABE. LIRSHHNE, 12IHERAIRSHEX
AERTEN.
o 1.1: ZHKEE, IAMEGTIRHAI—FPEN EIENEIEEN, AILAE
REIBFIRSINRIE. BRLANERENE.
Statemen | Array of | IZ¥tGEG, WMIABENEKEHNEARRS, FEBE81 .
t objects

2k 5-381 roles.policy.Statement

2% SHERR | ik
Action Array of | IR, IEXRRRIEMRIENIR. STIFHENINESE
strings EZ=RSE (APISE ) Fh “BPRFHENIR” E15,
jizL:l
o RBIUA: IRBZZRIEBLIRIE, : vpcports:create,
o BEZAFMBWR, Hldlecs. evsHlvpcE, REBZ(NZIF/N
5, ZRFEMBMELKEANES, EXZISEREGS, £TE
DY SRR,
o HEENKAZIEEENKIEE, ZFREN: "Action”:
["iam:agencies:assume"],
Effect String El. BaFM: 1F (Allow ) FHEZ (Deny) , BXB
AllowX B DenyfUESUERRY, EEDenyL5cAIREN
Condition | Map<Stri | [RFIZMH. THRESHEXSH, B5%: REAENSEK
ng,Map<S | .
tring,Arra | jsgg
y<String> LAiEsRkplsraIConditionJafl: 4 (obs:prefix ) FIFFF
>> ( public ) &#8% ( StringEquals) .

"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1
}
}
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F—EBINE
AP &% 5 AP

SH SR |k

Resource | Array of | &iE. MUAIT:
strings Va1
o mNE*MAERTL: =, FI: "obs::bucket*",

e regionZFE oA EIAEAregion. serviceliFER
resource/ETFXIhzservice,

o HiZEENRIEAZIEEENEKEEN, ZFER3EE90bject,
{B5: "Resource™ {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]}.

R
EEE BT

GET https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles

e Rz 73~451
WRESEEA 200 B
ERAIN

"roles" : [ {
"domain_id" : "d78cbac186b744899480f25bd022f...",
"updated_time" : "1579229246886",
"created_time" : "1579229246886",
"description_cn" : "FR3ZHEIAR",
"catalog" : "CUSTOMED",
"name" : "custom_d78cbac186b744899480f25bd022f468_1",
"description" : "IAMDescription",
"links" : {
"self" : "https://iam.myhuaweicloud.com/v3/roles/93879fd90f1046f69e6e0b31c94d2..."

%
"id" : "93879fd90f1046f69e6e0b31c94d2...",
"display_name" : "IAMCloudServicePolicy",
"type" : "AX",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Condition" : {
"StringStartWith" : {
"g:ProjectName" : [ "ap-southeast-1" ]
}
by
"Action" : [ "obs:bucket:GetBucketAcl" ],
"Resource" : [ "obs:**:bucket:*" ],
"Effect" : "Allow"
]
}
3o
"domain_id" : "d78cbac186b744899480f25bd022f...",
"updated_time" : "1579229242358",
"created_time" : "1579229242358",
"description_cn" : "FR3ZiEIA",
"catalog" : "CUSTOMED",
"name" : "custom_d78cbac186b744899480f25bd022f468_0",
"description" : "IAMDescription",
"links" : {
"self" : "https://iam.myhuaweicloud.com/v3/roles/f67224e84dc849ab954ce29fb4f47..."
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B
"id" : "f67224e84dc849ab954ce29fbaf473...",
"display_name" : "IAMAgencyPolicy",
"type" : "AX",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Action" : [ "iam:agencies:assume" ],
"Resource" : {
"uri" : [ "/iam/agencies/07805acaba800fdd4fbdcO0b8f888..." ]

h
"Effect" : "Allow"
1]
}
11
"links" : {
"next" : null,
"previous" : null,
"self" : "https://iam.myhuaweicloud.com/v3/roles?domain_id=d78cbac186b744899480f25bd022f..."

3,
"total_number" : 300
}
R[EE
REHE iR
200 BRI
400 ST
401 NS
403 IRBIRIENR
500 AEBARSSHEIR
ELE]
7
5.9.2 EHEHENRIEIFS
IHEENA
ZEOVUBTEERENEENRIEFE.
iz O LAMERAEBXIFAIEndpointFIE B X iEtHYEndpointi@ A .. IAMBJEndpointi&
2l WXHLIETR.
URI

GET /v3.0/OS-ROLE/roles/{role_id}
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F—EBINE
AP &% 5 AP

2H 2 | ¥R )
role_id = String EI’EJE’JEIEM%WD RENBEIES
: BRENRIEID,

IBRSH
7= 5-383 {53k Header &%
B8H =E W% 8% | ik
5]
Content-Type | 2 String | 1Z=FERRBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String lﬁllﬂ h2, EEAFNED. NREFE
tokenFE?%’fRBEi%%)'—'uﬁ’fﬂlﬁo
V254
% 5-384 [ Body S
8% SHE iR
role Object BEMNEKIEER .
& 5-385 role
8% SHE iR
domain_id String B X KIEETEKSID,
references Integer BENXKIRAIS | FXE .
updated_time | String BE X RIEEFATE .
588

UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HERFNATIEE& U288 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

created_time | String B X RIS CIEZERTE .

iBE
UTCRTE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT EEE N 218 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,
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BH—BDINIE

APl &% 5 API
2% SR fik
description_cn | String BE X RIEHNPIEAER.
catalog String BENRERERR
name String BE M RIEE
description String BE X RIEHRIA R
links Object BEMKRENEREHEZER.
id String BEMKIEID,
display_name | String BENKRIEERE
type String BE MR ERMET .
588
o AX: 2BIRS.
o XA: XIFKIRB.
o HEMEBHNERMERXREEHAXEXA, FEeET
ELBRSTIXFRNEER (AA) , HEELRB
ARSFXIFRIMBEBARERL (XX) o
policy Object BENREBHNERRS.

2% 5-386 role.links

¥ SHEE iR
self String BRESEERL

£k 5-387 role.policy

B8H BHER R
Version String WRARAS .
588
o 1.0: EEMBNAEC. LIRS HHE, 1=UHEIR
IRSBHEXAERTIEN.

o 1.1: RE&, IAMEFTIRHAI TR E1ZINATRE
73, AILAEHREIERIRSSAUIRIE. RIRARIBERSE

2=
Statement Array of BENEG, MABEENRIENERRNS, FiEids

AN

"o

objects
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2k 5-388 role.policy.Statement

2% SRR R
Action Array of BN, ENRREANEREENIR. STIFAIEN
strings MESEZ RS (APISE ) b “IUPRFNIER
I)\ 7 E%o
iBE

o &N IRSBAFREEIRE, fI:
vpc:ports:create,

o IRSBBAFTMBIR, Hlilecs. evstlvpcE, IRSE
NSNS, BRERIMRESEANS, BRS
HFEOATS*, THTIeEMENIR.

o HEENRIENZITEENFKEEN, ZFRERN:

"Action": ["lam:agencies:assume"],

Effect String FF. BamM: 21F (Allow ) FliE4
(Deny) , BEBAllowXHBDenyJiStHUEaAT,
BIEDeny{fL5EaIREN .

BESEHE:

e Allow

e Deny

Condition Map<String,M | BR&EIFM, THRESHEXSH, 5% EEH
ap<String,Arr | BN

ay<String>>> | ;ugg

LAER R BIF A ConditionJaffl: 4452 ( obs:prefix )

=75 (public ) FEREE ( StringEquals) .
"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

]

}

}
Resource Array of TR MUENT:
strings iHAE

o TE*MFRER: =, fl: "obs::bucket:*",

o region=FEA*E A ETAIEIAIregion, servicelsiR
FrEBresource BT I Rservice,

o HiZBEENEIENERIEEENKIEHT, 1ZFERHEE
JIO0bject, {EA: "Resource”: {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b8f888c7c" ]}

ISRl
BEE R

GET https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles/{role_id}
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F—BRINE
AP &% 5 AP

N Rz 7~

RZEIBF 200 A
5K o
{

"role": {

"domain_id": "d78cbac186b744899480f25bd02...",

"references": 0,

"description_cn": "FR3Z{EIR",

"catalog": "CUSTOMED",

"name": "custom_d78cbac186b744899480f25bd022f468_11",

"description": "IAMDescription",

"links": {

"self": "https://iam.myhuaweicloud.com/v3/roles/a24a71dcc41f4da989c2a1c900b52d1a"

h
"id": "a24a71dcc41f4da989c2a1c900b52d1a",
"display_name": "IAMCloudServicePolicy",
"type": "AX",
"policy": {

"Version": "1.1",

"Statement": [

"Condition": {
"StringStartWith": {
"g:ProjectName": [
"ap-southeast-1"

1
}
by
"Action": [
"obs:bucket:GetBucketAcl"
1
"Resource": [
"obs:**:bucket:*"
1
"Effect": "Allow"
}
1
}
}
}
IR[EE
REHE iR
200 BRI
400 ST
401 NI S
403 IREERENIR
500 REBARSS IR
e
.
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APl &%

5 API

5.9.3 BIE=IRSS BE N R

ZEOTUBATEERAZERRSZSEENRE.
ZEOTLMEREBE XIFAYEndpointFIE B XigtAYEndpointi@ A . IAMBJEndpointii

IheeNa

sl WXMBIEDR.
URI

POST /v3.0/OS-ROLE/roles
BRESH

K 5-389 {53k Header 2

2% =% S | Bk
il
Content-Type | 2 String | IZFERASIEN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1hiEl$hE, EEBFPHSMD. REE
S
tokenFT BN RIES IR

3 5-390 153k Body &

2¥ =E | s¥EE 1235
WA

role = Object BEMRIEEE.

Z 5-391 role

B8 = SRR #R
WA

display_name | 2 String BENMRERERZ -
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H—BDINIE

APl &% 5 API
2% =E | BHEE fR
WhiE
type 2 String BE M RIEIIEREE .
o £FMRS: AX

o XIHRINE: XA
BEM K ERER REERAXEE
XA, FEEEINEEBIRSHXIEKINE
£ (AA) , EELBRSHIXIEE
IB#ERASERL (XX) &
Ll

o WREBEBELHAFAEISTFEESOBSIEIEN
BEMEE, Bo5eEIEREE LR
RS, XiFKInE, Etta2EiER21
BHEMEE, FiE2 N RERNIEFAF
gﬂo
HIRER/IMESCERE, #BINOBSHENER
IR AEE S EM=IRSBIENUR,

description = String BEMKIEEAMEE .
description_cn | & String BEM RN HERNMER .
policy = Object BEMERENERAS
R 5-392 role.policy
2% =R | SHEE #iR
WA
Version = String BIRIRAS, GIEEENKIRET, %=
EEEN “117 ,
%88
o 1.0: RFAMENAE. LURSHIHHNE,
IRHEIRIVIRSEXAERTEN.
o 1.1: ZREE, IAMERFTIRIEAI—FhaER EIE
RESBEST, BILAEHREI SRR ATIRIE
RRUARISRENSE,
Statement 2 Array of BERER, EABENREINERRA
objects B
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2K 5-393 role.policy.Statement
2¥ SR ik

=a
WA
Action = Array of BAIR, IEXEFERIEREENIR. 2
strings BRI 2 E SRS ( APISE )
P RPRFIEAIR” BT,

BiAE

o &N RSB FHRSEELERME, f:
vpc:ports:create,

o REBAFMEBIR, fHldllecs. evsFivpc
%, RBBNFNE ., REXETE
EREXNE, EXXIHFBEER/MS, T
FDIILEIEIN,

o —/NHETENZXKEErole.policy.StatementA
BERINE A IBERRSINEERSH
action, EERSNIRMEFCEIESE:
RGR .

String EA. BamM: 21T (Allow ) FIiEH
(Deny) , BEEBAllowXBDenyIiE
EQRT, BIEDenyftsERIRN

BESEHE:

o Allow

Effect

ali

e Deny

Map<String,M | [R#EIFMA . THRESHXSH, BS
ap<String,Arr | Z: EEEBEENEE.
ay<String>>> | jxpg
LB sRRIsBICondition ol 44
(obs:prefix ) 1 #F& ( public) FHEEF
( StringEquals ) o
"Condition": {

"StringEquals": {

"obs:prefix": [

"public"
1

}
}

Array of wHiE. LN

strings 1588

o TNHE*AIRERI: =, fi:
"obs::bucket:*"

o regionFE TR ATIAIEAIregion
services TFE B resource@F IR

service,

iy

Condition

Resource

iy
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BH—BDINIE

APl &% 5 API
e
2 5-394 L7 Body &%
8% e et fiik
role Object BEMNRIRER
Z 5-395 role
e SR fix
catalog String BENRIERERR,
display_name | String BENRBRERE
description String BENXRIEAEIAER .
links Object BEMRENEFREHEZER.
policy Object BEMREHERHRNS .
description_cn | String BE X RIEIFIHERER .
domain_id String B X KIEFTEMKSID,
type String BENRBHETER .
588
[ ] AX %EHE%O
o XA: XERIRH.
o BEMKRHBHNEMEXRBENAXHEXA, FEEERT
ELBRRSBHTXFRNEE (AA) , HEELS
ARSSFIXIFRINEEBARLERL (XX) o
id String BEXREEID,
name String BEMNRIEE
updated_time | String EREETNEIR
%8R

UTCEHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HERFNATIEEA& X288 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,

created_time | String

HTE M RIE B EZEATE] .

izl
UTCRTE, #&=H YYYY-MM-DDTHH:mm:ss.sss555Z,
HERFOAT B BRI 208 1S0-8601, YM:
2023-06-28T08:56:33.710000Z ,

references String

BEMERERAYS I FIREL
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F—EBINE
APl &%

5 API

£ 5-396 role.links

el SR R
self String GAD LIS EINEN 1|
2 5-397 role.policy
2% SHE it
Version String RARAS .
iz kil
e 1.0: RRFTMENAE. LIRSHHNE, 12HERA
IRBHEXBERTFIEN.
o 1.1: K&, IAMGRHATIRHA—FheBr EIFINAYRE
11, ATLUEHEIEAIRSSATERE. RIRUMIEREE
HE,
Statement Array of BENET, mABENXKIENEARS, F8id8
objects ™o

2K 5-398 role.policy.Statement

2% =R | s¥Ey R
Wik
Action = Array of BIR, IEXNERNERRENR. 2
strings FRRNINE2E SRS ( APISE )
 “BPRFIIEAIR” B,
BiAE
o BN IRBAFRAEEIRE,
vpc.ports:create,
o RBLBAFEREMR, ffilflecs. evslvpc
%, BER(HFNE., RREEBITNE
EREXRINE, BERZIFEE/GS*, T
FTIILEBENIN,
Effect 2 String EFE. BAamH: 21F (Alow ) FliEH
(Deny) , BEBAllowXHDenyJEY
BT, EBiEDeny{ft5RIREN
EVEEHE:
e Allow
e Deny
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BH—BDINIE

APl &% 5 API
2 =2h | sEEm g
Condition S Map<String,M | BREIZE, TREEZSHEHXSEH, B85

ap<String, Arr | &: BCBEBEEMNEE.
ay<string>>> | jxgg

PUERRGIFAICondition 9l : £2{45E
(obs:prefix ) 1 & ( public) FEEF
( StringEquals ) o

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

1

}

}
Resource & Array of iR, MU0
strings AE

o THE *HIREI: =, fi:
"obs::bucket:*",

o regionFE/9 A ATIAIERIregion,
servicehRTEERresource B F I
service,

i5RHl

BIE—1NEZ “IAMCloudServicePolicy” BIEEN RIS . FBREFRMXADIFLIRE IR
73 “ap-southeast-1” FFLAYIERIRENFFEBACLAVEXER. .

POST https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles

"role": {
"display_name": "IAMCloudServicePolicy",
"type": "AX",

"description": "IAMDescription",
"description_cn": "FR3Z{EIR",
"policy": {
"Version": "1.1",
"Statement": [

{

"Action": [
"obs:bucket:GetBucketAcl"
Iy
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"ap-southeast-1"
1
}
I
"Resource": [
"obs:**:bucket:*"
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F—BRINE
AP &% 5 AP

Nl Mz 73~
RSB F 201 B
BIEZERIN .
{

"role": {

"catalog": "CUSTOMED",
"display_name": "IAMCloudServicePolicy",
"description": "IAMDescription",
"links": {

"self": "https://iam.myhuaweicloud.com/v3/roles/93879fd90f1046f69e6e0b31c94d2615"
h
"policy": {
"Version": "1.1",
"Statement": [

"Action": [
"obs:bucket:GetBucketAcl"
1
"Resource": [
"obs:**:bucket:*"
1
"Effect": "Allow",
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"ap-southeast-1"

h

"description_cn": "FR3Z{EIR",

"domain_id": "d78cbac186b744899480f25bd...",

"type": "AX",

"id": "93879fd90f1046f69e6e0b31c9...",

"name": "custom_d78cbac186b744899480f25bd022f468_1"

}
}
IREHE
REE fiik
201 BUEERYLIN
400 ST .
401 TN
403 IRBRIERIR
500 MERIRSS IR
e
7
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5.9.4 BIEEEBENKRER

TORENA

ZEOUL AT EEREIEEERENRE.

iZEOnLAMERAEBXIFAIEndpointFIE B X iatHYEndpointi@E .. IAMBIEndpointi’
S XMABHT .

URI
POST /v3.0/OS-ROLE/roles
BRkSH
2 5-399 {53k Header 2
2% =Rk 25 | #R
i
Content-Type | 2 String | IZFERASIEN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1hiEl$hE, EEBFPHSMD. REE
=
tokenFT BN RIES IR

3 5-400 53k Body &

e BE | 5% 1235
WA
role = Object BEMNFIREE,
Z 5-401 role
B8H = SR R
WA
display_name | 2 String BEMKIERERE, KE1~128F/FZ
&,
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BH—BDINIE

APl &% 5 API
2% =E | 5% fiik
Whik
type 2 String BEMERIEHNERMER .
i5A8
o AX: 2BIRS.
o XA: XIFRINH.
o BEMKREEHIZMERN RBEIAXTE
XA, FEERINEEBRSIXIGRINEE
H(AA) , HEELFBIRSFIXIHRIR
BEAREXR (XX) o
description = String BEMKIEEAMEE .
description_cn | & String BEM RN HENMER .
policy = Object BEMEREHNERAS
2k 5-402 role.policy
2 =E | 5% fiik
WHis
Version = String WIRMRAS, GIZEBENKIEET, %=F
EEEN “1.17
5HE
o 1.0: REMBNAE. LRSS HHE,
IRHBIRRSIEXAERTE].
o 1.1: ZEE. IAMEFTIRAT—FhR 1%
RE9EES, ATLAEHREIEIRIRSS AUIRIE
BRURIBERE NS,
Statement = Array of BNGES, HIABENXRIBHNERN
objects Bo

2k 5-403 role.policy.Statement

2% 2 | ¥R )
Action = Array of AR, ENEBENERRERIR.
strings FRENINE2ZE RS (APIBE )
O BBRFIEAIR” B9,
WiRg
o HBAENMKRBARIEEENREN, ZF
E{ES: "Action™:
["lam:agencies:.assume"],
EUETEE:
e iam:agencies:assume
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APl &% 5 API
2H 28 | ¥R )
Wik
Effect 2 String EF . Bami: oiF (Allow ) FNiEH
(Deny ) , BEBAlowNXHDenyRJ#E
BT, EBfEDenyft5cRIEN
BESEE:
e Allow
e Deny
Resource = Object FERE. TEHEMIKSEZREIZE TS
PMEIEXR, BEREZITS, 28
FIEFEMNRIEIGEAENARAE, X
LA PEFRRYIAMB Ri# TR EiReT,
{XBEHRZIEISININZITH, A Eetlik
HFIE, fi:
"Resource": {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]}
2K 5-404 role.policy.Statement.Resource
e =E | 5% Rk
W
uri 2 Array of FIEZFEURI, KEAREBIZ128, &
strings jj /iqm/agenvcies/iﬁlDo R
OL;gdSE\c/;abr;]ég%?gdcffsb/dc00b8f888c7c"]
NaASEL
% 5-405 K7 Body £
2% SRR iR
role Object BEMKIEEE .
2K 5-406 role
e SHRE RhR
catalog String BENRBRERR-
display_name | String BENRBRERE
description String ERBYET LN NS
links Object BE M RIEHNZEEEER..

NH5hRA 48 (2021-11-15)
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BH—BDINIE

APl &% 5 API
2% S fEA
policy Object BEMKRIEHNEARRS.
description_cn | String BE X RIEHPIEAER.
domain_id String BENXRIEFTEMRSID,
type String BEMRBNERE
588

o AX: 2BRR%E.
o XA: XIZKZIRB.

o HEMKRENETERRAEHAXEEXA, FEEE
ELBRSTIXISERITEEN (AA) , HEESS
IRSFANXIHRITBEBAER (XX) o

id String BENRIZID,

name String BEMNRIESE

updated_time | String BE X RIEEFETE .
jiz Ll

UTCRTIE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFORTEEE 218 1S0-8601, 0:
2023-06-28T08:56:33.710000Z ,

created_time | String BE X RI& G EZERTIE .
1588
UTCRTE], #&=LH YYYY-MM-DDTHH:mm:ss.ssssssZ,

HHAFIRT @R 28 1S0-8601, 0:
2023-06-28T08:56:33.710000Z ,

references String BE X RIEAYS | FIREL

2 5-407 role.links
2% SR R
self String TRHEIE LI .

& 5-408 role.policy

¥ SRR A
Version String BIRIRAS .
WiBA
e 1.0: EFMENAR. LIRSHNE, REHBIRAY
IRSHEXHBERTFIEN.

o 1.1: KR8, IAMEFTHRHAI—FRBRIEIZINARE
ZEFJEEED)\*%E%%UEWHE%E'\JE%{’E\ BRLARIERS
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H—BDINIE

APl &% 5 API
2% SRR fEA
Statement Array of BERES, MIAEENRBNERNS.
objects
R 5-409 role.policy.Statement
2% ST RER
Action Array of BAIR, EXTRIFRIEMMEENIR . SZIFRIREAR
strings INESEZ MRS (APISE ) th “IUPRFNIEX
" &1,
Lz}
o HHETENKRIEAZTITETE RIS, ZFRERN:
"Action": ["lam:agencies:assume"],
Effect String EF. BEFM: 1F (Allow ) FIHEL
(Deny) , BEBAllowX B DenyfiEHGEGIRT,
B {EDenyfL5EHYER
EUESEHE:
e Allow
e Deny
Resource Object FIERR. TEHMIKS SZEIETB/REX
R, NEEREETH, FERZTITFRIPRIER
SARRBFE, XERAPEAPRIAMARHT
AEIERT, (NEeHREIRIEININEITS, 16
VI EET . fl:
"Resource": {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00bsf888c7c"]}
2K 5-410 role.policy.Statement.Resource
2% SRR fEiA
uri Array of FIEZFEMURI, KEA#BIZ128, B
strings 73: /iam/agencies/ZFEID, fi:
"uri": ["/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"]
15K~

BlIEE—1E “IAMAgencyPolicy” NEIEBEENRIE . RIEERRMEFEEAZER
5%, FIEEIRAIURIZ/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c.

POST https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles

"role": {

"display_name": "IAMAgencyPolicy",

"type": "AX",

"description": "lAMDescription",
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AP &%

5 API

"description_cn": "FR3Z{EIR",
"policy": {
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ilam:agencies:assume"
1
"Resource": {
"uri": [
"/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"

i Mz 73~
R 201 B:
BUERRIN
{

"role": {
"catalog": "CUSTOMED",
"display_name": "IAMAgencyPolicy",
"description": "IAMDescription",
"links": {

"self": "https://iam.myhuaweicloud.com/v3/roles/f67224e84dc849ab954ce29fb4f47f8e"

h
"policy": {
"Version": "1.1",
"Statement": [
{
"Action": [
"ilam:agencies:assume"
1
"Resource": {
"uri": [
"/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"

by
"Effect": "Allow"

}

]
b
"description_cn": "FR3ZHEIR",
"domain_id": "d78cbac186b744899480f25bd02...",
"type": "AX",
"id": "f67224e84dc849ab954ce29fbaf478e",
"name": "custom_d78cbac186b744899480f25bd022f468_0"

U

REHE 1k

201 IR

400 ST
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H—BDINIE

APl &% 5 API
REIE )%
401 NN S¢S
403 RBEIREBUR
500 AEPIRS IR o
e
¥

5.9.5 2 =ERSS BE X R

INEEN4A
ZEOTUBTFEERRIEN=RS BEN K.
12};:III_JLM§}EHE%IZi:EEI’JEndpomt%D Lt X1%AYEndpointiFFH . IAMRIEndpointid
20 WXHLETR
URI
PATCH /v3.0/OS-ROLE/roles/{role_id}
£ 5-411 8123
2% =h | s¥En R
Wik
role_id 2 String FERBIBENKERID, SKEGRIES
: BENKREID,
IBRESH

£ 5-412 15K Header &%

2% AUk % | Er
il
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8”
X-Auth-Token | =& String | KA, AEAFPNSM . PIRHE
=
tokenPT AN PRIE S IHEAIR .

N5k 48 (2021-11-15)
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F—EBINE
APl &%

5 API

% 5-413 153K Body &#!

2% =E | 5% ik
WHIE
role 2 Object BEMXRKIEER.
% 5-414 role
2% 2E | e R
WhIsE
display_name | @ String HEMKRERTRSZ .
type 2 String BEMEREHNERMER .
AR
o AX: 2Bk .
o XA: XigKINH,.
o BEENKREEMEMER JEESIAXTE
XA, FEERIELBIRS X IHRINE £
M (AA) , HETELBRSINXEKIRT
BEARER (XX) o
description = String BE M RIEERHERMER. .
description_cn | & String BEM R MEREE
policy = Object BENXRBHEARRS
2 5-415 role.policy
2% =E | sHEE fiik
Whisk
Version 2 String BIRIRAS, GBI EN KRR, %=
BEEN “1.17
%8R
o 1.0: RAMENAE. LIRS HNE,
IRIMBERINRSEXAERATEN.
o 1.1: REE. IAMBFTIRAAI—FhABiL B2
WE9BESD, BILAEHRZIEARIRSS AIIRIE
BRURIBEREMES,
Statement = Array of ENET, EAEENXREHNERRN
objects B, B8,
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APl &%

5 API

RS &

2K 5-416 role.policy.Statement

2H BE | S¥EE
Wik

ik

=

Action = Array of

strings

BRAIR, EXNRFERNERRERIR. 32
FRRININSESE SRS (APISE )
B “APRAEAIN” 15,

15288

o BN RSB RIREERIE, B
vpcports:create,

o [RBBNFTMEBIR, Hlilecs. evsFlvpc
E, RESGHFNE ., BIREEFNER
ERBXNG, BXRZIFBERMAS, T
ED5 L ERBNIR

Effect String

ali

EH. B8 : iF (Alow ) FiEL
(Deny) , BExBAllowXBDenyfI#ER
BEAAY, BIEDenyft5chIRN,

EUEEE:
e Allow
e Deny

iy

Condition Map<String,M
ap<String,Arr

ay<String>>>

[RHIZRM . THRESIHEXSH, 55
% eEEENEE.
BiAE
LABRRAIFAIConditionJaffl: 4t
(obs:prefix ) #1==f5&R ( public ) TR
(StringEquals ) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1

}
}

iy

Resource Array of

strings

HilF. MUE0T:
izl
o THE*MIAEI: , fi:
"obs::bucket:*"

o regionFER/ g FAFAEJiEIEAregion
servicesZF1E Bresource/E F I3

service,

% 5-417 g Body 2%

2% SR i

role Object
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BH—BDINIE

APl &% 5 API
Z 5-418 role
ol SR R
catalog String BENKEREER.
display_name | String BEMKIERRE .
description String BEMRIEHEIAEE .
links Object BE MR ERIEHEER..
policy Object BEMKRIEHNEARRS.
description_cn | String BE X RIEHNPIIERER
domain_id String BE X RIEFREKSID
type String BE M RIS ETRER .
iRE
o AX: 2BRS.
o XA: XIZRINH.
o HEMEBNERMERXREEAAXEXA, FEeE
ELBRSTIXIGREEY (AA) , HEBELS
ARSSFOKIFRIMBEBARER (XX) o
id String BE M KIEID,
name String BEMNRIESE
updated_time | String ERELETNEIR
iz Ll
UTCHY1E], #&=0J9 YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEAFORT @& TUE0R 1S0-8601, #0:
2023-06-28T08:56:33.710000Z
created_time | String BIE X RI& Gl ZERTIE .
1588
UTCRHE], &7 YYYY-MM-DDTHH:mm:ss.ss5555Z,
BEAFORT A28 208 1S0-8601, 40:
2023-06-28T08:56:33.710000Z ,
references String BE X RIEAYS | FIREL

2 5-419 role.links

2% SR RR
self String AP LIS EI NN |
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F—ERINE
AP &% 5 AP

2K 5-420 role.policy

2% SRR R
Version String PRIRAS .
izl
e 1.0: ZZMENAE. LIRS HNE, REBRAN
RSHEXHBERTFIEN.

o 1.1: RE&, IAMEIIRIHAI—FRARML EIZINAYRE
73, AILUSHREIERIRSIERE. RRARIERE

",

Statement Array of BEG, #IABENKRIBRIERAS.
objects

R 5-421 role.policy.Statement

¥ =R | sy A
Wik
Action 2 Array of BRIR, IEXNRBERNERRENR.
strings BRI E SRS ( APIBE )
h“BPRFIISAIR” B,

BiRg

o 1B RSB FRIEEIRE, H:
vpc.ports:create,

o [RBBNFMBIR, Hlilecs. evsFlvpc
ZE, RESIFNE ., BIRZEEFNR
ERBXNG, BXRZIFEERMASY, T
EDHLERBNIR

String EF. B&FH: 1T (Allow ) FIHEL
(Deny) , BEBAlowNXHDenyRJ#E
iBEART, BIEDenyfL5ERIRN,

BT

o Allow

Effect

ali

e Deny

Map<String,M | [RBIZH. THRESIEXSH, B5
ap<String,Arr | Z: EEEBENEE.
ay<String>>> | jxgg
LABSRREIFEIConditionafl: {4
(obs:prefix ) F1==fF&R ( public ) TS
( StringEquals ) o
"Condition": {
"StringEquals": {
"obs:prefix": [
"public"
1

}
}

iy

Condition
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BH—BDINIE

APl &% 5 API
2 =2h | sEEm g
Whik
Resource & Array of =R, MUE0T:
strings =13

o ONE * AR =, Al
"obs::bucket:*",

o regionFEX s AP ANAIEHregion,
servicels TE1E Hresource @ F XTI
service,

BRI

B2 “IAMCloudServicePolicy” RIEENKREE . SREMEX AN AIFAIRE ZFR S
“ap-southeast-1” FrLHNERIKENFIBEEACLAIEXER..

PATCH https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles/{role_id}
{

"role": {
"display_name": "IAMCloudServicePolicy",
"type; "AX",

"description": "IAMDescription",
"description_cn": "FR3Z{EIR",
"policy": {
"Version": "1.1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"obs:bucket:GetBucketAcl"
]I
"Condition": {
"StringStartWith": {
"g:ProjectName": [
"ap-southeast-1"
1
}
}I
"Resource": [
"obs:**:bucket:*"

N Rz73~51
RZ&EL 7 200 AF:
BEREIN
{

"role": {
"catalog": "CUSTOMED",
"display_name": "IAMCloudServicePolicy",
"description": "IAMDescription",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/roles/93879fd90f1046f69e6e0b31c94d2615"
by
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F—EBINE
AP &%

5 API

"policy": {
"Version": "1.1",
"Statement": [
{
"Action": [
"obs:bucket:GetBucketAcl"
1
"Resource": [
"obs:**:bucket:*"

"Condition": {
"StringStartWith": {
"g:ProjectName": [
"ap-southeast-1"
1
}
}
}
1
h
"description_cn": "FR3Z{#IR",
"domain_id": "d78cbac186b744899480f25bdo0...",
"type": "AX",
"id": "93879fd90f1046f69e6e0b31c94d2615",
"name": "custom_d78cbac186b744899480f25bd022f468_1"

R [EE

R[EHE 1k

200 BRI

400 ST .

401 TAIESEY

403 RERIESUR .

500 REBIRSZTEIR o

7

ZEOUL AT EERENEIEAENRE.

ZEOTLER £ B XIEAIEndpointFIE M XIFAIEndpointiAA . IAMAJEndpointis

2 BRMARIRDR.

URI
PATCH /v3.0/OS-ROLE/roles/{role_id}
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F—EBINE
APl &% 5 AP

% 5-422 BRZSH

2% =R | sEEm )%
whisE
role_id 2 String FERBIBENKEZID, KA ES
W: BEMNKEID,

IBREH

2 5-423 153K Header 2%

2% Bk 8% | @R
il
Content-Type | @ String | IZ=FERRABIES “application/
json;charset=utf8”
X-Auth-Token | 2 String | 1iT<$hE, FEEBPBD . BUREE
=
tokenPT AN PRIE S AR »

7= 5-424 153k Body &%

el 2E | 5T ik
WhisE
role 2 Object BEMXRKIBER.
Z 5-425 role
el 28 | 5HEE ik
WhisE
display_name | 2 String BEMKIERETRE .
type = String BEMEREHNERMER .
i8E
o AX: 2B,
o XA: XIZKINE,
o HEMKRBHNERERXREEHAXTE
XA, FEEENELBERSMXIEERITE S
M (AA) , HEELFRSFIXIGRIT
BEARER (XX) o
description 2 String BENMRIEIEAER,
description_cn | & String BE M RIEHNPHERER. .
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APl &% 5 API
2% =E | BHEE fR
WhiE
policy = Object BEMERENEAAS,

2K 5-426 role.policy

2% =R | sEEm )%
wHisE
Version 2 String BIRMRAS, CIZEBENKIEN, Z=F
EREER “117 .
¥R

e 1.0: REMENAE., LRSHHE,
RUBIRAIRSEXAERTEN.

o 1.1: RIE. IAMEFTIRHAI—FRBRIEZIZ
RAYEEN, AJLABHAZIEIRIRSS AURIE.
BRURIBREMLS

Statement = Array of BNES, WIABENREINERRN
objects B

2R 5-427 role.policy.Statement
2% ST R

=8
Wit
Action 2 Array of BRUR, IEXNERERRIENR. 2
strings FHENINIE2EZ=IRS ( APISE )
B “BURFIFENIR B,
Ll

o HEENRIBAZITEENFKEN, ZF

ER{E: "Action”:
["lam:agencies:assume"],

EVESEE:
e iam:agencies:assume
String EF. B&FH: 1T (Allow ) FHIEL

(Deny) , BEXBAlowXBDenyfI#E
BEaAY, BIEDenyft5chIRN,

EYE;CHE:

o Allow

Effect

ali

e Deny
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BH—BDIAIE

APl &%& 5 API
2 =2h | sEEm g
Wik
Resource 2 Object FERE. TEHEHMKSEZRIZETS
PMEIEXR, B EERL, B2
FIEHPRINRIZINGEARINARA, X
LA PBAFRYIAM B FH TR B YIRET,
{NEEIREIIRINAIRIEP, A petlin
HihFTE, 4l:
"Resource": {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"}
£k 5-428 role.policy.Statement.Resource
SH =h | 5FEE A
WA
uri 2 Array of FIERIFAIURI, KEAEIZ128, &
strings J: Jiam/agencies/Z4EID ., #:
"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]
RS EL
2 5-429 L7 Body &3
¥ SRR g
role Object BEMNRIEER .
2 5-430 role
2% SHER T
catalog String BENRBRERR-
display_name | String HEMRERETRSZ
description String BE X RIEHHIAER.
links Object BE M RIBHNREEEER..
policy Object BEMREHERARNS .
description_cn | String BE M RIEHFIHERER .
domain_id String BEMNRIEFFEMKSID,
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BH—BDINIE

APl & > API
el S R
type String BE M RS ERER .
A8

o AX: £2BRS.
o XA: XIZKZINH.,

o BEMREBRIETMELHBENAXSEXA, FEERRT
AERRSTKFFMELEN (AA) , HEEES
IRSFXIHRIMEEBAERL (XX) o

id String BENRZID,

name String BEMNRIESE

updated_time | String ERBE L ETNEIR
iz kil

UTCRTE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFORT A8 28 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

created_time | String BHE N RIEEZTE] .
iBE
UTCHYE, #&=LY YYYY-MM-DDTHH:mm:ss.ssssssZ,

HHEFNES a8 288 1S0-8601, #M:
2023-06-28T08:56:33.710000Z ,

references String BE M RIS | FIXE .

2% 5-431 role.links

84 SHRT faR
self String AR LIS E=IrEN 1|

2k 5-432 role.policy

¥ SRR R
Version String PPRIRAS .
WiBA
e 1.0: ZZMENAE. LIRS HNE, REBRMN
IRSHEXHBERTFIIN.

o 1.1: RE8. IAMEFTHRHAI—FRBRIEIZINAYRE
73, AILUEHREIRAIRSAURIE. RRURIERSE

",
Statement Array of ENES, mrEEXREBNERRE.

objects
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F—EBINE
AP &%

5 API

2K 5-433 role.policy.Statement

24 SHE

R

Action Array of
strings

BRIIR, IEXRFEINERRIFIR . STRFRIEN
TESEERMSS (APISE ) B “HURFIRIN

In” &7,
ol
o YBEENFEAZITETEN R, ZFRERN:

"Action": ["lam.agencies:assume"],

Effect String

EB. BamM: 1F (Allow ) FOiEsH
(Deny) , BEBAllowXHEDenyfIIZSUERIRT,
BIEDeny L5 N .

EESEE:
o Allow
e Deny

Resource Object

ZHERF. AEEMIKSSEROIZET S/ EEX
&, IMEERERS, TEREFEHRITRIZIN
SARNAFAE, XERFPESPIIAMABRHTT
ek, NEEHRERIRIAIEIEH, 6
R E T, B

"Resource": {"uri": ["/iam/agencies/
07805acaba800fdd4fbdc00b8f888c7c"]}

2k 5-434 role.policy.Statement.Resource

28 SHH

filik

uri Array of
strings

FIEXRFRIURI, KEAEIZ128, 1830
J3: Jiam/agencies/Z$EID, fi:

"uri": ["/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"]

BRI

(EMZ 9 “IAMAgencyPolicy” IRIEEENKEE . RIERMERCEAZBRS,
FIEAFERIURIZ/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c¢.,

PATCH https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles/{role_id}

"role": {

"display_name": "IAMAgencyPolicy",

"type": "AX",
"description": "IAMDescription",
"description_cn": "FR3Z{EIA",
"policy": {
"Version": "1.1",
"Statement": [

"Action": [
"iam:agencies:assume"

)
"Resource": {
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"uri": [
"/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"

i td]
$R7EH 200 B
(=R NZAYS

"role": {
"catalog": "CUSTOMED",
"display_name": "IAMAgencyPolicy",
"description": "IAMDescription",
"links": {
"self": "https://iam.myhuaweicloud.com/v3/roles/f67224e84dc849ab954ce29fb4f47f8e"
by
"policy": {
"Version": "1.1",
"Statement": [
{
"Action": [
"iam:agencies:assume"
1
"Resource": {
"uri": [
"/iam/agencies/07805acaba800fdd4fbdc00b8f888c7c"

h
"Effect": "Allow"
}

1
by
"description_cn": "FR3Z{EIA",
"domain_id": "d78cbac186b744899480f25b...",
"type": "AX",
"id": "f67224e84dc849ab954ce29fb4f478e",
"name": "custom_d78cbac186b744899480f25bd022f468_0"

L

R[EHE R

200 =R
400 ST
401 TANIESETY o

403 IRBERIEINR
500 AEBIRSS IR
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APl 2% 5 API
tHI=0
.
5.9.7 HIFREE X R
TOREI TR

ZEOR LIBT SRR MIEREE MR

iz O] LAMERAEBXIFAYEndpointFIE B X iatHYEndpointi@ .. IAMBJEndpointi’
2l MXNRHETR.

URI
DELETE /v3.0/OS-ROLE/roles/{role_id}
% 5-435 EIRSH
¥ =2h | sEm ik
Wik
role_id 2 String FHIBREIBE N KERID, SKENANIES
W: BENRKEID,
=P
K 5-436 153K Header 2#
2% =Rk 25 | #R
i
Content-Type | 2 String | IZFERASIEN “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1hiEl$hE, EEBFPHSMH. XREE
S
tokenFTBEINRIES IR
V254
.
=l
bR B E X R o

DELETE https://iam.myhuaweicloud.com/v3.0/OS-ROLE/roles/{role_id}
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BH—BDINIE

APl &% 5 API
Nl Mz 73~
¥
R[EHE
REIE )%
200 RIBRALIH o
400 ST
401 INIESE .
403 RBEIRERUR
500 AEBERSZ IR
S
¥

510 HFEEE

5.10.1 EEHEERMH FTHERIIE

TORENA

ZEOUL AT EEREEEER N TRIZEIIE.

ZiEOLAMER 2B XIFAYENdpointF I E M X IFAYENdpointiEFE . IAMBYENndpointis
21 WXL EDS,

URI

GET /v3.0/OS-AGENCY/agencies

2 5-437 Query 2

28 =h | 2R ik
Wik
domain_id 2 String ZIEHAKSID, KENGRIESNH: IKEX
S, IAMAR. ITH. AFAE. X
1. ZFER|RFRFID,
iAE
X-Auth-Token=EIESHE K RAYtoken
BY, domain_id3Ew4i%.
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BH—BDIAIE

APl &%& 5 API
2% 2E | s¥Ekm 1%
name B String FE, KEHXESN: KEUKS.
IAMAF. . AFAE. KiF. Fit
RBFRFAID
trust_domain_ | & String WERIEHMKSID, KESIBESN: 3K
id S, IAMEBF. IiH. AFRHE. X

f5. EFERIRFRFIID,

IBRESH
3k 5-438 153K Header 2%
2% EEWiI% 24 | fEr
Ser
Content-Type | 2 String | IZ=FERIBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | #A&Security Administratort¥ Rkl
BUBRAYtoken,
) EZS
7 5-439 l[IK Body %
2¥ SR 115
agencies Array of FEEEYE,
objects

& 5-440 agencies

e SHRT RhR
create_time String ZitelEaE.
izt

UTCRTIE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HEFFORT EEiE 28 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

description String EZEIAMEE
domain_id String FZIEHMKSID,
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APl &% 5 API
2% SR fik
duration String ZFERYHARR . BYEN"FOREVER"EE “null” F/=

LHERYHAR KA, BUEJI"ONEDAY"RREFE
AYEABRI—XK

expire_time String FIEIERRGE .  “null” TRAIZER,
588

UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFNRY BN S H8 1S0-8601, 0:
2023-06-28T08:56:33.710000Z ,

id String FHEID,

name String FHE2.
trust_domain_ | String WEIEHIKSID,
id

trust_domain_ | String WERIERKSE,
name

RNl
BEERNE TREETIE.

GET https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies?
domain_id=0ae9c6993a2e47bb8c4c7a9bb82...

[ iz 73~5 )
RS 200 BF:
BEREIN
{

"agencies": [

{

"description": "",

"domain_id": "d78cbac186b744899480f25b...",
"duration": "FOREVER",

"expire_time": null,

"id": "0760a9e2a60026664f1fc0031f9f2...",

}
]
}
R[EHE
IR[EE iR
200 BRI
401 TNIESM
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APl &%& 5 API

RENE iR

403 RBIRIENR

404 RILEERRIZRR

500 REPIRSSEEIR
T

7o
5.10.2 BFRZEFIE
INEEN4A

ZEOUBTFEERERETFERE.

iZEOa] LUERAEBEXIFAYEndpointFIE B X iatHYEndpointi@ A .. IAMBJEndpointi’

2l WXHMLIETR.
URI

GET /v3.0/OS-AGENCY/agencies/{agency_id}

xR 5-441 BRIZBH

2% = | %R R

agency_id 2 String FEANEFEID, KENARBESH: 3K

kS, IAMERF. TIB. AFPA. X
g, BRI,

=R

2 5-442 &K Header &3

2 EEWIE 2 | R
-3l

Content-Type | @ String | iZ=FERNEIES “application/
json;charset=utf8” ,

X-Auth-Token | 2 String | #Biam:agencies:getAgencyZH#i FE R
gk Security AdministratorfpRAJtoken,
TREZMAENR, 55E: B
In,

MAShRAS 48 (2021-11-15) WRINPTE © HERIRARBIRAE) 277



https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0001.html
https://developer.huaweicloud.com/intl/zh-cn/endpoint

H—BDINIE

APl & > API
e
# 5-443 IR Body 2%
2% SR R
agency object FEER.

Z 5-444 agency

B8H SHEE iR
create_time String E anelfE R =]
iRE

UTCHHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HERFORT [E#E &0 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

description String FIEHIRMER
domain_id String FEHMKSID,
duration String FIERVEAIR, BAIA8 /BT .

e FOREVER/null: ZRRZEFERIEAIRIAKA o
o 24: FREFERIHARA—XK, BD24/0\BT o
o XXX: FZEFERIHEARRDBIRATIE, 20480/

A,
expire_time String FILIHARTE,  “null” FRAITHE,
A8

UTCHHE, &9 YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HERFORT [E#& &0 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

id String 3D,
name String FER.
trust_domain_ | String WEIEHAKSID,
id
trust_domain_ | String WEIEHKSEA
name
Bkl
'BEEEFE.
GET https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies/{agency_id}
M Rz~

RSB 200 AY:
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APl &% 5 API
BRI
{
"agency":{
"create_time":"2020-01-04T03:37:16.000000",
"description™:"",
"domain_id":"d78cbac186b744899480f25bd...8",
"duration":"FOREVER",
"id":"0760a9e2a60026664f1fc0031f9f205e",
"name":"IAMAgency",
"trust_domain_id":"a2cd82a33fb043dc9304bf72...",
"trust_domain_name":"IAMDomainB"
}
}
IR[EE
REE R
200 =R AR
401 NI S
403 IREERENR
404 RIKEBNAIERIE
500 REBARSS IR
=
7
5.10.3 SIEZEIE
Thee 4
ZEO L BTEEREIEERE.
ZEOTLMER2B XIFAYEndpointFIE B X igtAYEndpointi@ A . IAMBYEndpointis
Sl WXNREDS.
URI
POST /v3.0/0OS-AGENCY/agencies
IBRESH

2L 5-445 &K Header &

2% 2E | sHEE R
WhIE
Content-Type | @ String ZFEERBIEA “application/
json;charset=utf8” ,
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H—BDINIE

APl &%& 5 API
2H 28 | % )
Whik
X-Auth-Token | 2 String BIAShE, FAEAPNED . NIREE
g\o
tokenFT B IRIES ISR .

3 5-446 153k Body &

S =R | sEEn g
Wik

agency = object EZRERE.

&k 5-447 agency

S =R | sEm g

Wi

name = String Ft8, KEAKT64L,

domain_id = String FIEHMKSID,

trust_ domain_ | & String WEIEHFKSID, trust_ domain_id¥0

id trust_domain_nameZE/MES—4, &
ERES 5 trust_domain_name,

trust_ domain_ | & String WEIEHFKSE . trust_ domain_id%0

name trust_domain_nameZE/MEE—1, &
ERES 5 trust_domain_name,

description & String EEIAMEE, KEARKTF 255,

duration = String FIERYEABR, A ‘K7 . BUAS
FOREVER,
EUETEE:
e FOREVER: FRZEIBRIRAPR /97K XK o
e ONEDAY: FIZIEAIHARI—XK-
o HENMKE: FRTZIEAHARABIR

XE, 120,
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ID)VE=S5't
K 5-448 I Body 2%
2% S R
agency object EZREE.

& 5-449 agency

e SHRT RhR
create_time String B ancure L=
izt

UTCRTIE, & YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT EEE 218 1S0-8601, 0:
2023-06-28T08:56:33.710000Z ,

description String EZEIAMEE
domain_id String ZIEHMKSID,
duration String RICAYHAPR, A8 “/NAT7 o

e FOREVER/null: EREFERIEAR AKX o
o 24: FRREFCAVHEBRA—K, BN24/)MAT,
o XXX: FIEITAVHAPRSEIRATIE), 7N0480/)

AT,
expire_time String FILIHARSE,  “null” FRAITHE,
Lz

UTCRTE, #&=A YYYY-MM-DDTHH:mm:ss.sss555Z,
HERFOAT B3R 208 1S0-8601, YM:
2023-06-28T08:56:33.710000Z ,

id String Z1EID,

name String FER.
trust_domain_ | String HERIEHMKSID,
id

trust_domain_ | String WERIERKSZ.
name

BRI

BlEE—1 2 “IAMAgency” HIEHE, HWEIEKSIDE
€2cd82a33fb043dc9304bf72a..., tKSE=2IAMDomainB, FEAERHARZXA o
POST https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies

"agency": {
"name": "IAMAgency",
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AP &%

5 API

"domain_id": "d78cbac186b744899480f25bd...",
"trust_domain_id": "c2cd82a33fb043dc9304bf72a...",
"trust_domain_name": "lJAMDomainB",

"duration": "FOREVER",

"description": "IAMDescription"

N Rz 73~
RSB F 201 B
BIERIN .
{

"agency": {
"description": "IAMDescription",
"trust_domain_id": "a2cd82a33fb043dc9304bf72a0f...",
"id": "078ade0fc20010004f8fc0034fad529d",
"duration": "FOREVER",
"create_time": "2020-01-20712:59:20.811642",
"expire_time": null,
"domain_id": "d78cbac186b744899480f25bd02...",
"name": "IAMAgency"

}
}
REHE
R[EE Ei:)%
201 SUERIN.
400 ST
401 TNIESM
403 RBERIESUR .
404 RRFBRAVETR
409 PR,
500 R
S
¥
5.10.4 {EFE
INREN4A

ZEOTLUATEERENEE

ZEOoLUER2BXIFAYEndpointF I E X IFAIENdpointi@FE . IAMAYENndpointis

2 BRMRIRDR
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APl &% 5 API
URI
PUT /v3.0/OS-AGENCY/agencies/{agency_id}
2 5-450 IR12BH
e BE | 5% Rk
agency_id 2 String FERNFIEID, FKENARIBESN: 3K
kS, IAMBF. MB. AFRAE. K
19, FFERIBTRFOID,
I5RESH

2 5-451 153K Header 2%

2H =A%k 2% | BER
=i

Content-Type | 2 String | IZ=FERNBIEA “application/
json;charset=utf8” ,

X-Auth-Token | 2 String | i5iEI<$RE, EFEEFPHED . BUREE
=W
tokenFrEBEINRIES ISR

7= 5-452 {53k Body &%

¥ =8 | sfem fiia

WA

agency = object EZRER.

2K 5-453 agency

¥ =h | sEem ik

WA

trust domain_ | & String WEIEHKSID, 08 trust_ domain_id

id Fltrust_domain_name#[ES, NIt5E
I8 trust_domain_name, PUNSEE
MEE—1N,

trust_ domain_ | & String WEIEHKSE . MR trust_domain_id

name Ftrust_domain_name#ES, NIL5E
& trust_domain_name, PUPMSHE
wﬁg_/l\o

NSk 48 (2021-11-15)

WRIERE © HERRARBIRAT

283




BH—BDIAIE

APl &%& 5 API
28 2h | sEER ik
Wik
description & String FEEERMER, KEAKXF255(1. @4
SHEMVEE—,
duration = String FIERVEAR, BN ‘X7 . [UPSH
?:l/l\i,a:'_j'_ﬂ\o
EYE;CH:
e FOREVER: FRZFFEHIHAPRAKA o
e ONEDAY: FRRZFIERIHARA—XK.
o HTENMKE: FTZITAHARAEBIR
X, 2020,
MR S5
= 5-454 IR Body 2%
2 SR iR
agency object FIEER.
2 5-455 agency
S8 SR A
create_time String FIeelEEadE.
WiBA
UTCRTE, &= YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT E#& &0 1S0-8601, #0:
2023-06-28T08:56:33.710000Z
description String FIEERER.
domain_id String EZRHMKSID,
duration String FRIERVEAIR, BAIA /BT .
e FOREVER/null: FRRZFIEAIHARAIKXK o
o 24: FRREFCHIHABR—XK, BN24/)M\BT,
o XXX: FZEITAVHARERATIE), 20480/
B
expire_time String FIEIEARSE . “null” FTRAIEA,
WiBA
UTCRTE, &= YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT [E#& &0 1S0-8601, #0:
2023-06-28T08:56:33.710000Z
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2% SR fik
id String £#EID,
name String T2,
trust_domain_ | String HEIERMKSID,
id
trust_domain_ | String WEIERKSE.
name
=GNl
(ENEIERIE AT 1R
PUT https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies/{agency_id}
{
"agency": {
"trust_domain_id": "b2cd82a33fb043dc9304bf72...",
"trust_domain_name": "IAMDomainB",
"description": "IAMDescription",
"duration": "ONEDAY"
}
}
I Rz 7~ 5
KB 200 A:
1SRRI -
{
"agency": {
"description": "IAMDescription",
"trust_domain_id": "b2cd82a33fb043dc9304bf72a0...",
"id": "0760a9e2a60026664f1fc0031f9f205e",
"duration": "ONEDAY",
"create_time": "2020-01-04T03:37:16.000000",
"expire_time": "2020-01-21T13:06:11.241588",
"domain_id": "d78cbac186b744899480f25...",
"name": "I[AMAgency"
}
}
IR[EHE
R[EHE R
200 &2 A%
400 ST
401 TAIERY .
403 IRBEEENIR .
404 RIEBNAIRE o
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REHE A
500 AEBARSS HEIR
T
.
5.10.5 MIERZEFE
INRENA
ZEOT L BTFEERBIRET.
ZEOTLMEREBE XIZAYEndpointFIE B X 1igtAYEndpointi@ A . IAMBJEndpointii
2N WXHLIETR.
URI
DELETE /v3.0/OS-AGENCY/agencies/{agency_id}
F+ 5-456 IR1ZBH
¥ =2h | sEm fa
05V
agency_id = String FHERZFIEID, REVAERIBESN: 3K
kS . IAMBF. B, AP4E. X
8. FHERIZFRFAID,
IBREH
R 5-457 153K Header 2%
2% =Rk 25 | H#R
i
Content-Type | @ String | iZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | ihiEI$hE, EEBFPHSMH. XREE
S
tokenFT BN RIES WIEHIR
VRS54
7
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(=BG l
MIFRZEIE .
DELETE https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/agencies/{agency_id}
N Rz~
7
REE
REE ik
204 IBRARTN
401 TNIESM
403 ILERIENR
404 RKEFBNAYZFIR
500 AEBIRSS IR
HE=D
7

ZEOTUATEERSI2BIRSPHEIENR
ZEO LAMEREBXIFAIEndpointFIE B X igtAYEndpointi@E .. IAMBIEndpointi’

20 XML

URI

GET /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles

% 5-458 RIZSH

2% =8 | sEEEn HR

agency_id = String 1D, FEHIESN: KBRS,
IAMAERF. . AFA. K. it
BIBFRFAID

domain_id 2 String FREHMKSID, RESES W FREX
S, IAMEBR. 8. AFA. X
. EERBRMID,
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IBRSH
& 5-459 153K Header 2%
8% BE W% 2% | #t
St}
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | HE1<SHE, FAERAPHNEM . NIREE
=
tokenPTFRAXPRIE S WA AR »
[ e
Z 5-460 i Body 2%
8% e et ik
roles Array of MIRIEEFIZE
objects
2 5-461 roles
8% e el fiik
domain_id String NPRFFEIKSID,
flag String ZE2EENfine_grainedit, FRRHAPRARFRH

BRIRER

description_cn | String

BRAYPIEHIRMER -

catalog String BERFAER R
name String IR . EHEAPRtokend, =RSBIEIREIZZ
Rk 2 A B NRAE
description String BPRERMER
links Object MR RRIHZER
id String PRID,
display_name | String BIRERE o
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2% SRR fik
type String WPRAYE BT .
588

o AXFEREdomainEET.

o XAFEREprojectEETo

e AAZER7Edomainilproject IR

o XXFKRTEdomainFlproject EHIAE R

o HEMERNERMEXREEAHAXTEXA, FEEE
domainEfprojectZEBER (AA) , BE
domainZEHproject ZEARE R (XX) &

policy Object BTSN
updated_time | String I PREFATIE]
Lz

UTCRT/E, #&=XA YYYY-MM-DDTHH:mm:ss.sss555Z,
HERFNRTEI#AE U208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z,

created_time | String R GIERTE]

WiBA
UTCASE, &P YYYY-MM-DDTHH:mm:ss.ssssssZ ,
HEAFORT [ EBAE 208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z ,

3£ 5-462 roles.links

2% SR 15205

self String RIRSEREIbL

previous String BI— PR IR bl .
next String [E— PR IR L

2R 5-463 roles.policy

2% SHEE it

Depends Array of ZA BRI ERAIANR o
objects

Statement Array of BENES, mASIRRIERARS.
objects
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2 SRR iR
Version String BIRIRAES .
WiBA

o 1.0: REMBNAE. LRSHNE, REBIRA
IRSSEXAEBRTEN.

o 1.1: RE8. IAMEFTHRHAI—FHBRIEIZINAYRE
73, AILUEHREIRARIRSAURIE. RRURIBERE

",
R 5-464 roles.policy.Depends
2% SRR fEiA
catalog String WRFAER R
display_name | String WIRERE o
2R 5-465 roles.policy.Statement
2¥ S R
Action Array of BIR, 1EXRENERRIENIR . 2018
strings ESEE MRS (APISE ) fb “IURFANFEAR
=
1588
o 18 A: RSBZRIFERELIRE, fi:
vpc.ports:create,
o IRSBNTREIR, Hlilecs. evstlvpcs, IRSE
NZIFNE, BREIMESERING, BKZ
HBEAS*, THRDIILEMENIR,
o HEEMKIEAZTITEEN KIS, ZFBER:
"Action": ["lam:agencies:assume"],
Effect String ER. BEFM: iF (Allow ) FIEL
(Deny) , BEBAllowX B DenyfIERUEGIAT,
BIEDeny{fL5EaIREN .
EUESEHE:
e Allow
e Deny
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2% SHARTY A
Condition Object REIZE. TRESEXSH, 5% IEB
BN KRS .
iz Ll

LA sRkRfIFfConditionJafl: 24442 (obs:prefix )
F=#FER (public ) FHEE ( StringEquals ) .

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

1

}

}
Resource Array of HilE. ML
strings =1

o TIE *HAER=: ::, #: "obs::bucket*",

e regionFER s ATAIaIRYregion, servicedssm
F1EHresource/gF Xt Riservice,

o HiZBEENKRBAZITEENKRIENT, ZFERER
JIObject, {EF: "Resource” {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b81888c7c"[}.

isK7pl
EWLBIRS FHEEUR.

GET https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles

i Rz 77~
RAHB 200 B:
BRI
{

"roles": [
{
"flag": "fine_grained",
"display_name": "CDN Domain Viewer",
"description": "Allow Query Domains",
"name": "system_all_11",
"policy": {
"Version": "1.1",
"Statement": [

"Action": [
"cdn:configuration:queryDomains",
"cdn:configuration:queryOriginServerinfo",
"cdn:configuration:queryOriginConflnfo",
"cdn:configuration:queryHttpsConf",
"cdn:configuration:queryCacheRule",
"cdn:configuration:queryReferConf",
"cdn:configuration:queryChargeMode",
"cdn:configuration:queryCacheHistoryTask",
"cdn:configuration:querylpAcl",
"cdn:configuration:queryResponseHeaderList"
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APl & > API
"Effect": "Allow"
1
1
"description_cn": "EiFiEZEE",
"domain_id": null,
"type": "AX",
catalog": "CDN",
"id": "db4259cce0ce47c9903dfdc195eb453b"
}
1
}
IR[EE
RENE ik
200 BRI
401 NI S
403 IREERENR
404 RIKEBNAIERIE
500 MERIRSS IR
LSl
.

5.10.7 EiFIN B IRFZHPRIZFENR

TORENA

ZEOT LR TFEERERNERS FRIZEER

ZEOoLUER2BXIFAIENdpointF I E X IFHIENdpointi@FE . IAMAYENndpointis
20 WXL REDS.

URI

GET /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles

% 5-466 RIZSH

2% =E | sHEE fiik
agency_id = String F1EID, KA NBESN: KKS .

IAMAFR. IH. AFPH. Xif. £t
BYRFRFIID
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2% =E | BHEE fR
WHik
project_id = String FEHLIEID, KA RBESN: 3K
BkS. IAMEBR. IMB. ARE. X
g%, FHERIRRAID,
IBRESH
% 5-467 53K Header 2%
B8H W% 8% | #k
i)
Content-Type | 2 String | 1Z=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSH . NREE
B,
tokenFrFBA RIS S WIFANIR
RS2
2 5-468 [ Body &%§
2% S¥RT R
roles Array of BIREESIZE
objects
R 5-469 roles
8% B3R iR
domain_id String NRFFEIKSID,
flag String ZESEENfine_grainedit, FRRHAPRARFERH
ERIRES
description_cn | String BPRRYPSHEIRMEE -
catalog String BPRFAIER R
name String WIRE . EHEAPRItokend, =ERSZBIEIEZE
KA AR 2E BN RIAE .
description String BERHERMER -
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2% SR fEA
links Object MR RIHZER
id String PRID,
display_name | String WIRERE o
type String WPRAYE BT
iR

o AXFERfEdomainEER.

o XAFERfEprojectEETo

o AAFERTEdomainflproject 2R R,

o XXFEfEdomainFlproject IR TR0

o BENMFBHNENMEXREENAXTEXA, FEEE
domainEflprojectZEBER (AA) , BT
domainZEHIproject ZEARER (XX) &

policy Object RRIEARS.
updated_time | String I PREHATIE
538

UTCRTE], %z YYYY-MM-DDTHH:mm:ss.ssssssZ,
HERFORT B3RS U208 1S0-8601, #0:
2023-06-28T08:56:33.710000Z

created_time | String PR BIZRTE]

WiBA
UTCRTE], %=L YYYY-MM-DDTHH:mm:ss.555555Z ,
HHEAFNRY @SS 88 1S0-8601, N:
2023-06-28T08:56:33.710000Z ,

2 5-470 roles.links

2 SHR A

self String AN S EINEN 1|

previous String Bi— PR IR R .
next String B4R R L .

2 5-471 roles.policy

2 SHERR U

Depends Array of ZA BRI ERAIANER o
objects

Statement Array of BRUES, HANRIEFRRS .
objects
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2% SR fEA
Version String BIRIRAES .
1588
o 1.0: REMBNAE ., LRSHRE, REERN
IRSSEXAERTEN.
o 1.1: FEE. IAMEFTIRHAY— TR EEIANAYRE
ﬁéﬂu*%ﬁﬁua{ﬂﬁ%ﬂ'ﬂ?ﬁs{’ﬁ BRLARIERS
1 =~Fo
R 5-472 roles.policy.Depends
2% SR fEiA
catalog String WRFAER R
display_name | String WIRERE o
2R 5-473 roles.policy.Statement
2¥ S 115
Action Array of BN, 1EXEEREFRIENIR
strings =13

o 18X N: IRBAFREEVIRE, fl:
vpc:ports:create,

o IRSBNTREIR, Hlilecs. evstlvpcs, IRSE
NEZFNE ., FRERFIRERBEANNG, BEXRXZ
FEEAS*, TEDYILEFENIT.

o HEEMRIEAZTITEEN K, ZFREN:
"Action": ["lam:agencies:assume"],

Effect String EF. B&FH: 1F (Allow ) FIIEL

(Deny) , BEBAlowXEDenyRUESGETAT,

BIEDeny{fL5EaIREN .

BESEE:

o Allow

e Deny
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2% SHARTY A
Condition Object REIZE. TRESEXSH, 5% IEB
BN KRS .
iz Ll

LA sRkRfIFfConditionJafl: 24442 (obs:prefix )
F=#FER (public ) FHEE ( StringEquals ) .

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

1

}

}
Resource Array of HilE. ML
strings =1

o TIE *HAER=: ::, #: "obs::bucket*",

e regionFER s ATAIaIRYregion, servicedssm
F1EHresource/gF Xt Riservice,

o HiZBEENKRBAZITEENKRIENT, ZFERER
JIObject, {EF: "Resource” {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b81888c7c"[}.

isK7pl
EWIRE RS FHZEEUR.

GET https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles

N Rz 73~ 51
RAHB 200 B:
R
{

"roles": [
{
"domain_id": null,
"flag": "fine_grained",
"description_cn": "M FiE#EIEIRS RIESPR",
"catalog": "AOM",
"name": "system_all_30",
"description": "AOM read only",
"id": "75cfe22af2b3498d82b655fbb39de498",
"display_name": "AOM Viewer",
"type": "XA",
"policy": {
"Version": "1.1",
"Statement": [
{
"Action": [
"aom:*:list",
"aom:*.get",
"apm:*:list",
"apm:*:get"
1
"Effect": "Allow"
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}
]
}
}
]
}
REHE
REE )%
200 BRI
401 TNESR
403 SEIRERIR
404 RILEIERAYZIR
500 AEPIRSEIR -
e
¥
5.10.8 AZEEF 2 BIRFZIUR
INRENA
ZEOTUBTFERR AR TFEBRSBUR
ZiEO LAMERA 2B XIFAYENdpointF I E X IFAYENdpointiE . IAMBYENndpointis
21 WXL IEDS,
EOL%R
URLArole_idXS AN PRAEZ BI=HI, AEete_agency.,
URI

PUT /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/{role_id}

% 5-474 BIZSH

2¥ 2 | ¥R )

agency_id = String F1EID, AL NBESH: KRS,
IAMAERF. INH. BF4AH. Xi¥. Ft
RIBIRFOID,

domain_id 2 String FHEHMKSID, KEAHES W FREL
S, IAMEBR. INH. AFA. X
. FERIBIRMID,
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2% =E | 5% fiik
role_id 2 String BERSBINRID, FKEARESN: 3K
EARID
IBRESH
% 5-475 153K Header £
2 BEwI% s |
- il
Content-Type | @ String | IZ=FERRABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 1HE$kE, EFEBFPHEMD. BIREE
=
tokenPT AN PRIE S WAZAIR »
)24
7
(=N
NEEEFEBEREUR
PUT https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
i 7~
7
REE

REE ik

204 BB -

401 TN

403 IRERIENR
404 RIEERAYER
500 AEBIRSS IR -
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RIR
¥
5.10.9 AEER T TE IRSSHR
ThEe A

ZEOTL AT EERNERR FIERSNR.

ZiEO ] LAME A2 B XIFAYENdpointF I E L X IFAYENdpointiEFE . IAMBYENndpointis
20 WXL REDS.

EO4%R
URLHrole_idXS AV PREREZ 2I=H], ABEEsecu_admin, te_agency,
URI
PUT /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/{role_id}
x 5-476 IR1ZSH
2% =R | sy R
Wik
agency_id 2 String F1EID, FKEBHXBESN: KRS .
IAMAF. IB. AFP4A. XiE. £
BIBRFRFOID
project_id 2 String FHEHIEID, KEARBESN: 3K
NS, IAMBF. IH. AFRE. K
. ZFEHBRAID,
role_id 2 String IMBRSNIRID, KEVASiESR: 3K
EUBRID
=P
2R 5-477 153K Header 2§
¥ =AWk S |k
5]
Content-Type | 2 String | 1Z=FERRBIEA “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSMH . NRFEE
=W
tokenFrENRIES NISININ
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F—EBINE
AP &% 5 AP

MR SEL

1B Gl
AEEREFRERSIR.

PUT https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/

{role_id}
il Mz 73~
7
IR[EHE
REE )%
204 EARRTN
401 AR,
403 RBIRERUR
404 RILEIERAYZIR
500 AEPERSZ IR -
e
7
5.10.10 E9EREEIHE 2 BIRZSUR
IheEN 4R
ZEOTUBTFERREAEIEERSIHE 2 BRETUR
ZiEOLAMER 2B XIFAYEndpointF I E M X IFAYENdpointiE . IAMBYENndpointis
21 WXHLRiEDS,
URI

HEAD /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
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F—EDINE
AP &% 5 AP

% 5-478 B2

¥ 28 |sHm %
Wi
agency_id = String F1EID, REBRBESN: REUKS .
IAMAF. IB. AFP4E. K. £
BYZFRFOID,
domain_id 2 String FEAKSID, FKEBRIESN: IR

S, IAMAEP., 8. AF4E. X
f5. EFERIRFRFIID,

String EERSBINRID, FKENGRBESN: 3K
EVABRID .

ali

role_id

IBREH
2 5-479 153K Header 2%{
B8H B WI%E 8% | ik
e
Content-Type | 2 String | IZ=FEREIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | BIAISHE, FEBFSMH . NRFEE
=W
tokenFrEEtNPRIES DR o
=2
7
=]
BRI ERRE2BRSUR
HEAD https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
M iz 7~ A5
7
R[EE

IREHE ik
204 BTN, (BEBIEENUR)
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H—BDINIE

APl & > API
REIE )%
401 NN S¢S
403 RERIESUR .
404 RILEIBRMAYZIR
500 EY SN

B
¥
5.10.11 EBEEEHEMBRZHUR
IheEN 4R

ZEOR A TFEEREREREE BB RSIUR .

ZiEORLMERA 2B XIFAYENdpointF lE M X IFAYENdpointiE . IAMBYENndpointis
21 WXL iEDS.

URI

HEAD /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/{role_id}

% 5-480 BRIZS#

B8Y =E | 5% Rk
Whise
agency_id = String F1EID, FKEHXBESN: KRS
IAMAR. IiH. AF4A. Xig. EF
RIZFRFOID
project_id 2 String FREHFIMEID, KREARIBESN: 3K

kS, IAMEF. IiB. AFPA. X
5. EFEHFFRFID,

String IMEMRSIPRID, FKENSHIBESN: 3k
EVSRID

i

role_id
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F—BBINE
AP &%

5 API
BRSH
K 5-481 153K Header 2
¥ =A%k 8% | BER
£l
Content-Type | 2 String | 1Z=FERREIES “application/
json;charset=utf8” ,
X-Auth-Token | £ String | EIAIEAYHABE Security AdministratoriY
FEAJtoken,
Il fiz 224
7
=Pl
EORIEESRHEMBRSHUR
HEAD https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/
{role_id}
I piz 7~ 51
"
R[EHE
IR[EHE A
204 BRI, (BEBEIEENR)
401 INIEE
403 REERIENR
404 RILEERAYEIE
500 AEPIRSBIR -
St
y

5.10.12 ZREFNZ2BIRSBINR

TORENA

ZEOU L AT EERBREEINERRSNIR

NSk 48 (2021-11-15)

IRIERE © LA/ ARBIRAE 303


https://support.huaweicloud.com/intl/zh-cn/usermanual-iam/iam_01_0001.html

F—EBINE
AP &% 5 AP

ZEOTLUERE R XIFAIEndpointFIE tXIERIENdpointiBFE . IAMBJENdpointid
S WMRMBRDR.

URI
DELETE /v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
% 5-482 [RIZBH
S =R | s¥ERn R
Wik
agency_id = String R1EID, FEHXBESN: KEKS .
IAMABF. IIB. AFP4E. XiE. it
B9RFRFOID,
domain_id 2 String FHEHMKSID, KEAGHES W 3KEX
kS, IAMERF. B, BFA. X
. FIERIRFRFAID,
role_id 2 String 2FRSNRID, KENASESN: 3K
EUBRID .
BRkESH
& 5-483 153k Header 2%
2% =A% S5 | #R
Sml
Content-Type | @ String | IZ=FERIIBIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | hIDShE, FEBFPRIBM .. POREE
B,
tokenFT BN PRIES ISR
)24
.
=Rl

BIREIEREBIRSIR

DELETE https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}
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H—BDINIE

APl & > API
Nl Mz 73~
¥
REHE
R[EE )%
204 RIBRALTH o
401 TNIESM
403 RERIESUR .
404 RILEERRIRR
500 AEBIRSSHEIR
==
¥

5.10.13 FBRFZEFEHIINE IRSSIR

IHEENA
ZEOTL B TFEERBREIEIE RSN
ZE O] LAMER 2B XIFAIEndpointFIE B X idAYEndpointi@E . IAMBIEndpointi’
Sl WXREDR. .
URI
DELETE /v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/
{role_id}
F+ 5-484 IR1ZBH
2% =8 | sHEen A
agency_id = String 1D, FEHNIESN: KBS,
IAMARF. . AF4A. Kig. it
HZFRFID,
project_id o String FHEHIEID, KEARBESN: 3K
NS, IAMEBRF. MB. ARAE. K
5. FERIBRMID,
role_id 2 String INBERSNIRID, KEVASiESR: 3K
EXRURID .
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BH—BDINIE

APl &% 5 API
RS
2 5-485 153K Header 3#
8% BE W% 2% | #t
i)
Content-Type | =2 String | iZ=FERABIES “application/
json;charset=utf8” ,
X-Auth-Token | 2 String | 510$HE, FEEFPNSMH . NREE
=
tokenFrEE RIS S DA .
)2
7
=]
BIRZIERIIM B RSZAR
DELETE https://iam.myhuaweicloud.com/v3.0/OS-AGENCY/projects/{project_id}/agencies/{agency_id}/roles/
{role_id}
I Rz73~ 51
7
R[EHE
REE )
204 FRIRR BRI o
401 NIEEY
403 ISEERIENIR
404 REKEENAIER
500 MEBARSSHRIR -
e
7
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F—EBINE
APl &%

5 API

5.10.14 EI0ZEE FRYFIAINE RS INRYIZE

TheEN 4R

URI

N Rz S4L

ZEO U BATFEEREREEMEIERS IR IZE.

1Z&IZI_JLM§FH£%Eisz’JEndpomt%D L {th X 13 AYEndpointiE A .

20 WXZETR

IAMAJENdpointis

GET /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
inherited_to_projects

3% 5-486 IRIZSH

¥ 2E | SHm Rt

agency_id = String FIEID, KEBNBESN: REKS.
IAMAF. B, AP4E. K. &%
RIZFRFID,

domain_id = String RIEHMKSID, FKEBRIES W : IR
WS. IAMAR. INH. AF4A. X
. ZIERBIRFID,

2 5-487 153K Header &

2% =8 | sEEEn R
DA
X-Auth-Token | 2 String BIEShE, FEAPNSHD . SIREE

oSN 0

tokenPEfrFHEAX RIS S AR o

% 5-488 i Body £%{

8% SR fiik

roles Array of MREEYIE.
objects

links object RIFEREER
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F—EBINE
AP &% 5 AP

3£ 5-489 roles

2 S¥R A
id String PRID,
links object BRARIRIERER
name String PR -
Z 5-490 links
2% SR ik
self String RIRSEEZRAL

ISR
B TRFFER B RS IIRIIE.

GET https://iam.myhuaweicloud.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
inherited_to_projects

[ iz 73~ 5
R7&EL 7 200 AF:

=311y
{
"roles" : [
{

"name" : "system_all_154",
"links" : {
"self" : "https://internal.iam.ctcclouddev.com/v3/roles/04570dfe267c45a3940e1ae9de868..."

"id" : "04570dfe267c45a3940e1ae9de868..."
1
{

"name" : "test1_admin",
"links" : {
"self" : "https://internal.iam.ctcclouddev.com/v3/roles/1bf20f1adba94747a6e02e1be3810..."

"id" : "1bf20f1adba94747a6e02e1be3810..."
}
1,
"links" : {
"self" : "https://internal.iam.ctcclouddev.com/v3.0/OSHERIT/domains/
05b09b4723001dc90f27c0008f8b1.../agencies/08c6652e86801d234f01c00078308.../roles/
inherited_to_projects"

}
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H—BDINIE

APl & 5 API
NG
R R
200 E=R11] V)|
401 TAIERML
403 IRBRIEIR
404 RLFWEN AR o
500 REBARSSHEIR
L
ESEIRE .

5.10.15 AEFER FRIEIE RSIR

ThRENA

ZEO L AT EERNERR FIEIRERSR,

ZiEOn LAMERA 2B XIFAYENdpointF I E L X IFAYENdpointiEFE . IAMBYENndpointis
20 WXL REDS.

BOLR

URLHrole_idX M A PRAAE R RIzH,

URI

(5=

Berete_agency,

PUT /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/{role_id}/
inherited_to_projects

% 5-491 BIZS¥

2% =h | sy R
WA

agency_id = String 1D, FEHNIESN: KBS,
IAMAEF. IB. AFP4A. XiE. £
BBFRFID,

domain_id = String FEHRIKSID, KENASBESH: 3K
NS, IAMBF. IH. AFRE. K
. EERBRMID,

role_id 2 String BPRID, KBNS IBESW: KEUWR
ID,
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H—BDINIE

APl &%& 5 API
BREH
ZE 5-492 53k Header 2]
8% 2 | %R HER
X-Auth-Token | 2 String BIEShE, FEBEFPINSM . NREE
=W
tokenFrEEtPRIES DR o
D)VE25d
7
=P Nl
PEREFFREIMERSNR.
PUT https://iam.myhuaweicloud.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects
M Rz~
7
RS
RS ik
204 EARRIN
401 NI S
403 IREERENR
404 RILEERAYEIE
500 MEBIRSS IR
IR
BESIEIRB.

5.10.16 EEE FEEEAFAMA RSN

&b
ThREN R

ZEOFUBATFEERNEEEEREAMEIAERSIR .

ZEOaLUER2BXIFAYENdpointF I E X IFHIENdpointi@FE . IAMAYENndpointis
20 WXZREDS.
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F—EBINLE
AP &% 5 AP

URI

HEAD /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects

% 5-493 BRIZSH

ol = | %R R
Whisk
agency_id = String F1EID, REBEXBESN: REUKS .
IAMAF. IB. AP4E. K. £
H9RFRFOID
domain_id 2 String FIEHIKSID, FKEBIES W 3K

WS, IAMAR. 8. BFP4E. K
f. EFERIRFRFID,

String BPRID, SRENGIBESW: TREUWR
ID,

ali

role_id

BRkSH
K 5-494 153K Header 2#
2% = | SR A
X-Auth-Token | 2 String HESHE, FEAPNER . SIREE
=W
tokenfFT BN PRIES WASHIN .
R3S
7o
=P ]l
KMEZIE TEEEBMBEIB RSN
HEAD https://iam.myhuaweicloud.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects
N Rz 7~
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H—BDINIE

APl & > API
RS
RSB ik
204 B, (BEBEIEENUR)
401 TNIESM
403 SEIRENIR .
404 RILEIERAYZR
500 AEBERSZ IR
BI=0
B2 IR
5.10.17 #ZEIE FRIFTE IR E RSBUR
IheEN4R
ZEOT L BATFEERERETNREIRBRSIIR.
ZEOALMEREBXIERIEndpointF It XiGtRYEndpointilA .. IAMRIEndpointid
20 WRNKRFEDE.
URI

DELETE /v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects

% 5-495 BRIZS#

2% =S | sEEEm )

agency_id = String FIEID, KEBXBESR: REKS.
IAMAERF. IH. AF4AH. Kig. &t
RBFRFAID,

domain_id 2 String ZREHRIKSID, KESIBESH: K
kS, IAMBF. IH. APEA. X
. ZENB[RMID,

role_id = String BURID, SRENANIESN: FKEWUR
ID,
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BH—BDINIE

APl &% 5 API
RS
% 5-496 153K Header 2
2¥ =E | sEEE fhR
X-Auth-Token | 2 String BIEShE, FEAPNED . SIREE
=W
tokenPTRAXPRIE S AR »
N R S¥
7
=GNl
BIREE THIFTEIE RS R .
DELETE https://iam.myhuaweicloud.com/v3.0/OS-INHERIT/domains/{domain_id}/agencies/{agency_id}/roles/
{role_id}/inherited_to_projects
i sz 7~ A5
7
NG
KRB iR
204 PRI o
401 TN
403 IRERIENR
404 REFIENAIER -
500 AEBIRSS IR -
T EL
BSIEIRB.
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APl 5% 5 API
5.11.1 AR E XEXAIA A
ThEe T 4A

ZiEOTATFEECWIREEEXBKIAEFE.

iZEOn LAMEREBEXIFAIEndpointFIE B X itAYEndpointi@AE .. IAMBJEndpointi’
S0 WXMABRTSR. o

URI
GET /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/groups
F+ 5-497 BZBH
84 EEWI%E SHERR R
enterprise_pro | & String FEWEWIRBRID,
ject_id
BRESH
2K 5-498 153K Header 3
8% BEWi% SHER ik
X-Auth-Token | 2 String SINEREE
iam:permissions:listGroupsOnE
nterpriseProject#Bfy EIYRaX,
Security AdministratorfpRAY
token, [EIETER
enterprise_project_idpf[EiKS
AYdomain_id5TokendHY
domain_id—%,
)RS

REMBA 200 AY:

% 5-499 Wi Body 2#

2% SR f#iA
groups Array of FRPEER.
objects
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AP| &% 5 API
2K 5-500 ListGroupsForEnterpriseProjectResDetail
2% SHRE R
createTime Integer FIF4EGIERTE .
description String FIFEER
domainld String KSID,
id String FIF4HID,
name String FPHEEZR,
1=

SRR XEXAIARFH .

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/

groups

N Rz~

RSE8: 200

BRI

{
"groups" : [ {

"createTime" :
"description" :

1552093271000,
null,

"domainld" : "dc7f62ae236c47b8836014c16d64d...",
"id" : "e6bde2403bda43e2813a1a6848963...",
"name" : "auth"

}
}

RSB
R ik
200 IERN AV
400 BRSHE
401 PNNES @
403 IRBIRIER
404 BAEHEERR
415 Content typefIG iz
500 REBRARE
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F—EBINE
APl &%

5 API

ZPS

52 iEIRE .

5.11.2 Eg IR E B P AR

ThEeN 48
ZEORTFEEEWINE B ER
ZEOTLER£BEXIEAIEndpointFIE M XIFHAIEndpointiAA . IAMAIEndpointis
S WXMLE LS. .
URI
GET /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles
& 5-501 IIZSH
¥ BRIk SR fiEid
enterprise_pro | 2 String FEEEWIRRID,
ject_id
group_id 2 String FERRAPAED,
IBRESH
R 5-502 53K Header 2%
2¥ ERWIE ST iR
X-Auth-Token | 2 String SINEREE
iam:permissions:listRolesForGr
oupOnEnterpriseProject4B#i &
W PREESecurity Administrator
WPRAYtoken, EIRTESK
group_idFrE@k=HAYdomain_id
STokendfgdomain_id—%
) E=S

RS 200 A
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F—EBINE
APl &%

5 API

2 5-503 i Body £%{

2% S¥RT iR
roles Array of BeY%x,
objects
Z 5-504 roles
2% SR R
catalog String BERFTEER
display_name | String PIRRERER

description String

description_cn | String

PRAVESHIAMER -
RAYPIHRMER -

o

domain_id String NIRFFEKSID,

flag String ZBHENfine_grainedid, FRRLAPRARFEN
BRI .

id String BRID,

name String PRBEFR

policy object RIREARNE

type String BIRAYEMET
Lz

o AXFERfEdomainEETR.

o XAFEREprojectEETo

o AAFERTEdomainflproject EHER.

o XXFERTEdomainFlprojectEHIARER.

o BEMRHBHNEMERXNRBENAXTEXA, TEEE
domainEfproject EEETR (AA) , TETE
domainEfproject EEAET (XX) »

2k 5-505 RolePolicy

e S¥n ik

Depends Array of ZA PR AT EAIIR
objects

Statement Array of BRUET, EIASORIIERRS.
objects
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BH—BDIAIE

APl &% > API
2 SRR iR
Version String BIRIRAES .
WiBA

o 1.0: REMBNAE. LRSHNE, REBIRA
IRSSEXAEBRTEN.

o 1.1: RE8. IAMEFTHRHAI—FHBRIEIZINAYRE
73, AILUEHREIRARIRSAURIE. RRURIBERE

L=
& 5-506 PolicyDepends
2% SRR iR
catalog String WRFAER R
display_name | String WIRERE o
2 5-507 PolicyStatement
e e e RhR
Action Array of BIR, 1EXRENERRIENIR . 2018
strings INESEZ RS (APISE ) tb “IUPRFNIEX
I B,
iz Ll
o & RBZEREERE, HI:
vpc:ports:create
o IRSBNTREIR, Hlilecs. evstlvpcs, IRSE
NN, BREINRMESERNS, BXRE
HBhGS*, THESIIEEPENIN,
o HETEMERIAZITEENERIEN, ZFRERN:
"Action": ["lam:agencies:assume"],
Effect String ER. BEFM: iF (Allow ) FIEL
(Deny ) , BEBAllowXHBDenyAJEHUEDAT,
BIEDeny{fL5EaIREN .
KEME:
e Allow
e Deny
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BH—BDINIE

AP| &%& 5 API
2% SHARTY A
Condition Object REIZE. TRESEXSH, 5% IEB
BN KRS .
iz Ll

LA sRkRfIFfConditionJafl: 24442 (obs:prefix )
F=#FER (public ) FHEE ( StringEquals ) .

"Condition": {

"StringEquals": {

"obs:prefix": [
"public"

1

}

}
Resource Array of HilE. ML
strings =1

o TIE *HAER=: ::, #: "obs::bucket*",

e regionFER s ATAIaIRYregion, servicedssm
F1EHresource/gF Xt Riservice,

o HiZBEENKRBAZITEENKRIENT, ZFERER
JIObject, {EF: "Resource” {"uri": ["/iam/
agencies/
07805acaba800fdd4fbdc00b81888c7c"[}.

isK7pl
B RAIRE KB PERIIR .

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/
groups/{group_id}/roles

N Rz 775
RAEB: 200
R

"roles" : [ {
"catalog" : "CUSTOMED",
"description" : "u81eau5b9au4e49u6743u9...",
"description_cn" : null,
"display_name" : "XpBdkPYCCx",
"domain_id" : "0456fd5a278033120f37c006683ab...",
"flag" : null,
"id" : "5d1b6256331f4fb494534bf240698...",
"name" : "custom_policy1",
"policy" : {
"Statement" : [ {
"Action" : [ "aaa:a*b:baa*" ],
"Condition" : null,
"Effect" : "deny",
"Resource" : null
e
"Action" : [ "aaa:a*b:bab*" ],
"Condition" : null,
"Effect" : "Allow",
"Resource" : null

L
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BH—BDINIE

APl &%& 5 API
"Version" : "1.1"
B
"type" : "XA"
11
}
RSB
RSB iR
200 BRI .
400 BREHLE
401 NS
403 IRBIRIENR
404 RILEENRI RIS
415 Content typefRIGHEIR o
500 RERFEZE
St
B2 E=EB.
5.11.3 EFRAPAITIIREEI
IhEEN A
ZEORTAIEEIDRIBWIRBEN, #i7eWIRE .. BRAFNRIGEXR .
ZEOLMEREBEXERNEndpointfIE M XIFHAIEndpointi@A .. IAMAYEndpointis
2N WXL ETR.
URI

PUT /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/groups/

{group_id}/roles/{role_id}

% 5-508 BI2SH

2 BRIk ST R
enterprise_pro | & String AIRBID,
ject_id

group_id = String FBF4AID,
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BH—BDINIE

APl &%

5 API

IBREH

N Rz S4L

iERBI

il iz 73~ 451

7 NEX T

SH

SHERE

%

role_id

= String

faeiD,

{588
BRANZAeIEACWIREE
goﬁgiﬁﬁﬂmEEWM£m

2 5-509 153k Header 2]

2%

ERWIE SHEE

ik

X-Auth-Token | 2 String

EINIERE
iam:permissions:grantRoleToGr
oupOnEnterpriseProjectZB{E
I PReY Security Administrator
MREtoken , EATER
group_idFrEKS#AJdomain_id
5Token®domain_id—H.

ETFRRAEAEWIRERFIN.

PUT https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/
groups/{group_id}/roles/{role_id}

%
R R
204 TBEKMBAELI o
400 EREEAEIEE,
401 tokeniAIERML
403 ZIHRE, RS,
415 Content typefIGEi=.
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H—BDINIE

APl &% 5 API
K& fR
500 REHBERFRE.
HIRD
52 EIRM

URI

1Z3E O A TMIPRE IR E KB FBRIIR .

ZEOeLUER2BXIFAYEndpointF I E X IFHIENdpointi@FE . IAMAYENndpointis
20 WXL REDS.

DELETE /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/groups/
{group_id}/roles/{role_id}

# 5-510 BRIZSH

2 BEWI% SR R
enterprise_pro | & String AIRBID,
ject_id
group_id 2 String FF4HID,
role_id y— String WPRID,

% 5-511 153K Header 2%
2 BEWI% SR R
X-Auth-Token | 2 String EINEREE

iam:permissions:revokeRoleFro
mGroupOnEnterpriseProjectZH
KA PREk Security
AdministratoriXfRAYtoken, [a
RYEskgroup_idFTEMKSHY
domain_id5Token=gy
domain_id—%,
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BH—BDINIE

APl &% 5 API
R3S
7
=P ANl
BRI B KB P AARIR
DELETE https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/
groups/{group_id}/roles/{role_id}
M iz 7~ 51
7
RS
RSB iR
204 ERIMAZELIN o
400 BREEEIEE.
401 tokent AIEEM .
403 BIFRME, RS,
404 BIERBEAFE
415 Content typefRIEsEIR o
500 REBRARE.
S
ESIEIRB.

5.11.5 AP EXBNEWIRE

TORENA

ZiEO AT EIRAFARREXRIEIIRE

ZiEOLAMERA 2B XIFAYEndpointF I E M X IFAYENdpointiE . IAMBYEndpointis
21 WXHLRIREDSR.

URI

GET /v3.0/OS-PERMISSION/groups/{group_id}/enterprise-projects

NSk 48 (2021-11-15)
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BH—BDINIE

APl &%
& 5-512 BIRBH
2% =EWI% SR fEid
group_id = String FEIRAPLAID,
ERESH
% 5-513 153K Header 2%
2% BEWI% SR fEid
X-Auth-Token | 2 String SINERRE
iam:permissions:listEnterpriseP
rojectsForGroupZH#y FEH fR T,
Security AdministratortfRAY
token, [ERYEkgroup_idFf/E
=SHJIdomain_id5TokenmHY
domain_id—%,
) EZS
KAEBH 200 BY:
& 5-514 95z Body 2%,
2 SR A
enterprise- Array of EWIRBER
projects objects

2 5-515 ListEnterpriseProjectsResDetail

28 S 115
projectld String IRHID,

iERTA

EWAPEXRERIEWIRE

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/groups/{group_id}/enterprise-projects

MRz~
REF: 200
(=R NZAYS
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BH—BDINIE

APl & > API
{
"enterprise-projects" : [ {
"projectld” : "dd87a1a8-8602-45a8-8145-393af4c95..."
1]
}
RS
RSB ik
200 BRI
400 BREHLE
401 INIERML
403 S BEREINR .
404 RILEENRI RIS
415 Content typefRIGHEIR o
500 REBREARE
e
ESIEIRB.
5.11.6 B ERXBREIIE
ThEEN 4R
ZEOETFESRFREEXEEIIRE .
ZEOLMER 2B XEREndpointFIE M XIFHAIEndpointidA . IAMAYEndpointis
20 WXNRiETR.
URI

GET /v3.0/OS-PERMISSION/users/{user_id}/enterprise-projects

% 5-516 RIS

B8H =AWk SR R
user_id = String #HEEEPID,
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F—EBINLE
AP &% 5 AP

IERSH

2 5-517 153K Header &%

¥ BRI SHER i)
X-Auth-Token | 2 String EIANIERYIEE

iam:permissions:listEnterpriseP
rojectsForUserfBfi FERBREY
Security AdministratortfRAY
token, ERFERuser_idF/EMK
SHJdomain_id5Tokendgd
domain_id—%,

V=251
REBA 200 B:

% 5-518 @i Body 2%

2% ST iR
enterprise- Array of EWIRBER
projects objects

£ 5-519 enterprise-projects

2 SR fHiA
projectld String IRHID,

s R7pl
B P BRI RIS .

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/users/{user_id}/enterprise-projects

I Rz 73~5 )
REB: 200
ERELI .
{

"enterprise-projects" : [ {
"projectld" : "dd87a1a8-8602-45a8-8145-393af4¢95..."
3o
"projectld" : "dd87a1a8-8602-45a8-8145-393af4¢95..."
]
}
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APl &% 5 API
NG

RS ik

200 BRI .

400 BERSHHE

401 TAIERML

403 IRBIRIEIR

404 RFWEN AR -

415 Content typefRIGiEiR .

500 REBRARE.
IR0

5 EIRG .

ZEORTFEIEWINBEEEXKAAF .

ZEOTLUER 2R XIFRIEndpointFIE tXIERIENdpointiEE . IAMBJENdpointid
S BMRMBRDR.

URI

GET /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users

% 5-520 BRIZSH

2 AUk ST R
enterprise_pro | & String FEBETWIREID,
ject_id
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F—EBINE
AP &% 5 AP

IERSH

K 5-521 i53K Header 2
28 BBk SR R

X-Auth-Token String EINERYRE
iam:permissions:listUsersForEn
terpriseProjectfH¥i FEAPREL
Security Administratort¥fRHY

ali

token,
) VES
WR7&89: 200
% 5-522 K7 Body 2%§
2% SR fHiA
users Array of BFPEER.
objects
% 5-523 users
2 S¥R A
domain_id String ENAPFEKSID,
id String EIARID,
name String BEXEBRA-
enabled Boolean ENARERRA, trueRRgH, false®RE
F3, Bi\Jtrue,
description String ENAEFERMER.
policy_num Integer ENAEFBREEE
Lgstest_policy_ Long PRSI XECRIEARTE (Z7) .
ime

isR7pl
B RWIRE E RS .

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users
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APl &% 5 API
g Bz 75
REB: 200
BRI
{
"users" : [ {

"domain_id" : "d78cbac186b744899480f25bd02...",
"id" : "07667db96a00265f1fc0c003a...",

"name" : "IAMUserA",

"enabled" : true,

"description" : "IAMDescriptionA",

"policy_num" : 2,

"lastest_policy_time" : 1589874427000

}
}
T
7Nz R
200 BRI
400 BERSELE,
401 TNIESETY o
403 IRBIRIEIR
404 REEBRZIR
500 RERE.

5.11.8 Eigt NI HEZXEAFPIBR

INEENA
ZEOTATFEEEIRE EEXEERAPRISUR .
ZiEORLAMER 2B XIFAYENdpointF I E M X IFAYENdpointiE A . IAMBYENndpointis
21 WXL IRDS,

URI

GET /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/
{user_id}/roles

% 5-524 BIRSH

¥ Rk S iR
enterprise_pro | &= String tTWIRHID,
ject_id

user_id =2 String AFID,
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BH—BDIAIE

APl &%& 5 API
iERSH
% 5-525 153K Header 2%
2 BRI SR fEiA
X-Auth-Token | 2 String EINIERYRE
iam:permissions:listRolesForUs
erOnEnterpriseProjectZAf7 4R
FRe}Security AdministratoriX
PRAYtoken,
N p 240
K&B: 200
X 5-526 i Body 2%
2% S fHiA
roles Array of Bedx,
objects
%t 5-527 Rolesltem
¥ SR fHiA
catalog String WRFIEE R
display_name | String BPRERER,
description String BURAYZE I HEIAR o
description_cn | String BPRAIPSHEIAE R
domain_id String WRFTEMSID,
flag String ZESEENfine_grainedit, FRRHAPRARSZRH
ERIRE .
id String PRI,
name String PRBAFR o
policy object BREARAS
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H—BDINIE

AP| &% 5 API
2% SRR fik
type String WPRAYE BT .
588

o AXFEREdomainEET.

o XAFEREprojectEETo

e AAZER7Edomainilproject IR

o XXFKRTEdomainFlproject EHIAE R

o HEMERNERMEXREEAHAXTEXA, FEEE
domainEfprojectZEBER (AA) , BE
domainZEHproject ZEARE R (XX) &

£k 5-528 RolePolicy

8% SHE iR
Depends Array of 2 PR ERAIABR o
objects
Statement Array of BERGET, HIASPRRIERRS.
objects
Version String BIRIRAES .
588

o 1.0: REMBNAE., LRSHNE, REBIRA
IRSEXABRTEN.

o 1.1: RE8. IAMEFTHRHAI—FRABRIEIZINARE
7, AILUEHREIRARIRSAURIE. RRURIBERSE

a2
£ 5-529 PolicyDepends
2% e el fik
catalog String WRFIER R
display_name | String WIRERE o
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AP &% 5 AP

2K 5-530 PolicyStatement

84 SHER RER
Action Array of BAIR, 1IEXEREMRRIERIR . STIFAEIN
strings INE2EE RS ( APIZE ) th “BPRFNIBIY
I &7,
iz Ll

o BN REZEEELEIRE, H:
vpc:ports:create,

o IRSBNTREIR, Hlilecs. evstlvpcs, IRSE
NZIFNE, FRERMREREANNG, BRY
FERTS*, TESIEEHENIRN.

o YEENFREAZFITEENRIEN, ZFREN:

"Action": ["lam:agencies:assume"],

Effect String EF . B&FM: AF (Allow ) FNiE4
(Deny) , BEBAllowX B DenyJiStUEaAT,
BiEDeny{ft5HIEN .

Condition Object PRSI
Resource Array of HilE. ML
strings =l

o TE *HAE=: ::, #: "obs::bucket:*",

e regionFEX s ATAIaRregion, servicedssm
FrEBresourceEF XTI Rservice,

o LZEENREEAERITEENRIEH, ZFRER

JIObject, {EH: "Resource” {"uri": ["/iam/
agencies/

07805acaba800fdd4fbdc00b81888c7c"[}.

5K
B IRE E X RUR.

GET https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/
{user_id}/roles

i Sz 73~
RE/: 200
BERIN

"roles" : [ {
"display_name" : "Customed ECS Viewer",
"description" : "The read-only permissions to all ECS resources, which can be used for statistics and
survey.",
"domain_id" : "9698542758bc422088c0c3eabfc30d...",
"catalog" : "CUSTOMED",
"policy" : {
"Version" : "1.1",
"Statement" : [ {
"Action" : [ "ecs:*:get*", "ecs:*:list*", "ecs:blockDevice:use", "ecs:serverGroups:manage",
"ecs:serverVolumes:use", "evs:*:get*", "evs:*:list*", "vpc:*:.get*", "vpctilist*", "ims:*:get*", "ims:*:list*" ],
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BH—BDINIE

APl &% 5 API
"Effect" : "Allow"
1]
B
"id" : "24e7a89bffe443979760c4€9715c1...",
"type" : "XA",
"name" : "custom_9698542758bc422088c0c3eabfc30...."
1]
}
RSB
RSB iR
200 BRI
400 BREBHLE
401 NI S
403 S BEREINR .
404 KAZBEERR
500 RBEFE.

5.11.9 EFHRP AT TRE R

IhEEN 4R
ZEO AR TRFR AT WIRERFIN
ZEOTLER£BEXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAIEndpointis
S WXNREDR.

URI

PUT /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/
{user_id}/roles/{role_id}

% 5-531 BRIZS#

2% AWk SR fHiA
enterprise_pro | 2 String IWIREID,
ject_id

user_id =2 String AFID,
role_id = String NIRID,
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F—BBINE
AP &% 5 AP

IERSH

2K 5-532 153K Header 2#{

2 =AW SR A
X-Auth-Token | 2 String SINEREE

iam:permissions:grantRoleToU
serOnEnterpriseProjectZA{EE
PRk Security Administrator
W PRAYtoken,

RS &

B3RPl
EFRPRHEUIREER.

PUT https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/
{user_id}/roles/{role_id}

e Rz 73~ 451
RE/: 400
BERSHBE
{

"error" : {
"message" : "lllegal request",
"code" : 400,
"title" : "Bad Request"
}
}

R&G: 401
TANIERML
{

"error" : {
"message" : "Authentication failed",
"code" : 401,
"title" : "Unauthorized"
}
}

W&E: 403
ISERIFBR
{

"error" : {
"message" : "Forbidden operation",
"code" : 403,
"title" : "Forbidden"
}
}
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APl & 5 API
NG

R 3%

204 BRI

400 BRSEE

401 TAIERML

403 IRBERIENR

500 RAREE.

5.11.10 MIpREIVINE HE KB P RISR

INRENER
ZiEO ] LA F BRI IR B BB AP AINRE .
ZEOoLUER2BXIFAIEndpointF I E X IFAIENdpointi@FE . IAMAYENndpointis
2N HRILIRTR.
URI
DELETE /v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/users/
{user_id}/roles/{role_id}
% 5-533 IR1Z22H
¥ BRI SHEER i)
enterprise_pro | &= String tTWIRHEID,
ject_id
user_id =2 String BAFID,
role id =2 String NPRID,
BRSH
2 5-534 153K Header 2%
2% =A% SR R
X-Auth-Token | 2 String SINEREE

iam:permissions:revokeRoleFro
mUserOnEnterpriseProjectH#i
ERPREL Security
AdministratorffRAJtoken.,
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H—BDINIE

APl &% 5 API
R3S
7o
iI=P ]
BRI IR B BB P RIIR
DELETE https://iam.myhuaweicloud.com/v3.0/OS-PERMISSION/enterprise-projects/{enterprise_project_id}/
users/{user_id}/roles/{role_id}
M Rz~
7c
RS
RS iR
204 BRI
400 BRSEE
401 NS S
403 RBIRIENR
404 BAEHEERR
500 RRRE,

5.11.11 EFFFEIENINEEIR

e
INEEN4a

URI

ZIEOR LR TR AT WIREFER

ZEO LAMEREBEXIFAIEndpointFIE B X idAYEndpointi@E .. IAMBIEndpointi’
2l HXNRETR.

PUT /v3.0/OS-PERMISSION/subjects/agency/scopes/enterprise-project/role-

assignments

NSk 48 (2021-11-15)
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H—BDINIE

APl &% 5 API
IBRSH
K 5-535 153K Header 2#
2% BEWI% SR R
X-Auth-Token | 2 String SINEREE
iam:permissions:grantRoleToA
gencyOnEnterpriseProjectZHfi
EMPRE Security
AdministratorffRAYtoken
7 5-536 153K Body 3%
2% =E | sHEE fiik
WA
role_assignm | 2 Array of ZRAECWINE FHEXRR, &2
ents objects #£250%%,
£ 5-537 role_assignments
2% =R | S#EH #k
WA
agency._id = String 3D,
enterprise_pro | 2 String EWIRBEID,
ject_id
role_id = String REZID,
InJVE=S5't
7
1=

BETFZEAEIWINEFER

PUT /v3.0/OS-PERMISSION/subjects/agency/scopes/enterprise-project/role-assignments

{

"role_assignments": [

{

"agency_id": "as0d9f8asdfasdfa09sd8f9aaa",

"enterprise_project_id": "3asdfs0d9f8asdfasdfa09sd8f9aaa",
"role_id": "5s0d9f8dafsdfasdfa09sd8f9aaa"

}
1
}
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N Rz 7~

WK&G: 200

BRI
KE&S: 400
ERSEE.
{
"error" : {
"message" : "lllegal request",
"code" : 400,
"title" : "Bad Request"
}
}
K&\ 401
INIERY
{
"error" : {
"message" : "Authentication failed",
"code" : 401,
"title" : "Unauthorized"
}
}
RE&HB: 403
ISBRIENIR
{
"error" : {
"message" : "Forbidden operation",
"code" : 403,
"title" : "Forbidden"
}
}
RS
R ik
200 BRI
400 BERSEE
401 TNIESETY o
403 IRBERIEINR
500 REEE

5.11.12 fjlp&ENIR H XBXEFERINR

ab
ThEEN 4R

iZziEO R LARIBRE VIR B 5 RS,
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APl &% 5 API
ZEOYTLER£BEXIEAEndpointFIE M XIFHAIEndpointiAA . IAMAJEndpointis
%m: i&z*u%iﬁ‘ﬁ-ﬁlu\o
URI
DELETE /v3.0/OS-PERMISSION/subjects/agency/scopes/enterprise-project/role-
assignments
ERESH
K 5-538 153K Header 2#{
2 BRI SR iR
X-Auth-Token | 2 String SINEREE
iam:permissions:revokeRoleFro
mAgencyOnEnterpriseProject
AR EA PR Security
AdministratorffRATtoken
% 5-539 153K Body 2%
e BE |oEEE )%
role_assignm | 2 Array of FatWInE FNEXR, &=BX
ents objects #£5250%%,
2 5-540 role_assignments
2% =E | a¥EE ik
agency_id = String Z1EID,
enterprise_pro | 2 String WIRHEID,
ject_id
role_id = String ZRE&ID,
e
7
(=R

BRI B K EXZFERIARBR

DELETE /v3.0/OS-PERMISSION/subjects/agency/scopes/enterprise-project/role-assignments

{
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"role_assignments": [
{
"agency_id": "as0d9f8asdfasdfa09sd8f9aaa",
"enterprise_project_id": "3asdfs0d9f8asdfasdfa09sd8f9aaa",
"role_id": "5s0d9f8dafsdfasdfa09sd8f9aaa"
}
1
}

I Rz 73~
REB: 204
BEREIN

WR&G: 400

BRESHHE.
{
"error" : {
"message" : "lllegal request",
"code" : 400,
"title" : "Bad Request"
}
}
REE: 401
NS
{
"error" : {
"message" : "Authentication failed",
"code" : 401,
"title" : "Unauthorized"
}
}
R&E3: 403
IBIRIENR .
{
"error" : {
"message" : "Forbidden operation"”,
"code" : 403,
"title" : "Forbidden"
}
}
RS
RS R
204 IERN AV
400 BREHHE
401 TAIERY .
403 IRBEERENR .
500 E4=0
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512 &LIRE
5.12.1 {EXIKSIR(ERIPERES

INgeN A
ZEOT L BT ERERIEKSERIEFRIPREE
1%;:[!‘]%%%@%Ei:kE’JEndpomt%D Lt X1t A9EndpointiBAB .. IAMAJENdpointi’
2l MXLIEDS
URI
PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy
F+ 5-541 IRZBH
2% = | ¥R HR
domain_id 2 String FHEKXRIMKSID, KENARBESN: 3K
kS . IAMBF. B, AFP4A. X
. EZFEHBFRFID,
IBRSH

2 5-542 153K Header &

2% =f | s iR
SV
X-Auth-Token | 2 String 1)5@ R, EERAFINEM0D. SREE

I_IO

tokenFrFENRIES ISR .

& 5-543 153K Body 2#{

B8¥ =E | 5% R

WA
protect_polic | 2 ProtectPolicyO | &/EIRIFPRES
y ption object
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F—BBINE
AP &%

5 API

N Rz S4L

2R 5-544 protect_policy

2% =5 | SR R

operation_pro | 2 boolean EEFEERERP FE R true" XS

tection 9"false",

allow _user & AllowUserBod | EBRIZEIAMFAF I B EXNE

y object o

mobile & string RIS EFNSE . =l

admin_check | & string EEREEARRKIE. onEEARKILE,
WIRESsceneS#, off HIRIERIGIE,

email B string IRERIPIQIE S E BBt . 7=
f5:example@email.com,

scene S string BERIPIEEARKIES
=U,admin_checkHonfd, HIES . EiF
mobile. email,

2R 5-545 protect_policy.allow_user

B =E | BHeE R
WA
manage_acce | & boolean =R FHEFEITEEAKRETE
sskey truezifalse,
manage_ema | & boolean AT FRAFBCEXHbE B EEE
il truedifalse,
manage_mob | & boolean AT FREFESENEIE ETEE
ile truezifalse,
manage_pass | & boolean =AY FRAFECENERD BETE
word truedifalse,
KRE&MB: 200
% 5-546 Lz Body %
2 SHEEH A

protect_poli
cy

protect_policy

object

BERIFERES
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£ 5-547 protect_policy

S¥ SR R
allow_user AllowUserBod | FAFRILABFHIEXRIEM -
y object

operation_pro | boolean A HBIEERP BUESEEttruegfalse,

tection

admin_check | string EHEEEARRKIE. onJHEEARKIEHIUES
sceneS#, of HIRIERIBIIE,

scene string BRIERIPIEE A RKIEST(,admin_check/gonkd,
WRIEES . &fEmobile. email,

2K 5-548 protect_policy.allow_user

2R - Six] ik

manage_acce | boolean EARTFFREFRBETEEAKIEEEtrues
sskey false,

manage_ema | boolean EE T FRERFE S (EMhEFE BB Etruen)
il false,

manage_mo | boolean EARFFREFECENEIE BUEEEtruey
bile false,

manage_pass | boolean EARTFFER BB ERS BB Eltruey
word false,

ISRl
1B SIRIERIPERES, FISERIERI.

PUT https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy

{
"protect_policy" : {
"operation_protection" : true

N Rz 751
K&REH 200 B
BRI
{
"protect_policy" : {
"operation_protection" : false

}
}

RSB 400 AY:
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BERAEFRE.
o TfN
{
"error_msg" : "'%(key)s' is a required property.",
"error_code" : "IAM.0072"
}
o fil2
{
"error_msg" : "Invalid input for field '%(key)s'. The value is '%(value)s'.",
"error_code" : "IAM.0073"
}
W& J9 403 B
KW .
o fil1
{
"error_msg" : "Policy doesn't allow % (actions)s to be performed.",
"error_code" : "IAM.0003"
}
o 2
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
K79 500 A
=3
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
7 NA T
K& ik
200 BRI
400 BEREEE.
401 TNIESETY
403 KR
500 REEE,
FRIRtg
52 WHEIRE .
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5.12.2 EEIK SR FRIPRE

ab
ThEEN 4B

URI

I E=351

ZEORI LR TE RS ERIFRES .

iz O LAMERAEBEXIFAIEndpointFIE B X itAYEndpointi@E .. IAMBIEndpointi’
2l HXNRIHRTR.

GET /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy

% 5-549 IRIZSH
2% = | sEEEm R
DA
domain_id 2 String FEERKSID, KRESBESR: 3K
kS, IAMBF. MB. AFRAE. K
. ZERBRFID,

& 5-550 153K Header 2%

8% 2 | %R HER
wHik
X-Auth-Token | 2 String BIAShE, FEAPNED . NIREE

=|

1SN 0

tokenP BN RIES WISHUR .

WK&G: 200

% 5-551 g Body &%

28 S fEiA
protect_polic | protect_polic | IR{EIRIPERE.
y y object
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£ 5-552 protect_policy
S SR R
allow_user AllowUserBod | FEFATLABEEXBIEH -
y object
operation_pro | boolean A HBIEEFRP BUESEE ttruegfalse,
tection
mobile string IRERIFIIEEEFNSE. =
151:0852-123456789,
admin_check | string EARIEEARRKIE. onHIEEARWIE, KIUES
sceneS#, of IR{ERISIE
email string BRERIPIGIEE MBI . 7
fi:example@email.com,
scene string BRIERIPIEE A RKIIEST(,admin_check/gonkY,
WIEE , BiEmobile. email,
2R 5-553 protect_policy.allow_user
B E-Sit) iR
manage_accesskey boolean EARTFFRRPBTEREAKIETEE
truezffalse,
manage_email boolean EE T FHRFECEXHE BETEE
truedkfalse,
manage_mobile boolean AR FREFPECENEIE BETE
truezffalse,
manage_password boolean ERTFFREFECEXRERS BECE
truedkfalse,
=GNl
BRI SIRIERIPRES
GET https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/protect-policy
i Rz 7351

REMB 200 A:

(=R NZAYS

{
"protect_policy" : {

"operation_protection" : false

}
}

NSk 48 (2021-11-15)
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KZ58879 403 AY:
IREEREINR
o A1
{
"error_msg" : "You are not authorized to perform the requested action.",
"error_code" : "IAM.0002"
}
o ifil 2
{
"error_msg" : "Policy doesn't allow %(actions)s to be performed.",
"error_code" : "IAM.0003"
}
K&RBH 404 B
RIKEMBRN IR -
{
"error_msg" : "Could not find %(target)s: %(target_id)s.",
"error_code" : "IAM.0004"
}
K& 500 A
RERIRSSHHIR
{
"error_msg" : "An unexpected error prevented the server from fulfilling your request.”,
"error_code" : "IAM.0006"
}
RSB
RS R
200 BRI
401 NS
403 IRBEREINR .
404 RIEFBNAYZFR o
500 I*_I¥BHE73 Elaao
el

BESIEIRB.
5.12.3 {EXIKSZRERES

INRENME
ZiEO AL BT SR RIEHIK S EI0REE .

1Z$§D__[LJ\1§)EH@%I:HEI’JEndpomt%I] Lt Xtk AYENdpointiE R
D WXFIRIR TS,

IAMBYENdpointis
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URI
PUT /v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy

% 5-554 RiIZS#

2% = | sEEEm R

domain_id = String KSID, SKEVSIESN: FKEKS.
IAMAERF. IH. AFAH. K. it
BFRFID,

IBREH

R 5-555 153k Header 2]

2% =8 | sEEEn R
DA
X-Auth-Token | 2 String HIEShE, FEAPNSD . SIREE

=|

SN0

tokenPEr X BRISS RARTA .

7= 5-556 153K Body &%
2% =E | 5% ik
WA
password_pol | 2 object EIDRRS
icy

Z 5-557 password_policy

8% =E | BHEE ik

WA
maximum_co | & Integer BE—FFAELHIMIRORE, BEDE
nsecutive_ide EE[0,32].
ntical_chars
minimum_pas | & Integer Ei8a a2 FERTE (o), BESEE
sword_age [0,1440]
minimum_pas | & Integer ERR/NFHY, BUETE(6,32],
sword_length
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2 =2h | sEEm g
Wik
number_of re | & Integer EBARSHERBESXE, BEDE
cent_passwor [0,10],
ds_disallowed
password_not | & Boolean EiEEaa I 2AFREa3ARENR
_username._or Fo
_invert
password_vali | & Integer EREME (X ) , BYEEEI[0,180],
dity_period IRBEOFRRKANZEKE
password_cha | & Integer EVEEFHMENNLY, BUEXE
r_combination [2,4].
% 5-558 I Body 2%
¥ SRR R
password_pol | object ZRITRES
icy
Z 5-559 password_policy
2 SRR U
maximum_co | Integer E—=FFEEH AR
nsecutive_ide
ntical_chars
maximum_pa | Integer BHEHmRAKFEHH
ssword_length
minimum_pas | Integer FROREFERE (98 ) .
sword_age
minimum_pas | Integer BHHR/NFRFE
sword_length
number_of re | Integer FIBAESHERBES IR,
cent_passwor
ds_disallowed
password_not | Boolean ZiEEa L RBFRESARENRF.

_username_or
_invert

MAHRARANS 48 (2021-11-15)
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5 API
2H SR iR
password_req | String IREFIEBVWRBEENFEREK,
uirements
password_vali | Integer ERREME (X) .
dity_period
password_cha | Integer EVEEFHHENE, BUEXE[2,4].
r_combination

(ECAMKSHOZRIRES: BRHNERDAHONFR, BRAESEVXLEZHNES, Zh3
EAREFARRYE92090¢0, BRAMHAN60KR, F—FFELHMARAREI3, Fi
AALZRFERAFRENRE, EVEE3MFRERE,

PUT https://iam.myhuaweicloud.com/v3.0/OS-SECURITYPOLICY/domains/{domain_id}/password-policy

{

"password_policy" : {
"minimum_password_length" : 6,
"number_of_recent_passwords_disallowed" : 2,
"minimum_password_age" : 20,
"password_validity_period" : 60,
"maximum_consecutive_identical_chars" : 3,
"password_not_username_or_invert