RS HIEE

AP| &%
SASRRA 01
YLl =L 2018-04-30

NN

» )

pIa

V.

HUAWEI

EREARBIRAT



WRIRERE © #ARARBIRAE 2024, RE—IRF,

IEZARRBBEFY, OB ARSEERD . SRAEATIIRSTER, HASLUEH IR E
&

FItmAE R

QD B _
noawe A E B E AR R ENFAREBIEATNEIR.
AR EINE MR ERireG MR, HSBEINFEARE.

TWZR R IRSBAFIEFNZLENRTBHIEREMFERAIR, AP ERRIEEBED ™~ m. KRS8
FFERTRERE SRR ERTEEZA .. RIFSRBELIE, AR IEAT AU DI REERIIE
RAEKARILE -

AT mhRAAREMERR, FERETSAERHITEN .. RIERBNUE, NEXEAERES, AX
HPRPTEMRE . EEMEN AR HIBREERAYER

SASRRZS 01 (2018-04-30) WRIFRA © LERFRARBIRAF



ZERH

i EERE

FERRNENIRiREEEOMELL “TRREMIERE" I, ZREMFAARSTIES WU TR
https://www.huawei.com/cn/psirt/vul-response-process

N EFTEREURIREE, 152 a0t :
https://securitybulletin.huawei.com/enterprise/cn/security-advisory

SAERRZ 01 (2018-04-30) WRIFRA © LERRARBIRAT


https://www.huawei.com/cn/psirt/vul-response-process
https://securitybulletin.huawei.com/enterprise/cn/security-advisory

ERO M
APl &% g2

T (B FIBUIMEE . c..cveverererererereresesesesessssesesesessssesesesessssssesssessssssesssesessssssssssessssesssesessssesesesessssessssseseses 1
T BBEIR oottt et AR AR AR A ettt A A A e ettt 1
T2 TBIBBTEEB oot a ettt 1
1.3 ZRUBTIET (ENAPOINT ) coooeoeeeeeeeeeeeeeeeeeeeeeeessesssssssssssssssssssssssssss s ssssssssssssssssssssssssssss s ssesessssesssssssssssssssssnes 1
T TR oottt AR A A A A a e ettt st anrae 1
2 APLIEEE . ceeeeeeeeeeeeereeeeererenenenesesesesesesesssssesesesesesesessssesessssesesesssesesssesesesesesnsesesesssesesesessesnsasesans 3
3 AT APLe.eeeeeeeeceererersnsessessessesssssssessessessessessesssssssassessessessessessessesssssssessessessessessessessesassans 4
BT FIETE SR oo sssss e sesss st 4
B2 TATIEEER .ot 8
BB TRIEIZEER ..ottt ettt a et s s s ensansaes 9
A APLTHBB .eeoveeeeeneeeeeeerneeeesseeseesseeseesseessesseessessesseessesssessesssessesssessesssessesssessesssesssessessesssesssessessens 11
W= Ay e W i =L oo 11
4.2 TR B AT TR EIIIEIETIZR .ot sssssssssssssssssssssss s ssssssssssssssssssnnes 13
A3 B T T B oo sssss s e ee 16
A4 FREVIZEITIARZSDFUZE .....ooooeeoeeeeeeee e eseeese s eesses e sssss s essss e ssss s ssssse s sssss e sssss s sssssmseesssssssseessssssnns 16
A5 BRI LI RSB NG oo sssss s 18
5 AUBRFIIZAIL......ovcveerecrecrssessensssessssssssssssessessessessesssssssassessessessessssesssssssassassessessessesssssssassessasss 21
5.1 BBRRZIZALITUELB. ....oovveoeeeeeeee e sess s ssssssassssss s sssssssssssessssesssssssss s ssssesssssssssssasessssesssssssssssnssssssesasssssssssasees 21
5.2 BB ITUIEBEIIEETR ..ot 22
B3 BEEREETE ..ottt 22
A R ettt esese et esesssesesssseses s sssseses s sas bbb bR e b R R bR b s se b s R s s e sne 23
AT B B D AT R IR oo eeeeeeeeeesesessssssssssssssss s essssssssssssssssss s s e sessessssssssessesenensnnnnns 23
A2 FEIRID..oooooeeeeeeeeeeeeeee e s ssss s sss s sss e 23
ALS RTEAD oot Attt rnes 24
AL FREUITIE ID.cmeoeeeeeeemeeeeeeeee oo eeeesesssssssssssssssssssassss s s ssesessesesessssssssesesssses 25
B IBITIER e evrereecesessessessessessssssssssssssssssssssssssasssssssssssessessssessssassassassassessessessessssassassassassesssssas 27

XRERRA 01 (2018-04-30) IRBFRE © ERRABIRAT i



ERDHAFHE

1 {E FARTHAIEE

1.1 #iR

WERE RS HIEIERSS ( Dedicated Distributed Storage Service, DSS) . &
ESHREERSAERAMNZAIIEEERR, BIHIERSRIEFEINESS T
AN, IRESTHEEIIEAME, URIEENRITIEHEE; o] RIEITEEECS. BMSLARDCC
EZMAREBITERS, EAFHPC. OLAPLIN RS RAEHEN AIFS .

ERLMERASMSIRBAPINE B MIUFEHTAXEE, WelZE. =8, Bikk. &
WF. IFRIZEHRIFIESNAPIEES .

TREATERSHhIFEIRSZAPIZE], BRREERD THEBD hFERSEXER
2, FAERESL (TR HA MRS AFER ) B “FaNE” .

FEHERIBERINGE, FEEFEETEERE . HEAPIEESIREREAPIZSE

1.2 ERAA

LR FEIRSZIZMHL T REST ( Representational State Transfer ) XIMSAPI, 5
CEIHTTPSIEXRER, BAGEIES LITERAPI

1.3 ZimT5= ( Endpoint )

ZimT s (Endpoint ) BDEFAPIRIISHRIENE, FERS FEXIFHLIHT ARG, &
ALUNERZ D R P BT B S hlFERSIIRIE T <.

1.4 EXRELE

o KS
RFERINKS, KSHEMABINEERERZRZEBTEANLIEMNR, LA
EERAPER. PERAFPNRS. BTKSENEENR, ATHEKSZE, &
i&!ﬁﬁ%ﬁﬁ%ﬁﬁﬁ KSHITAEEETF, MEIZAFRHAERRFHITEEE
BT,
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=R

BETEAAAPIRIENIREF, BEERIIKS. AFIZBEHEERE.

X1 ( Region)

MIBIR( EFMERTELEX S, E— P RegionWHEZRAEITE | BRIFHE. WR
Ffif. VPCRZE . SBIERMIP. BIEEFRHLIKRSS . Regions HiE@ARegionf 1L /&
Region, L%ReglonhEﬂﬁéﬁﬁPwﬁLﬁﬁzHEﬂH’JReglon ZJERegionig R
AER—RI S Rmar e PR SiRSA9E FRegion,
FEESIXEMTHEX.

AKX (AZ, Availability Zone)

— NI AXE— NS MIEHIEPONES, BN AKE, AZRELE L
BEItE. Mg, FEEXFEUND MRS IER . — 1 RegionF S PMAZEBIIE
BITHEIE, LARERRPBAZIGES T BMRANEK.

InH

XIFROAS R —NIRE, X TEBERSGRE, BREEVEXSENER (it
BRE. 7 hﬁzwﬁﬂ:”_.]é BE) , LIECGAIRB ABRAO#TIEN, BPaLiEEE
WSFZXIGHFFEER. MNREFEHTEIBMEISIRES, aTLAEXISE
ARSI E P EIEFIR E , #E?Iiﬁﬁ FEEER, ABUFINE ARHTE
N, FEAPNERHFEFREFHEIR, HEXIREINIRIEHIE IS

1-1 B fRE&EE

TEA LiHB
mEA1 IHEAZ2 HEB1 IWEB.2
KA KB

B IRE

EWIRBEZRMBAIAENR, FRIEVARIREENERHITOENSE, 212418
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% 2-1 AP £

API yLelifz

g\*ﬁ)@ﬁ‘%ﬁﬁ*ﬁiﬁﬁﬁ%i& REEMFENERD HXF@ERFEE. BEEED
EJE

i‘gﬁiﬁﬁﬁ%i&ﬂ’\]gﬁﬂ\ ID. FE. KB, QIEMNIEHE

15N O

RNEBOMIFEDRIFE
IES

IREVEFERISHEBAMIVEERIFEYIR, 5
RERNSRNEN, S8EETESHhIFEEIEIR.
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HEIEXAPISS I AERAPIZSE

SASRRZS 01 (2018-04-30) WRIERE © HERRARBIRAT 3


https://support.huaweicloud.com/intl/zh-cn/api-evs/evs_04_0002.html

ERERD A
AP &%
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3 SNMalE A AP

3.1 MiSiBX
AT MEREST APHERAVERE, FLLBFIAMIES USRI A Tokensiis B TAFS

5K URI

API, iZAPIZREXFFEYToken, Tokend] AT IAREMAPIRTEN

IBERURIBHI AR 4E R -
{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

REBRURIBEEIBSKERLS, EXSHESHIERTERCMNBSRERPRIRE

EE, FrLAELLSRIHE o

& 3-1 URI 9250188

24 1%

URI-scheme | BT EHIESKRAIIMNY, HBIFFEAPIIREHTTPSIMNY

EndpointR@E, ERJLAMMEXFNLRiRTS s3REL o

southeast-1.myhuaweicloud.com” ,

Endpoint IEEFRERESTIRS In=HIARS S Z P, FRERSARXIEHLY

BISNIAMARSSTE “HE-FE” XiFAIEndpoint’y “iam.ap-

resource-path | FEiREE/E, BDAPIHBAEEERE. MEIRAPIFIURIFEERIREY, g0 “3k
EXFHFToken” APIRYresource-pathg “/v3/auth/tokens” ,

limit=10" , FREEFET105REE

query-string | EIFS¥#, SNEED, HASETAPEIEERSH ., BiFSH
EEES— “?7 , Bl ‘SHE-SHEE" , B “?

BIANREEIRENAMPE “FRE-FE” XighIToken, NWFEMFER “FE-FE" XiFgH
Endpoint ( iam.ap-southeast-1.myhuaweicloud.com ) , F#EZXEVEHFTokenAJURI

&R Eresource-path ( /v3/auth/tokens ) , HHERFRI T
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https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

3-1 URI =EE

http5:f4iarn. ap-southeast-1.myhuaweicloud.comfv3/auth/tokens

|

URl-scheme Endpoint resource-path

AR

HEEEE, EENERAPINURIERSD, REsHEresource-path3hsy, FHIFiEKAEZEE—#R,
XEZFEFURI-scheme#BZHTTPS, MEndpointfEE— M XIEt4EE, FrLAGLSE IS XmERsD
&g

I5RF5E
HTTPIERT % (FROIRIENENE ) , CERIRSEEEERALBHRLE,

% 3-2 HTTP 5%

Bix 1588
GET BRIRSRRCHEERIR
PUT BRIRSREFIEERIR
POST TERARSS 2SI RS TIFIRIRIE o
DELETE BKRRSRMREERR, MNMERITRE
HEAD BKIRSS R RIRELER .
PATCH BKRRSZ R ENRFRIEBOAS .
%ﬁ,ﬁxﬁr‘ THIRTR, PATCHRIRESZEBIE— YR

TE3REXF R TokenfJURIERSY , BRJLABEIEIERT5EA “POST” , MHEIERNA:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

iEXRiHRk

BENMERLFE:, AHEERIURIFIHTTPAIEARERIFER . HIANE N EEAREEANE
kL “Content-Type” , B RENEEZE,

FHNAHIBRBERLFRIESN&RS-3.
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3 UNalE RS AP

& 3-3 RHEKIERL

ARHE—AFEIA
WSO,
15K R INETE
EIVHSISES
(Headers ) 85
A9 “X-Subject-
Token” BYEEDA
Token{&,

BR A Rk ANl

Host 1B KAIARSS 2E(E B code.test.com
ﬁELféﬁEE%AF{"EE% {EFAAK/SKIA | or
hostnazrj]:e[?port]\ }gﬁle%EﬁM\ code.test.com:443
- P . PUATRY
IO fRE AT EEAEA
ABIRE, httpsAY
EINIREA9443,

Content-Type | HEMFRIEE (88 |2 application/json
) . EWERFE
FBEAE
application/json,

BHEMEERSE
BREOSEIR
BH.

Content- iBXKbodyikE, B2 | & 3495

Length fiZ/3Byte,

X-Project-Id projectid, INB% | & €9993fc787d94b6c886¢cb
S. BEERIR | ymeems | 2a340f9c0f4
HIDEH3REUIRE =52
TS o AK/SKIATERS

RYEEOIS
*, HEZ
projectiz=¥
FHAK/SKIAILE
ROEOIEK,
NiZFEg W,
yririh

X-Auth-Token | FAFToken, B i AN Token R~ 5
FAFTokentB3h 28 | fEMTokenih | o
FB3KENFIF TokeniZ | IEANZ=FERY | MIIPAgYJKoZIhveNAQcCo
ARMBRIE, Z#E | &, ..ggg1BBIINPXsidG9rZ
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RO M
API 2% 3 SNfaIEAE API

(AR

APIEIRTSZ4HERAK/SKIAIE, AK/SKIMIHERSDKIHSRFTER, £8idiESBmESEREHR
fiAuthorization ( £ZINIEEE ) FIX-Sdk-Date (iB3RAXRIAGE ) B3Rk,
AK/SKINIERIIELRIRBRIE S WIAESEAEY “ AK/SKIAE”

I FIREVE P TokeniZz, HFAEEIALE, FFLARERID “Content-Type” BIAET, i
IEELERNERI AR

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

IERIERA (FiE)

ZERD ik, IBRBERAEEIASEMUEIL (AISONSKXML ) &, SiEKEELS
Content-TypeXJ iz, (EEFRIERIBERLZIMIANS . BBKBEMERFRISESIFH
X, MHRSZZFRFARAIUTE-84RED o

BMEONBRERERBTRE, EHTES N EOBFEEERERAE (HERHE
SA9% ) , GET. DELETERMERBNIEOMATERER, HEKREKCASTTEER
EEAEOMmE.

X FIRENAF TokeniEz O, ERILANEORNEKRE D BEFIRINEKRSHRSHIR
BH. SERAIAGRIERUN TR, BN FEEERIEIMEES, H
usernameJBF%, domainnameIBRFREHIMKSZFR, SADMIN PASSE=~F
PERZRD, x0000000000000XxXXJ3projectiIZFR, 40 “ap-southeast-1” , EATLA
MIBXFALLIRT RIREL .

MR

scopeSHE X T TokenfWERLE, THERAIFIKENAIToken{XEEHEproject FRYZIR . ZUEA]
L‘,Liﬁ%To kenBIEFRIEAEANKS TRAARREHIKSHIE N project FRIFIR, FHENIES WIK
EXFFToken,

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",

"password": "SADMIN_PASS",  [[BNERENHNENRELSHENFY, EHNRE, WiR

"domain": {
"name": "domainname"
}
}
}
h
"scope": {
"project™: {
"name": " XXXXXXXXXXXXXXXXXX'
}
}
}
}

FIXBEAIEXNMERFBENABTHESZTTE T, EaLUERccurl, PostmansiHiEYR
SREBFELNREBFRBAAPI . J3TIRENEFTokeniZ M, IREIRYIMALE S SLHHY
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RO
API &% 3 SNfaIEAE API

“X-Subject-Token” Fi 2T EIRENAIEFToken, BT TokenZ g, EEiATLAER
TokentTAIEAFIEAMBAPI,

3.2 TAUMEESIN

ERZEOBUWTAMIAIELT, EafLUEEEA—FATIANESEN

e TokeniAiE: @idTokeniAIEAAIERK

e AK/SKIAIE: JBIFAK (Access Key ID ) /SK ( Secret Access Key ) INZERIEK .
HEFERAK/SKINE, HZEHETokenNIEES -

Token TAIE
(1] #eA
TokenHIEREAS24/\0F, FEE(ERA—NTokenEAT, AILASCETFRR, BIRITEERA.
TokenEItEHNAZZHLESHE (IR ) BIER, BB TokenKEIREEMINIR
TokenINIEFL 2R BAPIBIREG TokenIIENEKIBELF, NMBEEDIAIE, 3K
SIRIEAPIRIRIR . Tokenml&id B FIZKEX A TokeniZ O3REY o
BB ARSBAPIEEZINE RS IAIToken, BNERIRENAF TokeniZORY, iEKkbody
auth.scopefJEVEF EikiEproject, TR,
{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username", [/IAMBBR&
"password"; " ##FE (| AM P FEERG
"domain": {
"name": "domainname" [/\AMRFFRIEKSE
}
}
}
L
"scope": {
"project": {
"name": "xxoooxx”  [[TRE R
}
}
}
}
$kEXTokenf5, BABEMZEORN, SHEEEBREELFIHM “X-Auth-Token”
H{EBD~Token, ffliNToken{& “ABCDEF)....” , MEAAEORE “X-Auth-Token:
ABCDEF)....” MNENEKIEELB0ET, WA,
POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)J....
AK/SK TAIE

(1 %88
AK/SKEZI B NS IS EEMANEI2MBLAA, 12MBLL RS RiEEHTokenIAE

SASRRZS 01 (2018-04-30) WRIERE © HERRARBIRAT 8


https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html

ZEDHFE
AP| &%

3 tN{a)iE A API

IR[o]
AT

aRzER Sk

AK/SKINIEFRRERAK/SKITIERITE R, EERIPEEREERNZIEEL, N

BIEBDIAIE.

e AK (Access Key ID) : i51a%$8ID, SFABIHIRZAXBAIE—IRART; H0=
$BIDFIFABILIEA—(ER, ERETINESESZ,

o SK(Secret Access Key ) : FABILIAEIA. SHIDERIDEEER, JHERET
MZEL, aRREIET, FHLEEREIER.

{EFAK/SKIAIERT, % & ﬂl«igﬁzx EEERAK/SKIHERFITE S, BALUERE]
AIZE B SDKIFBERIHITER . 1FHAIER 5 EFSDKERTGIEES WAPIEZ 8.

(MERITY::
KL SDKRUIRHEEINEE, SIRSIZMAISOKAE, ERIEER.

S

IBREELGE, SRR, EREEIER. IMALEESAERA.

INSHEE—HNDEISXRIEFAD, REERT T IERIMNAYAE, TEIRE
HIRIES IR o

XTFIRENFF TokendE [, WIRFARIREIATIS A “2017 , MFRRIBEREI

MMIERERL, MEREEFEEEHEL, 1 “Content-type” .

X FIREN AR Token$z 1, IR[EINE3- Zﬁﬁj_-El’J BEsL, HrAp “X-Subject-Token” F2
EERENAIFEFToken, BT TokenZ f5, &gialLAEEATokentAIEEREEMAPI,

AR
BWERENHHENELEEPENFN, ERNEE, BREE.

=] 3-2 57:H2H§P Token l@iziE 23k

ection — keep-a

content-type — application/json

x-content-type-options —
x-download-options —

x-frame-options —

x-iam-trace-id —+ 218d45ab-d674-4995-af2a-2d0255bad1b5

x-subject-token

x-xss-protection — 1: mode=block
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ERO M
AP &%

3 tN{a)iE A API

MaREEEE (A )
BT . RIS RE R LA, (ASONSEXML ) iBE], SRS kT

Content-TypeXJiz, (EEFRIMNLHEESLZIMIAS
X TERENAAF TokeniZ [, IXEUNTNERAF. AREERN, XERBRTEORE.
{

"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"
]

"catalog": [

{

"endpoints": [

"region_id": "az-01",

SEOEALEN, SROERBREREEIRNE, EXMNAIBodyF SN T
o

{

"error_msg": "The request message format is invalid.",
"error_code": "IMG.0001"

}

Hrh, error_codeZRRiGIRMG, error msgRRN A=A EE .
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ERO M
AP &% 4 API i85

API i B8

4.1 KRB LTRSS LIS

ThEEN 4R
KREEMFENERSHINFEITIFS.
URI
GET /v1/{project_id}/pools/{dss_id}
SHIRBBES RS-,
x4-1 2H0RB
B BEVIE | SRR | HA
project_id = String IRHID,
RIS RESERBIRAEID,
dss_id = String RS HIFELID,
*4-2 15k
2 BEXIE | SHESEE |
usage & Boolean | Husage=truelit, IREIEHBERED
NEFEESEEE, EKilHfalse,
IBREE

Bk EEG
GET https://{endpoint}/v1/{project_id}/pools/{dss_id}?usage=true
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N Rz

N Rz &%
MR S HNZR4-3F7R

X 4-3 IMNSH

BiR ST 1588

name String RN HFHEHRER,

id String ERDHAFMEIEID,

project_id String ERENHFELRERproject_id,
capacity Integer HIENERS M FEDBEE, 2AIGB,
type String RSN FHE AT

e SAS: BIOLEELHAFE.
e SSD: BEIOEEHSHFiED.

status String EELHAFHE BT, FAEEESE
ERSHNEHERAT.
availability_zone String ZRSmIUFEHERTEAZ,
created_at String LD HFMEIRAVCIERTE,
RFEHRE=: UTC YYYY-MM-DDTHH:MM:SS
total_capacity_gb Integer BA8E (GB) (ZERAHAFMEHRER
deployingft, TiZFER) o
used_capacity_gb Integer EffAE=E (GB) (EBRLHAFMEIIR
Az Adeployingly, TZ=FER) -
provisioned_capacity | Integer ENEEE (GB) (ZEBRDHAFMEIIR
gb A Adeployinght, TiZ=FE)
max_over_subscriptio | Float Bott (ZEESHFEIIRER
n_ratio deployingRJ, TCIZ=FER)

LI )V =271
{

"name" : "dedicatedStorage01",

"id" : "c950ee97-587c-4f24-8a74-3367e3da570f",
"project_id" : "63d910f2705a487ebede1c274748d9%e1",
"capacity" : 100,

"type" : "SSD",

"availability_zone" : "AZ1",

"status" : "available",

"created_at" : "2014-12-18T15:57:56.299000",
"total_capacity_gb": 1000,

"used_capacity_gb": 300,
"provisioned_capacity_gb":700,
"max_over_subscription_ratio": 1.0

}

SCRERRA 01 (2018-04-30) IS © ERRABIRAT 12
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o ENOFAMRREN, NNFHE)
{
"error": {
"message": "invalid dss id!",
"code": "DSS.1001"
}
}
R[EE
o IFE
200
o FE
BEEEIRB.
xS
BSEEIRB.

4.2 SKNT RS IV FEBIFESIER

REEHFEBISHEBOMIVFEITRIFEIIR, MSTRERloRENR.

URI

GET /v1/{project_id}/pools/detail

SHIREEESIEL-4,

* 4-4 SHUHA
BFR =Rk | SR iz
project_id = String ImAID,
RENGAIESEIREURAID,
= 4-5 5k2H
2R BRIk | SEEER 5488
limit S Integer PDREEREIGERNEIRES, BYEHIKTFO
AYEEH
offset B Integer DIREERIAHIE, VIR IEEEE0,
A
PREAREE, FrREAZFEEEREE
FRreiry
X H5hRZA 01 (2018-04-30) WRINERE © LA ARBIRAE] 13
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APl &%& 4 APl BB
B BRIk | SEEER izl
status B String ZRESHAFME BV, HltNavailable,
deploying#llextending, FMEEiES%E
EEDHEFHEERE.
name S String LA HAFMEEIBRTR,
usage B Boolean Husage=truefit, IREEHFEEREDHI
EFEtha2EE, Bilsfalse,
BRER
BRI
GET https://{endpoint}/v1/{project_id}/pools/detail?status=available&usage=true
IRLEE

N Rz %L
IR R S EUNFR4-6FT7 o

& 4-6 IS
BR ¥R 1588
pools Array of objects | ZEEDHFELIFIBTIFR, FHSH
REAIEE&RE-7,
count Integer ERSHAFHEE L.
BB R ERSHE
* 4-7 SHIRA
ZR SR 1588
name String ERSHAFMEHBEIR
id String TR HIEFEIRID,
project_id String LS HIFME BIAERIproject_id,
capacity Integer FENERSHINFESRSE, 2B,
type String ERESHAFEHBAFIESRE,
o SAS: SIOERENHIFEIE.
e SSD: BSIOEEAHIFEIE.,

N5k 01 (2018-04-30)
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TR i

AP| &% 4 API iiiBH

2R SHERR 588

status String ERESHAFHEIVRE, 1FRERIBE
SELROHAFMIBIRE.

availability_zone String ERS N FEMFIEAZ,

created_at String EZRENHINFE AV CEERTE
BHERET: UTC YYYY-MM-
DDTHH:MM:SS

total_capacity_gb | Integer S8E (GB) (ZRA/HAFMBIRE
Fdeployinght, TIZFER) o

used_capacity_gb | Integer EfRAE (GB) (ZEEAHNFiH#EIE
K& Hdeployinghd, TiZ=FER) o

provisioned_capacit | Integer E5MEaE (GB) (ERSHAFMEIE

y_gb K& A deployingld, TiZFER) -

max_over_subscript | Float Botk (ZEEAHhRFHEERES

ion_ratio deployingld, TiZ=FE&)

LI )iz ==
{

"pools" : [ {

"name" : "dedicatedStorage01",

"id" : "c950ee97-587c-4f24-8a74-3367e3da570f",
"project_id" : "63d910f2705a487ebede1c274748d9%e1",
"capacity" : 1000,

"type" : "SSD",

"availability_zone" : "AZ1",

"status" : "available",

"created_at" : "2014-12-18T15:57:56.299000",
"total_capacity_gb": 850,

"used_capacity_gb": 300,
"provisioned_capacity_gb":700,
"max_over_subscription_ratio": 1.0

B

{
"name" : "dedicatedStorage02",
"id" : "6edbc2f4-1507-44f8-ac0d-eed1d2608d38",
"project_id" : "63d910f2705a487ebede1c274748d%e1",
"capacity" : 1000,
"type" : "SSD",
"availability_zone" : "AZ1",
"status" : "available",
"created_at" : "2014-12-18T15:57:56.299000",
"total_capacity_gb": 850,
"used_capacity_gb": 300,
"provisioned_capacity_gb":700,
"max_over_subscription_ratio": 1.0

.

"count": 2

}

o EMOERRER, HEiRNRFES
{
"error": {

"message": "invalid filter limit!",
"code": "DSS.1003"

SCRERRA 01 (2018-04-30) IS © ERRABIRAT B
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}
}
BEE
o IFE
200
o RE
BEEHEIRE
=
BSEEIRB.
4.3 ERFrEHEIFS
55 E RIFRAPIEIAME=ERIFE.
4.4 RGO RSz
TheEENA
HARRSHIZEORESIIZER,.
URI
GET /
=SS
o BKB¥
7
o BEKIES
AR T EWERIAPIFIBIRANMER
GET https://{endpoint}/
N AzHR
i Ry S 3L
MR SEUNZ=4-8FT 7 o
%+ 4-8 IS
SHEM i) 15488
versions Array fiRversion 1BXITRAITIZFR
id String FRAID (ARAS ) , #vl.
MA5hRAS 01 (2018-04-30) WRINPTE © HERIRARBIRAE) 16
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TR

APl &% 4 APl B8
SHEW 68y izl
links Array of APIRJURLIBHE, (FREEIESE RS9,
objects

version String ZhRASAPISTAFRIER AR A o

status String IRAVRZS, U0 T3%:
;gURRENTZ FRZhRA D SRIEEERRIR
SUPPORTED: FRRAEIRA, EHEIRTEIALLHE
/)
DEPRECATED: FRRAKFRA, EFBHER,
FrEREMIBRAYATEE o

updated String WA & FRATE]
AFEHRE=: UTC YYYY-MM-DDTHH:MM:SS

min_version | String ZhRASAPI STHFRIER/INMAARAS o

links2#E8

linksS¥=2iHBBINZE4- 97

& 4-9 SHURIA
SHB S 15388
rel String PEIZAYHR .
href String RASEIDYEE.

LI v =271
{

"versions": [
"min_version": "",
"links": [

"rel": "self",
"href": "https://dss.localdomain.com/v1"
}
1,
"id": w1,

"version": "",
"status": "SUPPORTED"
I
{
"min_version": "",
"links": [

"rel": "self",
"href": "https://dss.localdomain.com/v2"

}

SCRERRA 01 (2018-04-30) IS © ERRABIRAT 17
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1
"id": "v2",
"updated": "2014-06-28T712:20:21Z",
"version": "",
"status": "CURRENT"
}
1
}
A EE]
o IFE
200
o RE
BEEHIRE.
EiRD
ESEHEIRN.
[ A
4.5 SREEORAS*EE
INRENA
EAARRSZAZEOBIRRASIER.
URI
GET /{api_version}
SHIRBIESNE4-10,
x 4-10 2¥1%AA
2R =Rk | SEEER izl
api_version =2 String BiriRAS .
KRR A SIESEIRBUZORASS
=
BKEHE

o IBRBH
7z
o EREAH

AR T BBV IRAAPIFMRAMEE .

GET https://{endpoint}/v1

N RzHR
MR SEL

N5k 01 (2018-04-30)
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ERO M
AP &% 4 API i85

N 20T 4- 117w
% 4-11 IS

SHEMR St lil:

version Object fEiRversion 1BXITRAIFIZFR

id String FRAID (ARAS ) , #vi.

links Array APIRJURLItELE, FAERIEESERE-12,

version String ZhRASAPISTAFRIER AR A o

status String IRAVRZS, U037
;ZKURRENTZ FNZhRAS 9 SR AR
?};JOPPORTEDl RRNERS, BRIETESREYE
DEPRECATED: FRAERFIRA, SABHHR,
FEREMFRAIRTEE

updated String hRA &Rt E .
AFiEE=L: UTC YYYY-MM-DDTHH:MM:SS

min_version | String ZhRASAPI STHFRIER/INMAAR AR o

linksS#IER

links&HYS 21 ABENFEA-12F 75 o

& 4-12 2ERHT

SHZ SRR izl
rel String PEEZRYIIA .
href String RS EEHEHE

o @RIAESH]
{
"version": {
"min_version": "",
"links": [

"rel": "self",
"href": "https://dss.localdomain.com/v1"
}
1,
"id": w1,

"version": "",
"status": "CURRENT"
}
}
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R[EHE
o I
200
. 2
BeEEem,
SpESit
BeEeEE,
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5 XBRFAIZANIR

5 I PRFIFRANIRN

5.1 BUPRA =I5 AR

SZIFHIRARIN

NREEEXNCFIAENER D I FM#EIRSS ( Dedicated Distributed Storage
Service, DSS) #{THMONIREIE, EALUFERSZE—BDIAERSS (Identity and
Access Management, EFRIAM ) , MNREINRKSELZEHBETNER, FHEL
EMIAIAMBR, SaUBE AT, FnfEERDSSIRSZHEEINEE.

BIANBRT, FENAMBRREEUNR, BEEEEINABRE, FERPAER
FRESEA®, FaeERPEPRIBFRISHENAIR, X—TEMIIRN. &ZIX
&, BRHALETEARRYZIRSHITERE.

PPREIERINASHIERE, DHBEHREE. AELURSHNE, RIAMRAEA
—HPiRIER P A9 TAFERAEE XA BRAVFERLZ ZALE o SRESLAAPIZ O IR EHI TR
oy, RINENEH, AILUWSIHEIRNMEE. SRMEMG, sEBHER I REN
HHIRZEEEER,

(mEgL

INRIEE Ao 252 FEAMEORNRIERIR, 15ER%S.
WSEEREZEOERNE, MNREARAKS TIIAMBR&ZRAPISKETS, iZIAMA
P RBE & RRZEOREZENNIR, BN, APIEREEREW . SMEOREZEIN
IR, S MEORMMAMSIITEXIN, RBEALIERKIHEP IS SRR R AT
REE, ZAPARERINERIZEO . i, BREAREOREE=RSEYIE, 3B

ARXNMAMAP#HIE FRIRIESR B E RIF “ecsservers:list” AUIEINIR, ZEO A
BERARLII .

REOSRAFBIEELEE, NRRARRABEENER, SBRTIeEE
BN, FHBITARFAET OE RS TR . SR
SAPHERSL, FEAURBIESEBATT

o IR SUSIELEIURIE

o XIMAPHEO: EENEMTIREAAPIED.

o IENIN: BEMNFKEPZIEFIAction, FEBEEMNRIEFRIActiondhE NN,
BT LASCHRANIRRS R AT BRINAE o
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ERO MK
AP &%

5 XBRFAIZANIR

o KERAVIEANIN: BB ActionfFIEXTHtEActionAYKER, FEGMKBIRIACtionEITS

ANRBIR, 7

BESCHIRS M AT BRINGE -

e IAMIKE (Project)/{&\IRE (Enterprise Project): BENFEIASICEE, BF
IAMIRB S1IRE . BACEENRRINSZIFAMIREMEWIRE, FRRERIR
SIMAIBEEN KRS, ALEIAMAIC SRR RS PE B AEENRFFER. 1
ROEIHIAMIRE , AR, FRNEEEIAMASEREPESSGFER, W
RERWESEREN, WiZBEXKEAER .. xFIAMIMBSHEIIRBENX

5, FEEEL: IAMSRIEERNXS .

EREHHIVEEIRS ( Dedicated Distributed Storage Service, DSS) IFHIBENX
SRES AN R :

o LTEISHIAFENEER, 85T HAFHHZOMNMANEIIR, MEEEN
HENE RS M FETFBNER D HhUEEIBIFRIIR
o HMEEE, GSWEROXNNANRIIR, WNERMEHEFRS.

5.2 TR MIVFMEINETRE

PR YTRIAPIEZO E*ﬂlﬁ_i IAMIRE | f2MIRE
(Action (Project) | (Enterpri
) se
Project)
BREES L | GET /v1/{project_id}/ dss.action. | v v
FiEit pools/{dss_id} querypool
BHERHSHIU | GET /v1/{project_id}/ dss.action.l | v v
FhEithi¥IE5IE | pools/detail istpools
5.3 =R
PR YITRIAPIEEZO E*ﬂlﬁ_i IAMIRH | f&IIRE
(Action (Project) | (Enterpri
) se
Project)
EAAE=EE | GET /v2/{project_id}/ evs:volume | v v
e cloudvolumes/detail s:list
STRERR 01 (2018-04-30) IR © ERRABRAD 53
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ERO M
AP &% A Btz

A fyR

Al EESHIEFHEERE

X A1 TEDHIEFHEIKE

ERAHEFEERE pizkilz

available ERS ST IR,

deploying ERSHRFE BT IEEBOERE
, FofEA.

extending ZRESHANFEIELTIEET SR
f, AR,

A.2 {5169

LIEFBAPIRT, WNSREBEI “APIGW” FFLRYSEIRAD, 152 IWAPIRIEIZIDH T

¥,
BI=0

RE | HR | JRER iR AL IBETE

5 5

400 | DSS.0 | invalid project id! | URIFEFIDIEX, {ER&ZRIproject
001 id,

400 | DSS.0 | invalid token! HTTPiEkHeader&# | (FHS%£8token,
002 ZJE

400 | DSS.0 | invalid token roles! | FAFPENHISHE AR EIEEENA
003 (token)$&iR o Ame, Zalint.

SCRERRA 01 (2018-04-30) IS © ERRABIRAT 3
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TR

APl &% A BfFF
RE | |R | ERER A Q- IBFETE
5 f5
400 | DSS.1 | invalid dss id! LEENHFELIDIE | BREBL HFE
001 %o DAL,
400 | DSS.1 | invalid dss name! | EIGEESHIAFEL | (BXEBLHIFE
002 URLFEnamef9&#iEE | namef& .
£
400 | DSS.1 | invalid filter limit! | TAEBSHIFIEN | EQHT, TESRME
003 SHURLARLimitS e limit@AZR 9 K F0/Y
=0 BH.
400 | DSS.1 | invalid filter offset! | HHERB O HIFMED | MEBRPHoffset
004 FBURLFoffsetiiE | EBEBE.
AR o
400 | DSS.1 | invalid filter ERERLHEE | EEIEKFPAJusage
005 | usage! #BURLHusageliS | BEEW.
AR o
400 | DSS.1 | api roles is null or | FEFPAUREEIR NS A9 R AR
006 | empty! PR o
400 | DSS.1 | User role is not P PRHITIIRIE | FRI0XT A9 A P4Y
007 allowed for this €. =38
action!
400 | DSS.1 | Type conversion KOV, SHEE | SRR, B
008 | error, parameter | BYSKH0, ERMASHERIE
type is unexpected 218
400 | DSS.1 | url encoding REVLIREIR SEELIREN, 1B
009 | failed! BERASHERIE
o
500 | DSS.1 | internal error! RAZENEE, BARFRRSBREREA
010 5,
A.3 K&
o IFE
HIREIRE R
200 OK
201 Created
202 Accepted
204 No Content
SCEShRAS 01 (2018-04-30) WRINERE © LA ARBIRAE] 24
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APl &% A BiF
o RE
HERIPRE iR
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
405 Method Not Allowed
406 Not Acceptable
407 Proxy Authentication Required
408 Request Timeout
409 Conflict
413 overLimit
415 badMediaType
500 Internal Server Error
501 Not Implemented
502 Bad Gateway
503 Service Unavailable
504 Gateway Timeout

A.4 3REUInBR ID
B{Em=R

AEEBEORENER, B9 URLPFEZEANRBID, PLFERNEMEBID, BT

FERENS =L :

o ERAPIEKENIREID
o MEHISIRENKEID

iR APl 3REXIRE ID

InH DR LSS [ A EIRE S FRITESIZRAPIZREY .

SREIRE IDRYIEO S “GET https://{Endpoint}/v3/projects” , EA{Endpoint}aIAM

MR R, JLUAMBRNZIRT RIRE. EORMAEERIEE IAEE

IMARAEIENT , Eprojects FAY “id” BIAIREBID,
{

"projects": [

N#5hRZA 01 (2018-04-30)
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LRSI

AP| &%& e
{
"domain_id": "65ewtrgaggshhk1223245sghjlse684b",
"is_domain": false,
"parent_id": "65ewtrgaggshhk1223245sghijlse684b",
"name": "project_name",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/ad4adasfjljaaaaklal12334jklga9sasfg"
1
"id": "adadasfjljaaaakla12334jklga9sasfg",
"enabled": true
}
1,
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"
}
}
xl-0 | PAN
MEEHISIREIRE ID
MIZHIEIRENR B IDRIZ RN T
1. BEREEES.
2. BIEETEALANARE, EBETHRIIERSN “HAVEILE .
£ “APIEIE” WENIESIRFEEIREID,
A-1 BEINH ID
APIEEIE @
ﬁ BEXEATHES, IMITEFIREMERER. Eno=E
TEE Q
mE = FRES (=
ap-southeast-1 T-EE
ap-southeast-3 Tok-ERIME
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B ZiTieR

y-Zi=b TEIHG
2018-04-30 ERET.
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