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BEHTTPSIERIEAR, ERBGEESNIAMEERAPI,

1.3 Big P =

VAN

#im 15 (Endpoint ) BDEFIAPIRYIERIIE, RERSAEXIFLIHTI ARG, &
LA FILR IR R E RS LR T <o

DSCHIRimT =01 -1

F1-1 FFEZEPOHNBIRDR

SR | Xig 5T ( Endpoint) UINE it
FE-FHB | ap- dsc.ap- HTTPS

southeast- | southeast-1.myhuaweicloud.com
1

HIZE-2R | sa-brazil-1 | sdg.sa- HTTPS
Z— brazil-1.myhuaweicloud.com
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ERRSIERAR, BESMHEIE (ZEMinE

RIS . ARMZERHFER.

SASRRAS 17 (2024-03-30) WRIERE © EARITERARERAF 2



L2

MR EFNMERTIEAE XD, B— 1 RegionJHEZ M IHE . RIFE. IR
Fi&. VPCRIZE. sRENMIP. $BEFATIRSS . Regions NiEHRegionFIEE
Region, 1BFIRegionisEMAAHIHF IR ERE=IRSSAIRegion; E/ERegionfER
FEEE—RI S R atF e PR SRS A9E FRegion,

e TJAHKX (AZ, Availability Zone)

—PNAZZ— P EZSMIEHIEF ORES, BHIZAXKIKE, AZREE EBS
TE. MK, FHEEZEND RSN EE . — 1 RegionFHZAZEEII IR
THEE, LURERARPBAZIGES T RAMERFIE K,

o INH
XIGIASTR—NRE , RPN MEHEARE, AXREEMEXIGE0FR (i
BERR. FEERNMERR) , UEOAIRB ARMETER, BAPaILUGIEE
KESPIZKIGHRERR. NREFEHTEIMNBHERINRES], ATLAEXIGEE
INNIMBAHEIEFINE, HEFREPFOIEEIE, ABRLFIRE HRHTE
N, FERFPXEERNFEFIRBHRR, FEXREAINRIZHIENNSH.

1-1 B fRE&EE
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DSC{RH T VIRRABIAPI, HHIEEER,
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2.1 {91EIE3K

AP NBAMTIIEREST APIFIISEK, FLUERIAMRSHIFRENEF TokeniiBBIN{aE
FBAPI, iZAPIZEEVERFHIToken, TokenT LA FEBEMAPIRTER

153K URI
15 KURIERAN &R 4BRL
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

auaj?URI@ FIFKIERkF, EXZSHESTERAEKRENBRBERPRME
BEE, FrLAFEILEIREE .

e URI-scheme:
RTRATERIBRAMNY, HRIFTBEAPIIRAHTTPSINY
e Endpoint:

IEEEERESTIRSS In mAYBRSS 28182 5kIP, ARIARSARXIFHAIENdpoint A&,
eT LAMME X041 15 RIREN
BIANAMBRSSTE “HE-FH” XIFAYEndpointh “iam.ap-
southeast-1.myhuaweicloud.com” ,

e resource-path:

RIRREZE, tHEIAPHADRER . NEFAPIBIURIELRIRER, fIan “3REXNERF
Token” APIf9resource-pathy “/v3/auth/tokens” .

e query-string:

BESH, SUERD, ATEETAPEIEEESH . s lEEE+T—1
§;‘Z? 7, A “Z‘%ﬁl% SHEVE" , BlE0 “limit=10" , RREBFEI105
% *EO

BIANREEIRENAMPE “FRE-FE” XighIToken, NWFEMFER “HPE-FE" XM
Endpoint ( iam.ap-southeast-1.myhuaweicloud.com ) , F{EZXEVEHF TokenfJURI

#R45>%kZlresource-path ( /v3/auth/tokens) , }#ﬁi@%tu?ﬁﬁﬁ:o

https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
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HiELeHhl
AP &%

2 YN{a)iE A API

BRI

N

s== N
185Ki

ARk

2-1 URI REE
‘https:;’;’ iam.ap-southeast-1.myhuaweicloud.com |/v3/auth/tokens

A A A
URI-scheme Endpoint resource-path
AR

HNEEHE, £ EKRAPINURIERD, RiGtiresource-path#lyy, FEEKRGEZEE—IE,
XZ2FEAURI-scheme#BEHTTPS, E—MRSZAIENdpointfEE—MXEtER, ErLAESER
B D EE

HTTPiEKR7AiE (BRIRAIRESENE ) , EERRSRETERTAEETNRIE,

o GET: BKIRFZHRERENEERR .

e PUT: EKRIRSHREFIEERIE

o POST: EKRIRSZH[ING RSN TITIRIRIE

e DELETE: BKIRS==MIFEERE, MBFRTRE.

e HEAD: BXKIRSZREIELEL.

e PATCH: EXRIRSZHEHEFISBOAS . AFFEAFERIANE, PATCHOIEES
EOIBR— M REER

TEIRENFE P TokenfJURIER, EAILABEIEBSKAGEAR “POST” , NEBEKA:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

BEANERLFER, WISERIURIFIHTTPAIARERIFER . HIAIE N EEAERRNE
k3L “Content-Type” , {ERENEEE,

M ALHELFERINENEKT,

e Content-Type: JHEMFRAIER (18X ) , ©ik, BABYES “application/
json” , BEMEVERNSEEREOSRE TR,

e X-Auth-Token: FFToken, mJi%, H{EFMTokenAINIERT, HITUEFIZE
E& . FPTokenti 5 2ERKEAR TokeniZOMNMOAA(E, ZIEOERE—FREEIA
WEAYEO

(0 #5488
API[ERYSZHFERAK/SKINIE, AK/SKINIERERSDKITERFTER, ERidESa5E
BEkAiRIlAuthorization ( FZIAEEE ) FOX-Sdk-Date (&K &I=HIATE ) &KL,
AK/SKINIERYIEAR5 RIS S IWAK/SKIAGE

X FIRENAFTokeniz [, HFAFZEINIE, FTLARAID “Content-Type” BIET, &
B R ERNE RN TR

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
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HiELeHhl
AP &%

2 YN{a)iE R API

IERIHRIF

IEREBMEREUSHUEIUAL, SiERERLF R Content-typeXIiz, (EEFRIFR
HELZIMIRE . BERBEEARFSEIFP, WRFFURAUTF-84D .

BMEONBRERRARBTTE, EHTES M EOMBFEEFTRERE (HEHHE
SRR ) , GET. DELETERERERZENMAFTERRS, HRAEFATFER
EEAZEOME.

I FIRENF R TokeniEz D, ERILAMNIZEORNEREIBD EZIFFEHNIESREE NS IR
BE, SHEEMIINGHERIN TR, IHENRAFRESRIELIMEES, Hob
usernameIAFE, domainname/SFAFFIERIKSRAIR, - *HERERE
B, xooooocooooxxxxaprojectlZFR, el AR LR T IREL, ITRHEX
FRIRTARmEL “ X" FERAYE.

AR

scopeSHTE X T TokenfWWERLE, THEREIIRENAIToken{XEEHTlproject FHYEIR, &0EA]
L‘)\iFQETo ken{EBIE AR IMKS FAERRIKSHIE Nproject FHIERIR, FMATENIES IR
FHPRPToken,

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
"password"; " ##HEEEER
"domain": {
"name": "domainname"
}
}
}
I
"scope": {
"project™: {
"name": " XXXXXXXXXXXXXXXXXX'"
}
}
}
}

BRI MEREENABTMERTTET, ETLUERcurl. PostmanziEiEdH
SEERNREEKIFRAPI, XTFIREVAERTokeniZO, RERIMMEAGEELH “x-
subject-token” FEEEIXRENAIAF Token, BT TokenZf5, EiaTLAEHTokeniA
UEEREMAPI,

2.2 TAUESERN

EREOBWTAEMIAELT, Sl LUEEEA— M TIANIESI
e TokeniAiE: i@idTokent AMIEEREIERK -

o AK/SKIAIE: @IFAK (Access Key ID ) /SK ( Secret Access Key ) TIZZRAAIER
WEEFEBAK/SKIAIE, HZeMtbToken\EES.

SASRRAS 17 (2024-03-30) WRINFTE © AR ERABIRAE 6


https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
https://developer.huaweicloud.com/intl/zh-cn/endpoint
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
https://curl.haxx.se/
https://www.getpostman.com/

HEzeH0

APl &% 2 30T R AP
Token AIE
(AL
TokenBOBEMERSI24/\0F, EE(EFRE— N Token AT, ATLASEEFRSE, B MEERA,
TokenfEItENAZZHFRESHE (IGHT ) HER, BB TokenfiARBEREMIIR,
TokentT\IEFL 27 FIAPIRIRTRIG TokenIIZIERIBESL, NMEIBMDINIE, K15
REAPIBIBUR o
Tokena] B3 A FIZRENAF TokeniZ 3KEY, AAARIRSZAPIFZZEprojectZRAIHY
Token, BNERZKEVFEF TokeniZ[ORY, iE3kbodyArauth.scopeRIEVEEZEEXFE
project, N A7
{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
llpassword": n *******a!"
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " xxxxxxxx"
}
}
}
}
$kEXTokenf5, BIARAEMIEZON, SFEEERBEELFIRIM “X-Auth-Token”
H(EBpIToken, fBliNToken{& “ABCDEF)...” , MLARREORE “X-Auth-Token:
ABCDEF)...” MENERiBELENAT, SR,
POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)....
AK/SK IAIE

(MARzY::]

AK/SKEZINER IS EE R AN 2MBLLA, 12MBLL 95 RiS{ER Tokeni A o
AK/SKINEFL 2 ERAK/SKITERBITER, HEKITEEZEERIZIERL, M
BT BDIAILE,

e AK(Access Key ID): iBIa)Z$AID . SFABIHRIEAXENE—RRT; HiREH

IDFIFABIBIOESE—E(ER, MXERHITINESE

e SK(Secret Access Key): Sifa)Z$BIDES{ERMIEA, MERHTINEZEEE,
AFRRARIET, HEALEEREIES .

{ERAK/SKINIERT, EAJLIBTERZFAFERAK/SKHIEREBITES, tBAILUERE]
RIZERSDKIFBRIHITER . 1FHAIER T EFISDKERTTIEEZS WAPIEZ SR .
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HEREH0
API &% 2 SNfanE A API

A
HASDKRIZHZRINEE, SRSFRMAISDKAE, ERIHEES.

U EIES

WSS
BREEUE, BRKEIRR, BEREH. MAERLFIERAE

IREBE2—EHMIXXESXXAIH A, IKEBRRTIBEKRMAAMRES, TEIORE
IES NG R

X FERENFF Tokenix [, YIRFARIREIATSESA “2017 , MFRFEREII

NaRGHERSE
RRIEREE Sk, MAEFEEREL, 1 “Content-type” .

X FIRENFFTokeniz O, R[EIENE2- Zﬁﬁj_-El’J HEL, HA “x-subject-token” FiZ
EEIREIEFToken, BT TokenZ g, EeialLUEATokenI \IEEREEAEAPI,

=] 2-2 SREVAF Token NuRzE Sk

connection —  keep-

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEORIGI

x-iam-trace-id — 218d45ab-d674-4995-3f32-2d0255bad1b3

x-subject-token

MaREEEE (A )
TREHE S AE LA IUARRIRE, SIRGE Sk Content-typeXd i, (EEIRIME

HELZINMIRS .
X FIRENAF Tokeniz O, IREUITEER, AEEEL, XERERBOAS.
' "token": {

"expires_at": "2019-02-13T06:52:13.855000Z",
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https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html

HEzeh0

APl &% 2 SN{aTiERE AP
"methods": [
"password"
1
"catalog": [
{

"endpoints": [
{
"region_id": "xxxxxxxx",

SEOREALEN, SREESREBRIESREERE, ExWAAIBody A EzUaI TR

o
{
"error": {
"message": "The request you have made requires authentication.",
"title": "Unauthorized"
}
}

s [

HrR, error_codeZXRiBIRIG, error_ msgRREIREIAEE .

SASRRAS 17 (2024-03-30) WRIERE © LEARITERARERAF 9



HiEz2H0

3 API 1588

APlI &%

API i B8

3.1 EEKED
3.1.1 ERAEUREIKED

TORENA

URI

IERSH

Xjson{RFREERNZSAINZKED

POST /v1/{project_id}/sdg/database/watermark/embed

* 3-1 BESH
2% ERWE SRR fiEid
project_id = String ImgID
7 3-2 153K Header %
28 W ST 1215
X-Auth-Token | 2 String FAFToken, BiZiEAAIAMBRSS

“SRENFEFTokeniZ[1” ¥KEY
( MRz HE SLFX-Subject-
Tokeng9{E )

MAERRAS 17 (2024-03-30)
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HEzeH0

APl &% 3 API B8
7 3-3 153K Body &%
2% =A% SR 1)
watermark_co | 2 String VGRS
ntent
watermark_ke | 2 String 7KEP=E$H
y
columns 2 Array of FEEBTIER, RAKE00,
Columns A, ZV0E8RINFR, —
objects ™ “primary_key” AtrueF=
Fi2, — M hafalseFAEERAIK
ED
data 2 Array of HIBEFZRONS, RAIFKE
Map<String,0 | 2000
bject> objects
Z 3-4 Columns
S =A% SHLR iR
name 2 String HIEN=ZEREIR, RATEFRKE
256
type ! String BRI FER 3R
KA
e INTEGER
e STRING
e DOUBLE
primary_key |2 Boolean mcizFREAHNERE. truey
I, RFREIKEMIE;
falsen3EEHRE, BEIZIIERN/
IRBUKENNS . FERZEBITIERAF
AEREE&Z Atrueskfafalse
=FE
RS E
R&ES: 200
MA%RRAS 17 (2024-03-30) IRIERE © EATITERARBIRAT 1




HiEL el
APl &% 3 APl i5BH

# 3-5 IR Body 2%

el SHEE iR
marked_data | Array of ERNIKENSRYEEE

Map<String,O
bject> objects

WK&G: 400

# 3-6 IR Body 2%

¥ SHERR iR
error_code String =3
error_msg String HIREE

i5RHl

RN B Atest12345678testAI7KED, KENZE$ARkeyword, FERSERIZIRPEIEAIZF
ERBZFRAitem, 1ZFERAEHEE,

POST https://{endpoit}/v1/{project_id}/sdg/database/watermark/embed

{
"watermark_content" : "test12345678test",
"watermark_key" : "keyword",
"columns" : [ {
"name" : "item1",
"type" : "INTEGER",
"primary_key" : true
Lo
"name" : "item2",
"type" : "INTEGER",
"primary_key" : false
11
"data" : [ {
"item1" : 0,
"item2" : 3
Lo
"item1" : 1,
"item2" : 4
1]
}

i Rz 73~451
REB: 200
BRI

"marked_data" : [ {
"item2" : 3,
"item1" : "test"

b
"item2" : 5,

SCRSRRZS 17 (2024-03-30) WRINERE © ARITERARBIRAE 12



HiEz2H0

APl &% 3 API 588
"item1" : "test"
1]
}
R&ES: 400
SR
{
"error_code" : "DSC.00000004",
"error_msg" : "Invalid parameter"
}
RS
RS R
200 BRI
400 SR
xS
BESIEIRB.
3.1.2 1RENEUREIKED
TheeN 4R
IREUEREURHKENAR
URI
POST /v1/{project_id}/sdg/database/watermark/extract
* 3-7 IBESH
e BEWYIE SRR faR
project_id = String ImgID
IBREH
% 3-8 153K Header 2¥
8% 2R WI% SRR ik
X-Auth-Token | 2 String R Token, BEIEARIAMIRSS
“RENAFToken$z[” 3KEX
( NaRziE B3k AX-Subject-
Tokenf9{g )
SCHEhRZAS 17 (2024-03-30) WRINERE © £ ATITERABIRAE 13



HEzeH0

APl &% 3 API 588
% 3-9 153K Body &%
8% =AWk SHERR R
watermark_ke | 2 String IKENZZ$A
y
columns 2 Array of FEEERIGIZR, &AKE00,
Columns A, ZESHRAINE
objects “primary_key” Jatruel9=zx
B, fIZE>—1HfalsefIFER
FERIZEUKED
data = Array of IKENEUE, HUBSEREHAET
Map<String,0 | 30,0005
bject> objects
Z& 3-10 Columns
2% =A%k SR Rk
name =1 String HIEN=FEBEIR, RAIFKE
256
type 2 String HIRRFER LR
KEME:
e INTEGER
e STRING
e DOUBLE
primary_key |2 Boolean HCIZFREANER, truel
I, RRFREIKEMIE;
falseodEEHE, BEIZIUERN/
IRBUKENAS . FERSEETIERA
BRI &2 /atruesk Hfalse
B=FE
R3S
RE&ES: 200
% 3-11 WKL Body &%
B2¥ SRR iz
watermarks | Array of IRBUKEINBSIER . HEHIEPARRSITIEES
strings AREPIKED, IRERCGERERINEINKENRE, 5|

RPIKEDPNEAEIZ 100

MAERRAS 17 (2024-03-30)
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HEzeH0

APl &%

3 API 1588

i5RHl

e Mz 73~ 51

T

R&6G: 400

% 3-12 I Body %%

2 SRR iR
error_code String EIRS
error_msg String HEIRER

TEENEWRIKED, IKEDE AR key, FREEBIGIFRPHIRIIFREZMAcol, ZFRMIE

FH.
POST https://{endpoint}/v1/{project_id}/sdg/database/watermark/extract
{
"watermark_key" : "key",
"columns" : {
"name" : "col",

"type" : "INTEGER",
"primary_key" : false

"data" : {
"col" : 0.1

}
}

W&E: 200
BRALIN
{

"watermarks" : [ "watermark" ]

-

WK&G: 400

SHEIR

-~

"error_code" : "DSC.00000004",
"error_msg" : "Invalid parameter"

}
RS it
200 =R AN
400 SR

MAERRAS 17 (2024-03-30)
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HiELeHhl
AP &%

3 API 1588

3.2 RREE
3.2.1 SLAITER

ThEENR
RETES. ITEEAREESHITIA TR
URI
POST /v1/{project_id}/period/order
& 3-13 BE2H
2 B ERwik ST faik
project_id = String InHID
ERESH
& 3-14 {55k Body 2#
2 EEWE SR 1215
charging_mod | 2 Integer TEEL, 0: BEHRTE,
e 1: \FEITER, 20 —IRI4IHE
cloud_service_ | 2 String =hRSSEE
type
composite_pr | & String HEEZID
oduct_id
discount_id i String FFOID
is_auto_renew | & Integer = BnhEeHE
period_num | 2 Integer LRSS
period_type 2 Integer 1JWgEEAERY, 2. B, 3: £
product_infos | 2 Array of FrRiERYIE
ProductinfoB
ean objects
promotion_ac | & String {B3HID
tivity_id
SAhRA 17 (2024-03-30) WRINERE © ARITERARBIRAE 16




HiEzeH0

AP| &% 3 API iiiBH
2H BEWI%E SR fHR
promotion_inf | & String (BHEE
o
region_id = String LI EFrEregionfdid, #0:
XX-XX-1
zone 2 String FriEE=xR X1
Z& 3-15 ProductinfoBean
2% =AWk SHERR faR
all_resource_n | & Array of RIRBZTRIIE
ames strings
cloud_service_ | 2 String =hiRSS R
type
display_id = String EID
product_id = String ~amlD
product_spec_ | & String FEER RIS A
desc
resource_nam | & String BIEZR
e
resource_size | & Integer FmIFHIEIRENE, &>
$FrobsHyitH=
resource_size_ | & Integer RERSESIME, EMEA6]
measure._id WTF: 15: mbps (WEHTERY
fFEH) , 17: gb (I =MEE
BHERR ) , 14: R
resource_spec | 2 String = rdwis
_code
resource_type | & String KRRy
usage_factor | & String EfFEREE
usage_measur | & Integer EFAREESIRR
e id
usage_value |& Double EFBE
V254
R&ES: 200
MA%RRAS 17 (2024-03-30) RIS © L ARITERARBIRAE 17



HiELeH0
APl &% 3 APl i5BH

& 3-16 UL Body 2%

¥ SR g
order_id String 1JEID

RZSES: 400

% 3-17 I Body %%

S SR R
error_code String EIRS
error_msg String BIRER

BRI

TE AR E X tahxxxxxxxxxxxxIi B L2 B B9hws.service.type.sdg =BRSS5 SLHI, 1ZF-m
XX R & obsHYF A= o

POST /v1/{project_id}/period/order

{

"charging_mode" : 0,

"cloud_service_type" : "hws.service.type.sdg",

"is_auto_renew" : 0,

"period_num" : 1,

"period_type" : 2,

"region_id" : "XXXXXXXXXXXX",

"zone" : "CH",

"product_infos" : [ {
"cloud_service_type" : "hws.service.type.sdg",
"product_id" : "XXXXXXXXXXXX",
"resource_size" : 30,
"resource_size_measure_id" : 30,
"resource_spec_code" : "base_professional",
"resource_type" : "hws.resource.type.dsc.base"

]

M Rz~
HREB/: 200
OK
"order_id" : "XXXXXXXXXXXX"
}
RE&E: 400
TouFK
"error_code" : "dsc.40000011",

"error_msg" : "Invalid parameter"

}

STREFRA 17 (2024-03-30) IR © ERmBRABRAT 18



HEzeH0

AP| &% 3 API BB
RS
RS A
200 OK
400 TREK
T
B2 ERB.
3.2.2 HRREHEER
INRENA
BEIRETEER, RIENEIDESTRIFE
URI
GET /v1/{project_id}/period/product/specification
* 3-18 IB12B¥
2 BRIk SR 1)
project_id = String InHID
BRkESH
y
I)VE=S5'8
RE&RG: 200
2 3-19 @7 Body 2#
84 SHER fR
orderInfos Array of 1TER%IZR
ProductOrder
Info objects
MA%RRAS 17 (2024-03-30) RN © L ARITERAGRAS 19




HiELeHhl
AP &%

3 API 1588

3£ 3-20 ProductOrderinfo

el S¥RT iR

tenantld String FHFID

periodType String 1T EHAZE R

periodNum Integer 1TWEHAEE

resourceld String RIRID

productinfo Productinfo | F=RER

object

£ 3-21 Productinfo

8% ST ik

allResourceNa | Array of RIBELZTRSFE

mes strings

cloudServiceT | String =R EE

ype

displayld String R7=ID

productld String mlD

productSpecD | String e ARl AS IR

esc

resourceNam | String R

e

resourceSize | Integer FRSIFIEUREHE, & iFobshYaEE

resourceSizeM | Integer REBEESIFE, K& E2520TF: 15: mbps

easureld (M9LH5EEAI(ER ) , 17: gb (WERTERZATEE
), 14 NIR

resourceSpecC | String = mndmis

ode

resourceType | String RiFETY

usageFactor | String EFRRH

usageMeasur | Integer EFERTEESIRR

eld

usageValue Double EfFERE

RE&ES: 400

SHSRRA 17 (2024-03-30) WRINFTE © AR ERABIRAE 20



HiELeHhl
AP &%

3 API 1588

& 3-22 [ILZ Body 2%

24

SHE R

error_code

String FHIRAG

error_msg

Hyx ==

String BIR{EE

BRI

ERRREFEES

GET /v1/{project_id}/period/product/specification

il iz 73~ f51

RSE5: 200

=R AN
{

"orderInfos" : [ {

"tenantld" : "XXXXXXXXXXXX",

"periodType" : 2,
"periodNum" : 1,

"resourceld" : "XXXXXXXXXXXX",

"productinfo" : {

"cloudServiceType" : "hws.service.type.sdg",
"productld" : "XXXXXXXXXXXX",

"resourceSize" : 30,

"resourceSizeMeasureld" : 30,
"resourceSpecCode" : "base_professional",
"resourceType" : "hws.resource.type.dsc.base"

}
]
}

WR&G: 400

FTRIBRK
{

"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"

}

7 NEX T

K&

iR

200

IERNSAY)

400

TRIFR

THIRES

52 SR .

MAERRAS 17 (2024-03-30)
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HiELeHl
APl &% 3 APl i5BH

3.3 FUERISHREY
3.3.1 XJEIEHIThREL

IhEEN 4R
BRI TR Y
URI
POST /v1/{project_id}/data/mask
* 3-23 KRB
8% BE W% SRR 1k
project_id = String ImBID
IBRESH

2 3-24 3K Header &%

2% BEWi% SRR ik
X-Auth-Token | 2 String FBFToken, BZERBIAMERSS

“SRENFIF Token¥&[1” 3KEY
( M@ RizE B SkeX-Subject-

TokenH9{E )
& 3-25 i5K Body &8
2% =A%k SHRT (i35
mask_strategi | 2 Array of FRBRIRTIR, B— 1 TREEXINL
es MaskStrategi | —1=FE, BRECRASEIERZ100
es objects ™o
data 2 Array of HiEYI%
Map<String,O
bject> objects

SCRSRRZS 17 (2024-03-30) WRINERE © ARITERARBIRAE 22



HEzeH0

APl &%& 3 API iR
£ 3-26 MaskStrategies
2% pyay A SRR )%
name 2 String FEMBIFEREIR, mAEF
KRE256,
algorithm 2 String REEERIR, 1FBERMR"5h
SIRSERISELE" -
Mzs(E:
e SHA256
e SHA512
e AES
e PRESNM
¢ MASKNM
e PRESXY
o MASKXY
e SYMBOL
e KEYWORD
e NUMERIC
parameters B Map<String,0 | lREIEESE, FBEUMR"50
bject> SIBUERISELE"
V=251
REB: 200
7 3-27 WA Body 2%
28 SR iR
masked_data | Array of IREUEHIEIRRIEURY IR, EHSIERFEE
Map<String,0 | [
bject> objects
REB: 400
Z 3-28 WA Body 2%
28 SR iR
error_code String TR e
error_msg String BIRER

MAERRAS 17 (2024-03-30)
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HiEL el
AP &%

3 API 588

iBERTA

N Rz~

/T

i

B BERIR 5 R FRXSFER colEEFAKEYWORDBRENEIE , FEHEE X FkeywordEiE)y

target,
POST https://{endpoint}/v1/{project_id}/data/mask

{

"mask_strategies" : {
"name" : "col",
"algorithm" : "KEYWORD",
"parameters" : {

"key" : "keyword",
"target" : "target"
}
I
"data" : {
"col" : "keyword"
}
}

RS 200
AR BRI

{
"masked_data" : [ {
"col" : "target"
11
}

RA[: 400
TBuEK

{
"error_code" : "DSC.00000004",
"error_msg" : "Invalid parameter"

}

W& faik

200 BRELRLIH
400 TRuER
52 ERE.

3.4 SEE

MAERRAS 17 (2024-03-30)
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HiELEHhl
AP &%

3 API 1588

3.4.1 EREEEHE®

ab
IhBEN 4B

URI

IBREH

Nl iz 228

SRS EENER,

REIFAER .. EFIAEEHENRTIFR

GET /v1/{project_id}/sdg/smn/topics

x 3-29 IR1ZSH

¥ BRIk ST fiEid
project_id = String ImBID

% 3-30 Query 2%

2% EEWI% SR fHid
offset B Integer i
limit & Integer PIRAN
I
RE&ME: 200
% 3-31 AN Body 4
2% SR A
id String DSCEHEZERID (IFEEBAARSSERID )
default_topic_ | String FANBRBAERAIME—REIRRRT
urn
topic_count Integer ERAREE B R E
topics Array of EARYEEEANE R F
TopicBean
objects

MAERRAS 17 (2024-03-30)
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HiEzeH0

APl &%& 3 APl iBR
2K 3-32 TopicBean
e et et R
name String HEBXIERAZFR
topic_urn String HEBEAHE A E— SRR RR
K& 400
% 3-33 3R Body %
8% e el ik
error_code String =3
error_msg String HIRER
=GNl
HAEZEBRER
GET /v1/{project_id}/sdg/smn/topics
i Rz 7351
RE&E: 200
(=R AN
{
"id" s Xk,
"default_topic_urn" : "xxxxxx",
"topic_count" : 1,
"topics" : [ {
"name" : "Xxxxxx",
"topic_urn" : "xxxxxx"
H
}
K& 400
ToREK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
N
R iR
200 BRI
400 ToREK
M HERAS 17 (2024-03-30) WA © EARTERABIRAE 26



HEzeH0

AP| &% 3 APl AR
=
1%/ %El*ﬁqo
3.4.2 (B EE B/
ThEEN 4R
(S EBANRYKEXINE D F. BRYAR(AXAEM, 1AFEEN)EE
FHEEE
URI
PUT /v1/{project_id}/sdg/smn/topic
+ 3-34 IBERBH
B8H EEWI% SR 1)
project_id = String ImAID
ERSH
% 3-35 {53k Body 2#f
2% BEWYI% SR R
id 2 String DSCEZFRID (IEESiBE0R
$ERID )
project_id & String IREID
status S Integer SEBEIRES
topic_urn 2 String HE B AR — R FARR R
)RS5t
RE&HB: 200
% 3-36 Iz Body 2%
2 S¥n R
msg String SENZ)S
status String IREMAZ, 70'200','400'
HShRAS 17 (2024-03-30) RN © LARITBIRABREAT 27



HEz2H0

APl &% 3 APl AR
RE&ES: 400
% 3-37 I Body %%
e et et A
error_code String FEL)
error_msg String BIRER
1=
(B BAIXXXXXXXXXXXXXXXXXXX I TBEOTERR ,  I0 H 1D JIXXXXXXXXXXXXXXXXXXX ;B Zm AR S
HFHE
PUT /v1/{project_id}/sdg/smn/topic
{
"id"  XOOOOOOOOOOCIKK
"project_id" : "XXXXXXXXXXXXXXXXXXX"",
"status" : 1,
"topic_urn" : "XXXXXXXXXXXXXXXXXXX "
}
i Rz 73~5
&G 200
BN
{
"msg"” : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RE: 400
TR
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
RSB
RSB iR
200 BRI
400 ToREK
eI
ESIEIRB.
M HSERAN 17 (2024-03-30) WA © EARTERABIRAE 28



HiELeHhl
APl &% 3 APl i5BH

3.5 B /7KED
3.5.1 B RS KED

IhEENA
XIHE F R N X FRE/KENE & E HRE7KED, FIFLAformDatafIt&zUIE NRFINZKENE K #0
IKENBEX(ER, DSCHRSBXIE Hinse/KENEiREILE AR 28R NKENRYE R Z#HFIR,
BeiSZFE N8 ~jpg, *jpeq, *.jpe, *.png, *.bmp, *.dib, *rle, *.tiff, *tif, *.ppm,
*webp, *.tga, *.tpic, *.gif,
URI
POST /v1/{project_id}/image/watermark/embed
+* 3-38 IZERBH
2% B SR R
project_id = String ImgID
IBREH
2 3-39 153k Header 2%
2% =AWk SR ik
X-Auth-Token | 2 String R Token, EiTAAIAMIRSS
“RENFFToken$®[” 3KEX
( M@ RzE B SkHX-Subject-
TokenR9{8 )
2% 3-40 FormData 2%
2% =Rk SR iR
file = File ERIZKEDRIE R34, ZNI0AY
BEREORIEEBIE512&
=,
blind_ waterm | & String FERANNFERKERS, KE
ark FEBIE21MFERF . HENHF
HENEIXKNG , S5ERIEK
Efimage_watermark —i%—i8
o

SCRSRRZS 17 (2024-03-30) WRINERE © ARITERARBIRAE 29



HiEzeH0

APlI &%

N Rz S4(

BRI

Ml iz 73~ 451

NN

3 API i5BH
28 BBk SRR ik
image_water | & File FIRARE R ESKENSUE, 5X
mark ZrE/KED blind_watermark —
&_E%o

WR&G: 400

3 3-41 I Body £

2¥ SR R
error_code String e
error_msg String BIRER

ZStest. PNGE FifkhitestWaterMarkB9SZ =S 7KED o

() #8e
B form#FBEIZR, fileHEEIHE .
POST /v1/{project_id}/image/watermark/embed HTTP/1.1

{

"blind_watermark" : "testWaterMark",
"file" : "test. PNG"

}

RED: 200
15KAkIN
"{\"Watermarked image\"}"
R7&FS: 400
FTRUEK

{
"error_code" : "DSC.00000007",

"error_msg" : "File format error"

}

REES 1R

200 =R AN

MAERRAS 17 (2024-03-30)
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HiELeHhl
APl &% 3 APl i5BH

N ik
400 TRER

w
tn
> N
3
=
R
I
|
e
<
|
m
s

IhEeNA
X E RN M FHE/KEDRIE] Frigt1T7KEDEREY,, FIPLAformDatalIt&=UENFFHZEUKENEY
ElF, DSCHRSSLASONAIETUIREIME A BIRENRI RIS FREZKED . BRISFRIE R
=LA *jpg, *jpeg, *.jpe, *.png, *.bmp, *.dib, *.rle, *.tiff, *.tif, *.ppm, *.webp, *.tga,
* tpic, *.gif,
URI
POST /v1/{project_id}/image/watermark/extract
& 342 BIRBH
2% EaWwI% SR 1k
project_id = String ImAID
IBRSH
2 3-43 153k Header 2%
2% BRIk SR fiEid
X-Auth-Token | 2 String FRFToken, @EidiERIAMIRS

“SRENFIF Token¥ [0 ” 3XKEY
( M@ RizE B SkehX-Subject-

TokenfY{H )
£ 3-44 FormData 2]
2H ey i SR ik
file =2 File FIRENEE/KEDROE /32t
mark_len B String EEFREUKENIKE,
mark_leni<EXKTF0, /INF32,
R E R LRTFHKEDIZE 4 EE

SCRSRRZS 17 (2024-03-30) WRINERE © ARITERARBIRAE 31




HiEz2H0

APl &% 3 API 588
VRS54
RS 200
% 3-45 [ Body %
2% S¥RT R
watermark String BKEDAS, KEABIE32M=ED
RE&ES: 400
= 3-46 IR Body 2%
8% SHEE fik
error_code String =3
error_msg String HIRER
=]
12BN test. PNGE] FAAYSIEREIKED
MRy
Bidform&ERIZR, fileAEMAIE,
POST /v1/{project_id}/image/watermark/extract HTTP/1.1
{
"file" : "test.PNG"
}
i Rz 7~ 5
RSB/ 200
(=RdnAn
{
"watermark" : "mark!"
}
RE&S: 400
TouFK
{
"error_code" : "DSC.00000007 ",
"error_msg" : "File format error"
}
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HiELeHl
APl &% 3 APl i5BH

RS
RS A
200 BRI
400 TouEK
TES
BSIEIRB.
3.5.3 {2EXE R RYE HEEKED
IheeN4A
X EERAE R IEKENAIE FidT7KENIREY, FIFLAformDatafIt& e N FFHZEUKEDRY
E R, DSCHRSSLAE R Z#HFIRAMEIUREIME R EREEIHRIE Hig/KED. BRixz
FROB RN A: *jpg, *jpeg, *jpe, *.png, *.bmp, *.dib, *.rle, *.tiff, *tif, *.ppm,
*webp, *.tga, *.tpic, *.gif,
URI
POST /v1/{project_id}/image/watermark/extract-image
* 3-47 BBESH
¥ B WI% SR fEiR
project_id = String InHID
IBREH

2K 3-48 153Kk Header 2#f
28 2Bk SR )%
PR Token, @idiAREIAMIRSS

X-Auth-Token | 2 String
“SKENFF TokeniZ[” $KEX
( M@ RzE B SkHX-Subject-
TokenfY{H )
2R 3-49 FormData 2%§
2¥ =A% SR R
file = File R ENRE/KEDRYE /3
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HiEz2H0

APl &% 3 API 588
R3S
R 400
# 3-50 IR Body £
2% ST R
error_code String EIRg
error_msg String BIRER
=GNl
12BN test. PNGE F A RYE R ES7KED
(AR
Bidform&ERIZR, fileBEMAIE,
POST /v1/{project_id}/image/watermark/extract-image HTTP/1.1
{
"file" : "test.PNG"
}
i Rz~ 5
K&/ 200
(=R An
"{\"image\"}"
KR&ME: 400
TouFK
{
"error_code" : "DSC.00000007 ",
"error_msg" : "File format error"
}
RSB
RS A
200 1BKRAEIN
400 TRUEK
HELE]
BESIEIRB.
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HiEL el
AP &%

3 API 1588

3.5.4 EFERN\RSZKED ( SZ{4ithibhiR A )

IhEEN 4R
SHEEFEBIHMER ( BEIsZIFOBS ) HE R A X FRE/KENSEE R iE/KED, Bk
ANRUKENRE R EERERAPEEUE ( BaisFOoBS) , IFHNERELA:
*ipg, *.jpeg, *.jpe, *.png, *.bmp, *.dib, *.rle, *.tiff, *.tif, *.ppm, *.webp, *.tga, *.tpic,
* gif,
URI
POST /v1/{project_id}/image-address/watermark/embed
* 3-51 I828¥
2% BEWIE SRR R
project_id = String ImgID
IBRSH
2 3-52 153k Header 2%
e B WI%E SR R
X-Auth-Token | 2 String FBFToken, B@iERIAMARSS
“IRENFFToken$z[1” 3KEX
( M RziE 2 skHX-Subject-
TokenfY{H )
% 3-53 i53k Body &%
8% BE W% SRR 1k
region_id = String HaIBFrEregionfdid, u0:
XX-XX-1
src_file = String FINES/KEDRYE Fiteilt, =HB1R
SFOBSM 4, &L obs://
bucket/object , Erbucket/y
FHRII BT E—XIEHAI0BS
HBEFR, object IITRELIRER
&, 540 obs://hwbucket/
hwinfo/hw.png, Erobs://Z&
ROBSTEfi%, hwbucketJoi@
2, hwinfo/hw.png ARt RE IR
E=
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HEzeH0

APl &% 3 API BB
2 BRI SR i)
blind_waterm | & String EFEMANNNEEKEINS, KE
ark B 22NFRF . HEZHF

HFREXKNG . SEREEK

Efimage_watermark —i%—,

image_water | & String Far NBIE FIE/KEDtEttE, #8=

mark ExREsrc_filezrER, 5XFIE
7KERN blind_watermark —i%
—, #MESE, £
image_watermark,

dst_file S String ANNZKED SRV E A FhA0BLLL

BXEKREIsrc_filexFER, g
B, BRIABYsrc fileBY{E, AP
IZKENEBEIRENX Y -

MR S5
KEB/: 200
2K 3-54 Wiy Body 2
2 SR R
region_id String HBIIEFrEregionflid, #0: xx-xx-1,
watermarked_f| String AINZKENFERYOBSE Fritbtill, ZHBEIRSZ4FO0BS
ile %, #&=9 obs://bucket/object , Erfbucket
BB FE—XIEAIOBSHEZIR,
object AXIREIEIZZ, HU0: obs://hwbucket/
hwinfo/hw.png, Eobs://Z&/ROBSHZfi#,
hwbucket5f84%, hwinfo/hw.pngAITREIRIR
2o
RS 400
% 3-55 I Body £#f
2 SRR iR
error_code String EIRg
error_msg String BIRER
=Rl

Exx-xx-1X15, Z8obs://bucket/test.pngiZ{R T~ HIE ik \testWaterMarkR9REKED o
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APl &% 3 APl 15 BH

POST /v1/{project_id}/image-address/watermark/embed HTTP/1.1

{
"region_id" : "xx-xx-1",
"src_file" : "obs://bucket/test.png",
"blind_watermark" : "testWaterMark"

}

I Rz~ 51
R7&89: 200
BRI
{
"region_id" : "xx-xx-1",
"watermarked_file" : "obs://bucket/test.png"
}
R7ESRG: 400
ToREK
{

"error_code" : "DSC.00000007",
"error_msg" : "File format error"

}
KD
RSB R
200 BTN
400 TREK
e

52 IR0 .

3.5.5 {2ENE R HRRISFREKED ( STAEERRA )

Theen4a
SHEEFEIBIHMER ( BRISZIFOBS ) HMERANXFE/KENAIE R 2B FrE7XED,
XIFNB RN *jpg, *.jpeg, *.jpe, *.png, *.bmp, *.dib, *.rle, *tiff, *.tif, *.ppm,
*webp, *.tga, *.tpic, *.gif,

URI

POST /v1/{project_id}/image-address/watermark/extract
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HEzeH0

AP| &% 3 APl AR
% 3-56 IR H
¥ =AW SHER U
project_id = String ImAID
BRESH
2 3-57 153k Header 2%
2 BARWI% SR i)
X-Auth-Token | 2 String R Token, B@iZiEBIAMIRSS
“SREYFIFTokeni% [~ 3REX
( M@ pz;E &Sk HX-Subject-
TokenfY{H )
7 3-58 53K Body 23
2 =AWk SR )%
region_id =2 String IREprfEregionfdid, &0: xx-
xX-1o
src_file = String FREC R IE/KEDRYE ittt ,
HEIRZIFOBS, B9 obs://
bucket/object , EFbucket/y
FNZHeIM B FE—X1kAIOBS
EZTR, object IREIRER
% . #Ba0: obs://hwbucket/
hwinfo/hw.png, Eobs://Z&
ROBSTEfi#, hwbucket 9t
2, hwinfo/hw.png AIITREER
L
mark_len B Integer EEFHREUKENEKE, &)
0, &=A32., REFILUEFK
ED$EENERE
D)2
RSB/ 200
% 3-59 IR Body %4
2% SHER e
watermark String BKEDAE, KEFTBE32MFD
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HiEz2H0

APl &% 3 API 588
K&/ 400
7 3-60 I Body 2
2% SR fik
error_code String EIRS
error_msg String BIRER
=GNl
#2EYobs://bucket/info/wm.pngi&1E TRIE /RIS RS 7KED
POST /v1/{project_id}/image-address/watermark/extract HTTP/1.1
{
"region_id" : "xx-xx-1",
"src_file" : "obs://bucket/info/wm.png"
}
N Rz~
RZASMG: 200
=Ry
{
"watermark" : "mark!"
}
RZSME: 400
TouFK
{
"error_code" : "DSC.00000007 ",
"error_msg" : "File format error"
}
RS
RSB ik
200 BRI
400 ToREK
=
B2 E=B.
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HiEL el
AP &%

3 API 1588

3.5.6 {2ENE R HPRIE R ES/KED ( ST HEERRAS )

ThEeN 48
EEFEIHER ( BRiZHFOBS ) NEfRAE FiE/KEDRIE F12ENE HEE/KED,
RREVHBIKENE SRR FPIEERIME ( BRIsKIFOBS ) , IFRIE RH&INA:
*ipg, *.jpeg, *.jpe, *.png, *.bmp, *.dib, *.rle, *.tiff, *.tif, *.ppm, *.webp, *.tga, *.tpic,
* gif,
URI
POST /v1/{project_id}/image-address/watermark/extract-image
& 3-61 BBIRBH
2% EEUE SR ik
project_id = String ImgID
IERSH
2 3-62 153k Header 2%
2 =A% ST ik
X-Auth-Token | 2 String FBFToken, B@iERIAMARSS
“3REXFIF Token$Z " 3REX
( M RziE 2 skHX-Subject-
TokenAY{E )
% 3-63 153K Body 2
2% BRIk SR fEid
region_id = String IREFrfEregionfyid, @0: xx-
xx-1,
src_file = String R ENE HRS7KEDRYE Attt
HRIRTIFOBSHR, B8R
obs://bucket/object , Erh
bucket AFIHBIMBLGTFE—X
1AYOBSHERFR, objectIXIHR
£IREZ. HlE0: obs://
hwbucket/hwinfo/hw.png,
Hrhobs://ZR7ROBSTFi#,
hwbucket 388, hwinfo/
hw.png AT REIEEZZ o
M HSERAS 17 (2024-03-30) WA © EARTTRERABIRAE 40




HiEzeH0

APl &% 3 API 5388
2% BEWI%E SRR ik
image_water | 2 String FEENHH SRRYKEDE R Emidtit
mark B EKEsrc_file,

VRS54

WK&G: 200

# 3-64 LK Body 2

84 e e RhR

region_id String LI EFrEregionf¥id, #0: xx-xx-1,
image_water | String IREVEAKENE R FRuteil, HE1R7HF0BSYY
mark %, ¥IL9 obs://bucket/object , Efbucket

HINHIMB T RE—XIFAIOBSHEEZTR,
object INIREIKEZ . flEN: obs://hwbucket/
hwinfo/hw.png, Erobs://ZR7ROBSTFi#,
hwbucket 384, hwinfo/hw.png AR EIRIZ

Ao
K& 400
2 3-65 [ Body &%
8% SHEE fiik
error_code String EIRg
error_msg String HIRERE

=Nl
$2EXobs://bucket/info/wm.pngi&iE NHIE FHRIE R REZKED, ISIRENAYKENE R ER
fEobs://bucket/watermarkfile/mark.pngig2 T .
POST /v1/{project_id}/obs-image/image-watermark/extract HTTP/1.1
{
"region_id" : "xx-xx-1",
"src_file" : "obs://bucket/info/wm.png",
"image_watermark" : "obs://bucket/watermarkfile/mark.png"
}
) aa ]

WEG: 200
15RAI
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HiELeHl
APl &% 3 APl i5BH

{
"region_id" : "xx-xx-1",
"image_watermark" : "obs://bucket/watermarkfile/mark.png"

}
KE/: 400
ToRUER

{

"error_code" : "DSC.00000007 ",
"error_msg" : "File format error"

}
REED
RSB )%
200 =R A
400 FToBuEK
e

B2 NEI=RE.
3.6 Ar-E18
3.6.1 fRiERT=AR

ThREN A

TRIBEUIR R BR

PUT /v1/{project_id}/sdg/asset/{asset_id}/name

% 3-66 I81ZSH

2¥ AUk SR R
asset_id =2 String &BrEID
project_id = String InHID
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HiEzeH0

APl &%& 3 API iiiBH
BRSH
% 3-67 153k Body 2#f
2% =A% SR R
name e String BEEBFR
il fiz 28
KE6E: 200
7 3-68 Wi Body 2%
2¥ SRR T
msg String REFHZ
status String IREMAZS, #0'200','400'
RS 400
7 3-69 A Body 2%
SH SR R
error_code String RS
error_msg String BIRER
=Rl
TRIBEUR AT HIZFRIIXXXXXX o
PUT /v1/{project_id}/sdg/asset/{asset_id}/name
{
"name" : "XXXxxxx"
}
M Rz~ 51
KL 200
5KAIN
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RS 400
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HiEzeH0

APl &%& 3 APl i5EB
ToRuFxK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
REB
RS iR
200 =R 44
400 TouEK
EIR
B2 EIRE .
3.6.2 BEEAIIE
INRENA
BRI R ARIENGIE
URI
GET /v1/{project_id}/sdg/asset/obs/buckets
% 3-70 IBRES¥
2% =Rk SR Ha
project_id = String ImAID
2 3-71 Query 2%
2% B SR R
added & Boolean 2
offset & Integer it
limit & Integer PIRAN
BRSH
y
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HiEzeH0

APl &%& 3 API iiiBH
Nl fiz 22
RS 200
Z 3-72 jui Body 2#
28 SR A
buckets Array of OBSHEFIZE
Bucket
objects
total Integer OBSHEE
2% 3-73 Bucket
2¥ SR R
asset_name String BFEBR
bucket_locati | String WiE
on
bucket_name | String B
bucket_policy | String WEREE
create_time Long ClEERTE
deleted Boolean A HARIBR
id String HEID
is_deleted Boolean AR
REHG: 400
2K 3-74 W7 Body 2
2H SR iR
error_code String RS
error_msg String BIRER
=Rl
EOHIRA RS IE
GET /v1/{project_id}/sdg/asset/obs/buckets
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HiELeHl
AP &%

3 API 1588

N Rz 7~
REFB: 200
(=R NZAY)

"buckets" : [ {
"bucket_name" : "xxxx",
"bucket_location" : "xxxx",
"create_time" : 1667379757698,
"is_deleted" : false

11
"total" : 1

}
W&G: 400
TRUER

{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"

}

T

LN fiik

200 =R DAY

400 TEK

52 EIRB .

PR

w
o
W
S
—t
=
P

AN INEHE R A

URI

POST /v1/{project_id}/sdg/asset/obs/buckets

% 3-75 IB1RSH

2H BRIk SHER 1)

project_id = String ImgID
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HEzeH0

AP| &% 3 API 588
K 3-76 Query 2%
2% =Rk SR A
type & String RreeR
BREH
% 3-77 153K Body 2%
¥ BRIk SR i)
buckets B Array of OBSHESIZE
BucketBean
objects
& 3-78 BucketBean
¥ BRIk SR i)
asset_name S String BrEEMR
location & String BWuE
bucket_ name | & String i e
bucket_policy | & String SRS
N Rz SE
RE&ES: 200
% 3-79 IR Body 2%
8% SHER e
msg String REFEE
status String IREPAZ, %0'200','400'
K& 400
7 3-80 IR Body 2%
2% SR R
error_code String EIRg
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HiEz2H0

APl &% 3 API 5388
2% SR fik
error_msg String BIRER

1=

IR B FR DX EHE R F= 13
POST /v1/{project_id}/sdg/asset/obs/buckets
{
"buckets" : [ {
"asset_name" : "xxxx",
"location" : "xxxx",
"bucket_name" : "xxxx",
"bucket_policy" : "private"
1]
}
i Rz 7~ 5
R&HB: 200
BRI
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
REES: 400
ToREK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}

RSB
RSB iR
200 1BKAEIN
400 ToREK

=

BESIEIRB.
3.6.4 MIFRZT=H%Z
IhEEN 4R
illER A R S e
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HiEzeH0

APl &% 3 API BB
URI
DELETE /v1/{project_id}/sdg/asset/obs/bucket/{bucket_id}
* 3-81 IRR3#
2% =Rk SR A
bucket id =2 String ¥8ID
project_id = String ImgID
=P
"
RS E
KE&EE: 200
7 3-82 @R Body 2%
2% SR RR
msg String REHS
status String IREPAZ, %0'200','400'
KESFG: 400
7 3-83 L Body 2
¥ SRR iR
error_code String =3
error_msg String EIRER
=Rl
FRBREIE SR PR AN
DELETE /v1/{project_id}/sdg/asset/obs/bucket/{bucket_id}
N Rz 73~
KEB: 200
(I=54a4Y)]
{
"msg" : "xxxx",
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HiELeHl
APl &% 3 APl i5BH

"status" : "RESPONSE_SUCCESS"
}

RZ&EM: 400
TouFK
{
"error_code" : "dsc.40000011",

"error_msg" : "Invalid parameter"

}

7N
WREH ik
200 IERAY
400 To3ER
IS
BESIEIRB.

3.7 F5H7KEP
3.7.1 SRR IKED

IhgeN4A
SFTWORD(.docx), PPT(.pptx), EXCEL(xlsx), PDF(.pdf) ZEIRIS{FHR N FHEK
EN. X=2BE/KEDEEE HRAZKED, AP LAformDatafIf&=AE NS IN7KENAYST4-FN7KED
HXEE, DSCARSS A HNNSE/KEDEIREILZE FI P E RN ZKEDRISHAI ISR -
URI

POST /v1/{project_id}/sdg/doc/watermark/embed

% 3-84 IB1ZSH

2¥ =R ST i)
project_id = String InHID
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HEzeH0

APl &% 3 API 5388
BREH
7 3-85 153K Header 2%
2 =AWk SR faR
X-Auth-Token | 2 String HRFToken, @Ei3ERIAMIRS
“RENFFToken$®[” 3KEX
( N Rz;H B SkAhX-Subject-
TokenRY{g )
X 3-86 FormData 2%§
2H =AWk SHELR faR
doc_type 2 String EERNIKEDAYSZ#4ZEEY
K=E:
e WORD
o EXCEL
e PDF
e PPT
file_password | & String WA EZREAT, 1EZECEY
B8, mAIFIKE256, 1R
Office X BIZZ B3I
RS, BMIANEEE, &G
ERPRAYFAZZED .
marked_file_p | & String B ZKENSLE MR E RS,
assword BARSIFKE256, BRAFRIN
=R,
readonly_pass | & String B ZKENE4E MR B RIEE
word 8, mASIFIKE256, FIAR
INRIEER,
visible_ water | & String BKEPRR, 5
mark “blind_watermark” ZE&ZE/D
= RN S
font_size & String BRZKEP=4R K/, BB
[1,100], BAIAMES0
rotation & String BEIKEDNERERE, HRIETA(E,
BYE/9[0,90], BXIA(E45
opacity & String BAZKEDRYIERAE,, BYE(0,1],
FINEF0.3;
blind_waterm | & String EKEDRE, 5
ark “visible_watermark” =ZE&ZE
PE—IFRhT
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HiEzeH0

AP| &% 3 API 38R
28 BBk SRR ik
file 2 File ERINKENAYSZAY
image_mark | & File ERKENB=ET R o ﬁ?S‘UfFEI’\J
BLWmA “png” 2%
“ipg” , BUREISHER;
EUgSHERNABIZIMB; £5
EGRUIEKRIR “ Content-
Disposition” &84y, 2%
“name” BYEXRS
“image_mark” ,
visible_type 5 String ZFERATH, BOUARTEXTE
B,
LiZFESAIMAGERT:
o EKRHEFRBEAUNEERN
“image” WEIGF, E
B “png” T
“ipg” , BNLREISEE
Ix;
o B R/NAFHEITIMB;
e “visible_ watermark” ,
“font_size” , “rotation”
#0 “opacity” FERTH
K=E:
e TEXT
o IMAGE
il Rz 228
KEES: 400
# 3-87 IR Body &%
2% SR U
error_code String =D
error_msg String BIRER
=Rl
(MERILY:
BidformEBRIZRIER, HepfileREFXHE,
POST /v1/{project_id}/sdg/doc/watermark/embed
{
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HiELeHl
AP &%

3 API 1588

"file" : "test.doc",

"doc_type" : "WORD",

"opacity" : "0.1",

"font_size" : "30",

"rotation" : "45",

"blind_watermark" : "blind_watermark",

"visible_watermark" : "visible_watermark"

il iz 73~ 451

R7SE5: 200

(=R NSAY)

"{\"Watermarked document\"}"

REB: 400

ToRUBR
{

"error_code" : "DSC.00000007 ",
"error_msg" : "File format error"

}
RE
RSB 0%
200 EKEIN
400 FToBuEK
BI=
B2 EIRB.

3.7.2 SR ENEEKED

ab
ThEEN 4B

SHEHRA S FREKENBIWORD (.docx) , PPT(.pptx), EXCEL(xlsx), PDF(.pdf)ZEBiH
AL T FREKENREY, AP LAformDatafIt&E N EHEBUKEDRIS 4, DSCARSS
LUSONAIRE IR BN S BB IR BN H I FREKENRE -

URI

POST /v1/{project_id}/sdg/doc/watermark/extract

% 3-88 B2 H
2% REWIE SR 3%
project_id = String IREID
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HiEzeH0

APl &% 3 API 5488
IBREH
2 3-89 153Kk Header 2%{
2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, EiTAAIAMIRSS
“3REXFIFToken$z[0” 3REX
( M@ RzE B SkHX-Subject-
Tokenf9{8 )
Z& 3-90 FormData £#{
8% BRWIE SR fHR
doc_type 2 String FHREBUKENRYS AR
KEME:
e WORD
e EXCEL
e PDF
e PPT
file_password | & String REHNENE, RATREK
256, NEROffice XALHIEZ
Bak =R RS, iBHAIE
Z0, HEEENRIEEE
8.
file 2 File HHEEIREUKEIAISI Y
)
RE&ES: 200
% 3-91 N Body %§
2% SR A
watermark String BKEDAS, KEARBIE32MNFED
RE&S: 400
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HiEz2H0

APl &% 3 API 588
% 3-92 IR Body 2%
2% SHRE R
error_code String RS
error_msg String BIRER
=GNl
12 AR R I WORDRYtestMarked.docST{4HIRSIKED
(e
BidformERIZRZERK, Hffile hEAIH
POST /v1/{project_id}/sdg/doc/watermark/extract
{
"file" : "testMarked.doc",
"doc_type" : "WORD"
}
M iz 7~ A5
RSB 200
BRI
{
"watermark" : "mark!"
}
RSB 400
ToREK
{
"error_code" : "DSC.00000007",
"error_msg" : "File format error"
}
R
RS ik
200 1BKAEIN
400 TRUEK
IS
BESIEIRB.
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HiELeHhl
AP &%

3 API 1588

3.7.3 SCRYERNIKED ( SZ{4ttbhbhR A )

IhEeNa
XYWORD(.docx), PPT(.pptx), EXCEL(xlsx), PDF(.pdf)*ZBIHSIRER N\ SZFREIK
ED. M=BE/KEDSEE RBB/KED, FFENIIKENRIS #SbiE ( BaisziFOBS)FK
ENfEX(EE., DSCRRSSXIAENINTE/KEDGIREI4E B E R NZKENBYSCAEAYE AL .
URI
POST /v1/{project_id}/doc-address/watermark/embed
* 3-93 BIESY
84 =AWk SHERR R
project_id = String ImAID
IBRESH
X 3-94 153Kk Header 2§
2% =% SR ik
X-Auth-Token | 2 String R Token, EiTiEAAIAMIES
“RENFFTokent®[” 3KEX
( NaRZE B SkHX-Subject-
TokenR9{g )
% 3-95 {53k Body £
2H BE W% SR ik
region_id = String IREFrfEregionfyid, @0: xx-
xX-1,
src_file 2 String FANINZKEDRYSZ AN, HEIR
XIFOBSYIR, 181079 obs://
bucket/object , Edbucket/y
FHRIM BT E—XIEHAI0BS
HBEFR, object IITRELIRER
2. Ba0: obs://bucket/info/
wm.png, Eriobs://Z&3<0BS
fFfi#, bucketHiEE, info/
WmM.pngANTRERKZE .
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AP &%

3 API 1588

SH

SHERE

%

doc_type

String

FFERNIKENBYSZASEZEEY
HEHME:

e WORD

e EXCEL

e PDF

e PPT

dst_file

iy

String

AIZKENSRYSZ SR RuteaL, 48
HNEKEsrc_fileFEE, Fig
BT, BAIAEYsrc_filegy{E, AP
IKENEBEIRENX A -

blind_waterm
ark

i1y

String

EXFIKEIRS, 5
“visible_watermark” FEBE

HE— RS

visible_water
mark

1y

String

BB =F/KEIAS, SHE7KED
“plind_watermark” FEgEZE/D>

B RHE.

image_mark

i1y

String

FER B EIFZBA7KENSZ {4 HI1tE
i, FERIENEKEsrc_file=
R, B SEHIEiws

« png » ﬁ «jpg ” , lz:l:m[l]\&@
SHEIR; BESUERNFREE
TMB

visible_type

iy

String

ZFEIEHIBRKEIFR AN FIA 2
BlF. BANTEXTZEER, FiE
Bvisible_watermark=EI8 &
BESCFIKED; HiZFERAN
IMAGERS, FHEE
image_watermark=2Ei &K
ENE] 5Bt tbhT
“visible_watermark” ,
“font_size” , “rotation” 0
“opacity” ZERFXX.
K=E:

o TEXT

e IMAGE

file_password

iy

String

RFONZKENSE A ERIAY, BN
HRIZD, mASITKE256,
gNEROffice ISAIRZ eI
AOIPRZRD, IBRINIEED, 3
BRI RAYEIEERT

marked_file_p
assword

iy

String

MIKENEEN R EES,
BRASIFKE256, BIARINY
EEE,
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HEzeH0

APl &%& 3 API 1B
28 BRI SRR ik
readonly_pass | & String B ZKENELE MR B RIEE
word 8, mAXIFKE256, BAFR
DNRIEES,
front B Integer BRZKEN=F{A KN, BUES
[1,100], BAIA{ES0
rotation & Integer BRIKEDNERERE, ERIETA(E,
HEYEA[0,90], EXIA{E45,
opacity S Float BAZKEPRYIERAE, BME([0,1],
FIAE0.3;
TR SE
KL 200
2 3-96 gL Body 2#
S SR R
region_id String HBIIREFrEregionf¥id, #: xx-xx-1,
watermarked_f| String AIZKENFERYSZ L, SRR SZFOBSR,
ile 9 obs://bucket/object , Efbucket/9F
LM B TFE—XIFZAIOBSHEEZTR, objecty
ITRLIRIZZ ., FIE0: obs://bucket/info/
hw.doc, Errobs://ZROBSTEfi#, hwbucket/y
4, hwinfo/hw.dochHTRERES.
KEB/: 400
% 3-97 IR Body £%4
2 SR R
error_code String RS
error_msg String BIRER
=Rl

#50bs://bucket/info/wm.docE&E FHIWORDIZALER \blind_watermarkB9887KEDFN

visible_ watermarkB9rZ7KED o

POST /v1/{project_id}/doc-address/watermark/embed

{
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HiELeHhl
AP &%

3 API 1588

"region_id" : "xx-xx-1",

"src_file" : "obs://bucket/info/wm.doc",

"doc_type" : "WORD",

"blind_watermark" : "blind_watermark",
"visible_watermark" : "visible_watermark"

Ml iz 73~ 451

WK&G: 200

(=R NDAY)
{

"region_id" : "xx-xx-1",
"watermarked_file" : "obs://bucket/info/wm.docx"

}

W&G: 400

ToRER
{

"error_code" : "DSC.00000007 ",
"error_msg" : "File format error"

}
K
REEE ik
200 =R AN
400 TREK
Eixf3
52 LERB.

TIEHEERA N FREKENAIWORD (.docx), PPT(.pptx), EXCEL(.xlsx), PDF(.pdf)
BIROSZAYHH T/KEDIREY, FAFENFZEUKEDRYSZ b ( BRTSZ450BS ) , DSCARSS
LUSONAIRE IR BN S BB IR BN H I FREZKENR A -

URI

POST /v1/{project_id}/doc-address/watermark/extract

& 3-98 IR1ZSH

S A% SRR figid
project_id = String ImgID
SAhRA 17 (2024-03-30) WRINERE © ARITERARBIRAE 59



HiELeHhl
APl &%

3 API 588

iBREH

N Rz S4L

2 3-99 {53k Header £2#f

24

EEWIE

SHER

1)

X-Auth-Token

=
=

String

FBFToken, EZiERBIAMIRS
“SRENFFTokenE[0” 3KEX

( M Rz B3k FhX-Subject-
Tokenf9{H )

% 3-100 53k Body &

2%

BRI

SHERE

5

region_id

=
=

String

IREprfEregionfdid, &0: xx-
xx-1,

doc_type

=
E

String

FHRBUKEDRYS I 2R
ESIER

e WORD

e EXCEL

e PDF

e PPT

src_file

i

String

FHREN B/ EDRY SIS AY 1t
b, HETRSZEFOBSYIR, Bt
73 obs://bucket/object , E
bucketIFN=HBIMBE L FRE—X
1AIOBSHERZFR, objectIXIH
LIRIZHR. flN: obs://
hwbucket/hwinfo/hw.doc,
Hrhobs://ZRNOBSTF(i#,
hwbucket %84, hwinfo/
hw.doc TR ERKER o

file_password

iy

String

RIS, BRANIFK
E256, AR OfficedX4HEILR
BaiERIN RS, 1BANIE
B, oiEGIESRAYEIER
5,

W& 200
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HiELEHhl
APl &% 3 APl i5BH

2 3-101 i Body £2%{

el SHEE R
watermark String BKEIADS, KEFRBIE3I2NET

WK&G: 400

% 3-102 g Body 2#

S8 SR A
error_code String =g
error_msg String EIR(EE

=]
12EXobs://bucket/info/wm.docx &2 FRIWORD A A RS KED o
POST /v1/{project_id}/doc-address/watermark/extract
{
"region_id" : "xx-xx-1",

"src_file" : "obs://bucket/info/wm.docx",
"doc_type" : "WORD"

N Rz
RSMB: 200
15K
{
}"watermark" : "blind_watermark"
RSHB: 400
TRIFR
{

"error_code" : "DSC.00000007",
"error_msg" : "File format error"

}
K
RSB R
200 BRAIN
400 TBuER
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HiEzeH0

APl &%& 3 APl AR
e
BESEIRE.
3.8 BURHIEAI
3.8.1 EifIE(ESSSIER
ThEEN 4R
HEHEESIIE
URI
GET /v1/{project_id}/sdg/scan/jobs
% 3-103 I8123H
8% BRI SRR ik
project_id = String ImBID
2K 3-104 Query 2#
e B WI%E SR R
offset & Integer i)
limit & Integer PIRAN
content & String RE
IBREH
7
I)VE=S5'8
K&M: 200
2= 3-105 IfIK Body 8%
2% SR R
tasks Array of RRIRERIIFHRIESFIE
ScanJob
objects
RN © LARITBIRABREAT 62
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HiEzeH0

APl &% 3 API 5488
2H SR iR
total Long FE2H
2 3-106 ScanJob
B8H BHE faR
id String {F531D
name String ESBER
rule_groups Array of {ES3E RN
strings

cycle String EFEZHhiTHR

KZME:

e ONCE

e DAY

o WEEK

e MONTH
status String ESHPIRES

KZME:

e INIT

o WAITING

e RUNNING

e FAILED

e STOPPED

e FINISHED

e TERMINATED
last_run_time | Long {F5 E—IRM1TRTIE
create_time Long {ESSBIFERTE)
last_scan_risk | String 1B E—IRANX S ERER
use_nlp Boolean BEERTNLPHE TS
open Boolean ESFHBEIRE
topic_urn String SMNBRSSEANERR
start_time Long By =t E]
RS/ 400
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HiEz2H0

APl &% 3 API 588
2K 3-107 g Body 2%
8% SHE iR
error_code String EIRg
error_msg String EIRER
=GNl
ETEESYIE
GET /v1/{project_id}/sdg/scan/jobs
M iz 7~ A5
RZSE: 200
OK
{
"total" : 1,
"tasks" : [ {
"id" : ook,
"name" : "ScanDemo",
"cycle" : "ONCE",
"status" : "FINISHED",
"open" : true,
"rule_groups" : [ "PCI" ],
"last_run_time" : 1634612489173,
"create_time" : 1630982438506,
"last_scan_risk" : "HIGH",
"use_nlp" : false,
"topic_urn" : "",
"start_time" : 1630983532673
11
}
REB: 400
TouFK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
RS
RSB ik
200 OK
400 TRuEK
HELE]
ESIEIRB.
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HiEzeH0

APl &%& 3 API i52B8
Ny P ] +-
3.8.2 EiEfEEESHABER
INRENA
BEHEEFEEAEmER
URI
GET /v1/{project_id}/sdg/scan/job/{job_id}/results
& 3-108 [R1ZSH
2% BE W% SR HE
project_id = String ImAID
job_id = String {E531D
Z 3-109 Query 3#
2% =AWk SR A
offset B Integer g
limit & Integer PDTAKN
type &= String ArrZEE
KA
o DATABASE
e OBS
e BIGDATA
BRESH
7
I)VE=S5'8
KRG 200
£ 3-110 oz Body SH
2% SR R
job_id String {£531D
job_name String F32
type String R ] A e A
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HiEzeH0

APl &% 3 API BB
2 SR iR
db_scan_resul | DbScanResul | ZiEFEITIHER
t t object
obs_scan_resu | ObsScanResu | OBSiFiH4ER
lt It object
es_scan_result | EsScanResult | ESTI#a4E
object
2% 3-111 DbScanResult
2 SR A
total Integer HifERSE
db_scan_resul | Array of HIREIRERYE
ts DbScanResul
tinfo objects
Z& 3-112 DbScanResultinfo
2% SR R
task_id String {£551D
db_name String BUEEZIR
table_id String XID
table_name String X2
risk_level Integer XEER
sensitive_data | Array of PLECEIAIHLMY
_type strings
match_info Array of FPE5IITERIAIHRY
DbMatchinfo
objects
2k 3-113 DbMatchinfo
2 SR A
column_name | String 1=
rule_name String iTvE M =t
rule_id String PLECaIFINID
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HEzeH0

APl &% 3 API 588
2% SR fEA
rule_risk_level | Integer PUBECAR I X S 4
column_line | Array of longs | KIB&EHETT

% 3-114 ObsScanResult
2¥ S ik
total Integer SRS
db_scan_resul | Array of OBSHHLEERYIE
ts ObsScanResu

ltInfo objects

Z 3-115 ObsScanResultinfo
2 SR A
task_id String {£531D
bucket_id String OBS#EID
bucket_name | String OBSHEZR
file_path String XIFERE
file_name String MXi5FZ
md5 String XEmd5E
risk_level Integer XUPS EEE%
sensitive_data | Array of XS E LR
_type strings

# 3-116 EsScanResult
2% SR fHiA
total Integer SR DE
db_scan_resul | Array of ESHHEERYIER
ts EsScanResult

Info objects
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HiELeHhl
APl &% 3 APl i5BH

2 3-117 EsScanResultinfo

2% ST R
task_id String {£531D
index_name | String b=
type_id String 28D
type_name String ERIZ
risk_level Integer KPS LR
sensitive_data | Array of BUBEEZEEY
_type strings
match_info Array of MU CERAER
EsMatchinfo
objects

2 3-118 EsMatchinfo

2% SR fEiA
field_name String HIBEFERA
rule_name String p A=
rule_id String HID
rule_risk_level | Integer MR P2

KEB: 400

% 3-119 g Body ¥

2% SR iR
error_code String RS
error_msg String BEIRER

(=R &N l

BiEE(ESAMmE

GET /v1/{project_id}/sdg/scan/job/{job_id}/results
M Rz~

REB: 200
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OK
{

"job_id" : "xxxxxx",
"job_name" : "xxxxxx",
"type" : "DATABASE",
"db_scan_result" : {

"total" : 1,

"db_scan_results" : [ {
"task_id" : "xxxxxx",
"db_name" : "XxXxxxx",
"table_id" : "xxxxxx",
"table_name" : "student",
"risk_level" : 6,
"sensitive_data_type" : [ "xxxxxx", "xxxxxx" ],
"match_info" : [ {

"column_name" : "phone",
"rule_name" : "Xxxxxx",
"rule_id" : "Xxxxxx",
"rule_risk_level" : 6,
"column_line": [1,3]
e
"column_name" : "email",
"rule_name" : "Xxxxxx",
"rule_id" : "xxxxxx",
"rule_risk_level" : 1,
"column_line": [1,3]
1
1
I
"obs_scan_result" : null,
"es_scan_result" : null

}
REB: 400
TRE

{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"

}

T

K& 75
200 OK
400 TRIER

52 iEIRE .

3.8.3 EENINIFIZ

EAEMNSIR, REFEMNSEFIFEANZIE
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HiEzeH0

AP| &% 3 API 588
URI
GET /v1/{project_id}/sdg/server/scan/rules
£ 3-120 BRBH
B8H =Rk SR 1
project_id = String ImAID
2 3-121 Query #
2% =A% SR R
offset B Integer i
limit &5 Integer PIRAN
IBRESH
7
RS 5L
RS/ 200
K 3-122 g Body 2%
B8H SHERR U
rules Array of PP
ResponseRul
e objects
total Integer FUIESE
2k 3-123 ResponseRule
8% e el e
category String MR, AEMN(BUILT_IN)ZEZEMN
(BUILT_SELF)
WA
e BUILT IN
e BUILT_SELF
delete_allowe | Boolean = FOVFIER
d
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HiEzeH0

APl &%& 3 APl AR
2% SR fEA
group_names | String =P SESFYMIIEAE!
id String HID
logic_operator | String BIEIEE, "AND","OR","REGEX"
min_match Integer == UN U T
risk_level Integer XUPS S5
rule_content | String G ES
rule_desc String FUEE%S
rule_name String N ZFR
rule_type String ANERY, XH2F(KEYWORD) . IENZRIAT
(REGEX) 3k HsA1E= (NLP)
MZME:
e KEYWORD
e REGEX
e NLP
selected Boolean =t telpri
RE&M: 400
% 3-124 IR Body S
2% SR A
error_code String RS
error_msg String BIRER
(=R GNl
EEERNTIE
GET /1 /{project_id}/sdg/server/scan/rules
i Rz 735
RE&G: 200
EREIN
{
e,
"category" : "BUILT_SELF",
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HiELeHl
AP &%

3 API 1588

"delete_allowed" : true,
"group_names" : "xxxx",
"™ T UXXXOOOKKXXKK
"logic_operator" : "AND",
"min_match" : 1,
"risk_level" : 1,
"rule_content" : "xxxx",
"rule_desc" : "xxxx",
"rule_name" : "xxxx",
"rule_type" : "KEYWORD",
"selected" : true
1]
}

W&E: 400
FTRIER

{
"error_code" : "dsc.40000011",

"error_msg" : "Invalid parameter"

}

N

LN fiik

200 =R DAY

400 TEK

RIEEERIMNATR. AN
R

URI

POST /v1/{project_id}/sdg/server/scan/rules

% 3-125 BIZS#

==

NEER . RA\CEIXHEFSHEIE B E X AIBU

2 BRIk ST iR
project_id = String ImBID
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HiEzeH0

AP| & 3 API i5HB
BRESE
% 3-126 iE53k Body &%
2 =AWk SR )%
category 2 String MNZER), PEMN(BUILT_IN)
BN (BUILT_SELF)
K=E:
e BUILT IN
e BUILT _SELF
id S String RNID
logic_operator | 2 String ZiEzEF,
l'AND'|’||OR||’||REGEX||
min_match 2 Integer E/\PCEC IR EL
risk_level 2 Integer (=244
rule_content | 2 String MRS
rule_desc & String FL A
rule_name g String N2 FR
rule_type 2 String ISR, X
(KEYWORD) . IEMZIAT
(REGEX)Z( B 415 = (NLP)
K=E:
e KEYWORD
e REGEX
e NLP
il Rz 22
KEB/: 200
%= 3-127 IR Body &%
2H SR R
msg String REHS
status String IREMAZ, %0'200','400'
RE&ES: 400
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HiEz2H0

APl &%

3 API 1588

BRI

N Mz 73~ 51

N

tHI=0

2 3-128 i Body 2%

¥ SRR iR
error_code String EIRS
error_msg String HIREE

BIZRIN ZFR A0 RIBEMN , ZIEEEFFEFAND, Hhg/\ILEEA1. KEF

FF1 . MRS Soxxxx. FMUFERARIxxxx . FRWSEEIKEYWORD,

POST /v1/{project_id}/sdg/server/scan/rules

{
"category" : "BUILT_SELF",
"logic_operator" : "AND",
"min_match" : 1,
"risk_level" : 1,
"rule_content" : "xxxx",
"rule_desc" : "xxxx",
"rule_name" : "xxxx",
"rule_type" : "KEYWORD"

W&E: 200
IEREAY)
{

"msg” : "o,
"status" : "RESPONSE_SUCCESS"
}

RS 400
ToREK
{
"error_code" : "dsc.40000011",

"error_msg" : "Invalid parameter"

}

INANE 1k

200 BKEIN
400 TREK
52 EIRB.
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HiEz2H0

APl &% 3 API 5B
3.8.5 {ZcsdAfEam
ThEEN4R
&2 B E XA BUREHEIRBIFR N
URI
PUT /v1/{project_id}/sdg/server/scan/rules
& 3-129 IRRBH
2% =AWk SR A
project_id = String ImgID
RS
% 3-130 153k Body &
2 EEWE SR fEiA
category = String MZER, PIEFM (BUILT_IN)
Y EZFN (BUILT_SELF)
ESIER
e BUILT_IN
e BUILT_SELF
id = String D
logic_operator | 2 String BIEEENT,
"AND","OR","REGEX"
min_match 2 Integer B/ \IUECIREL
risk_level = Integer o275
rule content | 2 String MURE
rule_desc &= String FLMtEA
rule_name = String HNZFR
rule_type 2 String MR, XHE=
(KEYWORD) . IENIZRIAT(
(REGEX)2kBAIEE (NLP)
waE:
e KEYWORD
e REGEX
e NLP
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HEzeH0

APl &% 3 API 5488
R3S
K&/ 200
2 3-131 IIRZ Body %
B8Y SHRT RhR
msg String REFEE
status String IR[EPAZS, 70'200','400
REB/: 400
7 3-132 iz Body %]
2% SR iR
error_code String EIRg
error_msg String BIRER
1=
IEBHERNZFRID0xxBI BN, ZEEEFRE0R, Hps/NLEERT. KNEER
1. FMUASF o, MR 700 FLRSEEY FIxxxX o
PUT /v1/{project_id}/sdg/server/scan/rules
{
"category" : "BUILT_SELF",
"id™ T TXXOOOOOKKKXOOOOOOKXKK
"logic_operator" : "OR",
"min_match" : 1,
"risk_level" : 1,
"rule_content" : "xxxx",
"rule_desc" : "xxxx",
"rule_name" : "xxxx",
"rule_type" : "xxxx"
}
MRz~
RE&HB: 200
BRI
{
"msg" @ "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RS 400
ToREK
{
"error_code" : "dsc.40000011",
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HEzeH0

APl &% 3 API 588
"error_msg" : "Invalid parameter"
}
RS
RS R
200 BRI
400 TouEK
TES
BESIEIRE.
3.8.6 fRIERFAFEFAN
INEEN4A
A BRTE EROBUREHREIR BURAN
URI
DELETE /v1/{project_id}/sdg/server/scan/rules/{rule_id}
% 3-133 BRBH
2% BEWI% SR R
project_id = String ImgID
rule_id =2 String $RNID
IBREH
7
I)VE=S5'4
RS/ 200
2 3-134 Ui Body 2%
2% SHRT R
msg String REHS
status String IREMAZ, 70'200','400'
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HEz2H0

APl &%& 3 APl AR
RE&ES: 400
% 3-135 WKL Body &%
2% SRR fik
error_code String EIRg
error_msg String BEIRER
=
fRIBRIE ERVFIHERANY
DELETE /v1/{project_id}/sdg/server/scan/rules/{rule_id}
MRz~
&G 200
BRI
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RS 400
ToREK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
K&
N R
200 BRI
400 TRiEK
=t
BES LIRS
3.8.7 EiEfAfEMNIAESIZ=E
TheENA
RIEIESERVINE I DE MBS =
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HiEzeH0

AP| &% 3 API 588
URI
GET /v1/{project_id}/sdg/server/scan/groups
% 3-136 IB1RBH
B8H =Rk SR 1
project_id = String ImAID
2 3-137 Query 2#
2% =A% SR R
offset &5 Integer i
limit &5 Integer PIRAN
IBRESH
7
RS 5L
K& 200
7 3-138 liILZ Body ¥
B8H SHERR U
total Integer FUIE SRS e
groups Array of PRI
ResponseGro
up objects
2 3-139 ResponseGroup
8% e el RhR
category String MR, AEMN(BUILT_IN)ZEZEMN
(BUILT_SELF)
WA
e BUILT_IN
e BUILT_SELF
delete_allowe | Boolean = FOVFIER

d
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HiEzeH0

APl &% 3 APl AR
2% SRR fik
group_desc String MNLBHEIR
group_name | String MNBZ IR
id String MNZEID
rule_names String N ZFR
task_names String ISR
is_default Boolean BEAIATNE

REMB: 400
% 3-140 ImKZ Body &%
e S¥En R
error_code String e
error_msg String HEIRER
=]
EiFEHINESIE
GET /v1/{project_id}/sdg/server/scan/groups
N Rz7~f51
W& 200
BRI
{
"total" : 1,
"groups" : [ {
"id"  XOOKOKKKKKKK
"group_name" : "xxxx",
"group_desc" : "xxxx",
"category" : "private",
"rule_names" : "xxxx",
"is_default" : false
1]
}
R&ES: 400
FTREK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
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HEzeH0

APl &%& 3 APl iBR
K&
RSB ik
200 BRI
400 TBUEK
FHESE
B2 WEIREB.
3.8.8 BlUEEFIHERINIE
ThEEN B
IRIBIEERIA B ZFRFN N 51 = 6 = SUREURF AN AE
URI
POST /v1/{project_id}/sdg/server/scan/groups
x 3-141 BRBY
8% BEWYI% SRR R
project_id = String ImgID
IBRESH
7 3-142 {53k Body £&%{
e EEWIE SR R
category S String HNZERI, RSN (BUILT_IN)
oy B3N (BUILT_SELF)
WEHE:
e BUILT_IN
e BUILT_SELF
default_status | & Boolean EEEIAMINA
group_desc & String N LEEA
group_name |& String HNLEZFR
id & String HIZAID
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HEz2H0

APl &% 3 API 5388
2% BEWI%E SRR ik
rule_ids & Array of BEERINIDTIZE

strings

R &%

RESHB: 200
7 3-143 WLz Body %]
B8H BHEE R
msg String REEE
status String IR[EPAZS, 70'200','400
RE&E: 400
7= 3-144 gh7 Body %4
8% SHER ik
error_code String =3
error_msg String EIRER
1=
BUEEFINILRZ FRIIxxxxBY B I EMNILE .
POST /v1/{project_id}/sdg/server/scan/groups
{
"category" : "BUILT_SELF",
"group_desc" : "xxxx",
"group_name" : "xxxx",
"rule_ids" 1 [ "XXXXXXXXXXXXXXXXXXX"", " XXXXXXXXXXXXXXXXXXX" ]
}
i Rz~ 5
RESHB: 200
BRI
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RE&S: 400
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APl &% 3 API 5388
ToREK
' "error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
RS
RSB A
200 1BEKAEIN
400 TREK
e
B2 EIED.
3.8.9 MHIBRFIHERANIZH
INgEN4A
RIS ZE I DI BRIS E AV IEANIZA
URI
DELETE /v1/{project_id}/sdg/server/scan/groups/{group_id}
% 3-145 KR8 H
2% =A%k SRR R
project_id = String ImgID
group_id = String MUZRID
IBREH
7o
N RSE
RS/ 200
2 3-146 I Body 2%
2% SHRE R
msg String REFHZ
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2% SR fik
status String IREYRZS, 40'200','400'
K& 400
7 3-147 Lz Body %]
8% SHE ik
error_code String =3
error_msg String HIRER
=]
fRIBRIEERIFIERINZE
DELETE /v1/{project_id}/sdg/server/scan/groups/{group_id}
N Rz 73~ 5
RS 200
BRI
{
"msg"” @ "xxxx",
"status" : "RESPONSE_SUCCESS"
}
R&ES: 400
ToREK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
RS
RSB iR
200 BRI
400 ToREK
e
BESIEIRB.
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3 API 1588

3.8.10 SEIIESS

TheeN48
IRIBIEERES MR, s, 3EEE. FmHNE. AmiTEeEaEEs
URI
POST /v1/{project_id}/sdg/scan/job
= 3-148 IERBH
2% BEWI% SR fEid
project_id = String ImBID
ERSE
7 3-149 153K Body &%
2% mEWI% SR fiEid
asset_ids & Array of ArrIDFIE
strings
cycle S String AR, B(DAY), B
(WEEK), B(MONTH), BXx
134 (ONCE)
KEME:
e ONCE
o DAY
e WEEK
e MONTH
name S String TS
open & Boolean EEHEES
rule_group_id | & Array of HNEEIDTIZE
S strings
start_time & Long HiESFERTE
time_zone & String AT X
topic_urn S String FHRIE— R RIRR
use_nlp = Boolean =&Hnlp
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3 API 1588

MR SEL

BRI

N Mz 73~

WK&G: 200

% 3-150 g Body &%

e SR fiA
msg String ENZ)S
status String IREPAZ, %0'200','400'

WK&6G: 400

% 3-151 g Body £#

¥ SRR U
error_code String e
error_msg String SIS

BIERESEZ oxooxBITIESS, 1R 0ooooooooxx il , BRI, 7T,

POST /v1/{project_id}/sdg/scan/job

{
"asset_ids" : [ "xxxx", "xxxx" ],
"cycle" : "ONCE",
"name" : "xxxx",
"open" : true,
"rule_group_ids" : [ "xxxx", "xxxx" ],
"start_time" : O,
"time_zone" : 8,
"topic_urn" : "XXXXXXXXXXXX",
"use_nlp" : false

R&MB: 200
BRI
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
RED: 400
TouFK

{
"error_code" : "dsc.40000011",

MAERRAS 17 (2024-03-30)
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APl &% 3 APl AR
"error_msg" : "Invalid parameter"
}
RSB
RSB R
200 BRI
400 TouEK
T EL
BESEIRE
3.8.11 MIBRFAHEESS
IhgeNA
MIBRIIE(ESS
URI
DELETE /v1/{project_id}/sdg/scan/job/{job_id}
# 3-152 BRBH
2% AUk ST R
job_id = String {£331D
project_id = String IRHID
IBRBH
7
)2
W& 200
Z 3-153 l[Ii; Body 2%
2% SR R
msg String REHS
status String IREMAZ, 70'200','400'
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KE&EE: 400
2 3-154 i Body 2#{
2 SRR iR
error_code String EIRS
error_msg String BIRER
=Rl
HBRIIERIESS
DELETE /v1/{project_id}/sdg/scan/job/{job_id}
I 7= 51
R&RG: 200
15KAIN
{
"msg" : "xxxx",
"status” : "RESPONSE_SUCCESS"
}
R&[G: 400
TouEK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
REB
RSB iR
200 =R 44
400 TouEK
EiRB
B2 EIRE.
E3
3.9 FUREEHSHREN
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3 API 1588

3.9.1 EEREUESITIIR

ab
ThEEN 4B

URI

RS &

SIS NITIIR

GET /v1/{project_id}/sdg/server/mask/dbs/templates/{template_id}/tasks

% 3-155 BRIZS#

S BRI SHEER i)
project_id = String ImBID
template_id = String EHRID
2 3-156 Query 2#{
2 =AW SHER faR
workspace_id | & String T{EXID
offset & Integer i
limit & Integer SIRAN
.
R&E3: 200
2 3-157 i Body 2%
2 SRR R
tasks Array of IREUESSIIE
DBMaskTaskl
nfo objects
total Integer IREESS 25
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3£ 3-158 DBMaskTaskInfo
28 SR A
db_type String DBEEY
end_time Long (RS LERATE)
execute_line | Integer PITITE
id String {£551D
progress Integer HATIHE
run_status String FE1TIRE
start_time Long (S FFIRRTIE)
task_template | String {ES1EIRID
_id
type String £558
SRS 400
% 3-159 I[I Body S
2 SRR iR
error_code String EIRg
error_msg String BIRER
BRI
BEEREBYESIITIIZE
GET /v1/{project_id}/sdg/server/mask/dbs/templates/{template_id}/tasks
M Rz~ 51
KE6E: 200
OK
{
"tasks" : [ {
"db_type" : "MySQL",
"end_time" : 1658717568622,
"execute_line" : 100000,
"id" T XXOOOOXXXKK
"progress" : 100,
"run_status” : "FINISHED",
"start_time" : 1658717544469,
"task_template_id" : "XXXXXXXXXXXX",
"type" : "MANUAL"
1L
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"total" : 1
}
KR&ME: 400
TouFK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
RS
RS R
200 OK
400 TouEK
TEL
BESIEIRB.
3.9.2 B /(ZLERRBUESS
INgEN4A
FE/ZLEREES
URI
POST /v1/{project_id}/sdg/server/mask/dbs/templates/{template_id}/operation
#+ 3-160 IR2SH
8% =% SRR 1k
project_id = String ImAID
template_id = String F&EHRID
IBRESH
% 3-161 153K Body &
B8H =E W% SR R
status 2 Integer REUESIRES
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APl &% 3 API 5388
R3S
K& 200
2 3-162 Uiz Body 2%
B8H BHEE R
msg String REEE
status String IREMAZ, %0'200','400'
K& 400
% 3-163 liILZ Body ¥
2% S¥RT fER
error_code String EIRS
error_msg String BIRER
=GNl
FEBREES
POST /v1/{project_id}/sdg/server/mask/dbs/templates/{template_id}/operation
{
"status" : 1
}
i 7~ 5
K& 200
BRI
{
"msg" : "xxxx",
"status" : "RESPONSE_SUCCESS"
}
K& 400
TouFK
{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"
}
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AP| &% 3 API 5A8
KD
RED R
200 =5 42Y]
400 Tuak
S
52 EIRB.

3.10 APl iAHICH

3.10.1 &if) OpenApi AHICH

ab
TORENR

&EHifOpenApilARICHE

URI

GET /v1/{project_id}/openapi/called-records

% 3-164 BRIZS#

B8H =Rk SR faR

project_id = String ImBID,

2 3-165 Query 2H

2% BRWIE SR fHR

limit & Integer SR/, BAA1000, K
2000,

called_url S String FEEFFBICRAIURL, £l
an: /v1/{project_id}/sdg/
database/watermark/embed

start_time & Long FFu&ad1E] ( Unix
timestamp ) , Bfii: Z, 4l
w: 0

end_time & Long £E5RATE ( Unix
timestamp ) , 2fy: =&, fi
0: 1638515803572
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API &% 3 API B8
2% BRIk S faiR
marker B String BE—MRR . IREGE—AY
ARWEE, FRENF—RATENER
Ei9ERNIRENE.
ERESH
7
i R 2%
R&E: 200
7 3-166 L Body 2%
28 S )5
total Integer EFBAPISIREL
succeed Integer B FBAPIELINREL
failed Integer R FAAPISEBOREL
openapi_calle | Array of APIERICRYIZE
d_records OpenApicCall
edRecord
objects
next_marker | String SREN F— AR AIRIR AT o
2 3-167 OpenApiCalledRecord
e SHE fHiA
user_name String JEARAPIEuser_name
user_id String EFBAPIFJuser_id
domain_name | String B FBAPIfYdomain_name
domain_id String B FBAPIFYdomain_id
request_url String B FAPIEJURL
request_meth | String httpigK5ix
od
response_cod | String httpiRZSAS
e
fail_reason String VAFRAPIKEWEE
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APl &%

i5Rpl

il iz 73~ f51

3 API 1528H
2 SRR iR
timestamp Long EFBAPIFYBSIE ( Unix timestamp ) , BB: =
b
K&/ 400
7 3-168 iz Body 44
2% SRR T
error_code String 2R3
error_msg String EIREE

&HiflOpenAPIERICHE

GET /v1/{project_id}/openapi/called-records

R7SE5: 200

OK

{
"total" : 11,
"succeed" : 11,
"failed" : 0,

"openapi_called_records" : [ {

"user_name" : "XXXXXXXXXXXXX",
"user_id" ; "XXXXXXXXXXXXXXXXX",

"domain_name" : "XXXXXXXXXXXXXXXXX",
"domain_id" : "XXXXXXXXXXXXXXXXXXX'",
"request_url" : "/VT/XXXXXXXXXXXXXXXXXXXXXXXXXXX/sdg/doc/watermark/embed",

"request_method" : "POST",

"response_code" : "200",

"fail_reason" : "",

"timestamp" : 1638427576524
1]

"next_marker" : " XXXXXXXXXXXXXXXXIIIXXKKKKKKKKKXXKKKKXIXXKIIIIXIIXXXXXXKX

}
RSE5: 400
TouEHK

{
"error_code" : "dsc.40000011",
"error_msg" : "Invalid parameter"

}
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/TN

K& ik

200 OK

400 FTRERK
R

BEEEIRE
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HiEL el
AP &%

A BigzR

A fyR

A1 RS

RSB YRI3 IRFi5AA

200 OK BKEIN.

400 Bad Request BREW
EINEREXZIEKR, FEHidiZiEK.

401 Unauthorized BERINIEELEM .
KRS RIS Z FPiRR AN AR EEARIE
= | 55

403 Forbidden BRI,
IRENZIRES, KRB KREEBRIARS R, B
RSB ImEEIZIEMER AR, (E2IEHEMESH
XS, EAzEREgEERIAE, BiNE
BEXZaR, FAESFIHiZIEK.

404 NotFound FMERIE RATFE o
EINEEREXZIER, FESIRZEKR.

500 InternalServerErro | RBIRZInEeAIEKIAIDE], BEFEIEMEA

r FRIERK,
2 51=8
HITEABAPIRT, WNRIEF “APIGW” FFLAYEEIRET, 152 WAPIRKEEIRBH T
1,
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HEzeh0

APl 2% A B
RSB =i=h m=ER ik AL IBETE
400 DSC.0000000 | The project ID | Project IDATE | isEikaiBLRHA
1 is not in the =E=4=:0E == =R
trust list
400 DSC.0000000 | Internal SEEES BEIXIEX R
2 service error X
400 DSC.0000000 | Failed to read | iEENSZAHEEIR! | 1S ESCASERIF]
3 the upload K,
file
400 DSC.0000000 | Invalid SHEIR! BIEBERNES
4 parameter .
400 DSC.0000000 | Invalid project | Project IDIKE | isEiXaiBA R HA
5 id iR i
400 DSC.0000000 | File size HENHEHEET | BaEEK
6 exceeds Ex APRH! N,
maximum
limit
400 DSC.0000000 | File format MHRRIVEIR! | BRESUERIRE
7 error ™o
400 DSC.0000000 | Upload fileis | EENXHAZ! | BIEEXHRNETR
8 empty BR=,
400 DSC.0000000 | There are HEESRKR BEITEREREA
9 many tasks at | £, BHEEER | XiF.
present. i !
Please try
again later
400 DSC.0000001 | Image NHEERKED | iERINER SIS
0 watermark NiFAE!
file is empty
400 DSC.0000001 | Image HEERKED | BRI SIER
1 watermark NiHBIEER | ).
file exceeds PRI
maximum
limit
400 DSC.0000001 | Invalid project | SXASEIRZKED | B Ef&.pngak.jpg
2 image EAGEIR! 0SS
watermark
file type
400 DSC.0000001 | Invalid Auth TN BERABY
3 token,
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APl 2% A BiF
RSB e HIREE ik AL IBETE
400 DSC.0000001 Order DSC B EDSCE 1B MADSCE R
4 prossional APARA! Ko
version
400 mask.200000 | Unknown RFFEIR! IBERINIEARA
01 error RN
400 mask.200000 | Internal AEBEIR! BEIXEEAREA
02 service error TiF,
400 mask.200000 | Invalid SHEIR! BIEBIEIRRISE
03 parameter
400 mask.200000 | Mask data HUIBBRBIEN! | IBEEIERINSEH
04 failed
400 watermark.10 | Unknown FENFEIR! BEIREEKREAR
000001 error ¥
400 watermark.10 | Internal AEREEIR ! BEIT R
000002 service error 5
400 watermark.10 | Failed to read | iSEENSC{4EE BB SR
000003 the upload i NN
file
400 watermark.10 | Invalid SR BIEIRIERIIESH
000004 parameter
400 watermark.10 | Watermark ZHERIKED | BREEZEEE
000005 not found FEE! IMmI7XKED
400 watermark.10 | File size FEXHEEET | BEEEIKX
000006 exceeds ERAPREH! I\
maximum
limit
400 watermark.10 | File format NIEERE BB SR
000007 error i=! o
400 watermark.10 | Upload file is | &332 BREHNSE
000008 empty z=| BR=,
400 watermark.10 | Wrong ZiN5EIR! BB (HHIEED
000009 password =R,
400 watermark.10 | The ".doc" dock&E | B ESERIE
000010 format file ASTEKED | .
does not Inge!
support the
watermark
feature
currently
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APl 2% A BiF
RS ERs ERER iR A IBIE e
400 watermark.10 | The ".xls" XS IEE | 1IBEESFRIRE
000011 format file AZHFREKED | =,
does not Ihgg!
support the
visible
watermark
feature
currently
400 watermark.10 | The ".ppt" PPUER I | IBEEERIE
000012 format file EATERK | =R,
does not EDINgE!
support the
visible
watermark
feature
currently
400 watermark.10 | No RBIETEKED | BREEKENSEE
000013 watermark AA! BIEE,
specified
400 watermark.10 | There are LEHESE BEINTEARA
000014 many tasks at | £, BHEEER | XiF.
present. it
Please try
again later
400 watermark.10 | Blind B/KEIELF | BlREXHREE
000015 watermark =! FESKED,
already exists
400 watermark.10 | There is not | MHRBEGE | BRESXER/N,
000016 enough T E KPR !
channel
capacity to
embed the
watermark
400 watermark.10 | Image BGREERE | BEXBERZEA
000017 channel g, AgeEr | X
capacity is NIKED!
too small to
embed
watermark
400 watermark.10 | Currently YBEIAZIFE | BRmAKXTF512(%
000018 does not BF512FK | ENER, TR
support BB RZIK | AR,
embedding Ep!
watermark to
image below
512 pixels
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A.3 3REXINH ID

M API SREXIRE ID
I8 DR LA SR R e R PR E (S BAPIEREY .

SREVIRE IDRYIEON “ GET https://{Endpoint}/v3/projects” , ELF{Endpoint}JIAM
LI T =, JLAMNBXFNEET SRR, EORNAEENES IIAIESEI

MRBIENT , Eprojects FAY “id” BIAIRAID.
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",

"description™: "",
"links": {

"next": null,

"previous": null,

"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
L
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true

}
1
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

MEHIEIRENRE ID

FEEAEONME, BoURLFFEEREANNERS, FUEERNEIMERS . I8
RSIRINT R T

1. BREEERFIS.
2. BERAFRE, EMIIRPREES “BRHNEIE .
3. & “APIEIE” mERMBSIRHPEEFREID,

A-1 E8INH ID

SEHSE APIEEE &
| ApEE O SEHTHS, INTRFIREMRERES. BoEEa
AMPEFE ®55
AMESD e 2D o
REAE
e s =
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HiELeHhl
APl &%

A B#=R

A4 SESRRECRIRECE

A.4.1 SHA256/512

ZBIREIEEF RN B AESHA256/SHAS 1 209 EERE

iERESH

EREEHI

A.4.2 AES

RA1IERSH

8% BRWI% SHER ik

algorithm 2 String BIXERY, SHA256/
SHA512

parameters 2 Object Y, ZBELSHO B

{

"mask_strategies": [

{

"algorithm": "SHA256",

"parameters": {}
}

1

"data": [

{

"col1": "test"

]
}

BT R R ERAESEEHITINE

AESEIZSHEENT: YIEREIVAI16FHIE, BRI ACCMER, ERS
= 9PKCS7-Padding ( BICMS-Padding ) o

INZREIRIE P, BI6FDEMIVIE, BEANNIENAS . INEEH i
Hl, BBISIEMARIE 2 Base64whiD, LAFFFRRIF R EEEIRERES

R A-2iE5R3H

28 =R SR A
algorithm 2 String BIXKE, AES
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APl &%& A iz
2% ERWiE SR fifik
parameters = parameters RSE LS
Object

2 A-3 parameters 2%{

2 =Rk SR ik
key 2 String AESEXZ4H
len 2 String DHEKE, BRIEENF
128, 192, 256
EREG
Emask_strategies": [

"algorithm": "AES",
"parameters": {
"key": "df643533b90b6926c9bff63cc16173db",

"len": "128"
}

}

]I

"data": [

{

"col1": "test"
}

1

}

A.4.3 PRESNM
X ERFRRERBRINUAEMAL, MPEBLATESE.

ERESH
EA-4 BERSY
2 =A% SR R
algorithm 2 String Ei%3EAY, PRESNM
parameters = parameters RSE LS
Object
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HiEz2H0

AP| & A MR
Z A-5 parameters
2% =Wk SRR ik
type 2 String BEFRFENDIC, BUEMN
T
e CHAR: ZFfias=
e RAND: FEHIEZS
method = String BESH, Btype=FERA
“RAND” BF, methodEY
BEReE:
e CHAR: BfEHTE
o DIGITAL: B A=
e BOTH: HF5FHRES
i
n = Int IREBRINIFTS
m = Int IRBEMIFE
TBREH
{
"mask_strategies": [
{
"name": "col1",
"algorithm": "PRESNM",
"parameters": {
"type": "CHAR",
"n": 1,
"m": 1,
"method": "*"
}
}
1
"data": [
{
"col1": "test"
}
1
}
aj:
{
"mask_strategies": [
{
"name": "col1

"algorithm": "PRESNM",
"parameters": {

"type": "RAND",
"n" 1,
"m": 1,
"method": "BOTH"
}
}
1
"data": [
{
"col1": "test"
}
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APl &% A Ffi=
1
}
A.4.4 MASKNM
X BEtrFEFEEEFINUAEM, NP EESHERE.
IBRSE
T A6 i5KkSH
2% Rk SR A
algorithm = String HiXZEA, MASKNM
parameters = parameters R LS
Object
2 A-7 parameters
2% BRIk SRR ik
type = String BEFHFENA, BUE
A
e CHAR: FfHE=
e RAND: FEHiE=
method = String BESH, Btype=FEA
“RAND” BY, methodEX
BEReEN:
o CHAR: BiaFH
o DIGITAL: B AE=F
e BOTH: HF5FHES
Hig
n = Int BERINZFERF
m = Int BEREMUFRH

iEREH

{

"mask_strategies": [

{

"parameters": {

"type": "CHAR",

"m"1,
"m" 1,

"method": '

}
}

{0
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1,
"data": [
{

"col1": "test"

}

}
1%
{

"mask_strategies": [

{

"algorithm": "MASKNM",
"parameters": {
"type": "RAND",
"n": 1,
"m": 1,
"method": "BOTH"
}
}
1,
"data": [
{

}
]
}

A.4.5 PRESXY

FEBTFHREYRIRNE, EttEioREEE.

"col1": "test"

IBRSE

RA-8IEKRSH
2% ERWI% SRR ik
algorithm = String BiASERY, PRESXY
parameters = parameters IREEIESE

Object

Z A-9 parameters
2% =R WI% SRR R
type 2 String BEFHENAN, BE

H:

e CHAR: FfHEE
e RAND: [EH#E=
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APl & A M=
2% BEWIE S¥ER ik
method g String BESH, BtypeFEA
“RAND” R¥, methodEX
ERAEEE

e CHAR: Bt N=FH
e DIGITAL: Eifah¥==
e BOTH: #F5=HES

i
X i~ Int REFFFRIFHAME
y = Int REFARIGERME
iEREESI
' "mask_strategies": [
{ "name": "col1

"algorithm": "PRESXY",
"parameters": {

"type": "CHAR",
"x": 1,
"y 1,
"method": "*
}
}
1,
"data™: [
{
"col1": "test"
}
1
}
gy
{
"mask_strategies": [
{
"name": "col1

"algorithm": "PRESXY",
"parameters": {

"type": "RAND",
"x" 1,
"y 1,
"method": "CHAR"
}
}
1
"data™: [
{
"col1": "test"
}

1
}

A.4.6 MASKXY

BEFFEEYRINE, HEHoASRE.
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APl &% A B3z
IBRSH
& A-10 ERSH
2% =Rk SR ik
algorithm = String HiEEA, MASKXY
parameters = parameters REELESE
Object
Z A-11 parameters
2% =R WI% SR ik
type 2 String BEFHENAR, BUE
A
e CHAR: FfHE=
e RAND: REHliEE
method = String WmESH, BtypeFRA
“RAND” BY, methodEX
{E/\ﬁbjg:
o CHAR: BifAhFH
o DIGITAL: B AE=F
e BOTH: {F5FHES
i
X = Int BEFRHINFGAE
y = Int BEFAERUE
(=R =]
{

"mask_strategies": [

{

"name": "col1",

"algorithm": " MASKXY",

"parameters": {
"CHAR",

"type":
"x": 1,
"y 1,
"method": "*"
}
}
1
"data": [
{
"col1": "test"
}

1
}
gy:
{
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"mask_strategies": [
{
"name": "col1",
"algorithm": "MASKXY",
"parameters": {

"type": "RAND",
"x": 1,
'y 1,
"method": "CHAR"
}
}
1,
"data": [
{
"col1": "test"
}

]
}

A.4.7 SYMBOL

TR SRISERIRERE, Z—aPRERE.

IERESH
T A 12 ERSH
2% BEWI% SHEEH A
algorithm = String Hi%3£8, SYMBOL
parameters = parameters & ESH
Object
£ A-13 parameters
e BRIk SHERR R
type 2 String BEFAFENAR, BUE
A
o CHAR: Ff5#=
e RAND: [E#liE=
method 2 String BESH, BtypeFERA
“RAND” AY, methodBX
BER8EH:
e CHAR: BithFH
o DIGITAL: Bl
e BOTH: {F5FHES
ik
direction = Int BERAE
0: 1FEFFIaIES
1 R FHEES
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SHERR

s

[

String

EERNTIRFT

it

EREEHI

{

"mask_strategies": [

{

"algorithm": "SYMBOL",
"parameters": {
"type": "CHAR",
"direction": 1,
"SymbOl"I |l@|l'
"method": "x"
}
}
1,
"data": [
{
"col1": "test"

}
1

}
gy
{

"mask_strategies": [

{

"algorithm": "SYM BOL", /BB LS &

"parameters": {
"type": "RAND",
"direction": 0,
"symbol": "@",
"method": "CHAR"

}

}
1
"data": [
{
"col1": "test"
}
1
}

A.4.8 KEYWORD

Xt BirF TR RRIIE E R BIEAH TR

IBREH

EA-145KkSH

23 BRIk

SHEA

1k

i

algorithm

String

BE#A, KEYWORD

ali

parameters

parameters

Object

BSEIESE
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APl &%& A iz
£ A-15 parameters
2¥ =AW SR ik
key = String IBERIX I
target = String BirENERME
TBRAEH
{
"mask_strategies": [
{
name": "col1",
"algorithm": "KEYWORD",
"parameters": {
"key": "KEF",
"target™: "BirEHFH"
}
}
1
"data™: [
{
"coll": "z
}
1
}
A.4.9 NUMERIC
MEERFROTZK.
RS
R A-16 i5RkEY
2% BRIk SRR ik
algorithm = String B]iEZE, NUMERIC
parameters = parameters RSE XS
Object
2 A-17 parameters
2% BRIk SRR fifik
value = Double IEEHIEREEEIZ(RIXE
SEEfE, ReenEBHEE N
#, BBRATF0
iBEREG
{

"mask_strategies": [
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{

"algorithm": " NUMERIC",

"parameters": {
"value": 0.05
}
}
1,
"data": [
{
"col1": "test"
}

]
}
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AP &%

B {21Tic%

B ZiTieR

V-Zi=):t

(EXG5AH

2024-03-30

FHHRELE

il
‘HIREMSERIEERER &O.
‘HIREMZExRSIER EO.
‘HIRENSEFERES” #0.
“OBSIM“ZEREAEIE” &0,
“OBSIMZEN 47 REf” .

i
“BIpRIEES " #EO,

2022-12-09

FHORERX &

g

o “HEEIE” tHXAYEO.

o “HEEM” HAxpEO.

o “HFE” fBXxavEO.

o “HUESHSHIEL” HBXAYEO.
o “APIERICR” #BxpMEO.

2022-09-21

FTRXRERXNKRS.
APIffiE -

2022-07-08

BHIRIEXE
“ region_id ” %zﬂlﬁ_é%%?ﬁo

2022-04-15

BT=RERKEM
1&e “ERNEHRKED” 0O,

2021-12-13

BT+ TRERKEM
EHT “ERANIEUKED” #20,
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B {21Tic%

y-Zil=) -

(EXG5AR

2021-11-10

FE+—IREf.
IRINEUREERXRIED .

2021-09-28

EHXREXET
APHZRLEALA -

2021-09-14

FHREXE

ERER P RET

2021-09-09

F)UREX R
IELYRSPRS], FEINZKENAYLISRIRE o

2021-07-22

BEXREX K.
APIffiAE -

2021-04-28

BREX R
APIEIIEAEEEL -

2021-04-16

FRRERNEM
TRIRIS LIRS o

2021-04-07

BIREX R
12N “ERIXEN” B,

2021-03-11

B=XREXERT

22 “BlR7KED” BT, STHFPPTIVEAINZK

EDo

2021-01-14

BEIRERNKR
ERERTRET, BINEET SRS,

2020-11-24

FEREREM
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