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1.1 #iR

Z=BEkEE (Cloud Firewall, CFW ) R —RII=EE KIS, Bt = EEBRBRF]
VPCIHRRIBHIF, SIELNEENSHE . £B5—huEsl. ERES MW
. BEHEITSWHRESTE, BIRSIFHEERMY . AIRHE AN, R
BiHR = bW SR skFEk, REMNAILBPIERIENITEM . =B XIER
EZRNAP IS ERIREMEZ2HIPIEMRS .

AT LAERARS AR M AYAPIRICFWHHTIESRIRIE, wNEiE. EERE,

FERBRGXIBAPIZET, BRREERSD TR KERS, BXElXERSAF

WA, BERFmTE.

1.2 ER%EE

CFWIELTREST ( Representational State Transfer ) KIF&API, SZiFEBITHTTPSIS
XiER, ARREES LAMEERBAPL,

1.3 RigH =

Zinti = ( Endpoint ) BIERAPIRYIEREIE, REIRS FAEIXRIFNZHTRAR, &
LA AL R E IR ERSAIR IR T <.

1.4 EXRHEE

o kS
FRFEMIRIKS, WKSYEMMABIRERZRSZEBERIHIENIR, AL
EEAPER. PERPNRE. BTWKSENMEER, ITHFRKSZE, #
WEAEERERAKSHITASEETRE, MEBTEIZBPRHTREEET

1’E0

e HMF
EEE’&?%EIAMEP@U@E’\J%F', ERRSHOERAR, BESMHEIE (ZBMinE
iR) o
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e [Xig (Region)

MIBIR( EFNEATIELEE XIS, E— 1 RegionAHZEMITHE . HRFME. IR
=&, BHEAMIP. SEBEATEIRS . Regions FiEFIRegionf1E /ERegion, &
FBRegiontsER AR FIRIHE B =RS5AYRegion; E/ERegionfg RiEEE—3
Vs ak RE 4 ER PR SRS AIE ERegion,

e HJHK (AZ, Availability Zone)

—PAZR—PE S MIREIERDONES, BTAIKIOKE, AZRZE LB
&, WE. FHESFFFENDHRSIER . — 1 RegionFHISPMAZEETSIESS
TiEiE, LIisERFPBEAZESTRMRSRINEK

e InH

KIFEGAMN—PINE, XTIMEHRARE, AXREEMEXEENZER (it
BRR. FEZFEINERE) , LEOGARBABAEETEN, BREULIEE
IKSHIZKIHAIFFERIR. WNREFEHITEINBARIZS], FJLAEXIEE
INWIBEFEIBZFINE, AEFIREFRIZTE, ARLUFIENBRAHRITE
X, EERAFNXEENFEFRBETRIR, EERIRARESI BN,

1-1 B fRE&EE

HEA LiEB
HEA1 IREA_2 HWEB1 IWEB.2
XisA XigB
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API HE"
L

BT (FERACFWIRMHAYEZD, &L EAFERCFWHIFREINEE

et 1dBA

FaKISETE FAMXIFEEEREO, SEEEBXESIE. EEbh XIS+
SE. BB XSRS E .

EIPEIE F":EEEIP};:III BIRFE/XFEIP. EHEIPNE, EHEIPFIE

ACLHRNIETE ACLHIMEEDO, BfECIE. Fr. MRACLHINZEEO,

EQREEE BREOZE, GIFCE. B, HRE/at8EEO,

AR SR, IR, 8. EthitAEEO,

IRBHESE EIRIRSSE, ST, 8. BRIRSHESEO,

%%%Hﬁ&ﬁt%zﬁ EIRHZE, SFRN. 8. ERigEAFEO,

=18

IPSEETE SIEIPSEET X, BIFEFEIPSIRE. IPSFX. EiEfhFEDR
F8RME,

HESE SEAEFEDO, SiEEEHUEHEE. E0REEEAE.
EI@MLEE %?&Do

me SIEIMEESS, SiFtE. &8, HRIMEESEFEO.
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3 SNMaliE AR API

3.1 */J\u:\ss;k

AP NBAMTIIEREST APIFIISEK, FLUERIAMRSHIFRENEF TokeniiBBIN{aE
FBAPI, iZAPIZEEVERFHIToken, TokenT LA FEBEMAPIRTER

153K URI
15 KURIERAN &R 4BRL
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

auaj?URI@ FIFKIERkF, EXZSHESTERAEKRENBRBERPRME
BEE, FrLAFEILEIREE .

e URI-scheme:
RTRATERIBRAMNY, HRIFTBEAPIIRAHTTPSINY
e Endpoint:

IEEEERESTIRSS In mAYBRSS 28182 5kIP, ARIARSARXIFHAIENdpoint A&,
eT LAMME X041 15 RIREN
BIANAMBRSSTE “HE-FH” XIFAYEndpointh “iam.ap-
southeast-1.myhuaweicloud.com” ,

e resource-path:

RIRREZE, tHEIAPHADRER . NEFAPIBIURIELRIRER, fIan “3REXNERF
Token” APIf9resource-pathy “/v3/auth/tokens” .

e query-string:

BESH, SUERD, ATEETAPEIEEESH . s lEEE+T—1
§;‘Z? 7, A “Z‘%ﬁl% SHEVE" , BlE0 “limit=10" , RREBFEI105
% *EO

BIANREEIRENAMPE “FRE-FE” XighIToken, NWFEMFER “HPE-FE" XM
Endpoint ( iam.ap-southeast-1.myhuaweicloud.com ) , F{EZXEVEHF TokenfJURI

#R45>%kZlresource-path ( /v3/auth/tokens) , }#ﬁi@%tu?ﬁﬁﬁ:o

https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
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BRI

N

s== N
185Ki

ARk

3-1 URI REE
‘https:;’;’ iam.ap-southeast-1.myhuaweicloud.com |/v3/auth/tokens

A A A
URI-scheme Endpoint resource-path
AR

HNEEHE, £ EKRAPINURIERD, RiGtiresource-path#lyy, FEEKRGEZEE—IE,
XZ2FEAURI-scheme#BEHTTPS, E—MRSZAIENdpointfEE—MXEtER, ErLAESER
B D EE

HTTPiEKR7AiE (BRIRAIRESENE ) , EERRSRETERTAEETNRIE,

o GET: BKIRFZHRERENEERR .

e PUT: EKRIRSHREFIEERIE

o POST: EKRIRSZH[ING RSN TITIRIRIE

e DELETE: BKIRS==MIFEERE, MBFRTRE.

e HEAD: BXKIRSZREIELEL.

e PATCH: EXRIRSZHEHEFISBOAS . AFFEAFERIANE, PATCHOIEES
EOIBR— M REER

TEIRENFE P TokenfJURIER, EAILABEIEBSKAGEAR “POST” , NEBEKA:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

BEANERLFER, WISERIURIFIHTTPAIARERIFER . HIAIE N EEAERRNE
k3L “Content-Type” , {ERENEEE,

M ALHELFERINENEKT,

e Content-Type: JHEMFRAIER (18X ) , ©ik, BABYES “application/
json” , BEMEVERNSEEREOSRE TR,

e X-Auth-Token: FFToken, mJi%, H{EFMTokenAINIERT, HITUEFIZE
E& . FPTokenti 5 2ERKEAR TokeniZOMNMOAA(E, ZIEOERE—FREEIA
WEAYEO

(0 #5488
API[ERYSZHFERAK/SKINIE, AK/SKINIERERSDKITERFTER, ERidESa5E
BEkAiRIlAuthorization ( FZIAEEE ) FOX-Sdk-Date (&K &I=HIATE ) &KL,
AK/SKINIERYIEAR5 RIS S IWAK/SKIAGE

X FIRENAFTokeniz [, HFAFZEINIE, FTLARAID “Content-Type” BIET, &
B R ERNE RN TR

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
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3 WN{a)iE A API

IERIHRIF

IEREBMEREUSHUEIUAL, SiERERLF R Content-typeXIiz, (EEFRIFR
HELZIMIRE . BERBEEARFSEIFP, WRFFURAUTF-84D .

BMEONBRERRARBTTE, EHTES M EOMBFEEFTRERE (HEHHE
SRR ) , GET. DELETERERERZENMAFTERRS, HRAEFATFER
EEAZEOME.

I FIRENF R TokeniEz D, ERILAMNIZEORNEREIBD EZIFFEHNIESREE NS IR
BE, SHEEMIINGHERIN TR, IHENRAFRESRIELIMEES, Hob
usernameIAFE, domainname/SFAFFIERIKSRAIR, - *HERERE
B, xooooocooooxxxxaprojectlZFR, el AR LR T IREL, ITRHEX
FRIRTARmEL “ X" FERAYE.

AR

scopeSHTE X T TokenfWWERLE, THEREIIRENAIToken{XEEHTlproject FHYEIR, &0EA]
L‘)\iFQETo ken{EBIE AR IMKS FAERRIKSHIE Nproject FHIERIR, FMATENIES IR
FHPRPToken,

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
"password"; " ##HEEEER
"domain": {
"name": "domainname"
}
}
}
I
"scope": {
"project™: {
"name": " XXXXXXXXXXXXXXXXXX'"
}
}
}
}

BRI MEREENABTMERTTET, ETLUERcurl. PostmanziEiEdH
SEERNREEKIFRAPI, XTFIREVAERTokeniZO, RERIMMEAGEELH “x-
subject-token” FEEEIXRENAIAF Token, BT TokenZf5, EiaTLAEHTokeniA
UEEREMAPI,

3.2 TAIEER

EREOBWTAEMIAELT, Sl LUEEEA— M TIANIESI
e TokeniAiE: i@idTokent AMIEEREIERK -

o AK/SKIAIE: @IFAK (Access Key ID ) /SK ( Secret Access Key ) TIZZRAAIER
WEEFEBAK/SKIAIE, HZeMtbToken\EES.
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=K

APl &% 3 A0l R API
Token AIE
(AL
TokenBOBEMERSI24/\0F, EE(EFRE— N Token AT, ATLASEEFRSE, B MEERA,
TokenfEItENAZZHFRESHE (IGHT ) HER, BB TokenfiARBEREMIIR,
TokentT\IEFL 27 FIAPIRIRTRIG TokenIIZIERIBESL, NMEIBMDINIE, K15
REAPIBIBUR o
Tokena] B3 A FIZRENAF TokeniZ 3KEY, AAARIRSZAPIFZZEprojectZRAIHY
Token, BNERZKEVFEF TokeniZ[ORY, iE3kbodyArauth.scopeRIEVEEZEEXFE
project, N A7
{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
llpassword": n *******a!"
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " xxxxxxxx"
}
}
}
}
$kEXTokenf5, BIARAEMIEZON, SFEEERBEELFIRIM “X-Auth-Token”
H(EBpIToken, fBliNToken{& “ABCDEF)...” , MLARREORE “X-Auth-Token:
ABCDEF)...” MENERiBELENAT, SR,
POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)....
AK/SK IAIE

(MARzY::]

AK/SKEZINER IS EE R AN 2MBLLA, 12MBLL 95 RiS{ER Tokeni A o
AK/SKINEFL 2 ERAK/SKITERBITER, HEKITEEZEERIZIERL, M
BT BDIAILE,

e AK(Access Key ID): iBIa)Z$AID . SFABIHRIEAXENE—RRT; HiREH

IDFIFABIBIOESE—E(ER, MXERHITINESE

e SK(Secret Access Key): Sifa)Z$BIDES{ERMIEA, MERHTINEZEEE,
AFRRARIET, HEALEEREIES .

{ERAK/SKINIERT, EAJLIBTERZFAFERAK/SKHIEREBITES, tBAILUERE]
RIZERSDKIFBRIHITER . 1FHAIER T EFISDKERTTIEEZS WAPIEZ SR .
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https://support.huaweicloud.com/intl/zh-cn/devg-apisign/api-sign-provide.html

=K
API &% 3 SNfaIEAE API

A
HASDKRIZHZRINEE, SRSFRMAISDKAE, ERIHEES.

3.3 IR[EI5R

RS
BREEUE, CRWENNN, SRRBE. MAGEEAEEK.

ISR —HMNEISXRIEFARD, REBERT T IERIMNAYAE, TEIRE
IES= N i

X FERENFF Tokenix [, YIRFARIREIATSESA “2017 , MFRFEREII

NaRGHERSE
RRIEREE Sk, MAEFEEREL, 1 “Content-type” .

X FIREXFF TokeniE [, IR[EIUNE3- Zﬁﬁj_-El’J‘ﬁE;k, Hrp “x-subject-token” 2
EEIRENIRFToken, BT TokenZ 5, EEiRILAERToken MIEEAE{BAPI,

=] 3-2 SXEVAEF Token MRz EEsk

connection —  keep-

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAM

x-iam-trace-id — 218d45ab-d674-4995-3f32-2d0255bad1b3

x-subject-token

MaREEEE (A )
TREHE S AE LA IUARRIRE, SIRGE Sk Content-typeXd i, (EEIRIME

HELZINMIRS .
X FIREXNFFTokeniE, REMITEEMA ., ARiEER, XBERERBOAS.
' "token": {

"expires_at": "2019-02-13T06:52:13.855000Z",

SASRRA 04 (2024-06-28) WRIERE © LEARITERARERAF 8


https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
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APl &% 3 AN{aTiE RS AP
"methods": [
"password"
1
"catalog": [
{

"endpoints": [
{
"region_id": "xxxxxxxx",

SEOREALEN, SREESREBRIESREERE, ExWAAIBody A EzUaI TR

o
{
"error": {
"message": "The request you have made requires authentication.",
"title": "Unauthorized"
}
}

s [

HrR, error_codeZXRiBIRIG, error_ msgRREIREIAEE .

SASRRA 04 (2024-06-28) WRIERE © LEARITERARERAF 9
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API

4.1 PpXIEEHE
4.1.1 SRR KIE

ThEEN 4R
BUERR X IE
BRGE
52 WATERAPI .
URI
POST /v2/{project_id}/firewall
41 BESH
2% BRIk SR fHid
project_id = String fHFIRRId
ERSHE
& 4-2 153K Header 2
2% ERWIE SR HEid
X-Auth-Token | 2 String PR Token, @iTiEREIAMIRSS

FRENF P TokeniE O3REX ( MR
JHESLAhX-Subject-TokenfY
B)

STREFRA 04 (2024-06-28) IR © ERmBRABRAT 10



=K

APl &% 4 API
2% BEWI%E SRR ik
X-Client- S String RIEE Pimia R ESF AR .
Token ZHRRA32IUUIDIE, M
Fin4drk, BEREFEARAREKRZ
EZtMRE B,
% 4-3 153K Body 2%
8% BEWi% SRR ik
name = String BH K IEEBRTR
enterprise_pro | & String ®WIRBID, APFRABEWIR
ject_id BHEJZ0
fRE{E: 0
tags & Array of tags | RIEIRE
objects
flavor = flavor object | MIEEE
charge_info 2 charge_info | i+22LBUERE, IFEF/8H
object iR, BANIEE.
K 4-4 tags
e EEWI%E SR R
key & String FREEKEY
value & String FREEVALUE
Z 4-5 flavor
2% BEWYI% SRR R
version = String B kiEkRA  “charge_mode”
H9 “postPaid” A, {XZHFE
b, “charge_mode” 3
“prePaid” B, SZIFHRAERR.
TR o
Standard - #RERR Professional
- BAlhR
BEHE:
e Standard
e Professional
MAShRAS 04 (2024-06-28) RN © LARITBIRABREAT 1
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SH

SHERE

%

extend_eip_co
unt

Integer

I EEIPHE, (NEEFET
M

=/IME: 0

SA{E: 2000

HhaE: o0

extend_band
width

iy

Integer

TEER, SKA5, (NEEH
MR TEX

&/ME: 0
EA{E: 5000

extend_vpc_c
ount

i1y

Integer

I"EVPCH =, (NEFmS
= L

=/IME: 0

BAE: 100

2 4-6 charge_info

2H

R

SHER

1%

charge_mode

String

e,
BEEE:

prePaid: Fuft2%, BIEE/E
B. postPaid: [5{d%%, BMi%
T,

period_type

iy

String

VINSEHASEEY

EEEE:

month: €8, year: 8%,
RBE: “charge_mode” 9
“prePaid” B&RL, BAwE
B,

period_num

iy

Integer

“charge_mode” 73
“prePaid” BI&ERL, Bwik
8, BEI1TBERIRTE,
EUESCHE:

4 “period_type” A

“month” B, BYEN1~9, X
“period_type” A “year”

BF, BUER1~3,

MAEARAS 04 (2024-06-28)
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28 BBk SRR ik
is_auto_renew | 2 Boolean SR EHLAIRYaigE, T

EEBmET, 5 THEERFER
Fﬁﬁ*ﬁﬁ, BETIR&BEI
T

true, AB@NEET, false, A
ABmEET, BAzBR.
ThE(E: false

Boolean CIZE A IEE, TrEh
BoINZERPRIKP ST, =
BRSBTS R -
true, ABWZF, (SEENE
B ESHITME, AR
BEINEFPEARKFAH
&) , BafEMESEMIT
BRI (ZIT B NS SRR
EEE) . BEiTEREN “Fx
37, FEFERPFNZT(FED
X3RS, BEREATLMENRFES
ENEIRAVIFI0F0MLER ) false,
RENZS, BAZBER. (F
EEPFMEST, BERALUE
FEIr0FiLEs )

Thea(E: false

ali

is_auto_pay

=351
JRASEG: 200

2 4-7 1N Body 2%

84 SR A
job_id String SCAEIGIERIMESSId. (NEIEIEFLAIRNSREIZ
order_id String TBS, (IEEFERMREIZSE.
data CreateFirewa | IZEMHMIELKR
lIReq object

£k 4-8 CreateFirewallReq

2% SR R
name String B KSR TR

STREFRA 04 (2024-06-28) IR © ERmBRABRAT 13
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2% SR fik
enterprise_pro | String ®WIREID, PRAFBEEWIRBHMEO
ject_id HhEE: 0
tags Array of tags | FRIEIRE
objects
flavor flavor object | MHEEE
charge_info charge_info | ITE&EBERE, IHEF/BRTIRE, FMANR
object Ho
# 4-9 tags
B8 BHEE R
key String FREEKEY
value String FREEVALUE
2% 4-10 flavor
2% S¥RE R
version String FHXiERRAS  “charge_mode” A “postPaid”
BF, (ZFE kR, “charge_mode” 79
“prePaid” BY, SZIFFMERR. ZAAR
Standard - #RERR Professional - Ak
KEE:
e Standard
e Professional
extend_eip_co | Integer IREIPHE, (NEBEBH=ETEXR
unt B/VE: 0
ExK{E: 2000
REE: 0
extend_band | Integer rEwE, K85, (NEEHHEE FEY
width ME: 0
BX{E: 5000
extend_vpc_c | Integer V'RVPCHE, (NEEHESE FEY
ount £/ME: 0
=X{E: 100
SCHSRRZS 04 (2024-06-28) RS © EARITERABIRAE 14
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2 4-11 charge_info

2% SRR R

charge_mode | String THEED .
EEE:
prePaid: Fufd#%, RIESF/BH. postPaid: f§
928, BMEHETE,

period_type String TTTAEIHAZEEY
BEEE:
month: B8, year: B, iRHA:
“charge_mode” 3 “prePaid” B34, BHAW
yeiry| =

period_num Integer “charge_mode” 79 “prePaid” BY4ER, BRws
WEE, IEEITWAIRTIE .,
BEEE:
24 “period_type” 3 “month” B, BEUES
1~9, 2 “period_type” J9 “year” B, BUEA
1~3,

is_auto_renew | Boolean CIZ B ERALAIRTiEE, TreldBahEaT,
LT EHIFNRAERAER, BEaTiRSB8X
<,
true, ABNEET, false, ARBEEIET, BA
ZHE.
The&(E: false

is_auto_pay Boolean SIS AR EIEE, FreaENEFRIK
Az, B AEMEE TSI A
true, ABEMXZT. (SEIMERITIOINNRS
HITME, AEESINEREIZRFFZ
5) , B EMESEMITERIN(ZITEMN
TEMESMBREEEM) . BITRRER “F
17, EFERPFT(FZI0T, BPET
LUMEM R BahidiFaVri0f0iEss) false, A
FZfT, BAZAER . (EERERPFIEX
&, BRELUEEFIDFMES )
Tha&(l: false

REB: 400
SCHEhRZAS 04 (2024-06-28) WRINERE © £ ATITERABIRAE 15
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2 4-12 Wi Body 2
8% SHE fik
error_code String =g
B/IVMKE: 8
RAKE: 36
error_msg String HEiRfAR
BIMSE: 2
RAKE: 512
=GNl
FHBFRERRBE KIS, 1 REBFIFEIP2000, 3 RSP BE5000Mbps, 1 RGP
VCP1001™, SIEHRITERES, ERBE&EEE:, BRBMYM, FFB11TA
https://{Endpoint}/v2/124147da-5b08-471a-93d2-bc82acc290c6/firewall
{
"name" : "CFW-TEST",
"enterprise_project_id" : "0",
"tags" : [ {
"key" : "TagKey",
"value" : "TagVal"
1
"flavor" : {
"version" : "Standard",
"extend_eip_count" : 2000,
"extend_bandwidth" : 5000,
"extend_vpc_count" : 100
h
"charge_info" : {
"charge_mode" : "prePaid",
"period_type" : "month",
"period_num" : 1,
"is_auto_renew" : true,
"is_auto_pay" : true
}
}
I 7~ A5
R&FG: 200
HATRIN, 1R[EobID
{
"data" : {
"charge_info" : {
"charge_mode" : "prePaid",
"is_auto_pay" : true,
"is_auto_renew" : true,
"period_num" : 1,
"period_type" : "month"
h?
"enterprise_project_id" : "0",
"flavor" : {
"extend_bandwidth" : 5000,
"extend_eip_count" : 2000,
"extend_vpc_count" : 100,
SCASRRAS 04 (2024-06-28) IR © AT BRABIRAR 16
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SDK {XtEf1

Java

"version" : "Standard"

%
"name" : "CFW-TEST",
"tags" : [ {
llkeyll : I|TagKeyl|,
"value" : "TagVal"
H
}

"order_id" : "CS2403271050ZEMOL"
}

WK&G: 400
IERIFEIR

"error_code" : "CFW.00100001",
"error_msg" : "RFEZEIC, BHEEER"
}

SDKACERBIENT

FHErRERRPG A, T ERSIFEIP20001, I ERIFTE555000Mbps, 1 ERHF
VCP1001, SRR EER, BHEBESE, BREBmER, FEI1ME

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util. ArrayList;

public class CreateFirewallSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
CreateFirewallRequest request = new CreateFirewallRequest();
CreateFirewallReq body = new CreateFirewallReq();
CreateFirewallReqChargelnfo chargelnfobody = new CreateFirewallReqChargelnfo();
chargelnfobody.withChargeMode("prePaid")
.withPeriodType("month")

STREFRA 04 (2024-06-28) IR © ERRBRABRAT 17
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Python

.withPeriodNum(1)
.withlsAutoRenew(true)
.withlsAutoPay(true);
CreateFirewallReqFlavor flavorbody = new CreateFirewallReqgFlavor();
flavorbody.withVersion(CreateFirewallRegFlavor.VersionEnum.fromValue("Standard"))
.withExtendEipCount(2000)
.withExtendBandwidth(5000)
.withExtendVpcCount(100);
List<CreateFirewallReqTags> listbodyTags = new ArrayList<>();
listbodyTags.add(
new CreateFirewallReqTags()
.withKey("TagKey")
.withValue("TagVal")
)
body.withChargelnfo(chargelnfobody);
body.withFlavor(flavorbody);
body.withTags(listbodyTags);
body.withEnterpriseProjectld("0");
body.withName("CFW-TEST");
request.withBody(body);
try {
CreateFirewallResponse response = client.createFirewall(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

FHEtmERRB S, 37 RERAIFEIP20001, I RFGIFHE5000Mbps, 1 RERGiF
VCP1004, BEEAITEE, BREMEE, BERBMNM, FE11TA

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CreateFirewallRequest()
chargelnfobody = CreateFirewallReqChargelnfo(

STREFRA 04 (2024-06-28) IR © ERRBRABRAT 18
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charge_mode="prePaid",
period_type="month",
period_num=1,
is_auto_renew=True,
is_auto_pay=True

)

flavorbody = CreateFirewallReqgFlavor(
version="Standard",
extend_eip_count=2000,
extend_bandwidth=5000,
extend_vpc_count=100

)

listTagsbody = [
CreateFirewallReqTags(

key="TagKey",
value="TagVal"

)

1

request.body = CreateFirewallReq(
charge_info=chargelnfobody,
flavor=flavorbody,
tags=listTagsbody,
enterprise_project_id="0",
name="CFW-TEST"

)

response = client.create_firewall(request)

print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)

print(e.request_id)

print(e.error_code)

print(e.error_msg)

Go

FHEtmERRB S, 37 REBBIFEIP20001, 1 RFGIFHE5000Mbps, 17 ERHiF
VCP1004, BEEAITEE, BREMEE, BERBMNM, FE11TA

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreateFirewallRequest{}
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}

2

BEZRFEIESHISDKIRREI, BER

periodTypeChargelnfo:= "month"

periodNumChargelnfo:= int32(1)

chargelnfobody := &model.CreateFirewallReqChargelnfo{
ChargeMode: "prePaid",
PeriodType: &periodTypeChargelnfo,
PeriodNum: &periodNumChargelnfo,
IsAutoRenew: true,
IsAutoPay: true,

}

extendEipCountFlavor:= int32(2000)

extendBandwidthFlavor:= int32(5000)

extendVpcCountFlavor:= int32(100)

flavorbody := &model.CreateFirewallRegFlavor{
Version: model.GetCreateFirewallReqgFlavorVersionEnum().STANDARD,
ExtendEipCount: &extendEipCountFlavor,
ExtendBandwidth: &extendBandwidthFlavor,
ExtendVpcCount: &extendVpcCountFlavor,

}

keyTags:= "TagKey"

valueTags:= "TagVal"

var listTagsbody = [Jmodel.CreateFirewallReqTags{

Key: &keyTags,
Value: &valueTags,
By
}
enterpriseProjectldCreateFirewallReq:= "0"
request.Body = &model.CreateFirewallReq{
Chargelnfo: chargelnfobody,
Flavor: flavorbody,
Tags: &listTagsbody,
EnterpriseProjectld: &enterpriseProjectldCreateFirewallReq,
Name: "CFW-TEST",
}
response, err := client.CreateFirewall(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)

}

API Explorerf9XH3RBIR

HYSDKICED A o

W&

%, JERBHXIN

LA fiR

200 TR, i&x[EloblD

400 BRIREIR

B2 EIRE

MAEARAS 04 (2024-06-28)
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CFW/sdk?api=CreateFirewall

=K
AP &%

4 API

4.1.2 3XEY CFW {ESHITIRE

INREN4A
RENCFWAESHITIRES
BREE
152 WATEBAPI,
URI
GET /v3/{project_id}/jobs/{job_id}
x 413 BRE2¥
2% BRWIE SR fHR
project_id = String ImBID
job_id = String {E£551D
BRESH
& 4-14 153K Header 2§
2H BRWIE SHR fHR
X-Auth-Token | 2 String R Token, BEIEARIAMBES
SRHYFE A TokeniZFKEX ( MR
&2 sLAX-Subject-Tokenfd
#)
R3S
R&ES: 200
& 4-15 K7 Body 2%
B8H SHERR U
error_code String =g
B/M<E: 8
RAKE: 36
error_msg String HERfAR
BNME: 2
BAKE: 512
SCHEhRZAS 04 (2024-06-28) RIS © £ ARITERARBIRAE 21
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2% SR ik
data data object PITER
% 4-16 data
2% SR iR
id String {£551D
status String FESPITIRES,
BYE: {EH “Running” , ®RESBIEEWNIT.
{89 “Success” , ®RESHITHIN. BN
“Failed” , FRESHATEM
e =
e Running
e Success
e Failed
begin_time String BUEERTIE], XA “yyyy-mm-
ddThh:mm:ssZ” .
Heh, TIEENEEHE; ZiEitXRE=, f
W1t ERAYE) w27~ /9+0800,
end_time String gERAYE, $8=LA “yyyy-mm-
ddThh:mm:ssZ” .
Hreh, TIEENHENFE,; ZiENXREE=E, 6l
W1t =AYa){mfs £7/9+0800,
Bkabl
SREVINE 09bb24e6fe80d23d2fa2c010b53b418c FAYJjobid IAYF588ce71-
e26¢-400d-8981-f854355f6849H9(FSZ 155
/v3/09bb24e6fe80d23d2fa2c010b53b418c/jobs/f588ce71-e26¢-400d-8981-f854355f6849
N Mz 73~

WR&E: 200

IREUESS B EOREE

{
"data" : {

"begin_time" : 1641370501000,
"end_time" : 1641370515000,
"id" : "f588ce71-e26c-400d-8981-f854355f6849",

"status" : "Success"

}
}
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SDK {7~
SDK{EERBIENT .

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListJobSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListJobRequest request = new ListJobRequest();

try {

ListlobResponse response = client.list/ob(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkcfw.v1 import *
if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
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variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

Go

ak = os.environ["CLOUD_SDK_AK"]
sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListJlobRequest()
response = client.list_job(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (

)

"fmt"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security

risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

2

ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListJobRequest{}
response, err := client.ListJob(request)

if err == nil {
fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)

}

FEZRIZESRISDKICELRAI, 152 IWAPI Explorerfd{LIBREITI%s, TTERBNNTRM
AYSDKILHE A
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F4-17 BRSH
¥ BRI SHEER i)
project_id = String fHFIRAId
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& 4-18 153Kk Header 2%f
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BRI

il iz 73~ 451

SDK {Xt3f1

Java

K 4-19 Wi Body 2

2% SR fEA
data String HIBRBA K iR [E]ldata

MIPRITRid906217ebc876e427a80a2c05d51264ab1 RAIRA K i
08065281-860a-4c98-aeb5-82cf65c44c46 .,

https://{Endpoint}/v2/06217ebc876e427a80a2c05d51264ab1/firewall/08065281-860a-4c98-
aeb5-82cf65c44c46

REB/: 200
TRIBRRA K iR [E1E

{
"data" : "56884cd0-cf3c-4cb7-bbeb-59d8722a2671"

}

SDKAURBRAIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class DeleteFirewallSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

DeleteFirewallRequest request = new DeleteFirewallRequest();
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Python

Go

try {

DeleteFirewallResponse response = client.deleteFirewall(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = DeleteFirewallRequest()
response = client.delete_firewall(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
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}

BE

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().

WithAk(ak).
WithSk(sk).

Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).

Build())

request := &model.DeleteFirewallRequest{}

response, err := client.DeleteFirewall(request)

if err == nil {

fmt.Printf("%+v\n", response)

}else {

fmt.Println(err)

}

EZRIZESHISDKILIERGI, ESWAPI ExplorerfdLiBRAITIES, AI4RBERIXTN
AYSDKALRI A
KEE
REB R
200 ARIBREA K ERE1E
BI=g

=

52 BRI .

4.1.4 TEPs XS

EapkiEs IR

B

URI

52 WAMETE AP,

POST /v1/{project_id}/firewalls/list
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IERSH
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e EEWI%E SR R
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R S5

2 4-24 TagInfo

8% =% SR 1k
key & String IRE R
values S Array of rREEYIE
strings

R&ES: 200

2 4-25 K Body 2
e SR R
user_support_ | Boolean A Feps
eps
has_ndr Boolean EABEEndr
is_support_po | Boolean EAIFIREWE
stpaid
is_support_ba | Boolean B IFETR
sic_version
is_support_bu | Boolean EEIFUEE R

y_professional

data

HttpFirewalll
nstanceListR
esponseData
object

EEEXIESIFRIREEdatalE R

2 4-26 HttpFirewalllnstanceListResponseData

e et et R
limit Integer BRETNH, SBEH1-1024
offset Integer Rtz IBEIRCICRAIFIAMNE, LRI
=, BEEEAXFHEFTO0, BAIAO
project_id String FFITEID
total Integer B
records Array of B XIETIFRICS
Firewalllnsta
nceVO
objects
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2 4-27 FirewalllnstanceVO

2H SR iR

fw_instance_i | String FEKIESLAid, BliEE=PhAIER R TFIRE KIS

d HERZBEEMRSId, AERSARAEENX
IEEplEO, BUABIRT, fw_instance_IdAZ=
Af, REKS FE—NMEER;
fw_instance_Id3EZHY, IR[EISfw_instance_ldXT
RIBRNER .

resource_id String HiRid

name String YapertellfELNNEl

fw_instance_n | String B KSR TR

ame

enterprise_pro | String ®WIRBid, APXFtWImBRE, BfIIRE

ject_id 4 rdido

ha_type Integer RFRER

charge_mode | Integer ITEE 0: BF/88 1: &E

service_type | Integer ARS52E8

engine_type | Integer 5|gRE

flavor Flavor object | [HXIEMIISEE

status Integer FaKIEIRSS IR, B4E-1: FEFT, 00 I
&, 1, WkRS, 20 E=179, 30 ARG, 4 #
BRSERE: 5: FREEH, 6: BIEKW, 7: MkRE
W, 8: REEKM, 9: TFfER, 10: FEKN,
11: FEREM

tags String ey
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2% 4-28 Flavor

2% SHRT T

version Integer FaKiEhRAS, 0: ¥R, 1: TR, 28 fHE
R, 3: Efithik, WERT, ZFHNIE
“charge_mode” 73 “postPaid” B, (XZIFE
Wk, “charge_mode” J “prePaid” B, Zi%F
*’T‘I&H&\ gﬂ.limio
KZME:
e 0
o 1
o 2
e 3

eip_count Integer eipH=
=/IME: 1

vpc_count Integer vpcHE
=IME: 1

bandwidth Integer B
=BME: 1

log_storage Integer BEFE

default_band | Integer EOABNIE T

width

default_eip_co | Integer ZRileipEL

unt

default_log_st | Integer EI\BEFE

orage

default_vpc_c | Integer ERIAvpcH

ount

=]

Ml iz 73~ 451

Ei9IMHEId/914181c1245cf4fd786824efe1e2b9388, {ENVIRHIdFall_granted_epshY
F—TIILXIESIZE

https://{Endpoint}/v1/14181c1245cf4fd786824efe1e2b9388/firewalls/list?

enterprise_project_id=all_granted_eps

{
"limit" : 10,
"offset" : 0
}

W&G: 200
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EabrkEs RO E

{
"data" : {
"limit" : 1,
"offset" : O,
"project_id" : "14181c¢1245cf4fd786824efe1e2b9388",
"records" : [ {
"fw_instance_id" : "ebf891cd-2163-48a0-9963-6309f99dd3c4",
"resource_id" : "ebf891cd-2163-48a0-9963-6309f99dd3c4",
"name" : "1709176078374",
"fw_instance_name" : "test",
"enterprise_project_id" : "default",
"tags" : "{\"key_test3\":\"value_test3\"}",
"ha_type" : 0,
"charge_mode" : 0,
"service_type" : 0,
"engine_type" : 1,
"flavor" : {
"version" : 1,
"eip_count" : 50,
"vpc_count" : 6,
"bandwidth" : 50,
"log_storage" : 0,
"default_eip_count" : 50,
"default_vpc_count" : 2,
"default_bandwidth" : 50,
"default_log_storage" : 0
L
"status" : 2
11
"total" : 18
}

n

has_ndr" : false,
"is_support_basic_version" : true,
"is_support_buy_professional" : false,
"is_support_postpaid" : true,
"user_support_eps" : false

SDK {187~
SDKIRBRAEIENT .

Java

Ei9IMHEId/914181c1245cf4fd786824efe1e2b9388, {ENVIRHIdFall_granted_epsAY
FE—HIFL K IETIZE

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListFirewallListSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.
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Python

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListFirewallListRequest request = new ListFirewallListRequest();

request.withEnterpriseProjectld("<enterprise_project_id>");

QueryFireWalllnstanceDto body = new QueryFireWalllnstanceDto();

body.withOffset(0);

body.withLimit(10);

request.withBody(body);

try {

ListFirewallListResponse response = client.listFirewallList(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Ei9IMHEId/914181c1245cf4fd786824efe1e2b9388, {ENIRHIdFall_granted_epsAY
FE—THIFL K IETIZE

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListFirewallListRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.body = QueryFireWalllnstanceDto(

STREFRA 04 (2024-06-28) IR © ERRBRABRAT 34



=K
AP &% 4 AP

offset=0,
limit=10
)
response = client.list_firewall_list(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

Ei19IMHEId/914181c1245cf4fd786824efe1e2b9388, {ENIRHidFall_granted_epsAY
FE—IAIBE KIS IZE

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model ListFirewallListRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
request.Body = &model.QueryFireWalllnstanceDto{
Offset: int32(0),
Limit: int32(10),

}
response, err := client.ListFirewallList(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}

}

2

B RIZESHISDKRIBRAI, 5SS AP ExplorerfI{SIBRBIRRE, AIERBEEIXIN
AISDKLHS =B
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project_id = String HFIRRI
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X-Auth-Token | £ String FiFToken, Bi3ERIAMBRSS
$XEYFE A Token#Z [5KEX ( MERZ
jEBEsLrhX-Subject-Tokenfd
')
3 4-32 153K Body 2%
¥ BRI SHEER i)
object_id = String FEiFIRid, L= XIER
BF X5 EERIARIRFIVPC
WREAFEfREId, RALETEA
BEigpKIGLEFEO, FEtype
FORAEEAMIB SR RIS
id, typeI1HIAVPCIHFRRHIA
IIKRid,
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data data object Mo Rz
trace_id String trace id
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K& 400
2 4-35 ui Body 2#
S SR R
error_code String e
B/M<E: 8
RAKE: 36
error_msg String His R
=BNME: 2
RAKE: 512
=Rl
£51Hid909bb24e6fe80d23d2fa2c010b53b418cHIIR B HIBHIFXT S
74820b38-1cc0-4f0b-8cce-32490fa840a3EBZRAAMIFH M ERBIFIR S TR
https://{Endpoint}/v1/09bb24e6fe80d23d2fa2c010b53b418c/firewall/east-west/protect
{
"object_id" : "74820b38-1cc0-4f0b-8cce-32490fa840a3",
"status" : 1
}
il iz 73~ 451
KEB/: 200
BEFZRA MBI SR
{
"data" : {
"id" : "5c539816-7a94-4833-9df0-944b362f0797"
}
}
RS 400
Bad Request
{
"error_code" : "CFW.00200005",
"error_msg" : "RIERNBAFEFE"
}
SDK {XE87~f1
SDKACAE RGN T o
Java
£51Hid909bb24e6fe80d23d2fa2c010b53b418cHIIR B HIBAIFXT S
74820b38-1cc0-4f0b-8cce-32490fa840a3EBUZR A MIFH M ERH IR S TR
package com.huaweicloud.sdk.test;
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import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ChangeEastWestFirewallStatusSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
ChangeEastWestFirewallStatusRequest request = new ChangeEastWestFirewallStatusRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
ChangeProtectStatusRequestBody body = new ChangeProtectStatusRequestBody();
body.withStatus(ChangeProtectStatusRequestBody.StatusEnum.NUMBER_1);
body.withObjectld("74820b38-1cc0-4f0b-8cce-32490fa840a3");
request.withBody(body);
try {
ChangeEastWestFirewallStatusResponse response = client.changeEastWestFirewallStatus(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

£8TRRid909bb24e6fe80d23d2fa2c010b53b418cHIIR B HIFGIFITS
74820b38-1cc0-4f0b-8cce-32490fa840a3 &M AR A [ KIERHIFIRS A TS

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkcfw.v1 import *
if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
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variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ChangeEastWestFirewallStatusRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.body = ChangeProtectStatusRequestBody(
status=1,
object_id="74820b38-1cc0-4f0b-8cce-32490fa840a3"
)
response = client.change_east_west_firewall_status(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

#8TRRid 09bb24e6fe80d23d2fa2c010b53b418cHIIR B HIFGIFITS:
74820b38-1cc0-4f0b-8cce-32490fa840a3 & ZR A [ KIERHIFIRS A TS

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ChangeEastWestFirewallStatusRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
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request.Body = &model.ChangeProtectStatusRequestBody{
Status: model.GetChangeProtectStatusRequestBodyStatusEnum().E_1,
Objectld: "74820b38-1cc0-4f0b-8cce-32490fa840a3",

}

response, err := client.ChangeEastWestFirewallStatus(request)

if err == nil {
fmt.Printf("%+v\n", response)

}else {
fmt.Println(err)

}

}

B
B2 RIEIESHISDKEERAI, 152 WAPI ExplorerfILiBRBIREs, A4 BTN

AYSDKILEE~B
RS
RS A
200 BERAR PRSI R A
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
5=
1%/ % 1;550
4.1.6 EEXSFHER
INEEN A
B XA
ARG E
B2 AEEARBAPI,
URI

GET /v1/{project_id}/firewall/exist
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2% SR fik

resource_id String RiRid

support_url_fil | Boolean BEEZIFurlidiE, trueRRE, falseRRAE

tering

tags String Fr&EFIE
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"data" : {
"limit" : 10,
"offset" : O,
"records" : [ {
"charge_mode" : 0,
"engine_type" : 1,
"enterprise_project_id" : "default",
"feature_toggle" : {
"is_support_anti_virus" : true,
"is_support_application" : true,
"is_support_tcp_proxy" : false,
"is_support_url_profile" : true,
"is_support_threat_tags" : true,
"is_support_flow_associated_host" : false,
"is_support_predefined" : true,
"isSupportSession" : false,
"is_support_acl_region_config" : true,
"is_support_ips" : true,
"is_support_ew_create_er_tenant_inspection_mode" : false,
"ips_rule_list" : true,
"long_connect" : true,
"is_support_ew_create_vpc_peering_inspection_mode" : true,
"alarm_config" : true,
"is_not_support_resource_reduction" : false,
"acl_multi_object" : true,
"is_support_advanced_ips_rule" : true,
"is_support_multi_account" : false,
"is_support_capture" : true,
"is_support_ew_create_er_bearer_inspection_mode" : true
T
"flavor" : {
"bandwidth" : 60,
"eip_count" : 51,
"log_storage" : 0,
"session_concurrent” : 200,
"session_create" : 200,
"total_rule_count" : 200,
"used_rule_count" : 2136,
"version" : 1,
"vpc_bandwith" : 1400,
"vpc_count" : 8,
"default_eip_count" : 20,
"default_vpc_count" : 0,
"default_bandwidth" : 10,
"default_log_storage" : 0
T
"tags" : "{\"key1234\":\"1234\" \"key122\":\"2222\"}",
"fw_instance_id" : "546af3f8-88e9-47f2-a205-2346d7090925",
"fw_instance_name" : "test",
"ha_type" : 1,
"is_available_obs" : false,
"is_old_firewall_instance" : false,
"is_support_threat_tags" : false,
"name" : "1680054140516",
"protect_objects" : [ {
"object_id" : "ae42418e-f077-41a0-9d3b-5b2f5ad9102b",
"object_name" : "1680054141674",
"type" : 0
Ao
"object_id" : "be83d202-df0b-498d-a96e-41589dc85c86",
"object_name" : "ew-1680070626042",
"type" : 1
1
"resource_id" : "546af3f8-88e9-47f2-a205-2346d7090925",
"resources" : [ {
"cloud_service_type" : "hws.service.type.cfw",
"resource_id" : "546af3f8-88e9-47f2-a205-2346d7090925",
"resource_spec_code" : "cfw.professional”,
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"resource_type" : "hws.resource.type.cfw"

W
"cloud_service_type" : "hws.service.type.cfw",
"resource_id" : "0acdd5c7-1178-4bea-b5b6-bd55dc5e2669",
"resource_size" : 5,
"resource_size_measure_id" : 14,
"resource_spec_code" : "cfw.expack.vpc.professional",
"resource_type" : "hws.resource.type.cfw.exp.vpc"

WA
"cloud_service_type" : "hws.service.type.cfw",
"resource_id" : "4002620c-916a-49c7-8042-cbe02fc17e61",
"resource_size" : 5,
"resource_size_measure_id" : 36,
"resource_spec_code" : "cfw.expack.bandwidth.professional",
"resource_type" : "hws.resource.type.cfw.exp.bandwidth"

WA
"cloud_service_type" : "hws.service.type.cfw",
"resource_id" : "0235c7db-0baa-4c82-8db2-7b8d5108bd86",
"resource_size" : 2,
"resource_size_measure_id" : 14,
"resource_spec_code" : "cfw.expack.eip.professional",
"resource_type" : "hws.resource.type.cfw.exp.eip"

W
"cloud_service_type" : "hws.service.type.cfw",
"resource_id" : "079ade46-18cd-4917-b7bb-00d402931097",
"resource_size" : 6,
"resource_size_measure_id" : 14,
"resource_spec_code" : "cfw.expack.vpc.professional",
"resource_type" : "hws.resource.type.cfw.exp.vpc"

W
"cloud_service_type" : "hws.service.type.cfw",
"resource_id" : "dd078faa-abfd-4e63-b681-1a93489955b9",
"resource_size" : 1,
"resource_size_measure_id" : 14,
"resource_spec_code" : "cfw.expack.eip.professional",
"resource_type" : "hws.resource.type.cfw.exp.eip"

Ao
"cloud_service_type" : "hws.service.type.cfw",
"resource_id" : "4d78d523-745d-4d54-a9ca-e6d25e555bde",
"resource_size" : 10,
"resource_size_measure_id" : 36,
"resource_spec_code" : "cfw.expack.bandwidth.professional",
"resource_type" : "hws.resource.type.cfw.exp.bandwidth"

1

"service_type" : 0,

"status" : 2,

"support_ipv6" : true,

"support_url_filtering" : true

11
"total" : 1

SDKAERBIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;
import com.huaweicloud.sdk.cfw.v1.%;
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import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListFirewallDetailSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
ListFirewallDetailRequest request = new ListFirewallDetailRequest();
request.withOffset(<offset>);
request.withLimit(<limit>);
request.withServiceType(ListFirewallDetailRequest.ServiceTypeEnum.NUMBER_<service_type>);
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
request.withName("<name>");
try {
ListFirewallDetailResponse response = client.listFirewallDetail (request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
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.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListFirewallDetailRequest()
request.offset = <offset>
request.limit = <limit>
request.service_type = <service_type>
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.name = "<name>"
response = client.list_firewall_detail(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListFirewallDetailRequest{}
request.Offset = int32(<offset>)
request.Limit = int32(<limit>)
request.ServiceType = model.GetListFirewallDetailRequestServiceTypeEnum().<SERVICE_TYPE>
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
nameRequest:= "<name>"
request.Name = &nameRequest
response, err := client.ListFirewallDetail(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}
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fw_instance_i | 2 String FEXIESEHid, Bl XIER
d BFirERXIERRF B AR
OfrEId, AETIRREENX
ISscplEO, BKABRT,
fw_instance_IdAZSAT, IR[EIK
STE—NMENEE;
fw_instance_IdIE=SHY, R[ES
fw_instance_|dXt NSRS S,
=P
K 4-47 153K Header 2§
2% =A% SR R
X-Auth-Token | 2 String FBRFToken, BEEiEBIAMARSS
$REYFE A TokendZ[5KEX (MR
iEB3LehX-Subject-Tokenhd
#)
RS E
R&ES: 200
X 4-48 WL Body 2#
2% SRR it
data GetEastWest | SREZRAAM@PG A iEYIZFRIR[E]data
FirewallResp
onseBody
object
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2 4-49 GetEastWestFirewallResponseBody

2% SR R
object_id String FatFXdRid, REIE=MGXERERTX S EEK
BRIFFFIVPCGAR GRS, ATEEERE
WEREXIESLEEL, iEEtype IO EELRID R
FatFxdRid, typed1H9AVPCIARBHIFIIRId,
project_id String P project_id
status Integer PR 0 EFFEREIR, 1 FXABGF
er_associated_ | Subnetinfo ERZEXFMI(Z R
subnet object
firewall_associ | Array of =EEXEFEEF RSB
ated_subnets | Subnetinfo
objects
er Erlnstance HEXEEE RS ER
object
inspection_vp | VpcDetail SizvpcsE
C object
protect_infos | Array of KA@M RRER
EwProtectRes
ourcelnfo
objects
total Integer FHIPVPCEE
offset Integer migE: IBEREICERNOFGRMNE, YR
¥, BUBEENAKFHETFO0, B0
limit Integer BRETTE, BEH1-1024
mode String Yafinl =520
ew_vpc_route | Integer pstric| ifizzg = ek
_limit
Z& 4-50 Subnetinfo
2% SHEE it
availability_zo | String —mdid
ne
cidr String vpc cidr
name String FRBEFR
id String FMid
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2% SR fEA
gateway_ip String F I >ip
vpc_id String vpc id
status String FRIEPIRZES
ipv6_enable Boolean xfsszi%ipv& booleanfEAtrueX ==, false®
N=)

2£ 4-51 Erinstance

28 S 115

id String ERLAllid
name String ERZFR
state String ERIRZS
enterprise_pro | String EIFEFId
ject_id

project_id String #HFid
enable_ipvé String EEFREipve
Zttach ment_i | String EEid

2 4-52 VpcDetail

28 SR R

id String id
name String ZFR
cidr String vpc cidr
status String RZE

£ 4-53 EwProtectResourcelnfo

2% SR R

protected_res | Integer BEiP&EIREZEEL: 0 VPC, 1 VGW
ource_type

protected_res | String FRIRSRIEZ R

ource_name
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2% SRR fEA

protected_res | String FhPiRId

ource_id

protected_res | String FHIP R IENatd X ZFR

ource_nat_na

me

protected_res | String LR &iRnatfXid

ource_nat_id

protected_res | String FhtPst iR Fid

ource_project_

id

protected_res | String FRIPSRIRIET

ource_mode

status Integer FEIRVPCRIFGIFIRTS, 0FRREXEX, 13FRIAX
BX,

KRE&ME: 500

2 4-54 I Body S

2% SR A

error_code String EIRg
&/IMKE: 8
FAKE: 36

error_msg String Ei=fEA
BIMEE: 2
RAKE: 512

=]

IREURPU B KIEER

https://{Endpoint}/v1/09bb24e6f280d23d0f9fc0104b901480/firewall/east-west?limit=10&offset=0

il iz 73~f5

WR&6G: 200

IRA IR KIS B AL

{
"data" : {
l|er|l : {

"id" : "f0f5275a-40aa-4d1e-ac78-2550f7818d43",
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"name" : "er",
"project_id" : "5c69cf330cda42369cbd726ee1bc5e76",
"attachment_id" : "e978c028-0ccf-4168-a015-0094ac631e88"

B

"inspection_vpc" : {
"cidr" : "10.13.13.0/24",
"id" : "3baa2248-03d4-47ac-aefa-ec6f9a30ed80",
"name" : "inspection-vpc"

B

"limit" : 50,

"mode" : "er",

"object_id" : "6cc31075-0b03-461d-aa3a-73c4765bf9ac",

"offset" : O,

"project_id" : "5c¢69cf330cda42369cbd726ee1bc5e76",

"protect_infos" : [ {
"protected_resource_id" : "09b26b83-4b7c-499f-805b-50820900cd9f",
"protected_resource_mode" : "er",
"protected_resource_name" : "vpc-4",
"protected_resource_project_id" : "5c69cf330cda42369cbd726ee1bc5e76",
"protected_resource_type" : 0,
"status" : 0

Ao
"protected_resource_id" : "2956f917-af18-44a2-a0f2-f592633d4431",
"protected_resource_mode" : "er",
"protected_resource_name" : "vpc-t3",
"protected_resource_project_id" : "5c69cf330cda42369cbd726ee1bc5e76",
"protected_resource_type" : 0,
"status" : 0

Ao
"protected_resource_id" : "69d4c81f-80bd-4c28-9074-f26b400b3a34",
"protected_resource_mode" : "er",
"protected_resource_name" : "vpc-t2",
"protected_resource_project_id" : "5c69cf330cda42369cbd726ee1bc5e76",
"protected_resource_type" : 0,
"status" : 0

o
"protected_resource_id" : "e1b18d3e-8f7d-4c4e-a326-37db7bd89a3a",
"protected_resource_mode" : "er",
"protected_resource_name" : "vpc-t1",
"protected_resource_project_id" : "5c69cf330cda42369cbd726ee1bc5e76",
"protected_resource_type" : 0,
"status" : 0

WA
"protected_resource_id" : "f91c1747-1325-4b39-9d58-7fac0bd2786f",
"protected_resource_mode" : "er",
"protected_resource_name" : "vpc-5",
"protected_resource_project_id" : "5c69cf330cda42369cbd726ee1bc5e76",
"protected_resource_type" : 0,
"status" : 0

o
"protected_resource_id" : "bd556a7d-447e-49eb-be17-f93af09769f5",
"protected_resource_mode" : "er",
"protected_resource_name" : "inspct-a",
"protected_resource_project_id" : "5c69cf330cda42369cbd726ee1bc5e76",
"protected_resource_type" : 0,
"status" : 1

11

"status" : 0,

"total" : 6,

"special_vpc" : []

SDKAHRBIENT -
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Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListEastWestFirewallSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListEastWestFirewallRequest request = new ListEastWestFirewallRequest();

request.withLimit(<limit>);

request.withOffset(<offset>);

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withFwinstanceld ("<fw_instance_id>");

try {

ListEastWestFirewallResponse response = client.listEastWestFirewall(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkcfw.v1 import *
if _name__=="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
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# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListEastWestFirewallRequest()
request.limit = <limit>
request.offset = <offset>
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
response = client.list_east_west_firewall(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListEastWestFirewallRequest{}
request.Limit = int32(<limit>)

request.Offset = int32(<offset>)
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
request.Fwinstanceld = "<fw_instance_id>"

response, err := client.ListEastWestFirewall(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
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}
}
B2
FERIZIESHISDKHE A, 52 AP ExplorerfIfSIBRHIRES, AT4RKBNIITMN
AYSDKACEE B
REB
RSB 0%
200 ZRAAEBE KIS 2R,
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
BI=0
B2 EIRE .

4.1.8 BIEZZRFEEFGKES

B RARB S

52 AMEE AP

URI

POST /v1/{project_id}/firewall/east-west

X 4-55 IR1ZSH

2 BRIk ST ik
project_id = String fHFIRRId
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K 4-56 Query 2%
2% BEWI% SRR R
enterprise_pro | & String ®WIRHid, BPXZEFEWIRE
ject_id &, BfWIRE%mId,
fw_instance_i | 2 String Bk IESEflid, BIE=FIXIER
d AT RS ISR R R B AR
aotREId, AEEIEREER X
fEscpEC, BABRT,
fw_instance_IdAZSRT, IR[EIMK
STE—NMENEE;
fw_instance_Id3E==RY, R[ElS
fw_instance_|dX NSRS E.,
iERESH
K 4-57 153K Header 2%
2% BEWI% SRR R
X-Auth-Token | 2 String R Token, BEiIEARIAMBES
SKEVFE P Token$Z5KEY ( MKz
jE B sLrhX-Subject-Tokenfd
&)
% 4-58 153K Body 2
8% B Wi%E SR ik
er_id B String H 75 ) R BXERSEFIid
inspection_cid | & String inspection cidr
r
mode 2 String KA XISER, ESer
VRS54
KR&MG: 200
2 4-59 N[ Body S
2% SR R
data CreateEWFire | SIZZRFA@IFH X IHIREHE
wallResp
object
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&k 4-60 CreateEWFirewallResp

2 SR A
id String ZRAaERAIRId
er ER object ERIEE

inspertion_vpc | CreateEWFire | 5[iivpcEE
walllnspectV
pcResp object

% 4-61 ER
2% SR fHiA
er_id String ER ID
er_attach_id String ERIEREID

Z 4-62 CreateEWFirewalllnspectVpcResp

¥ SR fHiA

vpc_id String vpc id

subnet_ids Array of FRFIZE
strings

iERpI

IMBE09bb24e6f280d23d0fofc0104b901480 i K iE55b26ab5-e4b0-40e8-941c-
a1778fe2a5008l erf& = B X iinspection_cidr’910.1.0.0/24, er_idJf
e0b22a23-02cf-4092-ace9-34b39e10dc77,

https://{Endpoint}/v1/09bb24e6f280d23d0f9fc0104b901480/firewall/east-west?fw_instance_id=55b26ab5-
e4b0-40e8-941c-a1778fe2a500&enterprise_project_id=default

{

"inspection_cidr" : "10.1.0.0/24",

"mode” : "er”,

"er_id" : "e0b22a23-02cf-4092-ace9-34b39e10dc77"
}

0] vzat]l
W& 200
B ARG EING RGN E

{
"data" : {
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"id" : "acc86ca7-818b-4c3d-8a9a-3915a2b21651",
"er" . {
"er_id" : "f0f5275a-40aa-4d1e-ac78-2550f7818d43",
"er_attach_id" : "bd62ddd3-5e20-482b-aefa-9e2940e2b1a9"
%
"inspertion_vpc" : {
"vpc_id" : "00672633-0466-4c35-99ef-5e3f5¢c813a4b",
"subnet_ids" : [ "294682a0-1e85-45f5-92c8-e52bee09c204", "a86277bb-35d5-4442-
bcOb-2e9d4e6a9080", "95829240-14e0-47e6-b9e7-2ac228e7b00f" ]
}
}
}

SDKAUHRRABIENT

I EH09bb24e6f280d23d0f9fc0104b901480 Rk 1E55b26ab5-e4b0-40e8-941c-
a1778fe2a5008!iZert& = BH K i&inspection_cidr/910.1.0.0/24, er_idA
e0b22a23-02cf-4092-ace9-34b39e10dc77,

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class CreateEastWestFirewallSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
CreateEastWestFirewallRequest request = new CreateEastWestFirewallRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
CreateEastWestFirewallRequestBody body = new CreateEastWestFirewallRequestBody();
body.withMode("er");
body.withlnspectionCidr("10.1.0.0/24");
body.withErld("e0b22a23-02cf-4092-ace9-34b39e10dc77");
request.withBody(body);
try {
CreateEastWestFirewallResponse response = client.createEastWestFirewall(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
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} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

ImE09bb24e6f280d23d0fofc0104b901480 T~ BA K 1iE55b26ab5-e4b0-40e8-941c-
a1778fe2a5008f2ert& (A K iFinspection_cidr/310.1.0.0/24, er_idJ
e0b22a23-02cf-4092-ace9-34b39e10dc77,

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = CreateEastWestFirewallRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.body = CreateEastWestFirewallRequestBody(
mode="er",
inspection_cidr="10.1.0.0/24",
er_id="e0b22a23-02cf-4092-ace9-34b39e10dc77"
)
response = client.create_east_west_firewall(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

IMBE09bb24e6f280d23d0fofc0104b901480 i K iE55b26ab5-e4b0-40e8-941c-
a1778fe2a5008&ert& (B K iEinspection_cidr/910.1.0.0/24, er_idJfs
e0b22a23-02cf-4092-ace9-34b39e10dc77,

package main
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import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreateEastWestFirewallRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
request.Fwinstanceld = "<fw_instance_id>"
erldCreateEastWestFirewallRequestBody:= "e0b22a23-02cf-4092-ace9-34b39e10dc77"
request.Body = &model.CreateEastWestFirewallRequestBody{
Mode: "er",
InspectionCidr: "10.1.0.0/24",
Erld: &erldCreateEastWestFirewallRequestBody,

}
response, err := client.CreateEastWestFirewall(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)
}

}

B2 RIEESHISDKREE A, 152 AP ExplorerfILiBRBIREs, A4 BTN
AYSDKILRI B

LA fiR

200 B KA KR EE

B2 WEIRE .

STREFRA 04 (2024-06-28) IR © ERRBRABRAT 64


https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CFW/sdk?api=CreateEastWestFirewall

=K
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4.1.9 &EffFIR VPC #
INRENA
EiFfHPvpcE R
BB
152 WANMalE BAPI,
URI

GET /v1/{project_id}/vpcs/protection

& 4-63 IR1Z3H

2% BRIk ST fEid
project_id = String fHFIRRId
K 4-64 Query 2%
2¥ =A% ST fEiA
object_id 2 String FatFxdRid, REIE=GXIER

BFX 5 EBMBFREFFOVPC
BREAPRIAREId, aNETEB
EAPGXIEELAIEORE, FE
type90RY8 B EX M0 5 FHIPxT
Kid, typeA1A9AVPCGHRRA

PIIKRId,

enterprise_pro | & String ®WIRHId, BRI
ject_id &, BfWIRE%Id.

fw_instance_i | & String FaKIESLAlid, BlERAXIER
d FAFirER ISR RS E R

ROtREId, AETIEREERX
ISSCAEORE, BABRT,
fw_instance_IdJaZ0d, R[EIMK
STE—NMEEE;

fw_instance_Id3E=0Y, R[ElS
fw_instance_|d3SRIERIE S,
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IBRSH
3R 4-65 157K Header 2%
2% BEWI% SR fEid
X-Auth-Token | 2 String FBFToken, B EBIAMIRSS
SRENFAF TokeniZ 3REX ( AR
JEEsLAX-Subject-Tokenfd
H)
VRS54
RE&EB: 200
2 4-66 L7 Body 2%
2 S 115
data VPCProtectsV | [FiFvpaR[EHE
o object
£ 4-67 VPCProtectsVo
2 e el i1
total Integer RVPCE]
self_total Integer ARIREFGFVPCEL
other_total Integer HABIRE 1R VPCEL
protect_vpcs | Array of FH#RVPC
VpcAttachme
ntDetail
objects
self_protect_v | Array of AIRBBHIFVPC
pcs VpcAttachme
ntDetail
objects
other_protect | Array of HAIREFAIRVPC
_vpcs VpcAttachme
ntDetail
objects
total_assets Integer FrE&FHE
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2 4-68 VpcAttachmentDetail
2¥ et et R
vpc_id String vpc id
K&[: 500
K 4-69 gL Body 2#
2% SRR fEA
error_code String EIRS
=BIM<E: 8
RAKE: 36
error_msg String LS
RAMKE: 2
BRAEKE: 512
=GNl
Ei5IMHid90b2179bbe180d3762fb0c01a2d5725¢7, BAIFXISRid}98839526e-
b804-4a15-a082-a2c797dce633MIZRAAMIERIFS R
https://{Endpoint}/v1/0b2179bbe180d3762fb0c01a2d5725c7 /vpcs/protection?object_id=8839526e-
b804-4a15-a082-a2c797dce633
M Rz~
R&E3: 200
HiZRAEEIFREE
{
"data" : {
"other_protect_vpcs" : [ ],
"other_total" : 0,
"protect_vpcs" : [ 1],
"self_protect_vpcs" : [],
"self_total" : O,
"total" : 0,
"total_assets" : 5
}
}
RED: 400
Bad Request
{
"error_code" : "CFW.00109004",
"error_msg" : "HTTPiEREEIR"
}
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Java

Python

SDKAUARRAIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListProtectedVpcsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListProtectedVpcsRequest request = new ListProtectedVpcsRequest();

request.withObjectld("<object_id>");

request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");

try {

ListProtectedVpcsResponse response = client.listProtectedVpcs(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *
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n n

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListProtectedVpcsRequest()
request.object_id = "<object_id>"
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
response = client.list_protected_vpcs(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListProtectedVpcsRequest{}
request.Objectld = "<object_id>"
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest

response, err := client.ListProtectedVpcs(request)

if err == nil {
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fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
B2
B2 RIEZIESHISDKEERAI, 152 WAPI ExplorerfILEBRBITRE, A4 BTN
AYSDKACEE B
REB
RSB 0%
200 BE5AEBIFREE
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
BI=0
B2 EIRE .
4.1.10 {rEeIERO
INEENA
U EL TR
BARBE
152 WAalEBAPI,
URI

POST /v2/{project_id}/cfw-cfw/{fw_instance_id}/tags/create

X 4-70 IB1RSH

2% ERWiE ST ik
project_id = String fHFIRRI
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=RAKIE
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28 BBk SRR ik
fw_instance i | 2 String BrkiEscflid, gliE=PaXiERE
d BT & XS R Z B4R
AFREId, @I REIEN A
IEsLflizEn, RABERT,
fw_instance_IdAZSRT, IR[EK
STENMENER,;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_|dXI NSRS E.,
5RkSH
2 4-71 153K Header 2%
S8 BRIk SR ik
X-Auth-Token | 2 String HRFToken, BEiZiEARIAMIRSS
$REVA P TokeniZ O5XEY ( MAZ
BB sLAhX-Subject-Tokenfd
B)
£ 4-72 153k Body 2%
28 =EWIE SRR A
tags S Array of FREETIZR
CreateTag
objects
Z 4-73 CreateTag
S8 BEwik SR ik
key & String §2
value & String =l
R S5
7
=Rl

#5815 HidI0b2179bbe180d3762fb0c01a2d5725¢7, FHXiEidJ
5e7eba7f-5de4-4ce9-8f60-11330dfc6565: R IR, InHIE Hkeytest, EA

valuetest,
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https://{Endpoint}/v2/0b2179bbe180d3762fb0c01a2d5725c7/cfw-cfw/
5e7eba7f-5de4-4ce9-8f60-11330dfc6565/tags/create

{
"tags" : [ {

"key" : "keytest",
"value" : "valuetest"

11
}
i Nz 73~451
7
REB
RS iR
200 OK
S
52 EIRB.

4.1.11 BpRIR

TORENA

pllES o

ARG

52 AMEE AP,

URI

DELETE /v2/{project_id}/cfw-cfw/{fw_instance_id}/tags/delete

*®4-74 BEBY

2 =AWk SR faR

project_id = String FHFIRBId

fw_instance_i | & String FaXiEsLflid, BIE=FAXIER

d BF &R XIEREFEB AR
AOfrEId, FEAREERX
iSO, BABRT,
fw_instance_IdJAZ0Y, IR[EIMK
STE—MENES;
fw_instance_Id3E==RY, R[ElS
fw_instance_|dX NSRS S,
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IERSH

2 4-75 153K Header 2#f

B8Y EEWI% e 2 e it R
X-Auth-Token | 2 String FAFToken, BiZiARIAMARSS
SKEX A Token$Z5KEX ( Nk
iHEsLrhX-Subject-Tokenfd
B)
7 4-76 153k Body &%
2 BEwI% SR fEiR
tags & Array of IREHER
ResourceTag
objects
% 4-77 ResourceTag
2 BEwI% SR fEiR
key & String §2
value & String B
update_time | & String EHTATE)
V254
7

iERBI

MIB&IREid50b2179bbe180d3762fb0c01a2d5725¢7, BhkiEid A
5e7eba7f-5de4-4ce9-8f60-11330dfc6565 FHIBHKIE RS, iRsskey{E Hkeytest,

valuefgvaluetest

https://{Endpoint}/v2/408972e72dcd4c1a9b033e955802a36b/cfw-cfw/
5e7eba7f-5de4-4ce9-8f60-11330dfc6565/tags/delete

{
"tags" : [ {
"key" : "keytest",
"value" : "valuetest"
1
}

N Rz~
x
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SDKIEERRAIENT .

Java

fRIBRIREid90b2179bbe180d3762fb0c01a2d5725¢7, BhkiEidA

5e7eba7f-5de4-4ce9-8f60-11330dfc6565 FAIFGXIEIRES, FR&key(E Skeytest,

valueAvaluetest
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class DeleteTagSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

DeleteTagRequest request = new DeleteTagRequest();

DeleteTagsDto body = new DeleteTagsDto();

List<ResourceTag> listbodyTags = new ArrayList<>();

listbodyTags.add(
new ResourceTag()

.withKey("keytest")
.withValue("valuetest")

)

body.withTags(listbodyTags);

request.withBody(body);

try {

DeleteTagResponse response = client.deleteTag(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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IF&IREid90b2179bbe180d3762fb0c01a2d5725¢7, FhkiEidF
5e7eba7f-5de4-4ce9-8f60-11330dfc6565 FAIFGXIEIRES, FR&skey(E Skeytest,
valuegvaluetest

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

n n

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = DeleteTagRequest()
listTagsbody = [
ResourceTag(
key="keytest",
value="valuetest"
)
]
request.body = DeleteTagsDto(
tags=listTagsbody

response = client.delete_tag(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

HIF&IREid}90b2179bbe180d3762fb0c01a2d5725¢7, FhkiEidF
5e7eba7f-5de4-4ce9-8f60-11330dfc6565 FRIFIXIEIRES, Fr&key(H Hkeytest,
valueAvaluetest

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"
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BE

W&
100N

iR

B

)

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

BZRIEESAISDKICHE R, 152 ILAPI Explorerfl9{LaZ~ITR

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).
Build())

request := &model.DeleteTagRequest{}
keyTags:= "keytest"

valueTags:= "valuetest"

var listTagsbody = [Jmodel.ResourceTag{

Key: &keyTags,
Value: &valueTags,
h
}
request.Body = &model.DeleteTagsDto{
Tags: &listTagsbody,
}
response, err := client.DeleteTag(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)

}

BYSDKICEDA o

TE, ATERBNRIN

AL fiEik

200 OK
B2 EIRD .

4.2 EIP &1
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4.2.1 8% 1P FEXF
INRENA
FEXAEIP, EFRWSLEIPEEIRFISEIPIEIFBIEERListEips[@LEIPERFE, sync=F
BRIgE N1,
BRBE
B2 A ABAPI,
URI

POST /v1/{project_id}/eip/protect

* 4-78 BIESY

2% BEWIE SRR R

project_id = String FHFIREID
RAMKE: 32
BAKE: 32

2 4-79 Query 2%

2% BEWI% SRR R

enterprise_pro | & String ®WIRBid, APXEFEIIE

ject_id &, BfWIRE%id,

fw_instance_i | & String FaXkiEsLBlid, BIB=FhXIER

d AT RS ISR R R B AR
trEid, ANESEREEG X
fEscpliEC, BABRT,
fw_instance_IdJRZ0Y, IR[EIMK
STE—MENER;
fw_instance_Id3E==RY, RElS
fw_instance_|dX NSRS S,
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IERSH

K 4-80 153k Header 2%f

2H

Rk

SHERE

ik

X-Auth-Token

=
=

String

R Token, EiTEARIAMARSS
SREXFE P TokenZ 3KEX (@R
iHEsLrhX-Subject-Tokenfd
&)

7 4-81 153K Body ¥

24

BH ik

SHER

fEk

object_id

=
=

String

FaiPxdRid, 2RI XIER
BF X5 EEMARHIFFIVPC
BRHIPHItREId, BEITiE
EFpAAESLAREO, T5type
FORI A EEAMIAFRBHIPRIR
id, type31H9AVPCIHFRFHIF
FKRid,

BIMKE: 36

BXKE: 36

status

i

Integer

EIPIRZS, OFRBHIFH, 1R
ZNUatia

=/JME: 0
BXE: 1

ip_infos

i

Array of
ip_infos
objects

EIPEESIZE
HAKE: 0-50

% 4-82 ip_infos

2%

SHER

%S

id

String

2EE S N | PEHEI D
=IMKE: 36
BAKE: 36

public_ip

iy

String

SEMEZ W I PAELIE
=RIMKE: 0
BAKE: 255

public_ipv6

i1y

String

a4 R I PHELIEIPVE
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MR SEL

RASEE: 200

% 4-83 IR Body S%

2 SRR i1
data EIPSwitchSta | BZZZEIPRHFIASIREl{Edata
tusVO object
2 4-84 EIPSwitchStatusVO
28 SHERE R
object_id String FriFXdsRid, REIEBRHXEFERTX S EEK

BRBIPFIVPCGARBIFRIFRSIA, AIETERE
R KISSEGIEO, FStypeIORY AN EEXMIAFR
BriFXIRid, typels1BYAVPCIARFLIFRIRId.

fail_eip_id_list | Array of (B eipfHtPIASEMFIZER .
strings
id String ID

RSF8: 400

% 4-85 IR Body S%

84 SHRT fER
error_code String e

B/M<E: 8
RAKE: 36
error_msg String PR
=BME: 2
BRAKE: 512

15K~
e FFREINHIdA857ddec2-55f2-4503-a93a-fe70021b743c, FHIFXIRIdI
6d3db4fd-fd58-4d8e-914b-ef91aa268f625% 4,3/ IPEIEId/94a589be0-
b40a-4694-94ff-c0710af9a0a2fY EIP ( 100.85.121.62 ) ;=R
https://{Endpoint}/v1/857ddec2-55f2-4503-a93a-fe70021b743c/eip/protect
{

"object_id" : "6d3db4fd-fd58-4d8e-914b-ef91aa268f62",
"status" : O,

STREFRA 04 (2024-06-28) IR © ERmBRABRAT 79




=K
AP &% 4 AP

"ip_infos" : [ {
"id" : "4a589be0-b40a-4694-94ff-c0710af9a0a2",
"public_ip" : "1.2.3.4"
}1
}
e XAIMBRid}857ddec2-55f2-4503-a93a-fe70021b743c, BHiFYdsRidA
6d3db4fd-fd58-4d8e-914b-ef91aa268f6238 4/ /I PELHREid }94a589be0-
b40a-4694-94ff-c0710af9a0a2fy EIP ( 100.85.121.62 ) &R

/v1/857ddec2-55f2-4503-a93a-fe70021b743c/eip/protect

{
"object_id" : "6d3db4fd-fd58-4d8e-914b-ef912a268f62",
"status" : 1,
"ip_infos" : [ {
"id" : "4a589be0-b40a-4694-94ff-c0710af9a0a2",
"public_ip" : "1.2.3.4"
3]
}
M Rz~
REES: 200
FRXAEIPIHPIRSIREE
{
"data" : {
"fail_eip_id_list" : [ ],
"object_id" : "ae42418e-f077-41a0-9d3b-5b2f5ad9102b",
"id" : "bOa2dacc-3886-4805-838e-281653d3cd1f"
}
}
REB
RSB 0%
200 FRXAEIPIHIPIRSIREE
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
EiRD

52 SR .

BAEIp L
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ERREE

52 WANEFAPI
URI

GET /v1/{project_id}/eip-count/{object_id}

% 4-86 I81Z

W

%

SH

BRYi%

SHERE

%

project_id

i

String

HFIREID
BAMRE: 32
BAKE: 32

object_id

ali

String

FrtPxdsRid, REIERBXIER
BT X5 EEMIAREPFIVPC
BREPRIfREId, ah@ETEB
BEigppkEELAEO, FEtype
ORI A EEAMID SR PRI SR
id, typeI1HI9VPCIAFR A
FKid,

=/IMKE: 36

BRAKE: 36

K 4-87 Query 2%

2%

SHER

15

enterprise_pro
ject_id

[= = YA
BARWYIE
=

String

®WIREId, BPEFEWIRE
&, BEIIRE%ERATId,

fw_instance_i
d

1y

String

FakiSsEflid, BlsE=BEXIER
BFirEm X ERRFE AR
RtREid, ANESAREIAEX
ISscpEO, BABRT,
fw_instance_IdJ9Z0Y, R[EIMK
STE—NMEEE;
fw_instance_Id3E==RY, R[ElS
fw_instance_|d3SRIERIESE.,
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RS
% 4-88 153Kk Header 2%
e EEWI%E SR R
X-Auth-Token | £ String FiFToken, Bi3ERIAMBRSS
SKEX A Token$Z5KEX ( Nk
jEBEsLrhX-Subject-Tokenfd
B)
V=S5t
KE\: 200
7= 4-89 IR Body £%4
2% SHRT R
data EipCountRes | EipNEEE
pData object
2 4-90 EipCountRespData
B8H BHEE R
object_id String FatFxdRid, ReIgE=MmXERERTX S EEK
LR EPFIVPCGHRBIFRIRSId, ATEERE
ERGKIRSEAlEO, S typeHORY A BEXMIAF
FatPXdRid, typed1H9AVPCIARBHIFIISRId,
&IMKE: 36
RAKE: 36
eip_total Integer EIPE%
&=/ME: 0
REE: 0
eip_protected | Integer ZKS TR B EGIFEIPREE
&=/ME: 0
REE: 0
eip_protected | Integer ZHRIRE KISRGIREIPEE
_self
RED: 400
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K 4-91 Wi Body 2
¥ SR fiHiA
error_code String EIRg
=/MSE: 8
BAKE: 36
error_msg String HEiRfAR
BIMSE: 2
EAKE: 512
BRI
Ei9IMHEId99d80d070b6d44942af73c9c3d38e0429, [HiFITRidacfebd347-
b655-4b84-b938-3c54317599b2/eip Nl
https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/eip-count/cfebd347-b655-4b84-
b938-3c54317599b2
N iz 73~ 451
WREM: 200
OK
{
"data" : {
"eip_protected" : 1,
"eip_protected_self" : 4,
"eip_total" : 5,
"object_id" : ""
}
}
K& 400
Bad Request
{
"error_code" : "CFW.00200005",
"error_msg" : "R{ERNBERFE"
}
SDK {83731
SDKACRS~BIANT o
Java
package com.huaweicloud.sdk.test;
import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;
import com.huaweicloud.sdk.cfw.v1.%;
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import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListEipCountSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListEipCountRequest request = new ListEipCountRequest();

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withFwlInstanceld("<fw_instance_id>");

try {

ListEipCountResponse response = client.listEipCount(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)
client = CfwClient.new_builder() \
.with_credentials(credentials) \

.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
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request = ListEipCountRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
response = client.list_eip_count(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListEipCountRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
response, err := client.ListEipCount(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}

B RIZESHISDKIBRAI, 5SS AP ExplorerfI{SIBRBIRRE, AIERBEEIXIN
AISDKLHS =B
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APl &% 4 AP
REB
RSB 0%
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
BI=0
B2 EIRB.
4.2.3 351 IP 3R EE
IhEENA
SEMEIPYIREIG
BRAA;
B2 AETEAAPI,
URI
GET /v1/{project_id}/eips/protect
% 4-92 IRiIZSH
2 ey SR iR
project_id = String FHPIREID
BIMEE: 32
BRAKE: 32
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K 4-93 Query 2%

2H

R

SHER

1%

object_id

String

PRI Rid, ReIERBpXIEE
BF X5 EERBRPBIFFIVPC
WREAPHAREId, RLETiIEA
BEigppXGLAIEO, FEtype
FI089 9 B EXMIB R BHIFXT 5
id, type9T1RIAIVPCIAR
IFRid,

=IMEE: 36

RAKE: 36

key_word

iy

String

SN ID /S 2N 1P
=RIMKE: 0
BEXKE: 255

status

i1y

String

BERIRZS null-2EB 0-FFSBAH
1-XiABAIR

WHE:
e null
e 0
o 1

sync

iy

Integer

EXRSAFEIPHIE 0-RFES
1-FEE

KEME:

e 0

o 1

limit

ali

Integer

BRERTH, SBEH1-1024
B/IME: 0

offset

i

Integer

RiZE: IEEREICRAIFIA
B, WIhHF, BEEEAX
FaETF0, BA0

&/IME: 0

enterprise_pro
ject_id

i1y

String

WIREId, BPXEFEWIRE
&, BEIIRE 2RI,

device_key

String

IR

address_type

o | DN

Integer

HBHESERY0 ipv4,1 ipv6
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2H BEWI%E SRR fHR
fw_instance_i | & String Faxigsehlid, BIE=FEXIER
d FRF RS KSR RS EohER
aotrEId, AEEIEREERX
IEEfEO, BABRT,
fw_instance_IdAZSRT, IR[EIK
STE—NMENEE;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_Id3I SRS R o
fw_key word | & String Fr4BRERa A IEid G X IEEZ R
eps_id & String s MipRIE I IREid
tags B String REIRER
IBREH
% 4-94 153K Header 2%
84 EEWIE SR R
X-Auth-Token | 2 String R Token, BEiTEARIAMBES
SREVFE P TokeniZ $KEY ( Nk
jE B sLrhX-Subject-Tokenfd
B)
N R &%
K&mB: 200
# 4-95 L Body £
2% SR fER
data EipResponse | &iffeipik[cldata
Data object
2K 4-96 EipResponseData
B8H SR R
limit Integer BRETRNH, SBEH1-1024
offset Integer wEE: BEREICRIFANE, YBRPE
=, BEEEAXFHEFTFO0, BRIAO
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2H SR iR
total Integer B
records Array of eipZFRICHFH
EipResource
objects
2k 4-97 EipResource
B8H SR R
id String SEME2ID
public_ip String SEEZRIIP
status Integer EIPRHIFIRE, OFRBAIPH, 13FRRAFGIF
KZME:
e 0
o 1
public_ipvé String SN MIPIPV6
enterprise_pro | String I IRARid
ject_id
device_id String REid
device_name | String IREBBIR
device_owner | String IREBIHEE
associate_inst | String KEXSL{BIZEEY
ance_type
fw_instance_n | String A KB TR
ame
fw_instance_i | String FaXiEsEflid, Bl XIERBEFIRE XS
d HERZBNERRESId, ANESAREENEX
IEEfEO .
fw_enterprise | String Eip4PERYBA XS IRBid
_project_id
object_id String FaiFxdRid, REIE=MXERRTX D EEK
BRIFFFIVPCGARGFRIREId, ATEERE
HERGMIRSEAED, EStypeHORY A EEXMIAF
FatFxdRid, typed1H9AVPCIARBHIFIIRId,
tags String REEFIZR
domain_id String EIPERERF
owner String FriE FAFRIZTR
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2 SRR iR
fw_domain_id | String B NIERr B

WK&G: 400

% 4-98 IR Body S%

2 SR R
error_code String E1=g

BMKE: 8
RAKE: 36
error_msg String A
BMSE: 2
EAKE: 512

i5RBl

EHIREId~9d80d070b6d44942af73c9c3d38e0429, BHiFXISRidcfebd347-
b655-4b84-b938-3c54317599b2, IFEILERIE—THIEIE

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/eips/protect?object_id=cfebd347-b655-4b84-
b938-3c54317599b2&limit=10&offset=0&sync=0

I Rz 73~5 )
REB: 200
EIPHIRE AR EE

"data" : {
"limit" : 200,
"offset" : O,
"records" : [ {
"associate_instance_type" : "PORT",
"device_id" : "c87579ab-c76a-4afd-83ce-62e0f531f13e",
"device_name" : "test",
"device_owner" : "compute:test"”,
"domain_id" : "7d07807209524a4280266db9df63c4fa",
"enterprise_project_id" : "0",
"fw_domain_id" : "7d07807209524a4280266db9odf63c4fa",
"fw_enterprise_project_id" : "default",
"fw_instance_id" : "546af3f8-88e9-47f2-a205-2346d7090925",
"fw_instance_name" : "test",
"id" : "465b34fe-e017-4831-a21c-9c6c753bb1f2",
"object_id" : "ae42418e-f077-41a0-9d3b-5b2f5ad9102b",
"public_ip" : "100.85.223.15",

"status" : 0,

"tags" : "combined_order_id=CBRCS23040615138M2KW912"
I P
"total" : 1

}
}
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REH: 400
Bad Request

{
"error_code" : "CFW.00109004",

"error_msg" : "HTTPi&EREEIR"

}

SDKAEBIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListEipsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
ListEipsRequest request = new ListEipsRequest();
request.withObjectld("<object_id>");
request.withKeyWord("<key_word>");
request.withStatus(ListEipsRequest.StatusEnum.fromValue("<status>"));
request.withSync(ListEipsRequest.SyncEnum.NUMBER_<sync>);
request.withLimit(<limit>);
request.withOffset(<offset>);
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withDeviceKey("<device_key>");
request.withAddressType(<address_type>);
request.withFwlInstanceld("<fw_instance_id>");
request.withFwKeyWord("<fw_key_word>");
request.withEpsld("<eps_id>");
request.withTags("<tags>");
try {
ListEipsResponse response = client.listEips(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {

e.printStackTrace();

} catch (ServiceResponseException e) {
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e.printStackTrace();

System.out.println(e.getHttpStatusCode());

System.out.println(e.getRequestld());

System.out.println(e.getErrorCode());

System.out.println(e.getErrorMsg());

}
}
}

Python

Go

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListEipsRequest()
request.object_id = "<object_id>"
request.key_word = "<key_word>"
request.status = "<status>"
request.sync = <sync>
request.limit = <limit>
request.offset = <offset>
request.enterprise_project_id = "<enterprise_project_id>
request.device_key = "<device_key>"
request.address_type = <address_type>
request.fw_instance_id = "<fw_instance_id>"
request.fw_key_word = "<fw_key_word>"
request.eps_id = "<eps_id>"
request.tags = "<tags>"
response = client.list_eips(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

n

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"
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func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security

risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListEipsRequest{}
request.Objectld = "<object_id>"
keyWordRequest:= "<key_word>"
request.KeyWord = &keyWordRequest
statusRequest:= model.GetListEipsRequestStatusEnum().<STATUS>
request.Status = &statusRequest
syncRequest:= model.GetListEipsRequestSyncEnum().<SYNC>
request.Sync = &syncRequest
request.Limit = int32(<limit>)
request.Offset = int32(<offset>)
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
deviceKeyRequest:= "<device_key>"
request.DeviceKey = &deviceKeyRequest
addressTypeRequest:= int32(<address_type>)
request.AddressType = &addressTypeRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlinstanceldRequest
fwKeyWordRequest:= "<fw_key_word>"
request.FwKeyWord = &fwKeyWordRequest
epsldRequest:= "<eps_id>"
request.Epsld = &epsldRequest
tagsRequest:= "<tags>"
request.Tags = &tagsRequest
response, err := client.ListEips(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)

}

BEZRIZIESHISDKLIERGI, 152 WAPI ExplorerfIUEBRBITIES, AT4RLBERIXIR
BYSDKICEDR A o

REES fiEik

200 EIPHEE EIRENE
400 Bad Request
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RS A
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
e
BESIEIRB.
4.3 ACL i ETE
4.3.1 Bl ACL #m
INEENT A
BIZEACLELY
AARBE
152 ILAN{alAFAPI,
URI

POST /v1/{project_id}/acl-rule

% 4-99 IB1ZSH

2% =AUk SR ik
project_id = String PRI
2 4-100 Query #
2% BRIk ST fiEid
enterprise_pro | &§ String AW IRBid, BPZEEWIRE
ject_id f&, BfWIREERkId.
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SH

SHERE

%

=
=
fw_instance_i | &
d

String

Bk IESLflid, BlE=pHAIER
BFrE X ER R G BEAER
ROfREId, EETIAREENX
IEsLflizEn, RABERT,
fw_instance_IdAZSRT, IR[EK
STENMENER,;
fw_instance_IdAE=SHY, R[ElS
fw_instance_|dXI NSRS E.,

IERSH

Z 4-101 i&sk Header 8%

2H ERUWIE

SHERE

5

X-Auth-Token | 2

String

HRFToken, ETEAAIAMAES
SREXFE P TokenZ M3REY ( M@k
JEESLAX-Subject-Tokenfd
B)

% 4-102 753K Body S

2H BRWIE

SHERE

ik

object_id 2

String

FiPIRid, REIEMAEE
FAFX 53 BB A RFIVPC
BWEpIFRIREId, AEdiEA
EARAIIELAHEC, iF5type
FOR S BB FRBHIPIT R
id, type3189/9VPCIASRHIF
POECR

i
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Integer

MWtype, 0: EELMFIN, 1:
vpcHI, 2: natimy

WzE:
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o 2

ali

rules

Array of rules
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rules
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2 4-103 rules
2% AUk SR R
name =2 String HNZFR
sequence = OrderRuleAcl | #NFF!
Dto object
address_type | =2 Integer HESERY ) 0 ipv4,1 ipv6,2
domain
KEME:
o 0
o 1
o 2
action_type s Integer HE0: permit,1: deny
status ! Integer MUTEIRES 0: ZMF,1: BH
KEE:
o 0
o 1
applications & Array of N %
strings
applications)s | & String N FR% R json=FFER
onString
long_connect_ | & Long KIERERTIE
time
long_connect_ | & Long R/
time_hour
long_connect_ | & Long KIEEIT o8
time_minute
long_connect_ | & Long FEERH<R)
time_second
long_connect_ | @ Integer EANERER, 0RRAF
enable KiER:, 1R FHRKIERE
KEE:
o 0
o 1
description B String A
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direction & Integer BE: 0FRIEAN, 1Fz=H
U5 [15B8: #Ntype=0: B
BXPIFRI | 2: natiRNUBS A EE
WHiE )
KZME:
e 0
o 1
source 2 RuleAddress | iEtthHE®ITSR
DtoForReque
st object
destination 2 RuleAddress | BAVBHHERIXTSR
DtoForReque
st object
service 2 RuleServiceD | [REZXIH
to object
tag & TagsVO REERE
object
2R 4-104 OrderRuleAclDto
2% =AWk SR ik
dest_rule_id & String BFrinid, SARINARRAFLLEAR
Wz, IEEMBHARERLT, B
TRAT A=
top S Integer =aalR, OXFIEER, 111
FEIR
bottom EN Integer =REK, ONFIEERE, 1€
*FERK

Z& 4-105 RuleAddressDtoForRequest

2% =Rk SR A

type = Integer IRSRBIOF T8I, 1 XEXIPHBLE
4021842, SHIB(E, 4iH3
¢H, 5EXIR, 6iEZH-DNSHE
¥, 7iR4H-URLTIE,

address_type | & Integer TEZERI0 ipv4,1 ipv6

address =S String JRIP, FohZEBIARREAZT, B
KdomainZEE =
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2% BEWI%E SRR fHR
address_set_id | & String XEXIPHBLEZEID, BnhEBIAEE
H=, FapEiifldomainkE
=
address_set_ n | & String HehF£AZFR
ame
domain_addre | & String AR, 1o SRR A
ss_name R, FapEB B
region_list_jso | & String MM regionlZKjson{E
n
region_list S Array of MNregionFFE
IpRegionDto
objects
domain_set_id | & String %2 48id
domain_set. n | & String 1HZBZFR
ame
ip_address & Array of IPithiit%1 2=
strings
address set t | & Integer SRR, OFRRBE N iE
ype 28, 13E7RWAF[C]JEIPibE,
2Z=/~DDoSEIRIPHEILEE, 3%
TNAT64%EGILEZE
predefined_gr | & Array of FE W ithhit 4R 2
oup strings
address_grou | & Array of inleislES
p strings
% 4-106 IpRegionDto
B8H =% SR R
region_id & String Xigid
description_cn | & String Fh3zigAR
description_e | & String TA
n
region_type & Integer Xig2e8, 0FRRER, 1F =
A, 2Fx~AM
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2 4-107 RuleServiceDto

el =AWk SHRT (i35
type 2 Integer IRSZMNZEEL, ONFENMASE
B, 1B nhimN\RE
protocol & Integer 1Y ZEELTCPJ96, UDPA
17,ICMPA1,ICMPV6958 ANY
R-1,FehEBARh=, Bz
B
protocols & Array of IR, tHNEEELTCP/I6,
integers UDPA17,ICMP1,ICMPV6
58,ANYJ3-1,FENREIAR =,
BaEBAT
source_port & String RO
dest_port & String BAYi%O
service_ set id | & String BRS34HId, FrhRBA=, Bal
FAVHIET
service_set na | & String IRSZLABRTR
me
custom_servic | & Array of BEMIRSS
e Serviceltem
objects
predefined_gr | & Array of FE X ARS54E51%R
oup strings
service_group | & Array of IRSSE%IZE
strings
service_group | & Array of BRSZHEZTRYIZE
_hames ServiceGroup
VO objects
service_set_ty | & Integer IRSSEAZER, 0RTETENIRS
pe H, 1RIEAWEBIRS, 2%
e BIRiEERIPING, 3%KR
ERYUEE
2K 4-108 Serviceltem
2% BEWI% SR R
protocol & Integer TIMY RS TCPAI6, UDPA
17,ICMP31,ICMPV6958 ANY
R-1,FohEBEAR A=, Bapzk
Bl=s
Xi5hRAS 04 (2024-06-28) RS © EARITERABIRAE 99



=K

APl &%& 4 API

2% mEwI% SR fiEid
source_port & String TR
dest_port & String BrYimO
description & String ARS5 Bk iR
name = String RSB RBTR

2 4-109 ServiceGroupVO
e =A% ST ik
name S String RSBHEZIR
protocols & Array of IUIES

integers
service_set_ty | & Integer IRSSEAZER, ORTEHTENIRS
pe A, 1FXRERAWEBIRSS, 2%
TEREEERIPING, 3% TR
= REERE

set_id = String BR33481D

Z 4-110 TagsVO
2% mEWI% SR fiEid
tag_id & String fREsid
tag_key & String IR
tag_value & String FRE(E

D)2

R&FB: 200

2 4-111 i Body 2%
2% SR fHiA
data RuleldList MidyzE

object
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2% 4-112 RuleldList
¥ SRR R
rules Array of MNid%z=
Ruleld
objects
2% 4-113 Ruleld
8% SHRT R
id String id
name String B
RS 400
= 4-114 [IK7 Body %
84 SHRT RhR
error_code String e
B/M<E: 8
mAKE: 36
error_msg String P
=BME: 2
BRAKE: 512
iI=P N ]]

B ARIN—PVAZERIRISMNEI AR RTRIN , ZFRFIMGEAN, RZEEJ9IPHbiL, itk

1.1.1.1, BB IPHNE, BRIMENESERYS22.22, AR
TCP, Rix[790, BAYNRON0, FF<ER, siENKIT, BRKSHER

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/acl-rule

{

"object_id" : "ae42418e-f077-41a0-9d3b-5b2f5ad9102b",

"rules" : [ {
"name" : "EERN"
"status" : 1,
"action_type" : 0,
"description" : "",
"source" : {
"type" : 0,
"address" : "1.1.1.1
h?
"destination" : {
"type" : 0,
"address" : "2.2.2.2

1

n

n

55, WHYEERLS
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B
"service" : {
"type" : 0,
"protocol" : 6,
"source_port" : "0",
"dest_port" : "0"
%
"address_type" : 0,
"tag" : {
"tag_key" : "",
"tag_value" : ""
B
"long_connect_enable" : 0,
"direction" : 0,
"sequence" : {
"top" : 1,
"dest_rule_id" : null
}
11
"type" : O

REB: 200
i~ Dnaclimrz

{
"data" : {
"rules" : [ {
"id" : "0475c516-0e41-4caf-990b-0c504eebd73f"
1]
}
}

RE&EB: 400
Bad Request

{

"error_code" : "CFW.00900016",

"error_msg" : "SNESZHITHR, BESEREHIRE"
}

SDKAUABRAEIENT o

BIFIEIN—NPVASEEIRISPEIRRTRINY , FFRIMGLAN , RSB IPHbLE, HbhEde
1.1.1.1, BrRISEED9IPitiE, BROMNISERIJ922.22, IRSFEEINMRSS, HNEEELA
TCP, RimM790, BRIRON0, FAIFKER, AT, BRREHER

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;
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import java.util.List;
import java.util.ArrayList;

public class AddAclRuleSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great

security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
AddAclRuleRequest request = new AddAclRuleRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
AddRuleAclDto body = new AddRuleAclDto();
TagsVO tagRules = new TagsVO();
tagRules.withTagKey("")
.withTagValue("");
RuleServiceDto serviceRules = new RuleServiceDto();
serviceRules.withType(0)
.withProtocol(6)
.withSourcePort("0")
.withDestPort("0");
RuleAddressDtoForRequest destinationRules = new RuleAddressDtoForRequest();
destinationRules.withType(0)
.withAddress("2.2.2.2");
RuleAddressDtoForRequest sourceRules = new RuleAddressDtoForRequest();
sourceRules.withType(0)
.withAddress("1.1.1.1");
OrderRuleAclDto sequenceRules = new OrderRuleAclDto();
sequenceRules.withTop(1);
List<AddRuleAclDtoRules> listbodyRules = new ArrayList<>();
listbodyRules.add(
new AddRuleAclDtoRules()
.withName (UM ")
.withSequence(sequenceRules)
.withAddressType (AddRuleAclDtoRules.AddressTypeEnum.NUMBER_0)
.withActionType(0)
.withStatus(AddRuleAclDtoRules.StatusEnum.NUMBER_1)
.withLongConnectEnable(AddRuleAclDtoRules.LongConnectEnableEnum.NUMBER_0)
.withDescription("")
.withDirection(AddRuleAclDtoRules.DirectionEnum.NUMBER_0)
.withSource(sourceRules)
.withDestination(destinationRules)
.withService(serviceRules)
.withTag(tagRules)
)
body.withRules(listbodyRules);
body.withType(AddRuleAclDto.TypeEnum.NUMBER_0);
body.withObjectld("ae42418e-f077-41a0-9d3b-5b2f5ad9102b");
request.withBody(body);
try {
AddAclRuleResponse response = client.addAclRule(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
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e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

TBIAARIN— N PVASERIRISN BRI, ZFRMGEAN, RSERIIPHiL, ehbdy
1.1.1.1, BrRUEEDgIPitiE, BROMINISERIJ922.2.2, BRSZEEINMRSS, HNEEELA
TCP, iRiw[790, BRYRON0, FIFRKER, FART, BRIRENER

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = AddAclRuleRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
tagRules = TagsVO(
tag_key="",
tag_value=""
)
serviceRules = RuleServiceDto(
type=0,
protocol=6,
source_port="0",
dest_port="0"
)
destinationRules = RuleAddressDtoForRequest(
type=0,
address="2.2.2.2"
)
sourceRules = RuleAddressDtoForRequest(
type=0,
address="1.1.1.1"
)
sequenceRules = OrderRuleAclDto(
top=1

)
listRulesbody = [
AddRuleAclDtoRules(

SASRRZN 04 (2024-06-28) WA © EARUERABIRAE 104



=K
AP &%

4 API

Go

name="Tiz{FLRY",
sequence=sequenceRules,
address_type=0,
action_type=0,
status=1,
long_connect_enable=0,
description="",
direction=0,
source=sourceRules,
destination=destinationRules,
service=serviceRules,
tag=tagRules
)
1
request.body = AddRuleAclDto(
rules=listRulesbody,
type=0,
object_id="ae42418e-f077-41a0-9d3b-5b2f5ad9102b"
)
response = client.add_acl_rule(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

TBIAFARIN—NPVASERIRISMN BRI, ZFRANGEAN, RSERI9IPHiL, tehbdy
1101, BRISREDIPHEnE, BRIMNISERED922.2.2, BRSFEBINMRSS, HNEEELA
TCP, Riw[790, BRYRON0, FFFRKER, FART, BRIRENER

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model. AddAclRuleRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
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tagKeyTag:=
tagValueTag:=
tagRules := &model.TagsVo{
TagKey: &tagKeyTag,
TagValue: &tagValueTag,
}
protocolService:= int32(6)
sourcePortService:= "0"
destPortService:="0"
serviceRules := &model.RuleServiceDto{
Type: int32(0),
Protocol: &protocolService,
SourcePort: &sourcePortService,
DestPort: &destPortService,
}
addressDestination:= "2.2.2.2"
destinationRules := &model.RuleAddressDtoForRequest{
Type: int32(0),
Address: &addressDestination,
}
addressSource:= "1.1.1.1"
sourceRules := &model.RuleAddressDtoForRequest{
Type: int32(0),
Address: &addressSource,
}
topSequence:= int32(1)
sequenceRules := &model.OrderRuleAclDto{
Top: &topSequence,
}
descriptionRules:=
directionRules:= model.GetAddRuleAclDtoRulesDirectionEnum().E_0
var listRulesbody = [Jmodel.AddRuleAclDtoRules{
{

nn

nn

Name: "HhztELR",
Sequence: sequenceRules,
AddressType: model.GetAddRuleAclDtoRulesAddressTypeEnum().E_O,
ActionType: int32(0),
Status: model.GetAddRuleAclDtoRulesStatusEnum().E_1,
LongConnectEnable: model.GetAddRuleAclDtoRulesLongConnectEnableEnum().E_O,
Description: &descriptionRules,
Direction: &directionRules,
Source: sourceRules,
Destination: destinationRules,
Service: serviceRules,
Tag: tagRules,
h
}
request.Body = &model.AddRuleAclDto{
Rules: listRulesbody,
Type: model.GetAddRuleAclDtoTypeEnum().E_O,
Objectld: "ae42418e-f077-41a0-9d3b-5b2f5ad9102b",

}
response, err := client. AddAclRule(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}

}

2

BZRFESHISDKILIERAI, 1ESMAPI ExplorerfI{LiBRAITREE, A4 EEIRIMN
AISDKAAI A o
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RS
RSB 0%
200 I hNaclie vz
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
==
B2 EIEE.
4.3.2 iz ACL A
INRENA
IBRACLERNZE
BB
152 WANaE BAPI,
URI

DELETE /v1/{project_id}/acl-rule/{acl_rule_id}

#* 4-115 BRRSH

2% =AW SR A
project_id = String HFIRAEId
acl_rule_id =2 String $myid
£ 4-116 Query ¥
2% )y SR A
enterprise_pro | & String ®WIRBRId, BPXZEEWIRE
ject_id &, BfIIRE%Rkid.
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28 BRI SR ik
fw_instance i | & String Bk IEEEflid, Bl =fIXIER
d BT & XS R Z B4R
AFREId, @I REIEN A
IEsLflizEn, RABERT,
fw_instance_IdAZSRT, IR[EK
STENMENER,;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_|dXIRIBANEE .
BRSH
& 4-117 153K Header 2%
S8 =AW SHER A
X-Auth-Token | 2 String HPFPToken, @I IAMIAMIRSS
SRENFEF Token$ZFREY ( MR
JHESLEX-Subject-TokenHY
B)
IR S5
KEB/: 200
% 4-118 KL Body £3
2% SR R
data Ruleld object | #RNid&IE
2% 4-119 Ruleld
S8 SR A
id String id
name String B

RZSES: 400
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2 4-120 I Body 2%

2% S ik

error_code String EIRg
=/MSE: 8
=AKE: 36

error_msg String HEiRfAR
BIMSE: 2
RAKE: 512

BIFRIREId: 9d80d070b6d44942af73c9¢c3d38e04298 ruleld: ceaa0407-
b9c8-4dfd-9eca-b6ead2dfd03 149

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/acl-rule/ceaa0407-b9c8-4dfd-9eca-
b6ead2dfd031

WR&G: 200
OK

{
"data" : {
"id" : "ceaa0407-b9c8-4dfd-9eca-b6ead2dfd031",
"name" : "name"

}
}

REM: 400
Bad Request

{

"error_code" : "CFW.00900016",

"error_msg" : "SNESZHITH, BEESEREHIRE"
}

SDKARBRAIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;
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public class DeleteAclRuleSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

DeleteAclRuleRequest request = new DeleteAclRuleRequest();

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withFwlInstanceld("<fw_instance_id>");

try {

DeleteAclRuleResponse response = client.deleteAclRule(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = DeleteAclRuleRequest()
request.enterprise_project_id = "<enterprise_project_id>"
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request.fw_instance_id = "<fw_instance_id>
response = client.delete_acl_rule(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeleteAclRuleRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlInstanceldRequest
response, err := client.DeleteAclRule(request)
if err == nil {

fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}

}

BE

BEZRIZBESHISDKILIERAI, 152 AP ExplorerfXIBREITRE, aT4mEEIRTN
ROSDKAAD = -

W&

WS 1
200 OK

[
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=K

APl &%& 4 API
RS iR
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
e
B2 EIRB.
4.3.3 HLEMMBR Acl FRY
INEEN4A
=S MIBRACHRTY
ARGEE
B2 AEEARBAPI,
URI
DELETE /v1/{project_id}/acl-rule
x 4-121 IREZ2H
B8H =Rk SR faR
project_id b String FHFINEID
2 4-122 Query 2H
2% =A%k SR R
enterprise_pro | &§ String tWInHid, APZFEWIRE
ject_id f&, BfWIRB%mvid.
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SHERE

%

fw_instance_i
d

String

Bk IESLflid, BlE=pHAIER
BFrE X ER R G BEAER
ROfREId, EETIAREENX
IEsLflizEn, RABERT,
fw_instance_IdAZSRT, IR[EK
STENMENER,;
fw_instance_IdAE=SHY, R[ElS
fw_instance_|dXI NSRS E.,

IERSH

Z 4-123 i&sk Header 8%

2%

BRI

SHERE

5

X-Auth-Token

=
=

String

HRFToken, ETEAAIAMAES
SREXFE P TokenZ M3REY ( M@k
JEESLAX-Subject-Tokenfd
B)

7 4-124 153K Body S

2%

Rk

SHERE

ik

object_id

=
=

String

FiPIRid, REIEMAEE
FAFX 53 BB A RFIVPC
BWEpIFRIREId, AEdiEA
EARAIIELAHEC, iF5type
FOR S BB FRBHIPIT R
id, type3189/9VPCIASRHIF
POECR

rule_ids

i

Array of
strings

N IDFZE

=
REB/: 200
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2 4-125 I Body 2%
2% SR iR
data BatchDelete | #tt=MIFRACLIINIR[E{Edata
AclRulesResp
onseData
object
2R 4-126 BatchDeleteAclRulesResponseData
¥ SR R
responseData | Array of =M MR [E]data
S BatchDeleteR
ulelnfo
objects
3£ 4-127 BatchDeleteRulelnfo
¥ SR A
name String aclZR
id String aclld
=P Gl
BRI Eid59d80d070b6d44942af73c9c3d38e0429R9 IR H FRIBHIFITS id A
ae42418e-f077-41a0-9d3b-5b2f5ad9102bEIFANY, FHMidFg
0475c516-0e41-4caf-990b-0c504eebd73fF18662868e-fe7e-4dfc-bfb1-
ca4d73081cab
https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/acl-rule
{
"rule_ids" : [ "0475c516-0e41-4caf-990b-0c504eebd73f", "8662868e-fe7e-4dfc-bfb1-ca4d73081ca6" ],
"object_id" : "ae42418e-f077-41a0-9d3b-5b2f5ad9102b"
}
il Rz 73~f51

REB/: 200
#HeEMIpRNIRENE

{
"data" : {
"responseDatas" : [ {
"name" : "test",

"id" : "0475c516-0e41-4caf-990b-0c504eebd73f"

I

"name" : "test2",
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"id" : "8662868e-fe7e-4dfc-bfb1-ca4d73081ca6"
]
}
}

SDKAUABRABIENT

MIB&IREid399d80d070b6d44942af73c9c3d38e042989IR B FHIMGIFT S idfy
ae42418e-f077-41a0-9d3b-5b2f5ad9102bgyM, FMidF9
0475c516-0e41-4caf-990b-0c504eebd73fF18662868e-fe7e-4dfc-bfb1-
ca4d73081cab

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class BatchDeleteAclRulesSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
BatchDeleteAclRulesRequest request = new BatchDeleteAclRulesRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
DeleteRuleAclDto body = new DeleteRuleAclDto();
List<String> listbodyRulelds = new ArrayList<>();
listbodyRulelds.add("0475c516-0e41-4caf-990b-0c504eebd73f");
listbodyRulelds.add("8662868e-fe7e-4dfc-bfb1-ca4d73081ca6");
body.withRulelds(listbodyRulelds);
body.withObjectld("ae42418e-f077-41a0-9d3b-5b2f5ad9102b");
request.withBody(body);
try {
BatchDeleteAclRulesResponse response = client.batchDeleteAclRules(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
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e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

IR Rid599d80d070b6d44942af73c9c3d38e0429F9IR H FHIMGIFXISR idJg
ae42418e-f077-41a0-9d3b-5b2f5ad9102bagL A, FMidF
0475c516-0e41-4caf-990b-0c504eebd73fF18662868e-fe7e-4dfc-bfb1-
ca4d73081cab

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = BatchDeleteAclRulesRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
listRuleldsbody = [
"0475c516-0e41-4caf-990b-0c504eebd73f",
"8662868e-fe7e-4dfc-bfb1-ca4d73081ca6"
1
request.body = DeleteRuleAclDto(
rule_ids=listRuleldsbody,
object_id="ae42418e-f077-41a0-9d3b-5b2f5ad9102b"
)
response = client.batch_delete_acl_rules(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

IR Rid599d80d070b6d44942af73c9c3d38e0429 IR H FHIMGIFXISR idJy
ae42418e-f077-41a0-9d3b-5b2f5ad9102bayLAY, FMidF
0475c516-0e41-4caf-990b-0c504eebd73fF18662868e-fe7e-4dfc-bfb1-
ca4d73081cab
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package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.BatchDeleteAclRulesRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
var listRuleldsbody = []string{
"0475c516-0e41-4caf-990b-0c504eebd73f",
"8662868e-fe7e-4dfc-bfb1-ca4d73081ca6",
}
request.Body = &model.DeleteRuleAclDto{
Rulelds: listRuleldsbody,
Objectld: "ae42418e-f077-41a0-9d3b-5b2f5ad9102b",

}
response, err := client.BatchDeleteAclRules(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}

}

BZRFESHISOKILIERAI, 1ESMAPI ExplorerfI{LiBRAITREE, A4 EEIRIMN
AOSDKAAI A o

I ik
200 L EMPRANIREIE
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APl &% 4 API
T
B2 ERB.
4.3.4 RN EHIREL
IgeN4A
TEPRARN T AR EL
BRG
B ANMEERAPI,
URI
DELETE /v1/{project_id}/acl-rule/count
* 4-128 IB1Z8H
2% =% SRR R
project_id = String project id
2 4-129 Query #
8% BRWIE SR fHR
enterprise_pro | & String AW IRBid, BFPZEEWIRE
ject_id E; EHﬁﬂ.kIJﬁEEEE‘ZE,‘:“d o
fw_instance i | & String FHXEESCEd, BIEBREBANER
d BT & XIERR S B4R

AOtREId, AETIEREIERX
IEsCAEO, EKLATE/RT,

fw_instance_Id =AY, IREIMK
?Tﬁg_/\i E,J{IZI I
fw_instance_Id3EZSAY, R[ES

fw_instance_|dXt NSRS S,
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2 4-130 153k Header 2%

2 ey SR )%

X-Auth-Token | 2 String R Token, BEiIEARIAMBES
$REVA P TokeniZ 5XEY ( WAL
jE B sLrhX-Subject-Tokenfd
B)

2 4-131 153K Body 2%
2% =EYIE SR )%
rule_ids = Array of HNid5ZE
strings
il Rz 22
KEB/: 400
X 4-132 g Body 2%
28 SR A
error_code String BIRS
=BNME: 8
RAKE: 36
error_msg String LS
BIM<E: 2
BAKE: 512
=Rl
SRR iIdI0b2179bbe180d3762fb0c01a2d5725c7hacliiilid g
59ff6bd9-0a76-41ec-9650-38008606996 59 A5 IR E
https://{Endpoint}/v1/0b2179bbe180d3762fb0c01a2d5725c7/acl-rule/count
{
"rule_ids" : [ "59ff6bd9-0a76-41ec-9650-380086069965" ]
}
M 7~ A5

REE: 200
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OK

{1

WRE&ES: 400
Bad Request

{
"error_code" : "CFW.00400006",
"error_msg" : "iERRMNIE RIS EHEIR"
}

SDKAURBRAIENT

iBPRINEid90b2179bbe180d3762fb0c01a2d5725c7*aclH#ilid /9
59ff6bd9-0a76-41ec-9650-380086069965AY 8 IR EL

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util. ArrayList;

public class DeleteAclRuleHitCountSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
DeleteAclRuleHitCountRequest request = new DeleteAclRuleHitCountRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
ClearAccessLogRuleHitCountsDto body = new ClearAccessLogRuleHitCountsDto();
List<String> listbodyRulelds = new ArrayList<>();
listbodyRulelds.add("59ff6bd9-0a76-41ec-9650-380086069965");
body.withRulelds(listbodyRulelds);
request.withBody(body);
try {
DeleteAclRuleHitCountResponse response = client.deleteAclRuleHitCount(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
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e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

iEPRINEId790b2179bbe180d3762fb0c01a2d5725c7haclHiid /9
59ff6bd9-0a76-41ec-9650-380086069965RY 8 IR EL

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = DeleteAclRuleHitCountRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
listRuleldsbody = [
"59ff6bd9-0a76-41ec-9650-380086069965"
]
request.body = ClearAccessLogRuleHitCountsDto(
rule_ids=listRuleldsbody
)
response = client.delete_acl_rule_hit_count(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

BRI IdI0b2179bbe180d3762fb0c01a2d5725c7acFiNlid A
59ff6bd9-0a76-41ec-9650-38008606996589 75 HRIREL

package main
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import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeleteAclRuleHitCountRequest{}

enterpriseProjectldRequest:= "<enterprise_project_id>"

request.EnterpriseProjectld = &enterpriseProjectldRequest

fwinstanceldRequest:= "<fw_instance_id>"

request.Fwinstanceld = &fwlInstanceldRequest

var listRuleldsbody = []string{
"59ff6bd9-0a76-41ec-9650-380086069965",

}

request.Body = &model.ClearAccessLogRuleHitCountsDto{
Rulelds: listRuleldsbody,

}
response, err := client.DeleteAclRuleHitCount(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}

}

BEZRIZEESHISDKILTERAI, 52 AP ExplorerfXIBREITRE, aT4mEEIRTN
AOSDKAAD = o

K& iR

200 OK

400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
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500 Internal Server Error
IR
B2 EIRE .
4.3.5 & ACL F
INEEN4A
EETACLERN
ARBE
152 WAMTEBAPI,
URI

PUT /v1/{project_id}/acl-rule/{acl_rule_id}

% 4-133 BIZS¥

¥ =AW SHER U

project_id = String FHFIRRId

acl_rule_id 2 String mid

2 4-134 Query ¥

S =A% SHELR iR

enterprise_pro | & String ®AIREId, APZEEWIRE

ject_id f&, BEWIREERkId,

fw_instance_i | & String FaXkigseflid, BlE=BrXiER

d BFirEShmXIERRZB AN
ROtREId, AEIEEEENX
iSO, RABRT,
fw_instance_IdAZSRT, IR[EIMK
STE—NMEEE;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_|dXIRIBAEE .
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2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, ETEAAIAMAES

SREX A P TokendZ REX ( Mk
JEEsLAX-Subject-Tokenfd

&)
7= 4-136 153K Body S
2% ERWiE SR fiEid
address_type | & Integer HERESERY 0 ipv4,1 ipv6
ESIER
e 0
o 1
name S String N2 FR
sequence &G OrderRuleAcl | UpdateRuleAclDto
Dto object
direction & Integer BE: 0FRIEA, 1z A
U5 [15B8: #Ntype=0: B
BXPORRI | 2: natfRNUBS S RE
WE ]
KA
e 0
o 1
action_type B Integer H{E0: permit,1: deny
ESI=R
e 0
o 1
status i Integer M TAIRES 0: Z281: BH
applications & Array of NS
strings
applicationss | & String NS REE NFERTER
onString
description e String A
long_connect_ | & Long KEZR </
time_hour
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long_connect_ | & Long KEZIK D
time_minute
long_connect_ | & Long KEZITKR
time_second
long_connect_ | & Long NEZENEN
time
long_connect_ | & Integer EEYEHKERE, 0FR~AT
enable ¥, 1%(57"25F
KA
e 0
o 1
source & RuleAddress | [EitliH{E#ITSR
Dto object
destination & RuleAddress | BRIHBHHERITSR
Dto object
service & RuleServiceD | fRSZITHR
to object
type B Integer #Mtype, 0: EEXRIFINY, 1:
vpciM, 2: natiimy
MzHME:
e 0
o 1
o 2
tag & TagsVO REERE
object
2 4-137 OrderRuleAclDto
28 =A% SHEER A
dest_rule _id & String BFrNlid, FROIEINI T LR
NzkE, IEEMEARERLS, B
TR A=
top S Integer =EER, OCFIEEIR, 11T
FEIN
bottom & Integer =AEK, OfNFEER, 11€
FER
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2% BEWI% SR (i35
type = Integer IRZEEI0F T h N, 1 KEXIPHELIE
H2M7%, HIRUE, 453
gﬁ.; ngil-ga 6@%@'DNS%E
T, 7i%E4E-URLIZIE
address_type | & Integer JEZERY0 ipv4,1 ipv6
address =S String RIP, FrhEBIAREEN=, Bah
FdomainZ&Bl A7
address_set_id | &§ String ZEXIPHENEZAID, BHahZEBIARE
7=, FapEBFldomainEl
Hh=
address_set_.n | & String AR FR
ame
domain_addre | & String 2 UEE R, B2 REATAEE
ss_name R, FohZERRBERISEERT A
=
region_list_jso | & String MM regiondlZKjson{E
n
region_list & Array of MM regiondZ&
IpRegionDto
objects
domain_set_id | & String 142 48id
domain_set n | & String 1HZBZFR
ame
ip_address & Array of I3kl gIES
strings
address_grou | & Array of i |eAEL 1 ES
p strings
address_grou | & Array of BB FRIIFR
p_names AddressGrou
pVO obijects
address set t | & Integer HuHEEAZERY, 0FRREE Nt
ype 48, 1F=RWAF[ElEIPHbELHE,
2Z%=/~"DDoS[El&IPiblEER, 33
TRNAT64%EAEE
predefined_gr | & Array of FRE N 4R FZE
oup strings
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2% BEWYIE SR R

region_id & String X1id

description_cn | & String FhIziiAR

description_e | & String R vE )Y

n

region_type & Integer XL, 0FRRER, 1F =
B, 2=~ AM

£ 4-140 AddressGroupVO

2% BEWI%E SRR R

address set t | & Integer HehEASERY ) 0RRBE N ik

ype ¢H, 1RRWAF[ElEIPiELEAE,
2&=7~DDoS[ElRIPiBEH, 3%
TNAT64%EAIEE

name B String HhHAZFR

set_id B String Hbtik4Hid

2 4-141 RuleServiceDto

e EEWI%E SR R

type 2 Integer IRSBENEEL, OAFNNZE
B, 1B ohimN\RE

protocol & Integer MY ERYTCP96, UDPJY
17,ICMPA1,ICMPV6958 ANY
B-1,FEBETAT, BahE
BH=E

protocols & Array of iYEIZR, HMNSEELTCPAS,

integers UDPA17,ICMPA1,ICMPV6

58,ANYJ9-1,FEhKBIAR =,
SFESiEySES

source_port B String R

dest_port & String =] m|

service_ set id | & String fRS34Hid, FmpEB A=, B
it |32

service_ set na | &5 String IRSZEBIR

me
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custom_servic | & Array of BENXIRSS
e Serviceltem
objects
predefined_gr | & Array of FiE X IRSSHSIZE
oup strings
service_group | & Array of IRS34H53R
strings
service_group | & Array of IRSEBFRIIZE
_nhames ServiceGroup
VO objects
service_set_ty | & Integer IRSHEZEE, 0RRBEMNES
pe H, 1R REHAWEBRSS, 2%
TEREEERIPING, 3% R
= RYUEE
3£ 4-142 Serviceltem
8% W% SR ik
protocol & Integer 1N ZERY:TCPJ96, UDPAY
17,ICMPA1,ICMPV6958 ANY
R-1,FohEBARh=, Bz
Bz
source_port & String R
dest_port & String EL:prm|
description & String ARS5 B iR
name &= String RSB RBTR
Z 4-143 ServiceGroupVO
e B WI%E SR R
name & String IRSZBZFR
protocols S Array of IUIES
integers
service_set_ty | & Integer ARS54ERE, 0FRRBENRS
pe H, 1R REHAWEBRSS, 2%
TEREEERIPING, 3% R
= RYUEE
set_id & String BR33481D
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K 4-144 TagsVO
2% mEwI% SR fiEid
tag_id & String FResid
tag_key & String FRES TR
tag_value & String EE
N RS
REES: 200
€ 4-145 I Body 2%
2% SRR fHA
data Ruleld object | #ENid
2 4-146 Ruleld
e e il ik
id String id
name String BFR
RE&M: 400
7 4-147 IR Body B
2% SR RER
error_code String RS
m/MKE: 8
RAKE: 36
error_msg String A
=BMSE: 2
EAKE: 512
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iBERTA

RO EFF— N IPVASEBIRISMEI AN, ZFRAMEAIN, JRSEBAIPHELE, HBlbA
1.1.1.1, BROZEEAIPHbNE, BROMNESERIH2.2.22, RSZEEVNRSS, HMYEERSS
TCP, Riw[A790, BHANROH0, AZIFEE, siEAKT, BRKSHEHE

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/acl-rule/ceaa0407-b9c8-4dfd-9eca-
b6ead2dfd031

{
"name" : "UEEERN",
"status" : 1,
"action_type" : 0,
"description" : "",
"source" : {
"type" : 0,
"address" : "1.1.1.1"

"destination" : {
"type" : 0,
"address" : "2.2.2.2"

h

"service" : {

"type" : 0,
"protocol" : 6,
"source_port" : "0",
"dest_port" : "0"

h

"type" : 0,

"address_type" : 0,

"tag" : {

"tag_key" : "",
"tag_value" : ""
L
"long_connect_enable" : 0,

"direction" : 0

}

[ iz 73~ 51
KEB: 200

OK
{
"data" : {
"id" : "ceaa0407-b9c8-4dfd-9eca-b6ead2dfd031"
}
}

REM: 400
Bad Request

{
"error_code" : "CFW.00200005",

"error_msg" : "R{ENBEAFE"
}

SDK {8~
SDKAHBREIZNT o
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OIS EF— N PVASEEIRISNRIRRIMIN , AFRITMMN, [ESEEITIPHELE, HBlETS
1101, BRIREDIPHEnE, BRIMNISERY922.2.2, ARSFERUNMRSS, HNEEELA
TCP, iRiw[790, BRYRON0, FIFRKER, FART, BRIKENER

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class UpdateAclRuleSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
UpdateAclRuleRequest request = new UpdateAclRuleRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
UpdateRuleAclDto body = new UpdateRuleAclDto();
TagsVO tagbody = new TagsVO();
tagbody.withTagKey("")
.withTagValue("");
RuleServiceDto servicebody = new RuleServiceDto();
servicebody.withType(0)
.withProtocol(6)
.withSourcePort("0")
.withDestPort("0");
RuleAddressDto destinationbody = new RuleAddressDto();
destinationbody.withType(0)
.withAddress("2.2.2.2");
RuleAddressDto sourcebody = new RuleAddressDto();
sourcebody.withType(0)
.withAddress("1.1.1.1");
body.withTag(tagbody);
body.withType(UpdateRuleAclDto.TypeEnum.NUMBER_0);
body.withService(servicebody);
body.withDestination(destinationbody);
body.withSource(sourcebody);
body.withLongConnectEnable(UpdateRuleAclDto.LongConnectEnableEnum.NUMBER_0);
body.withDescription("");
body.withStatus(1);
body.withActionType(UpdateRuleAclDto.ActionTypeEnum.NUMBER_0);
body.withDirection(UpdateRuleAclDto.DirectionEnum.NUMBER_0);
body.withName (";UisRM");
body.withAddressType(UpdateRuleAclDto.AddressTypeEnum.NUMBER_0);
request.withBody(body);

try {
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UpdateAclRuleResponse response = client.updateAclRule(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

TBIABEFH— P IPVASERIRISNEI AR, ZFRNGEAN, RZER9IPHL, tehbdy
1.1.1.1, BrRUSEEDgIPitiE, BROMINISERIJ922.2.2, BRSFEEINMRSS, HNEEELA
TCP, iRiw[790, BRYRON0, FFFRKER, FART, BRIRENER

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = UpdateAclRuleRequest()
request.enterprise_project_id = "<enterprise_project_id>
request.fw_instance_id = "<fw_instance_id>"

tagbody = TagsVO(

n

tag_key="",
tag_value=""

)

servicebody = RuleServiceDto(
type=0,
protocol=6,
source_port="0",
dest_port="0"

)

destinationbody = RuleAddressDto(
type=0,
address="2.2.2.2"

)

sourcebody = RuleAddressDto(
type=0,
address="1.1.1.1"

)
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request.body = UpdateRuleAclDto(
tag=tagbody,
type=0,
service=servicebody,
destination=destinationbody,
source=sourcebody,
long_connect_enable=0,
description="",
status=1,
action_type=0,
direction=0,
name="Tz{FL",
address_type=0
)
response = client.update_acl_rule(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

TBIABEFH— P IPVASERIRISN BRI, ZFRNGEAN, RSERJ9IPHL, tehbdy
1101, BRISRE9IPHEnE, BRIMIISERY922.2.2, BRSFEBINMRSS, HNEEELA
TCP, iFiw[790, BRYRON0, FFFRKER, FART, BRIRENER

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdateAclRuleRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
tagKeyTag:=""
tagValueTag:=
tagbody := &model.TagsVo{
TagKey: &tagKeyTag,
TagValue: &tagValueTag,

nn
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}

protocolService:= int32(6)

sourcePortService:= "0"

destPortService:="0"

servicebody := &model.RuleServiceDto{
Type: int32(0),
Protocol: &protocolService,
SourcePort: &sourcePortService,
DestPort: &destPortService,

addressDestination:= "2.2.2.2"
destinationbody := &model.RuleAddressDto{
Type: int32(0),
Address: &addressDestination,
}
addressSource:= "1.1.1.1"
sourcebody := &model.RuleAddressDto{
Type: int32(0),
Address: &addressSource,
}
typeUpdateRuleAclDto:= model.GetUpdateRuleAclDtoTypeEnum().E_O
longConnectEnableUpdateRuleAclDto:= model.GetUpdateRuleAclDtoLongConnectEnableEnum().E_O
descriptionUpdateRuleAclDto:= ""
statusUpdateRuleAclDto:= int32(1)
actionTypeUpdateRuleAclDto:= model.GetUpdateRuleAclDtoActionTypeEnum().E_O
directionUpdateRuleAclDto:= model.GetUpdateRuleAclDtoDirectionEnum().E_O
nameUpdateRuleAclDto:= "JiztHRN "
addressTypeUpdateRuleAclDto:= model.GetUpdateRuleAclDtoAddressTypeEnum().E_O
request.Body = &model.UpdateRuleAclDto{
Tag: tagbody,
Type: &typeUpdateRuleAclDto,
Service: servicebody,
Destination: destinationbody,
Source: sourcebody,
LongConnectEnable: &longConnectEnableUpdateRuleAclDto,
Description: &descriptionUpdateRuleAclDto,
Status: &statusUpdateRuleAclDto,
ActionType: &actionTypeUpdateRuleAclDto,
Direction: &directionUpdateRuleAclDto,
Name: &nameUpdateRuleAclDto,
AddressType: &addressTypeUpdateRuleAclDto,
}
response, err := client.UpdateAclRule(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

BE

BEZRIZIESHISDKLIERMI, 152 WAPI ExplorerfIUEBRAITIES, T4RLBERIXTR
BYSDKICEDR A o

N

RESES fiEik

200 OK
400 Bad Request
401 Unauthorized
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RS iR
403 Forbidden
404 Not Found
500 Internal Server Error
TEST
B2 E=EB.
4.3.6 tEFEFHMNEIE
INEEN4A
HeEFFHMUENE
HARREE
152 WAMTREBAPI,
URI

PUT /v1/{project_id}/acl-rule/action

% 4-148 BiIZS#

B8H =E W% SR fik
project_id = String FAFIEID
2 4-149 Query 2#
2% BEWI% SRR R
enterprise_pro | & String ®WIRBRId, BPXZEEWIRE
ject_id &, BfIIREERkid.
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IBREH
2 4-150 153K Header 3#
8% =AWk SRR faR
X-Auth-Token | & String FHRFToken, B@TERIAMIRSS
SREYFE P TokeniZ[O5KEY ( Nz
JHESLEX-Subject-TokenfY
B)
% 4-151 153K Body &{
2H BRWIE SR fHR
object_id = String FpiPxdRid, REIERMBAXIEE
FFX 5 BEEMIBFREIRFIVPC
W RBAIPRAREId, ALETREA
HigppIEsEFEEO, F5type
ORI EEXMIAFBHIPAIR
id, type9T1RIIVPCIAR
IxRid,
action = String ahfE
rule_ids = Array of MNIDFZE
strings
N R S¥
REH: 200
% 4-152 ui; Body ¥
84 SHRT fER
data Array of HtEEFracFNid
strings
=GNl

HEFHIRII14181¢1245cf4fd786824efe1e2b9388 R/ X iZid Sy
546af3f8-88e9-47f2-a205-2346d7090925 AN id f94e12d889-
c1d3-491b-8470-3d1b3dadc1fdF1f798a6a8-c4c5-42b4-838¢-c922c9908cb4HIFR NI

HERIRE

https://{Endpoint}/v1/14181c1245cf4fd786824efe1e2b9388/acl-rule/action?
fw_instance_id=546af3f8-88e9-47f2-a205-2346d7090925&enterprise_project_id=default

{
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"action" : "enable",

"rule_ids" : [ "4e12d889-c1d3-491b-8470-3d1b3dadc1fd", "f798a6a8-c4c5-42b4-838c-c922c9908cb4" ],

"object_id" : "ae42418e-f077-41a0-9d3b-5b2f5ad9102b"
}

REB\: 200
HEFEFFacHINREE

{
"data" : [ "4e12d889-c1d3-491b-8470-3d1b3dadc1fd", "f798a6a8-c4c5-42b4-838c-c922c9908cb4" ]

}

SDKAHBRAIANT o

HEEFFINRid14181c1245cf4fd786824efe1e2b9388 T K iZidH
546af3f8-88e9-47f2-a205-2346d7090925 AN id F94e12d889-

NERIRE
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class BatchUpdateAclRuleActionsSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

c1d3-491b-8470-3d1b3dadc1fdF1f798a6a8-c4c5-42b4-838c-c922c9908cb4ATHINY

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()

.withCredential(auth)

.withRegion(CfwRegion.valueOf("<YOUR REGION>"))

.build();
BatchUpdateAclRuleActionsRequest request = new BatchUpdateAclRuleActionsRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
UpdateSecurityPolciesActionDto body = new UpdateSecurityPolciesActionDto();
List<String> listbodyRulelds = new ArrayList<>();
listbodyRulelds.add("4e12d889-c1d3-491b-8470-3d1b3dadc1fd");
listbodyRulelds.add("f798a6a8-c4c5-42b4-838c-c922c9908cb4");
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body.withRulelds(listbodyRulelds);

body.withAction("enable");

body.withObjectld("ae42418e-f077-41a0-9d3b-5b2f5ad9102b");

request.withBody(body);

try {
BatchUpdateAclRuleActionsResponse response = client.batchUpdateAclRuleActions(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

HEFFHIMEiIdH14181c1245cf4fd786824efe1e2b9388 A X iFid S
546af3f8-88e9-47f2-a205-2346d7090925 FHIFLNIid/94e12d889-
c1d3-491b-8470-3d1b3dadc1fdF1f798a6a8-c4c5-42b4-838c-c922c9908cb4ATHRNY
HBERIRE

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = BatchUpdateAclRuleActionsRequest()
request.enterprise_project_id = "<enterprise_project_id>"
listRuleldsbody = [
"4e12d889-c1d3-491b-8470-3d1b3dadc1fd",
"f798a6a8-c4c5-42b4-838¢-c922c9908cb4"
1
request.body = UpdateSecurityPolciesActionDto(
rule_ids=listRuleldsbody,
action="enable",
object_id="ae42418e-f077-41a0-9d3b-5b2f5ad9102b"
)
response = client.batch_update_acl_rule_actions(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
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print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

HEFHINEiIdFI14181c1245cf4fd786824efe1e2b9388 R K iLid Sy
546af3f8-88e9-47f2-a205-2346d7090925 FHIFRANIidF94e12d889-
c1d3-491b-8470-3d1b3dadc1fdF1f798a6a8-c4c5-42b4-838c-c922c9908cbAHIRRN
RERIRE

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.BatchUpdateAclRuleActionsRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
var listRuleldsbody = []string{
"4e12d889-c1d3-491b-8470-3d1b3dadc1fd",
"f798a6a8-c4c5-42b4-838c-c922c9908cb4",
}
request.Body = &model.UpdateSecurityPolciesActionDto{
Rulelds: listRuleldsbody,
Action: "enable",
Objectld: "ae42418e-f077-41a0-9d3b-5b2f5ad9102b",
}
response, err := client.BatchUpdateAclRuleActions(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}

}

-2

EZRIEESAISDKICELRAI, 152 WAPI Explorerfd{LIBREITI%s, ATERBRNNTR
AYSDKALHE A
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RSB )%

200 HEFEHFracHINLREE
BI=0

52 iEIRE .

4.3.7 ACL B5IPRNIESE R B

INRENEA

ACLB$PHIME SRR B
BB

152 WAaEBAPI,
URI

PUT /v1/{project_id}/acl-rule/order/{acl_rule_id}

% 4-153 BRR&H

2¥ =AWk SR )%

project_id = String BFIRRid

acl_rule_id = String Mmid

2 4-154 Query ¥

¥ BRI SHER )

enterprise_pro | & String AW IRBid, BFPZEEWINE

ject_id 5, BEIWIRB4RAYId,

fw_instance_i | & String Bk iEsEflid, BIE=BIXIER

d BFrER XIS RSB AR
OfrEId, AETRREENX
ISSCHHEORE, BABRT,
fw_instance_Id=SAY, REIMK
STENMENER,;
fw_instance_IdIE=SHY, R[ES
fw_instance_|dXIRIEAIEE .
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IBREH
%% 4-155 53K Header 2%{
2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, ETEAAIAMAES
SREY A Token$Z 3REX ( M@z
JEEsLAX-Subject-Tokenfd
&)
7= 4-156 153K Body S
8% BRWIE SR fHR
dest_rule_id S String BFrAid, ARIIRINIIFLLERR
WzfE, EEMIARERT, &
TRAT A=
top & Integer =HEIN, OXNFIFER, 1€
FEIN
bottom B Integer =HER, OXNFIFERE, 1€
FEK
D)2
RSB 200
2% 4-157 L7 Body &%
2% SR fHiR
data Ruleld object | #NidFZ«&
2 4-158 Ruleld
84 SHRT faR
id String id
name String 2R
RE/: 400
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7= 4-159 gL Body %4
2% SR R
error_code String RS
=RIMSE: 8
RAKE: 36
error_msg String Ei=fEA
BIME: 2
RAKE: 512
=Rl
R EITHid9d80d070b6d44942af73c9c3d38e04295b#Mlid f9ffe9afs7-
d893-483b-86e3-ee5242e8cb15AMFBENEIFMid }969¢32dc5-
f801-4294-98ee-978b51f97d35/F
https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/acl-rule/order/ffe9af47-d893-483b-86e3-
ee5242e8cb15
{
"top" : 0,
"dest_rule_id" : "69c32dc5-f801-4294-98ee-978b51f97d35"
}
I iz~ 51
REES: 200
FRNIHER I Rz
{
"data" : {
"id" : "ffe9af47-d893-483b-86e3-ee5242e8cb15"
}
}
REEE: 400
Bad Request
{
"error_code" : "00200005",
"error_msg" : "BR{ERNBARFE"
}
SDK {3741
SDKACEBRABIE0T o
Java

B BINEId9d80d070b6d44942af73c9c3d38e04295 4 Mlid g ffe9afa7-
d893-483b-86e3-ee5242e8cb 15 NIFSEHRIFRNIid J969c32dc5-
f801-4294-98ee-978b51f97d35/5
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Python

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class UpdateAclRuleOrderSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
UpdateAclRuleOrderRequest request = new UpdateAclRuleOrderRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
OrderRuleAclDto body = new OrderRuleAclDto();
body.withTop(0);
body.withDestRuleld("69c32dc5-f801-4294-98ee-978b51f97d35");
request.withBody(body);
try {
UpdateAclRuleOrderResponse response = client.updateAclRuleOrder(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

ZEINHiId9d80d070b6d44942af73c9c3d38e0429h#NlidJoffe9afd7-
d893-483b-86e3-ee5242e8cb15AIRNIFBEhEIFNid969c32dc5-
f801-4294-98ee-978b51f97d35/F

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

SASRRZN 04 (2024-06-28) WA © EARUERABIRAE 143



=K
AP &% 4 AP

n n

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = UpdateAclRuleOrderRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.body = OrderRuleAclDto(
top=0,
dest_rule_id="69c32dc5-f801-4294-98ee-978b51f97d35"
)
response = client.update_acl_rule_order(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

ZEINHiId9d80d070b6d44942af73c9c3d38e0429#NlidJoffe9afd7-
d893-483b-86e3-ee5242e8cb15AIRNIFBEhEIFNid/969c32dc5-
f801-4294-98ee-978b51f97d35/F

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())
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request := &model.UpdateAclRuleOrderRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
topOrderRuleAclDto:= int32(0)
destRuleldOrderRuleAclDto:= "69c32dc5-f801-4294-98ee-978b51f97d35"
request.Body = &model.OrderRuleAclDto{

Top: &topOrderRuleAclDto,

DestRuleld: &destRuleldOrderRuleAclDto,
}
response, err := client.UpdateAclRuleOrder(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}

BE
BEZRIZIESHISDKLIERGI, 152 WAPI ExplorerfIUEBRBITIES, AT4RLBERIXTR

HISDKILEE A
RSB
REB A
200 FLHE IR
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
T
B2 EIRE.
4.3.8 EiFfpiPAIN
INRENA
=yl atias S

52 WAMEE AP
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URI

GET /v1/{project_id}/acl-rules

% 4-160 BIZS#

2%

Rk

SHEE

ik

project_id

=
=

String

HFIRId

2 4-161 Query ¥

28

BRIk

SHER

1)

object_id

Fali

String

BpiFfdsRid, EEIERMKIER
RTX5 BEXMIAFBIRFIVPC
BRFPIREI, AETER
EEP SO, iEStype
AO0RYFS BEXMIAFBHIFIR
id, typeA1RIJ9VPCIAFRRIIF
XRid.

type

iy

Integer

M TypeO: BEHEXRIFAN,1: vpc
M, 2:natmmy

WaHME:
e 0
o 1
o 2

ip

String

[o)iichils

name

String

BR

direction

Integer

J5ME0: SMEIRT: AEISH

status

N | O | I | DN

Integer

MUTARIRE 0: 2H,1: BH
S =R

e 0

o 1

action_type

iy

Integer

Z0fE0: permit,1: deny
SR

e 0

o 1
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2H BEWI%E SR fHR
address_type | & Integer HERESERIO ipvd
KEME:
e 0
o 1
o 2
limit = Integer BRERTE, SBEA1-1024
offset 2 Integer RiZE: IBEREICFAIFFIAL
B, WIHHT, BUBEEAX
FETF0, BIA0
enterprise_pro | & String WInHid, BAPSZFEWIRE
ject_id f&, BfWIREERkId.
fw_instance_i | & String FEXIESCHid, Bl XIER
d BF & XIERR S B4R
AUtrEid, AEEIEREERGX
IESCHEC, BRABRT,
fw_instance_IdAZSHY, IR[EIM
STE—MENER;
fw_instance_IdIF=30d, iREIS
fw_instance_|dXt NSRS S,
tags_id & String FREsid
source S String Rt
destination B String B ROttt
service S String RSBmO
application B String W A
BREH
& 4-162 153K Header 3#
2% 2R WI%E SR fHR
X-Auth-Token | 2 String HRFToken, BEiZiERIAMIRSS
FREXFE R TokendZ OFREY ( MaR;
BB sLrhX-Subject-Tokenfd
&)
e
R&F8: 200
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7 4-163 IR Body &%

2% S¥RT iR

data data object data

% 4-164 data

8% e et fik

offset Integer w2 IBEREICENFAME, YR
=¥, BEEEAXFHETFO0, BIA0

limit Integer HRERT, BEN1-1024

total Integer BEREEH

object_id String FatFXdRid, REIE=MXERERTX S EEK

BRIBIFFIVPGARFRtREId, A@EdERE
EEAXISESEFHEN, iTEtype ORI I EELMIAR
FEIFITRId, typeA1RIAVPCIARBHIFXISRId,

records Array of records
records
objects

2 4-165 records

2 S¥R A
rule_id String Fid
address_type | Integer HEESERI0 ipv4, 1 ipv6
name String FNZFR
direction Integer N m@o: 4T WEISh
watE:
e 0
o 1
action_type Integer &IE0: permit,1: deny
status Integer MUTERES 0: ZF1: BH
description String A
long_connect_ | Long KIEZRHE
time
long_connect_ | Integer RKIER 3T
enable
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2% SR fEA
long_connect_ | Long KR/
time_hour
long_connect_ | Long KiERIT o8
time_minute
long_connect_ | Long KRR
time_second
source RuleAddress | JEHEIHERITSR
DtoForRespo
nse object
destination RuleAddress | destination
DtoForRespo
nse object
service RuleServiceD | service
toForRespons
e object
type Integer MWtype, 0: EEXRIFIN, 1: vpckill, 2:
natL
e =R
e 0
o 1
o 2
created_date | String BUEEATE
last_open_tim | String ==di=pad=1:n| L]
e
tag TagsVO RERRMEE
object

Z& 4-166 RuleAddressDtoForResponse

2% SHRT fEiR

type Integer TRRBI0F TN, 1 REXIPHENEAE 21572, 3HRIR(Y
Ea 4i§kggﬁ7 Sgij%, GiEE%gH'DNSﬁgH:]:) 7iﬁ
Z4H-URLIZE

address_type | Integer JEZERI0 ipv4,1 ipv6

address String JRIP, FahZEBIREENZT, Hahlkdomainzsils
s

address_set_id | String KEXIPHBUEZAID, BmhEBIARENT, FohEi
FdomainZER =
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2% SR fik
address_set_n | String ot A ZFR
ame
domain_addre | String IZ AR, HERRNREEAT, Fohki
ss_name JMETIE S NS
region_list_jso | String MW regiondl|ZFKjson{E
n
region_list Array of M region¥!)ZE

IpRegionDto

objects
domain_set_id | String 12 48id
domain_set_n | String I ZEBZR
ame
ip_address Array of |PHBLIEZZE

strings
address_grou | Array of Hhht4a%IE
p strings
address_grou | Array of ARG
p_names AddressGrou

pVO objects
address_set_t | Integer HuHEEZERY, 0OFRRBEENMIE, 13RRWAF[H

SEIPHENEZA, 232 ~DDoS[ElJRIPHELIZE, 3FE
NAT644& b1 H4H

Z€ 4-167 IpRegionDto

2% S¥RT iR

region_id String Xigkid

description_cn | String EERVETHY

description_e | String ERvg T

n

region_type Integer XK, 0FRRExR, 1R7ED, 2Fx7=AM
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2K 4-168 AddressGroupVO

S SR R

address_set_t | Integer HehteASERY ) 0B REEN MBI, 132 RWAF[O]

ype JEIPHBLESE, 23E7~RDDoS[EEIPHBLIAE, 3%
NAT644E iR

name String HBLEZAZFR

set_id String #biteHid

& 4-169 RuleServiceDtoForResponse

B8H e il R
type Integer ARSZIMANRE, ONFIMAEE, 19808
S
protocol Integer MY SR TCP96, UDPJI17,ICMPA1,ICMPV6JS
58 ANY -1, FEBER T, BaRBEAT
protocols Array of MYEIZR, HMYEEELTCPA6, UDPA17,ICMPA
integers 1,ICMPV6458 ANY 9-1, FahRBAR =, Bl
FKE P
source_port String HEr
dest_port String Bi%imO
service_set_id | String IR$34RId, FnEIRT, BIERNIEE
service_set_na | String IRSZEBZTR
me
custom_servic | Array of BENXIRS
e Serviceltem
objects
service_group | Array of IRS3ETIF%E
strings
service_group | Array of IRSFHEZFRTIZR
_hames ServiceGroup
VO objects
service_set_ty | Integer ARSFHEZED, OFRREHENERSA, 17 ~EH
pe WEBHRSS, 2RNERAIREERIPING, 3RTE
PR
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2 4-170 Serviceltem

2 S¥R A

protocol Integer MY ZEBYTCPI6, UDPA17,ICMPAI1,ICMPV6Jg
58 ANY -1, FEBER T, BaRBEAT

source_port String JRim O

dest_port String BH9imO

description String BRS3 Bk R iR

name String RSB RBIR

2 4-171 ServiceGroupVO

8% ST ik
name String IRSSEEZTR
protocols Array of LIS
integers
service_set_ty | Integer IRSHEED, OFRREENERSA, 1FrEH
pe WEBRRSS, 2RTERIZEERHPING, 3%RTE
PR
set_id String AR$54E1D

£ 4-172 TagsVO

2 SR iR

tag_id String FR&sid
tag_key String IREHE
tag_value String REE

KEB/: 400

2 4-173 IR Body 2%

28 SR )%
error_code String e

=/MSE: 8
BRAKE: 36
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2H SR iR
error_msg String HEiRfAR

BNMNE: 2
BAEKE: 512

BRI

BFHINRid39d80d070b6d44942af73c9c3d38e0429, BAiFYISRid el 2bd2cd-
ebfc-4af7-ad6f-ebe6da398029095—1T, size910R9EIE

https://{Endpoint}/cfw/v1/9d80d070b6d44942af73c9c3d38e0429/acl-rules?object_id=e12bd2cd-ebfc-4af7-
ad6f-ebe6da398029&limit=10&offset=0

N Rz7~f51
RE/: 200
OK

{
"data" : {
"limit" : 10,
"object_id" : "cfebd347-b655-4b84-b938-3c54317599b2",
"offset" : 0,
"records" : [ {
"action_type" : O,
"address_type" : 0,
"destination" : {
"address" : "0.0.0.0/0",
"address_type" : 0,
"type" : 0
"direction" : 1,
"long_connect_enable" : O,
"created_date" : "2024-02-27 04:01:17",
"last_open_time" : "2024-02-27 04:01:17",
"description" : "description",
"name" : "eip_ipv4_n_w_allow",
"rule_id" : "ffe9af47-d893-483b-86e3-ee5242e8cb15",
"service" : {
"dest_port" : "0",
"protocol" : -1,
"source_port" : "0",
"type" : 0
h
"source" : {
"address_set_id" : "48bfb09b-6f3a-4371-8ddb-05d5d7148bcc",
"address_set_name" : "ip_group",
"address_type" : 0,
"type" : 1
h
"status" : 1,
"type" : "0"
jap
"total" : 1
}
}

K&MB: 400
Bad Request
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SDK {Xt3f1

Java

{
"error_code" : "CFW.0020016",
"error_msg" : "SEAMASERIR"

}

SDKAERBIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListAclRulesSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
ListAclRulesRequest request = new ListAclRulesRequest();
request.withObjectld("<object_id>");
request.withType(ListAclRulesRequest.TypeEnum.NUMBER_<type>);
request.withlp("<ip>");
request.withName("<name>");
request.withDirection(<direction>);
request.withStatus(ListAclRulesRequest.StatusEnum.NUMBER_<status>);
request.withActionType(ListAclRulesRequest.ActionTypeEnum.NUMBER_<action_type>);
request.withAddressType(ListAclRulesRequest.AddressTypeEnum.NUMBER_<address_type>);
request.withLimit(<limit>);
request.withOffset(<offset>);
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
request.withTagsld("<tags_id>");
request.withSource("<source>");
request.withDestination("<destination>");
request.withService("<service>");
request.withApplication("<application>");
try {
ListAclRulesResponse response = client.listAclRules(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
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e.printStackTrace();

System.out.println(e.getHttpStatusCode());

System.out.println(e.getRequestld());

System.out.println(e.getErrorCode());

System.out.println(e.getErrorMsg());

}
}
}

Python

Go

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListAclRulesRequest()
request.object_id = "<object_id>"
request.type = <type>
request.ip = "<ip>"
request.name = "<name>"
request.direction = <direction>
request.status = <status>
request.action_type = <action_type>
request.address_type = <address_type>
request.limit = <limit>
request.offset = <offset>
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.tags_id = "<tags_id>"
request.source = "<source>"
request.destination = "<destination>"
request.service = "<service>"
request.application = "<application>"
response = client.list_acl_rules(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
l|fmt|l
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
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)

cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security

risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListAclRulesRequest{}
request.Objectld = "<object_id>"
typeRequest:= model.GetListAclRulesRequestTypeEnum().<TYPE>
request.Type = &typeRequest
ipRequest:= "<ip>"
request.lp = &ipRequest
nameRequest:= "<name>"
request.Name = &nameRequest
directionRequest:= int32(<direction>)
request.Direction = &directionRequest
statusRequest:= model.GetListAclRulesRequestStatusEnum().<STATUS>
request.Status = &statusRequest
actionTypeRequest:= model.GetListAclRulesRequestActionTypeEnum () .<ACTION_TYPE>
request.ActionType = &actionTypeRequest
addressTypeRequest:= model.GetListAclRulesRequestAddressTypeEnum().<ADDRESS_TYPE>
request.AddressType = &addressTypeRequest
request.Limit = int32(<limit>)
request.Offset = int32(<offset>)
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
tagsldRequest:= "<tags_id>"
request.Tagsld = &tagsldRequest
sourceRequest:= "<source>"
request.Source = &sourceRequest
destinationRequest:= "<destination>"
request.Destination = &destinationRequest
serviceRequest:= "<service>"
request.Service = &serviceRequest
applicationRequest:= "<application>"
request.Application = &applicationRequest
response, err := client.ListAclRules(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)

}
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[-2E2
BEZRIZESHISDKRE A, 152 API ExplorerfdSIBRAIRE, A4 BE TN
AYSDKAHBMBI
'{klb\
RSB 0%
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
EI=
B2 EIRB.
4.3.9 FiFRNtRE
INEENA
EGMNERE
RARBEE
52 AETEBAPI,
URI
GET /v2/{project_id}/cfw-acl/tags
E 4-174 BiZSH
2 BARWI%E SR faR
project_id = String fHFIRRId
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2 4-175 Query ¥
el =AWk SHRT R
enterprise_pro | & String tWInHid, APZFEWIRE
ject_id f&, BeWIRB4%mid.
fw_instance_i | @ String FEXIESCHid, Bl =B XIER
d B RERXIERR S B AR
aotrEid, AEEIEREEERX
IEscplEC, BABRT,
fw_instance_IdJ9Z0Y, IR[EIRK
STE—NENEE;
fw_instance_Id3E=SRY, R[ElS
fw_instance_|dXt NSRS S,
offset 2 Integer REE: IEEREICFEIFRA
B, YRAHF, ETEAX
F=FF0, FKIAO
limit = Integer BRETRT, SBE1-1024
BRBH
% 4-176 153K Header 2%
2% =A% SR R
X-Auth-Token | 2 String R Token, BEEiEBIAMIRSS
SKEVFE P Token$Z[5KEY ( MKz
JHESLEX-Subject-TokenfY
&)
D)VE254
R&FB: 200
2 4-177 QR Body 2%
2H SHEE iR
data HttpGetAclTa | SREURNIARZ IR
gResponseDa
ta object
SCHEhRZAS 04 (2024-06-28) RN © LARITBIRABREAT 158



=K
AP &% 4 AP

2K 4-178 HttpGetAclTagResponseData

8% e et fik
offset Integer wEE: BEREICERIFRNE, KR
=¥, BEEBEAKRFTHEFTFO, B0
limit Integer BRETRNH, SBEH1-1024
total Integer 2
records Array of FR&EFIZR
TagsvVO
objects

Z 4-179 TagsVO

e S fix

tag_id String FREsid
tag_key String FRESHE
tag_value String A

i5Rpl

EFINEIdF914181c1245cf4fd786824efe1e2b9388R4FH X i&id g
546af3f8-88e9-47f2-a205-2346d709092589 BB aclizss o

https://{Endpoint}/v2/14181c1245cf4fd786824efe1e2b9388/cfw-acl/tags?
limit=1000&offset=0&fw_instance_id=546af3f8-88e9-47f2-
a205-2346d7090925&enterprise_project_id=default

i) Rz 73~ 451
KRG 200
BN REREE

{
"data" : {

"limit" : 1000,

"offset" : O,

"records" : [ {
"tag_id" : "98fdf013-e7ad-4581-9c71-6de04c76a18f",
"tag_key" : "1",
"tag_value" : "1"

o
"tag_id" : "36e6fbfe-7fcd-48be-872b-4f6074e1e4e8",
"tag_key" : "1",
"tag_value" : "2"

"tag_id" : "0Obf41046-6587-42f2-8399-a6864022b504",
"tag_key" : "JUiK",
"tag_value" : "jliz"

11

"total" : 3
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}
}
REED
IRZSHD ik
200 =GR EE
EI=g
B2 NEI=RE.
4.3.10 REGFRN IR E
INREN4A
SREFRN AR EL
BB
152 WANaEBAPI,
URI

POST /v1/{project_id}/acl-rule/count

% 4-180 BI2S#

B8H =% SR R
project_id = String FHFIRRI

2 4-181 Query 2#{
8% BE W% SRR ik
enterprise_pro | & String ®WInHid, APXEFEWINE
ject_id E; EHﬁ:\ﬂ.kIJﬁEEEE‘ZE"JIdo
fw_instance i | & String FHXEESCEd, BIEBEBANER
d BT REXIERR S B4R

ROtREId, AETIEREERX
ISscAEEO, !JUMHIRT,
fw_instance_Id9ZSAT, IR[EIM
STENMENER,;
fw_instance_Id3E==RY, RES
fw_instance_|dXIRIBAIEE .
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IBREH
2 4-182 153K Header 2%{
2¥ BRIk SR ik
X-Auth-Token | 2 String FBFToken, B EBIAMIRSS
SREXFIF TokeniZOFAEY ( MARL
JEEsLAX-Subject-Tokenfd
&)
7 4-183 153K Body S
8% BRWIE SR fHR
rule_ids 2 Array of MNidg)Z=
strings
VRS54
R&E3: 200
& 4-184 WL Body 2
84 e e RhR
data RuleHitCount | fMEHEFRELICHE
Records
object
& 4-185 RuleHitCountRecords
¥ SRR iR
limit Integer BRERTE, BEHN1-1024
offset Integer wiEE: BEREICERIFRNE, YR
¥, BUBBEAKRFHZETO0, EAIA0
total Integer B
records Array of MM FEFIR ST
RuleHitCount
Object
objects
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2k 4-186 RuleHitCountObject
¥ SR fEiA
rule_id String mlid
rule_hit_count | Integer IR EL
(=]
&EifInHid90b2179bbe180d3762fb0c01a2d5725c7HaclFiNlid /g
59ffebd9-0a76-41ec-9650-38008606996545 /A E!
https://{Endpoint}/v1/0b2179bbe180d3762fb0c01a2d5725c7/acl-rule/count
{
"rule_ids" : [ "59ffébd9-0a76-41ec-9650-380086069965" ]
}
iz 7~
R&FB: 200
FRENAI 25 FOR 0 i
{
"data" : {
"limit" : 1,
"offset" : 1,
"records" : [ {
"rule_hit_count" : 0,
"rule_id" : "59ff6bd9-0a76-41ec-9650-380086069965"
11
"total" : 1
}
}
SDK {83771
SDKACHSRBIANT o
Java
EiFIAid30b2179bbe180d3762fb0c01a2d5725c7FacliiMlid
59ffebd9-0a76-41ec-9650-38008606996545 /A EL
package com.huaweicloud.sdk.test;
import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;
import com.huaweicloud.sdk.cfw.v1.%;
import com.huaweicloud.sdk.cfw.v1.model.*;
import java.util.List;
import java.util.ArrayList;
public class ListAclRuleHitCountSolution {
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public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
ListAclRuleHitCountRequest request = new ListAclRuleHitCountRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
ListRuleHitCountDto body = new ListRuleHitCountDto();
List<String> listbodyRulelds = new ArrayList<>();
listbodyRulelds.add("59ff6bd9-0a76-41ec-9650-380086069965");
body.withRulelds(listbodyRulelds);
request.withBody(body);
try {
ListAclRuleHitCountResponse response = client.listAclRuleHitCount(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

BEHIIRiId}90b2179bbe180d3762fb0c01a2d5725c7acliilid g
59ff6bd9-0a76-41ec-9650-38008606996555 )7 E]

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
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.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListAclRuleHitCountRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
listRuleldsbody = [
"59ff6bd9-0a76-41ec-9650-380086069965"
1
request.body = ListRuleHitCountDto(
rule_ids=listRuleldsbody
)
response = client.list_acl_rule_hit_count(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

BEHIIRiId}90b2179bbe180d3762fb0c01a2d5725c7acliilid g
59ff6bd9-0a76-41ec-9650-380086069965%5 ) E{

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListAclRuleHitCountRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
var listRuleldsbody = []string{
"59ff6bd9-0a76-41ec-9650-380086069965",
}
request.Body = &model.ListRuleHitCountDto{
Rulelds: listRuleldsbody,

}
response, err := client.ListAclRuleHitCount(request)
if err == nil {
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fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
B
BZRFESHISDKILIERAI, 1EEMAPI ExplorerfI{SiBRAITREE, A4 EEIRIMN
AYSDKILEEZA
RSB
RSB iR
200 SRENAR I =R E e fz
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
=
B2 EIEE.

4.4 EHRREE

4.4.1 BIEE

=EA=Fl

ellfe e =E ==

LIRENR
EREE

=
URI

52 WAMEE AP,

POST /v1/{project_id}/black-white-list

% 4-187 IR2&H

2 EEWiE ST faik
project_id = String HFIRAI
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K 4-188 Query 2#
el =AWk SHRT R
enterprise_pro | & String tWInHid, APZFEWIRE
ject_id f&, BeWIRB4%mid.
fw_instance_i | & String FaXiEsLBlid, BIE=FEXIER
d B RERXIERR S B AR
aotrEid, AEEIEREEERX
ISR OEORE, BAER
T, fw_instance |dAZSAT, IR
EKS TE—MERIER;
fw_instance_Id3E=SRY, R[ElS
fw_instance_|dXt NSRS S,
IBRSH

% 4-189 53K Header 8%

2 =AW ST A
X-Auth-Token | 2 String R Token, BEEiEBIAMIRSS

SREXFEF TokendEZ [FKEX ( ML
EELrhX-Subject-TokenHd
B)

% 4-190 13K Body 2%

e =A% S ik

object_id 2 String FatFxdRid, REIE=GXIER
RTX5 BEXMIAFRBIRFIVPC
BRBIPEREId, EEETEAA
HiRfpXIESEFEEO, F=type
F0B A BEXMIAFRHFXTSR
id, type31AI/9VPCIAFRRAIF
POE

list_type = Integer BERREER: EZE, 5
HE8

direction = Integer el mEo: Rttt BAY
ik

address_type | 2 Integer IpHbiE3EEY 0: ipv4,1:ipv6

address g String HbiFSERY
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2% BEWI%E SRR ik
protocol 2 Integer HMYEERYTCP96, UDPJY
17,ICMPA1,ICMPV6/958 ANY
H-1,FohRBR AT, Bahk
Bh=s
port 2 String BAYixE
description & String A
[ e
KE&\: 200
2 4-191 IR Body 2%
e et et R
data IdObject AINEARZ BN data
object
2 4-192 |dObject
B8H e il R
id String id{&
name String BFR
KE&S: 400
2 4-193 KL Body B2
2% S¥RT R
error_code String EIRg
RIMKE:
RAKE:
error_msg String Ei=fEA
B/MRE:
RAKE:
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iBERTA

il iz 73~f5

SDK {3741

Java

#8TREid}99d80d070b6d44942af73c9c3d38e0429B1A %I &id Fcfebd347-

b655-4b84-b938-3c54317599b2HIXIRiAm NS m AiRtthit, HhhtA1.1.1.1, tMNEE

Jatep, iwOA1RYipvARItcpHIRZ B
https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/black-white-list

{
"object_id" : "cfebd347-b655-4b84-b938-3c54317599b2",
"list_type" :
"direction" :
"address" : "1.1.1.1",
"protocol" :
"port" : "1",
"address_type" : 0

—ow

(9]

)

RASEE: 200
pIIE = E=g==N) v

{
"data" : {
"id" : "2eee3fe8-0b9b-49ac-8e7f-eaafa321e99a",
"name" : "test"
}
}

REES: 400
Bad Request
{
"error_code" : "CFW.0020016",

"error_msg" : "SEARSEEIR"

}

SDKAUARRABIENT

#8TREid}99d80d070b6d44942af73c9c3d38e0429BA1A %I &Rid Fcfebd347-

b655-4b84-b938-3c54317599b2 XIS INS @ AaiRitbiE, HhhtA1.1.1.1, MY

Atep, wON1HIpvARItcpHIERZE
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class AddBlackWhiteListSolution {
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public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
AddBlackWhiteListRequest request = new AddBlackWhiteListRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
AddBlackWhiteListDto body = new AddBlackWhiteListDto();
body.withPort("1");
body.withProtocol(6);
body.withAddress("1.1.1.1");
body.withAddressType(0);
body.withDirection(0);
body.withListType(5);
body.withObjectld("cfebd347-b655-4b84-b938-3c54317599b2");
request.withBody(body);
try {
AddBlackWhiteListResponse response = client.addBlackWhiteList(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

#2TRHid}39d80d070b6d44942af73c9c3d38e0429BA1A%dSRid A cfebd347-
b655-4b84-b938-3c54317599b2A9XISiANNNTF @ Al e, HBHE/91.1.1.1, MY EEEY
Ftep, iwOA1RipvARItcpHIERZ B

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]
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credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = AddBlackWhiteListRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.body = AddBlackWhiteListDto(
port="1",
protocol=6,
address="1.1.1.1",
address_type=0,
direction=0,
list_type=5,
object_id="cfebd347-b655-4b84-b938-3c54317599b2"
)
response = client.add_black_white_list(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

#2TRHid}39d80d070b6d44942af73c9c3d38e0429BA1A%dSRid A cfebd347-
b655-4b84-b938-3c54317599b2A9XI SN @ AR, HBHE/91.1.1.1, MY EEE
Ftep, iROA1RipvARItcpHIRZ B

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model. AddBlackWhiteListRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
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fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
request.Body = &model.AddBlackWhiteListDto{
Port: "1",
Protocol: int32(6),
Address: "1.1.1.1",
AddressType: int32(0),
Direction: int32(0),
ListType: int32(5),
Objectld: "cfebd347-b655-4b84-b938-3c54317599b2",
}
response, err := client. AddBlackWhiteList(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

B
B2 RIZIESHISDKRED A, 152 WAPI ExplorerfILiBRBIREs, A4 BTN

HYSDKICEE A o

RS

K& 1k

200 AINERE B

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
iR

1% / %ﬂ\nﬁq o

4.4.2 EFREARPIIFR

IheEN 4R

EERZRYIE
BRGE

52 WAaEE FAPI,
URI

PUT /v1/{project_id}/black-white-list/{list_id}
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x 4194 BEZs¥
2% BEWYIE SRR R
project_id = String PRI
list_id 2 String ERZEYIFId
K 4-195 Query ¥
2% BEWI% SRR iR
enterprise_pro | & String tWInHid, APXZFEWIRE
ject_id f&, BfWIRE%mid.
fw_instance_i | & String FEXIESCHid, BB XIERE
d B RS KIERR S B AR
aUtREId, AEEIEREEERNX
IEscpliEC, BABRT,
fw_instance_IdJ9Z0Y, R[EIMK
STE—NENEE;
fw_instance_Id3E==RY, R[ES
fw_instance_|dX NSRS,
iBREH
& 4-196 153K Header 2%
2% BEWYI% SR R
X-Auth-Token | 2 String FAFToken, BiEAIAMIRSS
SREVFE P Token$Z[5KEY ( MKz
8B sLrhX-Subject-Tokenfd
&)
% 4-197 153k Body &
BH =% SR R
direction & Integer el @O0: JEibib . Bt
it
address_type | & Integer HutE2ERY0: ipv4,1:ipv6
address = String ipihilk
protocol & Integer HMYEERYTCP96, UDPJY
17,ICMP1,ICMPV6/958 ANY
$3-1
MAShRAS 04 (2024-06-28) RN © LARITBIRABREAT 172



=K

APl &% 4 API
2% BEWI%E SRR ik
port & String im
description B String A
R &E
REHB: 200
2= 4-198 [ Body %
e SHRT R
data IdObject EMEQL RN data
object
2= 4-199 IdObject
2% SHRT R
id String id{E
name String AR
K& 400
3 4-200 ImKZ Body &1
8% SHE ik
error_code String EIRg
=BIM<E: 8
RAKE: 36
error_msg String LS
RAMKE: 2
BAKE: 512
=]

B EId99d80d070b6d44942af73c9c3d38e04 295131 5rid Jacfebd347-
b655-4b84-b938-3c54317599b2HZ B AT mAEMEE, #Hhit)91.1.1.1, BMYSEE

Atep, iwEAA1AipvARTItcp

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/black-white-list/

9d80d070b6d44942af73c9c3d38e042b
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Java

"object_id" : "cfebd347-b655-4b84-b938-3c54317599b2",
"list_type" : 5,

"direction" : 0,

"address" : "1.1.1.1",

"protocol" : 6,

"port" : "1",

"address_type" : 0

R7&ES: 200
EHEAZ LN

{
"data" : {
"id" : "2eee3fe8-0b9b-49ac-8e7f-eaafa321e99a",
"name" : "test"
}
}

REM: 400
Bad Request

{
"error_code" : "CFW.00200005",
"error_msg" : "R{ERNBARFE"
}

SDKARABRABIENT o

FEFIHAId799d80d070b6d44942af73c9c3d38e0429 1Pt Sid Fcfebd347-
b655-4b84-b938-3c54317599b2H9H R R A @ ARMEE, HHEA91.1.1.1, YR
Btep, iwEA189ipvaiItep

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class UpdateBlackWhiteListSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");
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ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);
CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
UpdateBlackWhiteListRequest request = new UpdateBlackWhiteListRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
UpdateBlackWhiteListDto body = new UpdateBlackWhiteListDto();
body.withPort("1");
body.withProtocol(6);
body.withAddress("1.1.1.1");
body.withAddressType(0);
body.withDirection(0);
request.withBody(body);
try {
UpdateBlackWhiteListResponse response = client.updateBlackWhiteList(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
}
}
}
Python

EFInBid99d80d070b6d44942af73c9c3d38e04 29 H1PXTRid facfebd347-
b655-4b84-b938-3c54317590b2AEIZ B 5 T iBHEHE, HEHEHT.1.1.1, HHNER
Htep, iwAR189ipv4aTItcp

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = UpdateBlackWhiteListRequest()
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Go

request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.body = UpdateBlackWhiteListDto(
port="1",
protocol=6,
address="1.1.1.1",
address_type=0,
direction=0
)
response = client.update_black_white_list(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

EFIHAId799d80d070b6d44942af73c9c3d38e0429 5Pt S&id Fcfebd347-
b655-4b84-b938-3c54317599b2HH R R A AR, HHEF91.1.1.1, tYER
Htep, wAR189ipv4aTItcp

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdateBlackWhiteListRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
portUpdateBlackWhiteListDto:= "1"
protocolUpdateBlackWhiteListDto:= int32(6)
addressTypeUpdateBlackWhiteListDto:= int32(0)
directionUpdateBlackWhiteListDto:= int32(0)
request.Body = &model.UpdateBlackWhiteListDto{

Port: &portUpdateBlackWhiteListDto,

Protocol: &protocolUpdateBlackWhiteListDto,

Address: "1.1.1.1",

AddressType: &addressTypeUpdateBlackWhiteListDto,

Direction: &directionUpdateBlackWhiteListDto,
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}
response, err := client.UpdateBlackWhiteList(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)
}
}
[F2E 2
B HEFIESHISDKRISRGI, iESIAPI ExplorerfIfUABRAITIE, BI4RBRNRIN
BISDKAASI -
RSB
RS A
200 EHERE RN
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
T
BEEIERB.

4.4.3 HIFFREBZ BN

URI

iz =E=g==E ]

52 AMEE AP,

DELETE /v1/{project_id}/black-white-list/{list_id}

% 4-201 BESH

2% AU SHER 1)
project_id = String AR
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CFW/sdk?api=UpdateBlackWhiteList
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28 BRI SRR ik
list_id 2 String ERZEid
£ 4-202 Query 3#
S8 =A%k SRR R
enterprise_pro | & String ®AIREId, APZEEWIRE
ject_id fa, BEWIREERkId,
fw_instance i | & String Bk iEEEflid, BIE=PIXIER
d BT &b SRR Z B4R
AYFREId, Bl@iEREIEN A
iEscfiiEn, RABRT,
fw_instance_IdAZSRT, IR[EIMK
STENMENER,;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_|dXI NSRS S,
BRSH
2 4-203 i53K Header 3#
S8 =AW SRR g
X-Auth-Token | 2 String HPFPToken, @B AMIAMIRSS
SREN A P Token$ZFKER ( Mgk
JHESLEX-Subject-TokenHY
B)
R &%
R&[G: 200
7= 4-204 Ngi; Body %4
2% SR R
data IdObject fkc B aZ B mAdata
object
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2K 4-205 |dObject
2% SR A
id String idfE
name String B
RS 400
% 4-206 Ui Body 2%
S SR A
error_code String =3
=MSE: 8
RAKE: 36
error_msg String iR
BIME: 2
RAKE: 512
=Rl
BRI Eid9d80d070b6d44942af73c9c3d38e0429 FHIEHZ &id
2eee3fe8-0b9b-49ac-8e7f-eaafa321e99aEHZ R
https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/black-white-list/2eee3fe8-0b9b-49ac-8e7f-
eaafa321e99a
I piz =451

RE/: 200
FRIBS 22 942 B Nja i

{
"data" : {
"id" : "2eee3fe8-0b9b-49ac-8e7f-eaafa321e99a"
}
}

K&M: 400
Bad Request

{
"error_code" : "CFW.00200005",

"error_msg" : "BRIERNBEREE"
}
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RS
RSB 0%
200 et ===t
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
==
52 LEIRB.
4.4.4 EaEAKESE
INRENA
EOEGRRTYE
BB
152 WANalE BAPI,
URI

GET /v1/{project_id}/black-white-lists

% 4-207 BRRSH

2% =AW SR A
project_id = String izl =]Tel
K 4-208 Query 2#
2% =AUk SR ik
object_id = String BEXMIAFRRIFRId, AIEE

IBREEKIELAlED, type
A0RY BEXMIAFBHIFIR
ido
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2% BE W% SRR ik
list_type 2 Integer EORERR: BEEH, 5
SE=q=:l
KEME:
o 4
e 5
address_type | & Integer IPHBEZERY0: ipv4,1:ipv6
address & String o) ichil
port & String i M|
limit 2 Integer BRERTE, SBEN1-1024
offset 2 Integer REE: IBEREICRAIFIRA
B, YRAHF, ETCEAX
FaEF0, EIA0
enterprise_pro | & String tWInHid, APSZFEWIRE
ject_id f&, BfWIREERkId.
fw_instance_i | & String FaXigselid, BIE=FAXIER
d BTSSR R R BN
aUtrEid, AEEIEREEERGX
fEscplEC, BABRT,
fw_instance_IdAZSHY, IR[EIM
STE—MENER;
fw_instance_Id3EZ=SRT, iREIS
fw_instance_|dXt NSRS S,
IERSE
% 4-209 53K Header 2%
2% BEWI% SR R
X-Auth-Token | 2 String R Token, BEIiEBIAMIRSS
SREVFE P Token$Z[O5KEY ( MKz
jE B sLrhX-Subject-Tokenfd
&)
D)2
REFB: 200
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7 4-210 IR Body &%

2% SR R
data data object BIERBRIROE
& 4-211 data
2% SRR it
offset Integer mEE: IBEROICRITRUE, YR
¥, BEEEAKTFHETFO, B0
limit Integer HRERT, BEN1-1024
total Integer EINEEH
records Array of EHZRICR
records
objects

2% 4-212 records

2% SR ik

list_id String EHEHIIFRId

direction Integer ZElHhtSE0: JRitbht1: BHAYbhE

address_type | Integer IPH#EHESERI0: ipv4,1:ipv6

address String oiichil

protocol Integer N ZEEL:TCPA6,UDPA17,ICMPA1,ICMPV6ES
58 ANYA-1,FahEBAR AT, BaIEBAT

port String im

description String Ak

K&E: 400

2 4-213 IR Body 2%

28 SR )%
error_code String =g

=/MSE: 8
BRAKE: 36
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2% SRR fik
error_msg String HEiRfAR
BNMNE: 2
BRAEKE: 512
\E —
=P ANl
EiFIRARId79d80d070b6d44942af73¢9c3d38e0429B53F3TRid Fcfebd347-
b655-4b84-b938-3c54317599b2F—TRAIHZ R, BARH AR
https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/black-white-lists?object_id=cfebd347-
b655-4b84-b938-3c54317599b2&limit=10&offset=0&list_type=5
M 7~ A5
RS 200
BSERBRYIFRIREE
{
"data" : {
"limit" : 10,
"offset" : O,
"records" : [ {
"address" : "1.1.1.1",
"address_type" : 0,
"description" : "",
"direction" : 0,
"list_id" : "1310d401-daf5-44f2-8276-f79e1643984d",
"protocol" : 6
11
"total" : 1
}
}
K788 400
Bad Request
{
"error_code" : "CFW.0020016",
"error_msg" : "SEFIASIEIR"
}
SDK {37~
SDKACHBRBIANT o
Java
package com.huaweicloud.sdk.test;
import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;
import com.huaweicloud.sdk.cfw.v1.%;
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import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListBlackWhiteListsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
ListBlackWhiteListsRequest request = new ListBlackWhiteListsRequest();
request.withObjectld("<object_id>");
request.withListType(ListBlackWhiteListsRequest.ListTypeEnum.NUMBER_<list_type>);
request.withAddressType(<address_type>);
request.withAddress("<address>");
request.withPort("<port>");
request.withLimit(<limit>);
request.withOffset(<offset>);
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
try {
ListBlackWhiteListsResponse response = client.listBlackWhiteLists(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)
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client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListBlackWhiteListsRequest()
request.object_id = "<object_id>"
request.list_type = <list_type>
request.address_type = <address_type>
request.address = "<address>"
request.port = "<port>"
request.limit = <limit>
request.offset = <offset>
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
response = client.list_black_white_lists(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListBlackWhiteListsRequest{}
request.Objectld = "<object_id>"

request.ListType = model.GetListBlackWhiteListsRequestListTypeEnum().<LIST_TYPE>
addressTypeRequest:= int32(<address_type>)
request.AddressType = &addressTypeRequest
addressRequest:= "<address>"

request.Address = &addressRequest

portRequest:= "<port>"

request.Port = &portRequest

request.Limit = int32(<limit>)

request.Offset = int32(<offset>)
enterpriseProjectldRequest:= "<enterprise_project_id>"
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request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlinstanceldRequest
response, err := client.ListBlackWhiteLists(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

-2

FEZRIFIESAISDKIIE A, 152 WAPI ExplorerfIfCIBRBITAES, TJ4RkBRIXTN

BYSDKAADABY o

I NTE

KSR 1k

200 BHERRBYIFRIREE

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error

tHI=E
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STE—NMENEE;
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IBREH
% 4-216 153K Header %
2% BRWIE SR fHR
X-Auth-Token | £ String HRFToken, BEidiERIAMIRSS
SKEN A P TokeniZOFKER ( Mgk
BB sLAX-Subject-Tokenfd
#)
%+ 4-217 i53K Body 2#
2H BRIk SR fER
object_id = String BEAMIARHIFIRId, Bl@id
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id,
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2% mEwI% SR fiEid
address_type | & Integer HEAESERIO ipv4, 1 ipv6
e
e 0
o 1
RS
KE&E: 200

7= 4-218 lgh7 Body %4

B8 e el R
data IdObject IR [E1EE
object

2 4-219 IdObject

8% e et fiik
id String id{&
name String ZFR

REHB: 400

% 4-220 IR Body 244

2 SRR iR
error_code String EIRg
=B/M<E: 8
RAKE: 36
error_msg String EixfmA
BIME: 2
BAKEE: 512

iERBI

FINERId14181¢1245cf4fd786824efe1e2b9388, FHIFRTS: idH
1530de8a-522d-4771-9067-9fade2f53b48, ZFRHceshiftlipVARttatteE ,
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https://{Endpoint}/v1/14181c1245cf4fd786824efe1e2b9388/address-set

{
"object_id" : "1530de8a-522d-4771-9067-9fa4e2f53b48",
"name" : "ceshi",
"description" : "",
"address_type" : 0
}

W&E: 200

OK
{
"data" : {
"id" : "9dffcd62-23bf-4456-83fa-80fa0fee47db"
}
}

K&B: 400
Bad Request

{
"error_code" : "CFW.00900020",
"error_msg" : "HEHHRBISRAERE]"
}

SDKIURRRAIENT

IR id}914181c¢1245cf4fd786824efe1e2b9388, BAIFITS idA
1530de8a-522d-4771-9067-9fad4e2f53b48, ZFRFceshifipVARItbiteE .

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class AddAddressSetSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);
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CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
AddAddressSetRequest request = new AddAddressSetRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
AddAddressSetDto body = new AddAddressSetDto();
body.withAddressType(AddAddressSetDto.AddressTypeEnum.NUMBER_0);
body.withDescription("");
body.withName("ceshi");
body.withObjectld("1530de8a-522d-4771-9067-9fade2f53b48");
request.withBody(body);
try {
AddAddressSetResponse response = client.addAddressSet(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

AINIREIdF914181c1245cf4fd786824efe1e2b9388, FHiFYISR idJy
1530de8a-522d-4771-9067-9fade2f53b48, ZFRFceshifipVARItbiteE .

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = AddAddressSetRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.body = AddAddressSetDto(

address_type=0,

description="",

name="ceshi",

object_id="1530de8a-522d-4771-9067-9fa4e2f53b48"

)
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response = client.add_address_set(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

IR id}914181¢1245cf4fd786824efe1e2b9388, BHIFITS idA
1530de8a-522d-4771-9067-9fad4e2f53b48, ZFRFceshifiipVARYtbiteE .

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model. AddAddressSetRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlInstanceldRequest
addressTypeAddAddressSetDto:= model.GetAddAddressSetDtoAddressTypeEnum().E_O
descriptionAddAddressSetDto:= ""
request.Body = &model.AddAddressSetDto{

AddressType: &addressTypeAddAddressSetDto,

Description: &descriptionAddAddressSetDto,

Name: "ceshi",

Objectld: "1530de8a-522d-4771-9067-9fa4e2f53b48",
}
response, err := client. AddAddressSet(request)
if err == nil {

fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}

}

BHE

EZRIEESRISDKICELRA, 152 WAPI Explorerfd{LIBREITI%s, ATERBRNNTRM
AYSDKILHEZA

SASRRZN 04 (2024-06-28) WA © EARUERABIRAE 191


https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CFW/sdk?api=AddAddressSet

=K

APl &% 4 AP
REB
RSB 0%
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
EiRD
B2 EIRB.
4.5.2 ixhntteit¢ApE &
IhEENA
by )| skl A=) AN
AR
152 WAMTEBAPI,
URI
POST /v1/{project_id}/address-items
& 4-221 BRIRESH
2% ey SR U
project_id = String FHPIRHId
K 4-222 Query 3#
¥ =AW SHER i
enterprise_pro | & String DWIRRid, BPXZEFCWINE
ject_id &, BieWIRE%RId,
M H4hRAS 04 (2024-06-28) IRIERE © LATITERAGIRAT 192



=K

APl &%& 4 API
28 BRI SR ik
fw_instance_i | & String FaKiEsLflid, IR XIEE
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AFREId, @I REIEN A
IEsLflizEn, RABERT,
fw_instance_IdAZSRT, IR[EK
STENMENER,;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_|dXIRIBANEE .
=R 25
% 4-223 153k Header 23]
2¥- =A% SR R
X-Auth-Token | £ String R Token, BEEiEBIAMIRSS
$RENFAF TokenZ[O$KEX ( MKz
jE B sLrhX-Subject-Tokenfd
')
& 4-224 153K Body 2%
S8 BRI SHEER g
set_id & String tit#Hid
address_items | & Array of AR RIER
address_item
s objects
=€ 4-225 address_items
2% =AW SHELR iR
name = String IR
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2% SR R
data Addressitems | FRDNitbLEZA R RIR EIEGE
object
2 4-227 Addressltems
2% SHRT R
items Array of HeuEARY Rid%IZE
IdObject
objects
covered_ip Array of BE=ipylE
CoveredIPVO
objects
2k 4-228 IdObject
2% SHEE it
id String id{&
name String B
2 4-229 CoveredIPVO
2% SHRE R
ip String o)iichils
covered_Ip String Bmiptbilt,
RE&EE: 400
& 4-230 gL Body %1
2H SR iR
error_code String EIRig
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2H SR iR
error_msg String His iR

BNMNE: 2
BAEKE: 512

iBERTA

£8TRHid}79d80d070b6d44942af73c9c3d38e04299IR H FhYset_idJg
8773c082-2a6¢-4529-939a-edc28ef1a67cAMNipibiit/92.2.2.2, FFRF9ceshifyittitzl
7]

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/address-items

{
"set_id" : "8773c082-2a6c-4529-939a-edc28ef1a67c",

"address_items" : [ {
"description" : "",
"name" : "ceshi",
"address" : "2.2.2.2"

11

}

N Rz7=f5l
W&G: 200
AR INihHA R FIREHE

{
"data" : {
"covered_ip" : [1,
"items" : [ {
"id" : "65cb47fc-e666-4af4-8c2c-1fbd2f4b1eae"
11
}
}

R&RG: 400
Bad Request
{
"error_code" : "CFW.00200001",

"error_msg" : "ZSEEIR"

}

SDK X873~
SDKAAFEREINT .

Java

£4IHid99d80d070b6d44942af73c9c3d38e042909IME THIset_id A
8773c082-2a6¢-4529-939%a-edc28ef1a67ciamMNipittilt92.2.2.2, ZFRI9ceshigYtbiitZR
R4l

package com.huaweicloud.sdk.test;
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import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class AddAddressltemSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
AddAddressitemRequest request = new AddAddressltemRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
AddAddressltemsinfoDto body = new AddAddressltemsinfoDto();
List<AddAddressltemsIinfoDtoAddressltems> listbodyAddressltems = new ArrayList<>();
listbodyAddressltems.add(
new AddAddressitemsinfoDtoAddressltems()
.withName("ceshi")
.withAddress("2.2.2.2")
.withDescription("")
)
body.withAddressltems(listbodyAddressitems);
body.withSetld("8773c082-2a6c-4529-939a-edc28ef1a67c");
request.withBody(body);
try {
AddAddressltemResponse response = client.addAddressltem(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

#8TRHid}99d80d070b6d44942af73c9c3d38e04291915 B Fhlset_idJg
8773c082-2a6¢-4529-939a-edc28ef1ab67ciamiNipitbit /92.2.2.2, ZFRI9ceshifiittiiteH
[R7AA]
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# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = AddAddressltemRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
listAddressltemsbody = [
AddAddressltemsinfoDtoAddressltems(
name="ceshi",
address="2.2.2.2",
description=""
)
1
request.body = AddAddressltemsinfoDto(
address_items=listAddressltemsbody,
set_id="8773c082-2a6c-4529-939a-edc28ef1a67c"
)
response = client.add_address_item(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

4AT5Rid}19d80d070b6d44942af73c9c3d38e0429M9TRE T hlset_id
8773c082-2a6¢-4529-939%a-edc28ef1a67 i Nipitiit792.2.2.2, FFRFAceshifitbiitsA
B4l

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
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example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model. AddAddressltemRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
addressAddressltems:= "2.2.2.2"
descriptionAddressltems:= ""
var listAddressltemsbody = [Jmodel.AddAddressltemsinfoDtoAddressltems{
{

Name: "ceshi",

Address: &addressAddressltems,

Description: &descriptionAddressltems,

)

}
setldAddAddressltemsinfoDto:= "8773c082-2a6¢-4529-939a-edc28ef1a67c"
request.Body = &model. AddAddressltemsinfoDto{
Addressltems: &listAddressltemsbody,
Setld: &setldAddAddressltemsinfoDto,
}
response, err := client. AddAddressltem(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

BE

BEZRIZIESHISDKLIERGI, 152 WAPI ExplorerfIUEBRBITIES, AT4RLBERIXTR
HISDKICEDRA o

N
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400 Bad Request
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403 Forbidden

404 Not Found

500 Internal Server Error
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URI
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% 4-231 B2S¥

28 BRIk SRR fEiA
project_id = String PRI
set_id =2 String HehiH4Rid

2 4-232 Query 3#

8% BE W% SRR ik
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e EEWI%E SR R
X-Auth-Token | £ String FiFToken, Bi3ERIAMBRSS
SKEX A Token$Z5KEX ( Nk
JHESLEX-Subject-TokenfY
B)
V=S5t
KE\: 200
K 4-234 g Body 2%
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data IdObject PRt £R IR 15
object
Z 4-235 |dObject
2% e il ik
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name String BFR
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error_code String EIRg
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MIPRIREid99d80d070b6d44942af73c9c3d38e0429 FRYMELIZHId S
cf18f0b1-0ce7-4eb8-83b6-4b33c8448e16/9ithiHZH

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/address-sets/
cf18f0b1-0ce7-4eb8-83b6-4b33c8448e16

WK&G: 200
OK

{
"data" : {
"id" : "cf18fOb1-0ce7-4eb8-83b6-4b33c8448e16",
"name" : "test"
}
}

RESE8: 400
Bad Request

{

"error_code" : "CFW.00200004",

"error_msg" : "FiIBREEIRMES |FE, MERM
}

SDKAUARRABIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class DeleteAddressSetSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
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.build();
DeleteAddressSetRequest request = new DeleteAddressSetRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
try {
DeleteAddressSetResponse response = client.deleteAddressSet(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = DeleteAddressSetRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
response = client.delete_address_set(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"
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)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeleteAddressSetRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlinstanceldRequest
response, err := client.DeleteAddressSet(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}

2

B2 REESHISDKIEREI, 1ESIAPI ExplorerffUAS/RBITIES, BI4R BRI
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W&

K& fR

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error

R

52 IEIRB.
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"name" : "test"
}
}

KE&E: 400
Bad Request

{
"error_code" : "CFW.0020016",
"error_msg" : "SCEMRSIEIR"

}

SDKAEERBIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class DeleteAddressltemSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
DeleteAddressltemRequest request = new DeleteAddressitemRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
try {
DeleteAddressltemResponse response = client.deleteAddressitem(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = DeleteAddressltemRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
response = client.delete_address_item(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
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WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())
request := &model.DeleteAddressitemRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
response, err := client.DeleteAddressltem(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
22
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N
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500 Internal Server Error
=
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2H SHEE iR
data Array of HeEMpRIEIEE L RidFIE
strings

IR IR E 9d80d070b6d44942af73c9c3d38e04 294ttt 4Hid F5e4884376-7efb-40e7-
b98b-13668d6f8b85 FRIHBLIFZARY RidId072ad2e-033c-40a9-b0b5-751f9c2943a6

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/address-items?
fw_instance_id=7a004e79-0b8b-4679-ab20-267f3946e8ba&enterprise_project_id=default

{
"set_id" : "e4884376-7efb-40e7-b98b-13668d6f8b85",
"address_item_ids" : [ "d072ad2e-033c-40a9-b0b5-751f9¢c2943a6" ]

}

KRG 200
HEEMpR AR RIRENE

{
"data" : [ "d072ad2e-033c-40a9-b0b5-751f9c2943a6" ]
}

SDKAARRAEIENT o

TR E 9d80d070b6d44942af73c9c3d38e04201thh1 £Hid J9e4884376-7efb-40e7-
bo8b-13668d68b85 TAIMIEZARY Fid/9d072ad2e-033¢c-40a9-b0b5-751f9c2943a6

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class BatchDeleteAddressltemsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
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String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
BatchDeleteAddressltemsRequest request = new BatchDeleteAddressltemsRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
DeleteAddressltemsinfoDto body = new DeleteAddressltemsinfoDto();
List<String> listbodyAddressltemlds = new ArrayList<>();
listbodyAddressltemlds.add("d072ad2e-033c-40a9-b0b5-751f9c2943a6");
body.withAddressltemlds(listbodyAddressltemlds);
body.withSetld("e4884376-7efb-40e7-b98b-13668d6f8b85");
request.withBody(body);
try {
BatchDeleteAddressitemsResponse response = client.batchDeleteAddressltems(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

HIERIRE 9d80d070b6d44942af73c9c3d38e04201thh1 £Hid J1e4884376-7efb-40e7-
b98b-13668d6f8b85 T HILHIF4AAY FRidJ9d072ad2e-033c-40a9-b0b5-751f9c2943a6

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = BatchDeleteAddressltemsRequest()
request.enterprise_project_id = "<enterprise_project_id>"
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request.fw_instance_id = "<fw_instance_id>"

listAddressltemldsbody = [
"d072ad2e-033c-40a9-b0b5-751f9¢c2943a6"

1

request.body = DeleteAddressltemsinfoDto(
address_item_ids=listAddressltemldsbody;,
set_id="e4884376-7efb-40e7-b98b-13668d6f8b85"

)

response = client.batch_delete_address_items(request)

print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)

print(e.request_id)

print(e.error_code)

print(e.error_msg)

fIpRINE 9d80d070b6d44942af73c9c3d38e04 29111t 2Hid/9e4884376-7efb-40e7-
b9o8b-13668d6f8b85 THIMtLIZH Rk FRidId072ad2e-033c-40a9-b0b5-751f9c2943a6

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.BatchDeleteAddressltemsRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
var listAddressltemldsbody = []string{
"d072ad2e-033c-40a9-b0b5-751f9c2943a6",
}
request.Body = &model.DeleteAddressltemsinfoDto{
Addressltemlds: listAddressltemldsbody,
Setld: "e4884376-7efb-40e7-b98b-13668d6f8b85",

}
response, err := client.BatchDeleteAddressltems(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {

fmt.Println(err)
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OK
{
"data" : {
"id" : "cf18f0b1-0ce7-4eb8-83b6-4b33c8448e16"
}
}
R&EMB: 400
Bad Request
{
"error_code" : "CFW.00200005",
"error_msg" : "R{ERNBAEFE"
}
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BE#INRiId}99d80d070b6d44942af73c9c3d38e0429 FaYHELIHERId S
cf18f0b1-0ce7-4eb8-83b6-4b33c8448e16a5tHHIHARIZFRELSIABCD o

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class UpdateAddressSetSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

UpdateAddressSetRequest request = new UpdateAddressSetRequest();

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withFwlInstanceld("<fw_instance_id>");

UpdateAddressSetDto body = new UpdateAddressSetDto();

body.withDescription("");

body.withName("ABCD");

request.withBody(body);

try {

UpdateAddressSetResponse response = client.updateAddressSet(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

SASRRA 04 (2024-06-28) WRINFTE © AR ERABIRAE

216



=k
AP &% 4 AP

Python

FEFHINRiId}99d80d070b6d44942af73c9c3d38e0429 FaYHBLIRId S
cf18f0b1-0ce7-4eb8-83b6-4b33c8448e16a5tHHARYZFREFIABCD

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = UpdateAddressSetRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.body = UpdateAddressSetDto(
description="",
name="ABCD"
)
response = client.update_address_set(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

BEFHINRiId}99d80d070b6d44942af73c9c3d38e0429 TSRS
cf18f0b1-0ce7-4eb8-83b6-4b33c8448e 1641t BRYZFRM FIABCD

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")
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}

2

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdateAddressSetRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
descriptionUpdateAddressSetDto:= ""
nameUpdateAddressSetDto:= "ABCD"
request.Body = &model.UpdateAddressSetDto{
Description: &descriptionUpdateAddressSetDto,
Name: &nameUpdateAddressSetDto,
}
response, err := client.UpdateAddressSet(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)

}

BZRFESHISDKILIERAEI, 1ESMAPI ExplorerfI{LiBRAITAEE, AT4RKEEIRIMN

HYSDKICEDR A o

R

K& fR

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
Rt

52 IEIRB .
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=K

APl &% 4 API
4.5.7 EiatthtA%IE
RSB
EHiaitbhtEIZE
ARAE
B2 UEERAPI,
URI

GET /v1/{project_id}/address-sets

& 4-255 BRRSH

8% BE W% SRR 1k
project_id = String fHFIRRId
K 4-256 Query 2H

e B WI%E SR R

object_id = String BEXMIAFRGIAXIRIA, A
EREEMMISEFEEO, type
F0B A BEXMIA RIS
id,

key_word P String Xz

limit = Integer BRETRTE, SBE1-1024

offset 2 Integer misE: 1IBEREICRAIFFIAN
&, YRAHF, EEBEAX
FaEF0, N0

address B String o)iichil

address_type | & Integer HBHESERIO0 ipv4,1 ipv6
ESER
e 0
o 1

enterprise_pro | &5 String W InHId, BPZEEWIRg

ject_id &, BAEWIRE%KAYd,
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2H BRWIE SR fHR
fw_instance_i | & String Fakigseflid, BlE=BrXiER
d BFirEmXERRZ B AR
aotrEId, AEEIERE A
IEEfEO, BABRT,
fw_instance_IdAZSRT, IR[EK
STE—NMENEE;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_Id3I SRS R o
query_address | & Integer EGHbhHAZER, 0RRBEENX
_set_type HbbeH, 13RNFRRE M tbit4H
address set t | & Integer HbHEEHSRRY, 0FRIREE Xttt
ype 6, 1FRRWAF[CIRIPHENEE,
2&X7~DDoS[ElRIPHB4H, 35k
TNAT644E A
IBREH
K 4-257 153K Header 2%
84 =AWk SHERR faR
X-Auth-Token | 2 String R Token, BEiTEARIAMBES
SREYFEF TokeniZ[FKEY ( Mk
JHESLEX-Subject-TokenfY
B)
)%
RSB/ 200
7= 4-258 gL Body %4
8% SHER P
data data object EigitbliH A FRIR EIEUE
2 4-259 data
2H SRR iR
offset Integer w2 IBEREICENFRMVE, YR
¥, BUBEEAKRFHZETO0, EAIA0
limit Integer BRERTE, SCEHA1-1024
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2H SR iR
total Integer B
records Array of HbhteR%IZE
records
objects

£ 4-260 records

2% SHRT T

set_id String Huk4Rid

ref_count Integer 5| RxREL

description String mRER

name String i1l e4=E=4

address_type | Integer HEAESERI0 ipv4, 1 ipv6

object_id String BEXMIOFRBIPESRId, AEiTiEREEl A
HEEO, type ORI EBXRIAFRFAIFXISRId,

address_set_t | Integer HehbESERY ) 0 RBEENMBHIE, 138 R~WAF[O]

ype EIPHtEt4R, 232 RDDoSElEIPHBiE, 3%k~
NAT64%EH 1 FZH

RSE5: 400

2 4-261 IR Body 2%

8% SHRE R
error_code String e

=B/M<E: 8
RAKE: 36
error_msg String ZPES )Y
BIMEE: 2
BRAKE: 512

i5RBl

FFIHId95c69cf330cdad2369cbd726ee1bc5e76, FHiRfdsRid8ad1d6as-
f215-428a-a76c-dc923b5d599ayE—RAYiptth it B2

https://{Endpoint}/v1/5c69cf330cda42369cbd726ee1bc5e76/address-sets?object_id=8a41d6a5-f215-428a-
a76c-dc923b5d599a&limit=10&offset=0
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N Rz 7~

WK&G: 200
OK

{
"data" : {
"limit" : 10,
"offset" : O,
"records" : [ {
"address_set_type" : 0,
"object_id" : "cf18f0b1-0ce7-4eb8-83b6-4b33c8448e16",
"address_type" : 0,
"description" : ""
"name" : "test",
"ref_count" : 0,
"set_id" : "50daleff-e58d-4380-b899-a78f94137d3b"
11
"total" : 1
}
}

REES: 400
Bad Request

{
"error_code" : "CFW.0020016",

"error_msg" : "SCENRSHEIR"

}

NG

K& R

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
%j:l:‘ﬂ

1%% %ﬁ‘nﬁq o

4.5.8 EiAHHAIFMREE

TORENA

R sl EAERE 22
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BRBE
B2 AEEBAPI,
URI
GET /v1/{project_id}/address-sets/{set_id}
x 4-262 R1ZBH
28 =AW SR A
project_id = String FHFIRRId
set_id = String ht4Rid
Z 4-263 Query 3#
2% EEWi%E SR R
enterprise_pro | & String ®AIREId, APZEEWIRE
ject_id fa, BEWIREERkId,
fw_instance_i | & String FaKIFsLflid, IR XIEE
d BT & XERR KB AR
AFREId, Bl@IEREER A
iEsLfliEn, HABRT,
fw_instance_IdAZSRT, IR[EIMK
STENMENER,;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_|dXIRIBAEE .
query_address | & Integer EGHbHAZER, 0RREENX
_set_type HbbeH, 13RNFRRE M Athib4H
5RESH
K 4-264 153K Header 2¥
2 AW SR iR
X-Auth-Token | 2 String FBRToken, BEIiEBIAMIRSS
$REVA P TokeniZ 5XEY ( IR
iEBsLehX-Subject-Tokenhd
B)
IR S5
KL 200
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7= 4-265 gLy Body %4
el S¥RT iR
data data object BRI EEIE
% 4-266 data
8% SHE fik
id String Hbti4Hid
name String it eHZFR
description String et eRiEA
address_set_t | Integer AR, 0RREENIMIIE, 1R RWAFE]
ype JRIPHBNEEE, 23R7RDDoS[EEIPHBEE, 3R
NAT64%&HaFZH
address_type | Integer HBHESERI0 ipv4,1 ipv6
KE(E:
e 0
o 1
KASEB: 400
K 4-267 gi; Body 2%
e S¥RT iR
error_code String EIRg
BIM<E: 8
RAKE: 36
error_msg String A
BIM<E: 2
BRAKE: 512
(=R &Nl

EHIREiId99d80d070b6d44942af73c9c3d38e0429, btit¢HidFg
cf18f0b1-0ce7-4eb8-83b6-4b33c8448e16a4MtE AR IEIE

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/address-sets/

cf18f0b1-0ce7-4eb8-83b6-4b33c8448e16
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Java

R&G: 200
OK

{
"data" : {
"address_set_type" : 0,
"address_type" : 0,
"description" : "",
"id" : "cf18f0b1-0ce7-4eb8-83b6-4b33c8448e16",
"name" : "ABC"
}
}

RESE8: 400
Bad Request

{
"error_code" : "CFW.00200005",
"error_msg" : "BR{ERNBEARFE"
}

SDKARURERAIENT o

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListAddressSetDetailSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()

.withCredential(auth)

.withRegion(CfwRegion.valueOf("<YOUR REGION>"))

.build();
ListAddressSetDetailRequest request = new ListAddressSetDetailRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
request.withQueryAddressSetType(<query_address_set_type>);

try {

SASRRZN 04 (2024-06-28) WA © EARUERABIRAE 225



=K
AP &%

4 API

Python

Go

ListAddressSetDetailResponse response = client.listAddressSetDetail(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

n n

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListAddressSetDetailRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.query_address_set_type = <query_address_set_type>
response = client.list_address_set_detail(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
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risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListAddressSetDetailRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlinstanceldRequest
queryAddressSetTypeRequest:= int32(<query_address_set_type>)
request.QueryAddressSetType = &queryAddressSetTypeRequest
response, err := client.ListAddressSetDetail(request)
if err == nil {

fmt.Printf("%-+v\n", response)
}else {

fmt.Println(err)
}

}

Bz
BZRIFESHISDKILIERAEI, 1ESMAPI ExplorerfI{LiBRAITAEE, A4 EEIRIMN

HYSDKICEDR A o
K&

K& fR

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error

R

52 IEIRB .

SASRRZN 04 (2024-06-28) WA © EARUERABIRAE 227


https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CFW/sdk?api=ListAddressSetDetail

=K

APl &% 4 API
4.5.9 EiFHIEARYR
TheEN 4R
EilHARN R
BRI
B2 MAVEEFAPI,
URI

GET /v1/{project_id}/address-items

% 4-268 BRRSH

2 BRWIE SR i)
project_id = String fHFIRRId
K 4-269 Query 3H

¥ BRWIE SR i)

set_id = String Heik4Rid

key_word & String XK=

limit = Integer BRETTE, SBE1-1024

offset 2 Integer misE: 1BEREICRAIFFIAN
g, UIRAHF, BEEEAX
FeZEF0, BAO

address B String o)iichil

enterprise_pro | & String tWInHid, APXZFEWIRE

ject_id fa, BfWInEERkId,

fw_instance_i | & String FaXiEselid, BIE=FEXIER

d BFirEmXIERRFB AR
OfrEId, FETIRREERX
1SRN, BABRT,
fw_instance_IdAZSAT, IREIK
STE—NMEEE;
fw_instance_Id3E=SRT, RElS
fw_instance_|dXIRIBAEE .

query_address | & Integer EiHAZER, ORTREENX

_set_type HbbeE, 13RRFRRE M itbiit4E
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BRSH
% 4-270 53K Header 2
2¥ =A% ST ik
X-Auth-Token | 2 String FiFToken, BidiEABIAMARSS
SRENFE F Token$Z OFKEY ( Mgk
JHESLAX-Subject-TokenfY
8)
Nn R SEL
KERB: 200
2 4-271 IR Body 2%
28 SHERE R
data data object Bttt pk RIR AR
% 4-272 data
28 S R
offset Integer wiEE: 1IBEREICRITFRNE, YR
F, BEBEAAXFHETO, BUAO
limit Integer BRETRNH, SBEH1-1024
total Integer B
set_id String Hbtik£Hid
records Array of HRRER
records
objects
% 4-273 records
2% SHERE R
item_id String HuttZA Ry Rid
name String HeftARY Rname
description String A
address_type | Integer Hnk4RZERY, 0 ipv4,1 ipv6
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2H SR iR
address String HetkeR
RS/ 400
% 4-274 [ Body S
2% SHE iR
error_code String =g
=/MSE: 8
RAKE: 36
error_msg String His iR
BIMSE: 2
RAKE: 512
=R AN
EH19IHid¥9d80d070b6d44942af73c9¢c3d38e0429091 B AYttE-¢Hid o
8773c082-2a6¢-4529-939a-edc28ef1a67cAUttBHHAR RSB
https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/address-items?
set_id=8773c082-2a6c-4529-939a-edc28ef1a67c&limit=10&offset=0
N Rz 73~51
RE&E: 200
Eigitbht ARy RiIREHE
{
"data" : {
"limit" : 10,
"offset" : 0,
"records" : [ {
"address" : "1.1.1.1",
"address_type" : 0,
"description" : "",
"item_id" : "294fab71-34bf-4858-a380-8f7530e1c816"
jap
"set_id" : "8773c082-2a6c-4529-939a-edc28ef1a67c",
"total" : 1
}
}
REB\: 400
Bad Request
{
"error_code" : "CFW.00200005",
"error_msg" : "R{ERNBAFEFE"
}
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListAddressltemsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListAddressitemsRequest request = new ListAddressltemsRequest();

request.withSetld("<set_id>");

request.withKeyWord("<key_word>");
request.withLimit(<limit>);

request.withOffset(<offset>);

request.withAddress("<address>");

request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
request.withQueryAddressSetType(<query_address_set_type>);
try {
ListAddressltemsResponse response = client.listAddressltems(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os
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from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListAddressltemsRequest()
request.set_id = "<set_id>"
request.key_word = "<key_word>"
request.limit = <limit>
request.offset = <offset>
request.address = "<address>"
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.query_address_set_type = <query_address_set_type>
response = client.list_address_items(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
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Build())

request := &model.ListAddressltemsRequest{}
request.Setld = "<set_id>"
keyWordRequest:= "<key_word>"
request.KeyWord = &keyWordRequest
request.Limit = int32(<limit>)
request.Offset = int32(<offset>)
addressRequest:= "<address>"
request.Address = &addressRequest
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
queryAddressSetTypeRequest:= int32(<query_address_set_type>)
request.QueryAddressSetType = &queryAddressSetTypeRequest
response, err := client.ListAddressltems(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}
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IR id}99d80d070b6d44942af73c9c3d38e0429, BHiPXtSFcfebd347-
b655-4b84-b938-3c54317599b2, ZFRAceshiflIiREZ4H

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/service-set

{
"object_id" : "cfebd347-b655-4b84-b938-3c54317599b2",
"name" : "ceshi",
"description" : ""

}

WREERS: 200
FEIRSSHEIROHE

"data" : {
"id" : "221cfdca-3abf-4c30-ab0d-516a03c70866"
}
}

RESMB: 400
Bad Request

{
"error_code" : "CFW.00200024",

"error_msg" : "BHERAEERF"
}

SDKIRURBRABIENT

A INIREid99d80d070b6d44942af73c9c3d38e0429, BAIFXTSHcfebd347-
b655-4b84-b938-3c54317599b2, ZFRAceshifIIRSZAH .,

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class AddServiceSetSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");
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ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
AddServiceSetRequest request = new AddServiceSetRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
AddServiceSetUsingPOSTRequestBody body = new AddServiceSetUsingPOSTRequestBody();
body.withDescription("");
body.withName("ceshi");
body.withObjectld("cfebd347-b655-4b84-b938-3c54317599b2");
request.withBody(body);
try {
AddServiceSetResponse response = client.addServiceSet(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

ZINIRBid99d80d070b6d44942af73c9¢c3d38e0429, FhiFRdsHcfebd347-
b655-4b84-b938-3c54317599b2, ZF#RHceshifIiRSSL

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:

request = AddServiceSetRequest()

request.enterprise_project_id = "<enterprise_project_id>"

request.fw_instance_id = "<fw_instance_id>"

request.body = AddServiceSetUsingPOSTRequestBody/(
description="",
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name="ceshi",
object_id="cfebd347-b655-4b84-b938-3c54317599b2"
)
response = client.add_service_set(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

I Rid99d80d070b6d44942af73c9c3d38e0429, BHiPXtSFcfebd347-
b655-4b84-b938-3c54317599b2, ZFRAceshiflIiREZ4H

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.AddServiceSetRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
descriptionAddServiceSetUsingPostRequestBody:=
request.Body = &model.AddServiceSetUsingPostRequestBody{
Description: &descriptionAddServiceSetUsingPostRequestBody,
Name: "ceshi",
Objectld: "cfebd347-b655-4b84-b938-3c54317599b2",
}
response, err := client.AddServiceSet(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

nn
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https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/service-items

{
"set_id" : "7cdebed3-af07-494e-a3c2-b88bb8d58b57",

"service_items" : [ {
"descrlptlon” : ",Z%}JHHE%HEE:'",
"name" : "ceshi",
"dest_port" :"1",
"source_port" : "1",
"protocol" : 6
11
}

]

SRS 200
S INARSSH R RIR[EHE

{
"data" : {
"items" : [ {
"id" : "cc41c4af-86e8-4ed2-80ad-87d399aeaed0"
1]
}
}

RE&H: 400
Bad Request

{
"error_code" : "CFW.00200001",
"error_msg" : "FSHEIR"

}

SDKACHBRBIANT o

#5810 Rid99d80d070b6d44942af73c9c3d38e04299IR B iR INZ FR ceshifIIRZ 4B,
&, HWANRNRSENR

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class AddServiceltemsSolution {
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public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
AddServiceltemsRequest request = new AddServiceltemsRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
AddServiceltemsUsingPOSTRequestBody body = new AddServiceltemsUsingPOSTRequestBody();
List<AddServiceltemsUsingPOSTRequestBodyServiceltems> listbodyServiceltems = new ArrayList<>();
listbodyServiceltems.add (
new AddServiceltemsUsingPOSTRequestBodyServiceltems()
.withProtocol(6)
.withSourcePort("1")
.withDestPort("1")
.withDescription ("7 IIARSS AR R "
)
body.withServiceltems(listbodyServiceltems);
body.withSetld("7cdebed3-af07-494e-a3c2-b88bb8d58b57");
request.withBody(body);
try {
AddServiceltemsResponse response = client.addServiceltems(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

-

£AT7Eid99d80d070b6d44942af73c9c3d38e0429H9 TR B iR INE R A ceshifIIRSS AR
R, HERNRINRSZHEMR

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
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ak = os.environ["CLOUD_SDK_AK"]
sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = AddServiceltemsRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
listServiceltemsbody = [
AddServiceltemsUsingPOSTRequestBodyServiceltems(
protocol=6,
source_port="1",
dest_port="1",
description="{RINIRSSHMLR"
)
1
request.body = AddServiceltemsUsingPOSTRequestBody (
service_items=listServiceltemsbody,
set_id="7cdebed3-af07-494e-a3c2-b88bb8d58b57"
)
response = client.add_service_items(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

£515Hid99d80d070b6d44942af73c9c3d38e0429R91R B iFNNZ FR I ceshifIBR B LH Y,
&R, WRARINRSHERR

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())
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request := &model.AddServiceltemsRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlnstanceIdRequest
descriptionServiceltems:= "FINRSSAEKR"
var listServiceltemsbody = [Jmodel. AddSerwceItemsUsingPostRequestBodyServiceItems{
{
Protocol: int32(6),
SourcePort: "1",
DestPort: "1",
Description: &descriptionServiceltems,
By
}
request.Body = &model.AddServiceltemsUsingPostRequestBody{
Serviceltems: listServiceltemsbody,
Setld: "7cdebed3-af07-494e-a3c2-b88bb8d58b57",
}
response, err := client.AddServiceltems(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)

}

BEZRIZIESHISDKLIERGI, 152 WAPI ExplorerfIUEBRBITIES, AT4RLBERIXTR
HYSDKICER A o

K& fik

200 AINARSS Rk iR EHE

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
ESIERB.

4.6.3 fIpRARS3EH

mIpRARSS A
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152 ILAN{alAFAPI,
URI
DELETE /v1/{project_id}/service-sets/{set_id}
x 4-291 BRIZBH
S8 BRI SHEER g
project_id = String fHFPIRAId
set_id = String IREBESId
2 4-292 Query 2#{
28 =AW SHER A
enterprise_pro | & String ®AIREId, BPZEtI I
ject_id fa, BEWIREERkId,
fw_instance_i | & String FakigsEflid, BlE=BrXiER
d BFirEmXIERRZ B AR
AYFREId, B@iEREIERA
iSO, BRABRT,
fw_instance_IdAZSAT, IREIK
STENMENER,;
fw_instance_Id3EZSRY, R[ElS
fw_instance_|dXIRIBAEE .
=P
2 4-293 153K Header 2%
S8 =AW SHER A
X-Auth-Token | 2 String HPFToken, @B AMIAMIRSS
SRENFEF Token$Z FREY ( Mak;
JHESLEX-Subject-TokenHY
B)
R &%

KERG: 200
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K 4-294 0 Body 2%
2 SR R
data IdObject PSR SSLRIR 124
object
£ 4-295 |dObject
28 SR iR
id String id{g
name String B
REG: 400
2 4-296 L Body 2%
2% SR R
error_code String e
BM<E: 8
BRAIKE: 36
error_msg String EimimiA
=BME: 2
RAKE: 512
=Rl
&I Bid39d80d070b6d44942af73c9¢3d38e0429, ARSZ4HId)
221cfdca-3abf-4c30-ab0d-516a03c70866H9RSZ4A
https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/service-sets/221cfdca-3abf-4c30-
ab0d-516a03c70866
I piz =51
KL 200
OK
{
"data" : {
"id" : "221cfdca-3abf-4c30-ab0d-516a03c70866",
"name" : "test"
}
}
RS 400
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Bad Request

{
"error_code" : "CFW.00200004",
"error_msg" : "FIEREIRIES B, MIBREM"
}

SDKAUARRABIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class DeleteServiceSetSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
DeleteServiceSetRequest request = new DeleteServiceSetRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwinstanceld("<fw_instance_id>");
try {
DeleteServiceSetResponse response = client.deleteServiceSet(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8
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import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = DeleteServiceSetRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
response = client.delete_service_set(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeleteServiceSetRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
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fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
response, err := client.DeleteServiceSet(request)

if err == nil {

fmt.Printf("%+v\n", response)

}else {

fmt.Println(err)

}
}

BEEHIFESAISDKIIERA, iEZWAPI ExplorerfIUIBRAITEE, AIERMB NI
BYSDKAADABY o

K& R

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error

1% =N %E 1;55 o

4.6.4 RIFRIRSZ LR

MIPRARSSLER R

52 LAMEE AP,

DELETE /v1/{project_id}/service-items/{item_id}

* 4-297 B1ZBH
2% sk SR R
project_id =2 String fHFIRBRId

MAHARAS 04 (2024-06-28)

WRIERE © LARITERARERAF

250
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£ 4-298 Query #
B8H =Rk SR faR
enterprise_pro | & String ®AIREId, APZEEWIRE
ject_id fa, BEWIREERkId,
fw_instance i | & String Bk iEEEflid, BIE=PIXIER
d BFirEm SRR Z B AR
AotREId, AEEIEREENX
ISEfEO, BRABRT,
fw_instance_IdAZSRT, IR[EIMK
STE—NMENEE;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_Id3I R ERIEE o
BREH
7= 4-299 153k Header &%
2% =AWk SR ik
X-Auth-Token | 2 String HPFPToken, @B AMIAMIRSS
SREXFIF TokeniZOFAEY ( MARL
JHESLEX-Subject-TokenHY
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KEB/: 200
% 4-300 IR Body £%
24 SR A
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object
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€ 4-301 IdObject
2% SR R
id String id{&
name String B
K88 400
# 4-302 IR Body 2%
84 SHER R
error_code String e
B/IM<E: 8
RAKE: 36
error_msg String EimimiA
BIMEE: 2
RAKE: 512
=P Gl

il iz 73~ 451

SDK {XEf1

IRRIREid}99d80d070b6d44942af73c9c3d38e0429, IREZ4ARLRIAN
6b37ed55-1e21-46a5-a7dc-a59ef418d35988 R Z AR R

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/service-items/6b37ed55-1e21-46a5-a7dc-

a59ef418d359

W&E: 200
MIPRARSS HAE RIREHER

{
"data" : {
"id" : "26f562c4-fe11-43d0-9654-f54298d5b12e"
}
}

KRE&ME: 400
Bad Request
{
"error_code" : "CFW.0020016",

"error_msg" : "SEIASIEIR"

}

SDKAABRABIENT o
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class DeleteServiceltemSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
DeleteServiceltemRequest request = new DeleteServiceltemRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwinstanceld ("<fw_instance_id>");
try {
DeleteServiceltemResponse response = client.deleteServiceltem(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
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ak = os.environ["CLOUD_SDK_AK"]
sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = DeleteServiceltemRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
response = client.delete_service_item(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeleteServiceltemRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
response, err := client.DeleteServiceltem(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}
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BRI EiId99d80d070b6d44942af73c9c3d38e042919R 534Hid )y
688faf62-20fc-4ca6-b9fo-6fbc518df5ae FHIARSS LHAL T f837f7ae-22c9-449d-
a99c-4be24533e243

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/service-items?
fw_instance_id=7a004e79-0b8b-4679-ab20-267f3946e8ba&enterprise_project_id=default

{
"set_id" : "688faf62-20fc-4ca6-b9f9-6fbc518df5ae",
"service_item_ids" : [ "f837f7ae-22c9-449d-a99c-4be24533e243" ]

}

W&E: 200
EMPRIRSSE R RIR[EHE

"data" : [ "f837f7ae-22c9-449d-a99c-4be24533e243" |
}

SDKAIB BN T o

IR Rid 399d80d070b6d44942af73c9c3d38e0429A90R S 4Hid Fg
688faf62-20fc-4ca6-bof9-6fbc518df5ae FHIIRSZ 4B AL R f837f7ae-22¢9-449d-
a99c-4be24533e243

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class BatchDeleteServiceltemsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
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if _name__ =="_main_":
# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
ak = os.environ["CLOUD_SDK_AK"]
sk = os.environ["CLOUD_SDK_SK"]

.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
BatchDeleteServiceltemsRequest request = new BatchDeleteServiceltemsRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
DeleteServiceltemDto body = new DeleteServiceltemDto();
List<String> listbodyServiceltemlds = new ArrayList<>();
listbodyServiceltemlds.add("f837f7ae-22c9-449d-a99¢c-4be24533e243");
body.withServiceltemlds(listbodyServiceltemlds);
body.withSetld("688faf62-20fc-4ca6-b9f9-6fbc518df5ae");
request.withBody(body);
try {
BatchDeleteServiceltemsResponse response = client.batchDeleteServiceltems(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

BIFRIREid99d80d070b6d44942af73c9c3d38e042919R554Hid )
688faf62-20fc-4cab-b9fo-6fbc518df5ae FHIARSSLHA R f837f7ae-22c9-449d-
a99c-4be24533e243

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

n n

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \

.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

request = BatchDeleteServiceltemsRequest()

request.enterprise_project_id = "<enterprise_project_id>

request.fw_instance_id = "<fw_instance_id>"

listServiceltemldsbody = [
"f837f7ae-22c9-449d-a99c-4be24533e243"

]

request.body = DeleteServiceltemDto(
service_item_ids=listServiceltemldsbody,

n
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set_id="688faf62-20fc-4ca6-b9f9-6fbc518df5ae"
)
response = client.batch_delete_service_items(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

IR Rid}99d80d070b6d44942af73c9c3d38e0429849pRSZ4AidH
688faf62-20fc-4ca6-b9fo-6fbc518df5ae FHIARSS LAY R f837f7ae-22c9-449d-
a99c-4be24533e243

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.BatchDeleteServiceltemsRequest{}

enterpriseProjectldRequest:= "<enterprise_project_id>"

request.EnterpriseProjectld = &enterpriseProjectldRequest

fwinstanceldRequest:= "<fw_instance_id>"

request.FwInstanceld = &fwlinstanceldRequest

var listServiceltemldsbody = []string{
"f837f7ae-22c9-449d-a99¢-4be24533e243",

}

request.Body = &model.DeleteServiceltemDto{
Serviceltemlds: listServiceltemldsbody,
Setld: "688faf62-20fc-4ca6-b9f9-6fbc518df5ae",

}
response, err := client.BatchDeleteServiceltems(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}

}
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IBRESH
K 4-310 53K Header 2#
BH = WI% SR R
X-Auth-Token | 2 String P Token, @ITiERBIAMRS
SREX A Token$Z3KEX ( Nk
JHESLEX-Subject-TokenfY
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# 4-311 {53k Body 2#
2% BRI SRR fHR
name & String IRSZLAZTR
BMEE: 1
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B2IVEE: 1
BRAKE: 255
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2% 4-313 data
2 SRR R
id String FatR3IsRid
RS 400
% 4-314 gi7 Body %4
2% SR R
error_code String RS
=RIMSE: 8
RAKE: 36
error_msg String EixfEA
BIME: 2
BAKE: 512
=R N
B INHId39d80d070b6d44942af73c9c3d38e0429190k534Rid /Y
221cfdca-3abf-4c30-ab0d-516a03c70866HIZFR& A ceshi2, HHRKIIHEA
https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/service-sets/221cfdca-3abf-4c30-
ab0d-516a03c70866
{
"name" : "ceshi2",
"description" : "f#iR"
}
Nl Rz 73~ 151
KL 200
OK
{
"data" : {
"id" : "221cfdca-3abf-4c30-ab0d-516a03c70866"
}
}
W& 400
Bad Request
{
"error_code" : "CFW.00200005",
"error_msg" : "BRIERNBAFEFE"
}
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class UpdateServiceSetSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()

.withCredential(auth)

.withRegion(CfwRegion.valueOf("<YOUR REGION>"))

.build();
UpdateServiceSetRequest request = new UpdateServiceSetRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");

UpdateServiceSetUsingPUTRequestBody body = new UpdateServiceSetUsingPUTRequestBody();

body.withDescription("f#i&");

body.withName("ceshi2");

request.withBody(body);

try {

UpdateServiceSetResponse response = client.updateServiceSet(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = UpdateServiceSetRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.body = UpdateServiceSetUsingPUTRequestBody/(
description="4iA",
name="ceshi2"
)
response = client.update_service_set(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

EHINEId}99d80d070b6d44942af73c9c3d38e042914REZ 4Aid A
221cfdca-3abf-4c30-ab0d-516a03c70866H9-Z TR Fceshi2, HEIARM SRR

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")
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auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdateServiceSetRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
descriptionUpdateServiceSetUsingPutRequestBody:= "f#iAR"
nameUpdateServiceSetUsingPutRequestBody:= "ceshi2"
request.Body = &model.UpdateServiceSetUsingPutRequestBody{
Description: &descriptionUpdateServiceSetUsingPutRequestBody;,
Name: &nameUpdateServiceSetUsingPutRequestBody,
}
response, err := client.UpdateServiceSet(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)

}

BZRFESHISDKILIERAEI, 1ESMAPI ExplorerfI{LiBRAITAEE, AT4RKEEIRIMN

HYSDKICEDR A o

R

K& fR

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
Rt

52 IEIRB .
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name String 2R
description String A
service_set_ty | Integer IRSHEZEE, OFRREENERSA, 1FrEH
pe WEBBRSS, 2xERIEZEERPING, 3FRE
FREUREE
ref_count Integer SIFREL
project_id String InHid
protocols Array of eSS
integers
RS 400
2% 4-321 o Body 2H
2% SR R
error_code String EIRg
B/IM<E: 8
RAKE: 36
error_msg String Ei=fEA
BIME: 2
BRAEKE: 512
BRI
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{
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"name" : "test",
"project_id" : "2349ba469daf4b7daf268bb0261d18b0",
"protocols" : [ 6],
"ref_count" : 2,
"service_set_type" : O,
"set_id" : "6f475bad-5d33-45d1-98f8-c79f2f308d5a"

11

"total" : 1

}
}

RESE8: 400
Bad Request

{
"error_code" : "CFW.0020016",
"error_msg" : "SCEMRSIEIR"

}

SDKAUAERABIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListServiceSetsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListServiceSetsRequest request = new ListServiceSetsRequest();

request.withObjectld("<object_id>");

request.withKeyWord("<key_word>");
request.withLimit(<limit>);

request.withOffset(<offset>);

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withFwlInstanceld("<fw_instance_id>");
request.withQueryServiceSetType(<query_service_set_type>);

try {

ListServiceSetsResponse response = client.listServiceSets(request);
System.out.println(response.toString());
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} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListServiceSetsRequest()
request.object_id = "<object_id>"
request.key_word = "<key_word>"
request.limit = <limit>
request.offset = <offset>
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.query_service_set_type = <query_service_set_type>
response = client.list_service_sets(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"
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func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security

risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListServiceSetsRequest{}
request.Objectld = "<object_id>"
keyWordRequest:= "<key_word>"
request.KeyWord = &keyWordRequest
request.Limit = int32(<limit>)
request.Offset = int32(<offset>)
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
queryServiceSetTypeRequest:= int32(<query_service_set_type>)
request.QueryServiceSetType = &queryServiceSetTypeRequest
response, err := client.ListServiceSets(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)

}
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200 ERSEEENR
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
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2% e et fi#iA
error_code String EIRg
=/MSE: 8
RAKE: 36
error_msg String HEiRfAR
BIMSE: 2
RAKE: 512
== —
=]
Hi8IHid99d80d070b6d44942af73c9c3d38e0429, BRS34Hid)S
221cfdca-3abf-4c30-ab0d-516a03c70866AYARSZ ARV TS
https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/service-sets/221cfdca-3abf-4c30-
ab0d-516a03c70866
M Rz7~f51
K& 200
EiaRSSERL RIF BN
{
"data" : {
"service_set_type" : 0,
"id" : "221cfdca-3abf-4c30-ab0d-516a03c70866",
"name" : "ceshi2"
}
}
RE&ES: 400
Bad Request
{
"error_code" : "CFW.00200005",
"error_msg" : "EEABREFE"
}
SDK #8341
SDKCHERBIANT o
Java
package com.huaweicloud.sdk.test;
import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;
import com.huaweicloud.sdk.cfw.v1.%;
import com.huaweicloud.sdk.cfw.v1.model.*;
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public class ListServiceSetDetailSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListServiceSetDetailRequest request = new ListServiceSetDetailRequest();

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withFwlInstanceld("<fw_instance_id>");
request.withQueryServiceSetType(<query_service_set_type>);
try {
ListServiceSetDetailResponse response = client.listServiceSetDetail (request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)
client = CfwClient.new_builder() \
.with_credentials(credentials) \

.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
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request = ListServiceSetDetailRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.query_service_set_type = <query_service_set_type>
response = client.list_service_set_detail(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListServiceSetDetailRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
queryServiceSetTypeRequest:= int32(<query_service_set_type>)
request.QueryServiceSetType = &queryServiceSetTypeRequest
response, err := client.ListServiceSetDetail(request)
if err == nil {

fmt.Printf("%-+v\n", response)
}else {

fmt.Println(err)
}

}

B RIZESHISDKRIBRAI, 15 AP ExplorerfI{SIBRBIRRE, AIERBEEIXIRN
AISDKLHS =B
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B2 EIEE.
4.6.9 BiFRSZ L RIIZE
INRENA
BHi9RSHERYIZE
BB
152 WAMaE BAPI,
URI

GET /v1/{project_id}/service-items

% 4-328 BRIZSH

2% =AW SR A
project_id = String PRI
K 4-329 Query ¥
2% =AUk SR ik
set_id 2 String BRS54Hid
key_word & String BEFER
limit 2 Integer BRERTE, SBEN1-1024

SASRRZN 04 (2024-06-28) WA © EARUERABIRAE 277



=K
AP &% 4 AP

SH ERWIE SHERE %

Integer migE: 1IBEREICRIFFHAN
B, YRAHE, BUEEEAX
Fa&EF0, BKIAO

enterprise_pro String W IRBid, AFPxEEWIE
ject_id f&, BfWIREERkId.

fw_instance_i String FaKIEELflid, Bl XIEE
d BFARER XSRS B AR
ROtREId, ANETIEREERX
IEscfiEO, BABRT,
fw_instance_IdAZSAT, IR[EIK
STE—NMENEE;
fw_instance_IdIE=SHY, R[ES
fw_instance_|d3SRIERUE S,

query_service Integer EiTRSERE, 0FRTBEENX
_set_type IRS34H, 1R TENIRSSA .
X Hset_idHFRE XRS5 4HIdRY
4

i

offset

iy

iy

iy

IEREH

2 4-330 153K Header 2H
23 EBRYIE SR iR

X-Auth-Token | 2 String HPFPToken, @B IAMIAMIRSS
$REYFE P TokenZ 3KEY ( M@RL
jHEsLrhX-Subject-Tokenfd
#)

V2
RASH: 200

7= 4-331 i Body %4

2% SRR N
data data object IRS34BR RS IR
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offset Integer wEE: BERCICRIFRNE, YR
=¥, BEBEAKRFHEFTFO0, B0
limit Integer BRETT, BEH1-1024
total Integer ICRASE
set_id String fRS54Hid
records Array of 1o
records
objects

£ 4-333 records

2 SR A

item_id String R3S EkRid

protocol Integer MY ZEEYTCPI6,UDPA17,ICMPA1,ICMPV6JS
58,ANYJS-1,FEBR AT, BaEih=

source_port String B

dest_port String BhrYi%O

description String BRSZ A R¥EIA

R7SE5: 400

% 4-334 lghi Body 2%

S8 SR A
error_code String EI=f3

=MSE: 8
RAKE: 36
error_msg String Eis R
BIME: 2
RAKE: 512

BRI
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https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/service-items?set_id=7cdebed3-af07-494e-

a3c2-b88bb8d58b57&limit=108&o0ffset=0

WK&G: 200
IRSSAEM RS IFRIREHE

{
"data" : {
"limit" : 10,
"offset" : 0,
"records" : [ {
"dest_port" : "0",
"item_id" : "805b711d-c558-41e3-aab1-a4b8c3f1fo0b",
"description" : "",
"protocol" : 1,
"source_port" : "0"
jap
"set_id" : "7cdebed3-af07-494e-a3c2-b88bb8d58b57",
"total" : 1
}
}

RS 400
Bad Request
{
"error_code" : "CFW.00200005",

"error_msg" : "I{ERNBAEFE"
}

SDKAURRRAIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;

import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;
import com.huaweicloud.sdk.cfw.v1.%;
import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListServiceltemsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);
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CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListServiceltemsRequest request = new ListServiceltemsRequest();

request.withSetld("<set_id>");

request.withKeyWord("<key_word>");
request.withLimit(<limit>);

request.withOffset(<offset>);

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withFwlInstanceld("<fw_instance_id>");
request.withQueryServiceSetType(<query_service_set_type>);
try {
ListServiceltemsResponse response = client.listServiceltems(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListServiceltemsRequest()
request.set_id = "<set_id>"
request.key_word = "<key_word>"
request.limit = <limit>
request.offset = <offset>
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.query_service_set_type = <query_service_set_type>
response = client.list_service_items(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
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print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListServiceltemsRequest{}
request.Setld = "<set_id>"
keyWordRequest:= "<key_word>"
request.KeyWord = &keyWordRequest
request.Limit = int32(<limit>)
request.Offset = int32(<offset>)
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
queryServiceSetTypeRequest:= int32(<query_service_set_type>)
request.QueryServiceSetType = &queryServiceSetTypeRequest
response, err := client.ListServiceltems(request)
if err == nil {

fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}

}

B2 REESHISDKEERGI, 5SS IAPI ExplorerfIUASRBITIES, AI4RBRNXIRL
BISDKACADRABY o
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% 4-335 BIZRSH

BH = WI% SR R
project_id = String HFIRRI
K 4-336 Query 2H
e EE W% SR R
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2 4-339 DomainSetinfoDto

28 BEwWiE SRR iR
domain_name | 2 String 15
description e String A
V254
K388 200
7= 4-340 i Body %4
28 SR R
data DomainSetRe | i IMi%&ZHiR[E]data
sponseData
object

2 4-341 DomainSetResponseData

84 SHRT R
id String %= 48id
name String 12 BRFR

iBERTA

[IRBid}39d80d070b6d44942af73c9c3d38e0429, BhkiEid)9546af3f8-88e9-4712-
a205-2346d7090925;xIta 24, 12 BRFROtest, IHBZERIHES
www.aaa.com, BAIFXTRIdIfde07429-2e02-45c0-a85f-4f1cacea24d2, 1&Z4HZEEY
ySIVIzENCE=LAZ I

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/domain-set?
fw_instance_id=546af3f8-88e9-47f2-a205-2346d7090925&enterprise_project_id=default

{
"name" : "test",
"domain_set_type" : 0,
"description" : "",
"domain_names" : [ {
"domain_name" : "www.aaa.com",
"description" : ""
1
"fw_instance_id" : "546af3f8-88e9-47f2-a205-2346d7090925",
"object_id" : "fde07429-2e02-45c0-a85f-4f1cacea24d2"
}

e Rz 73~451
RS 200
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{
"data" : {
"id" : "e43db369-a863-45ed-8850-58d6b571b1ab",
"name" : "test"
}
}

SDKEERBIEIT

[IRAid79d80d070b6d44942af73c9¢c3d38e0429, BhXiEid/9546af3f8-88e9-4712-
a205-2346d70909257 N2 48, 1HBREBFRotest, FRZERFEZN
www.aaa.com, BFIPXI&RidIfde07429-2e02-45¢c0-a85f-4f1cacea24d2, 1EZ¢AZEE
FIR At .

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class AddDomainSetSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
AddDomainSetRequest request = new AddDomainSetRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
AddDomainSetIinfoDto body = new AddDomainSetInfoDto();
[1(model.DomainSetinfoDto) listbodyDomainNames = new ArrayList<>();
listbodyDomainNames.add(
new DomainSetinfoDto()
.withDomainName("www.aaa.com")
.withDescription("")
)
body.withDomainSetType(0);
body.withDomainNames(listbodyDomainNames);
body.withDescription("");
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body.withName("test");
body.withObjectld("fde07429-2e02-45c0-a85f-4f1cacea24d2");
body.withFwlInstanceld("546af3f8-88e9-47f2-a205-2346d7090925");
request.withBody(body);
try {
AddDomainSetResponse response = client.addDomainSet(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

[@IRHEid/99d80d070b6d44942af73c9c3d38e0429, BhkiEid9546af3f8-88e9-4712-
a205-2346d7090925;xhNta2 4R, 12 EBRZFRHtest, IHBERIHZZ S
www.aaa.com, FEIFII5RidJofde07429-2e02-45c0-a85f-4f1cacea24d2, 1HZHZERY
Sz CEZEAZ I

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = AddDomainSetRequest()
request.enterprise_project_id = "<enterprise_project_id>
request.fw_instance_id = "<fw_instance_id>"
listDomainNamesbody = [
DomainSetinfoDto(
domain_name="www.aaa.com",
description=""

)

n

1

request.body = AddDomainSetInfoDto(
domain_set_type=0,
domain_names=listDomainNamesbody,
description="",
name="test",
object_id="fde07429-2e02-45c0-a85f-4f1cacea24d2",
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fw_instance_id="546af3f8-88e9-47f2-a205-2346d7090925"
)
response = client.add_domain_set(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

[[@IRHEid/99d80d070b6d44942af73c9c3d38e0429, BhkiEid9546af3f8-88e9-4712-
a205-2346d7090925; R Nta2 4R, 12 ERZFROtest, IHBZERIHZZH
www.aaa.com, FEIPIIS5RidJofde07429-2e02-45c0-a85f-4f1cacea24d2, 1HZHZERY
ySIVzENCEZEAZ N

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model. AddDomainSetRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
descriptionDomainNames:= ""
var listDomainNamesbody = [Jmodel.DomainSetinfoDto{

{

DomainName: "www.aaa.com",
Description: &descriptionDomainNames,

%
}
descriptionAddDomainSetInfoDto:=
request.Body = &model. AddDomainSetinfoDto{

DomainSetType: int32(0),

DomainNames: listDomainNamesbody,

Description: &descriptionAddDomainSetInfoDto,

Name: "test",

Objectld: "fde07429-2e02-45c0-a85f-4f1cacea24d2",

Fwinstanceld: "546af3f8-88e9-47f2-a205-2346d7090925",

nn
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response, err := client. AddDomainSet(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
BX
BZRFESHISDKILTERAI, iE2WAPI Explorerf9SIBREITAZ, AT4ERKBERIRTMN
AISDKAAS A -
'{klu\
RSB A
200 N2 AR E1E
el
BSIEIRB.
4.7.2 ffipxi%Z A
INgeN4A
BRIz =R
AR
152 WAMTREBAPI,
URI

DELETE /v1/{project_id}/domain-set/{set_id}

% 4-342 BIZSH

B8H B WI%E SR R
project_id = String HFIRRI
set_id B String %= 8id
2 4-343 Query 2#{
8% B SRR ik
enterprise_pro | & String DWIRBRid, BPXZEFCWINE
ject_id &, BB 4RI,
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28 BBk SRR ik
fw_instance i | 2 String BrkiEscflid, gliE=PaXiERE
d BT & XS R Z B4R
AFREId, @I REIEN A
IEsLflizEn, RABERT,
fw_instance_IdAZSRT, IR[EK
STENMENER,;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_|dXI NSRS E.,
BRSH
3 4-344 153K Header 2
S8 =Bk SRR A
X-Auth-Token | 2 String HPFPToken, @I IAMIAMIRSS
SREN A P Token$Z ZKER ( NGk
JHESLEX-Subject-TokenHY
B)
IR S5
KEB/: 200
7= 4-345 Ngi; Body %
2% SR R
data DomainSetRe | ikt 2HiR([E{Edata
sponseData
object

2k 4-346 DomainSetResponseData

2H SRR i
id String & 48id
name String R HBZTR
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BRI Eid99d80d070b6d44942af73c9c3d38e0429, BhXiEid)g
7a004e79-0b8b-4679-ab20-267f3946e8ba FRYIEZE, 1E1HidN
89bceba4-9b59-4d7a-b5f9-cacsac16d88a

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/domain-set/89bce6a4-9b59-4d7a-b5f9-
cac5ac16d88a?fw_instance_id=7a004e79-0b8b-4679-ab20-267f3946e8ba&enterprise_project_id=default

W&6G: 200
eSS EI =

"data" : {
"id" : "89bce6a4-9b59-4d7a-b5f9-cac5ac16d88a",
"name" : "test"
}
}

SDKAURBRAIENT o

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class DeleteDomainSetSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
DeleteDomainSetRequest request = new DeleteDomainSetRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
try {
DeleteDomainSetResponse response = client.deleteDomainSet(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
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e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

n n

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = DeleteDomainSetRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
response = client.delete_domain_set(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
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ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")
auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()
client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())
request := &model.DeleteDomainSetRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
request.Fwinstanceld = "<fw_instance_id>"
response, err := client.DeleteDomainSet(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
BESIRIZESHISDKASRAI, 52 WAPI ExplorerfSIBRAIRE, AERBEINTMN
HISDKAASZA o
RSB
RS R
200 fIRRi% = 4HiR [EHE
xS
ESIEIRB.
4.7.3 BEFigEHE
TheeN 4R
BEFig=A
BRI
ESAMEEREAPI,
URI
PUT /v1/{project_id}/domain-set/{set_id}
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% 4-347 BIZSH

2 AUk SR R
project_id = String HFIRRI
set_id = String 12 ¢Hid

X 4-348 Query 3#

8% BBk SR A

enterprise_pro | & String ®AIREId, BPsZEtI IR

ject_id f&, BEWIREERkId,

fw_instance_i | & String Bk iEsEEflid, BIE=PIXIER

d RFirEr X IEH RSB
RIFREId, ANEIEREENX
{EsCfEO .

RS
7 4-349 153K Header 2%
2% mEWI% SR fiEid
X-Auth-Token | 2 String FAFToken, BIEAIAMARSS
YREXFAFToken$Z3REX ( MIRL
B BsLrhX-Subject-Tokenfd
B)
%= 4-350 153K Body &
2% BEwI% SR fiEid
name = String 152 4BZFRUUID
description B String A
V254

REB: 200
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2 4-351 Ui Body 2%
8% SR ik
data DomainSetRe | E#fYEZBix[0l{Edata
sponseData
object
2K 4-352 DomainSetResponseData
8% SHER ik
id String 1% 48id
name String 12 BBRTR
=
EFINEId/99d80d070b6d44942af73c9c3d38e0429 FHIRA K iEid A
7a004e79-0b8b-4679-ab20-267f3946e8bafia 2 ¢Hid/594da194d-24b2-4f60-919e-
cfObc76¢75b3, 1B ZFR test,
https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/domain-set/94da194d-24b2-4f60-919e-
cfObc76c75b3?fw_instance_id=7a004e79-0b8b-4679-ab20-267f3946e8ba&enterprise_project_id=default
{
"name" : "test",
"description" : ""
}
i Rz~ 5
R&MB: 200
EinRHEREE
{
"data" : {
"id" : "94da194d-24b2-4f60-919e-cfObc76c75b3",
"name" : "test"
}
}
SDK {57~
SDKACHRBIANT o
Java

BEFHINRiId}99d80d070b6d44942af73c9c3d38e0429 FHIFH K iZid Sy
7a004e79-0b8b-4679-ab20-267f3946e8baliiz 2 2Hid 594da194d-24b2-4f60-919e-
cfObc76¢75b3, (EEZFr T test,

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;
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import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class UpdateDomainSetSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
UpdateDomainSetRequest request = new UpdateDomainSetRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
UpdateDomainSetinfoDto body = new UpdateDomainSetinfoDto();
body.withDescription("");
body.withName("test");
request.withBody(body);
try {
UpdateDomainSetResponse response = client.updateDomainSet(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

E#INHId}99d80d070b6d44942af73c9c3d38e0429 FAIBH N IEid
7a004e79-0b8b-4679-ab20-267f3946e8bafdiaZ ¢Hid }994da194d-24b2-4f60-919e-
cfObc76¢75b3, EEZFRItest,

# coding: utf-8

import os
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkcfw.v1 import *
if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
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risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = UpdateDomainSetRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.body = UpdateDomainSetInfoDto(
description="",
name="test"
)
response = client.update_domain_set(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

E#INHId}99d80d070b6d44942af73c9c3d38e0429 FAIBH N EEid g
7a004e79-0b8b-4679-ab20-267f3946e8bafdis 2 4Hid }994da194d-24b2-4f60-919e-
cfObc76¢75b3, EEZFRItest,

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdateDomainSetRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
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request.EnterpriseProjectld = &enterpriseProjectldRequest
request.Fwinstanceld = "<fw_instance_id>"
descriptionUpdateDomainSetinfoDto:= ""
request.Body = &model.UpdateDomainSetinfoDto{
Description: &descriptionUpdateDomainSetinfoDto,
Name: "test",
}
response, err := client.UpdateDomainSet(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

BZREESHISDKILIBRAEI, iESMAPI Explorerf{LiBRAITAZE, A4 BEEIRIMN

HYSDKICED A o

REES fEik

200 B2 EREE

B2 EIRG .

4.7.4 E3 dns JREZ22%%

URI

BErdnsfRS3885FK

52 AMEE AP,

PUT /v1/{project_id}/dns/servers

% 4-353 BRSH

28 =W ST fEid
project_id = String fAFImAid
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2K 4-354 Query ¥
S ey SRR iR
fw_instance_i | 2 String FaKIEsLflid, el XIEE
d BFArERXIER RSB AR
AYFREId, B@iEREIER A
ISR E, BABRT,
fw_instance_IdAZSAT, IR[EIK
STENMENER,;
fw_instance_Id3EZSRY, IR[ElS
fw_instance_|dXIRIBASE .
Fobject_IdIE=, ENAIR[E]
object_IIXNIRIZRIES.; EHERT
object_IdFERETF
fw_instance_|dJRzA9ES .
enterprise_pro | & String ®AIREId, APZEEWIRE
ject_id f&, BEWIREERkId,
B2
R 4-355 153k Header 2%f
2H ey i SR )%
X-Auth-Token | 2 String PR Token, @iZiERBIAMIRS
$RENA P TokeniZ OKEN ( MR
JHESLEhX-Subject-TokenfY
=)
K 4-356 153K Body 2%
2¥ =AWk SR R
dns_server = Array of DNSPRS388
dns_server
objects
health_check_ | & String BENEES
domain_name
2 4-357 dns_server
2 =AWk SR R
server_ip & String DNSHRSS28IP
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2 BRWIE SR i)
is_customized | & Integer EEEARPEEMdNSIRSS
2, 6 1=2
is_applied S Integer =aNA, 08 12

R S5

WK&G: 200

% 4-358 @i Body 2%

2 SRR iR
data Array of 2RSS 2EYI+E
strings

WR&G: 400

7 4-359 l[gh7 Body 2%

2% SR iR
error_code String RS

B/M<E: 8
RAKE: 36
error_msg String His R
BNME: 2
BRAKE: 512

iBERA

EIREid92349bad69daf4b7daf268bb0261d18b0HIdNSARITSERNIRE, BRSSEEip
798.8.8.8, BAIAIRSSEE, EFAER, BR3588ip9192.168.0.2, JEENIARRSSER, S5f
JAE(FER

https://{Endpoint}/v1/2349ba469daf4b7daf268bb0261d18b0/dns/servers

{

"dns_server" : [ {
"server_ip" : "8.8.8.8",
"is_customized" : 0,
"is_applied" : 1

o
"server_ip" : "192.168.0.2",
"is_customized" : 1,
"is_applied" : 0

13

}
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RASF8: 200
EFDnsARSS 2N K,

"data" : [ "100.95.150.83", "114.114.114.114", "223.5.5.5", "223.6.6.6", "119.29.29.29", "8.8.8.8",
"100.79.1.250", "100.79.1.240" ]
}

KE&B: 400
Bad Request

{
"error_code" : "CFW.01000001",
"error_msg" : "DNSHRSSEEIPEE"
}

SDKAURERAIENT

EFIREId92349bad69daf4b7daf268bb0261d18bORIdNSRATERANIR E , ARSSSEip
3933'3;.8, BUAIRSSER, EHTOER, IRS5ERiIp/9192.168.0.2, IERNARSSEE, B
S AEE R

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class UpdateDnsServersSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()

.withCredential(auth)

.withRegion(CfwRegion.valueOf("<YOUR REGION>"))

.build();
UpdateDnsServersRequest request = new UpdateDnsServersRequest();
request.withFwlInstanceld("<fw_instance_id>");
request.withEnterpriseProjectld("<enterprise_project_id>");
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UpdateDnsServersRequestBody body = new UpdateDnsServersRequestBody();
List<UpdateDnsServersRequestBodyDnsServer> listbodyDnsServer = new ArrayList<>();
listbodyDnsServer.add (
new UpdateDnsServersRequestBodyDnsServer()
.withServerlp("8.8.8.8")
.withIsCustomized(0)
.withlsApplied(1)
)
listbodyDnsServer.add (
new UpdateDnsServersRequestBodyDnsServer()
.withServerlp("192.168.0.2")
.withlsCustomized(1)
.withlsApplied(0)
)
body.withDnsServer(listbodyDnsServer);
request.withBody(body);
try {
UpdateDnsServersResponse response = client.updateDnsServers(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

EIREid~2349bad69daf4b7daf268bb0261d18b0HIdNSARITSERNIRE, BRSSSEip
3393;%3.8, ZUARRSSSE, B AEA, IRSEEiIpH192.168.0.2, IEEIARSSE, B
4 o

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = UpdateDnsServersRequest()
request.fw_instance_id = "<fw_instance_id>"
request.enterprise_project_id = "<enterprise_project_id>"
listDnsServerbody = [
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UpdateDnsServersRequestBodyDnsServer(
server_ip="8.8.8.8",
is_customized=0,
is_applied=1
)
UpdateDnsServersRequestBodyDnsServer (
server_ip="192.168.0.2",
is_customized=1,
is_applied=0
)
1
request.body = UpdateDnsServersRequestBody(
dns_server=listDnsServerbody
)
response = client.update_dns_servers(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

EIREid92349bad69daf4b7daf268bb0261d18b0HIdNSARITSERNIRE, BRSSEEip
3393;%3.8, ZUABRSSEE, B AEA, IRSEEiIpH192.168.0.2, IEEIARSSE, B
4 o

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdateDnsServersRequest{}
request.Fwinstanceld = "<fw_instance_id>"
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
serverlpDnsServer:= "8.8.8.8"

isCustomizedDnsServer:= int32(0)

isAppliedDnsServer:= int32(1)

serverlpDnsServer1:= "192.168.0.2"
isCustomizedDnsServer1:= int32(1)

isAppliedDnsServer1:= int32(0)
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var listDnsServerbody = [Jmodel.UpdateDnsServersRequestBodyDnsServer{
{
Serverlp: &serverlpDnsServer,
IsCustomized: &isCustomizedDnsServer,
IsApplied: &isAppliedDnsServer,

Serverlp: &serverlpDnsServer1,
IsCustomized: &isCustomizedDnsServer1,
IsApplied: &isAppliedDnsServer1,
h
}
request.Body = &model.UpdateDnsServersRequestBody{
DnsServer: listDnsServerbody,
}
response, err := client.UpdateDnsServers(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

Bz
FEZRIFIESAISDKIIE A, 152 WAPI ExplorerfIfCIBRBITAES, TJERL BRI

AISDKICEE A o

TN

K& fER

200 E#DNnsERSS 2R

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
tHIRD

52 EIRB.

4.7.5 EiatZH%F%

TR

52 WAMaE AP,
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URI
GET /v1/{project_id}/domain-sets

% 4-360 BRIZS#

S8 =AWk SR R

project_id = String FHFIRRId

2 4-361 Query 2H

2% =A%k SR A

enterprise_pro | & String H®WIRBId, APRXEFEIIRE

ject_id &, BfWIRE%id,

fw_instance_i | &2 String Bk IESEflid, BIE=BIXIER

d BFirShmXIERRKBEERK
AOtREId, AEIEEEIENX
ISscpEO, BHKABRT,
fw_instance_IdJ9Z0Y, IR[EIRK
STE—NMENEE;
fw_instance_Id3E=SRY, R[ElS
fw_instance_|dX NSRS S,

limit 2 Integer BRERTE, BEN1-1024

offset 2 Integer wEE: IBEREICRIFRA
B, UIRAHEF, BEEEAX
Fa&ETF0, EIAO

object_id = String BEAMIARHIRIRIA, BlEid
FARERLXIESLAEO, type
FORI A EEAMIB SR PRI SR
ido

key_word & String XiE=x

domain_set t | & Integer IREER, 0FRRN EE

ype H, 1FRMEFGZE

config_status | & Integer BB
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IERSH

% 4-362 53K Header 2%

2% =AUk ST ik
X-Auth-Token | £ String R Token, BEiTEARIAMBES

$RENFB P Token$Z[3KEX ( MRz
jE B sLrhX-Subject-TokenfY

&)
) EZS
RE&EB: 200
% 4-363 gL Body 2%
2 S A
data ListDomainse | EififZHiR[E{ESFEdata
tsResponseD
ata object
2 4-364 ListDomainsetsResponseData
2% SR fHiA
limit Integer BRETTH, BEH1-1024
offset Integer wEE: BEREICRIIFRNE, KR
=¥, BEBEAKXTFHEFETO, B0
total Integer 56
records Array of 18Z48%5FK
DomainSetVo
objects

2 4-365 DomainSetVo

2 SR fix

set_id String &z 48id
name String 12 BRFR
description String A
ref_count Integer 5| RREL
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domain_set_t | Integer IZEZER, 0FRMBIHREAE, 12 RMNESZ
ype 4|
config_status | Integer BCEIRTS
message String FRER
rules Array of (ERINidFIZE
UseRuleVO
objects
& 4-366 UseRuleVO
8% SR ik
id String Fid
name String FNZFR
=GNl
EHi5IMEid99d80d070b6d44942af73c9c3d38e0429 FHIBH X I id A
546af3f8-88e9-47f2-a205-2346d7090925 NHUIEZ4BFIZR, FHIFXIRidDaed2418e-
f077-41a0-9d3b-5b2f5ad9102b
https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/domain-sets?
fw_instance_id=546af3f8-88e9-47f2-
a205-2346d7090925&enterprise_project_id=default&limit=50&offset=0&object_id=ae42418e-
f077-41a0-9d3b-5b2f5ad9102b
M iz 7~
&G 200
Eigg R HIREE
{
"data" : {
"limit" : 50,
"offset" : 0,
"records" : [ {
"config_status" : 3,
"description" : "",
"domain_set_type" : 0,
"name" : "ccdd",
"ref_count" : 0,
"set_id" : "e43db369-a863-45ed-8850-58d6b571b1ab"
11
"total" : 1
}
}
SDK 8741
SDKACRBRBIANT o
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Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListDomainSetsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListDomainSetsRequest request = new ListDomainSetsRequest();

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withFwinstanceld ("<fw_instance_id>");
request.withLimit(<limit>);

request.withOffset(<offset>);

request.withObjectld("<object_id>");

request.withKeyWord("<key_word>");
request.withDomainSetType(<domain_set_type>);
request.withConfigStatus(<config_status>);

try {

ListDomainSetsResponse response = client.listDomainSets(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *
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n n

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListDomainSetsRequest()
request.enterprise_project_id = "<enterprise_project_id>
request.fw_instance_id = "<fw_instance_id>"
request.limit = <limit>
request.offset = <offset>
request.object_id = "<object_id>"
request.key_word = "<key_word>"
request.domain_set_type = <domain_set_type>
request.config_status = <config_status>
response = client.list_domain_sets(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

n

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListDomainSetsRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
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request.Fwinstanceld = "<fw_instance_id>"
request.Limit = int32(<limit>)
request.Offset = int32(<offset>)
request.Objectld = "<object_id>"
keyWordRequest:= "<key_word>"
request.KeyWord = &keyWordRequest
domainSetTypeRequest:= int32(<domain_set_type>)
request.DomainSetType = &domainSetTypeRequest
configStatusRequest:= int32(<config_status>)
request.ConfigStatus = &configStatusRequest
response, err := client.ListDomainSets(request)

if err == nil {

fmt.Printf("%+v\n", response)

}else {

fmt.Println(err)

}
}

B RFIESRISDKIERA, 15

5ZAPI ExplorerffCRIRAITNE, AJAERBERIXIL

AYSDKILRIAB
RSB )%
200 B AIREE

52 ERB.

4.7.6 B dns JR&322%1%

&ifldnspRS323515R

52 WAMEE AP,

GET /v1/{project_id}/dns/servers

% 4-367 BIZSH

2 ERWIE SR fEiA
project_id = String FHFIRRId
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2H =Rk SR iR

limit & Integer BRETTH, BEMN1-1024

offset B Integer wEE: BEREICRIIFRA
B, UIAHE, BEBEAX

FaIFEF0, B0
fw_instance i | 2 String Mo kiEsLflid, CIZB=FhAIES

d AFrE X IERR G BENER
ROtREId, AESEREERX
ISsCAEOEOERE, BABR
T, fw_instance_Id9=S0Y, IR
EIKS TE—MEIERE;
fw_instance_IdAE=SHY, R[ES
fw_instance_|dXSRIBAISE .
FHobject_IdIF=, FIARE]
object_IdXINIZRVER; BEERT
object_ IIFEERET
fw_instance_|dXJRzA91S .

enterprise_pro | & String ®WIRBid, APSEeWIRE

ject_id 5, BEIWIRB4RAYId,
BRESH

Z 4-369 153k Header 2%

2 Bk SR )%

X-Auth-Token | 2 String R Token, BEEiEBIAMIRSS
$REVA P TokeniZ 5XEY ( IR
jE B sLrhX-Subject-Tokenfd
)

N Rz SE

K&/ 200

2 4-370 L7 Body %1

28 SR R

data Array of dnsfR$53E%F+K
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sponseDTO
objects
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total Integer dnspRSS 82 &L

Z& 4-371 DnsServersResponseDTO

2 S iR

id Integer id

is_applied Integer E=EENA, 0512

is_customized | Integer EEERAFPEENXdNsiRSEE, 08 12
server_ip String DNSHRSZEEIP

health_check_ | String EEEEEZ

domain_name

Bkabl
FREXIRBid/92349ba469daf4b7daf268bb0261d18b0RYdNnsIRSZ 22513

https://{Endpoint}/v1/2349ba469daf4b7daf268bb0261d18b0/dns/servers

I iz 7~ A5
RS 200
SRENdnsPRSS 22 R

{
"data" : [ {
"health_check_domain_name" : "sslstatic.xiaoyusan.com",
"id" : 20165,
"is_applied" : 0,
"is_customized" : 1,
"server_ip" : "0.0.0.0"

"health_check_domain_name" : "sslstatic.xiaoyusan.com",
"id" : 14190,

"is_applied" : 1,

"is_customized" : 0,

"server_ip" : "100.79.1.240"

1
"total" : 2

}

SDK {374l
SDKACRBRAEIEN T .

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;
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import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListDnsServersSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListDnsServersRequest request = new ListDnsServersRequest();

request.withLimit(<limit>);

request.withOffset(<offset>);

request.withFwlInstanceld("<fw_instance_id>");

request.withEnterpriseProjectld("<enterprise_project_id>");

try {
ListDnsServersResponse response = client.listDnsServers(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]
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credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListDnsServersRequest()
request.limit = <limit>
request.offset = <offset>
request.fw_instance_id = "<fw_instance_id>"
request.enterprise_project_id = "<enterprise_project_id>
response = client.list_dns_servers(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

n

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListDnsServersRequest{}
limitRequest:= int32(<limit>)
request.Limit = &limitRequest
offsetRequest:= int32(<offset>)
request.Offset = &offsetRequest
request.Fwinstanceld = "<fw_instance_id>"
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
response, err := client.ListDnsServers(request)
if err == nil {
fmt.Printf("%-+v\n", response)
} else {
fmt.Println(err)
}
}
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GET /v1/{project_id}/domain/parse/{domain_name}

* 4-372 BREH
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domain_name | 2 String 1543
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el BEWI% SHRT (i35

enterprise_pro | & String ©IIRBid, BPYSZEEWINE
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address_type | & Integer Hu4b2ERY, 0 ipv4,1 ipv6
IERSH
% 4-374 153K Header 2%
2% BEWIE SR R
X-Auth-Token | 2 String R Token, BEIiEBIAMIRSS
SXEY A F TokendZE 3KEY ( Nk
jE B sLrhX-Subject-Tokenfd
&)
D)2

WR&G: 200

2 4-375 Ii; Body 2%

8% SR iR
data Array of 1H3Zid%IFE
strings

W&G: 400
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K 4-376 I[; Body 2%

2 SR A
error_code String E1=5

=/MSE: 8
BRAKE: 36

error_msg String His R
BIMSE: 2
RAKE: 512

MBEXIREidF95c69cf330cdad2369cbd726ee1bc5e7689IRH FHceshi.comidiZ 28

2
o

https://{Endpoint}/v1/5c69cf330cda42369cbd726ee1bc5e76/domain/parse/ceshi.com

WK&G: 200
EEEAERROE

"data" : [ "192.168.88.85", "192.168.88.50", "192.168.88.22", "192.168.88.87", "192.168.88.86",
"192.168.5.1", "192.168.88.88", "192.168.88.90", "192.168.88.83", "192.168.88.84" ]

}
RE&FB: 400
Bad Request

{
"error_code" : "CFW.00109004",

"error_msg" : "HTTPiBEKEEIR"

}

SDKARBRAIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListDomainParseDetailSolution {
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public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListDomainParseDetailRequest request = new ListDomainParseDetailRequest();

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withFwlInstanceld("<fw_instance_id>");
request.withAddressType(<address_type>);

try {

ListDomainParseDetailResponse response = client.listDomainParseDetail(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListDomainParseDetailRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.address_type = <address_type>
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N

response = client.list_domain_parse_detail(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListDomainParseDetailRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlInstanceldRequest
addressTypeRequest:= int32(<address_type>)
request.AddressType = &addressTypeRequest

response, err := client.ListDomainParseDetail (request)

if err == nil {
fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}
}

BZRFESHISDKILIERAI, 1ESMAPI ExplorerfI{LiBRAITAZE, A4 BEEIRIMN
AOSDKAAI A o

LN 1R

200 BiEREMIEREE
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RSB )%
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
e
B2 EIRE .

4.7.8 IREVEHZH T HRIIER

RERA 48 T 5%
ARGE

ESMATARAP .
URI

GET /v1/{project_id}/domain-set/domains/{domain_set_id}

% 4-377 BRS¥

BH = WI% SRR R
project_id b String FHFINEID
domain_set_id | 2 String %= 2Rid
K 4-378 Query 2H
2% BEWI% SRR ik
enterprise_pro | & String AW IRHid, ARPSZEFEWIRE
ject_id &, BfIRE%Rkadid.
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28 BRI SRR ik
fw_instance i | 2 String BrkiEscflid, glE=faXiERE
d BF &R ISR RSB AR
AFREId, @I EREIE A
IEsLflizEn, RABERT,
fw_instance_IdAZSRT, IR[EIK
STENMENER,;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_|dXI NSRS E.,
limit 2 Integer BRETRNE, EE1-1024
offset = Integer g2 BEREICRAIFR
B, UIRAHE, BEEEAX
F=HEFEFO0, BAIAO
domain_name | & String W2 2R
object_Id B String BEXMIAFRRIFRId, AEE
AREEMRXIELFEO, type
089 EEXMID R BHIFXT SR
ido
5RkSH
% 4-379 153K Header £
2 A% SR iR
X-Auth-Token | 2 String R Token, B@IZiERBIAMIRS
$REYFE A TokendZFKEX ( MERL
&2 sLAX-Subject-Tokenfd
B)
Nl fiz 228
R&EE: 200
2= 4-380 MR Body 2%
28 SR A
data ListDomainR | &i8ig&Zik[E{Edata
esponseData
object
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2K 4-381 ListDomainResponseData

8% SHER RR
limit Integer BRETRNH, SBEH1-1024
offset Integer wigE: IBEREICRNOFRME, YR
¥, BUESBEAXRFHEFTO0, EA0
project_id String FHFPIRHI
records Array of HEZEE5E
Domainlinfo
objects
set_id String & 48id
total Integer B
2 4-382 Domainlinfo
¥ SRR g
domain_addre | String a3 ttikid
ss_id
domain_name | String 1343
description String AR
dns_ips Array of 2RSSR
strings

BRI

BEiFINHEId914181c1245cf4fd786824efe1e2b9388 FHYIHBFIFE, 1HZHidH
78719348-6d79-477e-acec-676a29842ab2, [hkiEid546af3f8-88e9-47f2-
a205-2346d7090925,

https://{Endpoint}/v1/14181c1245cf4fd786824efe1e2b9388/domain-set/domains/78719348-6d79-477e-
acec-676a29842ab2?fw_instance_id=546af3f8-88e9-47f2-
a205-2346d7090925&enterprise_project_id=default&limit=200&offset=0

I Rz 735 )
REB: 200
T ZIREHE

{
"data" : {
"limit" : 200,
"offset" : O,
"project_id" : "14181c¢1245cf4fd786824efe1e2b9388",
"records" : [ {
"description" : "",
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"domain_address_id" : "6718279e-9761-4623-a48d-b16957b19e1b",
"domain_name" : "www.test.com"

11
"set_id" : "78719348-6d79-477e-acec-676a29842ab2",
"total" : 1
}
}
SDK XS~
SDKACRBRBIANT o

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListDomainsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListDomainsRequest request = new ListDomainsRequest();

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withFwlInstanceld("<fw_instance_id>");
request.withLimit(<limit>);

request.withOffset(<offset>);

request.withDomainName("<domain_name>");

request.withObjectld("<object_Id>");

try {

ListDomainsResponse response = client.listDomains(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListDomainsRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.limit = <limit>
request.offset = <offset>
request.domain_name = "<domain_name>"
request.object_id = "<object_Id>"
response = client.list_domains(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
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cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListDomainsRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
request.Fwinstanceld = "<fw_instance_id>"
request.Limit = int32(<limit>)
request.Offset = int32(<offset>)
domainNameRequest:= "<domain_name>"
request.DomainName = &domainNameRequest
objectldRequest:= "<object_ld>"
request.Objectld = &objectldRequest
response, err := client.ListDomains(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}

B
B2 RIEZIESHISDKEERAI, 152 WAPI ExplorerfILiBRBIREs, A4 BTN

FISDKALAZ A
NG

RS

200 SR

Hi=hg

B IR,
4.7.9 FINHRIIER
ThRENA

et S

52 WAMEE AP,

URI
POST /v1/{project_id}/domain-set/domains/{set_id}

SASRRZN 04 (2024-06-28) WA © EARUERABIRAE 325


https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CFW/sdk?api=ListDomains

=K

APl &%& 4 API
% 4-383 BR1ZBH
S ey SRR iR
project_id = String HFIRRI
set_id = String 12 48id
Z 4-384 Query 3#
28 =AW SRR A
enterprise_pro | & String ®AIREId, BPsZEtI IR
ject_id f&, BEWIREERkId,
fw_instance i | & String Bk iEsEEflid, BIE=PIXIER
d BFArER XIS RSB AR
AFREId, @i REIERA
iSO, HABRT,
fw_instance_IdAZSAT, IREIK
STENMENER,;
fw_instance_Id3EZSRT, IR[ES
fw_instance_|dXIRIBAIEE .
=R 25
& 4-385 153K Header 2§
S8 BRI SR ik
X-Auth-Token | 2 String HRFToken, BEiZiERIAMIRSS
SREVFE P TokenZ SREX ( M@k
BB sLrhX-Subject-Tokenfd
=)
%= 4-386 153k Body &%
28 BRI SRR ik
fw_instance i | 2 String BrkiEscflid, gliE=PaXiERE
d BF &R XIERE S B E R

ROfREId, EETAREENX
IEsLlizEn, RABERT,
fw_instance_IdAZSRT, IR[EIK
STENMENER,;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_|dXI NSRS S,
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2% BEWI%E SRR ik
object_id 2 String BEAMILRPBIPRId, o
ERERRKISSEREEO, type
ORI EEXMIAFBHIPAIR
domain_name | 2 Array of H&a5IE
S DomainSetin
foDto objects
£ 4-387 DomainSetinfoDto
2% EEWk SR 1)
domain_name | 2 String 4
description & String R
NaASEL
RE&ES: 200
3= 4-388 l[If Body %
2% SR R
data DomainSetRe | 12 HIREHEHIE
sponseData
object
2 4-389 DomainSetResponseData
8% ST ik
id String & 4Hid
name String 1R EZFR
=GNl

#2TRHEIdF914181c1245cf4fd786824efe1e2b9388 FAUIZ BRI S, BHkiEidS

546af3f8-88e9-47f2-a205-2346d7090925, BHiFIIRidIgaed2418e-
f077-41a0-9d3b-5b2f5ad9102b, 15Z2Hid978719348-6d79-477e-
acec-676a29842ab2, 13 Iwww.bnm.comFIwww.vbc.com

https://{Endpoint}v1/14181c1245cf4fd786824efe1e2b9388/domain-set/domains/78719348-6d79-477e-
acec-676a29842ab2?fw_instance_id=546af3f8-88e9-47f2-a205-2346d7090925&enterprise_project_id=default
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{

"domain_names" : [ {
"description" : "",
"domain_name" : "www.bnm.com"

h o
"description" : "",
"domain_name" : "www.vbc.com"

11

"fw_instance_id" : "546af3f8-88e9-47f2-a205-2346d7090925",
"object_id" : "ae42418e-f077-41a0-9d3b-5b2f5ad9102b"
}

I Rz 73~
REB/: 200

N0t EIRENE
{
"data" : {

"id" : "78719348-6d79-477e-acec-676a29842ab2",
"name" : "test26"
}
}

SDK {83~
SDKAHB AN T o

Java

£8TRRId}914181¢1245cf4fd786824efe1e2b9388 FAUIH ZEFINIH S, B kiEidS
546af3f8-88e9-47f2-a205-2346d7090925, FHiFIdsRidfgaed2418e-
f077-41a0-9d3b-5b2f5ad9102b, 15ZHid}978719348-6d79-477e-
acec-676a29842ab2, 113 Iwww.bnm.comFIwww.vbc.com

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util. ArrayList;

public class AddDomainsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);
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CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
AddDomainsRequest request = new AddDomainsRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
AddDomainListDto body = new AddDomainListDto();
List<DomainSetinfoDto> listbodyDomainNames = new ArrayList<>();
listbodyDomainNames.add(
new DomainSetinfoDto()
.withDomainName("www.bnm.com")
.withDescription("")
)
listbodyDomainNames.add(
new DomainSetinfoDto()
.withDomainName("www.vbc.com")
.withDescription("")
)
body.withDomainNames(listbodyDomainNames);
body.withObjectld("ae42418e-f077-41a0-9d3b-5b2f5ad9102b");
body.withFwlInstanceld("546af3f8-88e9-47f2-a205-2346d7090925");
request.withBody(body);
try {
AddDomainsResponse response = client.addDomains(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

#8TRRId}914181¢1245cf4fd786824efe1e2b9388 FAUI Z A FINIHZ , B kiEidS
546af3f8-88e9-47f2-a205-2346d7090925, BHiFIISidgaed2418e-
f077-41a0-9d3b-5b2f5ad9102b, 1&#Z4Hid}978719348-6d79-477e-
acec-676a29842ab2, 14 Iwww.bnm.comFIwww.vbc.com

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
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.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = AddDomainsRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
listbomainNamesbody = [
DomainSetIinfoDto(
domain_name="www.bnm.com",
description=""
)
DomainSetIinfoDto(
domain_name="www.vbc.com",
description=""
)
1
request.body = AddDomainListDto(
domain_names=listDomainNamesbody,
object_id="ae42418e-f077-41a0-9d3b-5b2f5ad9102b",
fw_instance_id="546af3f8-88e9-47f2-a205-2346d7090925"
)
response = client.add_domains(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

£8TRRId7914181¢1245cf4fd786824efe1e2b9388 FAUI ZE RIS, B kiEidS
546af3f8-88e9-47f2-a205-2346d7090925, BHiFIISidgaed2418e-
f077-41a0-9d3b-5b2f5ad9102b, 1&#Z4Hid}978719348-6d79-477e-
acec-676a29842ab2, 1#4Z Iwww.bnm.comFIwww.vbc.com

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())
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request := &model. AddDomainsRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
descriptionDomainNames:= ""
descriptionDomainNames1:=
var listDomainNamesbody = [Jmodel.DomainSetinfoDto{
{
DomainName: "www.bnm.com",
Description: &descriptionDomainNames,
by
{
DomainName: "www.vbc.com",
Description: &descriptionDomainNames1,

)

nn

}

request.Body = &model.AddDomainListDto{
DomainNames: listDomainNamesbody,
Objectld: "ae42418e-f077-41a0-9d3b-5b2f5ad9102b",
Fwlinstanceld: "546af3f8-88e9-47f2-a205-2346d7090925",

}

response, err := client. AddDomains(request)

if err == nil {
fmt.Printf("%+v\n", response)

}else {
fmt.Println(err)

}

}

22

BZREESHISDKICIE R, 152 ILAPI ExplorerflJ{LaZ~BITR

BISDKAABTAI o
RS

L, ATERBIIIN

RED ik
200 I RIREE
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DELETE /v1/{project_id}/domain-set/domains/{set_id}
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DomainSetRe
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MipriE=SI=REE

Z 4-395 DomainSetResponseData

24

SHR

R

id

String

1= AHid

name

String

BB ZTR

InHid}914181¢1245cf4fd786824efe1e2b93888YIRE , MIRRRA X tEidF
546af3f8-88e9-47f2-a205-2346d7090925 95 K IE FRISZBIHZ, FHIPXTRiIdSA
ae42418e-f077-41a0-9d3b-5b2f5ad9102b, 1%Z4Aid}978719348-6d79-477e-
acec-676a29842ab2, 1#3%53%&3"boc23ad8-16d2-4f14-894f-29250c5d27e5",
"c36f9462-467b-4303-9734-f9abc38ddb95"

https://{Endpoint}/v1/14181c1245cf4fd786824efe1e2b9388/domain-set/domains/78719348-6d79-477e-
acec-676a29842ab2?fw_instance_id=546af3f8-88e9-47f2-a205-2346d7090925&enterprise_project_id=default

{

"domain_address_ids" : [ "b9c23ad8-16d2-4f14-894f-29250c5d27e5", "c36f9462-467b-4303-9734-

f9abc38ddb95" ],

"object_id" : "ae42418e-f077-41a0-9d3b-5b2f5ad9102b"

}

WR&E: 200

MipRiEE SRR EE

{
"data" : {

"id" : "78719348-6d79-477e-acec-676a29842ab2",

"name" : "test26"

}
}

SDKIRURERAIENT

InBid#914181c1245cf4fd786824efe1e2b9388INIRE, MIFRFS KiEidA
546af3f8-88e9-47f2-a205-2346d709092509FA X FHUt ZEFHZ , FHFIIRidA
ae42418e-f077-41a0-9d3b-5b2f5ad9102b, 1a+348id}578719348-6d79-477e-
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acec-676a29842ab2, 1aZ%IZRA"b9c23ad8-16d2-4f14-894f-29250c5d27e5",
"c36f9462-467b-4303-9734-f9abc38ddb95"

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util ArrayList;

public class DeleteDomainsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
DeleteDomainsRequest request = new DeleteDomainsRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
DeleteDomainDto body = new DeleteDomainDto();
List<String> listbodyDomainAddresslds = new ArrayList<>();
listbodyDomainAddresslds.add("b9c23ad8-16d2-4f14-894f-29250c5d27e5");
listbodyDomainAddresslds.add("c36f9462-467b-4303-9734-f9abc38ddb95");
body.withDomainAddresslds(listbodyDomainAddresslds);
body.withObjectld("ae42418e-f077-41a0-9d3b-5b2f5ad9102b");
request.withBody(body);
try {
DeleteDomainsResponse response = client.deleteDomains(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

InBid#914181c1245cf4fd786824efe1e2b9388IIRE, MIFRFS KiEidA
546af3f8-88e9-47f2-a205-2346d709092509FA X B FHItE ZEIFHZ , FHFIIRidA
ae42418e-f077-41a0-9d3b-5b2f5ad9102b, 1a348id}578719348-6d79-477e-
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Go

acec-676a29842ab2, 1aZ%IZRA"b9c23ad8-16d2-4f14-894f-29250c5d27e5",
"c36f9462-467b-4303-9734-f9abc38ddb95"

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="_main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = DeleteDomainsRequest()
request.enterprise_project_id = "<enterprise_project_id>"
listDomainAddressldsbody = [
"b9c23ad8-16d2-4f14-894f-29250c5d27e5",
"c36f9462-467b-4303-9734-f9abc38ddb95"
1
request.body = DeleteDomainDto(
domain_address_ids=listDomainAddressldsbody,
object_id="ae42418e-f077-41a0-9d3b-5b2f5ad9102b"
)
response = client.delete_domains(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

IRRidA"14181c1245cf4fd786824efe1e2b9388M0IRE , MBS XIZid S
546af3f8-88e9-47f2-a205-2346d709092509F5 X i N AUt 2 RIS, BHIFIIRIdA
ae42418e-f077-41a0-9d3b-5b2f5ad9102b, 1%Z4Aid}978719348-6d79-477e-
acec-676a29842ab2, #5357 "b9c23ad8-16d2-4f14-894f-29250c5d27e5",
"c36f9462-467b-4303-9734-f9abc38ddb95"

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
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variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

EE

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeleteDomainsRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
var listDomainAddressldsbody = []string{
"b9c23ad8-16d2-4f14-894f-29250c5d27e5",
"c36f9462-467b-4303-9734-f9abc38ddb95",
}
request.Body = &model.DeleteDomainDto{
DomainAddresslds: listDomainAddressldsbody,
Objectld: "ae42418e-f077-41a0-9d3b-5b2f5ad9102b",
}
response, err := client.DeleteDomains(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)

}

EZIRIZIESHISDKLIERMI, 155 WAPI ExplorerfIUIBRAITNZS, AI4RLBERIXTN
HYSDKICHERA o

NN
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4.8 IPS 18
4.8.1 &if) IPS 45HMHFFIRE
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EEIPSEHEFF IR
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MR SEL
REG: 200

7 4-399 gL Body S

2% SR fEiA

data IpsSwitchRes | ipsH<data
ponseDTO
object

2 4-400 IpsSwitchResponseDTO

84 e e R

id String ipsFxid
basic_defense | Integer ERtBAEIRS
_status

virtual_patche | Integer AN TR
s_status

BRI

BT FEid14181¢1245cf4fd786824efe1e2b9388 B YA H YN T FFRERIRZE, Ak

DNEEN SRR TTE AR T RIFFRIRE

https://{Endpoint}/v1/14181c1245cf4fd786824efe1e2b9388/ips/switch?fw_instance_id=546af3f8-88e9-47f2-
a205-2346d7090925&enterprise_project_id=default&object_id=cfebd347-b655-4b84-b938-3c54317599b2

I 7~ 51)

RE&E: 200

OK

{

"data" : {

"basic_defense_status" : 1,
"id" : "cefe80aa-83e4-4308-99aa-f9b6c816de00",
"virtual_patches_status" : 0

}
}

SDK {7~
SDK{EERBIENT .

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;
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Python

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListlpsSwitchStatusSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListlpsSwitchStatusRequest request = new ListlpsSwitchStatusRequest();

request.withObjectld("<object_id>");

request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");

try {

ListlpsSwitchStatusResponse response = client.listlpsSwitchStatus(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)
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client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListlpsSwitchStatusRequest()
request.object_id = "<object_id>"
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
response = client.list_ips_switch_status(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListlpsSwitchStatusRequest{}
request.Objectld = "<object_id>"
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
response, err := client.ListlpsSwitchStatus(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}
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2% SR fEiA
data data object object
Z 4-406 data
¥ SR fHiA
id String [YaEiabSELe!
(=R %N

il iz 73~ 451

SDK X35 f1

Java

ipsHXEO, ZiEOEHEFREEEFEH5 1Z2AEM*N T FOELN T AIFFFIA
o LUTFREIAFEBIBRIAF14181c1245cf4fd786824efe1e2b9388, FHIFXIRidA
1530de8a-522d-4771-9067-9fad4e2f53b48AYELAEAN T FF£

https://{Endpoint}/v1/14181c1245cf4fd786824efe1e2b9388/ips/switch?fw_instance_id=546af3f8-88e9-47f2-
a205-2346d7090925&enterprise_project_id=default

{
"ips_type" : 1,
"object_id" : "1530de8a-522d-4771-9067-9fad4e2f53b48",
"status" : 1

}

W&G: 200
OK

{
"data" : {
"id" : "1530de8a-522d-4771-9067-9fad4e2f53b48"
}

"trace_id" : "358144a9885ff55100aa63cb0d0e1039"
}

SDKAHRBIENT -

ipsHXiEO, ZiEO 2P Rm@IT FXEH5 [ZERIEmRN T RN T BT IR
E. UTFRBIAFRERIRRIdH14181c1245cf4fd786824efe1e2b9388, FHiPII&idA
1530de8a-522d-4771-9067-9fade2f53b48H9E A N T FFK

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
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Python

import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;
import com.huaweicloud.sdk.cfw.v1.%;
import com.huaweicloud.sdk.cfw.v1.model.*;

public class ChangelpsSwitchStatusSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
ChangelpsSwitchStatusRequest request = new ChangelpsSwitchStatusRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
IpsSwitchDTO body = new IpsSwitchDTO();
body.withStatus(1);
body.withlpsType (IpsSwitchDTO.lpsTypeEnum.NUMBER_1);
body.withObjectld("1530de8a-522d-4771-9067-9fade2f53b48");
request.withBody(body);
try {
ChangelpsSwitchStatusResponse response = client.changelpsSwitchStatus(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

ipsFHXiEO, ZiEO 2P Rm@ITFIEH5 [ZER9EM N T FIEN T BOF AR
E. LUTRBIAFRIRARIdI14181c1245cf4fd786824efe1e2b9388, FHiPII&idA
1530de8a-522d-4771-9067-9fade2f53b48HIE AN T FF¥£,

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
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example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
ak = os.environ["CLOUD_SDK_AK"]
sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ChangelpsSwitchStatusRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.body = IpsSwitchDTO(
status=1,
ips_type=1,
object_id="1530de8a-522d-4771-9067-9fa4e2f53b48"
)
response = client.change_ips_switch_status(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

ipsFHXiEO, ZiEO 2 RmEITFIEH5 [ZER9Em&N T FIEN T BT AR
E. LUTRBIAFRIRAIdI14181c1245cf4fd786824efe1e2b9388, FHiPII&idA
1530de8a-522d-4771-9067-9fade2f53b48HIEAAN T FF¥,

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ChangelpsSwitchStatusRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
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request.Fwinstanceld = &fwlInstanceldRequest
request.Body = &model.lpsSwitchDto{
Status: int32(1),
IpsType: model.GetlpsSwitchDtolpsTypeEnum().E_1,
Objectld: "1530de8a-522d-4771-9067-9fade2f53b48",
}
response, err := client.ChangelpsSwitchStatus(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

B
B2 RIEESHISDKEERAI, 152 WAPI ExplorerfILiBRBIREs, A4 BTN

AYSDKACHEERHBI

REB

RSB )%

200 OK

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
e

1@/ % 1;650

4.8.3 EiFpGIFRTIU

IheeN 4R

B IFED
V=) ahES

52 W AELEFAPI,
URI

GET /v1/{project_id}/ips/protect
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2 e et A
data IpsProtectMo | ipsPiFtEZ{ R
deObject
object
2 4-411 IpsProtectModeObject
2% e il ik
id String ipsPrtrtE=tid
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pEET, 30 BRI
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% 4-412 IR Body 2%
2% ST R
error_code String RS
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error_msg String ZPES DU
BMSE: 2
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=

il iz 73~ 451

E1HINHiId99d80d070b6d44942af73c9c3d38e0429RipsPHiFtE=l .

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/ips/protect?
fw_instance_id=546af3f8-88e9-47f2-
a205-2346d7090925&enterprise_project_id=default&object_id=cfebd347-b655-4b84-b938-3c54317599b2

K&B: 400
Bad Request

{

"error_code" : "CFW.0020016",
"error_msg" : "SCHNRSHEIR"

}
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SDK{EERBIENT .

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListlpsProtectModeSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListlpsProtectModeRequest request = new ListlpsProtectModeRequest();

request.withObjectld("<object_id>");

request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");

try {

ListlpsProtectModeResponse response = client.listlpsProtectMode(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *
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n n

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListlpsProtectModeRequest()
request.object_id = "<object_id>"
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
response = client.list_ips_protect_mode(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListlpsProtectModeRequest{}
request.Objectld = "<object_id>"
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest

response, err := client.ListlpsProtectMode(request)

if err == nil {
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fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
[-2E 2
BEZRIZESHISDKARERAI, 152 API ExplorerfdSIBRAIRE, A4 BE TN
AYSDKAHBHBI
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RSB 0%
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
iR
B2 EIRB.
4.8.4 )RR
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tRRGIPIED
AR
B2 AEEAAAPIL,
URI

POST /v1/{project_id}/ips/protect

% 4-413 BRSH

2 ERWIE SR iR
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28 SHERE R
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2 SR iR
error_code String RS
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£2TRHRid}99d80d070b6d44942af73c9c3d38e04298515 B FHIBA1Fid 9 cfebd347-
b655-4b84-b938-3c54317599b2A9BHFITR N AI=EiR L A ASAIPEIFET -

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/ips/protect

{
"object_id" : "cfebd347-b655-4b84-b938-3c54317599b2",
"mode" : 1

}

I Rz~ 51
RSB/ 200
OK
{
"data" : {
"id" : "cfebd347-b655-4b84-b938-3c54317599b2"

}
}

W&G: 400
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Java

Bad Request

{
"error_code" : "CFW.0020016",
"error_msg" : "SEIASEIR"

}

SDKAABRAIENT

#8TRRid}19d80d070b6d44942af73c9c3d38e0429851 H FHIBA1Fid o cfebd347-
b655-4b84-b938-3c54317599b2HIBH1PITSR T A d=EiE o A= ASHIFHIPIED .

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ChangelpsProtectModeSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
ChangelpsProtectModeRequest request = new ChangelpsProtectModeRequest();
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withFwlInstanceld("<fw_instance_id>");
IpsProtectDTO body = new IpsProtectDTO();
body.withMode(1);
body.withObjectld("cfebd347-b655-4b84-b938-3c54317599b2");
request.withBody(body);
try {
ChangelpsProtectModeResponse response = client.changelpsProtectMode(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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£2TRHid}99d80d070b6d44942af73c9c3d38e042984I5 H FHIBA1Fid o cfebd347-
b655-4b84-b938-3c54317599b2FIBHHFITSR T A3=iE T ISR .

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ChangelpsProtectModeRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.body = IpsProtectDTO(
mode=1,
object_id="cfebd347-b655-4b84-b938-3c54317599b2"
)
response = client.change_ips_protect_mode(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

£8TRRid}19d80d070b6d44942af73c9c3d38e0429851 H FHIBA1Fid o cfebd347-
b655-4b84-b938-3c54317599b2HIBH1FPITSR T Ad=iE A= ASHIFHIPIED .

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
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variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ChangelpsProtectModeRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.Fwinstanceld = &fwlInstanceldRequest
modelpsProtectDto:= int32(1)
objectldIpsProtectDto:= "cfebd347-b655-4b84-b938-3c54317599b2"
request.Body = &model.IpsProtectDto{

Mode: &modelpsProtectDto,

Objectld: &objectldIpsProtectDto,
}
response, err := client.ChangelpsProtectMode(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}

BE

BZRIEESHISDKICIE R, 152 ILAPI Explorerfl9{LaZ~fITR

%2, AL BN

BYSDKICE A o
NG
K& fik
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
iR
S EIRE .
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4.9 HEEE

4.9.1 SRENHEECE

RENAEBCE
HARBE
152 LA{alAFEAPI,
URI
GET /v1/{project_id}/cfw/logs/configuration
+ 4-420 BRBH
2% BRIk SHEER R
project_id = String fHFIRAI
2 4-421 Query 2H
¥ BRWIE SR fHiR
fw_instance i | 2 String BrkiEscflid, gliE=PIXERE
d BF &R XIER RSB E R
AOfrEId, FETRAREANEX
iEseflEEO .
enterprise_pro | & String ®AIREId, APZEEWIRE
ject_id &, BAEWIRE%KAYId,
BREH
K 4-422 153K Header 2§
2% =A% SR R
X-Auth-Token | £ String R Token, BEEiEBIAMIRSS
SREVFA P TokeniZ O5KEY ( M@K
JHESLFX-Subject-TokenHY{H)
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RS E
KEME: 200
2 4-423 Ui Body 2%
S SRR iR
data LogConfigDt | HEBECEHIE
o object
2k 4-424 LogConfigDto
¥ SRR R
fw_instance_i | String Rk iEid
d
lts_enable Integer BEHBLTS
lts_log_group_ | String LTSHES 4RI
id
lts_attack_log | String KHBHERId
_stream_id
lts_attack_log | Integer EEABYGEHER
_stream_enab
le
lts_access_log | String BiEES BERid
_stream_id
lts_access_log | Integer EARFEBEEHIR
_stream_enab
le
lts_flow_log_s | String mEREI
tream_id
lts_flow_log_s | Integer EEABRRERE
tream_enable
=l
EiFINHid9408972e72dcd4c1a9b033e955802a36b FAYRA K i&idFg
4e113415-7811-4bb3-bf5e-eb835953f7d4HIFA N IZRI B ERLE .
https://{Endpoint}/v1/408972e72dcd4c1a9b033e955802a36b/cfw/logs/configuration?
fw_instance_id=4e113415-7811-4bb3-bf5e-eb835953f7d4&enterprise_project_id=default
I Rz~
RSB 200
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HEBEDTO
{
"data" : {

"fw_instance_id" : "4df2bcd1-6299-4fba-8e71-8d50ea807090",
"lts_access_log_stream_enable" : 0O,
"lts_attack_log_stream_enable" : 0,

"lts_enable" : 0,

"lts_flow_log_stream_enable" : O,

"lts_log_group_id" : "d783ce42-7f56-4c2d-9a96-b1043d016f5a"

SDKARB AN T o

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListLogConfigSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListLogConfigRequest request = new ListLogConfigRequest();

request.withFwlInstanceld("<fw_instance_id>");

request.withEnterpriseProjectld("<enterprise_project_id>");

try {
ListLogConfigResponse response = client.listLogConfig(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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Go

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListLogConfigRequest()
request.fw_instance_id = "<fw_instance_id>"
request.enterprise_project_id = "<enterprise_project_id>"
response = client.list_log_config(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
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WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListLogConfigRequest{}
request.Fwinstanceld = "<fw_instance_id>"
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
response, err := client.ListLogConfig(request)
if err == nil {

fmt.Printf("%-+v\n", response)
}else {

fmt.Println(err)
}

}

BE

BEZRIZESHISDKEERAI, 152 AP ExplorerfIIBRAIREE, AERBEIRI

RISDKASTI o
WSS
REB |k
200 HE&ECEDTO
tEixtg

B2 EIRG .

4.9.2 QIEHTEE

tIZBEEE

52 AMEE AP,

URI

POST /v1/{project_id}/cfw/logs/configuration

% 4-425 BRSH

2% =AWk SR )
project_id =2 String fHFIRBRId

SAShRZA 04 (2024-06-28) WRIERE © EARITERARERAF

361



https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CFW/sdk?api=ListLogConfig

=K

APl &% 4 API
K 4-426 Query ¥
2% =AWk SR R
fw_instance_i | 2 String FaXiEselid, BIE=FEXIER
d B &L XIERRF BN
AotREId, AEEIEREENX
IS fEO .
enterprise_pro | & String ®AIREId, APZEEWIRE
ject_id f&, BEWIREERkId,
IBRSH
5 4-427 53K Header 2
84 =% SRR R
X-Auth-Token | 2 String R Token, BiIEARIAMBES
SREFE P TokendZ[5KBY ( Nz
jE B sLrhX-Subject-Tokenfd
#)
% 4-428 153K Body ¥
84 =AWk SRR faR
fw_instance_i | &= String P er=ils
d
lts_enable 2 Integer EAFELTS
lts_log_group_ | 2 String LTSHES4Hid
id
lts_attack_log | & String WEHEAERd
_stream_id
lts_attack_log | 2 Integer EEFABRHRERER
_stream_enab
le
lts_access_log | & String mlaiEs BE&Rid
_stream_id
lts_access_log | = Integer EAFEIREEER
_stream_enab
le
lts_flow_log_s | & String mElA&id
tream_id
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2 BRI SR i)
lts_flow_log_s | 2 Integer EAFERERE
tream_enable
D)2
KEEE: 200
K 4-429 0K Body 2%
25 SR iR
data String SINEEEEIREIE

BRI

#5IBid9408972e72dcd4c1a9b033e955802a36b FHIFH N iE4d6c860a-0338-49e8-
acb4-fcaeb4182basimiIBERECE, tsoA |d7320282428-

a8f9-4e75-8246-165e64cf8ba8, ihAiEHIHERXKE, REH

mxXE, s,

https://{Endpoint}/v1/408972e72dcd4c1a9b033e955802a36b/cfw/logs/configuration?
fw_instance_id=4d6c860a-0338-49e8-ac64-fcaeb4182ba5&enterprise_project_id=default

{

"fw_instance_id" : "4d6c860a-0338-49e8-ac64-fcaeb4182bas",

"lts_enable" : 0,
"lts_log_group_id" :

"lts_flow_log_stream_enable" : 0

il iz 73~f51

RSEE: 200

ISR EREE

"20282428-a8f9-4e75-8246-165e64cf8ba8",
"lts_attack_log_stream_enable" : 0,
"lts_access_log_stream_enable" : 0,

{
"data" : "4d6c860a-0338-49e8-ac64-fcaeb4182ba5"
}
SDK X3~
SDKACHBRBIANT o

Java

HERXHA, WEEE

£8IBid9408972e72dcd4c1a9b033e955802a36b FHIFH K 1#E4d6c860a-0338-49e8-
ac64 fcaeb4182ba5iINBERECE, ts/4Hid920282428-
a8f9-4e75-8246-165e64cf8ba8, iFiEiEHIAERXA, RMERERXAE, WHHE

kA, sk
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class AddLogConfigSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
AddLogConfigRequest request = new AddLogConfigRequest();
request.withFwlInstanceld("<fw_instance_id>");
request.withEnterpriseProjectld("<enterprise_project_id>");
LogConfigDto body = new LogConfigDto();
body.withLtsFlowLogStreamEnable(0);
body.withLtsAccessLogStreamEnable(0);
body.withLtsAttackLogStreamEnable(0);
body.withLtsLogGroupld("20282428-a8f9-4e75-8246-165e64cf8ba8");
body.withLtsEnable(0);
body.withFwlInstanceld("4d6c860a-0338-49e8-ac64-fcaeb4182ba5");
request.withBody(body);
try {
AddLogConfigResponse response = client.addLogConfig(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

¢8I Hid}9408972e72dcd4c1a9b033e955802a36b FHIFA K i4d6c860a-0338-49e8-
ac64-fcaeb4182ba5imINBERECE , ts4Hid/920282428-
a8f9-4e75-8246-165e64cf8ba8, IFIIEHIHERXF, REAFRXE, WEHERAE
KA, WtsFKiF,

# coding: utf-8
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import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = AddLogConfigRequest()
request.fw_instance_id = "<fw_instance_id>"
request.enterprise_project_id = "<enterprise_project_id>"
request.body = LogConfigDto(
lts_flow_log_stream_enable=0,
lts_access_log_stream_enable=0,
lts_attack_log_stream_enable=0,
lts_log_group_id="20282428-a8f9-4e75-8246-165e64cf8ba8",
Ilts_enable=0,
fw_instance_id="4d6c860a-0338-49e8-ac64-fcaeb4182ba5"
)
response = client.add_log_config(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

¢8I Hid}9408972e72dcd4c1a9b033e955802a36b FHIRA K iE4d6c860a-0338-49e8-
ac64-fcaeb4182ba5iFINBERECE , ts4Hid/920282428-
a8f9-4e75-8246-165e64cf8ba8, IFIIEHIHERXE, REAFRXE, WEHERAE
KA, WtsFKiF,

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")
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auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.AddLogConfigRequest{}
request.Fwinstanceld = "<fw_instance_id>"
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
request.Body = &model.LogConfigDto{
LtsFlowLogStreamEnable: int32(0),
LtsAccessLogStreamEnable: int32(0),
LtsAttackLogStreamEnable: int32(0),
LtsLogGroupld: "20282428-a8f9-4e75-8246-165e64cf8ba8",
LtsEnable: int32(0),
Fwinstanceld: "4d6c860a-0338-49e8-ac64-fcaeb4182bas",
}
response, err := client.AddLogConfig(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)
}
}

BE
BEZRIEESHISDKRIBTREI, B2 IAPI ExplorerfIUABRAITIE, BI4 Rk BEIRIRL

AYSDKILHI B
KEE
REB R
200 IR EEEIREE
BI=g

B2 WEIRE .

4.9.3 EFHEEE

EFRSERE

152 WATEFAPI .
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URI
PUT /v1/{project_id}/cfw/logs/configuration
F 4-430 BRBH
B8H =AWk SR R
project_id = String FHFIRRId
2 4-431 Query 2¥
B8H =Rk SR faR
fw_instance_i | 2 String FEXIESCHid, BB NIER
d BFirEmXIERRRE AN
AfrEId, FEEREERX
IS AEN
enterprise_pro | & String AW IRBId, BFPXZEEWIRE
ject_id f&, BfWInEEmkdId.
IBREH
K 4-432 i53K Header ¥
B8H =AWk SR faR
X-Auth-Token | 2 String P Token, @iTiERBIAMIRSS
SREYFE P TokeniZ[O5XEY ( MKz
iEEsLrhX-Subject-Tokenfd
#)
7 4-433 153K Body S
2H BRIk SR fER
fw_instance i | &2 String Bk iEid
d
lts_enable = Integer BEFBLTS
lts_log_group_ | £ String LTSHE S 4Hid
id
lts_attack_log | & String ¥HEHEERId
_stream_id
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2 BRI SR i)
lts_attack_log | 2 Integer EEABRKREHEER
_stream_enab
le
lts_access_log | & String hiaEH B ERid
_stream_id
lts_access_log | & Integer EEFERREER
_stream_enab
le
lts_flow_log_s | & String mEHa&d
tream_id
lts_flow_log_s | 2 Integer EEAERERE
tream_enable
RSB 200
% 4-434 [ Body 2%
SH SR faR
data String HEBCE(d

E#INRiId}9408972e72dcd4c1a9b033e955802a36bAYIRH X iZid Sy
22c4a5db-504c-471f-8187-5192bc11deObfyFEXIEH B EEE, tsAEERE X
|Z-—.J7 Iﬁ:Elu\\ .ijllﬂ; IL;EUE'L:\\ IQEEEIL:\IEE%*I‘ZHO

https://{Endpoint}/v1/408972e72dcd4c1a9b033e955802a36b/cfw/logs/configuration?
fw_instance_id=22c4a5db-504c-471f-8187-5192bc11deOb&enterprise_project_id=default

{
"fw_instance_id" :
"lts_enable" : 0,

"lts_log_group_id" :
"lts_attack_log_stream_enable" : 0,
"lts_access_log_stream_enable" : 0,

"lts_flow_log_stream_enable" : 0

W&G: 200

B AL EIREE

"22c4a5db-504c-471f-8187-5192bc11de0b",

"'20282428-a8f9-4e75-8246-165e64cf8ba8",
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"data" : "4e113415-7811-4bb3-bf5e-eb835953f7d4"
}

SDKAUARRABIENT

E#INHId}9408972e72dcd4c1a9b033e955802a36bASBAH K iEid g
22c4a5db-504c-471f-8187-5192bc11deObfypE XIS A GRS, tsATERBE X
7, mEE. PR EE. WEREIRENXA,

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class UpdateLogConfigSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
UpdateLogConfigRequest request = new UpdateLogConfigRequest();
request.withFwlInstanceld("<fw_instance_id>");
request.withEnterpriseProjectld("<enterprise_project_id>");
LogConfigDto body = new LogConfigDto();
body.withLtsFlowLogStreamEnable(0);
body.withLtsAccessLogStreamEnable(0);
body.withLtsAttackLogStreamEnable(0);
body.withLtsLogGroupld("20282428-a8f9-4e75-8246-165e64cf8ba8");
body.withLtsEnable(0);
body.withFwlInstanceld("22c4a5db-504c-471f-8187-5192bc11de0b");
request.withBody (body);
try {
UpdateLogConfigResponse response = client.updateLogConfig(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
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System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
}
}
}

Python

BEHINEId}9408972e72dcd4c1a9b033e955802a36bAYBA K iEid g
22c4a5db-504c-471f-8187-5192bc11deObfyp XIS A GRS, tsAEERE X
7, AL, R AE. EREIRENXA,

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

n n

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = UpdateLogConfigRequest()
request.fw_instance_id = "<fw_instance_id>"
request.enterprise_project_id = "<enterprise_project_id>"
request.body = LogConfigDto(
lts_flow_log_stream_enable=0,
lts_access_log_stream_enable=0,
lts_attack_log_stream_enable=0,
lts_log_group_id="20282428-a8f9-4e75-8246-165e64cf8ba8",
lts_enable=0,
fw_instance_id="22c4a5db-504c-471f-8187-5192bc11de0b"
)
response = client.update_log_config(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

EHIRBRid}9408972e72dcd4c1a9b033e955802a36bHIA K iEid A
22c4a5db-504c-471f-8187-5192bc11deObfyPE XIS A EEE, tsAEERE X
7, mBE. peEEAE. ERFHRENFA.,

package main

import (
"fmt"
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"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

2

BEZREIESHISDKIERGI, BER

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdateLogConfigRequest{}
request.Fwinstanceld = "<fw_instance_id>"
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
request.Body = &model.LogConfigDto{
LtsFlowLogStreamEnable: int32(0),
LtsAccessLogStreamEnable: int32(0),
LtsAttackLogStreamEnable: int32(0),
LtsLogGroupld: "20282428-a8f9-4e75-8246-165e64cf8ba8",
LtsEnable: int32(0),
Fwinstanceld: "22c4a5db-504c-471f-8187-5192bc11de0b",

}
response, err := client.UpdateLogConfig(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}

API Explorerf9XH3RBIR

%, JERBHXIN

RISDKABTRI o
RS
REB |k
200 S SR EREE

B2 WEIRE .
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IHEENA
BEREE
BARBE
B2 AEEABAPI,
URI

GET /v1/{project_id}/cfw/logs/flow

= 4-435 IBREH
2% BEWI% SR iR
project_id = String HFIRRI
2K 4-436 Query 2H
2% Wi SR R
fw_instance_i | & String BrkiEseflid, gliE=paXiERE
d RAFirER BB R FE R
#FREId, AETIEREENX
EscfiEO .
direction B String FE, 88&in2out, outin
log_type & String HEEBIERE: internet,
vpc, nat
ESIER
e internet
® VpC
e nat
start_time = Long FraghdiE, LAZR9RMZAYETE)
B, 101718936272648
end_time = Long gheRATiE), LAZERAEBRAIAYETE)
#, 101718936272648
src_ip B String iEIP
src_port & Integer TR
=/ME: 0
BAE: 65535
dst_ip & String BHayIP
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2% mEwI% SR fiEid

dst_port & Integer BrYimO
=/ME: 0
BAE: 65535

protocol S String TMMEEEY, BATCP,
UDP,ICMPICMPV65

app & String Rz Rt

log_id S String NHEID,E— AT, HEfttlRA
AT, BEhRa/E E—XEifs
E—&#3EAog_id

next_date S Long T BEE, HEF—ETAT,
TEE—REA R, B
B E—IREaRE—REIER
start_time

offset & Integer miZE: IEEROCRATIRU
&, »IiAHF, BUETEEAX
F0, BRATAZT, IFERIAFR
A=

limit = Integer BREFRTNH, SBEHN1-1024
=/ME: 1
mAE: 1024

enterprise_pro | & String AW IRBid, APSZEFEWIRE

ject_id E; EHﬁ:\ﬂ.kIJﬁEEEE‘ZE"JIdo

dst_host a5 String Bry=EH

src_region_na | & String iIRregionZ R

me

dst_region_na | & String BfYregionAFR

me

src_province_ | & String BEDBFR

name

dst_province_ | & String BROE D BFR

name

src_city_name | & String TR T ZFR

dst_city name | & String BRI HATR
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BREH
K 4-437 153Kk Header 2%
2 BRIk SR i)
X-Auth-Token | 2 String FBRToken, BEEiEBIAMIRSS
SKEVFE P TokeniZ5KEY ( Mz
JEESLFhX-Subject-TokenhY
#)
R3S
RE&HB: 200
2 4-438 I Body &%
¥ SRR iR
data data object B EEREE
2 4-439 data
8% e e RhR
total Integer IREIEE
limit Integer BRETT, BEH1-1024
records Array of 1o
records
objects
2% 4-440 records
2% SRR R
bytes Double FO
direction String BE, BRESMISMNIPI T
KA
e out2in
e in2out
packets Integer ()
start_time Long FreaRTIEl, A= ABRMAIRTEEE, W0
1718936272648
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2% SR fEA
end_time Long gERAYE, L= ABRUAIRTEEL,
1718936272648
log_id String NAHID
src_ip String iRIP
src_port Integer IRim
dst_ip String Ba91p
app String IIAZE) 71
dst_port Integer S]zpm|
protocol String MY ZERYTCP6,UDPA17,ICMP1,ICMPV6JS
58 ANY -1, FEBER T, BeRBAT
dst_host String B#rEM,
dst_region_id | String Ba9ttisid
dst_region_na | String E[:phc ez
me
src_region_id | String JRiBIEid
src_region_na | String IR A TR
me
gst_province_i String Bry&E1pid
dst_province_ | String BRIBMHER
name
dst_city_id String Br9tsgmaid
dst_city_name | String Br9t 2R
Zrc_p rovince_i | String BEE{4id
src_province_ | String e =4vs E=E
name
src_city_id String IRt Thid
src_city_name | String IR AR
REM: 400
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BRI

il iz 73~ 451

K 4-441 [0R Body 2%

2% SHE faik

error_code String EIRS

RIMKE:
BRAKE:

36

error_msg String EixfaiA

RIMKE:
RAKE:

512

&Ei8INEiId~9d80d070b6d44942af73c9c3d38e0429F5 K iid /9

2af58b7c-893c-4453-a984-bddob1bd6318, #C=AE91663555012000, £&saAd(E]

7916641597980009E YA E .

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/cfw/logs/flow?

fw_instance_id=2af58b7c-893c-4453-a984-

bdd9b1bd6318&start_time=1663555012000&end_time=1664159798000&limit=10

W&G: 200
OK

{
"data" : {

"limit" : 10,

"records" : [ {
"app" : "SSH",
"bytes" : 34.5,
"direction" : "out2in",
"dst_ip" : "100.95.148.49",
"dst_port" : 22,
"end_time" : 1664155493000,
"log_id" : "76354",
"packets" : 25,
"protocol" : "TCP",
"src_ip" : "100.93.27.17",
"'src_port" : 49634,
"start_time" : 1664155428000,
"src_province_id" : "source province id",
"'src_province_name" : "source province hame",
"src_city_id" : "source city id",
"'src_city_name" : "source city name",
"dst_province_id" : "dst province id",
"dst_province_name" : "dst province name",
"dst_city_id" : "dst city id",
"dst_city_name" : "dst city name"

31

"total" : 1

}
}

R&E8: 400
Bad Request
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{
"error_code" : "CFW.00500002",
"error_msg" : "BJiE)[EIFEEIR"
}
RSB
RSB iR
200 OK
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
500 Internal Server Error
TEIEL
B2 EIRB.
N A Y -
4.9.5 FiFpnEFREE
INRENA
'EFHEEFHEE
HARREE
152 WAMTREBAPI,
URI
GET /v1/{project_id}/cfw/logs/access-control
X 4-442 IR1ZSH
2 =AW SHER A
project_id 2 String fHFINHId
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2K 4-443 Query ¥

8% BE W% SRR ik

fw_instance_i | =2 String FaKIESLAlid, BlERAXIER

d B RERKIERR S B NERK
OfrEId, FETEREEREX
{EsCpE .

rule_id & String $NID

start_time = Long FreaagEl, LA HRAIAYRTIE]
B, 101718936272648

end_time 2 Long LERAYE, LAZRABRAIATIE
B, 201718936272648

src_ip B String iEIP

src_port & Integer TR

dst_ip & String BryIP

dst_port & Integer EL:sprm|

protocol & String MY EERY, E8TCP
UDPICMP,ICMPV65£,

app & String IVAZE 71

log_id B String XHEID,E—AT, HttRA
H=, HRTR E—XE 85
fE—&EiERog_id

next_date B Integer T BH, S2E—RITAZE,
FRE—RIA T, Hiboa]
B E—REfaE—REIER
start_time

offset & Integer RisE: 1BEREICRAIFFIAN
g, UIRAHF, BEEEAX
F0, HRATAZT, IEERETFR
h=

limit 2 Integer BRETTE, SEE1-1024

log_type B String HESEBIGEHE: internet,
vpc, nat
KZE:
e internet
e nat
® VpC

enterprise_pro | & String AW IRBid, BFPZEEIWINE

ject_id J—E—; EEJ/J:\ﬂ.kIJﬁEfEE‘ZE"JId o

dst_host & String BirEH
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2% BEwiE SRR faiR
rule_name & String HZFR
action & String s{EE &permit, deny
src_region_na | & String iIBregionZFR
me
dst_region_na | & String BHregionZ R
me
src_province_ | & String TBEEDAFR
name
dst_province_ | & String BRIE D BFR
name
src_city_name | & String TR T B FR
dst_city_name | & String BRI SZ R
ERESH
& 4-444 75K Header 2
¥ EEWE SRR fiEid
X-Auth-Token | 2 String HPFPToken, @I ARIAMIRSS
SREYFF Token$Z [3REY. ( Nz
JHESLEX-Subject-TokenHY
&)
IN)VEZS5'8
R&B: 200
3= 4-445 IR Body %
¥ SHERE R
data data object EiFaiEs B SR EIEE
% 4-446 data
2 SHERE R
total Integer IR
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2% SR fik
limit Integer BRERNEH, EEH1-1024
records Array of fk=rd
records
objects

=X 4-447 records

2¥ S ik

action String &H{E0: permit,1: deny

rule_name String M ZFR

rule_id String MWD

hit_time Long anPAYE, LAZRABAORTEEL, A
1718936272648

src_region_id | String TR X1akid

src_region_na | String JRX1%name

me

dst_region_id | String Be9Xiggid

dst_region_na | String BHAYXZEname

me

log_id String YHHID

src_ip String iJEIP

src_port Integer JRim O

dst_ip String BriIP

dst_port Integer Bi9imO

protocol String MY ZERLTCPA6,UDPA17,ICMPA1,ICMPV6 S
58 ANY -1, FahRBER AT, BaRBAT

app String Nz FRY

dst_host String BitrEN

;sjrc_p rovince_i | String R&{pid

src_province_ | String EN =T E=E ]

name

src_city_id String i Thid

src_city_name | String TR Th B R
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28 SR A
dst_province_i | String Bav&1pid
d
dst_province_ | String BRIBMHEIR
name
dst_city_id String BrytsrEid
dst_city_name | String BeI AR

KEEE: 400
2% 4-448 1K Body &%
S8 SR A
error_code String EIRg
BIMKE: 8
RAIKE: 36
error_msg String His iR
BIMSE: 2
RAKE: 512
BRI

E1HINHiId99d80d070b6d44942af73c9c3d38e0429, BhkiEid/g

2af58b7c-893c-4453-a984-bdd9b1bd6318, FHIARTE]H1664159069544, LETRAT(E]

791664162669544, #JIaE JI0RIE—RAVEE

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/cfw/logs/access-control?
fw_instance_id=2af58b7c-893c-4453-a984-
bdd9b1bd6318&start_time=1664159069544&end_time=1664162669544&limit=10

il Sz 73~
REB\: 200
OK

{
"data" : {

"limit" : 10,

"records" : [ {
"action" : "deny",
"app" : "PING",
"dst_ip" : "100.85.216.211",
"dst_port" : 59,
"hit_time" : 1664164255000,
"log_id" : "46032",
"protocol" : "ICMP: ECHO_REQUEST",
"rule_id" : "c755be1c-4b92-4ae7-a15e-c2d02b152538",
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"rule_name" : "eip_ipv4_w_n_default_deny",
"src_ip" : "100.95.148.49",
"src_port" : 24954,
"src_province_id" : "source province id",
""src_province_name" : "source province hame",
"src_city_id" : "source city id",
""src_city_name" : "source city name",
"dst_province_id" : "dst province id",
"dst_province_name" : "dst province name",
"dst_city_id" : "dst city id",
"dst_city_name" : "dst city name"

11

"total" : 1

}
}

RESE8: 400
Bad Request

{
"error_code" : "CFW.00500002",
"error_msg" : "AJIE)EIFEEIR"

}

SDKACRRRABIENT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListAccessControlLogsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
ListAccessControlLogsRequest request = new ListAccessControlLogsRequest();
request.withFwlInstanceld("<fw_instance_id>");
request.withRuleld("<rule_id>");
request.withStartTime(<start_time>L);
request.withEndTime(<end_time>L);
request.withSrclp("<src_ip>");
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request.withSrcPort(<src_port>);

request.withDstlp("<dst_ip>");

request.withDstPort(<dst_port>);
request.withProtocol("<protocol>");
request.withApp("<app>");
request.withLogld("<log_id>");
request.withNextDate(<next_date>);
request.withOffset(<offset>);
request.withLimit(<limit>);

request.withLogType (ListAccessControlLogsRequest.LogTypeEnum.fromValue("<log_type>"));

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withDstHost("<dst_host>");
request.withRuleName("<rule_name>");
request.withAction("<action>");
request.withSrcRegionName("<src_region_name>");
request.withDstRegionName("<dst_region_name>");
request.withSrcProvinceName("<src_province_name>");
request.withDstProvinceName("<dst_province_name>");
request.withSrcCityName("<src_city_name>");
request.withDstCityName("<dst_city_name>");

try {

ListAccessControlLogsResponse response = client.listAccessControlLogs(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListAccessControlLogsRequest()
request.fw_instance_id = "<fw_instance_id>"
request.rule_id = "<rule_id>"
request.start_time = <start_time>
request.end_time = <end_time>
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request.src_ip = "<src_ip>"
request.src_port = <src_port>
request.dst_ip = "<dst_ip>"
request.dst_port = <dst_port>
request.protocol = "<protocol>"
request.app = "<app>"
request.log_id = "<log_id>"
request.next_date = <next_date>
request.offset = <offset>
request.limit = <limit>
request.log_type = "<log_type>"
request.enterprise_project_id = "<enterprise_project_id>"
request.dst_host = "<dst_host>"
request.rule_name = "<rule_name>"
request.action = "<action>"
request.src_region_name = "<src_region_name>"
request.dst_region_name = "<dst_region_name>"
request.src_province_name = "<src_province_name>"
request.dst_province_name = "<dst_province_name>"
request.src_city_name = "<src_city_name>"
request.dst_city_name = "<dst_city_name>"
response = client.list_access_control_logs(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListAccessControlLogsRequest{}
request.Fwinstanceld = "<fw_instance_id>"
ruleldRequest:= "<rule_id>"

request.Ruleld = &ruleldRequest
request.StartTime = int64(<start_time>)
request.EndTime = int64(<end_time>)
srclpRequest:= "<src_ip>"

request.Srclp = &srclpRequest
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srcPortRequest:= int32(<src_port>)
request.SrcPort = &srcPortRequest
dstlpRequest:= "<dst_ip>"
request.Dstlp = &dstlpRequest
dstPortRequest:= int32(<dst_port>)
request.DstPort = &dstPortRequest
protocolRequest:= "<protocol>"
request.Protocol = &protocolRequest
appRequest:= "<app>"
request.App = &appRequest
logldRequest:= "<log_id>"
request.Logld = &logldRequest
nextDateRequest:= int32(<next_date>)
request.NextDate = &nextDateRequest
offsetRequest:= int32(<offset>)
request.Offset = &offsetRequest
request.Limit = int32(<limit>)
logTypeRequest:= model.GetListAccessControlLogsRequestLogTypeEnum().<LOG_TYPE>
request.LogType = &logTypeRequest
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
dstHostRequest:= "<dst_host>"
request.DstHost = &dstHostRequest
ruleNameRequest:= "<rule_name>"
request.RuleName = &ruleNameRequest
actionRequest:= "<action>"
request.Action = &actionRequest
srcRegionNameRequest:= "<src_region_name>"
request.SrcRegionName = &srcRegionNameRequest
dstRegionNameRequest:= "<dst_region_name>"
request.DstRegionName = &dstRegionNameRequest
srcProvinceNameRequest:= "<src_province_name>"
request.SrcProvinceName = &srcProvinceNameRequest
dstProvinceNameRequest:= "<dst_province_name>"
request.DstProvinceName = &dstProvinceNameRequest
srcCityNameRequest:= "<src_city_name>"
request.SrcCityName = &srcCityNameRequest
dstCityNameRequest:= "<dst_city_name>"
request.DstCityName = &dstCityNameRequest
response, err := client.ListAccessControlLogs(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}

22

BEZRIZBESHISDKILIERAI, 52 AP ExplorerfXIBREITRE, aT4mEEIRTN
AISDKAAD = o

T

K& iR

200 OK

400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
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500 Internal Server Error
iR
B2 EIRE.
4.9.6 BEHEHERE
INRENA
BERREHEHE
AR
152 IANaEBAPI,
URI

GET /v1/{project_id}/cfw/logs/attack

#+= 4-449 B1ZSH

2 BRWIE SR i)
project_id = String fHFIRAId
2K 4-450 Query ¥
¥ BRIk SHEER i)
start_time 2 Long FHiGAdE, LAZRRPEAAIRTE
B, 1718936272648
end_time 2 Long gheRAgiE), LA=ERERAAYATE]
B, 111718936272648
src_ip B String iEIP
src_port s Integer RisOS
=B/IME: 0
B A{H: 65535
dst_ip & String BryIP
dst_port & Integer BiigO=
=/IME: 0
= X{E: 65535
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2% BEWI%E SRR ik

protocol & String HMYEERY, B 8TCP,
UDPICMP,ICMPV65£,

app B String Nz R

log_id ) String XHEID,E—AT, HthRA
A=, HRAE E—XE R
E—&##Emlog_id

next_date B Long T BH, S2%E—RITAZ,
FEHE—REAAZE, Hittiaa]
B E—XE8RE—5FEIER
event_time

offset & Integer misE: 1BEREICRAIFFIAN
&, WHHF, BUEEEAX
F0, BRI, IFERIAF
Hh=

limit 2 Integer BRETTE, SEE1-1024

fw_instance_i | 2 String FaXkiEsEflid, BlE=BrXiER

d BTSSR R R B NER
BUtrEId, ANESAREEGX
iEschilE .

action & String SHEE &permit, deny

direction & String FE, 88&in2out, outin

attack_type & String NEEHE

attack_rule & String NEEEs I

level B String BUNER, BFECRITICAL,
HIGH. MEDIUM. LOW

enterprise_pro | & String WInHid, BAPSZFEWIRE

ject_id f&, BfWIREERkId.

dst_host & String BFrENL

log_type B String HEEBIERE: internet,
vpc, nat
e
e internet
e nat
e VpC

attack_rule_id | & String ANEEHid

src_region_na | & String JBregionZ R

me
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dst_region_na | & String BHAregionZFR
me
src_province_ | & String IREDAR
name
dst_province_ | & String BRIB D BFR
name
src_city_name | & String TR T B R
dst_city_name | & String B9t EZFR
RS
K 4-451 i53K Header ¥
2 =AWk ST R
X-Auth-Token | 2 String R Token, BEEiEBIAMIRSS
SREYFA P TokenZ [$KEY ( Nakz
JHESLEX-Subject-TokenfY
B)
[ e
R&FB: 200
K 4-452 I Body 2%
2¥ et et R
data data object EFEHHHTIRENE
K 4-453 data
2% e el f#iA
total Integer IR[BIE =
limit Integer BRETTE, BEH1-1024
records Array of 0%
records
objects
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3£ 4-454 records

el SR R

direction String BE, EREIMISMNI PR
KZME:
e out2in
e in2out

action String s

event_time Long E4AYE, LAERARMARTEE,
1718936272648

attack_type String R

attack_rule String ERR

level String BB

source String KR

packet_length | Long R KE

attack_rule_id | String K id

hit_time Long anhAdEl, LAERRPEMAIRTIEEE, a0
1718936272648

log_id String H&ID

src_ip String iRIP

src_port Integer B ]
=/ME: 0
BA{E: 65535

dst_ip String BriIP

dst_port Integer =]zpr m|
=JME: 0
A{E: 65535

protocol String 71

packet String WHBETIRY

app String Nz FRY

packetMessag | Array of KHIRMER

es PacketMessa

ge objects

src_region_id | String TR X takid

src_region_na | String TEX I ZFR

me
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dst_region_id | String BHayXEid
dst_region_na | String BRIX g ZFR
me
Zrc_p rovince_i | String iREfpid
src_province_ | String BB
name
src_city_id String R TEid
src_city_name | String IR AR
gst_province_i String BrI&pid
dst_province_ | String BRIEHBIR
name
dst_city_id String BHyitid
dst_city_name | String BrI AR

R 4-455 PacketMessage
2 SR A
hex_index String 16:8#index
hexs Array of 16:1HI%51
strings
utf8_String String utf_8=FTF =R
R 400
% 4-456 AN Body S
2% SR fEA
error_code String EIRS
&/IMKE: 8
mAKE: 36
error_msg String FHIRfEA
B&AMRE: 2
BRAKE: 512
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iBERTA

BEHIRiId}99d80d070b6d44942af73c9c3d38e04 295 X t&id g
2af58b7c-893c-4453-a984-bdd9b1bd63184]4AAH & /51663567058000, Z53RATEIS
1664171765000095F—EIE, TAFEE 105

https://{Endpoint}/v1/9d80d070b6d44942af73c9c3d38e0429/cfw/logs/attack?
fw_instance_id=2af58b7c-893c-4453-a984-

bdd9b1bd6318&start_time=1663567058000&end_time=1664171765000&limit=10

il Sz 73~
REB/: 200
OK

"data" : {
"limit" : 10,
"records" : [ {
"action" : "deny",
"app" : "HTTP",
"attack_rule" : "Tool Nmap Web Server Probe Detected",
"attack_rule_id" : "336154",
"attack_type" : "Web Attack",
"direction" : "out2in",
"dst_ip" : "100.95.148.49",
"dst_port" : 8080,
"event_time" : 1664146216000,
"level" : "MEDIUM",
"log_id" : "15591",
"packet" : "+hZUZMhV+hY/AaHMCABFKABpXPNAADAGof1kVe6QZF
+UMCcTQH5B0wdaz888+uoAYAOVYNQAAAQEICjrmikVb9JLCROVUICOuaWNUTIwcG9ydHMIMKMVVHIpJTZFaX
R5LnR4dCUyZWJhayBIVFRQLzZEUMAOKDQo=",
"packetMessages" : [ {
"hex_index" : "00000000",
"hexs" : [ "fa", "16", "54", "64", "c8", "55", "fa", "16", "3f", "01", "a1", "cc", "08", "00", "45", "28" ],
"utf8_String" : ".\u0016Td.U.\u00167?....E("

e
"hex_index" : "00000010",
"hexs" : [ "00", "69", "5¢", "f3", "40", "00", "30", "06", "al", "fd", "64", "55", "ee", "90", "64", "5f" ],
"utf8_String" : ".i\\.@.0...dU.d_"

e
"hex_index" : "00000020",
"hexs" : [ "94", "31", "c4", "d0", "1f", "90", "74", "c1", "d6", "b3", "f3", "cf", "3e", "ba", "80", "18" ],
"utf8_String" : ".1.\u001Ft..>.."

e
"hex_index" : "00000030",
"hexs" : [ "00", "e5", "72", "35", "00", "00", "01", "01", "08", "0a", "3a", "e6", "8a", "45", "5b", "f4" ],
"utf8_String" : ".r5......E[."

e

"hex_index" : "00000040",

"hexs" : [ "92", "c2", "47", "45", "54", "20", "2f", "6e", "69", "63", "65", "25", "32", "30", "70", "6f" ],

"utf8_String" : "..GET /nice%20po"

e

"hex_index" : "00000050",

"hexs" : [ "72", "74", "73", "25", "32", "43", "2f", "54", "72", "69", "25", "36", "45", "69", "74", "79" ],

"utf8_String" : "rts%2C/Tri%6Eity"

e

"hex_index" : "00000060",

"hexs" : [ "2e", "74", "78", "74", "25", "32", "65", "62", "61", "6b", "20", "48", "54", "54", "50", "2f" ],

"utf8_String" : ".txt%2ebak HTTP/"

e

"hex_index" : "00000070",

"hexs" : [ "31", "2e", "30", "0d", "0a", "0d", "0a" ],

"utf8_String" : "1.0\r\r."

jap
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"packet_length" : 119,
"protocol" : "TCP",
"source" : "0",
"src_ip" : "100.85.238.144",
"src_port" : 50384,
"src_province_id" : "source province id",
""src_province_name" : "source province hame",
"src_city_id" : "source city id",
""src_city_name" : "source city name",
"dst_province_id" : "dst province id",
"dst_province_name" : "dst province name",
"dst_city_id" : "dst city id",
"dst_city_name" : "dst city name"

11

"total" : 1

}
}

RESEB: 400
Bad Request

{
"error_code" : "00500002",
"error_msg" : "AJIE)EIFEEIR"

}

SDKAUARRABIANT

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListAttackLogsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListAttackLogsRequest request = new ListAttackLogsRequest();

request.withStartTime(<start_time>L);

request.withEndTime(<end_time>L);
request.withSrclp("<src_ip>");
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request.withSrcPort(<src_port>);

request.withDstlp("<dst_ip>");

request.withDstPort(<dst_port>);
request.withProtocol("<protocol>");
request.withApp("<app>");
request.withLogld("<log_id>");
request.withNextDate(<next_date>L);
request.withOffset(<offset>);
request.withLimit(<limit>);
request.withFwlInstanceld("<fw_instance_id>");
request.withAction("<action>");
request.withDirection("<direction>");
request.withAttackType("<attack_type>");
request.withAttackRule("<attack_rule>");
request.withLevel("<level>");
request.withEnterpriseProjectld("<enterprise_project_id>");
request.withDstHost("<dst_host>");
request.withLogType (ListAttackLogsRequest.LogTypeEnum.fromValue("<log_type>"));
request.withAttackRuleld("<attack_rule_id>");
request.withSrcRegionName("<src_region_name>");
request.withDstRegionName("<dst_region_name>");
request.withSrcProvinceName("<src_province_name>");
request.withDstProvinceName("<dst_province_name>");
request.withSrcCityName("<src_city_name>");
request.withDstCityName("<dst_city_name>");

try {

ListAttackLogsResponse response = client.listAttackLogs(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)
client = CfwClient.new_builder() \
.with_credentials(credentials) \

.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
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request = ListAttackLogsRequest()
request.start_time = <start_time>
request.end_time = <end_time>
request.src_ip = "<src_ip>"
request.src_port = <src_port>
request.dst_ip = "<dst_ip>"
request.dst_port = <dst_port>
request.protocol = "<protocol>"
request.app = "<app>"
request.log_id = "<log_id>"
request.next_date = <next_date>
request.offset = <offset>
request.limit = <limit>
request.fw_instance_id = "<fw_instance_id>"
request.action = "<action>"
request.direction = "<direction>"
request.attack_type = "<attack_type>"
request.attack_rule = "<attack_rule>"
request.level = "<level>"
request.enterprise_project_id = "<enterprise_project_id>
request.dst_host = "<dst_host>"
request.log_type = "<log_type>"
request.attack_rule_id = "<attack_rule_id>"
request.src_region_name = "<src_region_name>"
request.dst_region_name = "<dst_region_name>"
request.src_province_name = "<src_province_name>"
request.dst_province_name = "<dst_province_name>"
request.src_city_name = "<src_city_name>"
request.dst_city_name = "<dst_city_name>"
response = client.list_attack_logs(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

n

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())
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}

request := &model.ListAttackLogsRequest{}
request.StartTime = int64(<start_time>)
request.EndTime = int64(<end_time>)
srclpRequest:= "<src_ip>"
request.Srclp = &srclpRequest
srcPortRequest:= int32(<src_port>)
request.SrcPort = &srcPortRequest
dstlpRequest:= "<dst_ip>"
request.Dstlp = &dstlpRequest
dstPortRequest:= int32(<dst_port>)
request.DstPort = &dstPortRequest
protocolRequest:= "<protocol>"
request.Protocol = &protocolRequest
appRequest:= "<app>"
request.App = &appRequest
logldRequest:= "<log_id>"
request.Logld = &logldRequest
nextDateRequest:= int64(<next_date>)
request.NextDate = &nextDateRequest
offsetRequest:= int32(<offset>)
request.Offset = &offsetRequest
request.Limit = int32(<limit>)
request.Fwinstanceld = "<fw_instance_id>"
actionRequest:= "<action>"
request.Action = &actionRequest
directionRequest:= "<direction>"
request.Direction = &directionRequest
attackTypeRequest:= "<attack_type>"
request.AttackType = &attackTypeRequest
attackRuleRequest:= "<attack_rule>"
request.AttackRule = &attackRuleRequest
levelRequest:= "<level>"
request.Level = &levelRequest
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
dstHostRequest:= "<dst_host>"
request.DstHost = &dstHostRequest
logTypeRequest:= model.GetListAttackLogsRequestLogTypeEnum().<LOG_TYPE>
request.LogType = &logTypeRequest
attackRuleldRequest:= "<attack_rule_id>"
request.AttackRuleld = &attackRuleldRequest
srcRegionNameRequest:= "<src_region_name>"
request.SrcRegionName = &srcRegionNameRequest
dstRegionNameRequest:= "<dst_region_name>"
request.DstRegionName = &dstRegionNameRequest
srcProvinceNameRequest:= "<src_province_name>"
request.SrcProvinceName = &srcProvinceNameRequest
dstProvinceNameRequest:= "<dst_province_name>"
request.DstProvinceName = &dstProvinceNameRequest
srcCityNameRequest:= "<src_city_name>"
request.SrcCityName = &srcCityNameRequest
dstCityNameRequest:= "<dst_city_name>"
request.DstCityName = &dstCityNameRequest
response, err := client.ListAttackLogs(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)

}

BZRFESHISDKILIERAEI, 1ESMAPI ExplorerfI{LiBRAITREE, A4 EEIRIMN
AOSDKAAI A o
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WS

K& ik

200 OK

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

500 Internal Server Error
iR

B2 NEIRMG

4.10 M EE
4.10.1 FEIME(ES

ThRENT 4R

EIMEIESS
BATSE

B2 ATV FAPI .
URI

GET /v1/{project_id}/capture-task

% 4-457 BRSH

2% =A%k SR R
project_id = String FHPITHId
2 4-458 Query 2#
8% =W SRR 1k
enterprise_pro | & String DWIRBRid, BPXZEFCWINE
ject_id &, BAEWIRE4KAYId,
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2% BEWI%E SRR ik
fw_instance_i | & String Faxigsehlid, BIE=FEXIER
d B &R XSERFE N ER
aotrEId, AEEIEREERX
IEEfEO, BABRT,
fw_instance_IdAZSRT, IR[EIK
STE—ENER;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_Id3IRIEAIE R o
limit 2 Integer BRETRNE, EE1-1024
offset 2 Integer g2 BEREICRAIFR
B, ¥RAHF, BEEEAX
FIEF0, B0
1ERSH
& 4-459 153K Header &%
e EEWI%E SR R
X-Auth-Token | £ String R Token, BEEiEBIAMIRSS
SREVFE P TokeniZ $KEY ( Mk
jEBEsLrhX-Subject-Tokenfd
B)
V254
RE&ES: 200
2 4-460 L7 Body &%
8% SHEE fik
data Array of BN EEiROEIE,
HttpQueryCa
ptureTaskRes
ponseData
objects

2 4-461 HttpQueryCaptureTaskResponseData

2% SHE fiiA
limit Integer SRETMY, SBEN1-1024
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2% SRR fik
object_id String FatFxdRid, REIE=MXERERTX S EEK

BRIBIFFIVPGARGFRtREId, A@E S ERE
EEEXIELFEO, iT=type S0 A EEAMIAR
FEIFITRId, type M1RIAVPCIARBHIFXISRId,

offset Integer w2 BEREICRIIFRNE, YR
=, BEEEAXFHEFTO0, BAIAO
project_id String FAFproject_id
total Long meEs=%
records Array of MEESIIE
CaptureTask
VO objects

2K 4-462 CaptureTaskVO

8% SHRT R

capture_size | String me X

created_date | String MEBUsERTE)

dest_address | String B9tk

dest_address_ | Integer B AR9HbHEZERY0 ipv4,1 ipv6

type

dest_port String =] :pr{m|

duration Integer MR

is_deleted Integer =M, 08 12

max_packets | Integer ERAMEH

modified_date | String (B HER

name String MEESBFR

protocol Integer PMYZERLTCP96, UDPAT7, ICMPA1,
ICMPV6358, ANYA-1, FahRBIAm=, B
E-Syitly S

remaining_da | Integer FIRIRERE

ys

source_addres | String IRBLE

s

source_addres | Integer JEHBEZERYO0 ipv4,1 ipv6

s_type
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2H SR iR
source_port String JRim O
status Integer MEESIKE
task_id String Me{Es5id

i5RBl

[@IRHid~09bb24e6fe80d23d2fa2c010b53b418¢c, BAkiFidJo
ebf891cd-2163-48a0-9963-6309f99dd3c4EiB50EIMEIESS -

https://{Endpoint}/v1/09bb24e6fe80d23d2fa2c010b53b418c/capture-task?

fw_instance_id=ebf891cd-2163-48a0-9963-6309f99dd3c4&enterprise_project_id=default&limit=50&offset=0

MRz~
REFB: 200

EEMaEsSREE

{
"data" : {

"limit" : 50,

"offset" : O,

"records" : [ {
"capture_size" : "--",
"created_date" : "2024/06/04 11:23:50",
"dest_address" : "2.2.2.2",
"dest_address_type" : 0,
"dest_port" : "",
"duration" : 3,
"is_deleted" : 0,
"max_packets" : 100000,
"modified_date" : "2024/06/04 11:23:50",
"name" : "zhuabaotest",
"protocol" : -1,
"remaining_days" : 7,
"source_address" : "1.1.1.1",
"source_address_type" : 0,
"source_port" : "",
"status" : 2,
"task_id" : "24e6bb6d-d335-48fd-b9c7-bbaaa851d209"

11
"total" : 1
}
}
SDK X373~
SDKACRBRBIANT o
Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
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Python

import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class ListCaptureTaskSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

ListCaptureTaskRequest request = new ListCaptureTaskRequest();

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withFwlInstanceld("<fw_instance_id>");
request.withLimit(<limit>);

request.withOffset(<offset>);

try {

ListCaptureTaskResponse response = client.listCaptureTask(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
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.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListCaptureTaskRequest()
request.enterprise_project_id = "<enterprise_project_id>"
request.fw_instance_id = "<fw_instance_id>"
request.limit = <limit>
request.offset = <offset>
response = client.list_capture_task(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListCaptureTaskRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
fwinstanceldRequest:= "<fw_instance_id>"
request.FwInstanceld = &fwlnstanceldRequest
request.Limit = int32(<limit>)
request.Offset = int32(<offset>)
response, err := client.ListCaptureTask(request)
if err == nil {

fmt.Printf("%-+v\n", response)
}else {

fmt.Println(err)
}

}
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BEZRIZESHISDKRE A, 152 API ExplorerfdSIBRAIRE, A4 BE TN
HYSDKALRG A o
WRAHD
IREMS 7%
200 BHEIMa(ESREE
)
B2 ARG,
4.10.2 SIEINEB(ES
IHREN 43
RIEIME(ES
BRAE
B2 WAEERAPI,
URI

POST /v1/{project_id}/capture-task

F+ 4-463 IR1ZBH
2% =A%k SHEER R
project_id = String PRI

2 4-464 Query ¥
2H BRIk SR ik
enterprise_pro | & String AW IRBid, BFPZEEWIRE
ject_id )—E—; EEJ/J:\ﬂ.kIJﬁEfEE‘ZE"JIdo
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2 BRI SR i)
fw_instance i | 2 String BrkiEscflid, gliE=PaXiERE
d BF &R ISR RSB AR
AFREId, @I REIEN A
IEsLflizEn, RABERT,
fw_instance_IdAZSRT, IR[EK
STENMENER,;
fw_instance_Id3EZSRT, IR[ElS
fw_instance_|dXIRIBANEE .
BRSH
3 4-465 153K Header 2
S =AW SHER U
X-Auth-Token | & String HPFPToken, @I IAMIAMIRSS
SRENFEF Token$ZFREY ( MR
JHESLEX-Subject-TokenHY
B)
7 4-466 153k Body &%
S BRI SHEER i)
destination = CaptureRule | IMEHN B AVHEHHERAR
AddressDto
object
duration 2 Integer MEAT
max_packets | 2 Integer BRAIME
B=X{E: 1000000
name 2 String MEBESZFR
service = CaptureServi | MB(FZIRSIERIK
ceDto object
source = CaptureRule | JTEFNIELELEHERA
AddressDto
object
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2K 4-467 CaptureServiceDto
e =A% ST ik
dest_port & String BAYi%O
protocol = Integer MY ZERY.TCP6, UDPR17,
ICMPg1, ICMPV6358, ANY
7-1, FhEEARAT, BaE
B
source_port & String R
2k 4-468 CaptureRuleAddressDto
2¥ BEWI% SR R
address 2 String bk
address_type | 2 Integer BHHEEZEAY0 ipv4,1 ipv6
type 2 Integer EAMBIEERY, BRIRZEO,
FTiAER
N Rz 24
KZ&6S: 200
% 4-469 lL7 Body %
2 SHR A
data IdObject BUEBIMEESIdER
object
£ 4-470 1dObject
2% SR fHiA
id String id&
name String B
(=BGl

@IkEid909bb24e6fe80d23d2fa2c010b53b418¢c, BikiEidFg
ebf891cd-2163-48a0-9963-6309f99dd3c4IIIME(ES, (FBEZFRFzhuabaotest,
B AIME£(79100000, MEBAHSA3DH, RREBXRE 7R, RHEUHMY Stcptih
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N Mz 73~

SDK {3741

Java

i, HBhEERgipv4, H#BHEDR1.1.1.1, IwOS791-65535, BHIHBUEHMY Atcptig,
iR ipv4, HbiEA2.2.2.2, #%OES/91-65535,

https://{Endpoint}/v1/09bb24e6fe80d23d2fa2c010b53b418c/capture-task?
fw_instance_id=ebf891cd-2163-48a0-9963-6309f99dd3c4&enterprise_project_id=default

{
"name" : "zhuabaotest",
"max_packets" : 100000,
"duration" : 3,
"hold_day" : 7,
"source" : {
"type" : 0,
"address_type" : 0,
"address" : "1.1.1.1"
1
"destination" : {
"type" : 0,
"address_type" : 0,
"address" : "2.2.2.2"
1
"service" : {
"protocol" : -1,
"source_port" : "",
"dest_port" : ""
}
}

WR&G: 200
BIZIMaE55iREE

{
"data" : {
"id" : "ebf891cd-2163-48a0-9963-6309f99dd3c4",
"name" : "test"
}
}

SDKAUABRABIENT o

@IKRid}509bb24e6fe80d23d2fa2c010b53b418c, BikiEidA
ebf891cd-2163-48a0-9963-6309f99dd3c4iFIMIME TS, 1EFEZZFRHzhuabaotest,
RAIME£9100000, MEIFKA3DH, RIKFERBREA7EX, EHEHHM Atcph
i, HBhEsERgipv4, H#BHER1.1.1.1, IKOS791-65535, BHIHBUEHMY Atcptig,
kSR Ripv4, HibR2.2.2.2, %OS791-65535,

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;
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public class CreateCaptureTaskSolution {
public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()

.withAk(ak)
.withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

CreateCaptureTaskRequest request = new CreateCaptureTaskRequest();

request.withEnterpriseProjectld("<enterprise_project_id>");

request.withFwlInstanceld("<fw_instance_id>");

CaptureTaskDto body = new CaptureTaskDto();

CaptureRuleAddressDto sourcebody = new CaptureRuleAddressDto();

sourcebody.withAddress("1.1.1.1")

.withAddressType(0)
.withType(0);
CaptureServiceDto servicebody = new CaptureServiceDto();

servicebody.withDestPort("")

.withProtocol(-1)
.withSourcePort("");
CaptureRuleAddressDto destinationbody = new CaptureRuleAddressDto();

destinationbody.withAddress("2.2.2.2")

.withAddressType(0)
.withType(0);

body.withSource(sourcebody);

body.withService(servicebody);

body.withName("zhuabaotest");

body.withMaxPackets(100000);

body.withDuration(3);

body.withDestination(destinationbody);

request.withBody(body);

try {

CreateCaptureTaskResponse response = client.createCaptureTask(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}

}
}
Python

@IKRid509bb24e6fe80d23d2fa2c010b53b418c, BhkiEidA
ebf891cd-2163-48a0-9963-6309f99dd3c4iFIMIME TS, EEZFRHzhuabaotest,
ERAIME£/9100000, MEIHKA3SH, RIKFEBREA7X, EHEHHM Atcpth
W, HhEEERipv4, HBhEA1.1.1.1, iwOS81-65535, BRIHEIHMY AtcptMy,
HBuESERY Aipv4, #BIEN2.2.2.2, iKOS791-65535,
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Go

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CreateCaptureTaskRequest()
request.enterprise_project_id = "<enterprise_project_id>
request.fw_instance_id = "<fw_instance_id>"
sourcebody = CaptureRuleAddressDto(
address="1.1.1.1",
address_type=0,
type=0

n

servicebody = CaptureServiceDto(
dest_port="",
protocol=-1,
source_port=

nn

)

destinationbody = CaptureRuleAddressDto(
address="2.2.2.2",
address_type=0,
type=0

)

request.body = CaptureTaskDto(
source=sourcebody,
service=servicebody,
name="zhuabaotest",
max_packets=100000,
duration=3,
destination=destinationbody

)

response = client.create_capture_task(request)

print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)

print(e.request_id)

print(e.error_code)

print(e.error_msg)

@IKRid}509bb24e6fe80d23d2fa2c010b53b418c, BkiEidA
ebf891cd-2163-48a0-9963-6309f99dd3c4iFIMIME TS, EEZFRHzhuabaotest,
RAIME£/9100000, MEIFKA3SH, RIKFERBREA7X, R Atcpth
i, HBhEsERgipv4, H#BHER1.1.1.1, IwOS791-65535, BHRIHBUEHMY Atcptig,
kSR Ripv4, HlbR2.2.2.2, #%OS791-65535,
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package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreateCaptureTaskRequest{}
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
request.Fwinstanceld = "<fw_instance_id>"
sourcebody := &model.CaptureRuleAddressDto{
Address: "1.1.1.1",
AddressType: int32(0),
Type: int32(0),
destPortService:=""
sourcePortService:=""
servicebody := &model.CaptureServiceDto{
DestPort: &destPortService,
Protocol: int32(-1),
SourcePort: &sourcePortService,
}
destinationbody := &model.CaptureRuleAddressDto{
Address: "2.2.2.2",
AddressType: int32(0),
Type: int32(0),

request.Body = &model.CaptureTaskDto{
Source: sourcebody,
Service: servicebody,
Name: "zhuabaotest",
MaxPackets: int32(100000),
Duration: int32(3),
Destination: destinationbody,

}
response, err := client.CreateCaptureTask(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}

}
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URI

POST /v1/{project_id}/capture-task/batch-delete

% 4-471 BRRSH

2% AUk SR R
project_id = String FHPINHId
K 4-472 Query 3#
2¥ =EWI% SR HEid
fw_instance_i | 2 String FaKIEELAlid, Bl XIER
d AT RS ISR R R B AR
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MAEARAS 04 (2024-06-28)

IRIERE © L ATITERAGIRAT 409


https://console-intl.huaweicloud.com/apiexplorer/#/openapi/CFW/sdk?api=CreateCaptureTask

=K

APl &% 4 API
2% BEWI%E SRR ik
enterprise_pro | & String WInHid, BAPSZFEWIRE
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iBERTA

@I Rid3~09bb24e6fe80d23d2fa2c010b53b418¢c, BHXiEZidFg
ebf891cd-2163-48a0-9963-6309f99dd3cAMIFSFIME(ESS, IME(FSEidS924e6bb6d-
d335-48fd-b9c7-bbaaa851d209.

https://{Endpoint}/v1/09bb24e6fe80d23d2fa2c010b53b418c/capture-task/batch-delete?
fw_instance_id=ebf891cd-2163-48a0-9963-6309f99dd3c4&enterprise_project_id=default

{
"task_ids" : [ "24e6bb6d-d335-48fd-b9c7-bbaaa851d209" ]
}
i Rz 7~ 5
KEB/: 200
HIERIME(ESSRENE
{
"data" : {
"id" : "ebf891cd-2163-48a0-9963-6309f99dd3c4",
"name" : "test"
}
}
RS
RSB ik
200 HIERIME(ESIRENE
e

52 ISR .

4.10.4 3REVME(EFBLER

IIRENM A

REMEESER
BA7SE

B2 MAHTARAPI
URI

GET /v1/{project_id}/capture-task/capture-result
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2 4-480 NIL7 Body S
2 S¥R A
data CaptureResul | JMEBLER url
tUrlVO object
2 4-481 CaptureResultUrlVO
2% SR fiA
captcha String TEERARED
expires Long T EsE R AR E)
file_list Array of mesz 451z
CaptureFile
objects
request_head | HostHeaderl | E#liE3RL
er nfo object
url String TEREE
2% 4-482 CaptureFile
2 SHE A
file_name String MAHZFR
url String TEiEE
file_path String NAGERIR
=X 4-483 HostHeaderInfo
2% SR ik
Host String FH
(=R %N

BN Eid909bb24e6fe80d23d2fa2c010b53b418¢, Bk iEidFg
ebf891cd-2163-48a0-9963-6309f99dd3c4 FAUIMEITRER

https://{Endpoint}/v1/09bb24e6fe80d23d2fa2c010b53b418c/capture-task/capture-result?

fw_instance_id=14f99b45-47df-4e40-aa5d-

cf3700ce9c8b&enterprise_project_id=default&task_id=ea47d7f9-8b93-45de-978d-b4bf0613cfed&type=0
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SDK {3741

Java

W&E: 200
SREUMEBLER

{
"data" : {
"captcha" : "696821",
"expires" : 30,
"url" : "testurl"
}
}

SDKAURRRABIENT o

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

import java.util.List;
import java.util.ArrayList;

public class ListCaptureResultSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

CfwClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();
ListCaptureResultRequest request = new ListCaptureResultRequest();
request.withFwlInstanceld("<fw_instance_id>");
request.withTaskld("<task_id>");
request.withType(<type>);
request.withlp();
request.withEnterpriseProjectld("<enterprise_project_id>");
try {
ListCaptureResultResponse response = client.listCaptureResult(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
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e.printStackTrace();

System.out.println(e.getHttpStatusCode());

System.out.println(e.getRequestld());

System.out.println(e.getErrorCode());

System.out.println(e.getErrorMsg());

}
}
}

Python

Go

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = os.environ["CLOUD_SDK_AK"]

sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListCaptureResultRequest()
request.fw_instance_id = "<fw_instance_id>"
request.task_id = "<task_id>"
request.type = <type>
request.ip =
request.enterprise_project_id = "<enterprise_project_id>"
response = client.list_capture_result(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")
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sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListCaptureResultRequest{}
request.Fwinstanceld = "<fw_instance_id>"
request.Taskld = "<task_id>"
typeRequest:= int32(<type>)
request.Type = &typeRequest
enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
response, err := client.ListCaptureResult(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}

}

BEZHEESHISDKREE G, ESIAPI ExplorerfIfUABRBITIES, AI4RBENXIRL

AISDKICEE A o

LA 1k

200 SREUMEB LR

52 ERB.

4.10.5 BGEIME(ES

TOREI TR

AR

URI

EGHIMEEsS

52 AMEE AP

POST /v1/{project_id}/capture-task/stop
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X 4-484 IRZ&H
el =AWk SHRT R
project_id = String HFIRRI
2 4-485 Query 3#
2% =% SR ik
fw_instance_i | 2 String BN IESEflid, BIE=IXIER
d B REXIERRF B AR
AOfrEId, FEEREEX
fEscplEr, BABRT,
fw_instance_IdJ9Z0Y, R[EIMK
STE—MENES;
fw_instance_Id3E==RY, R[ElS
fw_instance_|dX NSRS S,
enterprise_pro | &§ String tWInHid, APZFEWIRE
ject_id f&, BfWIRE%mkid.
IBREH
5% 4-486 153K Header 2%{
2% BE W% SRR fHR
X-Auth-Token | & String HRFToken, BEidiERIAMIRSS
SKEVFE P TokeniZ$KEY ( Mz
BB sLAX-Subject-Tokenfd
&)
7 4-487 {53k Body 23
2H BE W% SRR fER
task_id ES String meEssid
)25t

REB: 200
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7 4-488 1K Body &%
2% SRR fEik
data IdObject ZELEMBESIdER
object
2 4-489 |dObject
B8Y SR R
id String idg
name String BFR
=Pl
[IRHid309bb24e6fe80d23d2fa2c010b53b418c, FhkiEidAg
ebf891cd-2163-48a0-9963-6309f09dd3c4(=1H{F5Sid A
1dcddab3-7d79-4a56-9e67-4aa0962b98adHIIME(ESS .
https://{Endpoint}/v1/09bb24e6fe80d23d2fa2c010b53b418c/capture-task/stop?
fw_instance_id=ebf891cd-2163-48a0-9963-6309f99dd3c4&enterprise_project_id=default
{
"task_id" : "1dcddab3-7d79-4a56-9e67-4aa0962b98ad"
}
i Rz 73~5
REMB: 200
LM ESREE
{
"data" : {
"id" : "ebf891cd-2163-48a0-9963-6309f99dd3c4",
"name" : "test"
}
}
SDK {537~
SDK{CHERBIANT -
Java
@I Hid509bb24e6fe80d23d2fa2c010b53b418c, FhkiEidAg
ebf891cd-2163-48a0-9963-6309f09dd3c4(=1H{F5Sid A
1dcddab3-7d79-4a56-9e67-4aa0962b98adHIIME(ESS .
package com.huaweicloud.sdk.test;
import com.huaweicloud.sdk.core.auth.|Credential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
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import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.cfw.v1.region.CfwRegion;

import com.huaweicloud.sdk.cfw.v1.%;

import com.huaweicloud.sdk.cfw.v1.model.*;

public class CancelCaptureTaskSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

CfwcClient client = CfwClient.newBuilder()
.withCredential(auth)
.withRegion(CfwRegion.valueOf("<YOUR REGION>"))
.build();

CancelCaptureTaskRequest request = new CancelCaptureTaskRequest();

request.withFwlInstanceld("<fw_instance_id>");

request.withEnterpriseProjectld("<enterprise_project_id>");

CancelCaptureTaskDto body = new CancelCaptureTaskDto();

body.withTaskld("1dcddab3-7d79-4a56-9e67-4aa0962b98ad");

request.withBody(body);

try {

CancelCaptureTaskResponse response = client.cancelCaptureTask(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

@IRRidA~09bb24e6fe80d23d2fa2c010b53b418¢c, BHXiEZidFg
ebf891cd-2163-48a0-9963-6309f99dd3c4{= 1H{F5ZidH
1dcddab3-7d79-4a56-9e67-4aa0962b98adagiME(FE .

# coding: utf-8

import os

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkcfw.v1.region.cfw_region import CfwRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkcfw.v1 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
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example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
ak = os.environ["CLOUD_SDK_AK"]
sk = os.environ["CLOUD_SDK_SK"]

credentials = BasicCredentials(ak, sk)

client = CfwClient.new_builder() \
.with_credentials(credentials) \
.with_region(CfwRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CancelCaptureTaskRequest()
request.fw_instance_id = "<fw_instance_id>"
request.enterprise_project_id = "<enterprise_project_id>"
request.body = CancelCaptureTaskDto(

task_id="1dcddab3-7d79-4a56-9e67-4aa0962b98ad"

)
response = client.cancel_capture_task(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

@IRRidA~09bb24e6fe80d23d2fa2c010b53b418¢c, BHXiEidFg
ebf891cd-2163-48a0-9963-6309f99dd3c4{= 1H{FZidH
1dcddab3-7d79-4a56-9e67-4aa0962b98adagiME(FsE .

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
cfw "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/cfw/v1/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := cfw.NewCfwClient(
cfw.CfwClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CancelCaptureTaskRequest{}

request.Fwinstanceld = "<fw_instance_id>"

enterpriseProjectldRequest:= "<enterprise_project_id>"
request.EnterpriseProjectld = &enterpriseProjectldRequest
taskldCancelCaptureTaskDto:= "1dcddab3-7d79-4a56-9e67-4aa0962b98ad"
request.Body = &model.CancelCaptureTaskDto{
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Taskld: &taskldCancelCaptureTaskDto,
}
response, err := client.CancelCaptureTask(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

B
BZRFESHISDKILIERAEI, 1ESMAPI ExplorerfI{LiBRAITAEE, A4 EEIRIMN

RISDKABTRI .
RS
REB | R
200 M EISREE
iR
BESIER.
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200 OK BRI

o RE
K& | R 1568
400 Bad Request Hi=A9EK .
401 Unauthorized TBRARITIN
403 Forbidden 2 EiAiE,.
404 Not Found PIDIRIEE
500 Internal Server Error REAEEEIR

A.2 IEi=RG

LIEARAPIET, tNRIEBE “APIGW” FFLHVEIRIG, 152 WAPIRCEIRIDH T

I,
RSB EI=E HESEIS iR QMIBIENE
400 CFW.0010900 | HTTPIEKRIEIR | HTTPIEREIR | BEEEXTEER
4 FARZE
400 CFW.0020000 | =SHEIR TSR BRI ASZF,
1
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400 CFW.0020000 | FrffipsisiE#E | FRMBRRIRSE | IBEARBIAS,
4 51, kRS | 5IH, MbRE
M M
400 CFW.0020000 | IR{ERBARE | BERNBRE | BEERALE
5 = =
400 CFW.0020000 | Namejfise Namefi5& BEHfE.
7
400 CFW.0020000 | EFEEREN | EFEEHEEN | BRI,
9 28 S
400 CFW.0020001 | EcEREMEIR | BcEREEIR | IBBAERARES,
0
400 CFW.0020001 | ASZ#FtER | AT ER | BEEREATIS,
1 3 £
400 CFW.0020001 | fA%URIGEIR | ARURISEIR | IBEARIAZIE,
3
400 CFW.0020002 | IEANEYACLEL | IEANEYACLER | BRI FNaclERmy
0 MEEAREEE | UHEFREEE | =2,
@204 204
400 CFW.0020002 | ERKEEIF | EHZREIE | SEREAKZLip
2 ELESERIPER | BLESERIPER | HBHEES .
400 CFW.0020002 | EEHERES | BEHRES | BEAREARZS.
3 BIdIRE, 5 | BiIRE, 5
fEEEL EEE
400 CFW.0020002 | BHEEA#H=E | BHEmAHE | BEREATS,
4 EE PR
400 CFW.0020002 | fKiEIZATEHE | F&EZAYERE | IBFRRIERZN
5 H3EE HeE M —REI—F
X
400 CFW.0020002 | fiEZIINIEL | WOEEANE | 1BIBR— L&
6 BEIARRH B EIiARH! Fmy
400 CFW.0020002 | aclitbhiH§Ei=R aclitbtt iR B FacERN bk
7 FEIE.
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8 E3 E3 £
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0
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2 IPv6 IPV6
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400 CFW.0020003 | AARFEHA | AARFERAN | BEARATIS,
6 FARIIER FARIIER
400 CFW.0020004 | ibtit&#0h4 MUt SHEA BRI S
1 null null .
400 CFW.0020001 | SEAMASEIR | LHMRSEIR | BEERARTE .
6
400 CFW.0020011 | AEEREERL | FReR(EENM | BBERARS.
0 [aFil [ail
400 CFW.0030000 | apSf#thRE | OMBTRE | BEARRATIS,
1
400 CFW.0040000 | TCFiR(E THIRE BRI,
2
400 CFW.0040000 | EkREFE BREFE BpG— LIRS H
4 D74~
400 CFW.0040000 | BERRINITEAH | BRRANIEFR | BREFHRIASH
6 RESEEIR | RESHER | BRESE
400 CFW.0040000 | #NOALMUZEEY | RONARNUZEEY | iEHRRRINALTISE
7 ~—H ~—E B,
400 CFW.0040000 | FFIPXIRATE | BHIPXNRAE | BRI,
8 = =
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1 5= E3= Z2H8E,
400 CFW.0040001 | ZRAAM@MHIPA | ZRA@BIPA | 1BRINZRAQRE
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2
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400 CFW.0060000 | HTTPIIRZIRZS | HTTPIOADIRZS | IBEARIEA I,
3 BEE BEE

400 CFW.0070000 | KBXERAFTFIE | KBXERAFE | B Eer2dF
1 o

400 CFW.0070000 | XEXVPCHRTFE | KEXVPCATE | iBHEBVpcRERF
2 = = £

400 CFW.0070000 | XEXFMIMIEE | KEXFMMNE: | iBHEREIETFNS
3 Pk e, WMABvpc FFMM
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400 CFW.0070000 | FMEIEELM | FMElEL BRI AR,
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7 =W R
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1
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2
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3
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RIGEERIE RIGEERIE xR,

400 CFW.0090002 | ituhiH4A#BIdE | hhtB#BITR | iSHFR—Lettht
0 KE =R KE =R ¢,
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A.3 3XEIH ID

iEF API 3REXIRE ID
i E DR LA R B R e R FARE S BAPISREY .

SREIRE IDRYIEO S “GET https://{Endpoint}/v3/projects” , EA{Endpoint}FIAM
ISR, ATANBRFNZIRT RIRE . EORNAEENES ARSI

MRBIENT , Eprojects FAY “id” BIAIREAID.
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",

|||||

"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"

Iy
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true

}
1,
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

MEHIEIREIRE ID

FERAREONEHE, BOURLPFEENNBRS, MUFEREEMBARS . A
TSR BRI T:

1. EREEESS.

2. BERAFE, EMIIRDREE “BRHNEE .

3. & “APIEIE” MERMBSIRSPEEFREID,

A-1 EFIRE ID

HAIEIE APIEIE &
| apeE O EREHTHS, INTEFIIRERIENES, BitsE
IAMESE #eg
IAMAFSID g #Si a
TREAE
" 1= s 1=
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