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1.1 #iR

IIDEATIEBETERS ( Cloud Certificate Manager, CCM ) , =IEPBEERE 2
— MR EESIEEMANEE S EHREENRSS, JLAN ﬁﬁ?j_:lezéu\ ZEBEM . loT
EZMFE, EALURHSSLEBSIRMFAGITI BEIERS

T_ BRI PERIRSAPIZE], BRIFREETD TRIEBSERSHEIES, ¥4
=SEIBESFEENE.

1.2 AR5

SIFHEIRIRSSIZM T REST ( Representational State Transfer ) KAEAPI, ZiFE0E
WHTTPSIERIERA, EARGEES WUEEABAPI,

1.3 Bigpea

#5755 ( Endpoint ) BNEBAPIRSISERIthL, CCM‘B%ETTE%%IE[EE, KL BE
ARSS. B, CCMAYRIRTIRINER FIEBERRSIIZRT RFR. EaTLUAIXH
BigPRPEIRSAIRIET =

F1-1 mIEBEERSHNRIRE TS

XigEZFR | Xk Zim R (Endpoint ) PN SR A
&S5
FE=] ALL scm.ap- HTTPS SCM
southeast-1.myhuaweicloud.co
m
FE=] ALL ccm.ap- HTTPS PCA
southeast-3.myhuaweicloud.co
m
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1.4 EXRHEE

K=

RFEMIIRINKS, IKSYEMMABRIRERZRSEBERIHIENIR, AILL
EEAFPER. PEBPNRS. BTIKSEMEER, ATHEFEIKSZE, #
WEAEBRERAKSHITAEEETRE, MELIZBPFERCIZNARHT
BESETE,

R

EEE&T;EIAM FOIEEER, 2=RSVFERAR, BEEEMEIE ( ZEF0iE10
2Z8H) o

BETABAPIHESDRESR, BFERTIKS. ARIZBEEE.

X1 ( Region)

MBI EFNMEZASIEHE XD, F—RegionAHEZEMHITE .. HRFME. WX
&, VPCRIZE. sRELNMIP. $BEFATIRSS . Regiony NiEFHRegionFIEE
Region, iEFHRegioniEEEAHRIEFIRALER=IRSSHIRegion; EfERegionigR
FEE—R S RE s ER PR SRS A9E BRegion,

ATAX (AZ, Availability Zone)

—PNAZR— NS MIBHIERONES, BMAXKIKE, AZRZE LB
HE. NE. FESEERNDHESNERE. — 1 RegionF RIS NAZELEITHiES
FEE, LUHERERRPBAZIEZESTRERFAIER.

B

XIFEOAN—PIRE, P MBEBRSRE, AREEYEXIGENER (1t
BER. FERREONEZER) , UEAIRBAEAOHTIEN, BPELUBEE
KSPIZXIFRIFERIR. NREFEHTEINBANINRES, ATLAEXEA
INHNIREAHCIEFINE, HEFRBEREIZEZRR, RABRLUFIENBEHTR
™, FERAPXEEREFEFIREHRIR, FERREIONRIEHEIEINRES.

B 1-1 MBfR=EEE

HEA LiEB
HEA1 THEA2 WEB1 1MEB.2
kA iR

®AIRE

EWIREZINERIFHRR, $HEEVAEREEEFENSBINEE, S24ER
o BWIRBHFITLUEESMKENRR, BIMEPRRRERTLUEANEL
%:_Fﬁilﬂﬁ HIDAYSREN R R WIREFIERFMER, BEREWEERSHFE
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API &% 2 YN{aifE A API

2 SNMaliE AR API

2.1 {91EIE3K

AP NBAMTIIEREST APIFIISEK, FLUERIAMRSHIFRENEF TokeniiBBIN{aE
FBAPI, iZAPIZEEVERFHIToken, TokenT LA FEBEMAPIRTER

153K URI
15 KURIERAN &R 4BRL
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

auaj?URI@ FIFKIERkF, EXZSHESTERAEKRENBRBERPRME
BEE, FrLAFEILEIREE .

e URI-scheme:
RTRATERIBRAMNY, HRIFTBEAPIIRAHTTPSINY
e Endpoint:

IEEEERESTIRSS In mAYBRSS 28182 5kIP, ARIARSARXIFHAIENdpoint A&,
eT LAMME X041 15 RIREN
BIANAMBRSSTE “HE-FH” XIFAYEndpointh “iam.ap-
southeast-1.myhuaweicloud.com” ,

e resource-path:

RIRREZE, tHEIAPHADRER . NEFAPIBIURIELRIRER, fIan “3REXNERF
Token” APIf9resource-pathy “/v3/auth/tokens” .

e query-string:

BESH, SUERD, ATEETAPEIEEESH . s lEEE+T—1
§;‘Z? 7, A “Z‘%ﬁl% SHEVE" , BlE0 “limit=10" , RREBFEI105
% *EO

BIANREEIRENAMPE “FRE-FE” XighIToken, NWFEMFER “HPE-FE" XM
Endpoint ( iam.ap-southeast-1.myhuaweicloud.com ) , F{EZXEVEHF TokenfJURI

#R45>%kZlresource-path ( /v3/auth/tokens) , }#ﬁi@%tu?ﬁﬁﬁ:o

https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
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IEREIERSS
API &% 2 YN{aifE A API

2-1 URI REE
‘https:;’;’ iam.ap-southeast-1.myhuaweicloud.com |/v3/auth/tokens

A A A
URI-scheme Endpoint resource-path
AR

HNEEHE, £ EKRAPINURIERD, RiGtiresource-path#lyy, FEEKRGEZEE—IE,
XZ2FEAURI-scheme#BEHTTPS, E—MRSZAIENdpointfEE—MXEtER, ErLAESER
B D EE

BKDE
HTTPiEKR7AiE (BRIRAIRESENE ) , EERRSRETERTAEETNRIE,
o GET: BKIRFZHRERENEERR .
e PUT: EKRIRSHREFIEERIE
o POST: EKRIRSZH[ING RSN TITIRIRIE
e DELETE: BKIRS==MIFEERE, MBFRTRE.
e HEAD: BXKIRSZREIELEL.
e PATCH: EXRIRSZHEHEFISBOAS . AFFEAFERIANE, PATCHOIEES
EOIBR— M REER
TEIRENFE P TokenfJURIER, EAILABEIEBSKAGEAR “POST” , NEBEKA:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

BXRIEESL

BAMIERLFER, AHEERIURIFIHTTPSIEMERIFER . HIANEXESARERIRE

kL “Content-Type” , IBRENEESE,

M AHEEELEERINFNISKF,

e Content-Type: JHEMFRAIER (18X ) , ©ik, BABYES “application/
json” , BEMEVERSEEMREOFE|JiKA,

e X-Auth-Token: HFToken, A%, X{EMTokenBIAIERT, BIEKIZE
E& . AR TokentB Rt 2iEFHIREVE R TokeniZOMMN/E, ZEOEE—FEEIA
WEAYEO

(MARTY:
APIEIRTSZIFERAK/SKIANIE, AK/SKINEZR(FERSDKIIERHITES, EI0iE=BmE
BERFPFIIAuthorization ( FZINIEEE ) FIX-Sdk-Date (&K A&IXAIATE ) iFKL.
AK/SKIAIERTIERIBRIE S WAK/SKIAILE o

X FIRENAFTokeniz [, HFAFZEINIE, FTLARAID “Content-Type” BIET, &
B R ERNE RN TR

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
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TR EERS
AP &%

2 YN{a)iE R API

IERIHRIF

IEREBMEREUSHUEIUAL, SiERERLF R Content-typeXIiz, (EEFRIFR
HELZIMIRE . BERBEEARFSEIFP, WRFFURAUTF-84D .

BMEONBRERRARBTTE, EHTES M EOMBFEEFTRERE (HEHHE
SRR ) , GET. DELETERERERZENMAFTERRS, HRAEFATFER
EEAZEOME.

I FIRENF R TokeniEz D, ERILAMNIZEORNEREIBD EZIFFEHNIESREE NS IR
BE, SHEEMIINGHERIN TR, IHENRAFRESRIELIMEES, Hob
usernameIAFE, domainname/SFAFFERIKSEIR, = HERERE
B, xooooocooooxxxxaprojectlZFR, el AR LR T IREL, ITRHEX
FRIRTARmEL “ X" FERAYE.

AR

scopeSHE X T TokenfWERLE, THERAIFIKENAIToken{XEE(Eproject FRYZIR . Z0ER]
L‘)\iFQETo ken{EBIE AEMKS FAERRIIKSHIE Nproject FHIERIR, FHENIES IR
FHPRPToken,

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
"password"; " ##HEEEER
"domain": {
"name": "domainname"
}
}
}
I
"scope": {
"project™: {
"name": " XXXXXXXXXXXXXXXXXX'"
}
}
}
}

BRI MEREENABTMERTTET, ETLUERcurl. PostmanziEiEdH
SEERNREEKIFRAPI, XTFIREVAERTokeniZO, RERIMMEAGEELH “x-
subject-token” FEEEIXRENAIAF Token, BT TokenZf5, EiaTLAEHTokeniA
UEEREMAPI,

2.2 TAUESERN

EREOBWTAEMIAELT, Sl LUEEEA— M TIANIESI
e TokeniAiE: i@idTokent AMIEEREIERK -

o AK/SKIAIE: @IFAK (Access Key ID ) /SK ( Secret Access Key ) TIZZRAAIER
WEEFEBAK/SKIAIE, HZeMtbToken\EES.
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SIEREIERSS

APl &% 2 30T R AP
Token AIE
(AL
TokenBOBEMERSI24/\0F, EE(EFRE— N Token AT, ATLASEEFRSE, B MEERA,
TokenfEItENAZZHFRESHE (IGHT ) HER, BB TokenfiARBEREMIIR,
TokentT\IEFL 27 FIAPIRIRTRIG TokenIIZIERIBESL, NMEIBMDINIE, K15
REAPIBIBUR o
Tokena] B3 A FIZRENAF TokeniZ 3KEY, AAARIRSZAPIFZZEprojectZRAIHY
Token, BNERZKEVFEF TokeniZ[ORY, iE3kbodyArauth.scopeRIEVEEZEEXFE
project, N A7
{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
llpassword": n *******a!"
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " xxxxxxxx"
}
}
}
}
$kEXTokenf5, BIARAEMIEZON, SFEEERBEELFIRIM “X-Auth-Token”
H(EBpIToken, fBliNToken{& “ABCDEF)...” , MLARREORE “X-Auth-Token:
ABCDEF)...” MENERiBELENAT, SR,
POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)....
AK/SK IAIE

(MARzY::]

AK/SKEZINER IS EE R AN 2MBLLA, 12MBLL 95 RiS{ER Tokeni A o
AK/SKINEFL 2 ERAK/SKITERBITER, HEKITEEZEERIZIERL, M
BT BDIAILE,

e AK(Access Key ID): iBIa)Z$AID . SFABIHRIEAXENE—RRT; HiREH

IDFIFABIBIOESE—E(ER, MXERHITINESE

e SK(Secret Access Key): Sifa)Z$BIDES{ERMIEA, MERHTINEZEEE,
AFRRARIET, HEALEEREIES .

{ERAK/SKINIERT, EAJLIBTERZFAFERAK/SKHIEREBITES, tBAILUERE]
RIZERSDKIFBRIHITER . 1FHAIER T EFISDKERTTIEEZS WAPIEZ SR .
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SIEREIERSS
API &% 2 YN{aifE A API

A
HASDKRIZHZRINEE, SRSFRMAISDKAE, ERIHEES.

U EIES

WSS
BREEUE, BRKEIRR, BEREH. MAERLFIERAE

IREBE2—EHMIXXESXXAIH A, IKEBRRTIBEKRMAAMRES, TEIORE
IES NG R

X FERENFF Tokenix [, YIRFARIREIATSESA “2017 , MFRFEREII

NaRGHERSE
RRIEREE Sk, MAEFEEREL, 1 “Content-type” .

X FIRENFFTokeniz O, R[EIENE2- Zﬁﬁj_-El’J HEL, HA “x-subject-token” FiZ
EEIREIEFToken, BT TokenZ g, EeialLUEATokenI \IEEREEAEAPI,

=] 2-2 SREVAF Token NuRzE Sk

connection —  keep-

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEORIGI

x-iam-trace-id — 218d45ab-d674-4995-3f32-2d0255bad1b3

x-subject-token

MaREEEE (A )
TREHE S AE LA IUARRIRE, SIRGE Sk Content-typeXd i, (EEIRIME

HELZINMIRS .
X FIRENAF Tokeniz O, IREUITEER, AEEEL, XERERBOAS.
' "token": {

"expires_at": "2019-02-13T06:52:13.855000Z",

SASRRAS 3 (2023-05-16) WRIERE © HERRARBIRAT 8


https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html

IEREIERSS

APl &% 2 SN{aTiERE AP
"methods": [
"password"
1
"catalog": [
{

"endpoints": [
{
"region_id": "xxxxxxxx",

SEOREALEN, SREESREBRIESREERE, ExWAAIBody A EzUaI TR

o
{
"error": {
"message": "The request you have made requires authentication.",
"title": "Unauthorized"
}
}

s [

HrR, error_codeZXRiBIRIG, error_ msgRREIREIAEE .

SASRRAS 3 (2023-05-16) WRIERE © HERRARBIRAT 9



IEREIERSS

APl &% 3 APl {15
1l
API oS
;@ﬁ‘ﬁ%z—:ﬁ#’éﬂﬁﬁ%ﬁﬁiﬁ’ﬂﬁm, RE L B E AT B SR IRZSIFRE D
BEo
18 SSLiFH
API 1<AA
EEERIE BEFSSLIFPGZE,
SIS SNIFBZEISCMIRS 18,
REIEBiFIE BEAEIKSSLUEBRIFEMER.,
HRIERITER RIBRSSLIES
SHIrH SHSSLIFH,
HEXIEH HEXSSLE PR EN=EM =M.
EEAGIEP
API el
EEFABCA FNVECAEIEREN, GFFABCANEIE, &iF, Mk
O,
SETAFIEH PABIEPREREEZEN, g8EfAEIEREEs, &iF, il
IREEO,
EEIEEREGE IFBREGIESIEED, SREERENREE. &
19, LAROBSHESIEREAZEEO.,

SCRSRRA 3 (2023-05-16) IS © ERRAGIRAT 10


https://support.huaweicloud.com/intl/zh-cn/api-ccm/ListCertificates.html
https://support.huaweicloud.com/intl/zh-cn/api-ccm/ImportCertificate.html
https://support.huaweicloud.com/intl/zh-cn/api-ccm/ShowCertificate_0.html
https://support.huaweicloud.com/intl/zh-cn/api-ccm/DeleteCertificate_0.html
https://support.huaweicloud.com/intl/zh-cn/api-ccm/ExportCertificate_0.html
https://support.huaweicloud.com/intl/zh-cn/api-ccm/PushCertificate.html
https://support.huaweicloud.com/intl/zh-cn/api-ccm/topic_300000000.html
https://support.huaweicloud.com/intl/zh-cn/api-ccm/topic_300000001.html
https://support.huaweicloud.com/intl/zh-cn/api-ccm/topic_300000002.html

TIEREERS
AP &%

4 AP 5B

API i B8

4.1 E1E SSLiFH
4.1.1 EauEH5IFE

TORENA

RIBIEB B EE R EERIIR

URI

GET /v3/scm/certificates

2 4-1 Query 2

8% =AWk SRR faR
limit B Integer BREBHE, BENT:
e 10: HRER10FKIEHRE
=W
e 20: BRER20KIEHE
=
e 50: HRERS0FIEFE
S
=/IME: 10
BAfE: 50
th&E: 10
offset & Integer g,
=/]ME: 0
HheEE: 0

AShRAN 3 (2023-05-16)

WRINERE © HERRAREBIRAT
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TR EERS
AP &%

4 APl i

]

SH

SHERE

%

sort_dir

=
=
) String

HEFE A, IRIBHEFS3
sort_key#1THERE, BEUEINT:

e ASC: #F.
e DESC: &%,
Th&{&E: DESC
=RIMKE: 0
RAKE: 32

sort_key

i1y

String

HEFKIESEL, BYEINT:

o certExpiredTime: IFHZIHEA
AiEd o

o certStatus: IEHIRE.

e certUpdateTime: IEBE
AdiEl,

TRE{E: certUpdateTime

=/MSE: 0

RAKE: 64

kAN 3 (2023-05-16)

WRIERE © HERRARBIRAT
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TR EERS
AP &%

4 AP 5B

SH

SHERE

%

status

String

IEPIRE, BYEWNT:

e ALL: FRIBIERIRE,

e PAID: iFHEX(T, FHIE
B,

e ISSUED: iFBESA,

e CHECKING: iFPERiE®ERZ
==8

e CANCELCHECKING: EWHIE
PBERIFEHEZH,

e UNPASSED: iFHBEiEHRE

e EXPIRED: iFHE3HA,

e REVOKING: iFHRiHERE
BHiZH

e REVOKED: iFHEBH.

e UPLOAD: IFBIEEH,

e CHECKING_ORG: #&5=mitt
YR RINILE .

e ISSUING: iFHEES..

e SUPPLEMENTCHECKING:
S Z I BFIEM N2 =
ZH,

Hh&EE: ALL

=IMKE: 0

BRAKE: 64

deploy_suppo
rt

iy

Boolean

EATIEE,
tRE{E: false

IBREH

% 4-2 153K Header 2%

24

BRIk

SHER

1)

X-Auth-Token

=
=

String

R Token, B@ITiERBIAMIRS
SREVA P TokeniZ 5XEY ( IR
jE B sLrhX-Subject-TokenRd
B).

RIMKE: 32

BXEKE: 2097152

AShRAN 3 (2023-05-16)

WRINERE © HERRAREBIRAT
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TIEREERS
AP &% 4 API i85

MR SEL
REHD: 200

# 4-3 [aN; Body 2%

2¥ SR fix
certificates Array of IERTIZR, ¥IEES M ertificateDetail EREURE
CertificateDe | Z5¥9i%EA,
tail objects
total_count Integer WPRH=E.
&/IME: 0
& A{E: 10000

2 4-4 CertificateDetail

B8Y ¥R R
id String UEBid,

=B/M<E: 16
RAKE: 16
name String UEBER,
B=RAE: 63
=BNME: 3
domain String UEBHPERIHE -
BIME: 1
RAKE: 255
sans String S ZUE B ERIFT IS o
BME: 1
RAIKE: 4096

signature_alg | String BREEL,
orithm 2MEE: 0
RAKE: 64
deploy_suppo | Boolean A NIFERE .
rt
type String WEP2ER, BYEA0T: DV_SSL_CERT.

DV_SSL_CERT_BASIC. EV_SSL_CERT.
EV_SSL_CERT_PRO. OV_SSL _CERT.
OV_SSL_CERT_PRO

BME: 1
BAKE: 128

SCRSRRA 3 (2023-05-16) IS © ERRAGIRAT 4




IEREIERSS

APl &% 4 APl B8
2% SRR fik
brand String P mEE . BYEYT: GLOBALSIGN.

SYMANTEC. GEOTRUST. CFCA

BIME: 1

SAKE: 255

expire_time String IERITHARY (]

=BME: 1

RAKE: 32

domain_type | String R, BYEINT:

e SINGLE_DOMAIN: HigZ

e WILDCARD: BFeHF

e MULTI_DOMAIN: Zi5Z

BIME: 1

RAKE: 128

validity_perio | Integer IEREWH, B8, B2020609801H
d 2, SERFrECARLEARISSLEBHRIKEN
HIM1EE,

=B/ME: 12

BRAE: 12

status String WEBIRZ, BUYBEINT:

e PAID: IEPEAT; FHRIBILES.

e ISSUED: iFBEZX%.,

e CHECKING: iFBHiEHEZS,

e CANCELCHECKING: EUHIFPBERIEHEZT .
e UNPASSED: FRERiERET .

e EXPIRED: iFHEidHA,

e REVOKING: IFHRIERIEHZT.

e CANCLEREVOKING: iFHEUH REBEIEHEZ
== 18

e REVOKED: iFHERHE,
e UPLOAD: iFHit&Er,
e SUPPLEMENTCHECKING: ZiHZiFHHrigs

Dtk B
o CANCELSUPPLEMENTING: BUESEHMN,
BEZH

=NME: 0
RAKE: 64

SCRSRRA 3 (2023-05-16) IS © ERRAGIRAT 15



TR EERS
AP &%

4 AP 5B

SH SHRE

g

domain_count | Integer

IERAI4EE T
B/ME: 1
=RAE: 100

wildcard_coun | Integer
t

IEBA4EZEEZ N
=/JME: 0
BAE: 100

description String

UEPBEAR
BM<E: 0
RAIKE: 255

K&ERS: 401

% 4-5 K7 Body &4

24 SHE

R

error_code String

HimiaKIREIAYEEIRED -
BM<E: 3
RAIKE: 36

error_msg String

HiziaKIRERIEIRER
=ME: 0
BAXEKEE: 1024

W&G: 403

% 4-6 IfI5 Body B4

24 SHE

ik

error_code String

HimiaKIREIAIEEIRED -
=MSE: 3
RAKE: 36

error_msg String

HIRIERIRERERER .
RIMRE: 0
RAKE: 1024

R7SE5: 500

SASRRZS 3 (2023-05-16) WRINERE © HERRAREBIRAT
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SIEREIERSS

4 APl B8
%+ 4-7 IR Body &%
2% SR fik
error_code String ERIEKIREAVEIRID
=BNME: 3
RAKE: 36
error_msg String ERIEKIREAVEIRER
BIM<E: 0
BEAKE: 1024
\$ —
=Pl
7
I iz 7= 51
R&MB: 200
IEEIR[E,
{
"certificates" : [ {
"id" : "scs1554192131150",
"name" : "test",
"domain" : "www.zx.com",
"sans" : "a.zx.com;b.zx.com",
"type" : "OV_SSL_CERT",
"deploy_support" : true,
"signature_algorithm" : "SHA256WITHRSA",
"brand" : "GEOTRUST",
"expire_time" : "2021-05-27 16:46:25.0",
"domain_type" : "MULTI_DOMAIN",
"validity_period" : 12,
"status" : "ISSUED",
"domain_count" : 2,
"wildcard_count" : 0,
"description" : null
11
"total_count" : 1
}
KEMB: 401
INIESRML
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RE&E: 403
2 kipial,
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
M A%hRA 3 (2023-05-16) RN © LARABIRAE 17



SIEREIERSS

APl &%& 4 APl BB
RZ&FG: 500
KRR, RSEABRRE-
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
REB
RSB iR
200 EEIRE],
401 TAIER I .
403 =) Fipial,
404 A REREE
500 BRAKRTH, REFHNEBFE.
==
B2 EIRE .
4.1.2 BNIE$H
IHEENA
S NIEBZEISCMIRSZEIE,
URI
POST /v3/scm/certificates/import
BRSH

K 4-8 53K Header &%

2Y BRI SR iR
X-Auth-Token | 2 String P Token, @ITiEREIAMRS

SXEYFE A TokeniZ[5KEX ( NERZ
iHEsLrhX-Subject-Tokenfd
B) .

=IMKE: 32

BAKE: 2097152

AShRAN 3 (2023-05-16)
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TR EERS
AP &%

4 AP 5B

F+ 4-9 {53k Body 2

2%

R

SHER

1%

name

String

IEBRIR. FAHKES3~63
i,

=IKE: 3

BAIKE: 63

certificate

i

String

FBRE, JE8EEIEB&E
IWEE . Ecertificate_chain=FE}
ENIEBHE, WiZFERREGER
B, BFEIRITHEEFERENF
FF\nZE \r\nEie,

BME: 0

BAEE: 4096

certificate_ch
ain

iy

String

WEHiE, EE, AEd
certificate=FERIEN . [BIZFEIRST
Eﬁ{ﬁﬁai’é)l?f@\nﬁ%\r\ng
BMEE: 0

BAEKE: 8192

private_key

i

String

WEPFAE. FeELEFEOS
®IPE9FATE, EIFERITHREFH
BN FHF\nZE \r\nEiE,
BME: 0

BAEE: 4096

=
REB/: 200

% 4-10 IR Body &%

24

SHA

R

certificate_id

String

uE#Hid,
=IMKE: 16
BRAKE: 16

RSES: 401

AShRAN 3 (2023-05-16)
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IEREIERSS

APl &% 4 API B8
2 4-11 WKL Body 2
B8H BSHEE R
error_code String EIREIREIAYEIRD .
BM<E: 3
EAKE: 36
error_msg String EIRERREPEIRER
=ME: 0
BRAEKE: 1024
RE&MWE: 403
% 4-12 Wiy Body 2#
8% SHRT R
error_code String EIRIERIRERIEIRG .
RAMKE: 3
RAKE: 36
error_msg String HiRiERIREIEIRIER .
=®BMSE: 0
BRAEKE: 1024
K&mB: 500
# 4-13 IR Body 2
2% ST RR
error_code String HEIRIERIRERIEIRE .
BIM<E: 3
RAKE: 36
error_msg String HiRIERIREIIEIRIER .
BM<E: 0
BRAEKE: 1024
=]
SNZHRA “test_cert” , WEH “-----BEGIN CERTIFICATE---*_.END
CERTIFICATE---------- BEGIN CERTIFICATE----- A AIAK - END
CERTIFICATE----- 7, IEBFARS - BEGIN RSA PRIVATE KEY----- HHIIIIIIH oo -
END RSA PRIVATE KEY-----” HOIEH,

AShRAN 3 (2023-05-16)
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SIEREIERSS

APl &% 4 APl B8
{
"name" : "test_cert",
"certificate" : "----- BEGIN CERTIFICATE---******-___.END CERTIFICATE---------- BEGIN CERTIFICATE-----
Fkkdkkdekk - END CERTIFICATE-----
"private_key" : "----- BEGIN RSA PRIVATE KEY----- FhARIARI, e END RSA PRIVATE KEY-----

M Rz~
REHB: 200
IEEIR[E,
{
"certificate_id" : "scs1600313391074"
}
RE&ES: 401
NS
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
RE&E: 403
2 kipial,
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
KEB: 500

ERARTH, REF=RLRE.
{
"error_code" : "SCM.XXX",
}"error_msg" L UIXXX!
RE&G
b ik
200 IEERE],
401 TAIERML
403 I bipia.
404 IR TEARLE .
500 BRARTR, RSRALFRE
HELE]

52 SR .

SCRSRRA 3 (2023-05-16) IS © ERRAGIRAT 71



IEREIERSS

APl &% 4 API 15288
4.1.3 FREUIEBIFEE
RSB

EWEKIEBAFMER .

URI
GET /v3/scm/certificates/{certificate_id}
*F 414 BESY
2% =A% SR R
certificate_id | @ String uEPid,
RIMKE: 16
RAKE: 16
=P
K 4-15 153K Header 2%
¥ 2RIk SHER fER
X-Auth-Token | 2 String R Token, BZEBIAMIRSS
SXEYFE A TokendZFKEX ( MR
&2 sLAX-Subject-Tokenfd
B).
=RIMKE: 32
BXEKE: 2097152
V254

W&G: 200

% 4-16 L Body &%

2% SR fHA
id String uERid,

RIMKE: 16
RAKE: 16

SCRSRRA 3 (2023-05-16) IS © ERRAGIRAT »



TIEREERS
AP &%

4 AP 5B

SH

SHRE

g

status

String

IEPIRES. BUEIIT:

e PAID: EBEXA(T, FHRIFILER,

e ISSUED: IFBEX..

e CHECKING: iEHHiFHEZT.,

e CANCELCHECKING: EGHIFBERIEHEZP.
e UNPASSED: FHERiERED .

e EXPIRED: iFHEiZHA,

e REVOKING: HEPRIERIEHZF.

e REVOKED: iFBEBH.

e UPLOAD: iFPIEEH,

e SUPPLEMENTCHECKING: Zia:ZiFH3riLpt
sz,

e CANCELSUPPLEMENTING: BYE&Eriepithnia;
BEZH,

BM<E: 0
RAKE: 32

order_id

String

1JEid,
=/IM<E: 36
BRKIKE: 36

name

String

UEBEFR,
BIMSE: 3
RAKE: 63

type

String

WEPEERY, BYEINT: DV_SSL_CERT.
DV_SSL_CERT_BASIC. EV_SSL_CERT.
EV_SSL_CERT _PRO. OV_SSL_CERT.
OV_SSL_CERT_PRO,

=ME: 0

BAKE: 32

brand

String

IFPRkE, BYEINT: GLOBALSIGN.
SYMANTEC. GEOTRUST. CFCA.,

BM<E: 0
RAKE: 32

push_support

String

B ERAIFEX,
=NME: 0
RAKE: 32

revoke_reason

String

P RHEERE.
=IMKE: 0
RAIKE: 255

AShRAN 3 (2023-05-16)
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TIEREERS
AP &%

4 AP 5B

SH

SHRE

g

signature_alg
orithm

String

TE2E8E,
=BME: 0
RAKE: 64

issue_time

String

IEPELRTE, FERBEIBRERN AT,
=IMKE: 0
BRAKE: 32

not_before

String

WEBAXETE, [BEREEIBRERAZT.
BM<E: 0
RAKE: 32

not_after

String

UEREATE, FERBEIBEIN AT,
=NME: 0
RAKE: 32

validity_perio
d

Integer

IEPEME, RBABEA, B20208E09801H
S, 2RFACAROEARISSLUEBIRIKER
HIR14EE,

=&IME: 12

=RAE: 12

validation_me
thod

String

HZIANIEST, BUYEZNTF: DNS. FILE,
EMAIL,

=NME: 0
RAKE: 32

domain_type

String

I RE, BEWT:

e SINGLE_DOMAIN: HigZ
e WILDCARD: B

e MULTI_DOMAIN: ZiFZ
BIM<E: 0

RAKE: 32

domain

String

UEBEBEHE .
BM<E: 0
BAKEE: 255

sans

String

UER4PERIMINEZER .
=ME: 0
BXAEKEE: 4096

domain_count

Integer

PR 4PEE=Z 1N
=/ME: 1
B=AE: 100

AShRAN 3 (2023-05-16)
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TIEREERS
AP &%

4 AP 5B

SH

SHRE

g

wildcard_coun
t

Integer

IEPA4PEMINEE N5
&/IME: 0
=RAE: 99

fingerprint

String

IFBAISHA-13E4L,
=R/IMKE: 40
BRAKE: 40

authentificati
on

Array of
Authentificat
ion objects

WEREROANEER, ¥EEsR
Authentification=2ER &R L5 AR .

2 4-17 Authentification

2H

SHE

ik

record_name

String

HEREERF .
BIM<E: 0
RAKE: 255

record_type

String

I ZIRIGEZEE,
=RIMKE: 0
BRAKE: 255

record_value

String

2 R5E
=BIMEE: 0
RAKE: 255

domain

String

RISIERT AT o
&/IMRE: 0
RAKE: 255

WK&S: 401

7= 4-18 IR Body £%4

2%

SHE

ik

error_code

String

EiRiEKIREAVEIRIE
BIM<E: 3
RAKE: 36

AShRAN 3 (2023-05-16)
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IEREIERSS

AP| & 4 API 5B
2H SR iR
error_msg String HEIRERIRENEIRIEE
=BNME: 0
BAKE: 1024
REMB: 403
5 4-19 IHKZ Body 2%
B8H BHEE R
error_code String EIREIREIAIEIRD .
RIMKE: 3
BAKE: 36
error_msg String HEIRERIREIPVEIRES .
RIMRE: 0
BAKE: 1024
K&mB: 500
R 4-20 gL Body 2#
84 SHRT R
error_code String Hixia IR EIRIEIRD .
B/M<E: 3
RAKE: 36
error_msg String BREKIRERIEEIRER .
BIME: 0
BRAEKE: 1024
=P Nl
%
i sz 7=
RSB 200
IEEIRE],
{
"id" : "scs1590053258704",
STRSRARAS 3 (2023-05-16) HRANERE © A ABIRAT 26



TIEREERS
AP &%

4 AP i5iBH

N

"order_id" : "CS20052117270N7V9",

"name" : "scm-testing”,

"type" : "DV_SSL_CERT",

"brand" : "SYMANTEC",

"push_support" : "OFF",

"revoke_reason" : null,

"status" : "CHECKING_DOMAIN",

"signature_algorithm" : null,

"issue_time" : null,

"not_before" : null,

"not_after" : null,

"validity_period" : 12,

"validation_method" : "DNS",

"domain_type" : "SINGLE_DOMAIN",

"domain" : "hosting-****** cloudtest.cn",

"sans" : null,

"domain_count" : 1,

"wildcard_count" : 0,

"fingerprint" : "185d687de3f44f2249d0e0f084efccb56b7c2cbe”,

"enterprise_project_id" : "0",

"authentification" : [ {
"record_name" : "_dnsauth.hosting-****.cloudtest.cn",
"record_type" : "TXT",
"record_value" : "201801040000001ytmdqg*****+*+***cd8p7eg9ktlwfsord",
"domain" : "hosting-*****.cloudtest.cn"

1]
}

RE&ES: 401
IANIERML
{

"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
REL: 403
=y | 1118
{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}
R7&S89: 500
BRKH, IRSENEHLERE.
{
"error_code" : "SCM.XXX",

"error_msg" : "XXX"

}

KRS 1k

200 IEEIR[E],

401 TAIESEY

403 209,

404 BRUERKE

SASRRAS 3 (2023-05-16) WRIERE © HERRARBIRAT
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SIEREIERSS

APl &%& 4 API B8
RS iR
500 1% —kﬂemﬁk HEJ’D ag WEI;IZBET%“ o
T
B2 IEIRB.
4.1.4 HIFRIER
IhEENA
PHBRUERSLA], BPEIERZIENRZHRIER.
URI
DELETE /v3/scm/certificates/{certificate_id}
£ 4-21 BRBY
2% =A% SR R
certificate_id | @ String uERid,
=IMKE: 16
RAKE: 16
IBRESH
7o
N RrSE
KEB: 401
% 4-22 5 Body £
2H SRR iR
error_code String BEiRaKIREIEIRE
=ME: 3
RAKE: 36
error_msg String HixisKRENEIRER
BIM<E: 0
BAKE: 1024
M A%hRA 3 (2023-05-16) WRINERE © AR ARBIRAE] 28



SIEREIERSS

APl &% 4 API 15iBH
K&E: 403
2 4-23 K Body 244
B8 e il ik
error_code String EIRERIREAVEIRD .
BM<E: 3
RAKE: 36
error_msg String EIREKREPEIRER
=NME: 0
BRAEKE: 1024
KR&B: 500
= 4-24 QR Body 2%
B2¥ ST iR
error_code String BiximKIREIAYEEIRD -
BIMSE: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
RIMRE: 0
RAKE: 1024
1=
7
i sz 7=
KRS 401
INIERY
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
K68 403
=y | 31118
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
MRS 3 (2023-05-16) RN © LARABIRAE 29




SIEREIERSS

APl &%& 4 APl BB
R7&8G: 500
BRARTH, REENIBERE,
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
REB
RSB A
204 FEIRE,
401 INIEEY
403 =1 y11=] 8
404 ERIEREE
500 BRAKRTH, REFENEBRE.
iR
B2 EIRE .
4.1.5 SHIEH
IHEENA
SHIFH,
URI
POST /v3/scm/certificates/{certificate_id}/export
£ 4-25 [RRS#
2 A% SR T
certificate id | & String uFPid,
=IMKE: 16
RAKE: 16
XHhRA 3 (2023-05-16) WRINERE © LA ARBIRAE] 30



TIEREERS
AP &% 4 API i85

IERSH

K 4-26 153Kk Header 2%{

e BEWYIE SRR R
X-Auth-Token | 2 String R Token, BEiTEARIAMBES

SREVEE A TokeniZFKEY (ML
jEEsLrhX-Subject-Tokenfd
B).

RIMKE: 32

BXEKE: 2097152

N Rz S4(

WK&G: 200

% 4-27 IR Body S%

B8Y B¥En R
entire_certific | String IEBRIEF5E,
ate BIMEE: 1
BRAKE: 12288
certificate String FBAR, AE5IEPR%.

=BME: 1
BAEKEE: 4096

certificate_ch | String UEPHE,

ain BMKE: 1
BRAKE: 8192

private_key String UEBFATE.

BM<E: 1
BAIKE: 4096

WR&G: 401

% 4-28 WY Body &%

¥ SRR iR
error_code String EiREKIREIRVEIRD .

=BME: 3
RAKE: 36
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2H SRR iR
error_msg String HEIRERIREIPIEIRES
=BNME: 0
BAKE: 1024
K& 403
% 4-29 I Body 2%
B8H SRR R
error_code String EIREIREIAIEIRD .
B/M<E: 3
RAKE: 36
error_msg String HEIRERIREIPVEIRES .
=ME: 0
BAKE: 1024
KZ588: 500
% 4-30 IR Body B4
84 SHER R
error_code String Hixia IR EIRIEIRD .
B/M<E: 3
RAKE: 36
error_msg String BREKIRERIEEIRER .
BIME: 0
BRAEKE: 1024
=P Nl
%

N Rz 7~ 45

RESEE: 200
EEIRE,
{

"entire_certificate" : "----- BEGIN CERTIFICATE---******_-__END CERTIFICATE

BEGIN CERTIFICATE---

AShRAN 3 (2023-05-16)
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sk END CERTIFICATE-----",

"certificate" : "----- BEGIN CERTIFICATE----- PR e END CERTIFICATE----- "
"certificate_chain" : "----- BEGIN CERTIFICATE----- PR e END CERTIFICATE----- "
"private_key" : "----- BEGIN RSA PRIVATE KEY-----**# END RSA PRIVATE KEY----- "

}

K&E/D: 401

NI S

{

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
KRS8 403
2\ HAiE,

{

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
REHB: 500
BRAKRTH, REBEABRE

{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
REED

RSB R

200 EEIR[E,

401 NS

403 =2 Fipial,

404 B REAREE .

500 BRAKRTE, IRSENEERE.
e

52 EIRB.

4.1.6 H#EXUEH
IheEN 4R

HEXSSLIEPBRISE M R ETIE ( Elastic Load Balance, {&FRELB) . WebR G KIS
( Web Application Firewall, WAF) . CDN ( Content Delivery Network, R&HS %
Mg ) EEHE= T

SCRSRRA 3 (2023-05-16) RIS © ERRAGIRAT 3
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URI
POST /v3/scm/certificates/{certificate_id}/push
* 4-31 IBRE2¥
S8 =AWk SR R
certificate_id | & String uFBid,
=BIMKE: 16
BRAKE: 16
=P
2 4-32 153Kk Header 2%
2% =AWk SR A
X-Auth-Token | 2 String FAFToken, BiEAIAMIRSS
$REVA P TokeniZ 5XEY ( WAL
jE B sLrhX-Subject-Tokenfd
B) .
RIMKE: 32
BXEKE: 2097152
3 4-33 153K Body &%
2 =AWk SR R
target_project | 2 String HEXZIRERERSS FRTERIX IS
BIEE: 1
BRAKE: 255
target_service | 2 String UEPBHEXAIBRIRSS, HaZ
$5: CDN. WAF. ELB,
B2IVEE: 1
RAKE: 64
D)VE254

RS 401

AShRAN 3 (2023-05-16)
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2 4-34 [0 Body &%
2% SRR R
error_code String HixiaKIREIRIEIR .
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BAEKE: 1024
RS 403
2 4-35 I Body %1
¥ SR iR
error_code String EiREKIREIRVEIRD .
=BME: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIEE
RIMRE: 0
BAKE: 1024
KE&EE: 500
% 4-36 5 Body 2%
2H SR R
error_code String BiRisKIREIAIEEIRG o
BM<E: 3
RAKE: 36
error_msg String EIRBEKRERENEIRER
=NME: 0
BAKE: 1024
=Rl
HEEIFBZE"cn-north-7"X1FgHY “waf” RS
{
"target_service" : "waf",
XA4ERA 3 (2023-05-16) IR © LA ABIRAE 35
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"target_project" : "cn-north-7"
}
M iz 7~ A5
RE&ES: 401
INIESRML
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
R&ES: 403
Z\kipia,
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
R7S89: 500
1BRARTTR, IRSBIEBAIBFE .
{
"error_code" : "SCM.XXX",
"error_msg" : "XXX"
}
N
RSB ik
204 EEiR[GE],
401 NI S
403 2 1bpiE,
404 BIEREAREE
500 BRAKRTR, RSBFBAIBFE.
LSl
B2 =D,
\
4.2 S1BETABUER
4.2.1 A5 CAEE
M A%hRA 3 (2023-05-16) RN © LARABIRAE 36
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4.2.1.1 &g CAFIFE

TORENA

EIFICATIZR,

URI

GET /v1/private-certificate-authorities

2 4-37 Query 2]

fEk

0 | HO

limit Integer

EEEERMOICRFEH, FAME
10,

&/ME: 0
RAfE: 1000

iy

name String

CAIFEZFR (CN) iT58E, B
FIREZ IR EESEERCA
EBES,

=AMKE: 1

BRAKE: 64

offset

i1y

Integer

ZE|(uE, MoffsetigmiyT—
SHIEFHASA . BMERO.

=IME: 0

status

iy

String

CAMEFIRE, BRI IEIIE

PBES:

e PENDING : F¥i&E, LIRS
T, FaBRFEAIES;

e ACTIVED : E2¥FE, HIRE
T, TRAFERIES;

e DISABLED : BEH, ILHIRZE
T, FARFEAIES;

e DELETED : itXIMB&, tkik
SF, FoEFEAILER;

e EXPIRED : EidHA, LIRS
T, AOREFERITEE,

i1y

type String

CAIEERY:
e ROOT : tRCAIEH

e SUBORDINATE : M\/ECAIE
S E)

SASRRZS 3 (2023-05-16) WRINERE © HERRAREBIRAT
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2 BRI SR i)
sort_key B String HiFEE, BriiHUTEME:
e create_time : IFHEZEATE
(2RN)
e common_name : iFHBZFR
e ca_type : CAIEHZR
e not_after : iFBZIEARTE]
sort_dir S String HEpAmE, SZEFLATME:
o DESC:[&F (BA)
o ASC: FH=
=R 25
2 4-38 153Kk Header 2%
2¥ =AWk SR )%
X-Auth-Token | 2 String FAPRFtoken, £:1AM tokenZk
Br5iE.
R S5
KEB/: 200
& 4-39 I Body £
2 SRR R
total Integer CAIEBZEL
certificate_aut | Array of CA%IZE, 1¥1EiEZ& W CertificateAuthorities=
horities CertificateAu | EREUEBLEFIIHAA
thorities
objects
Z& 4-40 CertificateAuthorities
2% SR R
ca_id String CAIERID,
=IMKE: 36
RAKE: 36

AShRAN 3 (2023-05-16)
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28 SR A
type String CASSEY:
e ROOT: tRCA
e SUBORDINATE: M\J/ECA
status String CAIFRIRTS:
e PENDING : &, LOKET, FAaUBFE
RIEH;
e ACTIVED : EiE, LBKRET, ARFEAIE
B;
o DISABLED : B/, ILKET, AAIETF=E
KIEH;
e DELETED : it%IMilER, tBRET, FeIBFE
RIEH;
e EXPIRED : EZH, IRKET, FORAFELR
w#H.
path_length Integer CABRRRKE.
Lol
i ERAIRCAILES, ERFRKEREIRT, BAX=F
BREHIREDRS—E N7, NECAHRRIKEELIE
HAFEE, ®&EERN0.
&/ME: 0
BRAE: 6
issuer_id String R CAIEBID, B EIGIEHEAICAIERID, 1RCA
I:Fla Et%%ﬁyﬂnuuo
=/IMKE: 36
RAKE: 36
issuer_name | String RCAIEHRBZIR, 1RCAR, ItLE2# Anull,
RIME: 1
RAKE: 64
key_algorithm | String EHREE.
signature_alg | String BERRABEL,
orithm
freeze_flag Integer REEIRIR:
o 0:IEFRENT;
o HYE : GERE, HFIfE.
gen_mode String WEBERE:
o GENERATE : PCARZ&RK;
e IMPORT : 4MEEEN;
e CSR: /MEBIRMLCSR, MERCAHITEA, BIFA
$AATEPCATIEE .
XHhRA 3 (2023-05-16) IRIERE © LA ARBIRAT 39
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2% SR fik
serial_number | String WEBFIIS,

BNME: 1

RAKE: 64
create_time Long IEBEUERE, BB (Z0ER) .
delete_time Long IEBHIERETE, & REEE (ZRWER) .
not_before Long IEBeIEERTE, & AREE (ZRER) .
not_after Long IEBEIERETE, & RREE (ZRWER) .
distinguished_ | Distinguishe | IFBEFRECE, 1¥155& M DistinguishedName
name dName FERHUREMIRAR

object
crl_configurati | ListCrlConfig | IFBCRLECE, 1¥1EiES MiListCrlConfiguration
on uration FEHURSNAR
object

Z 4-41 DistinguishedName
B2Y e e R
common_nam | String IEPBBAEIR (CN) .
€ BMSE: 1

RAKE: 64
country String ExRmE, BRASEN"[A-Za-z]{2}",

=BME: 2

RAKE: 2
state String BRI,

BIME: 1

RAKE: 128
locality String X EFR,

BAMKE: 1

BAKE: 128
organization | String HOZFR,

BME: 1

RAKE: 64
organizational | String HPITTER
_unit BIMEE: 1

RAKE: 64

AShRAN 3 (2023-05-16)
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2K 4-42 ListCrlConfiguration

28 SRR R
enabled Boolean ESBHCRLEHRINEE,
e true
o false
crl_name String REYNRIERFR
1588
ERPFEE, ESEIHATANIHEBIIRCA ID,
obs_bucket_n | String OBSHEEHR
ame
valid_days Integer CRLEEFFEER, BB R"XK". HEHACRLAMRIN
g, AWIEIR,
=/ME: 7
=AE: 30
crl_dis_point | String RIHTIFRS &L, BIXGRAYOBSHERAICRLIZ A
k.
1588
ARSHHIEFEIRECrl_name. obs_bucket_namel R
OBSHutIHITHHEMRL

RSE5: 400

& 4-43 g Body 2#

B84 SHER faR

error_code String HixiaSIREIAVEIRD
B/M<E: 3

BAKE: 36

error_msg String HiRiEKREPEIRER
Hj/_]\{tr;: 0

BRAKE: 1024

R&ERG: 401
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7= 4-44 WK Body &%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAXIKE: 1024
KE/: 403
R 4-45 uiZ Body 2#
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RS 404
2% 4-46 I Body %1
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
KE&ES: 500
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K 4-47 O Body 2

S8 SR A
error_code String BiRisKIREAIEEIRD o

BIMKE: 3

BRAKE: 36

error_msg String BRI KIREAVEIRER .
BIMSE: 0

BAKE: 1024

iERpl

BFHCAIERYIE, FKLhEIX-Auth-TokenFZEREEEStoken, HiZtokenEELR
BAAPIRGSIEASER .

GET https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities

I Rz 73~
AEE/: 200
BERERKIN

"total" : 2,
"certificate_authorities" : [ {
"signature_algorithm" : "SHA384",
"issuer_id" : null,
"issuer_name" : null,
"not_after" : 1678159435000,
"not_before" : 1646623375000,
"status" : "ACTIVED",
"freeze_flag" : 0,
"gen_mode" : "GENERATE",
"serial_number" : "202203070322544291829058",
"distinguished_name" : {
"country" : "cn",
"state" : "shanghai",
"locality" : "shanghai",
"organization" : "shanghai",
"organizational_unit" : "shanghai",
"common_name" : "CSR_123"
h?
"key_algorithm" : "EC384",
"create_time" : 1646623375000,
"delete_time" : null,
"ca_id" : "a6bbfObe-79f3-4f66-858a-0fdcb96dfcbe",
"type" : "ROOT",
"path_length" : 7,
"crl_configuration" : {
"enabled" : false,
"obs_bucket_name" : null,
"valid_days" : null,
"crl_name" : null,
"crl_dis_point" : null
}
o
"signature_algorithm" : "SHA256",
"issuer_id" : null,
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"issuer_name" : null,
"not_after" : 1727492412000,
"not_before" : 1632797952000,
"status" : "ACTIVED",
"freeze_flag" : 0,
"gen_mode" : "GENERATE",
"serial_number" : "202109280259122080649087",
"distinguished_name" : {
"country" : "CN",
"state" : "Sichuan",
"locality" : "Chengdu",
"organization" : "Huawei",
"organizational_unit" : "CloudBU",
"common_name" : "pca-ca"
%
"key_algorithm" : "RSA2048",
"create_time" : 1632797953000,
"delete_time" : null,
"ca_id" : "fb7bd6a6-6a11-4a58-8710-a3c0a620aedc",
"type" : "ROOT",
"path_length" : 7,
"crl_configuration" : {
"enabled" : false,
"obs_bucket_name" : null,
"valid_days" : null,
"crl_name" : null,
"crl_dis_point" : null
}
1]
}

RZED: 400
BREHBIR
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB: 401
BRI TEREESN,

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RS 403
IANIESRML
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

REE: 404

REAFESEEARLE
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RASF5: 500

ARSSAEBIEIR o

AShRAN 3 (2023-05-16)
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{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REB
RSB A
200 BEREMID
400 BREBHBIR,
401 BIERONEEEEN.
403 NIEEY
404 BB FESRRARIELE
500 RS AEBEIR
BRI
52 EIRB.
4.2.1.2 €IE CA
INRENA
EIECA, DUAT=MIER:
o BUIEIRCA, RIESHNEH, HENVIEE;
o BIENECA, HEEEHEKIZED, RIESHNEG, EESWIRE;
o BIEMNMNECA, FHEEEMEZIER, BEKbody P IFEZRR/DILL=1S22—8)
AJ: issuer_id. signature_algorithm. validity,
URI
POST /v1/private-certificate-authorities
BRSE

K 4-48 153Kk Header 2%{

2% =R wI% SR fiEid
X-Auth-Token | 2 String FHFtoken, ZR:1AM tokenik

5%,
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% 4-49 153K Body 2%

el =AWk SHRT (i35
type 2 String BIEAICAZEERY
e ROOT : RCA

e SUBORDINATE : \/ECA

distinguished_ Distinguishe | IFPEZIREE, FHESL
name dName DistinguishedName=ER#iE
object £ZEFIIRBE

String EIRENER, ANAEWT:

e RSA2048 : RSAE%, %48
KE2048(;

e RSA4096 : RSAE %, Z4H
KE409611 ;

e EC256 : i[EILZE L
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$HIKE256
fiz;

o EC384 : HEAILEL
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$AKE384
3o

Validity WEBBRE, PLAT=MER:

object o BIEIRCA, JuAEE;

o SIENECA, HEEBEEH
EZIER, AWIEE;

o BIEMNECA, FEEBREY
EZIER, ASHEBHER
B%, BRI BINREERXE
No

2l
¥i55s MValidity FER SRS
yi=1: =N

i

i

key_algorithm

iy

validity
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SH

SHERE

%

issuer_id

=
=
= String

LCAIEBID, SLAT=MIE

o

o GIERCA, IRCAHBEERIE

B, TRCA, BRKZS

#;

o GIENECA, HEEEEH
EZIER, AWIEE;

o GIEZMECA, FEEHIEY
EZIER, RSHEBER
B, BiEIBHEERXE
No

=IMKE: 36

BRAKE: 36

path_length

i1y

Integer

CAIFBIERKE, fUT=M

BR:

o GUEEIRCA, NEFEHIRNIIE
BERRI R, IRCARGATR
SEREEMIRS, #iE2
BiZSE . IEBERIL T
M B CARPES;

o GIENECA, HEEBEY
EZUER, BRATEEN .
HEENO;

o SIENECA, FFEBEH
EZUER, ASHEBER
B, BUEIEPIHNEEEE
X, BEBREN;

=/ME: 0

=AE: 6

signature_alg
orithm

iy

String

BERHFEE.
o DLIT=FMMER:
- BIZBIRCA, HWIR(E;
- BIENECA, HEEER
AIRZIET, JWRE;
- BIENECA, FHEEER
AEIZIES, ASHES
WA, BEILEBIEE
BIXIEN
o TNAEINT:
- SHA256
- SHA384

- SHA512

AShRAN 3 (2023-05-16)
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SH

SHERE

%

key_usages

=

=

= Array of
strings

EIRRIE, BEMRESIIRFC

52807:4.2.1.375,

o digitalSignature : =%

e nonRepudiation : A
i

e keyEncipherment : 558
FINZZREE;

e dataEncipherment : B30
BHIE;

e keyAgreement : Z 81

e keyCertSign : & &iFH;

e CcRLSign : &&BHTIE;

e encipherOnly : {XFF1N
=)

o decipherOnly : (YT

%A
REEWNT:
o IRCAIEF: EKIAH

**[digitalSignature keyCertSig

n,cRLSign]*, ZREEFEAN
8;

o MECAIEH: BiASA
**[digitalSignature keyCertSig
n,cRLSign]*, XEFHFBE

o

crl_configurati
on

iy

CrlConfigurat
ion object

IEBCRLELE, iFIEEEN
CrlConfiguration= FRE{IELEH
58

2 4-50 DistinguishedName

2%

BRI

ik

common_nam
e

SR
= String

IEPBAEBIR (CN) ,
BMEE: 1
RAKE: 64

country

String

i

ERRmT, EHFSIEN"[A-Za-
z]{2}",

=IMKE: 2

BRAKE: 2

AShRAN 3 (2023-05-16)
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SHERE

%

String

i

aBHEMR.
RIMKE: 1
BAKE: 128

locality

String

ali

X ZFR,
=RIKE: 1
BAKE: 128

organization

String

ali

{HMAZTFR,
BIVEE: 1
BRAKE: 64

organizational
_unit

String

i

RIIBPTTRIR .
BAMRE: 1
BAKE: 64

2 4-51 Validity

2%

SHERE

ik

type

String

i

BRHAZEE, FwiR(E:
e YEAR: £ (129°8)

MONTH : B (%—#%31
x)

DAY : H
HOUR : /AT

value

Integer

ali

IFREEAE, StypeXinAysE

BE, mERFEEHEUATH

iy

o RCA, BREINFETF30
F;

o NECASTABIEH, B
INFETF205,

start_from

iy

Integer

FeiaRdiE), Jrik(E:

o BILOMTEE (=R ) ,
401645146939688/t3
2022-02-18 09:15:39;

o ARBETFHFIRTESER, BP
start_from > (current_time
- 5min),

AShRAN 3 (2023-05-16)
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£ 4-52 CrlConfiguration
S ey SR 1)
enabled = Boolean EABHCRLERINES,
e true
e false
crl_name ES String REYIRIERFR
1588
ERPTIEE, EHBARES
BUMEFAIRCA ID,
obs_bucket n | & String OBSHERTR
ame izl
LHEBSHCRLAEHRINEE:
o IWWSH VAR, BRFPXR
ECIEZITIZIN, EFPCAIRSS
IFOBSHItEFXIUR, BEiFsR
A R REGCES-EER
BEEEIUR. irEmiEgt
B>t ST,
o IEEMIOBSIEMRIEIE, &N
iR .
valid_days = Integer CRLEEFFEHR, BBfUR"X". H
BRCRLAHINEE, FWEIR,
=AME: 7
mAfE: 30
il fiz 228
KEB/: 200
X 4-53 g Body #
2 SR R
ca_id String HEIEARICAIERID,

=R/IMKE: 36
BRKIKE: 36

REFE: 400

AShRAN 3 (2023-05-16)
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2 4-54 [0 Body &%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024
HKEB/: 401
£ 4-55 g Body 2#
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
REB/: 403
2 4-56 I Body £
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
RSB 404
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K 4-57 uiZ Body 2

28 SR R

error_code String EIRIEKIREAVEIRID
BIM<E: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BAKE: 1024

REM/: 500

2 4-58 ufiz Body 2#

2¥ SR iR

error_code String Hixia IR EIAVEEIRD
B/M<E: 3
RAKE: 36

error_msg String HiRiaKIRERIEIRER
=ME: 0
BRAKE: 1024

i5RHl

EIEECAIES, BERLFAIX-Auth-TokenFEREEIEStoken, HiZtokenEEEBEBK

APIESIE IR

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities

{

"type" : "ROOT",

"key_algorithm" : "RSA4096",

"signature_algorithm" : "SHA512",

"distinguished_name" : {

"common_name" : "demoRootRSA",
"country" : "CN",

"locality" : "chengdu",
"organization" : "HW",
"organization_unit" : "dew",

"state" : "sichuan"

%,
"validity" : {

"type" : "YEAR",

"value" : 3

}

"crl_configuration" : {

"enabled" : false,
"obs_bucket_name" : "demoBucket",
"valid_days" : 8
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APl &% 4 API B8
}
}
i Rz~ 5
RESHB: 200
BERERIN
{
"ca_id" : "66504812-fedc-414a-9b7c-4c1836398524"
}
R&ES: 400
BRESHEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
WRE&E: 401
SRR ERE SN .
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&E: 403
NS
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RE&HS: 404
REAFESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S89: 500
RS PIEBEEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS A
200 BRI
400 BRSHEIR
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TR EERS
AP &%

4 APl BB
RS A
401 FIEKRINEEEEN
403 TAIESEY
404 REAFESEERLE
500 RS HEREEIR
TES
BESIEIRB.
4.2.1.3 &if] CA Bi&n
INREN A
EiFCAIEHBHEER
URI
GET /v1/private-certificate-authorities/quotas
IBRESH
% 4-59 153Kk Header £2%f
B8H =AWk SR faR
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
B5EiE.
R3S
REB/: 200
7= 4-60 WY Body &%
2% SR N
quotas Quotas object | IEBEEN, 1FIHIES A QuotasFEREUBLEIIIR

28
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TR EERS
AP &%

4 AP 5B

2% 4-61 Quotas

S SR R
resources Array of RRECESIZE, 1FIEESMResourcesFEREIE
Resources £EF17BA .
objects
2 4-62 Resources
S8 SR A
type String UEF2REY:
e CERTIFICATE_AUTHORITY: CAIFH;
e CERTIFICATE: FABIEH .,
used Integer E{FFEECEES .
quota Integer it
e CERTIFICATE_AUTHORITY: HBIR&AISE
100;
e CERTIFICATE: HBI&RSt15E100000,

REHB: 400

2K 4-63 WLy Body 2#

2% SHH

ik

error_code String

EiRIE IR
RAMKE:
BAKE:

[EIRYFEIRD o
3
36

error_msg String

EiRiE IR
RAMKE:
RAKE:

ERIEIRER .
0
1024

RSES: 401
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APl &%& 4 APl BB
2 4-64 [ Body &%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024
KE/: 403
£ 4-65 gL Body 2#
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RSB 404
2 4-66 I Body %1
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
KEB\: 500
HSRRZAS 3 (2023-05-16) RS © LA ARBIRAE 56



IEREIERSS

APl &%

4 AP 5B

iERpl

N Mz 73~

K 4-67 WLy Body 2

B8H BHE R

error_code String EIREIREAVEIRD .
B/M<E: 3
BAKE: 36

error_msg String HEIRERIREIPIEIRES
=NME: 0
BAKE: 1024

BEHCAIFBEER, 5KLPHIX-Auth-TokenZEREEIEStoken, HiZtokenEEHR

BZRAPIRIGIER -

GET https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/quotas

R7SE8: 200
BERE KD
{

"quotas" : {
"resources" : [ {

"type" : "CERTIFICATE_AUTHORITY",

"used" : 25,
"quota" : 100
]
}
}

REB: 400
BREBHEIR,

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RE/: 401
WIERIIREEELI

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
R&ES: 403
INIERML .
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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WRE&E: 404
REAFEDRERKE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REEG: 500
IRSZAEREIR o
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
REB A
200 BEREMID
400 BRESHEIR
401 FIERNEEEEN.
403 INIER .
404 REAFESEBEARILE
500 RS EBERIR
e
B2 IEI=E.
4.2.1.4 &Eif) CA #15
INEEN4A
BEFCAES,
URI
GET /v1/private-certificate-authorities/{ca_id}
* 4-68 IR
¥ BRIk SHR fHR
ca_id =2 String CAIEBID,
=/IMKE: 36
RAKE: 36
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AP| &% 4 API 5588
BRSE]
X 4-69 &K Header &%
2% BBk SR )%
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
'y pr
i Rz 244
REB: 200
% 4-70 I Body 2%
28 SR iR
ca_id String CAIEBID,
=IM<E: 36
BAKE: 36
type String CAERY:
e ROOT: RCA
e SUBORDINATE: MJECA
status String CAIERIRE:
e PENDING : Fgi&E, WIRET, FaOBEFE
KRIEH;
e ACTIVED : E&iE, WWIKET, aIETFELRIE
$;
e DISABLED : EZH, LHKET, FAaREFE
RIEB;
e DELETED : itXUMlfR, LOIKET, FAeIBEFE
RIEB;
e EXPIRED : 2538, IWIKET, FHIRFEL
wEH,
path_length Integer CABRRREKE,
Lol

i ERRNMRCAIES, HEREKENMIRE, (BXF
BRAEMIEEFR—ENT. NECANBERKERCIZER
HAFEE, RE&EEH0.

=IME: 0
EA{H: 6
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SIEREIERSS

APl &% 4 APl B8
2H SRR iR
issuer_id String RCAIERID, BIEAIGEBRICAIERID, HRCA
I:FI, Et%ﬁ%nuuo
=RIM<E: 36
mAKE: 36
issuer_name | String RLCAIFBER. tBCAH, LEZ2#Anull,
=ME: 1
RAKE: 64
key_algorithm | String ZHHEE,
signature_alg | String BEERHEEE
orithm
freeze_flag Integer REEIRIR:
o 0:IEFENT;
o HEE : KERT, HaifRE.
gen_mode String WEPERGT:
e GENERATE : PCARSLER;
o IMPORT : 4NSEEN;
o CSR: /MFIRMHCSR, WEBCARITE R, BIFA
SARTEPCATIEE .
serial_number | String UEBFIIS,
BIME: 1
RAKE: 64
create_time Long IEPEIERE, BUAEE (Z0ER) .
delete_time Long IEPERATSE, B AREE (Z0ER) .
not_before Long IEBEIERTE, X AEE (ZEWER) .
not_after Long IEPEIERRTE), R AEE (Z0ER) .
distinguished_ | Distinguishe | IEBETRECE, F1FEE&MDistinguishedName
name dName FEREIRENNIA
object
crl_configurati | ListCrlConfig | iFHCRLECE, 1¥IEiEZ2 WListCrlConfiguration
on uration FEREURENINER .
object
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2K 4-71 DistinguishedName

2% S¥RT iR
common_nam | String WEBBRABIR (CN) .
e BIMEE: 1
RAKE: 64
country String ExmiS, BRISEN"[A-Za-z1{2}",

BIM<E: 2
RAKE: 2

state String BB,
BIMEE: 1
RAKE: 128

locality String X EFR,
BIME: 1
RAKE: 128

organization | String LRIRZFR,
BIMEE: 1
EAKE: 64

organizational | String LRIABBTTER
_unit BIMEE: 1

RAKE: 64

2 4-72 ListCrlConfiguration

2¥ SR T
enabled Boolean ESEBHECRLEHRINEE,
e true
o false
crl_name String B HEYRIUERFR
iBE
ERPRIEE, EFBEIARBIENEBAIRCA ID,
obs_bucket_n | String OBSHEEF1 o
ame
valid_days Integer CRLEFhEHA, B A"X"., BBSACRLAEHIN
ge, AWIEIR,
=IME: 7
=AE: 30
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APl &%& 4 API BB
2 SRR iR
crl_dis_point | String RIHTIRS AL, BIXIRAYOBSHERAICRLIZ(A
ik,
iz Ll
AEFHBIEFRIEcrl_name. obs_bucket_namel A&
OBSHtthb I THHETIAY o
RSB 400
2% 4-73 I Body &1
¥ SHERR iR
error_code String EiRiEKIRERVEIRD .
=BME: 3
BRAKE: 36
error_msg String HEIRERIRENEIRIEE
=IMKE: 0
BEAKE: 1024

R&G: 401

% 4-74 I Body 2%

24 SHH

R

error_code String

ERIEKIRERVEIRE
=IMKE: 3
BRAKE: 36

error_msg String

EREKIREREIRER
BM<E: 0
BRAEKE: 1024

KEB/: 403
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TR EERS
AP &%

4 AP 5B

%= 4-75 IR Body %4

24

SHE

faR

error_code

String

EiRIE IR EAIFEIR
=IMKE: 3
BXKIKE: 36

error_msg

String

HixiaKIREREIRER
BM<E: 0
BRAEKE: 1024

WK&ERS: 404

% 4-76 K. Body &%

24

SHR

R

error_code

String

BRisKIREIAIEEIRG o
B/M<E: 3
RAIKE: 36

error_msg

String

EIREORERIEIRER
=IM<E: 0
BAKE: 1024

REH: 500

% 4-77 IR Body S%

2%

SHH

i

error_code

String

EREKIREIAIEEIRED -
BIMKE: 3
RAKE: 36

error_msg

String

BIRIERIRERERER .
RIMKE: 0
RAKE: 1024

BRI

EIFCAFIS, BERLHRIX-Auth-TokenFERFEEHESoken, HixtokenEFZEBA

APIRYIEIEIRR o
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GET https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-
b929-b7acb04143f7

e Rz 73~5 )
REB: 200
BRI

{
"signature_algorithm" : "SHA384",
"issuer_id" : "928bd666-e879-448a-ab54-82f6ae3d81e0",
"issuer_name" : "Huawei IT Root CA",
"not_after" : 1647567892000,
"not_before" : 1645148632000,
"status" : "ACTIVED",
"freeze_flag" : 0,
"gen_mode" : "CSR",
"serial_number" : "202202180143522338893611",
"distinguished_name" : {
"country" : "CN",
"state" : "guangdong",
"locality" : "shenzhen",
"organization" : "Huawei",
"organizational_unit" : "IT",
"common_name" : "Huawei IT Root CA"
L
"key_algorithm" : "RSA",
"create_time" : 1645148633000,
"delete_time" : null,
"ca_id" : "4c0e772e-a30c-4029-b929-b7acb04143f7",
"type" : "SUBORDINATE",
"path_length" : 0,
"crl_configuration" : {
"enabled" : false,
"obs_bucket_name" : null,
"valid_days" : null,
"crl_name" : null,
"crl_dis_point" : null
}
}

RE&ES: 400
BREHBIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KRG 401
SR RERESN
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
R&ES: 403
IANIESRML .
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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AP| &% 4 API B8
KSD: 404
RREAF R EIRERKE
{
"error_code" : "PCAXXX",

}"error_msg" L XXX!

R&E3: 500

ARSSPIEREEIR o

{
"error_code" : "PCAXXX",

}"error_msg" L XXX!

NG

K& R
200 BEREMIN
400 BREHBIR
401 BRI NEREZEN.
403 INIEEML
404 REAFESRFERILE .
500 RS AEREIR

T EL
52 SR

ThaES 4R
THRIBIBRCA . IHRIZOREMBRCAIES, SNRE7XR ~30KAMIER.
AR
RESEBRSH HHE ‘57 BRA RS, TTRR. " GUE RET, BRIEBIE
#, FEISERBIS.
URI

DELETE /v1/private-certificate-authorities/{ca_id}
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APl &% 4 API 15iB8
= 4-78 BREH
2% BEWYIE SRR R
ca_id 2 String FRrEiHLIMIFREICAIERID,
BAMKE: 36
RAKE: 36
2 4-79 Query 2%
BH = WI% SR R
pending_days | 2 String SERMMBRASE), 2" X “,
BIEE: 7
RAKE: 30
IERSH
3% 4-80 153k Header 2%
2% BRI SRR ik
X-Auth-Token | 2 String FHFtoken, ZR:1AM tokenik
BGiE.
IR SE
REFB: 400
% 4-81 I Body £2#f
8% SHEE fik
error_code String ERIEKIREIAIEEIRED -
BIMKE: 3
RAKE: 36
error_msg String HiRERIREIPEIRES .
BIMSE: 0
BRAEKEE: 1024
REMB: 401
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SIEREIERSS

APl &%& 4 APl BB
2 4-82 [ Body &%
2% SRR R
error_code String EIRIEKIREAVEIRID
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024
KE/: 403
% 4-83 iR Body £%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
RSB 404
2 4-84 I Body %1
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
RIMKE: 0
BEAKE: 1024
KEB\: 500
HSRRZAS 3 (2023-05-16) RS © LA ARBIRAE 67



IEREIERSS

APl &%

4 AP 5B

BRI

il iz 73~ 451

2K 4-85 WLy Body 2#

24 SHH

R

error_code String

EiREKIREAYEEIRD
BM<E: 3
RAIKE: 36

error_msg String

EREKIREREIRER
BIMEE: 0
BAKE: 1024

THRIMIBRCA, BKLFAIX-Auth-TokenZEREEIEStoken, HiZtokenEEZEEBAR

APIEJIE IR

DELETE https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-
a30c-4029-b929-b7acb04143f7?pending_days=7

R&E: 400
IERSBHAEIR.

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

K&ERL: 401
WIBRATRERZEN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RSE5: 403
TANIESRI .

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
REE: 404

BRAFESRRIRERILE

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KE/: 500
IRSZEBEIR
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{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

RS
K& R
204 1BREMIN, Flakzbody
400 BREHBIR
401 BRI NEREZEN,
403 INIEEML
404 REAFESRRFERILE .
500 ARSZAEREIR

= ST
B2 IEIRE .

TOREI TR
HECA,
AR
REMEBLT FHE RS, THTHERE.
URI

POST /v1/private-certificate-authorities/{ca_id}/activate

x 4-86 IR1ZSH

¥ =AW SHER U
ca_id = String FrERERIMNECAIERID,

=IM<E: 36
BKXEKE: 36
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4 AP 5B

IERSH

X 4-87 153K Header &8

8% BE W% SRR 1k
X-Auth-Token | 2 String FHFtoken, 2H:1AM tokenzx
:\'yapr
7 4-88 153K Body 2%
8% BRI SRR ik
issuer_id =2 String AR CAIFEID,
BMEE: 1
RAKE: 64
path_length 2 Integer BEKE,
=®B/IME: 0
B&X{E: 6
signature_alg | 2 String BEWREEL, aEEWNT:
orithm e SHA256
e SHA384
e SHAS512
validity = Validity IERERH, FEESR
object Validity FERERLEMIH AR
% 4-89 Validity
e EEWI% SR R
type = String BXHARE, wiEE:

e YEAR: % (121°8H)

e MONTH: B ( %&—i%31
x)

e DAY: H
e HOUR : /A
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IEREIERSS

APl &%& 4 APl B8
2H BRWIE SR fHR
value 2 Integer WFBEYHAE, StypeXtiayzs
BE, MERFEEHEUATHR
y:
o RCA, BREI/NFETF30
F;
o NECASTAGIEH, B
INFETF205,
start_from & Integer FCIAATE], J9RNEE:
o AR (ZVHK) ,
101645146939688{LFK
2022-02-18 09:15:39;
o REFHFiRdEsoh, BN
start_from > (current_time
- 5min),
R3S
KEB: 400
7 4-90 (IR Body 2%
2% SR RR
error_code String HEIRIERIRERIEIRE .

BM<E: 3

RAKE: 36

error_msg String HEIRIERIREINEIRER .
BM<E: 0

BRAEKE: 1024

HKEB/: 401

% 4-91 IR Body S%

B8H BHEE U
error_code String EIRERREAIEIRD .

=MSE: 3
BRAKE: 36
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APl &%& 4 APl B8

2H SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 403

7 4-92 IR Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

RE&E: 404

Z 4-93 gL Body #

84 SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

R&HB: 500

2 4-94 7 Body S

B2H SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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TR EERS
AP &%

i5RHl

g Rz~

4 API BB
2% SRR fik
error_msg String HiRERIREIPEIRES .

=BNME: 0
BAKE: 1024

BECA, 1ERLHPAIX-Auth-TokenFERFEEIEStoken, HixtokenFFEZEBARAPIRY

AR -

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-

a30c-4029-b929-b7acb04143f7/activate

{

"validity" : {
"type" : "YEAR",
"value" : 1

"signature_algorithm" : "SHA256",

%,
"path_length" : 3,

"issuer_id" : "c718fe5f-d44a-467f-80f1-948348ff4132"

}

RS 400
BREHBIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB\: 401
SRR EREESN
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RESHB: 403
INIESRML
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB: 404

BEAFERRFERLE

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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APl &% 4 API B8
RZSMG: 500
IR AEBEEIR o
{"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB iR
204 1BREMIN, Flakzbody
400 BRSHEIR
401 BRI NEREZEN,
403 TNIESM
404 RBEAFESRRFEREE
500 ARSZAEREIR
TES
BEIEIRB.
4.2.1.7 S CA BUIEPHEZER (CSR)
IEEN4A
SHCARIERERIBF K,
(e
REHCATF"FEEIRNSH, TSHIEREEIEK,
URI
GET /v1/private-certificate-authorities/{ca_id}/csr
% 4-95 BESH
B8H =R WI%E SR R
ca_id 2 String REERIMNECAIEBID,
wB/ME: 36
RAKE: 36
XHERRA 3 (2023-05-16) WRINERE © AR ARBIRAE] 74



SIEREIERSS
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IBRSH
7 4-96 15K Header 2%
2% BEWI% SR fEid
X-Auth-Token | 2 String FHFtoken, 2H:1AM tokenzx
:\'yapr
VRS54

R7SE5: 200

% 4-97 9K Body &%

e SR R
csr String IERERIERAS, BUTRMIER:

o BITAPIEKRAREO, IEBERIERPIRITHF
EER"\N\N"E;

o EiJconsoleinSHIFPBERZIEK, BEEIR
HERIPEMAE L ANIE R ERIER I

BIME: 1

BAEKE: 4096

W&5G: 400

7= 4-98 W[ Body &%

2% SHE

ik

error_code String

BEiRiEKIREAVEIRIE
BIME: 3
BRAKE: 36

error_msg String

EREKIREREIRER
BM<E: 0
BAKE: 1024

RS 401

AShRAN 3 (2023-05-16)

WRINERE © HERRAREBIRAT

75



https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html

SIEREIERSS

APl &% 4 API 152E8
K 4-99 WLy Body 2#
ol SR R
error_code String E1ixia KR EAVEIRAD
BM<E: 3
BRAKE: 36
error_msg String HEIRIERIREINEIRIER
RIMRE: 0
BAKE: 1024
RESE: 403
2 4-100 [[IR; Body 2%
28 SR iR
error_code String EiREKIREIAIEEIRED -
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
REB: 404
2% 4-101 L7 Body &%
2% SR ik
error_code String EiRiEKIRERVEIRE .
=BME: 3
BAIKE: 36
error_msg String HEIRERIRENEIRIEE
BIM<E: 0
BEAKE: 1024
REB: 500
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TP EERS
AP &%

4 AP 5B

2 4-102 I Body 2%

S8 SR A

error_code String EiRiE IR EAVEIRAD
=ME: 3
=AKE: 36

error_msg String ERERIRERIEIRER -
BIM<E: 0
BAKE: 1024

BRI

N Rz~

SHCARNERERIBEK, 15KLPAIX-Auth-TokenFEFEEIEStoken, HiZtoken
EEEAARAPIEIHERUE .

GET https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-a30c-4029-
b929-b7acb04143f7/csr

REB: 200
BEReEKIN

{

"esrt o Me—ee- BEGIN CERTIFICATE REQUEST----- \r
\nMIIBUDCB2AIBADBZMRAwWDgYDVQQDDAAdDU1I1sMTIzMQswCQYDVQQGEwJjbjERMA8G\r
\nATUECAwIc2hhbmdoYWkxETAPBgNVBAcCMCHNoYW5naGFpMRIWEAYDVQQKDAIlzaGFu\r
\nZyxoYWkwdjAQBgcghkjOPQIBBgUrgQQAIgNIiAAQIOIM7bK+vys5x9mnfG3783aPRh\r\nP/
XgLPKVsRsqniC3vPZvIz9E7SasMfZLrXVK37QWhtAEtgNG7NrQnwiOye0/8VZL\r
\nVX7ildM6CZY4SUYSa6TBUsXyGjOs514fixbuT6gADAKBggqhkjOPQQDAgNNADBK\r\nAjBLlQiPXU7TDDDwxrh
+JfZEYgmr61clQdE5GMozPDYime30zcuMnVrb9i3o/2BW+\r
\NOLECMGOQWbAYhOLognmAYqlgTKK8nKsxmOxFuTRyfxynWi8BpCvAGx803Qpa8EIV\r\nJTTjcw==\r\n-----
END CERTIFICATE REQUEST----- "

}
REB: 400
BRSHEIR.
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
K&G: 401
ISR AT EEN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
REHB: 403
NI o

{

"error_code" : "PCAXXX",
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API &% 4 API B8
"error_msg" : "XXX"
}
R&ES: 404
REAFESEERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S89: 500
RS AEREEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 BEREMI
400 BRSHEIR
401 BRI RE R EZEN.
403 NI S8
404 REAFESREERILE
500 RS AEREEIR
xS
BESIEIRB.
4.2.1.8 2/ CA
IhEeNA
EHCA,
(MAgITY:
RESIEBGT"EME X" SITHAASE, ol
URI
POST /v1/private-certificate-authorities/{ca_id}/disable
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IEREIERSS

APl &% 4 API 15iB8
= 4-103 IBRSH
el BEWI% SHRT (i35
ca_id =2 String FrEZFHCAIERID,
B/ME: 36
RAKE: 36
IBRSH
2 4-104 153K Header 3#
8% =% SR 1k
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
BGiE
VRS54
K&S: 400
% 4-105 IR Body 24
2% SHRE T
error_code String Hixieg KIREIRYFEIRD
B/IM<E: 3
RAKE: 36
error_msg String HiRiERIREIEIRIER .
®BMSE: 0
BRAEKE: 1024

HKEB/: 401

2 4-106 IR Body 2%

=MEE: 3
BRAKE: 36

B8H BHEE A
error_code String HiRiaIREIRIEIRD

kAN 3 (2023-05-16)
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IEREIERSS

APl &%& 4 APl B8

2H SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 403

# 4-107 IR Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

RSB 404

% 4-108 [ Body S

84 SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

R&HB: 500

2 4-109 L7 Body &%§

B2H SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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TR EERS
AP &%

iBERTA

N Mz 73~

4 API BB
2% SRR fik
error_msg String HiRERIREIPEIRES .

RIMRE: 0
RAKE: 1024

ZHCA, 15K FHAIX-Auth-TokenFEREEIEStoken, HiZtokenFEEZEEBGAAPIHY

AIEAXBR o

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-

a30c-4029-b929-b7acb04143f7/disable

RE&ME: 400
BREHBIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB/: 401
BIERITNEEEEN

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
W&G: 403
INIESEI o

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KEB: 404

BEAFEREFERILE

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RZ&MD: 500
IR AEBEEIR o
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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IEREIERSS

APl £ 4 API i%iBH
NG
7Nz R
204 1BREMIN, Flakzbody
400 BRESHBIR
401 WIEKRIINEREEEN
403 INIEEML
404 REAFEREFERELE
500 RS AEREEIR o
EI=D
B2 WEIEB.

IheeN s
BHCA,
(1] %88
3 RESUERL T EE£RASE, aTHTERAIRE.
URI
POST /v1/private-certificate-authorities/{ca_id}/enable
£ 4-110 BRBY
2% BE W% SRR ik
ca_id = String FrERACAIERID,
=/IMKE: 36
RAKE: 36
IBREH
& 4-111 153K Header 2
8% B WI% SR 1k
X-Auth-Token | 2 String FHFtoken, £W:1AM tokenzx
GiE.

SCRSRRA 3 (2023-05-16) IS © ERRAGIRAT 7
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SIEREIERSS

APl &% 4 API 152EB
i Rz 244
REB: 400
2 4-112 IR Body 2%
2% SR ik
error_code String B KIREAVEIRAD
=BME: 3
=AKE: 36
error_msg String BEiRiEKIRERVEIRER
BIM<E: 0
BEAKE: 1024
REB: 401
7 4-113 gk Body £
2% SR ik
error_code String EREKIREIAIEEIRED -
BIMEE: 3
BAKE: 36
error_msg String EiRiEKIREIVEIRER
BIM<E: 0
BAEKE: 1024
KEB: 403
% 4-114 15 Body S
28 SR iR
error_code String EIREIREAYEIRD .
B/M<E: 3
BRAIKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BAKE: 1024
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TR EERS
AP &%

4 AP 5B

REB: 404

K 4-115 @i Body &%

2H

SHEE

R

error_code

String

EIRIE IR
RAMKE:
RAKE:

ERYTEIRAD o
3
36

error_msg

String

ERIEREIEIRER
RAM<E:
BRKE:

0
1024

KRS8 500

2 4-116 Ii; Body 2%

2H

SHKE

i

error_code

String

EIRIE IR
RAM<E:
BAKE:

[ERITEIRAD o
3
36

error_msg

String

EIRIEIR
RAMKE:
BAKE:

ERIEIRIES

0
1024

i5RTHl

[BRCA, iE3KkFHIX-Auth-TokenZEREEIEStoken, HiztokenEZEBAAPIHY

AIEAXBR

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-

a30c-4029-b929-b7acb04143f7/enable

il iz 73~ {51

WR&G: 400

IERSHHIR.

{

"error_code" : "PCA.XXX",

"error_msg" : "XXX"

}

RS 401

WIFKAIREIRZEEN

{

"error_code" : "PCAXXX",

AShRAN 3 (2023-05-16)

WRINERE © HERRAREBIRAT

84



IEREIERSS

AP| &% 4 API B8
"error_msg" : "XXX"
}
RS89 403
INIESRML
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS 404
REAFESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7&B: 500
IR AEBEEIR o
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB R
204 1BREMIN, Flakzbody
400 BRSHEIR
401 BRI NEREZEN,
403 INIERML
404 REAFAEREFEARILE
500 ARSZAEREIR
xS
BESIEIRB.
4.2.1.10 & CAUEH
ThEeN 4B
SHCAILEE,
(MAiTY:
*: RESIERA T ERE %" ETEE R, THTSHIRE.
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APl &%& 4 APl BB
URI
POST /v1/private-certificate-authorities/{ca_id}/export
£ 4-117 BRBH
2% =RWIE SR R
ca_id 2 String FrESHAICAIEBID,
B/ME: 36
RAKE: 36
IBRESH
& 4-118 153K Header 2H
2% =Rk SRR A
X-Auth-Token | & String FFtoken, £&:1AM tokenZk
BB
D)VE254
RS 200
2= 4-119 K Body 8%
24 SR R
certificate String IEBAS,
1588

o EIIAPIESRAEO, IEBABFIRITEFEER"r
\n"KE;
o EidconsoleimSHIEH, BERRERNPEMASTUAY
IEP S
BIMEE: 1
BRAXEKE: 4096

certificate_ch | String
ain

IEPHERS, IEREFRASINE (NEET) :
FRENESR>. SHRIES
1588

o BIIAPISRAED, IFBHASHIRITHFEER
"\N\n"E;

o EidconsoleinSHIERTE, BEREIRERIPEMIST
HOIEP4EST (5

BME: 1
BEXEE: 2097152
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SIEREIERSS

APl &%& 4 APl BB
KEB/: 400
7 4-120 Nghi Body S
2% SHER faR
error_code String HixiaIREIAVEIRD .
B/M<E: 3
RAKE: 36
error_msg String BB KIRERIEEIRER .
Hil_l\ttrx‘_- 0
BRAEKE: 1024
HKEB/: 401
7= 4-121 IghZ Body %4
¥ SRR g
error_code String EREKIREAIEEIRED -
Eﬁ/_]\{tr;. 3
RAKE: 36
error_msg String EIRBENERENEIRER
BIM<E: 0
BAKE: 1024
R&G: 403
2 4-122 I Body 2%
2 SRR A
error_code String EiRiEKIRERVEIRD .
BNME: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIER
=RIMSE: 0
RAKE: 1024
RSB 404
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IEREIERSS

APl &%& 4 APl BB
7 4-123 IR Body &%
S SR T
error_code String E1RiE IR EIAVEIRAD
Hj/_]\{trg: 3
RAKE: 36
error_msg String HixigRIREINEIRIEE .
BIM<E: 0
BAKE: 1024
RKEME: 500
% 4-124 IR Body 2%
2 SR R
error_code String ERIEKIRERIEEIRED .
BIMSE: 3
BRAKE: 36
error_msg String EIRIEKIREVEIRES
BM<E: 0
RAIKE: 1024
=Rl
SHCAIED, 1EKLFRIX-Auth-TokenFEFEEIEStoken, HixtokenFEEBR
APIRIIA AR

Ml iz 73~ 451

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-
a30c-4029-b929-b7acb04143f7/export

W&E: 200
EKERIN

"certificate" : "-----

\nMIIDczCCAlugAwIBAgIKKsxppfokUcqg6dDANBgkqhkiGOWOBAQsFADBOMQowCAYD\r
\nVQQDDAE3MQswCQYDVQQGEWIDT]EQMA4GATUECAWHU2ljaHVhbJEQMA4GATUEBWWH\r
\nQ2hlbmdkdTEPMAOGA1UECGWGSHVhd2VpMB4XDTIXMTAXNDA4NDMXMVoXDTIyMTAX\r
\nNDA4NDQxMVowP]ELMAKGATUEAWWCWVUXCzAJBgNVBAY TAMNUMQowCAYDVQQIDAEZ\r
\NMQowCAYDVQQHDAEOMQowCAYDVQQKDAE1MIIBIJANBgkqhkiGOWOBAQEFAAOCAQSA\r

\r

\nMIIBCgKCAQEA1TNZyv9qhA711c/99INO80/uSXjoL1kEjljBt)VB7vqkDfOEjs20A\r\nfQoHEVTuHams9XLvrllu
+YTws4QO8hjbnLISmmerRRIKOpp+tBmCS3ZFoC23c5vz\r\ny+l0t+Yc2)YhvaOFr823YoOWC2+NB065nIKH6/
duoONfD+3c5YnkibOnBNyDV+DB\r\nhdKMOnrlql07cNpYDWpfX5IiDL+40h+kY1xGLZCObgsX(34zTf6E7bxJ1/

iDZjwJ\r\ndpf6OUQONmMIcT49993YCrMDisjl20wW9e41S7D2xy/1xmPwWwnid 1WHOKTfK4cyl\r
\n2PHaHh3FTXIGYjVSg3yKfujauVOFpZ9bTwIDAQAB02MwYTAfBgNVHSMEGDAWgBTu\r
\nY36JXjwX7XiLcwKtUto8RZa52DAdBgNVHQ4EFgQUyuAS2HonxOWDIPOgPIMFQOrr\r
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AP &%

4 AP 5B

\nGiMwEgYDVROTAQH/BAgwBgEB/wIBADALBgNVHQ8EBAMCAYYwWDQYJKoZIhvcNAQEL\r
\nBQADggEBALea9Hf5iGCfKLpjf30KCBelEgj3ZxLSBOgsn8UkulB62FyUgnne4AmY\r
\nuWHYO0xjbamlIs8Dgt1GtQrfh3kKqg2rfjdasFvrQnAQkjn61016nbCbWS2H+sqy7Ae\r
\nTJZWefx1elAv8XH7g491C5Rb5TGykk/bFm7RvGhr35ri+nlcqiDmjO44zHr1aPvm\r
\ns4vAO6UQFVIWFY2wiynZ6f+PuvsPralL7kjQVJgsel8TYpZjMWI/hc3VkXEX6gqPm\r
\nbzTypaxa63FCETXtXNIsdid/QWX7l/pUtQ2U57mHi+xJNkA8/Spf1y4zH1rANkmw\r
\ntBjeKGRphA4LKir3wsbdXRYbBe7POZo=\r\n----- END CERTIFICATE-----

"certificate_chain" : "----- BEGIN CERTIFICATE----- \r
\nMIIDczCCAlugAwIBAgIKKsxpOVE4imyq4zANBgkghkiGOwWOBAQsFADBOMQowCAYD\r
\nVQQDDAE3MQswCQYDVQQGEwJDTJEQMA4GATUECAWHU2ljaHVhbJEQMA4GA1TUEBWwWH\r
\nQ2hlbmdkdTEPMAOGATUECgwGSHVhd2VpMB4XDTIXMTAXMTAYNTIzZMVoXDTIyMTAX\r
\nMTAYNTMzMVowT]EKMAgGATUEAWWBNzELMAKGA1UEBhMCQO04XxEDAOBgNVBAgMB1Np\r
\nY2h1YW4xEDAOBgNVBACMBON0oZW5nZHUxDzANBgNVBAoMBkh1YXdlaTCCASIwDQYI\r
\nKoZlhveNAQEBBQADggEPADCCAQoCggEBAMH7+0vgT/xbBfbLAGOYyBs9QERNfgdLL\r
\n5BFlgjJNPOAshw2k5EaWq1qDfY604AqGfIHjPd2kLy5ZW7Cq6vuqTD3Uj3tX98N2\r\n6T2Na/
s1JGmIExX7Udsikv6hsoKmAjrGdDBEs2Jl/2FRnxO8uFnOuSLqvPUVIR7c\r
\ndloDg4WqVyl4sXAoUq7xB8GoTsGLANN8eYHVNsZcSZ9EOqEIWx3WghPh9Ncto949\r\nVuDVgkQ9QjjFo/
yEO6+KhxqyVDWQwdI3UsyzjqGtFzKQksLUQOAUec4IsK/VWypG\r\nu34jEkaWGv72CmFGoJEK/K/
WoXyzKyCmnS3Wcz4ETliRG5fb7aqP56sCAWEAAANT\r\nMFEwHwWYDVROjBBgwFoAU7mN+iV48F
+14i3MCrVLaPEWWudgwHQYDVROOBBYEFO5j\r\nfolePBfteltzAq1S2jxFlrnYMA8GATUdEWEB/
WQFMAMBAf8wDQYJKoZIhveNAQEL\r
\nBQADggEBACHJruSBkb8gA0VajkTZWN7QOvU0JPA2TdOmIlnkzxyR5sXkOmslIHLp\r\njzzeSLBKbkM|4/
ZfWvLUde7wKJJzV208E1c3mf0iZFqRIOMs+o/DStVw/ap+98ML\r\ndoevlk2y/bn7IQTL2bvnEi/
+iSzmz1CIINRUyfEWBW?2aVFgjrm/ZaFTiEb5jldzm\r\ns75YNCvlvn3eKp+yOQ8fyG7mKvvn3nlRKfMTv+
+bLLUh9or/e/phWkUjOgtSyDEn\r
\nyOnVuhxyvelLwoag27U8THe5E4Ygrrg98v2eGNFyGMmtsXXKNgFSf5FBqvyED9d61\r\nZ86vYp/
N2dbauF7uUUaX5RbtFANYFUO=\r\n----- END CERTIFICATE----- "

}

W&E: 400
IERSHHIR,
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
WR&E: 401
WIFKAIRERZEN

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
R7SE5: 403
AU .

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RSEB: 404
BEAFESNREREKE
{

"error_code" : "PCA.XXX",
"error_msg" : "XXX"

}
K&FG: 500
RS AEBEEIR o
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APl &% 4 APl iBH
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
7N
b L R
200 BEREMII
400 BRESHBIR
401 ISR NE R EZEN
403 PNNES @
404 REAFESRRFEREKE
500 RS AEREEIR
$HI=0S
B2 WEIEB.

4.2.1.11 8\ CAEH

TORENA

URI

SACAILES, FERRZOFZEZREIATRMY:
o (1)IEBAH “FRUE" IKSRIMECA;
o (2) SARIEBARGIHBIAT M
- a. HEBHERIIEBERIETRGNENPCARFHSH;
- b HIFB#EARTALE, EEHERESHTEERHE, NSANTE
AOIERHE;
- . IEBERSIEBESIAPEMEIRED

POST /v1/private-certificate-authorities/{ca_id}/import

% 4-125 BRRESH

e EEWIE SR R
ca_id = String FRES ANHICAIEBID,

=IMKE: 36

BRAKE: 36

SCRSRRA 3 (2023-05-16) IS © ERRAGIRAT %0
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API &% 4 APl B8
IBREH
7= 4-126 153K Header &%
2¥ BRIk SR ik
X-Auth-Token | 2 String FHFtoken, 2H:1AM tokenzx
WA
7 4-127 {53k Body 2%
8% BRWIE SR fHR
certificate 2 String IFBAR.
BMEE: 1
BAKE: 32768
certificate ch | & String IFPHERA .
ain BNMEE: 0
BAEE: 2097152
R3S
K68 400
& 4-128 I Body ¥
B8H SRR U
error_code String HixiaIREIAIEEIRD
BM<E: 3
RAKE: 36
error_msg String HEIRERIREIPVEIRES
=ME: 0
BAEKE: 1024

RS 401
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SIEREIERSS

APl &%& 4 APl BB
7= 4-129 IR Body &%
2% SRR R
error_code String BiximKIREIAYEEIRD -
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024
KE/: 403
2 4-130 IRz Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
JRARG: 404
2 4-131 l[IKZ Body &%
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
BIM<E: 0
BEAKE: 1024
KEB\: 500
STRSRARAS 3 (2023-05-16) RS © LA ARBIRAE 92
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AP &%

4 AP 5B

K 4-132 Ui Body 2%

24

SHR

iERpI

Ml iz 73~ 451

R

error_code String

EiRiE IR
RAMKE:
BRAKE:

[EIAYHEIRED o
3
36

error_msg String

FEIRIBERIR
RIMKE:
BAKE:

EIRIEIRER
0
1024

SANCAIES, B5RLFAIX-Auth-Token=FEREEIEStoken, HiZtokenEFEEBEBAK

APIESIBIEBSR o

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-

a30c-4029-b929-b7acb04143f7 /import

{

"certificate" : "----- BEGIN CERTIFICATE---******__-
"certificate_chain" : "----- BEGIN CERTIFICATE-----

}

K& 400
BREHBIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

R&B: 401
WIBKAIREIRZEEN
{

"error_code" : "PCA.XXX",
"error_msg" : "XXX"

}
W&G: 403
INIERM o

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KE/: 404

BRAFESRRFERLE

{
"error_code" : "PCAXXX",

AShRAN 3 (2023-05-16)
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APl &% 4 API iR
"error_msg" : "XXX"
}
AEB: 500
RS EBEEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS iR
204 1BKEMIN, Flakzbody
400 BRSHEIR
401 BRI RNEREESEN
403 TAIESEY
404 REAFER R FEARKE .
500 RS AEREEIR
T
B2 EIRB.

TORENA
WECA, BT “IHRIMBR” KERICAIES, EFHIRES “BER” K&
[MARY:E
BT GBI RESOCAES, AEETIREIRE.
URI

POST /v1/private-certificate-authorities/{ca_id}/restore

% 4-133 B2&¥

2% =AWk SR U
ca_id 2 String FrEEZEIRERICAIERID,

=IMEE: 36
BRAKE: 36
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TR EERS
AP &%

4 AP 5B

IERSH

X 4-134 153K Header &3

8% BE W% SRR 1k
X-Auth-Token | 2 String FHFtoken, 2H:1AM tokenzx
:\'yapr
RS2
RE&EB: 400
% 4-135 @R Body 2%
e SHRT R
error_code String Hixim IR EIRIEIRD .
B/M<E: 3
EAKE: 36
error_msg String EIRIERIREIEIRER .
=MSE: 0
BRAEKE: 1024

HKEB: 401

% 4-136 lILZ Body &%

2% S

i

error_code String

EIRIESORERIFEIRD .
=IM<E: 3
BKIKE: 36

error_msg String

EIRIEREIEIRER
=IM<E: 0
BAKE: 1024

REHB: 403
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TR EERS
AP &%

4 AP 5B

K 4-137 0 Body 2%

24

SHE

faR

error_code

String

EiRIE IR EAIFEIR
=IMKE: 3
BXKIKE: 36

error_msg

String

HixiaKIREREIRER
BM<E: 0
BRAEKE: 1024

WK&ERS: 404

% 4-138 lui Body &#

24

SHR

R

error_code

String

BRisKIREIAIEEIRG o
B/M<E: 3
RAIKE: 36

error_msg

String

EIREORERIEIRER
=IM<E: 0
BAKE: 1024

REH: 500

2 4-139 IR Body 2%

2%

SHH

i

error_code

String

EREKIREIAIEEIRED -
BIMKE: 3
RAKE: 36

error_msg

String

BIRIERIRERERER .
RIMKE: 0
RAKE: 1024

BRI

MECA, FRLAPEIX-Auth-TokenZEFEEIEStoken, BiZtokenFEEEBEHARAPIE

AIEABR
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POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/4c0e772e-
a30c-4029-b929-b7acb04143f7/restore

) aa ]
RSB/ 400
BEREHEIR.
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
K& 401
SRR AR ESN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS89 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
WRE&E: 404
REAFESEEARLE
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KEME: 500
ARSSAEREEIR -
{
"error_code" : "PCAXXX",
}"error_msg" L UXXX!
N
R ik
204 1BREMI, Flakzbody
400 BREHBIR
401 ISR NE R EZEN
403 NNES e
404 RBEAFESRRFEREKE
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SIEREIERSS

AP| &% 4 API 5588
RS R
500 IRZAEREEIR
S
B2 NERB.

IheeNn4A
miEFCA,
(D i%e
i BREESREIER, EkbodyikiBEEA"{}", BUIEEIRE.
URI
POST /v1/private-certificate-authorities/{ca_id}/revoke
% 4-140 BESH
2% =AWk SR ik
ca_id 2 String FrEmHAYFCA ID,
=/IM<E: 36
=AKE: 36
IBRESH
& 4-141 153K Header ¥
8% =% SRR faR
X-Auth-Token | & String FFtoken, £&l:1AM tokenZk

5%
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TIEREERS
AP &% 4 API i85

% 4-142 53K Body 2%

2% =A% SR 1)
reason & String RIFIER, IFLATIEIN:

e UNSPECIFIED : BHATkIE
EMRHEERE, ABIME;

e KEY COMPROMISE : i
ZEEMELTEE;

e CERTIFICATE_AUTHORITY
_COMPROMISE : ik &2
L, TTREIFTECAZR BRI

e AFFILIATION CHANGED :
EBPFEASREMEREE
ZWE;

e SUPERSEDED : ItHFHE#
B

e CESSATION_OF OPERATI
ON : LB aniiA& IR E AR
LREFLLEE;

e CERTIFICATE _HOLD : iZilF
PHBIANBER B, T
THERATBES AR

e PRIVILEGE_ WITHDRAWN :
tHFBABEEEERNE
TERIRR 5

e ATTRIBUTE_AUTHORITY_ C
OMPROMISE : 1B{RItLIFH
BRI s EZEIR
=

izl
LHAEEE BEERAT, i5Kbody
FBEER{Y, BUESIERE,
ZRIA{EIUNSPECIFIED,

K=E:

o UNSPECIFIED

e KEY_COMPROMISE

o CERTIFICATE_AUTHORITY
_COMPROMISE

o AFFILIATION_CHANGED
e SUPERSEDED

e CESSATION_OF_OPERATI
ON

e CERTIFICATE_HOLD
e PRIVILEGE_WITHDRAWN
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IEREIERSS

AP % 4 API 5388
28 BEwiE SRR R
e ATTRIBUTE_AUTHORITY C
OMPROMISE
Nl Bz 248

W&G: 400

% 4-143 g i Body &#

2% SHE

i

error_code String

EIRIESORERIFEIRD .
=IM<E: 3
BKIKE: 36

error_msg String

EIRIERREAIEIRER
=IM<E: 0
BAKE: 1024

REB: 401

3 4-144 AR Body 2%

24 SHR

faR

error_code String

EIRERIREAIEEIRG
=IMKE: 3
BRAKE: 36

error_msg String

EREKIREREIRER
BM<E: 0
BRAEKE: 1024

WK&6G: 403

7% 4-145 IR Body %

¥ SRR iR
error_code String EiREKIREIRVEIRD .

=BME: 3
RAKE: 36
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SIEREIERSS

AP| &%& 4 APl B8
2 SRR iR
error_msg String HEIRERIREIPIEIRES
=BNME: 0
BAKE: 1024
RE&ES: 404
% 4-146 5 Body S%
¥ SRR iR
error_code String EIREKREIFEIRE .
=BME: 3
BRAKE: 36
error_msg String HEIRIEKIREVEIRES
BIM<E: 0
BAKE: 1024
KES1E: 500
K 4-147 [0[; Body 2%
¥ SRR T
error_code String EimiEKIRERVEIRED .
BIME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
BM<E: 0
RAKE: 1024
iI=P ]

RIEFCA, 1EKLFAIX-Auth-TokenFEREEIEStoken, HiZtokenFEEEHFAAPI

BYISIEAR -

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/

6434f74f-2d13-4e6a-89eb-93ee313f1a43/revoke

{

"reason" : "KEY_COMPROMISE"

}
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IEREIERSS

APl &% 4 API B8
M iz 7~ A5
RS 400
BREHBIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&E: 401
BRI EREESN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REES: 403
INIESRML
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
WRE&E: 404
BB FESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S8G: 500
ARS5AEREEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS A
204 1BREMIN, Flakzbody
400 BRSHEIR
401 BRI RE R EEN .
403 TAIERTY .
404 RIEAFAESREFEARLE
500 ARSZEBEEIR
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IEREIERSS

APl &% 4 API 15288
$EED

B2 E=RB.
4.2.2 PAEIEHFERE

4.2.2.1 ERFABIEHESIE

ab
ThREN A

EEFAEIUERIIR,

URI

GET /v1/private-certificates

K 4-148 Query ¥

B8H =AWk SR R

limit B Integer IEEEIMREICRES, RAME
10,
=/IME: 0
BA{E: 1000

name B String FABIUEREIR, REIZREE
nameFERANEBRES .

BMEE: 1

RAKE: 64

Integer K5|(UE, MoffsetiBERIT—
FHIEHRES,

=B/IME: 0

String FABIERIRE, BRI EIE
BES,

e ISSUED : E&%;

e REVOKED : E5H;

e EXPIRED : 25358,

String HirEtE, BRisdsATE.:

e create_time : IFHEIEEATE
(BtIN)

e common_name : iFHZFR
e issuer_name : $&CAZFR
e not_after : iFBZIEARTE

offset

iy

iy

status

iy

sort_key
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IEREIERSS

APl &% 4 API BB
2H BEWI%E SR fHR
sort_dir B String HEFam, #ELATME:
e DESC: &% (2hA)
o ASC: HF
IBREH
7 4-149 i53K Header 2%
2% B Wi%E SR ik
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
iy pr
VRS54
RE&EB: 200
# 4-150 IR Body 2%
24 SHRT R
total Integer FAEIEBSE
=/ME: 0

EX{&E: 1000000

certificates Array of
Certificates

objects

EBIE, #1552l CertificatesFEREIRELEM
.‘LRHH o

£ 4-151 Certificates

2H SHE

ik

certificate_id String

FAEIEBID,
=R/IMKE: 36
RAIKE: 36

status String

UEPIRE:

e ISSUED : E¥%;
e EXPIRED : 2idHp;
e REVOKED : ER4H.

AShRAN 3 (2023-05-16)
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TIEREERS
AP &%

4 API 15iB8

2% SR fik
issuer_id String R CAUFEID,

&/MKE: 36

RAKE: 36
issuer_name | String R CAIEHZR,

BAMKE: 1

RAKE: 64
key_algorithm | String ZEREE.
signature_alg | String BTEEE,
orithm
freeze_flag Integer REEIRIR:

o 0:IFKRERT;

o HE[E  FERS, SpIfE.
gen_mode String WEBERE:

e GENERATE : PCARZESER;

e IMPORT : SNBEN;

o CSR:HMERIEMLCSR, MEBCARITER, BIFA

SHARTEPCAITIES .

serial_number | String 527/ =

BNME: 1

RAKE: 64
create_time | Long IEReIEE, B (Z0R) .
delete_time | Long IEBMIBRESE, B aE (Z0R) .
not_before Long IEHEUEERTE), X RER (Z0R) .
not_after Long IEBEIEARTE), BN ntaE (ZEWER) .
distinguished_ | Distinguishe | IFBEFRECE, 1¥155& M DistinguishedName
name dName FEREIREIRAE

object

Z 4-152 DistinguishedName

¥ SHRT A
common_nam | String IEP@BRAETR (CN) .
y BAMKE: 1
RAKE: 64
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4 AP 5B

SH SHRE

g

country String

ExRwtE, FHFSEN"[A-Za-z]{2}",

BNMNE: 2
RAKE: 2

state String

EHAR,
RAMKE: 1
BEAKE: 128

locality String

HXBZIR,
BMSE: 1
RAKE: 128

organization String

HREATR,
=BME: 1
RAKE: 64

organizational | String
_unit

{HIREASTRAFR,
BIME: 1
RAKE: 64

RSE5: 400

2 4-153 @i Body 2%

24 SHH

R

error_code String

BRiEKIREAVEEIRIG
BM<E: 3
RAIKE: 36

error_msg String

HixiaKIREREIRER
=ME: 0
BRAEKEE: 1024

K&RS: 401

% 4-154 I Body 2%

2% SHE

i

error_code String

EiRiEKIREAVEIRIE
=BNME: 3
RAKE: 36
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IEREIERSS

APl &%& 4 APl B8

2H SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 403

# 4-155 IR Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

RE&E: 404

% 4-156 I[IF Body S

84 SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

R&HB: 500

2 4-157 IR Body &%§

B2H SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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TR EERS
AP &%

4 AP 5B

iERBI

g Rz7~51

SH SHRE g

AixRIARIRERIEIRER -

=BNME: 0
BAKE: 1024

error_msg String

EEHFABIEPSZE, ERLAIX-Auth-TokenZEEEE B Etoken, BiZtokenEEER

BZRAPIRIIHIER -

GET https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificates

RSF5: 200
BRERID

"total" : 2,
"certificates" : [ {
"signature_algorithm" : "SHA256",
"issuer_id" : "ef5d84d1-4f52-47d2-b1c8-a91a672487a0",
"issuer_name" : "12",
"not_after" : 1665539214000,
"not_before" : 1634295475000,
"status" : "ISSUED",
"freeze_flag" : 0,
"gen_mode" : "GENERATE",
"serial_number" : "202110151057541266081861",
"distinguished_name" : {
"country" : "cn",
"state" : "guizhou",
"locality" : "guiyang",
"organization" : "hw",
"organizational_unit" : "IT",
"common_name" : "test.huawei.com"
2
"key_algorithm" : "RSA4096",
"create_time" : 1634295475000,
"delete_time" : null,
"certificate_id" : "6434f74f-2d13-4e6a-89eb-93ee313f1a43"
o
"signature_algorithm" : "SHA256",
"issuer_id" : "ef5d84d1-4f52-47d2-b1c8-a91a672487a0",
"issuer_name" : "12",
"not_after" : 1665539214000,
"not_before" : 1634110315000,
"status" : "ISSUED",
"freeze_flag" : 0,
"gen_mode" : "GENERATE",
"serial_number" : "202110130731541908887138",
"distinguished_name" : {
"country" : "cn",
"state" : "sichuan",
"locality" : "chengdu",
"organization" : "hw",
"organizational_unit" : "HR",
"common_name" : "hr.huawei.com"
2
"key_algorithm" : "RSA4096",
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APl &% 4 API B8
"create_time" : 1634110316000,
"delete_time" : null,

"certificate_id" : "1cbb5a52-806b-469c-b182-7446e1851a1c"

1]

}

R&ES: 400

BREHBIR.

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

RE&E: 401

SRR E R E SN

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

KRE&MWG: 403

IANUESR ML,

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

RE&ES: 404

REAFESREERLE

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

RZ&M: 500

IRSSAEBEEIR o

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

RSB
RS R
200 BRE I
400 BRSHEIR
401 AR CDUEIESE
403 TAIERTY .
404 REAFESREFEARILE
500 RS EBERIR
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AP &%

4 AP 5B

URI

IERSH

FBIER.

POST /v1/private-certificates

Z 4-158 i&53k Header 8%

B8H B Wi% SR ik

X-Auth-Token | 2 String FBFtoken, &:1AM token3k
BGiE

7 4-159 153K Body &%

8% =% SRR 1k

issuer_id = String AL CAIERID,
=IMLE: 36
RAKE: 36

key_algorithm | 2 String BIAEE, A& ENT:

e RSA2048 : RSAE %, Z4H
KE2048(1;

e RSA4096 : RSAE X, Z%4H
KE409611;

e EC256 : HHEIILEL
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , =$AKE256
fiz;

o EC384 : iEIF&EX
( Elliptic Curve Digital
Signature Algorithm
(ECDSA) ) , Z$AKE384
i,
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SIEREIERSS

APl &% 4 API 15iBH
2% BEWI%E SRR ik
signature_alg | 2 String BRBFEEEL, nhikENT:
orithm e SHA256
e SHA384
e SHA512
distinguished_ | 2 CertDistingui | IEPBECE, FEESNH
name shedName CertDistinguishedName="E&
object HIRLEIRER
validity 2 Validity IERERH, FEESN
object Validity BRI R -
key_usages & Array of ZIRRE, BIRMFESIIRFC
strings 528074:4.2.1.375,
e digitalSignature : =7
2;
e nonRepudiation : RAJ#E
#;
e keyEncipherment : 38
FINEZPEE;
e dataEncipherment : BTN
FEHE;
o keyAgreement : Z$A1if
Gk
e keyCertSign : £&IFH;
e cRLSign : & MiHVIE;
e encipherOnly : {XFBFN
=;
e decipherOnly : {RFTF##
o
subject_altern | & Array of FARFAHBIR, FHEESR
ative_names SubjectAlter | SubjectAlternativeName="E%
nativeName | HUBLEHIHER
objects e arrayk/\: [0,20],
extended_key | & ExtendedKey | IE2BIZEAE, 1FEBESNH
_usage Usage object | ExtendedKeyUsage=FEZ#iE
AR
customized_e | & CustomizedE | BEXY BIER, FHEEEL
xtension xtension CustomizedExtension==E&%]
object TRLEIRER
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TR EERS
AP &%

4 AP 5B

2 4-160 CertDistinguishedName

2%

R

SHER

%

common_nam
e

=
E

String

IFPBABIR (CN) ,
BIVEE: 1
RAKE: 64

country

iy

String

EzximtY, FHFEEN"[A-Za-
z]{2}". EREN, NEGAGER
RCAXINAYE -

RIKE: 2
BRAKE: 2

state

i1y

String

BHEMR. HRMEN, MEIALE
AR CAI N AYE o

=RIMKE: 1
BAKE: 128

locality

iy

String

MXBZFR, BRMEN, WEIALE
TR CARINAYE

BMEE: 1
BAEE: 128

organization

iy

String

PORTR. BRMEN, WELALE
TS CASRAYE -

BMEE: 1
RAKE: 64

organizational
_unit

iy

String

ROPTTEIR. EFMEN, WA
N RS CATS R AYE

BIVEE: 1
RAKE: 64

2 4-161 Validity

24

sxm

ik

type

String

BREAZEE, FwiRfE:
e YEAR: £ (129°8)

e MONTH: B ( %&—i%31
x)

e DAY : H
e HOUR : /B

kAN 3 (2023-05-16)
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TR EERS
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SH ERWIE SHERE %

value 2 Integer WFBEYHAE, StypeXtiayzs

BUE, EREEHRELATR

UK

o 1RCA, BRHEINFETF30
F;

o NECASIAGILH, B
INFETF 205,

Integer FCoaRdiEl, AENEE:

o BILHANEE (ZRR) ,
4116451469396881t3%
2022-02-18 09:15:39;

o RBEFHFiRtESHH, BD
start_from > (current_time
- 5min),

iy

start_from

2R 4-162 SubjectAlternativeName

2% BEWI% SR fEid

type 2 String BREBRERE, JFGEHF
DNS. IP. EMAIL. URI,
e DNS

o IP

e EMAIL

e URI

String SR R FRFRERAYE,

e DNSER!, KEHNFEIY
253;

o PR, KEARHEFI9, X
$IPV4. IPV6;

o EMAILZER, KEAREID
256;

e URIZEE!, KEAREII253,

ali

value
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TR EERS
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2 4-163 ExtendedKeyUsage
2% BEWI% SR R
server_auth & Boolean IRS32E 80 %aIE, OIDA:

izl
RSB E BRI R A
%, BilJSfalse,
ThE(E: false
Boolean ZRiRBpIGIE, OIDA:
1.3.6.1.5.5.7.3.2,

e true

iy

client_auth

o false
izl
E iP5 ERAIGRE AR
%, EiiASfalses
Thes(E: false
Boolean RBEH, OIDA:
1.3.6.1.5.5.7.3.3,

o true

iy

code_signing

e false

i5HE
BEN FHITHITRBEFIRIA
iE, BXiAJHfalse,

FhE(E: false

email_protecti Boolean ZEEFHMY, OIDA:
on 1.3.6.1.5.5.7.34,

e true

iy

e false
ol

EBFHBEHFIP, EhABfalse,
TRE(E: false
time_stampin Boolean BY1&a)&;, OIDAI:
g 1.3.6.1.5.5.7.3.8,

e true

iy

e false

izl
B— RIS HEER—
ia, BkiAAfalse,

ThE(E: false
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APl &% 4 API 152E8
3£ 4-164 CustomizedExtension
S Wik SRR iR
object_identifi | & String STRFRRF o
er 1588
AESHEEHEASNTIEHESD
TiHEIFSEINEEE, W
1.3.6.1.4.1.2011.4.99,
BMEE: 1
=AKE: 64
value & String BEXEMERNES .
BIMEE: 1
RAKE: 64
IR SE
R&HG: 200
2K 4-165 I Body 2%
2¥ SR T
certificate_id | String LRI ABGEBID,

R/IMKE: 36
RAIKE: 36

RSE8: 400

2 4-166 IR Body 2%

2H

SHE

R

error_code

String

15%1% ? IEI E,J% 1%65 o

BR/IMKE:
RAKE:

3
36

error_msg

String

EREKIREREIRER
Hj/_]\'l;tr; . 0
BAEKE: 1024

WK&RS: 401

AShRAN 3 (2023-05-16)
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TR EERS
AP &%

4 AP 5B

K 4-167 Ui Body 2%

2% SHE

ik

error_code String

EiRIE SR EIAIFEIRS
=IM<E: 3
RAIKE: 36

error_msg String

EREKIREREIRER
BM<E: 0
BAKE: 1024

RSE5: 403

3 4-168 ljuh Body &

24 SHE

R

error_code String

EIREKIREAIEEIRG
B/M<E: 3
RAIKE: 36

error_msg String

EIREORERIEIRER
=IM<E: 0
BAKE: 1024

K&ERG: 404

7 4-169 gL Body S

2% SHE

i

error_code String

FEIRIESORERIFEIRD .
=IM<E: 3
BKIKE: 36

error_msg String

EIRiEKIRERVEIRER
BIM<E: 0
BEAKE: 1024

RSE8: 500
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TR EERS
AP &%

4 AP 5B

2 4-170 I Body 2%

2 SR R
error_code String ERIEKIREAVEEIRID

=BIME: 3
RAKE: 36

error_msg String ERIEKIREAVEIRER .
BM<E: 0
BAKE: 1024

BRI

BRIBIEE, i5RLPAIX-Auth-TokenFFEBEEIEStoken, HiZtokenEEEGAAP

BYIIEANR -

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificates

{

"key_algorithm" : "RSA2048",

"distinguished_name" : {
"country" : "CN",
"state" : "Sichuan",
"locality" : "Chengdu",
"organization" : "Huawei",
"organizational_unit" : "CloudBU",
"common_name" : "TestCert"

h
"subject_alternative_names" : [ {
"type" : "IP",
"value" : "156.127.116.38"
11
"signature_algorithm" : "SHA256",
"validity" : {
"type" : "YEAR",
"value" : 3

L
"issuer_id" : "2cb2878b-6cd1-460d-bd25-afe655159bdc",

"key_usages" : [ "digitalSignature", "nonRepudiation" ]

W Rz7z=f51
K&8L: 200
5 KEMIN
{
}"certificate_id" : "ae9a326a-b61e-4446-854d-cda30ffe31f5"
RA&HS: 400
IEREHHIR.
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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IEREIERSS

APl &% 4 APl B8
HKEB: 401
SRR AR ESIN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

K& 403

NS

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

RSB 404

R FESREARLE

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

R&G: 500

ARSZEBEEIR -

{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"

}

RS

REHE A
200 BEREMI
400 BRSHEIR
401 BRI RE R E=1 .
403 TAIERTY .
404 RIEAFAEREFEARLE
500 RS EBEEIR

e
ESIEIRB.

4.2.2.3 j@iT CSR EXRIFH

INEEN4A
BEIICSRERIEF . THEELIRUIT:
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TR EERS
AP &%

4 AP 5B

o 1. HEIEASEUT:
-  CABIASHL:

= keyUsage: digitalSignature, keyCertSign, cRLSign, {t5cFCSRAAY

2%

®  SignatureHashAlgorithm: SHA384;

=  PathLength: 0 (ATEHENX) .
-  FABIEH:

= keyUsage: digitalSignature keyAgreement, {fi5cRFACSRAISE];

=  SignatureHashAlgorithm: SHA384;

o 2. LEANMItypeNINTERMEDIATE_CARY, BIZERIMNECAIEH, BLATIR

il

- RERCAEER, EEIEICATIERE, ASIRENZIES;

- RAXEESITRNEOREEER:

= GET /v1/private-certificate-authorities/{ca_id} $XBIEFi¥lE

®  POST /v1/private-certificate-authorities/{ca_id}/export S
- AENORERcertificate_idBI{tEMNECARIca_id;

- FTERTELRILES, BHEERFPN.

e 3. YtypeNENTITY_CERTHS, SIZEHBHIFAGIER, BLATSS:

o
AR

H B BEE . AERMEIERYIREY, SIREIZIES;
T SHITEEERER (BRERFR) , ERAZSHEAEIER—

E: BEEMA \n\n” 3 ‘\n” KEHRITH, BCSREGIRM—EBFR, AISERAIER, iF: B,
IEBRIBRER. RIPFEURRBREFIIRECSRIG, ERSTHFAPHEN

URI

POST /v1/private-certificates/csr

IBREH

% 4-171 153K Header 2%

2¥ BRIk SR HEid
X-Auth-Token | 2 String FHFtoken, 2W:1AM tokenzk

B75iE.
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TR EERS
AP &%

4 AP 5B

% 4-172 {53k Body %

2% =A% SR 1)
issuer_id = String R CAUFRID,
=B/ME: 36
BAKE: 36
csr 2 String IEREZER, BFEA “\r\n”
o “\n” BIEBERIERFH
H1T1E, BiEidconsoleimiask
O, WEEMGSiE,
BAEE: 5120
validity = Validity BB, FEEER
object Validity BRI R
type B String IEPEE, AFXDMNECAS
FABIEE.
e ENTITY_CERT : £ &FAGIE
B, HBREE;
e INTERMEDIATE CA : &%
MECA,
path_length | & Integer BEKE, (XEERMNECART
BY.
=/]ME: 0
=AE: 6
subject_altern | & Array of FHREABM(AEOMEBS
ative_names SubjectAlter | #, HEIEEIRIEZER), 1£B
nativeName |52l
objects SubjectAlternativeName=E&
HURLEDER
£ 4-173 Validity
2 BRI SR i)
type = String BXHARE, IwiEE:

e YEAR: % (1248)

e MONTH : B ( #i—i#%31
x)

e DAY: H
e HOUR : /A

kAN 3 (2023-05-16)
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TR EERS
APl &% 4 API i85

SH ERWIE SHERE %

value 2 Integer WFBEYHAE, StypeXtiayzs

BUE, EREEHRELATR

UK

o 1RCA, BRHEINFETF30
F;

o NECASIAGILH, B
INFETF 205,

Integer FCoaRdiEl, AENEE:

o BILHANEE (ZRR) ,
4116451469396881t3%
2022-02-18 09:15:39;

o RBEFHFiRtESHH, BD
start_from > (current_time
- 5min),

iy

start_from

2R 4-174 SubjectAlternativeName

2% BEWI% SR fEid

type = String BRAMREE, JaidF
DNS. IP. EMAIL. URI,
e DNS

o IP

e EMAIL

e URI

String SR R FRFRERAYE,

e DNSER!, KEHNFEIY
253;

o PR, KEARHEFI9, X
$IPV4. IPV6;

o EMAILZER, KEAREID
256;

e URIZEE!, KEAREII253,

ali

value

VRSt
REB/: 200
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IEREIERSS

APl &% 4 API B8
7= 4-175 IR Body &%
el SR R
certificate_id | String LIS AANESID,
mAMKE: 36
RAKE: 36
RE&ES: 400
7 4-176 IR Body 2%
2% ST T
error_code String Hixia IR EIRIEIR .
BIM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER .
BM<E: 0
BAEKE: 1024
RESE: 401
% 4-177 R Body 244
B8H SR R
error_code String EIREKIREAIEEIRG
B/M<E: 3
RAKE: 36
error_msg String HEIRERIREIPIEIRES
=ME: 0
BRAEKE: 1024
RE&: 403
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IEREIERSS

4 AP 5B

2 4-178 Uf; Body 2%

24

SHA

R

error_code

String

ERIERIR
RAMKE:
BRAKE:

[EIAYEEIRES
3
36

error_msg

String

EIRIE IR
RAMKE:
BRAKE:

EIREIRER
0
1024

RSEE: 404

2 4-179 IR Body 2%

2%

SHE

ik

error_code

String

FRIRIERIR
=2\ -SES
RAKE:

[ERITEIRAD o
3
36

error_msg

String

HRiRIERIR

EREIRIEE

=RIMKE: 0
BAKE: 1024

REHB: 500

X 4-180 Wi Body 2#{

BRI

24

SHR

R

error_code

String

BiRiE IR
RAMKE:
BRAKE:

[EIA9EEIRES
3
36

error_msg

String

EIRIERIR
RIMKE:
BAKE:

ERYEIRIER .
0
1024

BISCSRELIFE, BRLFHIX-Auth-TokenFEREEEStoken, HiZtokenEER
BARAPIRHIIR

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificates/csr

AShRAN 3 (2023-05-16)
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{

e e BEGIN CERTIFICATE REQUEST-----\
\nMIICyTCCAbECAQAWXELMAKGATUEBhMCQO4XxEDAOBgNVBAGTB3NpY2hhdW4xEDAO\
\nBgNVBACTB2N0oZW5nZHUxCzAJBgNVBA0TAKhXMQswCQYDVQQLEwJJVDERMABGATUE\
\nAXxMIdGVzdC5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZ4q5z\\nxgK/L/
FCOx2jESeUW5GB6zS5rVXTOWLTCTvOd 1LtWBLSRIINATYTYiP1pNo4/pBq\
\nHIM3IiUDkc896CJerYINzOIjTaV4GjCZvPrxSHU5toJvIDfIBsY+gnzbT10l/y0r\\n3yb9dx7eeF5rPR+U8RTw+Ov/
ZNRb+0CY30hrXMdrWjp5dtLGTIr5EFYXIKNOPCKR\\n
+6BGyJnCOPWSuqgwsykFbgMRkcBaNAxa59dRhMF50pvx2Vs929vFrMi+ofDELUOQz\
\n1vyjaEA3pn3AGIGXZgrGNbSfz12ixgGLes4cQD21GCIAWgnBQ7b1ru2V8ImUfyhO\\nyvTEyHJTuFbQ
+257AgMBAAGgJjAkBgkghkiGOWOBCQ4xFzZAVMBMGATUdEQQMMAQC\
\nCHRLc3QuY29tMAOGCSqGSIb3DQEBCWUAA4IBAQBK(jZuYsz4s0wb1POIWn41eiAB\
\np53qb63QKWILN9z8dLktcdSI3IPfcfPZpXv++QPtn3LRIrJKBawusk6SPXbvOGgS\\n5)J
+6eM8kVW203gHFgoaMcPYVtiO7ekG6025gx6+Rj84wbFdmpOiCc8AwrLEBwzYV\
\np1zaprWQu6PxBulkYPa3FLcntDdi7B67r0YTpxVvo1K7vHYFboDvPz7xG57QIFIM\
\nwGd10egariMT3N8gBOzLZc+jgLpxgo4xoNqBHMo6DEmMKLAWdzU4ljpuGK9had99k\\nvQ5vft/
Qra3v1ug2lOm/G92b0uA9Y1t2bMHobtAnuXLOHMY9XcLdzpC3f8h8\\n----- END CERTIFICATE REQUEST-----"

"validity" : {

"type" : "YEAR",
"value" : 3

B

"issuer_id" : "2cb2878b-6cd1-460d-bd25-afe655159bdc"
}

I Rz~ 451
RZSG: 200
BRERKIN
{
"certificate_id" : "e3e10fc6-5dff-4a70-9cb5-320d258a6215"
}
REEE: 400
BREHBIR
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
W&G: 401

ISR AEREEN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
REH: 403
TAUESRIY .

{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

REES: 404

REAFESRFEARLE
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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SIEREIERSS

APl &%& 4 APl BB
RKE&ME: 500
IRSZAEBEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REB
RSB A
200 BREMID
400 BREBHBIR,
401 BIERONEEEEN.
403 NIEEY
404 BB FESRRARIELE
500 RS AEBEIR
e
B2 EIRB.
4.2.2.4 f&¥r CSR
IhEENA
BRHTCSR,
URI
POST /v1/private-certificates/csr/parse
BRkESH

% 4-181 53K Header 8%

2% =Rk SR A
X-Auth-Token | £ String FFtoken, Z&:1AM tokenZk

5%
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TIEREERS
AP &% 4 API i85

% 4-182 {53k Body %

2% =AWk SR R
csr =2 String IFBEZIEK, 1B5EA “\r\n”

g “\n” BIEBEZiERPY
BT, BiEidconsoleimiask
3O, NEEMTFSER,
BRAKE: 5120

RS &

WR&G: 200

2 4-183 g7 Body &%

S8 SR A
key_algorithm | String ZHHEE,
key_algorithm | String FREEKE, BfIAbit,
_length
signature_alg | String BREZE, TRANEZERHEEE, W
orithm "SHA256withRSA",
public_key String yNG=I PSP
WA

Hreph, ®TREH “\nn” &;
BM<E: 0
BRAKE: 4096
distinguished_ | Distinguishe | IEBERECE, #1E5E&MDistinguishedName

name dName FEHIELERA
object

2k 4-184 DistinguishedName

2% SHRE R

common_nam | String IEBEBRAEIR (CN) .

€ R/AMRE: 1

mAKE: 64

country String ExmE, BASEN"[A-Za-z]{2}",
BMSE: 2

RAKE: 2
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SIEREIERSS

AP| &% 4 API B8
2% SR fik
state String BRI,
BME: 1
BAEKE: 128
locality String HXZIR,
BIM<E: 1
BRAKE: 128
organization | String LRIRZTR,
RIMKE: 1
RAKE: 64
organizational | String HPITTER
unit BMRE: 1
RAKE: 64
REMB: 400
% 4-185 TR Body B
8% SHEE ik
error_code String BiximKIREIAVEEIRD .
=BNME: 3
RAKE: 36
error_msg String HEIRERIRENEIRIEE
BIM<E: 0
BEAKE: 1024
W& 401
3 4-186 5 Body 2%
2% ST ik
error_code String HixiaKIREIRIEIR .
B/MKE: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER .
®BMSE: 0
BAEKE: 1024
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SIEREIERSS

AP| &% 4 API B8
K&E: 403
% 4-187 I[IK Body 2%
2% SHRE T
error_code String HEIRIERIRERIEIRG .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
®BMSE: 0
RBRAEKE: 1024
RE&E: 404
% 4-188 K Body 244
8% BHEE iR
error_code String BiRiEKIREIAIEEIRG o
=MSE: 3
RAKE: 36
error_msg String HEIRIERIRENEIRIEE
=BME: 0
BRAEKEE: 1024
K& 500
7 4-189 gL Body S
8% SHEE ik
error_code String BimimKIREIAYEEIRD .
BIMSE: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES
BM<E: 0
BAKE: 1024
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TR EERS
AP &%

4 AP 5B

iBERTA

il iz 73~ 151

BRHTCSR, 1E3KLHAIX-Auth-TokenZFEREEIHEStoken, HiZtokenFEERHFARAPI
AYI5IEIAR o

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificates/csr/parse

{

e BEGIN CERTIFICATE REQUEST-----\
\nMIICyTCCAbECAQAWXELMAKGATUEBhMCQO4XxEDAOBgNVBAGTB3NpY2hhdW4xEDAO\
\nBgNVBACTB2N0oZW5nZHUxCzAJBgNVBA0TAkhXMQswCQYDVQQLEwJJVDERMASGATUE\
\nAXMIdGVzdC5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZ4q5z\\nxgK/L/
FCOx2jESeUW5GB6zS5rVXTOWLTCTvOd 1LtWBLSRIINATYTYiP1pNo4/pBqg\
\nHIM3IiUDkc896CJerYINzOIjTaV4GjCZvPrxSHU5tolvIDfIBsY+gnzbT10l/y0r\\n3yb9dx7eeF5rPR+U8RTw+Ov/
ZNRb+0CY30hrXMdrWjp5dtLGTIr5EFYXIKNOPCKR\\n
+6BGyJnCOPWSuqgwsykFbgMRkcBaNAxa59dRhMF50pvx2Vs929vFrMi+ofDELUOQz\
\n1vyjaEA3pn3AGJGXZgrGNbSfz12ixgGLes4cQD21GCIAWgGNBQ7b1ru2V8ImUfyhO\\nyvTEyHJTUFbQ
+257AgMBAAGgJjAkBgkghkiGOWOBCQ4xFzZAVMBMGATUdEQQMMAQC\
\nCHRLc3QuY29tMAO0GCSqGSIb3DQEBCWUAA4IBAQBK(jZuYsz4s0wb1POIWN41eiAB\
\np53qb63QKWILN9z8dLktcdSI3IPfcfPZpXv++QPtn3LRIrJKBawusk6SPXbvOGgS\\n5)J
+6eM8kVW203gHFgoaMcPYVtiO7ekG6025gx6+Rj84wbFdmpOiCc8AwrLEBwzYV\
\np1zaprWQu6PxBulkYPa3FLcntDdi7B67r0YTpxVvo1K7vHYFboDvPz7xG57QIFIM\
\nwGd10egariMT3N8gBOzLZc+jgLpxgo4xoNqBHMo6DEmMKLAWdzU4ljpuGK9had99k\\nvQ5vft/
Qra3v1ug2lOm/G92b0uA9Y1t2bMHobtAnuXLOHMY9XcLdzpC3f8h8\\n----- END CERTIFICATE REQUEST-----"
}

KEB/: 200
BRERKIN
{

"distinguished_name" : {

"country" : "CN",

"state" : "sichuan",

"locality" : "chengdu",

"organization" : "HW",

"organizational_unit" : "IT",

"common_name" : "test.com"
I
"public_key" : "----- BEGIN PUBLIC KEY----- \r
\nMIIBIjANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAX1EX1JfOXquoFDjVi67T\r
\npF4kFwetNnLwC0ZQtOK3fftX4/rkHwdGdsYAalzLz2ltlgbtLIHeKaNnjlgTL8bn\r
\nODVIxww6ZP6VaxpfKXal76GxDdvb5kp8yRFUAK8N2YQOUIcsFoXn2CAx1dOtAaNF\r\nO
+Hwo0oRNp6GekZaRSYS2bk4olkQ83/2WkkTGC+tAmMjSFG7AIY8jaO5RgX40YGAN\r
\nU9UGO08xCxux8k2dsXRnY+fxRiLWphiT2ij4CYURagETbKuRIOWOI+HFVkmIU/Op\r\n3FWqBORdrRTECAC
+S5fmW75E85rAMh9f65wa/6eWcM6vinby4Bbm1mcJdR3olgKI\\nUQIDAQAB\r\n----- END PUBLIC KEY----- \r
\n",

"key_algorithm" : "RSA",

"key_algorithm_length" : 2048,

"signature_algorithm" : "SHA256withRSA"

}
KE/: 400
BERSHEIR,
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}

RED: 401

WIBRAIAEFTEEN
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SIEREIERSS

APl &% 4 APl B8
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KRE&MWE: 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REES: 404
REAFESEEARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&E: 500
ARS5AEREEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB iR
200 BREMID
400 BREHEIR
401 BRI RNEREESEN
403 NI S
404 REAFESREERILE
500 ARSSAEBEIR o
xS
BESEIRE
4.2.2.5 EiRFABGIEBEE
IEEN 4B
EGFABIEPECER .
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SIEREIERSS

AP| &% 4 API B8
URI
GET /v1/private-certificates/quotas
RS
% 4-190 53K Header 2%
2% ULk SRR R
X-Auth-Token | £ String FFtoken, £&:1AM tokenZk
BiE.
)RS
R&EE: 200
= 4-191 IR Body 2%
2% SR N
quotas Quotas object | IEFREEN, FIBEFS N QuotasFERHIRLEMIN
BH.
2% 4-192 Quotas
2% SHEE R
resources Array of HRECERSIR, #5152 ResourcesFEREIE
Resources ZEHSIRRE
objects
Z& 4-193 Resources
84 SHER faR
type String IEPH2EE:
o CERTIFICATE_AUTHORITY: CAIEE;
e CERTIFICATE: }AHIEH .,
used Integer S ABCEE .
quota Integer BLESEL:

e CERTIFICATE_AUTHORITY: YFIRAIEE

100;

e CERTIFICATE: ZEI&ESti8E 100000,
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SIEREIERSS

API &% 4 APl B8
RE&ES: 400
2 4-194 L7 Body &%
2% SR fik
error_code String BiximKIREIAVEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
FAMKE: 0
BAKE: 1024
REEE: 401
2 4-195 L7 Body %1
2% S¥RT fER
error_code String HixiaKIREIRVEIR .
BME: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BAKE: 1024
REMB: 403
7 4-196 I Body 2%
e SHRT R
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
=BMSE: 0
BRAEKE: 1024
REES: 404
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SIEREIERSS

APl &%

4 AP 5B

BRI

N Sz 73~

2K 4-197 Ui Body 2%

2H SHE R

error_code String Hixia IR EIAVEIRD
BM<E: 3
RAKE: 36

error_msg String HEIRERIREIEIRER .
=ME: 0
BAEKE: 1024

R&6G: 500

2 4-198 BRI Body 2%

2% SHE ik

error_code String EIREIREAVEIRD .
BIMKE: 3
RAKE: 36

error_msg String HEIRERIRENEIRIER
BIM<E: 0

BAKE: 1024

BEFAGIFBEER, 153KLHIX-Auth-TokenFEREE B Stoken, HiZtokenEER

BZAPIRIISIEABR o

GET https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificates/quotas

WR&E: 200
BRERLN
{

"quotas" : {
"resources" : [ {
"type" : "CERTIFICATE",
"used" : 25,
"quota" : 100000
1]
}
}

WR&G: 400

IERSHHIR.
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SIEREIERSS

APl &% 4 APl B8
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KREME: 401
SRR EREEN .
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KREG: 403
IAUESR ML,
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&HS: 404
REAFESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&8G: 500
IR EBEIR -
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
K&
RSB R
200 BRI
400 BRESHBIR
401 AR REREZEN.
403 NIEEY
404 REAFESEEARLE
500 RS EBERIR
TESL
ESIEIRB.
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4.2.2.6 EiHEHIFE

ThREN A

EFIERFB.

URI

GET /v1/private-certificates/{certificate_id}

% 4-199 BRIZS#

2¥ BRIk SR ik
certificate_id | 2 String EEHFIFAGIEBID,

=IM<E: 36
BKKE: 36

BERESH
7 4-200 153k Header &%
2% ra) 2y ST A
X-Auth-Token | 2 String FFtoken, 2W:IAM token3k
5%,
V254

R&G: 200

7 4-201 g Body &%

2 SR A
certificate_id | String FABIUEBID,

=AMKE: 36
RAKE: 36

status String IR

e ISSUED : E¥%;
e EXPIRED : Ei3H5;
e REVOKED : ER$H.

SASRRAS 3 (2023-05-16) WA © LR ABIRAE] 135


https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html
https://support.huaweicloud.com/intl/zh-cn/api-iam/iam_30_0001.html

TIEREERS
AP &%

4 API 15iB8

2% SR fik
issuer_id String R CAUFEID,

&/MKE: 36

RAKE: 36
issuer_name | String R CAIEHZR,

BAMKE: 1

RAKE: 64
key_algorithm | String ZEREE.
signature_alg | String BTEEE,
orithm
freeze_flag Integer REEIRIR:

o 0:IFKRERT;

o HE[E  FERS, SpIfE.
gen_mode String WEBERE:

e GENERATE : PCARZESER;

e IMPORT : SNBEN;

o CSR:HMERIEMLCSR, MEBCARITER, BIFA

SHARTEPCAITIES .

serial_number | String 527/ =

BNME: 1

RAKE: 64
create_time | Long IEReIEE, B (Z0R) .
delete_time | Long IEBMIBRESE, B aE (Z0R) .
not_before Long IEHEUEERTE), X RER (Z0R) .
not_after Long IEBEIEARTE), BN ntaE (ZEWER) .
distinguished_ | Distinguishe | IFBEFRECE, 1¥155& M DistinguishedName
name dName FEREIREIRAE

object

Z 4-202 DistinguishedName

¥ SHRT A
common_nam | String IEP@BRAETR (CN) .
y BAMKE: 1
RAKE: 64
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4 AP 5B

SH SHRE

g

country String

ExRwtE, FHFSEN"[A-Za-z]{2}",

BNMNE: 2
RAKE: 2

state String

EHAR,
RAMKE: 1
BEAKE: 128

locality String

HXBZIR,
BMSE: 1
RAKE: 128

organization String

HREATR,
=BME: 1
RAKE: 64

organizational | String
_unit

{HIREASTRAFR,
BIME: 1
RAKE: 64

RSE5: 400

2 4-203 g Body 2%

24 SHH

R

error_code String

BRiEKIREAVEEIRIG
BM<E: 3
RAIKE: 36

error_msg String

HixiaKIREREIRER
=ME: 0
BRAEKEE: 1024

K&RS: 401

% 4-204 I Body 2%

2% SHE

i

error_code String

EiRiEKIREAVEIRIE
=BNME: 3
RAKE: 36

AShRAN 3 (2023-05-16)
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APl &%& 4 APl B8

2H SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 403

# 4-205 IR Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

RE&E: 404

% 4-206 [[I5 Body S

84 SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

R&HB: 500

2 4-207 IR Body &%§

B2H SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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4 AP 5B

5K

N Rz~

SH SHRE g

AixRIARIRERIEIRER -

RIMRE: 0
RAKE: 1024

error_msg String

BEIFIEEIEE, 15KEFAIX-Auth-TokenZEREEIEStoken, HiZtokenEEEHBR

APIBYIEIEIRR o

GET https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificates/
6434f74f-2d13-4e6a-89eb-93ee313f1a43

RZSEE: 200
BERE KD

{
"signature_algorithm" : "SHA256",
"issuer_id" : "ef5d84d1-4f52-47d2-b1c8-a91a672487a0",
"issuer_name" : "HW CA",
"not_after" : 1665539214000,
"not_before" : 1634295475000,
"status" : "ISSUED",
"freeze_flag" : 0,
"gen_mode" : "GENERATE",
"serial_number" : "202110151057541266081861",
"distinguished_name" : {
"country" : "cn",
"state" : "guizhou",
"locality" : "guiyang",
"organization" : "hw",
"organizational_unit" : "IT",
"common_name" : "test.huawei.com"
T
"key_algorithm" : "RSA4096",
"create_time" : 1634295475000,
"delete_time" : null,
"certificate_id" : "6434f74f-2d13-4e6a-89eb-93ee313f1a43"
}

RS 400
BREHBIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RE&ES: 401
AR RNEREESN
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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WR&G: 403
TANIESRT

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
WK&G: 404
BRAFESRRRERLE

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
REB: 500
IRSSAEREIR o

{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"

}
T
7N )
200 BEREMIN
400 ERSHEIR.
401 WIERIINEREEN
403 INELM
404 BRAFERREARLE.
500 AR5 EREEIR o
FRI=tg
55 IEIRB .

IBRIES

URI

DELETE /v1/private-certificates/{certificate_id}
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APl &% 4 APl B8
7+ 4-208 IRZBH
el =AWk SHRT R
certificate_id | 2 String FrEMIBRAOFABIERID,
B/ME: 36
RAKE: 36
IBRESH
K 4-209 i53K Header 3#
2% =% SR ik
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
i\ pr
R &%
RE&ES: 400
% 4-210 5 Body 2%
2% SHRE T
error_code String Hixieg KIREIRYFEIRD
B/IM<E: 3
RAKE: 36
error_msg String HiRiERIREIEIRIER .
BM<E: 0
RBRAXEKE: 1024
K&MB: 401
% 4-211 I Body S
B8H BHEE iR
error_code String HiRiaIREIRIEIRD
=MEE: 3
RAKE: 36
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IEREIERSS

APl &%& 4 APl B8

2 SRR iR

error_msg String EIRBENRERENEIRER
=BNME: 0
BAKE: 1024

REB/: 403

= 4-212 IR Body 2%

2% SHEE R

error_code String EIRIEKIREAVEEIRID
BIME: 3
RAKE: 36

error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024

RE&E: 404

% 4-213 I Body S

2% SHER R

error_code String Hixia IR EIAVEIRD .
B/M<E: 3
RAKE: 36

error_msg String HRERREPEIRER
Hj/_]\{tr;. 0
BRAKE: 1024

R&HB: 500

K 4-214 [9[; Body 2%

¥ SRR iR

error_code String EiIRiEKIREAVEIRIE
=BME: 3
RAKE: 36
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TR EERS
AP &%

iBERTA

N Mz 73~

4 API BB
2% SRR fik
error_msg String HiRERIREIPEIRES .

=BNME: 0
BAKE: 1024

RIBRIES, 1BKLFAIX-Auth-TokenZERFEEIEEtoken, HiZtokenFEEZEHZARAPI

HIBIERR -

DELETE https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificates/

6434f74f-2d13-4e6a-89eb-93ee313f1a43

KR&ME: 400
BREHBIR
{

"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RS 401
BRI NERESN
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
RS89 403
INIESRML
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
KEB: 404

BEAFEREFEARILE

{
"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
RZ&D: 500
IR AEBEEIR o
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}

AShRAN 3 (2023-05-16)

IRIERE © LA/ ARBIRAE 143



IEREIERSS

APl £ 4 API iR
NG
K& ik
204 1BKEMIN, Flakzbody
400 BRSHEIR
401 WIEKRAIINEBEEN
403 INIERTY
404 REAFEREFERLE
500 ARSSAEBEIR -
T EL
ESIEIRE.

4.2.2.8 SHiIFH

ab
TRENR

SHiE$H.

o EEREBELER, DLATHMIER:

- is_compressedatruely, IREIXHEFHE, pEA: IEBEFR_typeFE/I
BSxf.zip, 917 test_apache.zip “,

type = "APACHE"RY, [E4HBHBE=1{4: serverkey ( A3,
ABZAPEMIER ) . chain.crt (iEB§E, BB HNPEMIET ) . server.crt
(IEH, IBERPEMIER ) ;

type = "lIS"BY, EFHEEFEEFIIH: keystorePass.txt ( keystore
0% ) . server.pfx ( PFXIEH, iFBSIFPHEAER—NE ) ;

type = "NGINX"HY, EHESFEERNIH: serverkey ( BB,
ABEHPEMIET! ) . servercrt ( AFAPEMIE, IEBSIEHEESHE
B—1) ;

type = "TOMCAT"BY, EREHEEM I N4 keystorePass.txt
(keystore[1<) . server.jks (JKXIEH, iFBSIFRiEESER—
) ;

type = "OTHER"RY, EHESHFEE=/1H: serverkey ( ZAX,
WEHRPEMIER ) . chain.pem (iEH%5%) . serverpem (iF$) .

- is_compressedfafalsefld, ix[Eljsont&t, IREIFNEASEWNT:

type = "APACHE"g"NGINX"g"OTHER"FY, REISEUT:
o certificate (IFBAZE, PEMIE) ;
o certificate_chain (iFH4%, PEMIE) ;
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o private_key (IEPFAH, PEMIE ) ;
" type = "lIS""TOMCAT "}, ERIREN .
(D %8R
QELTEPREN “BER” 0, FTHTSHIRE,

URI
POST /v1/private-certificates/{certificate_id}/export
* 4-215 BRRBY
84 B WI%E SR R
certificate_id | 2 String FrESHRIFABIEBID,
=/IMKE: 36
RAKE: 36
IBREH
% 4-216 153K Header 2%
8% BE W% SRR ik
X-Auth-Token | 2 String FFtoken, ZR:1AM tokenik
A%,

% 4-217 i53K Body 2%

2% BEWI% SRR ik

is_compressed | 2 String =5 EYs .
e true
e false
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TR EERS
APl &%

4 AP 5B

SHERE %

String IRIEIRSS 2L EEIF FHIEPRY

Fozl, SHAFLATRMSEE:

e APACHE : apachef[R53 88
SERLLSE;

o NGINX : nginxBRS3 S&H#ETH(E
Bitt2#;

o IS : windowsiRSZSEIE=(E
BltsE;

e TOMCAT : tomcatfRS3S8H#E
FERILLSE;

e OTHER : TEPEMIETIE
B, HEFERLLSE.

N Rz S4L

WR&B: 200

7 4-218 IR Body 2%

S8 SR A
private_key String FASARS o
certificate String IEBAS,
certificate_ch | String IEBRERE.
ain
KEB/: 400
2 4-219 Ui Body 2%
2 SR R
error_code String EiREKIREREIRD .
BIME: 3
RAKE: 36
error_msg String HixiaXKIEEINEIRER .
=IMKE: 0
RAXIKE: 1024
REEE: 401
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APl &%& 4 APl BB
7= 4-220 IR Body &%
2% SR R
error_code String BiximKIREIAYEEIRD -
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024
KE/: 403
2 4-221 IR Body 2%
84 SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
JRARG: 404
K 4-222 [ Body 2%
8% SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
BRAKE: 36
error_msg String HEIRERIRENEIRIEE
BIM<E: 0
BEAKE: 1024
KEB\: 500
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APlI &%

4 AP 5B

BRI

MRz~

K 4-223 I Body 2%

S8 SR A
error_code String EIRIEXRIREAIEEIRE

=ME: 3
BRAKE: 36

error_msg String HEIRIERIRENEIRIEE
BIM<E: 0
BAKE: 1024

SHIFE, EKLFAIX-Auth-TokenZERFEEIEEtoken, BiZtokenFEEEBZAAPI
AYIBIEIRSR o

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificates/
6434f74f-2d13-4e6a-89eb-93ee313f1a43/export

{
"type" : "other",
"is_compressed" : false

}

W&G: 200

BERERKID
{
"certificate" : "----- BEGIN CERTIFICATE----- \P\n******\ r\n-——-- END CERTIFICATE-----
"certificate_chain" : "----- BEGIN CERTIFICATE----- \r\n******\r\n----- END CERTIFICATE----- \r\n----- BEGIN
CERTIFICATE----- \r\n******\ r\n----- END CERTIFICATE-----
"private_key" : "----- BEGIN RSA PRIVATE KEY----- \r\n******\ r\n-—--- END RSA PRIVATE KEY----- \r\n"
}
REB: 400
BRSHEIR.
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
R&mG: 401
ISR TE T EEN
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
W&G: 403
UNIES

{

"error_code" : "PCAXXX",
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APl &% 4 APl B8
"error_msg" : "XXX"
}
R&ES: 404
REAFESEERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S89: 500
RS AEREEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 BEREMI
400 BRSHEIR
401 BRI RE R EZEN.
403 NI S8
404 REAFESREERILE
500 RS AEREEIR
xS
B2 EIED.
4.2.2.9 BHIER
IhEENA
RIEIER .
(MAgITY:
i BANEIEERIEERA, BKbodyidEER"{}', BUBESRE.
URI
POST /v1/private-certificates/{certificate_id}/revoke
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SIEREIERSS

AP| &%& 4 APl BB
* 4-224 BRBH
2% =A% SR 1)
certificate_id | 2 String FrERERIFABIERID,
=IMKE: 36
RAKE: 36
BREH
2 4-225 153K Header 2%
S =AW SHER U
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
i\
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TIEREERS
AP &% 4 API i85

% 4-226 753K Body S

2% =A% SR 1)
reason & String RIFIER, IFLATIEIN:

e UNSPECIFIED : BHATkIE
EMRHEERE, ABIME;

e KEY COMPROMISE : i
ZEEMELTEE;

e CERTIFICATE_AUTHORITY
_COMPROMISE : ik &2
L, TTREIFTECAZR BRI

e AFFILIATION CHANGED :
EBPFEASREMEREE
ZWE;

e SUPERSEDED : ItHFHE#
B

e CESSATION_OF OPERATI
ON : LB aniiA& IR E AR
LREFLLEE;

e CERTIFICATE _HOLD : iZilF
PHBIANBER B, T
THERATBES AR

e PRIVILEGE_ WITHDRAWN :
tHFBABEEEERNE
TERIRR 5

e ATTRIBUTE_AUTHORITY_ C
OMPROMISE : 1B{RItLIFH
BRI s EZEIR
=

izl
LHAEEE BEERAT, i5Kbody
FBEER{Y, BUESIERE,
ZRIA{EIUNSPECIFIED,

K=E:

o UNSPECIFIED

e KEY_COMPROMISE

o CERTIFICATE_AUTHORITY
_COMPROMISE

o AFFILIATION_CHANGED
e SUPERSEDED

e CESSATION_OF_OPERATI
ON

e CERTIFICATE_HOLD
e PRIVILEGE_WITHDRAWN
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AP % 4 API 5388
28 BEwiE SRR R
e ATTRIBUTE_AUTHORITY C
OMPROMISE
Nl Bz 248

REB: 400

3= 4-227 IR Body %

2% SHE

i

error_code String

EIRIESORERIFEIRD .
=IM<E: 3
BKIKE: 36

error_msg String

EIRIERREAIEIRER
=IM<E: 0
BAKE: 1024

KRS8 401

R 4-228 g Body %4

24 SHR

faR

error_code String

EIRERIREAIEEIRG
=IMKE: 3
BRAKE: 36

error_msg String

EREKIREREIRER
BM<E: 0
BRAEKE: 1024

REB: 403

% 4-229 I Body 2%

¥ SRR iR
error_code String EiREKIREIRVEIRD .

RIMKE: 3
RAKE: 36
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APl &% 4 API BB
2% SRR fik
error_msg String HEIRERIREIPIEIRES

=BNME: 0
BAKE: 1024

REB: 404

2 4-230 IR Body 2%

¥ SRR iR
error_code String EiRiEKIREIRVEIRE .

=BME: 3

RAKE: 36

error_msg String HEIRIEKIREVEIRES
&/MKE: 0

BRAKE: 1024

HKEB/: 500

5 4-231 gL Body &%

¥ SRR T
error_code String EimiEKIRERVEIRED .

BIME: 3

RAKE: 36

error_msg String EIRIEKIREVEIRES
BM<E: 0

BAKE: 1024

iBERTA

RIEIER, BRLFAIX-Auth-TokenFREEIHStoken, HiZtokenFFEERHFARAPI
AYI5IEIABR o

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificates/
6434f74f-2d13-4e6a-89eb-93ee313f1a43/revoke

{
"reason" : "KEY_COMPROMISE"

}
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M iz 7~ A5
RS 400
BREHBIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RE&E: 401
BRI EREESN
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
REES: 403
INIESRML
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
WRE&E: 404
BB FESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R7S8G: 500
ARS5AEREEIR
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RS A
204 1BREMIN, Flakzbody
400 BRSHEIR
401 BRI RE R EEN .
403 TAIERTY .
404 RIEAFAESREFEARLE
500 ARSZEBEEIR
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APl &%

4 AP 5B

ZPS

52 IEIRE .

4.2.3 I RELE

4.2.3.1 EEEEEEEIENR

&b
INEEN4A

URI

VRS54

EERLGEBEENR.

AR

BFFHERKStokenEEEZREEER (secu_admin ) R,

GET /v1/private-certificate-authorities/obs/agencies

2 4-232 15K Header &

B8H =Wk SR ik
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
BGiE
RE&HB: 200
% 4-233 I Body 2%
e SHRT R
agency_grant | String OBSHBIRIEEER .
ed o true
o false

W&G: 400
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SIEREIERSS

APl &%& 4 APl BB
2 4-234 IR Body &%
2% SR R
error_code String BiximKIREIAYEEIRD -
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024
HKEB/: 401
2 4-235 i Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
REB/: 403
2 4-236 I Body &%
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
BRAKE: 36
error_msg String HEIRERIRENEIRIEE
BIM<E: 0
BEAKE: 1024
WRE&EE: 404
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AP| &% 4 API i5BH
K 4-237 0 Body 2%
2% S¥RT R
error_code String Hixim IR EIRIEIR .
B/MKE: 3
RAKE: 36
error_msg String HEIRERIREINEIRER .
®BMSE: 0
BRAEKE: 1024
KEME: 500
2 4-238 1L Body &%
2% ST ik
error_code String HixiaIREIRVEIR .
BIM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRER .
=BMSE: 0
RAKE: 1024
=GNl

N Mz 73~ 51

BEPCARSEBRFIIOBSEIENR ( BFIHIRI0OBSHE, EHmIETIER ) , BERLHF
HIX-Auth-TokenFERFEZEIEStoken, HiztokenFFZEBSAPINILANRSZEE

R (secu_admin) R,

GET https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/obs/agencies

KR&ME: 200
iEREMN
{

"agency_granted" : "true"
R&E3: 400
ERESHEIR,

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
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API &% 4 API B8
HKEB: 401
BRI NEREZS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
K& 403
NS
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RSB 404
R FESREARLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&G: 500
ARSZEBEEIR -
{
"error_code" : "PCA.XXX",
"error_msg" : "XXX"
}
RS
REHE A
200 BEREMI
400 BRSHEIR
401 BRI RE R E=1 .
403 TAIERTY .
404 RIEAFAEREFEARLE
500 RS EBEEIR
e
ESIEIRB.
4.2.3.2 SIEFET
IhEEN4A
FAPZ5PCABISZOBSEAEIEAN, A THAIOBSHE, E#FmiETIZER
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TR EERS
AP &% 4 API i85

(MARY:
FBFEERkStoken EEE S L 2EER ( secu_admin ) 1R,

URI
POST /v1/private-certificate-authorities/obs/agencies
IBREH
7 4-239 153K Header 2#
8% BE W% SRR ik
X-Auth-Token | 2 String FHFtoken, 2W:1AM tokenzk
Hyﬁlio
VRS54

RZSEE: 200

2% 4-240 IR Body %

e S¥n R
agency_id String BIZ2OBSEIE, HIAMIREIRIERID,

WK&6G: 400

7= 4-241 gh7 Body %4

2% S¥RT S

error_code String EIRERRERIEIRE
BIM<E: 3

RAKE: 36

error_msg String HiRiERIREINEIRIEE .
BM<E: 0

BAKE: 1024

KRS8 401
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SIEREIERSS

APl &%& 4 APl BB
K 4-242 0 Body 2%
2% SRR R
error_code String BiximKIREIAYEEIRD -
BM<E: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER
BM<E: 0
RAKE: 1024
KE/: 403
2 4-243 Ui Body 2%
2% SHER R
error_code String EIRERIREAIEEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRERIREREIRER
=ME: 0
BRAEKE: 1024
JRARG: 404
2 4-244 IR Body 2%
¥ SRR iR
error_code String EiRiEKIRERVEIRE .
=BME: 3
BRAKE: 36
error_msg String HEIRERIRENEIRIEE
BIM<E: 0
BEAKE: 1024
KEB\: 500
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TR EERS
APl &%

4 AP 5B

2K 4-245 I Body 2%

2%

SHRE

ik

iERTpl

N Rz~

error_code String

EIRIE IR
U NEF
BRKE:

[ERITEIRAD o
3
36

error_msg String

EIRIERIR
RAMKE:
BAKE:

EIRIEIRER .
0
1024

FAF45PCABIZROBSEATIZIN ( FBTFAIOIOBSHE, E#FHBHEIIE ) , BKLAHIX-
Auth-TokenZEREEEStoken, HiZtokenEEBEBGARAPIIHOSESLZEEIER

(secu_admin) R,

POST https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/obs/agencies

WRERS: 200
IEREMK
{

"agency_id" : "078ade0fc20010004f8fc0034fad529d"

}
WR&E: 400
IEREHAEIR.

{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REE: 401
AR RERESIN
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
REB/: 403
NS,
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KEB: 404

BEAFESRRFERLE

AShRAN 3 (2023-05-16)
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{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
R&H: 500
IR AEBEEIR o
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 BREMI
400 BRSHEIR
401 AR S DUEEEE= S
403 TAIESEY
404 RBEAFERRFEREE
500 IRSZEBEEIR -
e
ESIEIRB.
4.2.3.3 &if] OBS HE5IFE
INEEN4A
ZHOBSHAGIZ
(MmEiY::
REAFCETERIEEN, ArERLEO., IEREENESIANY: IFBREGE-CIZER.
URI

GET /v1/private-certificate-authorities/obs/buckets
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APl &% 4 APl B8
RS
7 4-246 153K Header &%
B8H = WI%E SR R
X-Auth-Token | 2 String FBFtoken, &:1AM token3k
BGiE

RS &

WR&G: 200

7% 4-247 IR Body %

2 SR iR

total Integer OBSIEZ#] .

obs_buckets | Array of OBSIE%IZE, #5152 M ObsBucketsFEREIELS
ObsBuckets | f¥3i588,
objects

2E 4-248 ObsBuckets

2% SRR R
bucket_name | String B,

BM<E: 3
mRAKE: 63
create_time Long BUEERYE) MU oRTEEL (=R )

WK&G: 400

7 4-249 IgR7 Body 2%

S8 SR A
error_code String ERIEKIREIRIEEIRED -

=ME: 3

RAKE: 36

error_msg String HEIRERIRENEIRIEE
BIM<E: 0

BAKE: 1024
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API &% 4 APl B8
REES: 401
2 4-250 L7 Body %1
2% SR fik
error_code String BiximKIREIAVEEIRD .
BNME: 3
RAKE: 36
error_msg String EIRIEKIREVEIRES .
FAMKE: 0
BAKE: 1024
K& 403
2 4-251 gL Body &%
2% S¥RT fER
error_code String HixiaKIREIRVEIR .
BME: 3
RAKE: 36
error_msg String HEIRIERIREINEIRIER .
BM<E: 0
BAKE: 1024
K& 404
# 4-252 IR Body 2%
e SHRT R
error_code String EIRERRERIEIRD .
B/M<E: 3
RAKE: 36
error_msg String EIRIERIREINEIRER .
=BMSE: 0
BRAEKE: 1024
IK&[E: 500
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APlI &%

4 AP 5B

iERpI

il iz 73~ 451

7 4-253 IR Body &%

24 SHE

R

error_code String

EiRiE IR
RAMKE:
BRAKE:

[EIAYHEIRED o
3
36

error_msg String

FEIRIBERIR
RIMKE:
BAKE:

EIRIEIRER
0
1024

BEFAFOBSHESIER, BHRLFPAIX-Auth-TokenFEREEEStoken, BiktokenFHEZE

BEEZRAPIRIAEINR

GET https://ccm.ap-southeast-3.myhuaweicloud.com/v1/private-certificate-authorities/obs/buckets

RS 200
BERE KD

{

"total" : 2,

"obs_buckets" : [ {
"create_time" : 1554867690718,
"bucket_name" : "admin1"

o
"create_time" : 1554949519646,
"bucket_name" : "admin3"

}1
}

REB: 400
BRSHEIR.
{

"error_code" : "PCAXXX",
"error_msg" : "XXX"

}
REB: 401
AR REREEN
{
"error_code" : "PCAXXX",

"error_msg" : "XXX"

}
KE/: 403
INIESE .

{
"error_code" : "PCAXXX",

AShRAN 3 (2023-05-16)

IRIERE © LA/ ARBIRAE 165



SIEREIERSS
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"error_msg" : "XXX"
}
KEE: 404
REAFESREERLE
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
KR&MG: 500
IRSSAEBEEIR o
{
"error_code" : "PCAXXX",
"error_msg" : "XXX"
}
RS
RSB ik
200 BREMI
400 BRSHEIR
401 BRI REREEN .
403 TAIESEY
404 RBEAFESRRFEREE
500 IRSZEREEIR
e
ESIEIRB.
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SIEREIERSS
APl & 5 NP

5 Rz 7=

5.1 7~ 1: BHFFITHA SSL iFH

ins=iER
AETESEEIESCMEORBREEISSLES .
AR
o BIBSSLEBRISGEBARMNENTREFIG . EBBAEY, NRBEEHES.
o BIRSSUEBHIEIRE, BEXEGH, HERR(.
iR IEO
o EWIEBIIFER: ERARIKS FAERISSLERIIZE.
o MPRIEF: MIPRIEEAITHASSLIES
BRAFLRR

T FEFIERIIE.
o EMOMBXER
URIFE=: GET /v3/scm/certificates
FiEESIESIERIIE.
o iEKTHI
GET: https://{endpoint}/v3/scm/certificates
{endpoint}{E EiE M ith XFNLR R T mIKEL o
Body:
{
"limit"; "2",
! "offset": "0"

o [IBRN7RA
{

"certificates" : [ {
"id" : "scs1554192131150",
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"name" : "test",
"domain" : "www.zx.com",
"type" : "OV_SSL_CERT",
"brand" : "GEOTRUST",
"expire_time" : "2021-05-27 16:46:25.0",
"domain_type" : "MULTI_DOMAIN",
"validity_period" : 12,
"status" : "ISSUED",
"domain_count" : 2,
"wildcard_count" : 0,
"description" : null

jaH

"total_count" : 1

}
2 MBRIES,

o EOMWXER
URIAE=,: DELETE /v3/scm/certificates/{certificate_id}
F#IEESIUMERES

o BRI
DELETE: https://{endpoint}/v3/scm/certificates/scs1554192131150
{endpointYZ 2iE M X FNLR R T5 RIKEN o

Body:
{certificate_id:scs1 554192131150
}
o IRzl
{1}
9,
Eerror_code" 1 "SCM.XXX",
"error_msg" : "XXX"
}
R
5.2 5] 2: BB SSL iFB#EiXE MRS
1BEHEA
LHIGEEEA TWILAEREER L IZWAF, CONIRS S, LUREISHTZRE,
OISEASTTEEZ TEBSARISIMES, BEEBHEEE BFRSF.
B REEO
o SANIFE: BETUIANEBRSARISCMAHITIRE .
o HENFPIIE: BEARKS TIRAGRIERIIER, KEFEEHEXIEBANESID,
o EEXUFF: BSABISCMARIZL MEBIEXRI LIRS,
BRIELPR

|1 SAIEB.
o EMOMBXER
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APlI &%

5 NARBGI

URIF&=(: POST /v3/scm/certificates/import
FHEEENSANILES,

B3Rl

POST: https://{endpoint}/v3/scm/certificates/import
{endpointHE 25 N\ XFNL iR TS =34H

{ﬂlﬁ]F_\iﬂﬁU

"certificate_id" : "scs1554192131150"
}

£E;2 FHIEBIIE.

EOBEXER
URI¥B=: GET /v3/scm/certificates
FiEESIEEIERIIER.
B3Rl
GET: https://{endpoint}/v3/scm/certificates
{endpointZ 2B MK FNLE R TS RIKEN o
Body:
{

"limit": "2",
! "offset": "0"

M) iz 7351
{

"certificates" : [ {
"id" : "scs1554192131150",
"name" : "test",
"domain" : "www.zx.com",
"type" : "OV_SSL_CERT",
"brand" : "GEOTRUST",
"expire_time" : "2021-05-27 16:46:25.0",
"domain_type" : "MULTI_DOMAIN",
"validity_period" : 12,
"status" : "ISSUED",
"domain_count" : 2,
"wildcard_count" : 0,
"description" : null

1

"total_count" : 1

}

£E]3 HEXIEB,

EOBEXER

URI®ET: POST /v3/scm/certificates/{certificate_id}/push

FIEES XIS .

BRI

POST: https://{endpoint}/v3/scm/certificates/scs1554192131150/push
{endpoint{E 1B M ith XFNLR R TS IR o

EITJ]F_\'ZU_?WH

}
%

"error_code" : "SCM.XXX",
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TP EERS
AP &%

5 MBI

"error_msg" : "XXX"

}

-

5.3 il 3: ELEER SSLIFBHEXHM=IRSS

AELESEMITEEISIMESWLHERKANER XL ZWAF. CONR{E
A, LMREWSHEZRE,

BIEERIIR: ERAKS FAERNERIIER, RNEEHEXIEBANESRID,
HEXIER: BEASSUEBIEXEICARIRS .

£E1 FIRIERIIR.

IRk
54 m
BRIFE R

EORXER
URIKE=: GET /v3/scm/certificates
FEESIEaSIERIIE.
BRI
GET: https://{endpoint}/v3/scm/certificates
{endpointfZ 2iE M X FNL2n T3 RIKEN o
Body:
{

"limit": "2",

"offset": "0"
}

Nl Sz 73~451)
{

"certificates" : [ {
"id" : "scs1554192131150",
"name" : "test",
"domain" : "www.zx.com",
"type" : "OV_SSL_CERT",
"brand" : "GEOTRUST",
"expire_time" : "2021-05-27 16:46:25.0",
"domain_type" : "MULTI_DOMAIN",
"validity_period" : 12,
"status" : "ISSUED",
"domain_count" : 2,
"wildcard_count" : 0,
"description" : null

ja R

"total_count" : 1

}

HIR2 HEXSSLIEHR,

EOBXER
URI®ET: POST /v3/scm/certificates/{certificate_id}/push
ES kS SN
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SIEREIERSS
API 2% 5 NP

o iFKTfI
POST: https://{endpoint}/v3/scm/certificates/scs1554192131150/push
{endpointMZ 2iE MK FNLE LK T5 RIKEN o
o MRz
{}
13

"error_code" : "SCM.XXX",
"error_msg" : "XXX"

}
.
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6 [7358 API

APl &%

6 [ASE API

6.1 SSL IFHETE

6.1.1 YL SSL iFH

A
TORENA
RISESSLITEH o
(0 #a
RS “agree_privacy_protection” AFHSEA “true” , A EEAIIRRIISTEBHE,
URI

o URIKRT
POST /v2/{project_id}/scm/cert/purchase

o  SHURHA
¥ BEwiE SR R
project_id = String IRBID,
BERIHE
BREH
28 BRI SR R
cert_brand 2 String WEB R,
a0: GLOBALSIGN

172
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SH

BRWIE SHRE

%

cert_type

String

i

IEPB2EE, BUYEIT:

e DV_SSL_CERT

e DV_SSL_CERT_BASIC
EV_SSL_CERT
EV_SSL_CERT_PRO
OV_SSL_CERT
OV_SSL_CERT_PRO

domain_type

i

String

2R, BYEIT:

e SINGLE_DOMAIN: Bi#Z
e MULTI_DOMAIN: ZiF&3%
1

i)

e WILDCARD: Zig#&3L8Y,

effective_time

Integer

i

EREXE (F) , BEWNT:
. lﬁ MSLAERHA9 1 FRIIE
. SE MSEBEZHAI9 2 FRIE

domain_num
bers

Integer

ali

HEHE.

o 3 “domain_type” i&iRRY
2 “SINGLE_DOMAIN” 5
“WILDCARD” ZERIFGIFH
BY, IR EEEN “17 .

o 4 “domain_type” EIFH
2 “MULTI_DOMAIN” 258y
BUIERART, HBHEEET
ElA “2~1007 ,

order_number

Integer

i

WEZRGEBHE . BUETEEYS
1 "’1 OOO o

agree_privacy
_protection

Boolean

ali

EEREERFAMY

o true: EEFEFAIMN o

o false: AEIEBSFANMN -
MY EEIE E AtrueZ BERLINT
T,

NaRZHS
RIS
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2% BEWI%E SRR ik
order_id 2 String MBS,
cert 2 Array of cert | IEBFIZE, FHEBESNFE6-1,

objects
£ 6-1 cert
8% BRI SRR ik
cert_id =2 String uFBID,

5l

ANTFLAMSE 15K B2 aGlobalsign, 12K n2ia, HEZHEN5, BRHAIEN

OViEH 16l

o IERIFHI
{
"cert_brand":"GLOBALSIGN",
"cert_type":"OV_SSL_CERT ",
"domain_type":"MULTI_DOMAIN",
"effective_time": 1,
"domain_numbers": 5,
"order_number": 1,
"agree_privacy_protection":true,

o IRAES
{
"order_id": "CS1803192259ROA8U"
"cert": [{

"cert_id": "scs1481110651012",
1
}
517
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RSB

F6- 2R ZAPIREINIEEREE

% 6-2 I\EH3

K& w3 RS
200 oK EREM

SEREE, B2ERB.
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SIEREIERSS

APl &%& 6 [558 API
6.1.2 FiFHFH5IE
INEEN4A

RIBIER ARG EHBZEDERIIR.

A
HRIREAPRIEES, ZEEREIIERIIE.

URI
o URIFET
GET /v2/{project_id}/scm/certlist?order_status=&content=&sort_key=&
sort_dir=&limit=&offset=
o  SHURMA
e ERUWIE SR fEA
project_id = String ImBID,
IBXRIER
ERSH

SASRRAS 3 (2023-05-16) WA © LR ABIRAE] 175


https://support.huaweicloud.com/intl/zh-cn/api-ccm/ListCertificates.html

TR EERS
AP &%

6 [7358 API

SH

SHERE

%

order_status

=
=
= String

PR, BUYEWT:

e PAID: iFHENS(T; FHIB
wH,

e ISSUED: ifHEE%,

e CHECKING: iFHERiE®EZ
=R

e CANCELCHECKING: EWHIE
PERIBEZT,

e UNPASSED: iFBHEIEHRE

e EXPIRED: iFHEiZHA,

e REVOKING: iFHREERB
BHiZH,

e REVOKED: iFHERHE,

e UPLOAD: iFHit&E,

e SUPPLEMENTCHECKING:
SRR HTEHINRS
72t

e CANCELSUPPLEMENTING:
BGE IR N Bt

content

String

S e

sort_key

I | DA

String

HERMIES S, BUEWT:

e certExpiredTime: UEHZEHA
B E] o

e certStatus: EFHIRZE.

o certUpdateTime: IFPEH
AE .

sort_dir

iy

String

HEFEB . IRIBHEFRSH
sort_key#1THERE, BUEUNT:

e ASC: AR,
e DESC: &%,

limit

iy

Integer

BREZEHE, BEWNT:
e 10: BRESRIOKIIEHE
=]

1SN0

o 20:

1CN O

BERER20ZIEREE

e 50: BRERS0FIERE

e ]

offset

i1y

Integer

RZE. BUESEEN1~30,
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N Rz

BV
2 AW SR faR
total 2 Integer FIRIEBE=E,
free_remain 2 Integer % 2N IE PRI R E .
order_list 2 Array of IEHIIZ%, FIEESIERE-3,
order_list
objects
2% 6-3 order _list
2 BRI SR i)
cert_id =2 String uFBID,
cert_name g String UEPBEFR
domain = String Y .
cert_type = String UEHEEY,
cert_brand 2 String WEB R,
domain_type | =2 String eSO
purchase_peri | & Integer BXEA,
od
expired_time | 2 String UEREIHARYE]
order_status 2 String WERIRES,
domain_num | & Integer HEH=E.
wildcard_num | 2 Integer ZIBHE.
ber
cert_des = String IEBEA,
Al
o EKIEH
To
o [IRZFFI
{
"total": 1,
"free_remain":"19",
"order_list": [{

"cert_id": "scs1481110651012",
"cert_name": "scs-0001",
"domain": "*.example.com",
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"cert_type": "GEOOVO1",

"domain_type":" SINGLE_DOMAIN ",
"purchase_period™:1,

"domain_num™:10,
"wildcard_number":2,

byl
}

EE
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"

}
RS
E6- AN EAPIREHEEIRSE,
& 6-4 K3
RS et RZSHAA
200 OK BREMIN.

SEREE, BEIERB.

6.1.3 EiEIFHiFE

LIREN4A
BRI BIFMAEE.
it
LEIREAPIEMSEF, BN ERRBUEBIEE.
URI

o URIKE
GET /v2/{project_id}/scm/cert/{cert_id}
o SN

2% =AW SHERE R
project_id = String IRHID,
cert_id = String uFHID,
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IEREIERSS

APl &% 6 [7358 API
BXRiBEE

BRESE

o

aRzHR

E)NVE=S 34
B8H =AWk SR R
cert_id = String WEBID,
order_id =2 String 1JEID,
cert_name 2 String IEPBEFR,
cert_type = String S ESit
=~ oV
cert_brand 2 String WEBREE,
~f5l: GLOBALSIGN
domain_type | =2 String e SN
~G: MUILT_DOMAIN
domain_name | 2 String UERYPEHE o
2f5: funnyzx.com;abc.com
domain_num |2 Integer HENE,
ber T 3
cert_describe | & String WEBHEA
push_support | & String PR IFHX,
revoke reason | 2 String B RHEER,
domain_name | 2 String WEBHEE, S NMNIBHESS
‘7 R
~H:
www.example.com;www.exam
ple1.com;www.example2.com
company_na = String NEIBIR,
me
company_pro | 2 String RNEIFFEED -
vince
company_city | =2 String NEIFFED
applicant_na | 2 String NEBEEAES,
me
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2% BRIk S faiR

applicant_pho | 2 String NEIBAREARIE,

ne

aF:plica nt.em |2 String NEJEE AR

ai

contact_name | & String BARBRAHES,

contact_phon | £ String RARBREARBIE,

e

contact_email | 2 String FARBER AHBFE

status 2 String WEPIRES

encrypt_type | =2 String BERMETE L,

country = String ERE,

organization_ | & String NI

unit

DNS_push_sta | & String DNSHEEIRZE .

tus o ON: FRHEERIN.

o OFF: FREHEXRM
e NONE: FRTKFBHEI
o

auth = Array of auth | IEBEIPIRE, #EBEsR

objects 6-5,
% 6-5 auth

2% AWk SR ik

method 2 String KIEAC.

status 2 String UERIGIEIRES

domain_name | 2 String DNSIEUFEE .

host_record =2 String DNSIGUEFHIER .

record_type = String DNSIEIFCFRE,

record = String DNSIEURCR{E .

ANl
o BEKIES
o
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o R4
{
"cert_id": "scs1481110651012",
"order_id ": "CS1803192259R0OA8U",
"cert_name": "test",
"cert_type": "OV",
"cert_brand": "GEOTRUST",
"domain_type": "MUILT_DOMAIN",
"domain_name": "funnyzx.com;abc.com",
"domain_number": 3
"cert_describe": "XXXXXXXXX",
"push_support": "o
"revoke_reason": "xxxxxxxxxxx",
"domain_name": " www.test.com;*.example1.com;*.example2.com",
"company_name", "ERHFIRAT",
"company_province": "I "ZRE",
"company_city": "iR®RYIIFE",
"applicant_name": "sk=",
"applicant_phone": "13087654321",
"applicant_email": "example@xx.com",
"contact_name": "sK=",
"contact_phone": "13087654321",
"contact_email": "example@xx.com",
"status": "PAID",
"encrypt_type": "SHA256withRSA2048",
"country": "CN",
"organization_unit": "unit",
"DNS_push_status": "ON",
"auth": [{
"method": "DNS",
"status": " checking ",
"domain_name": "www.test.com",
"host_record": "dnsauth",
"record_type": "TXT",
"record": "201803272148gwedginciog08"
1
}
517
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RS
%6 6; E’JZEAPI @EIJIEI%'{k/u\ﬁE.,] o
% 6 6 '{k/l_,\
RSB i) REIER
200 OK BREMIN.
E%'{klu\ﬁ% ) 1@ / Ei%ﬁq o
\
6.1.4 {EZ5GIEH
IjJAb/\QJJ
B
(ESEERIE BRI Z IR HIA o
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URI
o URIKE
PUT /v2/{project_id}/scm/cert/{cert_id}
o SHUHHA
¥ BARWI% SHEER iR
project_id = String InHID,
cert_id =2 String uFBID,
BKER
=R
¥ BRI SHEER i)
modify_key = String &2, AJEMEICERT_NAME
FODESCRIPTION,
e CERT_NAME: FREXHIER
AIBTR,
e DESCRIPTION: ZFE/REXGIE
PBHYEAR
modify value | 2 String BNMERAA
o L(EMEESFICERT _NAMERT,
NI E#H=FE. =8
“-7 , BUEO~63(U=ESRF, B
A=,
o L{EHUEJIDESCRIPTION
H=,
[ ivA=] =\
B2
¥ EE W% SHER iR
response_info | 2 String BERER,
Al

WINTFLMEMGERZFRSA “sssaaaa” 9,

o EREA
{

"modify_key":"CERT_NAME",
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"modify_value": "sssaaaa"

}
o IERCAFAI
{

"response_info":"success"

}
17

{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"

}

RS
£6-THHRHIZAPLREIFIIEEIRES .
& 6-7 K8
RSB RS IRZIHAB
200 OK BREMKIN.
SERSHE, FEIERE.
6.1.5 EiFiFBr=mEE
INgeEN4A
BFSSLIEREBRSIBEEEFRIER.
URI
o URIFE
GET /v2/{project_id}/scm/cert/product
o  SHHHA
2% BRIk SHERR R
project_id = String InHID,
BKER
BRESH
o
MALER
E)NE= 34
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2 BRI SR i)
type_list 2 Array of FmEASER, FHEEEIE
type_list 6-8.
objects
2K 6-8 type_list
2% =A% SR R
cert_type = String S ESit
e OV_SSL_CERT: 7=Ml#ISSL
B,
e EV SSL CERT: 1&s®BISSLIF
H,
cert_brand g String IEP MRS,
GLOBALSIGN: GlobalSigngm
&2,
domain_type | =2 String e SO
e SINGLE_DOMAIN: EigZ
KR,
e MULTI_DOMAIN: i3
B,
e WILDCARD: ;Zig3£8
product_id = String ~mlD,
effective_time | 2 Integer FBEMETE ()
o 1: IFBBRHINIE,
o 2: IFRBMEISN2EE,
product_name | 2 String FERRBTRo
451

o EXREH
960

o  [BRZHFA
{

"type_list": [{

"cert_type": "OV_SSL_CERT",
"cert_brand":"GLOBALSIGN",

"domain_type":"SINGLE_DOMAIN",
"product_id":"00301-106005-0--0",

"effective_time":1,
"product_name ":"globalsign.single.ov.2"

b
}
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%
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
7N
F6-9EIRRIZRAPIRBIFIIEEIREHI
7 6-9 K&
RSB i) REIER
200 OK BKEK.
SERESE, BEEIRE,
6.1.6 EGEBF~miFE
IhEEN 4R
HiEEIE B mAYFERER .
URI
e URIER
GET /v2/{project_id}/scm/product/{product_id}
o  S¥ULHEA
¥ BEWYIE SHERR R
project_id = String InBID,
product_id = String ~alDo
IBKHR
BRESH
To
IALEE
IEVE=S5
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2 BRIk SR i)
cert_type = String PR,
e OV _SSL CERT: {BMIBISSL
R,
e EV_SSL CERT: 1&3:BEISSLIF
B,
cert_brand 2 String WEBRRE,
GLOBALSIGN: Globalsignga
o
domain_type | 2 String LRSIt
e SINGLE_DOMAIN: EBig43
e MULTI_DOMAIN: Zi5&g3%
B,
e WILDCARD: Zigi&Z3R,
effective_time | 2 Integer IEPEME (F) .
o 1: IFRBRMEINIE,
o 2: IFBBRHR2E,
51
o IERIEH
o
o NaRzt£4l
{
"cert_type": "OV_SSL_CERT",
"cert_brand":"GLOBALSIGN",
"domain_type":"SINGLE_DOMAIN",
"effective_time":1
}
13
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RS

=6-1055RA2APIREIRIIE RIS

& 6-10 K&

N i3 W&
200 OK IBREKI.
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URI

EKRiHE

SEREE, BEIEIRB.

6.1.7 EBiGIEH

BRISIES, WERHEHS . ESIERRBEARNFREES

AR

iBERSH “agree_privacy_protection” IUREN “true” , ABERINIZEHRHEFBANIER,

e URIK=

POST /v2/{project_id}/scm/cert/{cert_id}/complete

o SHRHT

e =A% SHEEH R
project_id = String IRHID,
cert_id = String HFPID
BRSH
2% BAWI% SR fEid
domain = String ZIE B ERIE S -
o HMSLANERH “BiHE”
gy iR RERNEPS
R, BEEESREEHZ
=2 80A],
o HMWLANERN “SiHZ”
FERVIERRY, FEEFITN
WEEAEEE
) www.example.com
sans & String 4pTE S a2 SR ENIF BRI AN

Ao

SWSERGER S “BiEE” KR
AOIES, BEERIEINMINESZRY
BER, THRBIREIZIE.
ZSMEEFEL 7 B
)
www.example.com;www.exam
ple1.com;www.example2.com
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2% BEWI%E SRR ik
csr B String UEBCSRER, Sig&2 wA/mITED
company_na | =2 String ANEIRTR, OVAIEVELEHRW
me iEo

FRAKE0~6311,
company_unit | & String ERIIZFR, OVAIEVEUTEFHIE

FRKE/90~6311,
company_pro | 2 String ANEIFFESD, OVFIEVEUESH
vince WIE,

FRAKE0~6311,
company_city | 2 String NEFFEHRX, OVAIEVELES

fz‘iéi\o

FRAKEH0~6311,
country = String ESERE

e CN: ffH

o US: =H
applicant_na | 2 String RIEARHE .
me FRKE/90~6311,
applicant_pho | 2 String RIS ABIESH,
ne ~5: 13212345678
applicant_.em | £ String FRIS ARIHRAE
ail 5: example.huawei.com
contact_name | & String AR ARGES

FRAKEH0~6311,
contact_phon | & String RARBRARBIESH,
€ ~Gl: 13212345678
contact_email | & String BAREXZR ABIHBFE o

f5: example.huawei.com
auto_dns_aut | & Boolean EEEDNSIIHEEHXRI%ER
h =RETARSS o

o true: X,

o false: A%,
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2% BEWI%E SRR ik
agree_privacy | 2 Boolean =R REEIESFAMY .
_protection o true: FEIEFIFAMNN
o false: FREIEFSFAIN -
LMY EEZ B I true A BERLINER
BIEH,
)TA=TEN
IEVE=S 5
B8H BE W% SRR ik
request_info | £ String BRER,

Al
AT LA FIIEBRIEE B
o IERIEH
{

"domain":"www.xzz.com",
"company_name":"#EAERS AT,
"company_province":"Pg)I[",
"company_city":"B#&R",
"applicant_name":"#£3",
"applicant_phone":"13212345678",
"applicant_email":"9997342346@qqg.com",
"csrtM",

"sans":"",

"country":"CN",
"company_unit":" A J3ER",
"contact_name":"IfE",
"contact_phone":"13512345678",
"contact_email":"jk@jk.ff",
"auto_dns_auth":false,
"agree_privacy_protection":true

}
o [BRZHFR
{

"request_info":"success"
19

"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}

NG
6-11HRIEAPIREIRIIERIRTSH
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% 6-11 KL
IR ) ARZSAR
200 oK BRERKID.

SEREE, BEIHEIRG.

6.1.8 KB4 CSR

Thee4a
WRIGEBIERIZE ( Certificate Signing Request, CSR) FH#HTiEE .
URI
e URIFEZL
POST /v2/{project_id}/scm/check-csr
o SRR
2 BRI SR f#A
project_id = String ImBID,
BXHE
BERSH
e Rk ST iR
csr = String UEPRIBRIHCSR,
I AzH R
DI
2¥ BRIk ST faiR
domain_name | & String CSREEIEEZ -
ANl
GIFLAMRBE AN CSRAHBI
o BEKIER
{ "csr":"-----BEGIN NEW CERTIFICATE REQUEST-----**_____END NEW CERTIFICATE REQUEST-----"

190
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o IRzAFAI
{

"domain": "a.examplel.com"

}
%

"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}

RS
£6-12{ARHI2APIREIRIIEFIRSIE .

& 6-12 K&

REHE ) RZSHAA
200 OK BREMIN.

SRS, BEERE

6.1.9 (REFLEBEE

IHEeEN A
REFRBIEPIREESRNERER.
(MARY:
iBRESH “agree_privacy_protection” MMKEN “true” , ARERRINFREFEER .
URI
e URIER
POST /v2/{project_id}/scm/cert/{cert_id}/save
o SHHHA
2% B WI% SR fik
project_id = String InHID,
cert_id = String UERID,
IBRiEE
BREH
2% =% SR R
domain 2 String WEREERE S o
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2% mEwI% SR fiEid
sans ) String SEHZIEBMNENS, SMEE

LA 7 BRFFo
csr B String UEBcsrd, SigE W mItEe.
company_na |2 String ~NE)BFR, OVAEVELEBAER
me WH,

FRKE/90~6311,
company_unit | & String EBIJRFR, OVAIEVELEHHRF

JEWIE,

FRAKE0~6311,
company_pro | 2 String NEFREED, OVFIEVEUEH
vince FARFYE,

FRAKE90~6311,
company_city | 2 String NEffEmX, OVAIEVEULEH

BF®E,

FRAKE0~6311,
country = String ESERQ =N
applicant_na | @ String BB AR,
me FRIKEN0~63(,
applicant_pho | @ String BB ABRIESHE,
ne ~5: 13212345678
applicant_em |2 String FRIE A MBS
ail f: example.huawei.com
contact_name | & String BARBREAES,

FHAKEN0~63M1I,
contact_phon | & String RARBRRARIESHE.

e ~5: 13212345678
contact_email | & String AR AHRFE

7fl: example.huawei.com
agree_privacy | £ Boolean RIS FATMNY
—protection o true: EIESEIEFANNN

o false: REIZHFIFAM

Wo
LEAMYBEIR B Atrue BEIRTFIE
BER.
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N Rz

ANl

TN

MR S%L

2H ERWIE SHER

1%

request_info = String

BERER

INTFLMRFESKIERB EANERISRAB .
o EREA
{

"domain":"www.xzz.com",
"company_name":"S$E AR ERD AT,
"company_province":"4JI[",
"company_city":"B&R",
"applicant_name":"#£13",
"applicant_phone™:"13212345678",
"applicant_email":"9997342346@qqg.com",
ettt

"sans":"",

"country":"CN",
"company_unit":" A JIEB",
"contact_name":"$}F 5",
"contact_phone":"13512345678",
"contact_email":"jk@jk.ff",
"agree_privacy_protection":true

}
. {ﬂrﬂ]ﬁ_\'ﬁi{ﬁﬂ

"request_info":"success"
1%

"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}

%£6- 13RI ZAPIRCIRIEFEIRSL .

& 6-13 K&

RESES w3

KRR

200 OK

HEREMKI.

SEREE, BEIEIRB.
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6.1.10 IZENHRISIEBIESRER
IheeNA
EE BRI EFRFNER.
URI
o URIFE
POST /v2/{project_id}/scm/cert/{cert_id}/read
o  SHHHA
e =%k SR R
project_id = String IRHID,
cert_id = String uFHID,
IBRiHE
BRESH
o
MALHR
GRS 34
8% BRWIE SR fHR
domain_name | 2 String WEB4BERIH S -
5 www.domain.com
sans 2 String S ZIEPRIMIINE S, 2%
AL R
WREFBNRREZeZIHZE
BRIER, ZEUERIZT,
CSR 2 String UEPBIER S
country = String ERKB. =~EIT:
e CN: #[H
o US: EH
company_na = String NEIBFR,
me
company_unit | 2 String EBI)BR.
company_pro | =2 String NEIFFEED -
vince a0
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2% BEWIE SR fiEid
company_city | 2 String NEffifEm .
o~ pREB
applicant_na | 2 String BB AR,
me =~ 5k=
applicant_pho | 2 String FRIEARBIE,
ne ~5: 13412345678
applicant_.em | 2 String FRIE MBS
ail ~f: example.huawei.com
contact_name | 2 String FARBEREAMS,
contact_phon | @ String FARBEARIE,
e
contact_email | & String FAREXZE AHBFE o
bl 2 String RITAFTFIRREEE LR,
o 0: KL,
o 1: E:J:{go
tl 2 String REAEHBRERELLE.
0: KRLf&,
1: 8Lf&.
]l
o IEKIES
Tco
LI 0]z =247
{
"domain_name": "www.xzz.com",
"sans™: "",
"CSR™: null,
"country": "CN",
"company_unit": " AHER",
"company_name": "SR pERD AT",
"company_province": "4JI|",
"company_city": "FZEB",
"applicant_name": """,
"applicant_phone": "13245678932",
"applicant_email": "1027342346@qqg.com",
"contact_name": "IfiE",
"contact_phone": "13526456325",
"contact_email": "jk@jk.ff",
"bl": "0",
"l
}
17
{
"error_code": "SCM.XXXX",
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"error_msg": "XXXX"
}

K&
%£6-14EHAHI2APLREIAYIE FIRSED .

& 6-14 A543

REEE e ) RZSAA
200 OK BREMIN.

SERETE, BEIERB.

6.1.11 BUEERIS

ThEE4R
BUHIEBERZERE,
URI
o URIER
POST /v2/{project_id}/scm/cert/{cert_id}/cancel-cert
o  SHURHA
28 Rk SHE faik
project_id = String IRHID,
cert_id = String UFPID
BERIHE
ERSH
Tco
IaRzHR
nf =St
2 EEWE SRR R
cert_id = String UEBID,
message = String BRER,
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o]l
o IEKIEHI
Tco
LI 0] vz =247
{ "cert_id": " scs1481110651012",
"message": "success"
17
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RS
#6-151HIARIRAPLREAIEFIRSE
%+ 6-15 K&/
YL Iwtg RSB
200 OK BREK.
SRS, BEUERE,
6.1.12 ERIES
ThEEN 4R
MHFRIERSEAI, BRSIERRBENENTEZHMIER.
ikl
LRINEAPIEEES, ENEERRIFRES .
URI
o URIFET
DELETE /v2/{project_id}/scm/cert/{cert_id}
o SRR
2 =A% SR A
project_id = String InHID,
cert_id =2 String uFBID,
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SIEREIERSS

APl £ 6 55 AP
IERE]S

ERSH

To

WAGER

D)V
2% =AUk SR A
message 2 String BRER,

ANt
o IBKRIEFH
To
o IMRzAEAI
{
"message": "success"
}
17
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
TN

%£6-16EHAHIZAPIRCIRIEFEIRS .

% 6-16 JAEHD

K& I3 Wi
200 OK IEREKI.

SEREE, E2ERE.
6.1.13 LEANIEEE

TORENA

HEEBHEERERAEERER .

o URIKEZ
POST /v2/{project_id}/scm/cert/{cert_id}/info/{type}/upload_authentication
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o YUK

¥ B WI% SR R
project_id = String ImBID,
type 2 String HERARRE,

e BL: {RITFFIFHI,
o TL: tMEVERE,

cert_id =8 String UFHID,
BKHR
BRSH
Too
TAGES
=5t
8% BEWi%E SRR ik
request_info | 2 String BKRER,

=~
o IEREAHI
{
<Upload content>
}
o IMRAEAI
{
"request_info":"success"
17
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
N

F+6-17HRA2APIREIRIIERIREAS

& 6-17 K&

K& i3 W&
200 OK IBREK.
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SERSHE, SEIERE.
6.1.14 FIEH
INEEN4A
TEHIEFH.
A
HBIREAPIEEES, BIEERSHIES.
URI
o URIFET
GET /v2/{project_id}/scm/cert/{cert_id}/cert_file
o SHULHEA
2% W% SR R
project_id = String IRAID,
cert_id = String UEEID,
BREE
B3RS
To
TALEE
ERE, rarBRAVEES XS
=~
o BRI
To
o NARFFHI
{ <Object Content>
1
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RS
*6-18HIARZAPIRERIE RIS
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IEREIERSS
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% 6-18 JR&HT
RS it REIHAE
200 OK BEREMIN.
SERSHE, F2IERE.
6.1.15 H&EIEH
IheeNna
HEEBEISCMIRSEEIE,
URI
o URIKE=
POST /v2/{project_id}/scm/cert/upload
o  SHHHA
e =% SR R
project_id = String InBID,
IBKER
BRESH
B8H =E W% SR R
cert_name =2 String WEBEFR,
FRE90~6311 .
cert = String IFBHERS.
private_key = String UEPRFATH
IALGER
MR SE
84 =AWk SHERR R
cert_id = String UEHID,
Pl
WNTRLAE &R FRtestANIER A,
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o BRI
{
"cert_name":"test",
"cert":"-----BEGIN CERTIFICATE----- ** -——--END CERTIFICATE-----",
"private_key": "-----BEGIN RSA PRIVATE KEY----- *** ---_-.END RSA PRIVATEKEY-----
}
LI )z =]
{
"cert_id": " scs1481110651012"
}
af
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
RS
F6- 193RI RAPLIREIRIIEEIRE .
* 6-19 K&
RS it REIHAE
200 OK BEKREMIN.
SERSHE, SEIERE.
6.1.16 BIHIEH
IheeNa
RIFHIER .
URI
o URIFET
POST /v2/{project_id}/scm/cert/{cert_id}/revoke
o  SHULHEA
2l B WI%E SR iR
project_id = String IRHID,
cert_id =2 String uFgID,
BRiHE
B3RS
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TIEREERS
AP &% 6 A5 API

2 BRI SR i)
reason = String P REER,
FRAREN0~631I,

M &

E)NE= 34
8% BE W% SRR 1k
message = String BIHERER.

Nl
ST EBEEESHERT AREIEBRENG.
o IEREA
{

"reason": "IEPERESHEIR",
}
o IMRAEAI
{
"message":"success"
}
19
"error_code": "SCM.XXXX",

"error_msg": "XXXX"
}

KD
£6-201ARHIEAPIREIBIIEFIRSHD .
% 6-20 RS

REB

200 OK

WD K5
BREMI.

SERETHE, BEIERD.

6.1.17 #EXUEH

INREN4R
HEXSSLIFBEIWebRz FEFG K3 ( Web Application Firewall, WAF) . CDN
( Content Delivery Network, REHEME ) EHECEA=RTP.

203
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SIEREIERSS

APl &% 6 552 API
A
SRINEAPIEMEES, SWEEREXIES.
URI
e URIKETL
POST /v2/{project_id}/scm/cert/{cert_id}/push
o SRR
2 EEWI% SR A
project_id = String InHID,
cert_id =2 String uFgID,
BEXRIHR
BRSH
2% BEwI% SR fiEid
service_type | 2 String HEIXTROIRSS T, HainTik:
CDN. WAF,
Eemote_projec = String HEIXEIR BIrIR ST ERI X
i Rz R
D)V
2% BEWI% SR fEiR
message = String BRER,

ANl

WINTRLAMELSERE “WAF” |, XX “ap-southeast-17 J3fil,

o EREH
{

"service_type":"WAF",
"remote_project":"ap-southeast-1"

}
o IIRCAFBI
{

"message":"success"

}
%

AShRAN 3 (2023-05-16)
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SIEREIERSS

APlI &% 6 58 API

{
"error_code": "SCM.XXXX",

"error_msg": "XXXX"
}

R
F6-2 1A EAPIREIRIIEFEIRSIE

* 6-21 K&

REHE ) RZSHAA
200 OK BREMIN.

SERSH, BEUERS.

6.1.18 EiFHHXICHE

ThEEN B
BRI 1OXIERBIEXCE, HEXEEI=NEMEMm.
URI
e URIER
GET /v2/{project_id}/scm/cert/{cert_id}/push-history
o  SHHHA
2% W% SR e
project_id = String ImBID,
cert_id = String HFBID,
IBRHEE
B3RS
To
IALE S
RIS
el =AWk SRR A
push_history_| | 2 Array of HXICRIER, FEEFESIE
ist push_history_| | 6-22,
ist objects
205
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IEREIERSS

AP| &% 6 [F5 API
2K 6-22 push_history_list
2% EEUE SRR R
push_time | = String HERRATIE), ERVRATIERL.
push_remote_ | & String HXInH .
project
push_service |2 String HEXAIIRSS 2B,
o WAF: JEPHEXE] T Webhy
FARG KIS .
o CDN: IFHEXEI TRESD
BMER,
<
o IEKIEAI
o
o IRAEH
{
"push_history_list": [
push_time": "1556257820000",
"push_remote_project™: null,
"push_service": "CDN"
I
{
push_time": "1556257447000",
push_remote_project": "ap-southeast-1",
"push_service": "WAF"
}
1
}
9,
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
N
£6- 23RN ZRAPIREIFIIEE RS,
7 6-23 JAEHT
R Iwtg RZIBE
200 OK BKEK.
SRS, BEUEIRE,
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IEREIERSS

APl &% 6 A5 AP
6.1.19 BUEISFAS2#EIX
ThEeN 4R
EGHERFAS RIS, MIFRTESSLERSIEHRFAIEFARIRE
URI
e URIBR
DELETE /v2/{project_id}/scm/privacy-protection/{cert_id}
o  SHULHEA
2% B WI% SRR fik
project_id = String IRAID,
cert_id = String HUEBID,
1ﬁx“ﬁlu\
BRSH
To
TAZEE
IE)NE=S 34
2% BEWIE SRR R
message 2 String BRER,
5l
o IEKRIFHI
To
LI )z =207
{
"message":"success"
a
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
7N
X6-24HIRRZAPLIREIRIIEEIRSHT
M A%hRA 3 (2023-05-16) RN © LARABIRAE 207




TIEREERS
AP &% 6 A5 API

% 6-24 K55

RESG YRES PRSRAA
200 OK BREMIN,

SEREE, BE2IERG.

6.1.20 FriEMd Nk

TheeN4a
WMRBFWENEZEEZRERISSUESR, BiEBErENMMNEZR9EE, LT
EPREEE, EINMINEE.
URI
e URIBR
POST /v2/{project_id}/scm/cert/{cert_id}/supplement
o  SHUHAA
2% W% SR R
project_id = String ImBID,
cert_id = String UEEID,
IBRiEE
B3RS
BH =% SR ik
ori_sans 2 String ZIZIE B E R4 ERIM NN,
Ao
HERESMEE, 1B
“7 R
=~
example.domain.com;example.
domainl.com
add_sans & String 2y ZIEPHEEIENNAYMI AN
Ao
SREMASNMEEN, B
7 B
-
example.domain2.com;exampl
e.domain3.com
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IEREIERSS

APl &% 6 [F5 API
2% BEWI%E SRR ik
email & String BXZR AHRFEHPLL,

RGEE

IE)VE=S 5
e EEWI%E SR R
request_info | £ String BRER,

5l

ANTLAFRIE 1 NMIINEES “ example.domain.com” J9ffl,
o IEKIFAI
{
"ori_sans": "abc.com;xyz.com",
"add_sans": "example.domain.com",
"email": "example@xx.com"
}
o IRAEHB
{
"request_info":"success"
}
17
{
"error_code": "SCM.XXXX",
"error_msg": "XXXX"
}
NN
#6-25HIARIRAPLIREIRIIEFE RS
7+ 6-25 )KL
RSB Iwtg ARZIEE
200 OK BKEK.
SERSE, BEEIRE,
6.1.21 EiFiFBKRIHER
ThEEN 4R
BB ER .
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TP EERS
AP &% 6 A5 API

URI

o URIKET
GET /v2/{project_id}/scm/cert/{cert_id}/domain-verify
o SHUHMA

e Uk SR A
project_id = String IRHID,
cert_id = String uFHID,
EXRIHR
BkE
i Az S
Ve 14
2% =A% e et ik
domain_name 2 String ISurE
domain_email 2 String 12 hpFE
record_name 2 String FHicRE
record_value 2 String 1ICRE
record_type 2 String ICREE
domain_method 2 String JGUEERY
applicant_email 2 String ERISHRAE
auto_dns_auth 2 boolean =ABEheiE

il
{
"domain_name": "huawei.com",
"domain_email": null,
record_name": "_dnsauth. huawei.com",
"record_value": "202305150000002aurxma1tun2fgzz0jbs9h5lsekf8glog57mbs78m9jist465m",
"record_type": "TXT",
"domain_method": "DNS",
"applicant_email": "huawei@huawei.com",
"auto_dns_auth": true
}
RSB

= WSEHANIRAPIREIRIIEEIRSI .
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TR EERS
AP &%

6 [7358 API

% 6-26 KT

K& T K&
200 OK BREMI
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TR EERS
AP &%

7 X BRAOZANIR

7 I PRFIFRANIRN

7.1 BPRAR B AA

SZIFHIRARIN

NREFEXNCFIAENIEPEIERS ( Cloud Certificate Manager, CCM ) #47
BANSORETE, EeJLUMERFE—BMIMERSS (Identity and Access
Management, IAM ) , MRERKSEEZREEHBENENR, FAEEZCEIRZAIIAM
BR, SaEAED, FnEERCCMBIEEINRE.

BIANBRT, FENAMBRREEUNR, BEEEEINABRE, FERPAER
FRESEA®, FaeERPEPRIBFRISHENAIR, X—TEMIIRN. &Y
&, BRHALETEARRNZIRSHITERE.

PERRIBIEIRAUEHIEE, D AABIIREE. AELRSHINE, SIAMRIREAY
— P iRIER P B9 TAFERAEE XA BRAVFERLZ ZAE o SRESLAAPIZE O IR EH TR
oy, RINENEH, AILUWSIHEIRNMEE. SRMEMG, EBHEE I REN
HHIRZEEEER,

(mEgL

INRIEE Ao 252 FEAMEORNRIERIR, 15ER%S.
S EEREZONBRNE, MNRFERAKS TIIAMBR&ZRAPIEKET, iZIAMA
P RBE & RRZEOREZENNIR, BN, APIEREEREW . SMEOREZEIN
IR, S MEORMMAMSIITEXIN, RBEALIERKIHEP IS SRR R AT
REE, ZAPARERINERIZEO . i, BREAREOREE=RSEYIE, 3B

ARXNMAMAP#HIE FRIRIESR B E RIF “ecsservers:list” AUIEINIR, ZEO A
BERARLII .

REOSRAFBIEELEE, NRRARRABEENER, SBRTIeEE
BN, FHBITARFAET OE RS TR . SR
SAPHERSL, FEAURBIESEBATT

o IR SUSIELEIURIE

o XIMAPHEO: EENEMTIREAAPIED.

o IENIN: BEMNFKEPZIEFIAction, FEBEEMNRIEFRIActiondhE NN,
BT LASCHRANIRRS R AT BRINAE o
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IEREIERSS
APl &% 7 B PRFNFFEAIN

o {KERRYIEAIN: BPHActionfFIEXIE BACtionAIK S, FESKIHAIActionEITE
NIERRIR, 7 BESEEIXS N AV PRINEE o

e IAMIRH (Project)/{®MIIRE (Enterprise Project): BEMRISHIISSCEE, 81
IAMIRE S{IIRE , E5CEENRRSZIFIAMIIBFEWIRE, RRLENIT
TR AYEE N REE, ATLAEIAMAIE A EIERAN RS LA PEENFFEN . T
ROGHIAMIRE , A5 WIRE, FRNEEEIAMALE AP AERNFHERL,
RECWEEBEPITN, WiZBEMNRKEAER

(1 588
V7 JERXFE, X7 RREAZ
ZIEBEERS (CCM) THFHIEE X RIS IR0 R :

e SSLIFHEE
o FARIIPEN

7.2 SSLiFHEIE

v3 EONEREE
BPR XTRZAPIHEC 52300 RERIE | IAM | 2D
(Action) | IR ;e |;®B
(Proj | (Ent
ect) | erpri
se
Proj
ect)
EHIEIE | GET /v3/scm/certificates scm:cert:lis | - v X
FIxE t
FREE | GET /v3/scm/certificates/ scm:cert:ge | - v X
HiFtE | {certificate_id} t
RIRRIE | DELETE /v3/scm/certificates/ | scm:cert:de | - v X
B {certificate_id} lete
HEXIE | POST /v3/scm/certificates/ scmicertp | HEHXZE i X
B {certificate_id}/push ush CDNR,
NN %
A :
cdn:config
uration:qu
eryHttpsC
onf
ENIUE | POST /v3/scm/certificates/ scmicert:u | - v X
3 import pload
EHUE | POST /v3/scm/certificates/ scm:cert:d | - v X
+H {certificate_id}/export ownload
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SIEREIERSS

APl &% 7 RPRFNIEANIR
v2 EZARERER
PR XTRZAPHEA IR RERAOIEAY | 1AM | £V
(Action | IR mB | B3
) (Proj | (Ent
ect) | erpri
se
Proj
ect)
BHEP | GET /v2/{project_id}/scm/ | scm:cert:lis | - i X
eSS certlist t
BTEIEH | GET /v2/{project_id}/scm/ | scm:cert:g | - v X
JESI= cert/{cert_id} et
HFIEH | GET /v2/{project_id}/scm/ | scm:certTy | - i X
FEEmzE8 | cert/product pe:get
IR | GET /v2/{project_id}/scm/ | scm:certPr | - v X
oalElE product/{product_id} oduct:get
BHOEH PUT /v2/{project_id}/scm/ | scm:cert.e | - v X
cert/{cert_id} dit
MIRRIES | DELETE /v2/ scm:cert.d | - v X
{project_id}/scm/cert/ elete
{cert_id}
HEXIEE | POST /v2/ scmicert:p | HEXE v X
{project_id}/scm/cert/ ush CDNEH,
{cert_id}/push EEERIN
AT
Im:
cdn:config
uration:qu
eryHttpsC
onf
IR ESES GET /v2/{project_id}/scm/ | scm:pushH | - v X
10% cert/{cert_id}/push-history | istory:list
H&EIFEH | POST /v2/ scm:cert:u | - v X
{project_id}/scm/cert/ pload
upload
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TR EERS
APl &%

7 HXBRAOZANIR

7.3 A B EIE
FAB CA tHEONENER

R XS RZAPIHEC] R ( Action)

BUFEECA POST /v1/private-certificate-authorities pca:ca:create

BGEITXIMIER | POST /v1/private-certificate-authorities/ pca:ca:restore

CA {ca_id}/restore

EiAFABCA | GET /v1/private-certificate-authorities/ pca:ca:get

ES {ca_id}

EiRFABCA | GET /v1/private-certificate-authorities/ pca:ca:getCsr

CSR {ca_id}/csr

EiGFABCA | GET /v1/private-certificate-authorities/ pca:ca:quota

Bc&m quotas

SHFABCA | POST /v1/private-certificate-authorities/ pca:ca:export
{ca_id}/export

HBRFAR CA DELETE /v1/private-certificate-authorities/ pca:ca:delete
{ca_id}

ZHFABCA POST /v1/private-certificate-authorities/ pca:ca:disable
{ca_id}/disable

BEFABCA POST /v1/private-certificate-authorities/ pca:ca:enable
{ca_id}/enable

BOEFABCA | POST /v1/private-certificate-authorities/ pca:ca:active
{ca_id}/activate

8N\ CA POST /v1/private-certificate-authorities/ pca:ca:import
{ca_id}/import

BIRFABCA | GET /v1/private-certificate-authorities pca:ca:list

B

FABUEBHEXEONERER

BUR X RIAPIE $ERUR (Action )

HRFABIUE | GET /v1/private-certificates/{certificate_id} pca:cert:get

BiFBE

RRYTFABIE | POST /v1/private-certificates/csr/parse pca:cert:parseCsr

HCSR

SHFABIE POST /v1/private-certificates/ pca:cert:export

+H {certificate_id}/export

AShRAN 3 (2023-05-16)
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IEREIERSS

AP| & 7 B PRFNFFEAIN
PR XIRZAPIEO =HUR (Action )
BEGFAGIE | GET /v1/private-certificates/quotas pca:cert:quota
FECER
GIEEFABIUE | POST /v1/private-certificates pca:ca:issueCert
H
MIBRFATIIE DELETE /v1/private-certificates/ pca:ca:delete
B {certificate_id}

BIEFABIUE POST /v1/private-certificates/ pca:cert:revoke

+H {certificate_id}/revoke

{EFHCSREIZE | POST /v1/private-certificates/csr pca:ca:issueCertTh
FABIEP roughCSR
EHWFAFIIE GET /v1/private-certificates pca:cert:list
FIxE

AShRAN 3 (2023-05-16)
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TIEREERS
AP &%

A BFzR

A fyR

A1 RS

SSLIEREIRIRERE

/N 4mha KRR

200 OK BKEk.

202 Accept ESRERK, SRRREL, TRIMES
SHEIRGME

204 No Content BEREKY, TREIRE.

300 multiple choices SRR RFES A EEEAIIERA

400 Bad Request BRSHEIR

401 Unauthorized BN NEREZAFPEMENE.

403 Forbidden IRSZ[RELIERBER, (BERIELERITE.

404 Not Found BEAFE, BFEARHE

405 Method Not Allowed | iERIEERITSIEREITIF o

406 Not Acceptable AR5 2R A B RV R AR Fim TS

407 Proxy Authentication | FBF&/RE SBfERARIEIRS HTIGIE, X

Required MHIEKR T SAIE

408 Request Timeout 1EKBH 7RSS ESHIEFATE

409 Conflict TIPSR, BERLERTTH .

500 Internal Server Error | BRSSAIEREIR .

501 Not Implemented BRKRTT . BRSBEEAIFIMEKRAIINEE,

kAN 3 (2023-05-16)
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IEREIERSS

APl &% A M=
YL fwig KRR
502 Bad Gateway IBRAKRTTR . BRSZEEM EiFiRSSEsEI—1
ToXHINIRE o
503 Service Unavailable | iE3KKTHk. RABINEE.
504 Gateway Timeout SHBRT o
ABUEREERRED
RSB A5 RASER
200 OK EREII,
201 Created BUEERANERTEI .
204 NO Content AT, TMRNGE SR
400 Bad Request BRSHEIR
401 Unauthorized AR5 imtE B = FinFriR A I E B A i
FIEE
403 Forbidden IRS5EEEIEMRIEK, (BRIEENITE.
404 Not Found RIERFE, BFEKRKE,
500 Internal Server Error | IR AIEBEEIR -
A.2 {HiIRf8
A.2.1 SSLIFBEIERIRT
BEZIRSBEIREGES L.
KRB =G HEIRED A L i
400 SCM.0003 Tenant has no | HPTEIRME | BRIFECRIES
privilege. FEFECSH
U
400 SCM.0005 Incorrect BRSHER | BESIERIEK
request S
parameter.

AShRAN 3 (2023-05-16)
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IEREIERSS

APl &%& e

RS ERs ERER iR A IBIE e

400 SCM.0006 The uploaded | HEIEHEN | B HEESSARIE
certificate ARIEFf B
failed to be
resolved.

Ensure that
the uploaded
certificate has
been issued.

400 SCM.0008 Abnormal FPRESRE | BESIERIED
certificate ID ws

400 SCM.0009 Failed to WERRYER | BEEEIEE
upload the 2, HEEW | R9ES
certificate
because no
domain name
is bound to
the certificate.

400 SCM.0010 This operation | IEFREEY | IBEEIEBANES
is not allowed | BMRSAIZHF | KBS EEFIES
by the current | ItHIR{E KSHREBHITUL
certificate 2BE
type or status.

400 SCM.0011 The max HEIEPIER | BARYALRIMIE
number of HECFXE | B
free BRAE, A Bedk
certificates for | £&i7i0
the current
user has been
reached, and
you cannot
continue to
purchase free
certificates.

400 SCM.0012 The uploaded | EIEFASERENT | BIEEIERANIED
private key AIEFf, 1B | FASH
failed to be RESEEA
resolved. uEH
Ensure that
the certificate
has been
issued.

400 SCM.0014 The uploaded | HfEUEPFIFA | IBEEIEMRANIES
certificate $AAPTHC FFA5H
does not
match the
private key.
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APl &% A M=

RSB e HEIREE ik AL IBETE

400 SCM.0015 The number | EEFHEHE | BLERZZFZ
or format of | SIS | HHRZIEH
domain SCUFRERA
names —X
entered does
not meet the
requirements
of the your
certificate.

400 SCM.0016 Failed to ITBRRE BRI
order.

400 SCM.0020 Incorrect IFBIDEER BEEIEHED
certificate ID. ws

400 SCM.0023 Modify key (B EIR BRARATHHE
format error.

400 SCM.0024 Modify value | {EXABEIR | BRARATHE
format error.

400 SCM.0025 Exceed the B PRER IFPBHERY
limit

400 SCM.0026 Revoke cert W ERERE | BHERARS
error

400 SCM.0027 Have no FHERXRE |iBRARHEEREERE
revoke reason | 5§

400 SCM.0028 Push cert IEBHIXRE | BRRRAS
error

400 SCM.0030 Certificates BAIFE | 1BIESIERIHEX
cannot be XIRSSEE RS
pushed to this
service.

400 SCM.0031 Certificate WEBETSE | B LEERISED
parsing error.

400 SCM.0032 Incorrect IEPEFREIR | BESIERANES
certificate 2R
name.

400 SCM.0033 Csrnot bind | CSRER4PET | BAEEREZM
domain. -4 csr

400 SCM.0034 Csr parse CSREEHTRE | BWIASECsr
error.

400 SCM.0035 Csr domain CSRigZ 5 | BiRFEE—H
not match PN R NUTT

input domain.

AShRAN 3 (2023-05-16)
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API &% A BiFF

RSB =i=h m=ER ik AL IBETE

400 SCM.0036 Domain HEHES5FT | BWMAEHEEN
number not RN U 153
match
product.

400 SCM.0039 The updated | EHTHIECENZL | BMIA EFRBVECER
quota value | BRRAKTE | HE
must be BIE{FAAYED
greater than | Zi#E
the currently
used quota.

400 SCM.0042 Cert has B EIZHA BAE HESIZHEA
expired. A9IEH

400 SCM.0044 Permission BIRAE 1B | 1B5IREUR
denied,please | KEX{OMXPR
obtain {0}
permission.

400 SCM.0049 Cert brand FBRESE | BRAIEBmE
error.

400 SCM.0050 Cert type IFBEBRE | BRAERITES
error. Bt

400 SCM.0051 Domain type | HZEREE | BSimAEMHOES
error. it

400 SCM.0052 Cert effective | IFBBEYES | BWANIERIGER
time error. ==

400 SCM.0059 The certificate | IERFAPARZT | BEEZIRGIE
private key is
empty.

400 SCM.0060 Order number | iTEEHERE | BHATLHANITE
error. M=

400 SCM.0061 Region regionB#F | BN IEHR
parameter =) region
error.

400 SCM.0063 Duplicate HEZES BRATEENE
domain error. 4

400 SCM.0064 The order is ITRIEERNE | BAEEE TR
executing. =s

400 SCM.0065 File size NEXNET | BN IERA/NY
exceeds limit. | PR&! N4
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APl &% A BiFF

RSB =iRB HIRER A A IBIE e

400 SCM.0066 Current WEBIEAEE | BREZRLE
domain type | A3ZIFHEUE
not allowed {E
to operate.

400 SCM.0067 Sans changed. | SAMINEE | BEAEHRAIHI

HIE It

400 SCM.0068 Unsupported | BEASHREX | IBEARARF
region. FliZRegion

400 SCM.0070 Incorrect HEEBIEE | BEEERIED
format of the | f&XEEIR
domain
bound to the
certificate to
be uploaded.

400 SCM.0072 SCM does not | SCMEARZF | IBEARIEAIZHF
support this | HYIR{ESEEY
status.

400 SCM.0073 Help content | RETABIEIR | iBEINIEFRAIHRE
format error. SES

400 SCM.0074 Cert is not EBAREE | BHERARF
renewal paid. | ZBIRZ

400 SCM.0075 Invalid region | Tc&HIregion | IBMIANGIERY
id. id region id

400 SCM.0076 DIGICERT DV | DIGICERT DV | iBEXARZIRALIE
basic not basiAEBARZ
support to FLELER
renew.

400 SCM.0080 Required WIEIERSH | 1IBRAIE=EIESH
param cert_info A= | (5B
cert_info is
null or empty.

400 SCM.0081 Required WIRIEREH | IBRAIEZAIIES
param cert_infoAx | R
cert_info is
null or empty.

400 SCM.0082 Invalid THSE BRASEREN
validity_perio | validity_perio
d, should be |d, #A12
12.
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APl &% A B

RSB =i=h m=ER A AL IBFETE

400 SCM.0083 Required WEERSH | BRAFRATZHE
param first_name}y | &
first name is | =
null or empty.

400 SCM.0085 Required WEIERSH | BRATATZHE
param phone | phoneg%s 3
is null or
empty.

400 SCM.0086 Required WEERSH | BRAFRAZHE
param email | emailAZ tH
is null or
empty.

400 SCM.0095 Run BREIR, B | BREEREATES
RmsApiContro | FBiZORT#R
ller failed.

400 SCM.0101 The cert not | ZEPAZIF | IBEKEZRGE
support to RREIEAE DN
auto deploy. i

400 SCM.0102 This resource | BEEHBE | BAEEEIRE
has been HAEmhE R
open to auto
deploy.

400 SCM.0103 This resource | FBARFE BAEREAEFE
is not exist. AYZER

400 SCM.0104 This region is | A3Z3FAY BAEIREAS S
not support. region AYregion

400 SCM.0105 The cert has | IEBXEAEIFF | BEHARZIRAIE
associated the | BZIEAEENE
auto deployed | &R, 55
resources. XA EZIHE

Sl

400 SCM.0106 The resource | FRIFZZ5IE | BN 1EFBRYESZ
domain is not | PiFZAITHE
equals the
cert.

400 SCM.0108 Domain WEERAEE | BEAEREE
format is
invalid.

400 SCM.0109 Cert chain IEBHHEY | BERERATE
length must | ZRATF1
be more than
1.
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400 SCM.0201 Failed to push | #Ei%sN, BEAARE IR
to ELB. ELB error
message:
400 SCM.0202 Insufficient ELBEIREARE | iBECEELBINR
ELB
permissions
400 SCM.0204 ELB does not | ELBEANYF | BiEiFEMSZIFMY
support this ltbregion region
region.
400 SCM.0211 Failed to push | #E%5EM, BIAREIRAIE
to CDN. CDN error
message:
400 SCM.0212 Insufficient CONHRAE | iBBCECNDIXR
CDN
permissions
400 SCM.0221 Failed to push | #Ei%sN, BARERAIE
to WAF. WAF error
message:
400 SCM.0222 Insufficient WAFRPRAE | iBEcEWAFIR
WAF
permissions
400 SCM.0224 WAF does not | WAFEARZIF | IBIEREMIFN
support this Ittregion region
region.
400 SCM.0225 Insufficient WAFBCEIAE | IBIARZEIRACE
WAF quota.
400 SCM.0301 Tag is not FRERILE! BEARE IR
found.
400 SCM.0302 Tag quota is | {rEECEUAE] | IBAERINRE
upper limit. LR
400 SCM.0303 Match tag REECEIR | IBRINEIERS
invalid.
400 SCM.0304 Field action is | action=FERE | BEARZIRIE
error. =
400 SCM.0305 Tag value is | ix&(EIEXE BRAARRIRE
invalid. (=]
400 SCM.0306 Tag key is FREHEIEE BRASERIRES
invalid. g2
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400 SCM.0309 Tag value FEEKEIE | BRAKESZEN
length is % REE
invalid.

400 SCM.0310 Tag key FEEKEE | BRAKESZEN
length is E InSgE
invalid.

400 SCM.0311 Tag key listis | #r&SHHIFRIE | BRAGEAIIRES
invalid. % #251%

400 SCM.0312 Tag value list | ix=HMEFIFRIE | BRWASERIIRE
is invalid. A EL7IESS

400 SCM.0313 Tag list is REFIFRIEE | BMASIEIRE
invalid. SIIES

400 SCM.0314 Match ILECEEIR B RERAIE
resourceld
invalid.

400 SCM.0318 Tag limit FREEFmit | BWMASENSH
invalid. SHARE

400 SCM.0319 Tag offset REEIE BRIASIERSEH
invalid. offset=2#43E

e

400 SCM.0321 Invalid param | 2#sys_tags | IBMASIZRNSE
sys_tags. e

400 SCM.0323 Invalid tag FEERNRE | BRAGENSH
parameter. 28

400 SCM.0401 Gm cert is not | RZIFHEXE | BEERASS
support to be | ZiEH
pushed.

400 SCM.0403 Encrypt certis | INFERARZ | BWASIZRES
not sm2 EZSM2E5%
signature
algorithm.

400 SCM.0501 The S¥ATAT | BEHF
parameter WESHE WAF/CDN/ELB
cannot be =, BanXxZ
null or the =
parameter is
wrong.

Currently only
supports:
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400 SCM.0502 The certificate | IEBIDIFIFRA | IBMAFRSHTHIE
ID list cannot | AJ A= FidyE
be empty.

400 SCM.0505 Parameter SHEIR, & | BRAKEXTO
error, HAnullsk® | WNF51R951FSE
parameter is | FIFRK/EBH
null or its list | SBE
size is out of
range,
additional
info:{0}

400 SCM.0506 There is no ZHEFPTAE | BERERATIS
corresponding | TEXIRZIEFID
certificate ID
under the
tenant, and
the set of
certificate IDs
that cannot
be found:{0}

400 SCM.0507 The list ZIRSHAR | BRMALEENS
parameter OjFEEET | ¥
cannot have =
duplicate
elements

400 SCM.0508 Parameter SHEIR, L | 1BRASZTES
error, the TERBARZE
following EHEHER
certificates do | J&
not support
querying
deployed
resources:{0}

401 SCM.0092 Decrypt jwt BEIWT BRI
token failed. tokenZkIl

401 SCM.1000 The token of | iEKPEFHHY i5ESFHfitoken
the request Token;&BE
fails to be IHIAIEEEIA
authenticated | iF5M

401 SCM.1004 Failed to BEFRXREBER | BHEEAN
apply for OBT. &/\/LJ, 1g§'6

=2)-UN
401 SCM.1009 Your account | KPR BHEREERMER

is restricted.
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401 SCM.1010 Your account | MKP&RES BERREIERER
is frozen.

401 SCM.4002 You do not 1EHIRNPRA BERERSERRIN
have Bo TRDREE | ZREE
permission to
perform this
operation.

403 SCM.0001 Service is not | RSB FRFFIK BRI
open.

403 SCM.0002 Incorrect FBFIDEEIR BEBIERSX-
tenant ID. Auth-TokenPTECHY

projectld

403 SCM.0040 The max LHRIERPRE | BELEUIREIE
number of HHEEER | B
free KEIRAE,
certificates for | NRELALENISE
the current BERIEB
user has been
reached, and
you cannot
continue to
purchase free
certificates.

403 SCM.0322 Invalid user FiFtokeniE | IBEARZIRAMIE
token, user %, X8
role don't op_servicef
contain &
op_service.

404 SCM.0069 No projects MEA=FE BIEEFENIE
found.

404 SCM.0094 Resource not | FRIkZ&EE BRI A IF
found.

500 SCM.0004 Fail to get ca | iB5kcaiZOE | IBBARBAZIF
response. HEEIR

500 SCM.0007 Failed to IERTEEW | BEARERE
download the
certificate.
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500 SCM.0013 The uploaded | EfEIFHERE | BESIERINIED
certificate WALE, 15 | &
chain failed to | HB{FEEEE
be resolved. RUFP
Ensure that
the certificate
has been
issued.

500 SCM.0017 product FrmiaiR IBEAR AT
wrong.

500 SCM.0019 CSB response | CSBIEIZEM | IBEARIAF
error.

500 SCM.0037 Failed to WEBINEEY | BB EZRGTE
encrypt the
certificate.

500 SCM.0038 Cert decrypt | IEBMBREEXW | BERREAIF
fail.

500 SCM.0062 DNS query DNSEfLM | BRI IF
fail.

500 SCM.0071 SCM does not | SCMASEIER | IBEARIE AT
support this ARz
resourceType.

500 SCM.0087 Request cert | ERIBIEBAW | iIBEARIARIZHF
failed.

500 SCM.0091 Connect jwt | EERIWTER | BERATIS
server failed. | 2885

500 SCM.0093 Invalid jwt TRHIWT BRI
token. token

500 SCM.0097 Encode next | INZnext BEREALE
token failed. tokens I

500 SCM.0098 Decode next | fil#&next BRI IF
token failed. tokenZcl

500 SCM.0099 Invalid TEdomain | IBIASIEEY
domain id. id domain id

500 SCM.0100 UnKnown RIEEIR BRI
error.

500 SCM.0203 Failed to push | ELB#EIXLM | iBEBARZRALE
to ELB.

500 SCM.0213 Failed to push | CON#EXEN | iBEXRZIRALIE
to CDN.
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500 SCM.0223 Failed to push | WAFHEREW | iBEXRZRAGE
to WAF.
500 SCM.0324 Calculate ITEERLW | BRI
digest failure.
500 SCM.0402 Encrypt cert | IIZIEBARS | BAREAF
content or EIZIN =SS
private key is
null.
500 SCM.0504 Service RS AEREE BEARRIARZHF
internal error, | iR, BRI
please ARHF
contact
technical
support.
500 SCM.4001 An error REVARERR | BIARERAE
occurred PUEEREW
when
accessing the
PDP API.
A.2.2 FABIEBEIREIRG
RSB BiRB HIRER R AL 1B¥ETE
400 PCA.0002000 | Incorrect ST BRABASEHE
1 parameter. BI1EH
400 PCA.0002010 | Incorrect IEBH—M4IR | BRIASE
1 certificate EBIRTM. | distinguished_na
distinguished me I EFERE
name. BEEEX,
400 PCA.0002010 | Invalid key ZIREET BRIAZEEIRR
2 algorithm. ¥, BEIxdF | ARBLEH.
Only RSA2048.
RSA2048, RSA4096.
RSA4096, EC256 %2
EC256, and EC384.
EC384 are
supported.
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400 PCA.0002010 | Invalid BREHEHRE | BRARANES
3 signature T, Bl | BHEREEES
hash $SHA256, 2]
algorithm. SHA384}%;
Only SHA256, | SHA512,
SHA384, and
SHA512 are
supported.
400 PCA.0002010 | Invalid BRHAEE D, | BRIABARNER
9 validity period | SEEIX, B | HAEEREERS
type or value. | BUSZ#FRELN | IEff.
Only year, F. B. Ho
month, or day
supported.
400 PCA.0002011 | Incorrect 12 TR BIIAMNIESZ
0 domain KEE[1,64156E
name. A, HEFEESE
o,
400 PCA.0002011 | Invalid IP. PR, Bl | iBHAIPHEILERFS
1 Enter an IPv4 | SZ#FFEIPv4 | IPvARRT
address. FAIIP,
400 PCA.0002011 | Invalid WFPEREA | ERALEEUES
2 alternative BFRAYZEELL | IPELDNS,
name type of | %, BaIZ#F
the certificate | IPA&ZDNSZE
subject. Enter | B!,
an IP or DNS.
400 PCA.0002020 | Invalid CA ID. | CARRST, | BMNIEMRIICAYR
1 Valid CA IDs | BUERHFEIE | 5.
use a MZRIRZL
hexadecimal [0-9a-f]1{8}
XXXXXXXX - (-[0-9a-f]{4})
XXXX=XXXX~ {3}-[0-9a-f]
XXXX- {12},
XXXXXXXXXXXX
format.
400 PCA.0002020 | Invalid CA CAREIEX, | BEMIABALICAZE
2 type. Only BB BIERIEM, CAZE
root CA and ROOT=E BYEBERA IR
subordinate SUBORDINAT | ROOTe&
CA are E SUBORDINATE,
supported.
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400 PCA.0002020 | Invalid CA CARRRKETL | BFABNBICAR
3 path length. | 3, EUEEE | RE2&IEH, CAI
The value [0,6]. REUESERE[0,6] -
range is [0,
6].
400 PCA.0002020 | Invalid CRL EBmREYIE | BRERAIES
4 configuration. | BEEETLM o miFSIRIERD
1Effa, EFROBSHE
ZFR. CRLIM{EZ
RN B EHAEE
SeEl[7,30].
400 PCA.0002030 | Invalid FBRST BHEABIIERAYIE
1 certificate ID. | %, BUEE#® | BHS.
Valid EIENZFRIE
certificate IDs | =,: [0-9a-f]
use a {8}(-[0-9a-f]
hexadecimal {41H{3}-[0-9a-
XXXXXXXX- f1{12},
XXXX=XXXX-
XXXX-
XXXXXXXXXXXX
format.
400 PCA.0002040 | Incorrect IFRERIEKR | BEEITERERE
1 certificate T KEBIEH.
signature
request.
400 PCA.0002040 | Incorrect BT, B | BERERAIS,
2 certificate. BERBAT
Please o
contact
technical
support.
400 PCA.0002040 | Incorrect IEBHL. | IBEARAIIES
3 certificate PEEFEEK: 1.
chain. BXZEIEH, BT

APIEXET, FE
{ém “w » ﬁ “\r ”»
RERITRF; 2.
IFPHEEREE, -
gER/D—LEchE]CA
uEH, HEPUIRA
H3: FEICA>. >R
CA,

AShRAN 3 (2023-05-16)

WRIERE © HERRARBIRAT

231



IEREIERSS

APl &%& e
RSB =i=B HIRER iR A IBIE e
400 PCA.0002040 | Invalid status. | JRELK, & | BEABRHMRE
4 The status BISZIPIRES S | B, HEisdFaoik
can only be FEE. B | MEH: FHE
Pending &, BEZH. (PENDING ) . B
activation, efiiEked | BE
Activated, H, (ACTIVED) . B
Disabled, ZH
Pending ( DISABLED ) .
deletion, or (il 1=
Expired. ( DELETED) . B
12 HA
( EXPIRED)
401 PCA.0000010 | Access BRI BERIBANNIR
1 Denied. No =3
permissions
granted for
this OBT.
401 PCA.0001000 | Incorrect X- HkHeaderh | iF8E: 1. EF
1 Auth-Token in | B9X-Auth- BRRGE—BDIAILE
the request TokenZc o RS (1AM ) 1248t
header. A9EO, FKREXAY
token; 2. token
=ERCUH., &
B EFERDER
RO, 1BELR
BRI,
401 PCA.0001000 | Account RS EHR BRI AT,
2 frozen. Please | 45,
contact
technical
support.
401 PCA.0001000 | Access denied. | IkSZ[E, A 1.5_16%»)&%%%7.5;_
3 Real-name BEREAMRS | TERINIE. 28
authenticatio | RINESRER | RZR, EREER
n failed or =, BRI,
account in
arrears.
401 PCA.0001000 | Insufficient KSHPRAR BRI S SRR
4 permissions. | Bo INKSHPR, &1
Contact REERIBEARIAR
administrator. SRR
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403 PCA.0000000 | Obtaining RS AERREY | IBEARIARSIT
6 OBS buckets | JIRIFEIEE
failed. Please | iR,
contact
technical
support.
403 PCA.0003000 | CA or CAZLEPH=E | BHEBECIZEMICA
1 certificate BHECERR 2 EBANIEREL
quantity #lo EERH/IKERK
exceeds H. IRFERS
quota. WME, BEEEA
~§Fo
403 PCA.0003020 | Operation not | HEPIKEARF | CASERBEARRM
1 allowed in the | T AIER STEreiFiiTas
current status. | {E. ? MEBIRT, B
} RERVSRS:
Z2HCA: CAYK

jf?-'%&i? EE
“ay” SigHR “IR
&; 2. BHCA:
CARESELT E
ZH “RE; 3.
MIBRCA: CARES
FJUTF “FHE
“E!Z” E';_j_fm “4*
=, 4. RECA:
CAREEELTF
‘SR KE;
5. SHCAH
CSR: CARSEE
RF7 %, &R
=; EHCAIE
B CA%%??%E%
a:” E”gﬁlﬁ “j”
EQHH R

7. HGECA: CAYK
& SEENTF “F-

” '{k,u ; 8 $
1ﬁlIE:F5 LRECAIR
SHEBLTF “ E,Eﬁl
&7 ORE; 9.
HiEH: liE:FWt
FELT Eté
2 IRE; B
IRIESR 1¢F1B5Eﬁ¢
ARG, ERERR
AR5
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403 PCA.0003020 | CA or MR EBR BRI .
2 certificate &, BRTEE
frozen. AN FBIFELAD
Contact 12BIE,
administrator.
403 PCA.0003030 | Certificate WEBHIRAS | MRS NCAIEHRAT
1 public key FABARICED, | BEAEIRIER,
and private BIEEEMIEBH
key does not CSREBZMIZCA
match. SEHAICSR,
404 PCA.0003010 | CA or CASGIEBAF | ISHIACATGERE
2 certificate is =, ZiEE,
not found.
404 PCA.0003010 | Issuer CA is BERCARE BAEENE A
3 not found £, TESE | CABRAEHBR
w#H. Ejj “BRE” K
500 PCA.0000000 | Unknown RSAEPHET | IBEARRAIE.
1 error. Please | RIRBIAYEE
contact =
technical
support.
500 PCA.0000000 | Parameter IRBHEBSE | BEEREAZE.
2 processing RETREEIR .
failed. Please
contact
technical
support.
500 PCA.0000000 | Certificate IRSWERIES | BEARRAIS,
3 processing RMIBENR
failed. Please
contact
technical
support.
500 PCA.0000000 | Key RSBAEPER | IBEARRARIT.
4 processing ERERIR
failed. Please
contact
technical
support.
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500 PCA.0000000 | Authenticatio | fRSBAEPEN | IBHKEEATF.
5 n failed. QIBEEIR

Please
contact
technical
support.

A.3 3REXINH ID

EF API 3XEXINH ID
InH DA LAEE A AE I ERE FHIB (S 2 APIBREL

SRENINB DAY “GET https://{Endpoint}/v3/projects” , EA{Endpoint}AIAM
RIETR, JLUAMBRINZRIET R EOANAMEENIES IIAIESER .

IMAREIENT , Eprojects TAY “id” BIAIREBID,
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",

|||||

"description™: "",
"links": {
"next": null,
"previous": null,

"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"
h
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true

}

1

"links": {
"next": null,

"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

MIZHI SIRENIRE 1D
ERREONIR, BHURFEEENRBRS, AUSESRIEITERS. HE
RSHKENS BT
. BREEEHAE.
2. BHEAPE, ETHSIRTES “HRITE .
3. £ “APIEIE” REMMBZIFEFEERAID.
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SIEREERS
ANEE A BFF

A-1 EFINH ID

HRUTE APIEIE @
| apisiE @ FALEFES, AMFREFPREMIEARS, BaEEE
EAEE
mee "5
R o #3H g
EE
RED J= R = PRI =
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