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1 {E FARTHAIEE

Anti-DDoSRE B4R ( LATEFRANti-DDoS ) A MIPIR{EPUZEISERIDDoSK T
PRI R SORT S 2@ S0 ., @A, Anti-DDoSEILUEFHREFS=RIER, WMIEEP
EIRTEIEITo

Anti-DDoSiEI X B EX M58 22 MIPAINI SR EF TSRS IS, AT A HEDDoSK
EHRE. EATMEREWSHEHRE T, RIERFEENHIPEREE, SteElERE.
EAY, Anti-DDoSHARFLERMSIEIRE, BWERNERENZER R

ERTLAERA SIS IRIEAPIZSANti-DDoSIHITAEXIRIE, WIEiD. EHAnti-DDoSHRSS
&, STFRERMREES AP .

VA F3iRAR
Anti-DDoSIEt TREST ( Representational State Transfer ) XIF&API, SZiHEIES
HTTPSIEKIAR, AEAEES WAEERBAPI,
BT e
KigT = (Endpoint ) ENEBAPIRYEKitELE, FRRSZSABXENRIED =AR, &
ALAMBXFIZiRD R P EEFRERSIERIRT = o
o K=
o MR
EEINK?—Y:EIAMEPﬁUEE’\JﬁHP, EoRBIERAR, BEEMEIL ( FBHE
2R ) o

BREEABAPIHENDREY, BFERIIKS. BRNEBREEE.

e [Xif ( Region)
MU IR EFNMEATIEEELX S, E— 1 RegionIHZ 4 +E . HREFHE. IR
ZiE. VPCRZE. SBEAMIP, BIEEATIRSS . Regionsy HiEFIRegionfIEE
Region, BFIRegioniEEME AR ERE=IRSSAIRegion; E/ERegionfER
AR S R E @S EE PR SRS AIE FRegion,

e TJAHKX (AZ, Availability Zone)
—PMAZE— N ERBSMIBHIERONES, BMUZAXKIKE, AZRZE EBE
HE. WML, FREIFEND KRS ERE . — 1 RegionFHIZPAZEEII SRS
TFRE, LUKERPEAZIZES ] BAERESHIEK.
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e INH

KIFRA R —PINE, XTMRERERTE, AXREEYIEKIESENER (1
BRIR. FEZFEINERE) , UECARB BTN, BRELIAEE
IKSHZXIFRIFIERIR. MREFEHITEINBAIRES, FJLEXIEE
INIRE eI FINE, AEFREPEIERR, ARUFIRENRAHITR
R, EEXERMSEFRETRR, EERRIINREHEINGEHE.
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API 855

BIg{ERANti-DDoSIZMAYED, el EAIFERIANti-DDoSHIFREINEE

S izl

Anti-DDoS API#E | Anti-DDoS#[, S1EEiE. EFAnti-DDoSERSZEEO .,
IS REAPIEE £ZIZREAPIEL, GEEREEEEEEEO.

i
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3 SNMaliE AR API

3.1 */J\u:\ss;k

AP NBAMTIIEREST APIFIISEK, FLUERIAMRSHIFRENEF TokeniiBBIN{aE
FBAPI, iZAPIZEEVERFHIToken, TokenT LA FEBEMAPIRTER

153K URI
15 KURIERAN &R 4BRL
{URI-scheme} :// {Endpoint} / {resource-path} ? {query-string}

auaj?URI@ FIFKIERkF, EXZSHESTERAEKRENBRBERPRME
BEE, FrLAFEILEIREE .

e URI-scheme:
RTRATERIBRAMNY, HRIFTBEAPIIRAHTTPSINY
e Endpoint:

IEEEERESTIRSS In mAYBRSS 28182 5kIP, ARIARSARXIFHAIENdpoint A&,
eT LAMME X041 15 RIREN
BIANAMBRSSTE “HE-FH” XIFAYEndpointh “iam.ap-
southeast-1.myhuaweicloud.com” ,

e resource-path:

RIRREZE, tHEIAPHADRER . NEFAPIBIURIELRIRER, fIan “3REXNERF
Token” APIf9resource-pathy “/v3/auth/tokens” .

e query-string:

BESH, SUERD, ATEETAPEIEEESH . s lEEE+T—1
§;‘Z? 7, A “Z‘%ﬁl% SHEVE" , BlE0 “limit=10" , RREBFEI105
% *EO

BIANREEIRENAMPE “FRE-FE” XighIToken, NWFEMFER “HPE-FE" XM
Endpoint ( iam.ap-southeast-1.myhuaweicloud.com ) , F{EZXEVEHF TokenfJURI

#R45>%kZlresource-path ( /v3/auth/tokens) , }#ﬁi@%tu?ﬁﬁﬁ:o

https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
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3-1 URI REE
‘https:;’;’ iam.ap-southeast-1.myhuaweicloud.com |/v3/auth/tokens

A A A
URI-scheme Endpoint resource-path
AR

HNEEHE, £ EKRAPINURIERD, RiGtiresource-path#lyy, FEEKRGEZEE—IE,
XZ2FEAURI-scheme#BEHTTPS, E—MRSZAIENdpointfEE—MXEtER, ErLAESER
B D EE

BKDE
HTTPiEKR7AiE (BRIRAIRESENE ) , EERRSRETERTAEETNRIE,
o GET: BKIRFZHRERENEERR .
e PUT: EKRIRSHREFIEERIE
o POST: EKRIRSZH[ING RSN TITIRIRIE
e DELETE: BKIRS==MIFEERE, MBFRTRE.
e HEAD: BXKIRSZREIELEL.
e PATCH: EXRIRSZHEHEFISBOAS . AFFEAFERIANE, PATCHOIEES
EOIBR— M REER
TEIRENFE P TokenfJURIER, EAILABEIEBSKAGEAR “POST” , NEBEKA:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

BXRIEESL

BAMIERLFER, AHEERIURIFIHTTPSIEMERIFER . HIANEXESARERIRE

kL “Content-Type” , IBRENEESE,

M AHEEELEERINFNISKF,

e Content-Type: JHEMFRAIER (18X ) , ©ik, BABYES “application/
json” , BEMEVERSEEMREOFE|JiKA,

e X-Auth-Token: HFToken, A%, X{EMTokenBIAIERT, BIEKIZE
E& . AR TokentB Rt 2iEFHIREVE R TokeniZOMMN/E, ZEOEE—FEEIA
WEAYEO

(MARTY:
APIEIRTSZIFERAK/SKIANIE, AK/SKINEZR(FERSDKIIERHITES, EI0iE=BmE
BERFPFIIAuthorization ( FZINIEEE ) FIX-Sdk-Date (&K A&IXAIATE ) iFKL.
AK/SKIAIERTIERIBRIE S WAK/SKIAILE o

X FIRENAFTokeniz [, HFAFZEINIE, FTLARAID “Content-Type” BIET, &
B R ERNE RN TR

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
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3 WN{a)iE A API

IERIHRIF

IEREBMEREUSHUEIUAL, SiERERLF R Content-typeXIiz, (EEFRIFR
HELZIMIRE . BERBEEARFSEIFP, WRFFURAUTF-84D .

BMEONBRERRARBTTE, EHTES M EOMBFEEFTRERE (HEHHE
SRR ) , GET. DELETERERERZENMAFTERRS, HRAEFATFER
EEAZEOME.

I FIRENF R TokeniEz D, ERILAMNIZEORNEREIBD EZIFFEHNIESREE NS IR
BE, SHEEMIINGHERIN TR, IHENRAFRESRIELIMEES, Hob
usernameIAFE, domainname/SFAFFIERIKSRAIR, - *HERERE
B, xooooocooooxxxxaprojectlZFR, el AR LR T IREL, ITRHEX
FRIRTARmEL “ X" FERAYE.

AR

scopeSHTE X T TokenfWWERLE, THEREIIRENAIToken{XEEHTlproject FHYEIR, &0EA]
L‘)\iFQETo ken{EBIE AR IMKS FAERRIKSHIE Nproject FHIERIR, FMATENIES IR
FHPRPToken,

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json
{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
"password"; " ##HEEEER
"domain": {
"name": "domainname"
}
}
}
I
"scope": {
"project™: {
"name": " XXXXXXXXXXXXXXXXXX'"
}
}
}
}

BRI MEREENABTMERTTET, ETLUERcurl. PostmanziEiEdH
SEERNREEKIFRAPI, XTFIREVAERTokeniZO, RERIMMEAGEELH “x-
subject-token” FEEEIXRENAIAF Token, BT TokenZf5, EiaTLAEHTokeniA
UEEREMAPI,

3.2 TAIEER

EREOBWTAEMIAELT, Sl LUEEEA— M TIANIESI
e TokeniAiE: i@idTokent AMIEEREIERK -

o AK/SKIAIE: @IFAK (Access Key ID ) /SK ( Secret Access Key ) TIZZRAAIER
WEEFEBAK/SKIAIE, HZeMtbToken\EES.
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Token AIE
(AL
TokenBOBEMERSI24/\0F, EE(EFRE— N Token AT, ATLASEEFRSE, B MEERA,
TokenfEItENAZZHFRESHE (IGHT ) HER, BB TokenfiARBEREMIIR,
TokentT\IEFL 27 FIAPIRIRTRIG TokenIIZIERIBESL, NMEIBMDINIE, K15
REAPIBIBUR o
Tokena] B3 A FIZRENAF TokeniZ 3KEY, AAARIRSZAPIFZZEprojectZRAIHY
Token, BNERZKEVFEF TokeniZ[ORY, iE3kbodyArauth.scopeRIEVEEZEEXFE
project, N A7
{
"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username",
llpassword": n *******a!"
"domain": {
"name": "domainname"
}
}
}
by
"scope": {
"project": {
"name": " xxxxxxxx"
}
}
}
}
$kEXTokenf5, BIARAEMIEZON, SFEEERBEELFIRIM “X-Auth-Token”
H(EBpIToken, fBliNToken{& “ABCDEF)...” , MLARREORE “X-Auth-Token:
ABCDEF)...” MENERiBELENAT, SR,
POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)....
AK/SK IAIE

(MARzY::]

AK/SKEZINER IS EE R AN 2MBLLA, 12MBLL 95 RiS{ER Tokeni A o
AK/SKINEFL 2 ERAK/SKITERBITER, HEKITEEZEERIZIERL, M
BT BDIAILE,

e AK(Access Key ID): iBIa)Z$AID . SFABIHRIEAXENE—RRT; HiREH

IDFIFABIBIOESE—E(ER, MXERHITINESE

e SK(Secret Access Key): Sifa)Z$BIDES{ERMIEA, MERHTINEZEEE,
AFRRARIET, HEALEEREIES .

{ERAK/SKINIERT, EAJLIBTERZFAFERAK/SKHIEREBITES, tBAILUERE]
RIZERSDKIFBRIHITER . 1FHAIER T EFISDKERTTIEEZS WAPIEZ SR .
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A
HASDKRIZHZRINEE, SRSFRMAISDKAE, ERIHEES.

U EIES

WSS
BREEUE, BRKEIRR, BEREH. MAERLFIERAE

IREBE2—EHMIXXESXXAIH A, IKEBRRTIBEKRMAAMRES, TEIORE
IES NG R

X FERENFF Tokenix [, YIRFARIREIATSESA “2017 , MFRFEREII

NaRGHERSE
RRIEREE Sk, MAEFEEREL, 1 “Content-type” .

X FIRENFFTokenz O, R[EIGNE3- Zﬁﬁj_-El’J HEL, HA “x-subject-token” FiZ
EEIREIEFToken, BT TokenZ g, EeialLUEATokenI \IEEREEAEAPI,

=] 3-2 SXEVAEF Token MRz EEsk

connection —  keep-

content-type — application/json

date — Tue, 12 Feb 2019 06:52:13 GMT

server —

strict-transport-security — max-age=31536000; includeSubdomains
transfer-encoding — chunked

via — proxy A

x-content-type-options — nosniff

x-download-options —~ noopen

x-frame-options — SAMEORIGI

x-iam-trace-id — 218d45ab-d674-4995-3f32-2d0255bad1b3

x-subject-token

MaREEEE (A )
TREHE S AE LA IUARRIRE, SIRGE Sk Content-typeXd i, (EEIRIME

HELZINMIRS .
X FIRENAF Tokeniz O, IREUITEER, AEEEL, XERERBOAS.
' "token": {

"expires_at": "2019-02-13T06:52:13.855000Z",
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APl &% 3 AN{aTiE RS AP
"methods": [
"password"
1
"catalog": [
{

"endpoints": [
{
"region_id": "xxxxxxxx",

SEOREALEN, SREESREBRIESREERE, ExWAAIBody A EzUaI TR
o

{

"error_msg": "The format of message is error",
"error_code": "AS.0001"
}

HrR, error_codeZXRiBIRIG, error_ msgRREIREIAEE .
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4 API

API

4.1 DDoS 155518

4.1.1 &1 Anti-DDoS {F5%

TORENA

FRFEIEERANt-DDoSHHIFECEESS . BEMESARIHITAVRE

GET /v2/{project_id}/query-task-status

& 41 BESY

2 Bk SHE fiEid
project_id = String ImRid

BIMKE: 32
BRAKE: 64

2 4-2 Query 2#

2% =% SR RR
task_id 2 String {E531D (IEFAERE ) B=/FER

MAERRAS 07 (2024-10-11)

WRIERE © EARITERARERAF
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APl &% 4 API
RS
% 4-3 153K Header 2¥
ol =A%k SR R
X-Auth-Token | 2 String HRFToken, @EiZiERIAMIRSS
SKEN A P TokeniZOFKER ( Nk
iE B 3LehX-Subject-TokenhY
B).
RIME: 32
BAKE: 2097152
Content-Type | @ String Content-Typeigksk
Th&{&: application/
json;charset=utf8
BIEE: 1
RAKE: 255
Ve
KREMG: 200
% 4-4 IIRI Body %4
2% SHE iR
task_status String E3IRZ, BLATR L
e success
o failed
e waiting
e running
e preprocess
e ready
task_msg String {ESEIMIIMER
1=
7
i 7~

REB: 200
BERE KD

N5k 07 (2024-10-11)
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{

"task_status" : "success",
"taSk_mSg" : nn

}

NG
REB | Ek
200 BERER
IR
B2 IR,

4.2 DDoS [HiFeTE
4.2.1 &if) EIP BHiPIRASIE

SR FTAEIPAIANt-DDoSEIF IR ER . MFRIEIPEICREHER=MKRSEE, #
AJLUHITEI .

URI
GET /v1/{project_id}/antiddos

*4-5 BRBH

2% BRI SR fEid
project_id = String ImBAid

=AMKE: 32
BKKE: 64

STRERA 07 (2024-10-11) IR © ERmBRABRAT 12
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4 API

K 4-6 Query 2#{

SH

SHERE

%

status

String

BB

e normal: RRIEE

e configging: Fr&EH

e notConfig: ®RKIEE

e packetcleaning: FERiE%
e packetdropping: FREE

FEtSEHEOARRBYIE, LA
neutronZIGEIHIINE

limit

iy

String

REERANHIRS, BETEE:
1~100

offset

i1y

String

mizE, BEEHE:
0~2147483647

ip

iy

String

IPHBiE, SZiEIPvARRTCENIPVERS
AN, IFEDEIE. B0
“? ip=192.168" , &iR[E
192.168.111.1#010.192.168.8FF
STRZAYEIPBAHPIRTS o

IBREH

X 4-7 15K Header %1

2H

BRIk

SHEE

ik

X-Auth-Token

=
=

String

R Token, BEEiEABIAMARSS
SREYFE P TokeniZ[O5XEY ( MKz
jHEsLrhX-Subject-Tokenfd
B) .

RIMKE: 32

BRAKE: 2097152

Content-Type

ali

String

Content-Typeigksk

the{E: application/
json;charset=utf8

w=AMKE: 1
RAKE: 255

MRz 221
RS 200

MAERRAS 07 (2024-10-11)
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APl &% 4 API
3 4-8 NI Body S
84 SHRE fER
total Integer BEMEIPR
ddosStatus Array of [YatiabyNr IS
DDosStatus
objects
3£ 4-9 DDosStatus
B8H BHEE U
floating_ip_id | String EIPAYID
floating_ip_ad | String ZENIPitE
dress
network_type | String EIPFREZEEY, ANi&EE:
o EIP: RYBEFIECSHIEIPTHHFEEIECSAIEIP
e ELB: 4FEZIELBRYEIP
status String FatFIRZS, BIESEHE:
e normal: FRIEE
e configging: FRIREH
e notConfig: FRKIEE
e packetcleaning: FiE0k
e packetdropping: FEF
blackhole_end | Long HiRLERAYE
time
protect_type | String YatiaEis)
traffic_thresh | Long MERE
old
http_threshol | Long httpiREFE
d
iI=P ]
%
i 7~ f5

RASE5: 200
BERE KD

MAERRAS 07 (2024-10-11)
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DDosS [5#R AAD
APl & 4 AP

{

"total" : 1,

"ddosStatus" : [ {
"floating_ip_id" : "18e6ace5-eb36-4196-a15e-1e000c24e026",
"floating_ip_address" : "139.9.116.167",
"network_type" : "EIP",
"status" : "normal",
"blackhole_endtime" : 0,
"protect_type" : "default",
"traffic_threshold" : 99,
"http_threshold" : 0

11

}
RSB

RED ik

200 BRERIN
form

B2EIRE,
4.2.2 &if] Anti-DDoS BeE % CE
AL 4B

BARZ X IFA9ANtI-DDoSEAIF SR ISECERIRIEEE, APRIBEESIRIERESH

2 EZHIBHIPERRIHITANtI-DDOSTRE BTk -
URI

GET /v2/{project_id}/antiddos/query-config-list

% 4-10 IB12SH

2 EEWIE ST ik
project_id = String InHid

=RIMKE: 32
BAKE: 64

STRERA 07 (2024-10-11) IR © ERmBRABRAT 15



DDosS 53R AAD

APl &% 4 API
IBRSH
% 4-11 153K Header 2%
e EEWI%E SR R
X-Auth-Token | £ String FiFToken, Bi3ERIAMBRSS
SKEX A Token$Z5KEX ( Nk
JHESLEX-Subject-TokenfY
B) .
RIMKE: 32
BAKE: 2097152
Content-Type | =2 String Content-Typeigksk
th&{E: application/
json;charset=utf8
BMEE: 1
BAKE: 255
VRS54
RE&FB: 200
% 4-12 WL Body 2%
2¥ S 115
traffic_limited | Array of MERHIZIZE
_list TriggerBpsDi
ct objects
http_limited_li | Array of HTTPRRHIFIZE
st TriggerQpsDi
ct objects
connection_li | Array of TR HIFZ=
mited_list CleanLimitDi
ct objects
extend_ddos_ | Array of I EicEyIE
config ExtendDDoSS
et objects
2 4-13 TriggerBpsDict
2% ST RER
traffic_pos_id | Long MEDEID
MAShRAS 07 (2024-10-11) RN © LARITBIRABREAT 16



DDosS 53R AAD

APl &% 4 API

28 SR A
traffic_per_sec | Long gi#hnzE (Mbit/s) BIE
ond
packet_per_se | Long BIMRXE (4N/s) BiE
cond

R 4-14 TriggerQpsDict
2¥ SR iR
http_request_ | Long HTTPIERE S ERID
pos_id
http_packet_p | Long BIHTTPIEXRE (1N/s) HE
er_second

28 4-15 CleanLimitDict
28 SR R
cleaning_acce | Long a et iAalfR 2 ERID
ss_pos_id
new_connecti | Long B—RIPHEEEREA
on_limited
total_connecti | Long B—RIPEEHDNE
on_limited

2% 4-16 ExtendDDoSSet
28 SR R
SetID Long FeEDERID
new_connecti | Long B—RIPEEIEIE
on_limited
total_connecti | Long B—RIPIEZEH RN
on_limited
http_packet_p | Long BHTTPIEXRE (1Ns) BE
er_second
traffic_per_sec | Long B¥hRE (Mbit/s ) EE
ond

SCEShRAS 07 (2024-10-11) WRINERE © £ ATITERABIRAE 17




DDoS 53R AAD

APl &% 4 API
2H SR iR
packet_per_se | Long SRS (/s ) BB
cond

=R N

7
N iz~ A51
KEB/: 200
BRKERMI
"traffic_limited_list" : [ {
"traffic_pos_id" : 1,
"traffic_per_second" : 10,
"packet_per_second" : 2000
o
"traffic_pos_id" : 2,
"traffic_per_second" : 30,
"packet_per_second" : 6000
o
"traffic_pos_id" : 3,
"traffic_per_second" : 50,
"packet_per_second" : 10000
o
"traffic_pos_id" : 4,
"traffic_per_second" : 70,
"packet_per_second" : 15000
o
"traffic_pos_id" : 5,
"traffic_per_second" : 100,
"packet_per_second" : 20000
o
"traffic_pos_id" : 6,
"traffic_per_second" : 150,
"packet_per_second" : 25000
o
"traffic_pos_id" : 7,
"traffic_per_second" : 200,
"packet_per_second" : 35000
o
"traffic_pos_id" : 8,
"traffic_per_second" : 250,
"packet_per_second" : 50000
o
"traffic_pos_id" : 9,
"traffic_per_second" : 300,
"packet_per_second" : 70000
o
"traffic_pos_id" : 88,
"traffic_per_second" : 1000,
"packet_per_second" : 300000
11
"http_limited_list" : [ {
"http_request_pos_id" : 1,
"http_packet_per_second" : 100
o
"http_request_pos_id" : 2,
"http_packet_per_second" : 150
W
SCHEhRAS 07 (2024-10-11) RN © L ARITERAGRAS 18




DDosS 53R AAD
APl &

4 API

"http_request_pos_id" : 3,

"http_packet_per_second" : 240
h o

"http_request_pos_id" : 4,

"http_packet_per_second" : 350
h o

"http_request_pos_id" : 5,

"http_packet_per_second" : 480
h o

"http_request_pos_id" : 6,

"http_packet_per_second" : 550
h o

"http_request_pos_id" : 7,

"http_packet_per_second" : 700
h o

"http_request_pos_id" : 8,

"http_packet_per_second" : 850
h o

"http_request_pos_id" : 9,

"http_packet_per_second" : 1000
h o

"http_request_pos_id" : 10,

"http_packet_per_second" : 1500
h o

"http_request_pos_id" : 11,

"http_packet_per_second" : 2000
h o

"http_request_pos_id" : 12,

"http_packet_per_second" : 3000
h o

"http_request_pos_id" : 13,

"http_packet_per_second" : 5000
h o

"http_request_pos_id" : 14,

"http_packet_per_second" : 10000
h o

"http_request_pos_id" : 15,

"http_packet_per_second" : 20000
11
"connection_limited_list" : [ {

"cleaning_access_pos_id" : 1,

"new_connection_limited" : 10,

"total_connection_limited" : 30
h o

"cleaning_access_pos_id" : 2,

"new_connection_limited" : 20,

"total_connection_limited" : 100
Lo

"cleaning_access_pos_id" : 3,

"new_connection_limited" : 30,

"total_connection_limited" : 200
Lo

"cleaning_access_pos_id" : 4,

"new_connection_limited" : 40,

"total_connection_limited" : 250
h o

"cleaning_access_pos_id" : 5,

"new_connection_limited" : 50,

"total_connection_limited" : 300
h o

"cleaning_access_pos_id" : 6,

"new_connection_limited" : 60,

"total_connection_limited" : 500
h o

"cleaning_access_pos_id" : 7,

"new_connection_limited" : 70,

"total_connection_limited" : 600
Lo

"cleaning_access_pos_id" : 8,

MAERRAS 07 (2024-10-11)
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DDosS [5#R AAD

APl &% 4 API
"new_connection_limited" : 80,
"total_connection_limited" : 700
11
"extend_ddos_config" : [ ]
}
7N
KRB ik
200 BREMIN
IS
BESIEEIRE .
4.2.3 EigEIGIRSITHER
ThEEN4R
BAFFBANti-DDoSIHIFEStIHER, B1E—ERDDoSI=EREFNIEIREL . LA
MBI R BHITRIHFZ (ERERITENE . RAsdFSniatazmluENESRT
HiEEA, BEXPIEEREEIARERITEIEN .
URI

GET /v1/{project_id}/antiddos/weekly

K 4-17 BBRSH

Y =Rk SR fHik

project_id y— String ImBid
BRAMKE: 32
BEAKE: 64

2 4-18 Query 2

2 =A% ST ik

period_start_d | & String BERvRIARTE)

ate

MAERRAS 07 (2024-10-11)
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DDosS 53R AAD

APl &% 4 API
RS
% 4-19 153K Header 2%
8% BE W% SRR 1k
X-Auth-Token | 2 String FBFToken, B EBIAMIRSS
SREY A Token$Z 3REX ( M@z
JEEsLAX-Subject-Tokenfd
E) o
RAMKE: 32
BRAKE: 2097152
Content-Type | =2 String Content-Typeig3ksk
th&{&: application/
json;charset=utf8
BAMKE: 1
BRAKE: 255
InJVE=S5t
KR&ME: 200
Z 4-20 g Body #
8% BHEE iR
ddos_intercep | Integer —ERDDoSI=ENREL
t_times
weekdata Array of — RN ERE ST EE
WeeklyCount
objects
top10 Array of WX EHEZ R0 10RY 1Pt
WeeklyTop10
objects

Z 4-21 WeeklyCount

e_times

2 SRR U
ddos_intercep | Integer DDoS=EREL
t_times

ddos_blackhol | Integer DDoSZEREIXEL

MAERRAS 07 (2024-10-11)
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DDoS [53P AAD

APl &% 4 API
2% SR iR
max_attack_b | Integer A EHRE
ps
max_attack_c | Integer ERAWEER
onns
period_start_d | Long Frigadia)
ate

Z 4-22 WeeklyTop10
e SHRE RhR
floating_ip_ad | String S IPHEE
dress
times Integer DDoSiZ&ERE, BiEERIIER
== —
=R
7
I piz =451
REMB: 200
BERERKIN
"ddos_intercept_times" : 0,
"weekdata" : [ {
"ddos_intercept_times" : 0O,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605496722606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605583122606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605669522606
o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605755922606
o
"ddos_intercept_times" : 0,
HSRRAS 07 (2024-10-11) WRINERE © ARITERARBIRAE 22



DDosS [5#R AAD
APl &

4 API

"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605842322606
h o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1605928722606
h o
"ddos_intercept_times" : 0,
"ddos_blackhole_times" : 0,
"max_attack_bps" : 0,
"max_attack_conns" : 0,
"period_start_date" : 1606015122606
11
"top10" : []
}

TN

RSB faik

200 I5REMII

52 EIRE .

EAEL B AYANt-DDOSESIFEEES, FIF AT LAZIEEEEIPAYANtI-DDOSEEIFEEES .

URI
GET /v1/{project_id}/antiddos/{floating_ip_id}

K 4-23 RS

BH =Rk SRR fHik

project_id y— String ImBid
RIMKE: 32
BRAKE: 64

floating_ip_id | 2 String FBFEIPRIRIAYID

STRERA 07 (2024-10-11) IR © ERmBRABRAT 23




DDosS 5P AAD

APl &% 4 API
2 4-24 Query 2%
2% BEWYIE SRR R
ip & String FFEIP
IERSH
% 4-25 153K Header 2%
e B WI%E SR R
X-Auth-Token | 2 String FBRFToken, BEEiEBIAMIRSS
SREYFE P TokenZ [$KEY ( Niafkz
JHESLAX-Subject-TokenfY
B) .
RIMKE: 32
BAKE: 2097152
Content-Type | 2 String Content-Typeigksk
th&{E: application/
json;charset=utf8
BMEE: 1
BRAKE: 255
VRS54
RE&MG: 200
% 4-26 I Body %
e e et A
enable_L7 Boolean EEHBL7EIR, EE{E/fasle
3Zs

traffic_pos_id | Long

nEaoRID, BYETEE: 1~9. 88, 99

http_request_ | Long
pos_id

HTTPISRESERID, BYESERE: 1~15

cleaning_acce | Long
ss_pos_id

imreATipIafRE 2 RID, BYESEE: 1~8. 88,

99

app_type_id Long

RN FEZEEID, AlEEE:

e 0
o 1

MAERRAS 07 (2024-10-11)
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DDosS [5#R AAD

APl &% 4 API
=GNl
7
N Rz~
RSB/ 200
BREMIN
{
"enable_L7" : false,
"traffic_pos_id" : 8,
"http_request_pos_id" : 8,
"cleaning_access_pos_id" : 8,
"app_type_id" : 1
}
RS
RSB iR
200 BXREMID
e
BEEIEIRB.

4.2.5 B Anti-DDoS RS

TS EEIPRIANt-DDoSPIFRIRECE . TAFIRLIN, ©

E&EfHANti-DDoS{ESE

URI

PUT /v1/{project_id}/antiddos/{floating_ip_id}

QERBIRS T KR T XA E
FicEIEK, BIERS EEIJJHEELQE%Eﬂ&DEﬂliﬁﬂﬂ’]#t TR, BRigS

& 4-27 IBRBH

2Y BRI SR iR

project_id y— String ImBid
RIMKE: 32
BRAKE: 64

floating_ip_id | 2 String FBFEIPRIRIAYID

MAERRAS 07 (2024-10-11)
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DDosS 53R AAD

APl &% 4 API
2K 4-28 Query 2%
2% =R wI% SR ik
ip B String ip
IBRSH
% 4-29 153K Header 2%
2% EEWI% SR fEid
X-Auth-Token | 2 String P Token, @iTiEREIAMIRSS
SREXFAF Token$E[3XEX ( KL
JHESLEX-Subject-TokenHY
B) .
BRAMKE: 32
BRAKE: 2097152
Content-Type | @ String Content-Typeigksk
th&{E: application/
json;charset=utf8
=BIVMEE: 1
BRAKE: 255
& 4-30 i53K Body 23
B¥ EEWIE SR R
app_type_id | 2 Integer MNAZERID, Al%EvE:
e 0
o 1
cleaning_acce | 2 Integer BeEpiaRHEIoERID, BUETE
ss_pos_id [E: 1~8. 88, 99
enable_L7 =2 Boolean EEHBLIERIR, BEEER
fasle
http_request_ | 2 Integer HTTPIESRE S ERID, BUESE
pos_id El: 1~15
traffic_pos_id | 2 Integer RENERID, BEEE: 1~
9. 88, 99
V254
R&F8: 200
HSRRAS 07 (2024-10-11) WRINERE © ARITERARBIRAE 26




DDoS [53P AAD

APl &% 4 API
7= 4-31 WK Body &%
2 S A
error_code String AEREEIRAD
error_msg String REBEEIREIA
task_id String {£531D, IBE T*ETE&ZIDE@ZMIQ%MO rF
BARENESHITT B, 8NAERE, &ix
Ho
(=R
EHTEEEIPRIANtI-DDOSPHRERRE, IEFEATARIREISERIDIRENS, MESRIDIRE
A,
PUT https://{endpoint}/v1/{project_id}/antiddos/{floating_ip_id}
{
"app_type_id" : O,
"cleaning_access_pos_id" : 8,
"enable_L7" : false,
"http_request_pos_id" : 1,
"traffic_pos_id" : 1
}
M iz 7351
KREE: 200
BERERKIN
{
"error_code" : "10000000",
"error_msg" : "The task has been received and is being handled",
"task_id" : "59385d2a-6266-4d3a-9122-a228c530f557"
}
T
K& ik
200 B5REMIN
FRIRg

52 ERB.

4.2.6 EiFS7E EIP [P RE

TORENA

EEEEEIPEE R 24N ZRRIGIFREER, REREMREERA55H
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DDosS 53R AAD

APl &% 4 API
URI
GET /v1/{project_id}/antiddos/{floating_ip_id}/daily
*4-32 BREH
2% R WwI% SR fik
project_id = String ImBid
RIME: 32
RAKE: 64
floating_ip_id | 2 String FBFEIPRIRIAYID
2 4-33 Query 2
e EEWI%E SR R
ip B String FBFEIP
IBRSH
2K 4-34 153K Header 2%
2¥ =R WI% SR fEid
X-Auth-Token | 2 String PR Token, @iTiEREIAMIRSS
FRENFHF TokendE 3REX ( Nk
JHESLEX-Subject-TokenHY
B) .
BRAMKE: 32
BRAKE: 2097152
Content-Type | @ String Content-Typeigksk
th&{E: application/
json;charset=utf8
BAMKE: 1
BRAKE: 255
InJVE=S5't
KRE&MG: 200
HSRRAS 07 (2024-10-11) WRINERE © ARITERARBIRAE 28




DDosS 5P AAD

APl &%& 4 API
2K 4-35 miy Body 2
2% SHEE R
data Array of 20N\ RRSTRERIE
DailyData
objects
2 4-36 DailyData
¥ SRR g
period_start Long FriaaTiE
bps_in Integer AiRE (bit/s)
bps_attack Long wEiRE (bit/s)
total_bps Long BRE
pps_in Long NRIDEE (1N/s)
pps_attack Long WESORE (1/s)
total_pps Long B SOERE
=R
"
N Rz~
KEB/: 200
BKREMIN
{
"data" : [{
"period_start" : 1606188642720,
"bps_in" : 0,
"bps_attack" : 0,
"total_bps" : 0,
"pps_in" : 0,
"pps_attack" : 0,
"total_pps" : 0
1]
}
RS
RSB g
200 BEREMI
SCASRRZAR 07 (2024-10-11) RN © LARITBIRABREAT 29



DDosS [5#R AAD
APl &

4 API

tHI=0

52 iEIRE .

4.2.7 EHEE EIP RESH

ab
ThEEN 4B

EMSEEIPESR24N\NZANRESHER, FEFHEREAFHIERSMY,
EEEIRES DR Z A

URI

GET /v1/{project_id}/antiddos/{floating_ip_id}/logs

= 4-37 BE2¥

2¥- =A% SHEER R

project_id = String ImBid
RIMKE: 32
RAKE: 64

floating_ip_id | 2 String FBFEIPXSRAYID

2 4-38 Query 2%

2% =Rk SR )%

sort_dir = String ai%ESeE:
o desc: FRATEIERF
e asc: FRAETEIHAF ENAE

yg “descu .

limit & String REIGERNHRS, LOREIER
EIHERAE, BEEE: 1~
100, Soffsetfic&fER. &
“limit” 5 “offset” IYFRES
MREFRBEENIIZE

offset B String wEE, “limit” EHEIIFER
BY.

ip & String FBRFEIP
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DDosS 53R AAD

APl &% 4 API
IBRSH
% 4-39 153K Header 2%
2¥ =A% ST ik
X-Auth-Token | £ String FiFToken, Bi3ERIAMBRSS
SKEX A Token$Z5KEX ( Nk
jEBEsLrhX-Subject-Tokenfd
B) .
BRIMKE: 32
BAKE: 2097152
Content-Type | =2 String Content-Typeigksk
th&{E: application/
json;charset=utf8
BMEE: 1
BAKE: 255
VRS54
RE&FB: 200
2 4-40 WL Body 2%
2¥ S 115
total Long SEMEIPSE
logs Array of SESEHIE
DailyLog
objects
Z€ 4-41 DailyLog
e S 115
start_time Long FFraaRal
end_time Long LRSI
status Integer PAIFIAE, mIESEE:
o 1: XAk
o 2: XRER
trigger_bps Integer fLARRNRE
trigger_pps Integer fb A AT R SRR
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DDosS [5#R AAD

APl &% 4 API
2H SR iR
trigger_http_p | Integer A RTHTTPIESRIESR
ps
=Nl
.
I Rz~ 5
RSB/ 200
BRKERM
{
"total" : O,
"logs" : []
}
RSB
RSB R
200 BREMI
TES
ESIEIRB.
4.2.8 EFEE EIP BoiFIRES
IheeN4a
BEiFIEEEIPAYANtI-DDoSEHIFIRE .
URI
GET /v1/{project_id}/antiddos/{floating_ip_id}/status
x 4-42 IBRE2H
2% BE W% SR fER
project_id = String InHid
RIMKE: 32
RAKE: 64
floating_ip_id | 2 String FAFEIPIIRZA9ID
SCHEhRAS 07 (2024-10-11) WRINERE © £ ATITERABIRAE 32



DDosS 53R AAD

APl & 4 AP
K 4-43 Query 2%
2% BEWYIE SRR R
ip & String FFEIP
IBRSH
% 4-44 153K Header 2%
e B WI%E SR R
X-Auth-Token | 2 String HRFToken, BEiZiERIAMIRS
SREYFE P TokenZ [$KEY ( Niafkz
JHESLAX-Subject-TokenfY
B) .
RIMKE: 32
BAKE: 2097152
Content-Type | 2 String Content-Typeigksk
fhes&: application/
json;charset=utf8
BMEE: 1
BAKE: 255
VRS54
RE&MG: 200
% 4-45 I Body 2%
e S¥En A
status String BpIPIRZE, BESEE:
e normal: FRIEE
e configging: FRZEH
e notConfig: F{RKIZE
e packetcleaning: Fi&i%
e packetdropping: F£REE
=
7

N5k 07 (2024-10-11)
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DDosS [5#R AAD

APl &% 4 API
M iz 7~ A5
K& 200
15RE R
{
"status" : "normal"
}
RS
RSB ik
200 BREMI
HELE]
B2 =D,
3 EEREEHE
3.1 Ei@ EEELZI o
IhgeNn4A
BEAFEERER, APTMESEOTEIERSREEEEE, ANLUEERF
NS EIEEE FRMHEREEER
URI
GET /v2/{project_id}/warnalert/alertconfig/query
* 4-46 BIRBY
8% =% SR 1k
project_id = String ImBAid
RIMKE: 32
RAKE: 64
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APl & 4 AP

IERSH

X 4-47 &K Header &8

2¥ BRIk SR ik
X-Auth-Token | 2 String HRFToken, ETEAAIAMAES

SREY A Token$Z 3REX ( M@z
JEEsLAX-Subject-Tokenfd
B) .

B/MEE: 32

BRAKE: 2097152

String Content-Typeigskk

th&{&: application/
json;charset=utf8

=RAKE: 1
BXKE: 255

il

Content-Type

MR SEL
RSHG: 200

% 4-48 IR Body 2%

2% SR ik
topic_urn String HEBHENE—IRR
display_name | String HERHARIA
warn_config | warn_config | SZEEEE
object

Z 4-49 warn_config
2% SR ik
antiDDoS Boolean DDoSH
back_doors Boolean M)
bruce_force Boolean B ( RFEES, FTP, DB)
high_privilege | Boolean HIEFEHENRIES
remote_login | Boolean SHERITRE
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DDoS 53R AAD

APl &%& 4 API
2% SR fik
send_frequenc | Integer BESEE:
y o 0: FREX—IX
o 1. FRFE/NIF—IK
XYF.FH | D%‘ii& o
waf Boolean REB=FE
weak_passwo | Boolean 380< (R4, HEE)
rd
=GNl
7
I Rz~ 5
K& 200
BERERIN
{
"warn_config" : {
"antiDDoS" : false,
"bruce_force" : false,
"remote_login" : false,
"weak_password" : false,
"high_privilege" : false,
"back_doors" : false,
"waf" : false,
"send_frequency" : 0
h
"topic_urn" : null,
"display_name" : null
RSB
RSB iR
200 BREMID
xS
BESEIRE
4.3.2 B EELRERER
INEEN4A
EMAFREER, APTLIEEZEOEHESREKEREE, ANTLERERF
IS EE 2R FHMHENEZEER .
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APl &% 4 API
URI
POST /v2/{project_id}/warnalert/alertconfig/update
* 4-50 IERSH
2% R WwI% SR fik
project_id = String ImBid
RIME: 32
RAKE: 64
ERSE
% 4-51 153K Header 2%
2% BEWI% SRR R
X-Auth-Token | 2 String R Token, BEiIEARIAMBES
SKEN A P Token$ZOFKER ( Nk
jE B sLrhX-Subject-Tokenfd
B).
BAMKE: 32
BAKE: 2097152
Content-Type | 2 String Content-Typeigksk
th&{&: application/
json;charset=utf8
RIMRE: 1
RAKE: 255
#* 4-52 153k Body &%
B8 =E W% SR R
display_name | 2 String EERARA,
topic_urn 2 String EERARIE—RR,
warn_config = WarnConfig | SZ8EEE.
object
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MR SEL

BRI

2 4-53 WarnConfig

2% R SR HEid
antiDDoS = Boolean DDoSKTH
back_doors P Boolean MTRET]
bruce_force e Boolean SRR ( REES, FTP,
DB)
high_privilege | & Boolean HIEEHENRES
remote_login | & Boolean S EFIERE
send_frequenc | & Integer BESEE:
y o 0: RRBX—IX
o 1: FRRF/NIF—IX
IFFHID@AE
waf B Boolean REBFE
v(\;eak_passwo ES Boolean 5505 (R4, #iEE)
;
WR7&89: 200
2 4-54 [N Body &%
2% SR fiik
error_code String AEREEIRAD
error_msg String REREIREIA

REIHEBEIRERS “urn:smn:cn-
xx-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl” , HAtBEEELSZE BN

KBS I DDoSK T

POST https://{endpoint}/v2/{project_id}/warnalert/alertconfig/update

{

"display_name" : "",

"topic_urn" : "urn:smn:cn-xx-7:2d2d90a56a3243bdb909f6a24a27be8d:cnad-test-intl",

"warn_config" : {
"antiDDoS" : true,
"back_doors" : false,
"bruce_force" : false,
"high_privilege" : false,
"remote_login" : false,
"send_frequency" : 1,

MAERRAS 07 (2024-10-11)
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APl &%& 4 API
"waf" : false,
"weak_password" : false
}
}
Ml iz 73~ 451
KL 200
BRERMID
{
"error_code" : "10000000",
"error_msg" : "Ok",
"task_id" s
}
REB
RSB A
200 BREMKID
TEEL
52 EIRB.
4.4 FRABGIRRER SR
4.4.1 ELE Anti-DDoS BRIABHIFERE
INEENA
B EFAPROEOABGIFRRE . BCEMIPRIEE, FELRRESNFBHIFR, &%
BRZENARGIP RS TR E -
URI
POST /v1/{project_id}/antiddos/default-config
x 4-55 [BRSH
¥ BRI SHEER i)
project_id = String ImRid
=IMKE: 32
BRAKE: 64
HSRRAS 07 (2024-10-11) WRINERE © ARITERARBIRAE 39
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APl & 4 AP

IERSH

K 4-56 153k Header 2#f
2% BBk SEER ik

X-Auth-Token String HRFPToken, @I ARIAMIRSS
SRENFH R TokendE 3REX ( Nk
JEEsLAX-Subject-Tokenfd
#) .

BNMNEE: 32

BRAKE: 2097152

String Content-Typeigksk

th&{&: application/
json;charset=utf8

BIVEE: 1
RAKE: 255

i

il

Content-Type

# 4-57 53K Body 23

B8H EE W% SR R
enable_L7 =2 Boolean EEHBL7ERIR, EEER
fasle
traffic_pos_id | 2 Long MESERID, BEEE: 1~
9. 88. 99
http_request_ | 2 Long HTTPIERE S ERID, BUEE
pos_id El: 1~15
cleaning_acce | 2 Long et ipafRE S ERID, BUEE
ss_pos_id FEl: 1~8. 88. 99
app_type_id | £ Long RZFEZEBYID, ANiEEE:
e 0
o

R S5

RSE5: 200

3 4-58 I Body &%

2 SR R
error_code String AEREEIRAD
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APl &

4 API

SH

SHRE

g

error_msg

String

REBEIRTEIR

i5RHl

BECERFBRUARIBGIRRES, BiRRAIARE S RIDIRENS, RESRIDIREN .

POST https://{endpoint}/v1/{project_id}/antiddos/default-config

{

"app_type_id" : O,
"cleaning_access_pos_id" : 8,
"enable_L7" : false,
"http_request_pos_id" : 1,
"traffic_pos_id" : 1

N Rz 73~/
REB\: 200
BEREKIN
{

"error_code" : "10000000",
"error_msg" : "Ok",

"task_id" : "
}

7 NEX T

K&

fEiR

200

I5REMII

B2 EIRE

o

4.4.2 i) Ani-DDoS ENARSIP SRR

ab
ThEEN 4B

EIAFERERIFRIANIFERES o

URI

GET /v1/{project_id}/antiddos/default-config
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4 API

% 4-59 BRESH

28 EEWIE

SHR 1)

project_id =

String ImRid
BAMKE: 32
BAKE: 64

iBREH

K 4-60 153Kk Header 2%{

2H ERUWIE

SHERE ik

X-Auth-Token | 2

String FIFToken, BiZiERBEIAMIRSS
FRENF P TokeniE O3REX ( MR
JEESLAX-Subject-Tokenfd
B) .

RIMKE: 32

RAKE: 2097152

ali

Content-Type

String Content-TypeigskL

th&{E: application/
json;charset=utf8

=BIVEE: 1
RAKE: 255

R S5

W&E: 200

% 4-61 IR Body B4

2% SR

ik

enable_L7 Boolean

traffic_pos_id | Long

EEHFBEL/ENR, EEEfasle
MESRID, BYESEE: 1~9. 88, 99

http_request_ | Long
pos_id

HTTPIERE S ERID, BUESEE: 1~15

cleaning_acce | Long
ss_pos_id

e IERRRFISERID, BYEEE: 1~8. 88,
99

app_type_id Long

N FAZEEID, AkENE:
e 0

o 1

MAERRAS 07 (2024-10-11)
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APl &% 4 API
=GNl
7
M iz 7~ A5
K& 200
BERERKIN
{
"app_type_id" : 1,
"cleaning_access_pos_id" : 8,
"enable_L7" : false,
"http_request_pos_id" : 8,
"traffic_pos_id" : 8
}
RS
RSB ik
200 BEREMI
S
B2 WEIEB.
4.4.3 HIE3 Ani-DDoS EXIABSHFEERE
IhEeN4a
fRIRR BB B ERYEAIABG TP SRS o
URI
DELETE /v1/{project_id}/antiddos/default-config
#* 4-62 IEE2H
84 ERWIE SRR R
project_id = String ImRid
RIMKE: 32
RAKE: 64
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APl &% 4 AP
BRSH
& 4-63 153K Header 2%
S8 BRI SRR g
X-Auth-Token | 2 String FBFToken, B EBIAMIRSS
SREVFE P Token$Z 3REX ( M@k
JEEsLAX-Subject-Tokenfd
).
RIMKE: 32
RAIKE: 2097152
Content-Type | =2 String Content-Typeig3ksk
th&{&: application/
json;charset=utf8
RIMKE: 1
BRAKE: 255
il fiz &8
K& 200
X 4-64 gL Body 2#
28 SR A
error_code String AEREEIRAD
error_msg String R ERsEIRIEIA
=Rl
7c
N 7~ A5

REB: 200
BERE KD

{
"error_code" : "10000000",
"error_msg" : "Ok",
"task_id" : ""

}
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APl &% 4 AP
KD
RS it
200 BREMIN
e
B2 ARG,
45
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APl &

5 NG

5 Rz 7=

5.1 75l 1: ¥t DDoS fpiF

7S

HICEEEIHEIPRIBSIPRIEET, L@ TAnti-DDoSHKREELZIEN, & EH
Anti-DDoSHIAPIIZEEX

R

1.

W N

i RO

RR&EERE TREENREERRE.
FIFBEIgANti-DDoSIRSZ L E IR .

RFRIEECESH, 12UPRIRGIFERER D BARRES .
AFPRIE3REIRMESSID, EREHHIFDDoSEHFRISESAIMITIRR .

EFTDDoSPHIFRY, P RAEOMT:

BIFPRR

EFEIPRFIPRESSIR: IWEEIAFFREEVEE BIERE.
EiflAnti-DDoSEER¥EEE: &ifJAntiDDOSIRSHIELERELYIE
E#TANti-DDOSHRSS: FHTIPAIANtIDDOS L IRSZELE RS o
HiflJAnti-DDoS{E55: RIB(ESIDIREBUES RS

£E1 fETERFPMEENNEE KRR,

EOEXER

URIFEZL: GET /v1/{project_id}/antiddos

FEESL “EgEIPHIPREIIER”

BRI

GET: https://{endpoint}/v1/1858a4e1f99d4454bd6a539d5477f5de/antiddos
{endpointHE 25 N XFNLR iR TS =3KE o

STRERA 07 (2024-10-11) IR © ERRBRABRAT 26
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APl &% 5 R~
Body:
{
}
o IR
{
"total"™: 1,
"ddosStatus": [
{

"floating_ip_id": "18e6ace5-eb36-4196-a15e-1e000c24e026",
"floating_ip_address": "139.9.116.167",
"network_type": "EIP",

"status": "normal",
"blackhole_endtime™: 0,
"protect_type": "default”,
"traffic_threshold": 99,
"http_threshold": 0

}

]

}

£IF2 FiFAntiDDOSIRSHIEL B RAZTIE .
o EMOMBXER
URIKET: GET /v2/{project_id}/antiddos/query-config-list
#5520 “EifAnti-DDoSEEIETEHE"
o iEKTRHI

GET: https://{endpoint}/v2/1858a4e1f99d4454bd6a539d5477f5de/antiddos/
query-config-list

{endpointHE RiBE M B X FNL iR T5 RIREN -
Body:

{
}

o [IRN7RA
{

"traffic_limited_list": [

{

"traffic_pos_id": 1,
"traffic_per_second": 10,
"packet_per_second": 2000
h?

{

"traffic_pos_id": 2,
"traffic_per_second": 30,
"packet_per_second": 6000

)

{

"traffic_pos_id": 3,
"traffic_per_second": 50,
"packet_per_second": 10000
h?

{

"traffic_pos_id": 4,
"traffic_per_second": 70,
"packet_per_second": 15000
h?

{

"traffic_pos_id": 5,
"traffic_per_second": 100,
"packet_per_second": 20000

1

{
"traffic_pos_id": 6,
"traffic_per_second": 150,
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APl &

5 NG

"packet_per_second": 25000

L

{

"traffic_pos_id": 7,
"traffic_per_second": 200,

"packet_per_second": 35000

L

{

"traffic_pos_id": 8,
"traffic_per_second": 250,

"packet_per_second": 50000

1

{
"traffic_pos_id": 9,
"traffic_per_second": 300,

"packet_per_second": 70000

b
{
"traffic_pos_id": 88,

"traffic_per_second": 1000,

"packet_per_second": 300000

}
1,
"http_limited_list": [

{

"http_request_pos_id": 1,
"http_packet_per_second":
I

{

"http_request_pos_id": 2,
"http_packet_per_second":
L

{

"http_request_pos_id": 3,
"http_packet_per_second":
{

"http_request_pos_id": 4,
"http_packet_per_second":
L

{

"http_request_pos_id": 5,
"http_packet_per_second":
L

{

"http_request_pos_id": 6,
"http_packet_per_second":
{

"http_request_pos_id": 7,
"http_packet_per_second":
L

{

"http_request_pos_id": 8,
"http_packet_per_second":
L

{

"http_request_pos_id": 9,
"http_packet_per_second":
{

"http_request_pos_id": 10,
"http_packet_per_second":
L

{

"http_request_pos_id": 11,
"http_packet_per_second":
L

{

100

150

240

350

480

550

700

850

1000

1500

2000
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APl &%

5 MBI

$1B3 FEIIPHIANtiDDOSZE IREZELE 5,

"http_request_pos_id": 12,
"http_packet_per_second": 3000

1

{

"http_request_pos_id": 13,
"http_packet_per_second": 5000
L

{

"http_request_pos_id": 14,

"http_packet_per_second": 10000

L
{
"http_request_pos_id": 15,

"http_packet_per_second": 20000

1
{
"cleaning_access_pos_id": 1,
"new_connection_limited": 10,
"total_connection_limited": 30
%

{

"cleaning_access_pos_id": 2,
"new_connection_limited": 20,
"total_connection_limited": 100
L

{

"cleaning_access_pos_id": 3,
"new_connection_limited": 30,
"total_connection_limited": 200
L

{

"cleaning_access_pos_id": 4,
"new_connection_limited": 40,
"total_connection_limited": 250
L

{

"cleaning_access_pos_id": 5,
"new_connection_limited": 50,
"total_connection_limited": 300
L

{

"cleaning_access_pos_id": 6,
"new_connection_limited": 60,
"total_connection_limited": 500
L

{

"cleaning_access_pos_id": 7,
"new_connection_limited": 70,
"total_connection_limited": 600
L

{

"cleaning_access_pos_id": 8,
"new_connection_limited": 80,
"total_connection_limited": 700
}
1

}

connection_limited_list": [

extend_ddos_config": []

EAOBEXER

URIF&=L: PUT /v1/{project_id}/antiddos/{floating_ip_id}
FiEE2N “BEHRAnti-DDoSHRSS” -

R

MAERRAS 07 (2024-10-11)
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PUT: https://{endpoint}/v1/1858a4e1f99d4454bd6a539d5477f5de/antiddos/
18e6ace5-eb36-4196-a15e-1e000c24e026

{endpoint}E 2B MM XFNLRIRTI RIRE
Body:

{

"app_type_id": 1,
"cleaning_access_pos_id": 8,
"enable_L7": false,
"http_request_pos_id": 8,
"traffic_pos_id": 8

}

i Mz 73~ 151
{

"error_code": "10000000",

"error_msg": "The task has been received and is being handled",
"task_id": "59385d2a-6266-4d3a-9122-a228c530f557"

}

£ RELEIROAVESIDIREUESIRE

EOBEXER

URI¥EZL: GET /v2/{project_id}/query-task-status

#1552 “EifAnti-DDoS{ESS” .

=Rl

GET: https://{endpoint}/v2/1858ade1f99d4454bd6a539d5477f5de/query-task-
status?task_id=59385d2a-6266-4d3a-9122-a228c530f557

{endpointfZ RiEMN X FNLR RT3 RIREN

Body:

{
}

[lFJ]F_‘L'_U_TW

task status """ success",
"task_msg":

}

R

5.2 75 2: BCEERIABGIPERES
71— ) U

=

BEEREIAGIFRIEN, SATLUEITANt-DDoSHREELEE, HEFHANt-

DDoSHIAPIEOEE
AT

1.
2.

i RO

R EERFRIABTRRES .
FFBEERIABFRE .

BCERUARGIFREREY, WRAYEONT:
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APl &% 5 KRR

o  EiFAni-DDoSRUARGFRES: EIRFIARGIFRES
o ECEAnti-DDoSERIARGIFRES : ECEEIARLIFRES .

BEP R

TE1 FTABIARGIRRE.

o EOMBXER
URIEZ(: GET /v1/{project_id}/antiddos/default-config
FEESN “EifAni-DDoSEMARGIFSER”

o IEKRRAI
GET: https://{endpoint}/v1/1858a4e1f99d4454bd6a539d5477f5de/antiddos/
default/config
{endpointHE 25 N XFNLR IR TS =34H
Body:

{
}

o IBRIRA
{

"app_type_id": 1,
"cleaning_access_pos_id": 8,
"enable_L7": false,
"http_request_pos_id": 8,
"traffic_pos_id": 8
}
T2 FEEIABGIPEREE .

o EMOMBXER
URI#ET: POST /v1/{project_id}/antiddos/default-config
FiEESN “BeEAnti-DDoSERIABFFIREE” .

o BRI
POST: https://{endpoint}/v1/1858a4e1f99d4454bd6a539d5477f5de/antiddos/
default-config
{endpointMZ 2iE MR FNLE LR TS RIKEL o
Body:

{

"app_type_id": 1,
"cleaning_access_pos_id": 8,
"enable_L7": false,
"http_request_pos_id": 8,
"traffic_pos_id": 8

}

. IARLRGI
{
}
R
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A Bg=R

A1 RS

IE%
IR[EHE 15888
200 IERNZAYS
=
WSS | 4weS 15388
400 Bad Request RS EEREEIRIEK .
401 Unauthorized AR NEREZAFPEMZESE,.
403 Forbidden XIRIE R NEANAEHREELE o
404 Not Found RSS2 R BB KAITUE -
405 Method Not Allowed IBRPIEEN T EE I o
406 Not Acceptable AR 55 28 2 PRASNG R TT A AR S P i iE
Ko
407 Proxy Authentication FAFR®RE S ERRIERSRHTIC
Required IE, XFERA SR,
408 Request Timeout BB 7 RS sSRYERFATIE
409 Conflict BTz, BRILERTTH
500 Internal Server Error BRARTH, REFE.
501 Not Implemented ERAKRTH, RSB AZIFMERAIIN

ab
BEo
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APl &% A B
KEB | RS izl
502 Bad Gateway BRAKRTH, BRSFEM LIRSS EFWE!
— TR .
503 Service Unavailable SRR, RAERNRE.
504 Gateway Timeout I KABAT o
° tt\n
A.2 Anti-DDoS $51=15
RSB Ei=E EIRER R Q- IBHETE
200 Anti-DD0S.0 Succeeded B0 THEA TR
200 Anti- The task has | {FSBE1EU, THEA TR
DD0S.100000 | been received | IE{ERME
00 and is being
handled
400 Anti- Enter avalid | BKBEERX | ESH
DD0S.100000 | request E| 37 S
01 message
400 Anti- An incorrect AIFHRIES | RESH
DDo0S.100010 | task ID is ID
08 used
400 Anti- Invalid time SIEIEISFS wESH
DDo0S.100010
10
401 Anti- Public test NNIRSBHAE | BRIEAN
DD0S.100000 | service denied | %4
04
403 Anti- Failed to 15KErHHEY EFERIEToken
DDo0S.100000 | authenticate | TokeniAiFsk
02 the token in 54
the request
403 Anti- The account | kPSR ERIEINR
DDo0S.100000 | is restricted
09
403 Anti- The account | MK RE, ERiEREAR
DDo0S.100000 | is frozen
10
403 Anti- Unknown FIAPEE | BBENR
DDo0S.100000 | user type
12
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APl 2% A B
RSB =i=B HIREE A AL IBFETE
403 Anti- VPC access BIEVPCESR | XREER

DD0S.100000 | failed or EIP is | B K EIPARTE
16 not exist =
403 Anti- You have not | #&EFIAILE, SLRZIAIE
DD0S.100000 | been IBEHITER
30 authenticated. | TAIE,
Perform real-
name
authenticatio
n first.
403 Anti- The operation | {EMIRZIR | BRIBHAIR
DDoS.100010 | permission is
09 restricted
403 Anti- Access to the | BUBEIRIOE | KREER
DDo0S.110000 | database is bS]
01 rejected
500 Anti- Internal RERNEZ BESER
DD0S.110000 | system B, BEER
00 exception. AZHFAR
Contact
technical
support
engineers

A.3 3REXINH ID

iR APl 3REXIRE ID

IRH DA LAES E AE I ERE FTHIB S 2 APIBREL

SREVIRE IDRYIEOS “ GET https://{Endpoint}/v3/projects” , ELF{Endpoint}JIAM
iR M, JLAMNBXFNEIET SRR, EORNAEENES IIAIESEI

IIR~BIEN T, Erbprojects AY “id” BPRIREID,
{

"projects": [

"domain_id": "65382450e8f64ac0870cd180d14e684b",
"is_domain": false,
"parent_id": "65382450e8f64ac0870cd180d14e684b",
"description": "",
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects/a4a5d4098fb4474fa22cd05f897d6b99"

I
"id": "a4a5d4098fb4474fa22cd05f897d6b99",
"enabled": true

MAERRAS 07 (2024-10-11)
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APl &%& A B3z

}
1,
"links": {
"next": null,
"previous": null,
"self": "https://www.example.com/v3/projects"

}
}

MEHIEIRENRE ID

ORMEONIE, $HURFEEENRERS, FUSESRNERERS. K8
RS TRER ST T

1. BREEEHA,

2. BEMPG, EMUSIETEE “BIEE .

3. fE “APIEIE” REMIAESIEFEEIRAID.

B A-1 &E8IRE ID

FAIFIE APIEIE @

| APISiE O FEEhmks, IWFRFIRENEREE, Sa5sE

mEM®E

BED = &A I= PRI =
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APl & B /550 API

B [ASE API

B.1 &if] Anti-DDoS BeE & CHE

(MERIY::
ZHRIREAPIZIHEMRASAPI, RERTRESLEHHR . i5EREEANti-DDoSECE I HEHE .

TheEN 4R
ERRFZHFAIANt-DDoSPLIFRESECERIANIZEE, AFREEEIIREFESE
BV SSRIFGIFERAZ 1 TANtI-DDoSIRE Bk
URI
e URIE=
GET /v1/{project_id}/antiddos/query_config_Llist
o SR
e EEWIE St 153AH
project_id = String FHFRIID
15>
(ERR Rl
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/antiddos/query_config_list
N iz
o EEHIHHA
£ eRpE | XKE i5EA
traffic_limited_list = FIREREE mEMRHIZIER
http_limited_list = HIREIREE HTTPERHIZIZE
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2 pyap Ay S it}
connection_limited_li | 2 FREIRLEN EEHRFITIZE
st

o traffic_limited_list=EREURELEFTIREH

e =AWk E-Sic) izkilz

traffic_pos._id 2 Integer | REBDERID
traffic_per_second =8 Integer | B¥MRE (Mbit/s ) BE
packet_per_second = Integer | BFMRIZEL (1N/s) (B

e  http_limited_list=2EREUELSHTIRAT

8% =A% Sl ]
http_request_pos_id | & Integer | HTTPiER# 5 ERID
http_packet_per_seco | 2 Integer | ERPHTTPIEREL (1N/s)
nd SHE

e connection_limited_list=REREIRLEIIRAR

28 EEWIE 3R | 15HEA
cleaning_access_pos_i | 2 Intege | B FEATIHABRHISERID
d r

new_connection_limit | & Intege | BB—iRIPEFTERIEZNE
ed r

total_connection_limit | 2 Intege | B—RIPIEZEEZN

ed r

o [BRZHFA

{
"traffic_limited_list": [
{
"traffic_pos_id": 1,
"traffic_per_second": 10,
"packet_per_second": 2000

"traffic_pos_id": 2,
"traffic_per_second": 30,
"packet_per_second": 6000

"traffic_pos_id": 3,
"traffic_per_second": 50,
"packet_per_second": 10000
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}
{

}
{

}
{

}
1
"h

{

}
{

}
{

}
{

}
{

3
{

3
{

"traffic_pos_id": 4,
"traffic_per_second": 70,
"packet_per_second": 15000

1

"traffic_pos_id": 5,
"traffic_per_second": 100,
"packet_per_second": 20000

1

"traffic_pos_id": 6,
"traffic_per_second": 150,
"packet_per_second": 25000

1

"traffic_pos_id": 7,
"traffic_per_second": 200,
"packet_per_second": 35000

1

"traffic_pos_id": 8,
"traffic_per_second": 250,
"packet_per_second": 50000

"traffic_pos_id": 9,
"traffic_per_second": 300,
"packet_per_second": 70000

ttp_limited_Llist": [

"http_request_pos_id": 1,

"http_packet_per_second": 100

1

"http_request_pos_id": 2,

"http_packet_per_second": 150

1

"http_request_pos_id": 3,

"http_packet_per_second": 240

1

"http_request_pos_id": 4,

"http_packet_per_second": 350

1

"http_request_pos_id": 5,

"http_packet_per_second": 480

1

"http_request_pos_id": 6,

"http_packet_per_second": 550

1

"http_request_pos_id": 7,

"http_packet_per_second": 700

1

"http_request_pos_id": 8,

"http_packet_per_second": 850

1

"http_request_pos_id": 9,

"http_packet_per_second": 1000

1

"http_request_pos_id": 10,
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"http_packet_per_second": 1500
L
{
"http_request_pos_id": 11,
"http_packet_per_second": 2000
"http_request_pos_id": 12,
"http_packet_per_second": 3000
L
{
"http_request_pos_id": 13,
"http_packet_per_second": 5000
L
{
"http_request_pos_id": 14,
"http_packet_per_second": 10000
"http_request_pos_id": 15,
"http_packet_per_second": 20000
}

1,

"connection_limited_list": [
"cleaning_access_pos_id": 1,
"new_connection_limited": 10,
"total_connection_limited": 30

L

{
"cleaning_access_pos_id": 2,
"new_connection_limited": 20,
"total_connection_limited": 100

%

{
"cleaning_access_pos_id": 3,
"new_connection_limited": 30,
"total_connection_limited": 200

L

{
"cleaning_access_pos_id": 4,
"new_connection_limited": 40,
"total_connection_limited": 250

L

{
"cleaning_access_pos_id": 5,
"new_connection_limited": 50,
"total_connection_limited": 300

L

{
"cleaning_access_pos_id": 6,
"new_connection_limited": 60,
"total_connection_limited": 500

L

{
"cleaning_access_pos_id": 7,
"new_connection_limited": 70,
"total_connection_limited": 600

L

{
"cleaning_access_pos_id": 8,
"new_connection_limited": 80,
"total_connection_limited": 700

}

1,
"extend_ddos_config": [

{
"new_connection_limited": 80,
"total_connection_limited": 700,
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"http_packet_per_second": 500000,
"traffic_per_second": 1000,
"packet_per_second": 200000,
"setID": 33

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 2000,
"packet_per_second": 200000,
"setID": 34

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 500000,
"traffic_per_second": 5000,
"packet_per_second": 400000,
"setID": 35

"new_connection_limited": 80,
"total_connection_limited": 700,
"http_packet_per_second": 0,
"traffic_per_second": 0,
"packet_per_second": 0,

"setlD"; 36
}
1
}
(RARITY:
“extend_ddos_config” FERERAFIRIBLFRERIZENIANt-DDoSFHIFREIEES
R[EHE
BEERESHB.

B.2 &if] Anti-DDoS {F5%

AR
ZHRINEAPIZIHEMRASAPI, RERTHEELEHHR . iBEAEEANti-DDoS{ES .

ThEEN A
FFEIIEERANt-DDoSHHIFECEESS . BENESARIHITAVAE
URI
e URItERL
GET /v1/{project_id}/query_task_status
MERLY::

HLMEURIEEA “?7 1 “&” SFINFRNEARMES, BESEBRF.
o SHIRMA
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2 BRwWIE St 588
project_id = String FHPFPRYID

BmX

o SHIRMA
e BRIk ESid] i5EA
task_id =2 String E551D (EREEH ) BFFFH
o IEKREFH
GET /v1/67641fe6886f43fcb78edbbf0ad0b99f/query_task_status?
task_id=4a4fefe7-34a1-40e2-a87c-16932af3acda
M) 2
o EXIRMA
B ESit] Lz
task_status String EFSIRZE, BLATLM:
® success
o failed
e waiting
e running
® preprocess
e ready
task_msg String ESHIMINER
LI vz =2
{ "task_status": "running",
"task_msg": "
}
IR[OHE
BEENEL,
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