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HNSSESEE, EMATRET EBEZRMNMNTE, KiIREEkEMIN.
EESENS

EEEHMENIRIRE, ZRESENNATRNERINZI2ERRERNSIERF, &
HJLUE “PHiPkRE” RENERARENEES. X, MRSESZMAN . BXE
EEBAREMNRNEMIRE, B2 NEEERAEEMNXRRE T2 o

5.3 TIPS HEGRE

HIRSRM

AR PR

BRIFLR
LER1

ZE T SEEIS Web N BRI KIERSS FENICRA=#IRVINESHAHIE, AT RE5X
QES@EBE}P$1¢ﬁ}E, SXRAGIFEMEIE, ERARREREIFGIFSEGEIESV
o

o EiRINREIFRILS o
o BERTIHIFSEMEIEN G

o BANHNEHREHERAMEN5000, BIF50008iEMSB— -
o  TEWAFEHIEREETESKARNESHIPEMHEUE.

EREEEHA.
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Web Rz FERA kI

FFiERE 5 BatRsE4
TE2 PEEERNIEELAN  , EEXIGHIE.
B3 BETEE LS — , HE B > WebRRIKIE" .
TRA EENSHMPR, & RSN , #A ‘PSS TE.
LS EE CTE RE, TEMPEIENE, SEIRRIERS-4.
& 5-4 [HPEIRS H05 A
SHBWR SRR
SAHEFR BN AXHESF sV,
EHHE H=EANCRNB R HE.
mg/l\321¢ﬂ’9$1¢%'§5(§%7({5%5,000, #8id5,0005 &4
BB — 3.
6 TEEIRATEERFRTEITRY “IRME7 7, BE “THEIET , THEIRM,
----455R
BEF SRS 4 ER S Ei5 A
FE FERREA =Pl
action FtPSE4RIBB R EO(E block
attack WHAYSEE, SQL Injection
body KEERNERLEAS -
cookie K& AICookie, -
headers KHEEHEEL -
host FatRRIRI A2 EkIP www.example.com
id tRRBEIPSEHRIID 02-11-16-20201121060347-
feb42002
payload WEHEEXIHIRMNIERSZE | python-requests/2.20.1
HYZEBLERSD o
payload_locati | WEHEEXIBHIFMuNIER{HE | user-agent
on B E A URLADIREL
policyid FRIRFFHPZREEID g2520c8f6cd4403ebbf85892d4bb
e
request_line WHERIBERIT- GET/
rule PRt SIS AIMNGRS . | 81066
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Web Rz FERA K IE
FAFiER

5 BatFSEH

FER FEAREA Pl

sip Webifia & A2 R I PittlE -
(W& IPtht )

time FHIPEE{4 A& SERIRTIE) 2020/11/21 0:20:44
url P2 AYURL . /

54 AREEHE

AR

ER4R=A0

BREWAFEEHEEER, FaBKGHAEE. HaAE R =AERS (Log
Tank Service, f&FRLTS ) &, EIILTSIERAIWAFEEEIE, RESIHITSERR
EONT. BRITHSTELUR W SEHEE O,

LTS FREMNBTHE, BT EEATHRENSITSAME, ATLIAGRE—15T .
= RERATAIEEN . LTSBUAMFERSRIIIEN7X, FEIERILIET ~30K
ZEBHTIRE, BHFMHERENETHEEESRENGR, W TFEERPEFENES
R (AEEAN) , LUTSIRMIEENRE, ITLISESHREENRIFMHERSS (0BS) 5t
EHIBENIES (DIS) RKHIRTE.

e EHHIBWAF,
o  EiRINBEIPMLL,

FE2EHEINEERBWAFAEICREILTS, RZMIWAFEEE,

KGR BEEEEE LTS

SHR1

SREWEEHE.
BREEEHNaAE LAY -, EERKEEIRE.

BEREAELS E’ﬂ 1% “%% > WebRFEBHXEE” .
EEMSHRF, EF “BPEE” , #EA “hiFEH” TE.

Wi ‘SRR T, FEeRns G, REEESENaR, BXSHM
S S
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Web [z FEBA K IE
FPigrE 5 BpiPsE

5-5 iEEEEHE

sEEsaanstE. wAos, TaveEaRezEEs () @D |

SEEIWAFE B @RI

x5-5 £ EATERESH

B8H SH1RAE &6l
EEAEE EERECOIEMNBEE, HERE | lts-group-waf

‘BEATA” EﬁEEﬁ ILTSE
A RS A.

ICRWEHHE EEREECENBER, skERE | lts-topic-waf-attack
"BERTR , BAEE IJLTS =
LAr A@UL?FEEU HERo

IﬂZEﬁEI TICRB— P HESERE
, BRKNEEHEE. [HiFED
1’!5\ WHERIPEER..

icRBEEE EEREECENBAER, skEERSE | lts-topic-waf-access
"BEETR , BAEE IJLTS =
ke A@UL?HE’J HERo

BRI AEIERE—HTTPIAE
RXRBER, giFpnadE. b
BZEFiFIP. i5EaEEURLES
=

on 0

e BE WE , LEASEERD.
RIS A BB WAFIRS R E S
R

1£ LTS E&BFE WAF [F5HREE

HIEEWAFIFESEEICREILIS LS, BEEUTRELSR, EUSEEEHEE
&. SCRIWAFEEEEE.

SR EREEEHE.

B2 PEEEEHeAE AN -, BEXKERINE.
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Web Rz FERA kI
FAFigR

5 BatFsE

SW3 BEREELAN —, &F ‘SESHE > ZOFRS’ , #A ‘OFEE’ &

Ml

£}4 EHTH

FiZErh, B BAwafBEA (Fl70, “lts-group-waf” )

£ BEWAFRIFES.
o BFEWHARE

a.

EEERYIR, REEERNKNEATRER.
5-6 EEHEATREMN

~  lts-group-waf 7 2 EFpE 2022/09/26 11:05:54 GMT+08:00 e | ik
ERARE EEABSHEMID Q| | emeums [
AERES SRR |= fUIFE i e HER B
lts-waf-access 2022/09/26 11:06:10 GMT+08:00 default BraE - W W
=+ =+ =]
EEI&EEI&\, VA KN §I D5‘7 INo
%] =+
5-7 B&L =
Its-waf.attack ¢ EEl ] [<
B v | BO\EREMAEAS, THRRSSHENEES, SIS ero o BQ =8 - E c
s
B @
asma = e
TA B = BawE
Q

202303113 17:28:38.000 @&l

GMT=08:00 428904 1feb50259ca 19c298

TLS_AES_256_GCM_SHA304' "connection_requesis":"1" hostid"'032ce61289a4 febsbi269ca19c208s", pid™'87633" "2

202300313 17:27:03.000
GMT=08:00

10 : 032661028934 11eb5b269ca19c208e

13T17:27:03+0800° _ip"*10,58.2 230" method"'GET" “upst

o BEEHTHZE

a.

FEHERYIR, PEEERHEETRER.

5-8 BEHIGAATREN

~ lis-group-uai 7 2 REeuR 2022108726 11:05:54 GMT=08:00 52| B
sEA=n i\ EEREEID Q| egeums -llec
HERER elEEiE = fraliaz] i YRR HEE RME
Its-wat-attack 2022/09/26 11:06:20 GMT+08:00 default AEaE - o

2022000126 11:06:10 GMT+08:00 defautt AreE - o}

BHINAAE, BEREINES-9FR.
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Web Rz FERA kI

FPiEmE 5 FaiPss
5-9 BFIFIOEE

@ FgEES

FaEE  IHAE A

RESH @ (o] BiR ¢

v 2020/04/28 08:42:53 GMT+08:

<

WAF 58] B access_log =FERiHAA

2841b04917s:

time®70.081°/time"*28/Apr/2020:08:42:53 +0800" category

FE 28 FEHAR | fiR
access_log.reque | string BENIDIRE | SEERTER “req id” FEEREST
stid iR FRH—Ho
access_log.time | string | iBiEliER SRFICRAIGMTHTE
AYRYE
access_log.conne | string PRIz -
ction_requests HERZSETL
MEK
access_log.eng_i | string WAF5|& | -
p IP
access_log.pid string FrRiRght2 | 5|2 (worker PID) o
ZiERAY
5|8
access_log.hostid | string WiEhssk | BAPERZID (upstream_id) .
FaE=tan
R
access_log.tenan | string PEiFtEgE | — INMKSXYR—1MEPID,
tid AYFEFID
access_log.projec | string | fppiRigE | BPEXNXKIE FAIIREID,
tid AYIRBID
access_log.remot | string FRFRER | BERIERIGIP,
e_ip AR | 7m0
iifg IP WNBREWAFBIRBE T7TRRE, AFRET
RIEEWAFRICIETS A9IPHELE . LthAY, B
sSoiflaEIPsE “x-forwarded-for”
“x_real_ip” FE&.
access_log.remot | string | #RRIBER | IBROEFiFHROS,
e_port AIPY R
Ihim A=
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Web Rz FERA kI

P8R 5 BHiPSEHE

FEB 5] FERIGA | R
access_log.sip string FRRIEK | W0, XFFE,

& PR

IP
access_log.sche | string BRMY | BREERATMYE
me ;‘éﬁg ° http

e https

access_log.respo | string | BRI | (RuGREILEWAFRIIRRLIAZSED
nse_code i3
access_log.meth |string | 1EKRAGE | IBEKRTHHNEKREE, BEA “GET”
od gy “POST” ,
access_log.http_ | string | IEKAYAR | WUSSRRAUMEHEA=SRENAOMENE, fEEEEL
host SeRil | IPHbhL,
access_log.url string | i&3KURL URLEEZHRIEER (FEEEHSZ)
access_log.reque | string | iBKAVK | BFFERMELE . HTTPIEKRLFNERAK
st_length E HFTHE
access_log.bytes | string RIXEE | WARREBILEEFIHENSFTHH .
_send FimkI=

FHH
access_log.body_ | string | Ri%(%8% | WARREIAZEFIHRIERAFTE
bytes_sent FimAY0E

NARZFTS

#
access_log.upstr | string | EERIE | 1EKREAXIRAYIRULIP, BI%0, WAFELE
eam_addr imfRSSEE | FUECS, NIR[ENLFEILECSAIIP,

bk
access_log.reque | string | #RIRIER | NEEREFIHINE— N EH AR
st_time RCTERTE] (Bf7: s) o
access_log.upstr | string wWRER | EiniRSSEEImA WAFSKAOATE (8
eam_response_ti fRssE3Mm | £ s) .
me RZATE)
access_log.upstr | string RRER | BiniRSE2IREILSWAFRIILDRARZSED o
eam_status fR3%22RY

)R
access_log.upstr | string | RiESE | TEFERESSLAYERT, EFIIZFTERE
eam_connect_ti imARSSE | RAITEHESICR FR. BIRIEKREL
me SOERER | RAYE, ERESHR.

AiE), B

(WS
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Web Rz FERA kI
FAFiER

5 BRIPsHEE

FER KR FEOREE | A
access_log.upstr | string | FiRfRS | BIRIEKRIILNAYAYE, FERESSR.
eam_header_tim e
e F—Ng

NEL=F TS

A9 FAY,

==l iviys

o
access_log.bind_i | string | WAF5|2 | WAF5|Zfr{ERRIELRIP,
p [E[JRIP
access_log.group | string | XHELTSIR | WARSHE=ZHERRS HEAEID,
_id EHEE

£HID
access_log.acces | string HERID |5 “group_id” #8%x, 2HEETHER
s_stream_id HYaccess_streamfByID
access_log.engin | string | WAFS|% | WAFS|ZRIE—RR,
e_id FRiR
access_log.time_i | string HERIISO | -
508601 86011&={,

A&
access_log.sni string BIESNIE | -

kA9
access_log.tls_ve | string FBAISSLIE | 5 RFTERBITLSHMYARZ .
rsion ZAIMY

bR
access_log.ssl_cu | string ERigs | -
rves UL

ES
access_log.ssl_se | string SSLEIEE | ERSSLEIEE2EHER.
ssion_reused BHE .

L=
=8 o
- /A
access_log.proce | string S|gg9e | -
ss_time pl)zz1ER)
( BBfz:

ms )
access_log.args | string FRRURLA | -

S HE

1=
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Web RzFERA K IE
FAFigR

5 BHiPSEH
FE i) FERIGA | R
access_log.x_for | string HWAFET | RIETSAIPHE, 1P NIPARHI=F
warded_for HMERE | FES
Ej’ﬁﬁff RN AREAEHIPHEL, (X12
PRIPE | s sEpmIEl—NER, HSER
SRIRIPHEIERINZEI G
access_log.cdn_s | string LWAFET | HWAFBIEZPZECDNRTY, I=FERIEFERIR
rc_ip ZBZECDN | CONTRIRBIFINESEE FiwIPo
AFCDNiIR |
BEIRYE B4 CON FIAIEFIEFER, WAF(Y
FigIP IERBEINFR.
access_log.x_real | string HWAFET | KEDSIRBIBIRNESLEFiglP,
_ip EERE
Y, HSE
HYE P P
access_log.intel_ |string | ABFER | -
crawler &exss
r
access_log.ssl_ci | string R -
phers_md5 ssl_ciphers
RImd5(E
access_log.ssl_ci | string FrRiR{E A -
pher a9
ssl_cipher
access_log.web_t | string PRI | -
ag B2
access_log.user_ | string | #RRIBER | -
agent headerd
AYuser-
agent
access_log.upstr | string | #FRBH | -
eam_response_le N MzA9 K
ngth N
access_log.regio | string | #RRiER | -
n_id Frf@
Region
access_log.enter | string | #RRIER | -
prise_project_id IHEFTE
IR
ID
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Web Rz FERA K IE

FPigr 5 BpiPsE
FER St} FEOREE | A
access_log.refere | string FRRiEkR | RAKEN128 KF128FG4

r

Lehpy AL o
Refererd

=i

=

WAF If{5 HE attack_log SERiHER

access_log.rule | string | tRIRIEKR | GeRBEMNILLAE —%o
A AR
T

FE HRE | FEHEA ik

attack_log.cate
gory

string | BEDZE

B “attack” .

attack_log.tim
e

string | HE&ATIE] -

attack_log.tim
e_iso8601

string | B&EAIISO -
860118=UATIE]

attack_log.poli
cy_id

string | BHIPEREZID -

attack_log.leve
l

string | BOiFsRERESR | R-WebEAihRGiFRIEHRS! o

o 1! B
o 2: h&
o 3: =%
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Web Rz FERA K IE
FAFigR

5 BatRsEH

FER

SRR

ik

attack_log.atta
ck

REWERIZE
pis]

REWEAIEE, (NAEKERSHH
M|

o default: ZRIA

e sqli: SQUEANKTE
o xss: BUhHART
e webshell: WebShelllZzs
e robot: EEEH

o cmdi: MSIFENKE
o rfi: MEXHEE
o Ifi: AMIHBEE
o illegal: FEEIER

e vuln: WEKE

o cc: apHRCCRBIFFINY

e custom_custom: #5EREEIERAPIL
il

e custom_whiteblackip: #HIPEH
BN

e custom_geoip: fpHHHIE( Bz
AR

e antitamper: #RRITIFHELFRNY
e anticrawler: #pshSHEskTECHIIN
e leakage: ApPEUREEMENINY

e antiscan_high_freq_scan: BHi3#E-
ST .

e followed_action: KHET],

attack_log.acti
on

string

BriFsntE

WAFBSRI RN

e block: =&

e log: Nicx

e captcha: AMIRIE

attack_log.sub
_type

string

TERAY-F2EY

YattackAIrobotlT, ZFERANE.
e script_tool: BIATEH

e search_engine: #EZ&R3|&

e scaner: FITH

e uncategorized: EHfthEd

attack_log.rule

string

RRARIAMIID
B E BEXAY
SRERSEBLEIA
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Web RzFERA K IE

P8R 5 PP
FEB KB | FRIRBE iR
attack_log.rule | string | fRRBENXRY | dsPEMFGIFPANIHZFERAZT
_name RER LY
R
attack_log.loca | string | MAESRE | -
tion N E
attack_log.req_ | sting | ¥RIRIEKIE -
body
attack_log.resp | string | Mafzsk -
_headers
attack_log.hit_ | string | & EERAE | -
data =R
attack_log.resp | string | NaRz{4 -
_body
attack_log.bac | string | fRRHEIEE | -
kend.protocol 714
attack_log.bac | string | fRRZEIEE | -
kend.alive K&
attack_log.bac | string | fRiRXBIEEH | -
kend.port iwm O
attack_log.bac | string | fRRZEIEE | -
kend.host Host{&
attack_log.bac | string | fRRYEIRE | IP siEZ
kend.type Host 258!
attack_log.bac | numb | FRRHEIER | -
kend.weight er NE
attack_log.stat | string | iEKAOMERIR | -
us S5
attack_log.upst | string | ¥RRIERAGE | -
ream_status uhg RO SED
attack_log.reqi | string | BE#HLIDFRIR 5 |ZIPELE. BKATEE. NGINXD
d BCHOIERIDAER
attack_log.req | string | fRRIEKRE— | NGINXSECHIIEKID,
uestid ID
attack_log.id string | &EID KHHYIDFRIA
attack_log.met | string | i5KA1E -
hod
attack_log.sip | string | EFURIEXKIP | -
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Web RzFERA K IE

FPiEmE 5 RS
FE KB | FRIRHA fik
attack_log.spor | string | EFIRIERIE | -

t [
attack_log.host | string | iEREIBRSSEE | -
%&

attack_log.http | string | i&KHIIRSEEE | -
_host b4
attack_log.hpo | string | i5RHIBRSSEE | -
rt Ui [
attack_log.uri | string | iERURL TEEEE.
attack_log.hea | json iBkheader(g | -
der string | B

decod

el

json

table
attack_log.mut | json | iEXkmultipart | BFELEE,
ipart string | header

decod

el

json

table
attack_log.coo | json iB3kCookiefg | -
kie string | B

decod

el

json

table
attack_log.par |json | i&ERURIGHI |-
ams string | 28US2

decod

el

json

table
attack_log.bod | string | MXLEEFin | WAFRIXLEE FPinhlIRAAFE 5.
y_bytes_sent RO RARZFTS

#

MAERRAS 09 (2024-01-30)

WRIERE © HERRARBIRAT

42



Web RzFERA K IE

FPigm 5 BEiRsE
FEB KB | FRIRHA iR
attack_log.upst | string | f[FimBRSZEEMN | BRIEKRINAIRTE, FERESHIE.
ream_response LIRSS EK
_time g RS
JRYATE], B
(VS
attack_log.engi | string | SIZEHIM—iT | -
ne_id o
attack_log.regi | string | ¥xiRSIZRFE | -
on_id regionfig1D
attack_log.engi | string | ¥RiR3|E&IP -
ne_ip
attack_log.proc | string | S|Z2H9RENA | -
ess_time A
attack_log.rem | string | ¥RIRIEREOM | -
ote_ip EZ=FimIP
attack_log.x_fo | string | #mRiERLH | -
rwarded_for “X-
Forwarded-
For” A&
attack_log.cdn | string | ¥RiRiERLP | -
_src_ip “Cdn-Src-
Ip” INE
attack_log.x_re | string | #miRigkLp | -
al_ip “X-Real-IP”
RS
attack_log.gro | string | B&4EID XHELTSERSSRIEELAID,
up_id
attack_log.atta | string | BEmID 5 “group_id” 8%, RHEHETHR
ck_stream_id B9 access_streamBdID,
attack_log.host | string | BA#PIEZID -
id (upstream_i
d)
attack_log.ten | string | BAIPIELZHIFE | -
antid FID
attack_log.proj | string | Pp#FI&RAYIR | -
ectid gID
attack_log.ente | string | fRRIEKRIFEZ | -
rprise_project_i Frigie I InE
ID
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Web Rz FERA K IE

FPiEmE 5 BpiFsE
FE XKB | FRHA fik
attack_log.web | string | FRIRMLERZFR | -
_tag
attack_log.req_ | string | IRiERIK (8B | -
body iZ 1K i RAT
SHREET )
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Web Rz FERA kI
FAFigR

6 BAFsRER

6 BriFsR

ox

6.1 priFECES|S

RN EBWebRI R XS ( Web Application Firewall, WAF ) BRSZHIBGIPERESAIECE
TAZLAR WAFS | Z246 AN U K AR N A& IR

REBECERIE

ML A WAFBHP/S

, BFEEIMuLECE LIRS

& 6-1 FJECERIBHIFALN

it WU

1588

SENHY

WebZELRtiBAIF LN

&= OWASP ( Open Web
Application Security Project,
fAI#ROWASP ) TOP 10FE N
ZEE, BIMEFENE
L, WEEiEss. IP. W
DERNAITIONFI=#

BoE WebZftiBHF AN
HEIWebIid:

CCHIRRHFARNY

ATLABENX CCRtR#in, PR
E/NP/Cookie/Refererifsin)&
XHRRIRI L _EAFERRIR

(URL) RYIBIESAER, WAFS
IRIEEECERIAN, SERE!
CCHTHLAR BRUEMRCCILE

B B CCTTah far A B D
CCBieh

B EIREF AR

¥R RGP SRS eI X HT TP
#B. Cookie. H[EURL. &K
SHELEE PP TRMAE
&, EELBEIPERE, AT
Pt SR SRS EERIR o

BB ERIRRIFAINE
LRI ER S

ERREAN

EeEEASZ RN, FEET. (X
ISR TIEEIPRIGITIE
X, EMgEIPE/BRE,

ACEIPEEZRMN=#/
BATHEEIP
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Web RzFERA kI

s 6 FirEREs

batiag WU ol SENH

IRV EIGIIEER | SXHEEER . XAKRIP | EENIEESEHEHI

J"!U BENXinEESl =8/ BT E K IHiER

P SR RN SRPFZEMIFSHERE | EEMRBESHINES
AT, AIECE M IR RSN BSMTIR R
s,

pog iz 5z M€ SR AR MY RSH MR, &5 | EeERuARIEHRFAN
AIRBIARFIEIENIZTF azealllclsbie o

B, HERACRITA.

BrERE RIt EE RN

Z A AT A IR AR EU AR ER
RS B FERN -

o BUREEILIE, BcERTXT
REITESEEHNEEER
HUERALIE, BALEFEFRYSH
BYEE (Ba0: BMES.
FEiRSH3. BBFHFES ) it
BZo

o NINFBIZE; ., BLERR=&;
FEERIHTTPIOAAS M o

BB BURS St BRI
B RS Rt EE

eS| =E=b

HIAMF BB KPR FE L TG
TFLR, FAFERREH

B EEREBZRMNIHR
IR TR

B FARFREALIL

FFMEE R, BRAFIE
BHEERENESHETH,

BCERSFA R AR NIBARSFA
ERtEE

WAF 3 |ZR0 A NG =

Web i FER KSR ERIFGIFARN , AT EEENERTEE WAIWeb N B S, BFEXSSHIE
SQLIEN. MERI&M . WebsheltzillZ, ERY, EBRILURIEES CMubPFRIFE,
RIGECERHFAN, Webly AR X ISRIEEEC ERIFGIF AN EiFAIRGIREAIM Ll
55, WAFS|ZEREGFANIBMENRIZNES-1P~, BE XN NIRFINE6-2

P
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Web [z FEBA K IE
FPigr 6 BHiF

o
R

6-1 WAF 5| Z24a[E]

HTTP/HTTPSEI&i5R

|

SEATR ER

FEAT EOAHTTR/HTTPSIERIEST, THEGS
RiL. BRT. BRESIEFES.

BT RIATE RIS

HASE R RRE

-

KB ER
AN RS e BIEERIES, FEEF RIS .

/

- oo FHEEERAETH : WMmISELR,
e DTS, e

RIS ERERE, HTisskidiEtn,
BiF ARG TP EE:
pass,block,log,redirect,captcha.
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HTTP

TRUATN

HTTP

TRuA AL
XXX XXX.1.1

RS : 80

IEBRR

“SIIMMIX” LB “HTTPS” BY, T|RIEFIER.
S AR CZANEBIEES NS . SA
HMEBRURFIS S LSAFIESR .
PRINSNRIFIES, &R “IEBEE" RHEANE
FIETH. EXRIEBEEVRE, BSULEER.
il

o WAFSEHUSZIFPEMIETNES . JIRITEBHIEPEMIG
X, ESERS-SHIEBLHILIPEMIER, BLE,

o WREHNEBEMERIE, KT FHIMMGIER, BN
CAEEIHARTSE A ERIAOES, FEWAFRRESEHN
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o WEINEBBE——XN, ZEREUERZASIE
B MREREZTHEIES, GRS NAGES,
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PuBHEE 7R

HREEEE (D iIP Hash i Session Hash

SECERRE

HTTP2iM

o BLE “HRAFIYEEL" :
- JEIP Hash: BENPHIEKREQEIE— MRS
- IS FREIERGENE RS EARLIRSEE, NEHLX, ERENZ
PEDA PRI A=A
- Session Hash: EEA SessiontriRAVIERE@EIE—NRIEIRSE, BIRER
A RN RERENHETINRERE, SN Session HashEtEARSE
3 g8
BZEEIBNERAHISEEE,
o “ERC(EMNRIE” . HE(EMADDoSERS. CDN. =INESEWebKE~R, 55
R EFEADDoSEIFEFENEWebIEF=m, “REEFRERRE” &% ‘2" , @
B A T RIEWAFRIRZ 2 SRESREIBEH T SDIRIPARL, BRINZREXWebih|al&1EkAY
ESCIPHBNE, SERREIRPY: (EXUIHSDNSEIMESERE, TEiHSnENMSETH,
‘BECERRE” B8 ‘T .

ikl

SHEWebN ARG KISRIERCIERY, AREEIHEA “Bypass” TIFRL. aMailif
TREIBSEADETEER .

o “HTTP2iHY” : WIRERIMILTFESTIFHTTP2INYATIAE, WikE “ER" .
HTTP2IMYIER FEFIREIWAFZBRTEE, B “XIMMR” SREEHTTPS
A FFER
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- HEFIRERASIFILS 1.20%, HTTP2A 4R,

o %R “RIRECE™ : FOAN “ERBNEMRE" , SEILUEREEMBIFR
B&, RGBNERRIRESEXILIINRS-4FT7R.
A LAEER E eI RIBIIF SRES SIS RN SR IR R ECE RGP

& 8-4 REBENERLRERIREA

BriF SR SRERIAA
WebEfitf5F ( “RIcR” &0, B | NCRSQLEN. XSSEIEHIA. &
) BEimbE . XFEE. BashiwiE

W&, EEaSHT. BRERD.
BEnE. as MUREAFIX

FTH.
WebEfitf5F ( “IcR” &0, B | NCRSQLEN. XSSEUEHIZA. &
) BEmhE . XHEE. BashiwiE

W&, EEaST. BRERD.
BuEnE. as MAUREAFIL

TN,
MutCHR ( “{UER” #. 3 (N RFmEEE. HmaamEWeb
2g) 1SS, tNOpenVAS. Nmaphd
TesiTh,

(1] 288
“IRSR” B RIKEHTHEWAFRICREEHESRIEEE .
L] BE ML, RIERTER.

AIRIERERT, STRMBITWAFEIEIP, AHISIEFREEENECERIE, BNRE
‘HET . RESRIE " BITWAFERIP. SER=" FISIFFLSRN: E3uR
FZDNSEMZESSMAEXIERE.
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At E, EEEET F—F: WAF BiEIPIIE, SfESdWAFEFRERREE.

SRl TWAFEERIPIIS B

.
RSN
o EOABRT, WAFSE—MIHSEMS NS RSN BARS
o —RIERT, NREHEADSHESEN, EANRS H BEN , ERE
RN,
MEFHPHETEAWAF, “BARS” AN “KEN" , s, RBIERR
S, WMBABAR KEN” , TSRS 1SKEDNSRITREER A
SN,
SNFES

Y IIMMY” &ER “HTTPS” BY, BILASAHIESR.

1. BFE “SAWER’ , {7I7 “‘SAWER” WHEE. ARBA EBER” , 7
KAEBABTIRAEASKUEZIXG AV AEF, JNES-8Ff7R.
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8-8 SAILEPR

NFRES )
fna=E-Siil () EREH
waftest
IHER
s @ | — BEGIN CERTIFICATE-—
MIICCzCCARWgAWIBAGIUKZgYFNO 3 WmEzSuRITX/ginngswD QY JKoZlhy
cMAQEL
BQAWWIELMAKGATUEBRMCY 24xEzARBgNVEAgMCINVBWULU3RhAGUXIT
ATBgNVBAOM
GEIudGVybmV0IFdpZ GdpdHMgUHRSIEXDZ DETMBE GATUEAWWKKIS0ZXN
OLmNvhTAe
Fw0yMDA4MzEWN]U 1MDEaFw0yMDASMzAwN]U 1MDBaMFoxCzAJBgNVE
AYTAMNUMRMw
EQYDVQQIDARTHZ1ILVNOYXRIMSEwHWYDVQQKDBhJonRIcm5IdCBXaW
BUSEHEEaSIBE (TEEE
EERE @ | — BEGIN RSA PRIVATE KEY—
MIIBOWIBAAJBAMETH pL 0amaY VKICT=0j3F 1 XGNdEG2DHN GAXKEIxCsIH
HogA2HHZ
utgBidvhbL LO/ZAFI55H+gA4JxS0S0USMCAWEAAQIAeBIGEQIIOAGOkN
KGm
VWZSpITPP+1iYW\Wmfybf+LouR otPKytl ARvG4rVsldDD+ihzwiHMZ895v+Dd
COuBWv
oQInAPAprDgVeHY Titi5c027w1Zm5eQHWIVERLYIT/aU3RAIEA1DRwNE4s
nbs
*MOjcFIKU2TDOvKnD+UliradoVQaLMCIEZ0UzuYwOAS15bAwNyTCpECWE v,
MARY:

WebR BRI ISRBIFARHITINE RS, RIBEBMABNEEE.

WAFHEIYSTIEPEMIRTUIER . INRIERAIEPEMIET, 152 ERS-5EARIISIE
PGB APEMIRR,, BLIE,

% 8-5 it PiLidars
e i) s

CER/CRT 15 “certert” IEBNEEEEGRSZN “certpem”

PFX o IREVFA$AARS, LA “cert.pfx” H&iy “key.pem” B,
openssl pkcs12 -in cert.pfx -nocerts -out key.pem -
nodes

o IZENERAES, LU “cert.pfx” &&iJ9 “cert.pem” J9ffl,
openssl pkcs12 -in cert.pfx -nokeys -out cert.pem

P7B 1. EPEEHR, Ll “cert.p7b” %S9 “cert.cer” A,

openssl pkcs7 -print_certs -in cert.p7b -out cert.cer
2. & “cert.cer” IEPXEEIZEDZN “certpem” ,
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e 25y

DER o IZEVFA$HERS, LA “privatekey.der” A
“privatekey.pem” J3f5l,
openssl rsa -inform DER -outform PEM -in
privatekey.der -out privatekey.pem
o IRENFBEAHS, LU “cert.cer” iy “cert.pem” Juffl,
openssl x509 -inform der -in cert.cer -out cert.pem

(1 %8B
o HifTopensslinal, iBARAIEZ%openssl,
. gE%ZKﬂﬂﬂgWindowsisTsf’E%éﬁ, BHEAN “DORRAT MEERE, BRTIEBERS

<o

2. BF ‘N7, EEER,

M=yl
TRGRNRETFIESSRERA: FIFHEE.

8.1.3 £, : 1{7T WAF [B]j& IP
Mubll “ =" BRINEAWAFGE, BINSERuLIRSS S8 Eic & R BYTWAF[EEIPAY
HIORFIRES, Pl RERERLIPESU WAFE I TR, LUIBRFRLEE. 2
E. A,

ikl

WL R IIEAWAFfS, GNRiAIEMGSRE HIN502/504581R, BINEHEFHIRRIRL
RSO EIE T HITWAFELEIPHI a5 50 .

4 Z2ELE 1IP?
[EIRIPEWAFRRRIEZ FiniaRIRSETARYEIP, EIRSZEER, BEAWAFSAR
BRIPEISZHWAFRIERIP, MESLAIEFintit 4 INFEHTTPLERHIXFF=ZER
/i,

(MR

o WAFRIELRIPEE MY B/FFZERMIEMN, WF—IEFPIEEES, —REIEIPEEEE
2~ANEERFHY LA CEEIPHELE ( 192.0.0.0~223.255.255.255 )

o —RIBERT, EEERSIREMBAEIRERNH=T, BRIPAEZE., BWAFREH
SRR, SIRNRLZSARE, BEFASENZ AR BESEISEAKE,
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EIRIP (ZIPIERIRIPERS ) 2REN D EH . EIRISWAFSIEEEIRIPAIIRZS, WNRiZ
IPRE, WAPESIIRiZZEIPFHIEN S ECIE FERIEIRIPEK /A &L IaEK .

A AFERITEIR 1P BR?

BFE R

F£1R6

WAFSLIRIIPEEBRIR, HiIRIARSSS[UILEINEIEIEREEBIXLEIP, ERIAIRSS =R
FHZERHREZINNAXLIPEERIP, BosilA&FRkWAFEIEIPRYRIE, —B
WAFRI[EIRIP# iR, WAFBIERISTESEIFIGRIER AN, Eit, EEAWAFR;
PiE, BRETRBRSR/ILZERE LREBITFIEWAFEIRIP, FATGERHIT
MEF T AT TR ERIEFER

AR

MIIEEZAWAFfS , EBIESEIRIRUAARSS 88 EREh R 2, sSERE R ARIFREWAFRIGE
BERIpRERL, XEFEARIBAEARZEMN, XaEklbRb PREGREZEER S,

BREMEEHA.
SEEEEFaAE LAY -, GEXEERE.

BEREELAN =, HIE “2% > WebRIARIKIS" .
EANSHTR, EE RERE" , HA “NiHgs” .

EMuEFIR LT, BE “WebNARIKIEENRIPME" , EEWebN A XIEMED
IRIPEZ o

£ “WebM ARG KIBRIEIRIPMER ” IHERE, S “SRIPR” , SFIFFEEIRIP,
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8-10 Web RZFEBA X IERIE]R 1P MER

b4
WebR7 FERA K IEAYE]RIPRIER
2020/07/31
131.27 A31.28
£I¥7 FIRNIRSEE LR 20, BERIIPERFINZEIEZE,

----£5R

8.1.4 =" ZHbICur

T2
i
i
¢

HIRRSR

LYREFMF

AHBIEN WAF

NINGIPEREE, A THIERWAFRKIER, ZEiEGCEE AR IIERRRpIFEE—])
BEIEE.
HITUIR(ERT, RIRRINAIBGIFIEE (BIa0: www.example5.com ) AYRIAARSS 281

W, bt iwOBCEIERE, N8R “XHMMY” &R T “HTTPS” , thwAmfiR E1ERY
IEBFNFASBIEN o

BT E AT EAAYhosts S, BILUREAMIH SRR SUIRET, BMXIIZAith
THEHEXRIDNSERTICSR . AHIGIEERSERTH B DERubis= rETis R

WAFRYIPHEL . IXAFFERT LUBIS A ttbit EALISIEMBGIRAEE , JGIEWAFSRZINAYE,
BENRERRIEREN, BREZENRERESHEWULNESE.

ERpmPES, BiSEsHEEER.

CNAMEERRIBHEZ LR, XMFRE—1 5=, HCNAMEEZ—HHY,

ZIE1 FKENCNAME(E,

1. BEEERFIGELAR -, EEXEEmE.

2 PHEWEELAN —, WIF “%2 > WebMABAE" , A “RRUE" W
.

3. FEAEMNSHNS, EF “MisgE” , #HA ‘MNiikE” RHE.
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8 Mibig &

5.

AR EZFRETF, BEEREZER, SANSSENMEERE,

8-11 EEEAREE

2FER WebRIFIBKIEER MERR ©

IS

FEA O WERA?

quick 46! 299dbvip.. [T =

A 122 212 O - =
RS

BN ® = 2

=L [4 ® =@

 “CNAME” {2847, @aF, 5% “CNAME” &,

$B2 ping “CNAME” {BFCRE “CNAME” XSRAYIPHELIE,

FEWindowsH¥THcmd@<S1T TR, E1Tping CNAMBRERWAFRIELRIP . FENIRZES
Reo] LAER RGP EESZEIWAFEIRIP,

T3 EARMERhostsI 1, g EZ KR “CNAME” XFRZAYWAFELREIPFRINZE] “hosts” 3

o
1.

BN A YRIEEE T FrhostsSZ{E, hostsS{HE—g{izF “ C:\Windows
\System32\drivers\etc\” IR,

fEhostsXHFRINANE3 IENMCRAZ, BIERYIPHbI RIS ER25REXAIWAFE]
IRIPHELE, FETEIRYIEE BI4RRIFRIER o

8-12 IENiCH

Copyright (<) 1993-2009 Nicrosoft Corp.
This is a sample HOSTS file used by Microsoft TCR/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should ke kept on an individual line. The IP address should

ke placed in the first colum followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

hdditionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a *# symbol

# source server
i =B = # x client host

localhost name resolution is handled within DNS itself
localhaost
1 localhaost

H H H= HHEHHHFHHHEHEHEHEHFEFEHE

24,11 www.exampleS.cumI

(Eclhosts X fEIRTF, SRR Mping— T HRFHIFAIIEE

8-13 ping 13

C:slzers. B6Cping www_exampleS.com

Pinging www.exanpleS.com [ 24_111 with 32 bhytes of data:
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FBFiERE 8 MIEIRE
FiHALL AT AR ATRIRYIPIbI N2 2 2R 4B ERIWAFERIPHENE . WNSRIKIAZ TRIA T
%%\E)J;%Etﬁu%ﬁzmmﬁ’\JDNS%ﬁ ( WindowsgJcmd FRILA{ERipconfig/flushdns

IGIF WAF 3R IEE

SR BIENEHRET, ENNSETRARFEE, MANubESESEEERRIE.

AR hosts#PE AR (1FHBELAREITAWAFEIEIP ) BWAFRIBECEILE, 1510
iz, FRHAMGREISIEETH -

£ FINRIEEAIWebI S, MikWebIHiER.

HUIRRSR

LYREFAM

1. 1%Web§ﬁﬂjBE}PE’94ﬁ§i§§73 “E” B, BAEiEE2NEEWebERFHF
R

2. BIENSEEEE, ENEETEMNELISQLENK TS, MtWAFRS
R T IR E, WE8-14FA7R,

el Nl L s
8-14 ipjaltki=
< C A Notsecure nip://www.exampleS.com?id=1%27%200r%201=1

Bookmark IE Bookmarkz

|0 418 I

3. AEEMNSHNS, &F “PHIFEG” , #EA ‘BHIFEN” m, EENPESN
A IR -

-

8.1.5 £IRIY: {Z4m+3 DNS FEmRE

HEEAWAFE, WAMHEA— I REKEEFETEFiRMRSEZE, RS[AVES
IPRRFRFEIEESE , Webiha& ReEEZEIWAFRIIPHBIL, FRLUSW UG IEAIDNSHERMTHE
EWAFZHAICNAMENBIE, Z ATLAEIRZRAIWebiE KRBT EIWAFRITZ 2053 .

BEENRT, ATHRWAFRRIEE, BEAESERIRE AHIGIFEE A ithI0E
FR—IIEELER.

o EBMIPERLUSERIANCNAMERANL UAINEIWAF, BIRRIRIFES IEER
—: BINpSFEE (=& ) .

o ZIRBERAIDNSIRS SR FIMLERINIR .
o BEERILRS S ERITWAFEIRIPE .
(B ) ERIAMEEIERRE R EEN

W

ANEREENWeb R AR MISRIMuL EEFIICDON . =IIERFRM-EEWebIEHI~ 5,
AT IRIEWAFNZ 2 REZEES I EDRIPERL, FRINIREXWebisiaJ&EBRKAYESEIP
tbht, ERENLEN ‘REEERRE BRESN ‘B .
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AR PR

FERUERAWAFIS, RuGAIS S EAEERIRHIJ910G,

T{FIRIE

o RIEAMHIE
LML EEANZIWAFE], DNSEZAETEIREMLAYIP, FRLAZMUbE AWAFS,
FEIEDNSHEFTEIWAFBICNAME, XHEREA SLEZTIWAF, WAFBIERE
FEyh, sSCNuG RSN EEE

e (EATDDOSEIHZE(TE

LML BENEIWAFRT, DNSETEISHERE, REXLZISHERRE, S
hERIEBEREERREIIRL . MISEAWAFG, SEEShHERIERIELbIE
IEAIWAFE) “CNAME” , XtFERES SWEHERIEERLZIWAF, WAFEIE
MEfRERY, SCIMuLRERNFIREEE

(11 588
o NTHERWAFEKIESR, TEIZAONSETEER], BNESRAMIIEHITAIINE
WR—DEELER

o ATHIEEMAFRINGENHZEEE/Web ARG XS £, MM RAHE RIS
Fif, BIEZIDNSIRSEAFM “FiHE" , HFHEEE “TXTER” . WAFRIELL
Fbris = RO B EE R TEBF .

BIFES

IR E, WAFRIRIERIIAEZESEEWAFRIER 7RIE, £MCNAMEESE
CNQME FIHEZFTXTICR, BFEZ@EN, EMGERETIAWAF, BXRIFHESS
W#%&8-6

% 8-6 RFIES
n= SRS EIE TR XIRE

KERRE CNAME IEDNSHEFTEIWAFAY
“CNAME” .

FRRE CNAME. FEHZFITXTIECR e JEDDoSEFEHIEER
HEHHE XK SIWAFH]
“CNAME” .

o (Ti%k ) FEDNSHRSFAL

TII—ERWAFSY “ Fag
£7 M “TXTiEz" .

BIESER
SE SREEEHE

2 PEEEEHeA AN -, BRKERINE.
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FAFiER

8 MiIbig &

I3
$1R4
gz

£IR6

[E4EabIE

ERFEMH

BETEA LA — , ¥R ‘L2 > WebRAHME” .
EEMSHMG, EF “Mmes” , HEA “‘NiGEE” .
EEMNEZEETS, 2EEE, EAGSENMEETE.

£ “CNAME” 130, B0 &%) “CNAME” {&,
NEAG AR “SHRIN” , WERRCNAMEBESHIEI.
BN

o REFEFMIE

FiZiZ RIDNSERSS gk, BCERpiFEERIBIB T, BRREEEREAEE
ARSI

o ({ERTCE
BEMRRIERIRSS (Bh. CONRRSS S ) MEIRItIHES A EHIRIBIREZAY
CNAME,
(1] %83
AT AL EMRFRENSERZ R BRI WebR FIF XS E, MMXERAtSEfpriET
o, EEAIDNSIRSS AR “Figz” #1 “TXTER” .

1. 3REX “FgZ” F “TXTER” : & “BNRS” e, BE “WfFEAN? 7, £58
HAY “BAIBS” MEES, S8 ‘FEE” M “TXTER” .

2. ZIDNSPRSERESALFI “FHZ” , HFHEES “TXTIER" .
WAFESIRIBECE “ Fai” 1 “TXTIER” HEHgSErERET AR
I ZICNAMEE BB E LI -

1. TEWindowsi#ERZ S, #EF “FHA > 1217”7 , ERHEPRBA “and” |, &
“Enter” ,

2. #ifTnslookupirs, EiFCNAME,
WNREIEAVHEZ 2ECERICNAME, NFRRECEMKI -
LUgZwww.example.com Il

nslookup www.example.com

R

o ERFRIRSHEEREMMEINE, BBEXASEGWAFLYIPRERINE
MZERIKIERIIPER RS, FN, EfFEXIEEZBWAFEIIPEREERRIP,

o EFRAFIRSHLELZRIARZERG, BIHERNPIREZEE, FF
FEWAFRIIPM EGARIIERZ AR RIIPE R S

o EABRT, WAFSR—/\NHSEmMENEMGFESZR “BARTE” .

o —BERT, MBEHADERESEN, “BARS 5 BB, B
SR,
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8.1.6 EcE/RGI: NNBHIFE

INRTIPIEERY, ARIEERI SiH=SE LT R TACE .

o wfI—: FFE—RONREIRGIPRREROSS
o TBIZ: FEFE—IRORAREIRIAIPAIIER ER LSS
o RBI=: PEPAERSS RO

o BIM: FEIAIIERIPMNKECENN

~B—: BAPRI—iwORARIEL, 1P Bt EwON S
1. & “PAPERR0O7 THRES, &R “tafEiwO” o
2. “SIIMN” F—iEEE “HTTP” =& “HTTPS” . HTTPimEiRASIFECEMNE
8-15F7~, HTTPStnEEIROFGIFECEIE8-16F~.

8-15 80 ik 5%

iFEkELE
RS
BEESEE o @ Bt @ Bt Ean @ "E @
| vre ~ HTTP = Pva v 36 80 1
g wrre - HTTP = Pu v 9 80 1
@ Em

8-16 443 izl

EoAER
o
Tshins @ Ey @ fa Q) B0 @ wE @
€ HTTPS b HTTP v IPv4 v 36 80 1
(I HTTP - Pvd v g 20 1
[OF=

AR
“XFIMIN” ESE “HTTPS” BY, HEBEIES.

3. HEMNLLEY, HEETURINRASHTIAEE . fla0, EXSEEPEERA
“http://www.example.com” if[al s ,

B BEiPE—wmORARERL IP BARR RO LSS

1. & “BpiPERIROT THED, SEFEMFAIRRERD

2. “IFAMIN T REREIFR “HTTP” 5¢& “HTTPS” . HTTPHMXAYIEAR AR OIRIED
EE8-17, HTTPStMYAYAEREIRCOAIECENE8-18,
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8-17 % 80 imORYE{tE HTTP thiim A SS

FLAnT=n==
p—_ :
EERES w3 w3 Bttt (3 EaEs0 @ aE @
G| e~ HTTP P4 v 36 80 1
SIS HTTP v Pva v 9 80 1
@ iE EEFLEENTs MR

8-18 [k 443 imRYEMD HTTPS 1w AL SS

BV T =
PrEED .
BESES sk @ Eaine @ f ) EwEn @ wE @
O | Hres ¢ HTTP - IPvd ¥ 38 80 1
|| ks F HTTP v P4 v 9 80 1
@ Emn EERLLENT s R

MERLY::
“IFHMINY” BERR “HTTPS” BY, HBEEIEH.

3. piEMusRY, & RN EECERYIFREIRD], BNSRA04EIR. RAECERY
IFR IR 798080, MFERSSRRFEZMARIMUES “http://

www.example.com:8080” ,

BI=: PR wA
INRIFHPHONSSIHROR—HE, NEBDBFIRSHTERE, W

www.example.comFEZ EIRTRA1F8080iwA16443im M, AcERNE8-1940E8-20kT
o

8-19 8080 ixM

FHAERE
BESES e @ w3 Bt (2 EaEs0 @ a=E @

ﬂ HTTP v P4 v 36 80 1

8-20 6443 %[

TFkELE
S Wi @ B (@ it @ EEn @ wE @
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SR EREAXNEEDR, “HaEd” &F ‘BER7 .

1. BBE “QUEIPHbIHAR” |, SGERSHIM=S|ZESTFIRIENRIPIIERINE] “ IPibit
éﬁ” o

2. 1£ “IPHENEER” BYTRAEIEEREERY. 1P EIZATIPHBIIAE .

8-31 iBialf=HIE

g BinEHEE

$E10 BE “HE” , ABRIHEHREERINTA
PYINECEILITEHIRIEE, IhaEHIRESERIHIRES | ZRIR PRI E NS @R

BEo

R LAEATelnet TEMIK EEAWAFRIRAYTRLSI PSRRIV 53i% O R S RE R INELE
EIIFRERERER.
BN, HATLATERS, MK EZAWAFRIFAYIRLLIPXSSMTIAY443i% 0 2 A e RINE

ik, MRBRGOXLEEREE, BMunSEaIEERE, WRRZEHMN
BCERII

Telnet jEZ4/P 443

-

8.2.6 TEH: H=5|ZEARNIBIGHIE

AINBHIPRUEfS, AT IHRWAFRKRIER, 2GS A thIeiEHRGF s —]
BCELER,

RURSRG
EmSE— FINPPRE (RS ) ~SBI: HITHSs SERIPAERE.
(AT ) EARIIEAR= WAF 2BIER L
S SlE—ESHEWAFLAIER—VPCFIIECSBT RIXER .

2 BIEZE1PEIEATECSHEIRZEWAFRIXIER
o RN
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curl kv -H "Host: (FINEIWAFRIRFIFARTS)" {IR2S SSBR B RRORTSMINY: /R ZE WAFGIP}-{ PSS 1}
540

curl -kv -H "Host: a.example.com" http://192.168.0.1

R[EE579 200 MiAR%E A& R o

WG F=Eilin

a. ERMILART N ERER EFF B R PR= AR

WebEHEBHIF
PR IAWebITRkeE, AISQLEA. XSSl MAADHSE,

b. HITUUAT®HS:
curl -kv -H "Host: {iFFINZEIWAFRIBAFIER}" {IRSEEEE P AIRTIMMNY://{IRZ=WAFRIIPH{FFHPIIHR
%[} --data “id=1 and 1=" 1”

f5uan:

curl -kv -H “Host: a.example.com” http:// 192.168. X.X --data “id=1and 1=" 1”
IREIRS7 418 MR =&LRLIN, MEWAFT{EIER,

et

IGIFM= WAF F1 ELB 25#IEET(E

L
curl -kv -H "Host: {iFRINEIWAFBIBEIRYTER}" {ELBXIIMIMS://{ELBFARIAYIP}:{ELBYS Ifrim 1}

N ELB iiNNT EIP, nLAEREE ARV sSEREHI T .
curl -kv -H “Host: (RINEIWAFBIBEIFRIS)” (ELBISSMANY://{ELB/ARIEIIPY(ELBISIR IS}
f5gn:

curl -kv -H “Host: a.example.com” http://192.168.X.Y
curl -kv -H “Host: a.example.com” http://100.10.X.X

IR[EIRS9200MIiRBEEE & AR TH o

EMRIRZES IZETRERBR T, MREAEXW, WALQEELBEERERIR
(ANRELBREEMERERI S XAELBZREGEBEHHATLALANRE) .

WE=ENR
a. RGN SRER EFF R IFAY=EEC.

WebE
RS AWebIERE, ASOUEA. XSSHE, MIADHES,

b. PITUATERS:
curl -kv -H "Host: {FRINZEIWAFEIBSIRYTSR}" {ELBXISMIMNSY://{ELBFARIEYIP}{ELBISIFi% ]} --data
“id=1and 1=" 1"

SNRELBFINTEIP , AILAMERERSAMASRERHETMI

curl -kv -H "Host: {iZRINZIWAFRIBA3RITER}" {ELBRISMIMKY://{ELBZAMIAYIP}{ELBLSfrin [} --data
“id=1and 1=" 1”

fuan:

curl -kv -H “Host: a.example.com” http:// 192.168.0.2 --data “id=1and 1=" 1”
curl -kv -H “Host: a.example.com” http:// 100.10.X.X --data “id=1 and 1=" 1”

R[EE5 9418 AR =&k T, IME=WAF. ELBIITIEIER.
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8.3 BEcE

8.3.1 fic& PCl DSS/3DS &#15 TLS

HURRSRF

LYRFEM

R iz

ZEEHEMY ( Transport Layer Security, TLS ) R MBS AERZERERE
MRISUESSEE M . HTTPSHMY 2 TLS+HTTPHMY SRR eI TINEEH . BT
PMIZEINY » ZFHPRLEAY “ XFIMMY” ERT “HTTPS” B, EaILUEBITWAF IR,
IRERETLSIRAFINNZEHE ( SHINZEZENES ) , W TETRETLSIRARIS
K, BEXERHOMNLE, IIHRTIEFZEEK,

WAFEGABLBERIRIEKTLSARAATLS v1.0, INBEHANZBEL, A THIRMLZE
%, BN ML R TLSHRAFITLSINZEH R B AT E S TLSIRAFINZE
5,

o CiRNAREIFRIS o
o BHIFMIEEAY “XIIMK” ER T HTTPSHMNY

o HFFPMULAY “XISMMY” J9 “HTTP” BY, HTTPHMYFERTLS, 15RRKIZE

To

o UNRHIFMILELE T2 M IRSEAT, “XIIMMN” EBECE D “HTTPS” AY, A
ER2EPCI DSS/3DSE# .

WAFERABCERIRIKTLSHRAA “TLS v1.0”7 , ATHERMILZE, BINEREWST
PraERitfTECE, HEFERENRIRTLSIRAINRS-117x.

& 8-11 HEEFECERIRIR TLS hRZANiHR

77— BRAKTLSIRAS (#E it i E=
=)
WihZ e HeEERRES TLS v1.2 WAFREB&HZ#TLS v1.0F0TLS
(flan, $RITERL. IE VI MY ASIAEERK .
5. BFEHSEEEED
WEBFIEEHIRENT
Ak )
Wiz R E Rk —ag TLS v1.1 WAFREB&I=ETLS1.00MYAY
(fUan, AhiedliIAR HEER
ufi )
EFIRAPPELZEME TLS v1.0 FrEBITLSHMYEBRT LA E] k)
K, BILAEEAEMu, U7
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WAHEEZEERINZEMSS “‘INZEH1” , TJIIRENSREFEENE SN, SNE
EHRXIRIAINRS-12F7

(MR

MEEMEEED, F 7 HRTAZEF. flt, 'MDSRFRAZIFMDSE X

& 8-12 NIEEMSEA

INBEEHBR

NEEHEREE

1528

ROAIEEH

e ECDHE-RSA-AES256-
SHA384

e AES256-SHA256
e RC4

e HIGH

e !MD5

e !aNULL

e !eNULL

e INULL

e 'DH

e 'EDH

e !AESGCM

o FEM: BT, XIFHEFR
IR AIZ
o T2t —R

INEZEHT

o ECDHE-ECDSA-AES256-
GCM-SHA384

e HIGH

e !MEDIUM
e ILOW

e !laNULL

e !eNULL

e IDES

e !MD5

e IPSK

e RC4

e 'kRSA

e ISRP

e !3DES

e IDSS

e IEXP

e !CAMELLIA
o @STRENGTH

{:ZEiTv=1

o FEM: BT, XIFHER
IRz

o T2t KBS
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FAFiER 8 MiLiZE
NBEEZR | NESEYEEE 5488
InEEA2 e EECDH+AESGCM o REM: —R, NS
PCI DSSE’JFSE‘J? B
EDH+AESGCM
¢ Eonr RS SRR E A1 o
o Lf: %‘
INEZEH3 o ECDHE-RSA-AES128-GCM- | o FREM: —i%, BIEARANHI
SHA256 REEnReLiEIAIE,
e ECDHE-RSA-AES256-GCM- | o ZeMt: &, ZIFECDHE.
SHA384 DHE-GCM. RSA-AES-GCM
e ECDHE-RSA-AES256- EMEx.
SHA384
e RC4
e HIGH
o 'MD5
e laNULL
e leNULL
e INULL
e 'DH
e !EDH
INZEH4 e ECDHE-RSA-AES256-GCM- | o FHM: &P, ZIFHIERF

SHA384

e ECDHE-RSA-AES128-GCM-
SHA256

e ECDHE-RSA-AES256-
SHA384

e AES256-SHA256
e RC4

e HIGH

e IMD5

e !aNULL

e !eNULL

e INULL

e 'EDH

IRz
o LM —fiR, MBS
GCMﬁI%O
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INFEEH4SR | INEEHREE 15Ae

hnEEEHS o AES128-SHAAES256-SHA | {XSZFFRSA-AES-CBCEE,

o AES128-SHA256:AES256-
SHA256

e HIGH

e !MEDIUM
o !LOW

e !laNULL

e leNULL

e !EXPORT
e !DES

e !MD5

e IPSK

e 'RC4

e !DHE

e @STRENGTH

INZEH6 e ECDHE-ECDSA-AES256- o 3
GCM-SHA384 2

e ECDHE-RSA-AES256-GCM-
SHA384

e ECDHE-ECDSA-AES128-
GCM-SHA256

e ECDHE-RSA-AES128-GCM-
SHA256

e ECDHE-ECDSA-AES256-
SHA384

e ECDHE-RSA-AES256-
SHA384

e ECDHE-ECDSA-AES128-
SHA256

o ECDHE-RSA-AES128-
SHA256

WAFZHAITLSINEEAXS T SRARIRISRER Z PRI LIRS, FEEREHDEIR
RRUNERS, LATLS v1.0CR%I, INEZEEHARRBAINRRENREFinSEi-AINE
8-13f7R,

A
EWELASLIRE PinAMRINAFRE BRI, B ImilRdlss .
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REn

%* 8-13 INEEMRFRAIN LR/ ZFIRSERE (TLSv1.0)

NBERR/ 2 P

RININZE
G5

n=EEH
1

nEEH
2

hn=EM
3

n=EG
4

Google Chrome
63 /macOS High
Sierra 10.13.2

X

v

Vv

v

X

Google Chrome 49/
Windows XP SP3

Internet Explorer
6/Windows XP

Internet Explorer
8/Windows XP

Safari 6/iOS 6.0.1

Safari 7/i0S 7.1

Safari 7/0S X 10.9

Safari 8/iOS 8.4

Safari 8/0S X 10.10

Internet Explorer
7/Windows Vista

L B Y L N

L S O O B B

S L G B O S

L S O S B B

Internet Explorer
8~10/Windows 7

Internet Explorer

10/Windows Phone
8.0

Java 7u25

OpenSSL 0.9.8y

Safari 5.1.9/0S X
10.6.8

Safari 6.0.4/0S X
10.8.4

e PCI DSS

-  FFEPCI DSSERVAILES, FREEATLSRBMRAFIINEZEEY, HERTLSIR

KEBREN “TLSVv1.2” , INBEHRENEECDH+AESGCM:EDH

+AESGCM
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FPigr 8 MibiR &
- FFEPCI DSSEHUAILEE, INREFEBENTLSRERRATINNZEEY, 1BXAF
ZIAIE .
e PCI 3DS
- FFEPCI 3DSEINANILEE, FBHUEHTLSRIRRA, BERETLSHRANESEE S
“TLSv1.2” o
- EEPCI 3DSEMLANIEG, BEREEXRAZIAIE, BIRIE S LfRERiFH TR
BET R
TE1 EIREEEHS.
T2 PREEITHEA LA, EREXEHIE.
$E3 PETA@EALFR — , EIF ‘L8 > WebRIFRSXIE” .
T4 EANSHAS, &F “WhgE” , #A “WihigE” WA,
SIS EBRMUAERETR ‘1987 Fidh, BEBERNLL, EANGEREERH.,
$1B6 X “SIUAE" 17, 5JLAA%k “PCI DSS” g “PCl 3DS” FREEIIAIE, tBalLlfE

“TLSERE” FRTE(T, B [ (eMTLSES.,

8-32 B TLS Be &

BEER
L ERR _Z
T 0910 .Com
Rk - Z
FSMANEE  HTTPS
SR FCID33 FPCl 3DS

IEBERR dmc0909 [

TLS v1.0 §IEEHE1

it
Ik
[

Ik
o

policy_MNXigWhDp

1]
=

E=mE [
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e Ak “PCIDSS” , RHEdH “EE" WEE, BF “HBE” , FREEHIAIL,

X
BS
FHEFFAPCI DSSE, TLSEEEE
TLSEE®E: ==TL51.2

INEE{F: EECOH+AESGCMEDH+AESGCIM

FAEEeER EeEE T EEEERE, FEEEEE
EEETEE

ikl

EIEFFEPCI DSSERUAIEG, TS AR TLSRIRIRAFIINZEEH

e Ak “PCI3DS” , REsEH “BER” IWHEE, BF “HBE” , FREEHIAIL,

X
BS
TP 052, TISEEEAES
TLSEE®: ==TL51.2
TEE RS

AEERREEEEEEENEEECERE, ESTELSER
ERETERE

ikl

- EEFEPCI 3DSEAVAILEE, BRAREIELTLSERIRMRAS .

- J‘@EﬁEPCI 3DSERVAILESS, BUEREEXRMNZIAILE, BRIEWSSSEhREKiH
1T8(F.

L7 EHEER “TLSECE” MHEEF, BERKTLSIRAFMNEZEM, ES-33F7R.
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5 =12

8 MiIbig &

8-33 “TLSECE™ XHAIE

b4
TLSEIE
FHE=Fr dmc0g09
Mg s it] EiFFS
SETLSkESE TLS v1.0 -
T5: ETEEILSETHER, BTELERE
NEEEEE INEEH -
mnEEE

ECOHE-ECDSA-AES256-GCM-
SHAZS4HIGHIMEDIUMILOW laNULLleNULL ' DES: IMDS: | PSKIRC 41K
REAISRPI3DESIDSSIEXPICAMELLIA@STRENGTH

R “BRARTLSARA” , BRI :

o  BRIABTLS VI.ORRZAS, TLS v1.0%A EARABNSRATLUAEISS o
o JEIETLS VI.1ARAAT, TLS v1.1RLAERMRARIERKETLAAEISS .
o JEIETLS VI2RRANAT, TLS v1.2RLAERRABISKETLAAEIS .

S8 B ‘BN, TLSECETM .

.

ERFMH

SIS “BMRTLSRRAS” EcE9 “TLS v1.2” , WUTLS v12HMYATLAIESIG1aMus,, TLS
VIR LA MYABEIE B8R o

8.3.2 FFIE HTTP2 MY

INREHRIEZESIFHTTP2NNAIAEIE, AISEREBFZHTTP2MY . HTTP2ih
WAGERTEFIFEIWAFZERAIE, B “IIMMLT SREEHTTPS A REI5E
A
ElE=-S 5t
o EIRIIBHIFRI.

SASRRZN 09 (2024-01-30) WA © LR ABIRAE] 156



Web Rz FERA K IE

FIFiERg 8 Mg E
o FREBM “XIHMMY” BEHTTPS,
BIET R
$I BRSEEE,
i) pEEEEHIaLE A, SERIGESRIRE.
3 PEREAELSFN — , EIF “RL > WebRABXIE” .
FIRA EEEMSHMITR, HEIF “MIHgE” , HEA ‘NEEE” R,
S5 EEMISETETH ‘1587 5k, SEERNLE, HEANEEANMSERE.
$e 1F “SEGAHTTP2MNY FEET, Bk 0, %% “27 HoE “HE’ .

R

8.3.3 fic & WAF Zlut RS EspuEREEaTad(a)

MREGEBHITHZNENMNSKIZERBITINE, TS8EARAETHHBEWAFEIZFRGAY

;?Ema%” FIRE “IEEERT . DB . ‘5B pEdE. FREANE
Zi 8

o EEEAY: WAFEEAZEPimiaRES, TCP= XizFBHTATE

o EiEl: WAFGRIEZIXIERIERTE, SERENSIENIERIRIEARE
SR, MASERHERT .

o EHERT: WAFMIRELEENEMNABATEYE), BEREAEEITITERRIEIRE
TEUEAOMEAT , MBAJEZEERT .

WAFE &5 K EGTRULAI =N B UNE8-34F 7 o

8-34 WAF ¥ &1ERERIL

@ @EinEs (EEE)

E @ MEERGIRLS (S88)

@ IRIGAIEIERE WAF (8T )

WebFz FRBA K IE Web iz /Pl
MERUL:
o RUMESTIWAFS|SAGERIBIIIHCR 1208, ERATIRBNERE, EEWAFRER
AILAFHRE.

o WAFEIEFRISANERBRI IR ENIA 308, ZEAILISEAETHITFNRE.
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RIS

E AN RG o

YR

o  WAFRESFaMRENISRREIWAFS [ ZEANEEHEIEHR, (NIFAEWAFEIZR
IRUGAEREHBRTETS

o FARBRAZFFXRA.

SR BEREEEHE.
SR PEEEEHeA AN -, ERKERIRE.

S SERMEE LN — , iE ‘%L > WebRIRBIAIE" .

W4 FEENSHRG, HE RINRE" | A CIEeE” [E.

SIS (EEITRE “ER” SIk, BEREIRRS, SRS SRR,
SW6 7 BHEE’ S, BERARSER, FEBNRE.

SR/ BEL B EEBN . EBNT . Sl BeNE, FeE Y REER
B

-

8.3.4 LB EHETIRIREIRR

WAFRIBE B ERRINEIZ FiFIP. SessionggUserinic, LA BISEINIP. Cookie
g ParamsEEIE KK THETI IR o

BB
27 INBGEIR R
R
o UWNREETIPIRC, ATHRIRIPFRCER, BEFRIARMNILTERAWAFBIEE
BTY7ERE, HEiPMute “‘REEFERRE” B ‘27 .
NRKRECEIPFRC, WAFEGABEZE g PIEITIRE .
e {FHCookiedtParamsEEIE KAV EETIINEERT, BEE D B EXI NI ZAY
SessionfricaiUserkric o
BMESR

SR EREEEHE.

£ pHEERHeA AN -, ERKEHIRE

SASRRZN 09 (2024-01-30) WA © LR ABIRAE] 158



Web Rz FERA kI
FAFigR

8 Mibig &

$W3 PEREALHN — , EIF “RL > WebRAXIE” .

T4 EENSHMF, &F ‘MingE” , #A “WibiRE” TH.
SRS EBITMIARTETH ‘937 S, BREERRLL, FEAMSEEREERE.

S£|6 £ “MBIRR” £2h, BE “IPFRC” . “SessiontFid” 3 “UsertRic” B9 4,

PRRERENC, BXSERPINRS-14F7R.

8-35 mEIRR

#-Forwarded-For
Jsessionid

name

£ 8-14 REtRRSENREA

RR

i5eER

[i—gz3t]l

IPFRIC

2= PineRIGAYIPHENEAIHTTPIE Rk
FE.

ANRECEIZINR, BBERMIATEREAN
WAFRIEFERT7ERE, BIHFM
Y “‘REEFERRE” B RT
IPHRICINREZ BEER o
ZFBRATREFEFIRIESLIP
i, IEENFREEXIFRES
FB (21N FRBLUENESE
), GcBRE, WAFMLEENECERI=
BRI EPIREXLIP (ERESINF
EgRY, WAFMNZERIGHIXIZEL) .
gl

o WMRBLATCPERIPIEAZFIRIP,
“IPFRIC” MECES
“$remote_addr” .

o WMRNBEMNFERPRIRNEIZ in
B3LIP, WAFRB{KXMcdn-src-ip, x-
real-ip, x-forwarded-for,
$remote_addr"=FERIKENZ FiKIP,

X-Forwarded-For

Sessionf¥ric

FAF CookieERIBERAYKEAEIII
BE. TEIEECookiet=BRIEATITN

BERT, WECEIZITIR

jssessionid
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mR pi=l:z] ==
Userfric FBFParams;EEiB KAV &SI name

BE, TEiEiEParamsiZE I EETIIN
BeRl, WARBLEIZIRR.

S|, B N7, TRiRcERERE.

-

8.3.5 fic&H Header ER4ER

WNREABITIWAFRINE MIHeaderstEME R, BlaN$request_iditEE5EREAIEKED
BJLAKESER . ISEAREDEEFRIER, WAFSERNN=ZEIEEIHeadersh,
KGR, BEERIKeyERBEIRNGINXREFERES

ElE=-S et
ERINFSPR .

LR
o EZYIFRIES Key/ValuelH.
o keyEEFALUMIEEE, (ERFEEENGNXEEFREE,

o ValueEILABENX—1FR/E, ol EAUSTHLINTE ., LASFHLAITE(N
TR TFER:
$time_local
$request_id
$connection_requests
$tenant_id
$project_id
$remote_addr
$remote_port
$scheme
$request_method
$http_host
$origin_uri
$request_length
$ssl_server_name
$ssl_protocol
$ssl_curves
$ssl_session_reused

SR BEREEEHE.
2 PEEEEHeA AN -, EBREKERINE.

$183 PENEAELHN — , EIF “RL > WebRABXIE” .
I, EAAMSHG, % MIHSE” , BN ‘MNIEESE” T\,
S5 EEMIAETETH ‘1687 5Uth, PEERNEE, HEANEEANMSERE,
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$e £ ‘“FREKR Y, BET, ERERN “FRER BIED, BKey/Valueld, FF

B AT, ARSI FR.

SRT WAFERINNE, B ‘L7 .

R

8.3.6 {EX=FE;R BT E

HUIRSR M

ZREM

BAESR
B2y
SH;2
T3
B

g
L6

[, I Y

LipRE A WAFZERT, BAREBIWAF “ESE0AN" F=ENREIRE, SHAILUR
EECHFEE, k& ‘BEX” & “ExEn’ A=EREIRE.

EANINFEIR ML o

o “‘HTEN’ EEIREIREIFE Etext/html, text/xmlFlapplication/json=Fh
RERENREAS .

o “EFEM@’ MuAVRINE LIRFIHBEIHEIGIFANES ( BIEZES ) RIF—. fl
an, #ERERAYEE Iwww.example.com, i%[198080, NEEMMURLANZEN
“http://www.example.com:8080/error.html” ,

BREEREHS
BEREEEHaAE LAY -, EERKEEIRE.

BETEA LA — , R ‘L2 > WebRAFME” .
EEMSHRTR, %R “MmgE” , A “Mitgs” T|.
TEEHTRAERTESTEY “152” 5k, PEEmNLG, HNMEENSERE.

£ ‘EERE” FIETHREERSRE, BhmEERr, EREn ‘SERE” X
IEHER, TR SR HTEE .

o “TREIENR” IR “EFKEON” B, BRAMREIWAFRERIHTTPIR[EIRSH418/91=
#Hm.
8-36 AFKAEZEmE
S=EmE

HEEE ®) EHEIL BEEM EEA
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o CIEREMR" IEE ‘BENX B, WMES-37FR.

HTTPIR[EIRE: BEMXTHEAEEARERS,
TREZERY: Tfi%kFtext/html. text/xmlFapplication/json=FF
RNEARS: RIFEEN “TEEE” BEENNARERS.

8-37 BEXEENH

=l

g

TEER

5

HTTREER

TR

=

mrE @

o NEEIR” 1EF “BEM’ B, RIEFREEREEEEMURL,

404
textfhtml -

=IDOCTYPE html=
=html=
=head=
=meta charset="UTF-8"=
<title=E==title=
=/head=
=hody=
=style= ~

Blig

8-38 EEMHENH

RE,

BFEMEURLAYRIG B RN ZHRisbhireiEgs ( 85EZiEs ) FRIF—5%. fi,
PR Iwww.example.com, #w[1798080, NIEEMURLENIZE S
“http://www.example.com:8080/error.html” .

ST Pk WL

-

8.4 BN SR 4R

HENEEERMI .
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8.4.1 EEEMNMEE
EEILLBIS Web RIS A BB FESIEREE . TR TIEE. B

=P
BURESR
ERRINBR
BEE

TR SREEEHE
£ pHEEEHeA AN -, ERXKERIRE

S£EE3 %ﬁEﬁEEJ:TiEI’\J 151E ‘2% > WebR RS
SRA EEMNSHNS, &R “MngE” , #HA “MGgE” .
S5 BEMIFMNILER, SE0RBINERS-15Fx.

8-39 WiuLFIZR

HE = gEEt V¥ ERIPERO 3] jusss i TSt L] BEEAEEYS Y eleadiE 2
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KEIEBRIFMIRTE, BSUERLES.
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SR BEREEEHE.
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o JSONHIEICZBEEMNRE: JLMEEERIERRG, RIEEAERRIERIEA
7, Uy ERAREBENRSISONBIRIREBAS

BRI EESN: QZEENEE. AENENEERIWAFEEXRIEES.
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o RfN: IENAREEGIFEEYIE
i "Version": "1.1",
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t "Effect": "Allow",
"Action": [
"waf:instance:list"
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}
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"Version": "1.1",
"Statement": [

"Action": [
"waf:instance:get",
"waf:certificate:get"

1

B
{

"Action": [
"hss:hosts:switchVersion",
"hss:hosts:manualDetect",
"hss:manualDetectStatus:get"

1

}
1
}
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FREEEAE, FaeERPEPRIBFRISHENAMIR, X—TEMIRIN. &ZIX
&, BRHALUETEBMIRN RS IHTIRE.
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EHiaM I ESHIN waf:antiTamperRule:get
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FBRCCHLFHIFFNY waf:ccRule:delete
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- RREE: ETNREREENNAYRIRSEE,

- EBERRF: ETHREREE— RSP EENEERF.

- EMHRF): EREIA “normal” . “warning” . “incident” , RENERE
F—IT,
" normal: FTRIBIERIN.
®  warning: REIEXRM.

" incident: FRIGRIEAMETEHOER, FII03HEEHMIEE.

- BYESEE: AEEEERATVNT. &R RE1TEEESE, BalE
EX &I ERESIERANRES M.

ESHIIRTE, SEAIUSTRFCRM. RFSIER. RESIFRRER

=t
=Jo

- giﬁ?*@ﬂPiﬁ)\E%‘\éé%@?, px Qimen, AEBHSIREREARHL
=

B S B, REHRSSEENERI XA RS,
NI S T ARSI RNFEE, HESSH5000558.

- R Ci, TLRNEIEHRECRIRTEE.

- xCnm, TUEAEYEHIIENETEE. BRSNS
;;(:)’ LR SEEIT, SRS ARIE, BIAMSALR

XTEMENNXRFRIER, 520 "ZHITRSSEUSE > SHEN &5
M “=HRITRSEHSE > B B,
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FAFiER

12 Wi 5T

7.

(BJiE ) FEFThREBMSIRRE, 2EALEHRY “REIANR” &2, AIEZIRR
FHFIRTHE

HFIBRSEHIIREEFITEMH

1.

2.

3.

SREEEHA.

B by — , EE CEESHE > ZHEITRS C1S” , BAZHITRSRT
Ho

BEAMNSHNAT “SHIIR" , BASHIIREERE.

RAREXRERAEHIHEH G, ERSRARTRHIRSEMIIR, BEREALS
A9 “IRMEIBRR” 2, HREIBREMIIRRE.

EHFIFRGFBRIS TR SR NAYNR S . SRISHYIRSISIENHERNE
a8, FREET:

- BMSEE BEKRR. RIRREFGRSER, £ MIEPRETEEREG.
ISR RN R IRIDIFILRS, THEFNMAFETBFRIZRIRID,
" ERRERE MR, EFERETBAISAETR.
" HESRENRRIRRINGIEN, EFRENF AR BERNRIRS

o

- BEARF: ETHEPIEEE—BARRIERR, WRMEBFERPRE,
AR o

- BHERA: AERS “FRrASEHRSEIT ¢ “Normal”  “Warning”
“Incident” , Ra[EFEEAH—IR,

- HESEE: AEEEaRa7RAESIERR S .

- B ‘S =, cEITRSSBERERUCSVISIIRSXEST,
ZCSVHEE T RRERERNMESEM, B&RSSH5000%ER.

EREEARMLS, B ‘En .

EEAFIERE, EETIUSERE TR HHRIEEIZE.

- BE ‘SY B, SEHRSSISEHERIUCSVIENERSIESE,
BCSVXHEE T ARBEAERIESM, BRSSH50005%E8,

- aFCmin, TUREREISHRECRNSTEE.

EFETENEHEM, BE ¥ BFAZICRFEMRER.

‘=T

ARESENCRAN, BF SEEE , SRE— M EORTRMERHEL
ORISR
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=gt

i

Yrequest”: "
“trace_id": “6T76ddae3-842b-1lee-9289-9159eeebalac”,
“code”: Y200%,
Ytrace_nams”: “createlockerConfig”,
“resource_type”: “dockerloginemd”,
“trace_rating”: “normal”,
“api_wersion”: "7
“message”: “createlockerConfig. Method: POST Url=/vi/manage/utils/secret. Reason:”,
Ysource_ip”: " i
“domain_id": "
“trace_type”: "ipiCall”,
“service_type”: “SWR,
“event_type”’: “system”,
“project_id":
“responze”: U7
“resource_id*: ",
“tracker_name”: "systen’.
“time”: “2023/11/18 10:54:04 GMT+08: 007,
“resource_name”: "dockerloginemd®,
“user”: {

“domain”: |

“name”: ¥

10. XTEHEMIOXBFRIFE, BN ‘=HEIHRSEHSE > SHEE™ &5
M “ZEITRSEHSE > B B,

1. (&%) EIBRRFMEFIRRTE, BEHA LA Ak 1&RE, JIHRERHR
EHFIRNE
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FAFiER 13 U ja)ER

13.1 @&l

13.1.1 FFFEAIIERGJRR
KEDREZHTWAFNJRRYE I o)SH

Web RzFBRGK S = RERA KIEE 2 AR B K ?
WebR A K SR IRBE K o
BXEZENWAFIEMEE, B2 INIRE.

B WAF J3BLE L S5HIIRSS 2E T E = Imis?
EAWAFRBEFRIIALS, FRFSRSHENETRE, ABEFAR
SUEHTIETRIE (BIRIXNHER) .

Web RZAFAIPEERTLASBEE VPC ARIIS?
I FRERRWAFRIIRSES | S FIREAEVPCH .

=R WAF 2EHFE VPC [HiR?
WARME S | SRS B VPCIAIPIIZ S . RN WAFIHE 3 | E506) SRR ER— 1
VPCHh, ZBNREIRIE SRAER—VPC FEIWARME S | SESL I TR .

Web [ FEBG KIS ST 1SRRI ER 5457
WebRI RS XSS EE =, ASRERKSEXR., HWebR RIS TEE
ERSE, (FEIRIERS RS IRSS ST LIS AWAFITAR .

Web L7 ARG XIS ZLERR?

WebN X IERMIIZLE (MIEE. HERIRE. WEE. FRE. RIEE. £
NEFMNAE ) bR
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FAFigR 13 & D ja)k

Web KBRS KIEIMI=EiERRE?

WAFXIERAYEBRFIbody (A EB = TIGN . HliNbodyAIZREE . xml. jsonFHIEE =
WWAFKEN, WARBISIE XS A SRR ENERASHTIEE

Web NG XIEE B SIF I ER?
WAFREEFEE T WRHEXAIESMNE, AFBEENREEXRIIMITUREIZEWeb
hiaE, LUARIBFERIER .
WAF £E7ZMubEIEn?
WAFHIM B ERINRE, RILAN B FIRMN FBERIBEIR, RXIMubaIssSMIuHITE
7, HEPBONGEHREISAPEFNEERE, FBYENINREEHEN .
Web NG XIER B ZIFRBINE?
WAFEBRISEASZISMRERENINGE, IREF ERSEEREMECENINEE, BINVE
Gl taEt9E (ELB ) FIWAFSELNER, ELBECE SRS, BISELBHYEIPIERARSS2E
ROIPHELE, BEAWAF, SCHZERE.,
Web W ARG XIERESZHF SSL WEIAIE?
AL, EAILAEWAF EREE B [magSSLIF+H .
(1 88
za;nummmm SNER “IIHMINN” ERTHTTPSHNY, BEE HEEBEEB RN
Ufo
Web R FEFG XSS E T M A RN IR S A aEHIE?
WAFZ 35N A EIMFIRBASAaEE, NEBEMYSZIFEHTTPAIHTTPS,

Web NG XIER B RILAXT A FPZRINAY Post B9 body #H1THEE?

WAFHIR B NISIE B PostEiE, webshell2PostERHISI(E, PostzEBURITIZE
B jsonEEiE, #SmWAFRIEUARISIEE.,

ERILUBIES B E R EL IR RN, XSRINAIPostAIbody I TINE o

Web [z FEFG XIS RTLABR SIS 5 1a)ER ENS?
ARS¥F . WAFSHFBEITEENX CCRtRANI, PRFIEENP/Cookie/Refereriial &I HiR
s E4FERE (URL) BUIBIESRER, BERBICCHEIARBREMCCILT .

Web R FRS XIEST A= E B 845 %20 URL i53K37?

WAFAR SRS G KURLF EBIFHRFEAEIZEEM, BIURLIBKRFEIEFGRE
7, WAFREEE, . WAFDTLAXTSRIRIPHI T FIPRS .
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Web R ARG KSR LARS LE R GEARFN = AT 2

WAFABER L E IS S EMEF W S ER R EITH . BN iAECE I EMIGIE
ALY, LARGLESRGE AR

WAFEIIXIHTTP(S)IEIHITHEN, BJLURBIFFPERTWeb RSB AIMLZILE ( SQLE
A BUHARE . MRAS EE. dS/REFEA. XEEE . S8iEXEAE. =
BRERREE. CCiE. TBEMCHTME. BuhidRMiESE) .

Web R FERAXEERTLAF=E Web TUmiE FEMEORSEREUET?

LWebUEERAEMZEORISREIBEWAFSIPIEEZ AT, ZEREIBISETWAF,
WAFEA@MFH RRETZ IS RETE o

AR WebEE B EMIZEORNSKEIEREWAFISIPIEERN, NIZEREERRID
WAF, WAFAS=EIZiaRENE
Web R RBGXIERT LA B s BRI ImIS?

WAFRBEEIBIT I E R ENHE) . WAFKISFECERAZRMN (EMREIPE/BS
£) , FEET. (NICREMITIEEIPSkIPERAYIGIRIERK

EHLIETEEREREMN, BT, NCRIBITERIINAYIPEIPERAYISEIERK o

Web R ERGXEES IPS NS HRFERIE?
Web R FB R M R EARG K IEHIIPSIE R, LIPS NERSH, (SHEXIHTTP/
HTTPSHMYXAINZAE T .

HTTP 2.0 A\'533EN WAF PP R E SR E R ?

HTTP 2.0MVS33E A\WAFRSIFITRELE SN, HTTP 2.0MV S5 AWAFREIRERWAFRI LA
QMIEZFIRAYHTTP 2.0i53K, MWAFBaHXSZIFLAHTTP 1.0/1. 11 EEREIRIEK,
BEIWAFSIEULBIEASIFHTTP 2.0, FEitt, WNREIGHTTP 2.0M B AWAFFEIR, T
TRUEAIHTTP 2.0 IS S EIIE, FIa0, JRIGHTTP 2.0098 RS ARSI aER3y,
iSRRI SZIERE EFto

{s5F8 Web R ARG AIERTHBHEUA AN BB IR OB R IMIS?

WAFEISWebRIFBRTUETHIHF, LEARMIEEAWAFI, SHBHEETIERHROR
EFFERN,

HARHEH?
FEBISRAREBEIMEERONE . TS, FRBRMETFERIL,
SERBHRAIE R E.

SNSRIEPHEETE ELB £, WAF RILURIEERAISHITIZET?

INSRIEPHEEETEELB L, @BIWAFRIISRERBZINZRT . XIFHTTPSHINLSS, fEIRREIE
B LEFIWAF E, WAFFBEIRIBREE Z RRIBRFIMEEHTI=E .
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HPFPigE 13 E gk

Rk IP HARSSEE AT A, £ WAF hEEHENIG?
INEIWAFHI GRS RLG PHbhE AR SS 2R iR L 2R, EWAFRRESHUEIRIE,
(BREEE LI TWAFRIE)EIPEESLHIIP,

{S5F WAF 2 & slnA R @y &IixEiE?
FRAWAFRE IR M EINGESIE . USERAICNAMES R B S=ETIE ML
BINEAWAFS, WAFSIRIEEEIHTTP(S)IERIFH TN, MubFraihaiERIGkLREE
FIWAF, WAFKEIITEREERER, BIEERSIROIEREL, NmBRELE
£, RE. 9,

ZSMFEBZIRE—RLL, Web RZARSXESTLABGIFIXLeta 3 15?2
Bl REEZIINE— MRS, SRS &R A WAFRRITIEIF .
WAFHIBSIFRI R 2EZ80IP, MNREZSMEZFER T E— M EIPXIIMEMIRSS, g
SN ZERIEANWAF A BEXS R 2= 1 TRAIF

PPN RREETX o AK/INE?
WAFEFE EEHEIRZAIBGIFIMN, BEERIFIFRREBKSANS,

4= 1P?
B3PI PRI T BRI A RIS Y P o

==L WAF iRROE it REE IP 157

B2 @I =ERIIEIWAFE, WAFSHEN S BC— 1N CNAMEBESIE S, BIEES2E
#r, iIZCNAMEERWAF IPERBENSECRY, A2EER .

iR 1P B a2 A SMEE CNAME (B?
B RAEHXWAFEANIS, R PEXE, FREEWAFSELAZMISTICNAMEE,

BHigIP 5, SEEFEEZRINE WAF 15?
WNERMULEFERIPR B AE TN T EEFHFEWAFRERECE, WNRMLLEFETE T 5
IPREESEHECE .

WAF EE40%E EIP 137
WAF=ER TTESPEEIP, MEWAFEEM-CEMZEELBHITEAR, EIBEEEAN
IPHBHEE oSS .

Web [ FERA KIS S #Fmiatsning ?

WAFBI Rk 52 TR BHIPINERE R ARSI 56 = /5 imia I e S R A TR AN =& . EECE N
U R MERFFFFNIAT, WREFE TS, WAPKEXIIH#2EIER, 2N0penVAS.,
NmapZ#E Tl
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Web [ ARG XIERESZHF Exchange EBAVEXHMY?

WAF3Z#Fexchange BB & =M mwebmailBdAIhttpFlhttpstin® ; WAFASZiFexchange
EBRYSMTP . POP3 . IMAP ZEHB{HAEFEAIINNY

Web [ ABAXISE A ZH5BA1E XOR JEAKEH?
WebRz FBBA XIS SZ 15 BAEIXORIEN o

WNMETEERE WAF BHEER bind_ip 2#1?
MEANWAFE, WAMEARBREBEEEFiRSRLIRSEZE, U ETEEI
HmeE, Hbind_ip (WAFHIELEIP ) SIEENR St GRS,

BT IP 8\ WAF 5, WAF aJLABG1RBRETEIIX AN IP BOFRE A 1E?
N
WAFRI SR SR IPEEAWAFRGIR, BiZIPSZ3EFAMIPEEAMIP, {EWAF{Y
BAtFEBIg IPIBIRIASRE, ARERHIFIRSTEIXMNPHIES , BRSPS, EELIMISE
ZIEANWARRITESF

WAF 28 235851P CS Z24an9RguL?
ANERIZMIEAICSER 2 EEHTTP/HTTPSHNY,, MIWAFRTLABAIR, BUARSZIEGF,

ST E =50 WAF A$5 QPS RIERERFIRARIRE?
EEILAEIRES |, EETRISIPHIATH 5/ QPSERIER RN AR E .

Web RARGXEEFTLARZEE multipart/form-data $3=XHVEEEEIS?
WAFZ 2 multipart/form-datat& X HIEIES .

Multipart/form-data@ X e 2eERAERE EEEHRIA . Hltn, TESHMERT, a05EHR
HRINT M, MHEEEERmultipart/form-datat&=_HIEZIIRSZSE,

13.1.2 ThEBikBEZE

13.1.2.1 Web AP XIEEEBERR IP?
WAFB]LARS 1P TR

=R
WAFABERGIRIP, REeEFiHZ#1THIP.

EWAFHECERYFISIPRSIFAMIP, RSZFFFAMIPEERMIP,

EIRFER/DARIPHIESE, TTLAMISLELB ( Elastic Load Balance, fEFRELB ) 123t
#H19%, RIEBGHRFAMIP, FIZEIP ( AMIP) IRE iRubibE
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FAFiER

JR=EL

WAFEJ LSS I PElIs & BT B33 o
TEWAFREC B RYIRAIPSTHFFAR PZE FIRIP .,
BRIBBZEANWAFRIRAZRA, 152 IS /IPANTIE A WebRBFAIE? .

13.1.2.2 Web [ PG XSS XS BRI RiHITRHIR?
WAFSZH5 318042 85 Pt TR51P, HBSEBBaN T :

ERAICNAMEZ N REEE T2 1TRHIP
EWAFFEERNRGIPRSIFAMIP, FIE0, TRibiRSS2ERE 7 it R

( Elastic Load Balance, {&#RELB) Y, REELB (FHE, HERIgHZHE ) H
AP, ZAERFETLARHEZHITEHIF

SRS A LA Z 5L P 1 TR

13.1.2.3 Web NABAXIETIFEEN POST 1=#137?

WAFAZIFEEN POSTERE, . HXTHTTP/HTTPS/EIGIER, WAFS | Z2a S MHirinnIgs
SRR E13-1F7 o
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FAFiERE 13 & U ja)ER

13-1 WAF 5 |Z4&E

HTTP/HTTPSEI&i5R

|
BT

- BHTRIGHTTP/HTTPSISRIE S, TRENS
AT RIRSL Rk, BRTT. ERESEXER.

IR ERIE R A .

Rl e

SEEN R R RE e BIEERES, FEEF RIS .
)

~ o 'IES_R *H :ﬁl]ﬁ EE:
ERNERA S R S T

RIBRBIOSER, HoERTEiaeN, #

a5 VL {THERRARENE
pass,block,log,redirect,captcha.
Ml Rz By v B
RiEE S i B R TR R E
=Tl BINESR MBS, MR RSRIES
mﬂ
SN RiEAC BRI SR S Bt FEE R T 8
BURds =it EE [ERRMEIS. ZfE: blockmask.
BHEME

ESFA B MIAS IRiEEE ISR, B TR IR

13.1.2.4 WAF F1 HSS MR E XN B HAX5I?

HSSR LR IR Z L W AIBIE A RIEe, SCRTIEIEMIAER, HaJLABEI &R
WERELIHHER, REEZRFZNMISEEFMEEEL, BEF. Btk
W FHABERNIZEIRS

WAF RIS 224 /9 FR R R FIRRORAIF , SO MUARIRSS MBI TEE, LAFIA
IEATR 1A PR EFIERRE, HETUS MR EREN .

PR EARI X 5Bl
HSSSWAFRITERF IR BY, A0213-1FTR.
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Web Rz FERA K IE
FAFiER

% 13-1 HSS 1 WAF RIapEXHIX 3l

i3
&

HSS

%)
=]

MERNFSUEEFR . WebSFER TR, £
IEEE B

% C
=]

o IISHEIEMEX S EE
Efttomcat N Hiz{THT B HAFIP, 8EmtME XS
HIRESSEIENEXRITA.

o ISUHIZEEE
EEFNHIEEREE, MRBEXINEEEELD
BATREERIHEIE, BERIERWSHENET,

Bk | o EENFMHIRE RZHF
| EIMEIBGIF B R TSGR ERT, B BNE
EZH’@E‘EM%@SZ#EEB’VXE%)EHEii‘%EﬁZE?JBZ

o minFINRE
EARMEN LGB RINBMBEREN, TE
imin R RS IR E R E IR

BrtPxs | MubPpiPERS, FallkEENEENE P BHIRE KA,
- &%‘;;;j%iﬁﬁ_\i}ﬂ%ﬁ
7B

a1 I TR e

itiabSE prizEd

Syl WAFK) TTBpE e +HSS TRVl hR
PuSRAIR+EZERKMDT | WAFRTIRGE L +HSSR IR
BrEe

13.1.2.5 Web R APGXIESTIFHILE Web JRFZHEZR /1Y ?

Web iz FEBA X 1

WAFBIZXHTTP/HTTPSiE KT ,
ARG EE.

L /MUEN. XHEE . SURHRIE.

HEEZI, SWebRSBIERLEEXR.,

IRAUFRRRTSQLIEN . BBUSHIAIE . MWD
B=HNARERE. CCK

TRlCRiAE . BUhiERMEFWE, FIFWeblRSBLEIEE -

WAFZ 5B R RTINS B BRAN T -

WebSocket/WebSocketstii¥, BHERARFBIRES
- “XIAMmNT R “HTTP BY,

“XTIMIIN” 5EEFE “HTTPS” A,
e  HTTP/HTTPSHHY

BASZHFWebSocket
BrINZ i WebSockets
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Web Rz FERA K IE
FAFiER 13 U ja)Ek

13.1.2.6 WAF BJLABSIPERS HSTS SREE/NTLM IEIAIEAER RIS ?
L. WAFSZIERARHTTP/HTTPSHRMLSE .

o  MubEEIREAHSTS ( HTTP Strict Transport Security, HTTPFEAR(EMIZ MY )
REgE, SEHIEREPin (NNKEES ) FRAHTTPSHMY S Mub#TiEdE, LR
DREFNIFXEG . BEHSTSRIRAIMIAERARYZHTTPSHMNY, WAFRJLARGIF .

e NTLM ( New Technology LAN Manager, Windows NT LANEE2E ) B2
Windows¥E& FHTTPRIBI—FHAIES T, EIAESRNSWindowsimiEERAY
iEAiIEEEtE—ﬁE’\J, ERim (NN5Ees ) MKEZAREXEF A FHREEE

SN o

MFEFIR (0RIEEes ) ARIEZAERNTLMIAMERNNSS, WAFRTLARGIF

13.1.2.7 WAF 4% Nginx &G4 XEI?
WAFEEEFINGinXiE & I E BRI ANginx R B L & s REEEIRSSSE, TIWAF

SFERNHTIERRE, BBIIRERIAEIEREREIRILIRSSES, FHHEA
T

o WAFEA

MIGEAWAFIE, FRBELIEERIGREIWAF, WAFBIZIIHTTP(S)IEKIEHITIE
W, IRBIFRAETSQLIEN . BIEHIAE . MIRADS EE. a</iEiEN. X4
88, 8RR, F=SNARRKE. CCE. HEMCRAME. BihiER
MEFRERER, BERRERESGREY, NMBERWebNAZE. RE. I
Ao

13-2 CNAME N, HEEIENGIPERIEE

E @ B EEREIWAF @ WAFEE &S5 ERgEREES g

- WAF
EFim -
@ WAFR M HEEEEE BUBRESER

e Nginxi&Ek
BIz[ECI2 ( Reverse Proxy ) Hitk . RIEORIBIRSZS=IESEFiRHIOIER
&, BEiEEHaiEREREWebIRSSEE, FHIEMWeblRSSEE LIRENIEERIREISS
ERiG, RARIBIRSZELZEENMIETLE, KEWebiREIEWOHITIER, FHXT
BlEERHITER .
REAEALABS LEINMRS A MR SS 2RO I, Bl AMIRSEES,
BRI LASEIp e eiadfn s
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13-3 Nginx # & [RIE

| WebBRSS B HRE |

E DEREEEER i B iEREF,

=i REMCERS

Q Q

13.1.2.8 Web ARG XIS LA E =1 Cookie 15?
WAFAZIFECESigCookie,

WAF_JL,LLQEEECCI&EEBE?P*MU PRA#IEE N Cookie=ZE4FERE (URL ) BYIAITISR

, FBERBICCKRGIANREREBRCCIE, i, EaILUESEcECC N, fF
CookleffTaFUJnameE’JﬁHPT" 60 AIAIEIRZAY “/admin®” TREEI100R0T, %
FFiA a2 6007

4 2 Cookie

Cookie2MiG A THRIAF S, ##1TSessioniRISMfETZER P A ith&in FROEEE
(BEZIMNZ ) , CookieFAWebfRZE8AIXEINISEE, ATLABRICERARPIMARG

5N O

CookieHH-—MEFR (Name ) . —ME (Value ) FIEE/L M ATFiEHICookie BREHA
izéfi (EREENEIEEIEAR . Cookier> HEIFCookie iF A tECookieFFHSE
B, FMRBEIN T

o £iEFCookie

I&ETAYCookie, AESZIMIREE, FHEEREFH. SNSIXART, CookietFH
HIRR o

o FAtMECookie

@J/a;EUHH BHE, FhEEHEYS, JFAREEZIEIREARY, Cookiefg MR
HBR o

13.1.2.9 WAF 33 SQL i . XSS BEESusBIZAF] PHP ;FENKTEAIAE I ERIE?

SQL ( Structured Query Language ) ;ENIHEE—MENNIWebILE 5%, EEE
HESQLAF SRR ENEIIFAEPR, REBIXEHIRRSSMITERSQLISHY
BrY. fa0, AITLAMEIREAENEMER., SEF BEURERSHERITRINAR. &
HXHE—RIERIRE, BEEEUSABEIREDERGREFRSNR

XSSHHBEEENE2EEF AN AR E TRIRE, BEISYWHNEEEINEE E/v\ﬁ:
BEIMRT, FERFMBHITREEESFIERINRER . XERSNIGEFEE 2
JavaScript, {BLFr EtRILAG E)ava. VBScript. ActiveX. Flash SiZFEEZEEE
BHTML., EINE, WEERESEISREARRTESIINR (0T —Lig
fE) . AEMRAE. SiFFCookieEFZMHA

SASRRZN 09 (2024-01-30) WA © LR ABIRAE] 222



Web Rz FERA K IE
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WAF £33 SQL iFE NI RIE

WAFEXISQUEANHANGNFEIRRIGNSQLREF . 15HAS . BERF. BT, E

BAFREXRESIFE, FiHTIE.

e SQLXE= (40 union, Select, from, as, asc, desc, order by, sort, and ,
or, load, delete, update, execute, count, top, between, declare,

distinct, distinctrow, sleep, waitfor, delay, having, sysdate, when,
dba_user, case, delay &)

o HHFS (T 7,0)
o EEF (/%)
o BMERF (=, ><>=<55422)

® /EE*%“J’( ’ /**/)

WAF £H3F XSS K H946 NI BRI

WAFXIXSSESUA A AN NRIEEZRHITHTMLUEAMFRE . SHGIERR . A
. FEHITAEN, B %ﬁﬁ}jLﬂﬂ}jlﬂﬁlﬁ—kIE)\%gxss 56,

e  XSSkHE= (javascript . script. object. style. iframe. body. input. form.
onerror. alertZ) ;

o HFEFFM (<> .7 );
o HMERSERE (href= “http: //xxx/” , src="http: //xxx/attack.js") o
(RERIY::|

MBRWSEEE HEEA, aLABAmultipart AR EfE, AEbody /S L&, MITREE, B)E
base64iRIIIEREN . PiMlEinE, BiIRESIS. XIESHA.

WAF £13J PHP AV I ERTE
MNBIBERPE DL Fsystem(xx) FiEF, ZXREFEEPHPEANKEXE, Hit,
WAFS=EL 7123853k,
13.1.2.10 WAF E&aLABS#P Apache Struts2 icfE (L3 TR
( CVE-2021-31805 ) ?
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o RIELEVWAFREREE, REAFERIHIINIR, LUXEIBRZERIMRIEE

o RBWAFRERZREELI . SHIEMKSSERRS, XEKSHERRS T
LIRIEI BRI Tz

13.1.3.7 (YHYTET WAF BYiBiaiEK, IMIEE?

ERILAE RIS ARSS 28 _EACE R T WAFEIRIPATR)=HIERER, BMX sir@id WAFY
ERIpEEIR, FIEESRERLIPEREWAFEEE R, LIRRRGZE .
BE. A

13.1.3.8 FI+4 Cookie 5 HWWAFSESID 5 HWWAFSESTIME =2E&?

HWWAFSESID: £iFID; HWWAFSESTIME: £iE88%, XN FEREBFIrcE
R, WNCCRHIFRNIREEFIHE

BAiPiE/IPEEANWAFS, WAFETEZE P15k CookiedilE AHWWAFSESID ( &1&
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BEREA LA =, %2 ‘2% > WebRiARKIE"
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W7k “HTTPS” B, WAFBRIARGIF “443” frtEmOpss,
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